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SUBJECT: C(RYFIOGRAPHIC SYSTRNS FOR MNATO USh
BACKGROUND:

1. SHAPE zas expressed to the Standang Group concern about NATO communication securdty
and has requested that action be taken to improve at. The U.S. Representative, Standing
Group, corroborates the views of SHAPL and has requested the Joint Chiefs of Stzff to diract
preparation of a plan to improve NATO communication securaty. (knclosure to J.C.S. 2074/12).

2. Two new U,S. equipments which will meet Combined and NATO requirenents for lateral
communication security squipments are to be service tested by the Britash, at their request
{Enclosure to J.C.3, 2074/11), and it is expected that the U.S. will recommend adoption of
one of these equipments for Combined and NATU use., One of the equapments (AFSAM 7) will be
available in quantity by the end of 1952, and the other (AFSAM 47), early in 1954. In 1950
a ta;g;t date of 1 January 1955 was agreed for replacement of the CCM (lknclosure to J.C.S.
2074/7) o

CURRENT RLPORT:

3. A draft memorandum for the U.S. Representative, Standing Group, (knclosure to J.(.S.
2074/13) outlines the speewfic actions being taken an the U.S. to improve NATU commnication
security. Briefly, it states:

&. OSimplified procedures for the CM, a crypto-mechanism change, and issuance of a
new type of rotor will be completed by the spring of 1953. These will overcome the weak-
nesses which are of lmmediate concern about GCM security.

k. A new U.S. equipment for telelype encryption wall be an full seale production
late in 1953 » and it appears to be the best solutaon for NATO on-line encrypled communica-
tions. Only a limited number of present U.S. equipments which might be suitable are
available.

&s No U.S. equirmeni exists in sufficient guantity for a NATO tactical sysiem, nor
do U.5. squipmenis meet all NATO criteria for a tactical system. A mechanical device
which meets most of the NATO requirements is nsar production, and is being considered
for possible NATO use,

4. A long range and interim crypto-plan has been approved by the Armed Forces Security
Agency Council. Implementation of this plan i1s well advanced, and 1% includes provigion
of systems for Combined and NATO use,

&. Representatives of the Director, Amred Forces Securiaty agency, plan to visit
SHAPE early in June, 1952, to advise on NATO commnication security matters,

RECOMMENDATION

4, It is recommended that J.C.S. 2074/13 be approved.
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