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MEMORANDUM FOR RECORD. - S 1 July 195k
TO: - Mr. Friedman |
FROM: " Mr. Snyder, R/D 3501

SUBJECT: ~ SUPERFLEX

1l.. T am forwarding the material on SUPERFIEX, about which I telephoned
you the other day, so that you can get a full picture of the background

actions since the original proposal in August 1946, for study as your own
schedule permits.

2. I understand that results of recent field testing of the "507"
reveal, among other things, difficulties due to variations in the length of -
electrical paths through the rotors. This will certainly influence the
engineering evaluation of SUPERFLEX. The seriousness of this trouble, and
the likelihood of an eventual solution should be re-evaluated if cryptographic

-evaluation of . SUPERFLEX indicates that it is worthy of serious consideration.

3. I would apprec1ate your comments as to the potentialities of this
system, apart from engineering considerations. Particularly what possibilities
there are in one of its small embodiments.

S. S. SMIER
R/D 3501

Incl:
SUPERFIEX File

Ceclassified and approved for release by NsA on 10-15-2014 Q'urauant to B0 ’ISSE
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MEMORANDUM
TO: Dr. Kullback
FROM: S. 5. Snyder

SUBJECT: SUPERFLEX

1. You may recall the time in 1946, when I developed the idea and the sug-
gested embodiment for the cryptographic device called SUPERFLEX. It was born of
a desire for a device which would thwart the classic methods of entry into wired
rotor systems, namely, either by "stripping" one rotor at a time, ér by dividing
the machine in half. Such methods are possible primarily because, in the classic
rotor maze, current entering at a given point follows a path through a series of
rotors in turn and alwasys in the same ofder. My proposal varies the point of
entry, the order and the number of rotors in the path, according to change of
setting and also according to plain text entry point. The method of accomplishing
this includes, in the most likely embodiment, the use of printed circuit "cards"
as a means of varying the machine setup or specific key. Possession of the
machine, the rotors, and the cards would not constitute a compromise, without
knowledge of the selection of cards and order of assembly in a specific key. In
fact, it is possible, subject to verification by security study, that clear
indiéators could be used for rotor settings.

2. Under the then Projects Section, CSGAS T6C, a certain amount of study
was devoted to this. A handtester was put together using SIGABA baskets and
STGHEK pluggable stators; with this it was possible to simulate various plugging
setups, and much was learned about its potentialities and limitations. Also,
the subsection heads all wrote comments on SUPERFLEX, and Miss Phyllis Metcalf
made a fairly complete study of a representative situation. These comments and
the security study are attached with be original paper and its amendments, as
well as a paper by Frank Proschan on the number of paths of various lengths
possible under different conditions. Dick Chiles, particularly, made valuable
contributions, suggested several improvements, and helped put together the hand-
tester. As far as I know, the idea for this device never was given enough
backing to be forwarded to any higher echelons, nor were there any strong
objections which would throw it out of comsideration for eventual adoption.

3. Since I am still of the opinion that this device could be of potential. .
value, and since I am sure it does no good to be resting in my file unevaluated,
I am offering it to the Agency through you, for endugh research to evaluate its
potentialities. I understand that the newly constituted branch 314 will have
opportunity to give greater emphasis to such security studies, and it may be
that this is the time and the right place to reopen this matter. I only hope
that during the past six years there have not been occasions when this device
could have satisfied some Agency need.

S. 5. SNYDER
Procedures Branch, 351

GOPY.
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SECRET SsCURITY INFORUATION : :
361D - AES - 25 Jul 52
nl'.a S. sg Snydor

4128

Superflex
1. Herewith is the folder we discussed recently.

. 2, Our studies on this indicate that the ideas might easily be develcoped

into a secure system if the variocus festures oan be made practioal. There is,
of course, a question of whethor another system built along more conventional
designs representing the same complexity and same amount of equipment would
provide security as great as this principle. This we were not able to answer.
In my own opinion, unless a system built along the lines of Superflex would
blook solution based on known stepping of rotors, I am inclined 4o think that
gocurity would not be substantially greater than that from a more conventional
machine of comparable complexity. Putting it another way, if the use of this
principle would permit transmission of message rotor aligmments in the oloar,
safely, this would be a step forward.

3. 1 have bsen at a disadvantage on this system by not knowing what the
enginaers would consider practicable in terms of equipment features. This is
a type of research for which all deadlino jobs seem to take precedence; oon-
sequently, wiensver we started the study of any specifio application of the
system, there seemed always to be a deadline job coming up that forced this
one to wait. I apologize for having so little to report.

R, A. PAGE
Hoad, AFSA-412B
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17 July. 1950

Abe:

As per our conversation the other day, I am sending herewith a folder
containing a file copy of my proposal for SUPERFLEX, together with other
papers bearing on the subject. I would appreciate an evaluation of the
basic theory, and an appraisal of its suitability for inclusion in an official
device.

The proposal is described in the basic paper, which was in the form of
a memorandum to Projects Section on 6 August 1946. Mr. Chiles, who was in
that Section at the time, became interested in it, and made valuable contri-
butions, including a suggested embodiment which is described in his paper
dated November 1946. Also he was primarily instrumental in constructing a
‘hand-tester' which turned out to be invaluable both for testing variations of
the device and for producing cipher text for study. Sets of sliding strips
can be used for this, and for detailed check of the actual rotor paths, but
the process is extremely slow for mass encipherments.

A later suggested embodiment, dated 19 September 1947, introduced the
idea of a 'commutating cylinder' which if engineeringly feasible, would add
considerably to the security by changing stator plugging at each encipherment.

The security study included herein was made by Miss Metcalf, and is the
only extensive effort along this line. Certainly other analysis is necessary
to get a complete evaluation. ' !

Thank you very much for your consideration.

SAM (signed)
S. S. SNYDER
AFSA 351D
Ext. 377 (AHS)

QWGOPY
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C3Q45~70 ' 10 October 1947
< S | COMLIENTS O SUPERFLEX |

l. %he system which has been proposed was based on the assumption, among
others, that security would be enhanced bescause additional items need be either
captured or obtaineéd in other ways by an enemy. Considering our present rotor
systems, we may say that the follow1ng eomponents of a system must be protected:

a. The key'list '
b The rotors
c. ine basic system

2. The basic system, however, usually must bs considered as known to the
- enemy. That leaves, then, only the key list and rotors to be safeguarded., If
oither is compromised security depends upon the continued uncompromised status
of the other. With the addition of another component to the system, security.
of traffic, presumably, would continue even after the loss of any two components.

3. It should be noted in this comnection that if thers is a loss by capture
one can not be certain that all components have not been lost. If there is a
compromige through espionage one must expect all components to be lost. At least,
. these are the safest assumptions to make. '

4e There is an advantage when shipping systems to holders in having many
components in a system. Then, if one component is lost in transit the remaining
uncompromised components should assure security until replacemsnt of the lost
component can be made. One simple way of increasing the number of components
in our present systems is to divide the key list into separate parts, all parts
 together then being needed to operate the system. Loas in transgit on one com=
ponent would not necessarily endanger security. As a practical matter, com-
promised key lists can be replaced with less strain on production facilities
and with less expense than can rotors or other components more difficult and
expensive to produce. The frequency of changing the different components and
the length of time they remain effectiva affects the relative importance of the
components.

5 Four rotors are recommendsd for the system, mainly to assist in reducing
the weight and size of the machine. No motion is specified for the four rotors.
Because the typs of motion contributes a great deal to the security or insecurity
of a system no definite statemend can be made on the security of this system,

If straight~forward predictable motion is used, even with five rotors, it seems
quite probable that methods of solution can be found. In considering possible
motions for the machine, thought must be given to the effeot of clear indicators,
one rotor off (if this should be dangerous to security use of only four rotors
will allow such a conditlon to arise more often than a greater number of rotors),
‘bailing, etc.

6. The study of reflexing is, as yet, scarcely begun'and it seems reason=
able to believe that techniques will be found for handling reflexed systems which
can be applied to this system. As it stands now a considerable amount of time
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CSGAS-?éC (10 October 47)

and effort will b s neaded to give a propsr evaluation of the security of the.
.8ystem.

7. It would seem to be true that if a.strong motion is needed for

- security, regardless of other factors, then most effort should be concentrated
on finding a strong motion and depending on it for the principal security

safeguards. .

JAMES H. DOUGLAS
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C3GAS=76 L : o : 9 January 1947
' | |  COMMENTS ON SUPERFLEX

Noted. The using forcea will not stand for plugging. Therefore this

" problem should be»lioked firste Secondly, much more security study must be

- done befbre this idea can be circulated.

AJI. DUMEY
Cnyptologic Branch
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COMMENTS ON SUPZRPLEX

le The limitsztion on motion, suygested in paragraph 2 4
of the description, which would irsure that none of the rotors
would be stationery for more tnan two successive enclipherments
would greatly lncreass the difficulty of guaranteelnyg a long
cycle on tue machinees The llmitation was Introduced to suppress
repeats in the cipher Wuichaﬁome from repeats in the plain. Such
a limitation would increesse “F&psatd” Yn' the cipher which come from
successive letters inmthe plain, ABp CD; » Thils would heppen.

when ever all wueel&fﬁurn&d between such a plain text palr. Any
further limlitation of motion cuts down the number of trials the
onemy cryptanalyst must meke. The suggested limlitation would not
entirely suppress Fepsats wWiich come from conasscutive repeated
letters.

2s The test meéséges enciphered b; the machine show a large
percentage of two-wheel encipherments. The following percentagea
were enclphered by two wheels only:

- 25.5% of Test
33.7% of Test
3040% of Test
24 .0% of Test

LR RGN o

The following characteristics of the machine are suggested as
offerin, a possible statistical solution because of the number
of two-wheel enciphermentss. ..

The following wneel orders are the only ones possible in a
two~wheel encipherment with the machine set up as in the example.
) and 4
and 4
and 5
and 4
and 5

UGN

The cipher text may be dlvided into two classes, those
letters whlch are the output of Rotor 4 and those lstters which
are the output of Rotor 5 In the example 13 letters come from
wiisel 4 and 13 letters come from wieel 5. If all entry points
are eyually possible then 3/5 of the two-wheel encipherments are
going to leave the machine at wiieel 4. 1If high fregyusncy letters
ere plugged into wneel 1 then this percentage will become lerger.
On the basls of frequency 1t might be possible to classlfy the
cipher text as outputs of wieel “4 or wiieel 5 which will begin to
wive an entry into the machine for bombing with fewer trlials.

The basis for claasification ot ciplher text 1s a result of
the limitation which does not allow the wheel order 1l and 5 as a

SECRET-
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(Comments on SUPERFLEX)

two-wheel enclphermente. This was introduced to cut down the
numoer of two-wheel encipherments. A alfferent set of atator
plugging which did not use one as an entry point and 5 as an
exit point might be devised to overcome the freyuoncy attaclk,
which 1s an attack and not a solution. -

3¢ If this machlne is suggested to fulfill Basic i{ilitary
Reguirements 1I, III or IV tho consideration of inter-communica-
~tlon may become very complicated unless all three devices employ
- 8imilar principles- .

4+ The mechine would be subject to error ln setting up the
key whether cards or plugs were used to vary the stator wiring.
Frequent changes of key would certainly not be practlicale.

Mary MacNelll

. 27 August 1946

I suggest (a) a securit; study based on fixed stator wiring
(which is probably what will be thie case, anyway) to see what
can be done about getting the wiheels and identifying them, and
{b) consideration of reflexed machine, which would permit the
removal of the limitations on motion (to some extent).

DANIEL #. DRIBIN

11 September 1946

3ome improvement in tne means of "plugging" seems to be
indicated if this idea is to be useful - and I don't like the
idea of fixed stator wirings Certainly, also, the suggestion
should be developed to eliminate the necessity for the motlon
regtrictions. Perhaps a simpler device including the re-sntrant
feature should be studlied first.

Warren He Turnsr, dJr.

13 Januery 1947

The 2Z2-wheel enclpherment danger can be circumvented by in-
troduction of a reflector §6 BR&E one end late is usedi of cogfse,
bridged elements are still Rlghly doubtfu Plugzing 1s ire-
fculty which must be faced Tealistically

- Danlel . Dribin
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(Comments on SUPERFLEX)
| 9 November 1946

It should be pointed out that the idea of assembling 26
cards from a deck of 108 contalnlng possible printed circuits
permits more flexibility than 1is indicated in parsgraph li and
Figure 3« Slnce the cholce of number and position of enterlng
rotors (from LFS) and exit rotors (to RFS) 1s not fixed, these
can be varled vy printing of new sets of cards. Presumably new
cards would be lssued at the tlme new sets of rotors were sent
oute Thls, therefore, increases further the vaeriability, and
is an additionsl advantage over the plugglng method mentioned
in paragraph lE which would have 108 stator wirings bullt into
the machine and only allow varlation of plugging.

iiary Weely Rosebro

Research on the baslc security of simple reflexed cipher
systems has polnted up the fact that the first astep in any solu~
tion effort 1s to separate those eslements whose enciphnerments
involve one channel (one trip throush the maze) from those whose
enclipherment involves several channels. Iloreover any use of a
reflexed element requires specific aessumptions as to the number
of trips through the maze. In the lisht of the above study
SUPERFLEX solutlon woula reyuire an effort to separate the ele-
ments into classes accordin; to the specific wheel order (i.e.,
wheels 1l-2-2<3 etc.) for the elements being used. This effort
would be a ma jor one except possalbly for the Z-wheel enciphere
menta and the physical difficulty of changing the stators.

The fact that in 5 to 10% of the cases a specific two-wheel
encipherment may be involvel a wedge for solution if the
identlification of which elements are of this type 1s possible.

If wheels 4 and 5 are made falrly faat moving wheels in
order to complicate this identiiication then it may be posaible
to set wheels 4 and 5 end then wieels 2 and 3 in turn by assump-
tlona made an encipherment by wheels 2 and 4 and verified by
2 and 5 encipherments.. The two~wheel enciphermsnts. Additlon
of anothsr wheel or two would maeke 1t possible to guarantee that
no two-wheel encipherments occur.

. Unless the stator "cards" are changsd frequently the inse-
curity of tue two-wheel encipherments wlll engulf the baslic se~
curity advantages of the "superflexing".

Perhaps a 7-wheel device as suggested below which eliminates
2~wheel encipherments would provide more securitys This device
sacrifices the varliablity provided by the cards for the assurance
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(Comments on SUPERFLEX) -

that the minimum 3-wheel encipherments wlll occur in less than
11% of the cases. Moreover the security due to variability of
the cards wlll be partlally regained by the possibllity of more
frequent changes of the stators.

In the description-below the inputs of stators are described
a8 being connected to the outputs of stators by multiple position
switches instead of cardss 1.e., if the input of stator C is
connected to the output of stator Ay ther the encipherment would
nave involved wheel 2>and then whee% 1l in that segment of its

pathe.
smro«/ e.w 2| SThTer [ cw.3 | ET<. o
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Let 3, 4, 5 be the most rapid wheels - for example let 4

be fast and either 3 or 5 move every time. Let successive wheels
move in opposite directions. Let the cards be replaced by 52 -
8ix position switches and a daily key 1llst furnish the settings
of these switches. (The key list could be prepared so tuat for
~high frequency letters the stator A be connected only to A or B

thus guaranteeinyg encipherments by a minimum of 4 wheel on high
froeguency letters.

The wiring task on.the chassis of any SUPERFLEX_will be a
gigantic production problem and therefore very strong recommend-
ations will have to be made before it will be adopted. Devices

of comperable securlty.

W1lliem He. Zrskine
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(Commerits on SUPERFLEX)
23 October 1946

I like the basic contribution wnich this device makes to
cipner machine technology, but bellieve it would be better if
certaln practical defects or difficulties could be eliminated.
One is the complexity of the internal wiring job, which 1s
apparently a neccessary corallary to the incluslon of the feature
of pluggable stators. Another DOSSible criticism is the fact
that witnin any key perlod (same gtator nlugging) there 18 a
conaistent entering rotor asssociated with each plain letter, and
likewise a consistent exit rotor associated with each cipher
letters The followlng varlation in the deslgn is offered &as a
means of eliminating both, and also, in line with Tr. Zrskine's
suggestion, it insures at leaat a threee-rotor enclipherment for
every plain-text charactoer. A further advantage 1s that the
necesslty for inserting the twenty-six cards in slats co. caange
the stator plugging 1s mliminated, this change belng effected
merely by substltutlng a new plastic cylinder for the one former-
ly in uase, as described belowe.

The cipher mazé of the machlne would consist of the follow-
ing elements:

(1) Seven rotors (preferably of the plastic printed-
circuit type)s These rotors would be in the form of rings approx-
imately 3" or 3%" in diameter, depending on the number of contact

oints, with a 2" hole in the center of each instead of the usual
g" or 3/8%" shaft hole.

(2) Eizht stators separatin* the rotors, of speclal
construction as shown in Flgure 1.

. (3) A cylinder, 2" in diameter and eyual in length to
the length of the rotor-stator assembly. This cylinder will have
circult paths printed on its surface which serve to inter- connect
the input and output contacts of the stators (sse Figure 2),
effectini the same result as the stator wirings of SUPZRFLSX. In
addition thils cyllinder serves as tne shaft acout which the rotors
move and 1tself 1s moved lndependently (possibly opposite in .
direction to the movement of the rotors). This would have the
aeffect of not only shiftlng the points of contact of plain and
cipher letters witn each encipherment, but also of adding to the
variability which results from the basic 1dea of stator plugginge.

As shown in rigurss 2 and 3, stators A, o, C, and D are
Inter-connected by the circuilt patiis printed on the rotating
cylinder, and in the same way stators £, F, G, and H are inter-
connecteds, Thls arrarngement is merely an adeptation of Dr.
Erskine 's suggestion, and if the circult paths for each set of
four stators are arranged so that at least one rotor from the

A ) F§’
A ¥
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(Comments on SUPERFLEX) - | S

group 1, 2 and 3 and one from the group 5, 6 and 7 1ls used in
every path (rotor 4 belng used every time), a minlmum three-rotor
encipherment is assured for each plain-text character. 1t will
be noted that the cylinder may bs cut in half and each half
moved independently, 1f this is thought desirable.

If the above limitatlon is used to azsure at least a three-
rotor encipherment, there are eighteen possible circuit arrange-
ments for each set of four stators. All eighteen circuits are
snown on the cylinder in Figure 2. If the same tolerances which
were used in planning printed rotor circuits are maintained, all
of these paths can be esasily arranged on a cylinder 2" in dia~
meter with the rcws of contact points spaced £" apart.

Jo R e Chiles
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. STUDIES OF SUPERFLEX

An exhaustive security study has not been made of all em=
bodiments of SUPERFLuX. Such methods of solution as could be
devised and carried through by hand have been tried for the
simplier embodiments of the machine. No method of attack is
at hand for the most complicated version of SUPERFLEX which
includes mixed levsl stator wirlnge. A detalled report. of the
embodiments studled, the materials used, and the results ob-
talned follows.

I Orislnal Embodiment_
Ao 'Descriptibn.
1. b5 Hebérn type rotors with 26 points each
2« Orange type motion - cascading multiple notch
Se 6 sﬁatorse |

a. Varieble by plugging (26 point IBM jacks) or
printed circuit cards.s

be. Nd.ﬁixed'levels in stator wiring.
¢+ Limitations. .

'(i) idinimum 2-rotor enclipherment inaured by de=-
8lgnating 3 rotors as entrance rotors and
the remaining 2 &s exit rotors.

(2) 5 possible 2-rotor enciphermanﬁa
(1‘4‘ 2"4. 2"'5' 5"4, 3“5)

-Bo Frequency Couﬁﬁs 7
l. 200 letfers of metching plain - cipher
| a. Plain frequenciesv
| (1) 32 occurrsnces of X.(word-spgcer)
(2) 27 ogccurrences of k
(3) O occurrences of K, Q, 2
be Cipher freguencies
(1) 12 occurrences of D, E to

(2)"3 cccurrences of S
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(Studies of SUPERFLEX)

.’2.

3a

4.

(3) no . blanks.
¢s» Number of rotors inVOlved |
(i)'5l 2«rotor encipherment%

{2) Average encipherment was-thrdugh'5 rotors
'(3),Eaximum encipherment was 22 rotors |
Same as B 1 above but with different motion p'attern.

Be Plain freyuencles « sgee above
be Cipher frequencies |
| (1) 15 occurrencés of § to
.(2) 2 occurrences of R
(3) no blanks- |
Ce Humber‘of ?otbrs involved
| (1) 67;2;ro£or 6nc1phermenté
- {2) Ayeraée encipherméﬁt?thrpugh 5 rotors
(3) daximum encipherﬁent was 23 rotors
lodvancipherment of gk which entered fast moving rotor
8e cipher frequencies
(1) 8.o§currences'of'L to
(2) 1 occurrence 6f_D,'P, Z
b. Repeats | |

(1) no consecutive occurrence of identical en-
ciphering paths

(2) 4 cases of consecutive cipher repeats de=
rived by different paths.

100 encipherments of "R" (enterinyg slowest entrance
rotor) o ‘

2
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(Studies of SUPLRFLEX)

s Ciﬁher'frequenciea
(1) 12 occurrences of 0 to
(21‘ 0 oceurrence of C, W, Z
b. Repests |
(1) 1 péntograph (KKKKK) due to identical en-
clphering paths occurring oconsecutively and
caused by no motion of encipherinyg wheel
involved. _ ~
'(2) S trigraphs aa above

(3) 9 digraphs as above

Ce Attempts at Solution

1.

2o

Given motion, setting, order, and wiring of rotors,
ah attempt was made torecover stsator wiring with 200
letters ¢f cipher text. :

as ethod: Plains "£" and "X" were assumed to enter
Rotor 3. Every cipher letter was assumed to have
come from plalns £ and X and was decipnerad
through every posslble comiinatlon of 2 wheels.
A tabls was kespt of the stator wirings implled by
each of these possible encipherments. Analysls
of confirmations and contradictions in this teble
yielded 13 correct wires and one incorrect wire
in satatora D, &, and F. Decipherments through
taese establisnhed wilres gave ilnsufficient clues
for cribbing in additional plain text.

be An attempt waa made to recover plailn text by re-
~moving rotor 5, w..ere wires derived in (a) above
made .1t possible, and deciphering through rotors
2 and 3. An attempt to asaign plain text letters
to the entrance points of these wiaeels on the
.basis of frequencles gave insufficlent data to
warrent continuation of such an approach.

Given asetting, motlon, order, and wiring of rotors.
An attempt was mads to recover stator wirlng wilth
200 letters of matched plain-ciphere.

a. itethod - All stator wiring implled by posaible
2-rotor encipherments was tabulated. Confirma=

3
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tiony were sufficlent 1in 34 cases to accept the
deriwed wires as a basis for obtaining addition-
al ones from 3-rotor encipherments. All atator
wiring was recovered. (It 1s probable that this
could not have been accomplished with 200 letters
of matched plain-cipher from a machine with sim-
ple metric motion if there weres no turnover of
3rd, 4th, and 5th wheels.) A tabulation of wir=-

ing implied by all possible 2-rotor encipherments

of the same 200 matched plesin-cipher pairs with
rotors set incorrectly gave results with suffi-
clent contradictions to re ject the setting.

II Second Embodiment

Ae. Description

l. 5 liebern-type rotors (26polint)

2. Simple metric motion - 1 notch per wheel.

3. 6 stators (same as in Original Zmsodiment)

Bes PFregquency Counts

l. 255 pleln-cipher pairs

e

lumber of 2-rotor encipherments:
(1) 17.92 before turnover of 3rd wheel.
(2) 61% (in only 26 pairs) after 3rd wheel break.

Plain-clipher constatations show breake-point
spproximately. It was possible to determine to a
large extent which plain letters were enciphered
through rotor 1 and any combination of rotors 1,
2, 3, 4, 5; which were not onciphered through 1;
and which were not enciphered through 1 or 2.

C. Attempts at'Solution

1. Given 10 consecutive cipher alphabets, known rotor

order, setting, wiring, and simple metric motlon
with turnover of 2nd wheel only between tize 5th and
6th alphebets. An sttempt to recover stator wirlng
on the basis of Z2-rotor encipherments was made. 36
corract stator wires were recovered. These produced
insufficient decipherments in a measage to suggest

4
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c¢ribbing or récovery of additional stator wires, even
when rotor wiring, motion, and soetting of the message
ware knowhe.

III Third Embodiment - -
A. Description
l. lo;Hebern-type rotors (26 pbint Sigrotes)

2. Simple metric motion - (Some sample encipherments
made with simple metric motion in 2 sets of 5 rotors
eache) .

3+ 10 stators
- Mixed-ievel wiring. _
b. No variation of stator wiring.

Ce Minimum Z2-rotor encipherment guaranteed by having
- plain pass through rotor 1 before enterinyg stator
A where variatlion in wheel order 1is inltiated; by
having no connection from stator A direct to
cipher output. : v

Be Observatlons .

l. Gilven 10 messages in depth - show that freguenciea
between breakpoints of 2nd fast wheel can be exploilt-
ed a8 well as column frequencles tc derive plain text.

2. Gilven 2 messaeges ¥ith same plain snd 1n depth on all
but 6th wheel. The sample shows that wheel 6 was in-
volved in 193 of the 327 encipherments (60.6%. This
would seem to imply that readlng text by setting and

deciphering on fewer than all ten wheels might be
impracticale.

3¢ Given 25 clpher alphabets and all elements of the
machlne except stator wiring- No method of solution
devised.
IV PFourth Embodiment
A Description
l1s 4 Aebsrn-type rotors (26 point)
2. Orange type motion - cascading multiple-notche (In

5
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Se

fingl verslon perhaps notch pattern could be perman-
ently attached to wheels., Delayed cycle-motion sug-
gested by Dr. Zrsklne was consldered but it may be
unnecessarily complicated)

5 stators
a. hiixed lavels

b. Variable by printed circult cards changing plug=-
board connectionss. The plugboard would have
13 x 20 hubs for wires from the -atators. 7Ten
circult cards would be pulled from a deck of, say,
50 and placed on the face of the plugboard accord-
ing to the keye. Iach card would connect two col~

umns of 13 kubs in the plugboard. Approximately

101 trials would be necessary to recover stator
card assembly.

c. Limitations

(1) iinimum 2-rotor encipherment (enter rotors 1
and 2;.ex1t rotors 3 and 4) or

(2) Minimum for final version 1s l-rotor encipher-
mente. .

3. Attempts at Solution

1.

2.

Given 200 letters of matched plain-cipher; known rotor
wiring, setting and motlon. No method of attack for
recovering stator wiring was suggested - (Gxnaustive
trials about 1019)

Given matched plain~cipher, rotor wiring; and notch
patternsa, and stator wiring. An attempt to set rotors
for a message was made. To aplit the machlne and set
two rotors initially, 3, a fast and exit rotor, and
l, 2nd fast and entrance rotor wern chosen as they
were the only two completely independsnt of other
rotors wlth respect to motion. All plain-cipher con-
statations with plain entering rotor 1 and cipher
leaving rotor 3 were selected from the crib; 34 crib
pairs ylelded 13 such conatatatlons requiring two ,
correct 2-rotor encipherments for a "stop" when try-
ing the 13 palrs, Uives about 38 random stops per
whesl order and a 25% change of missing the correct
stop entirelye. Therefore, since the number of trisals
for setting four wheels simultaneously is no greater
tnan for setting two at a timo, and crib reyuired

6
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would undoubtedly be snhorter, splltting is a less
practlecal and less relliable method of wheel ssttlings

3¢ A deck of 50 cards was made in order to determine

time required for c..anging stator cards according to a
keays Avergge time for withdrawing 10 and inserting
10 other cards was less than 3 minutes.

Conclusions:

Ie

II.

111

A small, easlly operated, and secure SJUPHRrLEX is prac-
tical if »orinted clrcuit cards can be developed to vary
stator wirlingse. sithout varlable stators the mixed level
embodiment would be secure untll compromise of stators;
thereafter solution of wheel order and settlin:; would be
comparable to that for a lebern-type machine with the
same numbsr of rotors and the same type motion. No
conclusions were reached concerning comparable difficulty
of solving rotor wiring. '

Assuming development of printed circuit cards, issuling
a deck of 50 such cards of wuich 10 could be sslected
for a delly kay, would place solution by means of ex-
haustive trials besyond any present means. io obther
solution has Leen found for mlxed level statora. 3Since
stator cards can be changed in 5 minutes, dally cnange
is not impractical.

Impracticabllity of solvlnyg stators removes necessilty
for complicating other elements ci the machine. It 13
conceivables that iIn the tourth embodiment motion notch
patterns be permanently fixed in the rotors and only a
settabvle alphabet ring be added to allow sending in-
dlcators in the clear - provided a days traffic 1s not
sufficlently heavy to allow reading depths on frequen=-
cies alonee. There should be sufficlient motion to sup-
press plain-text chesracteristics evident from successive
encipnerments dbetwesn wlilch t..ere 1s no motion. Pre-
sent oplnion is that somethilng approx*matin$ Orange-type
motion would be necessary.
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Iv. For use in lower echielons a less secure machine could
be made to have a ilebern maze with separators varled
dally. An adapter which would maske this intercommun-
lcable with SUPERFLLX should be feaslble.

MARY NEELY ROSEBRO
M.A+C+ Subsection

MARY MacNBILL
Cryptograpunic Plan
Subssction
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SUBJECT 3 SUPERFLEX Commutating Unit -
70 ' : CIC, Projects Section

1, One possible cryptographic weakness of the SUPERFLEX embodiment
employing ten printed circuit slides, is suggested by the fact that during
an entire daily key setup, any given plain %or cipher) letter remains in .
"direct contact with an associated entry (or exit) point on a particular
rotor., The modification proposed herewith is designed to eliminate this
_weakness, by varying the "plugging™ satup during the encipherment of each
message, in an unpredictable manner,

2. Instead of having the spring contacts of the reflexing plugboard
arranged along a plane surface against which the set of ten printed circuit
slides are to make contact, let the spring contacts be arranged in ten pairs
“of rows around the surface of a bakslite cylinder (Figure 1). Let the plug-
board slides be inserted in slots in the inner face of a "sleeve" (Figure 2)
which is designed so that points on thése slides make good electrical con-
nection with the spring contacts of the cylinder. Motion bumps are provided
on ths outer surface of the sleeve, to effect its motion; after any step of
the sleeve around the cylinder, a complete shift of the ten slides with re-
~lation to the spring contacts will have been made., Provision should be made
for this motion to be related to the motion control scheme for the rotors
themselves, so that it is fairly irregular, and would vary according to
different daily key setups, notch rings, etc. Assuming that printed circuit
slides can be made approximately the same sige as in the original proposal,
the whole enciphering process can probably be accomplished within a simple
. unit similar to that shown diagrammaticslly in Flgan 3.

sleeve

3. In the dosign of the plugboard ;iﬂg shown in Figure 2, the slides ars
shown as having a slightly curved face and edgos_cut at an acute angle. It is
felt that this type of slide would lend itself reasonably well to manufacture
on a mags-production basis. A process for making printed circuits has been
perfected commercially, using steatite; it is felt that this material would be
satisfactory for this purpose, One of the best reasons for using that mater=- -
ial is the fact that circuits printed on it have shown remarkable resistance
to abrasion, . _

4+ Consideration has been given to | the idea of using nore rotors to effect
practically the same result. Such a plajh, for example, might employ- nin.
rotors and accomplish "superflexing" to approximately the same extent as the
proposed four-rotor version with rotating plugboard ring. This was rejected
for the following rcasons: ’

a, One of the powerful arguments for a device like SUPERFLEX has b

been the fact that a stock of fifty to btne~hundred printed-circuit slides
would be on hand, from which ten would be selected for the daily key setup.

SECRET-
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This was felt to be practieal because such slides were considered readily pro-
duoible in large quantities. Also once distributed, they would not have to be

. reigsued, and in fact would hardly have to be classified secret. But pre- .
-paration and issue of the corresponding mmbers of rotors to each holder would

probably be prbhi,bitivo in oxpenss and bulk,

be ‘ihe use ‘of retox's to accomplish the ahift of -noiphox'ing path
from letter to letter is probably weeker crypiographically than the use of @
cylinder with slides. The resson is that, using rotors, successive lettera
will be related in their path begause they still contact points on the same

- rotor. Using the cylinder, with ite rotaung sleova, howsver, each motion

brings into position a nsw circuit.

5. J-t- :La folt that uae of the device as proposed wonld be proof’ in casse
of capture of the device, provided specifiec keys are not compromised. It is
recommended that tho plan of wiring the opring oont.acts be such as to guarantn
a minirum enciphering path of two rotors.

6. It 45 also to be kept in mind t.hat SUFSAFIEX can be fairly easily
designed so that its plugging setup, in effsqt, be altsred to convert it to
a gimple iebern devics with no "raflaxiag" or "bridying”. This might be desire

"able if it bscomes necessary to render it commnicable with & dcvica in a

lomr echeloh which 18 a simle Hsbem type machine,

JAMU"L S. SNYTELR .
GIC, Cryptogmphic Plan Subsection
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1. Xour Hotor Superﬂ.ex.

Consider a four rotor Superflex (_aee ¥r. C.hiloé ' peper of November 1946

;_W—’.'_ o ‘

on the Supsrflex)

L8]
w[
o

LFs R¥Y
where the path LES to KF5 is iﬁposlible-but any other 'path is possible. uwhab
iz the probability that the pat.h of an onciphlmsnb goos thmugh one rotor, two
rotora, three rotors, otc? |

Let us rirst dctomino ‘the rclebive pmporuon of wires from LFS to
.Rotors 1, 2, 3, and 4, and from Fotor 1 to Rot.or 1, 2, 3, 4, and LFS, etc, o
knew thet L¥S may be wired to 1, 2, 3 or 4, and, we assume, wit'.h equal pro-
babllity. Bence we consider § % of the pointa of LFS go to Rotor 1, & to hot,or 2,
4 to otor 3, and  to Rotor be How Hotor 1 may be wired to any of the re-
msining 3/4 of Rotor 1, any of the remaining 3/4 of Hotor 2, any of the mam-
ing 3/4 of Rotor 3, any of the mmairring 3/4 01‘ Rot.oz' 4y ond to eny of 3.,
Hence we aseums the 26 points of Rotor 1 are wired to Kotors 1, 2y 3, 4, RFS 1n
same proportions as liated-abov\o, 9., 3/16 to ﬂotor 1, 3 /16 to Botor 2, 3/16
to Rotor 3, 3/16 to Rotor 4, and 4/¥6 to R’FS, By thia_ mason_ing we prepare the
following table. . | | | | |

= =

o
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1. 2 3 4 R¥S
om oA R
" Lesves 2  3/16 3/16 3/16 3/16 1/4
-3 316 3/16 3/16 3/16 1/4
4 3/16 3/16 316 316 1/4
Table of Prcbebilitlu
Thia hablo neans that t.ho probability of current leaving Hotor 2 going
:‘mbo Rotor 4 1s 3/16, guing to RPS is 1/4y eto. Inc:.ﬁoniiy, in our calcula- -
tions we make the approximation that the pmbabﬂiby of a path from any rotor
to any other rotor (or to WFS) remins unchanged at eac':h éugo. Thia 18 not
strictly t.me, since as we fill up riore and mors point.a on the rotors, the
probabilities of patha change, bu.t. the srror will be small. :
.bot. us donot,c by ?(1) tho probabinty of the eurrent 1eaving the machine
afier ptoaing mrough i rot.om. Then '
P(z} - 1/4
_P(z) - 3/62 /s |
P(3) = 3/4+3/4°L/4

Nsscivecesensepsne s

o P) = (3/a)4Y 1/4
dome values aro»listod bclor :
P2 2500 P(6) = 0593
P2) = asr5  P(7) = 0445
P(3) S .2406  P(8) = 0334
P(4) = 1055 P(9) = 0250
P(5) T 0791 eto.




& RERDFA4146724

WDGAS 76-C (16 Septamber 47) - |
1o detemine th.' nﬁn. Length of path, E(i), we sum i+P(1). Hence

m) = Z i m)
T ;

Lat us ugs wvanﬁmﬁo sun instead = tha di £ference will be negligibls .

E(1) = Z 1 3/4 (3/4)1‘1 =142 1 f 1) vrere £= 3/4.

_ xal

45== Z ie [ "“]
ﬁm _1/;. m; _1./4. rop !

‘ . d

|  Hence E(:l) = 4 appm;d.mt.oly. |

1 got 6(1), the lt.andaxd devistion, we 11?3% detamine L(iz). By

'mﬁmum o 3
3(12) = 1/42 123ci-1 where 5; 3o

fn oLf = 1/4 Z 1;1 = 1/4 Z (:1.1)5-’l - 1/4 Z}i
- 1/4[2 §1~1 2] _".. 1/4 [T—‘? ]
- 1/4[ - ] 1/1.[ - ] = 1/4 [T"Tﬁ ‘1"-'-'?]

M&é‘_-nalﬂ.[ s (1-})2 -1/4[2.54-16]

‘(12) = 28

Hence 6% mz) - [m]z =28-16212 6= 3

3
-
i~

QraAnrT
DIMT]] S
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Since the series was hot infinite we drog tha 61. enc conclude thﬂ.
(: b approxiuuly
2., Pive Hotor Superflex, .

Now coneider a five rotor Jupsrilex device with the following restric-

L

tions:

1 2 3 4 5
L¥s ' B |
1. LFS may be wi.rod'only. to Sotors 1, é, or 3.
2. Rotor 1 may be wired only to 1, 2, 3, or 4.
3. Hotors 2, and 3 may be wired to 1, 2, 3, 4, of 5,
-'1.. liotors 4 and 5, 'may be iind to any rotor or uFS,
dith these natzictions' we moy set up 2 table of probabilities of
current out of LF5 or lotor i g;oihg nto fotor j or 155, as baforo..
2 3 . 4 5 KPS
1/3 /3 13 9 ) 0
29 29 2 X3 . 0 0
LI 4f27 Ll 6f21 Y3 o
Wf21  &f21 4f21 0 efa1 - L/3
4f54 4&/54 " 4/54 )% - 1/6 1/2
4f54 4f54 1./54_ 1/0 16 12

As before, we meke  the assmption that thsuo prebabxlitiu remain

unchanged at vnrious sbagaa of the ‘mth. '
Let us now define this additional zigﬁaolx
P(J si) = probability that curreat ehtera Rotor ;3 after it has been
thmugh i rotora. - | | | | |
'Ihnn we may sot up recursive uquations as fcllowaa Cuarrent may enter

AFS from fotor 4 or liotor 5 with probability 1/2 each. Stated symbolicallys
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P(L) = P(4,i=1) 1/2 + P(5,i~-1) L/2 .
Similarly, current may mur’&at.o.r 5 from Rotor 2 with probability 1/3, from
fotor 3 with probébility- 1/3, . from Rotor 4 with pmbabinty_ 1/6, and from
Rotor 5 with probability 1/6. Henae: |
 P(5,1) m P(2,1-1) 1/3 + P(3,1-1)1/3 - P(z.,i-l) 1/6 - P(5,1-1) 1/6
Sinilarly P(4,1) = P(L,i=1) 1/3 ¢ P(Z,i-l) 209+ P(:a.*,-l) 2/
+ P(4yi=1) 1/9  P(5,4-1) 1/9
For 170 L .
P(3,4) = P(L,1-1) 2/5 + P(2)i=1) 4/27 +.B(3,1-1) . 4/27
e P(4,8-1) 2/27 # #(551-1) 2/27.
P(253) = P(3,4) w P(3,4)
By the use of these recursive equs‘biona_ we bu:l.ld up the following
 table.

PO E(“) E:(B:) E(Hl g(“) 2;5') Z PG)

0 3333 +3333 e3333
1 . 1729 .1729 21729 .2592- . 2222 : a
2. L83 L1253 L1253 L1880 L1958 2407
3 «0934 00934 . 00934 #1401 ) C +1475 <1918 -
4 00697 00697 . .%W - .1046 . ollOZ .1438
5. 0521 L0521, L.0521... .078L 0823 L1074
6 L0389 | 0389 @ ,0389 @ L0583 . 0615 .0802 '
7 L0291 L0290 D201 0 J0436 L0459 %
8 L0217 L0287 L0217 L0326 L0343 L0448 -\:8228
9 0162 0162 L0162 . 0243 . 0236 0334 ¢
10 02 0121 0121 L0181 - .019) 0249 <
11 L0000 L0050 L0090 | L0135 .OL43 'm
12 L1067 L0067 0067 L0101 L0106 . 0139 .
) 13 00050 00050 -0050 : aom5 ' -9079 00106 - .9697
14 L0038 L0038 L0038 L0056  JO050 L0077
: . L . 09831
" Average = 5
o‘ =.3.3
5
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Ve then calculate tn. mnean lsng&h of path and the standud daviation
dimtly tmm the valuns of P(i) , getting’
 ¥ean = 5 rotors

5 3 «J rotors .

ivaK E‘ROSCM
Cryptologic iusuuch uubsoctinn
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SUPERFLEX SOLUTION, GUARANTEED TWO ROTOR ENCIPHERMENT

Given: A,

B.
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1000 letters of matched plain and cipher'text, Figure 1,

Rotor wirings and order of rotors:’
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patterns'

910111213 14 15 16 17°18 19 20 21 22 23 24 25 26
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11T X . . X .

X X .

.D.

X X

X

X

X
X
X

X

X

Initial setting of rotors:

¥ X . XX . X . X X X X .

X X o XX XX « £ « X « X XX .
o X « X X X . o

Effective Notch
No Effective otch

AAHFS

X X X + X -

E. Plugboard: Figure 2.

: F. The plugging was such that each letter of plain was guaranteed
to be enciphered through at least two rotors., C.C.M. type motion was used in
encipherment with rotor IV the fast rotor. .

Result: The notch rings were set and the plugglng was recovered.

Method of Solutlén. The matched plain and cipher wag written out on a
width of 26 (Figure 1) because the fast rotor moved once for each encipherment.
Since there were 16 notches on each rotor, rotor III moved 16 times for each
complete cycle of the fast rotor. After 13 cycles of the fast rotor, rotor III
would have bad 8 cycles and the setting of rotors III and IV would have been
the same as at the beginning. The setting of rotor III at the beginning of each
cycle of rotor IV was known because each notch on rotor IV was active only once.

= Ly = r
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' The matched plain and cipher ab sach setting of rotor IV uas Mnea at an-
interval of 13 for mts. Ten such hitn were found.

Hit =~ sositions Sct.t.ing_of Botor IV
Ap = Lo 443 - 8L
Ap m G 3l - 707
Ypaly -2
Kﬁ.'s g 164 -~ 502
Eg p = Vc 320 - 658
Bpw Ig' 3&8 -686
' x’p = Ec 566 - 904
fpwdg 3= T740
Tpally 9 ~-473
l'fp = Fc 281 = 957

HH%NQ&E‘&"O&

These hits were assumed to have bean caused by enciphorment through
rotors 11l and IV once each. The hits Xp which eppezred at settings 5 and
© L were exaxmined first., It was casumed bﬁab t. se oSt be caused by parallel
wires in rotor IV ané rotor I1J being at the sazwe setting, or different outputs

- from rotor IV and different settings of rotor III, Lxamination of pogsible

inputs of X from the L.F.3. to rotor IV at the two designated setiings and

'+ possible outputs rrom rotor IV which omld be plugged directly to an entrance

point of rotor 1II was made.

Poagible Plugpings of .
X on L.F.S. P@wr v P 8 B Vv 4

Out,put of Roter 1V

\Settin€ L
Sebtdng 8

it
i o

2 X F J
v e aoJ
At setting L of rotor IV, if X on the LeFeds 18 plugged to input I of
rotor IV, the output from rotor iV is at B, and at setiing 5, the output is at
l, The undarlimd latters are cutputs frem roter IV which can be plugged
directly te iuputs of rotor ill. No posaiblo input of X to rotor IV has outputs
from rotor IV at both settings, L and 5, which can be dimct.ly plugged to rotor
III g0 ths fireb aaowaption was innorrect.

Another hit, Pp = X5 at setiting Z of rotor IV, was choson for examination
as a single ¥p = Kg cccursd ab positdon 805 setting U of roter IV, ‘
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Posaible Fluggings of _ o :
'P on L.F.5. to Rotor IV ¥y J N RV Z

« Output of Rotor IV : o
‘ Setting U P KILGJY
 Setting 7 ETHuELJ

. If ¥ on the L,F.8, was plugged to input. F on rotor IV, the output from
‘ rotor IV at settings U and 2 could both be plugged directly to an entrancc pomt
of rotor 111, .

. Another hit, Ap = Gc at setting 0 of rotor IV, was examined together with
othar Ap = G; at positions 160 and 914 with sotting P of rotor IV, at position
530 with setting J of rotor IV, ap pomition 589 with setting C of rot.or IV, and
at position 546 with sett.ing T of rotor IV, ,

Fossible Pluggings of

AonL.F.S.toRotorIV B C G K OGS W

-Output of Rotor IV S
detting 0 P YVWUCGOI
Setting P - 1 2% T F N Q
Setting J B wygeTnEZ¥Y
Setting C C X Q E'K'I G
SettmgT R & Q L d ¥ K

~ There were 3 poasi‘ble pluggings of A on the L.F.S, to rotor IV (B, K,
and 3) which would give outputs at 3 of the § settings which could be directly
plugged to an cn‘crance point on rotor III,

First, A on the L.F.S, was aasumed plugged to input K on rotor 1V, so
that the output from rotor IV at both settings O end P would be U, Table I
was made to show the setting of rotor III at positions 31, 160, 914 and 589,
assuming all pcssible sebtings of the notch ring on rotor IV, Figure 3 shows
the possible inputs to rotor III from ocutput U on rotor IV and the exit points
from roter III which can be plugged directly to G on the R.F.S, at each of the
possible settings ef rotor III. Since, from Table I, position 31 and 160 could
not have the same settings of rotor III, there was no possible plugging of output
U on rotor 1V to an input of rotor III which could make Ap = C; at positions 31 -
. and 160 or 914 two rotor enciphemen'os.
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- S TABLE I
Posgible Notch Ring - Settings of Hotor III at Positions
Settings on Rotor IV at -
Boginning of Message 31 160 914 530 589 805 904
1 : N L P 8 I F W
‘ 2 M L P R H F W
3 M K 0 Q@ H F V
4 L X 0 Q@ ¢ E V
5 L X O @ G B U
6 M L P R H E V
Vi M L P Q H E U~
8 N ¥ @ R H E V
9 - N L P Q @6 B V.
10 N ¥ Q@ R G E W
) 11 N L P R G E V
12 N M Q"8 H E V
i3 K L P 8 H E V
14 N M Q@ T H ¥ V
15 N L P.s H P V
16 B L- P S8 G EBE V
17 ¥ K O R G D'y
18 M L P S8 H D V
19 N ¥ Q.8 I E V
20 O N R T 4 F W
21 0O ¥ Q s J F W
22 N L P &§ I ‘E W
23 M X 0 R I B ¥
24 M L P 8 I B X.
25 M L P § I E W
26 N ¥ Q@ T I 'F X

Next, A on the L.¥.S5. was assumed plugged to input B on rotor IV so

that at setting O the output from rotor IV was at P. This was the same output
as when P on the L.F.S. was plugged to F on rotor IV at setting U. Table I was
extended to show the settings of rotor III at positions 530, 589, 805, and 904,
assuming all possible settings of the notch ring oh rotor IV. Figure 4 shows

the possible inputs to rotor III from rotor IV and the exit points from rotor
III which can be plugged directly to G or K on the R.F.S. at each of the possible
settings of rotor III. The A GG at position 589 was not consistent with

Ap = Gg at positions 31 and 530 and Pp = Kp at positions 805 and 904. Therefore,
it was assumed that A at positions 589 was not a two rotor encipherment.
From Figure 4, the ougput 8 on rotor 1V was assumed plugged to input X on rotor
I1I and output A on rotor IV plugged to input R on rotor III, G on the R.F.S.
would be plugged to output H on rotor III and K on the R,F.S, would be plugged
to output L of rotor III. .

YEGL ;
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Figure 4.
Possible Settings of Possible Pluggings of Output P on
Rotor 111 at Pogition Rotor IV to an Input on Rotor III
' v ' ¥ L RV X 2Z
P ¢ -0 X @« = = & =
805 D [P A
P, =K E - P - =iy -
P=7C } P = X = - D
: Pogsible Pluggings of Output N on
. - : Rotor IV to an Input on Rotor III
: E K QU W Y
A, =G, 8 - - = =‘H P
PP 9 - - H - =D
~ Possible Pluggings of Output C on
HRotor IV to an Input on Rotor III
o ' F L RV X 2
Possible Pluggings of Output A on
Rotor IV to an Input on Rotor III
- : F L R V X 2
904 U - - = - -
R T - L - X.=
Po = K W T H = = P =
P AKC x - - T - - H -

Also from Figure 4, the setting of rotor III at position 31 mmst be N,
at position 805 E or D, at position 530 S or T, and at position 904 V. All
settings of the notch ring on rotor IV were eliminated which produced other
settings of rotor I1I at those positions. The notch ring on rotor IV could be
sot at position 12 or 19 at the beginning of the message. Also at position
- 805 the setting of rotor III would be at E and at position 530 the setting of
rotor III would be at T which would cause the output of N on rotor IV to be
plugged to input W on roter III, These.assumptions were tested on position
328, setting D of rotor IV,where P, = G,. At this setting if P of the L.F.S.
was plugged to input ¥ of rotor IV, the output was P of rotor IV which was
assumed plugged to input X on rotor III, If the notch ring on rotor I¥ was set
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Ev position 12 at the beginning of the meagage, rotor III would be at setting
N at positdion 328, At setting B of rotor III an inpubt at X would give an oubtput

" at O, If the notch ring on rotor IV was set ab position 19 at the beginning of

the amesaage, rotor III msuld be st setting N st position 328, Al setiing N of
rotor X1X ar input at X gave on eutput at He It had been assumed that G on the
RyF,3. was plugged to output H on rotor IIY so that assumption was confirmed
and the setting of the notch rins on rotor IV waz 19 at the beginning of the
message, Fosition 982, A, = K 1 at setting Z on rotor iV gave an output at U

on-rotor IV when £ of the u.l e ehtared rotor IV at B, Since 1t was z3:uzed

that the notoh ring on rot‘«or IV was at 19 at the beginning of the measage, rotor
111 would be at setting 2 at position 982, If the ontput of rotor IV at U was
plugged to input E on rotor IXI, tho output of IIX at setting 2 would be K.

From the plugbvsrd it was possible fer sutput U op rotor IV to be plugged to
inpat L on yotor Y1l. Thus it was assumed that the rsasoning thus far was
correct and the gettii; of rotor IXI for each position was written cut.

Hits of Xy = Ip appearsd at positions 445 snd 575, setting Q of rotor
IV; at positions 513 and 342, sebﬁng P3 ab positions 508 and 742, sevting ¥
ab positions 147 and 815, settin. §; and positione 130 cnd 338, eectting 7.
ihese were assumed possible 2 rotor cneipherments through rotoxs 11 and IVy
A slngle X, = Ly aypeared at settin: O, ws‘mon 967 uni also at setting 4,
position 3§’l

{utput of rotor IV Pnas_ibla Inputs of: % from L.F.0e to ilotor IV

cetting J N 8 v Z
< T 9 8 P &
e T 3F 8B G
s b BY¥ v L
T ¥ B uw i g ,
3 ETTV
0 s TEN
A I8 8L 4

i1t was apsumed that ¥ on the L,F.5, was plugbed to input ¥ of rotor IV
since four of the saven aet.tings at which X, gave output at B of rotor iV
which ceald be Jlug:ed directly to an inrmt. o.(‘ rgt.or II. 7The setting of rotor
il at these positions w. assumed to be the same or to have pnmuel wires
effeetive.

It was noted that X = chwhich oécurred at positlons 338 and 342,
settifigs T and P respectively, ¢ould have the same setting 6f rotor II &f F
on fotor IIX had no effective notehs - This wag assumed t0 be true- and so limited

' the posgible sett@ngs of..the notich; ring on- rotor-1II to: 10. Namely, F qet at-

3,,4,,6, 75 8, 13, 20 22, or 26, Table II showed that there were 7 to 12 .
possible changes of set.t.ing of rotor 11 between pos:.t.lons 342 and 357, depending
upon the setting of the notch patt.ern on rotor III. . et )

sijure 5 showe. that there were no sst.tinga of rotor 11 at an interval

7

==
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of 7, 8, or 11 which would allow Xp = Lg at positions 342 and 357 to be 2 rotor
encipherments. At an interval of 9 there were 7 possible settings of rotor II.
which would allow Xp = Lg at positions 342 and 357 to be 2 rotor enc:.pherments.
" At an interval of 10 there were 2 possible settings of rotor II and also 2 at '
an. interval of 12. ~ These were as followst

TABLE II

Position Setting of Setting of Notch Ring on F of Rotor III

in Message Rotor III 3 4L 6 7 8 13 18-20 22 26
. 338 ‘ F s @ . . - . [ . . .
339 F . L] ) . * [ o‘ - . . . L
340 F . . ° 0‘ . LA . L] .
341 F ‘. A . L} L) [ « o . . L] °
343 - D X ¥ +.X o XX 4 X
344 c « X o« + X X X X X X
345 c «. X . . X XX X X X
346 . B X .0.X &« ¢« X X X o4
34’7 - B X & ) X - « X X X . .
348 . A X X X X 4 + « X X X
349 A X X X X 4« « XX X
350 Z X X .« XX o X ¥ X .
352 4 ‘e X X . X + X + X X
353 Y « X X K %X o X X
355 W e X X X X . X X . X
356‘ V x 3 -_o_ X X . o X X X
. Total Changes -I0I079 8 872121110
Figure 5.
Setting of Input to Rotor II  Outpui From
Rotor II Which Can Be Rotor II Which
Plugged to Qutput Can Be Plugged
B or ROt‘or Iv to L on the R.F.S,
A G ’ M
S - b4
B ¢ Q
C | Y
Y 1)
D - U
I ]
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Setting of Input to Rotor II  Output From
Rotor IX ‘Which Can By " Rotor II Which
’ , Plugged to Output Can Be Plugged :
B of Hotor IV to L on the R,F.S.
E - ¢ - 5 1 ,
G Q
s M
F E A
5 Q
o M
o - -
H ¢ | Y
E ’ B
I c M
Co Y E
J s Y
K "B Q7
L A A
G E
Y U
M G M
)4 I
, N X Y
0 A u
G Q
M B
s Y
P e A
' A 1
Q c s
G 4.
R A X
G E
M A
3. c M
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Figure 5 (Contimued)

Setting of Input to Rotor II  Output From
Rotor II . Vthich Can Be : Rotor II ®hich
Plugged to OQutput = Can Be FPlugged
. B of Rotor IV 10 L on the L.F.S,

2. c ' E
U B
v c. A
o G M
W A U

BE A -
8 B
Y I
X A’ Y
‘ G .U
M 1

Y A
Y [+ b 4
oz ¢ I
M )
'S Q

At, an Interval of 9

Settinz of  Setting of  Input to Rotor II
" Rotor IX Rotor II To ¥hich Output B

NI

At an Interval of 10.

E
w

" At an Interval of 12

A .
U

Position 342 Position 3_57' On Rotor IV is Plugged
W E
Y C
A 8
C. b4
u G
Q -G
0 NS
i Y
0 5
I Y
10

* Qutput of Rotor II.
.. To Which L on
R.F.8, is Plgged

HROK PN

L I
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The six possible sebtings of the notch ring on rotor IV which would
allow 9, 10, or 12 changes of setting on rotor II betwsen positions 342 and 357
were tested on positions 130 and 147. Table III showed tnat the number of
changes of setting between positions 130 and 147 could be 9, 11, 12, 13, or l4.
Using Tigure 5 it was found that there were no settings of rotor II at an
interval of 11 or 13 which would allow X, = Lo at positions 130 and 147 to be
2 rotor encipherments. At an interval o¥ 9 and 12 the same settings and plugg-
ings were p0351ble as were pessible as-wosxe

TABLE III
Position Setting Sebting of Notch Ring on F oi Robor I1I
in Megsage of Rotor III , 3 4 6 18 20 26
. 130 D X X - X .+ X.

131 D -X¥X ¥ . X . X

132 ' D X X .. X . X
133 D ¥ X + X . X
134 c e X o+ X X X

135 B X « X X X .

136 A X X X . X X

137 A ¥ ¥ ¥ » X X

138 z X X o+ X X .

139 Z X X .. X X .

1,0 Y « X X X .+ X

141 Y + ¥ X X . X

142 X ¥ . X X X .

144 W. « X X X A X

145 w "« X X X X X

146 v RO
Total Changes - 12 13 9 14 11 12

pogsible between positions 342 and 357. At an interval of 14 the following
settings and pluggings were possible.

Setting of Setting of Input to Rotor II  Output of Rotor IX

Rotor IIX Rotor II . to Fhich OQutput B . To Which L on
Pogition 130 Position 147 On Potor IV is Plugged ~ R.F.S. is Plugged
A u G ) j°§
_E Q c I
‘I o Y E
A o S Y

- If the notch ring of rotor III was set so that 3 was on F, there were
10 changes of setting of rotor II between positions 338 and 357 and 12 changes
of setbing of rotor II between positions 130 and 147. The intervals of 10 and
12 had no settings which would allow the same plugging of output B on rotor IV
to an input of rotor II and L on the R,F.S. plugged to the same output of

n
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rotor II., The same was true for position 26 on the notch ring. Position 6 of
the notch ring was possible because the number of changes of setting between
positions 338 and 357 and positions 130 and 147 were both 9 and the settings
could be identical for each pair., Position 18 was also possible because there
were 12 changes of setting between positions 338 and 357 and 14 changes of
setting between positions 130 and 147 and the intervals 12 and 14 had one setting
and plugging in common. Namely, rotor II would have to be at setting A for
positions 338 2nd 130 and at setting O for positions 357 and 147. However, this
was impossible., When the setting of the notch ring on rotor III was assumed as
. position 18 at F and the motion was followed through from the beginning of the
message, pOSition 130 was at setting F.

When the setting of the notch ring on rotor I1I was assumed as position
6 at F, the setting of rotor II at position 130 was L. This-setting was possible
and so was assumed correct. Therefors, output B on rotor IV was plugged to input
Y on rotor II and output U ch rotor 1I was plugged to L on the R.F.5. At
positions 212, 338, and 342, rotor II was at position L and at positions 147,
357, and 615, rotor II was at position C. In all six positions Xp was enciphered
through the same path of rotors II and IV. _

Other pluggings were placed by assuming the following plain to be two
or three rotor encipherments.

Plain Cipher ~ Position - Settings Plugging Output Assumed Input

II III IV
X L 445 D T Q 0~ IV S -1II
' 575 D R Q
X E 783 H T K De Il B = RFeSs
913 H R Q - .

X R 159 T N Q S - 11 R « R.FiS.
X Y 601 M B Q R I1 Y ~ RiFeSe
X R 706 Y O P S - II R = R.¥F.S.
X N 108 Z 8 P. W-11 N = R.F:S.

o 238 Z Q P ,

X N 8as8 T ‘@ P W= II N « RiFiSe
X N 407 2 Q ¢ W~ II N -« R.P.S,
X W 992 J U P F-1I W« RJFS,
X 0 303 H C GC B« Il 0 = RJF.S4
X 0 - 910 B R T B~ 1II" 0 « R.FS.
X X 901 N ¥ C Y-1I X = RiFeSe
X S 617 B Q A Jd=II - S = RiFiS.-
X P 97 F Y A M- II P ~ RJFiS.
: 955 . F Q A :

X T 409 X 0 A A-1II T « RiFeSs
X E 95 G A € X~ 1II ' L «II
X B 719 0 G C. Z-1I - P-1II
X H 988 J Vv T. Fa1II H -« R.F:Ss
R T 926 X J4 D R « LJF.S« A =1V
R 0 122 0O J B M-IV D-11
' 512 0O D" B
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cscm-"-vec (8 Gotover .z.g)

I J0%30x © :
Plain Ciphor ' Position - Settings Plucging Qutput  Assumed Input
. II 111 IV

R I Y348 i & 4 FeIil 1 < H.FeSe
o . 086 B A J .

X I 443 5 T 8 0-II1 " M- IIX

o .. 781 # T 8

H. 5 42 6 H B X=-II L =1l

R, F 972 R ¢ J EeI1II F = feFaBe
R, G 841 W Jd. K 011 . ¢~ III
A 3 LH ¥ D 2 A -1l B = H,FeS0
A . 3 488 E B 2 A= III B = eFeSe
A i 956 . E P 2 BWeIII = He= RFeSe
~A R 2%, . N F 2 Ve IIX D= IIT

A N 410 ® N 2 JeIII  Re1I
X q 70 U P B W~ Il H = ReFoBe
X, R 486 F ¢ B § - 11T Q- Il

X R 500 R-H B J - IIX He I

X D 564 1 % 8 8 -1I [ = RJFSe
X P 391 H 2 & Dw IXX VIl

1. Y 937 S B 8

M-Il =11

Thai'e was one 1nconaiétsancy in the preceding assumptions. XP = Wc at
position 992 gave the output of F on roter II as plugged to W on the R.F.G.
X = Hp at position 988 gave the cutput ¥ on rotor II as plugged to H on the
R.F3. Oince this was impossible, these positions were not tw rotor encipher—
ments and output F could not be plugged to any letter on the .¥.S.

. In the matched plain and cipher thers were four instances whsre two
consecutive plain letters were identdcal and the cipher letters were identical,
‘Thess were Ly = M, at positions 402 and 403, Mp = Ng at positions 477 and 478,

Ep e Jg 'at positions 704 and 705, and Mp & Ig at positions 977 and 978. These
were assumed to be 2 rotor enciphemments through rotors I and II and that the
rotors had not moved between the lst and 2nd encipherment. of each hit. When

the settings of rotor II were inspacted to gee if rotor II had remained station- -
ary at these consecutive positions, it was found that it had remsined stationary
at B for positions 402 and 403 and stationsry at i for positions 477 and 478, but
had moved between positions 704 and 705 and positions 977 and 978. It was then
assumed that the notch ring on rotor II was set eo that B and ¥ had no effective
notch 3o that rotor I would remain stationary betwsen positions 402 and 403 and
positions 477 and 478. When the notch pattern was examined to gee if the notch
ring could be sst so that both 8 and ¥ could have no effective notch, it was
found that there were three possible sebttings of thos aotch ring. B could be at
sotting 2, 19, or 26 of the noteh ring.. :

ihe matched plein and cipher was rewritten so that the positions enw
ciphered at each sstiing of rotor II were writtea together, Fijure 6 shows
the positions enciphered at sstting M and I of rotor II.
13
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CI0AS-76C (8 October 47)

Figgre 6.
Setting M :
111111 222 6 8899
e 283289335858308000030584785818
Plain " OMNMHYPHENERNLXOHAOMMTAIXAROTEEROX
Cipher JCDJEWHYHYBQLGOENW LT I MIDFWWKPA
Setting I ' |
11112 3 6 66 7888 99
rostiion  BE34505603854328487775288¢8882734%
Plain ‘ XSGXEAHHTRTITSXYIZXKWITEECONGENGASEHRDO
Gipher DWDPPJIJNNKIZRJZDEKDVTEHSECXZHPIAW?ZE

At setting M poasitions 820 and 859 were both EP = Wb and at setting I

positions 221 and 263 were both HP = Nc. It was assumed that these were two

rotor encipherments between rotors I and II and that rotor I was at the same
setting at positions 820 and 859 and at positions 221 and 263. The 3 possible
notch ring settings on rotor II were tested between these positions to see if
they would allow just 26 changes of setting of rotor I between these positions.
From Table IV it was noted that when position 2 of the notch ring was set at B
of rotor II, there were 26 changes of setting of rotor I between positions

820 and 859 and positions 221 and 263. Therefore, it was assumed that the notch
ring on rotor II was set at 2 on B and the settings of rotor I were written

for each position of text. :

The hit By, = W, at positions 820 and 859, setting M of rotor II and
I of rotor I was assumed to be a two rotor encipherment. ¥ on the R.F.S.
could be plugged to output F, N, or V of rotor II, but at setting ¥ of rotor 1iI,
output N was the only one which would allow the ihput to be plugged directly
to an output of rotor I, At setting I of rotor I, E on the L.F.S. could be -
. plugged to input B of rotor I which would cause output N of rotor I to be

- plugged to input M of rotor II or E could be plugged to input R of rotor I
which would cause output H of rotor I to be plugged to input ¥ of rotor Il.
These possible pluggings of E were tested on Ep = Wy at positions.
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CSGAS=76C (8 October 47) TABLE IV
Pogition detting Setting of Notch Ring Position Setting Setting of Notch King
in of on B of Rotor I1 in - of on B of Rotor 11
Megssage  Hotor II _ 2 19 26 __Meassage Hotor II 2 19 26
820 M ’ e LN ) [ ] 221 I X [ .
az21 I . X X 222 H X X X
823 K e e X 22, F X X .
82/ J X X X 225 F X X ‘.
828 J X X 226 . B ¥ X X
626 I X . . 22!7 D : ] .. v .
827 I. £« 228 c X X X
828 . G . . 229 ¢ X X X
829 H ¥ . X X 230 c . X X X
830 Q . X 231 B . . .
- 831 r. X Z N 232 . A X X X
832 E X X X 233 A X X X
833 D « e . 234 Z . X X
834, . € X X X 235 Z . X X
835 B e e. a 236 z . X X
836 A X X X 237 Z . X X
837 A X X X . 238 2 . X X
838 VA . I X 239 X X . X
839 Y SR 240 X ¥ X X
840 X 4 X X 241 ¥ X X .
841 W X X .. 242 v X « X
B42 v % .« X 243 U « e B
843 [{] . e . 244 T X .. X
844 7 , A e« . X 245 T X . X
845 T - X e X 26 T X S X
846 T X . X 247 5 . . X X
- 847 T X .. X 248 73 X X .
848 T X . X 249 Q X X X
849 T X . X 250 P . « X
850 5 . X X 251 0 . "% X .
851 ] . X X 252 - N X X .
852 3 . X X 253 0] X X .
753 R @ X . - 254 N X X ‘e
854 qQ X . X 255 H I X .
- 855 P . . X 256 N X x .
856 . O X X .o 257 i M . . .
857 0 X % . 258 L . X X
' % 28 2% 260. L R T ¢
‘% 4 X X X
26 30 .27

3
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806 and 884, setting U of rotor I and T of rotor II. If E on the L.F.3. was
plugged to input B of rotor I, the output ¥ of rotor I could be plugged to input A
of rotor II. If E was plugged to input R of rotor I ontput U of rotor I could
not be plugged to input A of rotor II. Therefore it was assumed that I on the -
L.F.S. was plugged to input B on rotor I, output N of rotor I was plugged to
input M of rotor II and output H of rotor I was plugged to input A of rotor II.
This plugging was verified-by EP = Tc at p031tion 330, setting 1 of rotor I and
getting R of rotor II.

. ‘Thirty-nine of the 130 pluggings had been recovezed. The rest of the
pluggings were recoversd by taking several matched plain and cipher pairs for
a particular plain letter and tracing through paths which would give consistent

pluggings.

Plain Cipher Position Settings Plugging Output Assumed Inﬁut
o I II IO IV N

768

C 0 P P C F C bt L.F.S. K - I

C S 106 - K Z T R V-1 - G =11

C 0 26 I v p T 0-1I . 8 =1V

c B 144 S E W F H-1I S V-1l

c C . 236 S 2 R R P-III - C = R.F.S.

The completé recovered plugging is given in Figure 7.

_ Conclusions: It is not known whether this solution would have been
possible if the rotor order and initial settings of ths rotors had not been
known. A study will be made to see if they gould have been recovered.

" The number of trials which would have to be made to set the notch
ringe could be greatly increased by making the notch rings removable so that
any notch ring could be used on any rotor.

Rotor IV uged 1n this study had fgurFWiJES which'wére’panallel and this
was very helpful in that it gave many repeats caused by the same path. Rotor
wirings should be limited to pairs of parallel_wires. . :

" PHYLLIS METCALF .
Cryptographic Plan Subsection
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H@m7

PLUGBOARD FEARRANGED TO SHOW PLUGGINGS
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This arrangement of the blngbnard has bsen written

1V1BlD4T4A4P434F1J1X431L4N1

BmEmJE hRvaszIJlPlJASAYA

BI»OI“C4EIU1G4A1Q1W454M1K411

IAWFmImMQOUMYMCIIIOIIATAZA

!

A on the LFS is plugged to the input at B

of rotor IV, F on the LFS is plugged to the input et O

so that each output is opposgite the input to which it
of rotor IV, and etc,

is plugged.
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The following-described embodiment of SUPERFLEX is felt to have the
advantages of (1) mixed-level stator wiring, (2) smellness and compact-
ness, end (3) ease of changing daily key. It employs a rotor baeket of
special design, using only 4 rotors (26-point rotors will be assumed,
but other size rotors would not seriously elter the design). The rotor
basket has two endplates and three separstors, (see Fig. 1) with 26 soring
contacts built into each of -the 8 faces (designated a through h) which
contact a rotor surface. The spring contacts zre connected accorging to
a wiring plen like that of Fig. 2, to the bank of spring contects oma
"reflexing plugboard”. (Fig. 5 is & disgrammstic representation of the
face of the pdugboard, and shows connections between plugboard pine and
points on the contact faces of the rotor basket.) Thes "plugboard" (see
Fig. 3) has 260 spring contacts, arrenged in & rectangle 13x20, and is
fitted with a hinged panel into which 10 "slides" cen be placed. (A simi-
lar "plugboard" containing such ppring contacts is in use on the SIGJIP.) .
Each slide consists of bekelite or other suitable insulator on which ap-
pear two rows of 13 points arranged to contact 26 of the spring contacts
on the plugboardp these points are comnected by printed circuits on the feace
(or both faces) of the slide, to form actually 13 circuits (See Fig. 4).
By inserting a set of ten slides, selected from a stock of some 50, accord-
ing to‘e daily key list, a complete change of stator wiring will in effect
be obtalned. With only 4 rotors to be essembled from perhaps 5 or 10 kept
on hand, the daily machine setup is kept relatively simple for & device of
its security.

The mothon control scheme need not be especially complicated, since the
same considerations apply &s have been discussed in the original paper, and
in the various comments attached thereto. Also, it mighti be felt adequate
to have movable abphebet rings, and dispense with movable notch rings,
using clear indicators, if traffic is kept low enough to prevent too great
depths. )

It will be moticed from Fig. 2 that the contacts of the separators are
wired to different stators, and in such a wey that a plain letter impulse
must-pass through at least one rotor to effect encipherment.

J.R. CHILES
November 1946
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- PLAN OF ROTOR BASKET .

Showing Connections to Points on Reflexing'Plugboard

2.

FIG.
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Contact Faces:

to
Plugboard Positions:
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TLEXING PLUGBOARD,

Showing Actual Connections to Positions in Rotor Basket

" REN

5.

FIG.

(According to Wiring Plan of Fig. 2)
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® SECRET @
UDBAS-78 O | 6 bugust 1946
701 ¢IC  Projeots Section R

FROM: MR, SNYDER
SUBJECT: Suggested G&pher Hachine, SUPERFL&X

1. Gryptolagic Prlnclplea.

'a. The cipher machine design submitted herewith empodies
what is coneidered to be one of ths moet general applicatione
of the principle of reflexlng. It results in effeoting a change
in the number and order of rotqmsq with each,letter enciphered.
Thns; ueing 5 oonventionai Bebern-type'rotors,'ana with certain
restvictions desoribed below, a letter ie enelphered in effaet
by pasaage through any number or rotars from two ta w8, with an
average path of about 8, and in practioally any order,

2. COryptography. »

a. The machine cons&ste of five conventional Hebern~type
notched rotors {(numbered 1 to §, Fig. 1), and six stators,
(9gmggp9§ A to F, Fig. 1). .One stator is on'eaép end of the
asaemdly, and betwéen‘suceensife pairs of rotors, The stators
are each equipped-witﬁ 26 input contact pointe éha 26 output
contact points, each point éohnected by wire to a piugboard

‘} .
o
N\
\

outlet, The outlets are arranged in 26 sets of 12 points,
(6 input and 6 output) oorreenonﬂing %0 the 26 positions of the

rotor-stator aggembly, so that each set can be readily plugga&



"' | .{SEQSEHEQ@;J&4]JQQQ§?4'

up, 6 inputs ﬁd 6 outputs. P
_ b. A letter ie enciphered by depréss;ng a key,'say.ﬂ;
which gends an impulae through the eorrespong;hg input point

~ of geparator (etator) A, through the plugboard to output of
- stator C to enter rotor 3 (See Fig. 2). At the particular

éetting shown in the éxtmple, rotor 3 48 at a aeﬁting>eueh
that the "Q" imppulee enters that rotor at @: tbllowing the

- wire through the rotor reveals that the impulse leaves.rotor
'3 to contact & point on the stator which tekes 1%t to rotor 2, —

vhich it enters at L. Again the impulse is taken through the
rﬁfqr to leave at a noin* on stator C which is wired to enter

rotor 5. Entering rotor 5 at # the inpulse leaves at a point
3 A B/ THEN 7‘o RoTOR 2, AT N, 70 RoToR

- which 18 plugged to go to rotor,5 at O,.and then through “right

fixed sequenoe” to typebar F. (Digit 6 is used to represent -
R.F.9., in the plugeing diagr&me.) _

¢. To insure pagsage of current through a minimum of two
rotors, stator_A (vhich 1s in contact with plain letters on
the input side) should be wired; on its output side, to only
3 of the 6 rotors; none of these three must be ellowed to go
stralght out to eipﬁer; The result of applylng these 1imita-
tions is shown by Fig. 3, which 118ts_§11 the possiblé stator
wiringe, and the oond1tinns set up to control pluggiﬁg possif
bilities. ' |
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4.  The ochange in rotior settings between puccesaive en-
oiphsrments is not limited to any particular -type of motion,
but should be some irregulsr motlon aystem that will insure
thafi none of the_t;ve’rotars may be sﬁationarﬁ for more thnh o
two euoceseive*encipherménts. This insures agaiﬁst eﬁoipher-

ments of %00 many paira of identicsl letters through identi-
cal rotor maze. o
e, The piugging'ehoulﬂ be set up in gome form to 3&01114
tate freguent changes requiring a.minimuﬁ of_effort ané,érain-
ing of operators. A suggested scheme 46 to have a file of 108
cards, approximately 3 bx 3 Anches, esch having»éne of the 108 -
wirings of 6 inputs to 6 outpute,qf stators printed on 1ts _
surface with donduoting ink. Insertion of a selection of 26"
cards (according to key llasta, etc.) in 26 "slots® or contact
pud@@&@nt'ﬁnuzd'be the equlvalent of wiring up the 6 stators
at 811 26 positions. (See Fig. 4.) Another method might be
to have the 28 gets of aig input positions of the-atateré ter-
ninate iﬁ 26 sixupronged pluga. These to be 1neerteé into the
. particular 26 of the 108 aix#hole outlets terminating on the
face of the plugboerd, noeafding to key lict. This would elim-
1nate the necessity of having to nrepara, iasue, and atore sets

of carde containing prinﬁed oirouits,

3. Encipherment o?f ?est Meaeages..
| &, In order to 1nveatlgate the effeots of enolpherment

Q?E , "'
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by this eystem, two 200-letter encipherments of.identical plain-
text wereé prepared, using rotor motions similar tq Orange na-
ohine motion. Wnile these vifes admittédly on too emall a scale
to qonetitute what might:be;cdlle& a security study, these E
tests and the two other tests next deéerlbqﬂ‘gaQQ ehough olear, 
résults to serve a s a guide to planning proper use of the
devioe, - i J ,' | | o |

b. In Test 1, the czphgi text was reasonsbly flat, indi-
vidual letter frecuencies varying froﬁ three to 12 occurrenéeq,
with ail_zs leﬁtefé repraaénted. (Fraquénoies of plain text
letters in the examplé sheuéa'ﬁ blankéAand highs .orfsé for
X.(ward separatoé) and 2? ocourrences 6: letter Eg) Theré were
51 encipherménts through 2 rotors, 50 three-rotor end 25 four-
 rotor en&iphermenté, and 94 involving five or more, Longest'
path was 22 rotors, and the average.was'about five, Thefe was
one case of two identiocal plain letters (ceparated by-oné let-
ter) which yielded identical cipher letters and used the same
rotor path, - o

o. The cipher toxt obtained from thst 2 was found to be
flat, and contained no signifloaht»repetitione. There were
' 67 encipherments 1nvolving passage of current through two
rotors, 24 three-rotor enoiphermenta, 26-four-rotor, and 82
involving § or more rotors. The largeétnumber of rotors in-
volved was 23, The average path was five rotors,

d. Test 3 was the encipherment of 100 E's, in thich the
wiring of stator A was direotly to the fast moving rotor,
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Consequently there were nc'ceﬁeecutinc encipherments through
the same rotor path, to yleid identicél-eipher. But thére
were four oéaeé of 1dentical consecutive cipher derived through
different paths. There were 50 two-rotor endiphernents, 18
three-rotor, 11 four-rotor, and 41 encipherments involving

five or more rotors. The longest path waa through 22 rotors,
6. Test 4 vas the encipherment of 100 Rig, in which the

‘wiring of gtator A was direc%iy to aIOWbmoving rotor, This
was rotor 2 in this case, and had motion only 42 of the time,

Due to no motion of the enciphering rotors between certain
seccessive positions, there were 9 digraphs (douklets), 8
trigraphas, and ) pentegraph 1nv01ving the esme cipher letter;

‘1.e. identical enciphering pathn.in,auoeésalve positions.

There were two cages of 1dent1da1'consecutive cipher paifé
derived through different pathe. ”here”were 24 two-rotor
encipherments; 16 three—rotor, 12 fbur-rotar enciphermenta,

YR and 48 enciphermente through five or more rotors.

.4, Evaluation..

a. It s felt thet the prinoipel contribution of the
SUPERFLEX isg the great variabllity in the mumber and order.

of rotors conatituting the-path of each. enciphering 1mp@§%e

In other warﬂs, aesumhng knnwledge of rotor wirings, in ad-
AND MOTon, .

dltion to identifying rotor order and setting,,the enemy

nust reconstruoﬁ stator wiring, to reproduee the factors in

* encipherment, The wiring of the 26 stator positions may be



- . REF ID:A4146%24
| ~ —SECRET ¥

- done in 108'/82ﬂf- 2.8 x 1051 ~ways, asauming adoption of
the rules set forth in Fig. S. ' _

| b, The fact that deaign and construction of the SUPERFLEX
introduces & minimun of new mechanical or electriocal prin-
cipkes ie considered a_géeat advantage. The,oniy‘festure _“
which can be #2id to De naew is the stator plugging device,
‘whioh cen be handled in s ohoice of several ways, all fairly
simple. Rotor design, noteh aetups, motion planning, and ino'
aieator encipherment schemes can be chosen from smong known,
trlea techniques.

o. Since no exhsustive seourity studiee hpve bean car-
ried out, any statements nade here are sﬁbjeet to the strict-
est‘réview. Bﬁt 1t'is considered poaeible_that the.intro-
duttion of.irrégular raflezing,.as proposed here, may con- ‘
ceivobly make 1% possible tq'rélax_certain features of secur-
ity regulstions whioh ueually control the use of most other
cipher»mééh1nae.v For example, further study will reveal
whether the machine ﬁi;l permiv uso'of glear® indicetors,
end undeé—uhat‘conditiohe; alsc, whether re-encipherments

_ nay be permitted, ete.
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Fig. 1. Schematic Disgram of SUPSRFLEX
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Setting: ABC DB

- Keyboardqrps);ABCDEPGHIJEL HNOPQREBTUVWRYZ
8tator A .- 15215223335211231351132312

Hotor 1  'Asansyeaxaxnxaopgasrﬂvwxzz
7. NEXIMWLBAUVETGISCFOQZDYPRHE
Stator B £213541321444344441123112334
Rotor 2 _ABGﬂE?GHIJKHHNORQHSTHVWX!Z#
 OWOVIEPKRDXNFJIHQUTBLYASZGHC

Stator C =~ 3654654544181650623665246451
Rotor 3 ABODRPFPGHIJKLMUNOPQRBPUVWXYRZAB
| FREUNTIYOLRHOBBAQJIZVOXHEDVPFE
 Btator D 4452154556(B523162444553548
Rotor 4 BCDEFOGHIJKLMNOPQRSTUVWXYZABC
: DUAPJZOHNRBXIPQTLOMWSEKYVODRU
8tator B 56646361626366316626426626.
Rotor 5 CDEPGHIJELMNOPQRBIUVWXYZABGCD
© ZWJAUDTOBMFICSHELVREXQYNPKOGZW,
Stator F 61552316261642666363654153»

‘Typebars(RF8):A BODEFOEIJKLMNOPQRSTUV WX Y2

Stator wlrings assemblea ag follows (See ﬂ.g. a).

1, 98, 4¢, 21, 108, 43, 60, 91, 80, 99, 108, 63, 22, 36, 69, 103, 29,
48, 83, 17, 1b, 79, 48, 92, 25, 64

Mg, 2.
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' Fig. 3. ;List of Btator Wiringﬂ .

1. A rotor numbeyr appearing under a given stator in tho

1ist below mesns the preceding rotor {immediately to the left)

i1g wired to input of that rotor number. For example, a 5%
under stator means that output of votor 2 is wired to input
of ro%tor B at that level, or rotor position, -

2. 8tator A may be wire& to only three rotors; in the
present inatanoce, rotors 1 2, and 3.

3. Only two stators. nay be wired to typebar, or Eieht
gixod gequenee (“retor" €); in the present 1nstanee, ltatora
and .

)

4, Output of Btator B has been 11m1ted to fbur~rotors, 1n
order to reduce the percentage of short (2~ or 3-rotor) payhs-
in the present 1natanee, rators 1, 2, 3, and 4, i

8. Tsbulation of posslble etatorbta-rotor wiringss '% A

Stators:

- ABCDEP
may g0 111111
to 22222 -
rotore: 3-3 31333
B 4444 o _
~5.5 686 - \
| .6 B - \

- 8. Ldet ot all possibla rotor-statorbrotor niringu, uslng\

abovo 11m1tation¢~

# ABODEYF # ABGDETYPF ABCDETPF
1 1234 56 13 1324 56 28 142368
2 1234656 14 132468 286 142366508
3 1’23548 15 18- 26564868 27. 142636
4 12358564 16 132564 28 142563
&8 124356 17 1354256 22 143256

.8 124365 18 1342856 80 143286
7 124536 19 134526 31 143526

- 8.1245663 20 134565862 32 14356862
9 128346 21 135246 33 146238
10 126364 22 135264 34 145263

11 126436 23 13b426 3 145326

12 125463 24 1354682 36 1456382
(continued)
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'Llst of Stator Wirings (continued)
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Detail of Printed Circuit Representing

Wiring # 63 (8ee Pig. 3)

~ 8tator

Pig. 4,
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