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Y.ffil40RANDUM FOR RECORD. 1 July 1954 

TO: Mr. Friedman 

FROM: . Mr. Snyder, RjD 350.1 

SUBJECT: SUPERFLEX 

1. I am forwarding the material .on SUPERFLEX, about which I telephoned 
you the other day, so that you can get a full picture of the background 
actions since the original proposal in August 1946, for study as your own 
schedule permits. · 

2. I understand that results of recent field testing of the "507" 
reveal, among other things, difficulties due to variations in the length of 
electrical paths through the rotors. This will certainly influence the · 
engineering evaluation of SUPERFLEX. The seriousness of this trouble, and 
the likelihood of an eventual solution should be re-evaluated if cryptographic 
evaluation of.SUPERFLEX indicates that it is worthy of serious consideration. 

3· .I. would appreciate your comments as to the potentialities of this 
system, apart from engineering considerations. Particularly what possibilities 
there are in one of its small embodiments. 

~ 
R/D 350i 

Incl: 
SUPERFLEX File 

Declassified and approved for release by NSA on 1 0-15-2014 pursuantto E .0. 1352e 
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15 September 1952 

MEMORANDUM 

TO: Dr. Kullback 

FROM: S. S. Snyder 

SUBJECT: SUPERFLEX 

1. You may recall the time in 1946, when I developed the idea and the sug­
gested embodiment for the cryptographic device called SUPERFLEX. It was born of 
a desire for a device which would thwart the classic methods of entry into wired 
rotor systems, namely, either by 11 stripping11 one rotor at a time, fur by dividing 
the macaine in half. Such methods are possible primarily because, in the classic 
rotor maze, current entering at a given point follows a path through a series of 
rotors in turn and always in the same o~der. My proposal varies the point of 
entry, the order and the number of rotors in the path, according to change of 
setting and also according to plain text entry point. The method of accomplishing 
this includes, in the most likely embodiment, the use of printed circuit "cards'' 
as a means of varying the machine setup or specific key. Possession of the 
machine, the rotors, and· the cards \vould not constitute a compromise, without 
knowledge of the selection of cards and order of assembly in a specific key. In 
fact, it is possible, subject to verification by security study, that clear 
indicators could beused for rotor settings. 

2. Under the then Projects Section, CSGAS 76C, a certain amount of study 
was devoted to this. A handtester was put together using SIGABA baskets and 
S'IGHEK pluggable stators.; with this it was possible to simulate various plugging 
setups, and much was learned about its potentialities and limitations. Also, 
the subsection heads all wrote comments on SUPERFLEX, and Miss Phyllis Metcalf 
made a fairly complete study of a representative situation. These comments and 
the security study are attached with be original paper and its amendments, as 
well as a paper.by Frank Proschan on the number of paths of various lengths 
possible under different conditions. Dick Chiles, particularly, made valuable 
contributions, suggested several improvements, and helped put together the hand­
tester. As far as I know, the idea for this device never was given enough 
backing to be forwarde~ to any higher echelons, nor were there any strong 
objections which would throw it out of consideration for eventual adoption. 

3· Since I am still of the opinion that this device could be of potential .. 
value, and since I am sure it does no good to be resting in my file unevaluated, 
I am offering it to the Agency through you, for en0ugh research to evaluate its 
potentialities. I understand that the newly constituted branch 314 will have 
opportunity to give greater emphasis to such security studies, and it may be 
that this is the time and the right place to reopen this matter. I only hope 
that during the past six years there have not been occasions when this device 
could have satisfied some Agency need. 

S. S. SNYDER 
Procedures Branch, 351 

SECRET 
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1. Herewith is the folder we discussed recently. 

25 Jul 52 

2. Our studies on this indicate that the ideas mi&}lt easily be developed 
into a secure system if the various features oo.n be made practical. Thero is, 
o£ course, a question of Vlhethor another system built along more conventional 
designs representing the same complexity and same amount of equipment would 
provide security as great as this principle. Whis we were not able to answer. 
In my own opinion, unless a system built alan~ the lines of Superflex would 
blook solution based on known stepping of rotors, I am inclined to think that 
aeeurity would not be substtmtially greater than that from a more conventional 
machine of cooparable complexity. Putting it another way, if the use of this 
principle would permit transmission of mesaaee rotor aliGnments in tho clear, 
safely, this would be a step forward. 

3. I have been at a disadvantage on this system by not knowing what the 
enginoers would consider practicable in terms of equipnent features. This is 
a type of research for which all deadline jobs eeem to take p:rooedena&J oon-
8equently. whenever we started the atudy qf any speoifio applic3tion of the 
system, there seemed always to be a deadlino job coming up that £creed this 
one to wait. I apologize for having so little to report. 

R. A. PAGE 
l!ead, AFSA-412B 

SECRET 
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SECRE7F 17 July. 1950 

Abe: 

As per our conversation the other day, I am sending here\-ri th a folder 
containing a file copy of my proposal for SUPERFLEX, together with other 
papers bearing on the subject. I would appreciate an evaluation of the 
basic theory, and an appraisal of its suitability for inclusion in an official 
device. 

The proposal is described in the basic paper, which was in the form of 
a memorandum to Projects Section on 6 August 1946. Mr. Chiles, who was in 
that Section at the time, became interested in it, and made valuable contri­
butions, including a suggested embodiment which is described in his paper 
dated November 1946. Also he was primarily instrumental in constructing a 
'hand-tester' which turned out to be invaluable both for testing variations of 
the device and for producing cipher text for study. Sets of sliding strips 
can be used for this, and for detailed check of the actual rotor paths, but 
the process is extremely slow for mass encipherments. 

A later suggested embodiment, dated 19 September 1947, introduced the 
idea of a 'connnutating cylinder' "rhich if engineeringly feasible, would add 
considerably to the security by changing stator"plugging at each encipherment. 

The security study included herein was made by Miss Metcalf, and is the 
only extensive effort along this line. Certainly other analysis is necessary 
to get a complete evaluation. ' 

Thank you very much for your consideration. 

SAM (signed) 
S. S. SNYDER 
AFSA 351D 
Ext • 377 (AHS) 

:~- .COPY 



OSGAB-70 10 October 194? 

cmmNTS ON SUPER.FLEX 0 

1. Xbe system which has been proposed was based on the assumption, among 
others, that sequrity would be enhanced because additional items need be either 
captured or obtained ill other ways by an enemy. Considering our present rotor 
systems, we may say that the follow:i.ne; components of a system must be pro.tectecla 

a. 'the key list 
b. 'lbe rotors 
c. The basic system. 

2. 'l'he basic system, . however, usually must ba considered as known to the 
enem.v. That leaves, then, only the key list and. rotors t.o be safeguarded~ If 
either is compromised security depends upon the continued uncompromised status 
of the other. With the addition of ·another component to the system, security. 
o£ traffic, presumably, would continue even after the loss of any two components. 

3. It should be noted in thio connection· that if there is a loss by capture 
one can not be certain tJ"l..at all components have not been lost. If there is a 
compromise through espionage one must expect all components to be lost. At least, 
these are the safest assumptions to make• ' 

-· 
4. There is an advantage when shipping systems to holders in having many 

components in a system. Then, if one component is lost in transit the remain:i.ng 
uncomJ,>romised componen~ should assure security until replacement of the lost 
component can be made. One oimplo way of increasing the number of components 
in our present systems is to cli.vide the lce:l list into aoparate parte, all parts 
together then being needed to operate the system. Loss in transit on one com­
ponent would not necessarily endanger security. As a practical matter, com­
promised key lists can be ~placed With lees strain on production i'acili ties 
and With less 0 expense than can rotors or other components more di.f'ficul t and 
expensive to produce. The frequency of changing the different components and 
the length of time they remain effective affects the relative importance of the 
components. 

5. Ji'our ~tors are recommended for the system, mainly to assist in reducing 
the weight end size of the. ma9hine. No motion is specified for the four rotors. 
Because the type of motion contributes a great deal to the seouri ty or insecurity 
of a system no definite statement can be made on tho security of this system. 
If straight-forward predictable motion is used, even with five rotors, it seems 
quite probable that methods of· solution can be found. In considering possible 
motions for the machine, thought must be given to the effect of clear indicators, 
one rotor off (if this shoul4. bo dangerous to aecuri ty use of only four rotora 
w.i.ll allow such a condition to arise more often than a greater number of rotors), 
tailing, etc. 

6. The study of refiexing is, as yet, scarcely beeun and it seems reason­
able to believe that techniques will be found for handling refiexed systems which 
aan be applied to this system. As it stands now a considerable amount of time 



CSGA3-76C (10 October 47) 

and effort will b e needed to give a proper evaluation of the security of the 
. system. · · · 

? • It would seem to be tiUe that if a .strong motion is needed for 
-security, regardless of other factors, then moat effort should be concentrated 
on f'1D.d1rig a strong motion and depending on it .for the principal security 
safeguards. 

JAMES H. DOUGLAS 

- !' 

2 

SECRET 

:~ 



CSG..~s-76 9 Januaey 1947 

COMMENTS ON SUPERFLEX 

Notedo 'lhe u~ing force~ will not stand for plugging. Therefore this 

problem should be licked first. Secondly, much more security stud,y must be 

done before this idea can be ~circulated. 

··~£CRET 

A. I. DOME! 
Cr.yptologic Branch 
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1. The limit~tion on motion, suggested in parauraph 2 d 
of the description, which would insure that none of the rotors 
w~uld be stationery for more tnan two successive encipherments 
would greatly increase the difficulty of t;uaranteeing a long 
c;ycle on the machine. The limitation was introduced to suppress 
repeats in the cipher whichJ?,~ef_.,·~r~~-lll, repeats in tho plain. Such 
a limitation would increase repea~s .fn"" the cipher which come from 
successive letter·s in the plain, ABp = CDc • 1'his would happen. 

· , tJSk'J.I. . 
when eve1, all w.l.leelall tu1•ned between such a plain text pair. Any 
further limitation of motion cuts down the number of trials the 
enemy cryptanalya~}!~ ,ma~E!,' 1•be suggested limitation would not 
entirelJ suppress rG~S"'wtlich come from consecutive repeated 
letters. 

2· The test messages enciphered bJ the machine show a lar6e 
percentage of two-wheel encipherments. The followine; percentages 
were enciphered by two wheels only: 

25.5%. of Test 1 
33·7~ of Test 2 
30.0% of Test 3 
24 .o)~ of Test 4 

The following characteristics of the machine are suggested as 
o:f'ferint) a possible ·statistical solution because of the number 
of two-wheel encipherments •.. 

The following wbeel order~ a.re the only ones possible in a. 
two-wheel enc1pherment with the machine set up as in the example· 

1 and 4 
2 and 4 
2 and 5 
3 and 4 
3 and 5 

Th.e cipher text :nay be di.vided into two classes, those 
letters which are the output of Rotor 4 and those letters which 
ere the output of Rotor 5• ln the example 13 letters come from 
wbeel 4 and 13 letters come from wheel 5. If all entry points 
are e~ually possible then 3/5 of the two-wheel encipherments are 
goine to leave the machine at wi:.eel 4. If high frequency letters 
e.re plugged into. wneel 1 then this percentage will become larger. 
On the basis of frequency it might be possible to classify the 
cipher text as outputs of w!.;.eel 4 or w£1eel 5 which will begin to 
0ive an entry into the machine for bombing with fewer trials. 

The basis for classification of cipher text is a result of 
the limitation which does not allow the wheel order 1 and 5 as a 

BEe RET 
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(Comments on SUPERFI.EX) 

two-wheel encipherment. This was introduced to cut down the 
number of two-wheel encipherments. A different set of stator 
pluggin~ wh~ch did not us,e one as an entry point and 5 as an 
exit point mibht be devised to overcome tho frequoncy attack, 
which is an attack and not a solution. · · 

3• I!" this machine is ~·J 0gested to· fulfill Basic :r1111ta.ry 
Requiroments II, III or IV tho consideration of inter-communica­
tion may beco:ne very complicated unless all three devices employ 
similar principles. 

4• The machine woulu ue subject to error in setting up the 
key whether cards or' plugs were used to vary tbe stator wiring. 
I'l'equent changes of key would certainly not be practical. 

Mary MacNeill, 

2'7 August 1946 

.. I suggest (a) a aecuri.t;) st.udy baaed on fixed stator wiring 
(which is probably what will be the case, anyway) to see what 
can be done about getting the wi:~eels and identifying them, and 
(b) consideration of reflexed ma·cl'line, which would permit the 
removal of the llmitat1ons on motion (to so:ne extent). 

DANIEL M. DRIBIN 

11 September 1946 

Some improvement in the means of "plugging'' seems to be 
indicated if this idea is to, be useful - and I don't like the 
idea of fixed stator wirin~· Certainly, also, the suggestion 
should be developed to eliminate the necessity for the motion 
restrictions. Perhaps a simpler device including the re-entrant 
feature should be studied first. 

~arran H. Turner, Jr. 

13 January 1947 

·, The 2-wheel encipberment .danger can be circumvented by in­
troduction of a reflector §e ~fi§.ti one endplate is usedj of' c

1
ourse, 

bridged elements are still Jli'!;hly doubtful· Plugging J.s a d rr­
iculty which must be faced realistically 

Daniel M· Dribin 



(Comments on SUPERF~X) 

9 November 1946 

It should be pointed out that the idea of assembling 26 
cards from a deck of 108 containing possible printed circuits 
permits more flexibility than is indicated in paragraph l~ and 
Fie;ure 3. Slnce the choice of' number and position of entering 
rotors (from LFS) ·and exit rotors (to Rb'S) 1s. not fixed, these 
can be varied by printini.,; of new sets of cards. ?reaumably new 
cards would be issued at the time new sets of rotors were sent 
out. This, therefore, increases further the variability, and 
is an additional advantage over the plutigin~ method mentioned 
in paraeraph lE which would have 108 stator wirings built into 
the machine and only allow variation of plugging. 

Mary Neely Rosebro 

Research on the basic security of simple reflexed cipher 
systems has pointed up the fact that the first step in any solu­
tion effort is to separate those elements whose encipherments 
involve one channel (one trip throu~h th~ maze) from those whose 
encipherment involves several channels. Moreover any use of a 
reflexed element requires specific assumptions as to tho number 
of trips through the maze. In the 11Jht of the above study 
3UP:t."'Rr.'LEX solution woulti require an effort to separate the ole­
menta into classes ecccirdin0 to the specific wheel order (i.e., 
wheels 1-2-2-3 etc.) for the elements beine; used. This effort 
would be a major one except posaioly for the 2-wheel encipher• 
menta and the ph~sical difficulty of cban~1ng the stators. 

~he fact that in 5 to 10~&! the cases a specific two-wheel 
enoipherment may be involvett''~ a wedge f'or solution i.f tb.e 
identification of which elements are of this t~pe is possible• 

If wheels 4 and 5 are ~ade fairly fast moving wheels in 
order to complicate this identification then it ma:; be possible 
to set wheels 4 and 5 e.nd then wheels 2 and 3 in turn b,> assump­
tions made an enciphermcnt by wheels 2 and 4 and verified by 
2 and 5 encipherments•. The two-wheel encipherments. Addition 
of another wheel or two would make it possible to guarantee that 
no two-wheel enciphermenta occur. 

. Unless the stator "cards" are changed frequently the inse-
curity of tl:1e two-wheel encipherments will engulf the basic se­
curity advantages of the "superflexing"• 

Perhaps a 7-wheel device as suggested below which eliminates 
:a-wheel encipberments would provide more security. This device 
sacrifices the variablity provided by the cards for the assurance 
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(Comments on SUPERFLEX) . 

that the. minimu~ 3-wheel enoipherments will occur in less than 
ll% of the cases o Moreover the security due to var1abilitj· of 
the cards will be partially ret'.ained by the possibility of more 
frequent changes of the stators. 

In the description below the inputs of' stators are described 
as being connected to the outputs of stators by multiple position 
switches instead·or cards. i.e., if the input of stator Cis 
connected to the output of stator Al tbeo the enoipherment would 
have involved wheel 2 and tnen wheel 1 in that segment of ita 
path. 
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Let 3, 4 1 5 be the most rapid wheels - for example let 4 
be fast and either 3 or 5 move every time. Let successive wheels 
move in opposite directionse ~t the cards be replaced by 52-
s1.x position switches ~nd a daily key list furnish the settings 
of these switches. (The key list could be prepared so that for 
high frequency letters the stator A be connected only to A or B 
thus eJ;uaranteeing·encipherments by· a. min1muni of 4 wheel on high 
freq~ency letters. · · 

The wiring task on.the chassis of any SUPERFLEX will be a 
gigantic production problem and therefore very strong recommend­
ations will have to be. made before it will be adopted. Devices 
or comparaQle security. 

Dilliam H. Erskine 

8E6RET 
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(Comments on SUP:b!IU'LEX) 
I > 

23 October 1946 

I like the basic contribution which this device makes to 
cipher machine technology, lJut believe it woul-d be better if 
certain practical defects or difficulties could be eliminated. 
One is the complexity of tbe internal wiring job, lvhich is 
apparently a neccessary corallary to the inclusion of the feature 
of pluc;gable stators. Another possible criticism is the fact 
that within any key perioct (same stator 9lugging) there is a 
consistent entering rotor associated with each plain letter, and 
likewise a consistent exit rotor.aasociated with each cipher 
letter. The following.variation in the design is offored as a 
means of eliminating both, and also, in line with Dr• :Srskine's 
aug~estion, it insures at least a three-rotor encipherment for 
every plain-text charact.;,r. A further advantage is that the 
necessity for inserting the twent~-aix· cards in slats to. <;:aang6 
the stator plugging is eliminated, this change being. effected 
merelJ-· by substituting a new plastic cylinder for the one former­
ly in use, as described below. 

The cipher maz~ of the machine would consist of the follow­
ing elements: 

(1) Seven rotors (preferably of the plastic printed­
circuit type)• These rotors would be in the form of rings approx­
imately 3 11 or 3i" in diameter, dependinc:; on the number of contact 
~ointa, with a 2" hole in the center of ea~h instead of the usual 
t" or 3/8 11 shaft hole. 

(2) Ei~ht stators separating the rotors, of special 
construction as shown in Figure 1. 

(3) A cylinder, 2 11 in diameter and e4.ual in length to 
the len5th of the rotor-stator assembly. This cylinder will have 
circuit paths printed on its surface which serve to inter- connect 
the input and output contacts of tile stators (15ee Flt:.ure 2), 
effecting the same result as the stator wirin5s of SUP~~}'L.:;X. In 
addition this cylinder serves as the shaft aoout which the rotors 
move and itself is moved independently (possibly oppo!ite in . 
direction to the movement of the rotors). This would have the 
effect of not only shifti03 the points of contact of plain and 
cipher letters •~tri ~a6b encipherment, but also of adding to the 
variability which ·results from ·the basic idea of stator plugging. 

As shown in l:'i3Ures 2 and 3., stators A, .t.l, C, and D are 
inter .. connected by the circuit paths printed on the rotating 
cylinder, and in the same way stators B, F, G1 and H are inter­
connected. This arrangement is merely an adaptation of Dr. 
Erskine's suggestion, and 1.f the circuit paths for each set of 
four stators are arranged so that· at least one .rotor from the 
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{Comments on SUPERFLEX) 

group l, 2 and 3 and one from the ·group 5 1 6 and'7 is used in 
every path (rotor 4 being used every time), a minimum three-rotor 
encipherment is assured for each plain-text character. lt will 
be noted that the cylinder may be .cut in half and each half 
moved independently, if this is thout;;ht desirable .• 

If the abo:ve limit.a.tion is used to aes1.1.re at least a three­
rotor encipherment, there are eighteen possible circuit arrange­
ments for each set of' four stators. All eighteen circuits are 
shown on the cylinder in Fibure 2. If the same tolerances which 
were used in plannin..:;; printed rotor circuits are maintained, all 
of these paths can be easily arranged on a cylinder 2" in dia­
meter with the rewa of conte.ct points spaced i" apart. 

J. R. Chiles 

6 
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. STUDIES OF SUPBRPLEX 

An exhaustive security study has not 'been made of all em­
bodiments of SUPER~1i...BX. such methods of solution as could be 
devised and carried through by hand have been tried for the 
simplier embodiments of the machine. No method of attack 1a 
at hand for tho most ~omplicated version· of SU?ERI<'LEX which 
include~ mixed.level stator wiring. A detailed report. of tbe 
embodiments studiea, the materials used, and the results ob­
tained follows. 

I Ori~inal Embodiment 

A• Description. 

l• 5 Hebern type rotors with 26 points each 

2. OrangE) .type motion - cascading multiple notch 

3· 6 stators. 
" 

a• Variable by plugging (26 point IUM jacks) or 
printed circuit cards• 

b.. No mixed levels in stator wiring. 

c • Limitations. 

(l) Minimum 2-rotor encipherment insured by de­
signating 3 rotors as entrance rot·o~l and 
the remaining 2 ae exit rotors. 

(2) 5 possible a-rotor encipherments 
(l-4, 2-4, 2-5, 3•4, 3•5) 

B~ bTequency Counts 

1. 200 letters ot matching plain - cipher 

Plain frequencies 

(1) 32 occurrences of X . (word-spacer) 

(2) 27 oceurrepces of E 

(3) 0 occurrences of K, Q, z 
Cipher frequencies 

(1) 12 occurrences of D, E to 

(2) 3 oc~urrences of S 



.REF ID:A4146. 

(Studies of ~UPERFLEX) 

(3) no:blanks. 

c. Number of rotors involved 

(1) 51 2-rotor encipherment~ 

(2) Aver~t;e enc1pherment was through 5 rotors 

'(3). Maximum encipherment was 22 rotors 

2· Same as B 1 above but with different motion pattern. 

a. Plain fre1.1uencies - see above 

b. Cipher frequencies 

(1) 15 occurrences of S to 

(2) 2 occurrences of R· 

(3) ·no blanks. 

c. Number of rotors involved 

(1) 67·2•rotor encipherments 

(2) Average encipherment'through 5 rotors 

(3) rtlaximum encipher.ment was 23 rotors 

3· 100 encipherment of uEn which entered fast moving rotor 

a. Cipher frequencies 

(1) 8 occurrences·o£ L to. 

(2) l occurrence of D. P. Z 

b. Repeats 

(l) no consecutive occurrence of identical en­
ciphering patbe 

(2) 4 cases of coneeoutive cipher repeats de• 
rived by different paths. 

4• 100 encipherments of nnu (entering slowest entrance 
rotor) · 

2 
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of 6UPl:.Rf'L3X) 

a. 

b. 

Cipher frequencies 

(1) 12 occurrences of 0 to 

(2) 0 occurrence of c, ~-, z 

Repe~ts 

(1) l pantograph (KKKKK) due to identical en­
ciphering paths occurring oonsecutivel~ and 
caused by no motion of enciphering wheels 
involved. 

(2) 5 tr1graphs as above 

(3)'9 digraphs as above 

c. Attempts at Soiution 

1. Given motion, setting, order, and wiring of rotors, 
an attempt was made to~cover stator wiring with 200 
letters of cipher text. _ 

a. :Jethod: Plains "£" and "X'1 were Assumed to enter 
Rotor 3. Eve.ry cipher letter was assu.'TJ.ed to have 
come from plains E and X and was deciphered 
through every possible combination of 2 waeels. 
A table was kep,t of the stator wirings implied b;y 
eacb of these possible encipherments. Anal~~~ 
of confirmations and contl"'adict1ona in this table 
yielded 13 correct wlres and one incorrect wire 
in atator~ D, E, and F. Decipherment• through 
tnese established wires gave insufficient clues 
for cribbing in additional plain text. 

b. An attempt was made to recover plain text bJ. re­
moving. rotor 5, W;,ere wires derived in (a) above 
made.it possible, and deciphering thruugh rotors 
2 and 3· An attempt to assign plain text letter~ 
to the entrance points of these wheels on the 

.basis of frequencies gave insufficient data to 
warrant continuation of such an approach. 

2• Given settinG, motion, order, and wiring of rotors. 
An attempt was made to rec_over stator wiring with 
200 letters of matched plain-cipher. 

a. iYiethod - All stator wiring implied by possible 
2-rotor encipherments was tabulated. confirma-· 

3 
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tiona were sufficient in 34 cases to accept the 
derived wires as a basis for obtaining addition­
al ones from 3-rotor enciphermenta. All stator 
wiring was recovered. (It is probable that this 
could not have been accomplished with 200 letters 
of matched plain-cipher from a machine with sim­
ple metric motion if there wore no turnover of 
3rd, 4th, and 5th wheels.) A tabulation of wir-
1~ implied by all possible 2-rotor enciphermenta 
of the same 200 matched plain-cipher pairs with 
rotors set 1-ncorrectll gave results with suffi­
cient contradictions to reject the setting. 

II Second Embodiment 

A• Description 

1· 5 llebern-type rotors (26point) 

2· Simple metric motion - l notch per wheel. 

3· 6 stators (same as in Oritiinal ~uodiment) 

13 • Frequency Counts 

1. 255 plain-cipher pairs 

a. !~umber of' 2-rotor encipherments: 

(1) 17·9% before turnover of 3rd wheel· 

(2) 61% (in only 26 pairs) after 3rd wheel break· 

Plain-cipher constatat1ons show break-point 
approximately. It was possible to determine to a 
large extent which plain letters were enciphered 
through rotor 1 and any combination of rotors l, 
2, 31 4, 5; which were not enciphered through l; 
and which were not enciphered through 1 or 2• 

c. Attempts at·solution 

1· Given 10 consecutive cipher alphabets, known rotor 
order, setting, wir1nb, and simple metric motion 
with turnover of 2nd wheel only between the 5th and 
6th alphabets• An attempt to recover stator wiring 
on the basis of 2-rotor encipherments was made. 36 
correct stator wires were recovered. These produced 
insufficient decipherments in a message to suggest 

4 
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crlbbing or recovery of additional stator wires, even 
when rotor w1r1nt;, motion, and setting of the message 
were known.. · 

III Third Embodiment·· 

A· Description 

1. 10 Hebe~n-tjpe rotors (26 point Sigrotes) 

2. Simple metric motion - (Some sample encipherments 
made with simple metric motion in 2 sets of 5 rotors 
each.). 

3. 10 statoi'a 

a. iUxed-level wiring. 

b. No variation o'f stator wirinG• 

c. Minimum 2-rotor encipherment guaranteed by having 
plain pass through rotor 1 before enterinc; stator 
A whera v~iation in wheel order is initiated; by 
having no conhect,ion from stator A direct· to 
cipher output. 

B· Observations 
'·. 

1. Given 10 massaGes in depth - show that frequencies 
between breakpoints of 2nd fast wheel can be exploit­
ed as well as column frequencies to derive plain text. 

2• Given 2 messages wi~h same plain end in depth on all 
but 6th wheal. The sample shows that wheel 6 was in­
volved in 198 of the 327 enc.ipherments (Go.s$. This 
would seem to imply that reading text by setting and 
deciphering on fewer than all ten wheels might be 
impractical. 

3· Given 25 cipher alphabets and all elements of the 
machine except stator wiring. No method of solution 
devised. 

IV Fourth Embodiment 

A• Description 

1. 4 Hebern-type rotors (26 point) 

2. Orange type motion - cascad!nG multiple-notch. {In 
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final version perhaps notch pattern could be perman­
ently attached to wheels. Delayed C}Cle-motion sug­
gested by Dr• Srskine was. considered but it may be 
unnecessarily complicated) 

3· 5 stators 

a. fuixed levels 

b. variable by printed circuit cards changing plug­
board connections. '.rhe plugboard would have 
13 x 20 hubs for wires from the ·stators. Ten 
circuit cards would be pulled from ~ deck of, say, 
50 and placed on the face of the plugboard accord­
inti to the key. Each card would connect two col• 
umns uf 13 hubs in the plugboard. Approximately 
1Ql5 trials ~ould be necessary to recover stator 
card assembly. 

c. Limitations 

(1) LLinimum 2-rotor encipherment (enter rotors 1 
and 2;. exi~ rotors 3 and 4) or 

(2) Minimum for final version is 1-rotor encipher­
ment. 

B. Attempts at Solution 

1. Given 200 letters of matched 
wiring, setting and motion. 
recovering stator wiring was 
trials about lol5) 

plain-cipher; known rotor 
No method of attack for 
suggested - (Bxhaustive 

2. G~ven matched plain•ciphe~, rotor wirinG and notch 
patterns, and stator wiring. An attempt to set rotors 
for a message was made. To split the machine and set 
two rotors initially. 3, a fast and exit rotor, and 
1, 2nd fast and entrance rotor war-n chosen as they 
were the only two completely independent of other 
rotors with respect·to mo~ion. All plain-cipher con­
atatations with plain entering rotor. 1 and cipher 
leaving roto~ ~ were selected from the crib; 34 crib 
pairs yielded 13 such constatations requiring two 
correct 2-rotor enoipherments for a "stopn when try­
ing tho 13 pairs, 6iv~s about 36 random stops per 
wheel order and a 25;~ chan~e of missing the correct 
stop entirely. 'fherefore, since the number of trials 
for setting four wheels s_imultaneously is no greater 
than for setting two at a tino, and crib re~uircd 
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would undoubtedly be shorter.:r splitting is a less 
practical and leas reliable method of wheel setting• 

3· ·A deok of' 50 cards was made in order to determine 
time required for c •. anging stator cards according to a 
kay• Av0ra6e tlme for withdrawing 10 and inserting 
10 other cards was less than 3 minutes. 

Conclusions: 

r. 

II • 
• 

III. 

A small.,. easily operated, and secure .::>U.l:'ER.r'LBX is prac­
tical ii' 0rinted clrcuit cards can bo developed to vary 
stator wirin;£• :;itilout variable stators the mixed level 
embodiment would be secure until compromise of stators; 
thereafter solution of wheel order and settin~ would be 
comparable to that for a !Iebern-type machine with the 
same number of' rotors and the same t)pe motion. No 
conclusions were reached concerning comparable difficulty 
of solving rotor wiring. · ' 

Assuming development of printed·circuit cards, issuing 
a deck of 50 sucb cards of WJ.5ch 10 could be selected 
for a daily k3;:y., would plaoa solution b;y means of ex­
haustive trials be~ond any present means. ~o other 
solution has been found for mixed level stators. Since 
stator cards can be changed in 6 minutes, daily caange 
is not impractical. 

Impra.cticabilitl of solvinb stators removes necessity 
for complicating other elements o.i' tile machine• It is 
conceivable tbat in the fourth embodiment motion notch 
patterns be permanentl;y fixed in tb.o rotors and only a 
settable alphabet ring be added to allow sending in­
dicators in the clear. - provided a da.~s traffic is not 
aufficiently heavy to allow r·aadine; depths on frequen­
cies alone• ~here should be sufficient motion to sup­
press plain-text characteristics evident from successive 
encipaertnenta between which t..__ere is no mot len. Pre­
sent opinion is tba.t somethinG approximating Oranee-type 
motion would be necessary. 

7 
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IV• For use in lower echelons a leas secure machine could 
be made to have a. r.Iebern maze with separators varied 
daily. An adapter which would make this 1ntercommun"" · 1 

icable with SUPERI~,LEX should be feasible • 

8 
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.SECRET. 

SUBJECT; SUPERFLEx Comnru.tating Unit 

TO : CIC, Projects Section 

1. On• possible cryptographic wea.knflss of the SUPERFLEX embodiment 
employing ten printed circuit slides, is su~gasted by the fact that during 
an en tiN daily key setup, any eivon. plain (or ciphar) letter Nmains in , 

·direct contact with an associated entry (or exit) point on a particular 
rotor. ·The modification proposed herewith is designed to eliminate this 
weakness, by varying the "plugging"· satup durlng the snciphsrment of aa.ch 
message, in an unpr&dictable manner. · 

2. Inst.ad of having the spring contacts of the reflexing plugboard 
arranged along a plane surface against which the amt of ten printed circuit 
slides are to make· contact, let the spring contacts be arrang•d in ten pairs 
of rows around the surface of a bakelite cylinder (Figure 1). Let the plug ... 
board slides be inserted in slots in the· inner face of a "sleeve" (Figure 2) 
which is designed so tha. t points on thea& slides make good electrical con­
nection with the spring contacts of ths cylinder. ·Motion bumps are provided 
on the out~r surface of the sleeve, to affect its motion; after any step ot 
the sleeve aroUlld the cylinder, a complete shi.ft of the ten slides with re­
lation to the spring contacts will have been made. Pr~visicm should be made 
for this motion to be r&lat&d to the .motion control schema for the rQtors 
themselves, so that it ,is fairly irregular, and would vary according to 
4i£ferent dclily key setups, notch rings, etc • Assuming that printed circuit 
slides can be made approximately ths same siza as in the original proposal, 
the whole enciphering process can probably bi~ accomplished within a simple 
unit similar to that shown diagrammatically in Figure J, 

. sleeve 
3. In thil design of the plugboard~ shown in Figure 2; the slides are 

shown as having a slightly cuiVod face and edges cut at an acute angle. It is 
felt that this type of slide would lend itself reasonably nll to manu:facturo 
on a mass-.produotion basis. A process for making printed circui ta has been 
perfected commercially, using steatitaJ it is felt that this material would be 
satisfactory for this purpose, One of the best reasons for using that mate~ 
ial is tho fact that circuits printed on it have shown remarkabl• resistance 
to abrasion, · · 

4. Consideration has baen g:i.ven t~the idea of using more rotors to ,effect 
practically the same result.. Such a pla~n, for example, might employ-nin! · . 
rotors and accomplish "superflexing11 to approximately the same extent as the 
proposed four-rotor version with rotating plugboard ring. This was rejected 
for the following reasons; -

a. One of tho powerful arguruents for a dsvico lik~ SUPERFLEX·has 
been the fact that a stock of fifty to one-hundred print.d-circuit slides 
would be on hand, from which t•n would be selected for thQ daily key setup • 

. SECRET 
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:~ · .. 
~s vna felt tp ·be l)raotic.al b•caus• such slides.-~ considered readi)¥ pro­
ducible in large quilntities. Also tlnae distributed,. t.ll•¥ would not have to be 
reisi!Ued, and ia fact would. b.llrdly have to ba classifj,ed secret. Bllt p.n- . 

·parstion and i~eue ot tho oorr.sponding numbers of rotors to •ach holder would 
probably be prohibitive in ·expense and bulk. 

b. IJ:he use of rotiors to acoomplish the shi£t of enciphering path 
from letter to lettttr if! probably weaker c.rypto~raphically than th.Q tll5e ot a 
cylinder w1th slides. 7he reason is that, uaill[; rotors, .succ:esa1ve lettera 
will·~ rGlated in their path btt<J&l.S• they atill contact. points on the ume 
rotor. UsiJ1g t.h• cyli1lder, with ·it~ rot.at.ing 5leeve, however, each motion 
brings into position ~ lla!Y oircuit. · 

5. It 2.6· .t'elt that uaa of the' deyice as proposed wolll~ be ·proof in case 
o£ capture of tha d•vice, provided. ep•a:!i'ie keys ant not compromised. It is 
rtcommQnded that tho pli:ln oi' wir.Lng til• opring contacts be such ~a to guarantee 
a minilllum •noiphering path of two retors. 

6~ ·It is also to be kept in .mJ,nd that StJll::JHFLBX can b• fairly 4N!sil¥ 
d•s1gn•d s~ that its plugging setup, in effeQt,. be altered to convert it to 
a simpl• .tl.'born davie• with no "raflox:i.ng" or "b1"fclt1in&" ~ 'Ibis might be dElair­

. able if it ~comes nec•ssc;.ry to rewr it commullica'Qle With a d•vic&~ in a 
lower echeloh. WhiCh is a t!J:!rople !iebiU'Jl typQ machine. 

·~ 
s..ru.mrL s. stn:DER . 
CIC, Cryptographic Plan. ~'ubs•c~on 

'. 
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1. lfour LiotOr Superflex. 
. . 

Consider a four rotor Superflex, (see Jir. Chil'$' paper or November 1946 

I I 

1 2 ) ' 4 
Rli'S 

where t.h8 path I~FS to RFS is iapoeaible but any other P.th is poB81ble. i'iJhat 

is tr~ probability that the pat.h of an enciphem.ent. ·goe~J through one rotor, two 

rotore, thrtt• rotors, sta7 

L&t, us firmt determine the rclaUva proportion o.f' Wires !'rom LFS to 

. Uotore 1, 2, 31 and 41 and fro11· Rotor 1 to 'Ro~r 1, 2, 31 '41 and LFS:, etc. :.e 

know that LW 1Uy be wired to 1, 21 :3 or 41 and, n aasum•, with equal pro­

bability. · Hance n consider i of thtu points or LFS go to Rotor 1, t to liotor 2, 

t to kotor 31 and i to Rotor 4. Mol' Iiotor l may be Wired to any of tlw re­

msining J/4 of Rotor 1, any of the :rell\t\ining J/4 of l\otor 2, any ot. the remai.A­

ing 'J/4 of Rotor 3, any of tb.e xwmaining 3/4 o£ Ro~or 4.1 nnd to. eny of rus. 
' 

Heno• w• auaume th• 26 points of Hotor l &"! wired to Rotore 11 21 J, 4, RFS in 

sam. proportions as liated above, i ••• , 3/16 to notor 1, 'J/16 to Hotor 2, 3/l6 

to iiotor 3, J/16 to Rotor 4, and 4/)0 to· 'HPJ. By tbis reasoning •• prapare the 

follOWing table. . 
'; 
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tut.ers 
l 2 3 4 RFS 

LFs l/4 1/4 1/4 1/4 0 
1 ''J/16 'J/}.6 J/16 3/16 1/4 

· Leaves .2 3/16 J/1.6 J/16 3/lh l/4 
J 3/16 3/16 3/16 3/16 1/4 
4 3/l6 3/16 'J/16 3/l6 1/4 

TablA or ?robebiliti•• 

Thla table means t~t the probabiU ty _of current. leaving Rotor 2 aoili& 
. p.l 

into Rotor 4 is 3/16, &Qin&. to :iU'S is 1/41 eta. Inoidln~ly, in our ·oalcU:l&- -

tiona •• uk• the apprcxialat1on tha-t the probablli ty of -a path frQa any rotor 

to any other rotor· (or to Rl!S) "Wii$ unchug•d at oach :.tag•. This 1e not 

atr1ct,1y tru~, since ae we till up r.'iore. and JlV)J'e points on the roton, the 

probabilit1~$ or pa\he cnange~ but t.h• •rror will be small •. . . 

Let us denote by P(i) t.he probabiU ~ or th• current leaving tlw 118cb1ne 

attAr paeaing through i rotors • TheA 

P(l) • 1/4. 

P(2) • 'J/4•1/4 

P(.3) a 3/4•3/4•1/4 .. ~ .•...•...•• ~ ... 
P(i) = (J/4)i•l l/4 

;jome values aM li:at•d belo'ir 

.P(l) -:. ·.2500 P(6) : .0593 

P(2) : .1675 · . . P(7) : .0445 

P(~)-: .1406 P(S) : .0334 

P(4)·; J.055 P(9) ; .0250 

P(S) : .0791 •to. 
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WOOAS 76-C (16 S•gt•abar. 47) 

· :to detenai,.. the man. length of path, E(i), n sum i•P(i). Hence 

. . 104 . 
. E(1) = ~ 1 P(1). 

' 1=1 
. . 

Let us us• the 1nfi..nite sum inatMd - t.h• ditf•ntnae will be ntaligibla • 
' . ' 

~ .. . oe . 
E{i) = L i l/4 .. (Jf4)i-l • 1/4 2:· 1 f 1~1 "Wtwre f= 3/4. 
. 1•1; . i•l . . .. . . . 

. . . ~ .. 

Js(l)<ti • l/4 fuJi " l/4 G ~ 5 ~ ~ 

tA. <(l(i)tlf)a 1(1} ~ l/4 ·. 1 · - 1/4 l .. : 4. 
c(f . . . (i - ;p - (I ~ jJ472 · 

Hance 1(1} = 4 approxiatel.y. · 

to get; 6(1)1 \he ~tandard dmation, ,... tint detenni~UJ E(i2). By 

d.efini t1on 
OQ . 

. E(i2) = 1/4 2: 1a f 1·1 where ·. c: 3/4. 
1:1 3" 

.. · 00 .oo 00 

fE elf= 1/4 L .ifi = 1/4 2: (i+i).f
1 - 1/4 ~f 1 

. 1:1 . 1:1 . i:l 

=v4~ 1f1-1-~ - l/4G:~·~~ 
: l/4 ~ : ff-l _ ~ _ l/4 G : f - ~ = 1/4 fx ~ J12 ~ 1 ~ fj 
J.f:df)., s • l/4 G1 _

2
f)l- (l :f)2 = 1/4 Go64- 16] 

. B(12) a 28 

Hence ~2 ·: '1(12) - ~~1D2 : 2~- 16 ;; 12 6:: ).4£,4. 

3' 
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\,W..\.C 76--J (16 Septomber 47) 

!;ina• the eeriee was not. in.tinite we dro·~, the 64 anc conclude that - . 
6 = 3.4 approxiate)¥. 

2. PJ.v• iiotor Supertl~. 

Now coneicler a fiv• rotor 3uperflex devi(lt) with the .foUold.ng reatric-
1-t--r-t -- --- -~·-

tioruu 

1 2' ) 4 ; 

l.o LFS 11m.'¥ ba. wi.rwd only. to '-'fotora 11 21 or 3. 

2. Rotor 1 ma,y·· be w!:Nd only to l, ·2, · 3, or 4. · 

3. Botors 2, and 3 my be wired to 1, 2, 3~ 4, or s. 
4. liotora 4 and 5, may be wired to any rotor or RFS. 

·.a.th these restrictions we m&y· set up a table o:r probabilities of 

current out of LFJ or i.:otor i e,oing into r:Otor j ·or ms, as be!o~. 

l . 2 J 4 5 &J'S 
LFD 1/J 1/'J 1/J 0 0 0 
l 2/9 2/9 2/9 ·.i./'J 0 0 
2 4/27 4/27 4/'n 6/'Zl l/'J 0 
3 4/2:1 4/'Zl 4/~ . 6/Z7· l/3 0 
4 4/54 4/54 . 4/54 l./9 .. .l/6 1/2 
5 4/54 4/54 4/54 1/9 l/6 1/2 

As beto%'81 we make th• ·~ssu.'llption. that thea• prob&biliti•• ruain 

unchanged at various stages or the ~ath. · 

Let WI now. ~fine thii additional ~1: 
. . 

P(j,i) : prO'ba.W.~1ty that current ~mteret .Rotor j after it haB been · 

through 1 . rotors.. . 

'Ihen we may set up x.cursive ~uat!orut u foU~W&I Current ma1 enter· 
. . 

RFS trom itotor 4 or Hotor 5 with probabill t.r l/2 eaCh. Stated S.J1llbollcally: 

4 
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srn~~T ., 
rJJJA."' ?6-0 (16 S.pt.emotr 47) . 

?(i) : P(41i-l) l/2 + P(S,i-1) l/2 • 

Si$1l~rl71 curr.nt uy .nttr &tor S from Rotor 2 with probability 1/3; i'~am 

notor ;3 with probability 1/3,. from llotOl' 4-'Wi~h probabili~y l/6• and tram 

F.otor S With probabilityl/6. Henae; 

.. f(S 11) a P(211•l) 1/3 • ~(.311-l)l/3_ + P(41i-l) l/6 + P(51i-l} 1/6 

S111il&rl7 P(41i) • P(l1 i•l) 1/J + f(21i-l) 2/9 + P(31!~l) 2/9 

For 17 0 

table. 

+ :P(4,1•l) l/9 + P(S11-l) l/9 

P(3,1): .i:>(l,i•l) 2/9 • P(2;i-1) 4/27 +.P(31 i•l),4/27 

+ P(411-l) 2/2? • P(S;i .. l) 2/2!1. · 

.P(211) : P{l11) • P(31i) .· 

By th• use of toMs• recura1ve equationa w build up the following 



-e 
·~·/00.'\J 76-C (16 :,jeptambor. 47) 

We th•.n calculate tho mftan len&th or path and the atand&rd dfl'1•t.ion . . ' -· 

diHC\17 troll the values 0~ P{i.) I gttting. 

Moan : 5 rotors 

6: 3.3 rotors • 

li::&\NK f'ROOCHA..t."i 
Cryptologi.a ·!feaearoJt Subaeotion 

·, 

6 
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SUPERFLEX SOLUTIONJ GUARAN'lEED TWO ROTOR ENCIPHERMENr 

Givena · A. 1000 letterS of matched plain and cipher text, Figure 1. 

B. Rotor ·..r.frtngs and order of rotors: · 
·. !- t 

-. ' 

A B.C DE F G HI J K.L ~ N 0 P Q R S T.U V W X Y Z 
I IVOKCUGPFHQETDLZXRBMYJSAWN . . ·. . . 

/ . . - . •• ' ~- '. r, .' ~ \ - \. r:_., 
ABCDEFGHIJKLMNOPQRSTUVWXYZ 

II 0 Q P E U J T B F I Z L G :M H R l7 D N C K X A V S Y 
·. ~ ' 

ABCDE~GHIJKLMNOPQRSTUVWXYZ 
III J I W H U X- M Q E N D T Z Y A B L V S P K G R C F 0 

D ABCDEFGHIJKLMNOPQRSTUV~~lZ 
XNHPDLMFYZUVQBRTCWIAGOKSJE 

c. Notc_h patterns: 

1 2 3 4 5 6 7 a 91011 1213 1415-16 17·1s 19 20 21 22 23 24 25 26 

II X • X • 1 X X -. ·X X X • X X • X X • X • X X X X • 

III X X. • • X • • • X ,X X X • X X X X • X • X • X X X • 

D X X X X X • X • X • x· • ·X • X X X • • • X ~ X • X • 

X = Effective Notch . = No Effective Notch 

D. Initial setting of rotors:· A· H F s 

E. Plugboard: F.l.gure 2. 

F. The plugging was such that each letter of plain was guaranteed 
to be enciphered through at least two rotors. C.C.M. type motion was -used in 
encipherment with rotor IV the fast rotor. 

Result: The notch rings were set ahd the pluggi~ was recovered. 
\ 

Method of Solution: The matched plain and-cipher was written out on a 
width of 26 (Figure 1) because the fast rotor moved once for each ·encipha~nt. 
Since there were 16 notches on each rotor, rotor III moved 16 times for each 
oo~plete cycle of the fast rotor. After 13 cycles of the fast rotor, ~tor III 
would have had 8 cycles and the setting of rotors III and IV would have been 
the same as at the beginning. The setting of ~tor III at the beginning of each 
cycle of rotor IV was known because each notch on rotor IV was active only once. 
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Figure l 

Setting· l 1 1 1 2 2 2 2 ) ) 3 3 4 4 4 4 5 5 5 5 6 6 6 7 7 7:? 8 S B 8 9 9 9 9 
Rotor IV 2 5 7 0 ) .5 8 0 j 6 S 1 3 6 9 1 4 6 9 2 4 7 9 2 5 7 0 2 5 S 0 3 5 8 1 3 6 8 

1 7 3 9 5 1 7 3 9 5 1 7 3 9 5 1 7 3 9 5 1 7 3 9 5 1 7 3 9 ; 1 7 3 9 5 1 7 3 9 
S L-ET R I RL 0 M Uti I BjA B'X'S·X·,P·S·Y RH·O~S-~Jqs L·E·A1Xi!O'A'E·T.T-X~A T 

Q !' Q L 1 10
1 
o1 1, T1 Q, M 1W CIL,s~ P1 U1\!(k 1Q: Z.G, Q

1 
K

1 
A 1 G~ Y1 Y 1U1 R1\~ L 1R w1 w1 ~ Y; a1 N, 

R 0 S X M C E E_X I C G N RtN I M X S LEX SEN P niH E R X APT M X 0 Q PH 
0 H U ·aS L R T R C Z K R1J P T J T K C Q L N B P P1G J P X K C Y 0 J 0 C J S 

Q N X R E H A X M c H H E I D L I 0 ®· I L F X (X·; X R E I X E. N G I. L I E z X u E ~ 
Z G P F R X R F JAN A X Z E·K·Y L)B G L D\~ Y X KlV J N K E K PH JED F-C i ' ,_ I . 

~ . .- I . . . 

P D SED XC A E/XtX T T T'X\L L ~·EEL IF SSE N:T X MEN E V RIA E R X 
. M B· G X N I Q K '.tj fl C T G (l:-) Z !i H Y .l.(V H F K Q V S; B R 1\1 Q X X F X N Q. G· Y W 

. I . 

0 0 fA. D X C H S E C A X X I , D I L X C D I N 0 X 1' A I: H <1!:• E -~J E X E G A X S V H 
Z :.gJE V L 0 XV Z L P Q F'W A Z B J L tS P A T K N V'A \Q}J D N G B X D Y n',~jz 

• j ,../ . : 
N· N I U F 0 I X T R i~ B D A 0 o· I .T 0 X N A R F 0 DE- A P N E w· 0 X B T R T R 0 

S G I Q D 'Il U R V T K 0 B 'u X R 'i' A G A U X Z I R C_! N M F B Z Z. F Z S 0 Y R E 
' i 

M X D C 0 U N A X I X E E N L N 0 H N C G N X U C X D: T 0 T R X R P N T 0 I E U 
-H R Z D B B N C V U. M K J, U U H Y R L .X T Y 0 U J SiX U T 0 D N .H G J .P S W J 

' ' I 

L A(X'E n 1 G1
!1A sA. x c:_'x)1 L~)N so o1i'.C T T K A:'x·ix s_x AM x A o L u o P s 

I \!J D H \1 D ,;,P C V 14 a·~;L '-~_, L K F E \?)A V F K W\.Y/: C Z P A Q B S L E Z P B K 
. i 

K U ~XC D X W X I C C I A A F X X M M C I H U X G A;P T M LA I RYE TN 0 E 
J X W Y V. P K Y U B H A P B R A Y N N U A E I M J MJ A W H Z T P G !>J T S D G C 

. j . ~ 

J T 0 T :r;·x E 0 PST 0 S P ~~I D N I W_O A ERMA· uifn/R r_ X N NT X E I X R X 
Y J X W T F . Y ~ J S E D S \6/ ~ G X G N S Q N 0 K A G ~.I; T I N L I. I D U n F F ii . 

I H D H S H F R R X I U I O.X V 0 A 0 AM LX E A I T'I 0 G ED V Y C X N B T 0 
F H C W S G.H C P R'H X I .X F Mn Y W Q T C K DE P:D X YB TZU L C IV 0 L 

l 
H 0 A 'EX A. F L 0 T 0 P 0 S .R E L 'l' X X M X N X R N H:ll PH LA I X 0 C E A X F · 

~u R LX E Z D T K N N R T~ V M F E.E 0 M L W S V z:P L.N E S F.D A K.Z IF G 

G R Y X D V E D S H N L R T E X L I T A A W A C K X O~E H ,T E T T T A 0 X S C X 
W B Q F 0 C_ N I N P. G P I 1s D II Q S T E F T 0 F N S .' Y S B N 0 T 0 E H P A C Q 

GECREll 
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li~r~~ 1- Continued 

settil'lg 1 1 1 1 2 2 2 3 'j 3 3 4 4 4 4 ; s s 5 6 6 6 6 7 7 ? 7· s a e a 9 9 9 
!to tor IV l 4 6 9 1 4 7 9 2 4 ? o 2 s 7 o 3 s s o 3 6 ~ 1 3 6 9 1 4 6 9 2 4 7 9 2 5· 7 · 

4062~406284062940626406284062840628406 
1 · 1111 S 1A 1E, C, I 1P 1r1 X1 1., Xi Rti1S•H• Al 0; R 1 X·1 l,.-~-l TrO;E; D, R tx~ F .ljCI !.l ExO\~ M IP1.E 1o 

D n.F z-o::a Twa y, !i·O o,ltr~a 1 t.t ,,. z·J tv J M r 1' Ire Q1
7{1;k o ·~ w s P .,.~a • a. 

- . ) 

·E. T B I S I 'l' P .E a U U T o; E U R N- 0 N A I l .U T A ·:r )(.I £ 1' X· X ? I W A. D M 
Z P J S B q H R U D t K El N $ A B U K 'T J ilf 0 Q ~ E J i: X I I Q 1: A P X H X 

I . 
D A R Z H F S -0 C X J~ X 0 4)r li N S X t11~ 1' T 0 lit 8 3 T I S I J 'F T J. 'l' A R X Ill 

L 3 W S S A W D 0 U Q J G' Z S R 4 £ F ~ V I W 8 X L V M V C X D Q Y J T fi X t . . • . • 

l . 
C 'l' I E X A 11 lY T ~ 'l' 11 X H1 V D 1 i. a ~-i T !~ H _!, .1·, H A M X T 0 .i1 H (J l I L 0 1 

I .11 7 5 A J .•. l! 'K I K J 0 a; 8 X ~ · V I 0 B J U ~ '-!:!) ;:, . Z L r~; l X ~. Jf J f' X C ~ J 

B I 't l: A I{ 0 h I I l l D l'~. B d 1. l-' .L X I, B X ~ Z X T I L .H N 0 E l 0 R I .M l 
X Lt H I 0 Q 1J P N G til U T( G .: U B 1' R 0 H 1'1 it :.) U r·

1 

!: G ~ A (l V P 1 K 1' ;J D 

A · v I o x x N R v N M r l :dJ: ~ x o E w 1 s A u x "' II s ~ r. x Y I H N E A x :s 
X J t.:. I· X l Y Q C 1 U K ~ L, U T fi U 0 ll E H 0 S Z B 0 Z :0 X Q D ~ .. .l:J 1 8 P B . . . ' / 

Z E I. f S 11 't. 1 !' T A. li f'· S 0 D J.. 6 J i-. \1 ~ ii1: I 'l tf V T' S ;t 'T X :; 1 .X P II A A 
0 B I II D ~ P. ff 1:f H 't' f' Il G Q N H 0 B i' 0 'N \&~ 0 H f! c ~ 0 F G 5 :1 t K' K 8' K 

y· X "Joe: i: T· Y 1t D X 11.: T i' I X F 1 3 '1: .l v u T. o '1" u D .t E \l I i · o T o I c L s i': I 
N 0 J \~ J J ~ ~- R y \~J F l t c j'J '·t!.J H '!<'' .X z K Q N X I? ~ ~ ~ v v E A u p w I~ 1f 

l; · S X H ·r, P E A B R E h 1: J X 8 I R Ji E T 0 ~ J; j( X L t~ ti. e .X H J N 1\ I N 11 D 
0 K J H.E L J ~ 0 X~ W D ij A B t G I X X 0 Z K U rs CAP 0 C I J C K K Z . . 

W 0 ~F. PH H. S C XL X N 0 'l' IS 0 U·l LX T L 0 it Y .:'(X I. S E S X BIT E. X 
L U J M W l N ~ fJ 13 T H L B <i t! C » D 0 I' F I J D- D U. J I S V C V R 0 .K c· A 

I , ' . ' 

V tJ l H X t X H 0 2 1 C T L fi . .; 1 f' L 0. D F R 0 ll !; X A 0 L .!:: X E: A I~ A I' I 
C I Y JJ Jl G V A A ~ K C r;: i~ C ~~ C Y 3 C U 1 li 11 J F ft l: Y ~· B j( S 0 H ~ Z V 

U R 0 I W :H R :X N X X A . 0 iJ 0 T U H T 1 X E 0 N S H n ! 0 L ;l~ (i· •-~ N j G R S N 
1 C 0 0 :y· i\ F. 'i Z X Z R 1!: .l) Z H G f 0 ~ C Jl. H V rr U -~ U T tl ! 1 

D X )i P X P $ 

T C H A H j. 0 T 0 S K D l·;.i ,J 111' F l. I B A P 'D X r~ .1\ T 7 X K E V X f. I Y P X 
0 K tl il t,,· X E Y P. I B S ·.t1\ R 1 C t iJ _·r %\ C .U B .0 ,l. l' ,t\ .P V -A· t'l.E -X ;· 0- M Q H - \/ ~ . - - .... : ' . . ... 
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Figure 2 

PL.UGBOARD 

1 2 3 4 s 6 7 8 ' 9 10 
I II l Il I II I II I II I· ll 1 II I II I II I· · II 
A A i B B C C D D A .B B A ID A C B : B C -,A 

LlS l t LFS l LFS l LFS 1 l 2 l 2 ~ 2 RFS 2 RFS . 2 RFS r 2 
\F &,-i E);·. F 0 G. H H I u D v c liH . E G F ; F G . E 
LFS . 1 ~ LFs ·1 · LFS·. 1 LFS l. 1 2 1 2 . '2 RFS 2 RFS 2 . liFS 2 

I I \ . J J · K K L L W F X E fL . I K J . J K ·- I 
LFS l ! LFS 1 LFS 1 LFS 1 l 2 l 2 !! 2 RFS 11 2 RFS 2 RFS ~ 2 
ll 14 1 ·N N 0 ·0 P P I H Z G iP M ! 0 N :: N .0 M P 'i 

LFS l I LFS l LFS l ! LFS l t l 2 ll 2 [ .12 HFS ~ 2 RFS 2 RFS 2 RF1 
~ Q Q 'R R S S ! '1' '1' T .Z ~ B Y 1 ;£ Q ); S R ; R S Q T · 

LFS 1 ~FS l I.FS l LFS l 4 3 ~ 4 3 ! .2 RFS . 2 RFS · 2 RFS 2 RFS 
U ·•· U V V W . W X X t C X l D _ W : :X U [, W V : V W U X l 

·~ LFS 1 LFs l LFS l LFS 1 ' 4 3 · 4 3 !2 RFS • 2 RFS ,12 RF~f 2. RFS. 
Y .B ·z A lf~ . Y ~ o z F V f E. U 'a T :- A S :I Z .. Y I z· 

1 
-'1 LFS 4 LFS 4 IJ 4 l 1.. . l 1 ~ 3 ~ 4 3 .3 · 3 t 3 3 il2 RFS 2 RFS 

·l. ~lc . ·4c 11D. 4D I El" - 'E .. F~-~-rra N !I H M. 'I F L : E K ru---~. c I·: 
4 1 4!1 2.1·2·)' 2 ~3 2'i3 2 3 2 

I 0 J H I K I L J I'M T ~N s i J R f I Q ~H p 0 0' 
;\ .. .l 4 1 4 11 4 l 4 l 2 11 2. 3 2 ! 3 2 i 3 2 3 2 

0 K p L Q M R . N ~ s z T y IN X i 14 w H L v 'K u ~ 
/ ll. ,,...J.,~·" ..l~- .4. - 1 1. 1 1.. I '1 ? ~ 1 2 h 3 2 : 3 2 ;l 3 2 . 3 2 I I I 0 J p I K . 'Q L R IM R HN "Q iR. p I. Q 0 I,P N '0 Jl 
I 14 4 14 4 . 4 4 4 ·4 14. 3 !4 3 13 3 IJ 3 i 3 3 . :3 3 ' 
. T s s T R u Q v l p L ~0 K II v J I u I IT H s . 0 : 
' -4 4 ' 4 4 4 . 4 4 4 ' 4 3 1:4 3 3 . 3 f 3 3 .· 3 3 ~~ 3 3 ': 

z w I y X X y . w z I v F ~ u E ' z D ! I c : X B ~ ... A . 
•·lko4.,;_, ..... 4..., __ ....... ....4.._. .... 4~~ ..-4_4.;...,;..,.,;4........,..,.4...,:....;4 .... ·-3_.'4~3~' .3~..::.3_,.:;..3_, ~3 ----..;::);...._.,...:;.3_': .... 3_..L-

I = Cbtput 
ll :Input 
1 = Rotor I 

.2 c Rotor II 

LFS -·Lett Fixed Sequence 
RFS ~ Right -n.xed Sequence 
3 - Rotor III 
4 - Rotor IV 

In each of the 10 boxes any one o! the 13 outputs 
may be plugged to any of the 13 inputs in that box. 

6ECRE1 



~~. 
I 

~F. lD:A4146}i4 
' ,., 
·~_'~: ~- ~. l .: -

. QS&S.76C {U OCtober 47) . 

· The -matohed ,plain and d.pb.er at a:1ch setting o£ rot.or IV was examined at an· 
interval o! 1,3 lor b1ts. Ten each bits WI'! .t'ound. · · 

Hit 1)ositiona S.ttins ~r Rotor ~v 
. Xp = ~c 443.- 781 s 
Ap: Gc )1 ... 7t:n 0 

xp_• lc- 34- 372 .L 

.xp·a 2c 164- 502 .L 

X~ • Vc 320 - 658 L 

Up:.· Io 348 --686 J 

Fp • ic 566-904 z 
xl-l • Jo 73 .. 749 y 

Tp: He 99- 473 y 

Xp =Fe 291 ..; 957 y 

these hits were ass\11D8fl to have been caused by enoi~lha.noont through 
rotors III and .IV coos "-Ch. 1'he bita Xp : I 0 which e.ppea~ at sett.1.ngs a and 
L were e:m&Ulned firet• It was nasumed tJ£1.at these muGt ba caused by paral.lGl 
wires in rotor IV alliJ roto1· III being at tba same ·setting, or different outputs 
!rum rotor· IV and different aett11-,ga o.£ rotor III. Examination of poesible 
inputs of· X .trom the L.P.s. to .rotor IV at tha two designated settinas and 
possible outputs 1'rom ro_'t()r lV -v1hicb ooald 'be plugged directly to an entr1l'nce 
po.int of rotor III was made •. 

i-losaible ?lugcings of 
X on L.F .s. to f:'<Otor IV p J rl/ R v z 

~tpu~ of Rotor 1~1 
\~tt1n8 L a z X F J L 
· Sett.iug · S r·v i> 0 J 'fl - -

At setting t of rotor IV, if X on the L.l''.s. is plugged to input f of 
rotor rv, t.~ output .frOID rotor lV i.s at a, and at setting s, tne outp.1t 1s at 
1. The underlined latteUJ are outpu.tz from rotor !V which can be pluoo•d 
directly to inputs o£ rotor III. No poaaibla input of X to rotor IV has outputs 
,from rotor IV e.t both settings, t ao.d s, which OWl ba directly .plugged to rotor 
III so -~ tint aH'Uillption wns i_neorrect. 

. Another hit, Pp a: Kc at ntttna z of rotor IV, wrie chosen for e.Dmdnation 
oo • ~inglo ?p : Kc ~cursd at position ~ setting U of rotor IV. 

2' 

: .. 
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Possible 1~ucginga of 
P on L.F.S. to Rotor IV p J N R v z 

Output of Rotor IV 
~etting \1 p I\ I L J v 

I -Setting Z T u N L.J 

lf r on the L.F .s. was plugfied to input F on rotor IV, the output from v 
rotor IV at settings U and Z coulci both be plugged directly to an entrance point 
of rotor III. 

• 
. Another hit, Ap: _o0 ~t setting 0 C>f.rotor IV_. was examined together w.ith 

othor AI.)= Gc at positionS 160 and 914 w.l.tb setting 13 of rotor IV, at position 
530 with setting J of rotor IV, at. .position 589 with setting C of rotor IV, and 
at poBition 546 with settine 'l' of rotor IV. 

Feasible Pl~ngs o£ 
A on L.F.s. to Rotor IV 

Output of Itotor IV 
Setting o 
Setting f 
Setting J 
Setting C 
Set~ng T 

0 C Q K 0 S W 

P Y W U C 0 I x z , ·u u ii r~ Q 
u w u ·a a 'E y 
C X Q 'E · K · I G . 
u s Q L J M K 

ibere weN 3 possible pluggings of A on the L.F .s. to rotor IV (B, K, 
and S) which would give outputs at 3 of thEl 5 settings whi"ch coUld be directly 
plugged tc an entrance point on rotor III. 

First, l\. on the L.,F .s. was assumed plugged to input K on rotox· IV, so 
thilt the output from rotor IV at both settings 0 and P would be U. 'lBble I 
was mo.de to s"bow the setting of rotor III at positions 311 160, 91.4 and 5891 
assuming all poariible settings of the notch ring on rotor IV. Figure 3 shows 
the possible inputs to rotor III !rom output U on rotor IV and the exit points 
from rotor III which can be plugged directly to G on the R.F.S. at each of the 
possible settings of' rotor III. Since11 from 'Iab1e I, position 31 and 160 could 
not have the same settings of rotor III, there wa:s ·no possible plugging of output 
U on rotor. IV to an inJm;t of' rotor III which could _make Ap = c0 at posi tion8 31 
and 160 or. 914 two rotor enaiphennents. . 

. 3. 

GELPE"D~ ·. 
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Figure .3. 

PQsaible ·settings of 
Rotor III at- Position 

- .31 & 707 L -
M-

- I N 
o_ 

160 K 
L 
M 
N 

91.4 0 
p 
Q' 
R 

REF ID:A41461&4 
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Possible Pluggings of Output U on 
Hotor IV to an Input on' Rotor III -

E K Q U Tf Y 
- - - ,.. - F 

-- - L - p -
X - - D 

p, - - - L 
.,. - - -P 
L- p 

.... - X D 

- - - --- X L - -- - ... -- - .. - . .. -

' ' 

·. 

4 



Next, A on the L.F.s. was assumed plugged to input B on rotor IV so 
that at saiting 0 the output from rotor IV was at P. This was the same output 
as when P on the L .F .s. was plugged to F on rotor IV at setting U. Table I was 
extended to show the settings of rotor III at positions 5301 589, 8051 and 904, 
assuming all possible settings of the notch ring oh rotor IV. Figure 4 shows 
the possible inputs to rotor III from rotor IV and the exit points from rotor. 
Ill which can be plugged directly to G or K on the ,R.!t" •. S. at each of the possible 
settings of rotor Ill. The Ap : a0 at .position 589 was n.ot consistent with 

Ap = Go at positions 31 and 5.30 and fp = K0 at positions 805 and 904. Therefore, 
it was assumed thst AP = G0 at positions 589 was not a two rotor encipherment. 
F'rom Fi-gure 41 the output P on rotor IV was assumed plugged to input X on rotor 
III and output A on rotor IV plugged to input Ron rotor III. G on the R.F.S. 
would be plugged to output H on rotor III and K on the R.F.s. would .be plugged 
to output L of rotor III. ' 

5 
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F.i.gure 4. 

Possible Settings of 
Rotor III at Position 

.31 & 707 

Ap : 00 

805 
Pp ·: K0 

530 

589 

904 

L· 
II 
N 
0 

D 
E 
F 

Q 
R 
s 
T 

G 
H 

,I 
J' 

u 
v 
w 
X 
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Possible Pluggings of Output P on 
Rotor IV to an Input on Rotor III 

FLRVXZ· 

- - -
- T - -.- -

- ~- T - - -
X .... - .. ~ -
- - - - /f.\. 
- p ---~--
p ... X - - D 

Possible Pluggings of Output N on 
Rotor IV to an Input on Rotor ni 

E K Q u w Y 

- - .. - - -

Possible Pluggings of Output C on 
Rotor IV to l!n Input on Rotor III 

F L R V X Z .. -
- D -
- L - - - -

Possible Pluggings of Output A on 
Rotor IV to an Input on Rotor III 

F L R V X Z - -
T - tL' -

\.. r" 

T H 
x.­
P -
H -

Also from figure 41 the setting of rotor III· at position 31 .must be N, 
at position S05 E qr D, at position 530 S or T, and at position 904 V. All 
settings of the notch ring on rotor IV were eliminated which produced other 
settings of rotor III· at those positions. The notch ring on rotor IV could be 
set at position 12 or 19 at the beginning of the message. Also at position 
805 the setting of rotor III would be at E and at position 5.30 the setting of 
rotor III would be at T which would cause the output of N on rotor IV to be 
plugged to input W on rotor In. These. assumptions were tasted on position 
328, setting D of rotor IV;lrhere PP: o0• At this setting if P of the L.F.s. 
was plugged to input F of rotor IV, the output ~s P of rotor IV which was 
assumed plugged to input X on rotor III. If the ·notch ring on rotor rl was set 
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at poaita.on l2 at the beg1nnin& o£ the .f.DG8f~Ss<t• rotor III woulu bo at aetUna 
. ·M at poait1on )28. At setti.ag lJ of rotor l!I an 1n,t"it at X would a:tve an out;put 

at o. I! tbe notch rinc on rotor· IV 'Wa3 aet at yosition 19 at tho bt5inn1Ug ot 
tha m•sago,. rotor lli would be at dettitlg N e.t posit1on .328. At $8tt1ng N c4 
rot.or.,,~II an input at X gave ::n output at H. It had been ua!llled that G on th• 
a.l-\S. ••• plugged to ou.tput H on rotor lli so tt.a.t asswapt1on as aonfirmed 
an4 t~ aetti.ng ot the notch rin1~ on rotor IV 1r<1s 19 at the beginning ot the 
mt$sar;e. liosit.ton 98.2, A.f: K , at cett.ing Z on rotor lV gave an output at 0 
o_tl· rotor IV When /1 of tho L.:·.fi. entered rotor l:V at ll. Since it •• sa~:umtld 
that the notch :r1nt; on rotor IV was at 19 at the boginnine o£ tbG s:•aaaee, rotor 
J.II would be at ••tttng. Z at position 982~ It the output of !l'Otoi• IV at U was 
plugged t.o input E on .rotor 1111 tho output or III at eett.i.ng z would bo K. 
:t'roa the plugboard 1 t. wa.a poaaibl.e for ou,tpu.t U on rotor IV to bo plugged to 
input 1.~ on rotor Ill. 'l'hu.o 1\ was aoswned that 1.he nsason1n~ thus far wu 
correot and the aettin;; of rotor U1 for each k-IOtition was written out. 

IU.te o! x., : Lc appeared at posit:torut 41.5 r..nd 5751 setting Q of t·otor 
IVJ at positions fu.2 aild Jt.21 oetting !?; at poSitions 508 and 7421 aettitig 'i!~J 
at poe!.t1ons 147 and 6151 3ettint~ C; r.nJ po&ltiwna 130 lUld 338_. ·setting T. 
4heoe wero asawn8Q po•sible 2 rotor unc.iphe:taents tbroucb rotors 11 and lV tl 
t:. sint;;le X~-= La &ppeared at aettillG o, f'OSi tlon 96? an1 lllso at setting A, 
poSition 3:;1, · · . · 

(.Utput o:r itotor IV 

0 
T 

0 
A 

Po~.s~blo l.npute of X .t'rom L.F .p. to Hotor lV 

J 
,_, ..• ,R t' z 

T () ! l' t; 
T li f u G 
D !J i y L 
X If ti n e ~-
t;; ~ i !5 u 
lJ 

.. , 'T R' N' t. y .a n L J -
lt was aeaumed tbat >;: on the L.F.s. was plugged to 1.1lpl1t t: of rotor rv 

since tour of tile asaven aett1ngel at which Xp : Lc ~ave _o11tput at B of rotor lV 
whlch ocald be ~.Jlugced directly to .on 1np-c.1t of rotor' II. 'l'he eettina of rotor 
II at. tbese positions r •. : asaU~Xtd to be the PI» or to have pnrallel wire• 
effective. 

. ,q .• , It Ylaf! noted ~at Xp: ~Ccwhi~~ •. ci~dlif~d ~t positib~s 3~8 -~hd Ja; 
set'M:ngs T and P respectively, could have the same setting of rotor II if F 
~m ro~or III ha~ no effec~~.nq:f;ch~ .. ~~- ~~r.ass~e~ tc;i..l;je ~t\lfl~.~~d so_ +,imi_ted / 
~9-e ~ossi~:fe ~ett;ngs ,of.,:-ph~')jlotoh;)'~ng_ on:· J;'Otor.-~;P.;(_to: ~().. N~~ly,~ ~ ~et.. at_-
3,-:A.~ ~9:.: 7t a, 13, 20, 22, or 26. Table II showed that there were 7 to 12 
possible change~ C?f !Jet.~~g of ~~'?:r II ~e~ween pqsi~ipns ~42 and 35~, depen~~g 
~pon the setting o.f the. n9tch patter.n on' rotQr, ·111·~ ·· ·· ·· · ·. · '" ···'' · · ~ ··· -. • 
" ·,i. ... • ·I '. ., - _. liD ,}. • ._! ~· , 1 • - • ,~ , .. ; .,.. • · :. ~ , ' I;,_. . _· Cr ' 

.L'iL;ure .5 ailowe . .i- tha~ theN were no :JEit.tintzs ot rotor ll at. an interval 
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of ? , 81 or ll which woulq nllow Xp = Lc at positio.QS 342 and 35? to be 2 rotor 
encipherments. At an intezval of 9 there were ? possible settings of rotor II· 
which .would allow Xp .= Lc at positions .342 and .357 ,to b,e 2 rotor ~nciphennents. 
At an interval of 10 there were 2 possible settings of rotor II and also 2 at ' 
an.interval of 12. · These were as follona · 

Position 
in Messat@ 

.3.38 

.3.39 

.340 
341 
.342 
.343 
.344 
.345 
.346 
.34? 
.348· 
349 
.350 
351 
.352 
353 
354 
355 
'35.~ 

Figure s. 

i 

TABLE II 

Setting ot Setting of NOtch Ring on F of Rotor III · 
Rotor III . J· 4 6 7 B 1.3 18·20 22 26 

F •· • • • • • ' • • • 
F • • • • • • • • • • 
F • • • • • • • • • • 
p . • ' • • • • • • • • 
E X·. X •• X X X X X 
D X X .• X • X X • ~· X 
c .x •• xxxxxx 
C • X • • X X ·x X X X 
B I ••. X •• XXX •• 
B X • X • • X X X • • 
A XXXX." .XXX 
A .X X X X ••• X X X 
Z · X X. . • X. X • X X X • 
z xx.xx.xxx, 
Y .XX.X.l.XX 
Y • X X • X • . X • X X 
X X • X X • X ·x X X • 
w .xxxx.xx.x 
·V · X • • X X • c. X X X 

Total Changes- m YO 9 8 8 7 I2 I2 ll m 

Setting of 
Rotor II 

Input to Rotor I~ 
Which Can Be 
Plugged to Output 
B or Rotor IV 

Output· From 
Rotor II 1Vhich 
can·Be Plugged 

A 

B 

c 

D 

0 
s 

c 

s 
1 

8 

to L on the R.r·.s. 
11 
y· 

Q 

y 
u 
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Setting of Input to Rotor II 
Iiotor II Which Can Be 

Plugged to Output 
B of Rotor IV 

~ G 
G 
s 

F· E 

G 

B 

·r .. 

J 

K 

L 

M 

N 

0 

p 

Q 

R 

s 

.· 

I'JI•' 
---~J f . ' 

-. 

s· 
y 

c 
E 

c 
I 

s 

E 

A 
G 
y 

G 
y 

y 

A 
G 
u 
s 

c 
A 

c 
G 

A 
G 
M 

c 
E 

9 

Otltput.From 
Rotor II Which 
Can Be·Plugged 
to Lon tha·R.F.s. 

I 
Q 
M 

~· 
,Q 

M· 

y 
.E 

M 
.E 

y ·. 

Q" 

A 
E 
u 

M 
I 

y 

)4 

Q 
I 
.Y 

A 
I 

I 
A. 

y 
E 

·A 

M 
y 
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Set..t:ing oi' 
Rotor II 

T. 

tT 

v 

X 

y 

z 

At an Interval of 9 
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Figure ? (Continued) 

Input to Rotor II 
fih:i.ch Can Be 
Plugged to Output · 
B. of Rotor IV 

0 

I 

c. 
G 

A 
E 
s 
y 

A' 
G 
M 
y 

c 

c 
M 
s 

Output From 
Rotor .II Which 
Can Be Pll.lgged 
to L on the L.F .s·. 

E 

E. 

A 
·M 

u 
A 
E 
I 

y 
u 
I 
A· 

y 

I 
.M 
Q 

Settin·"' or Q . 

Rotor II 
Position .342 · 

Setting of 
Rotor II 
Position 351 

Input to ROtor II 
To Which Output B 
On Rotor IV is Plugg~d · 

Output of Rotor· II 
To Which L on 
R.F.s. is Plueged 

D 
F 
H 

·J 
L 
v 
z 

At an Interval of 10. 

E 
w 

. At an Interval o.f 12 

A· 
u 

u 
w 

.Y 
A 
C· 
M 
Q 

0 
M 

0 
I 

10 

·I 
E 
c 
s 
y 
G 
c 

Q 
y 

s 
y 

scicRE1 

3 

E 
A 
y 
y 

.t1 
li 
1 

Q 
I 

I 
E 
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/ The six possible settings Of the notch ring on rotor IV which would 
allow 9, 10, or 12 changes of setting on rotor II between_positions 342 and 35? 
were tested on posi tiona lJO and 14 7 ~ Table In s11owed tna t tho number -of 
changes of setting between positions 130 and 14? could be 9, 11, ·12, 13, or 14. 
Using Fieure 5 it was found that· there ware no settings of rotor II at an 
interval of 11 or 13 which· would allow Xp = Lc at positions 130 and 147 to be 
2 rotor en·c!phements. At an interval or 9 and 12 the same settings and plugg-
ings were possible as were possible ae- -MJPO · 

TABLE III 

Position Sett.ing Settine of Notch Ring on F ot Rotor III 
in ilessa~e of Rotor I'~ 3 4 6 18 .. 20 26 

130 D X X .. X • X_ 
131 D X 1: • X • X 
1.32 D- X X X 

..,. 
. . • .A 

133. D X .x • X • X 
134 c • X • X X X 
135 B X • X X X .. 
1:36 A X X . X. • X X 
13? A X X X • X X 
138 z X X • X X • 
139 z X X • X R • 
140 I • X X X • X 
141 y • X X X • X 
l42 X X . . X X X • 
143 X X. . . X X X • 
144 w. • x· X X X X 
145 w • X X X X X 
146 v .X. • • • X X 

Total Changes -.12 Ij' 9 I4 rr·12 

~ between positions 3~ and 357. -At an interval of l4 the following 
settings and p1uggings were possible. 

Setting of 
Rotor II 
Position 130 

A 
E 
'I 
A 

Setting of 
Rotor II· 
Position 147 

~ 

Q 
u 
0 

Input to l~tor II 
to ~bich Output B . 
On fl'.otor IV is Plugt;>ed. 

G 
0 
y 
s 

Output of Rotor II 
To \\hich L on 

·· R.F •S. is Plugged 
j( 

I 
.E 
y 

· If the notch ring of rotor III was set so that 3 was on f, there were 
10 changes of setting of rotor II between positions 338 and 357 and 12 changes 
.of settine of rotor II between positions 130 and 147. The intervals of 10 and 
l2 had no settings which would allow the same ,plugging of output B on rotor IV 
to an input of rotor II a~d L·on the R,P.s. plugged to the same output of 

ll 
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_rotor II. The ,_same was true for position 26 on the notch ring. Position 6 of 
the notch ring was possible because the number of changes of setting between 
positions 338 and 357 and positions 130 and 147 were both 9 and the settings 
could be identical for each pair. Position 18 was also possible because there 
were 12 changes of setting between positions 338 and 35·7 and 14 changes of 
setting between positions 130 and 147 and the intervals 12 and 14 had one setting 
and plugging in common. Namely; rotor II would have to .be at setting A for 
posi tiona 338 and 130 and at setting 0 for posi tiona 357 and 147 • However, this 
was impossible. When the setting of the notch ring on rotor III was assumed as 
position 18 at F and the motion was followed ~1roueh from the beginning of the 
message, position 130 was at setting F. . . . 

When the setting of the notch ring on rotor III was assumed as position 
6 at .F, the setting of rotor II at position.lJO was L. This~setting was possible 
and so was assumed correct. 'lherefore, output B on rotor IV was plugged to input 
Y on rotor <II and output U on rotor II was plugged to. L on the R.F.S;. At 
positions 212, 338, and 3421 rotor II was at position L and at positions 1471 
357, and 615, rotor II was at position c. In all six positions Xp was enciphered 
through the same path of rotors II and IV. · · 

Other pluggings were placed by assuming the following plain to be two 
or three rotor enciphermenta. 

Plain Cipher Position Settings Plugging.;Output. Assumed Input 
II III IV -X L 445 D T Q· 0- IV S ... _II 

5?5 D R .Q 
X E . ?83 H T ~ D .. II E .- R.F.s, 

913 H R Q 
X R 159 '7' u Q S - II R .. ,R.F.s. 
X I 601 M B Q R .. II Y .... R.F.S, 
X R 706 y 0 p S- II R • Rc~.F',S. 
X N ·lOS z s P. W- II N • R.Fo~S. 

2J8 z Q p 
.X N 888 T G p w ... II N • R.F.S. 
X N 407 z Q c W .-II N • R.F.S,; 
X w 992 J u p F- II W • R.F.S. 
X 0 303 H c c B "" II o • n.F.s. 
X 0 . _910 B R T B .... II 0 • R.F.s. 
X X 901 N y c Y • II ·x ... R.I~'.s. 
X s 617 B Q A J • II .S • R.F.s. · 
X p 97 F y A M"" II P • R.F .s. 

955 F Q A 
X T 409 X 0 A A-- II T •· Ro~F•S• 
X E 95 0 A c X • II L..., II 
X E 71.9 0 G C. Z -· II P • II 
X H 988 J v T F _,II H ... R.F.S. 
R T 926 X .~ D R _, L.F.s. A ... IV 
R 0 122 0 J B K- IV D- II 

512 0 D ·B 

12 
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Pl~in Cipher Position Settings Plucging OUtput Assumed Input 
II III IV -R· .I ·';348 l A J F-In I.- n.F.s. 

686 M A' J 
]{ I 443 D T ,. 

i) 0- III ll- III 
781 H '£ s 

ft. :) 42 G H u X- II L- II 
IC . F '972 n 0 J. E- III F- ii.F.S • 
.n. Q. 841. .w J·. 1 0- II C- III 
A. ;;> IJb , D z A • III B- lhF.s. 
A. p 488 E R z A- lli B- n.v.s. 
A. H 956 E p z W- III H- ~.F .. S. 

,-A. .11 254 N F z v- nr D- III 
A N 410 Yf N ry J-In a- II u 

X. a 70 u p B W-Ill H - f\eFeS• 
.x' 11. 486 F T B M -1n: Q- II 
I. R 590 . n. u D J - Ill: R- II 
J: D 564 l X a s ... In D- n.F.s~ 
X p 391 a z .... 

~ D-In V-II 
.1. l 937 s D s Y- III <..: - II . 

There was one i~consistenc.Y in ~he preceding uewzptione. Xp = We at 
position 992 gave the output of F on rotor II ae plugged to Won the a.P.3. 
Ip : Be at position 988 gave the output 1'' on rotor II as plugged to H on the 
R • .r.s. Sines this was impossible, these pot~~itione were not t10 rotor enc1phe~ 
ments and output F could not be plugged to. aJ\V letter on thll ns.s. 

In the matched plnin 8lld cipher there were four· inotan~s where two 
consecutive plain lett&rs were identical o.nd tne cipher letters nre identical. 
·the•e were Lp =lie at posit1oru1 402 and 40.3, lip = N0 at positions 477 and 4781 
Ep c: J0 ·at poeJ,tions ?04 and 705, and lip a Xa at positions 97? and 978. These 
1J8r& aseumed to be 2 rotor enc1phenneuts thri>Ugh rotors I and II and the.t the 
rotors had not 110ved b$tnen th9 1st and 2nd enoiphement of each hit.- When 
the sett.ings of rotor .II were inspected to aee if' rotor I! had reuined station... · 
ary at these coMecutiva positions, it wao found that it had remained stationary 
at B tor positions 402 and 403 and statio~ry at ~ for positions ~17 ·and 478, but 
had moved. between positio.ns 704 and 705 a,nd i)061tion.s 977. and 978. It was th!in 
a.sswaed that the notOh ring 911 rotor Il was set so that B and li had uo effective 
notch eo that :rc·l:.or I would rellain stationary be~men poai tions 402 anci 40J Qlld 
positions 477 and 4?8. lfuen the notch pattern was eX6l.mined to oee if the notch 
ring could be set ao that both d and if could ba\-e no effective notch, ·it was 
tound that there were three possible settings of th<J notch ring. B could be at 
settins :2, 191 or· 26 of the· notch ring.· 

Ihe matched plJain ud cipher was rewri.tten ao t~t the JIOSitions en­
ciphered at each setting of rotor II were wr1 tten toe;ether. Blcw.re 6 showa 
the positions enc1phel9d et setting tal .and I of rotor II. 
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lc'lgure 6. 
I 

Setting M 

Positio~ 
Plain 
Cipher 

Setting I 

Position 
Plain 
Cipher· 

3 a~~~~~~~ 6 ~ ij ~ ~ ~ 4 4 4 ~ ~ B ~-~ ~ 1 ~.~ z ~a 
0 0 4 56? 8 9 7 7 7 1 58? 6 7 8 6 ~ 1·9 6 7 4 0 9 2 4 5 
OMHYPHENRNLXOHAOYMTAIAROTEEROX 
J C D J E W ll I H· Y B Q L G 0 E N i~ 2> T Y Y I D F W Vi K P A 

68i~~~~~~~~~t~~~;i~~~~'~;~~~~:~~~ 
XSGXEAHHTRTSXYXKWITEECONGENGASEHO 
DWDPfJNNKIZRJZDKDVTEHSECXZHP1AWZE 

At setting M positions 820 and 859 were both Ep : lfc and at setting I 

posi tiona 221 and 263 were both Hp = N0 • It was. assumed ths. t these were two 
rotor encipherments between rotors I and II and that rotor I .was at the same 
setting at positions 820 and 859 and at positions 221 and 263. The 3 possible 
notch. ring settings on rotor II were tested between these positions to see 1£ 
they woul.d allow just 26 changes of setting of rotor I between these positions. 
From Tiable IV it was noted that when position 2 of the notch ring was set at B 
of rotor II, there were 26 changes of setting of rotor I between positions 
820 and 859 and positions 221 and 263. therefore, it was assumed that the notch 
ring on rotor II was set at 2 on B and the settings of rotor I were written 
for each position of text. 

The hit Ep = w0 at positions 820 and 859, ·setting II of rotor II and 
I of rotor I was assumed to be a two rotor enoipherment. Vi on the R.F.s. 
could be plugged to output F; N, or V of rotor II, but at setting K of rotor II, 
output N was the only one which would allow the input to be plugged direotl7 
to an output of rotor I • At setting I of rotor I, E on the L.F .s. could be -
plugged to input B of rotor I 'which would cause output N of rotor I to be 

· plugged to input M o~ rotor II or E could be plugged to input R of rotor I 
which would cause output H of rotor I to be plugged to input Jl of rotor II. 
These possible pluggings of E were tested on Ep : \Vc at pos1t1olUI, 

I .._ 
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fosition ~ietting :JC~tt.ti.ng or Notch Ring Poai tion Setting Sett.ilig~ of Hotcb at.na 
in or on B of Rotor II in of on B of Rotor II 

!_essa1e Rotor II 2 i9 2b Message Rotor II 2 i9 2li 
820 l4 • ~. • 22l I x· • • 
821 r. .. X X 222 H X X X 
S22 K . . · ... ' X .. 22) 0 • X X 
82.) K . . • X- ·224 F X X • 
8.24 J . .x X X. 225 F X X .. 
925 J x- X I 226. E X X X 
826 I X • • 2Z7 D. • • • 
827 I- .X • • 228 c X X X 
82B. I I . X • • 229 c :X X X 
829 fl X X X 230 c ·X X X 
S,JO 0 • 1 X 231 B • • • 
831 F. X X • 232 .A X X ·.t 
8)2 E X X X 233 A X X X 
8.33 D • • • . 2j4 z • X X 
8.34 ,C ,X. I X 235 . z • X .X 
835 B • ... • 2.36 z ... X X 
836 A X X X 237 z • X I 
8)7 A X· x. x·. 238 z • X X· 
8.)8 z ~ 1;: X 239 y X • X 
839 y I • X 21/J X X X X 
840 X X X X 241 w .X X • 
841 w X I . . 21.2 v X • I 
·842 v X . . X 243 u • • • 
84.3 u • • • 244 T X il •. X 
844 T X • X 245 T X • X 
845 T X • X 246 T ·X • X 
846 T X • X 24? s ' • X. X 
847 '1' X .·. X 248 .R' X X • 
848 T X • X 249 Q X X X 
849 T X • X 250 .P • • X 
850 s • X ·x 251 0 X X • 851 s • X X 252. N X X • 
852 s • .I X 253 N X .X • 
?53 R X X • . 254 N . X X • 
854 Q X X. X 255 tJ X x • 
855 p • • X 256 n ~- X • 
856 0 X X 0 25? M • • • 
857 0 X X • 258' L • X .I 
858 N X X • 259 L • X X 

2b 2r 2b 260 L • X X 
261 K. • • X 
262 J .X X X 

26 - -30 . 27 

15 
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806 and 8841 setting U of rotor I and T of rotor II. If E on the L.F.S. was 
plugged to input B of rotor I, the output a of rotor I could bo plugged to input A 
of rotor II. If E was plugged to input R of rotor I output U of rotor I could 
not be plugged to input A of rotor II. Therefore j,t was assumed that E on the · 
L.I>'.S. was plugged to input Bon rotor I, output N ·of rotor I was plugged to 
input M of· rotor II and output H of rotor I was plugged to input A of rotor II. 
This plugging was ver.ified-by'Ep: Tc at position 3301 setting 1 of rotor I and 
setting R of rotor n. . . ·· . 

'l'hirty-nine of the 130 pluggings had been recovered. The :rest of the 
. pluggings were recovered by taking several matChed plain snd cipher pair& for 
a particular plain letter and tracing through paths which would give consistent 
pluggings. · 

Plain Cipher Position Settings Plugging Output Assumed Input 
I li In IV 

c 0 768 p. p c F C - L.F.S. K-I 
c s 106 K z T R V-I G • II 
c 0 26 I u· p T 0- I S- IV 
c B 144 s E w F M~I V - III 
c c 236 s z R R P...; III C - R.F .• S. 

The complete recovered plugging is given in Figure 7 • 

Conclusions: It is not known whether this solution would have been 
possible if the rotor order and initial settings of the rotors had not been 
known. A study will be made to see if they ,qould ·have ~en recovered. 

The number of. trials which would have to be made to set the notch 
rings ·could be gre~tly increased by making the notch rings removable so that 
any notch r.ing could be ~sed on any rotor. 

' Rotor IV used in this a tudy had f~ur wires which. were parallel and tlds 
was very helpful in that it gave many repeats eaused by the same path. Rotor 
wiringa should be limited to pairs of parallel wires. 

PHYLLIS tm:TCALF 
Cryptographic Plan Subsection 
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l 
·I II 
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LFS 4 

F. 0 
LFS 4 

I c 
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M E 
LFS 1 

Q . u 
LFS l 
u G 

L'FS 4 
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LFS 1 
c Q 
l 1 
I w 
l 4 
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ll 4 
I M 
4 l 
1' K 
4 4 
z I 
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li'i'gure ? 

PLUGBOARD REARRANGED TO SHO~'PLUGGINGS 

2 5 6 ? 8 9 
I· II· I II I II I II -I II I II t II I II I 
B v c K D D A H B Q D - .E c ~f B .Q .A 

LFS l FLS :l LFS 1 1 2 l 3 2 RFS 2 '2 2 RFS 2 
E B G y H .-X u z v G H .A G s F N ·E 

LFS l LFS 4 LFS 1 1.:3 l .2 2 Hi'S 2 3 2 J 2 
J D K 0 L v w z X u L J K .0 J s r· 

LFS 4 LFS 1 LFS 4 l 2 1 3: ,2 3 2 J 2 RFS· 2 
tl 'T 0 y p F y T z E p T 0 c N w J4 

LFS 4 LFS l Lli'S 4 l . 2 1 2 2 J 2 3 2 RFS 2 
a A s c '1' p A R .B y T M s R R y Q 

LFS 4 LFS l LFS l 4 3 4 2 2 RFS 2 RFS 2 RFS 2 
v p w w X N c F D c X L w N .v B u 

LFS 4 LFS 1. LFS 4 4 3 4 2 '2 2 2 RFS 2 3 2 
z H' H E G z F F E K B p A B z p y 

LFS 4 4 4 4 ' 1 4 2 4 3 3 3 3- RFS 2 2 2 
D , E y p·. z G L H A F I l!: F D v c 
1 1 1 4 l 4 l 3 '1 2 3 RFS 3 RFS 3 ~2 3 
J J K s L L M. V N 14 J R I I H G 0 
1 l l 1 1 1 1 3 l 2 3 2 3 3 3 RFS 3 
p X Q G R R. s N T y •N u M Q L K .K 
l 
J 
4 
s 

14 
\1~ 
~4 

. I 

.4 l 1 l 4 .1 2 l 3 ~' 3 RFS 3 2 3 RFS. 
R It u L J M D N W~R X Q K p c . f 

1 4 4 4 4 4 2 4 3 1.3 2 3 2 3 RFS 
L R Q Q H .P X o s 11 v D u J T H 
4 4 4 4 1 4 3 4. 2 ~3 3 3 .RJ'fL 3 3.' 
N X I w T v B u. E. 1z Q y v X J 
1 4 4 4 l 14 2 4 3 ~3 RFS 3 RFS 3 2 

This arrangement of tl'le plugboard has been written 
so that each output is opposite the input to lffli.cb it 
is plugged. A on the LFS ia plugged to tha input at B 
of rotor IV, F on the LFS is plugged to the input at 0 
of rotor IV, and etc. . ' . · · . 
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The following-described embodtment of SUPERFLEX is felt to have the 
advantages of_ (l} mixed-level stator wiring, ( 2} smallness and. compact­
ness, and (3) ease of changing daily key. It employs a rotor basket of 
special design, using only 4 rotors ( 26-point rotors will be assumed, 
but other size rotors woUld not seriously alter the design). The rotor 
basket has two endplates and three separators, (see Fig. 1} with 26 s~ring 
contacts built into each of ·the 8 faees (designated a throueh h) which 
contact a rotor ·aurf&ce. The spring contacts are connected, accorging to 
a wiring plan like that of Fig. 2, to the bank of spring contacts on a 
"reflexing plugboard". (Fig. 5 is a diagraimnatic representation of the 
face of the p~ugboard. and shows connections between plugboard pine and 
points on the contact faces of the rotor basket.) Thd!s "plugboard" (see 
Fig. 3) has 260 spring contacts, arranged in a rectangle 13x20, and is 
fitted with a hinged panel into which 10 "slides" can be placed. (A simi­
lar "plugboard" containing such I=Jpring contacts is in use on the SIGJIP.) . 
Each slide consists of bakelite or other suitable insulator on which ap­
pear two rows of 13 points arranged to contact 26 of the spring contacts 
on the plugboardp these points are connected by printed circuits on the face 
(or both feces) of the slide, to for.m actually 13 circuits (See Fig. 4). · 
By inserting a. set of ten slides, selected from a stock of some 50, accord­
ing to' a daily key list, a complete change of stator wiring will in effect 
be obtained. With only· 4 rotors to be assembled from perhaps 5 or 10 kept 
on hand, the daily machine setup is kept relatively simple for a device of 
its security. 

The motdlon control scheme need not be especially complicated, since the 
same considerations apply as have been discussed in the original paper~ and 
in the various co~ents ettacbed thereto. Also, it might be felt adequate 
to have movable a~phabet rings, and dispense with movable notch rings, 
using clear indicators, if traffic is kept low enoughto prevent too great 
depths. 

It will be noticed from Fig. 2 that the contacts of the separators ere 
wired to different atators, anu in such a way that a plain letter impulse 
must-pass through at leaet one rotor to effect encipherment. 

J".R. CHILES 
November 1946 
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FIG. 2. · PLAN. Qlt, ROTOR B.Ab'KET . . 

Shovnng Connections to ~oints on Reflexing Pll~bo~rd 

Contact Faces: LFS a b c d e f g h RFS 
to 

Plugboard Positions: L R~ 
R ___ .L R -~_} .. R L R 

.A l 1 1- 1 l l l r l 6 
B 2 2 2 2 2 2 2 2 2 7 
c 3 3 3 3 3 3 3 3 3 8 
D 4 4 4 4 4 4 Lf 4 L, 9 
E 5 5 '5 5 5 5 5 5 5 0 
F 1, 6 6 6 6 6 6 6 6 6 
G 2 7 7 7 7· 7 7' 7 7 7 
H 3 8 .8 8 8 8 8 8 8 8 
I 4 9 9 9 9 ·9 9 9 9 9 

'J 5· ¢ ¢ ¢ ¢ ¢ ¢ ¢ 0 ¢ 
K 1 1 1 1 2 l l 1 1 6 
L 2 2 2 2 3 2 2 2 2 7 
M 3 3 3 3 4 3 .3 .3 .3 8 N---

4 4 4 4 5 4 4 Lt 4 9 
0 5 5 . 5 5 6 5 5 . 5 5 ¢ 
p l. 6 6 6 7 6 6 7- 6 6 
Q 2 7 7 7 8 7 7 8 7 7 
R 3 8 8 8 9 8 ·s 9 8 8 
s 4 9 .9 9 ¢ 9 9 ¢ 9 9 
T 5 ¢ ¢ 4 6 5 ¢ ¢ ¢ ¢ 
u 1 1 6 l 7 1 6 1 6 6 
·v 2 2' 7 2 8 2 .. 7 2 - 7 7 
w 3 3 8 3 9' 3 8 3 ·a 8 
X 4· 4 9 -4 ¢ 4 ·9 4 9 9 
y. 5 5 ¢ 5 ¢ 5 ¢. 5 ¢ ¢ 
z 1 ¢ 9 1 6 2 7 3 8 6 

(The inverse of this chart is given in Fig. 5) 

LFS = Left Fixed Sequence 
a = Input Rotor l b = Output Rotor 1 
c = " n 2 d = " n 2 
e = 11 n 3 f = n 11 .3 
g = " 11 4 h = II n 4 

RFS = Right Fixed Sequence 

I 

~ 
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FIG. 5 •. REJ.i'LEXING PLUGBOARD, 
Showing Actual Connections to Positions in Rotor Basket 

(According to Wiring Plan of ·Fig. 2) 
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L· v M w N X 0 y u A v B w c X 
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Q B R c s D T E ·Z F z G z H X 
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6 Auguet 1946 

TO: CXO. froJe~ts 3eotion 
J'ROM: t!R. SNYDER 
SUBJECT: Suggee~ed Cipher Machine, SUP~LSX 

l. OJ7ptolog1o Pr1nc1ples. 

· a. 'l'he cipher machine ~ee1gn subm1 tted herew1 th em))od1e$ 

what 1a ooneideJ'ed to be one of the most general appl1catlon_s 

ot the principle of retle:xing. It ·results 1n effecting a change 

in the number and order of rotone, with each lette~ enciphered. 
. . 

~-. ue1ng 5 conventional Hebern-eype rotors, and. with certain 
. ·. 

restrictions desor1bed below, a letter is en~1~hered in effect 

by psseage tlUsough any number ot rotors·· from· two ·to 78, with an 

avernge path ot about 6, and 1n practically any o:rder. 

2. Oryptography. 

a. The machine conalsts :of f1ve conventional Hebern-type 

notched rotors (numbered.l to 6, Fig. 1), and six stators, 

(~~m~~~~ A to F, Fig. 1) •. one stator 1s on eao~ end ot the 

assembly, and between succees1'te paire ot rotol's, The stators 
r 

are each equipped w1 th 26 input oo_ntaot points and 26 output 

contact points, each point co~nected by ~re to·a plugboard 

outlet. The outlets are arranged in 26 sets o~ .12 po1nta, 

(6 input and 6 output) correepon41ng to the 26 positions ot the 

rotor-stator assembly, eo that each set can be readily plugged 

-1-
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up, 6 inputs to 6-outputs. 

b. A letter -te enc1pher~d by depressing a key, say ~~ 

which sends an 1mpulae through the correepont_lng input point 

of separa.tor (etato~) A, through· the plugboard to output o't 

stator 0 to ente:r rotor 3 (See Fig. 2). At the part1oulaP 

setting shot-m S.n the exsmple, rotot- 3 1a at a setting such 

that the n1:n impulse en-ters that rotor at G: following the 

wire through the rotor t-evaals that the impulse leavea rotor 

· 3 to contact a poirit on the stator which takes 1.t to rotor 2, --­

which 1 t enters at L. Again the impulse 1s taken· through· the­

r6tor to leave at a point on stator 0 wh1oh .. 1s wired to enter 
w 

rotor 5. Entering rotor 5. at M, the 1mpulee leaves at _a po.int 
.3 AT 'B Tf/C,/J To 'ROTate 3. &~/ 1\J, lo .c;;:orat;::: · '. -

). , . 
which 1s plueged- to go to rotor"5 at G,. and then through 11 r1~t 

f1xed seq1.1enoe• to typebar F.- (01g1 t 6 1e used to :repreefmt 

R.F.s., 1n the plugging d1agrsme.)-
::)· 

o. To ineure passage ~t cunent through a minimum of two 

roto~s, atatoP A (which ls in contact with plR1n lettere on 

the input e1de) should be wired, on its output side, to only 

3 of the 5 rotors; none ot these three must be allowed to go 

straight out to e1pher. ~e reeult of applying these 11m1ta­

t1ons 1& ahown by Fig. 3, which lists all the possible stnto~ 

wirings, and the oond1 t1ons eet up to control plugging poss1-

b111t1ee. 

-2-
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4. · The obange ln. rotot- settings between euceeaslve en-. ' . . .... 
. . 

o1phemente 1e not lim1 ted to any pP~t1oular -troe of motion, 

but ahould be so• trresuJ:,el' motion system that -Will 1neure 

thaft none of th$. five roto:re may be stat1onary tor rnore thnn 

two suoceea1vt)·eno1phennents. ~1s 1nsuree e.ga1net eno1phel"­

mente ot too mtm1 pairs of 1dent1oa1. lette~s t.hrQugb 1d.ent1- · 

cal. rotor mate. 

e. 'lbe plugging ohoul4 be set. qp 1n some tom to tacili­

·ta.te h'equent change• ·Nqu1r1rig a minimum of effort an4 tra1n-
. . 

1ng ot ope1-ato:re. A _euggeeted scheme 1~a to have e. t11~ ot loa 

ce~ae, approximately 3 ~Y S 1nohes, .each having one of the lOS 

Wirings ot 6 inputs to 6 outpu~e ot stators printed on 1te 

sw-fe,oe With clondUotlng 1nk. Insertion ot s selection Of 25 

cards (aooortl1ng to key liato, etc.) in 26 "olota" or contact 

poll(~iona ·'WOUld. be the equivalent of w!rlng up the 6 ata.to~s 
- . 

at all 26 pOJ1t1one. (See Fig. 4c.) Another ruethod might_ be 

to have the 26 aets of aix 1nput poe1 t1ons ot tbe ·stators teJ'­

m1nate 1n 28 •1x•pronged plugs. These to be ineerted 1nto the 

particular 26 ot the 108 e1x-hole outlets terminating· on the 

t'ace o'f the plugboard, ~oeord1n~- to itey 11ot.. Th1s would elim­

inate the neoees1ty ot hnv1ng to !)l'epare, 1esue, rutd store sets 

o't cards aontalnlng _p-rinted o1ttou1fat. 

3. Enoipherment ·_ of Test Meae~ee •. 

e.. In ot-der to investigate the eff~ots of enolphement 
.. , 
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by this system,· two 20o-letter enc1pherments ot.1dent1cal plain­

text ve:re prepared, uelng rotor motions s1!'!11lar to Orange ma­

chine motion.· While the.se ~ admittedly on tof'.) $lilal.l a scale 

to oonet1 tute what l!light be" called & security stuc.\1, theee .·. 

teste and the two othar teete next desor1bed gav~ enough olear 

reuults to serve a s & guide to planning proper use ot the 

device. 

b. In Test 1, the cipher t~xt was re$sonebly nat" 1nd1-

v1dual letter trequeno1es varying from three to 12 ooourrencea, 

with all 26 lettere repreeented. (Fre~eno1ee of plain teXt 

letter• 1n the exMple showed 3 blanks .and hig)a• . ot ·32 tor 

X. (ward eeparator) and 27 o't'ourrenoes ot letter z.·) There were 

51 enciphermenta through 2 rotors, 30 three-rotor end 25 four­

rotor en&1pherments, nnd 94 involVing five or more. Longest· 

path wse 22 rotors, and the sverAge was about five. There was 

one ease of two 1dent1oal pla1n letters (separated by one let-
.. 

ter) wh~ch r1elded identical cipher letters and ueed the same 

rotor path. 

c. 'lhe cipher text obtained from tlast 2 "'as found to . be 

nat, and conta:J.ned no e1gn1f1oMt re~et1t!.one. '!'here were 

' 67 enc1pherments involving passage ot current throuth two 

rotors, 24 three-rotor eno1pherments, 26 tour-rotor, and 82 

involving 5 or more rotorao The largelnumber of rotore in­

volved wee 23. The average path was flve rotors. 

d. Test 3 was the eno1pherment of 100 E'e, 1n thioh_the 

w1r1ng ot stator A wne directly to the taet mov1ng~rotor8 
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Consequently there were no coneacutiwe enc1pherments through 

the same rotor path; to yield 14t!nt1cal cipher. But there 

were four oases ot identical consecutive cipher derived through 

d1fterent·paths. · There were 30 two-rotor ent1pherments, 19 

three-rotor, 11 four-rotor, and 41 enctpherments involving 

five or more rotors •. The longest path tome through 22 rotors. 

e. Test 4 wae the enclpherment of 100 R1 e, in which the 

·wiring of stater A·uas directly to slow-moving rotor. 'rh1e 

was rotor 2 in thi·e case, Md hnd motion only •2% of' the time. 

Due to no motion of the enciphering rotors between certain 

saecessive pos1 t1one, there wexae 9 digraphs (doul!lets), 6 

tr1grapha, and 1 pentagraph involving the same cipher letter; 

.i.e. 1dent1oal enc1Mt-er1ng paths in successive positions. 

There were two oases· ot identical coneeout1ve cipher pn1rs 

derived through different paths. There were 24 two-rotor 

enc1pherments; 16 three-rotor, 12 ~our-rotor enolphermente, 

JK and 48 enc1phementia through five or· more rotors • 

. 4. Evaluati.on •. 

a. It 1e felt that the principal contribution of the 

SUPERFLEX is the great vnr1abll1ty .1n the aumber and order. 

ot rotors constltut1ng the path of. each enoipher1ng 1mp~~pe. 
In other words, aeemnbng knollledg~ of rotor wirings, in ..ad-

. . . . ANl> MOTION) . 

d1tion to identifying rotor· or~e~~ eettingi~the enemy 

mu$t raoonstruot stator w1r1ng, to reproduce the factors 1n 

enc1pherment. The wiring of the 26 stator positions may be 
' 
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done 1n 108!/S~·!= 2.8 ·,: 1061 wars. aseum1~g adoption of 
-· 

the rules set f'ol'th 1n F1g. 3. 

b.. The tact that de.s1gn and construction of the SUFERI'LEX 

introduces e m1n1mum ot new mechanical or electrical pr1n~ 
. . 

c1p!ea is oone1dered a great advantage. The only feature 

which can be said to be new is the stator plugging device, 

wh1oh cen be handled in a choice o~ several waye, all fairly 

simple. Roto%' dee1gn, notch setups, mot1on planning, ana. in­

dicator enc1pherm.ent echemes. can be chosen froe ·among known, 

tried techniques. 

c. Since no exhaustive security studies have been cttr­

r1ed out, any sta.teme~te made here are subject to the etrie~-
. . 

est review. But lt is considered possible that the 1ntro-

dutat1on cf. irregular reflex1ng, as prop_osed here, l!lAY oon­

ce1vebly make it possible to relax. certain features of eeeur-

1 ty regulet1ona which usually control the use of most othe~_ 

cipher m·ach1nes. For example, further study will reveal 

Wbether tbe mach1ne will permit use of 11 olear" indicator•, 

and under vhat_cond1t1ons; &lao, whether re-enoiphermante 

may be permitted, etc. 
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P1g. 1. Schemat$-o Diagram of SUP:iftFLEX 
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Setting; A B C D i: 

leyboard(tf8):A U 0 D $ F GB.l J! L M M 0 P Q B a f U V W X Y Z 

Stato~ A · -.~ ~ ~ 2 -1 ~, 2 2 3. 3 . 3. 3 -~ 1 1 2 3 1 2 :, 1 ·1 3 2 3 ~ 2 
.,- . ·- : ~. . . . . ' . . . . . 

~~~1 ABOD~FGRIJELMNOPQRSTUVWXYZ 
N E X_ I •t· ~! t. B A U V I T. G J. 9 0 F 0 Q Z 0 Y P R H 

Stator B 2 213 41 3 21 4; 4 4 3 4 4 4 4.1 l 2 3-i·l 2.3 4 .. ,• ~ . . ~ . . ' . " . . . . . :~ ' 

' . . 
Roto:r 2 ·A B 0 D E J' G H X J K :L' M IC 0 P .. Q n S 1' U y, t1 :X Y Z A. 

a w o v t s P r Ji\ n x N r J L H Q · u T a ~ Y A .9 z. G .f!i o 
Statoi- 0 

Rot.or 3-

Stator D. 

Rotor 4 

Stator I 

Stator r 

3 5 ~ 6 -~ _4 5 4. 4. 1 .~-1. !3 .. 5 6, 2_ ;3 t5_ -~- 5. 2._ 4 __ 6, 4-:_ Q, 1 

4 S 0 D lil F-· G.·-H I J lt -~ 14 N 0 P Q R a f t1 V W X Y. Z A· B- . 
F K E U N · T I Y 0 I. R M G_ S a A Q J Z V 0 X H D \t · t? F 'E' 

\ 

-:4 4,- ~. 2 1 5 ~-- 5 ~ 5 (],. ~ ~ 3 ~ ~ 2 ~ 4_ ~ 5 5 3 5~ • 0. 

B 0 D E. F G H I .J K L !•i II: 0 ., . Q R S T U V W ·x Y Z All ·0 
DUAPJZGHNRBXIfQ~LOMWSSKYVO~U 

.. . 
a a · s 4 a 3 s 1 e s· s 3 a a 3 1' 5 e 2 s 4 2 e a_ e,· e . , . . . . . . . . . . 

-, 

0 D I F G H I J t L M N o· P Q R S T tJ V ·w·.X Y Z A B C '·f) 
. z w J Au D ~ 0 B M .F I c s H L v R i X Q y R p X G z w I 

61362616261642666563684183,. 
I • . - • I , ~ , , 

.TYPebara(KFS):A B 0 D i~f ~HI J t L M N 0 P Q R ST. U V W X Y Z. 

. Stator w1r1.ngli asseml:aled aa follows (See t1g. 3); 

1, get.. 44, 21, 1os. 43, so, 91, eo, 99,· 1oe, 63, 22, 36, 69_, 103, 29, 
48, 8"1 12, 1&, 791 46, · 92, 23_, 64 

. flg,. 2. 
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· Jlig. 3. . Llst ot Stator tfirS.nga . . . 

1. ~--i rotor numbel!' appears.ng unci&r a g1v~n _stator 1n the · 
llat below means the pPeced1ng rotor ( 1mmed.1atelf to the left) 
1a_ wired to input ot that rotQ~ numbe~._ For ·example, a ·•5" · 
under stator~means that output of rotor 2 1$ w1:zted to 1nput · 
of rotor 5 at that level, or rotor position. 

· 2. Stator' A may_ be .wired to only three l'Otore; 1n the 
present 1natanoe, ratoN 11 2, ·and 3. - 1. 

. . . . . . . . i 
. · 3. Only two stators mQ' be. w1Hd·. to tJpebar; ol" IU.sbt 

fixed Sequence ("rotor" 6); in the preB$nt 1nstanoe, eta.toFI 
1: and P.. . ' 

, I . 

•· Output. ot otato:r B has been limited to four roto~._, 1n 
ordw to reduQe the plll'centage of ehort (2- or 3-rotor) p~the; 
1n the present lnstanoe, rotors 1, 2, 3, and 4. \ .. 

. . - I· • 
', ' 

5. ~abulation of poss1blft atato!'-to:-rotor wir1nga: ; ', 

Statot-e; 
A B 0 D 1· I' 

mat so·· f. :a. 1'1: 1' i · ·. 
to 2' e,·2. 2. 2 2 

rotors: 3· 3 3 i3 a 3 
. '4- 4 '4 4 4s 

r · '5 ... '}>: 6' 5 
. · . e e 

_ 6. List ·of all posa1bla rotor-statott-~otor w1r1nga, 
abov• ·11m1 te.tiona.: · · · 

II A B 0 p·n; J' fJ ABODSF II ABOPIJ' 

1 -1'' 2 3 4 5 6 13 ·132456 25 142356 
2 1'2 3 4 6 5 14 1 3 2 4 a· ·e 26 1 4 2 3.6 5 
3 . 1 '2 3 5 4 a 15 13 2 54 a '2!1_ 1·4 2 6 3 e 
4 3.23&64 . 16 1 3 2 5 a 4 28 142593 
5 1g4$5'6 1'7 l. 3 4 2 5 6 .. 29 143256 
e .1 e + 3 s s 18 134285 30 1 "4 3.2 6 5 ' 
? 124636 19 1 3 4 6 2 6 31 1 4 3.5·2 -e 
8 l. 2 4.6 6 ~ 20' l' 3 ,·, 5 6 2 32 1 :4 3 & 6 2 
9 1.2 6 3 4:6 21' 1 3;5 E 4 6 33 . 1" 4 5 ~ 3 8 

10 l 2 5"3 6 4 22 1 3' 5 2 6 4 34 145263 
11' 12 e "3·e 23. 135426 :56 l 4 5 3' 2 6 
12 125463 24 1.35462 36 145362 

(oo~t1nue4) 
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fts.: 3. · L1ot of Stator tl1r1nge (continued) 

fl ABQDEF # ABODEF II AB.OD-il' 

37 21 3 4 56 49 251406 . 61 241358 
39 21 3 4 .6 ~ 60 231465 62 2 4 ·l 3 6 5 
39 213546 51 2 .3 1 5 4 6 63 2.4 1.6 3· 6 
40 213564 62 ·2 3'1 sa 4 64 2 4 1-5 a a 
41 214356 53 234156 65 2 4 3 1 .a -a 
42 214365 . 64 2 3 .4 1 6 5 . 66 243166 

·43 214538 55 2 3 4 6 l 6 -67 24351.6 
44 2 l 4 5• 6 3 56 234561: 68 243561 
46 215346 57 2 3·6 l 4 5 69 -2 4 6 1 3 8 
46 215364 . 58 235164 70 ~- . ~ 6 jL ~ 3 
47 2 l 5 4 3 .6 59 2 3-15 4 1 e 71' 246316 
48 215463 eo 235461 72. 245361 

73 312466 85 321456 97 3 4 1 2 6 6 
74 3 1 2 4 a 6 es 321466 98' 341265 
75 312646 8'1 3 2·1 54 e 99 3_4 .1 5 2 6 
76 3 1 2 6 6 4 88 3 2 1 6:6 4 100 341562 
'17. 314256 99· 3 2 4 l 6 6 lOl 342156 
78 3 JL ~ ~ e t>· 90 324165 102 -~ ~ ~ jL E) 5 
79• 3 l 4 5 2 6 91 . ·324616 103 . 342616 
eo 314562 92 324561 104 342.561 
81 3 1 sl 2 4·e 93 3 2 5 1 4 a· 105 345128 
92 315264 94 325164 105 345162 
83 3 l• 6 4 2 6 96 325416 107 345216 
84 315462 96 3 2 5 4 6 1 109 345261 

~ 

.... .._._._._..__._.. 

-~ 

1'1g. 4. Detail of Printed. C1rou1t Repre$ent1ng 
W1rlng # 63 (See Fig. 3) _. 

stator # 63 Stator 
.Inputs outputs 

~q~~~l! 
D Xr~ · X D 
E X) . jX E 
F (X~ - X P 

-.SEcRET 


