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A means of providing an irregular wheel movement in cipher machine using
cipher wheels ' '

1. Carbon copy of final

2. Original of draft

3. Carbon copy of draft with hand written corrections
L. Early draft with photostat

5. Hand written draft

Instruction sheet and blank for patent application
Report on M-228 (to Col. Corderman) carbon copy

Draft "Replacement of the Present Combined Cipher Machine"
Carbon copy of staff study

~

Report to Col. Lippincott on visit to Patent Office in Richmond

Contribution of the Signal Corps. Carbon copy of pertinent passage from

Naval history.
Excerpt from Drew Pearson on the Yalta Agreemeht

Informal memorandum on faults of cryptographic machine

CORRESPONDENCE

Letter dated May 16, 1935, subject: Blank forms for code accounting
Letter dated August 31, 1935 on principles of Converter Type M-13L-T2.

Photostat of document dated June 26, 1935 on device to be attached to the
electrical counting sorter, signed by Friedman and Rowlett

Photostat of memorandum dated July 6, 1935, forwarding draft of specifications
upon which application for patent on Cipher Device Type M-138 may be based,

Photostat of Routiﬁg and Work sheet regarding evaluation of patent.

Copy of 1etter from Friedman and Rowlett setting forth the principles of
‘M-134-T2, dated February 15, 1936.

Copy of letter dated 27 September 1945, subject: Release of Patent
Application Serial No. Ll3,320.

Copy of memorandum dated 15 January 1946, subject: Release of cryptological
inventions and developments. - ’
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Memorandum from AC of S, G-2, dated 29 Aprll 19h6, subgect‘ Release of
Cryptographlc principles

Letter datéd 20 May 19L6, sdbgect- Release of Patent .Application
Serlal No. Lh3,320. .

Memorandum dated 10 April 1947 on Procedure for release of information
concerning secrecy patents,

Draft of indorsement on paient release of Lli3,320. _
Comments on Patent Application No. Ll3,320, dated 29 December 1947.

Meémorandum for record dated 25 September 1947 on Meeting with Captain Safford
~ and engineers of Teletype Corporation.

Memo dated 20 September 1549, subject: Replacement of the CCM.
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_-{The Contribution of the s:Lgncl Corps

.¢¢:&ZZ;;15. Mr. Friedmen end interested officers at Signsl Corps Hesd-‘
PR .- .quarters were familiar with the. various models” of - the HCH, . but
it . notiwith the prospective .changes ‘Which the Navy. had concealed ™ v
“’ . from Hebern. : In fact) ‘the Signsl Corps purchased two. of" Hebern's 'R’
- nonprinting models -in- 1924 At the request of" the Navy Department,
"' Friedman undertook solutionscf “the ‘HCM :in 1923 and- again in 1932,
.- 'being furnished the machine,:code. .wheels, instructions, and test
s»,;‘pcryptograms in “‘both- instances. Friedm&n .vas successful both times, .
e 8nd doveloped a- method ‘of . solution whereby, under certain ‘conditions -
ik “of. meter action, solution could be achieved without possession of . -
;u_f‘“the code wheels._ As the Navy Department 414 not intend to.use a
.m0 meter-action in the stepping of its service models, these solu--"
;. tions did not .worry us particularly. However, ‘the techniques and
. -experilence gained in these .solutions paid. big dividends - later. on,;-
~:as:they were instrumental in the solution of certain systems which .
- .cannot ‘be named. . These solutions were. published in SECRET stetus
- . by the. Signsl Gorps in 1935, as’i. , e

}‘,f;ff‘[:.f Analysis of & Mechanico-Electrical Cryptograph - Part I e
we e Analyeis of a Mechanico-Electrical Oryptograph - Part II ‘

o The Nevy Department wes not consulted 4n: the mstter, slthough
. 2. furnished copies of these. pamphlets after printing. This ceused
;0. bad feeling.on ‘both ‘sides -which~lasted for:several months and led

“vr “to an. order from the D,N.C. that the: Signel ‘Corps vwas not to be’
& . "shown the ECM (Mark I) or to-learn any-of its detalls. This order.
x5 v wes not, revoked until’ January 1940, wvhen Signal Corps representetives
: ,'*wd-mwere invited by Admirsl Noyes to inspect the Mark II ECM.:\ - .

T

“

716, Lete in 1935, or early in 1936 Friedman disclosed to Commsnder
ff}Wenger, of Naval Communications;.his_invention of an electric ' . -
. stepping control for .the electric ¢ipher machine, ‘and three different
. methods. for aocompliehing this ‘electric control. These are a1l . '

¥l ..covered in Secret-Patent.Application #70412,. dated’ 23 March 1936,
, - in the name of W,F. Friedmen &nd F,B. Rowlett. An experimentel
‘ .- model of an- electric c¢ipher machine using one of .the Friedman- ;»*\
.- . Rowlett electric control methods vwas ‘built’ 'by the Signal Corps at .
¥+ Fert Monmouth, New - -Jersey, - ‘about: this time and showvn to me after ﬁs
~gf%completion. About 25" 0or - 30. of" these machines were made in small ©
-~ lots up. to- 1939 or 1940 ‘and‘used" for special types- of communication,
- such as®Military ‘Attaches: and. Commanding Generals. - These Army -

% .- machines indicated the reliability of electiic: control but the - -
T undesirebility of the perticuler method used: in the Signsl COrps.»:~
. f.~i»~«mechine.‘:,i : L . v,h.»c _ : SRR

,,;,1517.. Friedmsn and Rowlett assigned the entire rights to their ,ﬁ["
", three  inventions.to the U.S. Government (Secretary of War), The -
. Navy took: enother of ‘the Friedman-Rovlett control methods=(the '

, "Stepping Meze ), experimented vith it end further developed it;ﬁ




i The .
.. -Maze," . but 1t 1s worthless without it. The importance of electric

'Thiﬂ vas. done without their knewledge until the day thet the f;.&,

‘ft”gﬁerk I and:Mark II ECMs. were disclosed. to. the Signal Corps.
.. 0n that oecasion (3 February 19%0), I acknowlédged to Mr. S
' ngriedmen, in the ‘presence of General Mauborgne and’ Admiral: -

Noyes,. our use of -his ‘invention. .‘The Navy also -‘considered -

' “the third Friedman-Rovlett control . method . (the ‘stepping cir- .;{7~4

" _cults through the’ "Alphabet Maze") with the ‘1des. of conserving. -
space,. but abandoned:1t as unreliable and impracticable on the
- recommendation of the Teletype Corporation, .At the suggestion

"l[3of the Signal Corps;.a last-minute change. vas: made in-the - SR
?}»etepping of" the code wheele in the “Stepping Meze PRI

ui;%ii18 Electric control of the EGM by means of the Friedmmn-é/fﬂvj’v
- Rowlett. "Stepping Magze" 1s the ossentisl feature that Places

" the Mark II ECM in & c¢lass: by itself &s ' regards ‘security.: Those

* who have. participated in . the.‘development: of the Mark.Il ECM have

~.elvays acknowledged these contributions of the Signal Corps.. -
Index Maze" adds to the security .afforded by the "Stepping

control can’ best be estimated by a’consideration of what the . ..
* Mark XI ECM would have been if Friedmen had not’ disclcsed_hggL '

. invention to the Navy.: Although the "ﬁ%epping Maze" appears :
obvious, now: that it is. in.use, no one in the Navy thought of
it in a period of 15 years, and no.foreign machine employs: it.

. Therefore, -the Navy would have continued the development -of the.
. ".older methods &nd the new ECM would have used the mechanical -

. stepping control found in CSP 903 oy .CSP.1700. 'We would have

" 'had 8 Secure machine, superior to enything in use by foreign = ' S

' ”nations, but definitely inferior: to. our present ECM, This

. hypotheticsl machine (as well as CSP 1700) would defy attempts. . .
~..at solution until such ‘time as machine and code wheels .were . - -
.captured, - After this, each- dey's keys would resist solution o

for a long time. . "Short-cut solutions would be impossible,.

V”Lcdun to the erratic. stepping of the. code vheels, but a-trisl and' L
-, error solution’ would be within the. range of possibility. We could
" not make the flat statement, as we do for the Mark II ECM,- that

© “solution would be' utterly: impoesible. In other words, the

.. machine would be adequate to take us-through World War II’ but,’ o
" .pecause we had stopped short of: perfection, ‘there would'always .

‘“fvbe ‘the desire to: develop & new machine with electrical ccntrel.rv*

" Friedman and Rowlett are entitled. to full credit for their

invention of electric control and. the "Stepping Maze, which'edd
80 much to the excellenoe of the Merk II ECM., : , )

';’19. The Signal Corps' willingness to accept the Nevy Ecn for
~* -their own use &s well &s joint. Army-Navy use, and to drop the-
-, ~development of- their own machine, reflects credit on all who

"f}made_thet decisien. The jcint Army$Nevy EOM cipher beceme effectiv‘l
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‘ ;,{f”in July 1941, and the tvo services had a oommon high—sacurity S
- -".-cipher system in effect eand. in use prior.to the attack on. .:-f
*: -, Pearl Harbor.. This use by the two services of an 1dont1ca1
~- machine with 1nﬁerchnngeab1e code wheels has been-of great =
... 'military value, particularly in.the. early stages. of -the war when
. " the - distribution of ‘machines and- oode wheels was incomplete, -
.“." In the Philippines, Java, Australis, snd even-in North Africa,
. .. Navy.wheels have besn used in Army ECMs, Army wheels in Navy
.+ ECMs, machines borroved back and foqth ‘between the.two services;
..., Army messages -sent 1n Navy ECM; ciphers-and Navy messages sent
" in Army ECM ciphers. ' One other: contribution from the: Signal
. Corps came in 1943, after the ECM vas in service; namely, .the .-
o "Plugbeard Code Wheel.,": This was developed by the Army for field
. <. . use, where the danger of -capture was greater than-in the. Navy. R
o The " Plugboard Code Wheel", was alopted. for joint Army-Navy use,
/7" at therrequest-of the Army, and later distributed ‘to-all Navy -
't holders -of the ECM.: The chief wvalue of the "Plugboard Code Wheel“ .
, Q_ﬁis*possibly psyohologioal, but we do have 1t 1n case of nead.;f'i;; S
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—FOP—SECRET—

Informal Memorandum

The two primary faults of the cryptogegaphic machine

under discussion,'and faults which alone permitted the soultion

described, are, as described:

1. Non-pluggable ciphér maze output endplate.
2. Provision for cipher rotors to move singly
on occasions,

In section XIX, recommeﬂdations,‘P. 190, paragraph
48 (b) 1, a pluggable endplate i1s recommended. This takes care
of "fault #1."

But paragraph 48 (b) 2 does not récommend, as we believe

it should, a change in the cipher maze stepping provisions.

It suggests instead that the stepping of the stepping rotors

be changed by insertion of an additional fast mpving wheel there,

which is a good idea and certainly should be adopted.

The cipher maze stepping rotors however should never be allowed

to move singly, or they will "give themselves away" as this

paper so aptly démonstrates. '
Experlence in B-III-Research tells us that in a Hebern-type

of machine (Which the SIGABA is‘except for motion) that there

should always be THREE NON-ADJACENT WHEELS MOVING AT ALL TIMES,

In an Engima type of machine, there should albays be TWO

NON-ADJACENT WHEELS MOVING AT ALL TIMES. We believe a recommendation

should be made to the effect that two more fast moving wheels

" be provided for the cipher maze in addition to the one which

might be moving at any one time, or else.that one more fast moving
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‘.

be provided the cipher maze and the cipher maze convebted
to Enigma type.

It has long been the contention of BfIII;Rasearch
that wheels in cryptogfgphs of "Enigma type should never
move singly, nor in Heber fypes ever in less than threes,
and that endplates should be protected by plugging. We

therefore read the attachéd paper with greatest interest.

Mgrch 28, 1944
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WAR DEFARTMENT . )

0Csigl 461 Codes OFFICE OF THI CHIEF SIGNAL OFFICER '
(Gen.) HASHINGTON
SUBJECT:  Blank forms for code aceounting. MAY 16 1935

TO:

1. Par. 11, AR 105-25, dated September 1, 1934, rejyuires that
certain renorts be accomplishéd whenevaer any registered War Depart-
ment cryptographic publication is transferred from one holder to
another, and that a semlannual report of possession be:made on all
such items., For purposes of facilitating the making of these reports
a standard form has becn established, designated as WDSC Form No. 84,
"Semiannual or Trensfer Report of Registered Sceret and Confidential
War Department Publicaticns and Devices."

2. Attention is invited to the fgect that the above-mentioned
form (Stock No. 6D84) is now stocked atithe-Signal Section, New York
General Depot, and issucd on approveﬁ'rwquisitions in the same way
that other authorized Signal Corps forms are issucd. '

For the Acting Chief Sigﬂnl ®ifyéér:

£33

Geo. P. Bush,
Major, Signal Corps.
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WAR 'DEPARTMENT
‘OEFICE OF THE CHIEF‘ SIGN

‘*-hereinafter cailed the'cantrol cipher wheele,
cipher wheels 1dentical in number -of, contacts

\?s

arg‘

5, 'i‘he subsidiary. rinciple (.subaidiary 1o ‘that Bet forth’ in

. 32) of producing the: aperiadi, displacements (discussed in par. ol

1vheels themselves, and providingvapprapri&ta electrical circuits
for the cantrolﬂcont&cts to govevn.the cpa*ation of the” displace-

6"5-The subsidiary principl ~(subsidiary to’that get- forthn
in parg 2) of producing the aperiodic dlsplacaments (discussed

‘switch which makes these contagts serve for substltution and
control in alternate aequence,~is the contribution of Frank B'
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REF ID:A4126886

COPY
4 ', WAR DEPARTMENT

Office of the Chief Signal Officer
Washington

. ' February 15, 1936 '

1., In connection with a memorandum dated August 31, 1935,. (copy
attached) setting forth "certain facts in connection with the 1nvent10n
"of several alternative means of providing an aperiodic displacement of "
the substitution cipher wheels of a cipher machine as granted in claim
17 of the patent specifications having reference to Converter Type
' M-134-T2," the following additional facts are made of record:

2. The principle of employing a set of juxtaposed rotating com-
mutators as a means of selecting in an irregular, aperiodic manner,
the successive alphabets (for encipherment or decipherment) from among
a plurality of cipher alphabets is the contrlbutlon of Frank B. Rowlett.

3. The associated principle of controlling the stopplnc posxtlons
of a single substitution cipher wheel by a set of juxtaposed control
cipher wheels is the contribution of William F. Friedman. Note: Thus,
for example, in Friedman and Graham U, S. Patent Wo. 2,028,772 the
cipher key transmitter and its associated mechanism would be replaced
_ by a set of control cipher wheels, the 26 final contacts of which would
be connected to pins which would stop the substitution commutator in
the enciphering (or deciphering) position.

4. The idea as to the possibility of directly applying the fore-
going principles to the stopping of a rotating printing wheel at cipher
Dositions, the latter being superimposed upon the stopping position
determined by the key depressed on the keyboard, is the egqual and joint
contribution of both William F, Friedman and Frank B. Rowlett. In this
case, in order to prevent cumulative errors it is necessary to return
the printing wheel to an initial position after each operation. The
. cipher stopping p051t10n of the printing wheel is determined after 1t
has been stopped by the degpression of & key of the keyboard

, /s/ WILLIAM F, FRIEDMAN

Witnesses:. o /s/ FRANK B. ROWLETT
/s/ Louise N. Nelson o o . ..
/s/ Chas. A. Rove

.
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COPY

. WAR DEPARTMENT
" Office of the Chief Signal Officer
‘ Washington L

hugust 31, 1935
./; ’ .

1. This is to record certain facts in connection with the
invention of several alternative means of providing an aperiodic
displacement of the substitution cipher wheels of a cipher ma-
chine as granted in claim 17 of the patent specifications having .
reference to Converter Type M-134-T2. /Application Serial No. 682,096/

"2, It is desired to record here that the fundamental prin-
ciples of using one or more commutators in conjunction with a set
of selector magnets as a means for effecting the aperiodic dis-
placements discussed in par. 1 is the contribution of Frank B.
Rowlett. ,

3. The subsidiary principle (subsidiary to that set forth
in par. 2) of prodﬁcing aperiodic displacements (discussed in
par. 1) of the substitution cipher wheels by means of an inde-
pendent set of commutators containing contacts equal in number
to the number of substitution cipher wheels to be displaced, is
~ the contribution of Rrank B. Rowlett.

4. The subsidiary principle (subsidiary to that set forth
in par. 2) of producing aperiodic displacements (discussed in
par. 1) of the substitution cipher wheels by means of an independent
set of cipher wheels, hereinafter called the control cipher vheels,.
and having the latter cipher wheels identical in number of contacts
and construction with the former so that all cipher wheels are
interchangeable, is the contribution of William E. Friedman.

5, - The subsidiary principle (subsidiary to that set forth in
" par. 2) of producing the aperiodic displicements (discussed in par.
‘1) of the substitution cipher wheels by means of a second set of
control contacts on each face of each of the 'substitution cipher
wheels themselves, and providing appropriate electiical circuits
for the control contacts to govern the operation of the displace-
ment mechanism, -is the contribution of Frank B. Rowlett. '

6. ' The subsidiary principle (subsidiary to that set forth
in par. 2) of producing the aperiodic displacements (discussed
in pa®. 1) of the substitution cipher wheels by means of the same . -
set of substitution contacts operating in connection with a gang
switeh which makes these contacts serve'for substitution and
control in alternate sequence, is the contribution of Frank-B.
Rowlett,
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7. The application of the principle of aperiodic displace-
ment of substitution cipher wheels to cryptographs of the original
' Enigma type (in which the elctrical circuit through the cipher
wheels is reversed by means of a reversing cipher wheel and again
conducted through the other cipher wheels before reaching the
signaling element) is the contribution of William F. Friedman.

8. The foregoing facts will be used as a basis for evaluation

and division of interest in all financial benefits which may accrue -
from the prosecution of the invention and its reduction to practice.

.

/s/ WILLIAM F. FRIEDMAN
~ /3/ FRANK B. ROWLETT

Witnesses:

- /s/ Louise N. Nelson
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In the yeara preceding the outbreak of the present

"»jwar and' duriaﬁathen ar‘itself, nnmerous oryptological 1nventions

' f'J‘-fvere maéﬂ,fy military and civilian peraonnel. Applieations o
'Q_for patent vere filed on aome but not on all of sueh 1nventiona.; '

 7fIn either caee, info'A tion regarding auch 1nventiona has

Since the most

' "”‘f’m‘_ thﬂ most part 8¢ denied the ju',:li

:'ffrecent war Dapartment:policy 15 to releasehas much technical

-~?1nformation as possible. 1t 1s neceesary:ta reexamine 1n-

.'f;ﬁvenbions 1n*the cryptelogio field._&k B s o
5“fyfgi The 1nwentions conoerned :511 1nto five categoriesoh'

A\ \Gt\(L e
;j-Armw Regulatian 850-50, pars graphs iand 9. (Tab A). refers

X 507t !:‘of these categaries and;indicates the nature of Sa
;ﬁ,m%:'ﬂ3§~the Governmenz'a rights. Additichally, there are 1nventions R
o 'i}made by persons or companies under conﬁ%act to the Government
i?:;and 1n these casea aormally the Governmsnt's rights depend L

'“:apon the terma of th icontract but usually amount tO a

ifurcyalty~free lioenae to practice any 1nvent1ans made, with

e fﬁglovnerahip of ‘the. 1aventions remaining 1nﬂthe contmactor. The’
:*fjglaat categary 1nvolves the 1ndepeadent agent, one who, working

'tknjentirely on his own, prodnces aa invention of merit._ In ¥jﬂ’*f"

. Sox : P SRS PR ST S
e PRSI R L T .*”'--' )
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such a caae, the Government has no rights except through

. H,xpurohase or the taking of a license.

[ ¥ Further discuseion in this mamorandum vill be
4f11m1ted to the second categary of Armw Regulation5850-50
,"wherein the Governmsnt takes a nonexolusive royalby-free |
'”license and the 1nvencor has & thaoretical right to exploit

5&voommereially for his own benefit. Where cryptologic in-"

ventiens are 1nva1ved, classification of the equipmsnt and’

’ security restrlctions placed upcn informatian pertaining ;'jV;Zé

_ }thereto have been used to prevent commsrcial promotion.l

Tcash awarda to civilian 1nvenxors in- Government service are
’f”in some circumstancee poasible, but the Army Security Ageney
'j.has held that where the invontion 1s vithln the purview of
_hgthe employment an award 1s 1mproper¢ Virtually the only “

”'other possibility of compeneation to an 1nventor 15 by

',,COngressional action.

oth A' ’ and reliancea

therefore, mi ha}w to be phced on Government employees. -
vIt 18 believed that some 1ncent1ve must be furnished 1f

\-hs

research/{s to continue to ba highly prodnctive, the poss

: Aégﬁﬂa%mﬁb

: ibility of’ financia returns from commarcial promotion may .-
' be sufficient. ‘ I e

" 5. The latest war Department policy bearing on the

"matter appeara 1n a8 msmorandum, aubject.. Ol&asif;oation,,"



 ‘8901aasif1cat1on, and Beclassification of Seiantific and

Aiéweohniaal InrOrmatien, for the Aasistant Ghief of Btaff.

40-2, Direetor, Nev Developments Division. Director, Bureau e
- of: Public Relatiane, Gommanding Generals of the Army Air
. 3Force, Army Graund Force and. Army Service Force (Tab B), |
 'vh1ch statea 1n paragraph 3 that "gg liberal a policy with

’“_vrespect to reviev and declassificatien of classif&ed projects

:v;f‘f&nd material as 18 consistent with eontinuing only those 1tems

‘~ffof 1nrormation, the publication of which vould cause exeeption~ \ :'

""ally grave danger to the natien or endanger the national
dsecurity or cause serieus 1njury to the 1nterest or prestige i.
5~of the nation or any Govarnmantal activity thereof or vhiah

- would be of great advantage to a foreign nation or cause

'L-;,Eadministrative embarrassment, etc., vill be retained 1n a

- ;fprevenz the releaee of: 1nrormation, Further of interesigin

AAAAAA

‘*fnevelopmants Diviaion, tha poliey ef tha said memorandnm 13 5]2

‘euch that very good reasons must be presented in order to

.»g this regard 15 the policy of thﬁ United States Patent Office .
‘}”vith respect to applications on’ file, vhich poliey 1s 1ndicatedf -
;’in a letter from Golonel Donald K. Lippincott, Patents and
. Inventions COunsel, Legal Division, Offioe of the Ghief Signal
. _0£ficer, to Intelligence Branch (Tab c) Patent foice policy 5

: ";;]]18 baaed upcn a memorandum from the Joint Ohiefs of Staff

”(Tab D)




.”7REFYiD1A4126éES.ﬁ¥T:“ 

| 6 Siuce rundamentel eryptographie systeme are vell |

"”5?‘;;iknevn, the greatest danger involved 1n the releeee ot‘1.1:*1‘0:*1::&--'7"~

':tion 1n the ferm of patents or otherwise appeere to be that

Aﬁ.of acquainting foreign powers or unfriendly forees with

"-,Efof ether adaptations is mede poeeible, and our own crypt« :-;

erfective adeptetions and err&ngemente of theee eyetems.
fPatent applications need not anﬂ rerely do contein key |
,_:generating means, rotor wiring, and ether epecifie features ',
» 'iupen vhieh the security of cryptographic text really depends.
- *;The main difficulty ia thet, by discloeing baeie features of
eucceeeful machines ueed by thie ceuntry. the development o

‘analysts will be faced ith text very difficult to’ ‘dectpher,

-;'On the other hend, meny American meehinea already are known :

n prineiple to thousende of persens vho etther meinteined

er operated the. same, end 1% 18 moet unlikely ‘that the

'7pr1nc1ples can be’ now sueeessfully euppreesed. Added to _ﬂze
" this 1s the probability ‘that 1ndependent 1nventore, and
t;_perticulerly contractore who heve acquired techniquee and p '
?knew-how 1n the performance or wer contracte, w111 produce

‘ chinee similer to thoee ab preeent 1n uee.~ Such mechines
i!vould not - be claesified nor 1s there any meane of restraining '

G~fthe1r promotien.z

7 It is the well-established policy and practice of the‘

_ 1}war Department to declaeeify materiel when the informetion

3¥cen no 1cnger be coneidered 88" secret, confidential, or



"-:“resnricted. To maintain classification un informatian_f'ﬂljufﬂg“*°

: *'the ‘controz. ot‘ dissemimtion or wmeh 18 1nef£'ectua1 ‘only

'>~4rresn1t”k1n the degradation of thz“classification system‘ifﬁff  ,:

'::*?1tself .<"

»&8.\ To d@classiry any specific item does not establish

"*fana general policy applieabl'ito other items 1n the same

*‘f,'general category.; XL thi were ot true the declasaification } O

ﬁJ;fler any 1tem, whethervit;be:agdocumen "or a piece of equipment,i “"

:A*3<Ewou1d be impoasible, excepttin&the rare case 1n which=the

"fxg7flﬁentire categery conﬂiated of but a ainsle 1tam, Hence, t°~‘

R TR
-,,by consider&tiona of poli

3f7?dec1are that declassifying a. specific 1tem ef cryptographic e e
"1eQn1pment would lead to the declasaification of all otherf f

‘uipment is not warr nted 'f'“i;:- -

uffclassified items of cryptographic 6t |
'?or.practicability.A m~d3 Guw\vwwuiz,H‘i
e =5 It shaulﬁ be stressed that thsf"claseifieatian of I

,‘f-ifcertain principles or’ eatures of . cryptographie apparatus

"H;idoes not usually h&ve as a'consequence the declaasification jfn

“1j_fof a. machine as a whole or the traffic haadled by it since,

3 AR

5; as’ 1nd1catad 1n paragraph 6‘ the working &pparatus will R
M"‘depend far 1ts security upon apecific wiring and so forth PSR

- not disclosed 1n thﬁ patent.fu‘ﬁ,;;ui .

,‘*ijnmcemmzmnmwxoms"“

inh&t no ex eption from the announcea War Bepartment

o ?pelicy cf liberality-with respect ta the release of technical

"ggf”information be made 1n the case of cryptolagic 1nventions.;-.1f '~i‘:







i '»:.SUBJECT Release cf‘c“yptogmaphlc PPinCip eh-

uﬁlfimmediately‘f

‘Crvptographic prinCiples or devices:developed by

;V<officers, énlistedimén, or ‘civilians employed: in any ‘War: Depart-,

;‘;'ment Agency, Ney patents or'patent applications onsuch prlnciples
ERI e devices which are owned by, assigned 10, or licensed foruse -

;Vof the War” Department will 'not be released for. use. of foreign ST
,~governments oL for foreign Or ~domestlc: commercial or_private. use;JU

T Gntit 'sich -time’ as necéssary informatlicn s, available’snd & pro-. ..

: “@cedure established JAn-the Army Security Agency whereby information"
~.which' i's cryptographed by means ‘of 'suich principles or .devices: PEE
' can be cryptanalyzed and read under any and all circumstances i;i

»{7bx::Where 1t is 1.l he interest of the Government of

~:"'.the VUnited. ‘States ‘that an employee have’noe: patent rights in- jia,fﬁn"
scryptographic principles or devices to dispose of and for the

-----

@throughout any foreseeable future and where discovery or in-‘7

vention of’ cryptograph,_<pr1nciples or;devices ‘has: béen’ made. by

. a~civilfan’ employee ‘angd ‘'does not relateto a. matter as:to;which:-

+ . ‘the"employee was, specifically oirected'tc experiment with a\}“'r“*r“'

view to. suggesting improvements nor-. was prodtced~as & result -
" of any specific. employment or contract to~ ‘invent e specific

dévice or article andxwhere an.application for~patent -on such-,

7fprinciples ‘or.- devices ‘has.- been fiTed with an«assignment -in- trust
~to the Government for the: purpose of" maintaining such. applica-’

¥ tiopn in secrecy; -the Military Intelligénce Division will - support‘

‘;fsubwect x+to the- availabil ty'of appropriations, any: reasonable o
,*”request “for ‘purchase’ of” a
A"ugrights of the inventort 1 the patent application.__‘_~f___;

1 commerclally. exploitable reversionary

Acting Deputy, A C of S G




B ’A’Y{"in mmgraph 2é I

Cognda T el o7 Septenber: 1945

| susgmeT: Release of Ji?ét:}eé:nt;_ ‘mliéati‘oﬁ;géfiai; Ho: 443,320

SR PR commanding G@neral O R A S A LN

fjl Army Seeurity ﬁgency

<«:§.'.__-:'. .

: IQ The subject patemx application covers & crgpto-'
--graphie means and device for automatic enciphermenﬁ .and.
-&acipherment of . teletypewriter signels and wvas f1led im:

the U. S. Patent Office on 16 May 1942 in:the name of thed-;,

~ﬂundemigned and Prank: B. Rowlett, as co»inventors.-

o .q e - The principles‘involved i the subject applicatinm
ghave besn utilized 1n Converter ﬁ-228 and converter E-EQ

3 It 18 requested that the subject applic&tion b@

offici&llg declassified in order -that it may be allowed to g@.

to issue, whereupon the pight and title will reveort to the

' . undersigneéd and Frank B. Rowlett; subject to an irrevocable,

- : non-exclusive, and royalty-free right and licenss remaiming
;;vested in tha United States of America. o MRS OREY

& This actian ig desirad because of the commercial

'g;£§§apglic&t1@ns of the invention,. imterest im which is believed: :
‘rf{ft@ exist an the p&rtgof the u. 8. commnnieation eomp&nieso C~“

5. Declas&ification or the p&tent applic&tion does notA,

'Tnecessarily ‘involve the d@el&ssific&tion of "the spocific =
embodiments thereof repreaent@d in.the appar&tuses mentioncd

S I e s
[ S Rt
« " g
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B HEADQUARTERS &( {1 ’, L !
“ARNH'SEflﬂﬂTW'AGENCY ﬁtz‘i

" . WASHINGTON 25,D.C.

WDGSS-23 o 20 May 1946 QQ?KD

. . -/
SUBJECT: Release of Patent Application Serial No. 443,320

TO Mr., William F. Friedman, WDGSS-1%4

1. Reference your letter dated 27 September 1945, suo;ect
as above, the attached memorandum from the Acting Deputy Assistant
Chief of. Staff, G-2, outlines the War Department policy on the
release of cryptooraphic principles.

2. Analysis of the policy would indicate that:

a. Patent application No. 443,320 will not be released
unless it can be shown that the employment of the principles
involved are susceptible to cryptanalysis under all circumstances;
and .
"b. If not released, a request for purchase of all com-
mercially exploitable reversionary rights may be entertained pro-
vided it can be shown that Frank B. Rowlett and yourself were
not directed or employed to experiment on or to invent the prin-
ciples or improvements embodled in Converter M 228 or Converter

M- 294

3. If.it 1is felt that subject Patent Application 'should be
released under (a) above; or if and when it is felt a case should
be presented for purchase of rights in conformity with stipula-.
tions contained in (b) above, an application for release or pur-
chase, contalning pertinent facts and necessary proofs, may be.
prepared and submitted to the Director of Intelligence through
the Chief, Army Security Agency. ’

1 Incl - - /s/HAROLD G. HAYES

*Cy 1tr dtd 29 Apr 46 Colonel, Signal Corps
subj: - "Release of Crypt- - Chief, Army Security Agency

ographic Principles
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29 April 1946

MEMORANDUM FOR THE CHIEF, ARMY SECURITY AGENCY:

SUBJECT: Release of Cryptographic Principles.

1. The following policy 1s announced to be effective
1mmed1ately _

‘a. Cryptographic principles or devices developed by
officers, enlisted men, or civilians employed in any War Depart-
ment Agency, or patents or patent applicatiocns on such prin-.
ciples or devices which are owned by, assigned to, or licensed

for use of the War Department will not be released for -use of

foreign governments or for foreign or domestic commercial or
private use until such time as necessary information is avail-
able and a procedure established in the Army Security Agency .
whereby information which 1s cryptographed by means of such prin-
ciples or devices can be cryptanalyzed and read under any and

zall circumstances.

b. Where 1t 1s 1In the interest of the Government of
the United States that an employee have no patent rights in
cryptographic principles or devices to dispose of, and.for the
Government to own the entire interest for security reasons
throughout any foreseeable future; and where discovery or in-
vention of cryptographic principles or devices has been made
by a civilian employee and does not relate to a matter as to
which the employee was specifically directed to experiment with
a view to suggesting improvements nor was produced as a result
of any specific employment or contract to invent a specific
device or article; and where an appllication for patent on such
principles or devices has been filed with an assignment-in-trust
to the Government for the purpecse of maintaining such applica-
tion in secrecy, the Military Intelligence Division will support,
subject to the availability of appropriations, any reasonable
request for purchase of all commercially exploitable reversion-
ary rights of the inventor in the patent application.

/s/ CARTER W. CLARKE
Colonel, GSC ‘
Acting Deputy, A.C. of 8., G-2

—OEGRET—
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1st Ind

William F. Friedman, WDGAS-14% 11 April 1947

'PO: Chief, Army Security Agency

1. Reference’is made to ﬁaragraph la of the inciosure
to the basic letter. . In view of the'interpretation made of the
meaning of that paragraph, as\set”forth'in ASA Memorandum dated
10.Abri1 1947, Subject: "Procedure for Release of Iﬁformation
Coneerning Secrecy Patents", information is }equested as to -
the bearing that:interpfetaﬁion'has on the question dealt with
in.the basic letter in regard to the status of Patent ‘Application
No. 443320' It is also requested that clarification be made as
to what rights, if any, the inventors may have ig}regard to
- Patent Application No. 443320 under paragraph 1b of the policy
di?ective forming:lnclosure_l'ﬁo basic letter, in the light of
the recent interpretation of the meaning of paragraph la thereof.
2. This indorsement 1is sebmittedioh the premiee that 1t -
would be to the'advantage of the Army Securiﬁy Agency,.the War
| Department and the Government as & whole, as well as to the
inventors as  individuals, to seek some clarification of the
rights of inventors of\equipmenﬁ which must be safeéuarded and

held in & classified,statﬁs for & relatively lpng peried of time,

since a clarification of thils point might assist in formulating
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a policy which would be most conducive to the stimulation of

-

invention by Army. Security Agency personnel

43.' In connection With the foreg01ng, there are submitted
s

herewith as information pertinent to the circumstances Ain-

closures listed below.
/

'4_ This matter has been discussed with Mr F. B. Rowlett

co- inventor in the case of Patent Application No. 44332@ and

this indorsement is ‘submitted on behalf of both inventors.

oot

9 Incls WILLIAM F. FRIEDMAN
1. Ltr dtd 27 Jan 47 to President -
frm Acting Secretary of War S -
w/incls-3 :
2. Cy of Memo for Record; dtd 19
December 46, Subj: Conference

: on Proposed Patent Policy o o
3. Cy of Brief(by CHTSr of the ~ AT 10 Warh 4

Patents and Inventions Br,
"Legal Div., 0C3igl0 .
L, Cy of Memo for Judge Advocate
~ General, dtd 14 Apr 44 -
5. Cy of 2nd Ind from JAGO to
Asst. Sec. of War, dtd 17 Jan 36
6. Cy of 2nd Ind from JAGO to Adj. :
General, dtd 19 Apr 35 . A4 T4
7. Cy of Brief Y hief of Patents ’ & %1
and Inventions Br., Legal Div., ‘
© 0C3ig0 :
8. Cy of 1ltr from Patents & Inven-
tions Council, Legal Div., 03CigoO,
- dtd 10 June 46 to Mr. W.F.Friedman
" 9. Cy of ASA Memo 4atd 10 Apr 47,
. Subj: Procedure for Release of
Info. Concerning Secrecy Patents
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HEADQUARTERS
ARMY SECURITY AGENCY

WASHINGTON 25, D. C.

WDGSs =23 : _ : 20 May 1946

UBJECT: Release of Patent Application Serial No. 443,320

T0: . Mr. Willlam F. Friedman, WDGSS-14

1., HReference your letter dated 27 September 1945, sub-
ject as above, tne attached memorandum from the Acting Deputy
Assistant Chle:i of Staff, G-2, outlines the War Department
policy on the release of cryptographic principles.

2. 4analysls of tune policy would.indlcate that:

a. Fatent application No. 443,320 will not he re--
leased unless it can be shown that the employment of the prin-
cioles involved are susceptible to cryptanalysis under all
circumstances; and

b. If not released, a request for purchase of all
~ commercially exploltable reverslonary rights may be entertained
provided it can pe shown that Frank B. Howlett and yourself :
‘were not directed or employed to experiment on or to invent the
principles or improvements embodied in Converter M-228 or Con-
verter M-294, .

5. LIf it is felt that subject Patent Application should
ne released under (a) above; or if and wnen it is felt a case
should be oresented Ior purchase of rights in conformity with
stipulations contained 1in (b) above, an application for re-
le2ase .or purchase, containing pertlneant fdcts and necessary
proofs, may be orepared and suomitted to the Lirector of In-
telligence through the Chief, army Security #gency.

1l Incl EAROLD G, HAYWS /-
Cy ltr dtd 29 Apr 46, " Colonel, Signai/Corps
subj: "Relsase of Crypt— /’ Chlei, Army Secdurity Abency
ographic Frinciples"

AL L1 1)
DL
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29 April 1946

MEMORANDUM FOR THE CHIEF, ARMY SECURITY AGENCY:
SUBJECT: Release of Cryptographic Principles.

. 1. The following policy is announced to be effective
immediately: .

a. Cryptographic principles or devices developed by

officers, enlisted men, or civilians employed in any Var Department

Agency, or patents or patent applications on such principles o

r

devices which are owned by, assigned to, or licensed for use of
the Var Department will not be released for use of foreign govern-

ments or for foreign or domestic commercial or private use unt
such time as necessary information is available and a procedur

il
e

established in the Army Security Agency whereby information which

is cryptographed by means of such principles or devices can be
cryptanalyzed and read under any and all circumstances,

b. Where it is in the interest of the Government of

the United States that an employee have no patent rights in crypto-
graphic principles or devices to dispose of, and for the Govern-
~ment to own the entire interest for security reasons throughout
any foreseeable future; and where discovery or invention of cryvto-
graphic principles or devices has been made by a rivilian employee

and does not relate to a matter as to which the emplovee was

specifically directed to experiment with a view to suggesting improve-

ments nor was produced as a result of any specific employment
contract to invent a specific device or article; and where an
application for patent on such principles or devices has been

or

filed

with an assignment-in-trust to the Government for the purpose of

maintaining such application in secrecy, the Military Intellig

Division will support, subject to the availability of appropriations,

any reasonable request for purchase of all commercially exploi
reversionary rights of the inventor in the patent application.

/s/ CARTER W. CLARKE
Colonel, GSC

Acting Deputy A.C, of 8., G-2

—

ence

table
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“’UBJEGT: Pa'bent Application Serial No. 443,320

L8 mom: D/I, GSUSA 29 DEG 1947 com:n

" "“-‘» olonelﬁc&arr/é%’?/rsr,_

J"Agency, Intelligence' Div:.sion, has requested certain :mformatlon on wh:wh to prepara a
- eage looking towards: dispos:ubion 4o the Govermment of all commercially explaitable ‘
S ,refvers:.onary rights 8.4 ‘inventor in the sub,;ect paten’h application.r T

.-,.t‘ .

. 2. The policy 5
_1946 {Tab Bwl of" Incl #), is-that where. it is in the interest of the Government an

~employse: have no: paten‘b rights for: security réasons in g dévice he Wms. not speeificall;y ﬂ‘
e N

directed to mvenb, -the AID will supporb any raasonable quest; for purchase of
: .commercially exploitable reversmnary rights of the invantor. - BEERE

3.. The, Signal oz;ps_‘ Pa‘be:xt Board-'has 'rendered a decision 'bhat the aubjec'b

5.. From a 1egal vieivpoint 5. infoma‘bion 8 requested on. the 'act;ions +04 recover

T s outlined in paragra i 2‘a,- and b of suhject lv ﬁfher 8 December 1947 by Mr. Friedman, and .

o /s/ Bruce W. Bidwell S T
fl Incl :

T lr aka S(Dec 1.'7 Assistant Executive e
W/incls (5) ol PR

the then War Department; As ©. of 5.3:G-2,. a8 antiounced 29 Apri'._l.n

Tab B-i t‘bcl L

" BRUGE W, BIDWELL, Gol, Gsc ST

No JAGP

R T TR T DEE" 7 AW E R T
IPaten‘bS DiViBion’ S GOl Go WQ GardeS/f)SZZ » Ch

: C-hief Signal Officer .
- ATTN: Mr,. Pernice, Chief, JAG{}
Legal Division. =

Reference is mfaciey to paragraph 3, Gomment. No. l, which states that the Signal

.»COI'pB Patent Board. has rendered a declsion' that the sibject’invention was not the, re-

gsult of “specli‘ic designa‘blon to. invent" It is requested that this office be advised
of ‘the underlying facts: de’oermined by the Board in connection. with the employeets - . .
sta‘bus and assmgnment ). including his Job designation, wh:wh resxﬂ:bed in above decision.

FOR THE JUDGE ADVOCATE GENEBAL: P e e
: Dea T T /8/ George W.-Gardes C e
. GEGRGE W' GARDES, Col, JAGD

ncls n/c

b oE Chief, Patonta Division . T



| smmanms (29 Dec 1;7) Pa'herrt. Applicat:l.on Ser:l.al No. 443,320 RS

o .T Chief, Army Security Agenc'y From: Legal D:Lv., OSCigO Date. 15 Jan 48 COMN’I‘ NO. :
. . Washington 25,D, ..Ce ' e Sk Saragovitz/73720
e 'Att: Mr. Stauffer R A R PP SO .

i 1 In accordanoe W:L'bh telephone conversation 14 January 1948 with Colonel .} R
- ,.Gardes, JAG. Paterrbs Division, the incloged’ correspondence is forwarded for your = - | .
© " direct reply ‘for: the reason that’ subjeet patent appl:l.cation is now- be:Lng prosecu'bed T
- “and is under-the general jurisdiction of “the Army Security -Agency, and also becauee o
- 'bhe :]oint inventors are now. employees oi‘ 'bhe Army Securit.y Agency. : o

e 2., A eearoh of thegfiles in this Office failed to reveal anw' wri'l:‘ben or
e tidocumexrbary ev:.dence upon’ which the Signal Corps Patent: Board based. its :decision..
b »;;that the eub,Jec'b imention - Was. no‘b the resul‘b oi‘ specific . desggnation to invent.

17734 Tt 48 noted that the,other :]oint fnverttot, i, Rowlett, has not entered
’.f.into the ‘question being raieed by, Mr, Friedmn."v'f t 18 believed that the: rights of. "

Mr Rowle'b'b in the eubject imIentlon must also be '—take’n irrbo accoun'b in this. ma'hter. L

FOR 'I'HE cnm‘ SIGNAL OIFFICER:

/s/fJ. E, Pernlce "{'-jf;'lr-;--. i
.- JOHN Ey PERNICE ST

| "ﬂ.A‘Incl'}.' n/c e L e
T : Ghlei‘ Legal Division
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* | FENORANDDN FOR. REGORD .

[T 1. Pursuant;to an invitation-from Capt&in Safford te e

‘ ‘Z*p&rticip&te ina- meeting with’ énglneers fyom Teletype’ Gorpora»j/,j

ey tion, the undersigned accompanied by Dr..Kullback and Dr. - ;ﬁf

7 8inkov went to Capt&inl fford'
S 8eptember 1987, . :

sﬂofficeﬂatﬁlooo hours on 9

"’“Q{* » 2»=fC&ptain53affomd“@xplained[that;the Teletype enginee:sQ7 f;7' 

gf‘fg:were ‘deleyed and that he réally. did ‘not-know: why they wWere
‘ g;icoming or, vhethar the were brimging any model er models.¢ ;f

'3, oWatie valtin forzthe Tolétype: engineers to gppear,

'f[?.}ments of his own 1aboratory°

Gl K modlFicstion of Converter e 228 (sxccmﬁ) tobe
%1fknown as CSP~3300., ‘This equipmerit is @ésigned to 'give fm-. o =
" proved. security for 8IGCUH usage espacially in cornnectfon:with' -

“‘f?Capﬁain Safford’ demonstrated: tgo recently completed developeﬁjfﬁg~if

’}Tfthe transmission of intércept traffic for OP-20-2. “The: modi— *C.L»V~”

... £ied machine . eliminates the’ 1}1 mixing cabinét end uses’
.. relays mounted undernesdth tne frame ‘of ‘the 'SIGCUM for’ this
R purpose, Thaae relays also are usad in connection vwith &

‘ baud: transposition fe&ture. so that -the plain’text bauds’ undera“f‘ﬂ'{ 

i go. transpesition before Vermss-rule . sybstitution, -The motion-
i of the rotors -hes also’ baen modified, with' the introduction
rof . vreversed. steppiag in the cese of twod of ‘the five rotors . _
- ‘a8 an added feature. ~0ff-line (taps)- op@ratlon WaB . demonstrated
Lo put it wés my- understanding ‘that prevision hes ‘been or will be
o)L nade” for- on-line operation- ‘2180.: - This machine is. worth ASA's "
0 "Btudys however, At willyonly;operate from t&p@ and hence its S
“%\application 13 limited;f . L o

.

. i
z,»yv, s

v\A

‘ b,, A medification of SIGABA for the producticn a;
;1,;1ona-time ‘key tapes.: ' Tho output 0f the cryptographic. rotors is’
Y reduced. o, 5-unit ‘code symbols., ‘The control and cryptOgraphdc
7.0 potors &re;subjected-to e differsnt mdtion ‘control thén in . -
o SIGABA. .. The purpose of this @quipm@nt is:'to permit local
e atationa o produc@ "one-timoe: ta?es from’ m&chine s@ttings, _ .
0 80 88 to have. ‘the . aquivalent of "ono-time™ intercommunication T
\‘;;among a 1arge numbar~o£ statione when eonditions permit S




Otharvise, the cne-tima tapes c&n be producedv 3 a c@ntral ’
g;staticn and distributed to users by’couriar, ag fjnarmally L
f ‘the case. ' Captain Safford - claims ‘that the- outputmis per~ uv:‘é w'T‘
fectly raadom,ﬁ>Thia macbine &la”'ahould ‘be’ 1nvest1gated by

i S 5 The ether ASA representatives, ‘Mesarp:
; Barlow from. AS-70 and Messrs: Kuhn-and Brann’ from AS- 80 . L
i attended the ‘conference’ in the- afternoon.; Mr..Rosen: r@parted
" %e.meé that . the Telstype engineers brought. nothing with- them,
stating ‘that the model ‘of" ,the. HOCH ‘would not: bg- completed
i until sometime in- November. ~The: projectfis pparently no
geing forwar& as hadlbsen anticipatea. : : :

T

o : 6 The ASA repr@s@nt&tivea were “then shown tha medel of'*ﬂ_
f:CSP-BBOO ‘digcussed under Paragreph:3a &bova.\ Mr. Rosen: '
,ir@ports that ‘heé regards he:equipment 88 800 complex, that N
;;it uses- relays ‘which willnot 'stand up- under, ordinary uaage, _
-~ and ¥11l not perform the ‘functions. required - of - the Converter . ~”éxv**
#ME-~519() /PG, Mr. Brénn, hdving: réad thé f‘eregoing, mkea the
following comments,;m, PR TR

i ','%-'Q
0 ot

L "It might be: ,oﬁ , .placing the great@r
“VaiGMph&sis—upon,modifibf 1ng €

‘instead iof development’ : M.iw%

“the. CSP’ 3309 will. caus@’very awkward,operation&l
practicea i{n thet trapsmission and eneryption will o
“have to be on-line with ' rec@ption on~lins and cons@-\a ,

quent decryptiog qffwline.‘?Thie method of operation

fﬁﬁ § "In addition tc the ‘Tomsrks . made by Mr Brann 1n @3531137“:”

y-oonnection ‘with. the. CSP 3300 I believo it might be- o

" more. economical in“tHe end: to ‘build & ‘complote new. tg ol

‘‘unit:rather than attempt -to convert -the:M-228 wnit... -7 L 0
,The vork involved ‘would “exceed that fpeing done;“gi;fv¢-'” :

':to convert & SIGABA“’ ' ‘ I S

S WILLIAN: F.,‘Famnmm T R
7zch1@f5,00mmnn1catiana Hesearch ‘?
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i REF ID:A4126886

, A means of providing an irregular wheel movement in
. Cipher Machine of—the-Heb nd
- . Wo - . ;}

’ The basic principle of this invention utilizes the cipher wheels of

wiale.

the cipher machine to provide an irregular selection of the particular
wheel which is to be moved. A method of effecting tyis selection is to
provide, in additioh to the present ring of 26 contacts on each face of the
wheel, a second ring of 26 contacts;'which contacts are indépendéﬁt of

the first mentioned set of contacts; but are conn;cted to each other in ap.
iregular manner, analogous to the manner in which the first mentioned set
of contacts are connected, Also_the end plafes will bear a double ring of
eontacts whiéh colncide exactly with the tyo rings of contacts on the face
of each cipher wheel. These two rings of cdntgcts oﬁ each end plate are
connected as indicated in Figs. 1 and 2 of the‘attqched drawing.

The action.of the machine is as folloﬁs: When a key 1g depressed, two
contgets arg closed, namely, (1) the key contéct’which allows a current to
pass through one of the\ébove—mentioned rings of contacﬁskto operate an
indicating device giving the encipherment of the letter corresponding to sgid
key and (2) a universal e contact which pefmité current to enter at a
single contact of the other of the aforementioned rings of contacts on one
of the end plates, pass through one of the contacts of the coffesponding
rings of coqtacts of all the cipher:wheels, and pass out at one of the
contacts on the corresponding ring of contacts pf the other end plate, and

thence to a selecting magnet which permits the ciﬁher wheel corresponding



REF ID:A4126886

thereto to move forward.’
Figure 1 is a schematic diagram of theinvention. 1, 2, 3,:4,:and-5
are the hereinbefoie described cipher wheels; 19 and 20 are the end plates,
6, 7, 8, 9, 10 are the wheel selector magnets-which allow a mechanism to
step one of the wheels forward at each depressiqn of a key; 11 and 13 are
the rings of contacts through which the cuirent passes to the wheel
selector magnets; 12 and 14 are the rings of contacts through whiéh the
fkey to lamp"'currént passess 15 is ﬁhe key contact; 16 is the above~mentioned
universal bar contact; 17 is,tﬁe source of power; 18.£he reversing switch;

21 is the indicating device; and 22 is the connection to the universal bax

covtact

which may be connected to any eme- of the rings of contacts 11 on end plate 19.
o’ ' _
Fig. 2 shows #5® manner in which the ring of contacts on end plate 205

" thrgugh which the current passes to the seleétor magnetsqare connected- to the

wheel selector magnétse
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W4R DEPARTMENT
Cffice of the Chief of Air Service
Patents Secocion .
Munitions Building, Washington, D. C.

(Use separate sheet for each invention)

FOLLCW INSTRUCTIONS ON BACK.

(a) Inventor; C WG e P Rttt
.- (1) Hame: 6 p
(2) Rank, position or employment : \,&‘m.\m{'*. Y (M'(’Wv““‘

(3) Permanént eddress: U - AN Qé' 6@\ Ve

(b) Title of Invcntlon .

C@W o Mﬂ:‘—wﬂ 0[ o Fead Gon
(¢) Description of VGntIW s -+ .
\ 4 “ 1o 9.
O _ %ﬁ.@, Q@W Guariee, i |

x.bL—B &
v -

(d) Dates and places of Invention:

(1) Conception by inventox: QW@ \g\ M|35— at DUMJV ‘ ‘\Q ¢

(2) Disclosure to othoers: WA at
(3) First sketch or draw1ng Wb 7’LL éfi&’ /Uﬁbﬁi/
(4) First written desr‘rlp‘blonU Q{!Mu.f Cw)’ Mas at /ﬁ%‘&

I
(5) Completion of model - (/
or full sized device:_ [a%) ’/\""‘f at

(6) First taest or opera- '
tion of invention: A at

(e) Results of tests, and
extent of use of invention: WA

(f) Names of persons having knowledge
of facts stated under (d) and (e): T

(g) Prior Reports: WAL
(h) Patents and Patent applications: Mona GM-‘D\/ *—\JQ\AA\!’ \“h‘f j%’ﬂ’-”’

(1) Rights of U.S.Government:; VWwe—ti e

(i) Licenses or Assignment: ==~

' 4
(k) Contracts involved: i S S . e ‘
Contractors = ‘ Address
Contract No., and date ' o
Subject matter ' Type of Contract

Location of Plant

Official title or
status of employment
of inventor:

('l) Signature of witness and date: . Signature of 1nvcntor and date:
WEY o At

(m) Remarks of Forwarding Officer: Signature of Forwardlng, Ofucer‘
- and date: "

-

K f

/
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k.

(c)

(d)

(g)

(n)

(k)

‘N8-3680 /1B

. INSTFU"TIONS

The following informatioﬁ Will-be given under the headin ngs indicated:

The inventor should give his permanent address. He should also give

his rank, corps, position or status of employment at the time inven-
tion was made.

The title of the invention °hou1d start with words indiceating the
class to which the invention belongs, such as "Method of'" or
"Process of" in case the inveniion relaites to . a method or process;
or the nawe of the article, device or type of machine in case the
invention reliates to an article, dévics or machine, or ithe name

of the material or compositioch in case the invention is an im-
provement in material or compoéition, '

The description of the invention may be brief, provided reference
is made to detailed specifications and drawings, which should b
identified by date and file nunberyif official, or should be
attached to the pOLt if not 3art°of the official records of the
War Department. Ir eitaer raue! all &rﬁw1nga and descriptive

pamphlets relating to the in vent¢on_whou1d be listed.

Care should be taken to give the carliest date on which the inven-
tion suggested itself to you, even though it was not completely in
mind. If the invention comprises differént inventive ideas, give

the dates with reference.to each part of ithe invention senarately,

.taking care to identify each part clearly in the description of
tne 1nventlon.

State whether or not the invention was found tc e operative, and
the degree of success attained at each test of the mcdel or full
sized device. In stating the extent of use of .the invention,

‘geparate "use by the Government' from "commercial use",

State the names of pers ons who had knowledge of the invention
and facts concerning it on or about the dates mentioned.

Has description of "invention or report of test, if any, been gub-
mitted to officers of the War Department? If so, when and to whom?
Give references to all prior report , including all information;,
heeded .to locate same in files: T

List all applications for patents by filing dates, 'serial nuuber
and title. List all patents by patent number, date of grant, and title,

Has tender to the United States been made? If so, when and to whom?
If not, tender the use of the invention to the United States or
explain why not. -

State what, if any, rights in ths invention:have been granted ¢
otiiers; including extent of interest granited and date of recording
assignment or licenge in Patent (ffice.

If contracts have been vnlaced for the iuvention, or ‘if the inven-
tion was made in connection with the performance of a contract in
which the United S*aies is interested, the facts should be given
briefly,. including contractor's name and address; Contract No. and
Date of Contract; Subject Matter; Location of Contractor's Plant
where work was dene; and Official Title or Status of ;mployment of
Inventor, : '

It is dealrablu that the witness be familiar witn the facts stated

“ concerning uhc invention and have a sufficient uncderstanding of the

invention to deocr;be its construction and operaﬁlpn{‘

mao forwarding of ficer 'should b1vc his opinion of the wvalue of the
invention to the U.S. and whether or nct the prosp hective develop=
ment or the'art to WﬂlFﬂ the invention relates would make it advisable

* to protect the invertioch and the Govermment's right 1o use the szme

by an aplecatlon for




.1 Col.Cordermah ‘' L
IR - [.jreport on-the seécurity of the M-228.-1u '”‘x
'The materiel on which this study: was '

" baged veg’ taken "from War Department .
f@*channels and is'a true indication of
-+ the type of security whitch may be: - ~ﬂa”"*
"?*expected from usage of this equipment. -

-
o
4
o
-
. ¥
-

Report; oﬂ&-aaa -

1.. There is appended herewith‘

2., The reeommendations given

, ,'*?below were arrived at in a’ conferenceé -
© ..... ahiong Ma jor Rosen;. Mnjor Hiser, Captain
*&?{Douglas and myself. 3 .

It is recommended that a8 stuﬁy

GZﬂ*be undertaken immediately: by. the ~. .

" ablest cryptenalysts in 388 to deter-”
.. mine 4f it 'is possible to reconstruct:

2wt the cryptographic elements used in the
©". M-228 under. the conditions’ stated 1n
'va;gthe appendédg discussion.. ‘,:» s

b. It ie further recommended that

the m-228 be used for confidential -

and lover classification on radis,

. gnduthen only under special conditiona e
. 7.~ vhere complete supervision and ‘ o
© -~ control san be exercised by personnel’
©74 . propérly trained-in handling the M~228 .
="+ both from operational and Becurity stand- B
i, pointss that for. such use special keys .o
©-o- willl be- arranged; that typing reper-
s+ i forators or equivalent equipment beé f\
- used; end that under no circumstances

:Tjagagvill conﬁepenca calls be permitted.

It is further reccmmended

-wgﬁ;that no change be made in the present o
.- use of the M-228 on circuits such as lend © -
.7 lines which are reasonably secure frem
A 'eﬂ%,"interception. I .

Ld. Tt is further recommended that_'“

~f;a etudy be undertaken to determine the
. .-~ most expeditious method of handling -
R ,traffic over channels similar to the




'ia éwashington4Lonéan, Washington~3risb&ne, s
.7 or Washington=-Alglers channels. This IR
.. ‘study should ‘be :directed towsrds . ", .‘ Lo

,avevaluating ‘the -relative erits of -

Cfully automatic versus systems’ using R
. the 134-0 and usual tranamission I

;;agencias. , ;*gﬁ“ g

" Prank B. Rovlett
Lo m&jor, 318-3.
SP31824

1.8 June 19&)
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k_ ,-‘.Repert ’1‘0: Oolenel Oordeman ‘
- ;subgqu;‘ Report on the m-—ae&
. 1. The M~228 ::,s the meemniem I'or genemtmg a key whieh
: is used for the enciphament -of plain-text signals zenerated by
. a teletypewriter mechanism, - The invention of 'the éryptographic .

.~ prinoiple ves made at 555 &nd reduced to practice at the SOGDL, .

- 7. 'The elestrical application of ‘the cryptographic key genemted by
“-the M-228 is aelmost fdentical with that proposed by.Gilbert S.
 Vernam in 1918 and later. (See Vernam patents attached,) - The

H-228 vas proposed initislly for encipherment of messages £o be - ' .

"+, transmitted on land .lines,. 1% vas -not contemplated that it ahoumd' .
g.,‘be used for encipher:mg simls to be tmnamittad by radiao ;"] G

R ‘ The relationship betveen tha teletype , 3 £i-228 key
Lol ganemtor) and ‘the device (applique unit) ‘sepanbles" tha -
" plain-text signals is shown in the eehemtie :na.gram of Pigs 1l¢.

. 'The teletype generating the' plain-text signals is standard: equip«- f

© ment which feeds the s‘Lgnals into & group of relays inside the -

" 'spplique unit.  The M=228 consists of & set 6f 5 oipher wheels '

. .~ ' vhich, in conjunction with a telet ugpe dtstributor head, generate.
+ ' an extremely long sequence: of impulses similar €06 the plain-~text -
‘.- . signals. The impulges of the M-228 are fed into the relagsof the
‘appligue unit vhere the combination of the.plain-text and key -
impulses are effectéd ds deseribed belov, to produce cipher texte
... 'On the receiving end the conditions are reversed, The signals . .
"' of the enciphered téxt are fed into the relays of “the a.pplique
.. -unit where the key generated by the M-228 18 removed and t:he -
-+ remaining plain-text ‘signal 18 fed Anto a standard teéletype
T ,:printer to produce the plain text version of t.he messag@q .

“ 3. a, Gryptanalyticany, the eneiphemnt effeetéd ‘by P
DR 'che applique unit can be expressed 6s a mathematical aquation e s
- with elements of @ limited binary system of 32 eombinations. The
Baudot Code usad by the: teletype 18 nothing more than the ex- -~ - |
pression of* 32 conditions by means’ af combinations of elements .
referred t6 hereinafter as: <4< end’ =-; - The equation atating the )
eend.tticna or enoiphemnent ie simply P B K - ﬁ. S

L In the case of‘ the enciphement of a singie letter, '5- :, ‘
- say the P1vst 1@%@ of & message, the specific. equation will-
o become P1‘+“ K;_ 019 | Likewise, thie | aectmd, third, and i’ourth




~“equa7tmns my be witten as .

R }"‘;a.::ee

T ."'enciphement, atcc 5 may b@ axpresse& by the type oi‘ SN
‘ fequ&tion using tha apprepriata aubeaxvz.pts " 92 +- Ka e 02 e’ca«

~ Given the conditions that two messages ayé .eénciphered by the..
‘same  key, ‘1f the seeend nessage is x-em'esgnted gy primeaa thaae
‘.: 1 = 1 e c': Co ‘:' RS

8 Sime ﬁland (31' az*e\ the‘ oipher texts of:‘ "the messages :#?hich \will

" be avefisble ‘to:the’ cryptanalyst,- 01 and; 01' ‘may ‘bé considered.

- as known, givimng 2 equations with 3 unknoma. By subtracting om
: ,eqmi:mn t‘rom the cthar, ‘theé: Kl's can be elimnatsd giving

Py— Pyt _cl Gyt e single aquation with 2 m:knowns‘: Thia

equation. /e&m ba solvs& sinpe the conditicnrthat Py and Py TSt

 be plain-text letters .can be .applicd.  Practically, this vould be
" affegted by comsidering several equ&tions ‘a8t one tipe and. e

& probable. word for, either the P e;m the P' s aa mdigated 1n the

§ ;i’ollowing paragraphs. SRR \ / .
o . B )osu e # 3

SRR ¥ - Them ia att&ched B, ehart,{ ’%;hiéh gives the Bauaet :
..fequmalents of the,26 letters. of the alphabet plus the 6. functions |

- Jof the teéletype ‘glving a.total. of 32 distinct combinations. .As -

.gtated above.in .Pay,. 5b- these combinations may be censideved. as.
-elements of & system of binary notation and the ccustomery processes .
- of addd.tian, aubtmcticn, mulw.pliwtia &and division may be
epplied. . The’ eryptogrephic function of. %he relays of the applique’
runits is to perform addition of the 5 mPulsesz of the plain text -
- letters genemted by the telet;ypewx’iter with the 5. impulses ‘ ,
generated by the M-228, 'Since a8ll. 32 pousible combinstions are = -
‘generated by the M-228,.a totel of 32.% 32 conditions will ax‘ise
- from the addition of & plain—text signal and a key signal. This o
_can be best demonstrated by performing.an example in addition which.
- ‘simulates the asction of the relays. Suppose: the plain text to be :
‘encipliered is the pl&in—text word: THE, 5. i’x‘ha Baudet equivalents L

far ths 3 Zwttars are shom beiaw f

N

v . - . LR
' v . R oo 8
. - PN [N
+ . PN
M . L)

. B
% ﬂﬁ




ha‘s 11; ha aasumed that the key genéra.ted ‘by, the'
S mtant :I.sa S T :

L I@ refare:we 1s made to the acc("‘““ B
.+ will be noted-that the: first. key combination corresponds to St
1et.tex= "X, ‘the second to the letter V, and the third. to the- mttez\»--,;

o "-*“;be uon«-earrying ‘and -sinde.

e ™

1at..K f‘."eombinatiem
..2nd. Key combinations. -
3rd Key cem‘bma'sicﬁ:

. Theé -addition performed by the. relays of: the applique unit

35 obtaified; if two unlike: element.s
are added, & - .is obtained, ﬁ‘he sddition in this case will
only two elements ere used in the ™™

77 system 4t vill be rioted thét mddition and. subtraction. prcducs

.U identical results, Based on:this rule,,the addition of T .and tha,'v:‘."'f e

- £irst key combination’ produces a combination which corresponds.-

7. to the letter.
e ;;hherawﬁ.tm

v;HandVgi

‘b. “hs sf.aﬁed abcve “the, aads.tmn’of shch of the. 32 '

T,;,Lelaments with itself and’ ’a1l the other ‘elements gives (32)2 L
.. combinations,; These, cembinet_tons are represented.in table . . - 1
.. attached (Incl., No. 3).' Referencé to this table permits: mpm
- ‘a@dition of plain:text. and key to g!.ve aipher, or &n addition cf .
. cipher and key to produce plain text.. The table is reciprocal .’
... "in nature and:may- be used as follows: The plain-text letter 13
‘sought " in the sequence. st the. left hand side of the table; the
oo . key letter is sought'in the s
‘. . at the intersection of . the T
B .;xztext 1et.ter ia-»founﬂ.. R

equence at the- top of the eabm;

, ohapt ,:(Inel. Yo 2)&;&

k"«'-'can be effected by the applicaticn of the folloving rules  If. t:vef B

L. ke elements ave sdded a

’Y; and ¥.end ¥ 'g:we .r, a8 ‘shown .. ?-»2; e

“and. column: 'so demned , the oﬂ.pher- o



:zfifj[Pi <Pyt % 0. @&nﬁb@:@ff@@t@d«
L by the aam@ key. ga- follovs,”,
" exaect key.used for its emipherment can be. obtained by use of

. th@ chart, - This key can thon be'applied to the other of the 'ﬁwé |

REF IB A4126886 ' TJE?JQ?L?;
1/; an a.fﬂ”"“* .

,«';,

n

Zf.the. aséumption 1§ eorr@eﬁ'tne

B
SESSTTm ;'* 5%

g messages to vaoduee the plain text ccwespmﬂmg

themi:o, 89 - d@monstrated ~the following paragraph. | .-

ClL e ey e T T B 3.3y () -
g R .4 7 PL 86-36/50 USC 3605 - ¢

5o 3' , R




EO 3.3(h) (2)
PL 86-36/50 USC 3605
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. REE_JR:A4126886 Cpa e

g 3002 st

o Where ﬁ‘ att&eh&d aa &'Bblea 5, 6 7, 8 ew,, exsanpleﬂ nf”
messages sppéaring on Wer Department »adis eireults using the -

L H+288 for which identical setting of eipher wheels were used.

The solution of these messages is fairly simple., It can be’

T greatly speedéd up by application of machine methods and dete.iled

worksheets ave éppondeds A descr.tption, of the method used,

s 5 while faixfly gimple, 19 not within. the scapa 01' this paper.,.

5‘ ‘The M«aa& m misl@ading in appeamee. @he Paot. that.

~f"":£.t; usas the same type of coiplier vwheels as the SIGABA zmedmteiy ’

t' " suggests to the observer that it ef’f‘ects the same type eryplo- *—'i‘

“ ppaphic treatment ds the SIGABA. ' The SIGABA uses an entively . -~
¢ different eryptographic pmoip}.a ;> and consequently its asouz»ﬂ.ty o
-l 7is much greater. than that of. the M-228,  Thée fallacy in assuming =~ -
©.o Y. ‘that the H-228 affords equal op cemamt,ive security with the . .
. BIGABA is dangevous since it produces & false feeling of =
L7 gecurity -An the minds of those who do not appreclate the crypte«-

gmphic priaciplea about; vhioh the tvo. machines are eonstmated. ) X

o PL 86-36/50 LEL 3605:




' that: the: principle. i

© . . . REF ID:A4126886 . . .

6. Inscfar as the seauritylef theaﬁsEEB iﬁself is
. concerned, ‘considering the machine as. :n; is now. beir seﬁ
' the . writer is.avave of no method for. reccnstmctmg he wheeﬁ.s
" in-eass a large portion of the fure key is available. However;
- this appears o be a diffieult problem, but in view of the i‘acé
‘HeW. in ‘the art ‘and. that no extensive’ atudy
ére. 1s. some doubt 1in ‘the yriterts mind

Cof 11: -has§: beeh made,

.7, &8 to the validity of the assumption that, the.whoels can not
- be reconstructed under the circumstenges of 4ts preésent umge. -

considerable ‘pure key was- pecovered, vhieh mﬁ.@m be sui’i‘ieient
c t;"’ pgrmit 8. complete soluticm of the. sysﬁema RN ,

- Por. example; in the golution of the messages of Table .5;,.6, etc.{

',)v.

‘ wealmess of the R-aal z.s.es m tlw facﬁ that

T & Pl'ﬂ"": A

. transmiaas.on ¢an be. made-in the clear due to fallure of coataats

of the appligue unit; or a simple failure on the part of the

" operator to-throw & switch to eipher. I tape transmission on’

' eertain eircuits the éntire message could be transmitted without'
“the . operator 'y being awvare that the message had gone -out in’ the

+ . ‘clear, It is therefore necessary to moniter: all N-228 trans-
.. missions between 'the time: of the enciphérment &énd the time at
Ry which the impulaes are fed, inta the tz'&nemissﬁ;an madium.

8, -In view of ‘the fact. that the M-228 was designed for

o rapid handling of messages to be cryptographed, retransmissioné"
.- of messages-:are maderwithout’ paraphrasing: - This happenS‘most~

frequently with-new operators.and in: ‘general it 13 due to.

. operational difficulties rathér ‘than functional or machine. "'\
x”fif.difficulties. No' security. study has been made to determime: - =

[~ the effect of- such‘transmissiens,an the fundamental seourity
'of the system. s , Lo sl e

- 9. The M-228 lend3w1tself for use in cenference calls. The
. nature of “the lengusge and text.appearing in such-a call cannot

o pe readily controlled from the standpoint of. sécurity, . and it &s |

; ”‘munication ‘other -than -

possibly more stereotypic in na.ture than any: other type of com- -
'synoptics™, - This is- becsuse conferences.

e usually econsist of questions and answers. ‘and . 1f a“simultaneous

é‘-recording'is ‘madeof : both, channels, the. assumption of .plain. text

. by the:cryptanalyst 48 -simplified considerably... Buch things as.
.. OK, CAR RET; LIRE FEED; GAPLS,.and THAT IS ALL ‘w111 appear and

' -chn'bé resdily recognizéd. "Ifthe.system’has:any inherent wee.!mess
this type of usage will permit 0 ts_ utmost exploitation. S




mnﬂ?ﬂzsaas BRI ST

| io.i In the foregoing discussion the emphasls was placed on Q

 solution of two’ messages ‘sent' in-the seme key. Ko fair estimate ~ .
of the security of & properly phrased,*well—comgosed, and’ corpeetly

cryptographed message can be- glven,. Hovever, for such communica~

. tions the security of the M:228 can be- ‘estimated as 1ying some=~ -
vhere betveen one. tenth and one fourth that afforded by the '

SIGABA. ~In view of this statement, 17 the SIGABA .1s considered =

. @5 the ultimate in- seourity*and the criterion ofsecrét. classi-

fication is based on the security afforded by 1t; it vould ‘&ppear
that the’ M-228 ‘on radio would afford only. "confidential® security.

_When it 1s considered that the bulk of traffic will tend to move
on M-228 channels this estimate makes it ‘appesr doubtful as to
' 'whether the M-228 should be -used for messages of “secret. classifi-
~,'cation, when sueh channels are subjeot te interception.v». A

e
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e SUBJECT: Replaeemen‘% of tshe con

. g@F m A4126886
: sm,w g

| ‘“ESGAS-léj;“li L AT 1;1~29:éep§§mbei 1949 y

VMEMGRANBUM FGR: QHIEF, ARMY SECERITY AGE%@Y

L

. _— ol

L REE’ERENGE; (g).;'mm pochmani;fiz;/é of 14 Sept 49 -

1. as In canneetion with reference (a), 1t 13 deenod

" advisable to note that the DCH-SIGABA. ic coveréd by & nunber of

"»patents or patent applieatians. :

o b. Gertain of these paﬁents -or pauent applications are

owned by the Teletype Corporation. The exact number of these .
cases, their serial numbsrs, and specific nature are unknown to
' this Agency, as they are: being handled unaer Navy control. -

. ?hare are certain cther pat@nts or patent applica-
‘ tions, cevering certain subsidiary features: which were invented
- by Navy peraannel. Details ef ownership are ‘ot knowa to thia A
'\.Agancy.w : R o .o e
i d. The basie cryptographic princiyles empleyéd 1n’the
equipment are covered by the following patent applications, still
“in & secrecy status under the "Three-Year Rule" (Sec. 4894, R.S.,

. as.amended) and also under’ Publie Law No. 700 (War-time secrecy
_ for pat&nt applieations) _ : L ;

" Inventors .. - . nate' PiTod

‘,iln gach of thesa twa cases the U, S. Government owns the entire
- right, title and interest in the invention, throughout the U.S.
. and territories and’ depenﬂencies thereof, but not elsewheres the

" - inventors have an irreveceble, assignable, and exclusive license
" %6 meke, use and/or sell and to license others to meke use and/or 5
- sl the- invention.m Attached hereto is a cepy of the assignment in

" each case. (Incl 1 and 2)

Friedman ST U285 July 1933

- Friedman & Rawlett 23 Mar 1936 R

4



