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SECTION I.
INTRODUCTORY
‘ Paragraph
Preliminary Temarks i o « « o o 4 o o v 4 0 0 e e e e 1
"General remarks upon the nature of cryptograplic periodicity 2
Effects of varying the length of the plain-text groupings . . 3
Primary and secondary periods; resultant periods . . . . . .. 4

.1+, Preliminary remarks. - a. The text immediately preceding this
devoted ifself almost exclusively'to polyalpnabetic substitution systems
of the type called repsating-key cipb@rs. It was seen how a regularity in.'
the employment of a limited number of alphabets results in the manifestation
of periodicity or cyclic phenomena in the cryptogram, by means of which the
latter may be‘solved. The difficulty in solution is directi; correlgted
with the type and number of cipher alphabets employed in specific examples,

b. Two procedures suggest themselves for consideration when thé
étudent cryptanalyst realizes the foregoing circumstances and thinks of
methods to.eliminate,the weaknesses” inherent in this cryptographic system,
First, noting that the difficulties in solution increase as fhe iength of
the key increases, he may study‘the effects of employing much longer keys
to sce if one would be warranted in placing rwuch trust in that methda of .in-
creasing ?he'security4of the messages. Upon second thought, however, remem-
bering that as a general rule the first step in the solution consists in
ascertainingvthe number of alphabets employed, it secms to him that the
most logical thing to do woula be to use a procedure which will avoid
periodicity altogether, will thus eliminatc the cyclic phénomena that are
normélly manifested in cryptograms of a periodic construction, and thus
prevent an cnemy cryptanalyst from itaking even a tirst step toward solution.

In other words, he will investigate the possibilitics of aperiodic systems
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first and if‘the rosults are unsatisfactory; he will then see what he can
do with systems using lengthy keys. |

c. Accordlngly, the Tirst part of ‘this text will be devoted to an
examinaélon of certaln of the vegz 31mnle varletles of aporlodic, polyalpha-
betic substltutlon systems; after this, methods of extending or lengthening
" short mnemonic keys, and s&stems using lengthy keys will be studied,

2, | General remarks upon thb nature of cryptographic periodicity. - a.

‘When the thoughtful student.cdnsidérs the matter of periodicity in poly=-
alphabetic substitution systems and triés %o ascertain its real nature, ho -
. noteé; ‘with sorﬁé id@gx"ee of intercst and surprise perhaps, that it is ’t.:omposed ‘
of ﬁﬁg funaamental factors, because therc are in reglity §H9 elemeﬁts involvaed
iﬁ‘ifs production. H¢ haus, of.courso; become quite familiar with the idea
that periodiéity necessitates the use, of a koying'element and that the latter
must be'employod in a cyclié_mannér. But he now begins to realize that therc
is enother element involved, the sighificance of whidh”he'has'porhaps not
fhlly'approéiated,'zig, that unless the key is applied'to’doﬁsténtéiehgth “
plain-text groups no periodicity will be manifCSted extornally by the éryp—'
togram;” QQSpite the ‘repetitive or cyclic use of a constant-‘leﬁéth key. This .
realization is quickly followsd by the idea that possibly all periodicity
may be avoided or suppresscd by either or both of. two ways: ‘(1) by using
constant-length keying units to enciphor variable-length plain-text groupings
or (2) vy using'#ariable-length keying units to encipher‘cénstant-length -
Plain-téxf ‘groupings. |

‘b, The student at once Tealizes also that the periodicity exhibited
by repeating-key ciphers of the type studied in the precediné'text'iS'df'a‘
very simplé charactef; There, successive 1etters‘6f the~ropétitivé”keipwere

applied to successive letters of the toxt., In reépécf to the empldymanﬁ of‘
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the key, the cryptographlc or key:np proceqs may be said to be constant or

fixed in character. This termlnolopy remains true even 1f a s1ngle keying

unit serveg to encipher two or more letters at a time, providgd only that
the groﬁplnpsvof plaln text letters are constant in lenpth For example, a
51ngle kpyletter may serve to en01phgr two uuccess1ve plaln-text lettcrs if
the key is repotltlve in character and the message is sufflclcnt in length
perlodlclty w1ll still bu manifested by the cryptogram and thc latter can
be solved by the methods indicated in the precedlng text.' Naturally, those
methods would have to be modified'in accordance with the specific type of
grouping involved. in this casc the féotoring ptbccss would disclose an
apparent key’iongth twice that of the reél 1enéth.' But study of the frequency
distributions would soon show that the ’bt and 2d dis trlbutlons were 31m11ar,
the 3d and 4th, tho 5th and 6th, and so o, depending'upon the length of‘the
key;;-The;logical step is therefore.té combine thn distributiéné in proper
pairs and proceced as usual,

C. In all such cases of gncipherment by constant-length groupings,
the apparent length of the period (aslfouﬁd by appiying the.fdctoring process
to the eryptogram) is a multiple of the real length end the multiple céfres-
ponds to the lengthvof theAgroupiﬁgs, thét is, the number of plaih-téxt_
letters enciphered by the same keyletter. |

g; The poiﬁt to bé noted, hdwovgr, is that all theso‘cases are ;till
periodic inlcharacter, becaﬁse 29§Q the keying unité and tho.pl;in-toxt ) |
groupings are constant in length. |

3. Effects of varying thc length of the plain-text groupings. - a.

But now consider the effects of making one or the other of these two elements

variable in length. Suppose that the plain-text groupings are made variable

L1n this connection, see Section 3, Military Cryptanalysis, Part II.
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in length and that the keylng units are kent constant in length Then,
even though the kcy may be cycllc 1n character and may rcpeat 1tself many
tlmes in the course of en01pherment external per*od101ty is suppressed

unless the law govornlqg the variation in plaln text grouplngs is 1tself v

cyclic in charqcter and the length of the message is at lcast two or more

"times that of the cxcle appllcable Xo thls varlable grouplng.

b, (1) For example, suppose tho corzo%pondento agree to use reversed
standard cipher alpnabpts w1th the koyword SIGNAL, to « p01phor a nessage,

the latter belng le’de up into groups as shown telow:
T ¢ N A T & «® Ls I G

s L S 'A ,
1 12 123 1234. 12345 1 12 1234 12345 1 12 125 1234 12345
C OM MAN DING CENER A LF TARM YHASI S SU EDG RDER SEFFE o
Q UW UGT KFAH UWNWJ L IN ARy NGPU PONVF I TR OPE RFER OCBBC
‘N A L 's I & N A L S I & ¥ A L
1 12 123 1234 12345 1.12 123 1234 12345 .1 12 123 1234 12345
C.TI VET WENT YFIRS T AT NOO NDIR ECTIN G TH ATT ELEP HONES
L.HS QHS WOFZ KDARQ N NU MMM YIDU OQZKF C NZ NUU' WPWL - EXYHT"
s I ¢ N A L 8§ I
1 12 1231234 12345 1 12 123
C OM MAS WITC HBOAR D SC OMM ...
Q UW UG RFUL .TZMAT I AQ UWW ...
Cryptogram. ‘ _ : .
QUWUG TKFAH CHNW T LHNAR g CPU. PGNVF .
ITROP ERFER O0CBBC LHSQH SWOFZ KDARg NNUN-
MYIDU ODZKF. CNZNU UWPT‘IL EXYHT QUWUG.

ORFUL T ZMA.T IAQUUY w.._.“'”

Figure 1,
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(2) The cipher text in this example (Fig. 1) shows a tetragraphlc
and a}pentagraphlc repetltlon, The two occurrences sf QUWUG (SICOMMA) are
separated by an interval of 90’letters; the two occurrences of ARQN (= IRST)
by'39 letters, The former‘repetition (Quwuc), it will be‘nqted, is a true
periodic repetition, since the plain¥text letters, their grouﬁing, and the
keyletterslare identical., The intervsl in this casé, if counted-in terms_
of letters, is the product of the keying cycls{‘6, by the groupihg cycle,‘;S.
The latter repetition, (ARQN), is not a truc periodic repetition ih ths )
sense that both cyqles_have besn cqmplefcd at the same‘point, as is the case
in the formsr_repetitioh. It is true that the cipher 1stters ARQN, repre-
senting IBST_both times, are produced by tue SOMe kevlettors, I and G, but
the enciphering points in the nroupin: cycln ars dlfferont in tho two cases,

Repctltlons of this tyve may be termed partlolly—osrlodlc repetltlons, to

" distinguish them from those of the conplnt y-ncr=ud1c type.

c. flhen the intervals between the two repetitions hoted above srs
more carefully studied, especially frqm the'point of visw of the interaching
cycles Which‘brought them about, it will be seen that counting according to
groupings and not acsording to single lohters, the two. pentagraphs QUWUG
are separated by an interval of 30 gro plngs.. Or, if one prefers to look

at the matter 1nﬂthc light of the keylng cycls, thc two occurrences of QPWUG

are separated by 30 key lbttcr Slnco the key is but 6 letters in length,v

. this means that tho key has gone through 5 cycles. Thus, the number 30 1s

ths product of the number of lctters in the keying cycle (6) by the number'
of differsnt-longth groupings in the grouplng'cyclo (5). .The 1nteractron
of these two cycles may bP conceived of as partlklnp of the nature'of two
gears. which are in mesh one driven bv th(“aher, Ono of these ‘gears has 6

teeth, the other 5, and tno teeth are numbcind If the two gears are ad-
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' justed 50 that the"number l tcoth" are’ adJacent to each other, and the gears

are caused to revolve, these two teeth Wlll not come togethcr agaln until
the larger gear has made 5 revolutions and the smaller one 6, Durlng thls

tlme, a total of 30 meshings of 1nd1v1dual teoth Wlll have occurred But

‘51ncc ‘one revolutlon of thc smaller gear (=nthe grouplng cycle) represents

he enclpherment of 15 letters, when trunslutv@ 1n tcrmk of letters, the

'6 complete revolutlons o® this gear ‘mean the en01pherr ut of 90 lotters.

This accounts for the perlod of 90, When stated in terms of letters.
d. ' The two occurrenceo of the other repetltlon, ARQN, are at an lnter—

val of 39'letters but in terms of the number of -ntervenlng grouplngs, the

1nterval is 12, wh ch is obv1ously two time the 'eng1n of the keylng

cycle; In other words, the k has in this case passed through 2 cycles.:
.9, In a long nessage en01pherod accordlng to such a scheme as the
foregoing there would be many repetltlons of both types dloCUSSGd above

(the completely-pcrlodlc and the partially-perlodlc) S0 that the cryptanalyst

€

-.mloht encounter some d1ff1culty 1n his attempts to reach a. olutlon, especi-

ally ir he had no 1nformatlon as to the bas1c system. \It is to be noted 1n

this connection that if any one of the prouolngs oxcocd say 5, 6; or'7

' lettere in length, the scheme may give itself away rather easily, since it

is clear that within.each'grouping the enciphcrment'is_Strictly monoalpha-

'betic; ”herefore, in"the'event‘of groupingS'of moré than 5-or 6'letters;

'the monoalphnbctlc equlvqlents of tcll-talc words such as ATTACK BATTALION,

DIVISION etc., would stand out The system is most eff1cac1ous, therefore,
w1th short groupings.
. f. ‘ It should also be noted that there is nothing about the scheme

whlch requlres a regularity in the grouplng cycle such as that embodled in

the example. A lengthy grouplng cycle such as the one shown below may just

=

-
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JR
as easily be employed, it being guided by a key of its own; for example,
thé number of dots and dashesvpontained'iﬁ the Internationa} Morse signals
for the letters composing the phrase DECLARATIQN OF INDEPENDENCE might be
used. Thus, A (.~;)has 2, B (~ ;..)ihas 4, and so on, Hence:

NC
2 4

Ll c> I

DECLARATIONOFINDEPE
3144232123234223141

v =d

D
> 3

O
=

C

4

The grouping cycle is Si;1174-+4}r2 eesy Or 60 letters in length. Suppose

the same phrase is used as an enciphering key for determining the selection

of 01pher alphabets. Since the phrasc contr:ins 25 letters, tho complete
the least common multiple of

period of the system would be/25 and 60 or.300 letters. This system might

appear to yield a very high degree of cryptographic security. But the

student w1ll see as he  progresses that the sccurity is not s0 high as he

may at first glanco suppose it o be.

4, ' Primary and secondary periods; resultant periods. - a. It has

been noted that the length of the complete period in a system such as the
common multiple

forog01ng is the least/ of the length of the two component or interacting

periods. In a way, therefore, sincc the component periods constitute the

basié elément of the scheme, they,may be designated as the basic or primary

periods, These are also hidden or latent poriodé, The gppareﬁt or patent
period,'that is, the complete period, may be designated as the secondary.

or resultant period. In certain types of cipher»machinés, there may be more
than two primary periods, which intcract to produce a rosultant period;.also,

there are cases in which the latter may interact with another primary period

 to produdé ar tertiary poriod; and so on. The final, or resultant, or apparent
period is the onc which is usualily ascertained Tirst as ‘a result.of the study
of the intervals'betwceh repetitions. This may or may not be Broken down

into its cdmpondnt primary poriodsf

b. rAithough a solution may often be obtained without breaking down a
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resultant pe;lod“into'its cemponenf priﬁary periods, the reading of many
messages pefteihingvio‘a widespread system of seefetbcommuhleatien-isemneh
facilitafed when the‘anelySis ls pushed‘fe.its lowest'level ‘thaf is, to’
the point where the final cryptographlc scheme has been reduced to -its
's1mplest terms. Th1s may 1nvolve the dlscovery of a mult1p1101ty of simple

elements wh1ch interact in.successive cryptographlc strata,

| SECTION 11
SOIUT_[ON OF SYSTES USING CONSTANT-LENGTH KEYING UNTTS
' 70 TCIPHER VARTABLE~LINGTH PLXTN-TEXT GRIUPTINGS, I

A . : Paragraph
Introductory reme*’s Mt esisitesecdesastnans vt an oo N 5
Aperiodic .encipheruient produced by groupings according to S
WOPA 1eNEtHS «ievereveneencoeececsnsssossrossasioesscnosnssnana 6
Solution when direct standard cipher alphabets are employed ...... . 7
Solution when reversed standard cipher alphabets are employed .... 8
Comments on foregoing CASES ..eiesirescessecsssostssssesnoncssscnss 9

5. Introductory remarks. - a. The;sysfem'deseribedAln Par. 3 above
is obsiously not_to be clessified as aperiodic in»natgre,.despite the_injec-
tion of a variable.factor<which in that case was based upon irregularity in‘
the length ef ene of the twoﬁelements involved in polyalphabetic sgbstitu;
tion. 'Theiveriable‘feetor was there subject to a law which in itself was
periodic in character, .

-‘b.. .To make sdch,a system_trul& aperiodic ip character, by elabeyatlng
upon the basic‘seheme‘for producing variable-length plain-text groupings,

} weuld,be‘pesslble{ bef impractical, For example,fusing the samebmeﬁhod as
'is'glven inﬁBar,_aglfor determiningithe lengths of the groupings, one might
employ the text of .a book; and if the latter is longer than the message to
be enciphered, the cryptogram would'certainly show no periodicity as regards
the 1ntervals ‘between repetltlons, whlch would be plentiful :However, as

already indicated, such a scheme would not be very practical for regular

N
N
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comminication between a large n;ﬁber of cofresPondents, for reasons wh;ch
are .mno doubt abparent. The book ‘would hdve to be safeguarded as would a
code;:enciphefing and decipheringrwould be ‘quite slow, cumbersome, and sub-
ject. to error; énd, unless -the same key-text were used for all messages,
methods or indicators would have to be adopted to show exactly Where'encipher-
ment begins in each message. A simpler method for producing cbnstantly
. changing, aperiodic plain-text groupings therefore, is to be sought.,
-6, ~-Aperiodic encipherment. produced by groupings according to word
'léngths. -'a, The simplest method for producing aperiodic plain-text group-
ings is'one'WAich has do;btless long ago presented itself to the studenf,
viz, encipherment according to the actual word lengths of the méssage-folﬁe
enciphered; “

b. - Although the average number of letters composing the words Qf dny
alphabetical language is fairly constant, succesSive words comprising piajn
text vary a great deal in this respect, and this vﬁrigtion is_subjeCt to no

law}

"In telegraphic English, fdr examﬁle! the mean-length of words is 5.2
letters; the words may contain from one to- 15 or more.letters? but the succes
sive words vary in -length in an extremely irregular mannef, no matter how
iong the text may be.

g; As a consequence, the use of word lengths for.determining the
: number of. letters to be enciphored by each koyletter of ‘a repetitive key -

commends itself to the inexperienced cryptographer as soon as he comes td

understand the way in which repeating-key ciphers are solved, If there is

1-'It is true, of course, that the differences between two writers in.res-
pect to the lengths and characters of the words contained in their personal
. .vocabularies are often marked and can be measureds These differences may be
subject to certain laws, but the latter are not of the type in which we are
interested, being psychological rather than mathematical in character. See
Rickert, E., New Methods for the Study of Literature, University of Chicago
Press, Chicago, 1927, ' '
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né'ﬁefiodiéity in the cryptégfams, how cangtho~letters of the cipher text,-
writﬁdn in 5-letter grodps, Bé disfributed=into their respcctive monoalphabets?
And if this’very.first-steﬁ is_ impossible, how can . the cryptograms:be-solyed?

7. .Solution when diréct standard cipher alpﬁabeté are;employed.f-}g.
bespite the foregoing rhetorical'éuestions,.the solution of this case is
feaily quife.simple._ It merelj involvesia,mcdification of'the‘methpd given
in a previous text£; wherein solution of a,mgnoalphabetic~cipher.qmploying a
direcf'stanﬁard alphabetiié accomplished by_qdmpleting the plain-component
sequénce.. There, n11 the wads'of thg entire messége comefout“on.a,single
generatri.x of the completion; diagram, . In the ﬁré;i;@n'tbﬂé&, sir;ée thé inldivi-'i.-

dual, separate words of = message are enciphercd. uy different-keyletters,

these words will reappear on difforent geﬁerafrices of the diagram.
Ali the cryptanaiysﬁ hqs'fo do is té_pick them out, Hé can do éhis once he
has found a good‘starting point, by using a little imagination and following - J'
clués afforded by,the-coﬁtext; - . . o e
b. An example will make the method clgar.‘;The-following,messagéjnote
‘ i‘b;s: breyity) has ‘been ;intefceptod: |
TRECS YGE T I LUVWYV ITKMQI RXSPJ
SVAGR X-U XPW VMTUC SYXGX VHEFB LLBHG - ‘l'
g,»j‘Submitting the message to routine study, the first step is to use
normal aiphabet strips and try out the possibility éf-direct'stanaard:alpha-
- bets having been-used;; The completion diagrﬁm for the first lonletferquf-
the message is-shdwn in Fig,-g;
:  g,i Despiﬁe the faét that the text-dqes not,aii reappear on the same
generafrix; the sélution’is*a vefy~éimpléImdttcrAﬁecause'the'firstbthréé words Y
wof;fﬁé-messagefare*éaéiiyAfoﬁnd: CAN YOU GET;-“The»Keyletge;s maf bé éought

-

I

'zMilitary'Cryptanaligié};Parﬁ;I; Par,‘go;,  o
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in the usual manner and are found to be REA, One
may proceed to set up,the remaining letters of the -
message on slldlng normal alphabets, or one may
assume varlous keywords such as READ, REAL, REAM,
) etc,, and_try to continue the decipherment in that
way. The former method is easier. The completed
solution is as follows:
R E A D E R S .
CAN YOU 'GET TIRST REGIMENT 3BY RADIO
TRE C©SY GET ILUVW VIKMQIRX SP . JSVAG
D I G . E S T :
OUR PHONE NOW OUT OF COMMISSION
RXU XPWVM TUC SYX GX VHFFBLLBHG

e. Note the key in the foregoing case: It

NWoOWOoOZERRCYHIN QHBUO OWP NLMNE 4Gl
OWoOoZEHRUYHIOHEUOAW P NKNES<SAH Y
UaQyw p-oq»<>4:s-< S OO R RYHIQ SR
BEPNLM <D SNWONOBEHRRYHIEQHE U Q
OO HOEENRUHIQAEHU AW PNKN S < H0
HEdqdR NoWo BBt R~“HOOHE0Ow P NK
FRHUQuPNHKMHEddHn oo BHRAHDO
o QUEErPNHMHKE<AdAlNOOH o BB RN HmQH H
NHWOHWOZEHRUHIDQHBU QN M= a3
LOHHD QWP NN ES<SA3N DOWOEE H IR Y H

- is composed of the successive key-letters of the

.
2

phrase READERS DIGEST. 5
Figure 2,

8. Solution when reversed standard cipher alphabets are employed.. -
It should by this timé hardly be necessary to indicate that the-only chang»
in the prbcedure‘éet'forth in Par. "c,d in the case’ of reversed standard
cipher alphébets is'fhat‘thb letters of the Cryptégram.must be -converted int.
their éiéiﬁ-compqnent (direct'stand;rd) equiﬁalenté before the completion-
 sequence is gpplied to the message.’ | o

9. Corments on foregoihg cases.‘?‘g,"Tho foregoing cases-afe so
simple in nature that the detailed trea&ment accofded them would seem'hardly

to be warranted at this stage of study.' However, they are'necessary and



g REF ID:RA4146453
' -12 -
. valuable as an 1ntroduct10n to. the more compllcated cases to follow,
2; Throughout thls text, whenever enc1pherment processes are under

s.-,

Adlscuss1on, the pair of encipherlng equatlons commonly referred to as. k

characterlzing the so-called Vlgenere method will be understood, unless o

otherw1se 1ndlcated. Thls method 1nvolves the pa1r of enclpherlng equations

69; - ' that is, the 1ndex letter Whlch is usually ‘the
05 Oy =Bipn » 0% 10 ’

initial- letter_of the pleln component is s e+ OppOoltc the keyletter on the

cipher component-ﬁthe plain-text letter to be enciphered is sought on the

plaln component and its oqulvalent is. the letter Oppos1te 1t on the cipher

Acomponent.l‘t L ' h o T .
o c. The:solution of messages propared‘eccor{ing,to rhe-two preceding '
;metnods 15 barticularly easy, for thé reaédn.tnefisfandard.cinher'alphébets
éare employcd and theae, of couruo; aro derined from gngﬂn cohpononts.. Tho
 s1gnif1cance of;thls statement should'by rhis time Bé Quite 6bvi6ﬁé'to the
student.v,Butgwhat if mixed alphabets arelembloyed, éé'ﬁhﬁt oﬁe'ar botn"of
the components-uponfwhich'theicipher alphabets are besed‘are unknown,sequences?.
The simple procednretof;compleﬁing;the plain component'obyious;y cannot be(
used. "'Since the messages are polyalphabetic \in charac_ter, and since 'the‘ ‘ O
process of - factoring-cannot be applied, it,wou}d.seem thet'the‘so}ution of
messages enciphered in;d;fferenﬁ nlgheﬁetsnand;eccordingﬂto,Word lengths
would be a rather difficult natter. However! it will soon be mede cleor that

the- solution is not nearly so difficult as first Iimpression might lead the

'student,to imagine. - -

‘

1See in thls connectlon, Military Cryptanaly51s, Part II, Section II, and
‘Appendix 1.

Ve



o

REF ID:A4146453
- 1% -

SECTION III

. . SOLUTION OF.SYSTEMS USING CONSTANT-LENGTH KEYING UNITS
TO ENCIPHER VARIABLE-LENGTH PLAIN-TEXT GROUPINGS, II.

- . Paragraph
Solution when the original word lengths‘are retained in :
the Cryplogram .iveer v rerreseromessassaassosansnn crreeraae 10
Solution when other types of alphabets are employcd cesesesanen 11
Isomorphism.and its importance .in cryptanalytics ............... 12
Illustration of the application of phenomena of isomorphism
in s0lving a CryploOZram s.eiireeosvesanssessnssonssanernsessoss . 13

10. Sélution when the ofiginal word lengths are retained.in the cryp-
togram;v— a. This case will be discussed not bepauSe‘it.is encountered in
practical military cryptography butgbecause it affords a.good,intrbduéfidn

P

to the caSe in which the original word lehgths arc no longer in evidénce in
~the cryptogfém, the latfe: qppearing in the usual s—iétter groups.

| 2: Referéncejié.made at this point to the»phenomcnon called idiomor-
phiém, and its falue.in connection with the application of the pfinciﬁles of
" solution by the "pfobablé-word" méthod, as explained in aibfevious fextl .
When the original word lengths of a message are retained,in'the cryﬁtogram,
theré is no diffﬁcdlty in searching fbr and iocating idiomorphs and then
makihg aoﬁparisoﬁs bétwcen these idiomorpﬁié scﬁﬁéncos in the méssage éﬂd
Sp801ql word patterns set forth in lists malntqlubd for the purpose. Fdr

example, in the followlng nessage note tne undorllned vroupg and study the

1etters within these groups'f

- o

1'Iv('il‘itary‘ Cryptanalysis, Part I, Par. 33 a-d, incl.
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MESSAGE: ©

XIXLP EQVIB VEFHAPFVT RT XWK PWEWIWRD XN

NTJCTYZL 0OAS XYQ ARVVRKFONT BH SFIDUUXFP
OUVIGIPF ULBFZ RV DKUKW ROHROZ

IDIOMORPHIC SLQ,UENCES

(1) PWEWIWRD (2) ARVVRFFONT (3)3-‘3f__J'D'_UU_xg'Pj
. -~ 7 - . . N . ., . _— 1 i

(4) ROHROZ
e —

Ce . Reference to l_ists of words commonly found in military fext, and

érranged. according to their idiomorphic patterns or formulae soon gives

spg._gestion'é for these cipher groups. Thus: L o “ ] ‘.
(1) PWEWIWRD . (3) SFIDUUXFP
0 DIVISION - " ARTILLERY
| S, S— T e em——tr—— e
(2)'V'ARV"VRKF01‘T (4 ROHRO Z
"BATTALTIO!I S OCLOCK

Q._ Wl‘bh these assumed equlvalents a reconstructlon skeleton o'r diagram

" of: 01pher alphabets (formlng' a portlon of‘a quat__imcpla—r_tg}:le) 1_3, establlshed,l

on .tl‘le&'hypothe?siﬂs’,that the cipher alphébets 'haye been .de"riv.e.d f:;'pm }:h__e s}.iding

of a mixg_d“ co_mﬁo,nent ,égainst the normal éequeqce. Flrstlt is noted that

since Opchboth An the word DIVISION a}ld 1n ,t}}(g wp;'d OCLOCK, ﬁheir .c_*iph_el"' "
équivalegt,s_ gr‘u;vst be in thé same alphabet,  The _reconst'ruction skelvetonj is_‘_

then as follows:

Al B{CID|IE|F|GIHITIT/KILIM N 0| P{Q Rl | T|{U]V|{w X Y|Z
DIVISION, OCLOCK (1) | | {ojP wl |z ]| (/R I E
" BATTALION (2) | RA 1 HEl ] K| (Mo | v
 armILIERY (3) |s X p| | v LIRE; P

Figure 3a.
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e. Noting that the interval between O and R in the first and second
alphabetsv is fha same, direét s.ynunej:ryj of po;;ition is a;sswncd. In a few

moments the first alphabetj in the skeleton becofies as,_‘fc')llows:

NI F'GHIJKLM.'N-}O’iPQAR’S'T.UViWXYZ
(1) | mpp!| Bir|vivxzH pirial vl 1| | [EF| [k
(2) [Rja| IBRERBEREH [ v
| (3) S X RBE f HERE P
Figpre‘ﬁé.
~ . ) f. The keyword upon which the mixed component is based is now not

difficult to find: HYDRAULIC..
g.- (1) To decipher the entire message; the simplest procedure is to

convert the cipher letters into their plain-component equivalents (setting

ol

thé HYDRAﬁLIC .+ o«Z Sequence against‘thé normal alphabct at any point of

» coincidence) and then completing the'pléin-compénent sequence, as usual, - The
words of the me,ssége will then reappsar on difforqx}t generatrices, The key-
letters‘may then be ascertained and the solution completed, Thus, for tﬂe

. first three words, the diagram is as follows:
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Plain ... ABCDEFGHIJKLMNOPQRSTUVWXYZ -
Cipher ... EYDRAULICBEFGIKENOPQSTVIXZ
XIXLP EQVIB VEFHAPFVT
YHYGS KTWHJ - WKLAESLW.V
ZIZHT LUXIK XLMBFTMXW
AJTATIU MVYJTL YMNCGUNYX
" BKBJV V" NWZKM ZNODHVOZY.
CLCKW. OXALN _AOREIWPAZ
"DMDLX . PYBMO :--BPQFJXQBA
. ENEMY ' 'QZCNP  CQRGKYRCB
" Ap=S;: RADOQ DRSHLZSDC
SBEPR ' 'ESTIMATED
TCPFQS =P :
"UDGRT bp = e
VEHSU
WFITV
XGJIUW
LYHXKVX
ZILWY
ATMXZ
BEKNYA
.CLOZB
DMPAC
ENQBD
FORGCE
A =0 E
P C
Figure 4,

(2). The key for the message is found. to be SUPREME.CQURT and, the
complgte nessage s _a_('s,‘,,fpllqwszf .
| SOLUTION -
s U P M E c 0 U R

4 R E
ENEMY FORCE ESTIMATED AS ONE DIVISION OF INFANTRY AND TWO BATTALIONS
XIXIP EQVIB VEFHAPFVT RT XK PWEVIVRD XMs NTICTYZL. OAS XYQ~ ARVVRKFONT

1

T S U P R E M
OF ARTILLERY MARCHING NORTH AT SEVEN O0CLOCK
BH SFJDUUXFP OUVIGJPF ULBFZ RV DKUKW ROHROZ
g, ‘In case the plain-component is the reversed normal sequence, the
procedure- is no different from the foregoing, except that in the completion

diagram the reversed sequence is employed after the cipher letters have been

converted into their plain-component equivalents,

"“_\‘
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h, - No doubt the student reallzes from h1s previous work that once

to

the prlmary mlxed component has been recovered the latter becomes a known

sequence and that the solution of subsequent nessages employing the same

s

set of derived alphabets, even though the keys to individual messages are

different, then becomes a simple matter,

11. Solution.when other types of alphabets are employed. - a., The fore-
going examples‘involve the use elther of standard ¢ipher alphabets or of
nixed cipher-alphabets‘produced by the'sllding of a mixed component against
the normal sequence. There ls, hoWever,_nothing ahout the general crypto-
igraphic scheme which prevents the use of other types of derived, interrc-
lated, or secondary mixed alphabets;. Clphor alphabcts produced by the sliding
of a mixed component against itsclf (elther dlrect or reversed) or by the
sliding of two different mixed”components are very commonly encountered in
these cases, .

2: The solution of such cases involves only sllght‘modifications in
procedure, namely, those connected w1th thn reconstructlon of the prlmary
comnonents. The student should be in a p051t10n to cmploy to nood advantage
and without difficulty what he has learned about the pr1nc1ples of 1nd1rect
symmetry of p051t10n in the solution of cases of the kind descrlbed |

c. The solution of a massage prep“rbd w1tu leGd alphabets derived
asg indicated in Suhpar.rpﬁ may be a dliflcult matter, dependlng upon the
length of the message in question, It might, of course, be almost impossible
if the message is. short, and there iz no backpround for the application of
the probable-word method, But if the message is qultc long, Or, what is-
more probable with respect to nllltary communlcatlons, should the system be

used for regular traffic, so that there are avallable for study several
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messages enciphered by the samé setuof.alphabets, then the problem becomes
much oasior. In addltlon to thé uoual stcp in solution by the probable-
word mothod .guldod by a gearch for q“d 1aoqt1flcﬂtlon of 1d10morphs, there
is the holp that can bo Obt&l* a *rom ﬁgc nse of tbc pqcnomena of isomorghlsm,
a study of whlch forms'th@ subgnct of discuseion in tho next paragraph.

12.‘ Isomorphism and:its ihp6rtaﬁcé ih cryptanalvtlcs.‘;'ggr The term
idlomorphism is familiar to uhe studeat . It des1vnatvs the phenomena a}ls-

1ng irom the preseace wnd poqltionq of repeatod lete“S in plaln—text words,

as a result of Whlnk such wordu maJ bn classified according to their comgo-

[

Jltlons, pdtterns", or formulae. The term isomorphigg (from the Greek

. . . ,.' ) ‘( - . PR
"1sos" meanlng "equal" and "morphe" meanlng "fo*m"' designates the phenomena '.
arlsinp from the ex*stoncu of two or more 1d10moiphs with 1dent1cal formulno

Two or more seqaanves Whlbh possess iaentlcal formulac are sald to be

.
. [
Ll

isomorphic,
3; | Isém&fﬁhﬁsQ mdj-e¥ig£‘i;'flaih teitﬂdr‘in cipher.tékf. foi:éidmﬁle,
the three words WARRANT, LETTBRS and MISSION are 1somorohlc."ifAéhcipﬁéred
mcnoalphabctlcal ' thblr ciphﬁr equlvulunts would ulSO ve 1eomorph1c. .in
general 1somorphlsm ig a phcnomcnon of AOHoalphquthlu (either plaln or
clpher) ' but there ;1ro'1'1~t‘az’ces w;:r.ormn it is latenfc and can Be made phtont 4.
in polyalphabotlc c*yptog“JHQ. o e
é{" In practlcal cryptunaTvs1 tﬁ- prenomena of 1somorpnlgm afford a
constﬁntly astonlshllg source of clues and-ﬁlds in solﬁtlon.. The alert
cryptanalyst is always on the lookout for situations in which.he'éénnéaké
advxntage of tbeoo phenomcna, for thcy arn‘ambqe thc mcst 1nterost1ng and
. most 1mportant in cryptqnq;ytlcs.
iﬁ. Illustratlon of the use of 1scmorph1sm. é"g} Let us”ddASidbf the

case dloCUbSGd under Par. lO, whbr01n a message was en01oher d Nlth a set

of mixed cipher alphabets derived from sliding_the keyword-mixéd primafy
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component HYDRAULIC ... XZ against tﬁe‘norméi sequence. Suppose the message
to be as follows (for simplibity,:original word‘lengths afe retained):

“ CRYPTOGRAM

VCLLKIDVSIDCI ORKD CFSTV IXHMPPFXU EVZ2Z

FX NAKFORA DKOMP ISE CSPPHQKCLZKSQ LPRO

TZWBCX HOQCFFAOX ROYXANO EMDMZMTS

TZFVUEAORSTL AU PADDERXPNBYXAR IGHFX J"X:I

b. (1) Only a few minutes inspection discloses the following three

sets of isomorphs:

LL f(a) IXHMPPF X

(1)4(b) CSPPHQKCLZKSQ (b) HOQGFFAOQX
| . 5

() PADDERXPNBXAR ) '
G > (a) NAKFORA

(b) ROYXANDO
e

(2) VWithout stopping to refer to word-pattern lists in an attempt

to identify the very striking idiomorphs of the first set; let the student
proceed.to build up parﬁial sequences of equivglents, as thoﬁgh he were
dealiné with a case of indirect symmetry of position. Thus:¥
From isomorphs (1)(a) and (1)(b): |
VEC C0S; LGP KOH IS DOK SOL 52
- from which the following partial sequences are constructed; |
(a) veszp | (b). DKH (¢} IQ - (d4) Jz
From isomorphs (1}(b) and (1)(c):
CaxP; ST+ 4; P3¥D; HITE; QR KOG X LON 235 B
from Which the following partial sequonccs.are constructed:
(e) 0 (£) sa (g) EE (n) R (1) KX (§) IN (k) zB
From isomorphs'(i)(a) and (1)(c): :

VL P CX=4A LD KL E ISR DX STN; T4 B

“The gymbol <x i to be rezd "is ejuivalent to."
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From which the follow1ng yuruli* secuencc. are conctruc ed:
(1) X  (m) (a) ch (0) K (p) IR (q) su (r) 7B

Notlng that the iata frow the thiee :Uomornus of this set mey be combined,

(VCSLP and CPD make VbSLP..D the latter and LDK make VCSLF..D...X) the follow-

1nb sequencee are es tEbll“hPﬁ

(L} 1 2 3 4 5 6 7 8 9 10 11 12 13

¢ 8 L.P A B D K U X B
~3L 2.3 4 5 o : 4
(‘){1 Q . . R :

1 2 3 45 | | o

¢. (1) The fdbt that the longest of these chaine censists of exactly
13 letters and that no additioﬁs_can be made from therthervtwo cases of

isomorphicm, leads to ‘the assumption thit a ’uoii -chizin® is here disclosed

and that - the latter reoreeents a decimation of the original primary component

: 123456789
at an even interval, I\qoflnF thc nlarenent of tne letters V.S . P .N.K,

which gives the sequence the aopearauce of beL“f the latter nmlf of ~keyword—_

mixed sequence runnlng in the revexued dJreotLon, 1e1 tLe help—chrlq be re-
versed and extended to 26 places as follow

1234567891011 12 13 14 15 16 17 18°19 20 21 22 23 24 25 26
“E . K N.P 8 vV X H D A L . -¢

(2) The date from the two partial cheing (JZ..B and IQ..R) may
"now be used, and the letters ibssvted into their proper positioxns. ' Thus:

1132 13 14 15 16 17 18 19 20 21 22 23 24 25 26

1234567291
T P € .V . X 72 &% .DRA . LI CB

L..dK.8.P

(3) The ceauencefﬂ .DEA.LYC coon ”uggcsﬁs HYDRAULIC ae the

keyword. iThen the mixed sequence is fhen aneLooed in fu*l, comolete corro-

boration will he found from the deta of 150;01th (x)(b) and 3(&)(b). Thus:

1224567291011 12 12 5 16 17 13 19 20 21 22 23 24 25 26
HY D RAULIC B E F G J KM N O P Q 3TV W X 2
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AVHXTXNHO '
BWIYUYOIP A
CXJTzVZPTJTO
DYXKAWAQKR
EZLBXBRLS
FAMCYCSMHT
GBNDZDTHNU
HCOEAEUOGYV
IDPFBFVPVW
JEQGCGYW X
KFRHDHXRY
LGSIEIYSZ
MHTJIFJTZTA
NIUKGKATUB
O JVLHLBYVC
PEKEYMIMCWD
QLXNJINDXE
RMYOKOEYFE
SNZPLPFZE
TOAQMQGAH
UPBRNRHEBI
vQCs80SICT
WRDTPTJIDK"
XSEUQUKEIL
YTFVRVLFM
ZUGWSWHMGN

Figure 7,

b. lf, as a result of the analysis of sevoral messages (as described
in Par. é5), mixed primary components have been reconstructed, the solution
of subsequentiﬁessageS'may'readily be ‘accomplished by following the orocedure
outlined in Eqabove, gince in that case tHe ciphér alphabets have beoome Imova
alphabéts. | |

25. Solution of cipher-text, auto-keyed cryptograms by frequency
analysis..—.g{ Toke tho short‘messéée given in Par. Zﬁc(l). It happens that
_the letter R, oocurs four tlmos and because of the nature of the syétom it
also appears four tlmes in the key. It 1s clear that all plaln text letters
_enC1phered by Ry must be 1n the qame 01pher alphabet 'in other words, every

‘_c1phe;:letter whlchulmm dlately follows an R in the cryptogram belongs to

what may'bo‘designatod;qonveplontly,gs.tho.R 01pher alphabep. The same is
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true of every cipher lctter followiﬁg an Ac’ é B,, a C,, and so on. In short,
if a special kind of dist;ibut;on isfméad'of_tho text of a cryptogram enci-
pﬁerod in this way, the text can beballocatéd‘into 26 uniliteral, monoalpha-
betic frequency distributions,'and the la£t§f can then be solved by frequency
analysis, providing there are sufficiént data'for the purpose in one or more -
of the distributions,

b. An cxample will serve to clarify the procedure. Supposc the follow-

ing eryptograms are at hand:

(1) USYPW TRXDI KMLEXR KVDBD DQGSU NSFBO

BEKVB MAMMO TXXBYW ENAXM QLZIX DIXGEZ
PMYUC NEVVJI LKZEK URCHNI FQFNN YGSITJ 0
TCVNI XDDAQ EXKLR VRFRF XROCS SJITBYV

EFAAG ZRLFD NDSCD MPBBYVY DEWRR NQICH
ATNNB OUPIT JLXTC VAOVE YJJLK DMLEG !
NXQWH UVEVY P‘I:Q.G'w UPVEU BMELB OAEOT
TNKKU XLODL WrHCZ R |
"‘(‘2‘)"""BIHK.AIBF_ GRXLG HOUZO0 LLZNA MHCTY, \S(.}.A,AT
"X RSET KVBWK OTGUQ .QF JO.C ,YY‘BVKV\IXDVM}I‘l'
KTTCF KVKRO- BOEPL D

SRIGNR IQOVJ YKIPH

JOEYM RPELW HOTJO CRIIX OZETZ NK

" (3) BaLO z TRRV N MHCVB YUHAO EDOVAC QVVIL
KZEKU- RFRFX YBHAL Z0FHM RSIYL APGRS
XAG x D MCUNX XLXGZ ';‘J"'P',*_:J'U I ¥DB BY PVFZN
 BINNB ITHL 7 0053 Iy CATKPB LY . |
A éet'éf 26 digtripﬁtioné is how made;zéorreéponding.tg'the-26.letteré.of the
élphabef.a ihméaéh»aistfibﬁiibnié‘tal}y*is entéréd in't@é'dpprbpriate céii to
.indiéa£e7the;diphéf.iétﬁé%ﬁWﬁich“immedigtelyhfolléwé éach!opcurroncg,of'the‘

letter to which the distribution applies.
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Key +vve.. (IKYRZECSHMMDWARDDVOS . . .
Plain'.... NOTIFYQUARTERMASTER .. .
Cipher ... KYRZECSMMDWARDDVOST ...
(2) If a keyword is used:

Key vvoee. TYPEWRITERIGMIMBPYNETL . .
Plain .... NOTIFYQUARTERMASTER ...
Cipher ... GMIMBPWNEIZGQGZYBHRRV . . .

(3) Sométimgs only the last cipher letter resulting from the use

of the.prearranged keyword 1s used as the keyletter-for enciphering the

‘auto-keyed portion of the text. Thué, in the last example, the plain text

beginning TERMASTER would be enciphered as follows:

Key oo TYPEWRITERJIIBFWIIATX . ..
Plain ,... NOTIFYQUARTERMASTER. .
Cipher .GMIMBPYNEIBFWIIATXO. ..

d. In the foregoing examples, dirsct stundard alphabets are Employed;
but mixed alphabets, sithier interrelated or inaepeﬁdent, may be used just
as readily. Also, instesd of the olqzn‘ry type of cipher alphqbcts, one
mzy employ ; mathematlan process of adqntlon (See_:&r. AO£ of Special Text
No. 166 AdVanced M111tnry CIVHTObraJth but the difference between the
latte,Jroccsc and the ordinery one using sliding alphabets.is mofe appargnt.

thanrfeal. . {

e. u;nce the an#]ywls of ths case in which the cipher text;cdnstitu@es
the augg key 1u‘uouaL¢y easier than that in which thc pl”ln text.sérfés this
functlon, the former will be the first to be dlscussed. |

24 . Solution of cipher-text auto—keygd cryptograms when known alphabets
are employed. - a. (1) First of 21l it is to be noted that if the crypt—
analyst knowe the cipher alphabets which were employed in enc1pherment, the
solution presents hardly any problem st all. It-.is only necessary to de-

cipher the message beyond the keyletter or keyword portion and the initial

part of the plain text epc1phered by this keyletter or keyword can be filled

\
v



REF ID:A4146453

a8 o

_in from the-confext; ;An éxampie;fus5né éﬁén&gfd éiphef.alphaﬁetsé fcllows
herewith: - | ‘

Cipher ... W2 GQVOHYV M Q WE O UHAALNBNGZZ : £S5 KD

(2) ertlnp the cipher text as kcy bttCTS (dl ced one interval

to the right) and dec1pner1ng by direct s tandard alﬁnabet° ylelds the follow-

ing:
Key vvveee WISGQVOHVMQWEQUHAALNBNZZMPESK
Cipher ... WS GQVOHVMQWEQUAAALEBNZZMPESKD
Plain .... WOKFTTOREGIMENTALCOMMANDDPC:ST
(3). Trial of the word REPORT es the initial word of'thewméSSége
‘yields an intelligible word as the initisl key: FOGCE, so that the message 0
reads: '
Key +vevve FORCEVOHYVMQ
Cipher ... WS GQVOHVHQ ... J
Plain’ ... "REPOLTTORE :

“(4) " A semi-automatic method of solving such a message is to use
sliding normal alphabets and siign the strips so that, as one progresses from

left to right, each cipher letter is set opposite the letter A on the preceding

strip, Takingiphe'letters’VMQWEQUH in the foregoing‘ekimple,'note the’
following series of placements of the successive strips. Then note how the - D

successive plain-text létters of the word REGIMENT reappear to the left of the
. vy
seccessive cipher letters MQWEGUH.

el
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advance; if the interquptor is a plain-text lgtter, while the interruptions
can be indicated before encipherment is begun, the irregularities occasioned
by the interruptions iﬂ keying cause confusion and quite matorially retard
the éﬁciphering'proééss;l In deciphering,.the rate of sbeed wquid be just as
slbw in either méthod. It is obvious that one of’thg»princ;p;l diSadﬁantagcs
in all these methods ié that if an errof in transmission is‘ﬁade; if some
letfers are omitted, or if anything gappens to the interruptor letter, the
meésagé'becomes diffieult or impossible t0 dééryptograph by’ the oérdinary code
clerk, . Finally, the degree of cryptographic security attainablé by most of

these methods is not sufficient for military purposes.
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 SECTION VI.

" SOLUTION OF AUTO-KEY SYSTEMS, I.

- ' L ‘Paragraph
The two basic methods of auto-key encipherment ...... ceeeeseesaneass 23
Solution of cipher-text auto-keyed cryptogramé when known S

alphabets are employed. ..... etetecsessestenaaanenane cevessesnnenne Rh

Solution of cipher-text auto-keyed cryptégrams by frequency analysis 25
Special case of solution of cipher-text auto-Keyed cryntograms ..... 26

23. The two,basic}methqﬁs_ofiauto~k¢y eqéipher@ent. - g,’;In.auto—kgy
encipherment -there are wo possible sources for succgssiya keyletters§' the
plain text or the cipher ﬁexp of the mess§gelitsglf,n.In either case, the »
initial keyletter or keyletters are supplied by preagreement between the
correspondents; éftethhat the text letters that are to serve as the key
are displaéed 1, 2,‘3, e inﬁervals to the right, depeﬁdinglupoh the
length of the prearrsnged key.

L. (1) An exanple of plain-text keying will fifst be shown, to re-
fresh the studeht;s recollection. Let the previously-agreed upon key con-

sist of a single letter, say %, and let the cipher alphabets be direct

standard alphabets.

=<l

Key eeeee o X NOTIFYGQUARTERMASTE
Plain .... NOTELFYQUARTERNMASTER. ..
Cipher ... KBEBNDOKURRKRXVDMSLIXV

{2) Instsad of having 2 single lelter serve as the initial key,
a word or even a long phrase mey be used. Thus (using TYPEWRITER as the

initial key):

Key vuvnns TYPEWRITLER|NOTIFYQUAR.
Plain .... NOT LI FYQUARTERMASTER. ..
Cipher ... GMIMBPYNEIGSKU¥QJIYR. ..

c. (1) In cipher-text euto-keying the procedure is quite similar.

If a single initial keyletter is used:
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counterbalanced by the fact that Whereas in fhe fofﬁérvéése'the cryptanalyst
-is dealing with the initial words)éf meésages, in‘fhié aase heigs dealiﬂg
»ﬁith intefior pOftions of théﬂteX£ and héé‘ﬁb'ﬁéy of kné%ihg'Wheré a.word
:begins. The iatter‘femarks n;turally do;nbt éppiy to fheIEase where.a.whole
set of;ﬁQSSages in this s&sfem, ail in fheAséme.key, can be'éubjected fo |
simult;neodé study. In‘suchAa case,theﬁcrybfﬁﬁalyst would also have the
initial_ﬁords to work uéon. | | | , 

22.* Coﬁciﬁding remarké. - 8. Thé preﬁeding twg paragféphs both dé;l
with %hé'fifst'andAsimplesf of the three basic céses referred tb‘under~faf; 2
The second 6f those casestinvolves,considerably.more work in solutién fb;;éhe
reason‘that when the interruption takes place and the keying se@ﬁeﬁéé.fgééh—
mences, the latter is not invariably_the initial»point of the sééuence, as
in the first case. | )

b. . In the second of those casss thg'interruptor causes a bréak in the
keying sequence snd a recommencement at ;n& one qf the.lb keyiﬁg elements,.
Qonsequgntly, it is impossible néw ﬁerelyitp éuperimpose'soctions,of fhe_tpxt
by shifting them éo that their initigl letterslfall in the same column, But
a superiﬁ#osition is nevertheless possible? provided the intefrupﬁions-dél
not occur so frequently that septions of only a very“fewlletters are encipher_
cd by se@gent keylefters. in order to accomﬁl?sh,& proper‘superimposition-
in this case; a statistical testvﬁould go esséntiaIJ and'fqr-fhié é good
many letters are required, The naturc of this.test ﬁill.be explained in
Section X. B
Ce The samg_thing‘is;true of the last of tho‘three cases méntioned

under Par. 18, The solution of a case of this sort-is admittedly a rather

difficult matter Which‘willlbe taken up in ité_proper place later, -
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. -(l) In the cases tbus far studled elthor the pldln ~text, grouplnge

j=

wére variable 1n length and wcre en01pherod by a constant- length key, or the
plaln;text groupnnps were constant in length and were enciphered by a varlable-
, length key. It is pous1ble, however,.to comblne both prlnc*plos and to apply
.'a Vdrlable longth kcy to varlable lenpth grouplnge of the plq1n tcxt

(2) Suppose tho communlcantq aprwo to onc‘phor a mcssage accordlng
tobword lcnétns but, at 1rreguldr 1rtcrvq]s, to add at tho end of a. word an

interruptor letter Whlch w1ll serve to 1nLorxupt the key. Noto the follow1ng,

in whlch th koy is’ BUuINESS MACHIPES and tno 1ntcrruptor letter 1s X

Kby...... B U S B dl"

Plain.ee. AMMUN ITION. FOR -FIRSTX  ART I LLE R Y -ete. .

Cipher... B T T V ODbowWYy E AV ZDFGJO B H D O S S H I
Cryptogram:

BT T:R vV ODOWYV EQVZD ¥GJOB HDOSS - JHI.u. ete, .
s (3) The foregoing system is only a.minor modification.of.tne simple
case offofdinary wofd length encipherment &s -explained in Sect. II, If
standard'cipher'alphabets ére’used,{the.spasmodic interruption. and the pre-

-sence’ of theinterruptor letter would cause no difficulty whatever, since the

solution can be” achleved mec¢hanically, by completing the plaln-component O

! sequence,- If Unknown mixed cipher alphabetS’are-used, and the prlmary compo-

nents are- unknown, solutlon may be' reached: by following tho proceduro out-
lined 1n+Soct10ns»II*ananII,.with such‘modifications as are suitable to the
case, |

e. It is hardly necessary to point out that the foregoing types of -
aperiodio-substitution are~ratheriunsuitable‘for‘prﬁdtical-militdry nsdéc:o
Encipnermont‘iS'slowwano“subject‘to error., In some cases encipherment can
be accomplished only by single-letterroporation. For if the-interruptor is

a cipher letter the key is interrupted by a letter Which_cannot be known. in
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two distributions, froquency studies beiog aided by considerations based upon
probablo words. In thié case, sincé tﬁo toxt oomprises ohiy'tho begihﬁings
of'meosages, ossumptiooé for probablo'ﬁordowoéo ﬁoro eaéiiy mode than whonJ‘
wordé are sought in the 1ntcr10rs of ﬁessaées;n Soch ooﬁmoﬁ i;%roductofywa
words as REQUEDT REFER ENEMY, WHAT, WHEN IN SEND, etc., are gpod ones to
assume., Furthermore, high-frecqueoncy dlgrdpha usod a8 the 1n1t1ql dlgraphs of
commoo‘ﬁordu Wlll of course mqnlfost th ﬁsclvos in thovflrot two columno. :
The groatest aid in this process is,tas'usuol, a famiiiafity with tho "word
habité"oof.the enerny.
(4) Iet the student try fo soi#i tno rr%oag s; in 50 ddihé he

Will'more or less quickly fiﬁd the couse oi uh€ re pld fulllng off in rono-
glphaﬁeticity as the coiumns progress to the-rlght from the 1n1t1al polnt of
.the,messages. | o G | - |

él. Interruptor is a 01pher-tpxt ietter. ;.g, In‘thé‘preoéding oaée?d.
plaln text letter serves as the 1nterruoto But now suppose the commoﬂio“”ts
.agree that the 1nterruptlon in the key will takc place 1mned1ately after a
prov1ously—agreed-upon letter, say Q, occurs in the 01oher toxt.. The key

would then be 1nterrupted as shown in thoAfollow1ng example:

Key...... BUSINESSMACHINESBUSINES SN
Plain.... AMMUNIT LONFORFIRSTARTILLE
Cipher... BOLYRPJDROJKXTPFYXSXBPUUQ
Koy..o... BUSINESSMACHIN|BUSINESSMACHI|BU
Plain.... RYWILLBELOADED|AFTERAYMNUNIT|IO
Cipher... ERNMYTTXHPCRFQIBEJFIELLBONGQ|OQ
Key......BUSINESSHMACH|BUSINE

Plain.... NFORTHIRDART 'I LLERY .

Cipher... VECXBODFPAZQIONUF IC

Cryptoyram

BOLYR PIDRO JKXTP FYXSX BPUUQ, HRNMY PTXHP
CRFQB EJFIE LLBoN T0QVE CX BOD FPAZQ, ONUT I

CXXXX
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_p, In the foreg01ng exumple, thele are no C':Lgnn‘a.cant repetltlons.

Such_as do occur comprlse only dlgranhs, one of whlch is purely a001dental.

But the absence of 51gn1flcant, long repetltlons is 1tself purely accldental
for had the 1nterrup+or letter been a lettex other than Qc, then the phrase
AMMUNITION FOR, whlch occurs tw1ce, mlght have becn en01phcred 1dentlcally

both tlmes. If a sho t key is emplo"ed pa potltlons may be plentlful For

example, note the followlng, 1n whlch Se is the 1nterruptor‘letter:

Key.oouno ANDSBANDSBANDSBANDSBAN BANDSBANDSSB
Plain.... ROMFOURFIVETOFOURTFIFTE ]| ENAMBARRAGE
TAKZWXI-IDACBNZWXIIDKWS JONKTBTIDHUJ

B
F
Cipher... K
Tb

c. i last example glves a clue to one mr‘thod cf‘ attackmg thls typn ‘.

of syster. There will be repetitlons wltnln short sectlons, and the 1ntcrval
between themlW1ll semetlpes permlt of asce“talnlng thellength of thoAkey.. In
:such short sections, the letters whicb intervcne between the repeated seqeences
may ee ellmlnated es pos 91ble 1nterruptor letrer;.' mhus‘, the letters A, C,

B, and ﬁ ﬁay belellmlnated, 1n thc foregolng exaﬁple, &8 1nterruptor letters.
By extenemn of this prmc 1plf‘ to the letters 1nterven1ng between o+her re\pe—

" titions, one may more or less culckly ascc“taln vhat lmutor serves as the

ey
0 '&"

interruptor-l o | o | . R '
d. Once the 1nterruwtor lottor has beon found tﬁe next sfep 1s te |

break up the mossege 1nlo "uslntnrrupt d" scqucncos and then‘attompt a‘solu—

tlon by super1mpos1t10n. T» ‘or1n01ples eyplalned in Par. 20 need only be

modlfled in minor respects. In the flrst placo 1n thls case the columns of

"~ ‘text formed by the superlmp051t10n of unlntcrrupted eequences w1ll be purely

monoalphabetic, whereas in the case of the example in Par. 20, only the very
flrst column 1s purely monoalphabetlc, the monoalphabetlclty falllnp off
very rapldly with the 4d, Bd o e co]umns. ance, in thls case the qnaly31s

of the 1ndiv1dual alphabets should be an eaaler.task. But thls would be
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imposition can be employad, provided the hassages cag‘be superiﬁposed correct-
ly, that is, so fhat the lettérs'ﬁaich'fail in one calumn’really belong to
. one cipher alphabet. Just how this can be done W;Il be demonatrated in sub-
sequent paragraphs, and a clue has already been given in Par, l&g.b At this
poinf, howevaf, a simpio iliustration of the aethdd will be given, using the
 substitution system discussed in Par, 19,

b. Example. (l) A set of 35 messages has Been intercepted on the
same day. Pfesﬁmabiy-the§ ars all in;fhe same key, and thé.presence of repe-
titions betWeenfmessages corroboyatcs this assumptidn; 'But‘fpe iptcrvals
between_repetitions within the same message do not show any commoa factor
and the mesaagaa appear 1o ae aperiodic in‘nafurei The probableoword method
has been appiieq, usingAstagdard alphabots, with' no success, - The messages -
are then superimposedl(Fig. 5);‘the frequency distribufions for the first 10

columns are as shown in Fig. 6.

1 ZCTPZWZPEPZQX 19 AFEOJTTDTIT
2 WTEQMXZSYSPRC 20 KPVFQWPKTEYTV

2 TCRWCXTBHH 21 ZABGRTXPUQX

4 EFKCSZRIHA .22 YHEOCUHMDT

5 YANCIHZNUW 23 CLCPZIKOTH

6 VZIETIRRGX 24 AFLWWZQMDT

7 HCQICKGUON 25 °ZCWAPMBSAWL

8 ZCFCLXRKQW . 26 HFLMHRZNAPECEI
9 HWWPTEWCIMIS ‘ 27 CLZGEMKZTO ‘
10 EPDOZCLIKSJTJ 28 TPYFKOTIZUH

11 WTSSQZPZIET 20 ZCCPSNEOPHDYL
12 ZCGGYFCSBG. 30 CIYGIFTSYTLE
13 CWZAOOEMHWTZP?" 31 YTSVWVDGHPGUZ
14 CIYGIFBDTVIX . 2 NOCAIFBJIBLGHY
15 EAQDRDNSRCAPDT 33 ZXXFLFEGJIL

16 YFWCQQBZCWC . . 34 ZCTMMBZJTO0O

17 WTEZQSKUHC P 3% HCQIWSYSBPHCZYV
18 ZCVXQZKZYDWLK

Figure 5
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=% = = = -'I‘.-Eﬁ
1 ABCDEFGHIJEKL M N OPQRSTUVWYWXY?Z
: U - , - . - -
£ ABCDEFGHIJ KLMN O.P‘Q<R STUVWIXYZ
- == - . - Tz EmE=EAE=
3 ABCDEFGHIJKLMNOPQRSTUVWIXYZ
= =__=S = == _ _ = -
4 ,ABCDE_FGH.IIKLT»INOPQRSTU_VWXYZ )
T .- F == Sz = =
5 ABCDEFGHIJKLMNCPQRSTUVWIXY?Z
ER o el lia = =
6 ABCDEFGHIJTKLENOPQRSTUVUWIX Y‘Z
e - L= = =5
7 ABCDEFGHIJK LMNOPQESTUVWIXYZ

8. ABCDEFGHIJKLHUNOPQRSTUVUXYZ
= im e BT - i . == = -
9 ABCDEFGHIJKLMNOPQRSTUVWXYZ
C = - =_ =T L=__=_
10 EBCDEFGHIJKLMNOP QRSTUVWXYZ
Figure 6,

;:. (2) The 1st dnd 2d dlstrlbutlons are certalnly monoalphabotlc. .

There are very marked crests and troughs, and the number of blanks (15 and 14 .
"respectlvely) is nore. than satlsfactory in - both cases. (Let'the student at
thls’pélnt refer to Pér. 14 an0 Chart 8 of Mllltury Cryptqnalys1s, Part I. )

But the ad, 4th, and rumalnlng distributions appcar no longer to be mono-

alphabetlc.' Note part10ul111y the distribution for the Gth column. From this

fact the conclu31on is drawn that some dlsturbance 1n per10d1c1ty has been

1ntroduced in the cryptograms, In other words,valthough‘they all start out

with the same alphabet, some so?t bf,}ptg?ruptionltakes plﬁce S0 as to suppYress
¢

periodicity.

(3} However, a start on solution may be made by attacking the first
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(2) sSince this "key" is certainly not intelligible text, the
assumed word is moved-one letter to thé right and the test repeated, and so

on until the following placé in the test is reached:

Cipher.., S XDJIPUSYI
Plain.... ARTILLERY
Key... ... SIBUSINEB"

(3) - The sequence BUSINE suggests BUSINESS; moreover, it is noted
that “the key is interrupted both timeé'by the letter.Rp. .Now‘the.key,may.be
applied to the beginning of the message, -to see if the whole key .or only a

portion of it has been.recovered., Thus:

Keyeesoed B U SINESSBUS
Cipher... BOLYRPJIJDROJ
Plain.,.. AMMUNITIUMT

(4) It is obvious that BUSINESS is only a part of the key. - But
%hé'déciphered séquence certainly seems to be the word AMMUNITION., When this
is’ tried, the key is éxtended- to BUSINESS MA... . Enough- has been shown -to
clarify the procedure.

" The foregoing solution’is»prediéated upén the hypotheSisithét‘the
‘cipher élphabéfs'aré known. But What if this is not thg case? What of the
steps necessary to arrive at the first solutibn, before even the presence
of;an interruptor is suspected? The answer ﬁo this question leads to the
prése%tatibn»dfva'method of attack which is one of the most importent and -

powarful means the cryptanalyst has At his command for many knotty problems.

20, Solution by superimposition, - gg"Ba31q pr;nc;ples;',-(l) In solv~
ving an ordinafy repeating-key cipher the Tirst step,‘fhat‘éf ascertaining
) A : .
the length of tﬁe'peribd, is of no significance in itsélfi - It merely paves
“the way for and mékes’prsible the second step, which consists in allocating

fhe letters of thé-ér?pfogram‘into ind ividual monoalphabetic distributions,
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Thé.third Sfep then consists in solving these distributions, Usually, the
text of the message is transcribed into;its pe;iodslénd is written out in
successive lines corresponding in length with that of the period. The diagram
then consists of a series of columns of 1ettersfand the letters in each column

belong'to thé same monoalphabet, Angther way of looking at the matter is to

conéei#ekof the text as having thus beecn transcribed into superimposed periods;
the léfﬁérs.in‘each column have undergone the same kind of treatment. by the
same clements (plain and ciphér components of tﬁg cipher élphabet).
(2) Suppose, howevef,'that the repetitive key is very long and
that the message is shéft, 50 th.at fher;e are 6ﬁly' a ver_j.r few cycles in the O
text. Then the solutionyof the méssage becomes difficﬁlt,«if not impossible,
- because there‘is notva,sufficient number of superimposable periods to yield
monoalphabefic distributions.which,can be solved by frequeﬂcy principles.4;
But suppose also that there are many short cryptograms all énciphered by the
same key... Then. it 1s clear that if these messagecs are superimposed:
(a) The letters in the respective columns will all belong td\
individual alphabets; and
, )
. (b) If there is a sufficient number of such superimposablé .
messagés (say-25 - 30, for English), then the frequency‘distribu-
:tions applicable to the-successi#e columns of text can be solved =--

~without*knowing the length of the key., In other wordé, any difficul~

tiesnfhat may have-ar%sen'onﬂaccount Qf'failﬁre or inability fo
-ascertain the leﬂgth of thé period havo.bécn éircuﬁventpd. The,;
- second stéﬁ in nérﬁal sblution is thus."by—passéd";
(5) Furthermére, and this is alvery important poinf,-in case an
extremely long kKey is employed and a series of messages beginning at different'

initial points are enciphered by such a key, this method of solution by .super-
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Cryptogram:

"BOLYR PJDRO JEXKJ FYXSX DJUPS YIYDP YF¥

XUR -AFAEN -MJJVB OLYRP JDROJ KXDGD XGUPFD

JUPSY IXXXX.

b... Instead . of -employing an ordinary plaiuatext letter.as the interrup-
tor,.one‘might»reserve the letter J: for this purpose (and use the lepter,I
*_;whenever this letier»appears~es part_of'e_pleinftext word), This is a quite
simple variation_df_thevbasrczmethod; The letter.J acts merely as though‘it
were;avplein—textwletter, except that in this caso it also_serves as.the
'inferruptor. The interruptor -is then:insorted at random, at»fhe whim of the
encipheringiclerk;‘ Thus

Key..... BUSINESSMAC . BUSINESSM = BUSINESSMAUHINESBUSIN .
Plain.,, TROOPSWILLY  BEHALTEDY  ATROADIUNCTIONFIVESIX

c. . It is obv1ous that ropotltlons would be plentiful in cryptograms

| of this constructlon, regardless of whether a letter of hlgh medlum, or low
froquenoy is selected as the 81gnal for kcy 1nterruption. If a letter of
high frequency is chosen, repetltlons w1ll occur qulto often, not only because
that letter w1ll certalnly be a part of many common words, but also ‘because
.1t w1ll be followed by words that are frequently repeated and s1nce “the key
starts agaln w1th each such 1nterruptlon, theee frequently—repeated words '
w1ll be enc1phcrod by the same sequeuce of alphabets. ThlS is the case dn
'the first of the two for0501ng eXamples. It is clear, for 1nstancc, that

. evory tlme the Word ARTILLERY appears in the cryptogram the 01pher equlvalents
of TILLERY must be the same. If the 1nterruptor letter were Ab instead of Rp,
the repetltion would 1nclude the c1pher equivalents of RTILLERY, if it were'

D
selected as thc 1ntcrruptor letter, then the cnc1phermcnt would tend to appro-

T ., ILLERY, and so on, On the other hand, if a letter of low frequency were

ximate that of normal ropeatlng key subutltutlon, end repetltlons would be
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plentiful on that basis alone, |

d. of oourse; the lengths'of theiihtervaIS'between,the-repetitions, in

anyZOf‘the foregoing cases, wouid'be-irregular,~so that periodicity would not
be manifested., The sbudent may in&uire, therefore, how one would proceed to :
solve such messages, for it is obv%ous that an attempt to allocate the letters
of a single message into separate~ﬁonoalphabetio-diéfributioﬁs cannot be
successful unless the exact locatipns of the interruptions:are known -+ &nd -
fhey'do not ‘bécome known to the’ cryptanalyst until he:has solved the message,
or at least a part of it, Thus 1t ‘would appear as though-the would-be solver
is here confronted with a more or -,1ess insoluble dilemmie . This sort of reason - O
1ng, however, makes more of an appeal to the uninitiated obrerver than to’ the
experienoed cryptanalyst,lwho speoiallzes in me?hods of'solving cryptographic'
dilemmas, L i | | g. | Y
g,’ A(l). The problem heretw%il be attacked.upon bhe osoal two:hépotheses:
and the easier one will be discossed first., 'Soppose the‘systeﬁ“basiboen ina
use for some time, that an Original solution has boon reaohed by meaas fo be
dlscussed under the socond hypothe51s, and that the 01pher alphabets are knownu
There remains unknown only the spooiflc koy to messages. Examlnlng whatever
repetitions are found,-an attack 1s made on the basis of searchlng for a
probable word. Thus, taklhg the 111ustrat1vo ;essage in subpar,. &, suppose
the presence of the word,ARmILLERY is suspected. Attempts‘arevmade to locate
this word basing the searoh upoo the constructlon‘of an 1nte111g1ble key.

Beglnnlng with the very flrst letter of the nessago, the word ARTILLERY is

Juxtaposed aga;nst the 01pher>text, and tho key letters ascertalned, u31ng

; B
!

the known alphabets which we w1ll assume 1n thls case are based upon the

HYDRAULIC...XZ soquence sliding agalnst the normal Thus'
i i

Clpher... 0L YRP IJDR
Plain.../AA\RTILLERY
"Key"....BHJ QP IBF U

I
|
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the matter may become quite compléx.

g} If one gggﬁg when-the interruptions take place in each cycle, then
successiﬁe sections of fhe basic keying cycle in the three cases.may be super-
imposed, Thué:

Method (1)

: KEYING ELEMENT NUMBER
1 2 3 4 5 6 7 8 9 10

Letter No.: . T 2 5 47

Letter No. 5 6 7 8 9 10|

Letter No. 11 12 13|

Letter Noo = 14 15 16 17 18 19 20|

Letter No, - 21 22 23 24 25 26 27 28 29 30
Letter No, - ‘31 32 33

Tetter No, 34 35 etc,

Mothod (2)
KEYING‘ELEMENT"NUMBER

, 1l 2 %.4 5 6 7 8 _9 10
Letter No, 1 2 3 |- - - 4 5 6 7
Letter No. 8 9 |- 10 11 12| | )
Letter No,: ) - - 15 14 15 16 17 18 19 20 |
Letter No, 2L |- = - - - - g2 23 24
Letter No. s 26 |- - 27 28 29 | 30 31
Lotter No. 52 - - - 55 54 35 ete.

. Method (3)

¢ . KEYING ELEMENT NUMBER
1 2 3.7°4°5 & 7 .8 9 10

Lefter No. : T 2 3 4 S-Ii;'- - e L= =

Letter No. - - |7' 6 = - - - - -

Letter No, L. -89 10m 12 15 14

Letter No. 15{?7 | - == ff. ﬁg 18-.17 Aié /
Letter No., o5 24 55"4 -~ - - 20 21 22

Letter No. 27 26 - - = - = ,,30 ‘25'1285

Letter No. 3334 35 ete, . - . Bl 32
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: or how -~ . S
Obyiguély_if.qne dges nqp know wh%n/phe interruptionsgtgke place, thgn the
sycces;ive sections of keyiﬂg elémenté eun not'be supgrimposed as indicate@
above. | , |
d. The 1nterrupt10n of tho'cycllc kevlnb sequence usually takes place

accordlng to some pruarrﬂngpd plan, and- the three basic methods of interrup-
tion will be taken up in turn,'ps;ng a short mnemonic key as an example,

"e. Suppose the correspondeﬁts agroe thq?-tha-ﬁntqr;uption'in ﬁhe key-
ing sequence will take place after.the dccurrence of a.specified %etter called
an interrugtgg}, which mey be a l;tter of the plain ﬁex?, or bne of phe'qiphgr
text, as agreed upon in advance, ""I‘hen, gince in cither case ,ther? 1is ﬁotlling '
Tixed about the time the interrﬁption will ocecur -- itjwill-fake place at
no fixed intérvals -~ ﬁot oniy qoes‘the interfﬁption become quite irrégular,
following no pattern, but also fhé ﬁethod pcVe;jreverts:to one having perio-
dicity. Methods of this type wiil ﬁow be discussed'iﬁ detail.
| 19, Interruptor is a plain-text letter, —-g, Supﬁose the cémmuniééﬁés
agree that the interruption in.the‘key'wili.také.pléce immediately after a
previously agreed-ﬁpon‘iettér{ say R, occurs in'theuﬁléin texf. The key
woﬁld ;:hén be interz.'t_lptedl as s'imw‘n‘in fhe following ‘exgm‘ple (using the mnexrionic.
key BUSINESS MACHINES and the HXQRAULIC';;. XZ éequéﬁcé):
Keyeeeans '

Plain....
Cipher...

vl ve
o=md
HE O
<o
=y Jl = A
0 b
43
O n
HoR
o =z P
R
Koo
Ral R
HHa

S .
R
F‘

b
0 v
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o3t
S R e
o
R = =
1 I

Key.....
Plain....
Cipher...
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el ve it
oW
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S =
oot
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Y Q-
-}bﬁtﬂ
=
430
e EW ,
dma KUw
30
™R,
‘wog
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o Q
N o
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<o
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Ke&...{..
Plain,..
Cipher...

O
QEma <=dg
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>
P C D
= 00
U3
G
AW
YO
O =
el !
fo)
w
-
=

oo uw
CH R

.
T,
»

1

1 Also called at tlmes an "1nfluence" lettcr because it 1nfluences or modlfle
normal procedure. : 5 : :

i

i
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SECTION V

. SOLUTION OF SYSTEMS USING VARIABLE-LENGTH KEYING
UNITS TO ENCIPHER CONSTANT-LENGTH PLAIN-TEXT GROUPINGS

: : ““Paragraph
Variable-length groupings of the keying sequence ......... vee. 17

Methods of ‘interrupting a cyclic keying sequence ............ 18 " -
Interruptor is a plain-text letter R R RE I ERLRELLERRE - 19
Solution by superimpoSition .eeeeeescecescsssccssoscascncnnns 20
Interruptor is a cipher-text letter ........veeeeeeivveeness, 21

Concluding TemarksS sueeeeececsrososssreassseasssacsnsnsanes ces 22

i?. Variable-length grgupings of the keying séquence. ; The‘preceding
cases deal with simple methods of climinating or avoiding periodicity by |
engiphering:variable-length groupings of the plain text,.using constant-
length keying units. In Par. 2a, however,_it'was pointed outvthat periodicity
can also be suppressed by‘applyingAvariable-lqngth keyigroupingsltovconsfénx-

léngth plain-text groups. One such method consists in:irregularlyvinterrﬁptf

ing the keying sequence, if the lattor is of a limited or fixed length, and
recommencing it (from its ini%ial point) after such intarruptibn, so that
the keying'seguéncé begomes equivalentvto a series of kejs’of,différenﬁ
lengths.  Thus, the keyﬁhraseABUSINESS,MACHIﬁES may be qxpandgq to a series
bf'if?égﬁlaf—léhgth keying sequencos, such as’BUSI/BUSINE/EU/BUSIﬁESSM/
BUSINESSMAC, etc, Various schemes or prea rrangements for 1ndlcat1ng or
determining tﬂe inﬁefruptions may be adopted. -Three methodS'will be mentidn-.
ed in the next paragraph;  )
18. Methods of interrupting a cyclic keying sequence, - a. There are
maﬁy methOds of interfupting a keying sequencé Whicﬁ is baéicélly cyclic,"
and Whicﬁ<tﬁéreforevwould give rise to periodicity if nof interfered with
in sbme Wé&. Thesé methods may, hoWeVer, bé classifiecd into threé categories
as regards what.happeﬁé after_fho-ihtefrupfion occufs: |

(l) The keying.Séquence merely stops and beginé again at the initial
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t

point of the cycle.
(é) Oﬂé:¢r md?é;bf'the;élémentéwinﬁthe keyiqg'séquénco may be
,pmitted from time to timé irregularlye.

(5) Tbe'kgyihg squénée‘irfégularly alternates in its diréqfiqn
of progréssion, with or withéut omission of some of‘itéielémentgz

"b.  These methods may, for clarity, be representod'graphicdlly as o

follows., Suppose the key consists;of a cyclic sequence of 10 elementg repre~
sented symbolically by the series of numbers 1, 2, 3, ..., 10.° Using an

asterisk to indicate an intéfruptipn, the following may thenlréprésent the”
rel‘a'tionbetween fhé'le‘fter numbei'; of the message and ils element number of ‘.

" the keying éequénces in the”three:%ypéS”mentioned above,

" Lotter Now....ves 1 6780910 11 1213 141516 17 18 19 20
Key element NOowao  1- ~2-3-4-5- 6-*—1- 2- 5-* 1~ 2- 3- 4- 5- 6— 7-*a
(1) s ;
Lotter No......,. 21 22 23 24 25 26 27 28 29 50 Bl 32 35 54 35
Koy element No... 1= 2- 3~ 4- 5- 6- 7~ 8~ 9-10- 1- 2~ 3-*- 1. 2- etc, -

.10 11 12 13 14 15 16 17 18 19 20

" Letter NOsesoooos . 9
2wk 4- 5~ 6-*- B~ 4= 5- 6- 7~ 8- 9-10-

123
Key elemént No... 1-2-3-%-
ey - o _ :
Lottér No........ 21 22 23'24 25 26 27 28 29 ° 30 31 32 33 34 35
Key element No.,. 1-*-8~ 9-10- 1- 2-*- 5- 6- 7-*~ 9-10- 1-*-5- 6- 7- etc,

8
~1-

!

10 11712 13 14 15 16 17 1819 20 .

Letter No.;.ﬁ;;?. ' 9
-5~ 6 7= 8- 9-10- 1-*-10- 9- 8- 7-*- 8

12345 67
. Key element .No... 1‘2‘5‘ -5~*—4#3-*-
(3 - T
Letter NOseeoonso 21 22 23 24 25° 26 27 28 29 30 31 32 33 34 35 o
Key element No... - 9-10- 1- 2= 3-*- 2- 1-10~ 9- 8-*- 9-10- 1l- 2- 3 etc.

3 -

As regards the thlrdvﬁetnod,.nhich anOlV@b only an alternatlon in the direc~
tion of progr9551on of the keylng scquence, if tﬁére were no 1ntcrruptions

‘ 1n,thetkey 1t would mean merely ‘that a lO~oloment xeylng sequence, for example.
could be ‘treated as though it worezmllB-elenent sequcnce and the matter could

: then bo handled as though 1t were a spe01al form of the second method. But

.1f the £r1n01ples §f the second and'thlrd mothod ara comblncd in one systemn,
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occurrences.of the ﬁord {the sum of the vaiues of the letters of the key-
ﬁhfase = 140); baﬁdvthén the chancos that the keyiettéf P would begin the
encibherment of DIV are'bﬁt oﬁe ;n three; 6nly oﬁe of‘tﬁesé three éossible
encipherments will yicld‘exactlz the same sequence of cifhef eéuivalénts the
secéﬁd time as was obfainod the firét time, Fof example, if the text were
such as to place tWé occuréences of the word DIVISION in the.positions shown
bglow, their encipherments would bé as foliows:

2 5 1

3 11 3 'z 1 31 1 3 2

2 1 1 2 11
P RE P A RED : PR EP A RED U.N
FIR S T DIV IS I 0 N .... eee « + DI VI S I ON....
eee + . THI GV F X M .... vee s . .TH ZG6 T P NM ... .

Although the word DIVISION, on its second appearance, 'begins but one letter
‘beyond the place where it begins on its first appearance, the cipher equiva-

lents now agree only in the first two letters, the fourth, and the last: -

letters, Thus : DIVISION '

(1) THIGVFXM

(2) THZGTPNM

S. Attention is directed to the characteristics of the foregoing th

epcipherments of the same word, When they.are suporimpo§ed,.the first. two
cipher equiyalents are the sane iﬁ the two encipherments; then there is a
single interval where the ciphér equivalents are different; the next cipher
equivalent is the same; then fqllow threc intervals with dissimilar cipher
, equivalents; finally, the last ciphef equivalent is the same in both cases.
The repctifions herc extend only to one or two letters; longer repetitions
can occur only exceptionally. The two encipherments yield”bnly occasional

coincidehces, that is, places where the cipher letters are identical; more-

over, the distribution of the coincidences is quite irregular and of an

intermittent character,
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- f. This phenomenon of intermittent coincidences, involving coinci-

dences of single letters, pai;s ofrletter§, or shqrt sequenceé (rare}y efer
'Qxdeeding pegtggraphs)‘is ope.of ﬁhc chgfégté:istics_éf_tnis genergi class
" of polyglphgbetic.substitution, wéerein ?he.ér&ﬁtogyaﬁé goﬁmo#ly.ﬁan;fesz
‘-.whgt appears to be a disturbed orfdistorﬁed periodicity..r o
8. From a technical standpéint, tbm’czyptoéfaphic principleﬂupon
which theaforegoing system is_baséd has much mc:it? bﬁt'for frécticai ﬁsage
it'is;entirely too slow and too sﬁbject fé ofror.‘”HoWever, if the encipher-
T A i . ; L S ,
ment’weré”meéhahized byﬁmachinery; and if the enciphefing kcy'were quite-
lengthy,“suéh a system ang’mechénism becomés'of ?féetiéal importanqe; Cipher ‘l'
machines ‘fb‘f- accomplishing this tirpé'of substitution will be treated in a

subsequent text. -
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irregular groupings in enciphorment The dctermlnqtlon of the length of the
cyéle_might, however, présent dif flcultlcs in some cases, since the basic

or fundamental period woﬁid not be claafly evident because of the présence

of repetltlons which are not periodic in thelr origin, TFor egampie,'suﬁpose
the word PREPARE were used as a key, euCh keylo ter being employed to en-
cipher a number of letters corresponding to its‘numbérical value in the

normal sequence, It ié clearvthat the leﬁgth\of the basie-periéd, in terms

of létters, would herc be the sum of the numerical values of P (= 16)+ R (= -
+ E (g-S);andgsofOn; tOtgliing 79 lotters,. But because the key itself contair
- repeated letters and because encipherment by each keyletter is monoalphabetic,
there would be plenty of cases in which the first letter ? would enciphér the
same’ or part of the same word as the second letter P, producing repetitions in
the cryptogram. The same would be truec as regards encipherments by the two
R's and the two E's -in this keyWord. Consequently,'the basic -period of 79
would be. distorted or masked by aperibdic'repotitions,_the intervals betweon
‘Which would not be a function of, nor bear any relation to, the length of:th@
key. The student will encounter more cases of this kind, in whiéh a fuﬁdamen~
tal periodicity is masked or obscured by the presence of cipheerext repeti~
ftions not attributablefto the'fﬁndamental cycle. The experlenced cryptanal*fl
is on the lookout for énenomena of thls type, Wth he flnds in a polyalpha—
betic cipher plenty of :epetltlons but with no factorable chstancy whlch
.leéds to the disélosﬁre of AVShoft‘périéd. He may conclude, then, eithér
‘that the cryptogram involves several primary periods which interact to producc
. a long resultant period, or that it involves a fairly long furndamental cyecle
within which répetitions.of a nonperiodic origin are present. and obscure the
phenomena manifested by repetitions of a periodic origin.

d. (1) A logical oxtonsidn'of the:priﬁciple of polyalphabetic encipher-

ment of variable-length plain-text groupings is-the case’” in which these plain-
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'text grouplngs rarely exceed 4 lcttcrs, so that a given 01pher alphabet is
in play for only a very short tlme, thus bredklng up what mlght otherw1se’
appear as fa1rly long repetltlons in the c1phor text. For example, suppose

the letters of the alphabet, drranged in thelr normal~froquency order, were

\',set off into four groups, as follows‘

ETRIN OASDLGC HFUPMYG WVBXKQJZ
Group 1. - Group 2, . Group 3 - _ Group. 4

- {2) - Suppose that-a letter in group 1 means that. one letter will
be: enciphered; a letter .in grouplz; that two letters will be enciphered; and
.-80. on, Suppose3 next, that a rather lepgtﬁy phrase were used as a key, for
example, PREPARED UNDER ”HE DlRECTION OF THE CHIEF. SIG““T OFFICER FOR USE ‘I'
WITH ARMY EXTENSION COURSES, Suppose, finally, that each letter of the key
. ‘were used notlonly to select the_particular cipher alphabet to be used, but
also to:control_the numbef‘of;leﬁters‘to be ono;phered by the selected e
alphabet, according,to;ﬁhe.soheme;outlined above. Such;an_egcipheping_scheme;
’ using:the HXDRAULIC...XZ.primaryicipher component sliding against the normal

P

- plain component would yield the follow1ng groupings:

Gpoupxng... 3- 1 1. 3. 2 l 1 2 3 1 2 1 1 1.3 1 2

KOy . ouusnns P RE P ARE D U N DERT H E D
Plain.......FIR S T .DIV. IS I O N# ILL A DV. A N.C.EAT F IV
Clpher ..... WHB T R THI GV. F X MK JN¥W N UW E N W AHQ M EW O
Grouplng..l'll 211 21 2 3 1 3 1 2 3 1
Keyiveewowo 0 I . R E ¢ T.I .00 N O F. 7 H E.C H I ...
Plain...... E'F I FIT E E NA M AS SEC O NDD I VI SI0O N ...
Cipher....., F-.C P.JY Z.F A0 .D OB RMJ B JRR P RN PCK.S ..

- (3) Herezit.wgll be s?en,tgat,uny tendency fortphelformation.of»
. lengthy repetitions would be couptepacted by the shortxgroﬁplngs and quick
shifting ofﬂalphabeps,_ Tholfirs%dtime the ﬁord DIVlSlON,ocours.it is enci-
- phered as THIGVFXM; - the second time it ooours it is:enciphered as.RPRNPCKS.
Before DIVISION ean bc twice. en01phered by exactly the same sequence of key

.. letters, an .interval of at¢least“140 letters must intervene between the two

|
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messages or when there ‘are many short messages, a otudy of 1somorphlsm will
. dlsclose a suff1c1ent number of partlal 1somorphs to give data usually
sufflclent for purposeb of alphabpt recons tructlon. |

e. It should be noted that there is nothing about‘thé~phénomendn of
isomorﬁhism which restficts its use to caées in which the éiphef alphabets
are secondary alphabets résulting from Fhe sliding of a mixed component again.
the nérﬁai. It can bevuseful iﬁ éllhéases of interrclated secoﬁdafy alphabets
ﬁo maftcr what the basis of their derivafion may be, |

f, In subsequent studics the impdrtant role which’thé phenomenoﬁ 6f
isomorphism playq in cryptunalytlcs will become more apﬁarent When the
traffic is stereotypic in character, even to a 8 1ght degree, so that iso-
morphlsm may extend over sovewalvwords or phrases, the phenomenon becomes
of hlghcst 1mportanoe to tho cryptqnalyqt and it hecomes an extremeiy valu-
~able tool in hls hands., | : R

15, Word separators. -.g.' One of the prlct‘bul dlfflculties 1ﬁ emplo\
iné.éystems'iﬁ which fhe keying process shlfts docordlng to word lengths is
that'in h#ndling sucﬁ é‘mossage the decryptograpnlng clerk is often not
. certain exactly when the termination 6f a word has beén‘feaéhéd, and thué>
time is 1bsf by hiﬁ. >Fof instance, while decryﬁtograﬁhing a WOrd‘suéﬁ as
INFORM the clerk would not know whethsr he now has the complete word dnd
should shift to tho next kayletter or not: tho word mlght be INFORMS, INFORM—
ED; INFORMING INFORMAL, IWFOHWEION otc. Tne pqst tense of verbs, the plurnl
éf nouns, and termlnqtlonb of various sorts capable of belnp added to word
roots Would glve rise to dliflcultloé, end The latter would be esp901qlly
troublesome if the messages contalned a few telegruphlc GTTOTS, Consequently,
! scheme.which isbdfﬁon adépted to circumvent this sourcé of troublé is.to-

indicate the end of a word by an infrequent lettcr such as Q“of X, and en-

ciphering the letter; in such usxg“ thcsc JOUtC;u are called word secparators.
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b, When word separatore are employed anﬁ thle faot is once dlscovered,

their presence 1s of as much ald to the cryntanalyst in hlS solution as it

»

1s to the clerks who are to decryptorraoh the messeoes. Sometimesvthe pre—
sence. of these word scpa ators, even when enClnhored, andb or makes possible
the blocklng out of 1somorphs.

16. Verlaflors and concludlng remarks on foregoing systems, - a. The
. : w 1 . . . . .
],

systens thu° far descrlbod are ell basea uoon word—length»encipherment using
i
. 1 . : K

dlfferent Cther alphabeTs. Vordo arc mexkodly 11regul.r in regard to thls

featuro of tnelr construntion, ah& thus p“rlodlc tj is 1ﬂparued to such
cx&ptogrmr‘ls.. Bu xo.:r.‘i *1 ons in the netlied, aimed at man m{* the ldtter some- o
what nore socure,'aro pon,lblo. Some of tlosn Vl;lath”S Wll; now be olscuse@iu
é,. ilnstead'of 0nc1pher1ng acoording to natural word‘lenébhs; fhe lrre—
gularaéfoeplngs;ofwthe text mey be reguloted byqother.ogreemehts;' For
example, suppose ' that tho nunerlcal value (in the normal sequence) of oaoh
keyletter be used to control the number of lettoro en01ph°red by the succes-
sive 01pher alphabet Dcpondlng)then upon the compos1t10n of the keyword
or keyphr1So, bhero Would be a Vaiylng nuﬁbor of ’>tuo pn01phercd in eech
alphabct. If the keyword were PREPARE, fo 1nstlnce, thnn the first c1pher
alphabet would be used for 16 (=P) letters, the socond c1pher '1lphabet for ‘.
18 (a R) lettors, and S0 on., MonOulphabotic nn01pherment would therefore
ellow plenty of opportunlty for t%ll tqle word patterno to mqnlfest themselveﬂ
”1n the 01phbr text Once an’ cntOflng wedge ‘l found.lnlthls mﬁnnor, solutlon
would be qcn1eved rqther rapldly.l Of cours;, all tvpcs of c1pher alphabets
may be employod ln thls and thb somthat s1m11ar ochemes descrlbed.
. : ‘ !
c. | If the key is short, cnd the mossqgo is long, perlodlclty w1ll be
‘ o t

man1fcstod in the orypto am, S0 thuf it would be poss1ble to ascortﬁln the

length of the b031c cyclo (1n thlo case tho lbngfh of tho key) desplte the
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found that many messagoé begih with the cxpressioﬁ REFERRING TO YOUR NUMBER...
Having several messages for study, the sclection of‘one which begins with
such a common idiomorphism as that given by the word REFERRING .is a relative-
ly simple matter; and having found the word REFERRING, if wiﬁh'é fair dégree
of certainty one can add the wor ds TO YOUR NUMBER, the solution is probably
well under way. |
g; (1) Tﬁke ‘the case discussed in Par. 13, but assume that word
lengths,ére'no longer indicated because the megssage 1s transmitted in the
usual S5-letter groups. The process of asceftaining,thé exact length of -se~
quences which are isomorphic, or, as the process is briefly; termed, "blocking
out isomorphs" becomes a more difficultrmafter and must often rést'upon father
tenuous threads of reasoning. For example, take the illustfativé meésagé
just dealﬁ»With énd‘lét it be assumed that 1t was arranged in S5~ letter group<-
VCLLK.iDVST DCIQR_KDCFS TVIXH.MPPFX
UEVZZ FEKNAKXK FORAD KOMPI SECSP PHQKC
LZKSQ LPROTJT. ZWBCX HO QCF FAOXR ‘O YXAN
OENMNDM _ ZMTST ZF V'U.E ~AORSL AUPAD DE RXP
NBXAR IG_HF.X"JXI
‘(2) The detection of isomorphisms now becomes a more difficult

mattef. ‘There is no sp@ciai troﬁble in picking out the fdllowiné three
isomorphic sequences:

() VCLLKIDVSIDOT

(2) CSPPHQKCLZK'S_Q»

(3) i’ADDEVRvaPHAB.}.{VA»R_
gince the firsf o;e happens to be at the beginning of. the messagé and its
left-hand boundury, or "head", is merked by (or rather, coincides with) the.

'beginnlng of the message. By a fortunate,carcumstance, the rlght hand bound-
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ary, or "tail", can be fixed just as accurately. That the repetltlon extends

as far as indicated above is certain for we have a check on the last column

~If an additional column were added the letters would be O L, I.

Since the second letter has prev1ously appeared whlle the first and third have

.not, a contradiction results and the new column may not,be_included.

. If, however, no one of the. thrce letters 0, L, I had pre v1ously appeared

S0 that there could be no means of getting a chock on treir correctness, it

would not be possible to bloch out or ascertaln the extent of the 1somorphlsm

in such a casec.

first thirteen leltsrs, but it mlght conti

d.

A1l that could bo said would be that 1t seems ..to include the

mie furiner,

(1). However, the difficulty or ¢ven the impessibility of blocking O

out the 1somorphs o th<1

full cxtcnt 1s nou usharry a se rious matter. After

all, the er yptanaly t uses thc phcnomcnon not to 1dont1fy words but to obtain

cryptanalytlc data for reconstructlng cipher alphabets4 For example, how

many data are lost when the illustrative meSSage of subpar. 13a 18 rewritten

in 5-letter groups as in subpar. léc (l)?

be studied for isomorphs:

VCLLX IDVSJ DCIOR
FKNAK FORAD KOMPTI
"ZWBCX HOQGCF FAOXR
AORSL AUPAD DERXP

Suppose the latter form of message

OEMDM. ZMTST ZFVUE ‘l'

KDCFS TVIXH MPPFX UEVZZ
SECSP PHQKC LZKESQ LPROJ
pYXAN

IGHFX JXI-

WNWBXAR

(2) If the underscored scquences are compared with .those in the

message in subpar. l3a, it will be found that only a relatively small amount

of information has been lost.

Certainly not enough to cause any difficulty

have been lost'ig this case, for all the data'cecessary for the reconstruc-

tion of the mixed cipher component came.from‘the first set of isomorphs, and

the latter are identiCai iﬁ length in both cases. Only the head and tail

letters of the second Pair.of. -

1somorph1c sequences are not included in the

underscored sequences in the 5- lctter ver51on of the MoesSage « The third pair of

isomorphic sequences shown in Par. 13b does not appear in the 5-letter version

since there is only one repéated: letter in this case., In long
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(4) From idiomorphs (2)(a) énd‘(z)(b), thé_intgrval between H and

I islé;'it iélfhe same for O“énd X; Q and ﬁ;:C ahd’M,'etc. Frém idiomorphs
(Sj(a)’énd (5)(5) the interval betWeen‘é and N is 13; it is the same for
0 and A, Y and K, etc¢.

4. ?he message may now be sdlved quite readily, by the usual process
of convefting the cipher-text lettefs into their plain-component equivalents
and then coﬁéleting the plain'cdmponenf'sequences. The;SOlﬁtion'is aé follows:

e (Kéy: STRIKE WHILE THE IRON IS .....)

- T R | I X
COMMUNICATION WITH FIRST ARTILLERY WILL
VCLLKIDVSJIDCI ORKD CFSTV IXHMPPFXU EVZZ
E. W H I L \ =)
BE THROUGH CORPS AND COMMUNICATION WITH
FK NAKFORA DKOMP ISE CSPPHQKCLZEKSQ LPRO

T‘.. - H . E oo I ‘i - R
SECOND ARTILLERY THROUGH DIVISION SWITCH
JZWBCX HOQCFFAOX ROYXANO EMDMZMTS TZFVUR

o "N T s
BOARD NO COMMUNICATION AFTER TEN
AORSL AU PADDERXPNBXAR TGHFX JXI

é, (i)” Iﬁ'the fdr@goiﬂg“illustration thevstéps are pafticulérly simple
becéuéo of the-foiIOWing.circuﬁstances: | | |
| (a) ‘The actual‘ﬁord lengths‘aro shdwn;
‘,(E)’“The words ére.enéiphcred monoaiphébeticéily by different
ﬁ.aiphabéts bolohging to a.setiéf secondary alphabo%s.;
(c) Repetitions of plain-text words, enciphered by differént
“;‘:élphébets;'bréduée isomorphs and the_lehgths of the

iiédmérphs'are'definitely knowniés’éArésﬁlt of circum~ .

’stéﬁbef(a),
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12) Qf?thesgﬁfa@ts@ jﬁq'last is, of most interest in the present
gonnggtiqn._ But wnat if‘tﬂeyactdal wqr@ lengths‘are'ﬁot'shqwn; tnap is,

what if the text to be solved is}interceptod in the.uSUal,Srletter-group
S L S . o N A . ol

Cform? - - . ' ;. h
SEC TON IV
SOLUTION CF c‘VST TMS L«bTNG 'COMSTANY - LENGTH K‘FYI”G UNITS
TO ENCIPP“R VA&Z‘PLE-LENGTH PLAIV -TEXT GROUPINGS, . (IIT
‘ - , (RS ) _ Paragraph
General rcmarks .....ovio.... B R R T A e iaesens 14
Word separators ......eeoeveoe. Mt aerecas et eannnenn . Au......ﬂ;‘, 15 ,
.Varlatlons ‘and’ concludmrr rcmarks on for@g'o ing 'sys stems oo 16 O
14, General remarks. -'g.: The cases descfibed‘thus far are particu-<

-

larly easy to- solve bocauue the crvptanaLyst has bofore him. the mossages in

their true or orlglnal word lengtho.> But in mllltary cryptography this is

seldom or never thn case. The problem is thcrefore mada somewhat more

dlfflcult by rcason of the fact ;hat there is noth;ng to 1nd10nte deflnltely

the limits of encipherment»by sugcessive keylectters, waever, the sOlution

nercly nec5851tates more eyperlmentatlon 1n thlu case thqn 1n thc pr”CLdlnP.

”he cryptanalyut must take cqroful note of rcpetltlons Wthh mﬁy oorvc to ‘lb
"block out" or dcllmlt ‘words, and hope that whcn this 1s done he w1ll be (
able to find and 1dent1fy cb*t11n goqucncn& ba?ing fﬂmlllar 1d10m§rph1;

. featurcq or pattcrns, quch as thoso noted dbove. ir there 1s plenty of text

repetltlonq w1ll be sufflnlent 1n numbor to permlt ‘of employlng this entering

~ wedge., o J:,},‘ .  f

b 'lof coufSe,-if'aﬁy sbrt*of”s%éreot&ﬁié phrééédloéy'is employed,

.espe01ally at the bcglnnlngq or enulnﬂs of the mQSOuges, the matter of .assum~
1ng values for sequences of 01pnmr lctter% ia.éﬁ"y, and affords a quick solu~

'

tion., For example, suppose that as a result of previous work it has been
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éhe data is tQ handle the text digraphiqally, taking the lst and 24 letters,
the‘2dfand‘5d, the 3d and 4th and soxon,-gﬁd‘distributing the final letters
of each-éuch”digrapﬁ.in a quadricular table.: The distribution merely‘takes

the form of‘fally~marks; the fifth being a diagonal stroke so as to totalize

_thé counts automatically, - This yields Table 1. |

24d. letter.

& "o =F o
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¢, Table'l uow5presénté'zé‘unilitéral,-monoalphabetic'fruquencyvdistri-
butions, If there weré'moroudata‘in"éachfdistfibutiou théy“couldlbe éolved
in’ the usual'mahher."Naturully;‘the"disfribu%ious‘whichfhavéxtheigreatest'¥
nunmbers 6f oceurrences would be ‘the 'ones most edsily. analyzable and there-:.
fore the first to be attacked.;_ln this prouess advantage wuuld be taken of
‘such long repetltlons as are p*esentfin5thé cryptbgrams; since it is clear

"that glven sufflclent toxt thare w1l1 be quvh rpoﬁtltlous.v For example,‘note

il
s o

'_jthe 9 letter sequpnce underscored in mcssaﬂc l Whlch 1s repeated 1n message 5
'4Q_ It is 10 be noted 1n counectlon w1th the SUbJ“Cu of. repetltlons 1n ‘

‘ thls system thut a 1‘0pe wtlon 1n thn c1pher text 1"epre “nts’ an equal longth 0

- e . N

,fropetltlon in the nlaln ,ext . In- tho case of pl11n-texm auto-keylng th1s 1s

L 4
ody

'lnot the case, the 01Dher-text repﬁtltlon b01ng one ‘ettnr shorter 1n length

l i ' i IR

‘-than the»plaln text repetltlon.' Furthormoro,.lt isito bc noted that 1n 01ph

- ," - I . . o

. fext. au’co-kcymg, ii‘ bas1c enc1pher1ng equatmns. 8 RS 6 = 91 e
' : a pla1n = C ) / > </ P/ lz o
",are in effect w1thAnormal(comnonent 1, then every tlmo the. letter Ap occurs 5

t

. H J
in thc plaln text thore&w1ll bo a doublet 1n tho clpher text ‘no. mattcr What

‘the keyletter for en01phor1ng Ap is and no matter what the clpher component 1‘”

} i . : e

For example, sing a dlrect-standard alphabet as’ the plaln componentland the

( i

'HYDRAULIC...XZ sequence as the 01pher component (1ntroductory keyletter;x): -

y .
[RRIE S I
N i

, quw“““XEEJAAw&N{ o
G O PlAIA.G.. MANHATTAN s ;
PR mmw”.EEJAAWNNR; : -

"‘This means that doubled lctbers in such a system may be Sthdl@d Wlth‘c v1ew :
. : ‘si’r’ '

Ty s i L
to 1dent1fying ccrtuln froquently-usod word& contulnlng the letter A, such

; ) 2 . . e l‘ R

NI

)

?“éé If the underscorcd prCtlthD 1n the que of the 1llustrative
mcssages 1s studled w1th thlu 1n mlnd, 1t muy be assumed toxroprcsent thc f R

o >
4 o

lSee Par., ig. ‘ A
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word ARTILLERY, Thus:

Keyeoiiss +VVILEKZEKUR . .

Plain.... . ARTILLERY ...

Cipher... VVILKZEEUR. ..
L SRR |

Now note that if this tentatlve 1dent1flcqtlon is correct there are/two tell-
tale characteristics in the ciphef equivalent. The\first is the one already

pointed out, namely, that the lst letter of the cipher equivalent is the same

'as the cipher letter immediately préceding it. The second characteristic is |

the appearance of the two Kcs at an inférﬁal of 3 Spacés; (This is, of
ooufse;:a funetion of the particular primary components used in this parti-
cularioncipherment;.buibit'is desired ﬁérely to indicate a general principle
at this point.) Hence, the word ARTILLERY is idiomorphic in this case, -
Scanning the meséages carafully, there ﬁili\be encountered the following

additional seqﬁences which can be assumed to be the ¢ ipher equivalents of

AETILLERY because they are isomorphic with:the VVILKZEKUR sequence., Thus:
. ARTILLERY
o : -DDQGSUNSFB
In Message 1...J VUV I LKZEXKURg
KKUXLO'IT”L—WTX
In Message 2... IIXO0ZETZNK |

IX0ZETZ
In Message 3... Y%V J ng é_£ ..... KU Re//
If thls 1s correct, then parthl chains of equlvalnnfs in tho prlmary c1pher
component may be constructed, by %pply1n0 pr1n01plos of 1nd1rect symmetry.

In this case it actuplly hqppons thut practlcally tho entire primary 01pher

_ component may be reconstructed from the raiatlvely fow data glven by the

superlmp031t10n of thOSo hypothetical equlvalcnts of the 51ngle word
ARTILLERY, Let the student confirm the fact that the follow1ng sequence may .

be derived from the data givon:z

1234567891011 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26
TEZXKR.,.IVF. . . Q@ . WG ..NU S BX JDOIL

gThe derivation is,'of course, independent of the identity of the word which
‘the isomorphs represent,
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The only missing letters are A, C, H, M,'P,vend_Yr” By tesfing the partial
sequence to see if it is a decimerioc of a/keywcrdéﬁixed sequence, it is
'found.that it is derived from the keywcrd HYDRAULIC} .Thus?uwhile ens}ysis
of thelrelatively scanty.individuel frequcncy diStributicns}ccpteined ipl:
- Table 1 wodld be,extremely difficult, if not impossibic,,because cf the_
paucity of "data in the'distributions,,by_applying the veiueble tool of indirec;
symmetry, sclution may be achieved‘in a rclatively short times o
f.. . If there is a largo amount of.trafficiin_the same. set of cipher'
alphabets, so that .there is ne difficulty in selecting the cipher.eqdivelent
of a single letter, say Ep’»' in ecach distribution,. so»lu/’.n ion comes even more .
quickly than in the foic;01ng examplec.
g. " The example solved. in the foregoing subparagraphs.cffcrs an impor-

tant lesson to the student, insofar as it tsaches him that he should not

immediately feel discouraved when confronted with a prcblem yielding only a

small quantity of text and therofore affordlgg what seems at first glance to

be an 1nsuff101ent quantity of data for solution. For in this example, -

while it is true that thero-are insufficient data for analysis by simple
k

pr1nc1ples of frequency, it turned out thqt solution was achleved without .

any recourse to the pr1nc1plc° of frequcncy of occurrcncc. Here, then, 1s

}Ope of those 1nterest1ng cases of sub titution 01phers of rather complex
.dcenstruction whicﬂeresciyabie without any study whatsoever of freQuency'
distributiohs. Indced, it'wiil be found'to be true that in more than & fow
1nstances the solution of qulte complicated cipher systems mqy be accomplishcq
not by the application of thc pr1n01pios of frequency, but by recourse to in-
ductive and deductive reasoning based upon other cons1derations, even though
_the latter miy often eppear to be very tcnuous and to rest upon quite flimsy

supports. A
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h. | Before leaving the subject of‘e;general solution for cipher-text
autc-keyed‘cryctcgrams,.a.fiﬁal‘note ﬁay be added with regafdgto cé;tein'
baeic cryptographic phenoﬁena.in such crycfograme. In the illustratlve '
example in subparagraph b the auto-keylng sequence was offset ‘but’ one letter
torthe rlght of the c1pher text because the 1ntroductory key consists of but
‘a 31ngle letter. Obv1ously, if the 1n1t1al key cons1sts of 2, 3, 4, ...
letters, the subsequent auto—keying sequence will be offset 2, 5, 4,000
letters to the right; fespectively. ;Thie mcensAthat ln studying cryptograms
of thie neture the crypfanal&st caﬁ make trials of frequency distributions

of the type shown in Table I (pege 51) at various intervals, in order to

ascertain the length of the 1ntroductory koy Only when the'properlinferﬁal
is tried w1ll the dlstrlbutlon be monOalphabctlc. For examble,'iﬁ the illus-
trative case in subparagrqphs b and c, the dlstrlbutlon is based upon the

3
c1pher letter immediately follou1ng eech appearance ‘of*the’ coordlnate letter.

This interval (1) is correct in that case because the introductory key_con-
siste of one letter. But suppose the introdcctory key coﬁsiSted of 2 letters.
Then a dlst:ibution baséd'uﬁoﬁ ﬁhe letter lﬁhediately‘folloWing geach appearance
of the coordinefe.letter. Wocld no longer show monoalphebeticify, sfnce'the
infefvél‘selected is notvcorrecf In thls case the dlstrlbutlon would have
to belbased‘upon the sccond letter aftcr cach appearance of the coordinate let~
ter;. and then the dlstrlbutlon wculd show monoalphabetlclty. ﬁlkewise, if
the introciuctoiy .key‘con‘si'stted cf.Syletters, the distribution wculd have to
be based upon the 5& lef%er after eech appearance of the'coordiﬁate'letfer,
and‘so on. |

1. Anofhcr point is of ictcfest in ccnﬁection With fhe excernal

characteristics of repetiticns,ln cryptogfams of this nature; In'subparagraph

5By coordinate letter is meant the letter to the left of the Square which is
actually the key letter.
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5

a certaln characteristlcs were p01ntod out as regards tne presence of double

-

letters in, tbe 01pher toxt.' It 1s to be noted that 1n that case. the 1ntro—
_ ductory key consists of but one letter, s0 that whencvor thc letter Ap

:occurs in the p]aln text there is a double letter in thc cipher text . But .

supposc the 1ntroductory key con51sted of 2 lettors. Now note what happens,
u31ng the same, example as in d but w1th 1ntroductory k‘y KY.

Key....,. XYETWEVYN-

“Plain.... M A N 4 é_T TAN

ClPhGI'---vEYL,CH:{_NXR
. e " Rtz

It Will be seen that tbo letter Ap nOW’produces a repotltlon of the pattorn '

‘:ABA, where A and B nay bw any lettcrs. (No** WUW Lnd YwL in the example )
_:If the 1ntroductorv key cons1sted of 3 letters, tnen the presence of Ap
would_produce a’ropetition of the pattern ABCA, and'so.on. | .‘

.13.5 F1nally, the numbnr oi tlmes patterns of thn.types 1ndlcated
occur in spacific cryptograms (AA ‘when the introductory key is one 1etter,
. ABA, . when 1t ie 2 1etters, ABCA, when 1t is 5 letters, etc l,Jmay be used

. as a ba51s for ascerta1n1ng the base letter" 1n en01pherment By this is

meant that, 1f for example, the pr:x.mary components are sct 50 that ek is

opposite A , (base letter is A) and 1f the 1ntrodactory key 1s say 2 letters;

. then the number of tlmes the pattern ABA occurs 1n the cryptogram corres- '
‘ponds Wlth the frequency of Ap If the cryptogram contalns 1000 letters,_
there should then be about 72 occurreucee‘of the pattorn ABA, since 1n 1000
.letters of plaln tcxt thore should be about 72 A'S‘] If the bage lettor ‘is
T , then there should be about 90 occurrences of tbo pattern ABA, and S0 On.
. Uhen the base letter has been ascertalned by such a procedure, it is
_'1mmed1ately poss1ble to 1nsert the co“respondlng plaln—text letter through—
;out .the. text of the message.. The dlstrlbutlon of thls letter may not only

serve as a check (1f no 1nconS1stenclos develop) but also may lead to the

assumption of values for other cipher letters.

.



REFS7ED : 24146453

26, Special casé of solution of cipher-text auto-keyed cryptograms, -

a. TWb:mESSagés’withgidéntiéallplsin texts but different initial. keywords
(but of the saﬁb“lehgfﬁs4) can be solved véry»rabidlyfby‘5econstructing the

'primary'cbmbohénts. Ehe cryptographlc texts -of such messages will be. iso-

'morphlc after the 1n1t1al keyword portions. ‘Note the two following super-

imposed messages, in Whlch only a few identitiés have. been indicated:.

W e

SBIS KBNLO CFHAZ LWJIAM BNFNXNS VIRE

KKMJ XYCXE HRPVO XMUVI YCRCG IKUTD
HFPRX CPCRR EHFMU HRAXC NFDUB ATFQR.
PRETN H'EHTT DPRIW PTVNH CRSWY VJIRTFTT

Starting with” any pair of superimposed letters.(beginning with thée ninth),
' chains of equivalents are construétedi

l 2 345678091011 12 13 14
l... LX NC H PE D G . e e e

2... O B Y e
A‘.S... Q F R T J Y W M I .-
4... Avm.,ﬂ
By inperpolation,&thess'partiallsequenses may;be qnitod into ﬁhs_keyﬁord.
| - H'f‘b ﬁ'slU L i B E FGIJKHMNO P Q S TVWX (Z);i
.AE"A The 1n1t1al koywords and thc plaln texts may now be ascertained
h,qulte eas1ly by dec1phor1ng.the messagss, ssinp thls prlmary componeﬁt Slld
agaipst itself. o | |
:g,‘ The foregoing solutionvaffordsﬂa clue to thsvsolufiohbdf csses in
whiqhvthe texts ofutwo or msréﬂmesssgesvare not.comﬁléfel& idsntiqailsus are
,';n part identical because_phsy happen to_bsvs_sim%lar beginnings or sgd;ngs,
. or contain nearly,similar'information or instfuctions. The ppég;ess(in such
cases is not so rapid as in the case‘of:mcssages_with whsie;y‘idestiéal'sexts

because much care must’be exercised in blocking out the isomorphic sequences

Two messages hav1ng 1dentlcal plaln texts -and dlfferent length keywords can
also be readily solved, but the procedure is more involved.
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upon Which,the_Féconstruqtion.oflthe primary components will be based.,

4. (1) In the foregoing cases, the primary compqpents used to encipher
the illustrative messages Weré~idéhtical mixed sequences. If non-identical
compbnents are employed, the crypﬁggréﬁs present an interesting‘case for the
application of a pfincible poiﬁted out in‘a'precéding toxts. N

- {(2) Suppose :that the three messayes of Par 25b had been enc1pher—
using'a plain component
ed by/different from thc mlxed oomponent The unclphormentslof the Word
ARTILLERY.Wbu;d still-yield isomorphic seQu?nées,‘from.Which, as has beenA
nofed, the»recopstrugtioﬁ,of the cipher component can be aécomplished.

(3) Having reconstructed the cipher cowponent (or an equivalent)
the latter may bc cpplied to the cipher tex’ and 1 "decipherment" obtained, ’
In this proceSs any sequence ofA26 lettefs.may.be used as the plain component
and even the normal sequence A.,,Z may be émplo&ed er this purpose, The wcr.
deciphermentrin the next to the last sentence is encloSéd by quotation marks

because the letters thus obtained would not yield plain text, since the real -

or an equiVaiént plain component has not yet bécn‘found; Stch "dediphefed"

text may be termed spurious plain text, But the important thingftd note is

that this text is now monoalphabetic and may be'solved.byAﬁhe simple procedur:

déﬁ%al_ly employed in solving a monoalphabetic cipher produced by a single .

mixed'alphabef; Thus, a polyalphabetic cipher'may be converted to monoalpha-
betic ﬁérms.and the problem much simplified. In other words, heore is ahother
exaﬁpie of the situations iﬂ whiéh'fhé ﬁrinciplé §f convéfsion into mono-
alphabefic tefms mayibe applied with gratifying success. it'is also an exampl.
of‘fhe dictﬁm fhat‘thefuse of two differently-mixed primary componénté does
nbt.really‘givé mﬁch mpré security than ddés a mixed éomponent sliding against

itself of'against'the normal sequence. -

5 . o N ,
“Military Cryptanalysis, Part I, Par. 45.

s
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" SECTION VII, ..+
' SOLUTION OF AUTO-KEY SYSTEMS, II.

Paragraph

Preliminary remarks on plain-text auto-keying.............c00n 27
Solution of plain-text auto-keyed cryptograms when the <

introductory key is a single letter..........ccccivieennnnns 28
Mechanical SOLUTIONS . vtssesesuensonsnrencesresasensonsneenenee © 29

27. Preliminar& remérké on plain-text‘aﬁto—keying. a‘g; If the cipher
alphabets are unknown sequences, plain-text auto-keying gives rise to.cryp-
tograms of more intriqate chéractcr than does cipher-text auto-keying, as
has already been stated. As a cryptographic principle it is vefy.cqmmonly
chdUnferod'as~a'new and remarkabié "invehtion"'Of tyros in the cryptographic
art, Tt épparontly'giveéiriSe to the type .of reasoniﬂg.to,which atteﬂtion_
has beeh directed once before and'which:was_then shown to be a popular delu-
sibn:of the uninitiated. The -novice tO‘mhom the auto-key,principlé comes aé

~a-brilliant flash of the iméginatioﬁ éees-only the apparent impossibilit& of
penétfating"a'secret which éﬁfolds another secret, His.feasoning runs about
as‘follows: "In order to read the cryptogram, thévwould-be»solvef'must, bf
course, first know the key; but the koy does not become,known'to>the would- .
‘be solver until hevhaé-read'thé cryptogram and has,thus~f6und the-pléin téxt.
Since this ié reasdningfardund a circle, the system :is indecipherable." How
unwarranted such reasoning.really is ' in this caﬁo, and hbw readily the préblem
is solvedé will be demonstrated in the next few paragraphs,

b. *'The discussion will, as usual, be divided into two priﬁcipal
cases: (1) when the cipher alphabets are-known.and‘(z) when ﬁhey are unknown.
Under each .case thére‘may'be an-introductory key consisting,oan siﬁgle.lettor
alword,'br'a short phrase,* The single-letter initial'kdy will be tréated

. first. .
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28. Solution of plain-téxt auto-keyed cryptograms_when the introduc-
.tqry key is a singlé,létter.”-,g, .Note;the~following plain-text auto—keyed.
eﬁcipherment of such commonly encounte red pldln text words as COMMANDING,

BATTALION and DIVISION, using dlrect standard alphabets.,

(l) BATTALION (2)‘D I V ISION
BTMTLTWB. A LDDAAWB

(3) COMMANDING [4) CAPTAIN
QAYMWVNQLVT - C-PITIV

These characteristics may bé noted:

(1) . The cipher equlvalent of A i§ the plain-texfhletter which
imﬁediatelytprece¢es Ap. (See the twc A's in BAM'ALION, for 1 above).

(é)‘ A plain-text seQuenca of* the geéneial fﬁrmula-AﬁA.yinds a

- doublet as fhe cipher equivalent of the fihal tﬁo’;otters. (See IVI
" or IST in DIVISION,: e;camplé-:é above. )

(3) - Every plain-text trigraph having Ap as its central letter

yieidé a cipher equivalent the last two letters of which are identical
" with the initial and final letters of fhc plain-text trigraph. . (Sée
MAN in COMMANDING, example 3 above, )

(4) Every plain-text tetragraph having A.p as the init;él,and the
final lettervyields a cipher equivalent the 2d and 4th.letters of which
are identical with thelZd,aﬁd 2d letters éf the plain-text tetragraph,
respectively; (See APTA in CAPTAIN, example 4 above; also ATTA .in
BATTALION‘, example 1.) |
b. (1) TFrom the foreg01ng charactorlst1cs and the fact that a repetl—

tion of a.soquean of n plaln text letters will yleld a rOpetltlon of a
sequence of n-1 cipher letters, it is obvious that the simplest method of.
“solving this type of cipher ig that of thc.brobable-wordg, Indeed, if the

system were used for regular traffic it would not be long before the solution
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would consist merely in referring tq'lists ofaggpper‘equivalents.of~common-
1y us;d wofds'(as‘found frqm previous messages) and searchiﬁg'throughathe
messages for these.cipherfgquivalents,
"{2) YNote how easily the following message can3be:solved:

leE CJTI B ?j%:z;g—_/? WBPQ AY M.NvQ HVNET ..W‘A ALC...

-Seeing the sequence BIMTLIWB, which is.on the list of equivﬁlents in.a above

(see example 1), the word BATTALION is inserted in proper position.' -Thus:

Nlth thls as. a start the declpherment may procoed forward or backward W1th
ease, Thus

BECJI B
EACHB . A

e o 9

T PQ AYMNQ HYV LC
T D ER AC ..

CO MMA-N.

-3 3

TwW AA
I L

NET
WIL

=R

TL
AL
¢. - The foregoing example is based upon the sd-called»Vigenére method
of enciphermont (/e =81/p5 Bp/p = @d/¢)-- If in encipherment thé plain-
text letter. is sought in ‘the.cipher component, its equivalent taken'in the
pla1n,component;(9k/c'= Gi/p; ep/c'i“eé/b)’ the steps ‘in Solution are :iden-
tical, except that .the’list of ciphor equivalents of probable-words must be

modified accordingly. For instanca,'BATTALIONAwiil now be enciphered by

the sequence .....eveeveveeee ‘veeensee ZTAHLXGZ.
d. . If reversed standérd cipher alphabets arc used, the word BATTALION
will be enciphered by the sequence i.....ivieerencens Wvedeedesesss. BHATPDUB,

which also presents idiomorphic characteristics leading to the éasy rocogni-
tion of the word.

g, All the foregoingtphenomena,are based upon standardralphabets, but
- when mixed cipher components are used'and thesé have beeﬁfreconstruoted,
" similar. observations may be recorded and the results employed in the solu-

tion of additional messages enciphered by the same components. How messages

A 4 (
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- enciphered by unknown mixed components may -be solved will be discussed. -
presently,f At this point it will merely be notcd that rcpeated plain-text
sequences of n letters produce repetitions. of n-1 letters in the'ciphcr
text. Frequently-repeated trigraphs and tetragraphs, such as ENT, ING, ION,
SION, TION, will produce repotitions of digraphs and trigraphs'in the cipher
text, so that, in addition- to such,repotitions of long words .as arc commonl&
encouhtered in military text, thers will be plenty of shorter repetitions
Whicﬁ will yield uéeful data, Inasmuch as the principles underlying the step:
to be followed after the‘fepctitions have.been found arc quite-similar to
.thosélse;t forth under Paré. 25 and 26, in cunncction with cipher-text auto- .
keying, no example will Le necessary at this poinw,

29, Méchaniéal solutions, :-- .g‘. The_ method of éolutidn pointed out in ‘
the preceding.paragraﬁh is based. upon the successiul application of . the |
probable-word method, But sometimes the 1atter,method-failé because the —
-9ommonli-expected words mey not be present after all. Hence, other principles e
and-methods,jpreferably mechanical in character and'not dependent upon assum-
ing the presence of any specific words may be'desirable,f-one such,method‘.
will now be described, The matter will be presented under separate headings, .
dependent upon thq types of primary components employed.

b. . The types of primary components may be classified as follows:

(1) Primary componenfs are identical,

(a) Both components ﬁrogressrin the same direction,

{b) The twolcomponents progresé in oppositevdirections. ~
(2) Primary components are different.

Co . (1) Taking up the case wherein the two identical, primafy compo-
nenfs pfogpess in'the same directiqn, assume the following additional factors

to be: known by the cryptanalyst:
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(a) The primary componcnts are both normal séquonces.

(b) The en01phermcnt is by plaln;toxtvauto-kuylng.

(c) The enciphering oqqatlons arev: 61{/0 = Hi/p; Qp/p :Gc/c.

(2) A message peginning QVGLB TPJTF e is intercepted; the only
unknown factor is the initial kéylettcr. of courée, one could try to deciphei
the message using cach ke&lettef in,turn, beginning with A and cont;nuing
until the correct>keylctt¢r is tried,'whéreﬁpon'plain text will be obtained,
But it seems logical to think thqt all the 26 possible "decipherments" might
be derived from the flrst one, so thqt the procoss might be much simplified,
and this is true, as will now bc shown.. Taking the two cipher groups under
consideration, lef them be “deciphefed" with initial keylefter As

CiPHCT +.vuevevnenvsnssien.. QVGLBTPITE

D601pher d with koylettnr A QFBKRCNWXT
The deciphered text is certainly not "plain text." But if one completes
the sequences initiated by thgse lettéré, using the directistandard segquence
for the even columné, the reversed sténdard for the odd columns, the plain
text sequence is seen to feappear on'one,géneratrik; It is HOSTILE"FOR(CE);
From this it appears that instead of going through tpa labor of making 26
successive trials, which would Cénsume considerable time, all that is neces-
éary is to have a setAof.étrips bearing the normal direct sequence and another
set bearing the reversed normal se@uence,and to align the:Strips,’dlternately
direct and reversed, to the first “deciphermént{"’ The plain text will ﬁow

reappeaern'oné'generatrix‘of the completion diagram,
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Initial . . - (
key . ‘
letter. GLBTPJTF

FeHmoaRoa.

. ¥

el
NE<ddRRBOYOoHRHRNAH

4
~t

KNP QUEHODHaRHREZoYo Wnnd<d sk

<dHVNNOYOEERRUHITIQRED QW N M=

UHPOEEBUQEENKMKE<ddnnOWOoZERBHKR |
OCHOWNHA<SEMNKNPYALaYQTHYRHRZ |

MuoweN<HRE=<ddnmoYoZaHRaHmar |
MBAd<SENHKNPYOQUEEQEHYRHEZOWO W

HnHddERKNPTaUEYONHOGRHEE ZoYD |[©
avHEQEHARPFEZoYoNnaadd SN NEW

NHNS<ICHOEEWOREN NS QM EU.aw >

BrN<KsS<ddanwo 'vos

ToEHREOQWE R NS

‘ Figuré 8,
(3)' The peculiar nature of the phenomenon .just observed, viz, a

c-émplet_ion diagram Wif:h the vertical sequences, in a‘djacer;t columns progress-— ‘
ing in opposite directions, those in alternate éolumns in_the’same direction,
calls for;an explanation,. Although,the.matté;.seems.rather mystérious,_it
will not be hard to understand, Fifst! it is not;hafd to see why the letters
"in column 1 of Fig,-8 should form the éescendipgrgqquence QPO,...er“these ‘
letters are merély the;ones result}ng from the successive "decipherment" df
Qe by the succeséive keylétfers A,B,0,....« Now since the'"dgciphérment"'
 obtainéd.from the lst cipher ietter in any row in Fig. 8 becomes the keyletter

~ for "deciphering® the 2nd cipher letter in the same row, it is apparent that

as the letters in the lst column progress in a roversed normal (descending)
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order, the letters in the 2dipolumn_@gé£ prégresé inAé‘dirbthndfmal (ascend-
ing) order. The matter may perhéps become more clear if énaipherment is
regarded as a process of additfon, and dediphermént'aé'a prdceés'of subtrac-
tion. Instead of primary components or a Vlgenere square, one may use simple
arlthmetlc, assighing numerlcal values to the letters of the alphabet begin-
ning with A = 0 and endlng w1th Z = 25, Thus on the bas;s of the pair of
enciphering equations ék/c-= Qi/p;_eﬁ/c = ec/c’ the leftef ﬁb enciphered by
keyletter Mk with direct primary compbnents yieldé Tc; But using the follow-
ing numerical values: | |
ABCDEFGHIJ K L M N 0 P
01234567891011121314151

o0

I RSTUVWXYZ

8 17.18 19 20 21 22 23 24 25

the same result ﬁay be obtained thus: H?(Mk) = 7412 =19 = T,.

Every{time the.numbér 25 is exceeded in the adéitibn;'onevsuﬁtfacfé 26 from
it and flnds the letter cqulvalent for the remalnder. In deciphermént, fho

process 15 one of subtractlon. For cxample: |

TolMy) = 19 - 12 = 7 = Hp; Do(Ry) = 3 - 17 & [(26 + 3 -1é] 29 -flé = 12 = ilp.
Using this arithmetical equifalénf.of normal slldlng-étrip enciphérment,.thc

: phenomenon just noted can be setldQWn in the form‘of é'diagram which will

perhaps make the matter clear,

L

‘ QVGLBTP J ete.
Qul(hy) = 16-0 = 16 =Q —5 QF BKR.. . . = '
: l BN
Vo(Q) = 21-16 =6 = F . T { _ !
'

Lo(B) = 11-1 = 10 = K

By (Ky) = 1-10 - ;?-=.§ i

GC(FK) =6,“~" 5=laB __..__.,.._._...!-....J I
1

X

' '

************* *

[
I
) |

* k ok ok ok k ok %k



) ,%(.,Bk) =
() -
6o ()
I (h)
EXCA)

ko %

Q,(C,)

(ok) ’.:.

G o ()

- Ly(z)
B, (1)

16-1 = 15 =

H

Y

21-15 = 6 =

6-6 = 0=
11f6,: 1 -
111 - 16 =
* k k¥ *' .*
16-2 = 14 =
21-14 = 7=

6-7 = 25 =
1l—~5 = 12z
1—12 = lb =

Note how homologouu lctterq of

llnes) form alternately doscendlng and ascendlng “ormal sequences..b

(4) When the method of onciphermont bas sed upon en01pher1ng
equatlons ek/c -ei/p’ 9p/c -gc/p is usui 1nutead of the one based upon
enc1pher1ng equatlonsek/ -=Q i/p ’Gp/p "ec/c’ the nrocesu 1ndlcatod above

is s1mp11f1ed by the fact that no alternatlon in the dlrectlon of the sequenC(

*

tho t‘xree rows (Jomoad by vertical dotted
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* ok K ok ok k|ok

..'.'."
’***

/£

in the completion diagram is requ_lred_. For example:

Cipher..,....vv.

Deciphered. A .z A

\ .d. (1) In the forcgoing example the primary components were normal
seque‘nc_es,, but the case of identical mixed components may be handled in a

similar manncr, Note the foliowing example, ‘based upon the following

W YXFIKZOVWF I
ZGEKLADWXGJ
AEHLMBEXYHK
BIMNCFYZIL
CINODGZAJTM
DKOPEHABKN
"ELPQFIBCLO
FMQRGJICDMP
 GNRSHKDENGQ -
"HOSTILEFOR

..YHEBPDTB.TD
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primary componept_ (Whigh is asswr@d to"have,_ p_c_en reconstructed from previous
work) : o ‘ o

FBPYRCAQZ IGSEH TD J::;F‘M;KV AL'WtI}IOX,

Mossage: U S IN L YQEOP e otc,

(2) .First, the message is "deciphered" with thg initié;”kéy-letter

A,._eind then 'a' c,omple,t ion diagram.is estab‘lished, .using siidi;ngju si’:rip'§ bear.’ing

the mixed primary component, altérnate strips bearing the re'versed‘s‘eque.nqe'.

Note Fig. 9, in which the plain text, HOSTILE USINLYQEOP
- ' ' ‘ WDAYKXKELU-IA
FOR(CE), reappears on a single generatrix,. Note NTLPVSWIGTV.
) . ' o ' S OHWBAGNDSK
. also that whéreas in Fig. 8 the odd columns. con- XENFLIOTEM
. C o ; S . FSOXW.ZXHHU
tain the primary sequence in the reversed order,gnd, BGXON QZFJE~T J
' PIENOCBSDD
the even columns contain the sequence. in the YZBWXRPGJT
' — ) RQPLFYYIUH
direct order, in Fig. 9. the situétiqn»iﬁ,revoryﬁ CCYABPRZME
' ' o QRRVPBCQKS
sed: the, odd columns contain the primary se- ZYCKYFEQCVG
S and . IPQMRXZRATI

quence in the direct order,?thc even.columns GBZUCOIYLZ .
' o ; - SFIJQNGPWQ
contain the sequence in the reversed orders EXGDZWSBNC
B o I ) " HOSTILEFOR
This point is brought to notice to show that it TNEHGAHXXY
e o . S DWHESVTOFP
. is immaterial whether the direct order is used JLTSEKDNBP

, S  UADGHMJIWPT
for odd columns or for even columns; the alter- MVJITUULYX
. KKUZDJMARDO
nation in direction is all that is required in .. - VMM Q IDKVCYN
' ' I "AUKCUTVEKQW
this type of solution. CLIVREMHAMZ L
e. (1) There is next to be considered ‘ul‘T L Tﬁi T & T L T

i 9

- the case in which the two primary compongnté.;

. progress.in”opposite directions [Par.‘zﬁg(l)(b)], JHere is a message, known -
to have been enciphered by reversed standard alphabets, plain-text auto-

keying having been followed;

XTWZLXHZRX
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SCHDYONOZERRUHT @ HE QK.

TWZLXHZRX (2)° The procedure in this case is exactly -
IJNODGZAJTM . : ' ‘
KOPEHABEN the same as before, except that it is not necessary
LPQFIBCLO . e , R o
MQRGJICDUP 'to have any alternation in direction of the comple~
NRSHXDENGQ ' o _ . '
OSTILEFOR tion sequences, which may be eithér that of the
PTUJTMFGPS L L L .
QUVKINGHANT  plain compdnent or the’ cipher component.’ Note the
RYWLOHIRU .~ | |
SWXMPIJTSYV - solution in'Fig., 10, Lot the student ascertain why
TXYNNOJTKTW . o '
UYZORKLUX "  the alternation in dirsction of the completion - - -
VZAPSLMVY o . . ‘
WABATMNWZ sequences 'is not necessary in this case,
XBCRUNOXA, o _ ; S ,
YCDSVOPYB (3)' “In the foregoing ‘case the alphabets were
Z'DETWP QZC . , N } o Lo
AEFUX QYRAD roversed “standard, produiwd by the sliding of the - .
BFGVYRSBE _ | S .
'CGHWZSTCF normal sequence apainst its reverse. ~But the under-
WDHIXATUDG: , ‘ 7 \ , )
XEIJYBUVEH lying principle of solution is the same even if a -
YFITKZCVWFI , , Ny _ ‘ _
ZGKLADWXGT mixed séquence were used instead of the normal; so
AHLWB EXYHK | | |
BIMNCTF YfZ_IfLV long as' the' sequence is known, the procedure to be
) Figure lO. o followed “is exactly the same as demonstrated in sub-

paragraphs (l) and (2) hereof, Note the following solution::

Mossage' . : VDDNC TSEPA ...

Plain component-,. .f F B

PYRCQZI G SEH T DIUMNMKVALWNOIX
Cipher componént . XONWLA V KMUJDTHESGTIGZ QCRYPBF

Note here that the prlmary nixod quuchu'lo used for the completlon sequence
'and that the pldln text, HOSTILE FOR(CE), cones out on one gensratrix, ‘It is
immaterlal whether the dircet or reversed mlxed”component is used for. the
compleélonAseéuence, s0 long as all the sequences in the dlagramvprogress

in' the. same direction, (See Flg. 11. )

B4
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sV =
SIS
n
P
(o3
=
Ao

Cror@ALE

BN

W.B_fwxﬁnnun%vuT_G NHEODHAORDEMPaAIEREON
drEEoMEAOAALNAMONHODDHEAINEARPDENE
EZONEBMALMEOINHGNMEOTHARLDEME <A
NHUNRERIDDEBEALRPESMEaAdAsmOK AL MO G
EMPL<IEEOXRRALMNKOPNHONRENEARD
mo@PNHODURIDEHEARDSMEPSAEEOKEBMA M
CnHAEOEARDESMPLdIEZOKMERNALMHEOD @ N H
CNHONKIEEARPSNMES I EZZONMEMAU MK
AHIEZOMEBAOALMAEODENHODRODHARDENMPE

HONHEHARDEMPIIEZORMMAMMMEO PN

CUFighre 11,

There remains now to be Gonsidered ohly the case in which the

(1)

two components are different mixed sequences.

Let the two pfiméry‘éomponénts

be as follows:

0

and‘thé'héséégé:

'‘VXUDTJ

CTUYL

it A

s

,Fifég’ndeoibhér"”the.meséégé'Wiih ény'érﬁitrériiy selected |

()

S

iﬁifiai‘keyletter; séy A;'éhd cdhpiété'fhe piéin bdmpoﬁeﬁtwééqueﬁcefih‘thé

—

first column, (Fig. 12a)
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¥

Cipher...
Plain....

e
o

B
b ey
o o
S
=
b4 <

1=
o
b4 +d
=t
b <
I
1=«
)R w)

]

<R FRoYoZ RO
I MmO = adKkaU

HygmMToRBEOQ S N M-S
HHDOWELY!E ANQ MW

&Y

t
S

HuHmoEHEOOWPNHKREdd3n Yo Yo Z ElHa

Figure 12a. . . TFigure 12b
Now prepare a strip bearing the cipher'cqmponent reversed, and set it below
. the plain ‘c‘qln‘xp'onen_t so j:hat'Fp

of the spurious "plain text" recovered, Thus:

\

= Ly a s.ett.i:ng given by the lst two 'Letters
xyz @
¥YPpB- -

‘_(3) Now opposite each letter of the cqmpletibn,sequence:inF

Plain,... A BCDEFGHIJKLMNO Q STUVW
Cipher... FXONWLAVKMUJDTHESGIZQCR

column l, Writé its plain-component equivalent; as given by_the»ﬁuxtaposgd
'Sequénoés above. This gives whaf,is shown in Fig. 12b, Then féset the two
sequenﬁes (reverSﬁd cipher gpmponégt‘agd'the'plain cémpppent) éo that

Qp_='Fé (to qorrespond withAthe 2ad and'Sd letters of the spufious plaig.text);
ﬁrite down the plain;pomponent equivalents of the letﬁérsJin_column‘z,lform;
ing coiumn,s,‘ Cdntinue this process, scanning the generatricég fréﬁ time

!

to time, resetting the two components and finding equivalents from column to
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column, until it becomes ov1dent on what genera- CFUYLVXUDT
' . LPQRXWXAWSE"
trix_the plaln text is reappearlng. In Flg. lug_ MJTIBC
. o : ST NDCY
it is seen that the plain text gcneratrix is the 0CLI
- PYNG
one beglnnlng HDST, and from this p01nt on the QUATJ
, RWUN
solutlon may be obtalncd dlrcctly, by u51np the S'QK L
e , G TNTQ
two prlmary compon(nt UKYA
S o : S VHES
(4) Uben the p]aln componcnt is also WEFD
B : XBPB
a mixed sequence (and dlffercnt from the c1phcr YXRZ
T T o Y ZTDP
component), the'procednre is identical with' that AEHR
g E ES _ , . B 770
outllned in subparapraphs (L)=-(3) abdve. The CVXE
\ DMZW
fact that the plaln component in the precedlng EPOF
FAWH
case is the normal sequence is of no particular GRMM
: o HOSTH®*
significance in the solution, for it acts as a ISG
0 ‘ JLV,
mixed eequence Would act undcr 51mllar circum- KI1I
stances. To demonstrate, suppose the two follow- Flgure l?c.
ing combonént weTe uscd in onc1phermont of tho message below .
Plain.;.. W BV I L H YAJ Z MNFORPE Q S C K U
1Cipher...-F P Y RCQ Z IGSEHTDJ UMK V ALWNOX.
- Message...'BvBVZU- DAXID...
To solve the messago, "de01pher" tn( text with any. arbltrarily sclected
initlal kcylettcr Qnd proccod exactly as in suoparagraphs-(z) and (5)-abo§c;
Thus;  Cipher w.......... BBV ZUD QX7 D .
"Plain" (@;kzx) . .VY IYZEFOR

Note %he completion diagram in Flg. 13 (peg 7&), Whlch shows the word
HOST. .. very soon in the proccss. Trom Thl“ p01nt on the solutlon may be

obtalncd dlrectly, bj u31ng the twa plimary components.



REF ID:A4146453

- T8 -
BBVZUDQXJID g. (1) Another "mechanical" solution for the
VYRIYZETFOR
IQNJ for3901ng cases will now be dcscrlbed because 1t
GEYG
XVWZ2 present" rather interesting cryptanalytlc 81delights.
LLKO
HOST* Take the msssage R EFE R ENC E H I S
YXB
AHH PREFERENCE IN RETF E RE N CE
IJMV [
ZDX BOOKS AN D RETF R R E N CE C H AR T S +..
MJG ‘
NGJ nhd onclphbr 1t by plain-text auto-key, Wlth
FBE '
012 normal direct primary oomponents, initial key setting
RTL . : o o .
PUI A = G.. Then note the underscored repetitions:
ERO p - et S ] :
QS A REFERENCEHISPREFERENCEIN
DN C XVIJIJVVRPGLPAHGVIIVVRPRPGMV "l'
SPP _
CCPF REFERENCIEBOOKSANDREFERENCE
TFQ EVIIJIVVRPGFPCYCSNQUVIJIVVRPG
KAU - - »
UZM :
WXD CHARTS

GTHYKL

Figure 13.

~ Now suppose the mesuaae hqs been. 1ntercepted and is to
be solved., The only unknown factor will be assumed to be the 1n1tlal keyletteJ
Let the Message be "deciphercd" by means of any 1n1t1al kcylettcr, say A, and

then note the underscored repetitions in the spurious pldln text.

Cipher...... XVJJVVRPGLPAhGVJ:rv VRPGMVEVIJIV .
"Plain text".., XY LY XV THKBOMVLEZELEHTIYOHXYLYX
VRPGFPCYCSNQUVIJTVVRPGGJIHYEKL

Y TWEKVUIQMCHILKZEKELKHIYIBGSST

The original four 8-letter repétitions now furn out to be two different sets
of 9-letter repetitions) which scems rather‘peculiar,‘ But now 'let the spurious
plain text with its reai plain text, and the ciphefAtext 'be transcribed as
though ‘one were deallng w1th a pez:0d1c clphcr 1nvolv1ng two alphabuts, as.
shown herewltha It will horo be scen that the letters in column l are hono-

alphabetic, and so are those in columnvz, In other words, an auto-key cipher,
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" which is commonly regarded as o polyalpha- - 1-2 -2 1-2 1-2
betic, aperiodic cipher, has been converted. .: RE ~~ ETF RE EF
into.a 2-alphabet, pcrlodlc c1phor, thc 1nd1— fX Y\ K Z‘ . XY - K\;
vidual alphabets of which arc now mopoalphq-b . _?.E _:,fE_R.:. ;N‘Cf E R
betic in nature. The two I‘epctltlons of LY - KL ;T'v_f* KL
XYL Y X'YT w K represent en01pherments i- | "R E | -'E N EB m
of the word REFE?ENCE, 1n alphabets l z- , XY o K‘H '_AK v L K H
1—2-1-2-1-2-1 the two repetltlons of . .“:, N é . iC E O.Q CJE
LK Z K L K H Iy llkew*se represcnt on—. | V' TwW : , 1 f Uz » I;Y
01phermentu of the same word bu’r in alphq—  EH IN K $_ ‘ Q H
bets 2-1-2-1-.3-1-2-1-2._ - | KB, O0H QM I B
 (2) Iater on it willbo seon how 1S RE AN AR
this method of convortlng an auto-ke& c;nher 0 XY G H  GiS
1nto.a perlodlc c;phor may be apnlled to the . AP R FE PD,R TS
case where an introductory keyword eu:ueed v L | L Y T L SN

as the 1n1t1al keylng element 1nstead of a s1nglc letter, as in tho present
case, At thls p01nt let the student try to figure out for bimself»the basis
for'the phenomena'demonstrated above, A hint will be found be referring to

the case descrlb d under c under this poragrapb

h._. (l) In the for9501ng case the nrlmary compononts were 1dentlcal .

nornal sequonces progress1ng in the same ulrcctlon. if they were mixed
sequencos the pnenomena ooeerved above Would st11l hold true, and so long as.
the sequences are known, the 1ndlcated method of solutlon may be applled .

(2) When the two prlmury componenbs are, known but dlfferently

mixed sequences, thls method of solutlon is too 1nvolved to be practlcal It

:is nore practlcable to try successivc ;nltlal kbyletters, notlng the plain text

each time and resettlng the otrlps untll ‘the CJlTCPi sottlng has been ascertain~

,ed, as w111 be evidenced by obtalnlng 1nuelilg1ble plﬁln text.
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SECTION VIII.

. SOLUTION OF AUTO-KEY SYSTEMS, III.

Paragraph

Solution of plain-text auto-keyed cryptograms when the '
introductory key is a word OF PHTASE .v.vevsresssscssessasess . 30
Subsequent steps after determining the length of the. :
iNtrodUCtOTY KEY teveveescoesancsseaassenssvenassnnssasasssass  * Ol
Conversion of foregoing aperiodic cipher into periodic form eee o+ 32
Concludlng remarks on auto-key systems ...eeeieenctescnsssnnoes - O3

30, Solution of plain-text auto-keyed cryptogfems when the in£roduefory
key is a Word or phrase. - a. In the foregoing diééuseion‘of plaih-teif |
auto-keying, the introductory kéy was ssumed to con51st of a elngle letter,
so that the suboequent keyletters are dlsplaced one letter to the right with .
respect to the toxt of tho message itself, But sometimes ﬂiword of phrase
may serve this function, in'which case the subsequenﬁ key ie dispiaced as
many letters to the right cf the initial pla'ﬁ-text.letter of the meesoéo as
there are letters in the initiel key. Tﬁis will not,‘as.afrule,.interfereuin
any way with the appllcatlon of the pr1n01ples of solution set forth in Par.'88
to that part of the cryptogram subsoquont to the 1ntroductory key, and a solu-
tion by the probable-word method and the study of reoetltlons can be reached.

2

However, it may happen that trial of this method is not success fui-in certain

cryptograms because of the pa weity of repctitions, or because of fallure to
find a probable word in the text. When the cipher alphabets are known theref-
- is another poinf of attaCKIWhich is useful ﬁﬁd inferesting. Tﬁe‘ﬁethoo coosiets
in flnding the, length of the 1ntroductory key and then solving by frequency
principles, Just how this is qccompllshod will now be explalned.

2: | Sunpoee thqt the 1ntroductory kcyword is HORSECHESNUT, fhat the
plain-text message is ﬁs bclow, and thut 1dent10al prlmary components
g progres51ng 1n the same direction are used to en01pher the message, by encipher—

-equatlon 9 k/c = '@i/p; " p/p = ec/c‘; Let the componentu be: the normal sequence

=
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1234567891011 12 13 14 15716 17.18 19 20 21 82 23 24 25 26
Key....AiORSECHES T N U T M Y L EF T F L AN K I S
Plain..MYLEFTFLA N K I S R E C E I .V LN G HE 4 V
Cipher.TMCWJIVMPS ¢ X ¢ L D C N INONTYGUOTIN
Key...,.RECEIVING HEA YV YA RTTITLLTETRTYTFTIR
Plain..YARTILLLER Y F I R EE NI M.Y T S M A S S I .
Cipher P ETXQGTRX F J I M C EE X U J T W DY XA Z
Key...EENEMYISM 4 8 S I NG TROOPSTOTLTEF
Plain..NGTROOPST 0 L EF T F RO NTANTDC 0 N.C
Ciphér.RX G VAMXKF 0 D W N ¢ L K F B HP F W § 2 R H
Key....TFROQNTAND C O N C ENTRATTINGATERTI
Plain..ENTRATING A R T I L L ER Y T HERTEJZX W I
Cipher.X SKFNM I'AJ FGKP Y XI Y M RXEOTP Q.
Key....,.LERYTHZR E X W I L L N EEDC ONGS I D E
Plain..LLNEEDCON S I D. EER A B L ERETIUNTF O R C
.1pher.WWRVCWJSE W F ZMCLOPIUGWAXWTUG
Key...mRABLEREIN F O R C EM EN T S T O M A T N T
Plain,, EMENTSTOM A I N T A I NMYP O0S ITTIGON
Cipher VMFYXJXWZ F W E V EUR 2 RHHGUT Q B G

It will now be noted that since the introductory:key contains 13 letters

.the l4th letter.pf,the_mcssage.is;enciphered by the isf letter of the plain

text, the lSth by tho 2d, and'so on. Likewise, the 27th letter-istencipher-
ed by the l4th . the 28th by the l5th and o on. . Hence, if the lst cipher

letter'is4de01phered, thls,w1;l give the key for deciphering the 14th, the

latter will give the key for the 27th, and so on. An important step.in.

the soluticn of a message of this kind would thercfore involve ascertaining

. the 1engt@nof'theuintroductoryvkpy.~.This.step will now be explained. .

c. Since the plain text itself constitutes the keylotters.in this

. System (after the infrodu¢tory key),ﬂthese keyletters will .occur with their

~.normal frequencies, and this means that there will be many ocdurrences of

_E, T,,O,;A!,N, I,“R,.Sjencipherod by Ek;_therelwill'beymany occurrences

of»thes@n§ameuhig@-frequengy 1etters'cnc;pher¢d by Tk, by Ok, by Ak, and
so-on, ~In fact, the number of times 'each of‘these‘combinatiqns will occur .

mayiﬁe?dalédia;éd.stﬁtiétigqll&;, ?ith‘fpe,qnqiphérihg conditions set forth
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under g_abovgl.Ep enciphered by Tk’ for example, will yield the"same,ciphér
equivqlentqu T, encipﬁeredfby E; in other words two ghciphofménts of any = -
pair of letters of which either may serve as the key for enciphering,the dther,,,
must yield the'saﬁs ¢ ipher rcsﬁltant. It is the_cryptogréphié effeéﬁ of these
two ph¢nomeﬁa working toéether which permits of ascertaining phg length of ' |

the introducfory key in such a casce For every timc a'given letter, 91;, ocours’

-

in the plain text it will occur n lefctérs later as a kalotter,ek, and n in |

this case-equals the iengtﬁ of the introductory key; Note the following

b

illustration:
. 1234567891011 12 13 1‘2»5 456789 lO_ll’leIS
(1) Keyeeev.. HORSECHES T N U T .. o . .T . 0. o o o .0 ‘
(2) Plaife.ee & v v o o T v v v o w o B e e e
(B) CIPheTaee v v v e e 4 0 o o 4 e e e e e X el e S e e B
123456789 W
e e . e s E L ’ .
B L, B
‘Heré it will be noted that Ep in llne (2) has'a T on either side of it,.at’'a e

K i

- distance ‘of 13 intervals; the first enclphermpnt (Ep by Tk) ylolds thu same
équivalent (X,) as the second enc1pherment (T by By). - Two cipher letters‘are.[; v
‘here 1dent1cal, at an interval equal to the length of the 1ntroductory koy. But

the converse is not true; that is, not every air of idénticol letters in the

cipher text represents a case of this type., For in this éystem identit& iﬁ'
two cipher'letters may be the result of the following,three conditiéns each
having a stqtlstlcally ascertainable probqbl]lty of occurrence: -
(1) “A given plain-text letter is crciphered by the Same kéY‘léiter
" “two different times, at an interval which is purely aCbidéﬁtal;
"the cipher equivalents are identical but’ could- not be’ used to .

‘give any information about the length of the intidduétbfy key.

11t is important to note that the two componentb must be identical sequences
and progress in the sgme dlrsctlon. If this is not the ¢ case, the entire reason-
.ing is inapplicable,
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Two different plaln ~text letters are en01phered by two

\

different keyletters~ the 01pher equlvalents are fortui-‘

tously identical, -

(3)

A given plain-text letter is enciphered by a giveﬁ?key letter

and later on the same plaln-text letter serves to enc1pher

another plaln-text lctter whlch is 1dent1cal with the flrst

key letter the ¢ ipher equ1valent° are causally 1dentlcal.

It can be proved that the probability for 1dent1tles of the thlrd type 1s

greater than that for identities of either or both lst and 2d types for that

interval which-corresponds with the length of the introductory key;

that is,

if a tabulation is made of the intervals betwcen identical lettefs in such a

should coincide with the length of the introductory key.

- system as the one being stqdied,-the interval_which occurs most frequently

The demonstration

of the mathematical basis for this fdct is beyond the scopo of the present

text; but a practical demonstration Will be COnvin01ng.

a.

- and 13 letters, as in Fig. 14.

DHRQHEHONNEHE = dHY QW™

N (@ =)

ONBEMKOT®

dEQHdEro=E2=tHo = 01w

NoMowzass

HHrHO KA R HY S 4o
mEHdNESHEd] <] EBgH <o
INsSEREEHEgoraz Ry
HEdoQWaNzZRHoKeB
L<E4RY=ETADE@E O 30 KB

QE QK

]

o~

12345678 9101112
r TMEW I VMP SGIXC
LDIC/NINONTY\QUO
INPETXQGTRXTF
JIMCEEXUJTWD
" YXAZRKGVAMEIXK
,GPDWNGLKFBHP
WQZRHXSKFNM
IAJCFGKPYXIY
MPRXEOPQWWRYV
CWISWEMWFZMCLO
PIUGWAXWUGCW
FYXJTXWZFWEYE
URZRHHGUTQBG
b

Figure 14,

H<a=s"UXaoa'wyamr

Iet the illustrative message be transcribed in lines of séy,ll, 1z,

23456789101112153
MCWIVMPSGXGCL
C N NONYGUOéN
@y QGGFXFJ M

elxjus\wpyxaz
KGQUAMXKFODWN
L BHPFWQZRH
S N@FAJCFGK
YXIYWPRXEOPRQ
WRVCWISEWFZM
LOPIUG@%X@FG
MFYXJTXWzZTFrWEV
URZRHHGUTQBG



' that the cipher alphabets are known alphabets.

/-1etter) is shown in Fig. 15, (page 793t

® 7
£ ’, ' I
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i
> §

above will be used. _

S;. Subsequont qt@ﬁs aftef QS%Ermznlng the length of. the 1ntroduéto¥y
key., - d. Assume that the first 1e’cter ot thx‘s 1ntroduc£ow kcy is A Bnd
dédiﬁhé£ ¢he lst ﬁiphﬁr letter T~ (with direct §tandard alphabets) This
y%;lds Tp aﬂd the latter becomes the keyletter for the l4th letter of the
méésaée.' The l4th letter is deciphered ‘D (Tk) Kp the latter becemes the

keyletter for the 27th 1ettcr and S50 on, down the entlre first columﬁ ef the

'message as transcribed in. 11n0» of-lo letters. The samc procedure is follow-.

ed using B aé the 1nit1a1 KCylbttbr, then C, and 50 on, The fie ssege &s 1t B

@\4 . Hy

appears for tho flrst three trlals (ussumlng A, B, then C as the 1n1t1&l key—

*u, .

s
“.{,9“



“

. at the bottom of the

3la.)

=3
v o

10 111

0
G X

=4}
QK
=
~ o
< o
g

0w

HER<SRONSHPYERE QAWK QR Y MO 3R

r (a)
1st Columm of Fig. l4(c)
"deciphered" with initial

by = A.

: 123

Note: In each column TMC
"of the diagram the R
0dd letters are the D
cipher letters in the M

corresponding column
of Fige l4c; the even.
letters in the column
are decipherments. of -
the odd letters, by
the keyletter shown -

diagram. -(See Par,

dEYUdEZQoHQYYNOQnYN QYN

21
C
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I

FoR=)
H

KN}
[ et

Il
Q ¢a
W
)
< ;M
=
g o
U w
Qo

3
L

o
S

w—t

-l
-t
e
|—l

TR X Z O <KaEdH D 0 R

Qo

- o<g

]

.U -

L (b)

15t Column of Fig. l4(c)
"deciphered" with initial

i ' R ek =.4B'
4567 8¢ 10 11 12 13
wivHpPsS G X C L

A v(c).v . .
1st Column of Fig. l4(c)"deciphered"
Withek - Coe

Figure 15.
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b | Inspection of the resulté of these‘thfeé:triais soon shows that
the entire Series.of.zs trials need not'Be made,. fog/the results can be obtain-
ed from the very first trial, . This may be shown graphically by superimposing

merely the results of the first three trials horizontally. Thus:

Cipher Letters of Col. 1 - Fig, 15~ TDPCRGXPWCVE

' A TKFXUMLESKLT

! , B- SLEYTNXFRLKTU

! Key letters C- RMDZSOJTGQMJTV
i ‘ k .
D= nim i Ay

\‘ E - ‘\'/\\L\ },T\\/\\\/l\\/

A

‘Figure 16.
c. It will be noted that the &ertical sequences 1in adjacent columns
procee@ in opposite directi"ons, whereas those in alternate coiumns proceed in ‘
éhe same directions The explanatioﬁ~for this alternation in progression is

the same as in the previous case wherein this phenomenon was encountered

Q.

RZotomHddadsHKNPpHQUER-QITHA XN
UaupbNnHKKRsddanwoWoEZBr R Yo Eid
Had<sSMHANPOQUEHEHQHHAERPEEZOYO B 0=
dHIOZQHBEBYQEEPNHKMEddaNONO Yo s R NGOG

VE ‘(Par. 29c(2)), and the sequences in Fig. 16 may

=
e
3

now be cémpleted very quickly, The diagram be-
comes aé showvn in Fig, 17,
d. One of the horiiontai lines or genera-
* trices of Fig. 17 is the correct oﬁe;'that is, it
~ contains the actual plain-text e}q_ui'valen‘vts of . ‘
the 1st, 14th, 27th, .. 1etter$ of the message.
' The correct generatfix can be selec%ed,by mere
~ocular examination, as is here‘fbssibie_(see_,
generat?ix marked by asterisk in Fig. 17); or it
may be selected py a frequency test, assigning

weights to each letter according to its normal

Zga'ﬁ<o g ESNknboao QMY
NWoWozmEBrRyHEOEQEEHBYIOQWPNKNKEd

plain-text frequency.  (See Par, 14f of Military

QEHONRHEZRoOoOUYWo O nad<dsS N> oao .

AEERHNPDoOUEERHH YRR Z 0o Yo W n Ak
YHIZDOQHEHBEHBUOUOQWENRKMEddI N WO N o R R HRIG
EddnnodogatrNaHOQEREHUOQW P NHMNOQ
dEMHKNPBOQUEEMQENHOROREZ0O WO W n 3 g

PRI eHEEHDQERPNRKKE<SdAR RO Yo

=

Cryptanalysis, Part II.)

Figure‘l7.
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. & Identlcql procedure 1s followed w1th respect to column 2 3 4 ‘oo

of Fig. l4c, with the result tbat the 1n1t1al keyword HDRSECHESTNU” is recon-
structed and the whole nessage nwy be now dec1phered qulte readlly. — .
32, Converqlon of foreg01ng aperlodlc 01pher 1nto perlodlc form. - a.

In Par. 30e it was stated that an aperlodlc c1pher of the foreg01ng type may
be reduced to perlodlc uerms ahd. solved as though it wers ; repeatlna-key .
cipher, provided the primary components are known-sequences. The basis of

1the method lies in the~bhenomena noted in Par. 29 "An-example will be given.

b. Let the 01phel text of th“ message ‘of Par. SOb be set down again,

as in Fig. 140° e o ' R

-

1234567891011 1213
TMCHIVMPS G°X ¢ L
DCNINONYG U 0 I N
PETXQGTRY F .J I M
CEEXUJITWD Y X A 2
RKGVAMNXKXKF O D ¥W N~
GLDFBHPFW Q 2 R H
YSKFNMIAJT ¢ F G K .
PYXIYMPRX E O P Q
WWRVCWJISE W F 2 M-
CLOPIUGWA X W U G
VMFYXJITXWZ F W E V i
EURZRHEHGU T B G

e
T ®

a

Us;ng direee stagde;d alphabets (leenﬁre method) "d601phef" the second line
ey means of fhe first line, that is, taflng the lettere of the second llne
as cipher text, thesetof the flrst lln* as keylettors. ”hen use the thus- 
found "plain text* ae "key letters" and "doc1pher" the thlrd line of Flg l4c,

- as shown in Fig. 18, Thus:-

"Key"..ooo. THCYWIVHMPSGXCL.
Cipher.... DCNINONYGUOIN
."Plam'... KQLMETZJOORGC
"Key"..... KQLMETZJO0O0ORGC
Cipher i " PETXQGTRIXFTIIMN -

FOILENUITRSCK

"Plain"... .

Figure 18,
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Contlnue this operatlon for all th@ remalnlng llnes of Fig. l4c and write

_ down the results in l1nes of 26 letters. Thus:

TMCHJKMPSGKQLE@LEETQ;DORGC

FOILMNUIJRSCKXQUHIWZOUHFYP -

UUKJSQYWLHYYYMRAWIRRILIBTJ

LBKIJEVRRYTENBEXNZURYAZLKCEPE

SZEWIFLSFLVXXKMEKTAP VEVMBXJ

LAVFXUCSETIVHMTUHUUNFOQAVUU
Figure 19.

Now write down the real plain text of the message in lines of 26 letters. Thus:

"MYLEFTFLANKISRECEIVINGHEAYV
YARTILLERYFIREENEMNYISMASSI
NGTROOPSTOLEFTFRONTANDCONC
ENTRATINGARTILLERYTHEREXWI
LLNEEDCONSIDERABLERIEINFORC
EMENTSTOMAINTAINMYPOSITION

Figure 20.

c. When the underlined fepefitions in Figs. 19 and 20 are oompared,

they are found fo be identical in the respective columns,‘and if the columns

of Fig. 19 are tested, they will be found to be monoalphabetic.

_message now gives every indication of -being a repeuting-key cipher, It is

not dlfflcult to explaln this phenomenon in the light of the demonstrqtlon
glven in Par. 29§, Flrst, let the keyword ﬂORSECdﬂSTNUT be enciphered by

the following alphabet: i

BCDEFGHIJKLMNODQRSTUVWXYZ
AZYXYWVUTSRQPONMLEKTIHGFEDC B
"Plain”.... HORSECHES T 1 U T
"Cipher"... TMJIUYTW IHNGH

Then let the message MY LEFT FLhNK etc., be en01phered by dlrect standard
alphabets as before, but for the key add the monoalphabetlc equivalents of
HORSECHESTNUT (TMJIW,..) to the Key itself, that is, use the 26-letter key

HDRSECHESTNUTTMJIWYTWIHNGH-in a repeating-key manner. Thus (in Fig. 21):

The cipher

s
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Key...... HORSECHESTNUTTMJIIWYTWIHNGH
Plain.... MYLEFTFLANKISRECEIVINGHEAYV
Cipher... TMCUWJVMPS GXCLKQLMETZJT 00RGC
Plain.... YARTILLERYFIREENEMYISMASSI
Cipher... FOTILMNUIJRSCKXQUMNIWZOUHFYFP
Plain.... NGTROOPSTOLEFTFRONTANDCONGC
Cipher... UUKJISQYWLEYYYMRAWIRRILIBTJ
Plain.... ENTRATINGARTILLEERYTHEREXW I
Cipheri.. LEKJEVRRYTENBREXNZURYAZLKCP
Plaini... LLNEEDCONSIDERABLEREINFORC
Cipher... SZEWIFLSFLVXLEKMKTAPVEVMBXJ
Plain.... EMENTSTOMAINTAINMYPOSITION
" Cipher... LAVFXUCSETVHMTUWUUNFOQAVUU

_ ‘Fitgre,zl,

The cipher resultants -of this process ol enciphering.a message,qpinpide exact-
ly with those obtained from the "deciphering" operation that gave rjge to
Fig., 19. How does this happen? o

d. First, let it be noted that the sequence TMII .., , which forms the
second half of the key for enciphering:ﬁhe text in Fig. 21 may be described
-aS the standard,alphabet complement of the sequence ﬁQRSEQHESTNUT,,which form:
the first half of -that key. Arithmetically, the sum of a }etter’pf.the first

half and its.homologous letter :in the .second half. is .26,  Thus: .
\ .

o H+ T =74+ 19 =226 =0 -
0+ M=14+12 22820
R+ J =174+ 9 =26 =0
S+ I 184+ 8 =26 =20
E+W=4+22 =2=0
That 15, every letter of HORSECHESTINUT plus its homologous letter of the

sequenée TMI TWYTWIHNGH equals 26, whighﬁis here the séme as zero,. Inbother

‘words, the sequence TMJTWYTWIHNGH-is, by Q_rjptographic arithmetic, equivalent
to "minus'HORSECHESTNUT." - Therefore, 'in Eig.v2l,»ggpighering.the second half
" of ‘each line by the keyletters TMIIWYTWIHNGH. (i,.e., 8d@}484¥93,l%3i9» @,n...)

is the same as deciphering by the keyletters HORSECHESTNUT (i,e., subtracting
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“

7, 14, 17, 18, ;.,). For example; - - - 's‘h_-’ S

"R, (Ty) = 17+ 19 = 36 = 10 = K, and

10 = X

‘Rp (-Hg) =17 - 7

b

E, (-0y) = 4-1= (26 + 4) - 14 = 16 = Q;, and so on.

6.  Refer now to Fig. 19. The letters in the first half of line 1,

E ([Mk)u;;‘f;‘—t—_ 1;-’_-_ 16 = Q, and

beginni#g TMCWi ... are identiCal with those in the first half.of line 1 of
- Fig. 21, They must be identicalvbecausé they are produé;dhffom ;déntical
elemehts.M‘The lefters in the sécond half of this éame liné in.fig;'lg;
beginning KQIME «es WeTre produced by*decighering the letters in the.second
line of Fig. 1@2. ‘Thus (taking for illustrative purpcses oﬁly.the first -
five letters in each case);

DCNIN-TMCWJI -

KQLME

But "DCNIN zRECEI+MYLET

And TMCWJ =MYLEF4+HORSE"

Hence, ' KQLME =(REC E I4+MYLEF) —MY L EF4HORSE)

or, '~ KQLME =RECEI-HORSE (1)

As for the Yétters in the second half of line 1 of Fig. 21, also beginning

KQIME ... , these letters were the result*of en¢iphérin5 RECEI by ™MIIW.

Thus: | o
CKQLME:z:RECEI+TM I IW

But it has béen shown in subper, g_aboﬁe that

"“HORSE

TMTIW-=
Honce, ' KQLME=RECETI4+(-HORSE) .-
or, " "KQLME=RECEI-HORSE -(2)

~‘Thus,'equatidhsi(l)”and'(2) turn'out t6 ‘be identical but from what appear to

be quite diverse sources.
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f. - What has been demonstrated 1n cnnnectlon w1th the letters in line 1
of Figs.. 19 and 21 holds tru@ for the letters in the other lines of these
two figgres, a_ngl "1tuls'not necessary to repeat the explanation. The steps
show that the o:.t::igin.ally aperiodic, a'tlto-ke,;y‘ ctpher‘ ‘has been converted,': throu
| a knowlé-dgve "of" the primary co’mponef;ts, “into a r‘epeating—key. cipher with a
period twice.thé l’ength of the introductt)ry key.  The message may now be
solved és an Q;‘dinary repeating-kéy c"ipher..

g_.. (1) The' foregoing -éaéez' is b’z'a.‘se::"d‘.upon'enc ipherment by the encipher-
ing equé't:{orfs 9 k/é; :'..' i/p ;6 o/p = 60/0. : Wheﬁn ‘enc‘ipherment' by. ttle Aenctpher-

1ng equatlons Gk/ =0, / : has been followed, the conversion of

Opsc =€crp
a plain-text auto-keyed' cipher yi‘el’ds a repsating-key cipher with a period
equal to the length of the introductory key. In this convefsion, the encipher-
ing éequations Gk/c _Gi/«p ;ep/p = ec/c ‘are used in finding equivalents,

' ' ('2) An example may be u.;eful " Note the enc"iphei’inent of the follow-

ing message by éuto-key method by encipherin equatidns ek/c = Ol/p, /e = 8.
- /

&
TUESDAYJINFORMATIONFROMER ELTAB LESOURCESINDI :
INFORMNATIONFROMRELIABLESOURCESINDICATESTH
PTBWOMCLVJIZOFOTJIJQYDINZNODMRBTOQZJIRAVBWFQZ.

(3) If the message is written out in lines corresponding to the
length of thée introductory Key, and each line is enciphered by the one direct-
1ly above it, udsing the enciplering equations ek/c = ei/p ;-Gp/p = ec/c” in-
finding equivalents, the results arc as shown in Fig. 22b. But if the sane
message is enciphered by squations ek‘/c :‘Gi/'p' ;'Qp'/c = Qé/p, using tlte word
TUESDAY as'a repseting key, the cipher text (Fig. 22¢) is identical with that
obtained in Fig. 22b by cheiphefing each successive line with the line above

.. it.
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Original cipher text Original cipher text , Repeating key
‘ and converted text encipherment
"TUESDAY -
. : . T INFORMA
PTB womc «———3 PTBWOMC ¢ 5 PTBWOMC
LVIZOFO0O &——>3 LVJZOFO - —
N : TIONFRO
. o -  AOQOKVCRQ ¢—— AOKVCRQ-
TIQYDJIN ¢——my TTQYDJN" o _—
) - . . S MRELTIARB
S TXATFAD ¢&——> TXATFAD
ZNODMRB ¢(&———> ZNODMRB ) _ , o
' o ~ LESOURC
L . SKOWRRE &— SKOWRRE
TOQZJIRA (- TOQZJIRA ' ' R :
- o o : . .ESINDIC
’ - LYEVAIE ¢+—-—3LYEVAIE "
WBWFQZC &—> WBWFQZC S e .
- - ATESTHE
HZAAQHG &3 HZAAQHG
a b e
Figure 22,

(4) Now note tl;a_t the seqdonccs joincd by drrows in Eié. 22 b and ¢
are identical and ssince it is certain that Fig, 22¢ is pori_odic in form becausc
it was enc1phered by the repeatlng-key method, 1t follows that Flg. 221 is
now also 1n perlodlc form, and 1n that form the messap;e could be solved as :
though it were a repeating-key vclphcr:,. _ . L _y | _ - | | .

h _:(.l)‘ In case of prlmary components consisting of a ‘direct normal
sequence sli_dlng agamsﬁ a reversed normal (U. S. Al'my vdi_‘sk), the process of
converting fﬁe auto—key text to periodic terms is accomplished _by-_csing tcvo
dlrect normal sequences ald "dcr-lphermg" eqch line of the text (as trans-
cribed in perlods) by the line above it. For example; here: is a messdge
auto-enciphered by the aforementloncd disk, vrlth the mltlal keyword TUESDAY:

¥
L

H
=
= o

TUESDAYIINFORM
INFORMATIO q FR
H

O =
3

=
=
[l =4

RE
ES

O
<
o >
[@es]
I:-a‘b‘.

E
5

H
=]

U‘RCESINDIC
DICATESTHLL

o
H o
W o

N

L ZEMOYPFRBMVMHRKCXRNBNMXOJZHMKBRIAEZEVKBY
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) (25 IThe'01pher text is transcrlbed in perlods equal to the length
of the initial keyword (7 letters) and the 24 llne is "dec1phered" with key-
letters of the 1st llne, u51ng en01pher1ng equat1ons G]Qh,..el/p, Ap/p‘= ec/c.
The resultant letters are then used as keyletter to "decipher" the 3d line of
text and so'on. The results are as seen in Flg. 25b.> Now let the orlglnal
message be enc12hered 1nlrefedt1ng-key manner by the dluk with the keyword
TUESDAY, and the result is Flg. 23¢C. Note tnat the vdd or. altcrnate llnes of

Figs. 25b and c are 1dent1cal, show1ng thnt the auto-key text has been convert-

ed into repeating-key text.
\ -

Original ciphér text Original cipher tekt Rebeating~key
" - and converted tex . encipherment
TUESDAY

| INFORMUA
LHZEMOY é——y LHZEUNOY ¢~y LEHZEMOY
PFRBMVM ¢~ PFRBUVMS ~°  TIONFRO
AMQFYJTK ¢——=5 AMQFYJK

HRKCXRN ¢———3 HRKCXRN MRELIAB
: 'HDAHVAX ¢——3 HDAHVAX
"BNMX0JZ ¢— 3y BNMX0TZ .. -~  TESOURC
IGMETTYW &y IQMEJTTW

HMKBRJA ¢———> HHKBRJA  ESINDIC
S PCWFASW ¢—=3PCWHFASW
EZEVKEBY é— 3y EZEVKBY : ATESTHE
TBAAKTU &———3 TBAAKTU

a b e

Figure 3.
i. The eregoing procedures indicafe a simple metsod of solving ciphers
of fhe foregoing types, when he grlmarv‘cemponents or theAsecondary 01pher
alphabets_are known. It consists in assumlng 1ntroductory keys of varlous

lengths, converting the_elpher text 1nto repeating~key form, and then examin-

ing the resulting diagrams for repetitions. t'hen a correct key length is
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assumed, repetltlons will be as numerous as should be expected 1n 01phers of
the repeat1ng-key class' incorrect aseumptlons for key length w1ll not show
s0 many repetitlons. ' ' | - |
l_ All the foreg01ng presuppoees a knowledge of the 01Dher alphabets

1nvolved When these are unknown, recourse mnot be had to first pr1nc1ples
and the messages‘must be solved purely upon the b851s of‘orobable wordez and
_repet1t10ns, as outllned -in Pars. 27 28. o |

'”58.‘ Concludlng_renarke on auuo-key eyetens; - a, 'lﬁotn cioheritext:andl
plain-fext anto—keying-as cryptogeaphic nethodsvnave,“ae snown, serious7weak-
nesses whlch exclude then from practlcal uoagc 1n mllltary cryptography.

Besides. belng comparatlvely slow and subgect to error, +heJ are ratner easﬂj 0

. solvable, even when unknown ¢inher alphabets. are cmnloyed.

: b. In both systems there are characteﬂlstlce ‘which permit of 1dent1fy~
1ng a cryptogram as belonplng to this class of eubstltutlon.t Both cases will
show many repetltlonu in the clpher text, but in clpher-text auto-keying there
will be fewer repetitlons than 1n the orlglnal plain text, wherecas in plain-
text auto-keylng there will be as many repetltlons in thc.01oher text as in
the orlglnal plaln text.> In both casee, repetltlons in the . cipher text are
shorter than the cqulvalent repctltmns in, the plaln text, the difference cor—-0
responding to the number of letters in-thc,intgodncto;y key.' Theee.repetitione
Awill show’no constancy‘asufeéarde intervals'between them, and a uniliteral
frequency distribntion will show such‘meesages to be polyalphabetic in nature.
Cipher-text auto-kcylng may be dlstlngulshed from plain-text auto-keylng by the
'appearance of thc frequency dlstrlbutlon of the second member of sets of two
vletters separated by the lcngth of “the 1ntroductory key {seo Par. 25h) In
‘the case of 01pher tcxt auto-hey1ng these freqnency dlstrlbutlons Wlll be mono-
alphabetlc ln nature' 1n plaln-tcxt auto-kcylng such frequency distributions

w1ll not show monoalphabetlc characterlstlcs.
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+SECTION IX

METHODS OF LENGTHENING OR EXTENDING THE KEY.

. A . D B _ L Paragraph
Preliminary TOMATKS u.eeeseeceveessseascaassssesncssasenassnss 34
Extended and- nonrepeating keys; -the so-called "running-key ,

STSTOIM™ o e s erernverasesvonnossassasasscsssrssasnsssanssassas 3D

Other systems employing lengthy keying SEQUENCES .i...ceceevess 36

54, Yreliminary remarks. - In Par. 1b of this téxt it was stated that

tWO'proceduros sdggest‘themselves for elimdnating the weaknesses introduced
by p“rlodlCltV of the type produced by s1mplo, repeatlng-key methods.  The "
first of these, when studled, embraced some of bhe very s1mple methods of »
. suppressing or destroylng perlodlclty, by such dev1ces as 1nterrupt1ng the
.key_and using varlable 1ength grouplngs of plaln text. It was demonstrated
that subterfuges of this simélevnature are>inadéduate'to'eliminate the weak-
nesses-referred to; and must be discardeduin any svstem intended'to afford
‘ real securlty; The other aiternatlve suggested in Par. lb therefore remains
.now to be 1nvost1gated vrz, that of lengthenrnﬁ tne kcys to a point’ where
there would seem to be an 1nsuf1101ent amount of tektAto'enable the éryptana-
lyst to solve the traffic. ‘Attempts tomard thisvenddusnaliytoonsist”in extend.-

ing the key to such a length that the enemy cryotanalysts ‘Wwill have only a
very llmlted number of perlods to work with. The key may, 1ndeed be lengthe
ed to a p01nt where 1t becomesvas long as, or longer than, the text to be'
‘ en01phered, so that the kcy is used only once, e

55. Extended and nonrepcatlng keYS. - a. ‘It‘is'obviods’thatﬁone of the

s1mplest methods of lengthenlng the key to a message is to use a long phrase

/_
.//

oI even a complete sentence, prov1ded 1t is not too long o remember. In
.addltlon to the dlfflcultles that would be encountered in practlcal military
crjptography in selecting long mnemonic phrases and sentences which would

have to be imparted $0 many clerks, there is the fact that the'prooable;mordc
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method of solution still remains as a oowerful tool in the hands of enemy
. eryptanalysts, And 1f only a’ word or two of the key can.-be reconstructed as
a resuibiofy‘ fortunate ussumptlon, 1t is obv1ous thet the enemy cryptanalysts
could readlly guess the entlre key from 1ragment thereof, gince: any 1ong
phrase or sentence wnlch is selected becduse it ‘can e851ly be remembered is
likely to be well known to many people.

:De There are, however,_more or 1ess s1mpie methods of employlng a short
mnemonlc key . 1n order to produce a much longer key. qu1cally, any method of
trensp051t10n applied to a 31nble alphabetic,seqdence repeated several tlmes
will yield a falrly lonn key, whlch, moreover, has the ﬁdvqntage of being
unlntelliglble and thus approachlng a random selectlon of lettero.' For exempte,
a numerlcal Ley may be derlved from a word or a short phraso- this numerlc"l
key may then be applled as a columnar-trdn3p0s1tlon key ior a rectangle wrthln
A whlch the normal alphabet has beén repeated a prev1ou°ly agreed upon number
“of times in a normal (left to rlght) or preerrerged menner. The letters when
trdnscrlbedifrom the transpos1t10n rectangle then become the succe551ve letters
for enc1pher1ng thn pladn text, us1ng any des1red type of-prlmary components.

Or Ty, 1f a 51ngle tranSp051tlon is not thought to be suff101ently secure, a.
.double trensp031tron wil] yicld a stlll moro mlred.up sequence of key letters. ‘l’
Other types of tranSPOS1t10n may be employed for the nurpose, 1nclud1ng
various kinds of geometrlc flgures. lso, a non-transp051tlon method of
Alengthenlng the keying sequernce and at the ‘samoe tlme 1ntroduc1ng an irregula-
.rity, such as aperlodlcllnterruptlon‘hqs'ulready been descr1bed (see Par, 18).
p¢‘ Another method of developlng a‘ioné keysfrom a short mnemonlc one
AlS that shown below. leen the keyword CHRISTMAS, a numerlcal sequence is

flrst derlved and then one wrltes down succe551ve sectlons of this numerical

. key,, these sectlons termlnating W1th the successive numbers l, 2 3, ces of

o



R.EF ID:A4146453
-9l -

the numerical key. Thus:

Mnemonic key ... CH
Numerical key... 2-5-

o

Extendéd key: c ﬁ'R ISTM A‘!C LC E»\C H RI EC HR g ST M ‘C H R\
: _ P S 9y .
CHR I ;i CEHRISTY A.g lcarIs T\
Thus the original key of only 9 lettgrs is expanded to one of 45llettéfs
(l-+ﬂ2’+ 31-..a+9 = 45). Thé longer key is also an>interrupted key of the

type noted under Par, 17, but if the message is long enough to require several

repetitions of the expanded key the encipherment becomes periodic and can be

handled by the usual rmethods employed in solving repeating-key ciphers. If

the basic key is fairly long, so that the expanded koy becomes a quité'lengthy

. sequence, then the message or messages may be handled in the manner explained

in Par. 20,

36, Other systems employing lengthy keYing sequences, - a. The so-called

"running-key" system. To be mentioned in conneciion with this-subject of

extensive or lengthy keys is. the cipher Syétem known as’thq running-key,
cqntinuousfkey, or nonpepeating-kay systeﬁ, in which the plain text of a
previousiy-agreed—upon book secrves as the sourece for sﬁccessive keyletfers
for ehcipherment.l The solutioﬁ of this type of cipher,ran accomplishment
whlch was once thought 1mpoublﬁ le, prosents some interesting phases and‘will
be considered shortly. At thlb poxnt Lt is merely 6631red to 1ndlcate that
according'to the,running-key system the key for an 1nd1v1dual message may be
as long as the message and never ropeat' hut 1f a large group of communlcantq
employ the sane book, 1t may happen that thnre w1ll be seveéal messages 1n

the same key and,they will all begin with the same initial keyletter; or,

lsect. IX, Advanced Military Cryptography.
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there‘will.be several which will "overlap"'ons another witb fespect to the’
key, that is, they will begin with.alffereﬁt ihitial keyleﬁfers but scon will
£all under the same ssouence"of'keylettefs;f )

b. . The so—called "progressive-alphabet" system. In the SO—called

pfogress1ve-qlphabet system the basic pr1n01ple is unte s1mplc. Two or more
prlmary elcments are alranged or prov1ded for accord1ng to a key whlch mnay
be varled from time to t1me~ the 1nteractwon of tne pr1msry elements results
in making avallable for cryptographic purposes s-set'of cipher alphabets"all
- the latter are employed in a flxed sequence or progress1on~ hence the deslgna~
‘ tlon progress1ve-alphaoo system. If the number of alpnn.b'ets available for 0
such use is rather small and if the text to be en01phered is much longor
than the sequence of alphabets, then the syscem reduces to a perlodlc method,
‘But if the number of alphabetﬂ isvlnrge, so that the sequence is'not repedted,'
then of course, the cryptographlc text w1ll exhibit no periodic phénomena,

g,- The serles of . 01pher alphabets in such a sys am’ constltutes a key~
iné seouence; Once set up, oTten the only rnmalning olement in the key for
a SpGlelc message is the startlng po1nt in the sequence, that 1is, the init1al
cipher alphqbet e,mployed in nncmherlng a given message., If this keymg ‘ :
sequonce must be employed by a lqrgo group of commnnloants, and 1f all messages
“employ the same startlng point in the kcylnu sequence, obviously the crypto-‘
grams may 51mply be superimposed w1thout any prellmlnary testlng to ascerteln
proper p01nts for superlmp051t10n. Thehstudent has already been shown how
cases of thls sort may be solved. ﬁowever;:if'ﬁessegeé are enciphored'With
‘varying startlng p01nts, the mattes of sunerlmposlug them pruperly takes on
a dlfferent aspect.' This w1l soon be treated in detall.

d. _In(addition to the fopegoing, bhess are, of course, a-great many

mechanical methods of producing a.long key;fsubhAes those employed in mecheni-
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cal or electricél ciﬁher>machinés. :In'mést Caéés these‘methodé depend upon
the interaction of two or more short, primary keys Which jointly produce a
single, much longer, éeéoﬁdéry or résulfanf key.' (See ?ér. 4), Only brigf’
reference can be made at, this point in theic%yptanglytic'studiés to césés_of
this kind. A detailed treatment ;fbcomplcx examples would requipe:muchltime
and space so that it will be reserved for suBsequent texts,

= Finally, there must bc mentioned certain deviceslin which, as in
encipherment’ by the auto-key method, the text itself serves tq prodqu the
variation in cipher .equivalents, by controlling the_selection‘qf secondary
alphabets, or by influencing or defermining the_séqgcnde with_ﬁhich they .
will be employed. Naturally, in supﬁAcasés‘ﬁhe key,isfautomat;cally.extended
to a pbint where 1t coincides in length with that of theAtextf> An expellgnt
examplg of such a device is. that known asrthefWheatgtone?,ﬂthe.solution>of

which will be described in its proper place.

2See'Sect. X111, Advaand Milita:y Cryptog;aphy,
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SmCTION X
J
GENERAL PRINCIPIES UNDER“YIFG SQLUTION OF SYSTEM )
: ‘ EMPLOYING LONG OR CONTINUOUS IHYS. C

e .

S Paragraph

Solution when the primary components are known 5E01ENCES e esas 37
Solution of ‘a runnlng-key 01Dher When the prlma“y oomponnnts - -

% T e o)« S - 1=
Solution of a progressive~alphabet cipher when the primary ' A

components are KNOWI ...eeicecessscsssccscssassacssocnonsans 39
General solution for 01phcrs ‘involving a long keying e S

sequence of fixed length and composition ....c.iicvieeieiecsss 40

37, Sdiﬁtionvwhen‘fhe”primary‘compdnents are known sequences. - a. As
usuai;.thé'ééibfion'6f‘caSES involVing long or coitinucus' keys will be treabed
undé':r two head‘ingé: f'ir.st., when the primary components are known sequences,; ‘
second;:whenrthese olemehts.afe'wholly dﬁkﬁbwn or partially unknown.,

E}' 'SiﬁCé the essential purpose in‘usingfloﬁgwkeyé'is to prevent the -
formatiéﬁ of”repgtifive cycles within the text, it is obvidus that in the case
of very Idﬁg Keying ‘sequcnces the cryptanalyst is not going to be-able to.taks
the text and break it up into.aynumbéf'of small cyelos which will permit tho

establlshment of monoalphabetic frequency dlbtrlbutlons that can readily be
knows "the primary sequencesg

'solved. an end which he can attain-all the more roadlly if to begin with he /
vBut, .thére nearly always remains the cryptandlyst's last resort: +the probatlis- .
word method, Inasmuch'as‘this.method is applicable to most of these cases,
even to that of ﬁhe running-key system, which perhéps represents the furthest
extension of the principle of long_keying_sequences, an example using a cryp~
togram of the latter type will be studied,

38, Solution of a runﬁipg-key cipher when the primary components are
known; - . Iﬁ Par. 35¢ mention was made of the so-called running-key,
continuous—key, or nonrepeating-key system, in which the plain text of a

previously-agreed-upon book serves as the source for successive keyletters for
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encipherment Since fhc runrlng-kev syst (3 is cnﬁwrely aperiodic, and the
cipher text can therefoxe not be ﬂ“rﬂneed in’ suporlmpo ed short cycles, as in
the case of the repeating-key system, it‘wduldxappoér'on first'consideretion '
to be "indecipherable" without the eyl Bub if the _student will bear in mind
thaﬁ one of the practicallmethods of solviﬁg s.repeating-key cipher is that
'of the probable Word“‘ henwilliimﬁediatelv see that fﬁe latter method can elso
be applled in solv1ng’the non“epeatlng—key system. The essence of'the.matter
is this: :the cryptqnalyst may assume the presence of. a prebable ‘word in the
text of the message; 1f he. knows the prlmary eemponents 1dvolved, and if the

assumed word- actually .exists in the message, he can locate it by checking

against the key, since the latter is intelligible text. Or, he may assume the

presence of a-preﬁabie Werd or even of a phrase such as "tO»theé, "of'the";
etc.;<in the'key text and check his assumption against‘the text of the message;
Once he has forced such'an'enterihg wedge intoAeither'the'message,Orgthe key,. .-
he may Build upon fﬁis‘foundetien by extending his“assuﬁptioﬂs for text'al%erQ
ndtely'in‘the key add in the messege; thus‘graddally‘reconStructing both, TFor
example, given aacryptograﬁ confaining the sequence ... HVGGLOWBESLTR ;.;,
suppose he assumes the presence of the pnrﬂso THAT THE in the key text and
finds a’ place in the' plain’ tevt where thls yields MMUNITI Thus, using

reversed standard clpher alphabets:

lAt one time, indeed, this-'view was current among ceértain cryptographers, who
thought that the prlnciple of factoring the intervals between repetitions in

the case of the repeatlng-key cipher formed the basis for the only p0531ble
method of solving the latter type of. system. Since, accordlng to this erroneouns
ides, factorlng cannot be applied in the case -of the running-key system (using
a book as the key), therefore no solutlon 1s posolble. How far this idea is -
from the truth will presently be seen.:

2See Military Crypjanalysis, Part II, Par, 25,
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Assumed key text .ceiees L.THATTHE....
Cipher texXti.icecernsans 2 . HVGEGGLO W BESLTR ...
,Resultant plaln text cee ...M»M U NI T I... :

ThlS suggests the Word AMMUNITION., The ON 1n tne c1pher text chen ylelds PR

as the bevlnnlng of the word after THE in the key text Thus:

PR

_Assumed key text ....... ...THA T THEPR ...
CmMrwm;;““”“Q.”HWGGhOWBESLTR.u“
. Resultaht pIaln text:,,,“ LMMUNIT I 0 N cee '

PR must be, foilowed by a vowel, with O the most Jlkely candldate. He finds "
that O ylelds W 1n tre plarn text, whlch sug ests the wo"d WILL. The latter

then yields,OTEC:ih the key, makir the latter read THAT THE PROTEC... N Thus:

. Assumed key teXt.ee.e... “EHATTH PROTEC.,'
Cipher t6X%t seeeesvsnees LLHVGEGCGLOWBESLTR ... 0
Rosultant plaln text oo ...M MU N I T‘I ONWILL

ThlS suggests the word PROTECTION PROTECTIVL, PROTECTING, etc. Thus extendinv
one text a few letters serves”to "coerce" a few rore letters-out of the othcr,
somewhat as in the case of two boys who are runnlng approx1matcly abreast in

a race _as soon as, one, boy gets a bit ahead the uplrlt of competitlon causes,

the other to overtake and pass the flrst one; thon the Iatter puts forth a

llttle more, effort, overtakes and passes the second boy. Thus the boys alteru

- nate in overtaklng and pa051ng each cther untjl the race 1s run. The only

point in which the SlmllQ: fall. _is that while the boys usually run forwardw 0
-all the time, that is, in a.sinale dlrectlon,.the cryptanalyst 1s free to work‘

in two dlrectlons - forward and backward from an 1nternal p01nt 1n the messdg*t

He may, in the case of the example cited above, continue his buildlng up

process by addlng A to the front of MMUNITI as well as ON to the rear,. If he
reaches the end of n1u resourccs on oneé cnd uhere remains the othor end for
experimentatidhr He 1s certalnly udlueky if both ends termlnate 1h completc g
wbrdsAbothhﬁorfthe{message;ahd for‘thejkey, leayrhg him'wlthodt-a'srngle clus

to the next word in €ither, and forciig him to a more intensive use ‘of his

i
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imaginatioﬁ, guided only by*ﬁhe'bonte%t.

:g.’;wlﬂ the foregoing illustratién thc~crypfanaly5t'iS“assumed.to”have
only one-meséage available for his experimentation;' But if hé has two or
more messages which either begin at identical initial“boinfs with reference
to the key, or overlap one another with respect to the key, the reconstruction

process described above is, of course, much ezsier and  is accomplished much.

more quickly.< For if the méséégeslhave been correctly superimposed with

reference to-the_kéy_téxﬁ, thé addition of-one or two letters:to.the key yields

-y

suggestions for the assumption of words in seversl messages, The latter lead

1

to the addition‘ of several letters to the key, and so g)n; in an evé‘r.';-wide‘.niné\»
circle ofbideas.for further assumﬁtiéns, sincé-as‘the DrOcess éontinueéhthe
context affords more and hofe of a‘bésis for the;wdrk.' |

c. 'bflcourse, it sufficient-of the key text is reconstruétea? tﬁei.=f:
Cryptanalyst‘might identify:the book that is being used fbr the kéy, and if‘
available, his subsequent labors arevvery much simpiif}ed; .

4. All fhe féregoing is, however, depeﬁdéﬁtjﬁpén ha&ing-a kﬁéwledge.of
the pfima;j”cpﬁﬁénents of éiﬁhe: alphabets employed in thé encipherﬁeﬁt. Even
if the primary COmbdnégts-are differently-mixed séquences,lso lOné as they. are
known éequenceé, tﬁe'procedure ig éuite ObViQUS‘in view of the foregoing expla-
nation, The training'the studénf'has alreédy had is velieved sufficient to °
indicate to him the procedure he may follow in that. solution, and no further
details will here be given in respect to Such'casés."Buf'What if the primary
componénts are not known sequences? This‘contingeﬁcyIWill be. treated p‘reseﬁtlvw

39, Solution of a progressive-alphabet ciplier when the cipher alphabets

are kﬁbwn. - 84, Taking a very simple case, Suppose”the interacting elements’
referred to in Par, 36b conéist merely-of”two-primaryvcipher components which‘

slide against each other to produce & set of 26 secondary cipher alphabets,
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Beginning at an initial juxtaposit;on,jp;oducing”say, alp@gpepﬁl,‘ﬁhe subsg—
quent:Seéondary alphabets,are“intQhe.géqugnce 2y 3y eee 36; 1, 2, 3 sev s
and so on,. Ifla‘different_initial;juxtaposition is used,  say alphabet 10
is the first one,‘théfséqpence is:exacf;y'the same as'before, qnly beginning
.at a different pointe - |

. Db ;;Suppose:thé two . primary componepts”areipaséd upon the keywoyd..

- HYDRAULIC. A message is.to be enciphered,»beginping with alphabet 1,  Thus:

Plain component....H- YD RAULICBET.GJKMNOPQSTVWXZHYD...
‘Cipher component.. HY D RAULICBEFGIKMNOPQSTVWXZ -
ILetter No,.. 1 2 34567 89 10 11 12 1% 14 15716 171819 2021 22 23:24
Alphabet ... 1 23 45.67 89 101112 13 14 15 16 17 18 19 20 21 22 23 24
Plaintext . ENEMYHASP . L. A C ED HE AV Y INTER 0
Cipher text, EOGPUUEYH M K Q. VM X 2 8 J Q@ HE N L H
Letter No... 25 26 27 28 .29 30 31 32 33 34 35 36 37 38 39 40 41 42 43 44
Alphebet ... 2526 1 2 3 4 5 6 7 8 910111213 14 1516 17 18 -
Plain text . .D-I ¢ T I 0O N F I R E,.U P 0 N Z A N E S
Cipher text, H L. ¢ V B S S N J EP K D DD G P UHTF
Letter No..,. 45 46 47 48 49 50 51 52 53

Alphabet ... 19 20 21 22:23.24,25 26 1.

Plain text . V I L L E R 0 A D

Cipher text, X H H Y L H.M R D

33~ -This method reduces to. a periodic system involving'gsisecondarQ
'cipher.alphabets'and the latter are used in simple progressiqn.AiIt is obviou -
therefore that the lst, 27th, 534, ... letters are in the isj_glgpabet; the
24,..28th, »5;Lth, ces ieﬁterg 'n‘e in the 24 alphabet, and so on.’

A_é, To solvé suph,a,cryptogram,,knowing the two ppimary qupqnents , 18 .
hardly a problem.at all._.The iny.element‘lacking'is a knqwlgdge Qf thg start .
"ing point; But this .is ndt,nqcessary, for merely byvcomp;et;ng_the‘plain-
_cbmppnent sequences and examining the.di@gonalslgf_the diagram, theAplgin
text becomes evident. ~»-Fo_r.,e.xz:u_np].‘e.,,‘,gi‘ven the following: HID C T_.E HU X I..
Completing the plgigegomponeqt sequences initiatedlby the succeésive cipher

lettérs,~thevplain,text, ENEMY MACHI... is seen to come.out in
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successive steps upward in Fig. 24, Had the cipher HIDCTEHU XL
. - ' : YCRBVFYLZI
component been shifted in the opposite direction in DBEAEWGDIHC
‘ REUFXJTRCYB

encipherment, the steps would have been downward AFLGZKABDE.
' - T UGIJHMUERTF
instead of upward,. If the sliding strips are sect LIJICKYNLFRAG
S ' ) IKBMDOIGUJ

up according to the sequence of cipher letters but CMENRPCJLK:
‘ BNFOAQBKIM
on a diagonal, then of course, the plain-text. EOGPUSEMCN
’ , ' . FPITQLTFNBO
letters would. have reappeared. on one generatrix,. ‘GQKSIVGOEP

€. The student will understand what simple , Figure 24.-

modifications in procedurerould'be required in case the two primary Compo»

nentslwére different mixéd sequences., But‘whgt if the primary components

are not knowh:sequences? How does the cryptanalyst procéed in that gase?
40, General-soiutiqn.for;ciphérs involving a long keying sequence of

Tixed length and composition. - a. .It is obvious, as stated at a previous.

point,  that no matter how the keying sequence is derived, if all the communi-

cants employ the same‘key;\or.if this key is used many times by a single

office, and if it always. begins at the same point, the various messages may -

simply be superimposed. Thus, their respcctive lst, 2d, 3rd, ... letters will

all fall within columns which have been enciphered by the‘lst, 24, grd, oo
key letters, 1If there is a sufficieﬁt numher of messages, solutidn_then .
becomes: possible by frequeney ‘analysis of the successive columns -~ no matfer
how long the keying sequence may be. This method of solution by superimposi-
tion has already been oﬁtlined in Par. 20 and no further referencez}Q it need
.hefeVbe made.,

2, But now suppose ‘that the keying sequence does not always begin‘atA
the same point for all messages, Suppose the>several communicants are abie
to select at will any element of the keying sequence and-emp}oy it as the

initial keyletfér. Thus, such a keying sequence, if regarded as partaking of
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the nature of a clrcle, Wlll afford as many posslble-startlng p01nts as there
are kmters or characters in that-sequence. Now if there are no6 external indi-
matlons or 1ndlcators in the cryntograms pertaln;np to such a system, such as’
; would afford enemy cryptanalysts direct and deflnlue 1nformat10n with regard
to the.lnlt;al‘keylng element for each cryptogram, then 1tvwduld seem as though
the_suﬁerimbosittos of messages (to briﬁg'ietters eKCiphefed'by the same ciphey
alpheb‘ets gg_ithipSthg sdme columns) would be difficult or impossible, and thers-
fore that ettemﬁts at solution are blobked at their very beginning, This,
howevef,;is‘not tHe end of the story. For sugpo e‘twé of the messegestﬁave
in common only one polygraph, say of 5 letters, thsse “two messages may be
Juxtaposed S0 aS'to brlng these repetltlons 1nto'super1mp081t10n.. Thus, the
possoss1on of this long polygraph in ‘common servés to "tle" these two messages
together or to "interlock" them. Then, suppose” a shorter- polygraph, say of"
4 letters, is pessessed in common by one of these two messages and a third
message; tﬂisiWill'Serte:to tie in thef}ettetewithfthe‘first two..lExtensionjv
6£‘this;prcéess,iincludingfthe'data'ffqﬁ'Sﬁorter répetitiehs of trigraphs and
,digrapﬁs;_will‘sefve"to assemble a whole set of such5messagesfin pfbper super-
impositidn. " Therefore, the first step is to examine all theimessages for:
vrepetitieﬂs.i - . R R A’ . o N

e, "WhenASUCh repetitions aré found, and if there are plenty of them so
that ‘assumptions £or probable wefds are easy to'make; it'isfc1eer that the
correcttessumptions’ﬁill‘eﬂaeletthe'cfyptanalyst to set ub'plaih-cipher equi?
valencies which wil; make it possible to reconstruct the primafy eompenents.
Dependiné upon the tyﬁe'used; the prineipleS'ef direet'orfindirect symmetry
of position Will'be very useful in this prOéess;7 | .. |

'ép But if it happens that there- are no polyg*aphs by means of whlch two

or more messages may be tled together and properly superlmposed, the 51mple .
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methods mentioned in subparagraphs a-c¢ cannot here be applled However,
although the road toward a solution seems to be blocked rather effectiveiy,
there is a detour which presents rather 1nuerust1ng vistas, 'The lafter are

.
really of such 1mportance in oryptandly31s as to warrant detailed treatment

l ~

SECTION XI
- THE CREYPTANALYTIC COINCIDENCE TEST.
Paragraph
The basic theory of the coincidence test ....;............... 41
General procedure to be followed in making the- ® -test s..o000 42

Example of application of the K ~test cesesesicerarciansensss 43
’ Subsequent StePS ceveriiiriiiitietiiiiiiiietitteeniiatiraaans 44

41. The Basic theéry of the coincidence or K ~test, - 23‘ In'AppenQii 2
of ﬁhe preceding fextl égrtain simplebapplicétions of the theory of probabili-m
ty were presented for the student's consideration, by Wéy of pointing out to
him' the important role.which certain phases of that:braﬁch'of.mathematics

play in cryptanalysis. Reference was there made to the subject of coincidences

and the beéring it haé in cohnection with the studyléf repefitgons in erpto-
grams., in this section the matter:will be pursued o few steps furrher."
‘ b. In the appendix referred to, it was shorvxr that .the probabili‘ﬁy bf
| monographic coincidence (1) in random text employing a 26-letter élphaﬁet is
.6385; (2) in English telegraphic ﬁlain text, ,0667. These two.paramétérs
were reprééented by the‘symbols Ky and'Kp, respectively.- The important role

which these values play in a certain cryptanalytlc test w1ll now be explalned

c. One of the most important technlques in crthanalytlcs is that known

as applying the coincidence or "kappa" test, This test is useful for several

s

lMilitary Cryptanélyéis, Part II. Tt is recommended that- the student refresh
hl% memory by rev1ew1ng this appendix,. - :
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cr&ﬁteoelytio oofpoSGs and'onefof the most imporﬁant of them.is to ascertain
swhen two or more sequences of lettcrs are correctly superlmposed By thd_
.Qord "correct" in this caso is merely meant that the sequences are so arranged
.relatlvely as to fa0111tate or make possible a solution, The test has for
its theoretical basis the following circumstances:
| (1) If any two rather ieﬁgthy'sequences of characters are super-
imposed, it wil be found,.on;exﬁmininglbothlmembers of the succeSsive‘pairs

of letters. brought into vertical juxtaposition, that in a certain numbef of

. cases the‘two supefimoosed-ietters wili coinoide;*r

(2) .‘If;-both,: sequences of lettex"s {oonstit.ute ran_dom text:(of a 26- "
letter alphabot) there will be about 38 or 39 such cesos of coiqcidence per
thousand palrs examlned. This, ofxoourse,‘is becaﬁse}(r = .0385.‘ |

‘.(é)' If both sequences.of letters cosstitute'plain texﬁ,.there will

be.abouf‘Gé or 67 such éases of coinciaenoe oer thousand pairs exaﬁined. This
isioecausel(. is ;0667 | |
o (4)' If the suoorlmposed sequenceq are wholly monoalphabetic encl-v
-ohermeots of plaln text by the same 01phbr alphabet there will stlll be ahout
66 or 6'7 cases of 00111cidence in each 1000 cases examlned bec“usc in mono- 0
’alphﬂoetlc substltutlon there is a fnxed or uanrylng relation botween plain-
text 1etters and 01pher lcttors S0 that for statlstlcal purposes monoalphabctlc.
01pher text behaves Just the same as 1f it were. normal plaln toxt. -

(5) .Even 1f th( two superlmposed sequences are not monoqlphqbetl-
cally enolphered toxts, but are polyalphubetlc in charﬂcter, thero will still
be about 66 or 67 cases of 1deﬂt1ty between suporlwposed letters per thousand

N

cases examlned, prov1ded the two sequencos really bolonb to the same crypto-

| graphlc system and ere superlmoosed at the propor p01nt w1th ospect to the

keying sequence. The reasons for thls w1ll ‘be- set: forth in the sucooedlng
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sub-paragraphs.

(). anéider the two messages_bélOW§ Thei:the béen 9nciéhared
polyalphabetically:by‘the ééme two:ppimary'bomponénté éliding;agéinst gﬁch-‘"
-other, Thé two messageé use the same.keying squgncg,lpeginni£g at tﬂ;fsame
igitiai point in that seéuence. 'Consequently; the two'hessages‘are identi-
cally enciphered,lletter for letter, and the only differences between.them:

Lop .

.are those occasioned by differences in plain text,

. {Alphabets...16 21 13 5 6 41719 2. 2L 2 6 3 61313 1 71l2 6
‘.No.l,?l’lai‘nltext.. WHEZDNTINTUHETCOTURSETLONGM...
JCipher...... E @ N B T F YR C X X L Q@ J N Z 0 Y A W...
Alphabets...16 21 13 5 6 417 192.21L 2 6 3 61313 1 712 6 ...
’ No.2.{Plain text.. T H E ¢ E NNE R A L A B S 0 L UTZ ETL Y...
Cipher...... P Q@ N T U F B W D J L 9 H Y Z P T M q I...

Note, qow; that (a) in evéry casc in which two'Sﬁperimposéd cipher letters
are the same, the plain-text letﬁefs'are‘idéntiéal and‘(ﬁ)fih‘eﬁéfy case in
which two superimposed cipher'ietters are'différént; the giain;téxt'lettefs
Are different. In such a system, even tﬂough the cipher aiﬁhaﬁé¥ changes
from letter to ietter, the number of céé;siéf ideﬁtity or céihciééhco in the
two members of a ﬁair‘of superimposed cipﬁef letters will still be -about 66

or 67 per thousand cases examined, because the two members of each pair of

. superimposed letters are in the same cipher alphabet and it has beoen sSeen in

(4) that in monoalphabotic cipher text K is the same as for plain text<, viz,
.0667., The two messages may herc be said to be superimposéd "cbrrectly;, that
is, brought into proper juxtaposition with respect to thé?keYing éCQuence.

(7) But'now supnosc the samc two messages are superimposed
i

"incorrectly", that is, they are no longer in proper juxtaposition with res-

The fact that in this casc each monoalphabet contains but two letters docs
not affect the theoretical value of K; and whether the actual number of coin-
cidences agrees closely with the expected number based upon K =  ,0667 depends
upon the lengths of the two supsrimposed sequences,
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pect to the koying sequence. Thus:

IS I

Alphabets...16 21 13

= G

. 5 65 417192121 2 6 3 61313 1 712 ...
No.l. Plain text.. W H E N I N T H E ¢ 0 U R s L 0N G...
Ciphor......E @ N B'T F Y R'¢ X X'L o 7 Z 0 Y A ...
Alphabets..} 16 21 13 5 6 417192121 2°6 "3 61313 1 7 ...

.- Plain text... T H E G E N E R ALABS O0OULUTE...

: clpher..;... P Q NTUTF BWDJ LQHY ZPTUM...

It is evident thet the two members of every palr of.supcrimposed'lettere are

no longer 1n the same cipher alphabet, and therefore, 1f two supellmposcd
e;pher:letters grg_ldehtlcal thls:}s.merely an "ac01dent";uior now there.is;wr

no basic or general cause for the similarity,'such as'is true in the cese of

a correct superlmpositlon. ‘The smllarity, if present, ls, as already stated 0
due to chance and the number of.such cases of elmllarltj should be about the

same as though the two cipher letters were drawn at rando; from random tcxt,

:in whlch.Kr = .0585. It is no longer true that e) in every cesevlnvwhlch |

two superlmposed cipher letters are the same, the plaln-text letters are idcn-

é

'tlcal, or (b) in every case 1n whlch two superlmposed 01pher lctters ere‘
dlfferent, thc plain-text letters are dlffcrent Note, for example, thet?
the superimposed T 's represent two diffcrent pla1n-text 1etters and that the
‘Sp of the word COURSD in the lst message glves J’ WhllO the S of the word.. 0

. ABSOLUTELY 1n thc 2d message glves H Thus, it bccomes clear that in an ' .

"1ncorrect super1mpos1t10n two dlfferent pluln-tcxt letters enclphered by two .
dlffercnt alphabets may "by chance" produce identlcal cipher letters, whlch

- on superlmposition yield a 001n01dence hav1ng no external 1ndications as to
d1331m11ar1ty in plain-text equlvelents.‘ Hence, if there are no other factors
~which entcr into the matter end which mlght operate to dlstort the results to
“bc expected froh‘the operatlon of the basic factor, the e;pected number of

Acases of identlcal c1pher letters brought togethcr by an 1ncorrect superlmpo-

81tion w1ll be determlncd by«the vclue!{ = 0385,
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(8)- But now note alsgrthat in the foregoing_incorreqt superiﬁposi-
‘tion there are two Zc‘s.and that they représgnt the sams plain-text letter L;
vThis is occasioned by the4fact that thQ plain-téxt‘messages héppened'to have
L's in just thqse two places andfthétzthe cipher alphabet hgppenéd fb be the.
same both times. Honce,,it_becomés clear that the same ciéher alphabet
‘bréught.into play twice may "ﬁy chance" happeﬁ to encipherbthe same plain-
text letter ‘both tiﬁes, thus producing ident;cal ciphér_letters.‘ In some
systems thls source of 1dent1ty in superimposed cipher letters is bf littie
1mportance, in other systems it may matefially affect th’actualxnumber of
001nc;dences. For instance, ;f a system.;s such that‘it‘produces a.long
sééoﬁdary keying cycle composed of'repetifions of short priméry k§ying ;yglesj
“an incorrect.superimposition of two cryptograms may bring into juxtaéoéitibn
many of these short qycles, With thg‘rosult thét_thé actual}numﬁer Qf cases
§f ideﬁtical spperimposed ciphef letters is mugh‘g;eéterithanbthe expected
number baéed u.ponKr = .0385.' Tpgs; thisvsqurce:fér the production of iden-
~ tical dipher letters in.aﬁ incorrect superimposition Qperatesvto increase the
number of cases to bg expected fromjthe fundamental constantl(nlg .0555,

{9) In some systems,_where_nonrelapéd cipher alphabgis aré employ-
ed, it may:happen that twq‘identical plain—text‘letters may be enciphereq‘by _
two differént cipher albhabets which, "hy chgncé", hqfe t@e sgmé‘eguivalehf‘
0 . _ , N R R ‘
for the plain-text lettor‘qongerned., This is, howo&er, a function'of the
particular gryptographic system and can bg Lhon into account Wﬁén the nature
of the system is known, | | |

(10) In general, then, 1t may be said that in thgﬂcgse Sf a cofrect
superlmp051tion the probability of 1dent1ty or 001ncldonce 1n superlmposod

cipher letters is .0667° in the case of.an’incorrect superlmp051t10n, thc

"probabllity is at least ,0385 and'may be someWhat“graqter;'depending upon
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'speeial circumstances. The foregoing situation and facts meke possible what

hes been referred‘to'as theA“coincidence:test " Since this tost uses the
constant K, it is leo called the "keppa test "

Q, The way in whlch the c01ncidence test mAylbe'Appiiéd will now bé
explained;- The“statement'thet K;p = ;0667'meens'that’in 1000 cases whero two

letters are drawn at random from a large volume of plain text, there will be

about 66 or 67 cases in which‘the tWo\lettere’coincide; that is; ere"identical.

‘7

Noth1ng is speclfled as to what the two letters ‘shall be, they may be two Z's
or they may be two E's. This constant .0667, really denotes a percentage'

if many comparisons of 31ngle letters are made, the letters belng drawn at

'random from among those constituting a large volume of plaln text, 6 67% of
.these comparisons nade will yield c01ncidences.' So, 1f 2000 such comparlsons

‘are made, the theory indicates that there should be about 0667 % 2000 = 133

coincidences:;lf"there'ietsufficient teit‘to.permit bf’makiﬁg 20,000 compari-

csons, there should be about 1534 coin01dences, end so on. '

"g}" Another way of handllng the matter is to flnd the ratlo of the ob-

served number of cOincidences to the total number of cases in which the event

in question'mlght possibly occur, i.c., the total number of comparisons of

‘superlmposed letters.' When this ratio is closer to 0667 then it is to .0385
‘the correct superimp051tion has been ascertalned. This is true because in
the case of a correct superlmp051t10n both members of each palr of superlmr

‘;posed letters actually belong to the same monoalphabet and therefore the N

probability of their coinciding is .0667; whereas in the case of an ineorrect

' superimposition the members of each pair of'euperimbosed letters belong, as a

1generelvrule;'to'&ifferent monoalphabetss;‘ahd therefore the probebility-of

5The qualifying phrase. "as a general rule" is intended to .cover. any distortion
in results occasioned by the presence of an unusual number of those cascs of

- coincidence described under subparagraph c(8) and (9).

o
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their coinciding is nearer .0385 than .0667.
f.. /From‘tﬁe.forégoing, it becomes clear thaz?iappa test 1nvolves ascer-
taining-fhe total number of comparisons_that‘oan be made in a,given caSe; as
well aéfaSCertainiog the actual number of co%noidenoes in the case under
considerotion. Whén'only two messages are suporimposed, ﬁhis is easy: the

‘total number of comparisons that can be mede is the same as the number of

superimposed~pairs of letters., But when more. than two messages. are superim-

posed in,avsuperimposition diagram it is_oecessory to mgke a simple oalcula-
tion, based upon the fact that n letters yield n(n-1) pairs or compafisons,
who;e n is the number of lettors.in the column4. ?For,examplo,'in tho case of
a column of 3 letters, there\aro 3x2=3 comparisons. ,Thié céo oe oheoked
by qoﬁing that.tho ;sﬁ letter in th: column may be compared~wi?h the,éd,'the
Zd with the‘ﬁrd, and the lst with the Brd,'making 3 comparisons in.all. The

number of comparisons per column times the number of columns in the superlm-:
diagram of

‘position/ lette:s gives the total number of comparisons, The_extension_of
this reasopipg.to the case where a superimposition diagram has columns ofi;
_varioo§ lengths is quite obvious: one morely‘adds together the'number of .
comparisons for colgmps of different_lengtps to obtain o}granq_total.. Fof'

convenience, the following brief table is given:

4This has already been ‘encountered (Footnote 3, Appendix 2, Mllltary Crypt—
analysis, Part 2.) It is merely a .special case under the general ‘formula for
ascertaining the number of combinations that may be made of n different things
taken r at a time, which is (:,g n! . . In studying 001n01dences,by'the
| aMe THmer)r |

method indicated, since only two letters are compared at a time, r- is always

2; hence the express1on n! , which is tHe same as n{n-1){n-2)} R becomes
ri{n-r)! : . *(n-2)}

by cancellation of (n-2) !, rpduced to n(n-l)
: 2
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No. of '~ No. of No, of ° No, of = No, of  ~ "No, of
letters. =~ compa- letters ~ compa- letters  compa-
'in column~  risons  ° in column risons in column risons

2 1 1L 55 21 - 210

3 - 3 . -7 12’ v - 66 - - 22 - - 231

4, .6 .1 78 23 253

5 10 B 7 3 " 24 276 ’

6 15 LA 105 25 . 300
7 21 18T 120 S 26 325

8 28 . 17 . 136 27 351

9 36 . 153" 28 - 378
S 10 45 A9 0 29 . 406
- 200 0 180 T 30 435

“g.’ 'In ascertaining the number of coincidences in the Gase of & column
"conteinihg sefefal Ietters;lit isaagain necessery'tO'ustthe formula n(n-1) ,
only in fl'i"i"s ¢asé n is the number of ident soal letters in the column.’ ihé ‘ ‘ —
‘reascning, of course, is the same as Before.'fThe total number of coincidences
" is ‘the sﬁm of'tho'numpcr‘of coincidences for eocp case of'identity; For
' eiamﬁie;'in the columnn shown at the side, containing 10 latters, thereAare
sisws;”s C's, 4 Kié,:ahd'bné Z. The 3 B's yield '3 coincidences, the

2 C's'yield one coincidence,’ and the 4 K's yield 6 coincidences, The

T

" “'sum of 34146 makes a total of 10 coincidences in 45 comparisons.

[

':'42; General procedure to be followed in making the K-test, - a. The

Howo RN R R,

's:te‘os in applying the foregoing pririciple's to an actual caso will now . ‘
be described. 'Suppose several’meSSaées enciphered byvthe same keying.
sequence bot each beginning at g different point in that sequence are to be

solvedt The indicated method of solution is that of superlmp051tlon, the
problem belng to determlne Just where the respectlve msssqges are to be super~
»olmposed so that the clpher text w1th1n the respectlve columns formed by the. ' “
_superinsosed messages W1ll be monoalphabetlc. From what hasvbcen 1ndlcated

above, it W1ll be undcrstood that the var1ous messages may be shifted relative
jto one another to many dlfferent p01nts of superimpositlon, there bolng but

one correct superimposition for each message w1th respect to all the others.

\
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First; ail thc messages are numbered éCcording to their lengths, the longest

" being assigned the number 1, Commencing with méssnges 1 and 2, ahd'keeping
“number -l in a fixed"pbsition, riessage 2 is placeéd under it so that the initial

~#letters of the two messages coincide. Then the two letters forming the suc-

cessive pairs of superimposed letters are examined and the total number of
cases in which the superimposed létters arc identicaifisanted; this‘giving

the observed number of coincidences. Next, the total nimber of superimposed
\ .

"pairs is ascertained, and the latter is multiplicd Ey +0667 to'find the expec-

ted number of coincidences. If the Observcd‘ﬁumbér of coincidences is-consi-
derably bélow,thevexpectod number, or if the ratio- of the obsérved’number of
coincidendes to the total number of’coﬁpariéons is hearer ,0385 than .0667,
the suporimbosition'is'inéOfrect and‘messagcvz is shifted to thovnéxt‘éﬁpér_
imp'osiltion, that is, so that its 1st lotter is undér the 2d of message 1.
Again the observed number of coincidences is asdortainedrand is compared with
the expected nuﬁber. Thus, by ‘shifting message 2 6ne spaéo at a't{me (to-the
right‘or left roiative to message 1) the coincidence test finally"Shéuld indi-
cate the proper r%latiVo positioﬁs-pf the two mossages. " When the éorrect

point of supcrimposition is redched the cryptanalyst is rarely left in doubt,

for the results are sometimas quite startling. After meSsages 1 and-2 have

‘been properly supcrimposed message 3 is tested first against messages 1 and 2

separately, and then against the same two messages combined at their correct

’ superimposition-.5 Thus message 3 is shifted a step each time until. its correc:

position with rospdct to messages 1 and 2 has been found. - Then messdgé 4 'is

taken and its proper point of suporimposition with respect to messages 1, 2,

§At first thought the student might wonder why it is advisable or necessary
to test message 3 against mossage 1 and message 2 separately bofore testing
it against the combination of messages 1 and 2, The first two tests, it
scems to him, might be omittcd and time saved thereby, The matter will be
explained in Par. 43f(3).
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and 5_iSaaséertainéd. The process is continued in this manner until the correct "
pointé of superimposition for all the messhges have been found. ‘It is obvious
‘that as messages are added to the superimposition diagram, the dctermination
of correct points of éuperimposition for subscquent messages becomes progres-
sively more certain and therefore easier,

b. . In ‘the foregoing procedure it is noted .that there is necessity for
repeated displacement of one ﬁpssagevagainst another or othcr'messages. Thére-
. fore, it is advisable to transcribe thebmessagos-on long strips of cross-
.section paper, .jo_ining éoctions accurately if several such strips arc -ne_Cessary .
to accomodate a long message. Thus, -a message once so transcribed can be
shifted to various points of superimposition relative to another such message,
) wi?hout.repeatedly rewriting the messages.
..+ Co Machinery fof automatically comparing letters in applying the coin-
_ cidence test has been devised., Such méchincs greatly facilitate and speed up
the procedure, - .

43. Example-of application of the K -test. - a. With the foregoing in
miéld, a px-'acticva]'. example will now be given. The fo‘llowlingz?gggﬁx;xed to be the .
first 4 of a series of 30 messages, supposedly enciphered by a long keyigg
sequgnce,jbut each message‘commonging at a different point in that sequohce,
are to be arrangeduﬁo as to bring them inéo correct superimposition:
: Message 1,
PGL P N. HU Fuﬁ K SAUQQ AQYTUO A'Z AKGA - E_O QCN

PRKOV HYEIU YNBON NFDMW 2LUKQ AQAHZ

L8

MGCDS LEAGC "JTPIVZYJ WVAUD BAHMI HKORM

LTFYZ LGSOG K
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: Mbssage,zﬁiii‘, O
CYHPK KXFLU 'M'K'U'.R Y ZXCOPY }‘J_N_J;U.;}IJ KWIHL..
OKZTL. AWR DF - GDDEZ DLBOT. FUZNA SBHHJ
NGUZK BRCD K .YO0OBV DDXC D. OGRGI RMICN
~.H5GGO. PYA OYX ]
_Meséage 3e -
WFWTD NHTGM RAAZG . PJDSQ -AUPFR. OXJRO:
HRZWC ZSRTE. EEVPX: QATDQ ,1DO0QZ . HAWNX
T‘H-D XL, HYIGK VY zWX ?.-K'-.O:-Q' 0. AZQND  _TNALT
,CN‘Y‘.E-H._ TSCT
: Méssage;4.

TULDH . N QEZZ . UTYGD 'ﬁ'-E:-.D UP. SD 'IQ::I 0 LNNBO .
NYLQQ -VQGCD UTUBQ - XS0SK .NOXUV KCYJX.
CNJKS . ANGUI FTOWO MSNBQ ,DBAIV. IKNWG.
VSHIE P. . . .. g f~' -:-”.Mi<-ﬂ.;W%H

b ,‘Superimposingé meségges.;‘andYB, beginning with their lst letters,
No, 1 ..._PGLPNH.’UFRKSAUQQAQYUOAAKGAEOQCNP-R%S'-
No.2 ... CWHPKKXFLUMKURYXCOPHWNIJUWKWIHLOKDZ
No. 1 ..0VHYEIUYNBONNFDMUZLUKQAQAHZNGCDS T
No. 2 ... TLAWRDFGDPEZDLBOTFUZNASRHHINGUZKP -

No. 1l ..EAGCJTJPIVIWVAUDBAHMI "iI’ ORMLTTF Y',‘ZMI._;‘;G_;S_‘(‘)Q;GK

No.2'....RCDKYOOBVDDXCQOGRG;RMICNHS‘GGOPY'AQYX

the number of coincidences is'found to be 7. Since the total number of comparl-
sons is 101 the expected number, Lf the sugerlmp051ulon were correct, should

be 101 x .0667 - 6,7367, or. about 7 COlnblanCOu.; The fact that the observed

number of c01nc1dences matches the expcctcd numbor on the very first trial

The student will have to imagine the messages written out as contlnuous sequon»
ces on cross-section paper, -
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creates an element of suspicion: such good fortune is rarely the lot of the

practical cryptanalyst., It is very unwise to -stop” at the first trial, even if

tho results are favorable, for this close agreement between theoretical and
éctual numbers of coAincidencels might juét be "one of those accidents." There-
fore msssage 2 ié shifted one space to the right, p:lacing its 1st letter beneath
the 2d letter of message 1, ' Again the IiUmbér of coincidences is noted and this
timc?“iﬁ is found to be only 4.'. The to_tal ﬁumbor of comparisons. ié nov;r 100;
the expectéd number is still about 7., Here the observed number of coincidences
is considerably less than the expected nuinber, and w;rhon the relatively smali
number 6f comparisons is erne in mind, the discrepancy between the theoreti- ‘
cal and actual results is all the mc;re striking. The hasty cryptanalyst might
therefore jump to the conclusion that the ist superimposition'- is actually .the
eorrect“ cmé. But only two trials have been madc thus flf;r and a few more are
still advisable, for in this scheme of superimposing a sefies-of messages it -
is dbsolutely essential that the very first superimpositions I\‘esvt upon a per-
f;:ctly sound- fouﬁdatio‘p -~ otherwisa subseéuent work will b.e-ve.ry d‘ii‘ficult,
if=n6t entirely fruitless. Additional trials will therefore be _'made.:' ,

_c_ Message 2 is shifted éne m'ore_z spéce f:ov the right and thq number of ‘
ccl)iricide'ncés‘ is now found ;t:o be only 3. Oncé again message 2 is shifted, to

' the position’ shown below, and the obs"e:pved" number of coincidences jumps sudden-

1y.to9.
e - - 3o
No. 1 ...PGLPNHUFRKSAUQQAQVUOZAKGAEOQCNPRK
No. 2 o' - CWHPKKXFLUMKURYXCOPHWNIUWKWIHL
' . Co ‘ &3

Noo 'l o O VHYEIUYNBONNFDMWZLUKQAQAHZMGCDSL
No.2..._O_KZTLAWRDFGDDEZDL‘B'QTFUZN&SR-HHJNGU

' 9%
Noe L oo BAGCIPIVIWVAUDBAHMIHKORMLTFYZLGSOGK
No.Z...ZKPRCDKYOOBVDRXCDOGRGIRMICNHSGGOPYA
N:O'IDOO v.; |
"Noe 2 4.0 Y X
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) The total number of comparisqps.is.npw 98, so that the expected number - -

of coincidences_is_QB X 40667 = 6,5366, or still about 7, The 2d and 3rd
superimpositions are definitely incorrect; as t6<the 1st and&4th,'tpe ;atter
gives almost 30% more coincidences than the former. Again considering the
!relatively small number of comparisons, thié_so% difference in favor of the
4th superimposition as against the 1lst is important. Further detailed expla-
nation is unnecessary, and the student may now be told that it happens that
the_4th superimposition is really correqt; if the messages wg?e longer, all
sdoubt would be dissolved. The relatively large number. of cpinéidenceshfound
-at the lst superiméosition is ﬁurely accidental'in-this case,

-'g, The phenomenon noted above, wherein the observed number of coinci-
dences . shows a sudden increase in mo#ing from an incgrrggt to.gigorrect super-
imposition is not at all unusual, nor should it be unexpected, ﬁecause there
,is.énij one corrgct superimpoSit;on, Wh?le-EllLEEEEE supcrimposipions are
entireiy iﬁéorfect. :In other Wordé; é superimposition'isleitber.loo% correct
or 100 % wrong -- and there are no gradations between these two extremes, .
Theoretically, thérefore, the difference between Egé‘correcp superimposition
and any.ono of the many incorrect superimpbsitipnsAshogldqu very markeqf
since it follow§4from what has been noted above,'that4onelcannot expect that
the discrépancy'betwe§n the actual an@ the tﬁeoxetical ngmber of coinci@ences
should get smaller and smaller as one approaches closer and closer to the»..
corrgct:superimpqsitipn.7 For if letters.belonging to the séme c ipher alpha-
vet are regarded as being mémbersiqr'thqnsamg family; so fo_§pe9k,'tpen-the

two'lettérs forming the successive pairs of letters brought:igto,sgpérimposi-

7The 1mportance of this remark will be.appreciated when the student.comes to
study longer examples, in which statistical expectations have a better oppor-
tunity to come into play. : : :
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tion by an incorrect placement of one mossage relative to another are tota} i
straﬁgers to each other, brought together by puré chance, This happens time -
'and agéin, as one mossagc is siid égainst the other -- until the correct
sﬁberimposition is'reached, whereupon in every case the two superimposed
lsfte:s belong to the same family. There may be mény different families
(cipher'alphabets) but the fact that in every case there are two members of
thefsamé family representcd causes the marked jump in number of coincidencés.

g,. In shifting one message against another, the cryptanélet may move
' to the right constantly, or he may move to the left constantly, or hé may
move alternately to the left and right from alse_lected initial point. Perhaps .
the latter is the best plan,

£, (1) Having properly superimposed meésages 1 and 2, message 3 is
next to be studied, Now it is of course pcssible to test the latter message
against the combination of the former, without further‘ado; That-is, ascer-
‘taining merely the total number of coincidences given by the superimposition | ;
of the 3 messages might be thought sufficient. But for reasons which will
soon become apparent it is better, even though much more work is involved,
first to test messaée 3 against message 1 alone and against message 2 alome. .
This will really not involve much additional work aftef ali, since the two
tests can Se cdnducted Simultaneouély, because the proper superimposition of
meééages 1 and 2 is already known.- If the tests against messages 1 and 2
'separately‘at a given éuperimposition give good results, then message 3 can be
tested,. at thét sdperimbbsition, against messages 1-and 2 combined, That is,

all 3 messages are tested as a single set. Since, according to the scheme

[

- outlined, a set of three closely related tests is involﬁed, one might as well
_systematize the work so as to sa?é'#ime and effort, if possible., With this

~in view a diagram such as that at the side (page 115) is made and in it the
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coincidences -are Tecordsd inLthe‘appropriate.cells, RSTC ST

L : o . LTI S

to show separately tlie.coinc¢idences between messages ! R LTI KT Lo

. X A

"1 and 2, l:and 3, 2 and 3, for each superimposition .|  f{—- S |
. AF O B L

tested., -The number of ‘tallies -in the cell 1=2 is T O T !

| the sdme’at the boginning of 411 the tests; it'has : 3} x | x | x |

~+glready been found to be 9.-'Thérefdré;t9italliés

are. inserted in cell 1-2.to  begin with, : A column which shows identical letters
in messages 1 and 3 yiclds a single tdlly‘forféall l;s;fa column which shows
idQPtical-letters in messages 2 and 3 yields a single{tally for cell 2-3, -

: Only.when.a,superimposition.yield é idontieal letters in a column, . is 8 tally
“to be recordod uimultannouslv 1n cells 1-5 qnd 2 é, élnce the preseqce of- 5

1dentical lettors -in Ehb column yields 3 co1n01donces. o L

s,

(2) Iet me‘&FC 3 be placud boneath m0>sages 1l and 2 combined, so
that the 1st letter of messqée 3 fall L8 under the 1s t letter of message l. ‘

“(It s adv1sablu to fasten the latter in plac .80 that they,cannot ea51ly be

disturbed.)_‘Thus:

. 1234567891011 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27
1...PGLPNHUFR XK''S £ U Q:Q:4-Q¢ ¥ U 0/%° A K G ATE. O
2 e CWHPKK X F L UM KU RYXCOPHUYNIJITU
3...WFWTDNHTG M R.A'A 2" G'P J D:8$QuAuwU P F'R0 X

; 128 2930 31 32 33 34 35 36 3738 334041742 ‘4344 :45 46 47:48 49 5051
1... Q CNPRXGOCVHYETIUYNBONNTFDMUWSZ
2, W KW 'IHTLUT K2 TL+AWRDTF GDDE Z:D-L'B

%+ JROHRZVWCZSRTEEZITYVPIOATDQL

52 53 54 55 56 57 58.59 60 61 62 63 64 85 66 67 68 69 70.71 72 7374 75
oo L'U'KQ & QAH 2°M7G ¢ D8 LB A G C T PI'V T
2.. 0 TF U ZNASRHEEIDNGTUSZEKPRCDIEKTYO
3....D0'Q Z HAWNIXTHDILHEYIGCKVYZWX
176 7778 7980 81 8283 84 85:86+87 8889 90 ‘91 92 93 9495 9697798 99
L... WV AUDBAEHDLINM I'nK 0O RMLTFY ZL.GS.O
2.,,,°0 B:V.D-D X C D.O¥G<R.G .I"RVE .I.C.N'H S:G G 0P
.. BK O Q 0 4 z}jQJ’N D T 4N A L T C NYEHTSCT
100 101 102 103 104
l... G K
2.. Y A 0 Y X
3 ...
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; " 2 3 .~ The guccessive columns are«now.examined and -the
“l :xf"h“’““ 'V“L. coincidences are recorded, remembering that.only
. : -:“F - coincidences between messages_i,and 3, and between
| :f * 3 messagesiz and 3 arc now to be tabulated in the
35X | | X 7‘ diagnam. "L_‘he results for this first test.are shown ‘

An the diagrnm at the side. This superimposition
. yielﬁswbut 3 coincidences between messages 1 -and 3, and the samednumber be-
tween messages 2 and-3, The total numbers of comparisons are then.neted'and

the. following table- is drawn up:

Combination o Total No., of .i No. of Coincidences | Discrepancy
Comparisons - Expected Observed

Messages 1 and 3 ) 99 | “about 7 ' 3 - =57%

'essages 2 and 3 o e , B - T R . S -50%

essagos 1, 2, and 3 | 291 " o19 15 -21%

(3) The reagon.for the separate tabulatlon of c01nﬂ1dencos between
messages 1 and 3, 2 and 3, and 1, 2 and 3 should now. be apparent . Whereas
the ebserved number of c01ncidences is 57% below the expected number of coin-
”cmdences 1nnthe case of messages~ltand“5 alone, and 50% below in the case of
messages 2 and 3 alone, the dlserepancy between the expocted and observcd
B numbers is not qulte 80 marked (-21%) when ell three messages are con81dered
together, because the relatlvo]y hlgh numbez of*001n01dcncoc between messages

1 and 2, Whlch are correctly superlmposod, serves to counterbalance the low

numbers of - 001nc1dences between 1 and 3, and 2 and 3 Thus, a correct super-

: impos1t10n for.one of tho thren comblnatlons may yleld such good rosults as to

7
mask the bad results for the other two comblnatlons.
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!

i

1 2 3 4 o .
o ' ‘ o Total No. No. of _ _
'x_ » | W N Combination of Compa-t _ Coincidences Discre-
I SLL SN o . risons Expe_act@ad i Observed | pancy
% | % L :N Messages 1 and 4 96 ! avout 671 .7 +16%
: N .;Meseapes 2and 4| 95 ] w6 | 6 0%
X x N ~;hessages 3 and 4 l' 96 v 6. 5. .. ~16%
x| x P % i|messages 1,2, e o b
N R * : 5 and 4 { 581 39 44 . +13%
r'I..‘he‘:c-esults for an 1ncorrect supeu.mpos:.tlon (lst letter of zrsssage 4. under
‘4th lettor oF message 1). are also. shown for conparison , .
Now 1 ... P GLPNHUFREKSAUQQAQYUOZAKGAEOQCNPREKO
No, 2 ... , CW‘HPKKXVFLUM'KURYXCOP_HWIIUWKW;HLO'.
No. 3 ../ WfF_WT‘DNHTGMR;AA‘Z GPIDSQAUPFROXJITROHRZ -
- Now 4 vu0 §‘_T.ULDH'NQEZ~ZUTY.GDUE.D’UPSDLIOLNN.BoiN
" No, 1 ,.,..VEYEIUYNBONNFDMWZLUKQAQAHZMGCDSLEA
Noo 2 «o. KZTLAWRDFGDDEZDLBOTFUZNASRHHINGUZK
No. 5 ..,_WCZSR*TEEEVPXO’ATDQLDAOQ,ZHAWNXTHDXL_HY»
No.e 4 ... YLQQVQGCDUTUBQXSOSKNOXUVKCYTXCNJIKS
Noo L ie GCIPIVIWVAUD BAHMIHEORMLTFYZLGSOGK
Noo 2 .. PRCDKYOOBVDDXCDOCGRGIRMICNHSGGOP Y AQYX
Noe 3 ... IGKVYZWXBEKOQOAZQNDTNALTCNYEHTSCT
Fo. 4 ces AN_GUIFTOWOMS'NBQ,DBA”IVIKNWGVS_HIEP
™ ™y Total No. No, of
X , Combination of Compa-| Coincidences ~Discre-
; ™ 1 : rigons’ Expected ; Observed | pancy
Tt ™ Messaees 1 and 4 " 96 about 6 2 -6"7%
EI R about, ;
e - Messages 2 and 4 ! 9. w8 3 -50%
Coa] - Messages 3 and 4 .96 S A T «-67%
Yt X ox Messageslz ' .
7( : X i : % ‘ 3 anhd 4 582 " 39 33 ~15%

(a
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(6) 1t is believed that the procedure has beeg\explg%ned‘with ‘
sufficient detail to magg_furphe; exampleglunnccegséry.__ihe.stu@ent should
bear in mind glways phgp as hg-adds messggesth the supe:impogitiqp_diagram it
;s.neqegsary:thaﬁ hq,recg}qulate.the number of cgmpa;isbns'quthat'thqvcorrect
expected or thecoretical number of coincidencos will be beforé‘him to compare
with the,obsepved.pqmpqr: In,gddiﬁg:mggsagesﬁhe.ghou;d see that the results‘_
of.the sgparate tgsts_gpe_gons§§tent, as ngligs thse fq; the'combingdrtestsyl
otherwise he may be led astray at times by the overbalancing effect of the
large numbérfof qoingiqenpgsffor,the,alrgady gsgq:ﬁaipgq*.correct superimposi-
tions. R | |

. 44, Subsequent stgp%; - 8. In Par, 43a four messages.were given of a -
series supposedly encipliered by a long keying sequence, agdtthp succeeding
paragraphs were devoted tg an cxplanation of the. preparatory steps inithe‘solu;
tion., The messages have noﬁ béeﬁ prép@rly sgperimposed; g&itﬂaﬁithe text has
been reduced to monoalphabetic columnar form, and the matter is now %o be
purgugq,tq,its.ﬁltimate'spages.v

b, “The four mgssages:emplqyed.ig the demonstration of-the;prineiplés
of the K‘-tqst have served their_purpose,wiTheVinformgtion that they are.
messages enc iphered by an intelligible‘runping key,.by reversed stan@ard ¢ipher
alphabets, was withheld frqﬁ'the sfudééé, for pédagogiCal‘feqsons;!;Wéfe the
‘key,q.rqndqm>aequence_of letters inéteqd_of intel;igiblentext,’the'expianation
' qf the_09}pcidepce<test would have been unchanged in the sfightestqurtiéular,
soﬂfar as_concerns the mechanics of thqitq;t‘itsqlft, Were the c.ipher alphabéts
unknown, mixed alphabets,:thq explanation of. the 'K -test would a;so~haye been
unghagged‘in.ﬁhq slightest particular, But, as stated before, the four.messagus
actugl;y represent eqqipherments‘by means of qn\intelliéiblc.running key,-5y~:

reversed standard,alphébots;’they will now be uscd to illhstrate the solution-
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of caées of this sort,

c. Assumlng now that the cryptannlyst is fully aware that the enomy is
using the running key system with reversed standard alphabets (obsolete ﬁ. S.
Army Cipher Disk),.thé method of‘solution:outlinedﬁiﬁ'Par; 38 will be illus-
trafed, employing the first of the four messages refeffed'to above, that be-
ginning PGIPN ‘HUFRK SAUQQ. The word DIVISION will be taken as & probable
word and tested against the key, beginning with the vefy first letter of the
message, Thus: |

Cipher texXt veevecesne

PGL
Assumed text (e.eieee.’ DIV
Resultant key text ... S0G

NHUFRKSAUQQ ...
SION
F

The resultant key text is unintelligible and the word DIVISION is shifted one

Mnﬁ'ﬁ

letter to the right.

Cipher text .......... PG L
Assumed text ..eeu0es. DI
Resultant key text ... J T

NHUF
ISIO

N

Again the resultant key text is unintelligible and the hypotheticai word

DIVISION is shifted once more. Continuation of this process to the end of the

meésagq proves that the word is not present. Another probable word is assumed:

'REGINEENT. Wh.en the pOint shown below'is.. reachec_l',' note the results: ' .
CmMmtwt.”u"“.PGLP ‘

NHUF
Assumed text ....ic00. ‘REGI
Resultant key text ... "ELAN

UR
O td N
== 0

’iflcertainly'iooks as though inteiligible text were being obtained as key text,
' The words LAND OF.Tf.. suggest that THE be tried; The keylefters HE give NO,
making the plain text read ....REGIMENT NO... . The four spacés‘preceding
REGnmNT'-suggest such wor'ds"as HAVE, SEND, MOVE, THIS, etc. A clue may be
found by assuming that the E before LAND in the key is part of the word THE.

' Tosting it on the cipher text gives IS for the plain text, which certainly

indicates that the message begins with the word THISQ ‘The latter yields IN

.
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" for the first two kcy’letféfs.; And so on, the process of checking one teéxt
against the other continuing until the ontire message and thé key text-have
-bseh roconstructod, T
d.  Thus far the demonstration has-employed but one of . the four messages
‘available for solution: When the reconstruction prbcsss is applied to .all -
four simultaneously. it naturally goes much faster, with reduced ne¢essity for
“assuming words after an initial entering wedgec has been driven:into one ﬁsssago
For example, note what happehs -in this case; just ag soon as the word REGIMENT,

' is ‘tried in ‘the proper-blace: -

Key teXt weeese | ol + o ls NIDIOFI T oo ] o &

Bl L A
No. 1 {Cipher text ... |PiGLipiNuE|U/F|R|k(s|alulale]. . .
b ’-'"" lplain text .0"00 .'z; o e le R E G I I\’i E 1\ T el wilefo o o
wo. g {Cipher text...e | b-teic) W HIPDIKIKIXIFILIUIMK]. . ..
O Plaln toxt .... Ao nEtnoyTriAl I ... ..
.3 (Cipher text oo | -bw|P il o olvl = 7| clulr]alalz]. . .
L N0 S APladn text ..v. | holop] WIIM G KLT T | | e .
: | , :
I I‘I : oo SCipheI’ text * 00 v bt mindi T'UL D HN QEZ Z U T Y ¢« e o 7 _‘A""f ..
°. & (Plain text wow | L LT I ANK] O[T ' |

It is obv1ous that No. 2 beglns w1th FIELD TRAIN No, 3 with ROLLING KITCHEN

Nb. 4 with ANTITANK GUN | These Wordo yleld addltlonal koylotters, the latter

suggest addltlonal plﬂln-tOXt .and thus the process goes on until ths solutlon
.Lis completed.' | |

o g&i But now suppose that tno key text th t has beun qctually employed

A in encipherment is not 1ntel 1g1blo toxt, The process is otlll somewhat the

ame only in this case oné must have qt Least two mes sages in the samé- key.

b
Py

For 1nstead of checkln a hypotnetlcal word (as;umad to be present 1n one -
mﬁssage) agalnst the key, tno ssme klnd of a chcck is mado agalnst the other
mcssago or messages. Assume, for 1nstance, that in the case Just descrlbed

the key text, instoad of belng 1ntelllg1ble text, were a series of lctters.
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produced by applying a. rather complex transpos1tion to an originally intels~
ligible key text | mhen if the word REGIMENT were assumed to be present in
the proper place in message No. 1 the resultant keyletters would yield an
unintelligible sequence. But these keyletters when applied to ‘message No.‘
would nevertheless yield IELDTRAIN' when applied to me ssage No. 3, LINGKITC,

. §
' and 80 on. In short, the text of one message is checked against the text of

i

another message or messages' if the originally assumed word is correct, then

.'l

plain text will be found 1n the other messages.
2: All the foregOing work is, of course, based upon a knowledge of the

cipher alphabets employod in the encipherment : \Nhat if the latter are unknown ‘

sequences° It may be stated at once that not much could be done With but four

:messages, even after they had bcen suporimposed correctly, for the most that

f x

'one would have in the way of data for the solution of the 1ndividual columns

} Lt fin . ,,i

of text would be four letters per alphabet - which is not nearly enough
Data for solution by indirect symmetry by the detection of isomorphs cannet be

expected, for no isomerphs are preduced in this system. Solution can be reach-

41 ér«,
R

Only then. and after the values of a few cipher letters have been established

Kl
iy

-ba 'indirect symmetry be applied to facilitate the reconstruction of the pri-

- ‘c-“J
i ¥

mary components - if used.

PERT.
VT
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cipher alphabet. The next section will be devoted to a detailed. treatment of

the ‘irplichtions of the last statement.
Credamel R

< SECTION XTI Y

" THE" MATCHING OF FREQUENGY fD’IsTRIBﬁT"Iom .

o e . s i .
R SN : - o . PR .

" Paragraph’
Prellminary TOMATKS sveesveecsstseercruossssosavsocccessoscenses 4D
The "Cross-product"” or " X-test" in cryptanalysis............ ... 46
Derivation of the X -test.......................................,4v 47

Applying the X'-test in matching AAStribULI0AS . v i vveeeevesvsnnns = 48
Practical example of applying the X ~fest..ieiieccrececctsnnacns. 49
ThE' " O (PRI ) ~bESEM s o o v an e eneinioneesesnnsoseirieeloesssenaes .50
. Derivation of the ¢,-test....................................... 81

ADplylng the Q Y A R R B S

L. tr,.

45, | P:ellninary remarks. - j, ,lho r Ll puzpooe oi maklng the 001n01dence

o

test in cases such as thxt stuulea 1n tuC grecedlng sectlon is to permlt the
RaE 1t X L. (]
cryptanlyst to arrange his ddCu so as to 01rcumvcnt the obstacle which the

L4 i _" yn»,

enemy, by adoptlng 1 complicuted boljdlnhabotlc uuhenc of cn01pherment placos

in the way pf,solutlon. The essence of thc mqtt~* is that by deallng 1ndiv1-

ol T A N

dually with the respectlve column of th“'ndﬁﬁ"lWWOSItlon diagram the crypt-

—_—_

) analyst h“s arrqnged the polyalphqbetlc toAt no *1ut Jt can be handled as

', though it ‘were monoalphabotlc Uqual]y, thﬁ 1t10n of thc latter 1s a rolW-

a0

tively easy matter, espe01ally if there is sufficicnt toxt 1n the columns, or
_ .if the letters w1th1n cert 1n columns can be comblred into oingle frequency

: distributlons, or 1f some crvptogrqphlc relatlonshlp can be establlshed betwe«

i

the columns,

'E,h VIt is obvio thqt morely aucertalnlng thn corrcct relatlve pos1tlon

of the separqte messagos of a snrics of messagoo in a superlmp051t10n dlagram

'is only a reans to an bnd, and not an ond 1n 1tsolf. The purpose 1s, as &lTOv

utqtod, to roduce the complox, hcte ogenoous, polyalphabetic text to 51mplo

}.‘

hompgenequs,‘monoalphabet}g text Buf tho lattor can be solved only when there
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are sufficient data for the purpose -- and that depends oftenvhpoh the-type of
cipher alphabets involved, Ths letter mnj be the'secondery alphabets result-
ing lrom the sliding of the normsl.sedhehce against its reverse, or a mixed |
oomponent against the‘hormsl, and so on. The student has enough information
concerning the various cryptanalyticAprocedures which may be applied, depend-
.ing'upon the ci:cumstancos;xih:recohstructing oifferent types of-primgfy com-
:ponents and no more need be said onm this score at this point, -
Ce TheAstodentlshocld,‘hewefer; realise‘ohe‘polnt Which hd§r£p§é far
; het been brought specifically to his’attention. Although"the'sﬁperiﬁposition
-diagram referred to in the preceding subparagraph may be conposed of many | .
columns, there is often only a relatlvely small number of dlfferent cipher
alphabets involved. For eXample, in the case of two prlmary'components of 26
letters each there is a maximum of 26 secondary cipher alphabets. :éonsequently,
lit follows that in such a case 1f a superimp051tion dlagram is composed of
'say 100 columns, certain of those'columns must represent similar‘seccndary‘
'elphabets. 'Thefe may, end'probebly will be ho fegularity of‘reccrrence of
these repeated secondaries, for they ‘are used in a manner dlrectly governed by
the letters composing the words of the key text or the elements composing the .
keying sequence. |

.‘Qs But the latter statement offers an excellent clue. It is clear that
the number of times a given secondary elphaoet is employed in such a superlm-
position ‘diagram- depends upon the compositlon of the key text, Slnce in the
case of a running-key system using a book as a key the key text constltutes

}intelligible text, it follows that the various secondary alphabets will be

employed with frequencies which are directly related to the respectife fre-

quencies of occurrence of letters in normal plain text. Thus, the alphabet

corresponding to keylctter-E should be the most ffequently used; the alphabet
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coyrespoﬁding towkeyletter T should be next_in f;gqueﬁoy, and so on., From
- this it follows that igsteaq og_boing oopfronﬁod“ﬁgjh‘a problem_involving as
many differehtnseconda;y ciphof.olphabets,as there are columns in tﬁodsuoer-
“#imposition dlagram, bhe nryptanulyst Wlll uuua ly havc not over 26 such alpha.
bets to deal w1th; andlollow1ngvfop tho.extromoly.;mprobablo repo?ltlve use
-of alphabets:corrospooding_ﬁo keylottors‘lz Kl Q, X; and Z, it is likely that
'the.oryptanalyst_will,have to handle ooly_about‘IQ or 20 sooondary alphabets.

- 8. vMoreofor,.ginco‘tﬁe E sooonq§€y glphabet willlbe.usod mosflfreqoentl

and so on, it is possiblo for the cryptonalygp to,study the various'distribu-
tlons for the columns of the superlmp051t10n diﬁgram with a v1ew to assemblmr
. those distributions whlch bolona to tho same clpher alphabet thus maklng the
. .actual determlnation of vzlues .muech ea31or in the conblnod distrlbutlons thon
Would otherwise be phelqaoe.. | |

£+ However, if theo keying sequence doos not itself constitute intelli-

gible text, even if, it'is a random sequence, the case is by no means hopeless
of solution -- provided thero 1b.su”flclent text Jlthln columns so that the
Acolqmnar_frequency digtrlbotlonsimgyLoffo;q 1ndloat10ns_enabllngﬂjﬁo_or§pt-
analyst to‘amalgamate a large numper_offsmgllvoisﬁyibutions intoio smaller
number of larger distributions. | -

) In this'procec of ass embllng or comblnlng 1nd1v1dual freouenc& dis-
tributlons whlch belong to the samc 01pher qlphqbet, _Trecourse may be had to =
proceduro merely alluded to . 1n connectlon w1th prev1ous problems, and d331vnux

ed as that of "matching" distributions, The next few paragraphs»w1ll deal wit.
this important subject,
46. The "Cross=-product" or "X-test" in cryptanalysis, - a, The studert

has already been confronted with cases in which it was necessary or desirablo

to reduce a large number of frequency distributions to a smaller number by
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identifying and amalgamating distriﬂutions‘whiCh gelogg to the same cipher
alphabéf. ‘Thus, for example, in a ég;e in which there are, say, 15 distribu-
tions but onl&, say, 5 separate.cipher alphaﬁats; the difﬂiculty in solving

a méésuge'can‘be'reauced‘to a considerable degrce provided that in the 15
distributions those which bolong together'cnn”be idgnfified and éllocated'to
thé respective cipher alphﬁbets to which thcy“aﬁply.

'2, This process of identifying distributions which belong to the same
cipher alphhbef}inﬁbl#@s a darefui examinatibnéan@ hbmparisén of the various
membérs'of the‘enfire set of distribﬁtiohs fo ascortain which of them present
sufficienfly similar éﬁarécteristics'to warrent théir being'combined into o
single distribution applicable to one of the cipher alphabets involved in the .
probleﬁ;' Now when the individual Qiétributions are fairly large, say contain-
ing over 50 or 60 iettérs, the mattér is relatively eésyﬁfdr the experienced .
cryptanalysf and éag‘be made by the eye; but when the distributions are small,
each containing a rather small number of letters,  ocular comparison and identi-
fication.bf‘two or more distridbutions as belonging'to thé:same alphabet’become
quite diffié'ult and often inconclusive, In any event, the time required ‘for
fhé éﬁccéssful reduction of a multiﬁlicity of individual small distributions
to>a few larger distributions is, in such cases, a very niatc_rial factor in .
determining whether the solution will be accompiishedlin time to be of actual
value of'mérely bf historical interest., |

Co Jwaever, a cerfain statistical test, called the "CrOSSAproaﬁci37br
"X-ﬁéét", has been devised, which can bo'bfduéht %é bear upon this question.
and, By methods 6£‘mathematiéal comparison, elimiﬁéta to a large degree the
‘uncertainties of tho'ogular mefhod of matching and combiniﬁg frequenéy'diétri«

buﬁions,‘thus iﬁ many caées‘métérialiy réducing;the tine #equired for solutién

of a complex problem,
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d. It is advisable to p01nt out however, that the student must not
expectAtoo much of a'mathematlcal method of comparlng dlotrloutlons, because
there are limits to thel31ze of dlSt”lhﬂthﬂS to be matched, below whlch these
methods w1ll not be effectlve. If two dlS rlbut"ons contaln some 51m11ar'
characterlstlcs thc.mathomatlcal‘method w1ll merely afford a quantltatlve
measure of the deérce of °im11ar1ty. Two dlsbrlbutlons may actuallv portaln
to the same 01pher alphabet but as occa51onally hanpene, they may not present'
any external ev1donces of thls relat1onsh1p, in Whlch case no mathematlcal
method can indicate the fact that the two distributions .are really similar ana
belong to the same alphabet. |

47, Derlvatlon of the)«Chi)-test. a. ,Cuhsiéefuthe'folIOWing plaiuftext
distrlbutlon of aO lcttcrs : ' o

1w

i& - - o= ¥ X =
0 U v:w X Y 2

= - = - = 4 e
ABCDEFGHTIIJEKLMDNOPUQR
. .

wn Mf

ii.
T

b

In a previous textv it was shown that the chance.of drawing two identical
letters in normal English telegraphic plain text is the sum-of the:squares of
the relatlve probubulltles of occurrence of the 96 lettcrs in such tcxt whlch
is ,0667. That is, thc probublllty of menographlc 001nc1donco in Enpllsh
telegraphlc plaln text 1s K p-: ,0667. In'thc nessage to,whlqh the foregoing
.distribution of 50 letters applies,'the uuubefJof ﬁossiblo bairiugs (compari-
sons) that can be made betweeh single lettets is 50 §i49 =.1225£“ Athrdihg‘

‘to the theory of coincidences there shoulu;ftherefofe;”be 1225 x 0667 = 81,7065
or approximately 82 coincidences of gingle letters. -Examining the distribution

1

it is found that “there efe'85,coin61denees, as shown below:

= . =3 _ = = . === -5 F = =
A B C¢CDEPF GHIJTI KILMDNOPQQUZRSTTUYV WIXUY 2.
3404+04+1421+04+0+1%340+0 0+1HDH340+0+110ﬂ5+1 0+ 1+O*0+O-85

_lMilitary Cryptanalysis, Part II, Appendixyz.
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The actual number of c01ncidences agrees very closely w1th thc theoretlcal

A RN

number, whlch 1s.of course to be expcetcd 31nce the toxt to whlch the dlstri—

bution applled has been 1nd1cated as b01ng normal plaln text | |
E,f In the fereg01ng?sinple demonstr{tlon, 1et the number of comparlsone

that can be mado in the alstrlbutlon be 1nd1cated symbolicnlly by W(g-l), where

N = the total number of letters in tnc dlstrlbutlon. Then tho expected number

of coincldences mqy be wrltten as .0667N(N-1) s whlch may thcn be rewrltten as

MDA

(I) " .0667HR = ,0667N - -
5 :

'_c_.- Lrl'evuse, if fA ropresents the numbex f)i occurrf*ncr’s of A in the forn 0
R \

going dlstributlon, thcn the number of c01n01dences f0¢ the lctter A.mﬂy be
indicated symbolicqlly by fA(f -1). And 81m111rly, the number of 001nc1dences
for tho letter B mry be 1ndlcated by fB(fB-l), and ‘so on -down to fé(fz-l)

2 : 2
- The tOtalfnumber'of actual coincidences ‘found in*the*dl trlbutlon is; of couree,

the sum of 'fA(-fA-l) {fB(rfo-l)' +'.-'.,,f2(ﬁf2'-1). If-the symbol fe is' used to -
2 - ! 2 ) o.o. 2
1ndicate qny of the letters A B, ...Z and the symbol.jéile used to 1ndlcate

that the sun of all the elements that follow thlu 81gn is to be founa, then

the sum of the actual c01nc1dences noted 1n the dlstrlbutlon may be indlcatcﬂ

o

AAAAA

de ‘ﬁow although.nerlred frem diffelent uenrces, the fwo erpxesslonu
labeled (I) and (II) above are equal,”or should be equal, in normal plain tex
Therefore, one may write"j K _“:i:_ ‘ ” ' |
2 _2__9 - .06672-—.0667N
T
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Simplifying this equation:-

(r11) = f_é?-é-fé 5 J066TN° - L0B67N

Therefore, expression (III) may be.wriﬁteu;as"
(1v) 2> 2% - N = Los6m® - L0667,
which on reductlon becomes VMH- R
e Zfe - 066'7N + 953
This equatlon may be read as "the sum of the squares of the absolute frequen-
cles of a distribution is equal to ,0667 times;the square~of the total number
of letters in the distribution,-pius';bszsgfimes:fae total number of letters

in-the distribution." The letter Sp is often used to replace the symbol

S
.2, Suppose two monoalphabetlc dlstrlbutlone are thought to pertaln to

\the same 01pher alphabet Now 1f they actually do belong to the same alphabet

2

and if they are correctly comblned 1nto a s1ngle dlstrlbutlon, the latter o

must still be monoalphabetlc in character. That is, again ;epreseutlng the
individual letter frequeneies in one of ;hese distributions b& the generalﬂh
symbol ;1’ the individual lettor frequencies -i‘n.-’the other distribution by =

.- 9%, and the total frequency in the flrst dlstrlbutlon by Nl’ that in tho
second dlstrlbutlon by Nz, then )

VI)Z(f - 0667(111+N )’ + .9553(Nl+ Ny)

xpandlng the terms of this equatlon'

° | | |
(viI) Zf ¥2 Zfelfe ¥ fez_.OGGV(N “yanN, ) + 9535Nl+ (933N,

J

But from equation (V)

— . 2 2 ,
Zfe = J0667N; + ,933EN; and

2By "correctly™ is meant that the two distributions are slid relative to each
other to their proper superimposition,
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f. = ,0667Ns -+ +9333N,, so that
equation (VII) may be rewritten thus:

L0667N, %4 9353Nl+2 Zf E oee'mz +. 95351\12

| 91 92
L0667 (N, +2N1N2+N2 )+ 9533N1+ 93331\12

(Reducing to simplest terms by capcelllng out 1mllar express1one'

2 Z fslf 0667(?N Nz), or

(VHI) Z 61 92 -:- 0557 " B o
1N2 N - .’-‘ Ii". g.-i cob A ‘l,

.8e The last equatlon thus permlts of c@tabllshlng an expected value for

the sum of the products of the corre;pondlng freqpen01es of the two dlstrlbu-
- .sum
tions belng conS1dcred for amalgamatlon. The cross-produet/or X_test for

NS o

matchlng two dlstrlbutions is based upon equatlon (VIII)

48, Applylng the X-test in matchlng dlstxlbutlons. - a. éﬁppbée the

follow1ng two dlstrlbutlons arc to be matched

. E = - - - - = == _ -= =
£ .+ ABCDEFGHIJKLUNORQRSTUVWXYZ
fz....AECDEEGHE"J?{ LMD P Q'§§TUVWX§Z ‘

Let the frequen01bs be Juxtaposed, for convenlence in flndlng the uum of “the”

c¢ross products, Thus-

ISV N
cao
o'g v
oo
G g
o@o
oo
e
o4y o
H RO
O
ok =N
H=Zo
KO
©9o
35&»0
R RE
RS
RCTER
=R
o<o
O =
O M
L O RO
JESESE N

&F
'

?1417_ "

£4..0800.03001000001009220000

Iﬁtﬁscmm ZEIéfs1:8%6+lfI39+2+3¥4E30
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I ZEE' @1 8 S 30 = 711

g,, The- fact -that the quotient. (o 0711) agrees very closely w1th the
expected value ( 0667) means that the two dlstrlbutlons very probably belong
together or are properly.matched Note the. quallfylng phrase "very probably v
It 1mplles that there is no certainty. ebout thlo business of matchlng dlstrl-
butions by_mathemetlcel methods, iThe,mathematros serve only as measuring
devices;‘so to speak,. which ean,bepemp%oped to‘peesure the degree of_srhilarity
that&exists.

. There are:other mathematleal or statlstlcal tests for mutchlng, in
-addition to‘the)(-test. Moreover,flt 1s poss1ble to 80 further w1th tth'-test
and find 8 measure of the‘reliance thatAmay be placed upon the,value obtained;

but these p01nts will be left for future dlscu851on 1n subsequent toxts. |

g;; One more p01nt will, however,Ahere be edded in connectlon w1th the

y\xgtest,. Suppose the very same two distrlbutlons in subpar.,a are again Juxta-
_posed;”but w1th fg shifted one 1nterval to thc left of the pos1tlon shown in

. e
the subpar. of reference..  Thus:

fp +++f140301001001001003221013502 1
1" |ABCDEFGHIJKLMNOPQRSTUVWXYZ
\ CDEFGHIJKLMNOPQRSTUVWIXYZA .
s ...iz 0003001010011003110000120.,.N;=z17"
S : e L

24342 +3 = 10, and,Z-f £ .
= 0. o ot v
2 = 10 = .0226
- N.N, ,n,,443 ]

Hereu- i
£ s
' 1Ie

The observed ratioe( 0226) is S0 much»smaller.than the expected ( 0667) that

1t can be sald that if the two dlstrlbutlons pertqln to the same prlmary com-

ponents they are not proporly Juxtaposed In other words, ﬂuaX-test may also

be applied in cases where two or more frequency dlstrlbutlons must be shlfted

relatively in order to flnd thelr correct juxtap031t10n. The thcory underlylng
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this application of the Xftest is, qf course}'thé §ame as before: two mono-
alphabetic distributions)when‘properly cémbiﬁednﬁill yield a single distribu-
tion which should still be monoalphabetic in character, ;In.applyihg the X-test
iﬂ:such cases it may be necessary to shift two 26-element dis£ributions.tO'
varioﬁs juxtapésifions,-make the X—testffor each juxtaposition;'and take as
correct thaf‘one which yields the best vaiue'fof the. test,

e. . The nature of the problem wiil; of course, detérmine whether the
freqﬁency distfibﬁtions which aré to be matched should be compared (1) by
* direct juxtaposition, that is, setting the A to Z tallies of one Qistribution
difectly opposite the corresbonding tallies of the other distribution, as in '
subpar. g; or (2) by shifted juxtaposition, that is, keeping the A to Z tallies
of the Tirst distribution fixed and'siiding”the whole sequence of tallies ot
the second-distribufion to Various‘juxtabbsitions‘against the-firs§f=

48, Study of a situation ‘in which the Xtest may‘be applied, - a, A

-simple demonstration of how the X-test is applied in matching frequency distri-
buﬁioné may now be set before the student, Tho problem involved is the solu-
'.tibn of(eryppogréms enciphered according to the progressive-alphabet.system
(Par: SSE),"With soconda}y alphabets_dériﬁéd‘frdm the intaraction of two iden-
tical mixed primary'componéﬁtsi';lt will‘bé gssumed‘that thé enemy has been
using a systeﬁ‘bf this kind and that the primary éomponenté are changed aailyuv

'E, Before atﬁgcking an actual problem of this type, suppose a few
minutes be devoted td azgéné;ai.gﬁal§sis of its elements, Consider a ciphar' 
square such as that shown in Fig., 25, which is applicable to the type of pro-
blcmjdpdef étda§.1?Itvhas‘becnlarfﬁnqu?infthefform of a deciphering square,

In this square, the horizontal sequences arc all ‘identical but mercly shiftcd

relatively; the letters inside the square .are plain-text letters.,
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 ALPHABET NO,

123456 7_8 9 10 11 12 13 14 15 16 17 18 19 20‘21 22 23 24 25 26
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o (Plaiﬁ¥t$§t Letférs.aQE within the squere proper.) -

Figuré 5. .

-9--

If, for meré.purposes of demonstration, instead of letters within

the cells”of the squafé there ére'placed‘tallies corfeébondiné in number @ith

the normal frequencies of the letters: occupying the respective cells,'the

cipher square becomes-as follows (showing only the lst three rows of the

square):’
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ALPHABET NO.
1 2 3 4 5 6 7 8 9 lO ll 12 15 14 15 16 17 18 19 20 21 22 23 24 25 26.
S = 2T == LB =
AR=EERE=_x5= o ==E5= =X _ _ = == F
B.® = = =¥ET= =FE__ £E2=2EX=sX= _
E- 2 o= - = = = =
C= . ® == =S5 =E - - ==S5s5=2%
Figure 26

~ds It isiob?ious that hefe'is_g cégerwﬁerein if'two‘disfribﬁtioné'pepe
tainingvto_the square a?e iSOléted ffom-the s@ua}e,ftheix-tésf Kmatching
distfibutions) can be applieé. t—o a‘scertavin how the distributio_ns can .be‘ super- 0
'impdsed and made'tofyieldia monoalphébetic_compoééte@ 'There is ébvioﬁsly one
correct superimposition out 6f'25 poésibilifies.-'ln,this case, thévB qu of
tallies must be ‘displaced 5 ;ntervalsjtéfthe rigﬁf in order to match it and

-
P

amalgamate it with the A row of tallies.’ Thus :

I
LU
e

= = = _ = = = =,
f-=s=-2=. === I 3T_.. ==3%
A1 2 3 4 5 6 7 8 9101112 13 14 15 16 17 18 19 20 21 22 23 24 25'26_
S =Z=2E 2 _ O = = = B 5= fi §é - = = %
B 222324262601 2 3 4.5 -6-7 .8 9101112 13 14 5 16 17 18 19 20 21
-Figure 27,

€. Note that the amount of displacement, that is, the number of inter-
vals the B sequence must be shifted to make it match the A sequence in Fig. 2.
corresponds exactly to the distance between the letters A and B in the primary
123456
components, which is 5 intervals. Thus: ... AULICB...
1. Given a message in such a system, suppose the cipher letters arc

numbered from 1 to 26, or suppose the text is transcribed in rows of 26 letters.

A square table of 26 frequency distributions is then drawn up, this sort of
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distribution merely indicating by a tally inathe eporoorlate column wheneuer
the cipher letter at the left appears in the toxt For example, 1n the illus-
tratlve_message’above, there are noeA's the 29th letter is a B, which belongs
‘in the 3rd alphabet; so»thet iu-phe distrlouolonysquare a tally is 1nserteu in
TowW B, column 3., The 27th letter of the message is a d,ewhich belongs in the
1st dlphabet' a tally is inserted in row C, column l The 87th, 38th, 39th

and 53rd letters are D's; they belong in the lst llth, lzth and 15th alphabews

tallies are inserted. in row D,,columnstl, ll, lu, and 13, Thus:

AV
)

R

1{213 4 5161718 91 10111]112]13; 14)15]{16] 17 18 19 20 21} 22| 23| 24} 25

Dt . i _ l L
| . ‘Figufe 28,

The process ishcontinued iu this menuer un@il ell yhe le%ters‘have'been distri-

buted and represented by tallles in the approprlate rows‘and cells in the. rows.

Such a dlstrlbutlon may be termed a fr;guency dlstrlbut1on square.

- r When the d1str1but10n has been completed for the cntlre cryptogram,
then thn -various horizontal sequences of tﬂllles w1th1n the dlstrlbutlon square
may be matched by thesx-test and the prlmary components may be reconstructed,
perhaps without making __X.assumptlons of values for c1§£or letters._ The unde -
lying principle in this method of reconstructlng prlmary components 1s that the
«sequences within the c1pher square are identlcal and merely dlsplaced var1ous
intervals, as p01ntod out in subparagraph c. : c _J;

‘ ,49'~ Example of solution by forego1ng prlnclples..- a. The follow1ng cryp-
-togram has been en01phered accordlng to-the mcthod 1nd1cated by progress1ve,

unlnterrupted shlftlng of. the c1pher component agalnst an 1dent1cal plaln conm-

ponent. R L
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_ Cwl .
HFVVVAYk&ET‘HQSXJ”QDiVZ?@RRﬁZ QLYXK
XAZ0W RRXYK YGMGZ BYNVH QBRVF EFQLL
WZEYL JEROQ SOQKO MWIOG MBKFF LXDXT
LWILP QSEDY IOENO ‘IBJML NNSYK XJZJHM
LCZBM SDJIFWQ XTJIVL FIRNR XHYBD BJIUFI
RIICT UUUSK KWDVM-TWTTJ-KCKCG,CVSAG
QBCJIM EBYNV SSJKS DCBDY FPPVF DWZMT
BPVTT GCGBVT ZKEHQD .DRMEZ .00

E} * The messagé, for convenient handling, is transcribed in lines of 26
lettefs,iasfshdwn'below-in“Fig. 29,
5 e, { Frequency distributions for the 26 columns of cipher letters are.
méde,-bui in é‘slightly different arraﬁgement'than is usually-tﬁe case, Here
the drypfanalyst is ‘interested not so much in what letters occur within each

ciphéf'dlphébét ag he is in the occurrencé of a. given cipher letter in the

‘ varioﬁéfalphabets. 'Thé tabulation is therefore made in.the form of a distribu-.

tion Sqﬁaré7iﬁ which the cipher letters are shown'at the left, the column -or
aiphébef ntirnbérs at. the tob.' Whenever é,‘given cipher letter occurs ‘a’tally 1s .
inserfe& in the row mgfked‘by that letter, and in the cell in-that roquorfes;w
ponding to’ the column numbér in which the letter.occurs. |

4. Since the X -test is a purely statistical test and becomes iﬁcreasing—
ly reliabié as the siz?$of the distributions increases, it is best to start by
matching the two distributions haviné the greatest numbers of tallies..,These
are the V and W distributions, with 53 and 52*occurrences,_féspectively. Here

are the results of several trials: L
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LRYQ QUS 2ZVDNJIXANVYVNIE XHTFUTCYVVYVY S s s
PLQUPCTVYVWDGSJIOGT CHDETAQSTIJ
P HQ J AW.FRTI.Z bwXXHCIXYC T MG U S E S
NDSBBKRLYWRYZETEPTP?PATOTIANTEE:
EEJNRGCTZBTOBILIXPJI JTEKAPTPMTIEGTITZ KT R.
T GF FHP VYV VYXK JTET.HQS XJT QDY V 2 G
R H Z Q L Y X K X A Z O W RRXYKXKYGGMOG2ZBYN
VHQBRYVFEF QLL WZ-EYLJZERUOTOGQSUOAQ K
O MW IOGMBEKTFTFLIXDIXTILWWILPQSTETDYTY
I 0O EM 0I B J M L N N S . ¥ K X J 2 J ML C Z2 B M S
D J WQXTJVLPFIRNIRIYXHEYBDBIJIUTFTIT RS
I ¢ T UUUS X KWDD VM FYTTJT K CXK CGCV S.
A G Qg B CJIMEIBYDNVSSJTK S'D G BDYTFT PPV
*F DWZMTIBPV TTCGBYVY T ZI XKHAQDDIRME Z
0 0
Figure 29,
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g}rst-Test
fv<lO2002'64800700211 11064024 | N =53
125456789mumemmmna|mnn 52425 16
UB51612345678 Q1011213 14 415 617 18 81910711273 ——
£,10421.153010028176010023021.2 | N, =52
we , . .
8y 00400108.08001400/460100080028 | Fryfy =103

=S Sty - 103 2 .037

Ly 756
_ Second Test _
£ . i :
£,(10200264800700211111064024 |N =53 ®
1234567 89I0ILI21314151617 1819200222365 | ¥
81910122455 1 2 3 45678-9;6:1:2:3:4&&617 o
£,123021204211530100281760100 |Ny =52
£ f 2000040!5160035002o_o.g_e.l_osso,oooLvafW,:.lzz,

vw

= fyfy o 122 = 044

-*-W—‘ 2756
W _
Third Test
£,¢10200264800700211111064024 |N =55
123456 78910IL121314151617 8192021225245
45678 9101213141516 1718 190A2BAB 125 | | ®
£ {5010 028176010025021204211L5 NW'.-. 52.
vfw302004':8456oov0045021201480220,_.;.2 190
ZfoW f-_- 190 s.,.gse.; s
TE, B .

8. ' Slnce the last of tne three foreg01ng tests glve a value somewhat . f N
. i

better than the expected .0667, 1t looks as though the correct p031t10n of the

o e

W dlstrlbutlon w1th reference to. the V dlstrlbution has been found. In practlve

ww

._,‘ ;

several more tests would ‘be ‘made to 1nsure that other close approxlmatlons to
0667 w1ll not be found but these w1ll here be; omltted. The test 1ndlcates

that the prlmary c1pher component has the letters V and W in these positions-

. . )
i

Soeerel Ve - .t } ’

SRR 1:7:" E T DU g o
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1234
"V . « W, since the correct superimposition rcqulres that the 4th cell of the W
distribution must be placed under the lst cell of the V dlstrlbutlon (see the
last superlmp051t10n above).

f. The next best distributionAwith which to proceed is the F, with 51
occurrences. Paralleling the procedure outlined in Par. 43, and for'the seme‘
reasons, the F sequence is matchcd agalnst the W and v sequcnces separately

and then against both W and V sequences at thelr correct supcrlmp031t10n. ‘The

follow1ng shows the correct relative p031t10ns‘of the three dlstrlbutlons.

.f 1020026480070021111106402 4 N, = 53
V112345678 9101112131415 16 171819202122 2524252 | -V ~
e [B 9101121314156 171819202121B245% 1234567 | o _ o
F 112100639502000 21112042037 | FF

£y f 10400036I2'!20014000211120£480628 Sty = 212

f , -
EVF 212 . 3 .ovs

) R = 2703
£, §11530100281760100230212042] . .
W11 234567 8910111213141516171819202022341526 | oy
@ . 5678 910ILI21314(516 1718190 LBABHE 1 2 3 4 N, - 51
F 05711,210065930200021 12042 =
foFv05_35302o‘oo‘fesésteozoooe02140164 2 WF-210
: L
Zﬁ: 210 = .078
2703
; fy,ywf{t08004K5156080044132530106138| Nyyy =105
123456789/0012131151617181900R2ZUBD . :
N g 8 910ILI2IBI4I51617 181920112223 242526 1 2 34 56 7" =51
1121006393020002111204203°7 ] s .
‘£ £ 406 0008I53518016 0008132604120 96 | Z fv+WfF - 422
V+w T : : o , By - .

va £
WE _ 402 - ,079-
Ny ol - 9355
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' 12345678
The test yields the sequence Ve W e s o F .,

g. The process is continued in the foregoingimanner until the‘entire‘
'prlmary component has been reconstructed. 1t iS'obtlousithat as‘the work nrOe
gresses the cryptanalyst is forced to employ smallcr and smaller dlstrlbutlons,
’ so that statlstlcally the results arc'apt to become le;s and ‘less certaln.
to counterbalance this there is the fact that the number of pos 1b1e superim-
p051trons becomes progressively smaller as the work prOgresses.' For'example,
at the. commencement of 0perat10ns the numb T of posslble p01nts for superlm-
pos1ng a second sequence agalnst the flrst is 25 aﬁter tne relatlve pos1tions
of 5 distributions have been ascertained and a 6th distribution .is to be placed
in the prlmary sequence belng reconstructed, there are 21 possible pos1t10n

after the relatlve pos1t10ns of 20 dlstrlbutlons have been ascertalned there

are only 6 possible positions .for thelzlst,dlstrlbutlon, and so on,

h. In'the foregoinglcase_thelreconstructed primary component is as

follows: . ,‘_ oL B L o A

2345

g,‘ Of course, 1t i° probable that in practlcal work the process of:
matching dlstrlbutlons would be ;nterrupted soon after the pos1tlons of only

a few letters in the primary components hadvbeenfascertained{ For by trying

partially reconstructed sequences on the cipher text the skeletons of some

words would begln to show. By fllllng in these- skeletons w1th the words

o

suggested by them‘ the proccss of reconstructlng the components is much facll -

tated and hastened.

_l. _ The- components having been reconstructed,_cnly a moment or two is

necessary to ascertain thelr initial p051t10n 1n encipherlng the message.

plqln text may then be obtalned w1thout further delay. It is as follows:

12 67891011 1 13 14 15 16 17 18‘19'20'21'22 23 24.95 26
VALWNOXFB P YiR.C.Q 2°1 6 S.EHTDJIUMEK,
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WITH THE IMPROVEMENTS “IN THE ATRPLAINE AND THE MEANS OF COMMUNICATION AND WITH
THE VAST SIZE OF MODERN ARMIES STRATEGIC SURPRISE WILL BECOME HARDER AND HARDER
TO ATTAIN X IN THE PRESENCL OF MODERN AVIATION AND FAST MOVING MECHANIZED
~ELEMENTS GREATER COMPLEXITIES MORE SUBT“E DECEPTIONS STRATEGEMS AND FEINTS NILL
HAVE~TO BE EMPLOYED X IN MODERN WARFARE IT IS STILL POSSIBLE TO GAIN TACTICAL
SURPRISE BY LANY MEANS X WHILE THE MEANS OF OBSERVING AND mRhNSMITTING INEORMA—
TION OF TROOP MOVEMENTS IRE GREATLY IMPROVED OVER THOST OF THE PAST THE MECHA-
NICAL MEANS OF MOVING TROOPS ARE LIKEWISE FAR SP“EDIER X AISO FALSE INFORM:TICN
CAN BE FAR MORE EASILY AND QUICKLY DISTRIBUTED X THE LESSON TO BE EEARNED FROM
THE OPENINC PHASE OF ALLLNBYS BATTLE OF MEGGIDO IS ThAT SURPRISE Is POSSIBIE
EVEN IN MODERN WARFARE BUT ONLY BY PERFECT DISClPLINE ON‘THE PART OF THE TROOPS
AND QLMOST SUPERHUMHN FORETHDUGHT AND ATTENTION TO DETnIL ON THE PAR‘ OF THE
STAFF ﬁdCKED UpP BY RESOLUTE. ACTION IN THE AIR X TO MAINTAIN SECRECY MOVEMENTS
MUST BE UNDER COVER OF DARKNESS AND COVERED BIVOUAC ARERS MUST BE OCCUPIED
DURING DIYLICHT HOURS X'UNOBSERVED DAXLIGHT MOVEMENTS WILL REQUIRE 'THE RESTRIC-
- TION OF HOSTILE ATR OBSERVATION BY ﬁNTIAIRCRAFT ARTILLERY AND COMBAT AVIATION.

. JE. - The. student should cloarly understand the real nature of thc matchlnp
. process employed to such good advantage in this problem. In practlcqlly all

tho prev1ous cases frcquency dlstrlbutlons were made of c1pher lctters occurp ng

in a cryptogram, and the tallles in those dlstrlbutlons represented the acpual
occurrences of.v‘pher letters._ Furthermore, when these dispributions were com--
'p ared cr mqtched; what were belng compared were actually 01pher alphxbets;
'That ls, thc text was arrang d in a certaln way, 50 that lettcrs belonglngAto
the same cipher alphabet actually fell w1th1n.the same column.and the frequencw
distribution for a specific ciphcr alpﬁabep Was made.py fabulaping the lettere
in that column; Thcn 1f any dis trlbutlons were to be compared, usually the

‘entire dlstrlbutlon appllcable to one c1pher alphabet was conpared Wlth the
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.valents are ‘FR W W ww. The four sequent W's mean that the prlmary componen’
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e
entire dlstrlbutlon applylng to another 01pher alphabet. But in the problem |
Just completed, what were compared in reallty were not frequency dlstrlbutlons
applylng to the columns of the c1pher text as transcrlbed in Flg. 29 but were .-

graphic representatlons of the varlatlon 1n the frequency of use of plain-text

letters falllngrln identical sequences, the 1dent1ties of these plaln-text

letters belng unknown for the moment. Only after the reconstructlon has been

completed do the1r identltles become known, when the plaln text of the crypto=-
gram is establlshed. | | | |

1, . One final remark may be added in connectlon with the problem Just .
completed. In some cases the procedure 1nd1cated, 1nvolv1ng the matchlng of
dlstrlbutlons,may not be fea51ble because of the pauclty of text. Yet there
are sufflclent data 1n the respectlve alphabets to permlt of some assumptlons
of values of cipher letters, especlally 1f there are a few repetltlons to a531st -
in making correct assumptlons. Then if the-tentatlve values thus obtained are
inserted within a reconstruction dlagram appllcable to the entlre clpher
square, it is llkely that not only Wlll the cryptanalyst be ‘likely to find
data for use in reconstructing the primary components by 1ndirect symmctry, ‘
but also he w1ll probably find certain data of dlrect assistance in the‘recon-
structlon. For example, suppose for the sake of 31mple 1llustrat10n the
cryptanalyst has been fortunatc in maklng a good guess and has the phrase AND

line ‘2,
THE located in the foreg01ng message, 1n/columns 7-12, 1ncl. The cipher equi-

ANDTHE - - -

contains the sequence DTHE if the 01phcr component is slldlng toward the right,
or EHTD, if toward the left. (Whlchever dlrectlon is correct is of no conse-. "
quence, SO long as the cryptanalyst is con31 tent in settlng down the ‘results., )

Reference to the primary component reconstructed in suhpar.,ﬁ shows that EHTD

indeed fomms a sequence in that component. In other words, identical cipher
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letters in sequenoe 1h.th1s systom mean that the plaln-text lettcrs they
represent are sequent 1n the pilmary component. G01ng one Suep further, the
interval betwecn 1dentical 01pher letters in the cipher text . corresponds to
the 1ntorv11 between their equivalent plain—text letters 'in the primerylcompo-
nent. Thus, the 2d and 12th 01pher letters in the 1llustrat1ve message above
are G's; they represent I and 0 o’ respectively.. Therefore, in thu primary i
component the letters 'O ahd,I arc separated by 10  intervals (or 16, dependlng'
upon the direction of displacement). By applying thesec principles, with per-
haps the addition:of dgta from indirect symmetry, the entire primary component
can often be reconstructed from a reletively small‘number of oorreet“assump-
tions for-tho'velues'of'cipher lottors.

50+  The (yﬂPhi)—test. - 8. »The.studentxhas noted that the»xrtest,is
besed‘upon the general theory of coincidences-and employs the*probability
constants I(p and Kf. Thereyis‘one more test of ‘a related neture,which may .
be useful for him to understand and its explanation.will be given in the
succeeding paragraphs, ¢

b. In Par. 474 it was_stated that two monoalphebetic‘distributions wheh
correctly combined will yield a single distribution which should still be MonC -
alphabetic in character. This questlon arises, therefore, in the student's &
mind: is there a test whereby he can ascertain mathematleally whether a dis-
tribution ls monoalphabetic or not espec1ally in the case of one Whlch has
relatlvely Tew data? Such a test has been dev1sed and is termed "the ¢.(Phl)
Atestb._ |

51l. Derivation of the ¢)-test. - é, Consider a monographio orAuniliterel
frequency distribution which is'honoalphabetio in composition. If there is a
total of N letters in the distrlbution, ina system 1n Whlch there are n
poss1ble elements,.then there 1s a. pos51ble total of N(N; ) pairs‘of letters

.2
(for comparison purposes).
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be  Let the symbol fA represent ‘the number of occurrences . of A, fB the
number'of occurrenceb oi‘ B, and so on to fz. W1th rcgard to the letter A A
nthen, ?herg are .fA(fA'l) cqmcidences. (_Agaln the combinatiohs of fA'Lthings
tal_cen twg‘ at a time.) With regard to the letter B, there are fB(‘fB-l)
.2

coincidences, and so on up to fz(fz-l) coincidences for the letter Z. Now it

y Y

. 2 .
has been seen that according to the K -test, in N(N-1) comparisons of letters
. Co - 2 ' .
forming the two ‘members of jpail"s of letters.in normal :English plain text, there

should be KI N(N=1) coincidences, where: K"p,fis the probability.of monographic
coincidence for the languagc'in‘question. o

Ce Now the expectod value of fA(fA—l) fB(fB-l) L fz(fy-l)

2z Tl g

is equal “to the ‘theoretical number of comcldences to.be: expected in N(N- )
.2 .
comparlsogs of two letters, which for normal plain text.ls'.f(-‘p ti_mes N(N-1)

and for random text is K times N(N=1)‘. - That is; ‘for.plein text:
Expected value of fA(fA-l) f (f -l) f (f l)

[N —-—— ,"-'K
5 +—3 Yot —3 p X

M.N____-l) sy OT

_ 2

(IX‘)_ E@ected valug of fA(;‘Afl)-+ Tolfp=1) 4 «ooyf,(£-1) = KpN(N-l-); ‘
and for random text' |

| Expected value of f (fA-]_.) +,fB(fB-l) .. fp(£5-1) = Ko x N(N-1), or

| (x)" Expected valuo Of £4(f,-1) +fB(fB-l) + ...+fz(fz-l) = K (1),

If for the left hand side of equatlons (IX) and (X) the symbol E( 4)) is used,
. then these equatlons bccome ‘ » |

(x1) " . For plain text ... E( @ ) =K. N(N-l)

™I} For ranionm tekt .. E( ) = K NN-1)

Where E ¢)) means the avorago or expected value of the expre,ssion in the
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parcenthesis, K and %( are the probébilities of monographic coincidence in
plain and in random text, reapectlvely. |
. 4. . Now in normal Engllsh plain text it has becn found that ?(p = .0667.
For random text of a 26—letter\alphabot i(r = +038. Therefore, gquatiohs
(X1) and (XII) may now be written thus: J
(XIII) For normal English plain text E( @Iﬂ :..06671N(Nél)
(XIV)  For random text (26-letter alphabet) E( () = .0385 N(N-1)
e. By employing equations (XIII) and, (XIV) it becomes possible, therc-
fore, to test a piece of toxt for monoalphabet1c1ty or for "randomness", Thét
is, by using the,sm equatlons one can mathematically tcst a very short crypto—
gram to asccrtqln whether it is a monoalphabetlcauly enciphered substitution
~or 1nvolves sevoral alphabets so that for all prnctlcul purposes it is equi-
valent to random text. ThlS test has been termed the ¢ ~test.
52. Applying the (p-test.la a. Given the following shoﬁt_piéce of text,
is it likely that 1tiis normal Enélish plain text enciphered monoalphabeti%A
cally?

ABCDEE

il

g::gLMnogQgsTvaxyz Nz 25

i

For this case the observed. value of @ is: '
(le)+—(lx0)4-(2xl)4-(3x2)+ (4x5)~¥(2xl)+-(lxo)ﬂ'(4x3)ﬂ-(2xl)4'(le)-b(1x0)4'
(3x2) = 2+6f12+2+12+9+6..40, | ’
If this text wefé'monoalﬁhabetically enciﬁhered Englisﬁ plain_tékt thé expegtw
ed value of ¢,is;— |

| E( ¢yl =K N(N;l) L0667 x 25 x 24 = 40;D
If the text were random text, the expected value of Q is:

E(¢ ) = K,N(N-1) = .0385 x 25 x 24 = 25.1

The conclusion is warranted, therefore, that the cryptogram is probably mono-
alphabetic.substitution, since the observed valuc of Q (40) more closely

approximates the expected value for English plain text (40.0§ than it does the
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ei:coeoiteld‘l valie for t'aridom 'téxt (23 l) (As a matter of fact the cryptogram
. was enclphered monoalphabctically ) ‘ L -

_‘Q. Here 1s another example; : leen the 1‘ollow1ng set ies of letters,
does it represent a selectlon of - English toxt en01phered monoalphabetlcally or
does it more nearly }fepresent a random selectlon of letters? _ |

Youry zuuiz  u RNQC XIYTW RGEKLH

?The distribution and calculation' are as follows:

ABCDEFGEI_;I;EMNOP,ESTU_ WXYZ-
f(f-l) .00 002000600 02 00 .0026 ‘
Z £( f-l) 18 {That is, observed'value of § = ‘18)' . : ‘

E((p ) = .0667x25x24 = 400 (That is, expoctod value of(h 40 o ..

The conolus:Lon is that the SPI‘lGS of lettors does not represcnt a seloctlon ‘of
Enghsh text monoalphabetlcally ennlphored. Whether or not 1t reprosents 'a‘.‘
-random selectlon of letters cannot Ye +told, ‘out it may be oald “that 1f tbe
letters actually do constitute a crjptogram, the latter is probably polyalpha-
betically énciphered (As a matter of fact, the latter statement is true,

for the messago was enciphered by 25 alphabets use d,,‘ln soquence.)v-.

’g_'.; The ¢ test is, of course, closely related to the X ~test and derlvos.

from the same general theory as the latter, Whlch is- that of commdonce.

When two monoalphabctic dlstrn butlons have- been comblned 1nto a s1nglo distri-
butlon, the (p-test may “be’ appllcd to the latter ‘as a check: upon the X -tes

It is also useful in tpstmg the columns of a superlmposn.tion dlagram, to

ascertain whether or not “the columns are monoalphabotic.
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SECTION XTIII
CONCLUDING REMARKS
Paragraph
Concluding remarks on aperiodic substitution systems............ .53
Synoptic table...................;.....f......,.........,..}.,.. 54
53.. Concluding remarké on éperiodic subsﬁitufion's&stgms; - g}_nThe
various systems descfiﬁéd in the foregoing‘pagééffeprgsent some of the more
common and well-known methodS'bf,introducing compiéxitieé'in'the general4schem¢
of cryptographic substitutioﬁ with the vieﬁ“to évéiding or suﬁpressing periodi~
citj. There are, of course, otherymefﬁbds’fpriécébmpliShing this_pdrpOSG,
which, while perhaps atbitlmbre complex from aipréctical péint of view,.yiold
more dgsirable results froh-a éryptograﬁhic bbint bfkview. That 15, these
methodé go deeper into thé heaft'of the prob#eﬁlgf'crjp%ogfaphic.seéurity and
thus make the task af the énem& cjyptanalyst_much harder._-Butbstudies based
on theée mére advénéed methqu.will have to £e>posﬁpdned at this timg,;and
reserqu for a later text. |
\’Ef' Thus far in these studies, asidé from.a few remarks of a very general
nature; no attention has been‘péid ﬁq thatiéther iérge and important.élass of
ciphers, ‘viz, transposition, It is désirable, bgforé.going further With sub--
stitutionfmethods,.that the:stﬁdent,gain someAunderéfaﬁding of how to solve
éertain of the more simpie variéties of traﬁsppsition,ciphg:s."Consequgntly,
in the toxt to succeed the present text, the student wiil temporarily'lay'asida
the various useful methods and tools that he has been g‘iveh.f‘vo“l.:'ixtvheu solution
of_substitution ciphers ahd will turn‘his thdughté toward the ﬁefho@s éf 5rgak-

ing down transposition cipﬁéfé: 
‘ S4. Synoptic table. - Continuing the plan instituted in prévious texts,
of summarizing the textuai‘métefial in the form of a VGinCOndensed chart
called An Analytical Key fbr’Milifaiy‘Cryptanalyéis; the outline for the 
studies covered by Part III follows herewith,.
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length plain-text group=
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