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SECTION I 

INTH.OJUCTORY ?.EMA?,KS 

The essential difference between monoalphabetic and 
' polyalphabetic substitution ••• o o • • •.• o • o 

Primary classification of polyalphabetic systems, •••• 
Primary classification of periodic systems. • • • • o 

Sequence of study of polyalphabetic systems • • o • • • • 

Paragraph 

l 
2 
3 
4 

1. The essential difference between monoalphabetic and polyalpha­
betic substitution. - §l:• In the substitution methods thus far discussed 
it has been pointed out that thier basic feature is that of monoalpha­
beticity. From the cryptanalytic standpoint~ neither the nature of the 
cipher symbols, nor their method of production is an essential feature, 
although these may be differentiating 6haracteristics from the crypto­
graphic standpoint. It is true that in those cases designated as mono­
alphabetic substitution with variants or multiple equivalents~ there is 
a departure, more or less considerable, from strict monoalphaboticity. 
In some of those casas, indeed, there may bo available two or more wholly 
independent sots of equivalents, which, moreover~ may Jvon bo arranged 
in tho form of completely sopa1·at o alphabots o Thus, while a loose ter­
minology might permit ono to designate such systems as polyalphabotic, 
it is bettor to rosorvo this nomenclature for those casas wherein poly­
alphaboticity is tho ess6nco of tho method, specifically introduced with 
tho purpose of imparting a J2.Q§..ii:l:.Q..nal variation in tho substitutive 
equivalents for plain-t oxt letters, in accordo.nco with somo rulo directly 
or indirectly connoctod v1ith tho absolute QOsitioll.~ tho plain-text lottors 
occupy in tho mossago. This point calls for amplification. 

h· In monoalphabotic substitution with variants tho object of having 
different or multiplo oquivalonts is to suppress, so far as possible by 
simple methods, tho characteristic froquoncios of tho letters occurring 
in plain toxt. As has boon noted, it is by moans of theso characteristic 
froquoncios that tho cipher oquivalonts can usually bo idontifiod. In 
those systems tho varying equivalents for plain-text lottors aro subject 
to tho free choice and caprice of tho onci:phoring clork3 if ho is careful 
and conscientious in tho work, ho will really mako uso of all tho differ­
ant ,Jquivalunts afforded by tho system? but if he is slip--shod rmd llurriod 
in his uork, ho will uso tho same equivalents ropoatedly rath~r than take 
pains and timo to rofor to tho charts, tables, or diagrams to find tho 
variants. Moroovor 9 and this is a crucial point 9 oven if tho individual 
enciphering clerks etro oxtromoly caroful 9 wh,Jn mrmy of them employ tho 
snmo system it is entirely impossible to insure a complote diversity in 
tho onciphormonts produced by two or more clerks working ~t different 
mossagq cantors. Tho rosult is inovitetbly to produce plenty of repeti­
tions in tho toxts emanating from sovor~l stations 9 Qnd when texts such 
as those aro all QVailablo for study they ara opon to solution, by a com­
pnrison of their similarities ~nd difforoncos. 
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Q.• In true polyalphabetic systems, on the other hand, there is 
established a rather definite pro<dedure 1;1hich automatically deter­
mines the shifts or changes in equivalents or in the manner in which 
they are introduced, so that these changes are beyond the mom~ntary 
whim or choice of the enciphering clerk. Hhen the method of shift­
ing or changing the equivalents is scientifically sound and suffi-' 
ciimtly complex the research necessary to establish the values of 
the cipher characters is much more prolonged and difficult than is . 
the case even in complicated inonoalphabetic substitution with variants,; 
as will later be seen. These are the objects of true polyalphabetic 
substitution systeus. The number of such systems is quite large, and 
it will be possible to describe in detail the cryptanalysis of only 
a few of the more common or. typical examples of methods encountered 
in practical military cryptanalysis. 

fi• The three methods, (l) mono-equivalent monoalphabetic substi­
tution, (2) monoalphabetic substitution with variants, and (3) true 
polyalphabetic substitution show the follo<Jing relationships as regards 
the equivalency between plain-text and cipher-text units: 

A. In meihod (1), there is a set of 26 symbols; a plain­
t·ext letter is always represented by one and only one of these 

·symbols; conversely, a symbol always represents the same. plain­
text letter. The equivalence between the plain-text and the 
cipher 1 etters is constant in both encipherment and decipherment. 

B. In method (2), there is a set of 2G+n. symbols, oJhere D. 
may be any nwnber; a plain-text letter mai be represented by 1, 
2, 3, ••. different sy!llbols? conversely, a symbolah-.,ays repre­
sents the same ':Jlain-text letter, the same as is the case in 
method (l). Th~ equivalence between the plain-text. and· the cipher 

,r; 
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letters is variable in encipherment but constant in deciphe~.::-: 
; t :1 . _!nen o •. · .... · 

.. Co Inmethod (3), there is, as in the first method aset 
9:(g9 symbols; a plain-text letter may be represented by 1, 2~ 

· .3~i~·.~. 26 different symbols? c:onversely, a symbol niay represent 
t, 2, 3, ~ •• 26 different plain text letters, depending up.on ,· 
the system and the specific key. The equivalence betvre.en the.' 
plain-text and the ciphew letters is variable in both encipher-

. ment and decipherment. · · · 

2. Primary classification of polyalphabetic systems. - §:• 1\ pri--
mary classification of polyalphabetic systems into tuo rather diSiinct 
typ~p···may be made; (l) periodic systems and (2) aperiodic syst~l]ls. 
l/hen ·the enciphering pr.oce.ss involves a cryptographic treatment ·vJhich 
is repetitive in character, and \lhich results in the production of 
£Y.c1.iQ_ rihenomen~ in the cryptographic text, the systen{ is termed J2.~riodic. 
'.ihen :t:he. enciphering process is not 0 f the type described in. the. fore.., 
going\general terms, the .system is termed ~p,er:i,_2.lli£. The substitution 
in both cases involves the use of two or more cipher alpha1)ets, 

11· -;·The. eye lie .phenoniena inherent in a periodic system may :Oe 
exhibited· externally, in 'irhich case they are said to be 12a~.&.!lt, or they 
may. not be exhibited .externally, and must be .uncovered by a preliminary 
step in the analysis, in which case' they are said to be 1at,§..n{~ · The · 

.: 1 There ~s a m~noalphabetic method in. which thE) iri.vefse result 
obtains, the correspondence being constant in encipherment put· variable 
in decipherment; this is a met hod not found in the usual books o.n cryp­
tography put in an essay on that subject by 3dgC~.r Allan Poe, Eir1titled, 
in SOlllE:J editions of his uorks 9 "A few words on secret writ:Lngi' and, 
in other editions, "Cryptography". The method is to draw up an encipher­
ing alphabet such as the follouing (using Poe 1 s example); 

Plain A B C D E F G " i'l I J K L l',:i N 0. J. (! T) 
.;:·-. s T u v w X y z 

Cipher s .u A v I T -.7\ n I N L 0 D 0 F 0 R T I T 
., 

R I H R E ~ n ..l. 

In such an alphabet, because of repetitions in the cipher 9ompoJ;Ji:mt, 
the .plain-text equivalents are subject to a coi'lsiderable' deg~ee of . 
variability, as will be seen in the deciphering alphabet;: ,, .. · 

;C;i.pher - A B c D E. F G H I J K L ivL N 0 p Q R s T u v w X y z .. 
Plain c l'}l 

('< 0 G r .. ~ J L ;{ A F B D "' .!.\. 

u I X l! Q R. 
z s p v T 

w ·v 
~ 

·, 

This type of variability gives rise to ambiguities. in deci]:1herment. r. 

cipher group sue h as TL~c would yield such plain-t' ext sequences as RE:G, 
FIG~ TEU, l-EU, etc. 9 which could be read only by context. No system of 
such a character would be practical for serious usage. 
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periodicity ~1ay be quite definite in nature, and therefore deter­
minable vJi th rtlat hematical exactitude alJ:ovving for no variribility, 
in which case the periodicity is said to be fi_xeg,. In other in­
sta~ces the periodicity is more or less flexible in character and 
e·ven though it may be determinable mathematically;· al-lowance must 
be inade for a degree of 'variability subject to limits controlled 
by the specific system under :investigation. ·.The .periodicity .is in 
t~is case said to be flexible, 6r•vaiiable Withirt li~its. . -~··-·--..-- . ______ .... '---- --~-----

. ',.; 

3. Primary classification of periodic systerrts·. ·"'"·!'2:• i'eriodic 
polyalphabetic substitution systems may primarily· be classified into 
two kinds; 

(l) Those in whieh only a few of a whole s:et o.f .>ciphet~ 
:alphabets are 1lSed iri enciphering individual luessages, these 
alphabets being employed repeatedly in afi.xed sequence through-· 
out each message. ·Because it is usual to employ: a secret word:,. 
phrase, or number a·s a key to detern1ine the nlim'.::ler., ·icten:l;t.ty, .. 
and' sequence with which the cipher aiphabets are: eaiployed, arid. 
this'. key is used over and over agaiil in emciphertrient'. this ' 
method is often called the L§.Q&,atj.ng:::.§:1l;:habet syst_gili•' It is 
also sometimes referred to as the ill!dlti2.~-~:-alj?hab§t ,?..:i:St~ 
because if the keying of the entire message be considerea as.;, 
a .whole it is composed of 1inUtiples of a short key used::·. :repeL 

· ti tively •1 In this text the designation· "repeatint:~..:.key system" 
will be u·s ed. ;· 

(2) Those in which all the Clpher alphabets comprising. 
the co~Biete set ror the syste~ are employed one aft~r th~;other 
progressively in the encipherment of a message, and Yihen<the 
last alphabet of the series has been used, the eri.ciphei~·er· be­
gins. ov$r again with the first alphabet. This is ·corh!:lorily .:re...; 
ferred 'to as a £r:..Qg~§..§..:i,_ve 7alnhabei_ £.Y.§.:.tefu b~cause the: 6i~Jher 
alphabets ~reused in progression. · ·· ·· · 

4. Sequence of study of polyalphabetic systems. - !'2:• In the 
studies to. be followed in co1mection with polyafphabetic--systetns, 
the order in which the vorl-; '.Jill proceed; conforms very. closely t0 
the classifications made in paragraphs 2 and 3. feriodic polyalpha­
betic substit'ution ciphers will come first' hecause they:'are,i·as a 
rule'. the siin)ler ai1d. because a 'thorough understar'lding of ·the- prin..; 
ciples of their ~naiysfs is pier~q~isite0 io• a do~preh~hsi6n,ot:h~w 
aperiodic systems are solved. But in the final analysis the solution 
of examples of both types -l~ests upon the; conve'tsion or reduct-ion :of 
polyalphabeticity into monoalphabeticity• If this is po,Jsible; solu­
tion c~n always be. achieved, granted there are sufficient data in 

----------------·---·--·--•c.---·----··~-------------·-------.,-----•·•-
1 

French ten1inology calls this the "double:-key method", but there 
is no logic in such'nooe~clature. 

,. 

:i' 
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the final monoal~habetic distributions to permit of solution by re~ 
course to~the ordinary principles of frequency. 

~· First in the order of study of periodic systems will come 
the analysis of· re1)eat ing-lu3y syst ens. Some of the more siraple 
varieties will be discussed in detail, with examples. Subsequently, 
ciphers of the progressive type ~ill be d~scussed. There will then 
follow a more or le~s detailed treatment of aperiodic systems~ 

Sli:CTION II 

CIHB::l ALFHAK~TS FOFt FOL-L1.Lr·.=-IAB:;;TIC SUBSTITUTION 

Paragraph 

Classification of cipher alphabets upon the basis of 
their derivation. • • • • • • • • • •• 5 

1-·rimary components and secondary alphabets, 6 
Cipher disks and cipher squares •• ~' • • • • • • • • • • 7 

5. -Classification of cipher alphabets upon the basis of their 
derivation. - §:. The substitution processes in polyalp:1abetic methods 
involve the use of a ·plurality of cipher alphabets. The latter may 
be derived by various schemes 7 the exact nature of which determines 
the principal cl1aracteristics of the cipher alphabets and plays a 
very important role in the preparation. and sol~tion of polyalphabetic 
cryptograms, For these reasons it is advisable, before proceeding 
to a discussion of the princi~les and methods of analysis, to point 
out -these various types of cipher alphabets, show' ho't7 th_ey are pro­
duced, and hovt the method of their production or derivation may be 
made to yield important clues and short-cuts in analysis. 

b. A primary classification of cipher alphabets for polyalpha­
betic substitution t:~ay i.)e made into the tuo following types; 

(1) Independent or unrelated cipher alphabets. 

(2) · Derived or interrelated cipher all)habets. 

£• Independent cipher alphabets may be. disposed of in a very 
few words.- They are merely separate andi distinct alphabets sho':Jing 
no relationship to one another in any way. T1.1ey may be compiled by­
the various methods discussed in 1--'ars; 44 - 48? _inclusive, Section IX 
of Special Text i,Jo. 165 7 Elementary l.iilitary Cryptography. The solu­
tion -of cryptO:?;Y'at-:ls ·,vTitt.en by means of such alphabets is rendered 
more difficult by reason of the absence of any relationship between 
the equivalents of one cipher alphabet and those of any of the other 
alphabets of the same cryptogram. On the other hand, frau the point 
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of view of practicability in their production and their handling 
ln crypto.;sraphing and decryptographing, they present some diffi­
culties 'Jhich make them less favored by cryptographers than cipher 
~lphabets .of the second type. 

g_. Derived or int.errelat ed alphabets, as their name indicates 9 

. are most 
1 

cont:10nly pro~uced by the ir.Lt.S!..r:.?-c"L~£r.!. 9.f. ~YJO p:·bar~ c~m­
ponents, whlch when JUxta')OSed at the varlcus DOlnts of colncld ence • ? • 
£.~ be made to yield secondary alphabets.~ - _, _______ --. ----

6. }'r<imary components and secondary alphabets. -Two basic? 
slidable sequences or c6mponents of rr characters each will yield £ 
secondary alphabets. The components may be classified according 
to various schemes. For cryptanalytic pu1·poses the following classi-
fication will be found useful; e 

CASIG A. The priuary components are both normal sequences. 

(l) The sequencei proceed in the same direction. (The 
secondary alphabets are direct standard alphabets.) 

(2) The sequences proceed in opposite dir:ections. (T)1.e 
secondary alphabets are ~everseci standard alpha,bets 

. and are reciprocal.) 

CAS:G B. The primary components are not both noh:1al sequenc'es. 

(l) T~e plain component is normal, th~ ~ipher ~~mporie~t 
· is a mixed sequence. (The s ec.ondary ai~)h~b~,fs 

are mixed alphabets.) 

(2) The plain component is 
component is ,normal. 
mixed alphabets.) 

a mixed sequence; the· cipher 
(The secondary alphabets<are 

(3) Both components are ~ixed se~uences. 

(a) Components are identical mixed sequences. 

I. Sequences proceed in the same ~irection. 
(T~1e secondary alphabets a:,"e inix.ed alpha­
bets.) (l_;ar. 23) 

____________ . _____________ ...._.----.-~..-----· ;....._~···--:---+:·.-· 1"··--· ... _,_.,_. -. ~ .. ---·--

l 
See iar. 37, Special Text N~. 165. 

-··---... ---------·-·-~--·· ------··--•••-• ,.,., .. _ _. ____ ,__v..o•--,.---··-••--••• -···------·"--• ----• 2 . . . ' . 
See 1-'ars. 49 and 59, Special T·:ox;t No. 165, ·· 

-· 

'· 
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II. Sequences proceed in opposite directions. 
(The secondary alpl:abets are. reciprocal 
mixed al~;habeis,) (l"'~u·. 33) 

(b) Components are diff'ei'ent mixed sequences. (The 
secondary al~habets are mixed alphabets.; 
( l"ar. 3 9) 

7. Cipher disks and cipher squares. - g_. Reference is novi 
;Jade to lars. 60- 62~ Section XII, Special Text llo. 165, wherein 
was shown the equivalency that subsists between the results produced 
by slidi:1g primary components and cipher disks and square ta1Jles of 
the Vigenere type. In all cases the results produced by the succes­
sive juxtaiJOsitions of two slicli?G cortponGnts may be duplicated by 
using a c:i_phe;· square? the converse relationship is true only ;:]hen 
the columns or rows of the ciphe:;.· square shov syrrimetry~ that is, 
the sequences in the columns or rows are identical but nerely dis-. 
nlaced l, 2, 3, ••• intervals successively. 

b~ In cry)tanalytic studies it is usually more convenient and 
useful, wherever possible, to consider the problem' fro.1 the point 
of view of sliding COi::lponents rather than cipher sciuares. 

SECTION III 

TH.!Wi\Y OF SOLUTIOi~ Ol" n:BI"'EATIUG-lGY SYST:;!]'1lS. 

Paragraph 

The three steps in the analysis of repeating-key systems, • 8 
First step; finding the length of the period. • 9 
Gener:al remarks on factoring • • o • • • 10 
Second step: distributing ihe cipher text into the. 

componeni m6n~alphab~ts • : • • • • • • • • • • • • • ll 
Third step: solving the monoalphabetic distributions ••• o 12 

8. The three steps in the analysis of repeating-key systems. ~ 
a. The method of enciphering according to the principle of the re­
peating-key, or repeating alphabets is adequately explained in Pars. 
57 artd 58 of Special Text No. l65j Elecentary Military Cryptography, 
and no further reference need be made at this .time. The analysis of 
a cryptogram of this type, t~g~rdless of the kind of cipher alp~abots 
employed, or their method of .production, resolves itself into throe 
distinct and successive stops •. 

(l) Determination of tho length of tho repeating key) 
which is tho same as tho determination of tho exact number of 
alphabets involved in tho cryptogram; 
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(2) Allocatiori' or clistributioti of the letters of the 
cipher text into 'the· respectiv:e cipher ;alphabets to which 
they belong, which reduces the polyc1lphabetic text to mono-
alphabetic.· terms ; " 

.·.i·" .. 

(3) Analysis of the individu~limohoalphabetic distribu­
tions to deter~ine plain-text values of the cipher letters 
in each distribution or al;:)habet. · 

···. ·.' . . i. .·_, .. 

.!2• The foregoing steps ·.;ill be tfe:i.Ul'd in the cirder in which 
mentio;1ed. The first step may be described briefly as • that of·. 
g_~_i§.I.~:i.:.rlinq; the per~og,_. Tl1e second step ri1ay be descri:Jed briefly. 
as that of r.s.~l.l:!.ctiQ.J. i9_ ~2_0n9_!::J,J!.b.SJ:..J.letJ_g_ t~p1;1_~. · 'l'he third: step :r;my 
be designated as i9._ el'l:iii:i9.f'.t:~2.!i g_f. ,g_t:21!. e r.~.tGJS.i Y.!'J.l ~.Q.~ • 

9. First step~ 'finding the length of the'period.-' a•· The 
determination of the period, that i~; the length of the key or the 
number of cipher alphabets involved in a crypto~ram enci)hered by 
tf1e repeati.ng-key method is,. as a nlle, 11 relatively sLJ1)l·.3 1;1atter. 
The cryptogram its elf usui:l.ily ri~anifests · externally cert'ain llhB'nornena': 
'7hich are th.J direCt result of the use of a repeating i~e:,r~ The·< ·· 
pri~~iples involved are, however, so fundamental in cryptanalysis 
that th·dr elucidation warrants a somewhat detailed treatuent. 
This will be done in connect ion ~Jith. a short exam;lle of enc ipherc:1ent, 
shown belo~ in Fig. l. 

_£. Regardless of what system is used, identic11l plain-text let­
ters enciphered by the same ciphel- alphabet 1 inust yield identical 
cipher letters. Referring to Fig. l, such a condition is brought 
about every time that identical plain-text letters happen to be en­
ciphered ·,vith the same key-letter, or every tit:1e identical )lain-text' 
letters, fo.ll into the same column in the enciphen1ent. 2 How since 
the nuniber of columns or positions v.rith respect to the key is very 
limited (except in the case of very long key words), and since the 
repetition of letters is an inevitable condition in plain text~ it 
follovvs that ther·e \"fill be in a message of fair length many cases 
where id"'.ntical plain-text letters rimst fall into the same column. 
They will thus be enciphered by the same c.ipher alphabet J resulting, 
therefore, in the production of many identical letters in the cipher 
text •. 'Jhen identical plain-t ext poly3r-aphs fall into identical · 

·--·------.. ------------------, 
1 It is to be understood, of course~ that cipher alphabet~.wit~ 
single equivalents are meant in this case. 

·------------------.. --:-· ------. -. -·---..;.-----.. -.-.. 
2 

The freC]uency ·with which this condition may be &X\)e~i_ed to ·occur • 
can be definitely calculated. A discussion of this point falls beyond 
the sc~pe of the present text. 

i' 

' 
. .. {.· 

... . 
-·· 
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MESSAGE 

THE ARTTLLJ~RY B.~Ti'ALION MAI\CHING IN THl(RE!!R OF THE ADVANCE GUARD 
KEEPS ITS_ COMBAT ':fRAIN WITH IT HlSOFAh AS PI!tCTICABLE. 

Plain 

Cipher 

(Key: .. BLtTE, usirig direct dandatd alphabets) 

CIPHER t\LPHABETS 

A B c D E F' .G H I J K L M N 0 p c E s T u v w X y z 
(1) -- B c D E F(fj'f. I JK-L M N o P-Q-R~3·1;-·u V w X Y. Z A 
( 2) . -- L NI N 0 P Q B. ~) T U V W X Y Z A B C D. E F G li I J K 
(3) - U V W X ·y Z A B C D E F G H T J K L fill N 0 P Q R 3 T 
(4). - E F G H r J K L M N 0 P Q R S T U V W X Y Z A B C D 

B L U E 
T H E A 

R T I L 

L E E Y 

BATT-

A L I 0 

N IV! ·/1: R 

C H I N 

G I N T 

H E B. E 

A H 0 F 

T H EA.·· 

D V A N 

C:E;Gu· 

3. 

E E P S 

I T S C . 

0 MBA 

T T. R A 

I N W I 

T H I T 

I N ~:; 0 

F A H A 

S P R A 

C T I C 

A B L E 

B L U E B L U E -·-----
T H E A A R D K 
U S Y E . B C X 0 

R T I L E E P S 
S E C ~ . F P J W 

L E R Y I T S C 
M P L C . J E M G 

.B A T T 0 M B A 
C L N X P X V E 

A L I 0 T T R A 
B W C S U E L E 

NMAR. INtn1 I 
OXUV JYQM 

C H r· N T H 1 T 
D S C R U S C X 

G I N T I N S 0 
HTHX ;JYMS 

H E R E F A ~ A 
I P L I G 1 L E 

A.H 0 F 
B C I (T. 

Til E··P\ 
U S Y E 

D V A N 
I~ C} U R 

c; E G u 
D J? A Y 

b 

S P R A. 
TALE. 

G T I C · 
D E C G 

A B 1 E 
B !VI F I 

b 

U S Y E S E C P M P 1 C C L N X B W C S 0 X U V D S.C R H T 
H X I P L I B C I J US Y E E G U R ~p A I B C X 0 F P J W 
J E M G P X V E U E t E J Y Q M U S C X J Y M S G L L E T A 

Figure 1. 
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columns the L~8sul t is the formation of iqent:i.cal cipher-text polygraphs, 
that is, rep~titions of groups of 2, J, .1;., ••• letters are exhibited in 
the cryptograJil~, ·· R~epetitJorh~ oi' this t;vpe will he:resfter be c~lJ.cd causal 
_repetitions' because they are pn:>ducecl :by a -defini t.e' trac'eable cause' yiz , .. 
the encipherment of identical ].f.;tte:p l?;y .the smne eipher alphabets. 

c. It will also ha.ppen, howevc..:>; that .:~ij'fei£!l::.t. plein-.. tezt letters 
falling in different CC)lumns will, by mere accident, produc,e identical . 
cipher letters; :.Note;: for exart\p~e; i_n:Ftg~ 1 that iri Column 1, ftp becomes 
Sc;: and that ~n: Colw;~n ~' HP als9 boc()me?:.-Sc. :· The prodw?t~on of an idGntic~l 
clpher-text le:f;,tf]r ln .:c:.hese two ca::::es {that J.s, a repetltlon whst·e the pla1n..,.. 
text letters·. are d:!-ffcn·er.t·:and ·· <:mciph~i·ed. by :li1.1.'i3rent · alphD.bei:.s) is mereiy­
fortui taus. It is, in every day language; 11 a mere coincide-nce'',. or "ah acci...: 
dent." For. :tl}is _reason :r~::p".3tl. tions of •t.J:ds type ~Nill; hereafter be c~1led · 
accidental :ceneti tion§• . ·Such repetitions N:Lll, . 0£.' c'oufs~., .l:laprlen · fairly 
frequently with ·indi.vidu~ll letters, but 16ss frequently w'ith d:i:g:raphs·, be-
cause in thi:s ca:::.e the, same ldnd oE a;:1 11 c:.ccident" must take, place t\vice in 
succession. Intui ti V<:iJ.y .·one feGl.s that the chances· that such n purely fortu-':· 
i tous coincidence will h<.lpp::m two t:i.meE; ih succ6ssion must. be· much less than 
that it will. happen r.:ser;;' .once in a \Vhile in the ca.se of single letters. 
Similarly, intuition m:.::.ke2. One ff;c-~1 th&t tl1~ chc.nces of such ::>.ccidents hap­
pening in the car:e of three or more consl~cutivE; lott·3rs Dre still less than 
in the cas~ ·of.· digrc:.phs, ciecreasing very rapidly . as the repeti tio:h increases 
in length. 'rhis.phenomenon roay, however, be; d.ealt with statistic.s.lly, thus 
taking the m~:tter outside the :ceelw oi' intuition. 

Q.. (1) Iimi.gine a boz conte.ining c:.n infinite number of the ?.6 letters 
of the alphabet, all in equal proportions, GO that there are exactly the 
st;.me numbers of A' s, B' s, C' s, • • • Z' f3. The bo:( :L:: tiw:::oughly shaken so 
that the letters are thoroughl;; mixed and a dngle· letter i~> now drawn c:t 
random. What are the chances that it h1 an A'? Oiwiously the ch!:lnces are 
1 in 26. The''chances _that:r the letter is B, C, D, ... · Z <u·e also the same. 
In mathematice:l langw1ge, the probobilityl of drac':j_t~g; ;:~ny specified letter 

is .l . Suppose an A has: bef:'m d.rawn. 
26 

(2) No:n zuppos,e that this le~ter. is rep,J.aced in the box, the 
latter a.gain dw:ken, [J.nd 0: Sc~cond dra1nnr, ·ls mnde. What are the ch[mces 
that the second. drawing will ulGo be ccYl !1? Jmother way of asking the smne 
question, wliich will pe:t_'h&pfl ,mnke it cle<lr:~r is this: suppose two letters 
are drawn simultaneously from tlle box, whet is the probsbili ty of drm,ring 
two A's? Si!nce the pl~obr;bili ty of occurren6e of two events w!'lich are inde­
pendent is th~ product of. the prolx:•.b:l.li ty of the:L-:- separate occurrence, the 

probability of drawing two A's is l x_~, or_l__: '.Lbis is also the probn.bility 
26 26 676 

1 
The definition of probabili·[;y ·implies phUosophicf,.l questions which are 

beyond this discussion •. However-, for the purposes of th:i,s text, t,\1e follow­
ing definition of .§: pr:iori prob.::,bili ty. \ilil:i b8. found sufficient. The proba-· 
bili ty that 2n evenf ·will occur is the ratio o£· t.h.e number of favorable cases 
to the. number Qf tot-~d. p()ssiblc C£\Se.r:, :ell .co.ses being equally likely to 
occur, where by a favorable cace is meant one which v;ill produce the event 
in question. 

. '. 

( 



• 
r 
\ 

r. 

•~ 

,_ 

of drawing two B 1 s, ~.~b. A and a B, or· any twci 1STJe~i.f~d J.etterr,o ·in a E_peci-
fied order: that is,{the probabil:i.ty of drawing any ;~peci.fied digrap~ is ;oc..n...,_..__,_ 

. ' 

. 1 '). Simila:fly; the -pr.oba.bili ty of 
26"· 

•lrawing a specifi'ed :trigraph is · 1 , 
. . . ... ·, .· . . . 263 

a specified tetragraph\ --~' s.nd so _on. ·In general, for any specified 
·,..,(:-1- . 

polygraph t.l~e probabilit;~) is' ln where n is the number of_' lette_ :~s _i!l t)1e . . ..._ (lk ~-.-
-- .·- · .. _ 2EF- · ~ · ~ -~j(Yf~-~ 

polygraph. . ~-~~\ ~~~;~· .. '·.-
r ·) u /~ ;~ ----~:t;~f.f · ·. ' d. t \.? u ow ever, 1n -&t\ldy·:t·H·g.,....t,n.@.....P,..rdr:J.Gmena----0· ··I :r-e-_re-1..'-I-t±e:a, tne stu en _, 

is co.ncerned ,not,(w:i::-t·h -~he pr1£bab_i~i ty of c~ur-rence of a specified single 
.. ~etter, digT_~P~1, :r_ig:=-aph,_+ ~l. p~ly gr;~ph; &t-~ with Atr:; probabL);it:v_ o,f the r~J,J'"~~ 
· ·lr:.:~~ .. ~-e-~-~e) r:.L ")t:l~-:,~~,~1-~!~e-rl_•~,~ ~t~/}:1~ p1 ob.L.~~- J.s now- dJ.J. ferent. - ~ . _,.,·, ,_ , , .. , .... ) 

. ~-. Coi:u3id.er -the cr;vptogrcur! :i.n subpnragro.ph }2, v,}{ich contains exactl~' , -;. ·1 
· 

. .v·· 100 letters, and· at--:surne that these Jet·c.ers const:i.t.-ute a perfectly random .. 
· - "'· :t r· assortment; that is, assume th::lt the cryptographic system which ~oduced (_\··''' 

the Cr"ptogr~·m· ;S of ''UCh"' !"1+"'1'''· ·l·'·l~i· tJ.-.• , te····• IJ!Ci"'' be noncidei"ed· to be .r-- \ ,I ,. c;. _. ~ 0 . , ......_ ~r_. ,,~1 ..... ,...,. _,..._ C,.t. -· '-'4J.._, . ..,,,lJ ~- ·.'1 . "- '-"' . .-9· . : 

the same as though· m1e had made :we dra.1dngr,;, ·gi th replacements, of the _ 
letters from the bo:x. of :Letters :;_-eferr-ed, to 2.bove .. , \Vhat is the probability 
that a specified single J.ett8T wLLJ. no.:t_ 00 repeated in the cryptogram? 
What is the probability that. a i3peeii'ied singJ.e l<;;tter 'Nill be repeated 
exactly (that is, no more rmd 110 ldsr:; than) l, 2, J, ... times'? What is 
the probability the. t <:t specified single letter vvi11 e.ppE:[J.r at least once; 
that is, _;l._ncluding all Ca[:es in which thc .. t letter will !.lppear 1, 2, .3, !,, 
.•• times? What is the probability tilE;t ::'. specLfit;d ringle · · ·.te::· '.rvill 
appear at leo·st 2 times, &t le.::.st 3 times, Lmd so on'? WlE:lt ar(· )·1e --nswe..:·f 
to the same r2uestions as r·egards digraphs, trir;rD.phs, ''ltld long( r ·po.~'. ?;:cc.lptl:'? 
Another, and possibly mo1·e concrete, waJ of putting these ques-tions is th';:; ~ 
In the 100-letter cryptogram being studied, e.sEuming it were perfectly ran­
dom text, how many letters should not occur at all? How moriy f~hould o~cu.:t 
exactly 1, 2, 3, ... tim.es'? How many :~hould occur at Jeast l, 2, 3, . ·;.;A~ 
times':'. Wha:t are the. answers to these . so.me ,C(Llf"Htions as r~9ard~, di-gr.9.phs. f _. _ · ~ 
an? tr1grD.pi1s? W\..M. -A ~i~ ~--~t~ ~ih~-L~ ~~ ~ 
~ ~~'t'-'~; . . . ~5t:;:.~) . z:6 ~ ' 

f. It may bt"3 stated at once tha.t the nnswers.to the la-t-t-e:t' questions". ~)L 
c:.re by no means easy to find, and F.! complete discuosion would fe1J.l quite 
outside the scope of thif: tm:t. however, it w:Lll be sufficient :for the pur--
pose if the mathemcltics involved o1·e convGrted into a· form that w·ill be of 
practical use to the student. Wit"\1 this in view Chart 1 has been prepared 
and its use '\.Yill now be c;y_pJ..e.i11ed ~ l 

. . . --···---------····----.----------
1 

This chart was constructed from c~lcuJations b2sed upon Poisson's expo-
t . J "'---.-.rr·-· Y1 t'· :-.· "J.r · . . r- " "1·1- · r}r·";l .. ·.c· ,,- 11 St d t "th t nen 1~1. . c:..XlJ-·.-l.::-10!"' Or J.lE,: .<'.1iV C.h oillc:i. . _i)t' . .l de',_,_. __ J. L.lE..,,. U en S Wl OU 

a /thorough grounding in the n:a thGmatical theor;r of pl·obr,bili ty and statistics 
~"will have to take the,}chart on fnith.n Tho.st~ interested in H.s derivation 
·are· referred to the foi'1owing texts: J . . J 

Fl. shL'r R A St"t.: 6 tl'c·:-:.·:L- nnc··t'""'··,..Jc Po···~ !j(~C'e•lrni-- l;",forkersr1 Lo·1don 193'7 . '-' ' "·• •' _c_,_.J..., '-· :.r··1r~~::..~ t·;v~~~c~--n:c-~~;~g- n~:~"'' '·few Yo' ~·k '· ,]9')8' , • 
Fry, T. C., Pr?babiJ.:.i.t;~ . .:0::.....::.!: ~~.--::2 ::::-'..':0/~\:.:::.'.:'~:·-·· ~~' j, . / .._ , . ,.__ • ./ 

/ \-W0 (· // 
p..l"'")... ' _..../ ~1/V~'i'\)V- • 

'V'.' t ,., ;~~y-. . Jt..f.L ,./... \; -fr&P- ' .t-vv--~~ { ,/ 1 . • .. Jv.F~t"" - - ,... ~ r"' t ..... ~ 

/ \JJ.v:/'~' 
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( l) S t - f' 1,.,0 -~ t-t~-~ . b ~>.r- tJ.· t d. d A g. _ uppose a cryp .ogram o..: v __,_e er;:; 1.s snng s u J.e ./),_ ssum-
ing that the 100 letters had been drawn cuL oi' the bOx, so that they con­
stitute a perfectly random assortment of lette:cs, what is the probability 
that a spec;i,f:i;ed f?ingle letter vril], not appear at all in this e.ssortment? 
It -has beeri seen -that in a per~ectly random assortment, the prob<ibility for 
selec-ting a::- spe.cJ;:._f:ied-singl:e-"Yet ter _ i s _ _l; or, in mathematical langliage, 

~~ •o- - 26 
pl = .0385. 

There being 100 letters in the cryptog:r·am in qm;rot.ion, P1 is to be 
multiplied by 100, giving 3.85. Heferring now to Chart 1, fihd the point 
corresponding to the value J.85 on the 2S axis of tho char_t, that is, -the 
horizontal scale at the bottom; select the curve marked zero; find the 
point where this curve .intersects the vertical ordinate corresponding to 
the vs.lue 3.8-5 on .the ho:dzontal scale; follow this point straight over to 
the left and readtSe value on they_ axis of the c~art, that is the vertical 
scale', It is. :Proximat-·e~y- .021. This' rr:eans th~t the probabi-li t:~· ~ha~ a 
~c1.f1.ed letter_ w1.ll not .appear at all ~n the cryptog:an;_, 1f 1.t. - -

wer_e·a perfect: y randqm.asBortment of letters, 1.s .02J. That 1s, accotd1.ng 
to -the' theory of probability, in lOOOcases of random toxt messages of 100:­
letters each there shouid be 2fmess::.tges i~ which ::.t(Single\specified\letter 
will not appear_ at all. This; of course, is merely e. theoretical expect.;. 
nncy; it indicates onl:,· what probably will hcppen in the-long rUn. 

(2) What is the pr~b<:JJ~lit;~r that eTctni~i;l.~.E~~~letter.will. 
appear exnctly once, no rnore and no less? To onswer this question, find 
the point of intersection of the vertiGal ordinate corresponding to 3~85 
with the cur·ve marked "1 11 • Its value on the verticn.l scale is 0.08~ that r 
is, in 1000 ?ases of rand. om. t,(:)X:~· mes::::o.ges of ~00 J.~tters ~~och the t?e~r~f-ic~_l· 
expectanc;,; ls tho.t there w1.ll oe 8~'Tlessc::.ge<> 1.n w:fuch a tsin"g:r-e~=:dj :' 
letter will appear exactly once, no more and no less. , · . . -· . ·. 

. . (3) In exactl;; the same way, the probability tha.t a {;i~1;(speci..:. 
fied letter.will app3v-ex1.:.ct.lv twice, is found_ to be 0.15~. · 'l'hat is, :tJ1e-­
probability the.tp·a ~ingle l_~_ngs,:JJ~ie.dJletter will be repeated .axa.ctly once •. 
(two oc~urrences) i~, _.15,8; the probability th-'ct H will be repeated exactly a­
twice (three~ occurrences) is fotmd to b,:; .20~ and so on. The following W 
table gives the probabilities for. exact numbr:;rs of occurrences from 0 to 
10, inclusive: · · · · 

I 
/ 

100 le:t.t~)rs Qf umdom .t~ 

Probabili tv that8--
Frequency a specif~?~ single 

letter Wlll occur . · 
exactly .•• times. 

~----·-·-- 1---------·,-.,----

0 
1 
2 
3 
4 
5 
6 
7 
8 
9 

10 

~f,C {- )>. ll . M1":' q.:_.._~!>\.J>, I 
~ ""'\. -\)"1.;!.' J.:V • . . \ 

•01-1~ 

. 0~.~0 

, IS"1! . 
~ ')..,).,;, 
, \ '\4 I 
·\S'oo' 
-0~~£._ 
, os- ?:.o 
. o'v~{ 
•bi0'6 
• Oo4-"'.-

.·-~ 
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The chart ~n4b~e$. o~e-::·t~ .finci. the proba1~f.Li+v i.'or occli:r1;enc)s up to 16 
and recurrences ·up to 15, both inclusive, for v2rious numbens of letters 
in random assortments. · . L 

(4) To find the probability that a specifiej single letter will 
. occur at least 1, 2, 3, ... times in a series of lr?.tters constituting 
random text, one rec-1sons as follows: Since the co-~3pt "at least 1 11 implies 
that the number specified is to be considered. on1~· as the minimum, 1.1\li th no 
limit indicated as to maximum, occun:-ences of ;?.,/ J, 4, ... are also "favor­
e.ble" cases; the probabili t:Le~j for exe.ctly 1, 2~ 3, L,., • • • occurrences 
[ohould therefore be .added and this will ~;ive the- pr·obability for Pf:,t lea'st 
l. 11 Thus, in the cnse of 100 letters, the swn bf the· prob.s.bili ties fo:r 
·ex.sctly )- to 10 oqcurrences, as set forth in th~ t~.b1e .:.lirectly c1bov·e, is 
·-9t7, -~:nid. the latter vr..lue e pprc~x~.mate~~L-~e p_eo1~\n.bi .. lity for at le2 st l 
occurrence. 

(5) A more accurate ~r-esult ivLU. tJo obta-Lned bv thE:: following ,.. .. 
reasonin~. The probabili t.y for zero occu.rrcnces :1\S .021~ Since it is cer­
tain thc.t 3 specified letter wi11 occur ,_,,ither ze1:0 tim(0S or 1, 2, 3, ... 
times, to find th:::.: probability for at. leD.st om:: tin~e it is merely n;;;cesf'DT'! 
t bt ,, t 1 .-:. -~ ·t. ,, h. l' L., ·f'. "' ,,, ...... ,--- --;::---;:.~ " '~· -, . \ l Th t . ·,. l 02.1 o su -~'--'-c _Ll~ p.couc. ~ l'C,1 .o .. _""'"·o oc-.,ur .. d),_.e,_, ~r?{fl ; a l.-,, -: ·"' 

.9"'ij> wh1eh ~;: somewhat g:cc"ater t.h:cn the result c;br,auwd :J?z the other me-c,bod •. 
The reason -it .is gres.ter is that the value .9liinclud~t occurrences beyond 
10, which wure 8Xcluded from the pre·vious Cfll~hla ticinJ)'\ Of course, the 
probE:bili ties for these occurrr:mces beyond 10 <:•.re very c'mr_;_ll, r''lt t:::.ke"" 

. alJ, togethe:r they add up to .O(!)J., the difference l)etween the res<l1t-l: J,J­

_;t.ained b;; the two methods .•.. The p:rob;,bility for nt le~st .2 occur:cent> s ·:!s 
the· diff"erer1ce. bet~~:eDrl uni tv e.nd th,:; surn of. the probability for_ ~~_ern. ~}JLcl 

ex.:Lc.·tly 1 OCCUI~I·en.ces,· tl;e_t .. is, 1- (P + 2-,) = 1- (.J?It .±UlL = 1- .Y,~ .. ' . . . 0 j_ . • . /(!)r -

= ?t· ·[- - ]~ . 'o~-v .._ \ - . \ ~ 
4~t ~· - . . 

· ( q) ·The foregoing c1-1. t.eula tions ref0r to r~ndow text coutnining 
100 lettsr::c. For other nurnbe.i-·;:; of ·l·3tt.rn·s? it is il!Gre:Ly necr~SSDry .to mul­
tip1y the probabili t:v for· d:c·awing n f!ingle spc;ci.fied letter out of the box, 
which is...l. m· • 0385, by the nUJnber:· of letters in th(:.: a;:;c'ortrnent, o.nd refe:r-

26 . 
to the chart .. For exe:;_.rr.plc, .for r'. r.1.ndc)m Of>c'Jrtment of 200 letters, tho 
product of 200 x .0385 or 7.7 gives th·; ve1ue of the point to be sought. 
along the hori~~~ontD.1 or :?~ c'xLo. c;f the ch2.rt; thG inter::;ections of the ver­
tical line corresponding 'to this point '.'d.th the' ;r;':riom> curves for 0,, l, 2, 
3 ~ • • • occurrences giv(~ the c)rol.\<:lb:LJitie:::. fr_:,r the;;e oc·.~urrences, the rend­
ing being taken on the vurt.:i.e::- L o1· y :.xis of tho churt. 

(7) The discusP.ion thu~3 f:-:;:e has de:.:;·:;lt with rnnr'lom a:.:;rortments of 
let te:cs. Whs. t <~bout other types of t·':!xts, for ex:::mple, norm2.l ple in text'? 
Whu.t is tho probabilit~y' th~~t £ will ocr:ur ;0, 1, 2, 3, ... tim8s in 50 
letters of norrrwl English? The rele.tiw~ f;:-r.:.quency v~.lue or probo.bility 
that c:: letter selected Ett 1't..ndom from r:. 1-:trge volume of normal English text 
will be E is .12604. For 50 :letters thifo vDlue must. be multiplied by 50, 
giving 6.3 <:•.s the point c:long the:; E ~'-xis of the crw rt. The !Jrob<.;.bili ties 
for 0, l, 2, ?, ... occur-r·~nces are t;:bu1ated below: 

- ') 
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· . 10 ~~t$-tl fr·...-r.t· lau;:fl 
h. (1). The discussion: thu8J f~r has dealt w·ith the prcbe.bilities 

for 0, 1, 2, 3, ... occurrences'( It mr.1.~· be of more pr.:\Ctical advantage 
to the student if he could be shown how to find the answer to these ques­
tions: Giv:en a rc.ndom as::,ortment of 100 lette 1~~' pow many •letters me,y be 
expected to"occur exactly 0~ 1, 2, 3, , . . . ·times? How many inoy be ex-:­
pected to o-ccur at least ;:L, 2, 3, ... times'? Chart 1 ma;y ·also be used 
to answer these questions, b;1 a very simple calc-ulation: multiply the 
probc;_bility V<'lue f;.s. obtained nbove for c• specified single letter by the 
number of dHTarent elements being co.nside~,·ed. For ex:.'.mple, the probe.bili ty 
that a specified .single let;.ter wiLL occur exa.ctly twice in a perfectly rrm­
dom nssortment of 100 lett-ers J.c: .1y1; Eince the number of different lett.ers 
is 26, the ahsohite. mm1ber of singk lett<:/r:;o thet ma;,1 be expected to occur 
exactly 2 times in thi~} r,,_ssort.ment is .1:-p x 26 = l-t03-; Thnt is, in 100 
letters of rrmdom text thei'•J ~;!nmld 1Jt-O a1{out four l'etters which occur ex-
, tl 2 t' '' Th- f·]:, ... ~~r····c·· -~-· ... ;.,·'·····.-··<··c- .:...1-~ r~~,-·..-.lf'' •. ..:bo·· f aC y ,lme., •. · <;: O .. .t.,.\,~: .. , 0 ;, t.·:•··.L;:rt;J~\·1.::),_, ..,,.le .. c.C:c·. ~OI VDTJ.OUS llWu ... IS 0 

occurrences: . - .. · ./,..~·-...-/ // 

/ . • I 
I . 

~ d,\<>1> 

\ 

,. 
'·' 
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wtcvV- ~ A4-~ ~~ a.. ~·L 
REF I!}<A4+4~,~~ ~-~ ~- WL.v\..-<:o (\......._ 

/;~. ~ ~~ ~ ~'-'- ~ ~,.J ~"\0~· 
--,/.[ __ ,,._, - , ?-7'"'--c..-t-C.. \J'-vlk. ~ IJ ot::c; , 

100 J "t·'-er/ oi:' .. ,n(lcrn +ex-t · ' ' -V l, I•-' - _._ .L. . .)J.. t.1 .. - -·---/- ~-- ------ -----
---,.-l-)r_o_b_c_b_i_1_i_t_.)_' -,-Probnl!Uit; I Emeded Mrn- Expected num~ 

t~at a. sp:~i- tl_l:'t i ~~r-::.;.c:ifi..:.d b,"~ of.1ettcrs ber of letters 
F'requonc;1 fu:c1 s1ne_;.Le s1ngJc !_r;tter :·n;-l8~Lrll1f; ox- appee.ring at 

lott-er '1vLU Nillf occ-ur c.t 1 :1etJy • • • least ..• 

0 
1 
2 
3 
~~ 

5 
6 
7. 
8 
9 

10 

J- 1 1t ' . , t. 
t • ;:.c• .L.~ Y 1("' • • • lmc~·- Lo ;....l.dG.~ 

occur o:·co oly I c'"" . • . . tt.2.nll::8 -lmes. , 

---r----- \ - -------·-------·----------
1 (j .\)~0 LOOO 0. 52 26.00 I 

I .030_ \.980 I ;:.08 25.1;.8 ! 
I. .1-5'7 _,.. I. 900 !H 09 23.39 ! 

.20€) 17/tJ',r 5,37 19.30 ! 

I 

I 
I 

.197 .\s_3'1. 5.C7 13.93 I 

.152 .J
1
LO· . 3.97 8.86 l 

.098 .188· 2.55 ~.89 ' . 

.051 

.026 

.010 

.003 

. 09~ 1.33 . 2.34 1 
. .03~- ·'·· I .68 l.Ol 

'-------·-' 
:~;5\ ; 1 :~~ :~~ _j 

Y' 
·\ 

(2) Tbus far the discliss:l.on \har:o been restricted to dngle lettets, 
b ' tJ- l t '., ·· "1 b <·--·-d f' , C "1c1 1 ..__.r '" f._, 'l'-,· c• ·I· J'g·,n l,c: t .-· u·c .• 1e·c1ar, ,nc<V ·:-. so c u,.:t;· _,_OJ al, .1.<-BGl.lll.:. re .81.! .1

0 
vO <.tl.-lc..p .... , •. rl--

graphs, ·and :Longer polygTaphs.. The m~~~10d of u_sing th~ churt is exnctJ~ 
the snrne as oefore, but the polnts _ssletF,ed 0.:1 t.ne ~ axls are now determu1od 
by the value of the p:cobo.bil:Lty of selec~.:Lnr:; u Bpuci.fied pair of 1ette,~.'3 or 

, a set of 3 or more let ten:; from the box c\f ~! ette.r;; rufe:cred to above,. 
~ . \ 

_ (3) Taking up thto c:ase of digr::cphr:, e_n:i' ELS::llun-:.ng the: 1~u;·:-l10\;; -~-c 
·con+al·n ·.cr- unl"l'lnl·t,,a· ·t1·um·h·,, .. , Clf ·<]l f-{7t'; r'l-'rh·"::nhc· .;.t.l--'-'r···u,·l Dl'ODor·'·l-·ons <-.·,.-::. ,V l:..I. •. J. _,. • _,\:.,.1 . C"~.4-· v ·..1.J-,r,.!:)~·"-'-.t"J .. Joo..l .l •.. , ... ·1·'·"-· 

4 
L (., ~ '"' v~·~::.. 

probability of c;e1cct:Lng D specified digrdph from th,': box is __ J_._ = • 001,W. ' ~:~ l . _· 676 
G1'ven 'l -, •. _.n,iom ·•c:c:ortnlcn·" a'· l'J'' he-"'-~--5 ·c··~-.,., ,-c"J'lO ···lor-1~:. the x· <1x1'"' i"' ..... t-•. 1 . .:,:..!. •• .... c ... ,. .. ") ,;t.. L· .L , 1. •• ,;;, ··~ ,..,. • ...._, ' • .. ~..... , 1.. ••. ,.. .. t.:•\ _

4 

r. .•• 0 o 

now 100 x .0011:8 := .l/18. The following vc:L-,_,.z::c. eru ot,todnecl from ths chart: 

\00 D:U-;raph;; ~ I. ll •.•• .'~ • --~' .. A:1__. 
·----· .' .-;-flvr.:~--- · · ._ .. .;·:. h-_rr-_- ·; 

! P1·olx·bilit.:;• l ~.robn.~.d-~ity. I Ji'?um~m·"r;xpecte~ I Number~iexpectec: \ 1 
for -c-x-·.:::t :r:or ,,,-r_ Leerst.j T,c, occu~ exr:,ctly to occur at 1 

Frequency >mr.:bur c;.:f " • • • • c:eeur- . . . t:.me~3 least . . • I 
occurrences 5\, I renees ~·'\"'"r~r,·oxim~te"x:l time~ ~Pf'O~·:b· 
~l~' ~t' ... ~ · · · I ~e~)~"- 1 _ 

t------1--c- ----------- ------·---· -----j 
I LUO ' . 581 .)&t~ 676 ! 0 0.86 

I .:±)t. '4 ·j ns. oZ · 95 9 :> l 
. !)':>· U'l r; "/ 7 I • ' ~- I I• 

1

1 

.ul oo I ..-i' 

1 I 1') . __) 

2 j .Ul 
J I .001 
4 I .000 .. 009. 0 ._ _____ _,_ __________ _,__ _____________ l ____ _ 

./" 

0 
0 

""'-s1 '"' A ,,• p.a-v-c:-- I'Jt}.-11'" t 
(4) The ~;tude-t1t may hc.vc; some ec.od ;Jr8.cticc' by m~·king thel'--col-- ) 

c ul a ti on s f ?r;" tr i gr n pl:1 ~: ., tr,;.....B€-e*r:>ee-t-,..:::4-:.i~J;;.....;t;::Jf1;-.:l::-;t:1~l(:J-J -n·t:h':l-:'tel;-60&- ~_E~t-15&-l:::s--;- , · · 
.. ~ . ~ . . ""·-·-.... ~--"'{~'.........,.,_: 
.... ~ .. \ .... :·_;·'" \J ~ 
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(5) /!Referring ag€dn_t.o Chart-1,- awJ-:';p_ecifically to-the tabulF,ted 
results set forth--tinder- subparagraph _g '(4) above-, it .wiJJ he seen that the . 
probability- that 'there w:Lll. be exactly or1e re-~)f.:titio:l'l of a specified single 
letter in 100 letters· of. random text is 1csf3 than the probability that there 
will be exactly two repetitions; in other 'iWr'ds, . the ch,""n_C8S t.ha t a letter 
will be repeated <3XactJ.y twice are better- by about 25% than that it will 
be repeated only once. If this sounds absm·j .to the studout, let. him c.:ogi~ 
tate upon the implications of the word "uxr',ctly" in the foregoing statements 
and tl1e reasoning on whi'ch trw whole argumont is b~;.sod. ·Ht:; wi.ll find as~ 
sistance from studying- tbe shape of the vad.ous cur·.res in. Clur·t 1, especia.ily 
those for 1, 2, and .3 occurrences, wi"1ert:lin Uw curvee appro:x::irnate the shape 
of the bell-shaped normal probnbili ty curve. · i 

i! --(1) The mef>S<i.g~; in subparagrD.ph .10_ is now to be studied from the 
viewpoint of' the number of repetitions it eontnins o.s compared with the 
number theoreticnlly· to 'be expected. l''i:i:·2t., the repetitions of two or 
more :le~te,rs are underscored~ 

A. 
B. 
c. 

U S Y E S 
S C H H 'I 
A Y B C X 

E G 0 M P L C C L N --·-
HX.LPL IBCJT 
0 F P J ~ J E M G P 

D. M U S C X J Y M S G -----=----

X B W C S 0 X U V D 
1L._:S YE E G U H D P 
X V E U E L E J Y Q 

G B M F I 

' . 
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1· .A ·c'onsideratiori of the fr:ct~; set forth in the subparagrr~phs i-k 
leads to but one conclusion, _vh~, th<:d; the repetitions ex.'1.ibi ted by the 
cryptogrem U11der in'7trstigetion are not acciqental but are causal in their 
origin; and the cause is in t.hi~' cGse not difficult to find: repeated 
letters 'in the plniic. text were .£;Ctually enciphered by identicP.l r.lphabets. 
In order for this to occur, it was necessars tlw t the tetre.graph USYE, fo:c 
example, fall both times in.eX!'lC:t1y the r:.-;amt:: relative position with respect 
to the key. Note, for.example, that USYE in Fig. 1 represents in both 

. cases the plain-text pol:vgro.ph THEA. The first time ·it occurred it fell 
in posi tioris 1-2-J-4 wj. th respect to the ken the second time it occurred 
it hc~ppened to ft:cll in the very Be.me.relutive positions, olthough it 
might ,Just as well have happened to fall in ::'ny of the other three possible 
relL'tive positions with r·espect to the key, v:!J~, 2-3-L.-1, 3--4-1-2, or Lc-l--
2-3 . 

.!!!· Lest the student be misled, however, :.: fr,wr more words n:-e neces--
sary on this s·llb:i ect. In tl·, e n"·er'e·-1i'•"': c:u ,..,., j." .,,.,. ,, .. r,:·· y'h th" wo· ·r. d "ho.ppe· ned" ..... ...., · .... l :.. .1... ,.~ ~·-. Jr.J.O I-' .1./~ -'-··· t.\F:.· ···J~~ .I ...... 

wa.s used; this cvord correctly ·::xprusr:Gs the ick.:> :Ln mind, bec'J.use the in:­
sertion or dc;l.;;tion of n. ;d.nf;l'o pl:.:tin--text lut·i·,e::- t;e·i~ween the two oqcur-­
rep_c,es would have thrown· th•:: socond occm-ronce one letter forwc!rd or back-· 
ward, respecti vel.~·, ilrld thus ce.user:l the pol;;grr:1.ph to be enciphered by a 
sequence of i.::.lplwbut:3 sucb. I.L~: c~cn ·rio longer IJroduce the cipher· polygraph 
USYE from the ·pl2in--text pol;n~:r-~.tph THEA. On the other hand, the insertion 
or deletion of this one letter might bring t.he ·letters of sc)me other poJ.y­
graph into :.-:;irni1ar columns so 1-,lwt s;)me othor repetition would be exhib:~t:~c3 
in case the USYE repetitron h:d. t.lms be:;;n suppressed. 

n. The Emcipl-t(;rment of simill:r letter::. by similar Cil)her alphc:1x·-;:, 
is therefore the s:.:msr~. of the production of repetitions ln the. ciphar text 
in the case of repe~~ting--key ciphers. What principle~; co.n be derived f'ro,n 
this fi.cct, and ~lO'rT can they be Oill})J.oyed in t}w ;;:oluticil. of cryptogrnms of 
this type'! 

o. If a count is niade of the nillnber of let-ters from nnd including 
the first USYE to, but not including, the Sdcond C.lCCurrenco of USYE, o. tot·,.J 
of L.O letters is fcnmd to intervene between the two ()ccurrences. This m~;;-, .. -
ber, ,40, must, Of COUrSe,, be D!J 8Xb.Ct multJ.p1·2 of the length of the key. 
H:J.Ving the plain-te~t, before cme, it is easily seen tlw.t it is the ;t.uth 
multiple; thLct is, t.ht': L-lett.eT key hDf; rel;e2ted it:Jelf 10 tilllos qet.ween 
the fiist .2.nd the second oeeu.rn:nce -::;f USIE. ·It follows, therefo'te, that 
if the length of the ke;i W·3I'G not known, the number L:O could safely be taken 
to be an ex:wt rtul tipJ.e ·of tr>:; length of the h:y; ·in other words, cne of 
the factors of the nu.rn.ber LO ':Vnuld be equal to the:: length of the key. The 
word 11 8afelyn is u::c:ed in tlk p:cec,:ding srm:~(·mce tc mce.n t.hr:t the interval 
40 applies t0 e repeti i:.icm d' !., lt:ottc:Ts e.nd. it he.s been f1.':lcwn th£1 t the 
chnnces that this repdt.i tion i;:: s.r.:cid~C;ntd. nre fJiM'.U. Tho f2ctors . of 40 
are 2, 4, 5, 8, iO, c:nd ~~0. So r·.,;r ::;r. thi:; ~:;ir:gls r•.;;;peU.tion of USYE is 
concerned, if the l~'-.mgth of the ke:; '.'lUre n't. kn:.'\'irl, ~1ll thr:t could be snid 
r:bout the lPtter w~:·uld be that it. .i..::: t::qurJ tc (:U·:J .~,f these fnct.ors. The 
repetition '.J:,· itself t:;ivos nc .furth_er i.G(lic:~·t.:Lon:3. H:Jw co.n the exact fo.ctc:r 
be selected frr)m Gmong a list r_).f' ;38V'3ral i:x:r;:::ib1-:; L:et0rs? 
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.E· Let the intervals between all the :::·cpeti tions in the cryptogram 
be listed. They are as follows: 

····---·-.. ---:--r- . 
Repetit:ior1 ·. · . j Inter·val . · .. {Faet.ors 

---------~ 
lst USYE to 2d ·USYE . J . 

/:0 ') 4, 5, 8, 10, 20. ! •'--'' 
lst BC to .2d·BC I ·. ·16 . 2, 4, 8 . ' lst ex to 2d .ex. i 25 5. 
lst EC to 2d EC. .I 

8rl 2, L,' ll, 22, 44 0 

1st LE to 2d ,. L;'l 16 ? /., 8. l.JD 

I ·-' 2d LE to 3d LE. 4 j2; I 
J.f •• 

1st LE to 3d LE I .20 ·2; L., 5, 10. 
1st JY to 2d J'y 

I 8 2, /._. 
1st PL to 2d PL 24 r): 3, I 6 8, 10,12. 

ucy-,, .. >I 
~, 4, ' lst se to 2d sc ·52 2, J· 13, 26. -~, 

(1st SY to 2d SY, already included in ") .w. I 
(1st us to 2d us, alre;?..dy included in uc:yr' . 

\..J ~.) 

2d us to 3d us 36 '2, 
., 4, 6, a 18. ...~, /' (1st us to 3d us, already included in. usn~~) 

(1st YE to 2d YE, .already included. iri U"Y1P ) u ... J • 

.9.· Are all the.se repetitions .£SU!S<d. repGti tions? It has been s13en 
that the odds against a theory that the u:3IE repet.i tion is accidental are 
about 995 to 5 (since the probability for its occurrence i~> .005), or 199 
to 1. It has e.lso been seon that the odds egail1st rt theory that the eight 
digraphs which occur twice are accidental repetitions are about 99 to 1 
(since the prabu.bility for 2 occurrences of a specified digraph is .01); 
the odds agai.1st .s. theory that the· two digraphs which oc9u:r. 3 times o.re 
.::J.ccidental repetitions are 999 to l. The chonccs 11re very great, therefore, 
that .all or nearly all these repetitions ~re cauflal. Cert~:.inly the chnnc0s 
ag£linst the two occl:u":'rences of the tetrap~Dph USYE and the thl'ee occurrences 
of the two ctifferont digraphs (LE e.nd US) bsing nccidental are quite high, 
and 'it is therefore not; FSton:i.shing thc:.t the intE)rV~llS between D.ll the 
various repetitions, except in one e:s se, ecmtnin the f<:,ctors 2 and 4. 

1:_. This rne£ms that. if tho. dpher i~1 writ_t,~n out in either 2 cclumns 
or 4 columns' c:.l1 tho~e repeti tioris ( e::Cc<~::)t the ex repetition) would fall 
into the. snme columns.. F':~·:::-m · to.b .it follows thet t.he J.ength of the key is 
ci ther 2 or. L, the la t t<.:r, v.1 ?Ji'tl c: tical gi~r.iuncl.s;- being more. pro babJ.e than 
the former. Doubts, ccmce:rnin& ·U-H:: :netter c.f ehoosing betvJeen a 2,...letter 
and a L'-letter key will be d1;:;,:;o1ved \·1ht.Jii th.:! ciphe1· text is distributed 
into· its component unil:lt.rc:rd . .froquortcy diFt.t'ibuti.:ms • 

.§.• . The repeated dig:rDph .CY: in the forr)gcing messo.g0 is Rtn accidente.l 
repeti t~ori, as will_be · nppureHt: by l'8ferring to Fig~ · L . Had the message 

· been longer there :vnuld h!iJVe beoit. more imch ::.;.cd.C:.-2ntr:.l repat:L tions,- but, 
on the other hand, the1·e would. be. ~: proportii.m:1 tely greater r~u.'I!ber of causal 
repetitions. This. is bec<mse the phenomenon of repetition in plain text is 
so all-pervading. 

_1. Sometimes it ho.ppenr, that th•;) cr;;;pt.~malyGt quickly nr)tes c. repe-­
tition of a pc.lygraph of four or mcore lette::.·s, tho interval between the 
first and second .occurrences of which hEtS only two factors, of which one 

.. 
);) 
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is a rela~ively small num[:,er, the other a relatively high incommensurable 
number;. He may therefore asstime cct once that the length of the key is 
equc.l to the s'maller factor without searching for additional· recurrences 

·upon which to corroborate his assumption. Suppose, for example, that in 
a relatively short cryptogrcm the interval betweGn the first end second 
occiirrences of a polygraph of five letters happens to be a number such as 
203, the factors of which are 7 3.nd 29. Evidently the numbe,r of alph·:tbets 
'may at once be assumed to be 7, unless one is denling with messages ex­
changed amoi1g correspondents known to use long keys. In the latter case 
one could ·o.sslline the nwnber of alphabets to be 29 • 

~· Th•3 foregoing method of determining the period in a polyalpho.betic 
cipher is commonly referred to in the li terntm·e as "fn.ctoring the intervals 
between repetitions"; or more often it is simply called "factoring." Be-. 
cause the let tter is e.n· apt term and is brief, it will be employed hereafter 
in this text to designate tho proeess. 

10. Generel remarks on factoring. -· !~· The statement made in Par. 2 
with respect to the cyclic phenc·mona said to he exhibited in cryptograms 
of the periodic type noi;v becomes clet1r. Tbt:J use of a short repeating key 
produces £1. periodicity of recurrences cr repetitions collectively termed 
"cyclic phenomena", an arialysis of which le<'ds to a determination of the 
length of the period. or cycle, and this gives the length of the key. Only 
in the case of. relati vel;v short cryptograms enciphered b:-v. a reln.ti vely long 
key does factorip.g fail to lead to the correct determinat1cn of the numl>,~r 
of cipher alphabets in a repee-t.ing-key cipher; and of course, the fact that 
a cryptogn:.m contains repetitions whose factors show CDnsta.ncy is in itsdlf 
an indication and test of its peri·)dic no.ture. It also follows that if the 
cryptogram is not a repeb.ting-key cipher, then factoring will show no f1ef- .. 
inite results; and crJnverst-Jly the fnct th[~t it ·does not ~·ield definite re­
sults. at once indic~'~tes th:1.t the cryptogram is not a periodic, repeLcting­
key cipher • 

.Q. There are two cases in which factoring leads to no definite resultf;;, 
One is in the cvse Df monoelphabetic substitution ciphers. Here recurrence;? 
are very plentiful as a rule, ancl the· intc)rvols ~~eparBting these recurrenct:;r,~ 
may be fE~ctored, but the f,'J.ctc.,rs will show n.) constancy; there will be sev-­
eral factors common to me.n;; or most :)f the recurrences. Thir; in itself is 
an indica ticn of & monoalpht-.betic substitution cipher, if tho very fact of 
the presence ::Jf·:,~r.-ny recurrences fails tu impress itself upon the inexperi­
enced cryptannlyst. Tho~other ca::;e in -which the process of factoring is 
nonsignificent invclves certd.n typos '>f ncmperiodic, pc,lyolphabetic ciphers. 
In certain of these ciphers r<::currence13 of digraphs, trigraphs, and even 
p·,)lygrc.phs may be plentiful in a long IJe::::::;ng,:;; but the intervals between 
such recurrences benr no definite m.ultip1t:: rel<J.t:i.on t:1 the length of the 
key, such !lE. in the case ·~)f the trW::' rx~rio<lic, rupe·~ ·U.ng-ke;v cipher, in 
which the alphabets chnnge with successive lotters ~:,nd repeat t homselves 
over and over again. 
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.£• Factoring is not the only method of determining the length of the 
period of a p~riodic, pol;valphabetic substituti,)n cipher, !;;lthough :it is 
by far the most common and easily applied. At this point it will merely 
be noted that when the message under study i~; :~·elat.i voly shc·rt ·in compari­
son with the length.of the key, fo·that there u.re orily a few cycles of 
dpher text and no long repetitions affording a b;:tsis f::·r ft1ct(1ring, there 
are several other methods awdle.ble. Howevc::r·, it being deemed inadvisable 
to interject the data concerning those other methods at this point, they 
will be explained subsequently. It i::; desirable at this jtm.cture merely 
tc indicate thnt. methods· other th:::·.n factorii1g d.o exist tmd are used in 
practical work. 

.·. i 
l 
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ll. Second step: distributing the cipher text into the cori1.:. 
pont?nt r:whoall;habets. - a. l'>fter the number of cipher alphabets ' 
inyolved in the c.ryptograu has been ascertained, the next step is 
t~ ·~ewiite the message in groups corresponding to th~ length of 
the key, or in columnar fashion, whichever is more convenient, and 
this automatically divides up the text so that the letters belong-
ing to the same cipher alphabet occupy similar positions in the , 
groups, or, if the columnar meti1od is used, fall in the same column. 
The letters are thus allocated or distributed into the respective' 
cipher alphabets to which they belong. This reduces the polyalpha­
betic text to monoalphabetic terms. 

£. Then separate monoliteral frequency distributions for the 
thus isolated inQ.ividual alphabets are COE1piled. :B'or exa1:1ple, in 
the case of the ci~her on page 9, having detennined that four 
alphabets are involved, and having re·v7ritten the message in four 
columns, a frequency distribution is made of the letters in Column 
l, another is made of .the .letters in Column 2, and so on for the 
rest of the columns. :?a£ll .Q.f th~ ~'l~ti!l_g fl.i-.~t.r:i£!-:l.t io_\'!.::3 .. t~. i.~~­
fg_:r:.~. ~ t;10_Jl£~l;Jh..?-be_:tic fr~!--l§..!l£.1. g_:!_~_ri~.~joll· If these distributions 
do not give the irregular crest and trough appearance of single 
frequency distributions, then the analysis which led to the hypothesis 
as regards the number of alphabets involved is fallacious. In fact, 
the a~pearance ot these individual distributions may be considered 
to be an index of the correctness of the factoring process; for theo­
retically, and practically, the individual distributions constructed 
upon the Q.9J:'I.e.9:t. hypothesis will tend to conform more closely to the 
irregular crest and· trough appearance of a single alphabet frequency 
distribution than will the graphic tables constructed upon an in­
correct hypothesis •. 

12. Third step: solving the monoalphabetic distributions, 
The difficulty exp_erienced in analyzing the individual .or isolated 
frequency distributions depends mostly upon the type of cipher alpha­
bets that i.s used. It is apparent that mixed alpl1abets may _be used 
just as easily as standard alphabets, and? of course, the cipher 
letters th~mselves give.no indicatio~ a~ to which is the case~ How­
ever, just as it vcras found that in the case of mo;1oal;Jhabet ic, sub­
stitution ciphers a monoliteral frequency distribution will give 
clear indications •.vhether the cipher alphabet is a standard or a 
1;1ixed alphabet~ by the relative positions and extensions of the 
crests and troughs in the table 7 so it is found that in the case of 
repeating...;J.:ey ciphersj monoliteral frGquency distributions for the 
isolated o;:· individual alpha'Jets will also give clear indications 
as to whethe~ t~ese alphabets are standard alphabets o~ mixed alpha­
bets. Only one or two such frequency distributions are necessary 
for this determinati6n; if they ~ppear to be standard alphabets, 
sinila1~ distributions can be made for the rest of the alphabets: 
but if they appear to be mixed alphabets, theri it is best to compile 
triliteral freque;1cy distributions for o.ll the alphabets. The 
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analysis of the values of the cipher letters in each table pro-· 
ceeds along the same lines as in the case of monoalphabetic ciphers. 
The analy~is is ~ore difficult only because of the reduced size o§ 
the tablesi but if the message be very long, then each frequency 
distr:Lbution will contain a sufficient number of elements to en­
able a speedy solution to be achieved. 

S:J:CTION IV 

RiliPEATHJG-l::EY SYSTEMS WIT I-I ST.\i·U..'.ftD CIPI-J:E:t ALPI-LI.BETS 

Parazraph 

Solution by applying principles df frequency •••• 
Solution by completing the. pl~in-component sequence •• 
Solution by the "probable-word method".; .•••••..•.•• 

• . 0 

l3 
14. 
15 

l3i Solution by applying piinciples of frequenpy~ - a. In 
the light of the foregoing principles, let the following .cryptogram 
be studied; 

MESSAGE 

l 2 3 4: 5 

A AUK] Y ;LAM K I Z Y M W M J M I G X NFruiLX 

B E TIM I . Z H:B H R A Y M. Z M 

c ·D p v X K Q !I 1~~ H Q L I-I .V R M .L~.z N G G Z V~E 

D H k_.ll· F M I-I K ~5LJS I p L w p 
,_ .. -~·. 

. .n. J z X I G u M '" v D p T E J + E c M y s Q y B A v 

A L A I-I y F D 0 E X w p v H y E . E :Y. X E }~ u D p X R 

z I I v 0 s p "' .E G l ---· B V Z V I r.r u B B Il Q L L X p , .• 
~-':"'! 

H i'J L L L E p T I KW D J z X I G 0 I 0 I --·--
K F lJI w F N p T z I J..J J Z L A M V 0 V V F M Z K T X G 

K N L M D -F . · A A E X, I 

L U A W P R N V I W _m ___ J K Z A S Z L A F M H S -----

--

~ •• t 
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A s'earch for repetitions discloses the following short list. of most of the 
longer rep~titions, with the intervals arid fe.ctors below 11 listed· (for 

• previous experience may lead to the conclusion that it is unlikely that 
the cryptogram involves more than 10 alphabets, showin.g ~he number of 
recurrences which it does);: 

J.tepetition Location Intc,rval Factors ----
LUFMPZJNVC Dl, K3 160 2, 4, 5, g, 10 

JZXIG El, H4 90 2, 3, 5, 
, 

9, 10 o, 

EJK B4, L2 315 3, 5, 7, 9 

PTE E.3' G3 50 2, 5, 10 

QGK D4, Hl g5 .5 

UKH Al, C2 55 .5 

ZLA Jl, L4 65 5 

AS D3, LJ 175 .3, 5, 7 

EJ B4, L2 115 5 

FM A5, Dl 57 3 

FM A5, J2 lg5 5 

FM J2, J4 12 ('\ 

r.:,, 3, !;., 6 

FM JL~, K3 20 2, 4., 5, 10 

FM K3, 14 30 2, 3, 5, 6, 10 

JA · A2, C4 60 2.,·3, 4, 5, 6, 10 

LA Fl, Jl 75 . 3, 5 

'/.- LA Jl, LL! 65 5 

LL G5, H2 10 2,·5 
' ~. 

NL Dl, H2 105 3, 5, 7 

NL H2, Kl 1~5 3, 5, 9 

vx Cl, C5 20 2, I 5, 10 "+' 

YM A3, B3 25 5 
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Q.. · The factor 5 .appears in all but :two cases,. eaQh of Vfhich 
involves :only a: digraph. It seems almost certainthat the number 
of alphabets .is .five.~ • Since t'h'$ text alreadyappear:s in groups of· 
five letters, it is unnecessa~y to revvrite tli.e·. mess'aie·.:, The next 
step is to make a monoliteral frequency distribution for Alphabet :): 
to see if it can be determined .. whether or, npt .standard. p.lphabets 
are involved. n· is as follovis: · · . ·. · ·-- · :. 

Alphabet l. 

A B C D E Y G H I J K L M N 0 P Q R S T U V 7 X Y Z 

.Q.• Although the indication,~ are not very ,clear cut, yet .if one 
takes into considerat\on the sm~Ti amount of da'ta the assumption of 
a direct standard al:r:habet with Yc ~ AP' is_ wo,rth further test. 
Accordingly a similar distribution is made fo'r Alphabet 2. 

· .. 
Alpha. bet 2. 

-·-·=· - ---:: - :: ----· -- -
A B C D E F G H I J K L M N. ,0 P -~ R s T u v \J X y z 

g_. There is every indication of a direct. _standard alphabot, 
with He = Ap •. Let ·similar distribution be' ma:do for the last three 
alphabets. They aro as follows; 

Alpl;l.EJ.bet 3. 

-- ·-
' =- i f 

A B C DE F·~ H I J K L M N 0 P Q R STU V ~X Y Z = 

Alphabet 4. 

----
- - = - = ~ - - - - - - - - - - - - - = A B c D E F ,., 
H I J K L :M N 0 p Q R s T u v 'Fl X y z \.I 

Alphabet 5. 

= -
i - - ~ - l - - - l = 

ABc DE F G H;.'I J K L M N 0 }) Q R s 'T·U v w X y z 
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e. After but little exoeriment it is found that the distribu-- ~ . 
tions can best. be made to fit the normal when the following values 
are assumed: 

Alphabet l il.p ::: We 

Alphabet 2 AP = He 

Alphabet 3 .. ·i-- •I - Ic ""'p. -
Alphabet 4 ~ 

;.;. 
Tc -

Alphabet 5 f>-p = E c 

f· Note the key word given by the successive equivalents of 
Ap: WHITE. The real proof of the correctness of the analysis is, 
of course, to test the values· of the. solved alj_)habets on the crypto-
gram. The five complete cipher alphabets are as· follows; . 

Plain --- ~UL.Q_Q_E F _q H I J K L_M. N_Q_E__Q_H S . .f U V_ W __ X Y_~ 
l - W X Y Z A B C D E F G H I J K L M N 0 P Q R S T U V 
2 - H I J K L M N 0 P Q R S T U V W X Y Z A B C D E F G 

Cipher 3 - I J ~ L M N 0 P Q R S T Q V W X Y Z A B C D E F G H 
4-TUVWXYZABC.DEFGHIJKLMNOPQRS 
5 - E·F G H I J K L M N 0 P Q B~S T U V W X Y Z A B C D 

.;.,' 
;,; 

Fig. 2~ 

~· Applying these values.to the first few.groups of ourmes­
sage, the following is found; 

l 2 3 4 5 
C i p~'l e r - A U [ a Y 
Plain - ~ H C. a U 

l 2 3 4 5 l 2 3 4 5 
J A M I': I -. Z Y M W M 
N.T ERE DR ED I 

l 2 3 4 5 
J M I G X 
H FA U T 

l 2 3 4 5 
NFMLX ••• 
RYJJ;ST~. 

h• Intelligible text at once re~;ult,s, and the solution ·can now 
be completed very quickly •. The complete message is as follows: 

ElJCOUNTERED RED INFANTRY ESTIMATED AT ONE REGIM:JLHT Al!D MACHINE 
GUN COMPANY IN TRUCKS NEAR. EMMITSBURG. .~i HOLDING MIDDLE CREEK 
NEAR HILL 543 SOUTHWEST O:b' FAIRPLAY. WHEN FORCED BACK WILL 
COt.JTINUE DELAYING REDS AT M1illSH CREEK. HAVE DESTROYED BRIDGES 
ON MIDDLE CREEK BETWEEN EMMITSBURG-TANEYTOWN ROAD J-J·JD RHODES 
MILLo 

i• It is obvious that reversed standard alphabets may be used. 
The ~olution is accomplished in the same mannera In fact, the now 
obsolete cipher disk used by the United States Army for a number of 
years yields exactly this type of cipher and may just as readily be 
solved. In fitting the isolated frequency distributions to the normal 
direction of 11 reading" the crests and troughs is merely reversed. 
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14. Solution by completing the plain-component sequence. - ~· 
There is another metho.d of solving this type of cipher, which is 
v1orthwhile explaining, because the underlyin£: principles v1ill be 
found useful in many cases. It is a modification of the method 
of solution by completing the plain-component sequence, already 
explained in Par. 20 of Part I. 

Q• After all, the individual alphabets of a cipher such as 
the one just solved are merely standard direct alphabets. It has 
been seen that monoalphabetic ciphers 'in which standard cipher alpha­
bets are employed may be solved almost mechanically by completing 
the plain-component sequence. The plain text teappears on only one 
generatrix and this generatrix is the same for the whole message. 
It is .easy to pick this generatrix out of all the other generatrices 
because it is the only one which yields intelligible text. Is it 
not apparent that if the same pro9ess is applied to the cipher letters 
of the ind:i,.y!,£!,~~1 ~1.£:1-:labets of the cipher just solved that ·t:.he plain­
text ef!uivalents of these letters must all reappear on one and the 
same generatrix? But how will the generatrix v1hich actually contains 
the plain-text letters be distinguishable from the other generatrices, 
since these plain-text letters are not consecutive letters in the 
plain text but only letters separated from one another by a constant 
interval? The answer is simple. The plain-text generatrix should 

. be distinguishable from the others .Q.EZ_9_§-_U.!2.§. it :z~ll sho~ tllQ£_~ ~nd §:. 
Q§_tt.Q£ ~§_Gortma~1t of :high-freg_~y .:1_etters, .§:!!~}.,_ Ca.!} thus be £..~-=­

lected Q:Y:. the eve frou the whole sei 2.£ g,Q,n~atri~. If this is 
done with all the alphabets in the cryptogram, it will merely be 
necessary to assemble the letters of the thus selected generatr·ices 
in prope~ order, and the result should be consecutive letters form­
.ing intelligible text. 

£.• An example will serve to make the process clear. Let the 
same message be used as before. Factoring showed that it involves 
five alphabets. Let the first ten cipher letters i£ .£§:Ch ~lpb_abet 
be set down in a horizontal line and let the normal alphabet sequences 
be completed. Thus; 

t 



• 

.. -~ 

REF ID :A4146445-

- 21 -

Alphabet 1 Alphabet 2 Alphabet 3 Alphabet 4 Alphabet 5 

l 
2 
3 
4 
5 
6 
7 
8 
9 

~J..Z.JN:SZA:::..:IJ~--=-U: AYEFTHYLK __ KLJ.m,;rm.;vlL__ HIS, .. !GUiH~ij_!__YI!1IXXIRivi:iliG 
BIC1J~OFABJi': VBZHGUIZLiL LNNJI~JCi'J\iV ILXBJ;INL\NU Z.:fNYYJSNFH 
CLBLt'GBCI\:L \vCi;.OHV JANJ:l · MOOKOKDOX'.T JLiYilWJBOV AKOZZKTOGI 
DMCEQHCDU,; XDBPI'iVKBON NPPLPLEPYX KHZJOPKCP\v BLPi1.ALUPHJ 
:l;lJDNRIDEl!lN YEC:~JXLCPO OQQll'}MF:~zy · LOAKPi~LD'~X : CMQBBI'IIVQIK ·. 
FOL!:OSJ:.;;FHO . ZFDm=-J.'hDr~P PRRNhNG~1AZ J:,IJ:'BL':2RE:i:RY DNRCCmif:tJL 
GPFPTKF'GOP AG::;;SLZITZR(] ~SSOSOHSBA W}Cl!iRSNFSZ EOSDDOXSI<lil 
HQGC]ULGHi-'Q BHFTMAOFSR RTTfTFITCB ORDNSTOGTA FPI'EEPYTLN 
IRHRVi:IHI~R CIGUl1B1.1GTS SUUQUQJUDC ffiEOTUHlUB G(!UFFC!ZmW 

10 
11 
12 
13 

JSIS'JiHJJ.S DJHVOC'!HUT TVVRVRKVED QTFPlJVqiVC HRVGGRiWNP 
KTJTXOJKST EKFiPJ:liVU U'JjS-·.7SL.J1<'E RUGQVWRJ'JD IS'!JHHSBHOQ 
LUKUYPKLTU FWXQ;::;S.FN VXXTXTLiXGF SVHiNXSKXE JTXIITCXPR 
LIVLVZQLLIUV 

14 N WtiWA11I-liWT;f 
15 .OXl~XBSNO'JX 

16 
17 

l'YOYCTOl-'XY 
QZPZDUl-'QYZ 

18 RAQAsv;~RZA 
19 SR1BF',hlSAB 
20 .TCSCGXSTBC 
21 UIJrDHYTUCD 
22 VEUEIZUVDE 
23 -lvFVFJAV'JEF 
24 XG'ivGI\B'.!XFG 
25 YHXHLCXYGH 
26 ZIYiliiDYZHI 

Gl.!KYRJ.i'Tt:XW WYYUYUNYHG · TWISX1'TLYF KUYJJUDYQS 
HHLZSGULYX XZZVZVOZIH UXJTYZUMZG LVZKEV::!:ZRT 

.. lOLiATHVHZy YMWA1.-!PAJI VYI::UZAVNA.T-I LI'.VALLHFASU 
JPHBUFJ1UZ ZBJXBX':;)BKJ ':fZLV ABWOBI HXBLll:!IXGBTV 
KQOCVJXOBA ACCYCYRCLK XAl!IUBCXl-'CJ OYCHNYHCUW 
LRPDWKYPCB BDDZDZSDLIL YBNXCDYQ DK PZDOOZIDVX 
MSQ:GXLz;~DC 

NTR.FYMA?tED 
OUSGZNBSFE 
PVTHAOCTGF 
Ct:lUIBPDUHG 
RXVJCQ:;i;VIH 
SYJKD3FIJI 
TZXLESGXKJ 

CEEA:i:AT:8NLi 
DFFBJTBU:B'ON 
J:GGCGCVGPO 
FHHDHDYJHQP 

. GIBIEXIH.Q 
HJ JF JFY JSR ·. · 
IKKGKGZKT$ 
JLLHLBA,LUT. 

Fig.~ 3 

ZCOYD.ii:ZlEL 
' ADPZ:ZFASFH 
BE~.'U~GBTGN . 

· · CF1illGHCUHO 
DGSCHIDVIP 
EHTDIJE.JJQ 
-FIUSJKFXKrt 
GJVFKLGYLS 

C]ASPPAJE~:lY 

·R.BF':}QBKFXZ 
SCG?..RCLGYA 
TDHSSD;;IHZB 
1I,EITTEIHAC 
VFJUUFOJBD 
WGKVVGPKCE 

-XHLmiHQLDF 

Q• If now high-frequency generatrices underlined in Fig. 3 
are selected and their letters are juxtaposed in £.bl~~' the con:.. 
secutive letters of intelligible plain text i~nediately present 
themselves. Thus~ 

For 
Selected For 
_Genera- For 

trices For 
For 

Alphabet l, generatrix 5 -ii:NJ1JRID1.!;l;IN 
·- N T R. F Y M A P, E D 

.C E E A E A T ~ N M 
... OR.DNSTOGTA 
- U E I T T ~ N I A C 

Alphabet 2, generatrix 20 
Alphabet 3, generatrix 19 
Alphabet 4~ generatrix 8 
Alphabet 5, generatrix 23 

Columnar 
juxtaposition. 

of 
letters from 
selected 
generatrices 

~ N C 0 U 
NT:81i.E 

_DllEDI 
H FAN T 
RY . .!:ST 
I ti AT E 
D A T 0 l~ 
E R ~ G I 

.L'IEI-JTA 
NDi·JiAC 

Fig. 4 
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· nain te~xt; ~NCOUNTERED RED INFANTRY ESTIMATED A'r ONE 
REGIMEHT AND M;;.C' • • •• 

• 12:• Solution by this method can. thus be achieved ·githout ~he 
compilation· of any· frequency tables whatever_ and is very quickly 
attained •. The inexperienced cryptanalyst may have difficulty at 
first· in selecting the generatrices which contain the most and the 
best assortinent of high-frequency letters~ but with increased practice, 
a high degree of proficiency is .attained. After all it is orily a ' 
matter of experiment 9 trial~ and· error to select and assemble the 
proper generatrices so as to produce intelligible text. 

f· If the letters, on the sliding strips v1ere accompanied by 
numbers representing their relative frequencies in p·lain text, and 
these numbers were added ~~ each generatrix then that generatrix 
uith the highest total frequency would iQ..§.Q.retig_alJ:.Y. always be the 
plain.;.text generatrix. Practically it .will 'be among the generatrices 
which. show the first throe or four greatest totals. Thus 9 . an entirely 
mathematical solution for this type of cipher may be applied. 

g~ If the cipher alphabets ate reversed sta,ndard alp.habets? it 
is only necessary to convert the cipher letters .of each isolated alpha­
bet into their normal plain comp~l1~·nt equivalents and then proceed as 
in the case of direct standard alphabets. ·· 

h~ It has been seen how the key word ~ay be discovered in this 
type of cryptogram. Usually the key is made up of. those letters in 
the suc~essive alphabets-whose equival~nts are Ap•. ·Sometimes a.key 
number ~s used, such as 8-4-7-l-12, whlch means merely that Ap ~s. 
represented by the eight letter from A (in the norm·al alphabet) in 
the first cipher alphabet, by the fourth letter from A in the second 
cipher alphabet, and so on. Hovrever, the method of solution as illus­
trated above~ being independent of the nature of the key, is the same 
as before. 

15. Solution by the. 11 probable word method 11
.- ~· The common 

use of key words in cryptograms such as the foregoing makes possible 
a method of solution that is simple and c.an be used where the more 
detailed method of analysis using frequency distributions or by com­
pleting_~he plain~c6mponent sequence is 6f no avail, so that in the 
case of a·very short message which may show no recurrences a~d give 
no indications as to the number of alphabets involved, this modified 
method will be found useful. 

£.• Briefly~ the method consists in assuming the presence of a 
probable 'NOrd in the message, arid referring to .the alphabets to find 
the key· letters applicable vrhen this hypothetical word ~s assumed to 
be present in various posit ions ih the cipher text 0 If the assumed 
word happens to be correct, and is placed in the· correct location in 
the message, the key letters 'produced by referring to the alphabets 
will yield the key word~ In the following example it is assumed that 
reversed standard alphabets are knovm to be used by the enemy. 
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MESSAGE 

MDSTJ 'L'QCXC K Z AS A N Y Y K 0 L p 

.Q.• Extraneous circumstimces lead to the assumption of the pres­
ence of the word AMMUNITION. One may' kisswne that this word begins 
the message. Using sliding normal alphabets, one reversed, the 
other direct 7 ·one. proce'ec:ls t·o find the key lett.ers by noting Yvhat 
the successive ecp .. livalEmts. of Ap are. Thus·: 

If M D S T J L Q C X C equals 
A M M U N I T I 0 N, then the key letters (= Ap) are 
M P E N W T J K L P, 

The "key" does not spell any intellig'ible word. One therefore shifts 
the assumed word one letter for•:rard and another trial is made. 

If D S T J L Q C X C K equals 
A M M U N I T I 0 N, then the key letters (= Ap) are 
D E F D. Y Y V F Q X. ' 

This' ·a 13o yields no' intelligible key word. One continues to 
shift the assumed word· forward ohe space at a ti1ne until the foHow-
~ng point is rea'ched; · 

I~ L Q C X C K Z A S A equals 
A M M U N I T I 0 N, then the key letters (= AP) are 
L C 0 R P S SiGN. 

. ' 

The key stands out: It is a cyclic permutation of the name SIG!JAL . 
CORPS. 1 

Q_. If the assumption of reversed standad alphabets yields no 
good results 1 then direct standard alphabets are assumed and the 
test. made exactly' in the same manner~ ·solution' by this method is 
inevitable when the correct word has been assuined and its correct 

·position ascertained.·· Here again is ~n exaniple of the efficacy 'of 
the "probable word" method. Furthermore, as· will be shown subse­
quently, it can also be used as a last resort when r:lixed alphabets 
are ehlployed ~ 
---..----·-M-~-~ o 

1 
It should be clear that since the key word or key phrase r~peats . 

itself during the encipherment of such a message, the pl,ain-text word 
upon whose assumed presence in the message this test is being based 
may begin to be enciphered at any point in the key, and continue. over 
into· its next repetition if it is longer· than the key. When this is 
the case it is merely necessary to shift the latter part of the se­
quence ·of detetniined key letters to the first part, as in the case 
noted; LCORPSSIGN is transposed into SIGN • •• LCORPS, and thus SIGNAL 
CORPS. 
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~' It ~ill be seen in ·the foregoing method of solution that 
the length of the key is of no particular interest or consequence 
in the steps taken in effecting the sol,ution. The determination 
of the length a~d elem~nts of the ~ey comes after the solution 
mther than before ito In this case the length of the period is 
seen to be eleven(SIGN1i.L Cmll'S). . -. 

f~ The ioreg~ing method is o~e 6f.the oth~f method~ of'deter­
mining the length cif the key"(besi~ea .fact~ri~g~~ referfed to in 
Par. 10 £.• ·. · · · 

~ l . 

S::.GCTIOl~ V 

REPEATING-KEY SYSTE:UIS WITH MIXED CIPICR .\.LPI-IABi;TS,. I. 

·. Para,graph 

Reason for the use of mixed alphabets ••••••• 0 0 • 

Interrelated .mixed alphabets ••.• o • o •• 0 0 . 0 0 . -. ... 
Principles of direct syminetry of .position._ • o 

Initial steps in the solution of a typical example 
Application of principles ocf direct s:rcilmetry of position •• 
Subsequent steps in solution • ~: • • • o · o o • • o • . . . 
Completing the solution •••• · •••• o o •••• o •••• 

~olution of subsequent messages enciphered by same 
cipher component •••••••• o •• 

Summation of relative frequencies as an aid to 
selection of the correct ge~eratrices •• 

Solution by the probable-nord method •••••• 

the 

Solution when plain comp011~nt is ·mixed, the cipher,normal. • 

16 
1'7 . 
18 
19 
20 
21 
22 

23 

24. 
25' 

26 

16. Reason for the use of miied il~habets. - a. It has b~~~ 
seen in the exam1;les considered thus far.that the u;;e of several 
alphabets in the- same mes$age does not greatly complicate the analysis 
of such a crypt ograrn. There are three reasons why this. is so: . . 
Firstly 9 only relatively. few alphabets were emplcijed·,3· secondly> these 
alphabets were employed in a period"ic or repeatin-g ;nanner 9 giving 
rise to eye lie phenomena in the c ryptogram9 by means of uhich the 
number of alphabets could' be determined? and; thirdlyj the cipher 
alphabets were knov.m alphabets 9 by which is m3<:l.nt merely that the 
sequences of letters in both components of the cipher alphabets were 
kno<m sequences. 

Q• In the oa~>e of monoalphabetic ciphers it was found that the. 
use of a mixed alphabet delayed the solution .to a considerable degree, 
and it ·will now be seen that the use of Elixed alphabets -in polyal:pha~ 
betic ciphers renders- the analysis much more difficult .than the u,se . · 
of standax·d alphabets, but the solution is still fairly easy to achieve. 
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17. interrelated mixed alphabets.-~· It was stated in Par. 2 
that the method of producing the miXed ali)habets in a polyalphabetic 
cipher often affords clues which are of (great assistance in the anal­
ysis of the cipher alphabets. This is so, of course, only when the 
cipher alphabets :are j;nterrelated secondary alphabets produced by 
sliding components • ·Reference is now made to the classification set 
forth in Par~ 6, ·.in cohnection with the types of' alphabets v1hich may 
be employed in polyalphabetic substitution. · It .wilLbe seen that thus 
far only Cases A(l) and (2) have been treated. Cas'e B(l) will now be 
discussed. 

Q• Here one of the components, the plain component, is the normal 
sequence, while the cipher component is a mixed sequence, the sliding 
of ~he two components yielding mixed alphabets. The mixed component 
may be a systematically-mixed or a random-mixed sequence. If the 
successive alphabets produced by the sliding of two such components 
are set down as l.n the case of the Vigenere Square, a symmetrical square 
such as that sh6wn in Fig. 5 results therefrom • 

. ; 
Plain: ~JLQ.J2.-'-E F~G H I_:I__K L :,; N 0 t.ft g_.§._T U_~ _Vl_K_I_~ . 

(12AYN0~RTHBCDFGIJKLPQSUXYZ 
E A V N ·~ 0 nTH BCD F.G I J K hlP~ S U X Y Z L 
A V N ':I 0?.. T H BCD F G I·J K hi i:' Q S U X Y Z L E 
V N W 0 R T H B C D F G I J K U P ~ S U X ~ Z L E A 

·N 0 0 R T H BC-D F G I J K M P ~ S U X Y Z LEA V 
WORTHBC DFGIJKiviPQSUXYZLEAVN 
0 R T H B C D F G I J K li P ~ S U X Y Z L 3 A V N ~ 
R T H B C D F G I J K li.P Q S U X Y Z LEA V NV 0 
T H BCD F G.I J K M P Q S U X Y Z LEA V N U 0 R 
H B C D F G I J K M P Q S U X Y Z L ] A V N V 0 R T 
B C D F G I J K M P Q S U X Y Z L E A V N '1 0 H T H 
C. D F G I J I\: 1Ji P 'Q S U X Y Z L E A V N '.! 0 Fl. T H B 

Cipher: D F G I J K M P Q S U X Y Z L E A V N V 0 R T H B C 
F G I J K lv: P Q S U X Y Z L E A V H \J 0. R T H l3 C D 
G I J K L-I P '~ S U X Y Z L ·.:1 A V N 'J 0 R·T H B C D F 
I J K M P Q S U X Y Z L E A V N 7 0 R T H B C D F G 
J K M P Q S U X Y Z L E A V N 7 0 R T H B C D F G I 
[ M P Q S U X Y Z L E A V N W 0 R T H B C D F G I J 
hl P Q 5 U X Y Z 1·] A V N ~ 0 ?.. T H B C D F G I J K 
P Q S U X Y Z L E A V N ~ 0 R T H B C D F G I J K M. 
Q S U X Y Z L E A V N ~ 0 R T H B C J F G I J K M P 
S U X Y Z LEA V H_7 0 R T H BCD F G I J K M P Q 
U X Y Z L E.A V N 7 0 R T H BCD F G I J K M P Q S 
X Y Z L .,; A V N 'A 0 R T H B C D F G I J K :.i 1-' Q S U 

· Y. Z L 1: A V lJ j 0 E T H B C D F G I J K M 1-' ·1 S U X 
Z L SA V N J 0 H. T H BCD F G I J K M P Q S U XY 

Fig. 5 
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f.• Su~h a table may be used in exactly the sarce manner as 
the Vigenere Table. Tiith the key word BLU~ the following secondary 
alphabets would be used~ 

Plain 

Cipher n 
(4 

B 
L 
u 
£ 

c D 
E A 
X y 

.i"i. v 

F 
,... 

I IJ 

v H ~J 

z L --, 
l1J 

H "'J 0 

J K I!. 
:.) Q s ~ 

0 ?, T H B c 
A v N H 0 71 

i l 

R T E ··B c J 

F·ig. 6 

u X y z L -,;1 A v n ".J 0 I1 T H -"' 

J F' G I J lC l\:I p ,... s u X y z :~ 

T H B.C D F G I J K LI p Q s 
F G I J Tl" r\r p r, c• u X y z L ,. ~ Q 

18. Principles of direct syrmnetry of po~5ition. - ~· It was 
stated directly above that Fig. 5 is a sy·~;1metrical cipher square? by 
rrhich is meant that the letters in its successive !10rizontal lines 
show a q,ir.§._ct S_Y.!ll_Elet,r,Y.: 9J'.. E£_Sitior:!_ with respect to one another. 
They constitute, really, one and only one sequence or series of 
letters, the sequences being merely displaced successively l, 2, 3, 
••• intervals. The synnnetry exhibited is obvious and is said to be 
patent, or "direct". This fact can be used to good advantage. 

~· Consider, for ex~nple, the pair of letters G and V in the 
B, or lst, cipher alphabet directly above; the letter Vis the 15th 
letter to the ri:;;ht of G. In the L? or 2d, cipher alphabet, V is 
also the 15th letter to the right of GJ as is the case in evory one 
of these· secondary alphabets, since the .[§..l_a.~_i_v_e_ positions they 
occupy are the same in ead1 horizontal line, that is, in each cipl1er 
alphabet. If, therefore, the relative positions occupied by a given 
pair of letters in one of these cipi1er al1)habets is kno1im, and one 
of the members of t:1is same pair has bee;1-locat ed in anotlce'r of 
these cipher alphabets, one me.y at once i)lace the other member of 
this_ pair in its proper position in the seco~d of the cipher alphabets • 

. Suppose, for example, that as the r:Jsult of an analysis based upon 
considerations of frequency; the followj_ng values in a given crypto­
grrun have been tentatively determi~ed: 

Plain 

~--
' l 
I 
I 2 

Cipher i 
! 3 
I 
\ 4 
---

I l I : : I ! .· ~ : ll ! ' l l I : ; : ' l 
_I I t I'"" i ' I I I I ' ,y: ; IV' ' I I I - I ' ' I u-' I I I ' I ' ' I I ·-+- ! I I I I --+-+ j_ ' i ' ---,---+. I I 1 __ • '--+--+' _,_1 -+--1 

--1 I ! i i:~: I : I i I i i iG!T: I iP!ttmT! I ' r· --~ -+ --r-+- --j-- r· -l-+-+-+--_j_l__ ·+--i-. ~'- -
--I II I i I; L ; I l I i i ! : I 'B ; I i 'i ffi±' I I ' 

I I ' I' I I ' i 1 I : I J I -t ·- _ _L__~ __ _j__ ·--1-+-L-+---'-- --t--+ -+-+--1- -
I J I : lin[ ! i j · 1 I . ! I 1 I i I ' I I Q I I --i __ , : : .. ' I I : <! I ! I ! ' I I ' i _I_; --

Fig; 7 

. ·-
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The letter G is cmmnon to I>.l~1habets l and 2. In Alphabet 2 it is 
noted that i: occupies the lOth position to the left· of G9 and the 

,letter i-' occupies the 5th position to the right. of G •. One r.my there­
fore place these letters, N.and ~, i~ their p~oper position~ in 
Alphabet 1, the.letter N being plat~d 10 l~ti~rs before G, ahd the 
letter f, 5 lett~rs atter G. Thus; 

Plain 
l 

ABCDEFG 
G 

H I J K L M N 0 P Q R S T U V W X X Z 
·P Y V H 

Thus, the values of two new letters in Alphabet 1, viz, Pc = Jp, and 
He = UD have been automatically det0rmined~ these values v;e<"e ob­
tained• vrithout any analysis based upon the ·fre..s.~£Y. of l:,c and Nc• 
Likewise, in Alphabet 2, the letters Y and V may .be inserted in those 
positions: 

Plain 
2 

A B C D·8 F G HI 
V N 

J K L M N 0 P Q R S T U V W 
G p 

.X y z 
v· 
J. 

This gives the new values Yc = Dp and Yc = Yp in Alphabet 2. Alpha­

bets 3 and 4 have a coumon letter I, which permits of the placement 
of ·~ and J in. Alphabet 3, and of B and L in A.lpha:Jet 4 • 

.9..• The new values thus found are of cours.e immediately inserted 
throughout the crypt ograill, thus leading to the assU:tilption of further 
values in the cipher text. This proc.ess, the reconstruction of the 
iJrimary components ~~y the application of the principles C'f ·direct 
symmetry of position, thus facilitates and l1astens solution. 

1• ~t must be clearly understood that before the principles of 
direct syrmnetry of position can be a.pplied i:1 cb.ses such as the fore.­
going, it is necessary that the plain co1:1)onent be a lmQY£n sequence. 
·~-Jhether it is the normal sequence or not is irm·,1at 01~ial; so long as 
the sequence is known. Obviously, if the sequence is unkno·.m, symmetry 
even if present, cannot be detected by the cryptanalyst because he 
has no Q§.l.S§.. Ul:JOn which to try out his assumptions for symmetry. In 
other ·'aords 9 direct syomet·ry of position: is manifested in the illus­
trative example because the plain co;:1ponent uas a l:no\Jn sequence, and 
not because it was the normal alphabet. Th~ signifi~ance of this 
point will become a;parent lat~r on in connection vith th~ problem 
discussed in Pa1~• 26b. 

19. Initial steps in the solution of a typical exa<:~ple. ·· ~· In 
the light of the foregoing j)ririciples let a typical message no,:: be 
studied. 
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MIWSAGE 

1 2 3 4 5 

I s F J L R B z -:,'\ y 
""' A Q.jl B R I . ..1..iL.l. C A QV!Yl~U 

B Li T z E I E I B 1~ N ·)~}Bill -·--·-·---
C _.J ..... 2.._J. I J 'B .1 N B Q Q c G Q H I w J K A G E G X N ::..:._;;.;_____::;. 

D IDLIRU VJ:ZYG C~IGVN CTGYO BPDBL 

~ V C G ·X G B K ~.1_Cl__! V X C U N T Z A 0 B 1J F E Q 

F · Q :1 F b 0 M T Y Z T C C B Y Q 0 P D K A G D G I G 
~-----

G 

k Y J J Y Q V F W Y R W N i L G X N F W ~ C J K X 

J I D D R U 0 P J Q Q Z R H C N V W D Y ~ R D G D ~ 

i~ B X D B N P X F F U Y X N F G LI P J B L S A N C D 

L S ~ Z Z G I B E Y U K D H C A ~ B J J F K I L C J 

li M F D Z T C T J R D M I Y Z Q A C J R R S B G Z N 

N ~YAH,~ V~DC~·~ LXNCL LVVCS Q'.J~II 

P I V J R N W N B R I V P J E L T A G D N I R G Q P . 

Q A T Y E . \i C B Y Z T E V G Q U V i Y H L L . R Z U Q · 

R X I H B A I K ·3 J 9___~)2 Z Y F K '} I<' Z L G '.I I<' J ·Q 

S ~ W J Y Q . I B W R X 

~· The principal repetitions of three or more letters have been 
underlined in the message and the factors (up to 20 only) of the 
intervals between them are as follows; 

:yvmnv:JY -- 45 - 3, 5, 9' 15 -
CGXGB -- 60 = 2, 3, 4, 5, 6, 10, 12, 15, 20. 

PJ:LGL 95 = 59 19 
ZZGI 145 = 5 
B1~ T\{ ?;15 = 3, 5, 1')' l'·) ).;...t....L .~. / 

BRI -- .45 = 3, 5, r. 1). ~ .. ~ ,, 
KAG 75 = 3, 5, 15 
QRD -- 165 = 3, 5, 15 
Qtm -- 4.-5 = 3, 5, 9, 15 
QWB -·· 275 = 5, 11 
'HIC -- 130 = 2, 5, 10, 13 
XNF -- 45 = 3, 5, 9, 15 
YZT 225 = 3, 5, 15 
ZTC 145 = 3, 5 

·.t. 

...... 

... 
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·.The factor 5 is common to all of. these repeti tioi1s, and there· seems . 
; tq be every indication that five 1;l.lphPbets ere· involved.. Sin~e the 
:.message alreRdy a9.oears in groups of five letters, it is unnecessary 
·in this case to. rewrite it in groups corresponding to the length of 
,the ke;y•; The monolit-eral frequency distribution for Alphabet 1 is · as follows: . 

~· l 
~= ~ ~~~-=-~§~_ 

i H i'f D E F 'G' H I J K L M N 0 P Q, R S 'I' 

Fig. 8. 

~ 
~---~ 

U V W X Y Z 

~· Attempts to fit this distribution to the normal on the basis 
of a direct or reversed standa.rd alphabet donot give positive results, 
and it is assumed that mixed alnhabets are involvecl. Inclividool tri-

{ . ~ . . 

graphic f.requency. distributions are then compiled and are shown in Fig. 
9: These tables a.re similar to those mad.e for single :mixed alphabet' 
ciphers' and are made in the same way except that instead: of taking. 
the letters one after the other, we ncivv must assemble in separate tables 
the letters which belong to the seper~te alphabets. For example, in 
Alphabet 1, the trigraph Q,AC mee.ns the,t A occurs in Alphabet 1; Q,, its 
prefix, occurs in Alphabet 5, and C, its suffix, occurs in Alphabet 2. 
We may evoid ell confusion by pl8cing numbers indicating the e1phe.bets 
in which they belong above the letters, thus: ~8. . . 

Al<Jhabet 1. 

B c D E F G H I J K L M N 0 p Q, R. s T u v w X y z 
Q,C GW NT TV .AE AS UD UW IT UT Q,P NX -W LB LA LA IW NN Q,I ux Q,R 
PT OP TC AD we FI Q,X II UP YW Yw DE IW 

GK 'l'T LX HW J!'W LV QT .,.NWQ,DRB UE 
ow vVB LW ND LR SY .,. Q,C Q,D LC 
GL GV WG GI GP 
GX we GP ~ Q,B 

XD .AB RI ...... - NVi 
GB JF YV ':': 

Q,E ~-. . ·, 

IV . DI NY IP 
NR sw UP 
AK Q,W . 

Q,B 

Fig. 9-
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Alphabet 2. 

A B c D E F G H I J K L M N 0 P Q. R S T U V W X Y Z 
SN RZ IJ IM GG MD NJ3 IW Q;F WJ3 · _;BD . ZH. IP ,MZ . IX Q)3 GN MJ 

TG VG Q.G GG VZ Q.G BZ BG OD IG GG .. QJ VY BD Q,A. 
·yj· LZ . NZ LV Q.Y PF IE VG ID SZ Q.I 

MJ CB RG VD KL 
SG IG KH MY 
CY MJ RZ XN 
IW AJ 

.Hphe:'bet .. 3 .. 

OJ. . MY IJ LM YN 
MJ . CJ · EG Q.B LN 
VJ AY VY 
VY BN 

IJ 
BF 
RN 
VD 
Q;B 
KF 
GF 

. ~J" 

A B GDE F·G:·H·I J K L M N 0 I'.Q. R·s T·u V W x·y Z 
.YH WR ·· · :PifBY WE CQ RC IE cc rc wG WB . sJ .·. vc PM vc· we' BE 

IK . PK ' LC EX DC · WK DR WF KJ WE TE 
WR: i. ·.DR ··vw IV YJ · . XF B:R WI EY 
CY . WY ,_ .. __ XP 'I'Y. · CK XF TZ KZ 
WI'·· . XB ::··: WZ eX ··'- PQ AC IZ T.A. 
NR··· ':Fz :WJ DI ' . PE XC TE EZ 

EC. ··ex' . . BJ; :. •IB' BZ RN 
~ --~ rnm 
BR CR 
DD VR 
BZ PE 

..... ··:··. ,· ··AD. WY: 
RQ, 

• : ' ' : ,. .~. 1- ... 
VQ '· .... " 

A B c D E F G H I J ,:J:: L M N 0 p Q. R s .T TJ v w X y z 
ZO NQ. YA GG ZY NL MW AQ YG PL. BN WR ZQ FU GH BI ·. GN. FY GN ZG ZG 

DL JI GN YU NW YL GG JY .JA GQ. BI GG GO YT 

DN XU ZI NG in JF :DA JQ. MU. : GG BQ. ZG 

NA FO FQ. \IQ JX GP GS DQ. DT 

HN IW FQ. . GU DU .. ·. EU YQ 

N:D JL . JD ZF GN 

HA JL JR JQ. YT 

LJ Y'ii JN FL 

DQ BI 

NL wx 
VS 

Fig. 9 (continued) 
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Alphabet 5. 

E . ~F G . . H .. I . J K L ~ N 0 P Q R S T U 
KQ YB . C~A. BQ MQ RivJ ZC Et 
XI 1\B · · : EQ RS GQ ZC J=tv< . 
VC CM. ···yo ··• 'ZE CN 

jK IB.QI.RV CM .TR 
YK YQ ·· ~- : crt · 

XB . Eiv( 
ZL. ,RV. 
IV . II 
XB RV 
DB 

.·_.FM 
ZI 

BV 
FG 
ES .. \:w . ,QV · ': ' HO 
CL . BP . QZ PY 
J~T . · ZQ YR YK 
HL 
z.q 

RVV ZA QV 
HV 

~- -:, 

GL 

.··: .. . JH 
. ;j(f 

. _: 

. ···; . 
• 1' •• • . , .. 

YI 
··. ' .. ' ,_ .. 

Condensed tabTE: o:f re}:>'eti'tib:ns~. 

·s;-1e-:2 :.· 
... IV W-2 

Q R·D-2 
W I C-2 

·I:_2-3 
. Q··w B-3' 

, _ Vj'i Y-::-2-

. 2-3~4 
···c G xe-:2 

;p J E;;_2 . 

~:v B H-2 
· -:x ·ir F:..:2 

Q lN--5 
V P-'-3 
V W-3 

. . 2-3 '; 
··. C G-3 

c J-3 
p J-J 
\I · B-.,J 

:: ·.WF--3-
. \! y --3. 
fN: ... j 

3:··4 .·· 
B R-3 

G :x:~-3· . 
J R--3 
N'FLJ. 

Y Z-:-3 ... 

. . : ~ ·-- . . , 3c:4.-:5 

.... 

. ~ ~ ~=f 
···· J• E .L:-':2 .· 
.. Y. Z T~2 z z d-2 

. ·' 4_i5_:1 
.K A G-2 
X G B-2 

.. .z G 1~2 , , · ... :z T c..:2· .. ···. · .. 
.. R .. I,:V-) 

L"-5. 
···1l I-:3 ·.·. 

.. y Q-J 

5---l ' 
G B-4· 
r v..:..3 

.. Q Q-3 

Fig'. 9 ( cont'i:t,m8d) 

v ~~ X y z 
'GI K"-- ,j_ EQ 
EI R- JQ 
FM vm 
EC 
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d. One n~w proceeds to analyze each alphabet distribution, in an 
endeavor to establish· identificetions of cipher equivalents. First, of 
course, attempts should be made to separate the vowels from the con­
sonants in each alphabet, using the same test as in the case of a simple 
mixed alphabet cipher. There seems to be

4
no doubt about the equivalent 

.of Ep in each alphabet: E · = Yc *c de Cc ac · . 

e. The letters of greatest frequency in Alphabet 1 are I, M, Q., 
V, B, G, L, R, S, and c. Ic has already been assumed. to beEp· If' 

2 5 
We and Q.c = Ep, then one should be able to distinguish the vowels from 
the consonants among the letters M, Q., V, B, G, L, R, S, and C by e~amin-

ing the prefixes of jc:• and the suffixes of ~c· The prefixes and s~fixes 
of these letters, as shown by the trigraphic frequency tables, are t~ese: 

f. Consider now the letter Me; it does not occur either as a pre-
2. .. 5 

fix of. We, or as a suffix of Qc· Hence it is most probably a vowel, 
and on accoun,t of its ~igh frequency it may be assumed to b~ Op. On the 

other hand, note that Q.c occurs five timesl as a prefix of We and three 
5 

times as a suffix of Q. . ·It is ther~fore a consonant, most probably R, 
for it would give the digraph ER (= QQ.c) as occurring three times and 

12 
RE (= Q.Wc) as occurring five times. 

1 2 
g. The letter Vc occurs three times as a prefix of We and twice 

as a suffix of ~c· It is therefore 

frequency, let it be assumed to be 
2 

a consonant, and on account of its 
1 

Tp. The letter Be occurs twice as 

of ac. Its frequency is only medium, 
12 

In fact, the twice repeated digraph BWc 

a prefix of We but not as a suffix 

ani it is probably a consona.nt. 

is once a part of the trigra.ph ai~. 5 and Gc, the letter of second highest 

frequency in Alphabet 5, looks excellent for Tp· Mightnot the trigraph 
ai~ be THE? It will be well to keep this possibility in mind. 

1 2 
h. The letter Gc occurs only once as a prefix of We and does not 

occur as a suffix of ac. It may be a vowel, but one can not be sure. 

1. The letter Q. has four tallies under it, plus one occurrence indicated 
by the presence of the letter itself among the prefixes, equals f:lve 
occurrences. The same applies to the other letters. 

. .. 
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The letter£: occurs once as a prefix of·~c 
l~ may be considered to be a consonant. *c 
-·~r: 

and once as a suffix of t ·. 
occurs once as a prefix of 

~e, and:twice as a suffi~ of··~, and ~s .. certainly a consonant. Neither 

1 1 2 
the letter Sc nor the letter Cc occurs as a prefix of We .or as a suffix 

of ac; both would seem to be vowels, but a study of the prefixes and 

1 
suffixes of these letters lends more weight to the assumption that Cc 

1 
is .a vowel then that Sc is a vowel. For. all the prefixes of C, viz, 

~. ~. and~, are in subsequent analysis of Alphabet 5 classified as con-

sonants, as are likewise its suffixes 1 ·viz, T, C, and B in Alphabet 2. 

On the .~~h~r: hand, oril;r ;ne prefix, .t; and on:e suffix, ~c, t'lf §c are 

lat.er .classified a~ ~ori\ion17nt·s.: .. since.vowels are more often associated 

l 
with consonants than with other: :vowels,· it. would seem that Cc ~s more 

1 1· 
likely to be a vowel than S~. At any rate. Cc is assumed to be a vowel, 

... : . . ' .l ' .... 
for the present, leaving Sc: unclassified . 

. 
•" . . 

1· Going through the same steps with the remaining alphabets, the 

following results .are obtained: 

Alphabet Consonants Vowels 
. .- ''· .. 

l Q, v, E, 1; R, cf? I' M, c 
. 2 E, C, D, T w, P, I 

3 J, N,' D, y., F G, z 

'4 
. .. 

R?' Y, Z, J, Q C, E?' E? 

5 G, N, A, I, w; L, T Q, u 

20. Application of p:dnCip.les of direct symmetry of position. - .2· 
The next :step i.s to try to determine a few. values .in each alphabet~ . In 
Alphabet l ,' from the analysis abov~, the following data are on hand:· 

Pla:in 
Cipher 

ABC~E~6~IJKtMNOP~RSTUVWXYZ 
C? I . .C? M Q V 
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Let tp.e valuesh of Ep already assumed. in the remaining alphabets, be set 
.. 9:Pwn;' as follows: 
:•.-:: ·.· ; : 

Plain ]A B- 'cJn1~FJG!_HJ~·:r· i'1TM' l~i-ofPI Qj R is !TJ ui vJ w lx y z 
-t--t- ---;---M·-r-· - I --r--

l ! c1 . i I 1 i ic<: ! IM' i t' tj i I 

l · ~--t-- ,-::i:-+----i-J 1 1 1 I ~ ' .l 
I 

1 

! jw I i -W i I 1 i 1 
1 J : _l ! 

1 I 
l _ ~~~ ! • ~-~-+-+-t-+-1- I I ' l 
I I ---- I . TI ' ' ! I ' I ! 

: IG I j I ! I i Ll i ' ! I ! ' ' I i ' I I • I I ' I 
--f- -- j __ H --+-·- --+-·'---t-+ +-1- ·H--+-,--! ·-+ +-! ' I ' ' I . I I ' ' I 

i I 'C ~ j : 1 I , It I I i I ! I ' I I It +t! I !_I ! I I I 1: i +-- - - -l--,----t-'-L ·-t ' 
! I I I Q. I ! : ! I ' I ! i ! i ' I 

' I . . I . ' ' : I I ' : ! ! 
_ _j __ ~--'~-~ --L~--~ ___ :...___._:__ ... L.-·_._.__L .. 

Fig~- 10 

b. It is seen tb.a,t by good fortune the letter Q. is common to 
Alphabets 1 and 5, and the letter·c is common to Alphabets land 4. 
If it is assumed that one is dealing with a case in which a mixed com­
ponent is sliding against the normal component, cine can apply the prin­
ciples of oirect_symmetry of position to these alphabets, as outlined 
in Par. JZL For example, one may insert the f6llowiri:gvalues in Alpha-· 
bet 5: 

Plain 

(1 
C. h } . lp er ~ ··· 

\5 ·--

--fA ;B 1 c! n! EI-FTGTJi-! I! J! K! LTMfN_l ~ i I' i Q. !E[·s: T! U[ v :w 
__ r-,~~:==r,rrtr_ --r --~11 ·r=r--·!~:------~-~~=r----r~:---r;r=r·=== r-t ---~~-+-~~- + +,_. ~-_._1 -~- ~--t--+~-~~+h-#i--+, -+~ --, _ __l~L.Ll~- L~L __ · ___ l__L_j_ i jC7f i i i I! I I !C7! 

Fig. 11 · 

c. The process at once gives three definite values: ~c = Bp, 

1c ~ Gp, 1c = Rp. Let these deduced values be substantiated by referring 

to the frequency distribution. Since B and G are normally low or medium 

frequency letters in plain text, one should find that Me and Vc, their 

hypothetical equivalents in Alphabet 5, .l::hould_ have lo'IIT frequencies. .As 

a matter_ of fact, they do not app~ar irr_ this alphabet, which thus far 

corrob9rates. the assumption. On the oth~r 1_1-&nd, sin~e 1c = Rp~ ·if' the 

values derived from sym.rnetry of posih~n are correct, ~c should be of 

' . 
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high frequency, and it is. The position of C is doubtful; it belongs 

• ·either under Np or Vp ~ · If the far mer is correct, . then the frequ!=l~PY · 
~ : :. ! .... :: 

of ~c should be high, for it would equal Np; if the .latter is corr:~ct ~ 
... 

then its frequency Ehould be low, for it would equal Vc· As a. ma~ter; 
. 5 . . . 

of fa.ct Gc does not occur, and it must be concluded that it belonfs 

1 . 
under !P .. This in· turn settles the value. o~ Cc, for it must now ;be f 

place.d definitely under Ip and removed from beneath ~. 

d .. The definite placement of·C now permits the insertion of new 
; 

21. Subsequent steps in solution. - §· It is high time that 

the thus far deduced values be in·serted, in the cipher text, for by 

this time it must seem thet one has certa.inly gone too far with work 

based upon unproved hypotheses. The following results: 

...... 
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MESSAGE '. 

~WBRI .VWYC.A ISPJL RBZEY Q,WYEU LWMGW ICJCI . t1TZE1; MIB!CN Q,W:S.RI · 
RE R TE E E RE E E ER 0 R 0 RE R --·----- --··-

.. :-:-.' 
c·· . .'·'.'• 

VWYIG ~WNBQ, Q,CGQ.B: IWJKA GEGXN IDMRU VEZYG Q,IGVN CTGYO BPDBL 
TE A·. ·'E-: E R. EN. EE , E.· .. E .. T . R.:EP'· l E. ,. 

VCQ:J::G BKZZG· IVXCU _ .• NTZAQ _ J3WFEQ, i Q,LF:CO :MTY.Z'l' , GCBYQ. :. OPDKA GDGIG 
T E E ~ .cJ E E R E 0 I E EA 

,.,,. 

: -· ·,. •. j : ·. ~ . ... · . '· 

VPWMR Q,I lEW ICGXG BLGQ,Q, VBGRS MYJJY Q,VFWY RWNFL GXNFW MCJKX 
T K R 1;1 E ENE .. T: E- ... ·. 0 .·. E: E: . .. . .,o "" ,: ~. ·,. \,-· 

IDDRU .OPJQ,Q;·. ZRHON VWDYQ, E:DGDG · BXDBN PXFP.U YXNFG: MP~L S,ANC.D 
E NE E TE E E 0 E 

SEZZG IBEYU KDHCA MBJJF KILCJ MFDZT CTJRD MIYZQ;. ACJRR SBGZN 
E. -.:Bj . 0 , •E .... 0 .· .. I 0 ·E .. E ·. 

Q,YAHQ, VEDCQ; LXNCL .LVVCS : Q,Vl:BII IVJRN 7iN.BRI~ VPJEL TAGD.N IRGQ.P 
R E T EE E E RE AR E • .. R T .E E EN 

; ~ 

ATYEW CBYZT· EVGQ,U VPYHL LRZNQ. XINBA IKWJQ, RDZYF IGlFZL GWFJQ, 
I EN T E E E '.E E .E 

Q,Vi~Q. IBWRX 
RE 'E E 

b. The combinations given are excellentthroughout and no incon­
siste;:ci-es nppee.r. Note the trigraph ~~:. which is repeated in the 
following polygraphs (underlined in the foregoing text): 

.. 

l 2 3 4 5 l 5 l 2 3 4 5 l 
Q. ,W: B· ·R I v .. s Q; il B ·I .I I 

'· 

R E R T R E A R E 
. '•,;i:. 

. 

c. Thele t t~r ~c is common to both polygraphs, cmd a little imagina-

tion will lee..d to the assumption of the value ~e· =· Pp, ;~~lding the ... . .. 

following: 

1 2 3 4 5 1 
Q, W B R I V 
R E P 0 R T 

5 1 
s Q. 
p R 

d. Note ?lso the following polygre.ph: 

2 3 
w B 
E p 

4 5 
I G 
A 

4 5 1 
I I I 
A R E 

1 2 2 4 
v p 'd M, which 
T K 

looks like the word ATTACK. The frequency distributions are consulted 

.. 

e 

.~ .. 

-. 
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to see wheth~r the freouencies given for de end ~c pre high enough for 

. . . 3. . 
Tp end ~, respectively, end also V'hether the frequency of vic is good 

enough for 

. 1)1 
greph tBd, 

Cp; it isnoted that they e.te excellent. Moreover, the cii-
1 

which occurs four times I .looks like TH I thus me king Be == Hp. 

Does th13 ihcertion of these four hew vd·ues in our dic;grain of al-phebets 
2 

bring forth eny inconsistencies? The insertion of the va1ue Pc = An 

1 
end Be = Hp gives no indicntions either way, since neither letter has 

yet been located in any of the other P.lpha'bets. The insertion of the 

value ac = Tp t;ives a value common to Alphabets 3 and 51 for the value 

d.c = Ep. was assumed long ago. Unfortunately an inconsistency is found 

here. . The .letter I has been placed two letters to the left of G in 

the mixed component, and has given good results in Alphebets l·and 5; 

if the val,ue ~c ::: CP, as obtained a:Pove from the assumption of the word · 

ATTACK, is correct, th~p W, and not I,. should .'be the second letter to 

the left of G: Which shall be retained? There ha.s been so far nothing 

to establish the value of de ::: Ep; this value was assu.rned. from freque!lCY 

considerations solely. Perhaps it is·wrong. It certainly behaves like 

8 VOWel 1 EJnd One niay See What hapl_)ens Wheri One Charig8S its Value tQ op; ... 
. 

The following placements result. from the analysi§ when only two or. three. 

new values have been added as a result· of the· clues a.fforded by the de-

ductions: 
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·Fig. 13 a. 

~· • Ma-ny ne\v values are· p~odtic~a.; and .. these ~re :i.nsert~d throughout 
the me.ssage ,' yi.elding the fo:LJ_owing:. 

. l ·''. . 

Q,WBRI VWYCA ~ ISPJL RBZEY Q,WYEU LWMGW lCJCI MTZEI MIBKN Q,WBRI . 
REPOR TE E ·::. EMY ... SR .. . RE ·. '. .. EWCH ES ER 6 . R OOP REPOR 

VWYIG BWN".BQ, Q,CGQ.H IWJKA GEGXN IDMRU VEZYG Q,IGVN' .CTGYO BPDBL 
TE AT HE DE RSON EE G 0 .. E. WO T T RO,OP I 0 HA D 

VCGXG BKZZG\ IVXCU, NTZAO BWFEQ, , Q,LFCO }fJTYZT CCBYQ, OPDKA GDGIG 
T SO T H T •·. ED E · HE . : E .• R E. 0 I SP E' · · A G OAT 

. . . ' 

VPWMR Q,I IEW I CGXG BLGQ,Q, VBGRS. MYJJY Q,VFWY ' R'.7NFL 
TACKF ROM H ESO .. T .. H, ONE T:fi,OOP 0 RD Q, . SE 

IDDRU OPJQ,Q, zillioN · VWDYQ,' 
. : .. 

.. RDGDG BXD:BN ' P x:F:Pu. · YXNFG 
E 0 ANE C E TE E 

: s 0 T H D ,Q, M T 
. '· 

GXNFW MCJKX 
G .. H OS 

MPJEL SAN CD 
OA c E 

····· 
SEZZG . IBEYU KDHCA MBJ.[F KILCJ MFDZT CTJRp_ MIYZQ, , ACJRR SBGZN 
c T ER . ;a· E OR 0 E I . 0 ·oo E. s OF ORO 

Q,YAHQ, VEDCQ, LXli!CL LVVCS Q,WBII IVJRN WNBRI VPJEL TAGDN IRGQ,P 
R E T EE E DB.EP :fi,EP AR . ED 0 V POR .TA. 0 ECOND 

ATYEW CBYZT EVGQ,U VPYHL LRZNQ, XIliJBA IKWJQ, RDZYF KWFZL GWFJ~ 
H IR DON ·TA c E 0 D E E s E GE E 

Q,WJYQ, IBWRX 
RE E ER 0 

22. ·completing the solution. - a.. Completion of solution is now 
a very easy matter. The mixed component is fin'ally found to be the 
following sequence, based upon the word. EXHAUSTING: 

E X H A U S T I N G B C D F J K L M 0 P Q R V W Y Z 

....... 

... 



• 
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. , .. · 

Plain 

1 

2 

Cipher 3 

4 

5 

Fig. 13 b. 

b. Note that the successive equivalents of ~ spell the ~or;'~ · 
APRIL, which is the key for the message. The plain-text message· ~s as 
follows: \,: 

'.'; 

REPORTED E"N"'EMY HAS RETIRED TO NEWCHESTER. ONE TROOP IS REPQRTED 
AT. HENDERSON MEETHJG HOUSE: 'YflO OTHER TROOPS . IN ORCHARD A'l' SOUTH-
WES'l EDGE OF NEWCHESTER. 2D SQ. IS PREP.ARII~G TO A'l'TACK FROM' 'l'HE 
SOUTH.· ONE. TROOP OF 3D SQ. IS 3NGAGING HOSTILE TROOP A'I' NE7!CHESTER. 
REST OF 3D SQ IS MOVHiG TO A'I'TACK NEWCHESTER FROM ~.HE NORTH .. MOVE 
YOTJR- SQ, INTO WOODS EAST OF CROSSROJ..D 539-..AND .BE PREPARED TO SUPPORT 
ATTACK- OF 2D AND 3D SQ.. DO NOT ADVANCE BEYO:ND 1'EWCHESTER. MESSAGES 
HERE. 

TREER, 
COL . 

.£ .. The preceding case is a good example ()f the value of the prin-, 
ciples of direct symmetry of position when applied properly to a cryp­
togram enciphered by the sliding of a mixed component against the normal.­
The cryptanalyst starts off with only a very limited number of assump~ : . 
tions and builds up many new values as a result of the placement of. the 
few original values· in the diagram of the alphabets. 

2}. Solution of subsequent messages enciphered by the s;Bme Cipher 
component. - .§· freli-g~ina:r;-x _remarks. Let it be. supuosed that the cor­
respondents are using the ·same basic or· primary· compqnent but wfth 
different key words for other messages. Can the knowledge of' the se­
quence of letters in the reconstructed primary compqnent.be used to 
solve the subsequent messages? ·It has been Shown that in the case of 
a monoalphabetic cipher in which a mixed alphabet was used, the.pr6cess 
of completing the plain component could be applied to solve subsequent 
messages in which the same cipher component was used. even -ih ough the .. 
cipher component was set at ~ differe~t key letter. ·A 'modification' of 
the procedure used in. that. case can be used in this. case, \~·here a p_lu7 
rali ty of cipher alphabets based upon a sliding primary component is 
used. 
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b. The message.; Let it be .sm:mosed that the following me.ssage 
pq,p~ing between the sanie t<vo ~o~r~s·p;~d~nts as .ih. the .pr;eceding mes-
sagE;, has been ipt1;3rce_pted: . ' •: ' - ' 

,MESS)..G,~; ··. ' ~" . :. i ..... 
. .. , ..• • I ,., I 

SFDZR YR,RKX · MIWL_L .A.Q),.iLU :; ·RQ1R'f :- .~J:QKF )CU_WB.S ,. MD·!c~K 
. ' 

MIOQ,C . UDPTV TYRNH'. .TRORV · ,J.3QLTl· ·Q,BNP~ :· :RT~ .. :.· PTIVE 

RMGQ.N LRATQ PL'\]KR JWR~:F JOMG,P l~_SMR ~X. : BCAB.A. 

OEMTL PCXJM RGQ.SZ VB . • 
~ . ,... 

' . 

.£· ·Factor·ing rand conversion_ .. j,nto plain .comnane.nt; equivalents •... · 
The presence of _a :repeti~ion ,of a .0ur:~l_ette;r; pplygr.~ph who:s.e .i.J;l_terval 
is 21 letters suggests a key word of seven letters.· Ther~ ere very, .. 
few other repetitions, and this is to be expected in a short message 
with a key:of .s:uch length. .. _____ ,__ ........ !.·:.. :··>'•·-;"' 

l 2 3 4 5. 6.7. ' .. '···· "· • . . " ' ::1.·: 2.' 3:··.~ .. 5···_·6 .i . 
S F D. Z R_ Y R -, . _ . . . ]':}J M ,z V, :Y V , 
R K X·t.l I _W_L -·-·.-··. ;·. . .•. ... . •. v p, B R ·!{X Q. 

H~ ~! H·· · ····· ·" · ··· ·•····· ... ·· .. · l~';i~l~ 
MDJZKMI RMOZPRH 
CQ,CUDPT LULEMTG 

-VTYRN·HT WGYVICG 
R 0 R. :V B Q,• 1: d. · TraJ?.sc::r.~pqon i~t() •pe:: . .. : V S :V~ W ·:K .'U Q,. 
T I Q,)3-N P R . riods. ··._Let the •. m_essage, b_~ writc:--:•:<,G. H.:UJC)· T: V .· 
R. T- U H D P· T· ,., .. ten in groups: o:f.. q,ev,en le.tters, '._ . . v. G ,E. :.G; lY~ .T G _ 
I V ER M G Q, . in -columnar fashio~n •.. ·.as sbown in ... H ,W _A .V. R, J. U. 
N L R A_T Q, P .. _ .. :Fig~ 14. · Th~ .'l~t.t'er'~ ·.in,···e~ch > -_-I ~ ·y_ I) ·c;;'u' T 
L U K R K G R · colun;m ·beiong ·.to ·a sing.ie;. a,lpha~. . - Q; E .p_ ,v· ·}'· J V• 
Z F J C M G P bet. Let the let.ters in each ···· ZN.O L R J.T 
I H $ M R G Q. . ,column be con.vert.ed _ip.t.o .'t.~~ir , : ._ H C _F_,,R y J .U 
R F X B CAB :plain_component rpquiv:ale)lts.. b.Yr,, : .. • V N B .K.L D. K 

. .A. o E M T 1. P. setting. the .. .reccn1s.t~uc_t€l(i; 'c\pher -~ . ' D --~. ~.::R.. G -~ ~· 
C X J M RG· Q.· co_mponent agail,'l,st ,the n9rmal :; . ·.:• -. L B._,Q R .V J_ U. 
S Z VB- · a,lphabet ~t :a,ny.arbitrpr.ily se:-:-. F Z W,K 

; ~ ' . . . 1:ected point, for: ex:amp};-e, that.. '·. , . 
Fig •• 14. . shown below.: . . ·: Fi;g .. 15_ : .· .-·· 

Pl~i:~ --.AB-_.c·ri E F ·GH .r:·J K 1M No :P Q.R s.Tu {w X: yz 
'Cipher :--; E X H .A. ·.u S T IN G .:8 CD F J K L lv(() P q·~ }i'!f Y Z 

~ . ; 

The columl!-s _of. eq_uivalen ts _ are now as _shown_ ip. Fig. ~5,. 

.' 

·· ... 
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e. Examination and selectioi_l of genera.trices. It has-been shown 
that in the case of a monoalphabetic eipher it was merely necessary to 

.. complete. the 'normal alphabet sequence beneath the plain-component equi v­
alents and the plain text all reappeared on one generatrix. It was 
also found.that in the case of a multiple--alphl"bet cipher involving 

· · stande.rd alphabets 1 the plain;_text equivalents of each al_phabet reap­
peared .on the same generatri:il e.nd it was necessary only to combine the: 

I . 
. Propergeneratrices in order to produce the plain text of.the message. 
In the case a.t hand. both processes are combined: ·the normal alphabet 
sequence is continued beneath the letters of each column and then the 
generatrices are combined to produce the plain text. The completion 
diagrams for the first two columns are as follows (Fig. lG}: 

Column 1. 

FV~UPRLWYGVHIQZHVDLF 
GWRVQSMXWHWIJRAIWEMG 
HXSWRTNYXIXJKSBJXFNH 
IY'l'XSUOZY JYKLTCKYGO I 
JZUYTVPAZKZLMUDLZHPJ 
KA VZUWQ;BALAMNVEMAI Q,K 
LBWAVXRCBMBNOWFN~JRL 
MCXBWYSDCNGOPXGOCKSM 
NDYCXZTEDODPQYHPDLTN 
OEZDYAUFEPEQ;RZIQ,EMUO 
PFAEZBVGFQYRSAJRFlfVP 
QGBFACWHGRGSTBKSGOWQ 
RHCGBDXIHSHTUCLTHPXR 
SIDHCEYJITIUVD1ITJIQYS 
TJEIDFZKJUJVWENVJRZT 
UKFJEGALKVKWXFOWKSAU 
VLGKFHBMLWLXYGPXLTBV 
WMHLG I CNMXMYZHQ.YMUCW · 
XNIMHJDONYNZAIRZNVDX 
YOJNIKEPOZOABJSAOWEY 
ZPKOJLFQPAPBCKTBPXFZ 
AQ.LPru~GRQBQCDLUCQYGA 

· BRMQ,LNHSRCRDEMV:DRZHB 
CSNRMOITSDSEFNWESAIC .. 
DTOSNPJUTETFGOXFTBJD 
EUPTOQ,KVUFUGHPYGUCKE 

1 
2 

a 
5 
6 
7 
B 
9 

10 
11 
12 
13 
14 .. 
15 
16 
17 
18 
19 
20 

.· 21 
.22 

. : 23 : . 
24 
2.5· . 

Fig.· 16. 

· Column 2. 

~~~]Il{(JGSHGJ{_Q,ENQN~J?] 
OQEOONVHTIHXRFODOTCA 
PRFPPOWIUJIYSGPEPUDB 
Q.SGQ,Q,PXJVKJZTHQYQ.VEG 
RTHRRQYKWLKAUIRGRWFD 
SUISSRZLxMLBVJSHSXGE 
TV JTTSAMYNlv!CWKTI TYHF 
UWKUUTBNZONDXLUJUZIG 
VXLVVUCOAPOEYMVKVAJH 
WYMWWVD~BQ,PFZNWLwBKI 

. XZNXXWEQCRQGAOXIviXCLJ 
YAOYYXFRDSRHBPYNYDMK 
ZBPZZYGSETSICQZOZENL 
ACQ.AAZHTFUTJDRAPAFOM 

. BDRBBAIUGVUKESBQBGPN · 
CESCCBJVHWVLFTCRCHQO 
DFTDDCKWIXWMGUDSDIRP 
EGUEEDLXJYXNHVEIJ:'EJSQ 
FHVFFEMYKZYOIWFUFKTR 
GIWG'GFNZLAZPJXGVGLUS 
HJXHHGOAMBAQ,KYHWHM~ 
I KYI IHPBNCBRLZ IXINWU 
JLZJJIQ.CODCSMAJYJO~V 

· KMAKKJRDPEDTNBKZKPYW' ' . 
LNBLL.KSEQYEUOCLALQ.ZX 

· MOCMMLTFRGFVPDMBMRAY. 

f. Combining the selected generatrices. After some experimenting· 
with these generatrices the 23d generatrix of. Column 1 and the 1st .of · 
Column 2, which· yields the digraphs shown in Fig. 17 1 are· combined. The­
generatric::es of the subs!'lquent columns are examined to se·lect those which 
may be added to these Sllready selected ih brder· to build up the plain 



1~ 
0 () 
s'Q· 
1i E 
R~·o 
tfd 

\ 0 N 
\I V . 
'T H 
q ·T 
:b I· 
s\H ' .. 
E 'x 
F R 
N F 
w 0 
ED 
s 0 
AT 
I C 
C A 
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text. The results are shown in Fig.· 18. 
This process i·s a very valuable aid in 
the solution of messages after .the pri'- ' 
mary compoment has been recovered· as a 
result of the longer and more detailed 

. analysis of the frequency· tables of the 
first message intercepted. Very often' 
a short message can be solved in no other 
way .than the one. 'shown, when the primary:·· 
alphabet is completely known. 

· £. Recovery of the .key. .It inay 

-1'234'567 
0 0 F 1 R s· T·. 
s·Q. U .AD R.O 

·N E .N· EM Y T 
·R.OOPDIS 
MO•UNTE:O 
0 N H I L L F 
-IVENINE 
·THREEWE 
ST·OFGOO·. 
D I·. N T E: N T 

· .··. S H XLLN·E 
E X T E N D S 
F R O·M C 0 R 
N F I E L D T 

. W Q. H U N' .. D R .. 
ED YARDS 
S 0< U .T. H' X I ·. 
ATTkC.KR 
1 C H A R·.D S. 

.. C .A .. P .. T... · ·.~ .. 

Fig. 17 · · 

be of interest to find the key word for 
the message. All that is necessary is 
to get the mixed component of the cipher 
alphabet underneath the plain component 
so as to· produce the cipher letter in­
di9ated as the equivalent of any given 
plain-text letter in each of the alpha­
bets. For example, in the first alpha­
bet it is noted that Cp = Sc. Setting 
the two components under each other so 
as to .bring s of the cipher component 
beneath C of the pla.in component, thus: 

·Fig. 18. 

Plain: ABCDEFGHIJKLMNOPQ,."l.STUVWXYZABCDEFGHIJKLiv!NOPQRSTUVVlXYZ . 
Cipher: EXHAUST I NGBCDF JK.LMOPQ;R VWYZ • · .. 

It is noted that Ap = Ac· Hence, the first letter of the key word to 
the message is A. The.2d, 3d, 4th, ... 7th key letters are found in. 
exactly the sa.me manner, and the following is obtained.: · 

When C 0 F I R S T 
SF D Z R Y-R 
AZIMUTH 

equals 
then~- successively equa.ls 

'•''' .· 

24. ·Summation of relative frequencies as an aid to .the: !3$H~c:tion 
of the correct generatrices. -a. In the foregoing ex~mple, urtder sub._· 
paragraph f, .there occurs· this phrase:· '1After some exper:iinenting with . 
these generatrices ... 11 · By this was meant, of course, th~t· 4ihe :selection· 
of the correct -initial· pair o:f generatrices of plain-text eq1liV'a1e:ri.ts . 
is in this process a matter of trial e.nd error. The test of 11 correct­
ness11 is whether, when juxtaposed, the two generatrices so selected 
yield 11 good11 digraphs, that is, high-frequency digraphs such as occur 
in normal plain text. In his early efforts the· stildertt inay have somE:; 
difficulty in selecting, merely with his eyes, the most like'ly genera-. 
trices to. try. There may -be in each diagram several gener.at:dc.es ·Which 
contain good assortments of. high-frequency lEitters' and' the 'riunib€ir of'. 
trials of combinations of generatrices ·ma;y~ be quite large~ Perhaps a· 
simple mathematical method may be of assistance in the process. 
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b. Suppos~. in Fig. 16, that each letter were accompanied by a.. 
number which corresponds to its relative frequency. Then, by add:l:n'i· 
the numbers along each hor:h_~ontal line, the totals thus found. wil~<V· 
give a numerical measure of the frequenc-y value of each generatri:i¢'~··. :. 
Theoretically 1 the generatrix with the greatest value will be the ;·t:!or.:.... 
rect generatrix because its total will reuresent the sum of the it1ciiv'l.!d-

. .!.; ' ·\ \ f 

ual values of the actual plain-text letters. In actual practice,;. of : 
course, the generatrix with the greatest,value maynot be the corrE:ct 
one 1 but the correct one willcertainly b~ e.mong the three or four / ~·,' 
generatrices with the largest values. Thus, the number of trials·· in~y 
be greatly reduced, in the attempt to put together. the correct genera.-
trices. -

c. Using the preceding message as an example·, note_ the resp~'c ti ve 
genera.trix values in Fig. 19 .. 

1 

2 

3 

4 

5 

Column 1.; 

F.· V Q, U P R L . W V. G V H 
3 2 0 3 3 8 4 2 2 2 2 3 

I Q, Z H V ._ D.. L F. 

7 0 0 3 2 4 4' 3 

G~ W R V Q, S M X- W ~: W I 
2 2 8 2 0 6 2 0 2 3 2 7 

JRA L'WEM G 
0 8 7 7 2 13 2 2 

H X 
3 0 

I y 
7 2 

S W R T N Y X I i J K 
6 2 3 9 8 2 b 7 0 0 0 

T X S U 0 Z Y J y: K ~-
9 0 6 3 3 0 2 0 2 0 4 

s·_ B J. X F 
6 1 0 0 3 

N If 
8 3 

T-. C K Y G Ci I 

7 9 3 0 2' 2 3 

J z u y 
0 0 3 2 

T V P A z· K z· L· M U D L Z 
~ 2 3 7 0 0 0 4 ~ 3 4 4 0 

H p .J 

3 3 0 

K. A V 
0 7 2 

Z U W Q, B A L A M N V E ~ A 
0 3 2 0 1 7 4 7 2 8 2 13 2 7 

"'· 

I Q, K 
7 0 0 

6 1 B W . A V X R C B · M B N 0 W F· N B J. R L 

' ' 

57 

77 

66 

49 

4 1 2 7 2 o 8 3 1 2- 1 8 ~ 2 3 8 1 o B 4 73 

7 .M C X B W Y 
2 3 0 1 2 2 

.NDYCXZ 
8 4 2 3 0 0 

.,. 

S D C 1j'· C 0 P X G 0 C K. S M· 

6 4 . 3 8 3 8 3 0 2 8 3 0 6 2 

T E D O.D P Q, YH P D L T N 
9 13 4 8 4 3 ~- 2 3 3 4 ti 9 8 

Fig. 19 (continued) 

66 

91 
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13 

14 

15 

16 

17 

18 

19 
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Fig. 19 (continued) 

Column 1 (continued) 

0 E Z D Y A U F E P E Q R Z I Q E M U 0 
8 13 0 4 2 7 3 3 13 3 13 0 8 0 7 0 13 2 3 8 110 

P F A E Z B V G F Q F R S A .J· R F N V P 
3 3 . 7 13 0 1 2 2 3 0 3 '' 8 . 6 7 0 8 3 8 2 3 82 

Q G B F · A C W H G R G S T B K S , G 0 W Q 
0 2 1 3 7 3 2 3 2 8 2 6 9 . 1 0 6 2 8 2 0 67 

R H C G B D X I H S H T U C L T H P X R 
8 3 3 2 1 4 0 7 3 6 3 9 3 3 4 . 9 3 3 0 8 82 

S I D H C E Y J I T I U V D M U I Q Y S 
6 7 4 3 3 13 2. 0 7 9 7 3 2 4 2 3 7 0 2 6 90 

T J E I D F Z K J U J V W E N V J R Z T 
9 0 13 7 4 3 0 0 0 3 0 2 2 13 8 2 0 8 0 9 ~3 

U K F J. E G A L K V K W X F 0 W K S A U 
3 0 3 0 13 2 7 4' 0 2 0 .2 0 3 8 2 0 6 7. 3 65 

V L G K F H. B M L W L X Y G P X L T B V 
2 4 2 0 3 3 1 2 4 2 4 0 2 2 3 0 . 4 9 1 2 50 

W M H L G I C N. M X· M Y Z H Q Y M U C W 
2 2 3 4 2 7 3 8 2 0 2 2 0 3 0 2 2 3 3 2 52 

X N I M H J D 0 N Y N Z A I R Z N V D X 
0 8 7 2 3 0 4 8 8 2 8 0 7 7 B 0_ 8 2 4 0 86 

Y- 0 J N I K E P 0 Z 0 A B J S. A 0 W E Y 
2 8 0 8 7 0 13 3 8 Q 8 7 1 0 6. 7 8 2 13 2 103 

ZPKOJLFQ,PAPB CKTBPXFZ 
0 3 0 8 0 \. 3 0 3 7 3 1 3 0 9 1 3 0 3 0 51 

A Q L P K M G R Q B Q· C D L U C Q, Y G A 
7 o 4 3 o· 2 2 8 o 1 o 3 · 4 4· 3 3 o 2 2 7 

B R M Q, L N H S R C R D E M V D R Z H B 
1 8 2 0 4 8 3 6 8 3 8 4 13 2 2 4 3 0 3 1 

55 

88 
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Fig'. 19 (continued) 
1-4 .. ·ri..: 
S..· ;.;., . -+" ·. 

Column<l (continued) 
O: . ar 5' S,..: 

·(!) -~ (l) ·s::. jp"';:j 
..... (!).: tl) 

~ ,0. S.. 
1%1l> 

~3 c s N ·R .M E) I ·T 'S b ·s E F N ·w E s A I :c 
3 6 8 3 2 8 7 9 6 'l.j! '6 13 ':3 ·8 2 13 6 7 7 3 129 

24 D T 0 s 'N :p ·:iJ u T E T F G 0 :X ·F :.T ·:s J D .·., 
4 9 8 '6 8 3 

.. 
0 3 9 13 9 3 :2 8 b 3 9 1 0 4 102 

?5 E u J? T -'0 Q ·'K v ·U F :.tJ G H p y G ·u c K ]) 
13 3 3 9 8 0 0 2 3 3 3 2 3 3 2 2 3 3 0 13 78 

~·: 

··. \· 

.• 

1-4 
·ri Column 2 :>. 
S.. () 

-+" " Q m (l) 
S.. g.~ (l) 
Q (l) r-1 
(l) S.. ro 
0 1%1.:> 

0 N p D N N 'M u G s H :G w Q,' E N '.C N .S :s z 
8 3 4 3 8 2 3 2 6 3 2 2 0 13 8 3 8 6 1 0 90 .. 

1 0 Q, E 0 0 :N v H T ,·I H X .R F 0 'D ·o T c A 
8 0 13 3 3 3 2 ~ 9 7 3 0 s 3 B 4 8 9 3 7 119 -" 

2 p R F p 'P 0 w ·I u J I y :s .G p E p u D :s 
3 3 3 3 3 3 2 7 3 0 7 2 6 2 3 13 3 3 4 1 84 

-· 

3 Q, ··s G Q, Q, p X :J v :K J :z T H Q; F Q, v E c 
0 6 2 0 0 3 0 0 2 0 0 0 9 3 0 3 b 2 13 3 46 

4' R T H R R .· .Q, y ''K w L K A ·u I R G R w F n 
8 9 3 8 8 0 2 0 2 4 0 7 3 7 8 2 8 2 3 4 88 

.. 
... 

5 s ·u I s s R z L ·x ·M .,L :s ,:v J s .H· s X G 'W, ·,J.!J 

.. 6 3 7 6 6 s 0 4 0 2 4 1 2 0 6 3 6 0 2 13 79 
.·. 

6 T v J T T s A M ·y N :M c .w K T I T ·y H F 
a 2 0 9 9 6 7 2 2 8 2 3 2 0 9 7 9 2 3 3 94 _, 

7 u w K u u T ·.·B N z 0 'N ·D X L ·u J u ·.Z I G 

3 2 0 3 3 9 1 8 0 8 8 4 0 4 3 0 3 0 7 2 68 
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Fig; 19 (continued) 

·Col limn 2 (co nt-iriued) 

V X t 1 V 0 ~ 0 A P 0 E Y M Y K V A J ~ 
2 0 4 2 2 3 • 3 g 7. 3 :: 8 13 2 2 q 0 2 7 0 3 

W f ~ « W V t P E Q P F Z N W L f ~ K I 
2 z 2 2 2 2 4 3 1 0 3 3 : 0 . ~ 2 4 2 l 0 7 

.X Z ~ X t W ~ Q C R Q G A 0 X M X 0 1 J 
0 6 . 8 0 0 ~ 13 0 3 g 0 2 7 g 0 2 0 3 ~ 0 

Y A 0 Y Y X F R D S R H E P Y N Y D M K 
2 7 8 2 2 0 3 8 4 6 8 3 . l 3 2 8 2 4 2 0 

Z E P Z Z Y G S E T .S I C Q . Z 0 Z E N L 
0 1 3 0 0 2 2 6 13 9 6 7 3 0 0 8 0 13 8 4 

·. . 
' .. ~.:.' ) .: . 

A C Q A A Z H T F U T J D R A P A F 0 M 
7 ·3 0 7 . 7 0 3 9 3 3 9 0 4 8 7 3 7 3 8 2 

E D R E E A I U G V U K E S E Q E G P N 
l 4 8 l 1 7 . t :3 :2 '2 3 :o 1:) 6 . 1 .0 1 2 3 8 

··. ·."' 

CESCCEJVHWVLFTCRCHQO 
3 13 6 . 3 1 i b '2 3 :2 :2 4 3 9 3 8 3 3 0 8 

D · F T ·D D . C K W I X W M G U D S D I R P 
4 3 9 4 4 ) 6 ~2 7 0 2 '2 2 3 "4 6 4 7 '8 3 

.i ,:· .. 
E G U E E D L X J Y X N H V E T E J S Q 

13 2 3 i3 13 '4 .:1!- .() 0 2 '0 .g '3 '2 :o 9 ],.3 0 <6 0 
.. 

F ·H V F F E M Y K Z Y 0 I W F U F K T R 
3 3 2 3 :3 1;3 ::2 72 0 .o 2 8 '·7 2 3 -3 3 .0 9 8 

:·: •"· . : (: 

G I W G G F N Z L A Z P J X G V G L U S 
2 7 2 :·2 2 :3 ::-8 0 ·4 ;7 ·b :3 :o :0 "2 .2 :2 4 3 6 

20 H J X 'H H G 0 A M E A Q K Y H W H M V T 

73 

60 

75 

93· 

73 

79 

77 

108 

59 

3 0 0 J 3 ·2 :8 7 2 l 7 0 ':b . 2 -0 2 3 2 2 9 . 59· 

21 I K Y I I H P E N C E R L Z I X I N W U 
7 0 2 7 _7 3 3 l '8 3 l 8 4 0 7 0 7 8 .2 3 81 
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Fig. 19 (continued) 

I>. 
Column 2 (continued) ... : .~: ... ·; . tl 

Q 
Q) 

g.~ 
Q).-1 

_, .. f.< ro 
JX.tl> 

J L z J J I Q c 0 D c .. 8: ~ M A-'· J : .Y· J O::X v 
0 4· 0 0 0 7 o· 3 8 4 3' •6'·' 2' 7 '0 '2 0 8 0 2 56 

: .. ... ... "'! . 

23 K M A K K J R D p E D ·T' ,lif ·B : X .z .. ··~ p y w 
0 .. 2 7 0 

.. 
0 0 8 4 3 13 4 :9 .' 8·: 1-:o 0 . :Q: 3 2· '2 66 

'·. ·;:-' 
.L N ]3 ·L ·L K s E Q :F ·:m· u 0 .. c :L A t Q z. X 
4· 8 1 4 4 0 6 13 o·-·- 3 1} · . 3 8' J .4 7 ·4 o· 0 .. o. 85 

. - .. 
./ 

25 M 'b c ·M:: M L T F R G f y ·p;·D· M B M R A y 
2 8·· 3: ·2 2 4 9 3 8 2 3 2 3 4 .• 2 1 2 8 7- 2 .. 77 .. ··:, .. 
.. 

' .. : , . 

a> It will· be rioted that. the fre'cjuen:cy value :o·f :the .23d generatrix 
for·tne·'fi·rst cohunn of cipher·letters is.the ·greatest value; that of .... 
the first' 'geri:eratriX for the second column is the :greatest • In both 
cases these are the 'correct genera trices,. Thus. the· selection: of 'the 
correct generatrices in such cases ha.s'been reduced ·to a purely mat!l~""' 
matical basis which is at times of much assistance in effecting a quick 
solutio:hi ·iXofeover, ·an tinder standing: of the principles involved wHl 
be of considerable value in subsequent wo.rk·. . . . 

· ·:25~'"-solution by the probable-word method •. .., §:•' Occa~ionally one. 
may encounter a cryptogram which is so f;horl that it contains no recur­
rences of'even digraphs,. and thus gives no indications of. the number:; 
of alphabets· fnvoived; · If the· sliding mixed component· is· known. one may 
apply the • method: illustrated' il1 Par ••15,. ass1.l!Ilirig the presence of•·a prob­
able. w'ord. •. arid .. checking it agairi'st· the text a.hd the: sliding; c.omponents 
to··'est~bli sh.:'a.' key, if the correspondents are using: key .words· .. 

:" .. ~.-,; .t··.· ··~ .. .-. ·. - ': .~ .. - ~- ·. . . . 
;. ' 

)i: :For'•e~ample; ·suppdse t:IJ.i.t the :presence of the word ENEMY: is :. · 
assum:ed in th:e· rilessage.itl. PU.·!:31J·:(Jwc;One proceeds· to check it again'st 
an Utiimow-n·ke'y ·word, using ·the ·already re·conktructed·mixed componen:t · 
sliding a.gain:st the normal' end starting' with: the first letter of :the:.· 
cryptogram in this manner: 

... ~ :'. . . ' 

"' 'rf S:E'DZR eqUa.ts ENEMY,· then the successive e.quiva.lents of ~' 
. ·. . . equal XENFVL ... 

: ·: ... \) ·, 

The se·quehce XENFW. spell,s no intelligible word. Therefore. one shifts 
the location of the assumed word ENEMY· one letter· .forward in the Ciphe.r i .· 
text', a~d. the test' is' ma.de' again; i just as was explaine·d on~ ·page: 23~; 

. . . 



REF ID:A4146445 

48 
:···. 

Wh~n the group AQ;RLU is tried one obtains as the key letters ZI1W'.:f, .< 
whi(;Jh, ,.taken as a part of a word, suggests the word AZIMUTH. The'''·· · 
metnod.'must yield solution when ~ correct word is assumed and cor.ret?}f.Y 
Plac~.<f •. :\1 " . ',_., 

~ ::.·, 
.(·_~·~ \~: .·~: 

~'Ei·~.: The danger to cryptographic security resulting from the incl-q­
sion 'of. cry-pt~graphe.d addres!;es ,and signatures .in .cryptographic mes­
sages.~ is directly connected with the prirlCiples of scilutiori by the 
probaple-word method. To illustrate, referemce is made to. the message 
employed in Pars. 19-22. It,will be noted .in Par .. 22 b that the .mes- .. 
sage d,'arried a signat~e (Treier, Col.) and that the latter···was· eri;ciphered.· 
Suppose: that this were an authorize.d practice, and. that' every message 
could'p~ assumed;to conclude with a cryptographed; signature. Th~ sig­
nature':':'!'TREER COL" would at once afford ~1. very good basis for the quick 
solutii:ih of subsequent· me~sagesemanating from the same.headquarters 
as didi.}.he·.fii'st messa~e,.because presumably this .. same signat:ure wo:uld 
appear : . .in othe.r mes~ages.· It is for this r.eason that adc.r·esses ~:md. 
signatlir_es must not be cryptographed; if they inust be included they 
should :be cryptographed in a totally different system or by a wholly 
different method, perhaps by.means.of .. a ,speci9-laddress ?nd s~g:ratur.e 
code. It would. be. best, .howev~r •. to .om:it aJ,L addre~se~ ~nd signatures, 
end to let th~ ~ail'signs of .the headq~a~t.ers concerned. el.so cd bvey' .... 
these parts of the messag~ ,.le[wing :tb.e dis.tribu.ti9p or deli.very to 
the .offices- concerned. a. ffiat:t:er. for local' act'ion' . . . . .. 

. ,,· .. , ' . . •' .. ·.··· 

26. So1utipn whe~ the pl/:d.n c;~ponent: i~ _a kixed .s.eque116~, the. 
cipher component I the normaL ~-·&·· Tl:ii s :fali\3' l,liider 0?,-se. B. (2) out­
lined in Par. 6. It is not the usual method of. emploYing a, single 
mixed component, .hut ropy be. encount:ered, ocea,sionally _in c:ipher .devices. 

• ' 0 A ·~· 0 0 •' ' ' • • 0 0 0 0 ~ • 0 

b~ The pr~liminary st~ps, as :re,gards:facto~i~g to: determine. t.he 
length of the period,, ere the ,senie es-usue.L Th~ inessege is then tran­
scribed into its . .Periods.· Frequency'dist'ribution.'s arethen made,~-~ . 
usual, and these ~re.· attacke~ by the !/r:inciples o;f .f:reqhency arid re­
currence. ATJ. e.ttempt is~ m13-de. ,to e.pp:).-y the p:hncfples- of Q.irect symmetry 
of position, but this attempt will be futile, for· the· reeson that the 
plain component is in_ this cese an unknown ·mix.ed sequence. (See Par. 
18· .d.) Any attempt to f:),nd symmetry in. the s~condary alphabets bas·ea 
upo;;: the normal ;sequence. cen there;fore ·a,isclos~ no _symmetry because, the 
symmetry which. exist;s i_s based. upon a w~:?tly i] . .iffe:(en~· seq_ue_nce •.. 

_g_. However, if the principles of direct symi:l.etry of position are 
of no avail in .t4i.s case, there. are cert.llin .other princ.iples of .symmetry 
which may be employed to greC't advnntege .. To e:ipl~ in theTii i:m. acti.lF.:l 
example will be used. Let it be assumed that it i's kriown ·to the crypt­
analyst that the; enemy .is using. the: genere.l sys,tem ,un9,.er. discussion, . 
viz, a mixed sequence. var,iable from.dey .to day is ·used HS. plain .. compo­
nent, the normal sequence. is u,s.ed, as cipher _co.mponerit, a_nd e repeating 
key, variable. frO!!! message. to messr>.ge, is used in the ordinflry manner. 

·· .. 
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The .foilowingme&s?-ge has been int~rcep;ted: 

Q E 0 V K L R M L Z J V G T G N D L V K E V N T Y E R M U E 

VRZMO YAAMP DKEIJ SFMYO YHMME GQAMB 

.UQ.AXR HUFBU KQYMU NELVT :KQILE KZBUE 

ULIBK NDAXR XUDGL L4DVK POAYO DKKYK 

LADHY BVNFV tlEEME FFMTE GVWBY TVDZL 
'•'' 

SPBHB XVAZC UDYtiE trMMA EUDDK NCFSH 

H S A H Y T M G U J H Q'•. X P P D K 0 U E X U. Q V B F V W B X 

N X A L B T C D L: M :I , V A AA N . s•· Z I .L 0 V .W, v• E' Y A G Z L 

SHMME 'GQDHO YHIVP NCRRE XKDQZ GKNCG 

N Q GUY J I W Y Y T M A HW X R L B L CAD L G N Q GUY 

J U U G B J H R V X E R F L E .G W G U 0 X E D T P ·.·n K E I Z 

V X N W .A F A .A N E M K G H B.. S S N L 0 .K J C .B Z T G G L 0 

P K M B X . · H G E R Y T M ,W L ;Z · N -Q. C Y Y T .M W I P D K A T E 

F L N U J N D T V X J R Z T L • 0. P .A H C D F Z Y Y D E Y C L 

G P G T Y T E C X B H Q E B R K V W M U N I N G J · I Q D L P 

J K A T E G U W B R • H U Q W M :v ';a Q B W .· Y :R' F B F ·.: K M W M B 

TMUtz· LAAH.'Y .. · JGDV(K·· LKRRE• XKNA:o NDSBX 

XCGZ.A H D G T L. VKMBW .ISAUE 
. ,·.· FDNWP N.LZIJ 

S R .Q Z L A V N H L G V W V K F I G H P G E C Z U K Q A P 

·; ... 
~-· 
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d. A study of the recurrences and :facto:r:ing their. in·ter:Vals: discloses 
that five alphabets are involved. Monel iteral bar frequency di stri but ions 
are rriade arid are as' follows: 

i.'. 

' ' 
:: Al:Phabe.t 1 i ... - . , 

-
..• =1 

. ,. - -1'- - ~· -- _. '!' t .. i. = =' J :] :.;.·· -::; :]' :]' . ·. ":]. -· ' : .: = f:: :.:: ± = ~~ ± ± . . r. :.: ::: 

>Ai'phaoet 2.' 

- .. 

1:. -
_,- -

- ¥. ~ ¥. 

-
. ~- ' 

:: A B C D E F G H ! J K L M N 0 P Q. R S T U V yY X Y Z 

::Alphabet 3~:: 

.... -~· ± 

~BCDEFGHIJKLMNOPQRSTUVWXYZ 

Alphabet 4. 

--. 
'i ~ ~ 'i = :t. ;:!. : - - t 1:. .. .. = "ll.f.=;=¥_1_. 

-~ -~ - .- -- - . ' .. 

ABCDEFGHIJKLMNOPQRSTUVWXYZ 

Alphabet 5. 

~ -- ~ 1: - - ~ - = - -= ~ z - ~ ~ ~ ~ ~ - -
~ r~ - -= = - = - = = - - - = -

ABCDEFGHIJKLMNOPQRSTUVWXYZ 

·, .. 
. ·, 

. ~ .: ~ .. 

..• r ~ 

1. 
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~· Since the cipher component in. this case is. the normal alphabet, it 
· fo 11£~£_! ha:L.! he ..1.3: ve fr~~en cy _il:~.!i :l...?~t ic;n~ ~.-.§:!:~ _ _2a sed -~po~-~..:.§.~gue~.c e which 
i.§ kn~ Therefore the five frequency distributions should manifest a ,Ciirect 
_§ymmetry of 'distribution of crests and· troughs. By shifting the five distri­
butions relative to one· ano'ther, all five ·Can be matched as regards the posi­
tions of the crests and troughs, thus reducing th;-fi-;;-distributions to a 
single equivalent monoalphabetic distribution. Note how this has been done 
in the. case of tho five illustrative distributions: 

Alphabet 1 

-.-
- : = = ~ - ~ 

A B c£ ~ ~ 5 ~- i 1 ~ f h1 ~- 6 P Q R ~ -~ ~ ~ W ~ ~- Z 

= --
z ~ -= = -= 

g. 
_'i. ~ ~ .. ~ g = ~t - - - -- - - - - - - ~ E.- .. 

Alphabet 2 - S T U V W X y z A B c D E F G H I JK L M N 0 p Q R 

= e ··-
..,; -

i l -~ t §{ ... 

i. l t ,. - ll - l l l -
- = - = - - ·- - = - ·- -

Alphabet 3 - T u v w X y z A B c D E F G H I J K L M N 0 p Q R s 

§ii t ~ l~ 
- - _ lll l l = l = = ~ ~ .E i _ 

Alphabet 4 - 0 P Q R S T U V W X Y Z A B C D E F G H I J K L M N 

- ·.- -
Alphabet s - R S T U 

i.;. 
_:t;;ii: 
VWXYZABC 

Fig. 21. 

-:t 
foo 

t 
.. ;: - - -
D E F G H 

: i 
~i~ 

I J K L 
- ~ t 
M N 0 P Q 
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f. Tho superimposition of tho respective distributions enables one to 
conve;t .the_ cipher I otters of the fi vo alpha botfi: into one alphabet. Suppa se 
ii; is decided to conyert alphabets: 2,: :3, 4,, apd 5, into alphabet 1 •. It is 
merely necosst1ry to subst:lt.ufo· fO;'· tho rospod:Lvo .. 1.eftors~ in: t}1o four alpha­
bets those which stand· a]Jovo.· thorn in AlPhil'tlot l. · -For, exaJ11ple,,.. in; Fig. 21, .Xc 
in Alphabet 2 is directly .undQr:. Ac in .JI,lpha:bot 1;:. hon~c,· Ift1ici superimposi-

tion is correct_ then J.;,:~~· ::;Th0~ofDr:~,-~i~ ,~ho:c~y·pt:ogram·it is·meroly neces,-

sary tc, replace every Xc in the so.cond; po;sitio:n by- Ac .; ,Again Tc in Alpha~JOt 
3 = Ac in Alphabet l; thoreforo 9 in the cryptogram one replaces every Tc 1n 
tho third position by Ac• Th0 entire proce~s gives the following CO!!_VO!:_!od · 
message; 

Q H V H T L U T X I:: J Y N F P \ N G-- S, H- T E Y U F H E U T G N V U G Y X 

Y D H Y r ~~D' N L=' u s s I T K x :: y-- K;:;~:;i N G iT H 1 k . u T H J k H x. M N D 

K T F Y D N H S H C~ K T P X N ~K C I G N U 0 P N T N G H J K X X K S U 
~- :• 

L D K H T ~p R H K:X;;_ D N R K T ,:.1 D K T H ~ Y U- R E U H L Y N F I T F N 

.. 
G Y D N H ··T·Y K:Vu S SIT K ·XY:H·L·L-

NFME~ f-!:VHTH TPNGS HTEBY PNVGN XXXHK FYDNG 

N A H X K T F K x::v" I Y H M J 'N V G~·.U U 0 Y D H Y Y D N 'L U S K T Y N 

... 

G T K . T X . '¥ ~K P : H :y : I~ F Y D N : X -N::K : C :): - G N U G P N T N G H J L D K . H 

T P H T F X-U S N U 0 D K X P N T N G H J X B S K J K Y H G E U M X N 

!.. • •• 
D N ~ U I V A U. I J F D H Z N M N N T K S.V U X X G Z N G X X H K F Y 

::.: :':. l 

K M J N I 'T J N X X P N ·r N G H J L D H T P D X I N T J K 'H T P D u·Y 

D N H F N F 0 U G S N G A H G J U G F U ~ S H T L D I G K H D H F 0 U ... 
.. ·n 

G S N F H "T. H J J. K H T L N A K Y D Y D .. !:I L. U S S I T K X Y J N H F N 

G X D N A H X X I V V U X N F Y . U M N · 0 K P D Y K .T P B X T · L · p tr T H 

J J K H T L N Y D N X N U M X N G Z N G X F N L J H G N F U V N T N F 

I V H G N F G U I Y N 0 G U S S U X L U A Y U T U G Y D H T F L N T Y 

G H J L D K T H B 
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The monoalphabetic frequency for this follows. Note that the frequency 
of each letter is the s~m of the five frequencies in the corresponding:. 
columns of Fig. 2i. · · · · · ·· 

i g 
% l. 
$ '}.'' 

'- '-
= '- I l 

= l t t -

. :., ··'' . 

···.· .:.: .. 

.. •, ,. 
... ~ . --

$ 
% 
1 

1 1 
., ., .' ~ .. ' . 

,{ 

·. $. = . 

ii; 
X X 
l 1 
g 
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g. The problem having~been reduced to monoalphabetic terms, a,tri­
graphic frequency qistribut~on can .now be t'flade ar;d solution readily attained 

. by simple principles~ )t yields _the following: 

. : 

.. 
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JAPAH CONSULTED Gi::':lv!AIJY TOD,~.Y ON REPORTS THAT THE COMMUNIST INTER-

NATIONAL WAS BEHIND THE .AMAZING SEIZURE OF GENEl-l.ALISSTiviO CHii•NG KAI SHE;K IN 

CHINA. TOKYO ACTED U!JDER THE ANTICOlvilviUNIST ACCOHD RECENTLY SIGNED BX JAPAN 

AND GERMANY. THE PR8SS SAID THSRE _;JAS INDISPUTABLZ PROOF THAT THE COfuiiNTERN 

INSTIGATED THE SEIZ~JHE OF GENERAL CHIANG AND SOME OF HIS GENERALS. . ~IILITARY 

OBSERVEHS SAID THE COUP \VOULD HAVE BEEN mPOSSIBLE UNLESS GENERA~ CHANG 

HSUEN LIANG HOTHEADED FORMER WAR LORD OF M.ANC!1UlUA HAD FORMED AN ALLIANCE 

WITH THE COlvJ.MUNiqT LEADERS HE WJ.S SUPPOSED TO Bh: FIGHTING. SUCH AN ALLIANCE 

THESE OBSEHVE[ZS .l.).ECL,l.R.ED OPEl~ED UP 'ii. RED ROUTE FROM iv!OSCOW TO NORTH il.ND 

CENTRAL CHINA~ 

, h· The reconstruction of the plain component is. nnw a very simple 
matter. It is• found to be as follows: 

H¥DY~ULICBEFGJKMNOPQST~WXZ 

Note also, in .. Fig. 21, the keyword. for the message, (HE.WY), the ,letters 
being in the columns headed by the letter H. 

i· The solution of .subsequent ines.sages with different keys can now be 
reached directly, by a simple modification of the principles explained in 
Paragraph 18. This modification consists in using for the completion the . e 
r.!!i~ed.Jih~i!:L£.9.!!!.E.2.Q£ri.t (nov! known) instead. of tho normal alphabet, after the 
cipher letters have boon converted int'o their plain component equivalents. 
Let the student confirm this by an experiment o 

.i· The ·probable-word rr:ethod 'or solution discussed under Paragraph 20 is 
also applicable here, in case of very short cryptograms. This method pre­
supposes of course, possoss·io'n of ·the mixed component; the procedure ·is es­
sentially tho same as that in Paragraph 20. In the example discussed in the 
present paragraph~ tho letter A on the plain component was successfully set 
against the key letters HEAVY; but this is net tho only possible procedure. 

k· Tho student should 
into monoalphabetic terms" 
thoroughly understands ito 
principle is of very groat 
problems. 

go over carefully tho principle of "conversion 
explained in subparagraph f above until he 

Lator on he will encounter cases in which this 
assistance in tho cryptanalysis of more complex 
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SECTION VI. 

REPE1:..TING-Y.EY SYSTEi{IS ~,iJ:TH MI.({ED CIPHER .• ~LF'Bh.BBTS, II. 
Par • 

. ·, .!'· ·' 

Further cases to· pe•-cons·icterecL • .•••• · •••• • 27 
.·,· .. 

Identical primary, mixed, compone.nts proceeding in 
the same direction •••••••••• . . . • . . . 28 

Cryptographing and decryptographing by means of 
identical, primary !nixed ·component.s~ · ·· •• •· •••• 29 

,:_.::. 

Principles of solution •• . . . • • 30 

27. Further cases to be ~onsid-e.red •• - §:··Thus far Cases B (l) and 
(2), mentioned in Paragraph 3 have been treated. There remains Case B (3) 
to be studied •. ·This ·'case has been 'further subdivided as .follo'J'is: 

Case B (3). 

(a) 

Both components afe mixed sequences • 
.. ,_. ,. 

Components are identical mixed sequences. 
(l) Sequen:::es proceed in the same direction. 

(The secondary alphabets are mixed alphabets).· 
(2) Sequences proeeed in opposite directions. 

(The sec.ondary alphabets are recipl~ocal mixed 
·· alphabets). 

(b) Components are different mixed se·quenc:es. (The 
secondary alphabets are mixed alphabets). 

Q• The first of the foregoing subcEcses will. now be examiped. 

28. Identical, primary mixed eomponents proceeding in the same 
direction. - §;· It .is often the case that the mixed components are d·erived 
from an easily. remembered word .. or phrase, so. that they. can be reproduced 

.at any time.from memory. Thus, for example,. given the koy 1imrd 
· QUESTION.~ELY, the following mixed sequence is derived: 

q,U EST I 0 NAB LY CD F G H J K M.P R V W X Z 

l!.~ By .using· this sequence as both plain and ciph~r · compor+ent, 
that is, sliding this sequence agfiinst itself, a series ·Of 26 secondary 
mixed alphabets may be prGduc·ed~ For example, by setting the two sliding 
strips against each other in the two positions shown below, the cipher 
alphabets labeled (l) and (2) given by the two settings are seen to be 
different. 
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Koy letter- A (i. o., Qp ,, ) 
-.n. • 

c 

Plain component.· 
,i; 

C)UESTIONABLYCJFGHJl<EPEV.VXZ~UESTIONABLYCDFGHJKMPRV'NXZ 

(/UESTION,lliLYCDFGHJKiiiPRWlXZ 

·Cipher colonent·. • 

Secondary alpha~et: 

• . i)lain - ;J3CDEFG~UJKLMNOPQRSTUVWXYZ. · 
(l) Cipher - HJPH.LVW)C)ZQKUGFEASYCBTIOMN 

Key letter= B (i. e., Q =B). p c 

Plain. component.~· 
' ' ' \II ' ': '' : 

QUESTION,~.BLYCDFGHJIOi!PRilWXZQUESTIONABLYCDFGHJKI•.:IPRVvVXZ. 

QUESTIONi~BLYCDFGHJKI·APRV'.:/XZ 

. ' ~\ ' ' ' ' ''' ··. 

CipheT component. 

Soc ondary alpha bot: 

f, \ Plain - ,~BCDEFGHIJKLlviNOPQRSTUV'NXYZ 
\.);..,)Cipher - JKrtVY'JXZFQUMEHGS BTCDLIONP.~~ 

£.• In enciphering a mossago by· such sliding strips; a key vvord is used 
to designate the particular positions in whi::;h the strips are to be sot, 
the same as was the case in previous examples of the uso ·of sliding components. 
The method of designating the positions is, howe~er, slightly different, the 
reasons for which vvill appear in tho succeeding· paragraph. In the methods 
heretofore given, tl1o key letter; ·as located on thG Cipher component, was sot 
opposite A, as located on thiY plain component; in .othar words, if.~. vms the 
key letter, then tho two sliding strips wore s0t so that ;,p = A • In this case, 
however, where identical mixed sliding compoi1ents are. used, tho ckoy letter is 
set opposite the fii.§.l letter of tho soquonco upon which tho primary com­
ponents are based; that is 1 if A is tho key lot tor, .then tho sliding strips 
are set. so th~:~t ·. Qp = Ac in the casG of the mixed components shown above~ 
Hence,. ln the. flrst of the·twooxamplos above, the kaT latter for. tho flrst 
example being A, then Ac is set, opposite Qp; in the.· second of these examples, 
the key letter being B,. then Be· i$. set cpposito Qp• 
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~. Vory fruqucntly a quadricular or square table is· employed by the 
correspondents, instead of''siiding strips, but _the results are the sruiH3. · 
The square table based upon the word QUESTIOIJABLY is shoWn in Table 6. It 
will bo noted that tho table does nothing more than set forth the succes'sivo 
positions of the two prima-ry sliding components, and tho top -line of the 
table is the plain component; the succossi ve horizontal lines below it, the 
cipner component in _its various 'juxtapositions. The usual method of em-· 
·ploying such a table is to take as the cipher equivalent of a plain-text 
letter that lottQr which lies at _the intersection of tho vertical column 
headed by the plain-text letter and the: horizontal row begun by the key 
letter. For example,_ the· cf,pher o_quivaient of Ep _with key lett or T is ~he 

_ letter 0 0 or E (Tlc) = 0
0

• Tho nieth'd given in paragraph :Q, for dotorm1n­
ing the dpherp oqu1 valents by me-ami of the two sliding strips yields tho 

-. SaniG resultS as d 0 OS_ tho Square table~ 

TABLE 6. 

Q U E .S · T 1 0 N A ;B L YC D F G H J · K M P R V W X Z 
U E S T I 0 N A B L Y b Il F. G H J K M P R V W X Z Q 
EST I 0 NAB L Y C D.F G H J K hlP R V W ~ Z Q U 
S T I 0 N A B L ·y C D F G H J K M P H ·v W X Z Q U E 
±I 0 N A ~-L-Y G D F d H j K M P ~ V W X Z QUE S 
I 0 N A B L Y C D F G H j K M P R V W X ·z Q U E S T 
0 N A B L Y C D F 3 H J K M P R V W X Z Q U E S T I 
NAB L Y CD F G H_J ~ ¥ P R V W X Z QUE S T I 0 
ABLY CD F G H·J'K M ~ R V W X Z QUEST I 0 N 
B L Y C_D F G H,J ~ M P R V W X Z QUEST I 0 N A 
LY CD F~ H J K M P R V W X Z QUEST I 0 NAB 
Y C D F G H J K M P R V W X Z Q U E S T I 0 N A B L 
CD F G H J K M P R V W X Z QUEST I o·N A·B L Y 
D F G H J K M· P F(V W ·x Z Q tJ E S T I 0 N A B L Y C 
F G H J K M P R V W X Z Q D E S T I 0 N A B L Y C D 
G H J K M P R V W X Z Q U E S T I 0 N A B L Y C D F 
H j K M P R yj X.l Q tl m S T r 0 ~ABLY CD 'F G 
J K M P R V W X Z Q U E S T I 0 N A B L Y C D F G H 
K-~ P R V W X Z Q 0 E S T I 0 N A B L Y C D F d H J 
M' ~ R V W X2 ~ U EST I 6 NAB L Y G D F G H J K 
p· R V ·W X Z Q· U E S 1' I d N A B L Y C D F G H J K M· 
R. V W X Z QUEST I 0 NAB L Y CD F GH J K M p· 

iV W X Z ~ U k S TIn NAB L Y C Il F G H J KM P R 
W X Z QUE G T 'I 0~ A B t Y C D:F G H J K M P R V 
X Z QUE S r t 0 N ABLY C_D F ~H J K M P R ~W 
-~ Qtl E S 1 IriNA·~ L"Y ·c D F a·H J K M P R V W X 
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29. Cqrptograj:lhi!)g .a,ndcle~ryptographing ):ly identie;a.l, .primary mixeq 
c,ompof}l3rits~ .., There is not]fing of special interest· tci be •. noted in co11nection 
witl;t ·the y~e either. ~f: id ent.ical mixed, components of an ~qui valent qhadpictifa.r 
tab,l<;J· suc;n'as that shown in Ta1)ie6,,.~n_.enciphering_ or deciph~ring .. a::~essag~. 
The b~~~{,_princiP,los .are. t}'w. swpe a~ ~n ~}1(3. case oft he sliding of orye rrii~~d 
c ornpor}E:Jl}t > a.gain st .-~he rwr:tl}a L c;hangeable. keyword 9 of vaqing ·lengths~ . The, : 
compc;n1entt> may b3 changed .at w:i,ll ar~d so.on. All .this l-ps'been demphstrated 
adequat eh enough i~ Spec:i,.aL~ext No. 165·~ · Elemento.~yivlilitary Crypt ogr~p4y. 

' . . . .• ... . ·. . ·.· . . , .• :. .• :· '•! 

~ :: ~· ; . 

· 30~· _ .Prind.plc<s cf solution.- ~ a. B;).sically .tho .principles of solution 
in the:_case··ofa crn't~g1:amo~qi,phe;~-;d· b,y,t'wo ido~tiea:i.,mixed sij~di:~v,,c?_ltipon-
ent.s ;l:_l.re the sam~ o.s. in t}113 •,pr:eceding C?-se •. Primo.:r::y rt)courso ~s hacl .. '~o}he 
princ ipr'9~l:9 f fre cp.10"1cy and ·rop(3.t i don of s ;i..ngle .lot t ei·s, ·: d lgraph s, t r'ig'ro.phs, 
and polygf'[iphs. ·'once an '8nteri~g ~edge .has been forced :l.nto tho probiom, the 
sub~eque!1t,. steps may consist merely in· continuing· along tho same lines .as be- A 
fore, building up tho solution bit by bit. ~ 

.Q. Doutloss the question h;s nl;e~dy arisen in the student's mind 
o.s to whether_ ~-n:r principles ,of ?.Yntmetry. of po~ition .can bo used to o.ssist 
in tho solution and in the, roco.nstr.uctiori of the cipher o.lphn.bots in cases 
of this kind 'und~_r, consicl.erat:it;>n~ >r~i~ phaso oftho·_s~bjoct .will be taken up 
in the next sod ion and wilLbo. troo.tod in a· somewhat det:'.ilod .manner, because 
the theory o.n'd pril1cip:).es in,;olv()d ;aro of very w:i'de application in c~ypt-
analytics. . · ·· .. · . . .. .. · 

:; . ,. 
SECT ION :V~I • 

THEORY 0}\ INDIRECT S\1vi::ilETRY OF· _POSITION IN .SECONDARY ALPHABETS. 

Po.r. 
i~oconstruct·ipn of pr::.mD.ry cor~pon~n{s from socondnry o.lphabots 31 

.. '. 

31. Reconstruction of primo..ry component_s:from socondnry alphabets. 
. ' . . 

.9:• Note tho two so~c;nd:.:try alphabets (1)" 2;.nd (2) ,givon in paragraph 
27b. Extornallythoy shown() ~osomblanco or syrn~ot.ry despite the fact that 
they were produ:cCJd. from tho snr~o ppimary; components •. NovorthGloss, whon tho 
matter is st~d~ocJ.: ~ithcaro,·.a symme~:ry of·positirn is discoverc.blo. Because 
it is a hidden •or b.tont · phenom,ono!l, it rr1ay be torrnod .:J-.0:t2.f!t_.§.Y@Ql.Q.try_Qf 
J?_q_£.iii£!2• However, in _previous texts the phonomonon ho.s bo•Jn dosignn.tod as 
::tn iD.9..i£9.£.Lsymmci:tr.Y..~Qf_:R£Qiiiorr CLndthis ~orm~nology has grow11 into uso.go 
so that a chango is por-haps now inadvisable. Indirect symriwtry of position 
is fl. very iint orost ing and. oxcood ingly useftil' phenomenon in cryptanalytics D 
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:Q:. Consider the following secondary alphabet (the one labeled (2) 
in pai~g~aph 27h)t 

Plain A B c J E F f' H I J K L M N 0 p Q R s T u v w X y z U" 

Cipher J K .D· v y '.'{ X z F Q u F E H f' s B T C D LI 0 N p ·A H ,, U" 
.. 

' 

g_. Assuming .~t ~o be known that: this is a secondary alphabet produced 
by two prime:r:t ir:l,·l, ';:i.cal mixed '.components, it· is dosited to recOnstruct the 
latter. Construr;i~ a chain of alternate e - e - e ·:values, beginning at 
any point and c.ont:i~uing until the chein Ras b~en c~mpleted. Thus, for 
example, beginning Vvith Ap = Jc~ Jp = Qc' Q-p =Be' and dropping .·out the 
letters co~non to success1ve palrs, there results the sequence A J Q B • 
By completing the chain tho following seqi..tonce of ·letters' 'is estaplished.: 

A J Q B K U :L M E' Y P S· C. R T D V I· F' W 0 G X N H Z 

!i· This sequence consists of 26 letters, arid when sll'd· ·against itself 
-wilT produce exactly tho same secorida1·y' alphabets as do the primary corri­
poric'nts:_ bas·ed upon the irvord QUESTIONABLY'.· To· domotistrat;:~ that t-his is the 
case' compare thi:l s'ecoriilary alphabets given' by the two settings of the 'ex-
ternally' di'{ferent components sh'own belovn '--- · 

· · ·- Plain component.· 

~ 
~UESTIONABLYCDFGHJKHPRVWXZQUESTION.tffiLYCDFGHJKivi'?HV'VXZ 

~UESTIONABLYCDFGHJKiviPRV'JXZ 
! if' ~-- ' 

Cipher component • . ·.· '• : . .. 

e, Secondary alphabet: 

Plain - ABCJEFGHIJKLLINOPQRSTUVWXYZ 

(l) Cipher JKRVYYJXZFQUMEHGSBTCDLIONPA' 

Fla:i_n~component. 

AJQBKUUviEYFSCRTDVIFWOGXNHZA,JQBKUU!lEYPSCRTDVIFWOGXNHZ · .· .. -
: . . AJQBKUl.JJIEYPSCRTDVI'F\VOGXNHZ 

' . 1' . . 
Cipher component .• 

Secondary alphabet: 

Plain ABGDEF'GHIJKLl;INOP'/RSTUVYv'XYZ· 
(2) Cipher - JKRVYV'lXZFQUlAEHGSBTCDLIONPA 

~··· 
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~· Since the sequence A J Q B K ••• gives exactly the same equivalents 
in. the secondary alphabets as the sequence Q U Ji; S T ••• gives, it is 
t armed an eg_ui valent_ £I.~_l.!lQ,l::Y .9_Q.:2!_l?.Q.!l.f2.!lt...!. If the real or original primary 
component is a key-word mixed sequence, it is hidden or .lf:!::i~.!1i ·within the 
e'guivalent primary sequence; it can be made I:§:i.ent_ by decimation of the 
equivalent primary component. Find three letters in the equivalent primary 
cOmponent such as are likely to have formed an unbroken sequence in the 
original primary component, and see if the interval between the first and 
second is the sa!:J.e as that between the second and third. Such a case is 
presented by the letters ·:1, X, ahd Z in the equiyalent primary component 
above; the distance or interval between them is two lott8rs. Continuing the 
chain by addi~g letters two intervals removed; the latent original primary 
component is made patent... · 

W X Z ~ U E S T I 0 .N A B t Y C D F G H J K M P R V 

·f. It is possible to perform the 'ste'ps given in 2 and £ in a combined 
single operation when it is suspected that the original primary component is e 
a key-word mixed sequence. Starting with any pair of letters (in the cipher 
component of the ~econd~ry ~lphabot) likely to be sequent in tho key-word 
mixed sequence, such ~s JKc in the secondary alphabet labeled (2), tho fol-
lowing chain .of digraphs may bo sot up. Thus, .J,. K,in tho plain component 
stand over Q, U, respectively, in the cipher component; Q, U, in the plain 
compone:rtt stand ovorB, L, rospoctivoly, in tho cipher component, a~d so on. 
Con'nocting tho 'pairs in a sorios, tho following results ·arc obtained: 

JK - QU - BL - .KM - UE - LY, - ]0:P - ES - YC - PR - ST - CD - RV -

TI - DF - VW - IO - FG - WX - ON - GH - XZ - NA - HJ - ZQ - AB -

These may now be united by means of their common letters: 

JK - Klvl - MP - PR - RV :.. etc. = JKMPRV'.VXZQUESTIONABLYCDFGH 

The original primary component is thus completely re~ohstructed~ 

g. Not all of the.2~ iecondary alphabets of the series yielded by two 
sliding primary components may '::Je. used t.o develop a complete equivalent 
primary component. If examination be made, it will be found that only 13 of 
these secondary alphabets will yield c~mplete equivalent primary components 
when the method of reconstruction shown in subparagraph .Q. above is followed. 
For example, the following secondary alphabet, which is also derived from the 
primary components based upon the word qUESTIONABLY will not yield a complete 
chain of 26 plairi text-cipher:..plain text equivale'nts: . . . . . 

Plain ABCDEFGHIJKLMNOFQRSTUVWXYZ 
Cipher - CDHJOI<MPBRVF'.VYLXTZNAIQUEGS 

Equivalent primary component: 

A C H P X E 0 L F K V Q TACH •• (The A C H sequence begins again). 
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h· It .is seen that only 13 lette~s of the chain have been establ}sped 
before the sequence begins to ·repeat itself. It is evide,nt that exactly one­
half of the chain has been e~tablished~ The other half may be establis~~d 
by beginning with a l·etter not in the first half. Thus: ) · 

B D J R Z S N Y .G M W U I B D J •.• (The B.D J sequence begins.·iig.~in)·. 

;ho It is not necessary;~o distribute the. letters of each half-sequence 
within 26 spaces, to correspond with their placements in a ·complete arphabet. 
This can only be dbne by allowing between the letters of one of the·half­
sequences a constant Q.dd number of spaces. Distributions are therefore made 
upon the basis of 3, 5, 7, 9, ••• spaces. Select that distribution which 
most nearly coincides with the distribution to be expected in a key-word 
component. Thus, for examples with the first half-sequence the distribution 
selected is the bne made by leaving three spaces between the letters; it is 
as follows: 

l 2 3 4 '5 6 7 8 9 10 ll 12 l3 14 15.16 17 18 19 20. 21. 22 23 24 25 26 
A L c·- F' - H K P · V X Q E T 0 

i· Now interpolate, by the same c·onstant interval (three in Hiis case), 
the letters of the other half..:..sequence.. Hating that the group F' .,.. H appears 
in the foregoing distribution, it is apparent that G of the second half­
sequence should be inserted between F and .H. The letter which immediately. 
follows Gin the second half-sequence, viz, M, is next inserted in the position 
three spaces to the right of G, and so on, until th0 interpolation has been 
completed. This yields the original ·primary component, which is as fopows: 

A B .L Y C D F G H J K M P R V V{. X Z·. Q U E S T I 0 N 

)i. Another method of handling cases such as the foregoing is indicated 
in subparagraph f. By extending the prinCiples sot forth in that subparagraph, 
one may reconstruct the following ch.ain of.l3 pairs from.the secondary 
alpha~et given in ~ubparagraph g: 

CD - HJ - PR - XZ - ES - ON.- LY.- FG - KM.-. V\V .,. QU - TI '- AB - CD 

Now find, in the foregoing chain, two pairs likely to be. sequent, for exa,mple 
HJ and Klvl and count the interval .. between .them in the. chain. It is 7 (counting 
by pairs). If this decimation interval is.now applied.to the chain of pairs, 
the following is establis~ed: · 

H J K M P R V W X Z QUE S.T I 0 W A B.L Y ABC D F G 
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··' 
'1· ~The:. reason. why a•:complete chain of 26 letters .cannot be constructed 

from tne '.se9ondary alphabet .given •under subparagraph :g is that it represet:lts 
a case in which two primary components of 26 letters were slid an eve!:!_ num."" 
bor .of ~ni;ervals apart• :There afe in all 12 such cases, none· of which wi~L 
admit.- of t'pe construction of a complete chain of 26 letters. In addition;' 
there is one -case wherein, dispite the fact that, the primary components ar,e 

.an .Q.dd number of intervals apart, the secondary alphabet,cannot .. be made tp: 
yield· a complete chain of 26 leUers for a.n equivalent primary component • ,: 
This is the case in which the .displacement 'is 13 intervals .•. Note the fol.,. 
lowing secondary alphabet based upon ·th,e primary •components ·shown.: in sub-. 
paragraph ~~ .. . , . , .· 

Plain_.,. 
Cipher .:. 

... '· 

QUI!; S T I 0 NAB LY ABC D F G H J K M P R V W X Z 
C D F G H J K M P R V W X Z Q U E S T I 0 N A B L Y A B 

.ABC DE F G H.I J K.L M N 0 P Q R STU Y W X Y Z 
R V Z Q.G U E S K'T I W 0 P M:N D A H j FB L Y XC 

·• 'ill• If an :att.empt is .made :to const;ruct a chain o:f le.tters ;from .thi,s 
secondary alphabet alone,_ no progress .,c.an be made because the alphabet 
is completely,· reciprocaL However, the c:ryptanalyst need not at, all be 
baffled by tnis case. The attacl} will follow along the lines shown b.elow 
in subparagraphs n and .Q.• -

· Q• If, the original primary comp0 nent_ is a key-word mixed sequs:nce, . 
the cryptanalyst may reconstruct it by attempting to "dovetail" the 13. 
reciprocal pairs (AR, BV; CZ, DQ, ~G, FU, f~S, J:K; JT, LW, MO, NP, _and XY) 
into one sequence. The members of these pairs are all 13 intervals apart. 
Thus: 

1 2 3 4 5 '6 7 8. 9- 10 ll 12· 13 
A • • · ·• • - • ·e e: • • .• R 
B • • • • • • • • ~ V 
c . . . . . • . z 

' D • • e ... o . • • !" ; o. • ' o . o Q:. 
E • • • • • • • G 
F • • • • ·. -~ .• !" ~ 
B • • . • .. . 0' •. :• ; ... · .. · .... 
I . 0 • 0 .· e, I e • .•. • e, .~ .'! 

J 
L 
lVI • • ,. 
N 
X 

. . 
. . . . . . . . . . .. . . -~ .. . ' . . . . . . . 

Fig.22. 

• u 
• 
.• 

s 
K 
T 
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• 0 
p 
y 
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Write out the series· of numbers from 1 to 26 and insert as many pairs 
into position as possible,. being guided by considerations of probable 
sequence in the key-word mixed sequence. Thus: · 

l z 3 4 5 6.7 8 9 10 11 12 13 14 15 16 
ABCD...... RVZQ 

It begins to look as though the key-word commences with the letter Q, 
in which case .it should be followed by U. This· means that the next pair 
to be inserted is FU. Thus: 

1 2 3 4 5 6 7 3 9 10 11 12 13 14 15 16 17 
A B D D F • • • • • • R V Z Q U 

The .sequence A B C D F means that E is in the key. Perhaps the se­
quence is A B C D F G. H. Upon trial, using the pairs EG and HS, the fol­
lowing placements are obtained: 

l 2 3 4 5 6 7 8 9 10 11 12 13 14 15 lb 17 18 19 
A B C D F G H . .. 8 • • R v z Q u E s 

This suggests the word QUEST or QUESTION. The pair JT is added l 

l 2 3 4 5 6 '7 8 9 10 ll 12 13 14 15 16 17 18 19 20 I 

A B CDFGHJ . • • •• • . R. v z Q u E s T 

The sequence G H J suggests G H J K, which places ari I after T. 
Enough of the process has been shown to make th..e steps clear •. 

2.• Another method of circumventing the difficulties introduced by the 
14th secondary alphabet (displacement interval, 13) is to use it in con­
junction with another secondary alphabet which is produeed by an even­
interval displacement. For example, suppose the following two secondary 
alphabets are available. 

0 A B C D E F G H I. J K L lvi N 0 P Q R S T U V Yv X Y Z 
1 R V Z Q G U E S K T I W 0 ~ M ~ D A H J F B L Y X C 
2 - X Z E S K T I 0 H. N A Q B W V L H Y M P J C ·r; F U G 

Fig. 23. 



REF ID:A4146445 

- 64 -

The first of these secondaries is the 13 interval secondary_; the 
second is one of the even-interva_l secondaries, from which only half-chain 
s.equences can be constructed. But if the construction be based upon the 
two sequences, 1 and 2 in the foregoing diagram, the .following is obtained: 

R X U T N L D H M V Z E I A Y F J P W Q S 0 B C G K 

This is a complete equivalent primary component. The original ke·y­
word mixed component can be recovered from it by ·decimin.ation based. upon 
the 9th interval: 

R V W X Z Q U E S T I 0 N A_B ~ Y C ~ F G H J K M P 

.E• (l) "il/heri the ·primary components are identical mixed sequences 
proceeding in Q@.Q.§Jte directions, all the secondary alphabets will be 
reciprocal alphabets. Reconstruction of· the primary component can be ac­
complished by the procedure indicated under subparagraph o above. Note the 
following three reciprocal secondary alphabets: 

0 A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
1 - P M H G Q F D C W Y L K B R V A E N Z X U 0 I T J S 
2 - W V M K S J H G Q f D R C X Z Y I L E U T B A N P 0 
3- T S S Z LX W V N R P EM I 0 K C J BAY H G.F U D 

Fig. ?4• 

(2) Using lines 1 and 2 the following chain can be constructed 
(equivalent primary compone,nt): 

P W Q S 0 B C G K R X U r N L D H M V Z E l A T F J · 

Or, using lines 2 and 3: 

W T Y K Z 0 D P U A GV S L J X I C M Q N F HE B H 

The original key-word mixed primary component (based on the 'Nord 
QUESTIONABLY) can be recovered from either of the two foregoing equivalent 
primary components. But if lines l and 3 are used, only half -chairis can be 
constructed: 

; 

P T F X A K E C V 0 H Q L and .M S D W N J U Y R I G Z B 
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rhis is because l and 3 are both odd-interval secondary alphabets' 

whereas 2 is an even-interval secondary. It may be added that. oqq,interval 
secondaries are characterized by having two cases id which .ep = O,c~ · ·. , . 
(Note that in secondary number l above, Fp =Fe and Up= Uc; in secorid~fY 
number 3 above, Mp =Me· ancl ep = EJ c). This characteristic will enable the 

cryptanalyst to select at once the proper two secondaries to worR with in 
case several are available; one should show two cases where ep - ec; the 
other should show none. · · 

.9.• (l) When the prin:arv components are different mixed sequences, 
their reconstruction fro;n 2econdar·y cipher alphabets follo'NS along the 
same lines as set forth under )2 t0 j_ inclusive, above, with the exception 
that the selection of letters for building up the chain of equivalents for 
the primary cipher comp"onent is l'estricted to· those below the zero line. 
Having reconstruct13d the primary cipher compcnent, the plain component can 
be readily reconst·ructed.. This will.become clear if the student will study 
the following example • 

.Q__::._!.:.-B C ·-D JJ1.__!_Q_£! __ _!_!L_!i_~_M N _Q__!:_g_E_ S T _!:!,_~Y{~__I-~ 
l - T V A B U L I Q X Y C W S N D P F E Z G R H J K M 0 
2 - Z J S T V I Q R M 0 N K X E A G B W P L H Y C D F U 

• 
Fig. 25. 

(2) Using only lines 1 and 2, the following chain is constructed: 

T Z P G L I Q R H Y 0 U V J C N E W K D A S X M F B 

This is ·an equivalent primary 'cipher component. By finding the values· 
of the successive letters of this chain in terms of the plain component of 
the first secondary alphabet (the zero line}, the following is obtained: 

T Z P G L I Q R H Y 0 U V J C N E W K D A S X M F B 
A S P T F G H U V J Z E B W K N R L X 0 C I M Y Q D 

The sequence AS P T ••• is an equivalent primary plain component. 
The original key-wnrd .mixed components may be recovered frO!'l· each of the 
equivalent primary component!\.• That for the primary plain component is based 
upon the key .. PUB.LISHEH.S.lviAGAZINE; that for the primary cipher component is 
based upon the key QUESTIONABLY. 

(3) Another method of accomplishing the process indicated above can 
be illustrated graphic.ally by t.he. following t.wo cha:i_ns, based upon the two 
secondary alphabets set forth in subparagraph .9. (1): 
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1 2 3 4 s 6 7 s 9 io 11 1~ i3 14 15 16.17 18 19 ~o 21 22 23 24 25 26 
j __ -:__!_j3~_Q_p_E F _g_:~ _ _I __ ~_ . ..L.J:.... li: ... J:L .. J~~_P _g__I:l_~_£__!_:__lL._._:L_._!__ X Y Z 
l - T V A B U L I, Q X Y · C W S N D P F E Z G R· H J K M 0 
2 - Z J S T V I Q R M 0 N K X E A G B W P L H . T C D .F U 

961 ... J .. ~ Qol • ...b_ 

A(¢-1) ', --;;:. T(i-1); T ( 2-4) ~ D(,0-4); 

. D(,0-4) ~ B(l:.;:4); B ( 2-17) · -7 Q'(¢-17); 

Q(,0'-l7) ---? F(l-17); F(2-25) ~ Y(¢-25); 

y (,0-25) ~ M(1-25); . M(2-9) -7 I(,0-9) ;. 

I(,0-9) ~ X(l-9); X(2-l3) --7 ivl(¢-13); 

M(;¢-13) -?' s (1..:13); S(2-"3) ~ c(¢~3); 

etc. etc. 

F'ig. 26. 

(4) By joining the letters in Column l, the' follovring chain is 
obtained: AD Q Y I !vi, etc.· If this be examined, it will be found to be an 
equivalent primary of the sequence based upon P U B L I S H E R S 
hii A G A Z I N E. By joining the letters in Column 2, the follovting chain 
is obtained: T B F M X s. This is an equivalent pri~ary of the sequence 
based upon QUEST I 0 NAB L Y. .. 

SECTION VIII. 

APPLICATION OF H.IHCIPLES OF INDIRECT SYNIHETH.Y OF POSITION. 

Par. 
·,, 

Applying the principlesto a specific example. .. . .. . . 32 

The cryptcgram employed in the exposition. . . . . . . . 33 

Fundamental theory. • • . . . . . \ . . • 0 34 

Application of principles • . . . . . . . . . • • • .• • 35 

General remarks ••••••• . . . . . . . . . . . . . . • 36 

e 

.. 

. . 
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32. Applying the principles to a specific example •. - §:• The preceding 
section, with the many details covered, now forms a sufficient base for 
proceeding with an exposition of how the principles of indirect symmetry 
of position can be applied very early in the solution of a polyalphabetic 
substitution cipher in which sliding primary components were employed to 
produce the sec.Jnd3.r·y cipher alphabets for the enc_fphering of the cryptogram. 

h· lb0 casG described below will serve not only to explain the 
principles o: tl·w mc<thod cf applying these principles but vriL. <Jl_, t'1 13 same 
time shoN how the solui·.ioH of a single, rather dif:'·l::;id<~~ :.J-::.1;v.:-d.:~La~ctic sub­
stitution cipher can ·oc ;;~·eatly facilitated by apj~;y:L1g those pn:Jc:~ples. It 
is realizod, of course; +,;·1at tho cryptogram c·.nld b3 sc~~·rc-d by tc:.G :Jsv.al 
lilethods o:? f:1sque:'l<~:l n.;1ci long, patient experim:;;r,t.s:C,io:n~ i-icn:G''G:C ~ ~hu :nethod 
to be descrihsd ws.s "'"'.;tually applied and very mat.eri.&lly i"educeo .;l~h8 amount 
of time and labor -~l".at would otherwise have been requir8c1 :'or so:l_ution. 

33. The cryptogram employed in the exposition. - ~,. The problem that 
will be used in this exposition involves an actual cryptogram submitted for 
solution in connection with a cipher device having two concentric disks upon 
which the same random mixed alphabet appears, both alphabets progressing in 
the same d~rection •. This was obtained from a study of the descriptive cir­
cular accompanying the cryptogram. By the usual process of factoring, it was 
determined that the cryptogram involved 10 alphabets. The message as arranged 
according to its period is shown in Figure 27, in which all repetitions of 
two or more letters are indicated. 

Q• The trigraphic fr8quence distributions ·are given in Figure 28. 
It will be seen that· on account of the brevity of the message, considering 
the number of alphabets involved, the frequency distributions do not yield 
many clues. By a very careful scudy of the repetitions, tentative individual 
determinations of values of cipher letters, as illustrated in F'igures 29, 
30, 31, and 32~ were made. These are given in sequence e.nd in detail in 
order to show that there is nothing artificial or arbitrary in the preliminary 
stages of analysis here set forth. 
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THE CiWPI'OGRAI-A: 

(Repetitions underlined) 

A 

R 

c 

0 

E 

F 

G 

H 

J 

K 

L 

I~ . 

0 

p 

Q 

R 

s 

T 

u 

v 

123456?990 - ·-·-·----· 

W [_U P C F 0 C .,l ____ y 

GBZOPFBUUO 

GRFTZHI-lH.f1. V 

K Z lJ .. ..Q __ p Y F L8 W 

GJXNLVvY_~JUX 

I K v/ E P l~ Z 0 K Z 

PRXOvvLZ I CIN 

GKQHOLODVM 

GOXSNZHASE 

B B J I P ~ F J H 0 

r:)CRZEXl'.:JTXZ 

J C 0 R Q F V !·1 L H 

8 R Q E \fi! i-A L 1'1 A f;_ 

GS U__B_.9 z JS E 

F~ C V 0 P N 8 l_ C VV 

L Q Z A A A M 0 C H 

8 Z Z C K ~ 0 I K F 

CFRSCVXCHU 

-~ T z 8 0 I\J1 X \f\/ c ~li 

R K U H E Q E 0 G X 

FKVHPJJKJY 

W Y Q 0 P C J X L L L 

X 

y 

z 

A A 

B B 

c c 
/ 

IJ 0 

E E 

F. F 

G G 

H H 

I I 

J J 

K K 

L l_ 

1\l 1\1 

0 () 

p p 

~~ R 

s 8 

Fig. 27. 

1234567890 

GHL.E.JLOQPSE 

GKBWTL·F.Dl,L_~ 

0 C 0 H W 11~ Z T U Z 

K L F~ P C ,J 0 T X E 

G X K W 0 V G L S E 

_gsUGDPOTHX 

8 K 0 Z F M T G Q-J 

L F U Y D T i V H W 

Z G iN hJ K X J T k I~ 

Y TX CO P1•.1V LW 

BGRWWOI~RGI\! 

H H V L A r) l~ V A V 

J 0 W 0 0 T T !'I V 0 

B I< X U S 0 Z R S i~ 

YUXOPPYOXZ 

UKWPEFXEI'.)F 

CCLJGOIVPtUH 

Y 13WEWVHOYJ 

F~ Z X 
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FIGURE 28. 

Trigraphic Freque_ncy Distributions. 

I. 

~-2 .. __ Q__£ E. F G . H I J K L M N 
VZ WQ 

0 p~ s T u v w X y z 

A 

A 

EB FF XK YB ES XK ZC zc ZR DC HC HR MK -F YQ QT 
HZ FC OR NH VQ ZL JF MK NT QG 
XK WJ ZO QJ JZ NU 
WG WK " ~ HB 
qK MO 

B c D 
GZ QB 
BJ JQ 
YW RV 

OD 
GK 
cu 

B c D 
cz QP 
FS CH 
KW KZ 
LP 
GW 

ES 
EV 
LH 
EK 

·Me 
ES 

II. 

_E F _Q __ li..._L_J_LJ:_JL_E__Q_ __ .L_Q___B_§_..1___1!_V_LLX_~ 

E 

WU ZW GX GX IW KB GX LZ GF GX ZZ YX GQ KU 
CB BB HV JU GQ HZ YD PX HP YX BZ 
LU RU JW SQ GW RH 

FV 

F G H I 
RT 

GB 
BD 
BX 
uw 

III. 

__ :L_._K _k_M .. N 0 
BI CW . 

.--:.c___;;;.__.P _g_ __ !L§._!_ __ li__~-· ~--LY~ . 
SO KH FP CO KE JN BD 

CR ZG KH GN RD QA 
RE KH HL QO OS ZC 
VH SG KP SE TS 

FY BE HE 00 
JG TC 
CG KD 

uo 
Z-
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FIGURE 28 (Cont). 

rv. 

!L.::.~_Q_)L__L_L __ iLJL~_LLJLl:_J~L~li __ g__.E__ __ g_._E__ s __ L..J~_\_' _yt__!__r_~ 
ZA . , ZK ZP WP UD QO JP VA XL VP UC QQ XN FZ QE UD BE 

XD XW QW UD UE ) VVK PP DC BC BT DF 
XS ·· XR UD VP . WO BC ZD KD 

m ww ~~ ~ 
WVJ ZW 

v. 

A B c D E __ L__~_li_.LL_!L_!!_j!__.t!_Q_ __ E_Q. _ _L_§__ .. L~L.J.._yj__!_J_ __ ~ 
AA PF GY ZX ZM CQ NW SZ HL DF RF EO DO \VL DL TM 
L~ S V S.M WJ NX OT EQ EO EM 

PJ WV HA IQ IDJI 
PJ GP PF ON WO 
~ HJ ~ 

CP ON EV 
GW OP 
GW 

vr. 

AM co EM WZ ZQ PB.RZ DO PZ DZ CX LY EQ DF NH e· PB PJ 00 WL PM RQ DM PF OT DB DQ KJ 
QV ex TF DX WQ PY KO WM DP 
EX co wz sz EE 

FT AQ 
wx 
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FIGURE ZB ( Cont) • 

VII. 

[Ll_Q___Q.2__F _ _Q__li_ __ !. __ !L_!L_b_M___!i__Q_ __ L_Q__E __ §__:!:_ __ !L_~L.~ .. Y!. __ L_¥._~ 
· F'O . · QD YT · . ZA JK MN JK :B,C WE Mlvl MG FM VC WO QO 

NL QJ XT AD LD XT TN MW PO LI 
VL LD ND QI · OP JL OJ 

PV JT OR lv!C MT 
VD PT QV FE TV 

WR OR 

VIII. 

f:__!?_Q_D_~_x_JLJL_I_L__K_~_JL_!i__Q__!: __ q __ !L_.§._L_li-Y._!. __ l; __ y_~ 
HS OJ OV XN TQ ZC FH MG BC QA LA BU QS QG FR ZH XC 

A B 
MV 
NE 
vv 

A B 

XH MC PU l> OK ZS JJ XL VL TV YU ZS QX ML 
XG EG BS ZK QV ZU QA 

FU YX OX 
ML 

• MY 
OH 
JR 

IX. 

c D E F _ _Q_.Jl __ !__!L_!i__k_ M __ !i;__Q__L_Q ___ ].L_§_ __ r_JL_y_W X __ Y_~ 
IW KH JD CY OZ .MH EF GJ TW AE 00 DM TZ DJ 
LW DX CQ KY IF·LL TN JE OX NQ TE 
DH RN TX DM PE DZ RM OZ 
WM CQ VQ VW LE TZ 

RN EH 

x. 

c D E F G H I J K L };L_!i__O_? --~--8_§_r __ ~-· 'f_ __ yf.:_~_¥.___1:_ 
HQ SB KC LS QL LG VG RY UG HZ AK RG.UI JG KP 

AG NC GR YR CR GH HZ AJ CG GF JY XJ 
SG CB LG SY VB. CL HB UO 
SG UY VU GJ LB UK 
XH XH 
SG 
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INITIAL VALUES FEOiJl ASSUMPTIONS. 

i 2 3 - 4 
G =E • Kc = E ,· X,. - E ·, and D = E , from frequency considerations. 
, c : P' p " p c p. . 

345 456 901 
uc:m -i THE; PCJ = THE; and SEG =THE, from study of repetitions. 

A 

B 

c 

D 

E 

F 

G 

H 

J 

K 

i\/l 

!~ 

0 

p 

Q 

R 

s 

T 

u 

v 

1?~5451S7R90 

WFUE_~FOCLY 
T T H 

GfjZDPFBQ.JlO 
E 
G F{ F T Z H l~ ~~1 A V 
E 
KZ~YFTRiti._ 

T H E 
G J X N L W Y U lJ X 
E E 
I 1\ W E P l~ z_ 0 K Z 

E -
p R X _Q w L z I c I,Y 

E 
___(3KI}HOLODVH 
EE 
GOXSI\JZHASE 
E E T-H 
8 8 J I P Q F J H D 

l~CRZEXQTXZ 

SRi:l[WiALN/-\ E 
H 

_I; S _X E l3_~}. Z J 9--~-­
:lr E T H 
G v IJ w E ~~ iv1 K G H 
E E 
R C V 0 P ~~ tU,_ L:~ 

L Q Z A A A N D C H 

B Z Z C K Q 0 f K F 

CFRSCV XCHlol 
H --

ZTZSDIII]X\t\/CH 
E-

R K U H E Q E D G X 
E T 

FKVHPJJKJY 
E E 

Y Q D P C J X L L L 
T HE-

F_ig. 29. 

X 

y 

B H 

c c 

D 0 

E E 

F F 

G G 

H H 

I I 

,J J 

K K 

'L L 

I'J N 

f) 0 

p fJ 

0 (~) 

R R 

s s 

1?34567H90 

GHXEHOl::lPSE 
E. E ---- TH 
G K B W T L F D U Z 
E E 
U CDHW 111ZT\l__Z 

KLBe_cJ(_LfXE 
THE -H 

H S P Q_t'____b)_ M_l! L li_ 

G X~ W D VB L S E - ·- ---
E E T H 
G S VJ!_j)_£ C2J: H X 
E T H E 
BKDZ~-MTGf~J 

E 
L F U Y D T Z V H ~ 

T E 
__] G W I\J K X J U 11__ 

YTXCUPHVLW 
E E 

. B G R w w 0 (.) R G I~ 

H H V. L A n Q V _U 

,) q Vv U U T T 1'J V l~l 

_!p_f\ X LJ S 0 Z R S ii._ 
E E T 

Y U X U f) P Y 0 X Z 

H 0 Z .\ l W r•,1 X C 1_; . 0 

J ,J ll G n W Q R V ~~1 

THE 
lJ K VJ P E F X E 1'-i F 
E~-T 

CCLJGDWPEUH· 
··-·--
THE 

Y BWEWVi,ADYJ 

t~ Z X 
E 
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ADDITIONAL VALUES FROM ASSUMFTIONS (I) 
2 

Refer io line DD in Figure 29; Sc asium~d to be Np. 
9 " 

Refer to line M in figure 29; Ac assumed tc be Wp• 
' ; • . . 9 10 l 2 3 . 4 5 . . ' . . 

Then in lines C-D, A V K Z U G D is assumed to be WITH THE. 

A 

8 

·c 

D 

E 

F 

G 

H 

K 

L 

0 

s 

u 

v 

w 

12~4507890 

w F U P C F 0 C J Y 
_,_, T H 

GBZOPFBOUO 
E 
G r~ F T Z ~·.·1 Q H .f... V 
E . WI 
1\ Z ll.£fJ Y F L8 1L 
THTHE 
G ... J X I'JL'Vv YOU X 

"'E E -

I~EPhlZOKZ 
E-

PRXDWLZ!CW 
E --

G f\ 0 H 0 L 0 D V H -:Elf . -=-
GOXSI'JZHASE 
E E T H 
8 8 J I P W F J H 0 

IJ C 8 Z E .X L~ T X Z 

,JCt::JR QF VML H 

S f~ l~ E Vii M L f\1 A E 
--- \1 li 

J!SXERO Z ... J$E 
E""NE TH 
~VQWEJMKGH 

E E 
F~ C V .Q...£Jj EL_L (:_!_v 

L Q Z A A A M 0 C H _....;;,... 

R Z Z C K W 0 I K F 
·H .-

CFBSCV XCHl:J ---
H 

Z T Z S D !11\ X IN C h~ 
E--

R K U H E q E D G X 
E T 

FKVHPJJK-l_Y. 
E E 

Y 0 0 P C J X .L L L 
T H E 

X 

y 

z 

A A 

8 8 

c c 

DO 

E t 

F F 

G G 

·H H 

I I 

I< K 

L L 

() 0 

R R 

s s 

Fig. 30. 
•: ....• 

1?.~~4567>390_ 

G H L_(_R 0 (:!_ 1-J Q_f-:-. 
E E T•H , 
~_!- fi_~ T L F 0 ll_l_ 
E E 
0 C fl H \L!~'] Z T ~-1 

K L 8 E' _ _Q__J Q_] X E 
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H S f-l ~_tl ~LD L 1'.1__ 

N 
G X K W 0 V B L S E 

- ·-
E E T H 
GSI,LgDPQ_}HX 
ENTHE­
BKUZFIVITGQJ 

E 
Lf_J_JYDTZVtiJL 

T E 
Z GWI~KXJTRI\J 

.JTXCOPHVLW 
·E E 

8 C~ R VI W 0 (~ H G 1\J 

HHVLAOl,:JVAV 
WI 

JOVvUUTTi-IVCl 

B K X J R O·z R S N EE___ T. 

YUXt~f:;YQU 
' 

H 0 Z 0 W M X C (; Q 

J J LJG_f)_1/Q R~ 
THE 

U K VI P t-= F X E i'i f_ 
E-. T 

~CUGOWPb~UH 
T HE 

Y B W t W V i\1 D Y J 

R Z >: 
HE' 
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ADDITIONAL VALUES FROM ASSUMPTIONS (II) 

l 2 3 4 5 6 7 8 910 
Refer to Figure 30, line A; }l F U P C F 0 C J Y; assume to be BUT THOUGH. 

- - ~ T H - - - - -
3456 

Refer to Figure 30, lines N and X, where repetition XERO occurs; assume EACH 

A 

R 

c 

D 

E 

F 

G 

H 
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,..J 

K 

L 

[· .. 1 

1\J 

0 

p 

l--l 

R 

s 

T 

lJ 

v 

w 

1:).34567R90 

W [Jl ~ C F 0 C J_i 
B U T T H 0 U G H. 
G 8 Z [) iJ F 8 0 lJ 0 
E 0 
G R F T Z r.·1 Q ~~ A V 
E W I 
KZLJGDYFL8'L 
T H T H. E 
j]JXNLWY(JUX 
E E 
I· fS..J!!i E ~. Z 0 K Z 

E A 
P f~ ~j) Vii L Z I C W 

. E . 
G K r) H 0 L 0 D V 114 

E;-E: u --
_g_oxsf\IZH.A~E 

E · E T H 
lj 8 d I P 6l F ,J H 0 

r-1CBZEXl-lTXZ 

J C Q k l-l F V ~4 L H 
0 

S R 0 E W M L N A E x-=- w H~ 
G S 0_E R Q Z J ~L 
ENEACH TH 
_j.~VOWEJtviKGH 

E E 
RCV(JPNBL.CW 

L Q Z A A A ~.LD C · H 

l~ Z Z C K ioi 0 .J K F 
H U -

CFBSCV XCHl~ 
~u H -·G-
Z T Z S U iA · X i•i/ ·c H . 

- E-

i~KUHE6lEDGX 
E T 

F K V H P J J K J Y 
E E H 

YQDPCJXLLL 
T H E 

X 

y 

z 

A A 

B B 

c c 

0 0 

E E 

F F 

G G 

H H 

I I 

J J 

I< K 

1.. L 

~~ N 

0 0 

p p 

q () 

R R 

s s 

.. . 
Fig. 31. 

E---

1?.34.56?fi90 

G H ~ E f~ D Q P ~-­
E EACH TH 
G K 8 1!'/ T L F I) U Z 

-=:_. --

E E 
OCDHWHZTUZ_ 

K L B P C,.J (Li._l< E 
T THE·u H 
H S P U P 1\l 1:1 D L H 

·-·--· --
N 

_0 X V. vv D V 8 L S E 
E E T H 
GSUI,DPOTHX 
-n THE u 
BKDZFHTGQJ 

E 
L F U Y D T Z V H Q 

U T .ii: 
Z GW!~KX,JTRN 

YTXCDP1J1VLW 
E E 

BGE\WWOQHGf\i 
H 

·HHVLA.UOVU 
WI 

J Q W iJ U T T ;,1 V l~ 

8 K X U S 0 Z R S N 
EE' H-- T 

YUXIJPPYOXZ -- -----

H 0 ZU vl.J::1 LC. GO 
G 

J J U G D \•if q R V ,,,i 
-~--·--- - -
T H E . 

U f< V~ P t 1-- X E i'J F 
E T 0. 

_i; C I) __ _QJ}_~! P E U H 
T H E 

Y H !'·I E V~ \f !A.J.2 Y J 
A 

R Z X 
H E 
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ADDITIONAL VALUES FROM ASSUMPTIONS (III). 

456 
OPN - assume ING from repetition and frequency. 

901 
HQZ' - assume ING from repetition and frequency. 

1 2 J4 5157R90 1? 34 5 67f1Y 0 
A w [_I) u F-oe·· ~J r X r, H x E R 0 Q--P s~·-·· 

BU rib 
.. 

TT u G H E EAC H T H 
B G HZ D PF 8 0 u 0 y Jil< B l:f T L F [) u z 

E NC E E 
c G R FTZii'1 (:_j M A v z 0 c [lHI~~ZlUZ 

E w I 
D K z U G [) Y F T R Iii_. A A K'LB~-~OTXE -----

T H T H E T T H E tJ H 
E G ~J X N L vr Yo U X bl:3 H S'P l) p i\) i\'1 D LH 

-·· N I 'N G E E 
F I K W E P U zo K z c c G X K W I) v B L 0 E 

E -AN E E TH 
G p R X D w L z ' c w 0 0 G s U G D P 0 T H X 

-- ·---· 
E E N T HE u I 

H j;K 0 H 0 L 0 D v H E E B K u Z F i111 T G (:_j J' 
EE u ·- E 
GO X s N z H A S E F r- L F u y f) T z v H (J 
E E T H u T E IN 

J B fj J I p bl F J HD G G z G w 1\) K X J T Ri\J_, 
N I G 

K l~ c B z E X (~ T X z H H ~ T X c [) P ~/I V L w 
E E 

L ,.J c (.) R Q F V M L H I ' B G B.W w 0 Q R G N 
c H 

ii,1 s ~~ 0 E W ii!J L ,,, A E . d J H H v L A u Q v A V 
A WH WI 

I'~ c C• X_I R 0 z J S E _ K K . .J QWO () T T hi v (~ ' ,) 

EN E A CH T H I N 

0 G V (.) w E ,J H K G H L L [j f\ X u S_Q_~ f~ s [\) 
---

-~ 

1!. E E E H T 
p H c v 0 p N B L c 11\j MM y u X 0 p p '(__Q X Z 

_.J - ~~ .. 
I NG I N 

Q L () !_ A A A H D c H j\j 1\1 H () z u· v~ i·fi XC c; (~ 

I -·a N 
R B z z c K !,) 0 I K F 0 () J J U G f) w ~l~ ~ 

·H u T HE 
s C F 13 s c v X c H (~ p p u K W P E F X E l\t F. 

-
u H G I N E T 0 

T ZT z s OiiA X W c H n q c c U G 0 lA/ P E u H -----
G E T H E 

u R K u HE u E 0 G X R R y B w E w v l\1 [) y J 
·-E T A' 

v F K V H p J J K J y s s R z X 
E N E H H E 

w y () 0 p c J XL L L 
T H E Fig. 32. 
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~· From the initial and subsequent tentative identifications $hown in 
Figures 29, 30, 31, and 32, the values obtained were arranged in the. fqrm 
of the secondary alphabets shown in F'igure 33. 

l 2 3 4 5 6 7 8 9 10 ll 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 
j:1_[UL c D _E F ~~-lj__l_l_Ll: _ _l!l___!J __ Q__.f__g__B_.§__1' __ _1!_:f __ Jl___£_Y_~--

l W G Z K --·-----------------------·---------------------------·_ ... ___ _ 
2 K Z S F 

-~------X U _L_E_< __ G 0 ----------p------------
_2 ____ !L__JL__;_~C-----·--==p-===--=~-----·----· 

6 ,J N 0 F -7--:-----------------------------···a-------------
-------·-----~---------·------------ .... ----.. ---... ----------·---------8 c . -----------------__ 9 _____________ !!. H S A 

lQ ________ ~_y_ __________ ..;.._-"----------------------------

Fig. 33. 

34. Fundamental theory. - ~· In paragraph 31 methods of reconstruct­
ing primary components from secondary alphabets were given in detail. It 
is necessary that those methods be fully understood before the following 
steps be studied. It was there shown that the primary crcmponent can be 
one of a series of 26 equivalent primary sequences, all of which will give 
exactly similar results so far as the secondary alphabets and the crypto­
graphic text are concerned. ·It is not necessary that the identical or 
original· primary component employed in the cryptographing be reconstructed; 
any equivalent primary sequence will serve. The whole question is one of 
establishing a sequence of letters the interval between which is either 
identical with that in the original primary component or else is an exact 
cnnstant multiple of the interval separating the letters in the original 
primary component. For en:cmple, suppose K P X N Q forma .a. sequence in the 
original .primary cr;mponent. Here the interval between K and P, P and X, 
X and N, N and Q is ones in an equivalent primary. component, say the 
sequence I. o P •• X •• N •• Q, the interval between K and P is three, 
that between P and X also three, and so .rm; and tho two sequences will 
yield the same secondary alphabets. So long as the interval between K 
and P, P and X, X and N, Nand Q is a constant one, the sequence will 
yield the same secondary alphabets as do those of the original primary 
se,quence. However, it is necessary that this interval be an odd number 
other than 13, as these are the only cases which will yield one unbroken 
sequence of 26 letters. Suppose a secondary alphabet to be as follows: 

Plain - A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
Cipher - X K N P 



. . ' 

REF ID:A4146445 
- 77 -

It can be said that the primary component contains the following sequenc~s: 

XN KP NQ PX 

These, when united by means of their common letters, yield K P. X N Q • 

Suppose also the following secondary alphabet is at hand: 

Plain - A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
Cipher P . X K N 

Here the sequences PN, XQ, KX, and NZ can be obtained, which when united· 
yield the two sequences KXQ and PNZ. 

By a comparison of the se·quences K P X N Q:, K X Q, and P N Z, one can 
establish the following: 

K P X N Q 

K • X • Q 

P • N • Z 

It follows that one can now add the letter Z to the sequence, maki~g 
it K P X N Q Z. 

Q• ,The reconstruction of a primary alpha·bet from one of the second­
aries by the process given·in paragraph 31 requires a complete or near~y 
complete secondary alphabet. This is at hand only after a cryptogram has 
been completely solved. But if one could employ several very scant ·or 
skeletonized secondary alphabets simultaneously with the analysis of the 
cryptcgram, one could then po~sibly build up a primary component from 
fewer data and thus solve the cryptogram much more rapidly than would 
otherwise be the ca~~. 

£.• Suppose only the cipher components of the two secondary alpha­
bets given above be placed into j.uxtaposit ion. Thus: 

l 2 3 ,4 5 6 7 8 9 10 ll 12 13 14 15 16 17 18 l~ 20 21 22 23 24 25 26 
••••••• X.KN • •• • P •• 

• • • • • • • • • P X • • • K N 

The sequences PX, XN, and KP result, which, united, yield KPXN as part 
of the primary sequence. It follows, therefore, that one c•an employ the 
ciJ2her components of secondary alphabets as sources of independent data 
to assist in building up the primary sequences. The useful~ess of this 
point will become clearer subsequently. 
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35. Application of principles. - ~· Refer now to Figure 33. Here­
<J.fter, in order_ to avoid all ambiguity and for ease in reference, the 
po'sition of a letter in Figure 33 will be. indicated by coordinates in 
p·a,rentheseso Thus, N ( 6 - 7) refers to the letter N in line 6 and in 
column 7 of Figure 33. 

~· (l) Now, consider the following pairs of letters~ 

E (¢ - 5) J (6 - 5) 

G (¢ - 7) N (6 - 7) 

( H (¢ - 8) c (6 - 8) 
( HO, CF : HOF 
( 0 (¢ -15) F (6 - 15) 

(One is able to use the line marked zero in Figure 33 since this is a 
mixed sequence sliding against ii:?.. e 1 f.!_) 

(2) The immediate results of this set of values will now be 
given. Having HOF as a sequence, with EJ as belonging to the same interval 
set, suppose HOF and EJ are placed into juxaposition as portigns of slid­
ing alphabets. Thus~ 

Plain -
Cipher-- . . 

1Nhen Hp: Ec, then Op = Jc• 

• H 0 F • 

• E J • • ... 

(3) Refer now to alphabet 10, Figure 33, where it is seen 

that Hp = Ec• ~~~--:~e-~~~:~-_:::~-~--~e,_~;e_=-~.?-'_~2:~.-~==:~~~~~=:_be ~nserted in 
i.h~_sam~_§:.1.£(?aQ?.t ancl 31<1'):-;ti.:~,Ji;ed in the crnJt ~gram. 

£• (l) Aza:;_n,- Ct bslongs to the same set of interval values as 
do EJ and HOF. Hence, by su;~erimposit:L'ln~ 

Plain -
Cip':'ler -

• • • H 0 F • 
G N . ~ 

(2) W':-''"'1 Hn '"· Gt;:'· then Op =·Nco Therefore, the value 
Op : Nc can be ins0rted And a~so subst1tuted in the cryptogram. 

( 3) Furt he rr:w rB, note the corroboration we find- frc~m 

particular sup~ri~position. .... 

H (¢ 8) G (¢ 7) 
0· (6 8) N (6 - 7) 

this 

f·· 

e 
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This checks up the value in alphabet 6, Gp - Nc• 

~- (l) Again superimpose'HOF and GN: 

H 0 F 
G N 

(2)' Note this cerro borat ibn: 

0 (6 - 8) G ( 4 - 8) 
F ( 6 -15) N ( 4 -15) 

which has just been inserted. in Figure 7, as stated above. 

~· (l) Again using HOF and EJ, but in a different superimposi­
tion, we have: 

. . 
·• . • H 0 F •• 

E J ·• • • • 

(2) Refer now to H (9- 9) J (9 - 8). Directly under these 
'l8tters'is found· V (10- 9) E (10- B)'. Therefore; the' V can be added 

immediately before H 0 F, making the _sequence V H 0 F. 

[. (l) Now take V H 0 F and juxa~cse it withE J, thus: 

·v H 0 F 
E J 

(2) Refer new to ~"igure 33, and find the following: 

v (10 - 9) 
H ( 9 - 9) 
0 ( 4 - 9) 
I ( ¢ - 9) 

E (10 - 8) 
J ( 9 - 8) 
G ( · 4 - 8) 
H ( ¢ - 8) 

( 3) From the value 0 G it follows that G can be set next to 
j in E J. Thus: 

V H 0 F 
E J G 

(4) But G N is .already a member of the same interval as E J. 
Therefore, it is now possible to combine 'E J, J G, and G N into one sequence, 
E J G N, yielding: 

V H 0 F 
E J G N 
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. g. ( l) Refer now to Figure 33. 

(¢ - 22) (¢ - 5) v E 
~ (l - 22) G (l - 5) 
? (2 22) K (2 5) 
? (3 - 22) X (3 - 5) 
? (5 22) D (5 5) . 
? (6 22) J (6 5) 

( 2) The only values which can be inserted are: 

0 (l - 22) G (l - 5) 
H (6 - 66) J (6 - 5) 

(3) This means that VP = Oc in alphabet l and that Vp =He in 
alphabet 6. There is ene Oc in the freque.ncy distribution for alphabet 
l, and no He in that for alphabet 6;.,. The frequency distribution is, there­
fore, corroborative insofar as these values are concerned: 

h· (l) Further, taking E J G N and V H 0 F, SUJ)erimpose them thus: 

E J G N 

V H 0 F 

( 2) Refer now to, Figure 33. 

E (¢ - 5) H (¢ 8) 
G (l - 5) ? (l - 8) 

( 3) From the diagram of superimposition the value G (l - 5) a 
F (l - 8) can be inserted 9 .which gives Hp = F c in alphabet l. • 

i· (1). Again, V H 0 F and E J G N are juxtaposed 1 

V H 0 F 

E J G N 

(2) Refer to Figure 33 and find the following: 

H (¢ ~ 8) G (4 - 8) 
A (¢ _. l) E (4 l) 

This means that it i~ possible to add A, thus: 

A VH 0 F 
E J G N 

.. 
'' 
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(3) In the set there arf? also: 

E ($6 5) 
G (f5 7) 

G (l 
z (l 

Then in the superimposition 

E J G N 

E J G N 

5) 
7) 

is prssible to add z under G, making the sequence 

(4) Then taking 

A V H 0 F 
E J G N z 

referring to Figure 33: 

H (¢ - 8) N (¢ - 14) 
0 (6 8) ? (6 14) 

E J G N .., 
L>e 

It will be seen that 0 = Z from superimposition, and hence in alphabet 6 
Np = Zc, an important new value, but occurring only once in .the cryptrgram. 
Has an error been made? The wnrk so far seems too corroborative in inter-· 
locking details to think so. 

l• (l) The possibilities of the nuperimposition and sliding of 
the AVHOF and the EJGNZ sequences have by no means been exhausted as yet, 
but a little different trail this time may be advisable. 

(2) Then: 

E (¢ - 5) 
G (l '- 5) 
K (3 - 5) 

E J G N X 
T • K 

T (¢ -. 20) 
K (1 - 20) 
u ( 3 - 20) 

(3) Now refer io the following: 

E (¢ - 5) 
N (¢ -14) 

K (2 - 5) 
s ( 2 -14) 
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whereupon the value S can be inserted: 

E J G N Z 
T • K • • S 

k. (l) Consider ali the values based upon the interval correspond­
ing to JG: 

J (6 - 5) 
N ( 6 - 7) 

G (l - 5) -"'>I J (9 - 8) G (4 - 8) 
z (1 - '7) H ( 9 - 9) ·0'(4- 0) 

Is (9 -20) p (4 -20)--7 iS (2 - 14) p (5 -
17 (2 - 8) c (5 -I....J 

IK (2 5) D (5 

(2) Since J and G are ~;ec;uent in the EJGNZ sequence, it can be 
said that all the letters of the ~c"Jr<:r;oj_l~g pairs are als·o sequent. Hence 
Z C, S P, and K D are available as n6w data. These give E J G N Z G and 
T • K D • S P. 

T (¢ - 20) p (4 20) 
A (¢ - 1) E (4 1) 
H (0 - 8) G ( 4 - 8) 
I (fb - 9) : : 0 ( 4 - 9) 

14) 
8) 
5) 

(3) Now in the T • K D • s P sequence the interval between T and 
P is · l 

T • • • • • P. Henc~ the interval between A and E is 6 also. It 
follows therefore that the sequences ·A V H 0 F and E J G N Z C should be 

2 3 4 5 6 

united thus: 
l 2 3 4 5 6 

AVHOFoEJGNZC. 

(4) Corroboration is found. in t:1e interval between H and G, 
which is six. The letter I can be placed into position, from the relation 
I (¢- 9) o (4- 9), thus: 

l.(l) 

(2) 

l 2 3 4 5 6 
I • • A V H 0 F • E J G N Z C 

From Figure 33: 

H (¢ - 8) 
E (¢ - 5) 
N (¢. -14) 
u (¢ -21). 

From the I .. . A V H 0 
l 2 3 4 5 6 

H .. . . . . . . 
E . . . . 
N . . 
u . . . . 

z 
K' 

s 
F· 

F . 
7 ·8 
• z 
• K . s . F 

(2 - 8) 
(2 - 5) 
('2 -14) 
( 2 -21) 

E J G N Z C sequence one can write: 
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(~) Hence one can make .the sequence 

1 2 3 4 
I . A V H 0 F .• E J G N z 

Then I . • A V H 0 F • E J G N z 

(3) Another derivatioru 
E · ($6 - 5) G 
B ($6 - 2) W 

From E J G 
one can write E • G 
and the'n B • W 
There is only one place where B • W can fit, 

l 2 3 4 5 6 7 8 9 10 ll 12 13 14 15 16 
U I • • A V H 0 F • E J G N Z . C 

5 6, 7 8 
c • • K 

c T . . K 

(l - 5) 
(l - 2) 

D s p. 

viz, at the end: 
17 18 19 20 21 22 23 24 25 26 
T · • · K D X S P · B R W 



REF ID:A4146445 

84 

!1• Only four letters remain to be placed into the sequence: L, M, 
Q, and Y. They were easily found' by application of the primary component 
to the message. Having the primary component almost fully constructed, de:.. 
Cipherment of the cryptogra.rn can be completed with speed arid precision. 
The text is as follows: 

W F U P C F 0 C .J Y 
B U T T H 0 U G H W 

GBZDPFBOUO 
E C A N N 0 T A S Y 

G .R .F T Z M Q M A V 
ETREVIEWWI 

K Z U G D Y F T R W 
T H T H E M I N D S 

GJXNLWYOUX 
E Y E 0 U R P A S T 

ITWEPQZ·OKZ 
W E C A N T 0 A N E 

P R X C W L Z I C W 
X T E N T F 0 R E S 

R C V 0 P N B L C W 
P 0 S I N G T H E S 

L Q Z A A AM D_C H 
0 L A 'R S Y S T E M 

B Z Z C K. Q 0 I K F 
S H.A L L TURN A 

C F 'B S C V X C ~ Q 
N U N C H A N G I N 

Z T Z S D M X W C M 
GFA.CEINPER 

HK:-(jHEQEDGX 
PETUITYTOT 

FKV!-!PJJK .. TY 
H E S U N E A C H W 

'GKQH'OLODVM YQDPCJXLLL 
E ~ 0 U.H F U T U R' ~ L L T !-!EN H A V 

G 0 X s N z !1 A 
E WE c A N ·\v I 

'· 

B B J I p c;; F J 
s c I E N T I F 

Cl c B z E X Q T 
c 0 N F I D E N 

s E 
T H 

H D 
T c J.. 

X '7 
LJ 

c "' .w 

G H X E R ,0 Q P S E 
EREACHEDTH 

G K B w T L F D u z 
E-E N D () :r I T s E 

O.C D l-i ·_Ylf, M--Z T u z 
v 0 L u T I 0 N s E 

J C Q R Q F V M L.H K L B PC J 0 T X E 
L 0 0 K F 0 R W A R T I N. T H E U N C H 

SRQEWMLNAE HSPOPNMDLM 
D T 0 A T. ::[: M E W H A N G I N' G S T A R 

G S X E R 0 Z J S .E 
E N E A C H 0 F T H 

GVQWEJMKGH 
E B 0 D I E S C 0 M 

G 
E 

G 
E 

c 
0 

s 
N 

K W D 
F r E 

u G D 
T H E 

Fig. 

v B -L s E 
A 'T' H T H .!. 

p 0 T H X 
s u N I T 

34. 

B K D Z F M T G Q J 
S E L F W I L L G 0 

L F U Y D T Z V H Q 
OUTBECOMIN 

Z G W N K X J T R N 
G A. C 0 L D A N D L 

YTZCD:PMVLW 
IF':.SL:i!iSSMAS 

B G B W W 0 Q R G N 
S A N D T H E S 0 L 

H H V L A Q Q V A V 
ARSYSTEMWI 

J Q w·o 0 T TN V Q 
L L C I R C L E U N 

B K X D S 0 Z R S N 
~ E E N G H 0 S T L 

Y U X 0 P P Y 0 X Z 
I K E I N S P A C E 

H 0 Z 0 U M X C G Q 
A W A I T I N G 0 N 

J J U G J W Q R V M 
L Y T H E R E S U R 

UKWPEFXENF 
R E C T I 0 N 0 F.A 

CCUGDWPEUH 
N 0 T H E R C 0 S M 

Y B W E W V M D Y J 
ICCATASTRO 

R Z X 
PH E 
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36. General remarks. - !!.• It is to be stated that the sequence of 
steps described in the prec0ding paragraphs corresponds quite closely with 
that actually followed in solving the problem. It is also to be pointed· 
out that this method can be used as a cant rol in the early stages of 13-nalysis 
because it will allow the cryptanalyst to check assumptions for values.· 
For example, the very first value derived in applying the prin-ciples of in-

, direct symmetry to the problem ~ere in described was He : Ap in alphabet l. 

As a matter of fact the writer had been inclined toward this value, from a 
study of the frequency and combinations which He showed; when the indirect­
symmetry method actually substantiated his tentative 'hypothesis he immediate­
ly proceeded to substitute the ·value given. If he ·had assigned a different 
value to He, or if he had assumed a letter o~her than He for· Ap. in that 
alphabet, the conclusion would immodiately follow that either the assumed 
value for He was· erroneous, or that one of the values which. l~t to the de-

rivation of He = Ap by indirect symmetry was wrong. Thus, these principles 

aid not only in the systematic and nearly automatic derivation o.f now values 
(with only occasi~n~l, or incidental references to the actua~ frequencies 
of letters), but they also assist very materially in se~ving as corrobora­
tive checks upon the validity of the assumptions already made • 

.Q. Furthermore, while the writer has set forth, in Figure 33, 
a set of 30 yalues apparently obtained before he began to reconstruct the 
primary component, this wa~ done for purposes of clarity and brevity in 
exposition of the principles herein described. As a matter of fact, what 
he did was to watch very carefully, when inserting values in F'igure 33, to 
find the very first chance to employ the principles of indirect symmetry; 
and just as soon as a value could be derived, he substituted 'the value 'in 
the cryptographic text. This is good procedure for :two reasons. Not only 
will it disclose impossible combinations but also it gives opportunity for 
making further assumptions for values by the addition·or the derived value$ 
to those previously asswned. Thus, the processes of reconstructing the 
primary component and finding additional data for the· reconstruction pro­
ceed simultaneously in an ever-widening circle. 

c. It is worth noting that the careful analysis of only a sum 
total of 30 values in Figure 33 results in the derivation of the entire 
table of secondary alphabets, 676 values in all. And while the elucida­
tion of the method seems long and tedious, in its actual application the 

-results are speedy, accurate, and gratifying in their corroborative effect 
upon the mental activity of the cryptanalyst. 

1· (l) The problem here used as an illustrative case is by·no 
means one that most favorably presents the applicati-on and the value of 
the method, for it has been applied in other cases with much s~eedier 
success. For example, suppose that in a cryptogram of 6 alphabets the 
equivalents of only THE in all 6 alphabets are fairly certain. As in the 
previous case, it is supposed that the secondary alphabets are obtained by 



REF ID:A4146445 

. - 86 -

sli0ing a mixed alphabet against itself. Suppose the secondary alphabets 
t.o· be as follows: 

~--h: B c D E :B' G rLL.·LJ.<2JLt:LQ. ... ~-fL8:..§.J _ _JL_y_Y{_~. _L?:._ 
L------~-------------------~---~---------g__ C L · X · 

3 I. -·--V-=~-=========-Q=-----======= 1: ______ !-! ___ _:._E___ _ _________ B _________ _ 

~---·-----~---·--Q. ___ . ______________ ~--------·-
6 T Z V ---------------.------·-----... --------·---..... -

Fig. 35. 

(2) Consider-tHe following chain of.derivatives arranged 
diagrammatic<;~.lly: ,. 

H 
T 
E 

~p 

0 
X 

(~ - 8) 0 (5 -.8) 
(~ -20) p (5 -20) 
(~ - 5) X (5 - 5)-;;.E (l - 20) 

Q . (1 - 8) 
B (l - 5) 

( 5 -20) v ( 6 -20) 
(5 - 8) z ( 6 '- 8) 
(5 - 5) T (6 - 5) ~x ( 2 -20) 

L ( 2 - 8) 
c (2 "- 5) 

Fig. 36. 

X (2 -20) 
L ( 2 - 8) 
c (2- 5)-;;'>B (4 -20) 

N (4 - 5) 
p ( 4 - 8) 

T (~ -20) 
H (~ - 8) 
E (¢ - 5)--7'c ( 3 -20) 

( 3 - 8) 
I ( 3 - 5) 
v 

c ( 3 -20) 
I ( 3 - 5) 
v (3 - 8)-~ 

E (l -20) 
Q (l - ~) 
B (l - 5) 

(3) These pairs are manifestly all of the same interval, and 

e· 

therefore unions can be made immediately. The complete .list is as follows: • 

EX QL 

}{0 BC 

TP PV 

NI 

oz 

XT 

LH 

CE 

VQ 

IB 

' ..-:. 
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( 4) 
is obtained a 

Joining pairs by their common letters, the follo;.ving sequence 

N ~ :B.C EXT C·V Q L H 0 Z 

~· With this as a nucleus the cryptogram can be solved speedily 
and accurately. When it is realized that the cryptanalyst can aspwne THE's 
rather readily in some cases' the value. of this. principle becomes apparent. 
When it is further ~ealized that if a cryptogram has sufficient text to 
enable the THE's to be· found easily, it is usually also riot at all difficult 
to make correct assumptio.ns· for values for two .or three other high-frequency 
letters, it· is clear that the principles of indirect symmetry of position 
may often be used with gratifyingly quick success to reconstruct the com­
plete primary component. 

SECTION IX. 

RSPEATING-KEY SYSTEMS WITH MIXED CIPHER ALFHABETS, III. 
Par. 

Solution of messages e·nciphered by known primary components ••• 37 

Solution of repeating-key ciphers in which the identical 
mixed components proceed in opp6site.directions •••••••• 38 

Solution of repeating-key ciphers in which the primary 
components are different mixed sequences~ • • • • • • .39 

Solution of subsequent messages after the primary components 
have been recovered ••••••••••••.•••••••••• 40 

37. Solution of subsequent messages enciphered by the same primary 
components. - ~· In the discussion of the methods of solving repeating-key 
ciphers using secondary alphabets derived from the sliding of a mixed com­
ponent against the normal component, (Section V); ·lt was shmm how subse­
quent messages enciphered by the same pair of primary components but with 
different keys could be solved by application of· principles involving the 
completion of the plain-compone·nt sequence (paragraphs 23, 24). The 
present paragraph deaJ.s with the application of t-hese same principles to 
the case where the primary components are identical mixed sequences • 

Q• Suppose that the following primary component has· been recon­
structed from the analysis of a lengthy cryptogram: 

Q U E S T I 0 N A B L Y C D F G H J K M P R V W X Z 
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A new message exchanged between the same correspondents is intercepted 
and is suspected of having been enciphered by the s~e primary components 
but with a different key. The message is as follows·: 

N F W W E _ _:!:L . .Q_MJLI w. P I D §_ _ _Q_ A A E T Q· V Z S E 

y 0 J L9_· -··A A A F G. R v N .Ji D W D S C.l:_ E G N F P 

F 0 E M T H XL J W f N 0 M K __ _l Q D B J I Y.JL£f L 

TF N C S B G C R P 

Q.• Factoring discloses that the period is 7 letters. The text is 
transcribed accordingly, and is as follows: 

NFWWPNO 
MKIWPID 
·s C A A E T Q 
V Z S E Y 0 J 
SCAAAFG 
R V N H D W D 
SCAEGNF 
PFOEMTH 
XLJWPNO 
M K I Q D B J 

. I V N H L. T F. 
N C S B G C R 
p 

Fig. 37. 

9_. The letters belonging ta the same alphabet are then employed 
as the initial letters of completion sequences, in the manner shown in· 
paragraph 23~, using the already reconstructed primary component. The 
completion di.agrams for the first five letters of the first three alphabets 
are as fo,llows: 
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Alphabet 1. Alphabet 2. Alphabet 3. 

N M S V S f_K __ Q_~_g_ W I A S A 
A-P-T -w"T --------

G M D Q D X 0 B T B 
B R I X I H P F U F Z N L I L 
L V 0 Z 0 J R G E G Q A Y 0 Y 
Y W N Q N K V H S H U B C N C 
C X A U A M 1.1V J T J E L D AD 
D Z B E B P X K I K S Y F B F 
F Q L S L P,ZMOM T C G L G 
G U Y T Y v Q p N p I D HY H 

*HE C I C WURAR 0 F J C J 
J'S D 0 D X E VB V N G K D K 
K T F N F' ZSWL'iv AHMFM 
M I G A G Q T X Y X B J P G P 
P 0 H B H ·urzcz 'LKRHR 
R N J L J E 0 Q D Q Y M V S V 
VA K Y K S N U F U C P W K W 
WBMCM T A E G E D R X M X 
XL P D P I B S H S F V Z P Z 
Z Y R F R 0 L T J T G W Q R Q 
Q C V G V N y I K I H XU V U 
U D W H W *A C 0 M 0 JZEWE 
E F X J X B D N P N K Q S X X 
S G Z K Z L F A R A M U T Z T 
T H Q M Q Y G B V B P E I Q I 

\ 

I J U P U C H L W L R S 0 U 0 
0 K E R E D J Y X Y *V T N E N 

Fig. 38. 

~· Examining the successive generatives to select the ones show­
ing the best assortment of high-frequency letters, those marked in Figure 
38 by asterisks are chosen. These are then assembled in. columnar fashion 
and yield the following plain text: 

1_,_ 2 3 4 5 _§._]_ 
H A V 
E C T 
C 0 N 
I Ivl E 
C 0 N 

Fig. 39. 
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f, The c0rresponding key-letters are sought and are found to be 
JOU, which suggests the keyword JOUFU~EY. ·Testing the key-letters RNEY 
for alphabets 4, 5, 6, and 7, the following results are obtained: 

1 2 3 4 5 6 7 
LQ_JLB... N E..:£ 

N F W W P N. 0 
H A V E D I R 

SCAAETQ 
E C T E D S E 

Fig. 40. 

The message may now be completed with ease. 

HAVE DIE 
1~ :B~ W W P N 0 

E C T E D S E 
MKIWPID 

CONDREG 
S C .A A.E T Q 

IMENTTO 
V Z S E Y 0 J 

C 0 N D. U C T 
S C A A A F G 

TRQRORE 
RVNHDWD 

CONNAIS 
SCAEGNF 

Fig. 41. 

It is as follows: . 

SAINCEI 
PFOEMTH 

NTHEDIR 
XLJWPNO 

E C T I 0 N 0 
M K I Q D B J 

F H 0 R S E S 
I V N H L T F. 

HOE FALL 
N C S I3 G C R 

s 
p 

38. Solution of repeating-key ciphers in which the identical mixed 
components proceed in opposite directions. - The secondary alphabets in 
this case (paragraph 3, Case I3 (3) (a) (II) are reciprocal. The steps 
in solution are essentially the same as in the preceding case (paragraph 28). 
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~he principles of indirect symmetry of position can also be applied with 
the necessary modifications introduced by virtue of the reciprocity ex;.. 
tsting within the respective secondary alphabets (paragraph 31 £)• 

.39. Solution of repeating-key ciphers in which the primary components 
are different mixed se:quences ... - This is Case B ( 3) (b) of paragraph 3. 
The steps in solution are esso:o:s ially the same as in paragraphs 28 and 31, 
except that in applying the principles of indirect symmetry of position it 
is necessary to take cognizance of tho fact that the primary components are· 
different mixod sequences (paragraph 31 .9.). 

40. Solution of subsequent messages after the primary components have 
been recovere-d. - §:• In the case in which the primary components are iden­
tical mixed sequences proceeding in opposite directions, as well as in that 
in which the primary components are diff:Jrent mixod sequences, the solution 
of subsequent messagesl is a relatively easy matter. In both ca:ses, however, 
the . · ---... 4·-:---------------------------··-----·--··-·--------------------
lThat .is, messages intercepted after the primary components have been re­
constructed, 'and enciphered by keys different from those used· in the mes­
sages upon which the reconstruction of the primary components was accomplish­
ed. 

------------------ ---------------------
student must· remember that before the method illu!!Jtrated in paragraph 37 can 
be applied it is necessary to convert the cipher letters into their plain­
component equivalents before completing the plain-component sequence. ·From 
there on, tho procoss of selecting and assembling the proper goneratrices 
is the same as usual • 

.Q. Perhaps an example may be ad vi sable. Suppose tho enemy has 
been found to be using primary components based upon tho. keyword 
QU~STIONABLY, the piain component running from left to right, the cipher 
component in tho rovel·so direction. Tho following new mossago has arrived 
from tho intorcopt station: · 

fL?!_ I Y Z N L W Z H 0 0 E P Z 

F X !LR X E J B S I-I B 0 N A u __ £LA L~ I . N R AM V-
-·~·- --

X 0 X A I J Y X W F KNDOVv J E R C !:l__ R_~ L V ]1_ 

_ _zAQUW J W X Y I D G R K D Q B D R M Q E C Y V 

Q w 



REF ID:A4146445 

- 92 -
Q.• Factoring discloses that the period is 6 and the message is 

accordingly transcribed into 6 columns, Fig. 42. 
The letters of these columns are then con- 1 2_;L1:_~_§,. 1.22_1_2__§. 

M V X 0 X B 
Z I Y Z N L 
W Z H 0 X I 
EOOOEP 
Z F X S Fe X 
EJBSHB 
ON AURA 
PZINRA 
MVXOXA 
I J Y X W F 
K N D·o W J 
ERCURA 
L V B Z A Q 
U W J W X Y 
I D G R K D 
QBDRMQ 
E C Y V Q W 

verted into their plain component equivalents 
by juxtaposing the two primary components at 
any point of coincidence, for example 

o s · .u i~·:-u H' 
QPFQKG 

_,EQBMUP 
WMMMWI 
QYUVTU 
W P,· H V B H 
MKJXTJ 
IQPKTJ 
OSUMUJ· 
P A F U E Y 
N K C M E A 
WTDXTJ 
G S·H Q J Z 

, Qp = Zc• Tbe converted letters are shown in 

Fig.43. The letters of the individual 
columns ar~ th~n u~ed as the initial let-
ters of completion sequences, using the 
QUESTIONABLY primary ,sequence. The final 
step _is the selection and assembling of 
the selected ~eneratrices. The results for 
the. first ten letters of the first three 
columns are shown belews . 

Fig.42 

Columnl. 

g__g w vy__Q~~-~!.!._!_Q. __ !:, 
N U S X U X P 0 N R 
AETZEZRNAV 
B S I Q S Q V A B W 
L '1' 0 :U T U W B ~ X 
Y I N E I E X L Y Z 
C 0 A·S 0 S Z Y C Q 
D N B'T NT Q CD U 

*F A L I A I U D F E 
G B Y 0 B 0 E F G S . 
HLC:tJLNSGHT 
JYDAYATHJI 
K C F. B C B I J K 0 
M D G L D L 0 K M N 
PFHYFYNMPA 
R G J C G C A P R B 
V H K D H D B R V L 
W J M F J F L V W Y 
X K P G K G Y W X C 
Z M R H M H C X Z D 
QPVJPJDZ~F 

U R W K R K F·q U G 
EVXMVMGUEH 
SWZPWPHESJ 
T X Q R S R J S T K 
I Z U V Z V K T I M 

Column 2. 

£_P CU!__l_~_[_Q_§"""~ 
TRUPCBi.:iUTB 

· *I V E R D L P E .I L 
0 W S V F Y R S 0 Y 
NXTWGCVTNC 

·A Z I X H D W :t AD 
B Q 0 Z J F X 0 B F 
L U N Q K G Z N L G 
Y E A U M H Q A Y H · 
C S B E P J U B C J 
D T L S R K. E L D K 
F I' Y T V M S Y F IV! 

GOCIWPTCGP 
H N D 0 X E·I D H R 
J A F N Z V 0 F J V 
K B G A Q W N G K W 
MLHBUXAHI1.IX 
P Y J L E Z B J P .z 
R C K Y S Q L K R Q 
VDMCTUYMVU 
WFPDIECPWE 
X ~ R F 0 S D R X S 
Z B V G N T F V Z T 
Q J W H A I G W Q I 
U K X J B 0 H X U 0 
E M Z K L N J Z E N 

Fig._ 44. 

X'EAEUF 
PCLTNC 
Z H C T 0 Z 
W D F S Z E 

Fig.43. 

Column 3. 

]I_F 1Ll.YL1L_t!...;!! __ f_!:L_I 
EGLPEJKREG 
S H Y E S K M V S H 
TJCVTMPWTJ 
I K D W I P R X I K 
0 M F X 0 R V Z 0 M 
N P G Z N V W Q N P 
ARHQAWXUA-R 
B V J U B X Z E B·Y 
L W K E L Z Q S L W 
Y X M S Y Q U T Y X 
C Z P '1' C U E I t Z 
D Q R I D E S 0 D Q 
F U V 0 F S T N F U 
G E W N G T I A G E 
H S X A H I 0 B H S 
J T Z B J 0 N L J T 
K I Q L K N A Y K I 
M 0 U Y M A B C M 0 
PNECPBLDPN 

*R A S D R L Y F' R A 
V B '1' F V Y C G V B 
W L I G W C D H W L 
A Y 0 H X D F J X Y 
Z C N J Z F G K Z C 
Q D A K Q G H N q D 
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Colqmnar assembling of· selected ge·neratrices gives what is shown in 
Fig~ 45. 

.l..L 3 4 _ 5 '<5 
F I E • • • 
A V A ••• 
L E S • • • 
t R D ••• 
A D R • 

u p y . • " 
D E l~ • 
F I E • • . 
E L A • • • 

Fig.45. 

\!.• The key letters are sought, and found to be NUM, which suggests 
NUMBER. The entire· mes.sage may ·now be read with ease. It is as follows: 

NUMBER --------
F I R .s T C 
M V X 0 X B 

AVALRY 
ZIYZNL 

L ii' ··"" s s T H 
w z H 0 X I 

I R D s Q u 
:u; 0 0 () E p 

ADF;JNW 
Z F X S R X 

I L L 0 C C 
E J B S H B 

UPYAND 
ON AURA 

D E F E N D 
PZINRA 

F I R S T. D 
M V X 0 X A 

~.JLJL!ULJL 
E LAYIN 
I J Y X W F 

GPOSIT 
K H D 0 W J 

I 0 N A ··N D 
ERCURA 

W ·I L L P R 
L V E Z A Q 

·OTECTL 
UWJWXY 

EFTFLA 
IDGRKD 

NKOFBR 
QBDHMQ 

TGADEX 
ECYVQill 

Fig •.. 46. 
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§:.• If the primary components are different mixed sequences, the 
procedure is identical with that jus~ indicated. The important point to 
:note is. that one must not fail to convert the le-tters into their plain:.,. 
'cpmponent equivalents be fore the compl~tion-sequence method is applied. 

SECT.ION X. 
"'· · ... 

REPEATING-KEY SYSTEMS WITH MIXED ,c;I.1'1-l;ER ALPHABETS, IV. 

General remarks •••• • • • • • \0 .• .• • • • • • • • • • • • • • .. 

Deriving the secondary alphabets,. t}fe. primary components, and the 

Par. 
• 41 

key, given· a cryptogra:n with its plain text •.•••••••• .l • 42 

Deriving the secondary alphabets, the primary components, and 
the keywords for messages, give·n two cr more cryptograms in 
different keys and suspected to contain ident.iC'al plain text.. • 43 

The case of repeating-key systems. . . .. . . . . . . . . . . . . . 44 

The case of identical messages enciphered by keywords· of different 
lengths. • • • • • • • • • •• • ••• c •• o •• 45 

Cone luding remarks. • •• . . . . . ~ . . . . . . . . . . . 46 

41. General remarks. - The preceding three sections have been 
devoted to an elucidation of the general principles and procedure in the 
solut'>ion of typical cases of repeating-key ciphers. This section will be 
.devoted to a consideration of the variations in cryptanalytic procedure 
arising from special circumstances. It may be well to add that by the desig­
nation special circumstances it is not meant to imply that the latter are 
necessarily ~.!}US.\!2:1 circumstances. The student _§.h2.~l9:._§:!_Way_§__P._e on_t.h~ 

§: 1 e r.i_tJ22.~ i z.l2,~R2.!l.~I!Y_QJ2£9.. rt u12i t .:b.2.? .. J~.h§:~_a!:'-'Y_§:£££~r.-i.rr_~h i £!Lh e may __ §:1212lY 
'th.~-11I~thQ.ciL.i.'2..J22._9._escribed!.. In practical work such opportunities are by 
no means rare and are seldom overlooked by competent cryptanalysts. 

42. Jeri ving the secondary alphabets, the primary components, and 
the key, gi von a cryptogram with its plain toxt. -· §!:.• It may happen that 
a cryptogram and. its equivalent plain text may· be at hand, as the result 
of capture, pilferage, compromise, etc. This as a general rule affords a 
very easy attack upon the whole system. 

Q• Taking first the case where the plain component is the normal 
alphabet, the cipher component a mixed sequence;· the first thing to do is 
to write out the cipher text vvith its letter-for-lottor decipherment. 
From this t by a slight modification pf the principles of "factoring", one 
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discovers the length of the key. It is obvious that when a word of thr;ee 
or four letters is enciphered by the same cipher text, the iLterval b~­
tween the two occurrsnces is almost certainly a multiple of the length 
of the key. By not~ng a few rer.urrences of plain text and cipher letters, 
one can quickly detsr:nlYle tile length of the key (assuming of course that 
the message is long er.ough to af.ford sufficient da:ta). Having determined 
the length of the key 5 the message is rewritteh according. io its periods, 
with the plain te~·~t l.i'<:ewise in periods under the cipher letters. From 
this arrangement·~n0 can now re~onstruct c0mplete or partial secondary 
alphabets. If the s:'0·.mdary alphabets are complete, they w:..ll show dir­
ect symmetry of pnsition; if they are but fragmentary in severfll alpl~8.bets, 
then the primary component can be reconstructed by the application of the 
principles of direct symmetry of pos'itiono 

~· If the plain component is a mixed sequence, the cipher component 
the normal (direct or reversed sequence), the secondary alphabets will show 
no direct symmetry unlr:;ss they are converted into their reciprocals (de-­
ciphering alphabets)... 'j_'}Je student should be on the. lookout fer such cases. 

~· (1) If the plain and cipher primary components are identical 
mixed sequences procr;Rc:i.ng in the saine direction, the secondary alphabets 
will show indirect s;-ocr.e try of position, and they can be .used for the 
speedy reconstruction of the primary.components (Paragraph 31 §:•to 2_o). 

(2) If th~ p~ain and the cipher primary components are 
identical mixed sequ~~c6s proceeding in opposite directions, the secondary 
alphabets will be co;·o;;:~ftely reciprocal secondary alphabets and the primary 
component may be recc,structed by applying the principles outlined in 
paragraph 31 £• 

(3) ·If the plain and the cipher primary components are differ­
ent mixed sequences,- tl!e secondary alphabets will show indirect syrrimet ry ·of 
position and the pri"~-~.t·y components may be reconstructed by applying the 
principles out lined L: rJaragraph 31 9.• 

~· In all tte foregoing cases, after the pr~mary components have 
been reconstructed, the keys can be readily recovered. 

43. -Deriving the secondary alphabets, the primary components, and· 
the keywords for messages, given two or mo.re cryptograms in different keys 
and suspected to contain identical plain text.. ,.. §:.• The simplest cas.e of 
this kind is that involving two monoalphabetic substitution ciphers with 
mixed alphabets derived from the same' pair of sliding components •. An 
understanding of this case is necessary ·to that of the case involving 
repea.t ing-key ciphers. 

Q•. (1) . A message is transmitted from. station A to station B. B. 
sends A some operating signals which indicate that B cannot decipher the 
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message, and soon thereafter A sends a second. message, identical in 
length with the first._ This leads to· the suspicion that the plain te~t of 
both messages is the same. .The intercepted messages are superimposed. 
ThU:sf 

.l.o NXGRV MPUOF ZQVCP · VVVERX QDZVX WXZ'~E 

. ') "' .. EM-LHJ FGVUB · PRJNG· .JKWHM RAPJM KMPRW 

l. TBDSP. VIJXJK RFZWH ZUWLU IYVZQ FXOAR 
2. ZTAXG · J~nviCD HBPKY .· PVKIV QOJJPR Blvil.JSH 

(2) In initiating a chain· of· cipher-text equivalents f.rom mes­
sage l to message 2, the following ~omplete sequence is obtained: 

1 2 3 4 5 6 7 8 9 10 11 12 13 1~ 15 16 17 13 19 20 21 22 23 24 25 26 
N E W K D A S X M· .F B T Z P G L I Q R H Y 0 U V ·J · C 

' (3) . Experimentation along already-indicated lines soon discloses 
the fact that the foregoing component is an equivalent primary component of 
the original primary based upon the keyword QUESTIONABLY, decimated on the· 
21st interval. Let the student decipher the cryptogram. 

(4) The foregoing example· is. somewhat artificial in that the 
plain text. was consciously selected with a view to making it contain every. 
letter of the alphabet. The purpose in doing this was to permit the con­
struction of a complete chain of equivalents from only t·,vo short. messages,· 
in order to give a simple illustration of the principles involved. If not 
every letter of the alphabet is present in .the plain-text message, then only 
partial chains of equivalents can·be constructed. These may be uhited, if 
circumstances will permit, by recourse to the. vB.rious principles elucidated 
in. paragraph 31. . 

(5) The student should carefupy study the foregoing ex~mple in 
order to obtain a thorough comprehension of the I.£2:.§..9.!! why it was possible 
to reconstruct the primary component from the two cipher messages without 
having any plain-text to begin with at all. Since the plain text of ~oth 
messag~s is the same, the relative displacement of the· primary components 
in the case of message 1 differs from the relative displacement of the same 
primary components in the case .of message 2 by a fixed inte.rval. Therefore, 
the distance.on the primary component, between Nand E (the first letters 
of the two messages), regardless of what plain-text letter these two cipher 
letters represent, is the same as the distance between E and 'IV (the l8t,h 
letters), W and K (the 17th letters), and so on. Thus this fixed interval 
permits of establishing. a: complete chain of lette·rs separated, by col)stant 
intervals and this chain becomes an equivalent primary component •. 

· .. 
.... 
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44. · The ca~e of repeating-key systems. - !• With the tnregoing bisic 
principles in mind the student is ready to note the procedure· in the case 
of two repeating-key ciphers havi.ng identical. plain.texts.. First, the case 
in which both messages have keywords of identical length but different ·com­
positions will be studied. · 

h• Given the following two cryptograms suspected to .contain the 
same plain text: 

Message 1. 

Y H Y E X U B U K A P V L L T ABU V V D y·.s A B 

PC Q T U N G K FA Z E F I Z B D J.E Z A LV I D 

T R 0 Q S U H A F K. 

Message 2. 

C G S L Z QUB!v!N C T Y B V H L Q F T F L R H L 

M T A I Q Z':VMDQ N S D W N L C B L Q NET 0 C 

V S N Z R B J N 0 Q 

The first step is to try to determine the length of the period. The usual 
method of factaring cannot be employed because there are no long repeti..,. 
tions and not enough repetitinns even of digraphs to give any convincing 
indications. However, a subterfuge will be employed, based. upon the theory 
of factoring. 

£.• Let the two messages be superimposed. 

1 2 3 4 5 6 7 ff 9 10 11 12 13 14 15 16 17 18 19 20 
1. Y·H y E XU B U K A p v L L. T A B ·u. v v 
2. c GSLZQUBM N c T y B v H L Q F T 

.. 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36 37 38 39·40 
1. D y s A B p c q T u N G K F A z E· F I z 
2. D L R H L M T A I Q z w M D Q N s D VI N 

41 42 43'44 45 46 47 48 49 50 51 52 53 54 55 56 57 58 59 60 
1. B D J E z A L v I D T ·R 0 Q s u H A F K 
2. L c B L. Q N E T 0 c v s N z R E J N 0 Q 

Now let a search be made of cases of identical superimposition. For ex-
ample, 4 44 6 18 30 

E and E are separated by 40 letters, U, U, and U are 
L L Q Q Q 

,· 

·' 
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separated by 12 letters. Let. these. intervals between identical superimposi.., 
tioris be factored, just as though they were ordinary repetitions. That '' 
factor vvhich is the mo.st frequent should correspond with the length of the , 
period for the following reason. If the period ms the same and the plain 
text is the same in both messages, then the condition of identity of super; 
imposition can only be the result of identity of encipherment.s by identical 
cipher alphabets. This is only another way of saying that the same relatiie 
position in the keying cycle has been reached in both cases of identity. 
Therefore, the distance between identical superimpositions must be either. 
equal to or else a multiple of the length ·of the period. Hence, factoring 
the intervals must yield the length of the period. The complete list of 
intervals and factors applicable to cases of identical superimposed pairs· 
is as follows (factors above 12 are omittod): 

lst EL to 2d EL 40 = 2, 4, 5, B, 10 

lst UQ to 2d UQ - 12 - 2, 3, 4, 6, 12 

lst TV to 2d TV 36 =2, 3~ 4, 6, 9,12 e 
1st AH to 2d AH - 8 =2, 4, 8 

2d UQ to 3d UQ 12 = a, 3, 4, 6, 12 lst. BL to 2d BL 8 =2, 4, 8 

lst UB to 2d UB - 48 =2, 3, 4, 6 1 8,12 2d BL to 3d BL- 16 ~2, 4, 8 

lst KM to 2d KM - 24 .:::2, 3, 4, 6, 8,12 1st SR to 2d SR - 32 =2, 4, 8 

lst AN to 2d AN - 36 =2, 3, 4, 6, 9,12 lst FD to 2d FD - 4 =2, 4 

2d AN to 3d AN - 12 =2, 3~ 4, 6, 12 lst ZN to 2d z:t.; - 4 =2, 4 

l st VT to 2d VT - 8 =2, 4, 8 lst DC to 2d DC - 8 =2, 4, 8 

2d VT to 3d VT - 28 =2, 4, 7 

The factor 4 is the only one common to every one of these intervals and 
it may be taken as beyond question that the length of the period is 4. 

~· Let the messages now be superimposed according to their periods: 

l 2 3 4 1 2 3 4 1 2 3 4· 1 2 3 4 1 2 3 4 1 2 3 4 1 2 3 4 
1. Y H Y E XU B U K A P V L L T A B U V V D Y S A B P C Q 
2. c /"'! S L Z Q U B M 1~ C T y B V H L Q F T F L R H L M .,., A U' .L 

l. T U N G K F A.z E F I Z B D J E Z A L V I D T R 0 Q s u 
Ll 

2. I QZ W M D Q N S D W N L C B L Q NET· 0 c v s N z R B 

1. H A F K 
2. J N 0 Q 

. ' 

,._ 



,. 
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~· Now distribute t.he supe~imposed letters int0 "secondary alphabets". 

1. L F S J 0 M Y N I ------------------------------------
2. N " u D G B ·----=.::M Z 

z c:_g_. 

L 

3 • 9._~L_1'. ____ , __ Q. ____ !_g,"'"·- . E _:. ___ ~ __ _Q __ . __ ,_ R .L __ L _____ 9_ __ _ 

4. tl_ ___ h__jl£ ____ _2_ ___ _ A S B T N 

by the usual methods, construct the primary or an equivalent primary com­
ponent. Taking lines 0 and 1, the following sequences are riote.d:. 

BL, DF, ES, HJ, IO, KJ:l, LY, ON, TI, XZ, YC, .ZQ, 

which, when united ·by means of common letters and study of other sequences, 
yield the complete original primary conponent based upon the keyword 

QUESTIONABLY: 

Q ·u E S T I 0 N A B L Y d D F G H J K M P R V W X Z 

The fact that the pair of lines with which the process was commenced yield 
the original primary sequence is purely accidental; it might have just as 
well yielded an equivalent primary sequence. 

f• Having the primary component, the· solution of the messages 
is now a relatively simple matter. An application of the method elucidated 
in paragraph 37 is made, involving the completion of the plain-component 
sequence for each alphabet and selecting those generatrices which contain 
the best assortments of high-frequency letters. Thus, using Message 1: 

) ( 



1st alpha '::let 
Xl!U_£ 

C Z MY L 
D Q PC Y 
F U R D C 
G E V F D 
H S W G F 
J T X H G 
K I Z J H 
M 0 Q K J 
P N U M K 
RAE P l\·I· 
V B S R P 
WLTVR 
X Y I W V 
ZCOXV/ 
Q DN Z X 
Uli'AQZ 
E G B U Q 
S H LEU 
T J Y S E 
IKCTS. 
0 M D I T 
N P F 0 I 

*A R G N 0 
BVI-iAN 
L W J B A 
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2d alphabet 
HU~U 

J E B Y E 
K S L C S 
M T Y D T 
P I C F I 
R 0 D G 0 
VN]'HN 
'NAGJA 
X B H K B 
ZLJ!v!L 
q y K p y 
U C M R C 
ED P V D 
S F R W F 
T G V X G 
I H W Z H 
OJXQ.J 
N K Z U K 
AMQEM 
B F U S P 

.*1 R E T R 
Y V G I V 
C W T 0 W 
D X IN X 
F Z 0 A Z 
G Q N B Q 

- 100 -

3d alphabet 
LB P_T v 

C L R I W 
D Y V 0 X 
F C W,N Z 
G n· X A Q 
H F Z B U 
J G Q L E 
K H U Y S 
lviJECT 

·PKSDI 
Rlv!TFO 
V P I· G N 
WE 0 H A 
X V N J B 
Z W A K L 
Q X B MY 
U Z L F C 
E Q Y ED 
S U C V F 
TED W G 

.ISFXH 
0 T G Z J 
N I H Q K 
A 0 J U M 
B N K E P 

*L AM S R 

Fig. 48. 

4th alphabet 
E ll_Y.__!::._}J_ 

S E W B W 
T S X L X 
IT Z Y Z 
0 I Q C Q 
N 0 U D U 

-YeA N E F E 
B AS G S 
L B T H .T 
Y L I J I 
C Y 0 K b 
D C N M N 
F D A P A. 
G F B R B 
H G L V .L 
J H Y W Y 
K J C X C 
M !< D Z D 
PM F Q F 
R P G U G 
V R H E H 
w v J s J 
X W K T K 
ZXMilvi 
Q z p 0 p 
U Q R N R 

The selected generatrices (those marked by asterisks in Fig. 48) are assembl- e 
ed in columnar manner: 

The key 
for the 
and the 
TIME. 

A L. L A 
R RAN 

.GEME 
N T S F 
0 ERE 

:B"ig. 49. 

~etters are sought and give the keyword SOUP. The plain text 
second message is now known, and by reference to the cipher text 
primary components, the keyword for this message is found to be 

The complete textx are as follows: 

.•. 



.• 

·"" 

s 0 u p 

A L L A 
Y H Y E 

R E A'N 
XU B U 

GEM E 
K A P V 

NT S F 
. L L T A 

0 R R E 
B U V V 

L IE F 
D Y S A 

0 F Y 0 
B P C Q 

U R 0 R 
T U N G 

G A N I 
K FA Z 

Z AT I 
E F I Z 

0 N H A 
B D J E 

V E B E 
Z A L V 

E N S U 
I D T R 

S P E N 
0 q s u 

DE.DX 
H A F K 
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T I ME -----
ALL A 
C G $ L 

R R A N 
Z Q U B 

G E M E 
M N·C T 

N T S F 
Y B V H 

0 R R E 
L Q F T 

L I E F 
. F L R H 

0 F Y 0 
L M T A 

U R 0 R 
I Q Z W 

G AN I 
M.D Q.N 

Z AT I 
S D W N 

0 i~ H A 
L G B'L 

V E BE 
Q N E T 

E N S U 
0 c v s 

S PEN 
N Z R B 

DE D X 
J N 0 Q 

Fig. 50. 
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· · 45. The ·c·as e of identical messages enciphered by keywords ~f different 
lengths. ~ !• In the foregoing case the keywnrds for the .two messages, al- · 
though 4H'ferent, were identical in length. When this is not true and the 
keywords are of different lengths, the procedure need be only slightly 
modified. 

Q• Given the following two cryptograms suspected of containing 
the same plain-text enciphered by the same primary components but with 
different keywords of different lengths. 

I y L F F pH X G c 
L F E I L B H N z F 
p s L p F I H K F H 
0 D L G L I z s ;y s 
L A 

AM T U K !vi F G F H 
K A G B B N N 0 s D 
:B' H F M c V G V D x· 
lvi J B D U T S E I 0 
F N 

Message l. 

EXT z L 
U W N X S 
Y Y X U T 

. I LX N z 

Message 2. 

U N N N T 
B.Q G K H 
F M K FA 
D T y y X 

AM B K I 
z 0 R V K 
Z F H w L 
L w·L K F 

R WAH v 
s IMDJ 
X C N V F 
A F B V D 

B Y L Z E 
B G S L J 
Y X A D K 
H G 0 U W 

A G B N S 
D F Y D z 
L 0 Y R C 
X K F R L 

£• The messages are long enough to show a few short repetitions 
which permit factoring. The latter discloses that Message 1 has a period 
of 4, Message 2 a.period of 6 letters. The messages are superimposed, 
with numbers marking the position of each letter in the corresponding 
period, as shown below: 

J 

.. 
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l 2 3 4 1,2 3 4 i 2 3 4 1 2 3 4 1 2 3 4 1 2 3 4 1 2 3 4 1 2 
No.1-I Y L F F P H·X G dE Z T Z LAMB K I BY L Z ELF E ~ L· 
No.2-A M T U K M F G F H U N N NT R WAH VAG B N S ~A G .g B 

1 2 3 4 5 6 1 2 3 4 5 6 1 2 3 4 5 6 1 2 ~ 4 5 6 1 2 3 4 5 6 

3 4 1 2 3 4 1 2 3 4 1 2 3 4 1 2 3 4 1 2 3 4 1 2 3 4 1 2 3 4 
No.1-B H N Z F U WN X S Z 0 R V k B G S L J P S L P F I·H K F H 
No.2-N N 0 S D B Q G KH S I M D J D F Y D Z F H F M C V G V D X 

1 2 3 4 5 6 1 2 3 4 5 6 1 2 3 4 5 6 1 2 3 4 5 6 1 2 3 4 5 6 

1 2 3 4 1 2 3 4 1 2 3 4 1 2 3 4 1 2 3 4 1 2 3 4 1 2 3 4 1 2 
No.l-Y Y X U T Z F H W L Y X A D K 0 D L G L I Z S W S I L X N Z 
No~2-F M K F A X C N V F L 0 Y R C M J B D U T S E I 0 D T Y Y X 

1 2 3 4 5 6 1 2 3 4 5 6 1 2 ~ 4 5 6 1 2 3 4 5 6 1 2 3 4 5 6 

3 1 1 2 3 4 1 2 3 4 1 2 
No.l-L W L K F H G 0 U W L A 
No.2-A F B V D X K F R L F.N 

1 2 3 4 5 6 1 2 3 4 5 6 

1_. A table of "secondary alphabets" is now construc-ted by distribut­
ing the letter~ in ~espective lines corresponding to the 12 different 
superimposed pairs of numbers. For example, all pairs corresponding to 
the superimposition of position 1 of Message 1 with position 1 of Message 
2 all distributed in lines 0 and 1 of the Table. Thus, the yery first 

1 
superimposed pair is I; the letter A is inserted in lin~ 1 under the letter 

A 

1 "1 .T 
I. ·The next 1Pair is the 13th superimposition, with N; the letter N is 
inserted in line l under t·he letter T, and so on. The completed diagram 
is as follows: 

_2__i\2__Q_Q E _[ _ _Q _ _I:L_~~-!;_gji_Q._!:_ Q R S _LQ_y: __ Y{__f_l_L 
1-l__I ____ ._S __ !i_._~ __ _R _____ ~ 0 N Q F 
2-2 R, D Z K G F M N 

~ 3:3--------A.------cT------[=-·---R.,..--"K---
·;; 1:::1 R _Q_Q. _________ ~L_ ___ ji __ F _ L Y __ _ 
· P- 1-5 J K B F Vl Y A . f) 
<6 2-6· N .A . . -B--I M---:-- .---X 
(j) -------------------. ----------------

~ 3-!__!i_. ___ C D F H A M -------
§ 4-2 . . N V U D F __ Q ____ _ 
-~ l-3 A F GT J B 0 . V 
~ 2-4 QH V F------.-·------_G S 

;_j 3-5 U D F. B E L 
m 4-6-- X ---- ··-y--.B-I-o-"If' 

--.-. -. --.---------· 
Fig. 51 •. 
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Q.• There are more than sufficient data here to permit of a complete 
reconstruction of the primary component, which is found to be that based 
upon the keyword QUESTIONABLY. 

f• The plain text and the keywords for both messages may now be 
found very easily. They are shown below: 

§._1:_ A R §._'L~.li S T A R Q_Q._~_!LtL§. Q_ C E _f:_l'L§. ------
I y L F W N X S A D K 0 AM T TJ KM c V G V D X 
E N EM P S H A I B L y E N E F ,, y H 0 L D F 0 R 

F PH X z 0 R V D L G L F G F H U N F M K F A X 
Y H AS V E D U L 0 N G A s c APT AN H 0 u R 

G C E z K B G S I z s VI N N T R W A C N V F L 0 
c A P T G IN A E R R E u R E D H I 0 R P 0 S s 

'" 

T Z L A L J p s s I L K H V A rt B N y n C M J·B \.T n 

u R E D N D C A Q U E s LLONET I B L y L 0 

M B K I L p F I N z L w s K A G B B D U T s E I 
H I L L N H 0 L T R E E w 0 0 N E 0 N G E R R E 

B y L z H K F H L K F H N N 0 s D B 0 D T y y X 
0 N E T D F' 0 F. N F 0 R u F. T R 0 0 Q u E S T R 

E L FE y y XU G 0 u w Q G K H S I A F B V D X 
w 0 0 N AN H 0 c E ME p s HAVE E E N F 0 R 

I L B H T z F H L A iVI D s D F Y KFRLFN 
E 0 u F. u R 0 R N T D u G IN A C E M E N T 

N z F U W L y X D z F H F !vi 
T H 0 0 p 0 s s .. N D c A N H 

Fig. 52. 

46. Concluding remarks. -The observant student will have noted that 
a large part of this text is devoted to the elucidation ·and application of 
a very few basic principles. These principles are, however, extremely im­
portant and their proper usage in the hands of a skilled cryptanalyst makes 
them practic~lly indispensable tools of his ·art. The student should there­
fore drill hiniself in the application of these tools by having someone make 
up problem after problem for him to practice upon, until he acquires facil­
ity in their use and feels competent to apply them in practice whenever the 
least opportunity presents itself. This will save him much time and effort. 

.. 

'. 
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Analy';.ical Key for Military C:-YP-'ja"-(. .;; 

402-.Folyalphabeti~ i 

·-
Systems (1,2) I 

' ·-- ............. ---- -- -.. 

J L505-l-er1~d.ic "(2fl ______ ,,_, . ..,..,,..,,., ... ,.,, .. -·--
~ ' . .1· 

. -- ---:.;. ·' 

.. 

J 
-~ ----

- ----
.f. 

,_ ...... - ' . . . . f; - .. 

.., ':" ·.;, .. 
:·-··' 

612-Tle~ble feF~~ I''Ji::.:f!;.eill'ori;d• 
ioB,ietty {2]!) !city (2b) · 

(To be taken . __ ... ----~--'"'~----·------ ---~-- --···--· 

up later) , ...J 
I 

----

... ... . ... (· .... 

.710~frogtes;ive '! 709~ea.ting ley' 
(~o S,Stems (3) ' be taken 
U13 later) 

·--- - - -~ ... -- .. 
·-· 

[ 
.. -- ... 

.. 

812-With In terre-
lated Oi1>her 
Alphabets 

(5-12) 

' 

I 

903-Normal Ci-pher 
A,lphabets 
(F-rimary Com-
-ponents are 
both Normal) 

(i3-14) 

I 

. - . . . -

.. 
-----· 

__ ... . . ----· ]" .. .... _,_,_ ., .,_, --- ·r 

811-Wit:h I~'ldopc:r~-

len:li Cil3her 
bets Alpha 

(5:~ ) 
' -----·---'~ 

-
904-F:' .xed Cipher 

..,pha.bets 
Primary Com­
nnents are. 
ot both Nor­

,A.1 

( 
p 
n 
mal) (16,17) 

.,. ..... 

11001-Direct Stand-I 1002-Reversed 
ard Cipher Standard Ci-i Alphabets pher Alpha-
(13a-h •14,;a-f · 

llj)' -· 
bets (131; 
14£; 15) 

1004-Both eom­
pllnents 
mixed 

(27-30) 

!1003-une cllm-' I ponent 

1104-Di!ferent 
Components 

(39) 

1103-Identical 
Components 

(28-30) 

I
. n,rma1 

. (16 ,17) 

1101-F l~~r~ C~~=-1 
~;!'>hent 

Normal 
(18-25) 

1102-flain"C~~-1 
-ponent 
Mixed 

. (26) 

~--------------

1201-Sequences pr~­
ceed in same 
direction 
(31-37;40-46) 

1202-Sequenees prn­
eeed inoppn- I 
site directil')ns 
(38, 4o-46 > 1 

• For exPlanation of the use of this chart see .Far. 50 nf Military Cryptanal;Jsis, fart ":. 


