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SECTION I

INTRODUCTORY REMARKS

Paragraph
The essentlal dlfference between monoalphabetic and .

' polyalphabetic substitutione « « o o o o o o o o0 o 0 1
Primary classification of polyalphabetic systems. « « ¢ o o o . 2 .
Primary classification of periodic systems. o ¢« o« « & o o o o 3
Sequence of study of polyalphabetic systems o o o « o o o o o 4.

1. The essential difference between monoalphabetic and polyalpha-
betic substitution. - a. In the substitution methods thus far discussed
it has been pointed out that thier basic feature is that of monoalpha-
beticity. From the cryptanalytic standpoint, neither.the nature of the
cipher symbols, nor their method of production is an essential feature,
although these may be differentiating characteristics from the crypto-
graphic standpoint. It is true that in those cases designated as mono-
alphabetic substitution with variants or multiple equivalents, there is
a departure, moré or less considerable, from strict monoalphabeticity.

In some of those cases, indeed, there may be available two or more wholly
indepondent sots of equivalents,; which, moreover, may osven be arranged

in the .form of -completely soparatc alphabsots. Thus, whilc a loose ter-
minology might permit one to designate such systoms as polyalphabotic,

it is ‘-better to reserve this nomonclature for thosc casos whorein poly-
alphaboticity is thu ossénCV of thc meth039 spccifically introducod with
cquivalents for plaLn toxt 1ottoru, in accordancce with some rulc dircctly
or indircctly connccted with the absolutc positions the plain-toxt leotters
occupy in thc message. This point calls for amplification. '

.b. - In monoalphabotic substitution with:variants thc objoct of having
difforent or multiple cquivalconts is te suppross, so far as possiblce by
simplc mcthods, thc charactoristic froqueoncics of the lettors occurring
in plain toxt. As has boen noted, it is by mocans of thosc characteristic
froquencics that tho ciphor cquivalonts can usually bo idontificd. In
these systoms tho varying cquivalents for plain-toxt lottcers arc subjcct
to the froc choicc and capricc of thc cncivhoring clerk; if he is carcful
and conscicntious in ths work, he will rcally makc usc of all the diffor-
cent oquivalonts affordod by the systems but if he is slip-shod and hurricd
in his work, hc will usc thec same cquivalents ropcatedly rather than take
pains and timc to rofer to the charts, tables, or diagrams to find the
variants. Morcover, and this is a crucial point, cven if tho individual
onciphoring clerks aroc oxtromely carcful, when many of thom cmploy the
some systom it is cntircly impossiblce teo insurc a completo diversity in
the onciphormonts produccd by two or more clorks working nt differcent
message centers. The result 1s inovitably to produce plenty of repeti-
tions in tho teoxts cmanating from scverzl stations, ond whon toxts such
s these arc all ~vailable for study thoy arc open to solution, by a2 com- v
parison of their similnrities ~nd differonces.
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ce In true polyalphabetic systems, on the other hand, there is
established a rather definite prodedure which automatically deter- i
mines the shifts or changes in equivalents or in the manner in which L
they are introduced, so that these changes are beyond the momentary
whim or choice of the enciphering clerk. %hen the method of shift-
. ing or changing the equivalents is scientifically sound and suffie’.
ciently complex the research neécessary to establish the values of
the cipher characters is much more prolonged and difficult than is
the case even in complicated moncalphabetic substitution with varlants,
as will later be seen. These are the objects of true polyalnhabetic
substitution systems. The number of such systems is quite large, and
it will be possible to describe in detail the cryptanalysis of only
a few of the more common or typical sxamples of metqods encountered
in 3ract1cal mllltary cryptanaly51s. :

" de -The three methods, (l) mono-equivalent monoa-lphabetic substi~ .
tutiony (2) monbalphabetic substitution with variants, and (3) true
polyalphabetic substitution show the following relationships as regards
the equivalency between plain~text and clpher text ‘units:

A, In method (1), there is a set ofu26 symbols; a plain-
text letter is always represented by one and .only one of these
"symbolss conversely, a symbol always represents the same plain-

- text letter. The equivalence between the plain-text and the
cipher letters is constant in both encipherment and decipherment.

B. In method (2), there is a set of 26+n symbols, where n
may be any number; a plain-text letter may be represented by 1,
.2, 3, o0. different symbolss conversely, a symbol. always repre-
sents the same vlain-text letter, the same as is the case in
method (1). The equivalence between the plain-text.and the cipher

Lo
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1etters is varlaole in enc1pherment but constant in d801pher—
:m'nt 1 : ST '

A 7Ca In 1etqod (3), tnere is, as. in the flrst method a- set
of 26 symbols; 'a plain-text letter may-be represented by - 1 2;
',3%“.ﬁ. 26 different symbols; conversely, a symbol may represent
i,*z, 3, .¢se 26 different plaln text letters, depending upon f
the system and the specific key. The equivalence between the:
plain-text and the cipher letters is variable in both en01jher¢
‘ment and decipherment. ... : ; ' : '

2. Primary classification of polyalphabstic systems. - a. A pri-
mary cla351flcatlon of .polyalphabetic systems into two rather digtinct
typestmay be made: (1) periodic systems and (2) aperlodlc systems.
ihen the enciphering process involves a cryotographlc treatment which
is . repetltlve in character, and which results in the productlon of
CVCllC phenomena in the cryptographic text, the system is termed periodic.

‘hen. the enciphering process is not of the type described in.the fore-
going'general terms, the. system is termed aperiodic. The substltutlon
in both céases: involves the use of two or more cipher. alnha)ets ‘

4 .

b. The cyclic. phenonena inherent in a perlodlc system may oe
exhlblted externally, in which. case they are said to be patent, or they
may:not be exhibited. externally, end rust be .uncover ed by a. pfellmlnary
step in the analysis, in which case they are said to be latent.frTae '

‘ 1 There is a monoalnhabetlc method in whlch the 1nverse result
obtalns, the correspondence being constant in encipherment but varlable
in decipherment;, this is a method not found in the usual books on cryp-
tography but in an essay on that subject by =dgar Allan Poe9 entltled,
in some editions of. his works, "A few words.on secret writing' and,
in other editions, "Cryptography". The method is to draw . up. an _encipher-
ing alphabet such as the following (u31nw Poe's example):

1' ’ i"'. S':H.
ORTIT

F
T

-

‘Plain - A B
Cipher - SJvu

s

X N

IH

)

DI
AV

H =

G

JKLEN
0

L 0.
NEO0DOTF

o] C:

;ky<f
T

el
SF!N

I
R T

"

In such an alphabet because of renetltlons in the c1oher comnonent
the. .plain-text equivalents are subject to a con31derdble dearee of
varlablllty, as will oe.seen in the dec1pher1ng alphabet '

Clpber S a3 DEFGHIJ K LW 0 P QRSTUYV wﬂx'Y'zj'
,Plaln - C - KGO B XJL  HAFBD
: U i X8 o R
- Z 5 ' P vVoT
w o R

ThlS type of varldblllty gives rise to amblgultles 1n dec1(Herment. A

cipher group such as TIs, would yield such plain- text sequences as REG,
FiG, TEU, RIU, etc., which could be read only by context. No sysiem of
such a character would be practical for serious usage. o
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-periodicity %ay be quite definite in nature, and therefore deter-
minable with mathewmatical exactitude allowing for mo variability,
e in which case the periodicity is said to be fixed. In other in- - Co

stances the periodicity is more or less flexible in character and

even though it may be ‘déterminable wathematically, allowance must

be made for a degree of 'variability ‘subjact -to - limits ‘controlled

by the specific system under’ 1nvest1gat10n;~ “The periocdicity .is in

thls case sald to be flex1ble, or varlable Nltnln llmltn. S

. 3. Primary class1flcatlon of ﬂerlodic systemgaxa ar Periodic
polyalphabetic substltutlon systems may primarily” be_claasified into
two klnds ' -

(1) Those in whlch on1y a few. of ‘a nhole Set of 01pher
jalphabets are used in énciphering individual ! messages, these
‘alphabets being employed repeatedly’in a “fixed sequence: tqrmlgh—q
out each message. Because it ‘is usual to employ-a Secret . words;. .
phrase, or number as a key to determine the- numoer, 1dent1ty,.,
and Sequence with which the cipher alphab t5are: emnloyed9 and
this key is used over and over again in.encipherment,- ~this:
methéd is often called the repsating-alvhabet: systen. +It: is-
also sometimes referred to as the mdltleleaalohabet system

_ because if the keying of the entire-messagé be considered as;

;,a whole it is composed of multiples of a short-&ey useds repef
'tlthClYol In this texu the d651gnatlon "repeating-key system"
will” be used. - N LR

(2) Those in whlch all the cipher alphabets comprlslng
the complete set for the system are émployed one after: the other
prooress1vely in the encipherment : of a message, “gnd vhen'the -«
last dlpnabet of the series has been used, “the- encivherer bés-:
zins over again with the first ‘alphabet.  This'is- comnonly re— o
ferred to as a Drogr3531ve “alphabet svstem beeause thigs ¢
alphabets are erd in proglesswoao- R

4. Sequence of study of polvalphab tic systems. - a. In the
studies to 'be followed in connection wzth polya]pnabetlc systems,
the order in which the work will proceed’ conforms very closely: to
the classifications made in paragrupns 2 and 3. rerilodic polyalpha—
betic substltutlon c1phers will comeé first,: because . they are, Hs |-
rule, “the” 31m)le” and’, because a uhorough understandlng of the- prln- ER .
ciples of their dn&lySlS is prerequisite’to’ a’domprehénsion. of “hew: -
aperiodic systems are solved. But in the final analy51s the solutlon
of examples of both types Fests upon the' conversion or réduction of
polyalphabeticity into nonoalphabet1c1ty. Ir tnls is possibles” solu-
tion can always be achieved, granted. tnere are suf11c1ent data in

French terminology calls this the "double kev method”, but there
is no logic in such nomenclature. R S EERE ’
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the flnal monoalﬁmabetlc distributions to permit of solutlon by re=x
course to’ the ordinary PrlnCLpleS of frequency.

b First in the order of study of periodic systems will come
the analysis of repeating-kéy systems. Some of the more simple
varieties will be discussed in detail, with examples. "Subsequently,
ciphers of the progressive type will be discussed.  There will then-
follow a more or less detailed treatment of aperiodic systems.

SECTION II

CIFHZR ALYHABITS FOR FOLY4LPHABSTIC SUBSTITUTION

Paragraph
Cla351flcatlon of cipher alphabets upon the basis of
their derivation. « o o o « 5 o o s c0 o o o o 2 o .5
Frimary components and secondary alphabets I 6
Gipher disks and cipher Squares B T

5. -Classification of cipher alphabets upon the basis of their
derivation. - a. The substitution processes in polyalphabetic methods
involve the use of a 'plurality of cipher alphabets. The latter may
be derived by various schemes, the exact nature of which determines
the principal characteristics of the cipher alphabets and plays a
very important role in the preparation. and solution of nolyalvhabetic
cryptograms. For these reasons it is advisable, before proceeding
to a discussion of the principles and methods of ‘analysis, to point
out -these various types of cipher alphabets, show how they are pro-
duced, and how the method of their production or derivation may be
made to yield important clues and short-cuts in analysis.

b. A primary classification of cipher alphabets for polyalpha-
betic substitution may be made into the two following types:

(1) Independent or unrelated cipher ‘alphabets.
(2) " Derived or interrslated cipher alphabets.

" ¢o Independent cipher alphabets may be disposed of in a very
few words.. They are merely separate and distinct alphabets showing
no relationship to one another in any way. They may be compiled by -
the various methods discussed in Fars: 44 - 43, inclusive, Section IX
of Special Text Mo. 165, Elementary liilitary Cryptography. The solu-
tion of cryptozrams written by means of such alphabets is rendered
more difficult by reason of the absence of any relationship between
the equivalents of one cipher alphabet and those of any of the other
alphabets of the same cryptogram. On the other hand, frou the point '
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of view of practicability in their production and their handling
in cryptographing &nd decryptographing, they present some diffi- o
culties which make them less favored by cryptographers than cipher
alphabets of the second type.
d. Derived or interrelated alphabets, as their name indicates,
are most_commonly produced by the interaction cf two primary com-
"ponents,” which when juxtaposed at the varicus points of coincidence
can be made to yield secondary alphabets.”

6. Primary components and secondary alphabets. - Two basic,
slidable sequences or components of n characters each will yield n

secondary alphabets. The components may be classified according t,
to various schemss. For cryptanalytic purposes the following classi-
fication will be found useful: . , .

CASE A. The primary components are both normal sequences.

(1) The sequences proceed in the same direction. (The
secondary alphabets are direct standard alphabetso)

(2) The sequences proceed in opposite dl‘eCthﬂSo . (The
secondary alphabets are reversed standard al,hdbets
~and are reciprocalo)
Ca5% B. The primary couponents are not both hofmal:SQquehcés;
(1) ~The plain component is normal the clgher comvonent

is a mixed sequence. {The secondary aluhabets

are mixed alphabets.) _ o
(2) The plain component is a mixed sequence, the cipher ‘
component is ,normal. (Ths secondary 113naoets are
mixed alphabets.) B
- (3) -Both components are mixed sequences.

(a)' Components are identical mixed sequences.

I. Sequences proceed in the same direction. . S
(The secondary alphabets are. m1xed alpha-
bets.) (¥Far. 28)

See rar. 37, Special Text Wo. 165.

2 " S . e o
" See Pars. 49 and 59, Special Toxt Now 165.
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? IT. Sequences nroceed in opposite directions.
(The secondary alphabets are reciprocal
. mixed alrhabets.) (l@la 33)

(b) Components are different wmixed sequences. (The
secondary al-habets are mixed alphabets.;
(rar. 39)

- 7. Cipher disks and cipher squares. - a. Reference is now
made to Fars. 60 - 68, Section XII, Special Text Ho. 1865, wherein
was shown the equivalency that subsists vetween the results produced
by sliding primary components and cipher disks and square tables of
the Vigenere type. 1In all cases the results produced by the succes-
sive juxtapositions of two sliding componants way bhe duplicated by
using a cipher square; the. converoe relationship is true only when
the columns or rows of the cipher square show symmetry; that is,
the sequences in the columns or rows are identical but merely dis-
nlaced 1, 2, 3, ... intervals successively. '

~ bs In cryptanalytic studies it is usually more convenient and
useful, wherever possible, to consider the problem from the point
of view of sliding components rather than cipher squares.

SECTION TIII

~ TH&EORY OF SOLUTION OF X EATI~u~mJY SYSTEMS .
Paragraph

The three steps in the analysis of repeat*nv—key svsuemsa o 8
First step flndlﬂg the length of the periods o o o o o o+ 9
General remarks .on factorlng e o s s o e s s s e o o o o s o 10
becond step: dlotrlbutlnc the cipher text into the.

component monoalphabets o o o s o o o s a o s o o o o a L1
Third step: solv1ng the monoalphaoetlc distributions. . » . 12

'Be The - three steps in the analysis of eneatihg key systems. =
a. The method of enc1pher1ng according to the principle of the re-
peating-key, or repeatlng alphabets is adequately explained in rars.

57 and 58 of Special Text No. 165, Elementary Military Cryptography,

and no-further reéference need be made at this .time. The analysis of
a cryptogram of this type, regardless of the kind of cipher alphabcts
employed, or their method. of production, resolves itsclf into throe
distinct and successive steps..

(1) Determination of the length of the ropeating key,
which is the samc as the determination of the cxact number of
alphabets involved in the cryptogram;
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(2) Allocatior or-distribution of the letters of the
cipher text into'the respective cipherialphabets to which
they bvelong, which reduces the poljwlkuabetlc text to mono-
alphabenlc terns,1 SR R S

(3) 4nalysis of the individuél”mohoaiahabetic distribu-
tions to determine plain-text values of the 01ﬁher letters
in each Jlstrlbutlon or al\hdbet,3-~*~m IR - :

b. The foregoing sﬁeps will Ye tfeatéd in-the order:in which -:
mentioned. The first step may be describsd briefly as:that of: . -
determining the period.’ Theésecbnd'step'mayfbe descrihed briefly.
as that of raduction 1o aonoalphabstic terus. The third: step nay G
be d851bnated as identification of cl)hef tnxt valuos°

9. First step: finding the lenzth of th‘e"‘periode < g+ The = .- .
determination of the period, that is; the length of the key. or.the |
number of cipher alphabets 1nvolved in a cryptoyram encivhered by
the repéating-key method 1s9 as a *ule, a rulanlvely simpls matter.
The cryptogram itself usually manifests externally certaﬂn nnenomena
which are ths direct result of the use of a repeating ‘ker. The-
principles involved are, however, so fundamental in cryptanaly51s
that thsir elucidation warrants a somewhat detailed treatment.
This will be done in connection with a short examnle of encipherment,
shown below in Fig. 1. '

| b. Regardless of what system is used,_ identical plain-text let-
ters enciphered by the same cipher alphabet™ must yield identical
cipher letters. Referring to Fig. 1, such a condition is brought
| about every time that identical plain-text letters happen to be en-
: ciphered with the same key-letter, or every time identical plain- text
letters, fall into the same column in the enc:\.phezmemaz Now since : ‘
the number of coluwmns or positions with respect to the key is very
limited (except in the case of very long key words), and since the
repetition of letters is an inevitable condition in plain text, it
follows that theie will be in a message of fair length many cases
where idantical plain-text letters must fall into the same column.
They will thus be enciphered by the sawe eipher alphabet,; resulting,
therefore, in the production of many identical letters in the cipher
text. vﬂhen identicdal plain-text polygraphs fall into identical - - - e

AR - SV

R S T Ay

1 It is to be understood, of course, that cipher alphabéﬁét@itﬁ ’

single equivalents are meant in this case.

The frequency with which this condition may be ‘éxnected to ‘occur
can be definitely calculated. A discussion of this point falls beyond
the scope of the present text. o L
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MESSLAGE

T&m A“TI L R! BATiAuLON MAF CHLNF IN THE REAR OF THu‘ADVAth GUARD ‘
KLEPG ITS LOHFAT TRAIN WITH- iT LD SOFAR AS P F“mICA SLE. ' o

'; (Key BLUE, using dlrecr ctﬁnddri dlﬂbabets)

‘ , CTPHER ALPHABETS
: Plain ©  ABCDEFGHIJKLMNOPGRSTUVWXYZ
1 - (1) -BCDEFGHIJKLMIOP QRS TUVWEZY 2 4
tﬂ (2) ~LMROPCRSETUVWXYZABCDEFGHIJK
bipaer (2) ~UVWXYZABCDEFGHIJKLMNOPQRGET
(L) ~EFGHIJKLMNOPQRSTUVWIYZABCD.
BLUE  BLUE C BELUE ~ BLUFE
( THEA ARDEK THEA ~ ARDK
TSYE  BCXO
"RTIL EEPS RTIL - EEPS
_ SECP _FPJW
. LERY ITSC LERY ITSC
- Pu L')LC JEMG
BATT OMB A BATT OMBA.
. CLNZX PXVE
ALIOC TT R A ALIC T TR A
, BWCS UELE
N WA R IRNWI M AR INWI
- CXRUV JY QM
CHIN THIT CHIN THLT
L D5CR UsCx.
GINT INSO ' CGINT INEO
~ : CHTHX JY NS
HERE FARA HERE FARA
IPLI GLLE
‘ AROF  SPRA AROF SPRA;
BCIJ TALE
THEA:. CTIC T i E-4 CTIC
. U3YE DEC.G
DV AN ARLE DY AN ABLE
EGUR BMFI
‘ CEGU CECU I
DPAY
R SR o CRYPTOGRAM o
' USYES LZCPMP LCCLN XB‘JIG,S 0XUVD SCRHT
HXIPL IBCIJ USYEE GURDP AYBCX. OTPJIW
JEMGP XVEUE LEJYQ WUECX JYHNSG LLETA
LEDEC GBMFI

Figure 1,
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columns the vtesult is the formation of identical cipher-text polygraphs,

that is, repetitions of groupe of 2,73, 4; . . . letters arve exhibited in

the cryptogranm,: HeaecltLonv off this type will herea fier be called. causal )
repetitions, because they are produced by & de¢1n¢,e, traceable cause, v1z,“‘
the enc1phermentjof,;dentlca;hlgttbrg,b‘ thb same PthP alphabets.

¢. It will also happen, howpvek, that .

diff rbnf plzin-text Letter

'falllnu in:different: columns will,. by mere acc 3Jeng, produc identical ¢
Llpner Jettprul “Note, for: efample, ind Flg 1 that in Column:l, ﬁ_'becomes‘ S
3¢ and that in: Column 2,-Hy also bcuomen Sc.g The production of an identical -~ n

cipher- text thter in t?avc two Caueo (tﬂat dg, a T‘epz—zmtlon where the plaln—
text letters-are. dlLI 31E ﬂu.aud cpolperOd b* g Fbrcuf alphabe 15) is merely -
fortuitous. It is, in eévery day lancua Na - more coanv1dence“ or "an a001fb'
dent." For this reason rvputlulcnc of bﬂl type will hereafter be called

acc1dental :cn@thlono.. Such . repetitions Wiil of” COurqc haon‘n‘falrlv

frequently ‘with 1nd1v1 fual Letb, ra, but lesg | ﬂequerrlv Wluh digraphs, be-
cause in-thig case the same kind of an "ecel gpn«",mugt takg place twice in
succession. Intult;vely on~ ‘ecle that the chances that such a purely fortu--
itous coincidence will h"pp:n two times ih succession must be much less than -

that it will happen every onée in a while in the case of single letters. ‘
Similarly, intuition makes one feel that the cheznces of such accidents hap-

pening in the case c¢f three or more consecutive lettsrs are still less than

in the case ofdigraphs, deoron sing very rapidly . as the repetitioh increases

in length. This- phenomenon way, however, be dealt with statisticszliy, thus .o
teking the matter outside the reclm of intuition. - SR

d. (1) Imsgine & box containing en infinite number of the 26 letters
of the alphabet, all in equal proportions, so that there are exactly the
saume numbers of A's, B'e, C's, . . . Z's. The box iz thoroughly shaken so
that the letters. are thoroughly mixed end & single letter is new drawn at
random. What are the chqnces that it is an A? Obviously the chances are
1 in 26. ‘The chances that; the letter ig B, C, D, . . . & are also the same.
In mathematiCal'langudge:'the probebility~ of drawing any specified letter

H

is 1 . Suppo ¢ an A JuS be@n Arawn.

26 : ' . ~ . '
(2) Now uupJosc that ti his letter is rep].a;ced in the box, the = .
latter again chaken, and a second drawing is mode. What are the chances :
that the seqond,dra\lngnw1ll alzo be zn A? Another way of asking the same
question, which will perhaps moke it clearer is this: suppose two letters
are drawn simultaneously from the box, what is the probsbility of drawing

two A's? Since the pﬁobability of occurrence of two events which are inde- ‘
pendent is the product of the probability of their separate occurrence, the A
probability of draw1ng two A's is 1 x 1, or_ 1 . ‘his ig also the orobubllltv )

26 26 676

The definition of probabilitywimplies;philo°oohiCG] questions which a
beyond : this clscusulon. HUWCVL&, for the purposes of this text, the foilow— )
ing deflnltlon of a 9110“1 probrb¢lltx will be found sufficient. The proba~
bility that an event’ will occur is the ratio of- the number of favorablé cases
to the. number of totnl possible cases, all-.cases being equally likely to.
occur, where by a favorable case is meant one which will orOdUCL the event
in question. , - ’




.

of drawing Lwo B'g, an A and a B, or any two soecnflnd ]etter 'ln & s ec1—
fied order- thd+ is Afhb pr obdbll1ty of oramnnp any ~p661tled dlrranh lq,

.~lﬁ{’ 1m11arly, the pronaQLLW,y of. 1raw1ng_a >9901i“ed trlgraph is- l

26 T . - ST 26/
a gp80111ed +etragramhi 1 4., end =o pn. In gaaerul for arny opecnfLed

- r\{) - 7
polygraph the probabillty - where g.is the number of letters in the

: : ' . e - S o Fro AL
polygraph. - - . | *Awdu}ﬂ ﬁ:kﬁ;*L”\' %vLWkMP?EfﬂEé§l~h O SR
4 (2 uowever, in é%udyfhg;4ﬂk27b£qomeq&~ﬁi repetitien, the student

is concerned notwith the priobability of oceurrence of a specified single

letter, 419*aph, +r1granu, i\pol‘gr*vn, Bk with jthe probability of the nﬁm$ﬁyﬁm

(?eourrence of the;e/eiements \\The Orob;em 35 ﬂow dlpfe"ent.a’- e “'"ﬁ
fra— N VA ERR 8 K R - :

[

e.7 Fon81uer the cryptogran in “UDUuPRéLW)h b, which containe exactly .4
100 letters, and assume that these letd constitute a perfectly random . '
assortment; that is, assume that the cryptograpnic system which produced - T
the cryptogram i1s of such 2 nature that the text may be considetred, to be »Ff
the same as though one had made LU0 drawings, with ronlacemenu,, of the
letters from the box of letters referred:to above, «- What is the probability
that a spec;fleﬁ single letter will not be repeated in the cryptogram?
What isg the probability that a epecified "*nn‘ letter will be repeated
exactly (that is, no more end nc less than) 1, 2,3, . ... times?. What is
the probability that a speciiied single letter will appear at least once;
thet is, including all cases in which that letter will appear 1, 2, 3,
.« o times? What is the probaki1jty that o specified gingle [+ .iter wil
appear at lesst 2 times, at least 3 times, and so on? What are .he
to the same cuegtions as Iegarﬂs.dlgraphs, trigraphs, and longer POo.in
Ainother, @nd possibly more concrete, way of putting these cuestions is :
In the 100-letter cryptogram being studied, assuming it were .perfectly ran-
dom text how many letters should not oacur at all? How many should occur
exactly l 2, 3, . . . times? How many should occur at least 1, 2, 3, “‘4brﬁaajr
times? What are the asnswers to these cane Guestions as regordq i]crﬁphc

"3 pnc ?

c’nd trigrapas? \A)\.o),. )\'&L MM};\ ot b..'?%a. kxﬁw"m% )-wwe. -
v o enfplo U ltre ] Sogaphs

ngApL,'
f. It wmay be stated at once that the answers to the—lather gues thﬂ;A\ iQhﬂAb
‘are by no means eagy 1o find, and a coumplete discugsion would fall quits
outside the scope of this text, However, i1t will be sufficient for the pur-
pose 1f the mathematics ¢nvolved are converted into a form that will be of
practical use to the student. With this in view Chart 1 has been prepared

“and ite use will now be explained.-

1

This chart was cons tructud irOH caleulations based upon Poisson's expo-
nential expsnsion, or the:"lsw of small probebilit IEb." Students without
a thorough grounding in the mathematic al theory of probablility and statistics
Mwill have to teke the chart on faith." Those interested in its derivation
-are referred to the folloWing texts:

ch Workers4 London, 1937.

Fisher, R. A., Statistical Mct ods for Resear
Fry, T. C., Probability and its dinearing Useg, New York, 1928. y
/'/ . .& Y("!‘J ’ //
e e B
S A p Llnn s
\{&é{&‘i . ‘ o ) (bm, e J\\_) 2 .h;i?,»e,ﬂ"’“"”
. y
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Conm tes
g

5
%W for

| Probability that
Frequency | & specified single
' " letter will cccur _ BX1
_ » exactly . . . times. ‘i'y%ﬂ'*nﬁﬁﬁ'ﬁﬂ"qébx%”
- — : ' o |
O 0.2t | 'OZL z; ' KRS
1 082 ‘o
/ 2 155 A
/ 3 .kOZz : .3
/ 4 a950 L aLrly
' 5 Jd5%. 0§ - ‘Y1So0 "
.6 096, ‘ . 0qb2
7 -053, . . ¢ OS 30
' : B | o
o ' 61 0
10 Zq : ‘004%’

There being 100 letters in the cryptogram in gquestion, P, is to be.
multiplied by 100, giving 3.85. Referring now to Chart 1, fifid the point
corresponding to the value 2.85 on the x axis of the chart, that is, the
horizontal scale at the bottom,.select the curve marked zero; find the

é? point where this curve intersects the vertical ordinate corresponding to

B the value 3.85 on the horlzontal scale; follow this point straight over to
-5 the left and read the value on the y axis of the chart, that ig the vertical
; scale. It is. approximately .02h ThJ° meane that the probablllt' that a

<. single sp901f%;gflotuer will not appear at all in the cryptogram, if it

[ were-a perfectly random essortment of letters, is .02L That 1u; according

to the theory. of probability, in 1000cases of random text méssages of 100:
letters each there should be 9[mebsages in which a {single\specified}letter
will not appear at all. This; of course, 1c‘merelv a theoretical expect-
ancy; it indicates only what. probablv will nuopen in the long run.

(2) What is the . probgbllltv that EEQ1ng]e§iE“g;fJegﬁleft er will .
appear exactly once, no more and no less? To onswer this question, find . -
the point of intersection of the vertizal ordinate corresponding to.3.85
with the curve marked "1". Its velue on the vertical scale ig 0.08% that
is, in 1000cases of random text mesgages of 100 letters each the theoretical
expectancy is that there will be Z2messages in which 3{&5’“1e specxfled '
letter will unpear exactly, once, no more and no less., * :

(3) In oxactl; the same way, the 0¢0b30411tv that a 51nnlezspe01-
fied letter .will appear exactly tw10p, is found.fc be 0.158. That is,. 5, the .

probability thatz Elngle peblflediletter will be repeated exactly once : -
(two occurrences) is .155, the prebability that it will be repeated exactly

twice (three occurrences) iz found tc be .20 and so on. The following

table gives the probabilities for exact numbers of occurrences from O to -

10, 1nclu51ve. ; :
100 letters of random text

174

L o S W &7 '

757 REH> IDCE\A 1 443 o

%\;5:£ g. (1) Suppose a cryptograin OP 100 ’etteru is belng ctudled A Assum-
B A ing that the 100 letters had been drawn culb of tde box, so that they con-

A stitute a perfectly random agsortwent of letters, what is the probability

d,f 3 that a specified single letter will not ¢ appear at all in this assortment?.

A } It has been seen that in & perfecfly random zssortment, the probability for

TN selecting a~spec1f1ed~51ngle Tetter is_1; or, in Mrthemutlcal language,

t.34 ~ - 26

€ a gl .
wys¢ FPp=.0385. .
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The chavt enq,bleL ope.' ;_1nd the oro}ani*ltw (r oucurrences up to 16
and recurrences up to lS,both inclusive, -for various numbexs of letters
in random assortment

o (4).. To find the probability that a specified/single letter will
* . coccur at leagt 1, 2, 3, . . . times in a series of 1t ters constituting
L random text, cne reasons as follows: Since the coricept "at least 1" implies
¢ ‘that the number specified is to be considered onlv 5 the minimum, with no
| limit indicated as to maximum, occurrences of 2, A, . . . are also "favor-
| eble'" cases; the probabilities for ezsctly 1, Pﬁ 7y 4y « . . OCCUrrences
ghould therefore be added and this will give the probability for "&t least
l " Thus, in the case of 100 letters, the sum of the probabilities for
xactly 1 to 10 cccurrences, as set lorth in the teble directly above, is N
@47, and the latter vealue nQUTOXiFatLD the prohebility for at least 1

occurrence _ : \ IR : )

—
,

N

st
\

.' : (5) A more accurate cesuit will be ohma ned bv the followi ng .
reasoning. ih“ probability for zero occurrances ‘s .02 Since Lt is cer-
tain that a specified letter will cccur sither szere +imck or 1, 2, 3, . . .
times, to fi nd the probability for at lecst one time it is merely npoes ary
, to subtract the probebility for zeroe occurrences frog 1. That is, - .02 =
| .§$1 whipu" 2 gomewhat greater Tbmn the result cbtained by the other meuhod” y
The reason-it is greater .ig that the value J§$?includ~sioccurrences beyond
10, which were exciuded from the previous ¢ 111+ioQ)\\Of course, the
\ ~ probabilities for these occurrwnce” beyond 10 sre very small, but tuken
~all together they add up to .1 ;b tae difference hetween the results ou-
_tained by the two methods. . The probability for ot least 2 occurvences ig v
the difference between umity and ths sum of the probability for zero and
exactly 1 occurrences; that is, 1 - <Po_+ Pl)_: L= (o2 A58 = 1 - .12?
= % . : ' - ' - ,O%‘V\\_.\b
‘ A A

0

(6) ‘The foregoing ludldflOﬂS refer to random text containing
. ¢ JOJ 1“ tters. For other numbers of -lstters, it is merely necessary to mul-
‘_; tiply the probability for drawing a gingle Ln cified letter out of the box,
Whlch-ls_l-or .0385, by the number of letters in the aﬂ'or+m@nt and refer

-26 : . -
to the chart. For exaemple, for & random assorime of 200 letters, the
. product of 200 x .03%5 or 7.7 gives ths volue of ﬁhe point to be sought

ntersections of the ver-
various curves for- 0, 1, 2,
dties for these occurrenceg, the read-

along the horisontal or % axils
tical line corresponding “to this point with the
3, . . . occurrences give the orobabil

T ing being taken on the wverticsi or y oxis of the chart.
o v
i (7) The discussion thus far has dealtl with rendom ascortments of
L letters., What about other types of texts, for example, normel plein text?
What is the probability the t E will ocecur@, 1, 2, 2, . . . times in 50
letters of normal English? The relative frequency velue or ordbability

that & letter selected at 1undom from « large volume of normal English text
will be E is .12604. For 50 letters this volué must be multiplied by 50,
giving 6.3 == the point elong the x axis of the chart. The probubilities
for 0, 1, 2, 2, . . . oceourrsnces are tabulated below:

-~
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? . Probability that | Probability that
| Frequency | an "E" will be | an "E" will be
Lo | drawn exactly | drawn at least
VS U times F L. . times
o - 0.002 |- 1.000 e T
2 D360 L b ey ’ 2
.3 L0760 950
b BN s e S - 4 T ‘
\ ) B R L A R o °
.6 V159 L. S 0BDL T : '
.7 VA . Y
8 ed13 _ ‘ .302
.9 _ o 223
10 ;o .050 173 ¢
1 .028 145 S .
12 : 015 +130 : _ .
13 . o007 122 ' ‘
-1 - .003 - L 1R0
15 R0 1o ) R R B - I o
16 - T 000 119 ; o . :
: . /5% n "“”5"& ﬁ*j" Aoifg
h. (1) The discussion;thus far has dealt with the probabilities o
for 0, 1, 2, 3, . . . occurrences. Lt may be of more practical advantage L8
to the student if he could be shown how: to find the answer to these ques-
tions: Given a rendom assortment of 100 letters how many letters may be
expected tec occur exactly 0, 1, 2, 3, . . . times? How many may he ex-
pected to occur st least 1, 2, 3, .. . . times? Chart 1 may also be used
to answer these questicns, by a very simple calculation: multiply the
probability wvalue =2s obtained above for o specified single letter by the
number of diffsrent elements being considered. For exzample, the probability
that a specified single letter will occur exactly twice in a perfectly ran- ‘
dom assortment of 100 letters is ,158& gsince the number of different letters
is 26, the absolute number of singlé lettzrs thet may be expected  to occur:
. exactly 2 timec in this sssortment, is (155 x 26 = /=02 That is, in 100
letters of random text thers ghuuld Le altout four letiers which occur ex-
; L A Wt e e e tol o .. : ’
actly 2 times.  The following tohle gives the daty for various numbers of
- _ ogcurrences: o T 1/' ' *
e ‘v | ’;/ - . , . _ -
’ ’ { ;o ' : o
(6 ' o o b o




Wk o fla il tiat o &J
REF IQ{A@&éM&S&QQ wd” e T whaks
P Ak o e By »~MQ§D éﬂw%ﬁa/
ol - : (wcuxﬁ Ume fewe d =y

100 lettenélgi zondom hext ‘
. I ‘
Probability sxpected num- | Expected num~.
that a speci-: ,of_Lwtucrs ber of letters
Frequency | fied single 1 appearing at
[ ) ¢:lotter will o pwil ! : _ least . . .
o ' 1 oceur exactly. lcaﬁt . times - times 3
I o < .- times bsl%f
- ’ 0 0.020 1.000 0.52 - | 26.00
4 1 .080 \.980 .08 25.48
2 57 1900 4.09 23.39
3 206 V74577 5.37 19.30
4 197 Y52y 5.07 13.93
5 152 L0 3.97 8.36
6 .098 18- 2.55 | 4.89
7 .051 : 09 . 1.33 o R34
g L0264 Co 039 .63 1.01
9 .010 L0232 26 .33
. 10 003 L0037 ) .8 . .08
bl 2
A , 00
(2) TPub far the discussi n\ hag been restricted to single letters, _s*
but’ the chart may =21so be used for calcukc+¢on” referring to dlgrapL., tri- 7%
graphs, -and longer polvgraphs The method of using the chart is exactly
the same as befor,, but the HU¢nt sslested cn the x axis are now deternined
. by the value of the probasbility of &elec¢ing 5. gpecified pair of lettery ox
", a set of 3 or more letters from the box éf'ietuer& referred to above.
- (3)  Teking up the case of dl&“’ﬁh;, and assuming the hur dow to
‘contain an unlimited number of =11 676 4i ““ph in equal preportions, ine
probability of selecting o specified digrdal hebox 1 1L = COLA
‘ : e 676 ' _
Given a random assoritment of 100 bt velue olong, the x axis is “%é
- now 100 x .00148 - .148. The 1vllfw1ng velues ave obtained from tha chart:
‘ ) - V60 Digraphs - ., . . .
. r S Tk . ; v(l{} /M\/W ) con M""V"’T
i Probobllity Probability gﬁumberAexp@cth _Numomr‘ehpecteu
T ! iox zyxnot for at ieest | to occur ezactly | to occur at
» Frequency | mumber of . . .| . . . ccour-| . . . times leagt . . .-
/ occurrsnces 0Ol | rences mﬁ?%ghkﬁpQTGXLmauelx) times (frpproxds
T hetyperghn Aregradpn. ST wEtedkye
» _
[ -
" 0 0.86 ' 1..00 X 581 sE° 676
b 1 A3 A5 g 88, g6 95 g3
v 2 0L - S0 o 7.1 7 ¢
. 3 001 o RV e 3 AN 0
4 . L0000 0 b L0u9 0 8 0
. : . . 7 :
. M‘S'] e ~ Y
| & | o ol
(4‘ The student may have some ractice by moking the chln
culationh for trlgr“ph_qtoube«c%aaeﬁwdw—4~+af 1 GO ERD Au*OO@~;e¢Feﬂ
- R . " ) : A e e S um.»’
e b :
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: (5) ‘Referring agaln tc Uharu-1,,aﬂd-gpecifically to the tabulated
esults set forth under subparagraph E ( ) above, it .will, be seen that the
o probablllty that phere will be exactly one renstition of a specified- s1ngle
letter in 100 letters-of random text is less than the probabili ty that there Cs
will be exactly twe repetitions; in other wnrd ‘the chances that a letter
will be repeated oxactly twice are better abou* 25% than that it will
be repeated only once. If this sounds absurd to the student, let him cogi-
tate upon the impWication“ of the word "exactly" in the foregoing statements oda
and the reasoning on which the whole argument is based. -He will find as-
sistance from studying.the shape of the various curves in Chart 1, especially
those for 1, 2, and 3*occurrenueg, wherein the curves approx Lmate the shdﬂe
of the bell-shaped normal probability curve

)

. (1)  The message in SprWTufrdWh & is 1 now to be studied from thn"
v1ewp01nU of the number’ of repetitions it contains as. ‘compared with the
number theoretically to be expectad. Eifrt, the repe*ltlonu of two or

more letters are underscored. oL . _ ‘
A, USYES ECPMP LCCLGH XBWCS OXUTVD
B. SCHRHT HXYXIPL IBCI' USYEE GURDEP
C. AYBCX OFPJW JEMGP XVEUE-LEJYQ
D. MU S c X JIMEG L L'E'T 4 LEDEC GBMFI
(2) Héfe.arelthe repetitiqns, listed for convenience:
Groupb Numbervof‘
: ‘occurrences | ~
BC 2
CX- 2 - v
EC. 2
2 .
=
fom | e XA
NE I
\ x}\?\». . K'T:Z 2
— & e PN

i Refemllng £y the tabie set—forth under gubparsgraph h (3), 1E\Q}Jl
be seen that in 100 iémtefs—on~1@hdwh,m~ﬂ# thHgexpectancy_is that 7. digraphs
will appear 2 times, and 1 will ﬂrpwu“ 3 times. Thé message beéing studied

dhas~w*d1graphs»o,curring 2 tl 28, and 2 digraphs occurring 3 times. ) Ti- _ w
other words,, the numbers of raphs that cccur 2 and 2 times in the mes- ‘
sage are greater than ekpect@& if the message were random text. .
e = fus%)
k T Moresver, ‘¥;p message “on+¢inc4ﬂ&teﬁgzg£:§ﬁ;c rcpotiﬁlon. Chart 1
tAprashow hat the probhbllltv of 2 OCbHTL@hC“G hLéﬂ .pecified;¢@gﬂug" ph in lOO
"vﬂfj’,ie$%e;§>is Vpﬁrox1mafelv\;00), that ‘Ehlo may be e%peﬂted “to ha appen only
&;@ﬁigW“'*bout 5 tlmesxin a uhouu*nd Yet 1* nvp haoycnpd heres | W

o

ﬂv {J, ) ?\ - wmumazc M,,ﬂ«;, c{g Xﬁr"t"" ;%.aA .
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T consideration of the facts set forth in the subparagraephs i—k
leads to but one conclusion, viz, that the repetitions ehnlblted by the
rvptogr m under investigation are not accidental but are causal in their
origin; and the cause is Jn this case not difficult to find: repeated

'létter in the plain text were ﬂctuullv enciphered b identical =lohabets.

In order for tiis to occur, it was necessary that thu tetrograph USYE, for
example, fall both times in.exactly the same relative position with respect
to the key. Note, for example, that USYE in Fig. 1 represents in both

.cases the plain-text: Dol‘gr ph THEA. The first time it occurred it fell

in positions 1-2-3-/ with respect to the key; the second time it occurred
it happened tc fall in the very same. relative “OSitiQ’Q although it

might just as well have happened to fall in any of the othbr thrpe possible
.rclLtlve positions with respect to the key, visg, 2 34, l, 3-4-1-2, or L-1-

2-3, - -

m. LesL the student bb migled 'howc er, i few more words are neces-
sary on this subjiect. .ucLJL g subs ‘agra;h the word "happened”
was used; this word vOFTﬁCu'V sxpresses the ides in mind, because the in-
sertion or dsletion of a singls plain-text letter be tween the two occur-
rences would have thro wn-th¢~second occurrence one letter forward or back-"
ward, res gecclv~lx, aud thus ceused the polygraph to be enciphered by a
sequenceé of alphebets que“ ag can ‘ro Jon ‘er produoe the cipher’ Oolvrraoh
USYE from the plein--tes Mulv‘ o THEA,  Ou the other hand, the insertion
or deletion of this one lu.tur ngut uang the letters of some other poly--
graph into similar columms o thet some other repetition wouli be exhibits
in case the USYE rﬂoeultxbp had tluh he,u aUPO“CSbed ’

- . . . .

n. The enciphgrment of uimil"r letterg by similar cipher alphabed
is thesrefore the cause of the production of repetitions in the. cipher text
in the case of repeating-key ciphers. What principles can be derived from

this fact, and ’ow can they be employed in the soluticn of cryptograms of .

this type?.

0. If o count is made of the number of letters from snd including
the firet USYE toc, but not including, the second occurrence of USYE, a toha
of 40 letters is found to intervene between the twe occurrences. Tnls -
ber, 40, must, of course, be an exact wmultiple of the length of the key.
Having the pialn—text[bcfuré cne, it is ezsily seen that it is the 1Cth
multiple; that is, thé i-letter key has repeated itpelf 10 times beétween
the first and the secund occurrence of USiB. It follows, therefore, that
if the length of the key were not known, the aumber 40 Pould safely be taken
to be an exact multiple of the leagt the key; in cther words, cne of
the factors cf the number 40 would be equdl to the length of the key. The
word “5af 2Ly" is usged in the U“'ﬁmdinw sentence to mesn thot the interve
40 epplies to 2 repetition of 4 letters and iu hes been shown that the
chunces that this repetition ig i smzll. The factors. of 40
are 2, 4L, 5, 8, 10, =nd 2C. So single repetition of USYE is .
concerned, if the length of the swin, 21l that could be said
ebout the latter would be that » ~f thess factors. The

repetition by itself gives no T icw con the exact facter
be selected from among a list of” ctors?
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p. Let the intervalsg betwcen all the.repetitions in ‘the cryptogram
be ll»tei They are as follows:

'Repetition. - .. . iInterval|’ - Factors
1st USYE to 24 US‘m o a0 2, 4,05, 8, 10, 20,
1st BC to 24 BC .- o o b ey 4,8,
1st CX to 2d CX. ‘ 28 5. -
‘1st EC to 2d.EC. . - - L o8s g2, 4, 11, 22, 44
1st LE t6 24 LE o e 16 02, 4, 8.
24 LE to 3d LE. B P A T
lst LE to 3d LE - . o ol 200 124 4, 5, 10.
1st JY to 24 JY- . R 8 2, 4.
1st PL to 238 PL... - o ‘ - ozh 02y 3, 4, 6 8, 10, 12.
Ist SC to 24 SC S 52 |2, 4, L,, 26.
(lst SY to 2d SY, already includcd in USYE.YD C :
(1st US to 24 US, alresdy included in USYE.) -
24 US to 34.US . o 36 12, 3, 4, 6, 9, 18.
(1st US to 3d US, already included in USYE.) R o .
(lst YE to 2d YE, already included. in SYE.)

‘into the. same columns.  F
into- 1ts componen% unlllb““.i

" been longer there would hs

q. Are-all. these repetltlono LauSu] ﬂepctltlons° It has been seen.
that the odds: against a theory tndt the USYE repetition 1s accidental are
about 995 to 5 (since the ﬁrobablllxv for its occurrence is .005), or 199
to 1. It has.also been seen that the odds zgainst ¢ thcory that the eight
digraphs which occur twice are accidental zeoctlblonu ‘are about 99 to 1.
(since the probability for 2 occurrences of a specif fied digraph is .01)
the odds against 2 theory that the two digraphs which occur 3 times ore -
accidentel repetitions are 999 to 1. The chances are JGPV groat tnercfo;e,
that .all or nearly all .these repetitions ere causal. Cbttdlnly the chances
ageinst the two .occurrences.of the tetragraph USYE and the three occurrences
of the two differoent digraphe (L“ and US) being accidental are quite high,

'and it is therefore.not oSuOHJullng thet the intervals between =211 the

various repetitions except in one csse, centain- the factors 2 and 4.

r. This means fhui Jif the ¢ ipher is ww*bt“n out in either 2 cclumns

or 4 -columns, -sll these rc fL110ns (excent, the CK repetition) would fall

it follows that the length of the key is

ctical grounds; belng more. probable than

¢ maetter of cheooging between a 2-letter

olved when tho cipher text is Alstributed
quuhh" ist+”1but1~ns. S

either 2 or.4, the 1attcr, G
the former. Doubhte: concarnzu
and a A=-letter ka will be di

v§..>The repeated digraph CX'1n,the:fs*?goinr meesage 1s an accidental
repetition, as will be wppurent by referring to Fig. 1. Had the message

e beon norbj'uch accidental reyetltlons, but,

on the other hand, there would be 2 preportionately greater number of causnl
repetitions. This is becouse the phenomenon of repetition in plain text is
so all-pervading. '

1. Sometimes it heppens that the crypitanalyst quickly notes o repe-
tition of a pclygraph of féur or more letters, the interval between the
first and second occurrences of which has only two factors, of which cne

-
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is a relativély small number, the cther a relatively high incommensurable .
number. He may therefore assume st once that the length of the key is

o . . equal’tdfthe smaller factor without searching for additional recurrences

‘upon which to corroborate his assumption. Suppose, for example, that in

a relatively short cryptogrem the intervel betwecn the first end second

occurrences of a polygraph of five letters happens to be a2 number such as

203, the factors of which are 7 and 29. Evidently the number of alphabets

may at once be assumed to be 7, unless one is dealing with messages ex-

changed among correspondents known to use long keys. In the latter case

one could assume the number of alphabets to be 29,

-

u. - The foregoing method of determining the period in a polyalphabetic
cipher is commonly referred to.in the literature as "factoring the intervals
between repetitions"; or more often it is simply called "factoring." Be-.
cause the latter is zn apt term and is brief, it will be employed hereafter
in this text to designate the process.

10. General remarks on fectoring. - a. The statement made in Par. 2
with respect to the cyelic phencmena eaid to be exhibited in cryptograms
of the periodic type now becomes cleir. The use of a short repeating key
-produces a pericdicity of recurrences or repetitions collectively termed
"eyclic phenomena, an analysis of which leads to a determination of the
length of the period or cyele, and this gives the length of the key. Only
in the case of relatively short cryptograms enciphered by a relatively long
key does factoring fail tc lead to the correct determinaticn of the numbsr
of cipher alphabets in a repeating-key cipher; and of course, the fact that
a cryptogram contains repetitions whoge factors show constency is in itegelf
an indication and test of its periodic nature. It also follows that if the
cryptogram is not a repesting-key cipher, then factoring will show nc def--
inite results; and conversely the fact that it does not yield definite re-
sults at once indicates that the cryptogram is not a periodic, repeating-
key cipher. ' '

. b. There are two cases in which factoring leads to no definite results.
One is in the cose of monoalphabetic substitution ciphers. Here recurrences
are very plentiful as a rule, and the intervals separating these recurrences
may be factored, but the factors will show no constancy; there will be sev-
eral factors cemmen to meny or most of the recurrences. This in itself is
an indicaticn of a monoalphabetic substitution cipher, if the very fact of
the presence ofmany recurrences fails to impress itself upon the inexperi-
enced cryptanalyst. he~other case inwhich the process of factoring is
nonsignificent invelves certain types of nonpericdic, polyalphabetic ciphers.

' In certain of these ciphers recurrences digrephs, trigraphs, and aven

[ polygraphs may be plentiful in a long mes but the intervals between

= such recurrences bear no definite multiple relation to the length of the

o

<.

key, such a2s in the case of the true periodic, repecting-key cipher, in
which the alphsbets change with successive letters snd repeat themselves
over and over again. ‘
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¢. Factering is not the only method of dctermlnlng the length of the

period of = nerlvdlc, polyalphabetic substitution cipher, szlthough it is
by far the most common snd easily applied. At this point it will merely

’ be noted that when the message under study is welatively shert in compari-
son with the length.of the key, so that there are cnly a few cycles of |
cipher text and no leng repetitions affording a basis for factoring, there
are several other methoeds avzilable. However, it being decmed inadvisable
to interject the data concerning those cther methods at this point, they
will be explainad subseguently. It is desirable at this juncture merely
tc indicate that methode other then Lucturlng do exist and are used in
practical work.

B ‘E-—ﬂ,.‘ .




e i

' REF ID:A4146445

11. Second step: distributing the cipher text into the com-
oonent nonoalphabets. - &. . 4After the number of cipher alphabets '
1nvolved in the bryptogran has been ascertained, the next step is
to rewrite the message in groups corresponding to the length of
the key, or in columnar fashion, whichever 1s more convenient, and
this automatically divides up the text so that the letters belong-
ing to the same cipher alphabet occupy similar positions in the
groups, or, if the columnar method is used, fall in the same column.
The letters are. thus allocated or distributed into the respective’
cipher alphabets to which they belong. This reduces the polyalpha-
betic text to monoalphabetic terms.

b. Then separate monoliteral freou ncy distributions for the
thus isolated individual alphabets are compiled. . For example, in
the case of the cinher on page 9, having determined that four
alphabets are involved, and having rewritten the message in four
columns, a frequency distribution is made of the lettsrs in Column
1, another is made of .the . letters in Column 2, and so on for the '
rest of the columns. Iach of the resulting distributions is there-
fore a monoalphabetic freguency distribution. If these distributions
do not give the irregular crest and itrough appearance of single
frequency distributions, then the analysis which led to the hypothesis
as regards the number of alphabets involved is fallacious.. In fact,
the appearance of these individuval distributions may be considered
to be an index of the correctness of the factoring process; for theo-

“retically, and practically, the individual distributions constructed

upon the gorrect hypothesis will tend to conform more closely to the
irregular crest and trough appearance of a single alphabet frequency
distribution"than will the graphic tables constructed upon an in-
correct hjpothesm°

12. Thlrd step: solving the monoalphabetic distributions.
The difficulty sxperienced in analyzing the individual or isolated
frequency distributions depends mostly upon the type of cipher alpha-
bets that is used. It is apparent that mixed alphabets may be used
just as easily as standard alphabets, and, of course, the cipher
letters themselves give.no indication as to which is ths case. How-
ever, just as it was found that in the case of monoalphabetic, sub-~
stitution ciphers a nonoliteral'freouency distribution will give
clear indications whether the cipher alphabet is a standard or a
mixed alphabet; by the relative positions and extensions of the
crests and troughs in the table, so it is found that in the case of
repeating~key eciphers, monoliteral freguency distributions for the
isolated or individual alphabets will also give clear indications
as to whether these alphabets are standard alphabets or mixed alpha-
bets. Only one or two such frequency distributions are necessary
for this determination; if they appear to be standard alphabets,
similar distributions can be made for the rest of the alphabets:
but if thev anpear to be mixed alphabets, then it is best to compile
triliteral frequency diétributions for all the alphabets. The
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T A AR ,
analysis of the values of the cipher letters in each table pro- -
ceeds along the same lines as in the case of monoalphabetic ciphers.
The analysis is more difficult only because of the reduced size of
the tables, but if the message be very long, then each frequency
distribution will contain a sufficient number of elements to .en-
able a speedy solution to be achieved. Lo

SuCTIOh IV

Lk’b:ﬂ‘lﬂu—x EY SYbTLMo WIL H 8T u‘)ni D (JIPLM., ALPHABETS

Baraﬁraph
Solution by applying principles of frequency. o o «e o o 13 ‘
S¢lution by comrletlnv the plédin-component 5QUeNce o o o o 14

Solutlon Jy the probable word.. method"' o o o o e .o o o .o . 15

13. Solutlon by applying prlncllles of fLecuency° - a. In.
the light of the fore001ng nr1n01nles, 1et the follow1no cryntoaram
be studied: : :
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A search for repetitions discloses the following short list. of most of the
longer repetitions, with the intervals and fazctors below 11 listed (for

. - previous experience may lead to the conclusion that it is unlikely that

K the cryptogram involves more thun 10 alphabets, showing the number of
recurrences which 1t ‘does).:.

Repetition Location  Interval - Factors
LUFMPZINVC D1, K3 160 2, 4, 5, 8, 10
JZXIG El, Hi 90 | 2, 3, 5, 6, 9, 10
EJK B4, L2 . 315 3,5, 7,9
PTE m, e s 2,5, 10
® . QOK D, WL 85 5
UKH oom, e s s
ZLA J1, L, 65 5
AS D3, L3 175 3,5, 7
EJ , B, L2 115 5
Fil o as, om0 57 N
W a5, 32 185 s
FM | Je, Ji 12 2,3, 4,6
o - Fil 5, k3 80 2, 4, 5, 10
M K3, L4 30 2, 3, 5, 6, 10
JA o ap ok 60 2,3, 4,.5, 6, 10
LA F1, J1 - 75 3, 5
| Ia 71, u 65 5
LL S s, w10 2,5
NL 0 m,m 105 5,5, 7
NL H2, K1 s 3, 5, 9
X c1, ¢5 20 2, 4, 5, 10

YN . M, B3 - . 25 . 5
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o . B . B I
b The Lactor 5 appears in all but two cases,. each of which

1nvolves only a digraph. It seems. almost certaln ‘that the number
of alphabets A8 flve.f Swnce the teyt alxeady appears 1n groups of"
five letters, it is unnecessary to rewrite the, nesuage.‘ The next
step is to make a monoliteral frequency distribution for Klphabet 1
to see if it .can be determinsd. whether or, not stanaara alphabets
are involved. It is as followst" '

Alphébet

(o]
.

NG

G2 L
e
H ot

Q{STUVJXYZ

b Y

oI
@it

ey TN

-l

=4 I\H\i
w MY

L N

g bl

oo

F G
g« Although the indicationg are not very clear cut, yet if one ‘
takes into consideration the small amount of data the aSSumptlon of

a direct standard alphabet with W, ¥ Ap’ is worth further test.
Accordingly a similar distribution is madé for Alphabet 2.

Alphabet 2.
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d. There is every indication of a dlrect,standard alphab*t,

with H, = Apu Let ‘similar distribution be made for the last thre
alphabets. .They arc as followss . :

Alphabet 3. _ ’
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 Alphabet 4. '
=. =332 ==E2F.o o = ==Ecs
ABCDEFGHIJKLMNOPQRSTUVWXYZ

™ U
!

t

}

1
Hy -
T

[

[
sl
[
=
=4
(@
ae]
L
o)
w
=3
[
<
=
E2
<
™

N SYRINT

v |
g)!lll-_»
jasi

ABC?ZD




. REF ID:A4146445 *’ f
C = 19 . B z
e After but little ;¥oer1ment 1t is found that the dlstrlbﬁ-
tions can best. be made to fit the normal when the following values
are assumed.
Alphabet 1 = Ay = Wy
Alphabet 2 -~ Ay = Hy .
Alphabet .
Alphabet 4 -- Ay = T,
~ Alphabet 5. 2- A, = E
£ Note.theikey wordnéifen by £he'§ucCéSSivc equivalénts“of

Ap: WHITE. The real proof of the correctness of the analysis is,
of course, to test the values of the solved alphabets. on the crypto-

gram. The five complete c1pher alphabeuo are as follows. , _
Plain ——- ABCDEF CHIJKLMNOPORSTUYVWLYZ
l1-WXYZABCDEFGHIJELMNOPRQRSTUYV
2-HIJELMHOPQRSTUVWXYZABCDETFG
Cipher 3 - IJELMNOPQRSTUVWIYZABCDETFGH
4 -TUVWXYZAB ¢D EFGeGHIJK LJMVN OFPQRS

5 - EF &G H”I,J-K LMNOP Q.R}S'T'U VWX YZABCD.

Fige 2

- S

Lo Apply1n5 these valuns to the flrst few grouos of our’ mes-
sage, the following is found

_HHU'I
m»#f-

12345 1234 12345 12345 12345
Cipher - AUKHY JAMKI . ZYMWM JMIGX NFMLX...
Plain - 38 CO0OU H.TER DREDI WFANT RYZST

he Intelligiblé_teit at once r‘esults9 and the solution can now
be completed very quickly. The complete message is as follows-

ENCOUNTERED RED INFANTRY ESTIMATED AT ONE RE&IMLMT AHD MACHINE
GUN COMPANY IN TRUCKS NEAR EMMITSBURG. AM HOLDING MIDDLE CREEK
NEAR HILL 543 SQUTHWEST OF FAIRPLAY. WHEN FORCED BACK WILL
r‘ON INUE DELAYIN BPDS AT MARSH “PLLK. HKVE DbSTROYED BRIDGES

MILL.

‘i, It is obvious that reversed standard alphabets may be used.
The solution is accomplished in the same manner. In fact, the now
obsolete cipher disk used by the United States Army for a number of
years yields exactly this type of cipher and may just as readily be
solved. In fitting the isolated frequency distributions to the normal

direction of "reading" the crests and troughs is merely reversed.
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A . :
14. Solution by completing the plain-component sequence. - 8.

There is another method of solving this typs of cipher, which is -

worthwhile explaining, bscause the underlying principles will be !

found useful in many cases. It is a modification of the method

of solution by completing the plain-component sequence, already

explained in Par. 20 of Part I. o

b. After all, the individual alphabets of a cipher such as
the one just solved are merely standard direct alphabets. It has
been seen that monoalphabetic ciphers «in which standard cipher alpha-
bets are employed may be solved almost mechanically by completing
the plain-component sequence. The plain text reappears on only one
generatrix and this generatrix is the same for the whole message.
It is .easy to pick this generatrix out of all the other generatrices
because it is the only one which yieélds intelligible text. Is it
not apparent that if the same process is applied to the cipher letters . .
of the individual alphabets of the cipher just solwved that the plain-
text eauivalents of these letters must all reappear on one and the
same generatrix? But how will the generatrix which actually contains
the plain-text letters be distinguishable from the other generatrices,
since these plain-text letters are not consecutive letters in the
plain text but only letters separated from one another by a constant
interval? The answer is simple. The plain-text generatrix should
be distinguishable from the others because it will show more and a
better assortment of high-frequency letters, and can thus be se-
lected by the eve frou the whole set of generatrices. If this is
done with all the alphabets in the cryptogram, it will merely be
necessary to assemble the letters of the thus selected generatrices
in proper order, and the result should be consecutive letters form-
Aing intelligihle text. '

ce An example will serve to make the process clear. Let the
same message be used as befores TFactoring showed that it involves '
five alphabets. Let the first ten cipher letters in egach alphabet

be set down in a horizontal line and let the normal alphabet sequenées
be completed. Thus: o :
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Alphabet 1

"Alphabet 2
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Alphabet 3
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‘Alphabet 4

1 HZET

Alphabet 5

AJZJINZZAIJ  UAYMFTHYLK  KiTLIBUVU  HKJG YINXXIRM G
BRARKOFADJK  VBZHGUIZEL  LAWJHJICHV — ILXHMNIANU  ZJNYYJSNFH
CLBLEGBCKL  WCAOHVJANM - MOOKOKDOXW ' JHYINOJBOV  AKOZZKTOGI -
DHCHQHCDLE  XDBPIWKBON ~ NPPLPLEPYX - KWZJOPKCPW  BLPAALUPHJ
ZNDNRIDEMN — YECUJXLCPO  OQQuMWMFRZY - LOAKPOLDOX . ¢ CMQBBMVAIK -
FOZ0SJZFNO (ZFDREYEMDQP - PRRNRNGRAZ  WMPBLORMZRY  DNRCCNWRJIL.
GPFPTKFGOP  AGISLZNTIRY  2SSOSOHSBA™ - WACURSNFSZ  ROSDDOXSKM
HQGIULGHPY  BHFTMAOFSR  RITFTFITCB  ORDNSTOGTA  FPTIEPYTLN
IRHRVEHIGQR  CIGUWBPGTS  SUUQUQJUDC  PSEOTUPHUB | -GRUFFQZULO
JSISUNIJRS  DJHVOCQHUT  TVVRVRKVED  QTFPUVAIVC  HRVGGRAVNP
KTJTXOJKST = EKIWPDORIVU  UJGSUSLJFE - RUGQVWRJWD - ISWHHSBYOQ
LUKUYPELTU  FLIXQESJIV  VXXTXTEXGF  SVHRUXSKXZ  JTXIITCXPR
MVLVZQLEUV  GUKYRFTIXYW  WYYUYUNYHG - TWISXYTLYF  KUYJJUDYDS
NUEWARMNVY  HNLZSGULYX  XZZVZVOZIH °  UXJTYZUMZG  LVZKEKVZZRT
OXUXBSNCUX  IOMATHVHZY - YAAWAUPAJI  VYKUZAVNAH - HWALLJUFASU
FYOYCTOrXY  JPNBUIWNAZ  ZBBXBXQBKJ  WZLVABWOBI — NXBiMXGBTV
QZPZDUrQYZ - KQOCVJXOBA ~ ACCYCYRCLK  XAMHBCXPCJ  OYCHNYHCUW
RAQARVGRZA  LRPDWKYPCB  BDDZDZSDHL  YBNXCDYGDK — PZDOOZIDVX
SBRBFWASAB  MBQEXLZHUDC = CHZEAZATENM - ZCOYDEZRIEL QAEPPAJEWY
TCSCGXSTBC  NTRFYMARED DFFBFBUFON | ADPZIFASTIL BF2QBKFXZ
UDIDHYTUCD OUSGZNbSn' ZGECGCVGPO - BEJAFPGBTGN . bCG *RCLGYA
VEUZIZUVDE  PVTHAOCTGF  FHHDHDWHGP - CFRBGHCUHO  TDHSSDIHZB
WEVFJAVHET QWUIBPDUHG  GIIZIEXIRQ  DGSCHIDVIP  URITTENIAC
XGIGKBVXFG  RXVJCQEVIH -~ HJJFJFYJSR™ - SHTDIJZWJQ YVFJUUFOJBD
 YHXHLCXYGH  SYWKDRFWJI + IKKGKGZKTS ~ FIUZJKFXKR . WGKVVGPKCE .
ZIYTWDYZHI - TZXLZSGXKJ - JLLHLIALUT. - GJVFKLGYLS . -XHLWWHOLDF ..
'-vFigo'B
‘de  If now hlga—freouency generatrices: underllned in I‘lg° 3

are selected and their letters are juxtaposed in columns, the con-
secutive letters of intelligible plain text immediately present

themselves. Thus:
For Alphabet 1, generatrix 5 - ENDNRTIDZHN
Selected For Alphabet 2, generatrix 200- N TR F YW AR I D
Genera- For Alphabet 3, generatrix 19 - CE 2 A B AT X NM
trices ° For Alphabet 4; generatrix . 8 - ORDNS T OGTA
' For Alphabet 5, generatrix 23 -~ UZ ITT I NIAGC
CZNCOU
HNT3RE
Columnar. - DREZDI
juxtaposition NFANT
~of., - _ RYZST
letters from IMATS
selectad " DATON.
. generatrices. ERZGI.
HENTA
N Di AC

Fig. 4
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-Plain text: . ENCOUNTERED RED INEANTRY BSTIMATED AT ONE
- - RE”IME IT AND I\: o o .o

[ Solutlon oy this method can thus be achieved without the-
compllatlon of any' frequency tables whatever and is very qulckly
attained. ‘Theé inexperienced cryptanalyst may have difficulty at
first'in selecting the generatrices which contain the most and the .
best assortment of high-frequency letters, but with 1ncreaoed pr&ctlce,
a high degree of proficiency is attained. after all it is only a- '
matter of experiment, trial, and error to select and assemble the
proper generatrlces so.as to produce 1ntelllg1ble text.

f. If the 1etters on the slldlng strips were accompanled by
numbers representing thelr relative frequencies in plain text, and
these numbers were added acress each generatrix then that generatrix
with the highest total- frequency would theoretlcalll_always be the
plain-text generatrix. Practically it will:be among the generatrices : '
which show the first three or four greatest totals. Thus, an entirely
mathematlcal solution for thls type of cipher may be applied.

g. If the 01pher alphabets are reversed standard alphabets, it
is only ‘necessary to convert the cipher letters .of each isolated alpha-
bet dinto their normal plain component equlvalents and then proceed as
in the ‘case, of dl;ect standard alphabe’cb° S

rg; It ‘has been seen how tne key word ray be dlscovered in this
type of cryptogram. -Usually the key is made up of those letters in ,
the successive alphabets: whosé equivalents are Ay.. Sometlmes a key
numbéer is used, such as 8-4-7-1-12, which means merely that A
represented by the eight letter from A (in the normal alphabeg
the first cipher alphabet, by the fourth letter from A in the second
cipher alphabet, and so on. However, the method of solution as illus-
trated above, belncr independent of the nature of the key, is the same .
as before. . _ - . v

15, Solution by the nrobable word method"o - a, - The common
use of key words in cryptograms such as the foregoing makes possible
"a method of solution that is simple and can be used where the more
detailed method of analysis using frequency distributions.or by com-
pleting the plain-component sequence is of no avail, so that in the
case of a-very short message which may show no recurrences aad give
no indications as to the number of alphabets 1nvolved this modified
method will be found useful,

b. Briefly, the method consists in assuming the presence of a
probable word in the meSsaﬂe, and referring to .the alphabets to find
the key letters applicable when this- hypothetical word is assumed to
be present in various positions in the cipher text. If the assumed
word happens to be correct, and is placed in the correct location in
the message, the key letters. produced by referring to the alphabets
will yield the key word. In the following example it is assumed that
reversed standard alphabets are known to be used by the enemy.
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| MESSAGE

MDSTJ LQGCXC KZAaASA NYYKO LP

g{: Bxtraneous circumstances lead to the assumption of the pres-
ence of the word AMMUNITION. One may’ assume that this word begins
the message. U31ng sliding normal alphabets, one reversed, the

other'dlrect one proceeds to find the key letters by notlnq whau
the successive equlvalsnts ot A? are. “Thuss: . :

IfF M DS TJILQCXC equals :
AMMUNITTION, then the key letters (= Ap) are
MPENWTJKL P, ) '

" The “key" does not spell any inteiligﬁoié:word. One therefore shifts

the assumed word one letter forward and onopher trial is mads,

._If DPSTJLQCXCK equals
"AMMUNITION, then the key le+ters (= Ap) are
DEFDYYVFQX.

This & 130  yields nv 1ntelllg1ble key word. One continues to-
shift the assuined word forward one space at a tlme untll the follow—
ing p01nt is reached. - A R A

IrL b CXCK2ZASA equals ‘ ’
 AMMUNITTION, then the &ey lettsrs ( A ) are
LCORP s S5 I G Ne =

The key stands out: It is a cyclic permutation of the name SIGNAL . -
CORPS. 1 S ST A
de If the assumption of reversed standard alphabets yields no

good results, then direct standard alphabets are assumed and the
test made exactly in the same manners Solution ‘by this method is

_1nev1table when the correct ‘word has been assumed- and its correct

position’ ascertalned° Here again isan exanple of the efficacy of
the. "probable word" method. Furthermore, as' will be shown ‘subse- -
guentlyy it can also be used as ‘a last reuort when nlxed alnhabets
are employedo o :

It should be clear that since. the key word or key phrase reoeats
itself during the encipherment .of-such a message, the. plain-text word
upon whose assumed presence in the message this test is being based
may begln to be enciphered at any point in the key, and conthue over
into its mnext repetition if it is longer:than the key.. When this is
the case it is ‘merely necessary to shift-the latter part of the se-
quence of determined key letters to the first part, as in the case
noted.~ LGORPSDIGN is transposed into SIGN,.OLCORPS, and thus SIGNAL
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e. It ¥Will be seen in the foregoing method of solution that
the length of the key is of no particular interest or consequence
in the steps taken in effecting the solution. The determination
of the length and elements of the key comes after the solution
rather than before it. In this case the length of the Derlod is
seen to be eleven (SIGNAL COle) .

fe The foreg01nc method is one of .the other methols of - deter-
mining the length of the keyv(be51deslfactor1nb), referred to in
Par. 10 ¢. o . o :

S SECTION V
REPEATING-KEY SYSTEMS WITH MIXED CIPHER ALPHABETS, I. ’
_Harggraph

Reason for the use of mixed alphabetSe o o o o o o o o o o o 16
Interrelated mixed alphabets o o o6 o o o ¢ o o o o o o0 o . 17
Principles of direct symmetry of position. o = o o o ;;;', o 18
Initial steps in the solution of a typical example . « « o o 19
Application of principles of direct s"nmetry of position .« . 20 ' ‘
Subsequent steps in s0lution o« e, s o o o o o e o e o o o o L
Completing the S0lutions o, o o e o o o o o o a s o o o o o 22
Solution of subsequent messages enciphered by same N '
cipher components o o o o o o o s o o o & ¢ o o o o o e - 23
Summation of relative frequencies as an aid to the ‘
selection of the correct generatrices « « o o o o o o o 24
Solution by the probablo~word methodes o o o o o o o o s o o 25

Solution when plain component is mixed, the olpher normal. . 26_ . 4 ‘

16, Reason for the. use. of mixed alnhabets. -~ g. It has been
seen in the examples. consxiered thus far that the use of several
alphabets in the same message does not greatly caaplloate the ana1y31s
of such a cryptogram. - There are three reasons why this is so: _
Firstly, only relatively. few alphabets were enployed" secondly, these_.
alphabets were employed in a periodic or repeating manner, giving
rise to cyclic phenomena in the cryptograim, by means of which the
number of alphabets could be détermined; and, thirdly; the cipher
alphabets were known alphabets, by which is meant merely that the
sequences of letters in both components of the 01pher alphabets were
known sequences.- E :

bo- In the case of monoalphabotlc c1pners it was found thdb the
use of 4 mixed alphabet delayed the solution to a con51derab1e de ree,
and it will now be seen -that the use of mixed alohabets in polyalpha—.
betic¢ ciphers renders- the analysis much more difficult than the use -
of standard alphabets, but the solution is still fairly easy to achieve.
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17. Interrelated mixed alphabets. - a. It was stated in Par. 2

that the method of producing the mixed alphabets in a polyalphabetic

. cipher often affords clues which are of great assistance in the anal-

o ysis of the cipher alphabets. This is so, of course, only when the
cipher alphabets ‘are 1nterrelated secondary alphabets produced by
sliding components. ‘Reference is now made to the classification set
forth in FPar. b, in connection with the types of.alphabets which may
be employed in polyalphabetic substitution. "It will.be seen that thus
far only Cases 4(1) and (2) have been treated. Case B(1) will now be
discussed.

b. Here one of the components, the plain component, is the normal
sequence, -while the cipher component.is a mixed seguence, the sliding
of the two components yielding mixed alphabets. The mixed component
may be a systematically-mixed or a random-mixed sequence. If the
' . successive alphabets produced by the sliding of two such components
. are set down as in the case of the Vigenere Square, a symmetrlcal square
such as that shown in Fig. 5 results therefrom°

Plain: ABCDEFGHIJKLLNOFPQRSTUVWNXYSZ
JLSAVUTORTHBCOFGIJLUFISUXTZ
SAVHNTORTHBGCHDFGIJKEPISUXYZL
AVNYORTHBCDFGIJKWYQSUXYZLE
VNWORTHBCDFGIJEHPISUXYZLEA
"NJORTHBCDFGIJKMFQIPSUXYZLZEAV
WORTHBCDFGILJKMPQSUXYZLEAVN
ORTHBCDFGIJKLUEPNSUXYZLIAVNTY
RTHBCDFPGIJKU.PRSUXYZLIEAVHYO
THBCDFGIJKMFPOSUXYZLEAVNUOR
HBCDFGIJKMPQSUXYZLIAVHTORT

. BCDFGIJKUPQSUXYZLIAVNTORTH
» CODFGIJXMPQSUXYZLEAVNIJ/ORTHB
o Cipher:{ DFGIJKH PQSUXYTZLIAVNYORTHBC

- FGIJKKPQSUXYZLEAVHYORTHBCD
GIJKHPYSUXYZLEZAVNYVORTHBCDTF
IJKMPQSUXYZLEAVNTORTHBCDTFG
JKEPQSUXYZLAAVNTORTHBCDFGTI
KHPQSUXYZLEAVHNWORTHBCDFGIJ
HFQSUXYZLEZAVNJOATHBCDFGIJK
PQSUXYZLZAVNWORTHBCDF GIJKI,

. QSUXYZLEZAVNYORTHBCOFGIJKKP
SUXYZLZAVNJT7ORTHBCDFGIJKHPQ
UXYZLEAVNTV/ORTHBCDFGIJKY PQS

XYZLIAVNJORTHBCDFGIJKUFPQSU

: YZLEZAVN iORTHBCDFGIJKHPQSUKX
ZLZAVNJ/ORTHBCDFGIJKMPQSUXY

+j
(%N
[0}
©
wu
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ce Sulh a table may be used in exactly the same mnanner as
the Vigenere Table. 1ith the key word BLUZ the following secondary
alphabets would be used:

V=
<

Plain =- ABCDIFGHIJKLUNOYQRSTUVY XY 2Z
/__BCDFGIJKL{PQSUXY-ZLEAVN'-;JORTH
) 2 ~—-LEZAVNYORTHBCDFGIJKHPISUXYZ
Cipher ¢ 3 _UXYZLEZAVNWORTHBCDFGIJKUPQS
4 - 3AVHJIJORTHBCODFCGIJEKEPESUXYZL

Fig. 6

18, Principles of direct symmstry of position. - a. It was
stated directly above that Fig. 5 is a symaetrical cipher square, by
which is meant that the letters in its successive horizontal lines
show a direct symmetry of position with respect to one another.
They constitute, really, one and only one seguence or series of '
letters, the sequences being merely displaced successively 1, 2, 3,
eos intervals. The symmetry exhibited is obvious and is said to be
patent, or "direct". This fact can be usad to good advantage.

b. Consider, for exampls, the pair of letters G and V in the
B, or lst,. cipher alphabet directly above; the letter V is the 15th
letter to the right of G. In the L, or 2d, cipher alphabet, V is
also the 15th letter to the right of G, as is the case in every one
of these secondary alphabets, since the relative positions they
occupy are the same in each horizontal line, that is, in each cipher
alphabet. If, therefore, the relative positions occupied by a given
pair of letters in one of these cipher alphabets is known, and one
of the members of this same pair has bsen located in another of
these cipher alphabets, one may at once place the other member of
this pair in its proper position in the sscond of the cizher alphabets.

.Buppose, for example, that as the rssult of an analysis based upon ‘

considerations of frequency, the following values in a given crypto-
gram have been tentatively determined:

Plain —-[ia!B

HINTOIR gl

3 ololalFleH T[JKL RUSIT UV UKIYiZ
/1 - Gl I v
I ; P :
2 e | }.|" F
Cipher{ ; : L L
is__' L | i;B | Il .
P ] ] | i %
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The letter G is common to Alphebets 1 and 2. In Alphabet 2 it is
L noted that I occupies the 10th position to the left of G, and the
s ‘letter P occupies the 5th position to the right of G. One may there~
_ fore place these letters, N and ¥, in their proper 9031t10ns in
Lo Alphabet 14 the letter U oelag placed 10 létters before &, and {
) letter b, 5 1ettexs apter G. Thus: ’

rlain -=- A B C DEFGHIJKLMNOPQRSTUVW X.Y
1l - G P Y Vi

hus, the values of two new letters in Alphabet 1, viz, P = Jp, and
Ne = Up have been automatically determineds these val ues werse ob- _
tained without any analysis based upon the. fqmgpengx of P, and Moo .
" Likewise, in Alphabet 2, the lette rs f and J may be 1aserted in these

. positions:

FCHIJKLMEOPQRSTUVWZAYZ

Flain -=-- AB C DB
2 - v N / a p ¥
This gives the new valuns Ve =Dy and Yo = Yp in Alphabet 2. Alpha-

. bets 3 and 4 have a coumon letter' 9 ‘which permits of the placement
of Q and W in Alphabet 3, ahd of B and L in Alphadet 4.

¢. Thenew values thus found ars of course immediately inserted
throughout the cryptogram, thus 1eadln:f to the assumption of further
values .in the cipher text. This process, the recomnstruction of the
orimary components by the application of the principles of direct
symnetry of position, thus facilitates and hastens solution.

d. It must be clearly understood that before-the principles of

direct symmetry of position can be applied in cases such as the fore-

. going, it is necessary that the plain component be-a known sequence.
“hether it is the normal sequence or not is immzterial, so long as
the sequence is knowm. Obviously, if the sequencse is unknown, symmetry
even if present, cannot be detected by the cryptanalyst because he
has no bhase upon which to try out his assumptions for SJmmetry, In
other words, direct symmetry of. pOSltlun is manifested in the illus-
trative example because the plain conwonenu was a linown seguence, ma
not because it was the normal alphabet. The significance of this

o point will become atoa‘ent latel on in conngction with the problem

discussed in Par. 26h. .- S . 5o -

= 19, Initial steps in the solution of a tv“icaI'eXb“plen - 3., In
the light of the foreaoxnc wr1n01nles ‘let a typnical mnessage no bs
studied.
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underlined in the
intervals hetween

QWBRIVIY
CGXGB
PJiL
22G1
PLIV
BRI
KAG
3RD
CGuB
WIC
XHF
YZT
21C

- 28 -
ﬁ MESSAGE
1 2 3 4 5
A QWBRI VJUYCA ISPJL RBZZY 2WYRU
B LU¥WGY ITCJCI MTZ22Z2I HIBEN 32UBRI
¢ ViIYI3 BYNBQ QOCGQH IWJKA 656N
b IDWRU VZ2YG G(IGVN CTGYO BPDB L
2. VOGXG BK2Z22G¢ IVXCU NTZa0 BUFEGQ
F.QLFGCO M T j 2T CCBYQ OPDKA G DEIG
¢ VePUER SITavW I CGXG BLGO2I VBGRS.
i mYJJY GUVFWY RWNFL GXHEW &WCJKX ®
j IDDRU OPJQQ ZRHCHN VW#DY3 RDEDG
i BXDBEN PRFPU Y XNFG HPJBEL SANCD
L $2226 IBEYU KDHGA ©BJJF KILCJ
M MFDZT CTJRD KHIYZQ ACJIJRR SBGZN
N GYAHY VEDCW LXNGL LVVG S QUBII
P OIVJRN WHUBRI VPJEL TAGDN IRGQP
9 ATYEY COBYZT BVGHU VPYHL LRZNQ :
R XIuBA IKJJG RDZYF KWFZL GUWF JEQ "I'
8 wWJYR IBYWRX |
‘ bo The-prinéipal repetitions of three or more lotters ha&e been

message . and the factors (up to 20 only) of the

them are as follows:

5, 9, 15

—— 45 - 3, |
——— 60 = 29 39 4.‘9 5, 694 109 129 1.59 20
-— 95 =5, 19

- 115 = 5

—- 235 = 3, 5, 15, 19

— 45 %3,5,9, 15

-~ 75 =3, 5, 15

-~ 165 = 3, 5, 15

- Ta5 =353, 15

- 275 = 5. 11

-~ 130 =2, 5, 10, 13

- 4:5 = 39 59‘99 15

-- 235 = 3, 5, 15

-- 145 = 3, 5
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. . . The factor 5 is. common. to ‘all of these repetltlons, and there seems .
@to be every indication that five albhcbets eresinvolved, Sinoe’ the
ﬂmescage already apnears in groups of five letters, it 1s unnecessary
éln this case to rewrite it in groups corresponding to the length of

the key: The monoliteral frequency dlstrlbutlon for Alphabet 1is
as follows:

4|
NN
= M HH
O T MY
&=
il

1]}
tf
it
o
|
]
ot
for
cy
B
= B
=
O i
o |

TUVWXYZ
Fig. 8.
. i ¢.. Attempts to fit this distribution to the normal on the basis

of & direct or reversed standsrd alphebst do not give positive results,
and it is assumed that mixed alphabets are involved. Individuel tri-
graphlc frequency.- distributions are then compiléd &nd are shown in Fig.
9. These tables are similar to- those: made for single mixed. alonabet
ciphers, and are made in the same way except that -insteed of taking .

the letters one after the other, we now must assemble in seoarate tables
the letters which belong to the separate elphabets. For exemule in
Alphebet 1, the trigraph QAC meens th?t A occurs in Alphcbet l; Q, its
prefix, occurs in Alphebet 5, and C, its suffix, occurs in Alphabet 2.
We may evoid £11 confusion by placing numbers indicating the elphebets
in which thev belong above the letters, thus: EAE

Alvhabet 1.

A B CDETPF G HIJKTILMDN¥OPQQRSTUVWT IY Z
QC GW NT TV LE AS UD UW IT UT QP NX -W LB LA LA . 'IW NN QI UX QR
PT OP TC AD We FI QX II UP YW YW DE CIw
GK TT X HW FW LV QT . .. .., NW QD RB UE
OW WB . . LW ND LR SY™ "7 7 qC QD LC
GL . -GV . . . Wwc . GI GP
GX S WC ic o7 oGP - - QL QB
XD T L AB RI - NW L
. GB i, JF w <k
' v~ DI NY IP .
NR SW UP -
AK QW
QB -

Fig. 9.
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, Alphabet 2.

A B CDETFGHTIJ KL MDNY¥OPQRSTUVW
. SN RZ I1J IM GG MD MB IWQF WB BD  ZH IPMZ.  IX QB
TG VG QG GG VZ . Q¢ - BZBG 0D - IG GG . QF VY
IE VG ID SZ QI - YW Lz Nz LV Q
MJ CB RG VD KL ' oJ MY IJ LM YN
SG IG KH MY NI ©  ¢J - EG QB LN

CY MJ RZ XN . ‘ vJ AY VY

IW AJ A .Y . BN

[ae Moo ]
g e
RE=

AL hgbea"jf

GTHUT T K L M N 0 P QRS T UV W XY Z
 0Q RC 1B OC TG 57 VG PM VC WC BE

: N

= WR -“PBfB WB

EX DC WK DR wE oo . KJ WETB
P

IK . PK°
WR FipRpe
cY Wyt
LESI 3 I

e

éi@iaam

IV YT BR. WI EY

T T,"ZCK'fl R . TZ KZ

XUt URGT A0 1z TA

CUUECT U exd OB U0 IR BZ RN
LQ .3@3 PRI St . PH DY

BR CR

D VR

BZ PE

vQ

Alppsbed b,

B3 CDEF GH I J.KLMY¥OPGQRS.TUVW¥ XY Z
70 NQ YA GG ZY NL M# AQ YG PL.BN  WR 2Q . FU GH BI = GN FY GN 2G ZG
GN YU NW YL GG JY.JA . . 6Q BI - GG GO YT
DN XU  ZI NG BI JF DA o JQ MU v : GG BQ ZG
NA FO  FQ:. wQ JX GP GS - DQ DT
HN IV , Q- GU DU - - EU YQ
D JL JD 78 GN
HA  JL JR JQ YT
1J YW - . JN FL
DQ BI
L WX

Fig. § (continued)
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Alphabet 5.
4B C D EF G H I.J XK L M N 0 P QRSTUV W XY Z
CT- Csm‘ﬁ JK lB QL RV Ci JR . KG YB QA BQ MG R4 Z2C L 'GI KI EQ
KG RM. . YK YG. ﬂ;cw ‘ BV XTI AR UBQURS CU ZC RV' EI R- JGQ
kK¢ . . . XB T EM.  _FG _ VC “m ,VO CUMUZE BN RN - WR
M .. ZI. RV ... ES eV QU " UUTROT D EC
BI ' IV Ir ¢ cL uBP“f'”;;“Q“’; S py e
- ' ¥8 RV - KT .~ZC .- YR 0 YK
DB - HL RW ZA Q
CFM. e, 4G DL IV
75 S ST ¢ P
L i
~:;J1 s
e B S

NL‘Q ‘.\3'
v
<z

“"Condénsed ‘table: of repetitionsi. o

. N e e T P . .

{

i

t

<) <q.&D i
= "‘U =
VCEWRN

I

ZMwmgubw

|

4 -
Wi Wil bl e L

|

T OO

Az
oSSl

= SR SRt AR
: 5
H [
(Y

&
i

zuﬂ%mb=§;+4\¢

|

i

DR b b

PR B

Q

3.0 & QT W

A

1 N
00D DI
=,

HRBEO QW

fé:t:#%iP5§1F+

4

» FiC)\ﬁ
<.t

i

o~

ENSESESE RS

2 .o
.
~2 € G-3
2.
3.

Fig. 9 (continued) .

A
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d. One now proceeds to analyze each alphabet distribution, in an
endeavor to establish identificetions of cipher equivalents. First, of
course, attempts should be made to separate the vowels from the con-
sonants in each alphabet, using the ssme test as in the case of a simple
mixed alphabet cipher. There seems to’ beuno doubt about the equivalent

of Ep in each alphabet: E - ig %C éc Co Qe

e. The letters of greatest frequency in Alphabet 1 are I, M, Q,
V,B, G, L, R, S, and C. I, has already been assumed to be Ep. If "

2 5 - A
We and Q¢ = Ep, then one should be able to distinguish the vowels from
the consonants amonggthe letters M, Q, V, B, G, L, R, 5, and C by examin—

ing the prefixes of Wy, and the suffixes of . The prefixes and sufflxes
of these letters, as Shown by the trlgraphlc frequency tables, are these

o o ) =
Prefixes of LS (= Ep)- ' Su:fflxes of a (= % ) T ' '

o

G X VR B IL .QRXLVAZO

f. Con31der now the letter Mq; it does not occur either as a pre-

fix of. WC, or as a suffix of Q- Hence it is most probably a vowel,
and on account of its hlgh frequency it may be assumed to be Op. ‘On the

other hand, note that QC occurs five times! as aprefix of W, and three

times as a suffix of Q . It is therziore a coﬁédnant, most probably R,

for it would give the digraph ER (= QC) as occurring three times and

RE (= QWC) as occurring five times.

&« The letter %IC Qcéu-rs three times as a prefix of VEVC and twice ‘
as a suffix of ac' It is therefore a consonant, and on accoﬁnt 6f its
frequency, let it De assumed to be Tp. The letter %c occurs twice as
a prefix of %c but not as a suffix of Zc‘ Its frequency ié'only medigg,
armd it is probably a consonant. In fact, the twice repeated digraph BWq
is once a part of the trigraph é%%, and %C, theuietter of second highest

f{equency'in Alphabet 5, looks excellent fdr TD{ Might not the trigraph
EBQ be THE? It will be well to keep this possibility in mind.

1 , o2 :
L. The letter G, occurs only once as a prefix of W, and does not

occur as a suffix of a . It may be a vowel, But‘dné can not be sure.

1. The letter Q has four tallles under it, plus one occurrence indicated
by the presence of the letter itself among the prefixes, equels five
occurrences. The same abplles to the other letters.
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The 1etter Le occurs once as a preflx of %c and once as a sufflx of gc

;It may be con51dered to be 'a consonant. ﬁc occurs once as a prefix of

%c, and tw1ce as-a suffix of 80, and ;s:cemtalnly a consonant. Neither
the letter %c nor the letter éc occurs as a preflx of % .or as a sufflx
of 30: both would seem to be vowels, but a study of the preflxes and
suffixes of these letters lends more weight to the -assumption that Cc
is a vdwellthen that %c.is-a.vomel. For,alllthe prefixes‘of G,'viz,
%} %;~and-%, are in subsequent anaiysis of Alphabet 5 classified as con-
sonants, as are likewise its suffixes, v1z, T, C and B in Alphabet 2.

2

1
On the other hand, only one preflx z 5 and .one sufflx BC, of 5S¢ are

1ate:mclasslf1ed.as,consonants,. Slnce vowels are more often assoolated

with:consonants-than,with.othengvowelsf it.would:seem that Cc_is more
1 D
11kely to be a vowel ﬂnan S At any rate C. is assumed to be a vowel,

c
for the present 1eav1ng Sc unclasslfled |

i. G01ng through the same steps w1th the remaining alphabets, the

following results.are obtalned.

Alohabet. | Consonantsl o Vowels
1 Qv B L E G T,M 00
T s e sy

3 o wdnE 6z
v vz, e 9 ¢, me, RY, BY
5 G,j”N.”,'A','- L, T QU

'20."Appllcatlon of prlnClpleS of dlrect symmetry of - posltlon —'gd
The next :step is to try to.determine a few.values in each alphabet. - In .
Alphabet 1, from the analysis above the follow1ng data aré on hand: ‘

Plaln - A BCD E F G H I JK L M N 0 P Q R S TUV W XY7Z
Cipher -- C7 I Ct - M Qv
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Let the values of Ep alreedy asqum*d in the remalnlng alphabets, be set
down *as follows: -

Plain  --|afBlc|nlE|r|eln] 1 o) k|Llu|ulo P o ris T viv]|wix|¥|z|
A -=fog L) el 4 Qv
2 - P . W ot ; ; i
B T I z
Cipher{3 -- G i :
A S X } f ;
TR C E i ; :
' ; : —
5 -- Q | S
i 3 !

Figﬂ 10

b. It is seen that by good fortune the letter Q is common to
Alphabets 1 and 5, and the letter C is common to Alphsbets 1 and k4.
If it is assumed that one is dealing with a case in which a mixed com-
ponent is sliding agalnst ‘the normal componént, one can epply the prin-
ciples of direct symmetry of position to these alphabets, as outllned
in Par. 13. For example, one may insert the follow1ng values in Alpha~’
bet 5:

Plain --[aB C!D}EIF GIHITIJIKILIM{N:O BfQ‘R S TIUIVWI|XIY|Z

, (2 LRl SO | i
SR R DA T T T
f1 --jct ¢ |1 ok Ml DQl IV L
Cipher P S O O A O I DO | =
ol w el T e e e | ]
Fig. 11

c. The process at once gives thres definite values: ﬁc'= Bp,

to the frequency distribution; Since B and G are normally low or medium

G

D ?c :'Rp. Let these deduced values be substantiated by referring

C:
frequency letters in plain text, one should find that M, and Vg, their
hypothetical equivalents in Alphabet 5,‘should.have low frequencies. As
a matter of fact, they do not _appear. in thls a¢ohebet ~which thus far

corrobofetes the assumption’ On ﬂle other hand 51nce ?

e = b; ;f the

values derlved from symmetry of p031t10n are correct ?c Should be of



‘either undér Ny r V.. If the farmer is correct, then the frequ§@§y~

‘under V. Thls in ‘turn settles the value of Cc, for it must now be ;

.based upon unproved hypotheses. The following results:
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; ? R ‘ . '
high frequency, snd it is. The position of C is doubtful; 1t belongs

p
of %c should be hlgh for it would eouol N if the 1atter is cor#gqt,

then its frequency should be low, for it would equal Vo | " As a ma@tefé
5 . L o , ) N i
of fact;C does not occur, and it must be-concluded that it belongs
SP
placed deflnltely under I and removed from beneath Ap
g.i The definite placement of -C now permits the 1nsertion~of'ﬁew

values in Alphabet M, and one now has the following:

Plain  --|4|B|c|D|E FlclE] 1{J[k|L]u[nlo[pic[R S| T U[V|W|X|Y]Z
0 _ - - e S
AT T T M TR
N W N ‘
-/ | e .
Cipher{ 3 =-! } e !
Y o—-f1l 1 | lo Ql |v
5 —-i b olal vl e
Fig. 12

. 21. Subsequent steps in solution. - a. It is high timé that

the thus far deduced values be inserted.in the civher text, for by

this time it must seem that one has certainly gone too far with work
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MESSAGE - .

QBRI VWYCA - ISPJL RBZEY  QWYEU LWMGW- ICJCI MTZEL MIBKN QWBRI .
RE R TEE E RE E E ER O R O  RE R

VWYIG BWNBQ QOGQE IWJKA GEGXN IDMRU VEZYG QIGVN OTGYO BPDBL.
_IBE A+ E.-E REN 'EE . 'E- B~ P o REP» LE:. ... -

VCGXG- BKZZG. IVXCU : NTZAO- . BWFEQ. ; QLFCO : MTYZT  CEBYQ : OPDKA - GUGIG-..
T & E B .EE R E O I E EA

VPWMR QIIEW 10GXG BLGQQ VBGRS“ MYJJY QVEWY RWNFL GXNFW MOJKX
T K R EE . 4 ENE-T-F -0 . R LB e 20

IDDRU .OPJQR: ZRHCN VWDYQ - RDGDG - BXDBN PXFPU.- YXNFG. : MPJEL -SANCD
E NE E TE E E 0 E .

SEZZG IBEYU KDHCA MBJJF KILCJ MFDZT CTJRD MIYZG ACJRR SBGZN
B TBL O, ED 0L DI 0 &L 2B

QYAHQ VEDCQ LXNCL LVVCS :QWBII IVJRN WNBRIL VPJEL TAGDN IRGQP

R E T : B - E__RE AR ¥ - R.T .. ... E @ BEN

ATYEW ' CBYZT BVGQU VPYEL LRZNQ XINBA - IKWJQ RDZYF KWFZL = GWRJQ
Sl . EN T L E . E E. 'E ¢ E.E-

QVvJYQ IBWRX

b. The comblnatlons given are excellent- throughout and no incon-
sistencies appear. Note the trigrsph 1«% .which is repeated in the
follomng polygraphs (underllned in the foregomg text\ .
3 y 5
B R -5

: .tdbr-'
Eizani
w-d\ﬂ
e';:w
tU(os—J
BN

EIVEN
s.;g

Soma

M?Qna'

c. The letter %c is common to both polrgr phs, and a iiﬁﬁle‘imagiﬁé—

tion will leed to the assumptlon of the value %“": ?_,

¢ = Pp, yielding the

following:

oo =
B o=t
g b\
oW
s ISR
R
b omn\W3
O -

4
I
A
1

v

T
looks like the word ATTACK. The frequency distributions are consul ted

O\ g B\
W e\
=N B o

d. Note also the following polygraph: , Which

[ gl e S EES WV}

_E
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to see'Wheth;r the freqoencieevgiVen for gc end P ?c are high enough for
Tp and Ap’ respectively, ond elso vhether the frequency of %c is good
enough for Cp; it is'noﬁed thgt they afe excellent. Moreover, the di—
gre pn gB which‘oceﬁrs_four times,_looks like'TH, thue making %\ = Hp.
Does the 1hﬂertlon of these four new vpluee in our dlegrem of alphebets
bring forth eny inconsistencies? The insertion of the value Po = Ap
end Bé = Hp gives no indiéations eithe? way, since neither letter heas
yet_been 1ocated_ip any of the other’alphabets. The insertion of the
value gc = Tp &ives a value common to Alphabéﬁsbj endHS, for the value
éc = Eﬁ;wee assumed long ago. ‘Unfortﬁnaﬁely an inconsistency is‘founglf:
here. ;?hemletter I has been placed two letters to the left of.Gbén |
the mixed COmpohent, and has given good results in'Aipheoets i:aod:5;~z =
if the:ve{ﬁe %é = Cp, as obtalned above fro@ the asqumotlon of the word  ;
ATTACK,Vie co;%ect then W,Zend not. I Should be’ the second 1etter to ~.:-
the left of G. Wiich shall be retalned? There has been so fer nothloé‘:~
to establlsh the value of é p’ this Velue‘ﬁas_essumed.from fpequeneyf_
considerations solely. Perhaps it ls»wrong..”If’ceftaiﬁiy'behevee like
a vowel, and one'mayfeée Whét.happehs.WhehAone chaﬁges its"Qalﬁéﬁpg Op¥t33

The follow1ng olacements result from the enalys1s when onlv two or three:_

new values have been added as s result of the clues afforded by the de-

ductions:
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Plain  --|alB[clp|slr{c|e|1]ofxiLix|x o p[q RIS Ulv|Wx|Yiz
IR SO M O o] _'—:;____ § ,t
1 - SI"|11 (G|B|C | SIM, [PIQIR|V|W
2 ——BlglriViWl si i1l {aisio Y K
Cipher$ 3 —|R [V|#l | 1 st Tl lglB|¢ wl |pig
T ! 1 !
L --111 lGiBlC M. (PIQIR|VIW S
S [ VO T D 0 S IV S R R BR R S .
\E_"“ M| PIQIRIVIWL i s 6B e |

‘Fig. 13 a.

g.E'Magy-neﬁ”vélﬁES”are'ér&dﬁééd; and these éfe:ihsertéd throughout
the messgge;,yielding the following:.

QUBRI VWYCA' ISPJL .RBZEY. QWYEU LWMGW I1CJCI MIZEI MIBKN QUBRI .
REPOR TE & & EMY 'SR RE  EWCE ESER -0 R 0OP  REPOR

VAYIG BWNBQ QCGQH IWJKA GEGXN -IDMRU VEZYG' QIGV  CTGYO BPDBL
T8 A7 HEDE RSO PE GO BWO T T ROOP 10 EAD

i VOGXG BKZZGEVIVXGUi NTZAO BWFEQ_, QLFCO MTYZT CCBYQ OPDKA GDGIG
- TSOT H T.EDE -+ HE 'R E 0 ISP - A - G OAT

VPWMR QIIEW ICGXG BLGQQ VBGRS MYJJY QVEWY ' RWNFL GXNPW MCJKX
TACKF ROM E ESO.T H,ONE TROOP O . RDGQ SB_ . G. H 0S

IDDRU OPJGQ ZRHCN = VWDYQ 'RDGDG BXDBN ' PAFPU." YXNFG MPJEL SANCD
E O AN CE TE E SOT H D Q M, T OA OC X

SEZZG - IBEYU KDHCA MBJJF KILCJ. MFDZT CTJRD MIYZQ ACJRR SBGZN
C T ER '~ E OR O0E 0  I°0 00 ESOF CRO

QYAHQ VEDCQ LXNCL LVVCS QWBII IVJRN WHNBRI VPJEL TAGDN IRGQP
R E T EE . E DBEP REPAR . EDO UPOR TA, O  ECOND
ATYEW CBYZT EVGQU VPYHL LRZNQ XINBA IKWJQ RDZYF KWFZL GWFJQ

H IR DON TA CE OD E E S B GE E

QRJYQ IBWRX
RE E ER O

22. ‘Completing the solution. — a. Completion of solution is now
a very easy matter. The mixed component is finally found to be the
following sequence, based uvon the word ZXHAUSTING:

EXHAUSTINGBCDFJKLMOPGRVWYZ
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Plain R i

Cicher 3 —{R|V|W|Y|z ®!x|H|alulsiT|1iNic|Bic/DlPiv|k|L|M|0|Plg

t
[
jas
"=
c
[@2]
3

4 —|1|nl6:B|CIDF|I KILiM|O|PIQIR|VW| Y 7]

MOPIQRIVIW.Y 2B X|HA USIT|IINlGBCIDIF|JK

U1

1
41.
£

Fig. 13 b.

' b. Note that the successive eoulvelents of spell the word
APRIL which is the key for the message The plain-text message iS as
follows'

REPORTED ENEMY HAS RETIRED TO NEWCHESTER. ONE TROOP IS REPORTED

AT HENDERSON MEETING HOUSE: TWO OTHER TROOPS IN ORCHARD AT SOUTH-
WES%? ZDGE OF NZWCHESTER. 2D SQ IS PREPARIKG TO ATTACK FROM' THE
SOUTH.  ONE.TROOP OF 3D S IS INGAGING HOSTILE TROOP AT NEYCHESTER.
REST OF 3D SG IS MOVING TO ATTACK NEWCHESTER FROM 1HE NORTH. MOVE
YOUR SQ INTO WOODS EAST OF CROSSROAD 539 AND BE PREPARED TO SUPPORT
ATTACK OF 2D AND 3D SG. DO NOT ADVANCE BEYOND NEWCHESTER. MESSAGES
HERE. - : , ,

COL.

¢.. The precedlng case 1s a good examole of the value of the prin-,.
' ciples of direct symmetry of position when applied properly t6 a cryp- :
togram enciphered by the sliding of a mixed component sgainst the normal.-
The cryptanalyst starts off with only a very limited number of assump~ s
tions and builds up many new values as a result. of the placement of the
few orlglnal values in the dlagrem of the alohabets ’

23. “Solution of subsequent messages_enciphered~by the séme cipher
component. ~ a. Préliminary remarks. Let it be. suppnosed that the cor-
respondents are using the seme basic or primary combonent but‘With
different key words for other messages. Can the knowledge of " the se~
quence of letters in the reconstructed’ prlmery component be used to
solve the subsequent messages? It has been shown that -in the cage . of
a moncalphabetic cipher in which a mixed alphabet was used, the process
of completing the plain componént could be applied.to solve subsequent
‘messages in which the same cipher component was used even ﬂlough the
cipher component wss set at a different key letter. A ‘modification of
the procedure used in that case can be used in this . case, where a plu-
rality of cipher alphabéts based upon & sliding primary component is
used.
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, el

, b.w The mess g . Let 1t be suooosed that the follow1ng message
passlng between the" same two Porresoondents as-in the Drecedlng me s-—
sage has been: 1ntercepted & 3 : SRR ;

P

“*oMESSA@3f:f :v;’ﬁifeQE:;i-m

| SFDIR  YRRKE . MIWLL . AGRLV . RQFRT. IJQKF . XOWBS MDIZK
| MIOQO . UDPTY . TYRNE - TRORY - BQLTI - GBNPR RTUHD - PTIVE
_RMGQN ; LRATQ ‘ PLUKR KGRZF 3 JOMGP :M.ZIHSMR ;‘_Q,RFX - BCABA

OEMIL ~ PCXJM __RGQSZ VB . +/ ;%

- Factoring end conversion into plain component equivalents. - '
The presenhe of a repetition of:a four-letter: polygraph whose 1nterval
ig 21 letters suggests a key word of seven letters. There are very, .
few other repetitions, and this is to be expected in a short mesqage
w1th a key of such lengtn SOV Coe U

. NnzZozZEoHonneodE 22 0"EN. .

}?b?mﬁoﬁké

.. . _gﬁ ‘Transcription -into pe-
.~.riods. - Let the.message. be wrlt
.i»ten in groups: of ‘seven. 1etters,'__:
~wAn-columnar fashlon. .as shown «in ...
. .Fig. 14. .The. letters.in .each.
column belong .to. & single alpharj
bet. Let the letters in each
.-=column .be converted into ;their .
:plein component equlvalente'bﬁ S
. setting.the reconstructed: clpher;{f.
.-component agalnst the normal o,
: alphabet a8t .any. erbltrarlly se— L
.- lected p01nt for example, that SRR .
3fshown below: :;Mj.ii_._,_iph:zi : Flg 15

T

PREOERD OB RawEW,

TP 5 1 < SR oo o *‘3*‘3C: Q3 thOl}j:x;H:O\

PEHPOQ QDO YYD YR hittcﬁéaﬂﬂp\_
QREROEEYH g <O Q@ tﬁf’?e;_c:_f-%jpi;é:j"ﬁx‘_v

pwmpem@pewbeeem@wbwﬂ‘

HHEOWERSELO WU RSB O
RO b mi el iE Nk w R Y U <

]

WzzzodrYowiHdaNnal i
:»w;'e,g"m' MO - e = Yo S

“?iﬁtﬁiﬁﬂw BeETRIO R S < N R N

w

Pléih 4 B
E X

ﬁfo]H: TKL. M;
Clpher - S T.I.N o} DF

Q.
G 3B L

<0C!
<1$
SN
-—'-4'-4
ESESE

C D P
HAU K v

=

The colamns of eqplvalents are now as shown 1n Flg. 15
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‘e. Examination gnd selection of generatrices. It has been shown
that in the case of a monoalplizbetic eipher it was merely necessary to
complete .the‘normal alphsabet sequence beneath the plein-component equiv-
alents and . the plain text all reappsared on one generatrix. It was :

alsofound .that in the case of ‘2 multiple-alphabet cipher involving
standard .alphabets, the plain-text equivalents of each alvhabet reap-

peared .on the same generatrix,

end it was necessary only to combine the-

proper. generatrices in order to produce the 'plain text of. the message.

In the'case at 'hand both processes are combined:

‘the normgl alphabet

sequence is continued beneath the letters of each column and then the
generatrices -are combined to produce the plaln text. The completion
diagrams for the first two columns are as follows (F g 16)

Column l ' Column 2
FVQUPRLWVGVHIQZHVDLF ‘ NPDNNMUGSHGWQEVCNSBZ
GWRVQSMXWHWI JRAIWEMG o1 OQEOONVHTIHXRFODOTCA
HXSWRTNYXIXJKSBJXFNH N PRFPPOWIUJIYSGPEPUDB
IYTXSUOZYJYKLTCKYGOI : VE‘- " QSGQQPXJIVKJIZTHQFQVEC
JZUYTVPAZKZLMUDLZEPS L . RTHRRQYKWLKAUIRGRWFD
KAVZUWQBALAMNVEMAIQK S5 - SUISSRZLXMLBVJSHSXGE
LBWAVXRCBMBNOWFNBJRL 6 CTVITTSAMYNMCWKTITYHF
MCXBWYSDCNCOPALGOCKSM T UWKUUTBNZONDXLUJUZIG -
NDYCXZTEDODPQYHPDLTN 8 VXLVVUCOAPOEYMVKVAJH
OEZDYAUFEPEQRZIQEMUO 9 WYMW¥VDPBQPFZNWLWBKI
PFAEZBVGFQFRSAJRFNVE 10. " XZNXXWEQCRQGAOXMXCLJ
QGBFACWHGRGSTBKSGOWQ, 11. YAOYYXFRDSRHBPYNYDMK
RHCGBDXIHSHTUCLTHPXR 12 ZBPZZYGSETSICQZOZENL
SIDHCEYJITIUVDMUIQYS 13 ACQAAZHTFUTJDRAPAFOM . = :
TJEIDFZKJUJVWENVJIRZT L  BDRBBAIUGVUKESBQBGPN::
UKFJEGALKVKWXFOWKSAU 15 CESCCBJVHWVLFTCRCHQO -
VLGKFHBMLWLXYGPXLTBV 16 DFTDDCKWIXWMGUDSDIRP
WMHL GI CNMXMY ZHQYMUCW 17 EGUEEDLXJYXNHVETEJSQ
XNIMHJDONYNZAIRZNVDX 18 FHVFFEMYKZYOIWFUFKTR
YOJNIKEPOZOABJSAOWEY 19 GIWGGFNZLAZPJIXGVGLUS

. ZPKOJLFQPAPBCKTBPXFZ 20 HIXHHGOAMBAQKYHWHMVT
AQLPKMGRQBQCDLUCQYGA .2l + - IKYIIHPBNCBRLZIXINWU
- BRMQLNHSRCRDEMVDRZHB 22 - JLZJJIQCODCSMAJYJOXV - = -
CSNRMOITSDSEFNWESAIC. - 23 - KMAKKJRDPEDTNBKZKPYW: « -
DTOSNPJUTETFGOXFTBJD ceh LNBLLKSEQFEUOCLALQZX = -
EUPTOQKVUFUGHPY GUCKE . 25/:- - MOCMMLTFRGFVPDMBMRAY .
F1g.-l6

f. Comblnlng the selected generatrlces After some experimenting' =
with these generatrices the 23d generatrix of Column 1 and the lst of -
Column 2, which yields the -digraphs shown -in Fig:. 17, are combined. The "~
generatrices of the subsequent columns are examined to .select those which:
may be added to these already selected in brder-to-build up the plain. ' ~
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text. The results are shown in Fig. 18.. .
This process 1s a very valuable aid in -
the solution of messages after-.the pri-
mary compoment has been recovered as a
result of the longer and more detailed
.analysis of the frequency tables of the
first message intercepted. - Very often’ -+
a short message can be solved in no other
way than the one. ‘shown, when the. pr1mary'
alphabet ig c0mp1etely known. ‘

O ntd==ESEN-On en4<q_ngrgqucyw

. g Recoverv gi the key. ,It'may o
be of interest to find the key word for
the message. All that is necessary is
to set the mixed component of the cipher
alphabet underneath the plain component
so as to produce the cipher letter in-
disated as the equivalent of any given
plain-text letter in each of the alpha-
bets. For example, in the first alpha-
bet it is noted that C, = S,. 'Setting

-+ the two components under each other so e L

Fig. 17.  as to :bring S of the cipher component oo T Fige 18
beneath C of the plain‘component thus: '..~-lﬁhj.h R

P OHOD O NI MK EE< = O

OHPOEAZREOONEHO RN H OO
SR OMOUORNKKDHEBONIZ0OOEOOMN
L mHEONEHORNZEONEN GO W
b O OEZEE RSO
Ll momNEroEREQERE Y RGO

HRNUOUBBDOoOUEZO"AR D H NN

nWhnmRTuEPOREYO 0B OB

Plain: ABCDEFGHIJKLMNOPQRSTUVWXYZABCD FGHIJKLMNOPQRSTUVWXYZ
Cipher: . ' AKHAUSTINGBCDFJKLMOPQRVWYZ -

It is 'noted thaf Ap = As. Hence, the flrst letter of uhe key word to

the message is A. The:2d, 34, 4th, ... 7th key letters are found - in -
exactly the same manner,_and the follow1ng is obtained:” : wyfuh~- R

COPFPIRGST equals R
SFDZRYR then A, successively equals S
AZIMU T H. RO

oL, Summatlon of relatlve frequencies as an aid to the selectlon 5'.
of the correct generatrices. — a. In the foregoing examnle 'under sub—-i?
paragraph f., there occurs this phrase:- "After some experlmentlng with =~
these generatrices..." By this was meant, of course, that 4he " se]ectlon-f
of the correct .initial pair of generatrices of plain-text equivalents -
is in this process a matter of trial and error. The test of "correct-
ness" is whether, when juxtaposed, the two generatrices so selected
yield '"good" dlgraphs, that is, high-frequency digraphs such as occur
in normal plain text. "In his early efforts the studént may- have some
difficulty in selectlng, merely with His eyeés, the mo§t ‘1ikely genera—'~
trices to .try. There may .be .in-each diagrsm several generatrlces Whlch
contain good assortments. of high~frequency letters, and the number ‘of
trials of combinations of generatrices may be quite ‘large. Perhaps a'
simple mathematical method may be of assistance in the process.
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b. Suppose, in Fig. 16, that each letter were accompanied by a:
number which corresponds to its relatlve frequency. Then, by addlng'
give a numerlcal measure of the frequency value of each generatrl
Theoretically, the generatrix with the greatest value will be theicor
rect generatrix because its totsl will represent the sum of the 1nd1vfd—
ual values of the actual plain-text letters. In actual practice, ;of
" course, the generatrix with the greatest, value may not be the correg
one, but the correct one will certainly. ‘be smong the three or four o
generatrices with the largest. values. ‘Thus, theé numbér of trials may
be greatly reduced, in the-attempt to put together. the correct‘genera—
trices. S - o : - C

(o

¢. Using:'the preceding message as an example, note the respgétive
generatrLX values in Fig. 19.. S = - = s

¥

"

L S
$~ w N &}
& & 3
= O
[$) ~ ®
O FV Q U P L W V.6 V B I.Q 2 HV DL F

32033\8&22'22370032’414’3 57
1 ¢ W RV qQSMXIWETWTIJRALAILIWELNYG

2 2 8 2 06 2 0 2 3 2 7 028 7 7 213 2 2 77
> HX SWR TN YXIXJEKSEBJIXFDNEH

3 0 62 8 9 8 2 07 0006100 3 8 3 66
3 I YT XSUOGZYJYKLTOGCEKT TGO I

7 2 9 0 63 8 0 2 02 0 W 93 0 22 87 T4
4 J 2z UY TV P AGZKGZZLMUDTLZSZEHEEPJI

0 0 3 2 9 2.3 7.000 42 344 o033 0 U9
5 K AV 2 U W QB AL AMYNVEMNLIQEK -

07 2 0 3 2 01 7 4% 72 8 213 2 7 17 060 T4
6 L B WAV XRCB-MBYNOTWFNSBIJIRL

L 1 2 7 2 0 8 3 1 21 8 & 2 3 8 1 0 8L 73
7 M CXBWYSDONGOI® XGOCKS M .

23 0 1 2 2 6 4%¥.3 8 3 8 3 02 8 3 0 6 2 - 66
& ¥ DY G X2 TEHBDODEDPQVYHPDTLTN

g 4L 2 330 0 913 ¥ &4 3 O 2 3 3 W U g 8 91

Fig. 19 (continued)
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Fig. 19 (continued)
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' Fig. 19 (continued)
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Fig. 19 (continued)
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Flg 19 (contlnued)

e .
Column 2 (continued)" LE a
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d It w1ll be noted that the frequency value of the 23d generatrlx .
for ‘tHe' flrst column of cipher lettérs is the greatest value; that,of
the first generatrlx for the sécond column is the:greatest. -In both-:
cases these ‘are the ‘correct generatrlces.- ‘Thus . the selection of ‘the ;
correct generatrices in such cases has been reduced ‘to ‘a -purely - mather . -
matical basis which is at times of much assistance in effecting a quick
solutlon. -Moréover, an inderstanding :of the pr1n01ples 1nvolved will
be .of conslderable value 1n subsequent work o » T

‘25 Solutlon by the probable—word method : : Occasionally -one.
may encounter a cryptogram which is so<hortthat 1t contalns no recur-
rences of” even dlgraphs, and thus“gives no indications of. the number:
of alphabets ihvolved: "If ‘the- sliding mixed component is:kmown one may. -
apply the:meéthod- illustrated in Par.:15, assuming the presence of:.a prob-
able word,” and checklng it against the ‘téxt and the sliding: oomponents
to estab11sh a key, 1f the correspondents are us1ng Key words SRR

Forzexamole, sunpose that the presence of the word mNEMY is :;“f_
assumed in ‘the" messageln Par. 23U +tove.One proceeds to:check it against .
an unknown key worad, using ‘the already reconstructed mixed component-
sliding against ‘the hormalland’ startlng with the first: letter of :the;.
cryptogram 1n thls manner'

If SFDZR equals ENEMY then the success1ve eoulvalents of Ap
o equal XENFW SR L
The sequence XENFW spells no- 1nte111g1b1e word. Therefore one: shlfts -

the locatlon ‘of the assumed word ENEMY -one letter: forward in- the- cipher ;-
text and the test ls made agaln Just as’ was exolalned on page 2) L
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When”the group AQRLU is tried one obtains as the key letters ZIMUT, R
whigh, ,taken as a part of a word, suggests the word AZIMUTE. Th Lo
method““ust yvield solutlon when a. correct word 1s assumed and corre'

‘¢ The danger to cryptographic security resulting from the 1nclu—
sion® of cryptographed addresses .and signatures.in cryptographic mes-
sages: 1s directly connected with the prlnc1ples of solutlon by the
probab1e~word method. To illustrate, referénce is made to the message
emplo“ed in Pars: 19-22. It will be noted .in Par. 22 b that the mes- .
sage darrled a slgnature (Treer Col. ) and that the latter ‘was en01phered:
Suppose that this were an authorized practice, and that’ every message
could ‘be assumed-to -conclude with a cryptographed. s1gnature .The sig-
natur fﬂTREnR COL" would at once afford a very good basis for the guick
solutlon of subsequent messages eménating from the same. headquarters

as did} the first message,. Decause presumably this.same signature would
appear:in other messages.. It ig for this reason that addresses and.-
s1pnatures must not be cryptographed if ‘they must be included they
should be cryptographed in a totally different system or by a wholly
different method, perhaps by .means. of a special address end signature
code. It. would be.best, however, to. omlt all. addresses and slgnatures,_
and to let the call slgns of the headquarters concerned elso convey

these parts of the message 1eav1ng the dlstrlbutlon or dellvery to

the offices concerned. a. mat ter for 1ocal actlon

6. Solutlon when the Dleln component 1s a, mlxed sequence, the o
cipher component the normal. = g.. Thls falls under Case. B (2) out- .
lined in Par. 6. It is not the usual method of employlng a single =
mixed component .but moy be, encountered ocoaslonally 1n c1oher dev1ces

b The prerlmlnary steps, as regards factorlng to determlne ‘the . ,
length of the.period, sre the .seme es.usual. The messegé is then tran-
scribed into its. perlods.' T“requency dlstrlbutlons are then mede, as
usual, and these. are, ttwcked by the or1n01nlev of frequency and re-
currence. An. ettemot is. made to coply the or1n01nles of direct’ symmetry
of position, but this attempt will be futile, for the resson thzt the
plain component .is in this cese an unknown mlxed sequence. - (See Par.

18- 4.)  4Any attenpt to flnd symnetry in_ the secondary alphebets based ‘
upon the normal sequence can therefore dlsclose no sywmetry because the
symmetry Whlch exists is. based unon 5 Wholly dlfferent sequence._

¢c. However, if the principles of dlrect symmetry of pos1tlon are
of no avail in .this case, there gre certain other pr1n01ples of .symmetry
which may ‘be employed to grest advantege. To exnleln them an aetual
-~ exemple will be used. Let it be assumed that it is ‘known to the crypt-
analyst. that the.enemy is using the. generel . system under. dlscuss1on,_ ’
viz, a mixed sequence. varlable from dey to day is used as Dlaln compo~
nent, the normal seouence is used ‘as. c;pher component, and & repeatlng '
key, variable from nessage to message, is us ed in the ordlnsry manner.
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The f0110w1ng message has -been ini"{s‘a'r"lc-‘_epi"ed: Lo

QEOTVEK
VR ZMO
IUQAXF
ULIBK
LADEHEY

SPBHB

HSAEHEY

NXALB

SEMME

NQGUY

JUUGB

VXNWA

PKMBX

FLNUJ

GPGTY

JKATE

TMULZ':

XCGZ4A

SRQ2Z

e

L

Y

RMLZ JVG
AAMP DX
UFBU KQY

AXB XUD

w

YVNFV UEE

VAZC UDY

MGUJ HQX

CDLM “IVA

QDEO YHI

IWYY TMA
HRVX ERT

AANE MKG

GERY TMF

DTVX JRZ
ECXB HQE

UWBR. HUQ

aEY 36D
DGTL VXM

VNHL GVW

TG

NDLYV

SEMY

0

HM

QI
0 A

Vw

UbD

'UQ
o VW
kD
AD
Ed
;pr

‘MW

FZ
IN
RF
KN
DN

EC

TY

ME

ERMUE
GQAMB

KZBUE

NCFSH

FVWEBX

YAGZL

GKNCG

NQGUY .

DKEI Z
TGGLO

DKATE

DEYCL

KMWMB

NLZIJ

KQAP

DSBX
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d. A study of the recurrences-and .factoring-their. intervals discloses
thatﬂfive alphabets are involved. Monoliteral bar frequency distributions
are made and are as follows: . * . i I o0 0L LTl s

T Alphabet 1i. D 7

A R

B

it

!

h‘“ e
AT
il o

[

o
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=
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[se U RN
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. UAlphabet 2.0 .
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o e
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O

[ 93]

3
o

>

[ Y]
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i
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‘ Alphabet 5.
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< T LT
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b L
o an

(o]

oy MU
Bt LT
[l NG, N U]
O M
MO

{
m
>4 thid

e i
= |
G Ui
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-
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=

D
ot
w
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e. Since the cipher component in, this case is the normal -alphabet, it
‘follows that the five frequency distributions are based upon a-seguence Which
is known. Therefore the five frequency distributions should manifest a direct
symmetry of distribution of crests and troughs. By shifting the five dlstrl-
. butions relative to one-another, all five can be matched as regards the posi-
- tions of the crests and troughs, thus reducing the five distributions to a
single equivalent moncalphabetic distribution. Note how this has been done
in the case of the five 1llustrative distributions:

oz _Z=z ==- Z % _ E S

S . ,,,gg,zg 'sé%i-i;:- Efzz EE

AMlphabet 1 - ABCHDEFOAIJKLANOPGRSTUVWXAY 2

= = = . Z z:-:- Z

- _E fEEzzs:_f:=% _zEEf: T E_

Alphabet 2 - XY ZABCDE HIJKLMNGZG QRST U V W
Z £ E Z =z

- = é-:ZZ:éZZE'z’E -EZ :,.‘..E...'-:'»_

Alphavet 3- TUVWXYZABCDEFGHIJKLUNOFQRS

¢ __ % Z Zz

- _ = _EEE=cFE-E._. _:zEE EE.

“Alphabet 4 - OPQARSTUVWXYZABCDEFGHIJKIHMN

E. = % “E oD

: _: _zEZEzZE._ E_:=_. EEE- EE

Alphabét 5 - RSTUVWXYZABCDEFGHTIJXKL M-N Q P Q
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f. The superimposition of the respective distributions enables one to
convert the diphor lotters of the five alphabets;into one alphabet. Supppse
it is .decided to convert, alphﬂbots 2, 3, &y and 5, inta. 1phabot 1. It is. _
mercly necessary to ‘substitute for tho rospcctlve lettors in the four alpha—
bets those which stand--above them in. Alphabet. 1. For, example,. in; Flg. 21, X
in. Alphabet -2 -is directly: undor A, in .Alphabot 1' ‘hencey 11 the - suporlmposl—
tion is corrcct then 2 -17, Thoroforo,.ln tho bryptogram it is merely neces-

o ¢ Ao - .
sary to roplace every X, in the spcond p051t10n by A -‘ Aguln T in. Alphabet
3 % A, in Alphabet 13 thcrﬁPoro, in the cryptogram onc rupJa\cs every T, in
the thlrd position by A,<' The entire process gives the following gggxggigg»
messages

QHVHT LUTXI JYNFPNGSHT EYUFH EUTGN VUGY X

YDHYY;D LUS SITKX L N GTHYK UTHJA HXMND

KTFYD NHSHC KTPXNIKCIGN UOPNT NGHJK XXKSU

jos}

LDKHT PRHKX DNRKT LDKTH BYURE UHLYN FITFN

GYDNHITY KLU §51TK ;x~YfH?LfL? BGFCN LNTYJ E X KPT
NFMEé‘HVHEHVTPNGS HfEﬁY.§ﬁVGN XXXHK FYDNG
NAHXK TFKXV IYHMJNVGUU 5YI)HYvYDPVLUvSK’TYN
Gtr&TxfxﬁcmH&?mlrynx?xﬁﬁédﬁ!éN&JQP_Nwwqu_JL;)Kﬁ

TPHTF XUSNU ODKXP NTNGH JXBSK JKYHG EUMXN

GZNGX XHKFY DNLUI VAUIJ FDHZN MNNTK SV UXX

KMJNT PTJINXX PNTNG HJLDH TPDXI NTJKH TPDUY

w
e
o5
@
[\
I

DNHFN~?OUGS”N GFU OSHTL DIGKH DHFOU
GSNFH THIIK ETLNA KYDYD NLUSS ITKXY JHHTN
GXDNAiﬁkkkkﬁgdxﬁfifvﬂﬁbjﬁﬁbfk1T§£XI"HDHTH
JJKHT LNYDN XNUMX NGZNG XFNLJ HCNFU VNTNF

IVHGN FGU NOGUS SUXLU AYUTU GYDHT FLNTY

=
!
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The monoalphabetic frequency for this follows. Note that the frequency
of each letter is the sum of the flve frequencies in the correspondlng
columns of Fig. 21.

-
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. Fig. 2la. .
. g. The. ploblem having :been -reduced to monoalphaoetlc terms, a tri-
graphic frequency dlstxlbutlon can now. be made and solution reaolly ‘attained

mbj 81mple principles, . It ylelds the follow1ng.”

PN
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JAPAW CONSULTED G ‘AMAIY TODuY ON REPORTc THAT THm CONMUNIST INTLR—

| NATiONAL WAS BEHIND THE AMAZING SEIZURE OF GE’*{ALIoSEJO CQIANG KAI bHEK IN
CHINA. TOKYO ACTED UNDER THE ANTICOMMUNIST ACCORD RECENTLY SIGNED BX JAPAN
AND GERMANY. THE PRESS SAID THERE IAS INDISPUTABLE PROOF THAT THE QQMINTERN
INSTIGATED THE SEIZURE OF GENBRAL OHI{NG AND SOME OF HIS GENERALS. iMILITARY
OBSERVERS SAID THE COUP WOULD HAV“ B““N TMPOSSIBLE UNLESS GENERAL CHANG
HSUEN LIANG HOTHEADED FORMER WAR LOBD OF HANCHURIA HA) FORMED AN ALLIANGE
WITH THE COMHUNIST LEADERS HE WAS SUPPOSED TO Bk FIGHTING. SUCH AN ALLIANCE
THESE OBSERVERS DECLARED OFPEWED UPYA RED ROUTm WHO‘ dOS&OW TO NORTH AND
CENTRAL CﬂIhno

h The roconstluctlon of the plaln conponent is nov a. very simple
matter. It 1s found to be as follows. : : : -

H Y D:,;z AULICGCEBE F_.G JKMNOPQSTVWXZ

Note aluo, in. Flg 21 the keyword for tle meSoage, (HEAVY), the letters
belng in the columns headed by the letter H. S

~.i. The solutlon of subsequent massages with different keys can now be
reached dlrectly,_by a simple modification of the principles explained in
Paragraph 18. This modification consists in using for the completion the
mixed plain component (now known) instead,of the normal alphabet, after the
cipher letters have been converted into their plain component equivalents.
Let the student confirm this by an experiment.

i+ The probable-word method of solution discussed under Paragraph 20 is
“also applicdble here, in case of very short cryptograms. This method pre-
supposes of course, possession of ‘the mixed component; the procedurce is cs-
sentially the same as that in Paragraph 20, In the example discussed in the
present paragraph, the letter A on the plain component was successfully set
against the key letters HEaAVY; but this is nct the only possible procedurc.

k. The student should go over carefully the principlc of "conversion
into monoalphabetic torms" explainod in subparagraph f£ above until he
thoroughly understands it. Later on he will encounter cases in which this
principle is of very great assistance in the cryptanalysis of more complex
problems.
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ZCTION VI,

REFEATING-KEY SYSTEMS WITH MIXED CIPFHER .ALPHABETS, II.
Par.

Further cases fefbéﬁcéhsidered;ﬁs;,‘f'; ;guA; . .-;\. . o 27

Identical primary, mixedchhponente;proceeding in
the same directions o« ¢« o« o o ¢ o & o o o « o o o ¢« o o+ 428

Cryptographing and decryptographing by means of
identical, primary: mlxed components. v i e e w s .o o o 29

Principles of solutlon.‘. .“;‘, ;Vi :-;~;~.\. . . : . .. 30

27. TFurther cases to be considered.. - a.:Thus far Cases B (1) and
(2), mentioned in Paragraph 3 have been treated. There remains Case B (3)
to be studied;iﬂThis*éaSe heeibeeﬁifurtherjsubdiVided as. followss

Case B (3):. Both: components are mlxed sequences.

(a) Components are 1dent1cal mixed sequences.
(1) Sequences proceed in the same direction.-
(The secondary alphabets are mixed alphabets).
(2) “Sequences- proceed 'in opposite directions.
KThe secondary. alphabets are reciprocal mixed
alphabets)
(b) Components are different mixed sequences. (The
secondary alphabets are mixed alphabets)

:b The flrst of the foreg01ng subc@see w1ll now be examlned.
28. Identlcal prlmary mlﬁed eowpoeents plcceedlnv in the same

direction. - a. It-is dften:the case that the mixed components ape_derived
from an.easily.remembered ward or phrase,: so.that they can be reproduced .

-at any time. from memory. Thus, for example,  given the Koy word
'QUESTIONuBLY the follow1n¢ mixed sequenee is derived:

Q U E S TIO N A B Ly C D-F- G HJ KN P RV WX2-

b By u51ng thls sequence ‘as both plaln and 01pher COmponent
that ‘is, slldlng this sequence -against itself, a seriés of ‘26.secondary
mixed alphabets may be produced. TFor example, by setting -the two sliding-
strips against each other in the twoc positions shown below, the cipher
alphabets labeled (l) and (2) given by the two settings are seen tc be
different. : . ; : .
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Key letter = A (i. Ges O =A )Q~
p C
. Plain comoonenf(=
\I/
QUESTIONABLYCDF HJhuPRVVXZQUESTIONABLYCDFGHJKMPHVWXZ
. NUESTIONABLYCDFGHJIKM PRVWXZ

”Cipher:co;EOneht.T
Secondary alphauvet:

Plain - ABCDEFGHIJKLMNOPQRSTUVWXYZ.
(1) Cipher - hJPRLVWXDZQKUGFL YCBTIOMN

y _ o . . : .
(ey lotter B (1 €.y Q c) '
Plaln component. e R :

QUESTIONABLYC‘ HJKMPRVWXZQUESTIONABLYCDBGWJKMPRVWXZ
QULSTIONABLYCDF”HJKMPRVVXZ

Clpher componpnt.
Secondary alphabet

Plaln ;.ABCDEFGHIJKLHNOPQRSTUVWXYZ
(}QClpher -~ JKRVYWAZFQUUEHGS BT CDLIONPA

c. In enciphering a messagce by such .sliding strips; a koy word is used
to designate the particular positions in which the strips are to be sct,
the same as was the casc in previous cxamples of the use of sliding componentse. .
The method of designating the positions is, however, slightly different, the
recasons for which will appear in the succceding paragraph. . In the methods
heretofore given, the key lotter, as located on the cipher component, was set
opposite A, as located on thé plain component; in othor worﬁs, if a was the
key letter, then the two sliding strips were set so that a ;~A » In this caso,
however, where identical mixed sliding components are uscd, the kuy letter is
set opposite the first letter of the scequence upon whichv+ho primary com-
ponents aro based; that 1s, if A'is the key letter, then the 'sliding strips
are set so that Q. = A in the cass of the mixed components. shown above.
Hence, in the first of the two cxamplcs above, the key letter for.the first
example being A, then Ac3is set, opposite Qp;.in the:sccond of these examples,
the key letter being B, then Bc,iszset}cppositc_qp;' C
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1

Vory froquéntly a quadricular or square table is'emﬁléyed by the

correspondents, instead of $liding strips, but the results are the same. .

It

" will be noted that the table does nothing more than set forth the successive

The square table based upon thé word QJUESTIONABLY is shown in Table 6.
‘positions of the two primary sliding components, and the top -line of the

table is the plain componént; the succoessive horizontal lines below it, the

cipher component in'its various 'juxtapositions.

The usual method of em-

ploying such a table is t0 take as the cipher equivalent of a plain-text

lotter that

letter which lies at the intersection of the vertical column

headed by the plain-text letter and the horizontal row begun by the key

with key letter T is the

For example, the ciphér equivalent of E.

EThc__méﬁh'éd'givéh in géragraph b, for determin-

lents by means of the two sliding strips yields the

“same results as doos the square tables

R
o
AR
.o
—_ >
e
23
In)
4
(SR
o
|-
o &
-
o6
o .
. [&]
IR e el
0 O P
PR
2 . b
oo g
e

6.

TABLE

STIONABLYCDFGHJIJKMPRVWXZ
TIONABLYGCDFGHJIKMPRVWXZ

STIONABLYCDFGHJIJKMPRVWX

" STIONABLYCDFGHJIKMPRVWXZ
TIONABLYCDFGHIKMPRVWXZ

A
N

IONABLYCDFGHJKMPRVWXZQ

ONABLYCDFGOHJKMPRVWXZQUE

STIO

'WXZQUE

i

ABLYCDFGHJKMPRVWXZQUESTION
"BLYCDFGHJKMPRVWX2QUESTIONA

NABLYCDFGHJKMPR

LYCDFGHJXMPRVWXZQUESTIONARB
YCDFGHJKMPRVYWXZQUESTIONABL

PRVWX2QUESTIONABLY

"DFCHJIJKMPRVWAXZQUESTIONABLYC

M

K

CDFGHJ

STITONABLYCD

GHIJKXKMPRVWXZQUESTIONABLYCDF

HIJKMPRVWXZQUESTITONABLYCDTFG

FGHJKMPRVWXZ QD%

JKMPRVWXZQUESTIONABLYCDFGH

KMPRVWXZQUESTIONABLYCDFGHJ
MPRVWXZ2QUESTIONABLYCDFGHJIK

PRVWXZQUESTIONABLYCDFGHJIKMN
RVWXZRUESTIONABLY CDFGHIKMP

gNWXZQUESTIQNABLYCDFGHJKMPR

ESTIONABLYCDFGHJIKMPRY
S STIONABLYCDFGHJKMPRYW..

UWESTIONABLYCDFGHJIEKMPRVWYX
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29. Cryptog”apllng and lecryptographlng by 1dentlcal primary mixed
compoﬁbnts. - There is.. nothlng of special interest-to be, noted in connectlon
with the uge elther of 1dentlcal mixed, components of an equlvalent quadrlcular
table such as that snown in. Ta%le 6, 1n enclpherlng or. oeolpherlng a message.

’ L prlnolplos are, the same.as in the case of the sliding of one mlxed
compone‘tfacajust the noxma1 ohanveaole keywords of varv1nb 1engths.w The!

components may o3 coangea at ulll and 50 0ons .All, his hos‘beon demonstrated
adequately enough  in bpeclal Text No. 165 Elementary Mllltury Cryptograp'y.

30.. PTlﬂL]WiOS.”f olutlon.:— a. Bas1cally thn OT“lepleS of solut.on
in the casé of a crvptoglim onolohercd'by two, 1don+1Cd1 mixed slwqug ,compon-
ents . are the. sonme as in.the’iprecsding case.; Drlmary “ocourso is. had to the
) of frocueqcy and ropstltlon of single. lOLtGIS, dlgraphs, trlgraphs,
and poljgr_”phs~ Once an enterlng w’dge has - besn forced into the problem, the
subsequent ‘'steps may consist merely in contlnulng alony the same lines as be-
fore, bulldlng up ohO solution bit by bite. ' ‘

b. Doutloss the question has alr ady ariscen in the student's mind
as to whether any principles.of symmetry.of position.can-be usod to assist
in the solutlon and in the: rooonotructlon of the c1phﬂr alphab its in cases
of this kind*: under con51deratlon° lhls phwso of tho:subject w1ll be taken up -
in the next s“ctlon and w1ll bo roated in somcwh t detaziled manner, because
the theory and: prlnc1ples 1nvolveo sare of very w1de appllcatlon in crypt-
analytics., , v g : . ;

S“CTION VII.

THhORY OF INDI?ECT SYNIMT?Y OF POSITION IN DECONDARY ALPHABETS.
Reconstruction of primary oompononﬁs_from seccondary alphabets 31

31. ReconSuructlon of prlmﬂry compononts from socondfry alphqbets.

Note the two oc*ndﬂry alphabeto (1) ,nd (2) glvon in paragraph
" 271, Extornally thoy show no resemblance or symﬁetry despite the fact that
they were produCod from tho same..primary ; components.5 NovorthelnsD, when the
matter is studied with-care, a svmmetrv of- posltlrn is-discoverablc. Because
it is a hldden or latent: phonomonon, it may be tcrmod la+ont symmetry of
position. Hownver, in previgus texts tho phonomonon has ooon designated as
an indirect symmetry of pcsition-and: this terminclogy has grewn into usage

. so that a change is porh%ps now 1n1dv1sablo.( Indircct symmetry of position
1s a very finterosting and cxcecedingly useful phenomenon in cryptanalytics.
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b Con81der the follow1ng secondazy alpuabet (the one labeled (2)
in paragraph 27b) o :

Plain'= A'BC D E'F J- OPQRSTUVWXYZ
JKRVYW FQUM GSBTCDLIONPRA

=
LB
R
EE

~ Cipher -~

‘¢ Assuming <i% Lo be known that’ this is’ d:-sécondary alphabet produced
by two primgry ideriical mixed components, it is dasired to reéconstruct the

latter. Construci a chain of alternate @ 6 - 6. valuesy begirning at
any point and continuing untll the oheln gas beﬂn cghpleted. Thus, for
example, beginning with A =J, 2 Qer Q5 = BC;"and dropping out the

lotters common to succcss1ve palrs, there résults the sequence AJQB ...
By completlng the chaln tne follow1ng sequence of"’ 1etters is establlshed.

AT Q B K U L M E Y P S C R T D V T F W O X V H Z

d “This sequonce con81sts of 26 lettero, and when slid agalnst itself
-willproduce'’ exactly the same secondary! alphabets as doithe prlmary com-
ponents based: upon the word QUmSTIONABLY. To damonstrats that this is the
case, compare - the' secordary alphabets: given' by the two settlngs of the ex-
ternally different componénts shown belows - - - R -

.~ Plain component. : = -
5 o L
"QUESTIONABLY CDFGHJIKMPRVVXZQUEST IONABLYCDFGHIKMPRVEXZ & -
QUEST IONABLYCDFGHJKMPRVWXZ

_‘Qipher’component.l‘_
becondary alphabet.
Plaln -‘ABCJ ruHIJK LNOPQ STUVWXYZ

(1) Clpher - JYRVVVXZFQUMEHGSBTCDLIONPA

’ Plaln component,'

A

AJQBKUU&&YPSC?TDVIFWOGXVHZAJQBKULMEYPSCRTDVIFWOGXNHZ
S AJQBKUHK“YPSCRTDVIFWOGXN&Z

A .

"' Cipher component.

: Secondary alphabet:s

. .. Plain - ABCDEFGHIJKLMNOPORSTUVWXYZ
(2) clpher'- JKRVYWXZFQUUEHGS BT CDLIONPA
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e. Since the sequence A J § BK . . . gives exactly the same equivalents
in the secondary alphabets as the sequence QU ES T . . . gives, it is '
termcd an gquivalent primary conponent. If the real or original primary )
component is a keyv-word mLKed chuence, it is hldden or ldtent Withln the

equlvalent primary component Find three leuters in the eqalvalent primary
component such -as are llkely to have formed an unbroken sequence in the
original primary component, and see if the 1n+erval between the first and
second is the same as that between the second and third. Such a case is
presented by the lstters W, X, abhd 2 in the equivalent primary component
above; the distance or 1ntorval between them is two lettsrse Continuing the
chain by adding letters two 1ntcrvals removed)the latent original primary
component is made patent. |

WXZQUESTIONABLYCDFGHJIKMPRYV

" "f. It is possible to perform the steps given in ¢ and e in a combined
single operation when it is suspected that the original primary component is
a key-word mixed sequence. Starting with any pair of lstters (in the cipher
component of the secondary alphabet) likely to be sequent in the key-word
mixed sequence, such as JK, in the secondary alphabet labeled (2), the fol-
lowing chain,of digraphs may be set up. Thus, J, K,in the plain component
stand over Q, U _lespecblvoly, in the 01phor component 0, U, in the plain-
component stand over B, L, rospectively, in the cipher componcnt, and so on.
Connccting the palro in a scries, the folloﬂlng results arc obtdlnod.

JK - QU - BL - KM - UE - LY. - MP - E - Y0 -~ PR - 587 - CD - RV -
TI - DF -»VW -‘IO - FG - WX - ON - GH‘- X2 - NA - HJ - ZQ - AB -
These may now be united'by means of their common letters:
JK - KM - MP - PR - RV = etc. ; JKMPRVWXZQUESTIONABLYCDFGH

The original prlmary component is thus covpleteiy recons+ructed.

g. Not all of the 26 secondary alphabefs of the series yielded by two
sliding primary componento may be used to develop a complete equivalent
primary component. If examination be made, it will be found that only 13 of
these secondary alphabets will yield complete equlvalent primary components
when the method of reconstruction shown in subparagraph ¢ above is followed.
For example, the following secondary alphabet, which is also derived from the
primary components based upon the word QUESTICNABLY will not yield a complete
~chain of 26 plain text-cipher-plain text equivalentss

7
Plain - AﬁCDJF”dIJPLMNO}QRSTUV/ YZ
Cipher - CDHJOKMPBRVFWYLXTZNAIQUEGS

Equivalent primary component:

ACHPXEOLFKVYQTACH. . (The A C H sequence begins again).
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he It is seen that only 13 letters of the chain have been establlshed
before the sequence begins to repeat itself. It is evident that exactly one-
half of the chain has been established. The other half may be establlshed
by beglnnlng w1th a letter not in the first half. Thus:

BDJRZS h-Y,G MWUIBDJ. . (The BDJ sequence begins. agaln)

i. It is not- necessary ﬁo distribute the. letters of each half- sequence
within 26 spaces, to correspond with their placements in a complete alphabet.
This can only be done by allowing. between the letters of one.of the: half-
sequences a constant odd number-of spaces. Distributions are therefore made
upon the basis of 3, 5, 7, 9, « .. spaces. Select that distribution which
most nearly coincides with the distribution to be expected in a key-word _
component. Thus, for example,; with the first half-sequence the distribution

selected is the one made by leav1ng three spaces between the letters; it is
as followss : , . :

789 10 1112 13.14 15.16 1718 19 20 21 22 23 24 25 26

12 5 910 1
A C-F-H - K P = V' X'= @ «E =T - 0 -

3 4
- L -
i« Now interpolate, by the same constant interval (three in this case),
the letters of the other halfisequence.. Noting that the group F - H appears
in the -foregoing distribution, it is apparent that G of the second half-
sequencé should be inserted between F and:H. The letter which immediately -
follows G in the second half-sequence, viz, M, is next inserted in the position
three spaces to the right of G, and so on, until the interpolation has been
completed. Thls ylelds the orlglnal prlmary component which is as .follows:

A B L Y C o F H J K M P R V W K Z Q UE S T I O N

ko Another method of handllng cases such as the fore/01ng is 1ndlcated
in subparagraph f. Bv extending the principles set forth in that subparagraph,
ona may reconstruct the following chain of.13 pairs from. the secondary
alphabet given in subparagraph g

D - HJ - PR - XZ - ES -.ON.- LY. - FG -« KM.-. VW - QU - TI'- AB - CD
Now find, in.the foregoing chain, two pairs likely to be .sequent, for example
HJ and K and count the interval.between them in the chain. It is 7 (counting

by pairs). If this decimation 1nterval is.now. applled to the chain of pairs,
the following is established: -

HJKMPRVWXZ Q’U ESTIONABLYABCDTFG
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l The reason. why a: complete chaln of 26 letters cannot be constructedi
from the secondary alphabet .given under subpdragraph g is:that it represents
a case in which two primary components of 26 letters were slid an even num=
ber.. of intervals aparts. There gre in all 127 such cases, noné of which w1ll
admit: of the construction of a complete chain of 26 letters. In addltlon,
there is one.case wherein, dispite the fact ‘that; the ‘primary comporents are
.an. ggg number of intervals apart, the secondary alphabet cannot .be made ‘to .
yield a complete chain of. 26 letters for an .equivalent primary components .;
This is the case-in which the displacement “is 13 intervals.. Note the:fol-
lowing secondary alnhabet baoed upon the prlmery components shown in sub-
paragraph d: : : L . e

o 3 .

la vl =2 -'-A 1:
e‘m'”

r*<'sﬁ
w-xiji
o B3 )

- b‘i‘
== ,'

0 wf*'f
‘o O . -

. oj.n
] m?{ -

QUZSTI LY A ’J'K M PR
CDFGHJKM VWX IONAB
Plain - ABCDEFGHIJKLMNOPQRSTUVWXY 2
Cipher'=  RVZQGUESKTIWOPMNDAHJIFBLYXGC

me Ifcaniattempt is.made ito .construct.a chain of letters-.from.this
secondary alphabet alone, no pregress  can be made. ‘because the alphabet
is completely.- reciprocal.  However, the cryptanalyst need not.at.all be L
baffled by .this-case. The a*tack will follow along ‘the llnes shown below i
S in subparagraphs n. and Qe G o RV ,

‘ae If the orlvlnal prlnary component is..a- key~word m1xed sequence,.

the cryptanalyst may reconstruct it by attempting to "dovetail" the 13
reciprocal pairs (AR, BV, CZ, DQ, BG, FU, HS, IK, JT, LW, MO, NP, and XY)
into one sequence. The members of these pairs are all 13 intervals apart.
Thus--_:: - . s L R e Ty ) .
- 'L 23456.78.9.10:11 1213 -

A v oo -6 s o s o s o R
B o v v o s o v oo e o o V
C v 6 o o v o o o o o o o2
D v e oo o o 6ie. o0 no 0. Q
e ¢
F ot e« o0s a9 0. 2.8 i o U
H e o o 6o 6 wisv-0o o o O
I i e e oo a0 a 2. 0. o K
J e e e e s s o s e s o o T
L e v o v o v s 0 oo o« o W
Mo o6 o6 a0 o9 o =0
e
KX o o 06 o6 s o o6 6 s o o Y
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Write out the series of numbers from 1 to 26 and insert as many pairs
into position as possible, being guided by con51de"atlons of probable
sequence in the key—word mixed sequence. Thus,

-3 4 5678 91011 12 13 14 15 16
D LA * . . . . ° . R V Z“ Q

It bégins to look as though the keyéword commences with the letter Q,
in which case .it should- be followed by U. This means that the next pair
to be inserted is FU,:: Thus: o '

1234567891011 12 13 14 15 16 17

ABCDF. e « « o« RV Z Q U
The sequence A B C D F means that E is in the key. Perhaps the se-
quence is- A B C D F G H, Upon trial, u31ng the palrs EG and HS, the fol-

lowing placements are obtaineds

1234567891011 12 13 14 15 16 17 18 19
ABCDFGH..». +« « « RV Z Q UZE S

This suggests the word QUEST or QUESTION, - The pair JT is addeds

567891011 12 13 14 15 16 17 18 19 20
G‘HJ- o o Y .".Rv' Vv 2 Q U E S T

The sequence G H J suggests G-H J K, which places ard I after T.
Enough of the process has been shown to make the steps clear. .

0« Another method of circumventing the difficulties 1ntroduced by the
14th secondary alphabet (displacement interval, 13) is to use it in con-
junction with another secondary alphabet which is produced by an even-
interval displacement. For example, suppose the following two secondary
alphabets are available. '

0O-ABCDEFGHIJKLMNOPQRSTUVWXYZ
1-RVZQGUESKTIWOPMNDAHJFBLYXGC
2-XZESKTIORNAQBWVLHYMPJICTDFUG

Fig. 23.
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The first of these secondaries is the 13 interval secondary; the
second is one of the even-interval secondaries, from which only half-chain
sequences can be constructed. But if the construction be based upon the
two sequences, 1 and 2 in the foregoing diagram, the -following is obtained:

"RXUTNLDHMVZEIAYFJPWQSOBCGK

" This is a complete equivalent prlﬁary component. The original key-
word mixed component can be recovered from it by decimination based upon
the 9th interval:

P

RVWXZQUESTIONABLYCDFGHJIKME

p. (1) "hen the -primary components are identical mixed sequences
proceeding in opposite directions, all the secondary alphabets will be
reciprocal alphabets. Reconstruction of the primary component can be ac-
complished by the procedure indicated under subparagraph o above. Note the
following three reciprocal secondary alphabets:

O-ABCDEFGHIJKLHMNOPQRSTUV WXYZ

1-PMHGQFDCWYLKBRVAENZXUOITJS

2 -WVMKSJHGQFDRCXZYILEUTBANPDO

3~-T5SZLXWVNRPEMIOKCJBAYHGFUD
Fig. 24‘ )

(2) ‘Using lines 1 and 2 the -following chain can belconstructed
(equivalent primary component): - ’

PWQSOBCGKRXU{I‘NLDHMVZEJ&ATFJ»
Or, usingvlines 2 and 33
WTYKZODPUAGVSLJIXICMRE ﬁ FREBH
The original key-ﬁord mixed primary component (based on the word
QUESTIONABLY) can be recovered from either of the two foregoing equivalent

primary components. But if lines 1 and 3 are used, only half-chains can be
constructed: ' '

PTFXAKECVOHQL and MSDWNJUYRIGZB
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This is because 1 and 3 are both odd-interval secondary alphabets,
whereas 2 is an even-interval secondary. It may be added that odd- 1nterval

secondaries are characterized by Having two cases in which 6. = O, e®
(Note that in secondary number 1 above, Fp = Fc and Up = Uc’ in Secondary

number 3 above, Mp = MC' and'ep -0 ). This characteristic will enable the

cryptanalyst to select at once the proper two secondaries to work w1th in
case several are available; one should show two cases where ep = 0,3 the
other should show none. S - ‘

go (1) Whnen the primarv components are different mixed sequences,
their reconstruction from secondary cipher alphabets follows along *he
same lines as set forth under b to j inclusive, above, with the exception °
that the selection of letters for building up the chain of equivalents for
the primary cipher component is restricted to those below the zero line.
Having reconstructed the primary cipher compcnent, the plain component can
be readily reconstructeéd. This will become clear if the student will study
the following example.

0 -ABCOHDEFGHIJKLHNOPQRSTUVWIXY?Z

1 -TVABULIQXYCWSNDPFEZGRHJKMO

2 ~-2J5TVIQRMONK X E A GBWPLHYCDTFU
Flg. 25

(2) Using only lines 1 and 2, the following chain is constructed:
TZPGLIQRHYOU VICNEWKDASXKTFB
This is an equivalent primary bipher component. By finding the values

of the successive letters of this chain in terms of the plain component of
the first secondary alphabet (the zerc line), the following is obtained:

—

M

YOUYV F B
1Y QD

H J W
VJZEBW K

Q K
RLX

ZPGLI
S PTFGH

T P
AS P

[esigoe)
O o

A
C

= o>

5
I

¢—-

The sequence A8 PT . . , is an equivalent primary plain component.
The original key-word mixed components may be recovered from each of the
equivalent primary componentg. That for the primary plain componént is based
upon the key PUBLISHERS MAGAZINE3; that for the primary 01pher component is
based upon the key QUESTIONABLY.

(3) Another method of accomplishing the process indicated above can
be illustrated graphically by the following two chains, based upon the two
secondary alphabets set forth in subparagraph g (1)
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1234567891011 12 13 1% 15 16 17 18 19 20 21 22 23 24 25 26

§-ABGCDEFGHIJ K L M N 0 P 9 R.S T UV W X Y 2

1-TVABULIQXY.C W S N D P FE 2 G RHUJIEKTHDO

2-2JSTVIQRMO N K XE A G BWPLUYTGCDFU
Cole 1, Cole 2o

MB-1) . s T(1-1);  T(2-4) -~ D(g-a);

D(g-4) = B(1§4)§ | B(2-17) '~ Q(#-17);
QP-1T) > F(1-17); F(2-25) —> Y(F-25);
v(g-25) -=> 5M(1-25§;fvm(2-9) - I(g-9);
I{g-9) - x(1-9); X(2-13) - u(g-13);

. M(f-13) -> 5(1-13); 5(2-3) ..3>'C(¢f3);-
ete. eto.

Fig. 26.

(4) By Jjoining the letters in Column 1, the following chain is
obtained: A D QY I M, etc.” If this be examined, it will be found to be an
equivalent primary of the sequence based upon PUBLISHERS
M AGAZINE. By joining the letters in Column 2, the following chain
is obtaineds T B F M X S. This. is an equivalent primary of the sequence
based upon Q UE S T-I 0O N ABL Y, : '

SECTION VIII.
APPLICATION OF-PRINCIPLESVOF INDIRECT SYMMETRYfOF POSITION,.
Par.,
Applying the principles to a specific examplé. e o e o a o s-w e 32
The cryptogram employed in the eXxpoSitioNe o o o o o o o' s o o o 33
Fundamental theory. * ® ¢ & & o o 8 s e o e« o s o sls s e o o o 34

Apélication Of.principles LR T R T R R e o o o s & & o e @ 35

General remarkSe o o o o o o o s o o o o o o o o o o o o o e o 36
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32. Applying the principles to a specific example. - a. The preceding
section, with the many details covered, now forms a sufficient base for '
proceeding with an exposition of how the principles of indirect symmetry
of position can be applied very sarly in the solution of a polyalphabetic
substitution cipher in which sliding primary components were esmployed to
produce the secondary cipher alphabets for the enciphering of the cryptogram.

~be The case described below will serve not ornly to exwplain the
principles of the method cf applying these principles but will =n the same
time show how the solution of a single, rather difficul:, polva
stitution ciprer can te zreatly facilitated by applying these :
is realizod, of course, %hat tho cryptogram c>uld he scived by
methods of frequency and long, pstient experimsntatior, Howevor, tho method
to be describsd was actually applisd and very materizlly reduced fHhe amount
of time and labor thal would otherwise have been requirsed for solution.

33. The cryptogram employed in the exposition. - g. The problem that
will be used in this exposition involves an actual cryptogram submitted for
solution in connection with a cipher device having two concentric disks upon
which the same random mixed alphabet appears, both alphabets progressing in
the same direction. .This was obtained from a study of the descriptive cir-
cular accompanying the cryptogram. By the usual process of factoring, it was
determined that the cryptogram involved 10 alphabets. The message as arranged
according to its period is shown in Figure 27, in which all repetitions of
two or more letters are indicated.

b. The trigraphic frequence distributions 'are given in Figure 28.
It will be seen that on account of the brevity of the message, considering
the number of alphabets inwvolved, the frequency distributions do not yield
many clues. By a very carsful study of the repetitions, tentative individual
determinations of values of cipher letters, as illustrated in Figures 29,
30, 31, and 32, were made. These are given in sequence and in detail in
order to show that there is nothing artificial or arbitrary in the preliminary
stages of analysis here set forth. ' '
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THZ CRYPTOGRAM

(Repetitions underlined)

M

NN

ae
R R

S S

Fige. 27.

LcuGn.

1.9;34567890

KLBPCJOTXE
HSPOUPMMDLM
GXKWDVBLSE

GSUGDPOTHX

BKDZFMTGAJ
LEUYDTZVHY

ZGUWNKXJTRN

Y TXCDPMVLY

BGBWWOQRGN
HHVLAORQVAYV
JOWOOTTNVYO
BKXUSOZRSH
UAQP PYOXZ
HOZUWiXCGH |
JJUGD WARVM
UKWPEFXENF
WPEUH
YBWEWVMDYJ

R Z X
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FIGURE 28.

Trigraphic Frequency Distributions.

I.

A B CDZEZF 6'H I J KULMNUOUPOQI RS T UV WIXY 2
EB FF XK YB BES XK 2C VZ Wq 2C ZR DC HC HR MK -F YQ QT
HZ FC ' OR NH vQ ZL JF MK NT QG

S XK ' WI 20 QJ Jz NU
WG WK . o~ HB
QK MO : ‘

ES

EV

14

EK

- MC.

ES
II.

A B CDZEV FGGHIJEKULMNOUPOQRSTUUV WX Y 2
GZ QB WU ZW GX GX IW KB GX LZ GF GX 22 YX GQ KU
BJ Jq CB BB EV Ju 6g . . HZ YD PX HP ¥X BZ
YW RV LU RU JW SQ aW RH

oD FV
GK . GB
cU : BD
BX
uw

III. -

A B CDETFOGCHTIJEKTLMNOPOQGQRSTUTYWIXTY 2

CZ QP RT BI cwW ' 50 KH FP GO KE JN BD
FS CH CR - ZG KH GN RD QA
KW K2 ' RE KH HL Q0 05 zC
LP Vi SG KP SE TS
GW : FY BE HE 00

: JG TC

CG KD

uo

g
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FIGURE 28 (Cont).

iv.
A B CDEF G HI JKILMNUOPIG QRSTUV WX Y 2
ZA  ZK ZP WP  UD 0O JP VA XL VP UG QQ XN F2 QB UD BE
XD XW Q¥ UD UE ) WK PP DC BG . BT DF
. XS"XR  UD VP ‘WO BC YA KD
XR  UD bW ' XP WE BW
W ‘ 7 :

Ve

<

A B CDZEJF (¢ H I JKULMMDNOPOQRST'UVWIX Y 2
AL PF GY 2X ZM CQ NW - S2 HL DF RF EQ DO WL DL T™
Ly SV SM W NX . OT EQ EO EM '
PJ WV HA 1Q HM
PJ GP PF : ON e
VT HJ , Ok
cP . - ON EV
oW R oP ’
oW : -
VI,

AABCDEFGHIJ»KLMNOPQRSTUVWXYZ

Al co EM W2 2Q PBRZ DO Pz DZ CX LY EQ DF NH
PB PJ 00 WL FM RQ DM PF Of DB DQ KJ
Qv X  TF DX ~ WQ PY KO - WM DP
EX co WZ Sz EE
FT - - AQ

WX
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FIGURE 28 (Cont).

VII.
A B CDEVF G H I JKILMNUOUPGQUPRSTU VW X Y 2
"~ FO QD YT ZA- JK MN JK FC WE MM MG FM Ve WO Qo
NL QJ o XT AD LD XT TN . MW PO LI
VL ' LD ND QI- . OP JL 0J
PV JT OR MG MT
VD PT = Qv FE TV
VIR OR
VIII.
A B C D XEF GH I J KLMNUOUPQ®RST UV W X Y 2
HS  0J 0OV XN Tq 2C FH MG BC QA LA BU QS QG FR ZH XC
XH MG PU OK 25 JJ XL VL TV YU Z2S QX ML
X6 EG - BS 7K Qv zU QA
FU YX : 0X
ML OH
- MY JR

A B € D E F G H

I J K L N

IX.

N. 0P 9 R S T

U

vV W X Y 2

MV v KH JD CY 02 MH EF GJ TW AE 00 DM TZ DJ
NE LW - DX CQ KY IF LL ' TN JE 0X NQ TE
A DH RN TX D PE DZ RM 07
W . 0Q VR W LR T2
/ ‘ : RN EH .
’ X *
A B CDEF G H I J KULMNOZPGGRST UV WX Y 2
HY SB KC LS QL LG VG RY UG HZ AK RG UI JG KP
AG NC GR YR CR GH HZ AJ GG GF JY XJ
sG¢ CB LG 8Y VB. CL HB Uo
sG- Uy VU GJ LB UK
XH X

5G
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INITIAL VALUES FROM ASSUMPTIONS.

- 4
-E 3 and D
P ¢

901

P Ep, from fregquency considerations.

UGD = THE; PCJ = THE; and SEG = THE, from study of repetitions.

W

123456

7890

! pe
DX E X

<

Fig. 29.
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ADDITIONAL VALUR
2"
Refer to line DD in Figure 29; S assumed to . be N

NS
jite]

ynom ASSUMETIONS (1)

p
"9
"Refer to line M in figure 293 A assumed to be wp-
"5 1012 3.45 .
Then in lines C-D, AV K 2Z2UGD.is a.ssumed to be NITH TH&..

Fig. 30.

1234567890 12345679890
A WFUPCFOCJY X GHXEROAPSE
TTTH E E T TH
R GBZDP F Bouo Y GKBWTLFDUZ
: E EE
C GRFTZMAGNM A_y VA OCNHWMZTUZ
, E WI .
D KZUGDYFTRW A A KLBPCJOTXE
THTHE T THE
‘l. E GJXNLWYOQUX BB HSPUPNMDLM
N, 'E B '—‘ N
F I KWEPQ ZOKZ ccC GXKHDVBLSE
E T E E - T H
G PRXDWLZICW no GSUGDPQTHX
E- - ' ENTHE
H GKAOHOLODVM EE BKODZFMT GAJ
| G OXSNZHASE FF LEUYDTZVHAY
E T H ' T E
J B BJIPQF JdHD GG ZGWNKXJTRN
K NCBZEXWTX?Z ‘HH YTXCDPMVLW
) : < ‘B E
L JCQRWUF VMLH b BGBHWOQRGN
M SRAEWMLNAE JJ HHVLAOGQVAY
. e W H— . ' ' WI
N GSXEROQZUSE K K JaWwooTTHVYQ
ENE TH ‘ '
0 GVAWE JMKGH LL BKXUSO0Z RSN
' £ B - "B D o T
P RCVOPRNBL CW M YUXUPPYOQXZ
Q) LQZAAAMDCH NN HOZOWMXCGA
R RZZCKHOIKEF_ 00 JJ UGD WaR VM
~H T HE ‘
S CFBSCV XCHAN PP UKWPEFXENE
b oo o BT .
T ZTZS0DMXW M o0 _QCUGDWPEUH
_ - ET THE '
U RKUHEREDGKX R R Y By £ W VD Y J
ET o
v FKVYVHPJJKJY 38 _R 7 X
B E HE
W YADPCJXLLL N
. T HE .
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ADDITIONAL VALUES FROM ASSUMPTIONS (II)
12345678910
Refer to Figure 30, line A3 W F U PC F 0 C J Y; assume to be BUT THOUGH.
- - T TH = - = - - -
: : ‘ 3456
Refer to Figure 30, lines N and X, where repetition XERO. occursj assume EACH
A o
1234557%90 1?%4§§i§19
A WFUPCFOCJY X GHXEROQPSE
BUTTHOUGH - : E EACH T H
B GBZDPFBOQUDO Y GKBWTLFDUZ
B -0 B E .
c - GRFTZHAQAM AV Z . 0OCDHWMZTUZ
B . W I
D KZYGDYFTRYW A A KLBPCJOTXE
THTHE - T THEU H
£ HJXNLW YU X BB HSPUPNUMDLM
E.E ST N
F LKWEPW ZOKZ ¢C GXKWDVBLSE
' E A _ , E E T H
G PRXDWLZICH DD GSUGDPOTHX
CE T ENTHE U
H ' GKAOHOLODVYM EF BKDZFMTGARJ
E B U T E :
| GOXSNZHASE FF LFUYDTZVHAQ
s E B ‘T H uT & o
J BBJIPUFJHD GG ZGWHNKXJTRN
K ACRZEXWNTXZ HH XY TXCDPHMV LW
: . T , E E
L - JCORUWUFVMLH o BGRWWOQRGN
0 H
i SROE WM Ui oA E_ JJ CHHVLAWQYV AV
E WoH WI
\ GSXEROZJSE K K JAWOOTTHNVA
ENE ACH TH '
0 SVAWE UMK GH L L BKXDSNOZRSN
B E EE H T
P RCVOPNBL CW b o YURQPPYQXZ
N LAQZAAAMDCH NN HOZOuWhXeGa
R BZZCKAO 4 KE 00 JJUYGD WQRVYM
H: U - THE
S CFRSCV XCHAQ PP UKWPEFXENF_
~u  H TG E T O
T ZTZSUMX¥CM n 0 CCUGD WPEUH -
BT T H E
U RKUHEQED G X R R YRBYWEWYWMDYJ
ET A
v FKVHPJJKJY SS R'Z %
E E H : HE
W YQDPCJXLLL
: THE

Fige 3l.
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REF 7ID:A4146445
ADDITIONAL VALUES FROM ASSUMPTIONS (III).

from repetition and frequency.

AA

BB
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|
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Figo 32

frem repetition and frequencye.
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ce From the initial and subsequent tentative identifications shown in
Figures 29, 30, 31, and 32, the values obtained were arranged in the. form
of the secondary alphabets shown in Figure 33, “

10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26

123456789
¢ ABCDEFGHIJ K L M N O°'P Q@ RS T U V W X Y %
1 W G 2z . K '
2. K Z S F
3 X - U
4 E - G 0 13
5 R D .G F
6 J N0 F T
7 . 0
8 C
9 JH - S A
10 E V

Fig- 33.

34, Fundamental theory. - a. In paragraph 31 methods of reconstruct-
ing primary components from secondary alphabets were given in detail. It
is necessary that those methods be fully understood before the following
steps be studied. t was there shown that the primary component can be
one of a series of 26 eguivalent primary sequences, all of which will give
exactly similar results so far as the secondary alphabets and the crypto-
graphic text are concerned. - It is not necessary that the identical or
original primary component employed in the cryptographing be reconstructed;
any equivalent primary sequence will serve. The whole question is one of
establishing a sequence of letters the interval between which is either
identical with that in the original primary component or else is an exact
constant multiple of the interval separating the letters in the .original
primary compcnent. For exzmple, suppose K P X N Q forma .& sequence in the
.original primary component. Here the interval between K and P, P and X,

X and N, N and Q is one; in an equivalent primary component, say the
sequence I. o Pa o Xo o« No o Q, the interval between K and P is three,
that between P and X also three, and so onj; and the two sequences will
yield the same secondary alphabets. So long as the interval between K
and P, P and X, X and Ny N and Q is a constant one, the sequence will
yield the same secondary alphabets as do those of the original primary
sequence. However, it is necessary that this interval be an odd number
other than 13, as these are the only cases which will yield one unbroken
sequence of 26 letters. Suppose a secondary alphabet to be as follows:

Plain - A B CDEFGHIJKLMNOPQRS.T U v W XY 2
Cipher . - X XN P



-
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\

It can-be said that the primary‘component confains the following sequences:
XN Kp NQ | PX
These, whéﬁ ﬁnited by means” of their cémmén letters, yiéld K'P‘k N Q.
Suﬁpose also‘the following secondéry alphabef is at hand:

Plain - ABCDEFGHIJKLMNOPQRSTUVWXY 2

Cipher - - P X : K N
Here the sequences PN, XQ, KX, and N2 can be obtained, which when united
yield the two sequences KXQ and PNZ.

By a comparison of the sequences K P X N Q; KX Q, and PN 2, cne can
establish the following:

~

KPXNQ
’KQXQQ
P.N.2Z

It follows that one can now add the letter Z to the sequence, maklng
it K PXNQ 2. :

. be The reconstructicn of a primary alphabet from one of the second-
aries by the process given-in paragraph 31 requires a complete or nearly
complete secondary alphabet. This is at hand only after a cryptogram has
been completely solved. But if one could employ several very scant or
skeletonized secondary alphabets simultaneously with the analysis of the
cryptegram, one could. then possibly build up a primary component from
fewer data and thus solve the cryptogram much more rapidly than would
otherwise be the case.

c. Suppose only the cipher components of the two secondary alpha-
bets glven above be placed into juxtaposition. Thuss

1234567891011 1213 14 1516 17 18 19 20 21 22 23 24 25 26
@ 4 & o & e a2 ¢+ o > L] » L] X'. KN * [ ] o e L] » P L L)

e s & © e * e » o L. . O_P L3 - x_o,o L4 . . 3 K [ N

The sequences PX, XN, and KP result, which, united, yield KPXN as part
of the primary sequence. It follows, therefore, that one can employ the
cipher components of secondary alphabets as sources of independent data
to assist in building up the primary sequences. The usefulness of this
point will become clearer subsequentlye
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35, Application of principles. - a. Refer now to Figure 33, Here-
after, in order to avoid all ambiguity and for ease in reference, the
position of a letter in Figure 33 will be.indicated by ccordinates in
parentheses. Thus, N (6 - 7) refers to the letter N in.line 6 and in
column 7 of Figure 33.

b. (1) Now, consider the following pairs of letters:

E (J-5) I (6-5)
G (-7 N(6-7)

(H (-8 ©C(6-8) )

( ) HO, CF Z HOF

(o (#-15) F (6 -15) ) :

(One is able to use the line marked zero in Figure 33 since this is a
mixed sequence sliding against itself.)

(2) The immediate results of this set of values will now be

given. Having HOF as a sequence, with EJ as belonging to the same interval

set, suppose HOF and EJ are placed into JUXdp051tlon as portions of slid-
1ng alphabets. Thust

Plain - « + « H
Cipher.—= + + « E

When Hp = B, then Op = Jpae

(3) Refer now to.alphabet 10, Figure 33, where it is seen
that Hp = Ec. The dewixed vflae, Op = Jey can immediately be inserted in

the same alphabet and gnb” nwed in the cr)uf grams ¢

c.(1) Again, C¥ hslongs to the same set of interval values as
do EJ and HOF. Hence, by superimpositisn: ' ‘ ‘

Plain - « o « HOF o v ..
Cipher - o+ o « GN . o o &

©{2) Wren HD . G., then O, = Ngo Therefore , the value
Op NC can be insertsd and dfoo substltutea in the cryptogram.

- (3) Furthermore, note the corroboratlon we flnd from this
particular superlmp081tlon.' ‘ L

H-(ﬁ - 8) G (ﬂ'_;v)
c(6 - 8 N (6-17)
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This checks up the value in alphabet 6, Gp : Nge
d. (1) Again sﬁperimpose'HOF.and GN:
| | HO
"GN
(2). Note this corroboration:

0 (6-8)" G (4-8)
F (6 -15) N (4 -15)

which has just been inserted in Figure 7, as stated above.

e. (1) Again using HOF and EJ, but in a different superimposi-

. tion, we have?

-

«. « HOF .
"-oEJ

2
> * o s

. . (2) Refer now to H (9 - 9) J (9 - 8)s Directly under these
letters is found V {10 --9) E (10 - 8). Therefore, the V can be added
immediately before H O F, making the sequence VHOTF,

f. (1) Now take VH O F and Juxapose it with E J, thus:

‘VHOTF
EJ -

(2) Refer now to Figure 33, and find the following:

, v (10-9) E (10 - 8)
'l' H (9 -9 J(9-28)
¢ (4-9) G (-4-28)

' I (-9 H(F-s8)

i (3) From the value O G it follows that G can be set next to
J in E J. Thus: ’
VHOF -
EJ

(4) But G N is already a member of the same interval as E J.
Therefore, it is now possible to comblne E J J G, and G N into cne sequence,
E J G N, yieldings

)

o<
ey 4
@ O
2 =
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- ge (1) Refer now to Figure 33.

vV (g - 22) E (g - 5)
2 (1 - 22) ¢ (1 - 5)
? (2 - 22) K (2 - 5)
? (3 - 22) X (3 -5)
?2 (5 -~ 22) D (5 - 5)
? (6-22) J(6-05)

(2) The only values which can be inserted ares:

0 (1-23) G (1-5)
H (6-66) - J (6-5)

(3) This means that V = O, in alphabet 1 and that V, = H; in .
alphabet 6. There is cne O; in the frequency distribution for alphabet
1, and no Hc in that for alphabet 6. The frequency distribution is, there-
fore, corroborative insofar as these values are concerned:
h. (1) Furthér, takihg E J*G N-and vVHOF, éuperimpose them thus:
| EJGN
VHOF
(2) Refer now to, Figure 33.

E (g-5) .- H(f-28)

¢ (1 -75) ? (1 - 8)
(3) From tﬁe diagrém of superimposition the value G (L -5) '
F (1 - 8) can be inserted, which gives Hp = Fo in alphabet L.

i. (1) Again, V H OF and E J G N are juxtaposed s
VHOF
EJGN
(2) Refer to Figure 33 and find the followings

5 (4 - 8) G (4 - 8)
A (B-1) E (4 - 1)

This means that it is possible to add A, thus:
LVHOF
JGN

= o
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(3) 1In the set there are also:

E (-5 6 (1~5) SN
G (-7 2(Q1-1) ,

Then in the superimposition
EJGN
EJGN
It is pessible to add Z under G, meking the sequence E J G N Z.

(4) Then taking'

AVHOF
EJGNZ
‘and referring to Figure 33:
H (f-8) N (F-214)
0 (6-8) 7 (6 - 1a)

It will be seen that O = 2 from superimposition, and hence in alphabet 6.
Np - ZC, an important new value, but occurring only once in the cryptogram,
Has an error been made? The wnrk so far seems toe corroboratlve in inter--
locking details to think so.

j. (1) The possibilities of the superimposition and sliding of
the AVHOF and the EJGNZ sequences have by no means- been exhausted as yet,
but & little different trail this time may be advisable. '

E (-5 T (g --20)
¢ (1-5) K (1-20)
K (3=~5) U(3~-20)
(2) Then:
EJGNX
T .K

(3) Now refer to the followings
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whereupon the value S can be inserted:

EJGNZ
'TOK..S
ke (1) Consider al 1 the values based upon the interval correspond-
ing to JG:

J (6 -5 6(1-5)=J (9-8) G (4-238)

N (6-7 z(1-7) B (9-9) 0/(4-09)
s (9 -20) P (4 -20)> 5 (2 -1a) P (5-14)
172 (2 - 8) € (5= 8)
Ik (2 - s5) D (5 - 5)

(2) Since J and G are secuent in the BJGNZ sequence, it can be
said that all the letters of the foregoinrg pairs are alco. sequent. Hence
Z C, 8 Py and K D are available as new data. These give 8 J G N Z C and
T.KD.S P,

T (¢ -20) P (4 - 20)
A (F- 1) B (4- 1)
H (4 - 8) G (4 - 8)
I (- 9 0 (4- 9) ,
(3) Now in the T . KD . 8 P sequence the interval between T and
P is g 123456 : -
***+* P, Hence the 1nteava1 between A and E 'is 6 also. It.

follows therefore that the sequences A VH O F and E J G N 2 C should be
united thus: ‘ , 4

[aV]
O W

45
' F.EJGNZGC.

(o)}

-1
A Vi

joay

(4) Corroboratlon is found in tne interval between d and G,
which is six. The letter I can be nlaced 1nto position, from the relation
I (¢ -9) o0 (4 - 9), thas:

123456 L
I..AVHOF.EJGNZC

L.(i) From Figure 33:

H (F-8) 2 (2-8)

E (-5 K (2-5)

N (@ -1a) S (2 -14)

U (g -21). - F (2 -21)

(2) Fromthe T . « AVHOCTF . E J G N Z G sequence one can write:

12345678
I{ _o."-' s e e @ Z
E . . L . L ] L] * K
Neowoeooeoeoebd
U » L] L 4 [ d * -* L] F
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(3) Hence one can make the sequence

2z W

45617
ZC~‘

)
N W

1z
I..AVHOF.. JG

I83]

‘Then I, ., AVHOF ,EJGNZCT.KD.SP

LEJG p

and UI . . AVHOF NZCT.XD.S
12345678, . 12345678:

m. (1) Subsequent derivations can be indicated very briefly as
follows: . : 3 _ o o '

| B (g-5) ¢ (¢ -3)

D (5-5 R (5-3)

1234567891011 1213.14 15 16 17 18 19 20 21 22 23 24 25 26
From UI.,.AVHOF ., E J G N 2 CT . KD .S P . ..
one can write E.¢. ¢ » o« C o

' 1. 2.3 4-5

and ) ‘ : ' D .+ &

. . R
1 2 3 4 5
making the sequence o ‘ o ' .
1234567891011 1213 14 15 16 17 18 19 20 21 22 23 24 25 26
vlI.,.AVHOF. E J G N 2-C T . K D o 5 P « R .
(2) Another derivation: .
- U (3 -20 T (& -20)
X (3- 5 E (g-5)

3 4 10 11 12 13 14 15 16 17 .18 19 20 21 22 23 24 25 26'

12 5
From vUvI..A
one can write

. U I o e . o . . . - "v R
and . - . ] L] ’ - ‘

-3

6789 :
VHOF . 'E J ¢ N 2 ¢ T o+ KD .5 P . R U

R E L] . 1] id . - ' . [ X o .. L] . [ ]

making the sequence v

1234567891011 1213 14 15 16 17 1819 20 21 22.23 24 25 26
'utsI1..,AVHOF . BE J G N 2 CT . KD X S P , R .,

(3) Another derivations
: E- (-5 & (1-05)
S A B (-2 W (1-2)
From , S EJdG ‘

one can write . E .G
and then B.W

There is only one place where B . W can fit, viz, at the end:
123456789 1011 1213 141516 17°18 19 20 21 22 23 24 235 26
vl..AVHOF . EJ G N Z'CT . KD X S P B R W
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RCVOPNBLCW
POSINGTHES
LQZAAAMDCH
CLARSYSTEM

XJTRN

-
-

COLDANDL-.

W N K

FoA

VARG
G

Fey =g -
i
o
O o
@ gy %
N
[ -]
R
03
m o0

= |
<

s

Having the primary component almost fully constructed, de-

cipherment of the cryptogram can be completed with speed ard precision.

y four letters remain to be placed into the seQuence
The text is as follows:

They were easily found by application of the primary compornent

WFUPCFROCJY
BUTTHOUGHTW
BZDPFBOUO
CANNOTASY

n. Onl

9, and Y.
g

"to the message.
E

e g
e
N =
S|
SO
s
(G

G N
0L

SMAS
R
5

q
E
W PEUH

NOTHERTCOGSMNM

D

L CDPMVLW

HHVLARQRQVAV
CUGD

ARSYSTEMI
JQWOOTTNYVQ
LLCIRCLEUN
SEENGHOSTL
YUXOPPYOXZ
IKEINSPACE
HOZOWMXCG Q
AWAITINGON
UKWPEFXENF
RECTIONGOTF.A
YBWEWVMDYJ
ICCATASTRO

BGBWWO

SANDTH
LYTHER

YT

I#3 L%
RZX
PHE

BKXDSOZRSN
c

N
.
1

1
5 E
DTH

3 P
HTI

K

NHAV

m

&

CJXLLL
HE

OFITSE
PNIDLM

jo]

w

S DMXWCHu
FACEINPER
TUITYTOT
SUNEACHW

Fig. 34.
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CKWDVBRLSE.

HXERO:C
REACHE
OCLUTIONSE
OFLEA

fad}
™
al)

1
T
v

T

CFBSCVXCHDQ
RKUTHEQEDGX
FKVHPJJKJIY
CKBWTLFDU?Z
C.CDHWM.2TUZ
KLBPCJOTXE
TINTHEUNCH
ANGINGSTAR
GSUGDPOTHX
ENTHESUNIT

NUNGCHANG
HS PO

BEND

v QD
oo

P

Z T
s
S 4
H
B
ol

5

e

s
C
CE
B

‘T
L

r

HASE
N

™

[

-t

~

4
PoF JHD

N

QFVMLH

NT I

N
B

HOLODVH
WEJMKGH

URTFUTU

I
IE

YEOURPAST
B J
c

Q

0

KQ
EO

KZ2UGDYFTRW
o
B

THTHEMINDS
GIJXNLWYOUX
WECANTOANE
PRXCWLZICW
XTENTFORES
SROEWMLNAER
DTOATIMEWH
GSXEROZJS
ENEACHOFTH
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EWECANWITH

CONFID

GV

EB

N
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-ITWEPQZOKZ
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QCBZEXQTX?Z
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36« General remarks. -~ a. It is to be statéd that the sequence of
steps described in the preceding paragraphs corresponds quite closely with
that actually followed in solving the problem. It is also to be pointed:
out that this method can be used as a control in the early stages of analysis
because it will allow the cryptanalyst to check assumptions for values."

For example, the very first value derived in applying the principles of in-
direct symmetry to the problem herein described was H, - Ap in alphabet 1.

As a matter of fact the writer had been inclined toward this value, from a
study of the frequency and combinations which H, showed; wheh the indirect-
symmetry method actually substantiated his tentative hypothesis he immediate-
ly proceeded to substitute the value given. If he had assigned a different
value to Hg, or if he had assumed a letter other than He for Ap in that
alphabet, the conclu31on would 1mmbd1ately follow that elther the assumed
value for H, was erroncous, or that one of the values which let to the de-

rivation of Hg = Ap by indirect symmetry was wrong. Thus, these principles

aid not only in the systematlc and nearly automatic derivation of now values
‘ (with only occasmnal, or incidental references to the actual frequencies

of letters), but they also assist very materially in serving as corrobora-

tive checks upon the validity of the assumptions already made.

be Furthermore, while the writer has set forth, in Figure 33,
a set of 30 values apparently obtained before he began to reconstruct the
primary component, this was done for purposcs of clarity and brevity in
exposition of the principles herein described. As a matter of fact, what
he did was to watch very carefully, when inserting values in Figure 33, to
find the very first chance to employ the principles of indirect symmetry;
and just as soon as a value could be derived, he substituted the value "in
the cryptographic text. This is good procedure for two reasons. Not only
will it disclose impossible combinations but also it gives opportunity for
making further assumptions for values by the addition of the dérived values
to those previously assumed. Thus, the processes of reconstructlng the
primary component and flndlng additional data for the reconstruction pro-

. ceed simultaneously in an ever-widening circle.

c. It is worth noting that the careful analysis of only a sum
total of 30 values in Figure 33 results in the derivation of the entire
table of secondary alphabets, 676 values in all. &nd while the elucida-
tion of the method seems long and tedious, in its actual application the
“results are speedy, accurate, and gratifying in their corroborative effect
upon the mental activity of the cryptanalyst.

de” (l) The problem here used as an illustrative case is by no
means one that most favorably presents the application and the value of
the method, for it has been applied in other cases with much speedier
succéss. For example, suppose that in a cryptogram of 6 alphabets the
equivalents of only THE in all 6 alphabets are fairly certain. As in the
previous case, it is supposed that the secondary alphabets are obtained by
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sliding a mixed alphabet against itself. OSuppose the secondary alphabets
~to be as follows: ’

FGHIJKLMNOPQRSTUVWXYZ

B
B
C
I.
N
X
T

NIO Yt
) <‘.*Umo><_tq

(2) Consider the following chain of derivatives arranged
diagrammaticallys ~ . ’ ' '

H (2 -8) 0 (5 -.8)
T (g -20) P (5 -20)
E (§-5 X (5-5—E (1-20) X (2 -20)
' - : Q (1- 8 L(2-8 . . _ :
B (1 - 5 € (2-5 =B (4-20 C (3 -20)
N (4 ~-5) I(3-25)
P (4 ~-8) V(3-28\-—>
—P (5 -20) V. (6 -20)
o (5-8) - 2 (8:-8)
X (5 -05) T (6 -5 —X (2 -20) T (g -20)
f L (2-8) HI(g-238) . _
C (2=5) E (#-5)—C (3 -20) E (1 -20)
V(3-8 Q(1-8)
I(3-5 B (1-5)
Fig. 36e

(3) These pairs are manifestly all of the same interval, and
therefore unions can be made immediately. The complste list is as follows:

CEX QL NI LH
HO BC 0%  CE
TP PV XT VQ

IB
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(4) J01n1ng pairs by their common letiers, the follow1ng sequence
is cbtainedt .

‘NIBCEXTOVQLHOZ

- » ©e With this as a nucleus the cryptogram can be solved speedily
and accurately. When it is realized that the cryptanalyst can . assume THE's
rather readily in some cases, the value of this principle becomes apparent.
When it is further realized that if a cryptogram has sufficient text to
enable the THE's to be found easily, it is usually also not at all difficult
to make correct assumptions for values for two or three other high-frequency
letters, it is clear that the principles of indirect symmetry of position
may often be used with gratifyingly quick success to reconstruct the com-
plete primary component.

SECTION IX.

REPEATING-KEY SYSTEMS WITH MIXED CIPHER ALPHABETS,IIT.
' : Pare
Solution of messages enciphered by known.pfimarv components. . 37

Solution of repeating-key ciphers in whlch the identical
mixed components proceed in opp081te dlrectlons. e o s o o o« 238

Solution of repeating-key ciphers in which the primary
components are different mixed SequUEnces. « « « o « o s o o 39

Solutlon of subsequent messages after the primary components .
have been recovereds « « ¢ o o o o o o o 2o 6 o ¢ s o o0 o o o40

37. Solution of subsequent messages enciphered by the same primary
components. - d. In the discussion of the methoeds of solving repeating~key
ciphers using secondary alphabets derived from the sliding of a mixed com-
ponent against the normal component, (section V), it was -shown how subse-
quent messages enciphered by the same pair of primary components but with
different keys could be solved by application of principles involving the
completion of the plain-component sequence (paragraphs'ZB, 24). The
present paragraph deals with the application of these same principles to
the case where the primary components are identical mixed sequences.

b. Suppose that the following priﬁary component has been recon-
structed from the analysis of a lengthy cryptograms

QUESTIONABLYCDFGHJKMPRVWIXZ



REF ID:A4146445

- 88 =

. A new message exchanged between the same correspondents is intercepted
and is suspected of having been enciphered by the same primary components
but with a different key. The message is as follows:

NFWWP_NOMKI WPIDS CAAET QVZSE

.

YO0JS8C AAAFG RYNHD WDSCA EGNFEP

FOEMT HXLJW PNOMEK IQDBJ I VNHL -

TFNCS BGCRP

ce Factoring discloses that the period is 7 letters. Thetext is
transcribed accordingly, and is as followss:

\N ‘Ji, )

N F PN O
MKIWPID
SCAAETQ
VZSEYOJ
SCAAAFG
RYNHDWD
SCAEGNTF , .
PFOEMTH 2
XLJWPNO
MKIQDBJ
IVNHLTF
NCSBGCR

P

Fig. 37.

.~ de The letters belonging to the same alphabet are then employed
as the initial letters of completion sequences, in the manner shown in
paragraph 23e¢, using the already reconstructed primary component. The
completion diagrams for the first five letters of the first three alphabets
are as follows: ' " '
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Alphabet 2.

Alphabet 3.

Alphabet 1.

i S VS

APTWT

_A;B.b

e H
A“BL
T;O =

=ivd 9

RAD e

[av] N g

ola

KmM A,
Eich

N

BRIXTI

L]
(@3-
by OO
< M
@D

ELDAD

JRGEG
KVHSH
MWJTJ
"PXKIK

=z <
oD
=2 <
=

VOZO

DZBERB

TCGLG
IDHYH

RZMOM

CFJCJ
NGKDEK

¥HECIGC

XEVBYVY

J'SDOD
KTFNF
MIGAG

AHMFM

1]

WL

<
QT XY X
"UI12C2

Z

BJPGP
LKRHR
YMVSYV
CPWKW

POHBH

@ gyen]
o =
r oD
O =
= v

TR
i I
o
=z <
0 =

DRXMX
FVZP2Z

G E

I BSHS
CLTJT
NYIKTI
¥¥ACOMO

=

"WBMCM

XLPDP

~

o
o =
& ]
=
(& Jhes

ZYRFR
QCVGaGYV
UDWHW
EFXJX

JZEWE

fa =]
LN
U2
(@ gos)

H O
(@ =]
O
SR

= A

BDN PN
LFARA

5G2K 2

@
> =
m 3
o
51O

o
= M4
oo
joniiiar]
B+ H

Y TNEN

DJIYXY

OKERE

" Fig. 38.

Examining the successive generatives to select the ones show-

ing the best assortment of high-frequency letters, those marked in Figure

€a

These are then assembled in columnar fashion

and yield the following plain text:

38 by asterisks are chosen.

123456717

il s =
- OO
om0

=] =
=2 O

H O

Fige 39.
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fs+ The corresponding key-letters are sought and are found to be
JOU, which suggests the keyword JOURNEY. Testing the key-letters RNEY
for alphabets 4, 5, 6, and 7, the following results are obtained: -

1
J .

S Oy
= ~3

5
N

o
G w
por

=

b by
< =
=
U g
]

o O

E
D

=W
a2

]
(20
= O

= e

Figo 40,
The message may now be completed with eaée° It is as follows:.

JOURNEY JOURNEY

HAVEDIR SAINCEI
NFWWPNO PFOENMTH
ECTEDSE NTHEDIR
MEIWPID XLJIWPNO
CONDREG ECTIONDO /
SCAAETAQ MKIQDBRJ
IMENTTO FHORGSES
VZSEYOJ VNHLTF
CONDUCT HOEFALL
SCAAATFG NCSBGCR
TRORORE S
RVNHDWD P
CONNATIS
SCAEGNTF

Figo4lo

[

38, Solution of repeating-key ciphers in which the identical mixed
components proceed in opposite directions. - The secondary alphabets in
this case (paragraph 3, Case B (3) (a) (II) are reciprocal. The steps
in solution are essentially the same as in the preceding case (paragraph 28).
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the principles of indirect symmetry of po sition can also be applled with
the necessary modifications introduced by virtue of the reciprocity exw
isting within the respective secondary_alphabets_(paragraph 31 p)e

'39. Solution of repeatlnc—key ciphers in which the primary comnonents
are different mixed sequences. - This is Case B (3) (b) of paragraph 3.
The steps in solution are essentially the same as in paragraphs 28 and 31,
except that in applying the principles of indirect symmetry of position it
is necessary to taks cognizance of the fact that the primary components are
different mixed sequences (pdrabraph 31 g)‘

40. Solution of subsequent messages after the primafy components have
been-recoverads - a. In the case in which the primary cowponents are iden-
tlcallmlxed sequences procecding in opposite directions, as well as in that
in which the primary components are difforent mixed sequences, the solution
of subsequent messages™ is a relatively easy matter. In both cases, however,
the

1That is, messages intercepted after the primary components have been re-
constructed, and enciphered by keys different from those used in the mes-
sages upon whlch the reconstructlon of the prlmary components was accomplish-
edo-.

student must remember that before the method illustrated in paragraph 37 can
be applied it is necessary to convert the cipher letters into their plain-
componmnt equlvalents pefore completlng the plain-component sequence. - From
there on, the procgss of selectlng and assembling the proper generatrices

is the same as usual.

: b. Ps rhapo an eyample may b° advisable. Suppose th: enemy has
been found to be using primary components based upon tho keyword
QUESTIONABLY the pLain component running from left to rlght the cipher
component in the reverse dircction. The following new message has arrived.
from the intercept stations

MVXO0X BZzIYZz NLWZH QXIEO OOEPZ

BSH BONAU_ RAPZI NRAMY-

Cy

AFX§_EX' E

"X0XAI JYXWF KNDOW JERCU_ _ RALVB

<

_ZAQUW JWXYI DGRKD QBDRM QECYV

V‘QW
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Factoring discloses that the period is 6 and the message is

CCe

=

accordingly transcribed into 6 columns, Fige. 42.
The letters of these columns are then con-

GFWMQUP.I jom
..5<ﬁ.K,U =

LR o E E

B_U = /M= D
]y B O
1;nvnmeW o=

verted into their plain component equivalents
by juxtapdsing the two primary components at
any point of coincidencs, for example

‘Qp-

el
B
L
I
P

OIS 2 5 =
KO N O O
Q¢X >t O
.ZMVIZO
=2 NEE

Z.. The converted letters are shown in

e

The letters of the individual

Fig-43.

"EJBSHB

AHVBH

columns are then used as the initial let-
ters of completion sequences, using the

ONAURA

Lar
=
5
-
4
=

SR
=D E
M D
Aoy
v <
H O

The final

step is the selection and assembling of

the selected generatrices.
the first ten letters of the first three

QUESTIONABLY primary sequence.

¢ <G [
o
=z O
T.X"I‘
03 =
=

NKCMEA
WTDXTJ

The results for

columns are shown belowt

< O b
B oo
O Do NE=E
Ao mhm
= o
O L e

SEN &
D =
e g =
e
v E| O
A,

IDGRKD
QBDR
ECYV

ZHCTOZ
2 E

WDFS

M Q
QW

D
Y
Fig.42

Fig.43.

Column 3.
"UFBMUHJPUF

Golump 2e
SPOMYAKQS A

TRUPCBUUTSB

%I VERD

‘ Column-l.’
0OWWQWMIOEP
NUSXUXPONR
AETZEZRNAV

EGLPEJKREG
SHYRSKMVS
TJCVTMPWT

H
J
‘K
M

PEIL

WSVFYRGBOY

L
NXTWGCVTTHNC

I
0

NPGZNVWQNP

0

"AZIXHDWIAD

OMFXORYVZ

XO0OBF

YINEIEXLYZ
COASO0SZ2YCOQ.

HQAWXUAR
JUBXZE BV

AR
BV

o
-1
=

[ETR & la o]
L ]
N

o = <.

D EH
moe3 >

Fo M
A
oA
oD
o )
zZ <
mlI
m 3
2z, <
A fx

Lw
X

)
TY

Q
u
CZPTCUETICZ

LWKELZ

o
m

N D

CSREPJ

GBYOBOEFGS.

Y XM S YQ

L DK

S RKE

0 T L
FIYTVMEYFYM

G O

I

HLCNLNSGHT .

JYDAYATHJTI
KCFBCBIJKO

DGRIDESODQ

CIWPTCGP
HNDOXRIDHR

FUVOFSTNFU
GEWNGTIAGE

MDGLDLOKWMN

JAFNZVOFJV

PFHYFYNMPA
RGJCGCAPRB

HSXAHIOBHS

KBGAQUWNGKW
MLHBUXAHE

VHKDHDBRVL:
WIMFJFLVWY

JTZBJONLJT
KIQLKNAYKI
MOUYMABGCMDO

X

1
L

PYJLEZBJEFZ
RCKYSQLEKRY

VDMGCTUYMVYU

XKPGKXGYWXC.
JMRHMHCXZD

PNECPBLDPN
¥RASDRLYFRA

WFPDIECPWE

QPVJIPJIDZQF

URWKRKFGUG
EVXMVMGUEH

CGVR
WLIGWCDHWL

v
S

VBT RV

RFOEDRIXS
2ZHVGNT

f
L

VarT

F
QJWHAIGWQI

XYOHXDFJXY

SWZPWPHESJ

© A
o e
Mz
o om
B
SV @ 4
-
z <
O a
N
o =
D
EN
s
o =
M A3
=
N
-]
o =
M=
B
[éaq s
M
o
[Ja30 oy
x>
oo
= o3
o

Fige 44
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Columnar assembling of selected generatrices gives what is showm in

Figs 45.

wn
t.l
0 n
o =
&) ©
&0
5
w o
G
=
O m
A @
<
2 0
-t
=
=
© -
Q o
uw : .
cd p;N e EHH A< @ G <A Mo Nz
- MiHE HE =Z# Aw X O oms M\
m P mjm e o <D AN O R = o>
o 3
OFE Z<>» oA =L am M5 BO. oA N
" M UfL MmO X H> HE A MM DO
: o] : Co )
6_0.. e o & & ¢ 8 o ® . w m Zipg H 5 M HE =3 9o EmH = O =~ ]
W] ¢ e a4 o o & s o o o mﬂ ’ N -
1 . -~ O
] e e 8 o & & o & o o Be FESe!
_\ ) . A g
ol @AM S . BDE
. = O
Al A DD A EE e,
o T
~ E . .
@, Flem ma o xmH ba TEX oom a4 Ad
@B REN . mE aX | = x om =mx =
2@ Mo . M wo wo COw oOow <D M=
o AmEN < gm Ao r am b B H
=L PH> e m o AR An Az @S
mh oEFRE wNn AR H®m S8 HE DO A
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o o
<
i~ o
<
£

de

NUMBER o

Figt“46.

FIRSTD
MVXO0OXA
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. es If the primary components are different mixed sequences, the
procedure is identical with that just indicated. The important point to.
note is that one must not fail to convert the letters into their plain-
‘component equivalents before the completion-sequence method is applied.

SECTION X.
REFEATING-KEY SYSTEMS WITH MIXED CIFHER ALFHABETS, IV.

. ' , , Pare
Generalremarks.-o-c--oo,o,o,-...oo'.oo0...:-4'1

Deriving the secondary alphabets,,the.primary components, and the
key, gilven a cryptogram with ifs plain texte s o o o ¢ o o o & o 42

Deriving the secondary alphabets, the primary components, and
the keywords for messages, given two cr more cryptograms in .
different keys and suspected to contain identical plain text.. . 43

The case of repeating-key éystems. e s & s e e e s e 8 e s e e .. 44

The case of identical mesgages enciphered by keywords of different
1engthSo L] -.. L] . - l-‘ l - 1 . L] L] . ° ... L] L] L] L o L] L] [ L] L] 45

Concluding I‘Gmar‘ks. -o-o-n.lon.-oo 'oo.o.coolo 46

41, General remarks. - The preceding three sections have been
devoted to an elucidation of the general principles-and procedure in the
solution of typical cases of repeating-key ciphers. This section will be
devoted to a consideration of the variations in cryptanalytic procedure
arising from special circumstances. It may be well to add that by the desig-
nation special circumstances it is not meant to imply that the latter are
necessarily unusuzl circumstances. The student should always be on the
alert to seize upon anv opportunitiss that wmey appear in which he may apply
the methods ton _be describeds In practical work such opportunities are by
no means rare and are seldom overlooked by competent cryptanalystse

42, DUeriving the secondary alphabets, the primary components, and
the key, given a cryptogram with its plain text. - a. It may happen that
a cryptogram and. its equivalent plain text may:be at hand, as the result
of capture, pilferage, compromise, etce. This as a general rule affords a
very easy attack upon the whole system. o

b. Teking first the case where the plain component is the normal
alphabet, the cipher component a mixed sequence;‘the first thing to do is
to write out the cipher text with its letter-for-lettor decipherment.

From this, by a slight modification of the principles of "factoring", one

¢
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discovers the length of the key. It is obvious that when a word of three
or four letters is enciphered by the same cipher text, the intsrval be-
tween the two occurrsmces is almost certainly -a multiple of the length

of the key. By noting a few recurrences of plain text and cipher letters,
one can quickly detsrmine the Llength of the key (assuming of course that
the message is long encugh to afford sufficient deata). Having determined
the length of the key, the message is rewritten according to its periods,
with the plain text liewise in periods under the cipher letters. From
this arrangement one can now reconstruct complete or partial secondary
alphabetse If the sscondary alphabets are complete, they will show dir-
ect symmetry of position; if they are but fragmentary in several alphabets,
then the primary component can be reconstructed by the application of the
principles of direct symmetry of positione

ce If the plain component is a mixed sequence, the cipher component
the normal (direct or reversed sequence); the secondary alvhabsets will show
no direct symmetry unless they are converted into their rcciprocals (de-
ciphering alphabets). 'he student should be on the lookcut for such casess

de (1) If the plain and cipher primary components are identical
mixed séquences procesding in the same direction, the secondary alphabets
will show indirect symiretry of position, and they can be used for the
speedy reconstruction of thée primary.components (Paragraph 31 a.to 0¢)

(2) If the plain and the cipher primary components are
identical mixed sequévcss proceeding in opposite directions, the secondary
alphabets will be curigietely reciprocal secondary alphabets and the primary
component may be reucM“+ructed by applying the principles outlined in
paragraph 31 pe.

(3) If the plain and the cipher primary components are differ-
ent mixed sequences; %he secondary alphabets will show indirect symmetry of
position and the primscvy components may be reconstructed by applylng the
‘principles outlined i: paragraph 31 ge

ge In all the foregoing caseé, after the primary'components have
been reconstructed, the keys can be readily recovered.

43. -Deriving the secondary alphabets, the primary components, and:
the keywords for messages, given two or more. cryptograms in different keys
and suspected to contain identical plain text. = a. The simplest case of
this kind is. that dinvolving two monoalphabetic substitution ciphers with
mixed alphabets derived from the same pair of sliding componentse.. An -
understanding of this case is necessary to that of the case involving
repeating-key ciphers.

be. (1) - A message is . transmitted from station A to station Be B.
sends A some operating signals which indicate that B cannot decipher the
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message, and soon thereafter A sends a. second.message, identical in

length Wlth the first, . This leads to the suspicion that the plain text .of
both messages is the same. .The intercepted messages are superlmpObed.
Thus$ o T o

. 1. NXGRV MPUOF . ZQVCP - VWERX QDZVX WXZQE
-2, EMLHJ FGVUB - PRJNG' JKWEM RAPJU KMPRW
1, TBDSP. VNXJK RFZWH ZUWLU IYVZQ FXOAR
2. ZTAXG - JJMCD HBPKY. PVKIV QOJPR BMUSH

(2) 1In initiating a chain~of:ciphef-text'equivalents from;mes-
sage 1 to message 2, the following complete sequence is obtaineds:

456789 ; . 7 18 19 20 21 22 23 24 25 26
KDASXMF BT 2 P G LI QRHTYOUVJC

,—l
(@]
’_l
~
H
Do
,_J
w
—
S
f_.l
o
]
[o3]
'_l

Y ’ B
(3) . Bxperimentation along already-indicated lines soon discloses
the fact that the foregoing component is an equivalent primary component of -
the original primary based upon the keyword QUESTIONABLY, decimated on the-
21st interval. Let the student decipher the cryptogram.

(4) The foregoing example.is somewhat artificial in that the
plain text was consciously selected with a view to making it contain every.
letter of the alphabvet. The purpose in doing this wds to permit the con-.
struction of a complete chain of equivalents from only two short messages,-
in order to give a simple illustration of the principles involved. If not
every letter of the alphabet is present in.the plain-text message, then only
partial chains of equivalents can- be constructed. Thess may be uhited, if
circumstances will permit, by recourse to the various principles elucidated
in paragraph 3l.

(5) The student should carefally otudy the foregoing bxample in
to reconstruct the prlmary component from the two. c1pher messages wlthout
having any plain-text to begin with at all. - Since the plain text of both
messages is the same, the relative displacement of the primary components
in the case of message 1 differs from the relative displacement of the same
primary components in the case of message 2 by a fixed interval. Therefore,
the distance.on the -primary component, between N and B (the first letters )
of the two messages), regardless of what plain-text letter these two cipher
letters represent, is the same as the distance between E and W (the 18th
letters), W and K (the 17th letters), and so on. Thus this fixed interval
permits-of establishing a complete chain of letters separated by constant
intervals and.this chain becomes an equivalent primary component.,
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44, The case of repeating-key systems. - a. With the foregoing basic
principles in mind the student is ready to note the procedure in the case
of two repeating-key ciphers having identical plain texts. First, the case

in which both messages have keywords of identical length but dlfferent ‘com-
positions will be studled. '

b. leen the follow1nc two cryptograms suspected to contaln the
same plaln text. . .

Message 1.
YHYEX UBUKA PVLLT ABUVYV DYSAB
PCQRTU NGKFA ZEFIZ BDJEZ ALVID
TROQS UHATFK
Message 2.
CeSLZ QUBMN CTYBUV H L Q FT FLRHL
MTAIQ ZWMDQ NS D W N L CB L Q NETOGC
V S N Z R B JNOQ
The first step is to try to determlne the length of the perlod. The usual
method of factoring cannot bé employed because.there are no . long repeti-
tions and not enough repetitions even of digraphs to give any convincing
indiecations., However, a subterfuge will be employed, based.upon the theory

of factaoringe

c. Let the two messages be superimposede.

123456789 1011121314 15 16 17 18 19 20

l« YHYEXUBUK AP V L-L.T A B U.V V

2- CGSLZQUBM N ¢cTYBVHLQFT
.21 22 23 24 25 26 27 28 29 30 .31 32 33 34 35 36 37 38 39.40
3.D Y S A B P C QT UNGT KT FALZETF I 3
22D L RHLMTATIGQSZWMDOQNSDWN
41 42 43°44 45 46 47 48 49 50 51 52 53 54 55 56 57 58 59 60
1.3 D J E 2 ALV I DT RO QS UHATFK
2L ¢ B L Q N ET O CV S N Z2Z2ZRZERJINO Q

Now let a search be made of cases of identical superimposition. For ex-
ample, 4 44 ‘ 6 18 30

Eand” E are separated by 40 letters, U, U, and U are

L L | I Q
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sepérated by 12 letters. - Let these.intervals between identical superimpoéie’
tioris be factored, just as though they were ordinary repetitions.
factor which is the most frequent should correspond with the length of the -

period for-the following reasone.

That - -

If the period #s the same and the plain_

text is the same in both messages, then the condition of identity of supér-.
imposition can only be the result of identity of encipherments by identical
cipher alphabets. This is only another way of saying that the same relative
position in the keying cycle has been reached in both cases of identitye .
Therefore, the distance between identical superimpositions must be either.

equal to or else a multiple of the length -of the period.
the intervals must yield the length of the period.

1st
st
2d
lsé
1st
1st
2d
lst

2d

EL to
UQ to
UQ to
UB to
KM to

AN to

AN to’

VT to

VT to

2d

2d

3d

24

2d

24

3d

2d

3d

BL
UuQ
UuQ
UB
K
AN
AN
VT

vT

The factor 4 is
it may be taken

g_o Let
1234 1
YHYE X
cGsSsL 2
TUNG K
1Q2zVW M
HAFK
INOQ

- 40
- 12
- 12

- 48

- 24 =

- 36
- 12
- 8

- 28

=2, 4, 5, 8, 10

=2,

3

3,

3,
35
4,

4,

Z2, 3, 4, 6, 12

2, 3, 4, 6, 12

4, 6, 8,12
4, 6, 8,12
4, 6, 9,12
4y 6, 12
o

7

1st
1st
lsﬁ
2d

1st

1lst

1st-

1st

TV %o
AH to

BL to

Sll tO

ZN to

DC to

Hence, factoring

The complete list of
intervals and factors applicable to cases of identical superimposed pairs:
is as follows (factors above 12 are omitted):

24
2d
2d

3d

2d

2d
2d

2d

the only one common to every one of these
as beyond question that the length of the

36

:2,

=2,
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3
4,
4,

e

4y

4
4

4,

intervals
period. is

the messages now be superimposed according to their
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and ,
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periods:
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e. Now distribute the superimposed letters inte "secondary alphabets".

Thust

0O ABCDETFG H I.JK L M NO P Q RSETUVWXY Z

1. L _F'S 70 MY N I 209
2 N; c. I ¢ B M Z Q L
3.QUT -~ 0 W;B_ ;El 72 C RV _F S
4, H LW 9 | AS BT N

by the usual methods, construct the prlmary or an equlvalent primary com-
ponent. Taking lines O and l the follow1ny sequencos are noted._

BL, DF, ES, HJ, 10, Ki, LY, ON, TI, xz, YC, -2Q,

which, when united by means of common letfers.aﬁd study of other sequences,
yield the completg original primary component based upon the keyword

QUESTIONABLY ¢
QUESTIONABLYGCDFGHJKMPRVWXZ

The fact that the pair of lines with which the process was commenced yield
“the original prlmary sequence is purely accidental; it mlght have Just as
well yielded an equivalent prlmary sequencee .

f. Having the primary component, the solution of the messages
is now a relatively simple matter. An application of the method ‘elucidated
in paragraph 37 is made, involving the completion of the plain-component
sequence for each alphabet and selecting those generatrices which contain
the best assortments of high-frequehgy letters. Thus, using liessage 1ls
: i / .
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3d alphabet

4th alphabet

2d alphabet

léf. alphabet

Y XKLB

SEWBW.
TS XLX
ITZYZ

CLRIW
DY VOX

JEBYE
KSLCS
Y

MT

CZMYL

FCWNZ
GDXAQ
HFZ2BU

DT

PICFI
RODGO
VNFHN

GEVFD
HSWGTF
JTXHG
KIZJH

JGQLE
KHUYS
MJECT
"PKSDTI

A NEFE
BASGS

WAGJIA

LBTHT
YLIJI
CYOKDO

~

XBHKB
ZLJML
QYK PY
UCMRC

=

e )
o =
= A

RMTFO
VPIGN
WROHA

VBSRP

|52}

R A

DCNMN

FDAPA
G FBRB

EDPVD
S FR

WLTVR

XVNJE

W F

XYIWYV
2c0XW

HGLV.L

ZWAKL

RXBMNY

UZLFC
Y

TGVXG

=
oo
[C I ]
=
2,

WY

JHY
KJCXC
MKDZD

m ==
O
(Egpuien
SR

[Ealép}
@ o

IHWZH
0JXQJ
NK2UK

<4 M

SRR O]

= e

=

IS FXH

S,

IKCT

VRHEH
WvVJISsJ

. RETR
Y VS

0T G2Zd

Iv

OMDIT

XWKXTK
ZXMIM

IH
A0JUM
BNKEP

‘XL AM SR

N

CwWTOoOw
DXINXKX
F20AZ

NFPFOI
¥AFRGNO

QZPOP

BVHAN

UQRNR

GQNBGQ

LWJEBA

Fig. 48.

The selected generatrices (those marked by asterisks in Fig. 48) are assembl-

ed in colummar manner:

ALLA

RRAN
GEME -

5 F

NT

ORRE

Figo 49,

The plain text

The key letters are sought and give the keyword SOUP,

for the second message is now known, and by reference to the cipher text

and the primary components, the keyword for this message is found to be

TIME, -

The complete textx are as follows:
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"RRAN
2QU B
NTSF
YBVH
OF YO
LMTA
UROR
1Q2W

RP AN
XUBU
OFYO
BPCQ
UROR
TUNG

LLTA

GANTI

.
2 <
<4 I

o

M

Fat

MDD QN
72 AT I
SDWN

O NH
 LGCBL

AT I
EFIZ
BDJE

ONHA

=g
[aayc]
= 2
=

e

,BL

M <
= N

ENSU
oOCcVs
DE DX
JNOQ

Fige 50

ENS U
IDTR
SPEN
0qQsU
DE DX

AT K
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45, The'case of identical messages enciphered by keywords of different
1enbths. - a2, In the foregoing case the keywnrds for the two messages, al-
though dlfferent were identical in length. When this is not true and the
kevwords are of different lengths, the procedure need be only slightly
modified. :

\
be Given the following two cryptograms suspected of containing
the same plain-text enciphered . by the same prlmary components but with
different keywords of different lengths.

liessage 1.

IYLFF PHXGC EXTZL AMBKI BYLZE
LFEIL BHNZF UWNIXS ZORVK BGSLJ
PSLPF IHKFH YYXUT 2Z2FHWL YXADK
ODLGL TI28S WS ILXNZ LWLKYF¥ HGOUW
LA
Message 2

AMTUK MFGFH UNNNT RWAHV AGBNS
KAGBB NNOSD BQGKH SIMDJ DFYDZ
FHFMC VGVDX FMXFa XCNVF LOYRGC
MmJBDU TSEIO DTYYX AFBVD XKFRL
FN :

ce The messages are long enough to show a few short repetitions
which permit factoring. The latter discloses that Message 1 has a period
of 4, Message 2 a.period of 6 letters. The messages are superimposed,
with numbers marking the position of each letter in the corresponding
period, as shown belows ’
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12341,23412341234123412341232412

Noel-I YLFFPHXGC

LZELFE I L

v
e

i
i

Z2TZLAMBKTISB

Nou2-AMTUKMFGFHUNNNTRWAHVAGBNS KAGTESB

123456123456123456123456123456

<
™ f=
o
l.H
<+

o =

SO Ay

~ 3
<t w
on
[aviar

sl

< w2
m
am

N

< =
32 o

‘N O

—~ N
< 1
™ >
o
~ =
<+ D
o™ Iy

2
Z

1
N
Noe2-NNOSDBQGKHSIMDJIDFYDZFHFMCVGVDX

3 4
B H

No.l-

12345612345612345612345612345%6

12341234123412341234Y234123412

Noel-Y Y XUTZFHWLYXADKODLGLIZSWSILXNDZ

Nos2-FMKFAXCNVFLOYRCMJIJBDUTSEIODTYTYX

1234561234561.23456123456123456

,2 <q

~ 3
<G =

—

2

0
"B VDXKFRLFUN
1234561234568

de. A table of "secondary alphabets" is now constructed by distribut-

ing the letters.in respective lines corresponding to the 12 different

superimposed pairs of numbers,

For example, all pairs corresponding to

the superimposition of position 1 of Message 1 with position 1 of Message

2 all distributed in lines O and 1 of the Table.

Thus, the very first

=1 ‘ ,
superimposed pair is I3 the letter A is inserted in line 1 under the letter

" The next qpair is the 13th superimposition, with y; the letter N is

inserted in line 1 under the letter T, and so one

is as follows:

I.

The completed diagram

ABCDEFGHIJKLMNOPQORSTUVWIXYZ

0
1i-1

0N

L] .4 g

i N
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]
=

D 2

G_U

w0
g
YR Y
Tl
Qi
=
ol
o
mj<g|>]mf=im)
o] L R
=l
=] =]
Al el e
© a
1 - .Hw
<lz] (<o
-
©f 1] 0g) o] <1 v
1 oa] ] v 1
o2l onl <tf 1l 02l 0

o~

"I 0

w0
'
<H

pesodutasdng

.Fig. 51.
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e+ There are more than sufficient data here to permit of a complete
- reconstruction of the primary component, which is found to be that based
upon the keyword QUESTIONABLY, ' ‘

f. The plain text and the keywords for both messages may now be
found very easily. They are shown below: ’

STAR ST AR STAR  O0CEANS OCEANS
IYLF WNXS ADKO : AMTUKM CVGVDX
ENEM PSHA IBLY ' TNEMYH OLDFOR
FPHX ZORV DLGL FGFHUN FuKFAX
YHAS VEDU LONG ASCAPT ANHOUR
CCE2 KBGS Iz5W NNTRWA CNVFLO
CAPT GINA ERRE UREDHI ORPOSS =
T 72 LA LJPS SILK HVAGBN YRCOMJB
URE D NDCA QUES LLONET IBLYLO
MBKI LPFI - NzLW - S KAGBB DUTSET
HILL NHOL TREE TOONEDO NGERRE
BYLZ HKFH LKFH NNOSDB 0DTYYX
ONET DFOR ©NFOR URTROO QUES TR
ELFE Y Y XU CouUwW QGKHSI AFBVDIX
WO ON ANHO CEME PSHAVE EENFOR
ILBH TZFHE LA MDSDFY KFRLFN
EOUR UROR NT DUGINA CEMENT
NZFU WLYX D2 FHFM

T ROO PO0SS NDGCANH

Fige 52 -

46, Concluding remarks. - The observant student will have noted that
a large part of this text is devoted to the elucidation 'and . application of
a very few basic principles. These principles are, however, extremely im-
portant and their proper usage in the hands-of a skilled cryptanalyst makes
them practically indispensable tools of his -art. The student should there-
fore drill himself in the application of these tools by having someone make
up problem after problem for him to practice upon, until he acquires facil-
ity in their use and feels competent to apply them in practice whenever the
least opportunity presents itself. This will save him much time and effort.
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Analytical Key for Military Cryphan:. . s

| 402-Folyalphabetiz
Systems (1,2)

<

f i

i

612-Flexible Fer=|
ioflietty (2b)
{Te be. taken
~up later)

:;51i~31x&& ferigdéj.

ity (2)

{

[Tiotrogrensive |
1 {To be taken|
|  up later) |

N

{ 709-Bepeating Key|

e e

Systems (3) | -

812-With Interre-
lated Cipher

N il SOEENBCINN: S

=5,

903-~-Normal Cipher
Alphabets
(Frimary Com-
ponents are

B11-Witr Indopor-|
( denti Cipher
Alphsbets Alphabets
(5-12) (52)
[ T

9o4-r:xed Cipher
Alphabets
(Frimary Com~
ponents are.

both Normal) not both Nor-
(13-14) mal) (16,17)
| T ,
i - 7 .
1001-Direct Stand- 1002~Reversed
ard Cipher . Standard Ci-
Alphabets pher Alpha-
(132~h314a~£; bets (13i;
15) 1hg; 15) ~ :
1004-Both com- 1003-une com-
ponents ponent
mixed normal
(27-30) (16,17)
I 1 ! o 1
1104-Different 1103-Identical 1101-F1ain Cou- | 1102-Flain Com-
Components Components vorent ponent
(39) (28-30) Normsl Mixed
(18-25) ‘ (26)
{

1201-Sequences pro-
~ ceed in same
direction

(31-37;L0-U46)

1202-Sequences pro-
ceed in. oppn-
site directinns

(38; 40-U6)

* For explanation of the use of this chart see Far. 50 of Military Cryptenalysis, Fart 7.
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