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SECTION A. U, S. COMMUNICATION SECURITY EQUIPMENTS

PART I, LITERAL CIPHER MACHINES

1. Machines Requiring No External Source of Power

a, AFSAM D17
A small keyboard-operated, tape-printing literal cipher

machine designed for use where electrical power is not availa?le.
Operates pneumatically at approximately 15 to 20 words per minufe,
all power being supplied by the depression of the keyboard keys.
Crypto-unit is a reciprocal permuting maze consisting of ten 26-
point rotors and a reflector. Eight of the rotors step in a single
interrupted "COM" cascade, Two of the rotors and the reflector are.
settable, but do not step, All rotors are identically "wired® and
their order in the maze is not changed, All rotors have rotatable
alphabet rings and seven of the stepping rotors have settable pin-

pattern rings for motion control,

Size and Weight: 8" x 8" x 4"; 10 1lbs,

Development Status: The first engineering model developed by
a commercial contractor has been completed and will be de-
livered to NSA by 1 Sept. 1953.




b. AFSAM D21

The AFSAM D21 is a menually operated, tape-printing,
literal cipher device using a five level one—timevkay tape, It is
intended to replace one-time pads in some limited applications.

The ocase, printing mechanism, and the bar drum &f the M-209 are
used; the key wheels are replaced by a tape reader. Operating
speed is the same as the M—ZC9.

Size and Weight: 74" x 53" x 3%"; 5% 1bs.

Development Status: Fifteen engineering models have been con-
structed. They are now undergeing service tests,




c. APSAM 36
An interim keyboard operated, tape-printing, literal

cipher machine for use where electrical power is not available,
Operates mechanically at approximately 10 to 15 words per minute.
Crypto-unit consists of twelve key~wheels and associated bar drum
(Hegelin mechanism),

Sdize and Weight: 10" x 10" x 6"; 181bs,

Production Status; 1500 models scheduled for delivery by

end of Decenmber, 1953%.




—TOP - SECRET— SECURITYINFORMATION-

2. Power Driven Machines

a. AFSAM 7

A keyboard-operated, tape~printing cipher machine which

encrypts literal text and numerals. Operates at speeds up to 60
words per minute. Crypto-unit consists of an eight-rotor non-
reciprocal permuting maze. Rotors have 36 points and are provided
with rotatable and interchangeable alphabet and notch rings. Ten
poi_nts on one endplate are wired to ten points on the other.  All
1iﬁa.,]"or éomyg-‘c“ps are constructed as conveniently demountable sub-~
assemblies. Operates from 115/230 v AC or 28 v IC.

Sizs and Weight (Less carrying case and rotors): 12" x~*2" x 63";

18% 1bs.

Production Status: First models incorporating all major
modifications required as a result of service test evalu-
ations are scheduled for delivery fram the producticn con-
tractor in Sept. 1953. Development of an improved model
of this equipment (AFSAM D7A) is underway. Major components
which will be redesigned include the keyboard, base con-
tacts, stepping unit, rotors and letters/figures shift cir-
cuit.




b. AFSAM 47

A keyboard-operated, tape-printing cipher machine which

encrypts literal text, numerals and eight punctuation marks., Ope~
rates at speeds up to 60 words per minute. Crypto~unit consists
of a geven-rotor non-reciprocal permuting maze and a set of adaptor
plugs to provide the required rotor motion control circuits. Rotors
are 26~point, with rotatable and interchangeable alphabet and notch
rings, Has provision for semi~automatic tape reader operation from
associated equipment, Operates from 115 v AC, 115 v DC, or 28 v DC
with a change of the motor unit.

Bije and Weight 11" x 103" x 93"; 43 1bs.

Development Status; Development is essentially completed. Pro-
duction models scheduled for delivery in April 1954,




c., AFSAM 47B

A modified version of the AFSAM 47 for ADONIS-POLLUX
operation. Operates from 115 v AC and provides 280 volts through
the rotor maze by means of a voltage doubler.

Size and Weight (approximate): 13" x 104" x 93"; 50/60 1bs.

Development Status: Breadboard model has been cémstructed by
the contractor and is undergoing tests. First engineering
model scheduled for completion by Pebruary 1954.




—P0P-SFCRET — SECURT T INFORMATION—

a. CSP 888/88

An electromechanical, keyboard-operated, tape-printing
cipher machine used for off-line literal encipherment, The crypto~
unit, for HERCULES operation, consists of three rotor mazes; 1,
the -alphabet maze, a 26-point five-rotor maze for encipherment; 2,
the control maze, a 26-point five~rotor mage for motion control of
the alphabet maze; and 3, the index maze, a 10-point five-rotor
maze used to transpose the output of the control maze, With appro-
priate adapter may also be used for LUCIFER,

Size and Weight: U 36" x 19" x 123"; 97 1bs,

Produc tion Status: In use,




e. AFSAM 25B/C

An electromechanical, keyboard-operated, tape-printing
eipher machine used for off-line literal encipherment. The crypto-
unit consists of a 26~point five-rotor non-reciprocal permuting

meze,

Size and Weight: 14 3/4" x 19" x 124"; 97 1bs.

P:gdggpion Status: In use.




—— PP SRORET—_JECURITY INFORMATFON-

f£. AFSAZ 7301
This special mechanism may be used with CSP 889, AFSAM

25B/C, or AFSAM 47. The principal function is automatic decipher-
ment of cipher tapes. No modification of the cipher machines or
operating instructions is required. May be used for enciphering,
but only if very strict procedures are observed.

Size ani Weight (packed for shipping):
20 3/8" x 14 1/8" x 15 3/4"; 59% lbs.

Production Status: In use at major stations.




PART II, TELEPRINTER SECURITY EQUIPMENTS

3. Non-8ynchronous with Electro-Mechanical Crypto-Components

a, AM 9

~ A non-synchronous teletype security equipment designed
for forward area use, Accepts 32 characters from remote teleprinters,
Crypto~unit (AFSAM 109/209) is a non-reciprocal permuting maze with nine
36~point rotors, Uses 5-32-5 crystal diode translators, Rotors are
identical with those used in the AWSAM 7. May also be used with
AFSAM 309 tape reader in lieu of rotor maze for O,T, Key; provided with
tape slitter and torn tape interlock.

8ize and Weight: 15" x 16" x 74"; L6 1bs,

Development Status: Released for production 1 April 1953.
First production models expected by Sept, 1954, Develop~-
ment continuing on some modifications to prevent spurious
plain-text radiations,

Radiation: In its present form equipment is inherently insecure
due to spurious radiation of plain-text, Development is
continuing on some modifications to prevent plain-text radiations.

10




b. ASAM 2-1
A modification of converter M-228 (SIGCUM), A five-rotor

maze produces five levels of key which is added baud by baud to

the plain text ocutput of a teletypewriter or transmitter distributﬁr.
Bight different motion control plans, governed by multiswitches,
provide eight different keys for each arrangement. Key is used on

a one~time basis, Cryptoperiod is twelve hours, There is a variety
of operating procedures including simplex use.

Sige and Weight: 18 7/8" x 14 1/4" x 11 1/8"; 73% 1bs.

Production Status: In use,

Radiation: Equipment is inherently insecure due to radiation of plain

text signals from associated equipment, If adapted for electronic

Keying it is considered that it would probebly be secure,

11




c. AFSAM LA (SIGNIN)

A combined teletypewriter and cipher machine. An eight-
rotor maze produces five levels of key which are added baud by baud
to the plaintext to accomplish encryption. May be operated on-line
or off-line, Unit is mounted in a specially designed three-combination
safe. For PANDORA operation, impulses travel through maze from left
to right to produce f'ive elements of key simultaneously. Rotor 1 is
fast and controls Rotor 2; Rotor 2 controcls Rotor 3; Rotor 3 controls
Rotor 4; a mixed-wired stator is located between Rotors 4 and 5;
Rotor 5 is fast; Rotor 6 is controlled by Rotor 7; Rotor 7 is con-
trolled by Rotor 8; Rotor 8 is fast. For BALDER operation, impulses
travel through maze from right to left and are reflected back to the
right end-plate to produce the five levels of key. Rotors 1, 2, 3, L,
6, 7, and 8 move as in PANDORA; Rotor 5 is a "bump" rotor, controlled
from one of the end-plate contact positions; a mixed-wired stator is
located between Rotors 4 and 5,

Size and Weight: 224" x 25 3/8" x 17"; 252 lbs.

Production Status: Approximately 450 machines have been
produced,

Radiations Extent of spurious radiations from this equipment

has not been determined.

12




-A one-time tape teletype security equipment deaigned to
transmit on-line and receive off-line., Tape operated only, Has
two sensing heads, one for the message tape and one for the key
tape. Very rugged and compact., Operates from 115 volts A.C. or
28 volts D,C, power. |

Size and Weight (approximate): 0.5 cu, ft.; 20 lbs.

Development Status: Finel engineering model being redesigned
by contractor to incorporate certain changes, including a
Torn-tape interlock and Tape slitter, requested as a result
of NSA and Service evaluation of a previous model.

No production currently planned.

Radiations No radiation inherent in the AFSAM 44; dependent
onh terminal equipment used.

13




—IOR-SRORRT = SECURETY—INFEORMA TTON-

€. AFSAM 45
A one-time tape teletype security equipment designed for
use with a printer or transmitter -~ distributor. Has one sensing
head (for key tape) and one selector mechanism; operates at speeds
up to one-hundred words perrminute, Very rugged and compact, Ope~
rates from 115 volts A,C. or 28 volts D,C, power,

Size and Weight (approximate): 0.5 cu. ft.; 20 lbs.

Development Status; Final engineering model being redésigned
by contractor to incorporate certain changes, including
a Torn=Tape interlock and tape slitter, requested as a
result of NSA and Service evaluation of a previous model,
No production currently plenned.

Radiation: Same as AFSAM 4.

15




5. Synchronous With Electro-Mechanical Crypto-Components

a. AFSAZ D7315 (formerly AFSAM 15)

A single channel synchronous equipment designed for 24~
“hour operation at speeds of 60 - 100 words per minute, Traffic is
accepted from a tape reader only (32 characters), Traffic flow
security is provided by automatic insertion of random text between
messages, This is supressed at the receiving terminal, Automatic
message numbering is included in the equipment; Normal operation
is the IRIS crypto principle i.,e. with an AFSAM 9 and AFSAM 409
rotor stepping unit (minimum cycle 364), It may also be used on
AENEAS crypto principle i,e, with AFSAM 9 and AFSAM 309 one time
tape unit,

Size and Weight; Two units each 19" x 20" x 154", one unit
T4 x 94" x 7"; total weight 221 1bs,

Development Status; Development has been completed, Eighteen
service test models are being constructed and are scheduled
for delivery in June 1954,

Radiationg Same as AFSAM 9,

15
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b. AFSAZ D7305
A short term message synchronizer for ugse with the
AFSEM 9 and similar teletype security equipments, Will maintain
synchrony during transmission fades up to 10 seconds duration,
Designed for use at the receive terminal only and requires a con-
stant speed transmitted signal,

Size and Weight (estimated); 1 cu, ft.,; 20 1bs,

Development Status; First engineering model developed
under contract scheduled for delivery by April 1954,
Radiation; Not applicable,
16




—EoP-SHOREE-—SEOURIF—INFORMATION-

SSM 3

4 non=synchronous teletypewriter mixer designed for operation

on wire circuits for eithcr on~line or off-line operation. For full

duplex on-line operation two units are required at each end of a full
duplex circuit. For half-duplex non-reversible on-line or off-line
operation one terminal at each end of a half duplex circuit is needed.
Operates from 115 volts A.C. 4 source of 110 V D.C. power is required
for line current. Develsped by the U.S. dir Force Security Service.
Works with the ASAM 2-1, AFSAM=-9 and One-time tape.

Size and Weight (estimated): 8" x 10" x 45"; 1C lbs.

Production Status: Production models in use; no further
procurenent planned by USAF in view »f contracts let
for the SSM~-33, (two SSM-3's on one chassis)s

Radiation: The equipment causes some radiation and at
present it is assumed that security is compromised.
Remedial measures are being taken to eliminate
security hazards.

17




Addendum to page 17

—IOP SECRET —SHOURIT—INFORMATION-

SSM 32

A non-synchronous teletypewriter mixer designed for full duplex
operation »n wire circuilts for either on~line or off-line operation,
Essentially this equipment consists of two SSM-=3's on one chassis with
power supply.

Size and Weight (estimated): 9" x 20" x 13"; 30 lbs.

Production Status: Contract let for 500 units,

Radiation: Consideration has been given in specifications
to reduce radiation. Tests will be performed on flrst
production models when received approximately
February 1954

17




—IOoP-SECRET —SEOURIT—INPORMATION—

d.; SSM L4 (SAMSON)
Full duplex synchronizing apparatus designed for use with

the ASAM 2-1, AFSAM 9 and similar teletype security equipments,
Uses a tuning fork as a frequency standard and will maintain syn-
chrony during transmission fades up to approximately 30 minutes
duration, Developed by U. S, Air Force Security Service..

Size apd Weight (approximate); 19" x 18" x 12"; 130 1bs,

Production Status; Now in production and use,
Radiation; Same as SSM 3,

18




6, Synchronous with Electronic Cnypto—Compdnenfs

a. AFSAM D22
Electronic key generator designed for use with the
AN/FGC~5 Electronic Multiplex Equipment, Enciphers the cutput
of the AN/PGC-5, which accepts 32 characters from remote tele-

printers. Capable of two, three or four channel operation. Pro-

vides traffic flow security. Crypto-unit, which has been recently

changed, supplies an additive binary key derived from a 53-stage
Koken and associated combining circuits, Crypto-period set-ud
will be made from a Remington Rand (or possibly IBM) card.

Size and Weight 2 units, each 4' x 2' x 2'; total
weight 500 1lbs, "

Development 8tatus: Development model has bheen completed and

tested, An 18~month contract was awarded in May 1953, for

the completion of a design approval model by February
1954, and pre-production model by November 1954,

Radiation: Extent of radiation has not been determined.

19




b, AFSAM D26

Single channel synchronous equipment; accepts 31 char-
acters (excluding blanks) from remote teleprinter, Operates at
60 or 100 words per minute and provides traffic flow security,
Crypto~component supplies an additive binary key derived from a
53 stage Koken and associated combining circuits and includes
means to prevent the reading of messages in depth, Crypto-period
set-up will be made from a Remington Rand (or possibly an IBEM)
card,

Size and Weight: One 6' x 19" rack,

Development Status; One engineering model of the transmit
terminal is almost complete and construction of the re-
ceive terminal is underway locally,

Radiation Extent of radiation has not been determined.

20
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c. AFSAM D

A proposéd security equipment for broadcast teletype service
which will include a crypto-component and synchronizing and trensmission
circuitry necessary for the output of any standard teletype device.
A single transmitter will broadcast to a number of receive-only units.
Means will be provided whereby receivers can be semi-autoratically phased
in to decipher the transmitted signals in case crypto-synchronism is lost
or the receiver has started late. Crypto~components will be similar to
the cryrto-component of the AFSAM D26.

Size and Weight (estimated): Transmitter - one 6' x 19" rack.
Receiver - one 4' x 19% rack.

Development Status: Project in the initial design stage;
breadboard construction will start within a year.

Radiation: Unknown.
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8.

Yocoder Systems

a, AFSAY n__ggs

8ingle channel full duplex speech security system for

use over land line or long distance HF radio, Requires one 3 kc

trensmission chammel, Alternatively it can provide five tele~

type channels or one facsimile channel, Uses a 9-channel vocoder

(8 spectrum and 1 pitch); quantizes the speech into 8 levels and

the pitch into 64 levels, 20 millisecond sampling in each channel,

The 500 PAM pulses are time multiplexed and coded by an 8«level

binary coder resulting in 1500 bauds per second, Orypto~component

ig the geared timing mechanism, A "Key 8elector" (formerly "Station

Selector") switch provides one of four different key streams for

net operation, Tube complement approximately 650,

Size and Weighty 6 units, each 26" x 17" x 334"; total

weight, 2300 1bs,

Develgpment Statusy Three terminals from prevnous contractor

‘on hand, Pirst engineering model of the improved version

was delivered in August 1953, Remaining six engineering
models will be delivered by November 1953, Four of the
engineering models will undergo wire line tests by the
Services for six months starting Jamuary 195k, Two of the
three models on hand from the previcus ¢ontractor w111 be
radio tested by a contractor on a link between Hawaii and
Long Island,

22




b. APSAZ D7300

One way regenerative repeater for the AFSAY D806.

Sine and Téight: 2 units, each 26" x 17" x 333"; total
weight 750 1bs.

Develomment Statua: Contract was awarded ih April 1953, call-
ing for the delivery of four engineering models by July
1954,

23




c. AFSAY D8Q9
Single channel push-to-talk speech security system for

general use over wire lines, Currently it is thought that a 16
channel vocoder (14 spectrum and 2 pitch) will be used, Baud rate;
1650 bits per second., Crypto~component will be a 59 stage Koken
device with automatic indicator for each message, Tube complement:
approximately 450 transistors and 1500 diodes drawing approximately
5 watts,

Size (estimated); Two-drawer file cabinet,

Development Status; An anticipated contract calls for 6 fully
transistorized engineering models to be delivered in 2
years from the award date for testing,

2l




9. Pulse Code Modulation Systems

a. APSAY D807
Forty-eight chanmel, full duplex, micréwave radio relay

speech security equipment employing 8 kc sempling and 64 level PCM
description. Total baud rate: 2,304 megacycles, Crypto-component
is a keyer.similar to that used in the AFSAY 816. A proposed modi-
fication would reduce the equipment to 24 secure voice chamnels,
full duplex, giving 100% spare in the AN/TCC-15 (multiplex set)
and 33% spare in the AN/TSA~5 (keyer) while providing 100% check
on the key, Baud rate of the modification would be 1.15 me.

Size and Weight (estimated): 7 bays; 1700 lbs.

Development Status: A contract for the AN/TSA-5 was awarded
in November 1952, Two of the equipments will be delivered
to NSA for tests., A contract was awarded in February 1953
for development models of the AN/TCC-15 to be delivered
in June 1953.

25




b. AFSAY D808
A low echelon push-to~-talk airborne speech security
equipment employing 6 ke sampling and 16 level PCM description,
Crypto~component is a 37-stage Koken keyer with automatic message
indicator., Tube complement: 449 sub-miniature,
8ize and Weight: PCM and crypto~unit 1015‘7 x 8¥ x 23";

code changer 8" x 10" x 4'; control box 53" x 7" x 3 3/L4;
Total weight 52,1 lbs,

Development gtatusy Four design approval models have been
built amd have undergone preliminary flight tests, Six
additional units are to be delivered by December 1953,

A new 18-month contract was awarded in June 1953 calling
for the construction of 10 engineering models with emphasis
placed on improving transmission reliability,
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—HORSECRE—SHOURITY—FNFORMATION— |

ca  AFSAY D810
Single channel speech security equipments. Transmission

bandwidth requires a normal 4-channel wire and/or radio facility such
as spiral-h cables and/or aN/TRC-1, 8, 24, 31 and AN/GRC-10.. Speech
Sampling occurs at 3.5 kilocycle rate followed by 16=level Pulse
codings The L4-digit pulse code ooccurring at 14000 bits per second

" is converted to a 2-digit quaternary code occurring at 7000 pulses
per second. These are used to modulate a 14 ki1§ cgycle carrier
with the output bandwidth limited to the range 4,20 ko. by a
gaussian output filter. Crypto-component will be a delay line keyer
similar to that used in the AFSAY D8O1.

Size and Weight (estimated): 1 standard 19" rack: 250 lbs,

Development Status: Coles Signal Laboratories has a bread-
board model of the PCM and transmission circuitry. An
anticipated contract (controlled by Signal Corpsg calls
for experimental models to be delivered one year after
the award date, NSA will provide contract llaison on
keyer portions of the equipment.
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d, AFSAY 816
Eight channel full duplex microwave radio relay speech
security equipment employing 8 kc¢ sampling and 32 level POM des«
cription, Total baud rate is 320 kc, The crypto-component using
auto-key techniques supplies an additive binary key derived frém
irregularly stepping electronic rings. Tube complement approxi-
mately 600,

Size and Weight: 9 bays; 2,250 1bs, includes 100%
standby equipment,

Development Status; Two terminals using laboratory models
have been in operation 8 hours a day with 2% outage,
Plans to construct two additional laboratory models have

been dropped,
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10. Delta Modulation Systems

a. AFSAY D81
Single channel self-synchronous push-to~talk speech
security equipment for use as an intercommunication system over
short wire links of excellent frequency response., Employs delta
modulation coder operating at 50 ke. Low level noise is added to
the speech input. Crypto-component is a cipher text auto-keyer
using three shift registers in tandem.
Size and Wei H Purchase description requires that equip-
ment be "of desk height (approximately thirty and one-half
(30% inches), no wider than ten (10) inches, and less than
twenty-four (24) inches in depth"; "weight of the equip-

ment shall be the minimum practicable, and in no event shall
exceed three hundred (300) pounds".

Development Status: An 18-month contract was awarded in April
1953, calling for the delivery of a maximum of 8 final
models in the latter part of 1954. No other construction
is planned.




b. APSAY DBOL

A low echelon, single channel, self-synchronous, push+

to-talk speech security equipment, Speech is sampled at a 25 ke
rate and converted to a binary signal by a delta modulation pro-
cesg, Crypto-component is a cipher text auto-keyer employing e
40 baud shift register., Tube complement: approximately 90 min—
iature.

Size and Weights 1 cubic foot: 35 lbs.

Davelopment Statusy. Two laboratory models of the AFSAY D80L

' (X~1T), (40 Daud deley line, no alarms) were cohstrufited
locally and shipped to the contractor who will construet
a maximm of eight AFSAY D8O4 (X—Dz models, (40 baud
delay line, no alarms, 24 volt vehicular operation, 60
tubes), These will be delivered by June 1954, A con~
tractor has delivered four models of the AFSAY D8OL (X~2)
(40 baud delay line with option of two randoin walk rings,
no alarms). Ohe laboratory model of the AFSAY DBOL (xv-lpj—
has been constructed and shipped to the contractor., The
(X~4) model has lumped constant delsy lines, two random
walk rings and alarms., The contrector.will build six
engineering models with delivery scheduled for November .
1953, Puture production plans will depend upon Service
reception of the equipment.
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11. Non-digital Systems

a. AFSAY 830

Single channel, push-~to-talk airborme speech privacy

equipment. The speech signal is limited to the 480-2200 cps band,
amplitude sampled 5,040 times per second, stored and permuted
within a frame of 12. A second model provides a permutation with-
in a frame of 18.

Size and Weight (12-element model): 21" x 10§" x 8"; 35 1bs.

Development Status: Expected delivery date of the 18-element
models has been changed to late 1953. NSA will receive
two models for analysis.
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PART IV, FACSIMILE SECURITY EQUIPMENTS

12,

a. AFSAJ 700 (formerly AFSAX 500)

An electronic key generator originally designed for the
encryption of facsimile transmissions with AN/UXC-2 from fixed
plant and shipboard installations. Altermatively the AFSAJ 700
may be used in conjunction with the ancillary equipment AN/FGC~5
to encipher up to four standard teletype channels or with the an-
cillary equipment AN/FGC-14 to encipher up to eight standard tele-
type channels, Operates at 1000 bauds per second. Crypto-component
supplies an additive binary key derived from a key generator con-
taining eight electronic keyer rings.

Size and Weight (estimated)s 3 bays; total weight 2500 1lbs.

Development Status; Eighteen models of the key generataor have
been completed. They will shortly undergo service tests
on a Washington, D.C. - San Francisco link, A test ter-
minal will require three key generators as follows: one
keyer for transmission, one keyer to check the transmit
keyer and one keyer for reception, on each of the three
equipments AN/UXC-2, AN/FGC-5 and AN/FGC-14. Current
contract provides for delivery cf total of 102 equipments
for US use by end of 1954 at rate of eight a month,
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b, AFSAX D50

A facsimile security equipment designed for the encryption
and transmission of black and white copy over land-line and VHF

radio links. Together with ancillary transmission equipment, the

APSAX D503 will provide secure facsimile communications over HF
redio, Operates at rates between 500 and 12,000 bauds per second,
Crypto~component supplies an additive blnary key from a 59 stage
Koken equlpped'w1th automatic megsage indicator, The key failure
alarm has been changed to increase Tts effectiveness, Check is
made for failure of either partial key, A1 and Bl outputs (see
Figure 1, BRUSA C/S 203), failure of special point deletion, B6,
or fallure of the final key addition, A2, Failure of partial key
is checked by requiring at least two changes within a frame of 64
elements, Failure of special point deletion or final key addition
or both is checked by circuits similar to the Cipher Failure alarm,
Included also are an alarm and gate to insure that the output is
removed in the event of an alarm,

Bize and Weight: 20" x 30" x 60"3 475 1bs,

Develiopment Status: Two laboratory models are currently in
use by a non-Service organization. Two design approval
models are ready for evaluation at the contractor's site,
Six additional engineering models are expected by October
1953, Sub-miniature requirement has been deleted,
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c. AFSAX D505

A facsimile security equipment designed for the encryption
and transmission of black and white copy over long distance wire
lines or HF radio. A single fixed plant cifax transmitter (AFSAX
D505/1) will broadcast to a number of cifax receivers (AFSAX D505/2).
The AFSAX D505/1 consists of three independent crypto-components
with automatic alarms and three cipher combining circuits, Auto-
maetic switchout of defective contribution is accomplished without
loss of transmission. The AFSAX D505/2 consists of one crypto-
component and simple alarm circuitry. Baud rate is approximately
1000 bits per second. Crypto-component supplies an additive binary
key from a 37 stage Koken device,

Size and Weight (estimated); AFSAX D505/1 - two 5 foot racks;
AFSAX D505/2 ~ one L4 foot rack.

Development Status; Request for bids has been issued. Initial
~ contract calls for one engineering model of the AFSAX D505/1
and two engineering models of the AFSAX D505/2. It is anti-
cipated that a second contract will be awarded in 1955
calling for pre-production models which will undergo service
tests.




— TOP SECREF— - SECURLTY INFORMATFON-

d. AFSAZ D7306
Cifax wire transceiver equipment being developed to
transmit 1650 bits per second over any toll line. Project is being
engineered locally from Bell Telephone Laboratories’ (Mr. A. C.
Norwine) experimental circuitry. Engineering models béing con-
structed have optional transmission rate of 1800 bits per second.

S8ize and Weight (estimated): 1 drawer; 35 1lbs.

Develomment Status: Original schedule called for engineering
models by 1 Gctober 1953, but testing has been delayed
because of the inability to obtain common carrier facilw

ities,
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e, AFSAZ D7308 - Halftone Cifax Adaptor

A 2" level quantizer which converts half-tone c¢opy into
digital form, the information rafe being dependent upon the fac-
simile speeds and the degree of coding necessary to sufficiently
describe representative copy. Equipment will be used with the
AFSAX D503 security equipment and the AFSAZ D7300 transmission
equipment.

Size and Weight (estimated): 3 drawers: 100 1bs.

Development Status: Preliminary evaluation of aspplied research
to determine the amount of information required to sufficiently
describe representative copy is expected by 4 October 1953,
Two laboratory models will be available for Service evaluation
by 1 January 1954. After final evaluation of copy require-
ments and laboratory equipments, a contract will be awarded
for prototype models.
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14, One-time Tape Production Equipments

a, AFSAW 7200

This equipment consists of a random key generator,
associated electronic circuits and five tape punches, Each
punch unit punches 2 identical tapes, Each punch will operate
randomly with respect to each of the other punches or 2 to 5
punches may punch identical tapes, Operating speed is 900
characters per minute,

' Size and Weight: 4 x 3 x 3L'; 750 1bs,

Production Status; A number of these machines are currently
in use producing one time key-tapes.
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bs AFSAW D722

This equipment consists of a random key generator and

associated electronic circuits, a set of 5 punches and tape check~
ing in;ea.ns.. Bach punch produces 2 identical tapes. Each punch

mey operate rendomly with respect to each of the other punches or 2
to 5 punches may punch identical tapes, The equipment will operate
at 3600 characters per minute, The equipment will be used. to gen-

erate 100,000 character rolls of key tape.

8ize and Weights The size and weight have not been deter-
mined; however, they should compere favorably with the
AFSAW 7200, |

‘Deyé'L@nent tatusi Experimental work has been initiated,
Devel nt will be accomplished on contract.
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15. Omne-time Key Tape Checking Equipment

a. AFSAW D7213 (DONNA)

A high speed electronic tape checking equipment con-

sisting of three parts: (1) a photelectric tape reader, (2) an
electronic decade counting unit and (3) a relay motor control wnit,
The photoelectric tape reader is designed té accomodate either
10,000 or 100,000 character tapes; three or four tape readers are
supplied with each counter unit., The electronic counter discriminates,
compares and counts the pulses from the tqpe'reader and gives a
visual indication of a good or bad tape together with the actual
numerical count. The relay motor control unit selects an available
tape reader and controls the'speed, stopping and reversing of the
motors during a run, Twenty different counts are made on each tape.

Size and Weight: Tape reader; 20" x 15" x 13";: approximately

60 1bs, Counter: +two standard 19" cabinet racks 7' high and
one 24" cabinet rack 7' high; approximately 1500 lbs.,

Production Status; One machine completed and in operation, Five
additional machines being comstructed.
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16, Letter Check Generating Equipment:

2. AFSAW 7203 (LEECH)

A relay-operated machine for automatically generating
36~45 letter checks for POLLUX/ADONIS (AFSAI 7) and ATHENA/
PYGMALTON/IRIS (AFSAM 9/AFSAZ D7315) crypto-systems. In con-
Junction with associated IBM equipment, the AFSAW 7203 reads pre-
viously prepared IBM cards on which key list information, includ-
ing rotor order, notch and alphabet ring alignments, has been
punched; sets up the various crypto-components accordingly with the
rotors aligned at "AAA,..A", steps them 35 positions in accordance
with the applicable rule of motion; and then punches in the original
IBM card ten successive encipherments of the letter "L" for POLLUX/
ADONIS (or ten successive decipherments of the "LETTERS" character
for ATHENA/PYGMALION/IRIS) as the rotors step from position 36
through position 45. The IBM cards are then used for the prepara-
tion of printed key lists., Entire operation takes approximately
four seconds.

Size (approximate): 150 cu, ft.

Production Status: One locally constructed equipment now
in operation,
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b. AFSAW D7221 (MOOSE)

A relay operated machine which generates.letter check

groups for MARS (AFSAM 36) and OLYMPUS (M-209) crypto-systems.

The machine transposes the columns of lug settings on a previously

prepared master card and punches the transposed columns onto a key

list card (IRM type) containing previously prepared pin settings.

The lug and pin settings from the key list card are used to gener-

ate a letter check which is printed on the same card.

Size and Weights

Devel opment Status:
testing stage.

Security Status:

BRUSA C/S References:

U. S. Papers:

U. K. Papers:

7' x 4%' x 5'; approximate 2000 1bs.

One locally constructed model is in final
Not applicable,

None

None.
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17. Automatic Rotor Wiring Egquipment

a, AFBAW D/215

The automatic rotor wiring equipment consists of three

machines relsated to each other in a manner to permit automatic
transfer of the rotor bobbin from one machine to the other during
processing. The first machine wires the bobbin in accordance with
a particular system, seals the wires in the bobbin and cuts the
wires to length, The second machine strips the insulation from
the tips of the wires and tins them, The third machine inserts
the bobbin in the rotor and solders the wires to the proper lugs,
Size and Weight (estimated); Wiring machine -~ 11' x 2' x 6';
1300 1bs, Stripping and tinning machine - 5! x 3' x 47

800 1bs, Assembling and soldering machine - 4! x 2' x 47,
500 1bs,

Development Status; The wiring machine is nearly completed.
The stripping and timnming machine is being detailed, The
aggembling and soldering machine is in the design stage.




PART VI. SPECIAL PURPOSE CRYPTQ-EQUIPMENTS

18.
a. AFSAM 499 (Authentication Device)

A small, manually operated, mechanical device for
station and message authentication. Consists of two individually
rotatable shafts, each carrying 13 mixed alphabet disks and two
sleeves, The sleeves form a movable grill with slots for reading
the letters on the disks be;;euth. Provides for a two-letter
challenge and a two-letfer reply.

Size and Weight: 54" x 3% x 1 3/4"; 2% 1lbs.
Production Status: Toecling has been completed and moet of
the components for the initial production run of 2100

models, scheduled for delivery in September 1953, are
ready for assembly.
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b. AFSAM 498 (Authentication Device)

A small, manually operated, pneumatic device for station
and message authentication. Consists of ten 15-point rotors with
rotatable alphabet rings, a reversing rotor with points banded in
five sets of three each, a single input bellows, and fourteen out-
put bellows. These components are contained in a small metal case.
Provides a five letter challenge (set-up on the rotors, which are
movable in separate pairs) and a two-letter reply (displayed by
the activation of two of the output bellows).

Sige and Weight (approximate): 43" x 3 3/4" x 2"; 4% 1bs,

Development Status: One development model has been constructed
locally. Mechanical camponents and cases for five improved
development models are being fabricated locally, and five
sets of glass pneumatic rotors are to be supplied by a
commer:ial contractor, After these models have been eval-
uated, a contract for further development of this device

will be negotiated.
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¢, APSAM D31. (Weather Cipher Device)

The AFSAM D31 is a manually operated, tape printing,
cipher deyice .using a five level one-time key tape, intemded for
uge ag a cipher device to encrypt digital weather information,

The case and the bar drum of the M-209 are used. The key vheels
are replaced by a tape reader. The printing mechanism is modified
so that the plain text characters are the tem digits, "X", "/
snd ¥Spuce"., The cipher characters are the 2& letters of the
alphabet, Qperating speed is the same as the M-209.

Bize and Welght; 74 x B3 x 3"y 5L 1bs.

Development Status: One complete machine has been comstructed,
- Two typewheel assemblies have been constructed for con-
version of AFSAM D21 to AFSAM D31.
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SECTION B, U, X, CRYPTOGRAPHIC EQUIPMENTS

PART I, LITERAL CYPHER MACHINES,

1. Machines requiring no external source of power.

(a) PORTEX. ’

4 small hand operated off-line tape printing cypher machine with
an electrical permuting maze designed for low echelon use. Electrical power
to operate the mage is derived from a self-contained 45~volt dry battery
good fpr over 100,000 operations., Sﬁeed 10 w.p.m. The cryptographic unit
consists of an eight 26-point rotor maze with a crossover at the cypher end;
the rotors step in two four-rotor cyclometric cascades., Bach rotor consists of
an insert and a housing; the insert is.selected from a set of sixteen and can
be fitted in the housing in any one of the twenty-six possible angular positions,
the housing is fitted with a rotatable alphabet tyre.

Size of machine: 125" x 65" x 7", + amccessories 9" x 73" x 4",

Total weight 34 1bs.

Production State: No orders will be placed until after complétion

of user trials in September 1953, Production woﬁld
start eighteen months after placingkof firm order;
Probable order is estimated at 2000 and the cost
between £100 and £250 each,

Radiation: No detailed investigation has been made but it
is considered to be secure particularly for the

purpose in view,
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Power driven Literal Cypher Machines.

(a) IYPEX 2.

A power driven keyboard operated tape printing cypher machine with
a five 26-point rotor reciprocal permuting maze with a pluggable
reflector. Rotors consist of a housing with a rotatable notch ring
and alphabet tyre into which can be fitted reversible wired insert;
selected from a set of fourteen. Only three rotors turn during the
encryption of a message. The cryptogram is arranged in groups of
Pive letters, a check printer is provided.

Size and Weight (in transit case): 3' x 2! x 4'3": 460 Ilbs.

Production State: No more of these machines will be manufactured.
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(v) TYPEX 22,
The general purpose U,K. cypher machine; similar to the Typex 2
except that all rotors turn during the encryption of a message and a
pluggable crossover is provided at the ontry (and exit) to the maze..
Radiation: No detailed investigation has been made but it is
considered to be secure.
(c) TYPEX 23,

As for Typex 22 but adapted for C.C.M.

.
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(c) PORTEX IIA.
A keyboard operatsd motor driven version of the FORTEX I. Operating
speed 130 characters per minute.
Status: One development model constructed, Adoption of the

machine depends upon policy for the adoptinn of

PORTEX I.
Radiation: No detailed investigation has been made but it is

considered to be secure particularly for the

purpose in view,
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() SINGLET

4 keyboard operated motor driven tape printing cypher machine having
a ten 36-point rotor non-reéiprocal permuting maze using re-entry technique
with a pluggsble crossover at the cypher end, The keyboard will provide for
the\encryption of the full ﬁombined teleprinter alphabet as laid down‘in
4CP 126 plus the punctuétion marks, comma, colon, question mark, quote mark,
In addition, the letters J and Z will be recovered in the upper case and
facilities will be frovided for encrypting carriage return and line feed,
The cryptogram will consist of letters arranged in groups of five; a check
printer will be provided, Inter-operation with AFSAM 7 and PENDRAGON wiii
be possible, .

Estimated size and weight; 2% cu,ft, 75 lbs.

Status: 4 model to comply with the latest specification (agreed in
4April 1953) due for demonstration March 1954.

' Radiation: Has yet to be investigated.
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(e) PENIRAGON
Higher echelon variant of SINGLET. Operates automatically from tape

input and designed for use with both one-wire and five-wire page printers
and other teleprinter ancillary equipments, Will interwork with SINGLET and

AFSAM 7,
Estimated size and weight: 3 cuft. 100 1lbs.

Status: 4 model to comply with latest specification (agreed in
April 1953) due for démonstration June 1954

Radiation: Has yet to be investigated.
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(f) ROCKEX
An off-line teleprinter cyphering egquipment using a six unit one-time
key tape. Accepts 31 characters and by means of an electronic stunt

suppression unit produces an all-letter cryptogram in five letter groups,
ten groués to the line and five lines to a paragraph. A new unencyphered
sequential indicator is used at the beginning of each paragraph. Opereates
at either Creed or Tele%ype speed. bH-wire and electronic versions have
been produced for use where tﬁere is a danger of interception of radiated

plain text signals.

Status: In uses Out of production.

Rediation: It is considered by the U.X. that the 5~wire

(Rockex 4) and the electronic (Rockex 3) versions
are secure.
Previous mndels are inherently insecure and

security is compromised by radiation.
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PaRT II, TELEPRINTER SECURITY EQUIPMENTS,

3. Non-Synchronous with Electro-mechanical Crypto-Components.

(a) MINSTER.
Interim equipment for cn-line non-synchronous (start-stop) point to
point usage over wire circuits, Half-duplex operation., Crypto-component is a
rotor maze generzting additive key using six 31-point double rotors. Maze
steps at alternate encypherments., R

Estimated Size and Weight: 2' x 2' x 3 150 ibs.

Development Status: Development complete, Placing of contrzcts

awaits clarification of user requirements,
kadiation: The equipment is inherently insecure and it must be
assumed that security is compromised by radiation.

Remedial measures would involve re-design.
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(v) METROFOLE.
an on~line non-synchronous (start-stop) cypher machine, Intended
for switched wire circuits on a half-duplex basis,
Differs from Minster in that the crypto system would be permuting,
but the details have not yet been defined,

Estimated Size and Weight:  4pprox. same as Minster.

Development Status: 2 laboratory models using six 31 point rotors

have been produced.
Rediation: The equipment is inherently insecure and it must be
assumed that security is compromised by radiation.,

Remedial measures would involve re-~design,
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(¢) MERCURY (Non-synchronous).

An on-line non-synchronous (start-stop) cypher machine. For use
on switched wire or point-to-point land circuits on a half-duplex basis,
Uses similar scrambler to synchronous MERCURY i.e, 31 point double rotors and
a rotor controlled message maze motion,

Size and Weight: 2' x 2' x ¥ approx 200 lbs.

Status; Used by Air Ministry on land line links between Burope and
U. K, .
Radiation; The equipment is inherén’cly insecure and it must be
| agssumed that security is compromised by radiation.

Remedial measures would involve re-design,
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4, Non=-Synchronous with Electronic Cryvto-Component.

(a) PHILOMEL (modified ROLLICK).

Non-synchronous equipment using subtractor (additive) key derived
from an electronic key generator (single TUTTE) employing multi-cold-cathode
tubes. Long term (maximum daily) quher setting is changed by means of plugs
and counter settings: a character counter device is fitted to enzble operators
to regain s&nchronism onn the original key cycle following temporary loss due
to line faults and operator errors between plug changes, This new method of
resetting replaces the random generator setting., To limit the dangers of
insecure radiation the equiﬁment is arranged to be capable of control by
electronic-keying methods, Philomel can be remotely controlled from the
teleprinter position,

Size ard Weight: 4' 6" x 19" x 12" 250 1lbs.

Development Status: Contract for 115 equipments placed and due for
. completion May 1954, The first 50/60 will require
retrospective action to incorporate'the character
counter and electronic keying modifications to
change them from Rollick to Philomel,
Radiation: The equipment is inherently insecure in its normal form
but can be readily adapted for electronic-keying in which

case it is considered that it nrobably would be secure,
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(b) CONVERTOR NO, 5 (See Page 61).




-
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5. Synchronous Equipment with Blectro-Mechanical Cryvto-Component.

(a) CIRCUIT MERCURY.

Single charnel Juplex, synchronous equipment operating at rates of
45 or 50 bauds, dcccpts 31 characters (excluding blanks) from remote tele=
printers. Does not, but could, provide traffic flow security. Crypto-component

consists of two rotor mazes, one with six 31-point double rotors for encypher-
ment and the other with four 31-point double rotors for motion control, Uses
relay 5/32 trenslators. Tlsed by the siir Ministry over long-distance radio

teleprinter circuits.

Size and Weight: Two 2' x 2' x 3' consoles and one 6' x 19" rack por

duplex terminal, Wt. approx, 500 lbs.
Status: In use and in production.
Radintion: The equipment is inherently insccure and it must
be nasumed that security is compromised by radiation.

Renedicl nieasures would involve re=design.
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(v) LAP2RATUS 5 UCC SINGLE CHANNEL NO. 1.

Single channel duplex synchronous equipment using random one~-time
tive unit ture for cypher key. dccepts 31 characters (excluding blank). By
ucing o~ magnet operated tope reader, facilities for fhe encryption of all 32
teleprinter characters can be provided. Designed to give traffic flow security
but this facility hos recently been found to be inadequate and a modification
it is béing dezigned to rectify this déficicncy. Equipment is used on’ long-
Zistance telegraph circuits over radic and wire, )

Size: One 6' x 19" double sided rack per duglex terminal. Weight 450 1bs.

Status: In use and in production at rate of six equipments pcr month,

Bxisting orders will bpe coam.leted early in 1934, l
Eadiztions The equipment is inhercently insccure and it must be
assumed that security is compromised by radiation.

Reriedial measures would involve re-design,
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6. Synchronous Bguipments with Electronic Crypto Component,

(a) 4RTICHOKE.
Twin channel duplex synchronous system using subtractor (additive)
kcy derived from an electronic key generator (double TUITE) employing multi-
cold-cathode tubes. saccepts 31 characters (excluding blanks) from remote
start/stop telcprinter ancillarics or 32 characters from tape. In the
twin channel condition each channel transmits at 35/53 bauds for.50/75 baud
. imput. In the twin chammel input single channel time division multiplex output
condition the input speced per channel is 50/75 bauds and the transmission speed
70/106 teuds. Proviles traffic flow security. Basic gypher setting of each
key generator is achicwed by ncons of 27 plugs chosen from a set of 80 according
to o key list: interim re-sets are effected by 2 quasi-random setting of the
counters and a 64 position cyclométer switch which is advanced one positién for
each resete Flugs are changed completely after every 64 resets. To be
emp_oycd on long distance radio and wire teleprinter cifcuits. .
Sizc: One 7' x 19" double sided rack per twin channel duplex system,
For vchicle installation the equipment can be mounted on onc
double-sided 5' 3" rack and one single sided 4' x 8" r#ck.
Weizht 700 1lbs,
Status: Engineering ("u") model demonstrated in 1952, ‘Service trials
of mrnufacturers ("B") models due to commence in
October 1953; zroluction at 6 per month due to start July 195k.
Ratdation: If alajted for clectronic keying it is considered that it

woul i probably be seccurc.
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(p) OCONVERTOR N.. 5.

Key Ta,.. Elininator for use with a roaretus 5 0. Consists of an
clectronic koy generator (dsuble TUTTE) similer to thet used in JRTICHOKW.
- The setting of the key gencrator is identical to that in .-'-.RTi'CHOIGl! except thet
the quasi-raniom setting of the counters is reg:l-~cel by counter setting accord-
ing to key lists. Synchronous operation is derived from the apparatus 5 UGS,
traffic flow security is provided. The equiment can be converted at a moment's
notice for us: as o self-contained start/sto: on-line teleprinter cypher Ieviee
Size: One single sided 6' rack. Wi, 500 lbs, °
Status: Three Development models due in Nowvember 1953,
Rediation: If alaute! for electronic keying it is considered that

it would probably be securc.
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7. Self-Synchronising (auto-Key) Equipment.

(2)

INCUBATOR (late CHZLPEX).

& start/stop cyyher text auto key teleprinter cypher device for half-

duplex working., The objeoct of the device is to provide the maximum security at

2 minimum cost and to this end the error multiplication factor inherent in a

self-synchronising system of this type is to be investigated - the delay line

from which the gypher key is derived is forty elehl‘nents long. The error multi-

plication factor limits the use of the equipment to good quality wire and radio

circuits,

Size: Not yet determined.

Status: One breadboard model has been comyleted and tested on a line
comprising 8 V;F.. channels in tandem, Magnetic binary
circuits Are being employed for the delay line and hard
valves with some magnetic binaries for the remainder of the
equipment. Two models are to be produced for field trials
to determine whether the error multiplication factor can
be accepted in pr-actice.

Radiation: If adapted for electronic keying it is considered that |

it would probably be secure.
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PART II1 SPEECH SECURITY EQUIPMENTS .

8.

Vocoder Systems.

(é. ). BANGLE,

Single.channel duplex fixed plant speech security system for
use over lan%fgf long distance HPF radios Requires one 5 Kc or two
3 Ke trgnsmission chennels. Uses a 12 channel vocoder (10 spectrum
and 2 independent pitch channels each quantized into 9 levels). |

Crypto-component consists of 12 independent random keys furnished on

35 mm. film, Tube complément approximately 2000.

Size and Weight: 914 bays of equipment either fixed plant or
| in 3 special wvehicles,

Status: Land~line trials carried out in U.K. over period
March-July 1953. Radio trials scheduled for early
1954. Only four equipments to be completed; size,
weight and administrative problems preclude genefal
adoption of this equipment.

Radiation: Has not been investigated but is believed to be

SeCuree
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(b) SORCERER
. speech

Single channel full duplex/security equipment for use over land lines,
short and long haul radio circuits. Uses nine channel vocoder (8 spectrum

and 1 pitch). Crypto~-component will be Convertor No. 5 supplying additive

key.
' Status: Two models for demonstration on a back-tn-back basis,
each consisting of four racks of equipment are due for
completion in Autumn 1953, It 1s expected that the
final model will be considerably smallex.
Radiation: Has not been invgstigated but believed to be

secures
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Pulse code modulated Systeﬁs.

(a) D 70 (Crypto component Blue Boy)

Twelve channel full-duplex microwave relay speech security
equipment, Twenty-four teleprinter channels may be furnished by time
multiplexing in lieu of one telephone channel., Speech chennels are
guantized to 32 PCM levels. Each channei s sampled 7000 times per
second, resulting in a total rate of 420 kllobauds. Employs an
electronic key generator (TUTTE).

Status: Two repackaged development models of the key

generator due for completion by end of 1953.

Radiation: Has not been investigated but believe@ to be secures
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(b) TRUMPETER.

A development project, the ultimate aimis vo provide a low echelon
airborne or ground push-to~talk speech security equipment. Ihe crypto-
component wlll consist of a cypher text auto-key device. The method of
speech coding is not yet decided, but P.C.M. is under_consiaeration.

Status: In the early development stage, A first development
model of the key generator employing gas tubes due
for completion October 1953,

Radiation: Should be secure.
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Delta Modulation Systems.

(c) HALIMARK IT,

Single channel, self-synchronous push-tnetalk speech security

‘equipment. Speech is sampled at 33.3 Kece rats and is quantized by

& delta modulation scheme, Noise is injeeted in parallel with the
speech input. Encypherment is ppovided by three suto-key stages in
cricades  The equipment is primarily designed for usc over tactical
linc=nf'=zight radio circuits. 4lternmative methods of operation'are
rossible as followss~
(1) Line of sight radio: Push to talk with single koy
generator at each terminal.
(2) Special wire lines (4 wire): Full Auplex with separate
key penerator at each terminal for send and receives
(3) Wnon additional sveurity is required for line or radio:
Full duplex or push to talk with two key generators in
suries ¢t each terminal for each direction of transmissione

Size and Weigzht: Delta modulator 20" x 46" x 414", 80 1bs.

Eneh key generator unit 20" x 16" x 14". 107 lbs.

Producting Status: FProduction prototype models

under test. FProduction of sufficient models
to permit full scale troep trials due %o

gtart 1355,

Radietion: Ias not been investigated but believed to be securee
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(a) PICKWICK
A s?ngle channel duplex ciphony system for use on land lines of music
(program) circuit quality. It is intendel for use on a special switchel
network, Speech is Delta modulated at a ssmpling rete of 15,000 per
second, Encypherment is by means of plain text #uto-key'cohsisting of
four 32—goiht rings, Transmission system is 4 levels at 7,500 bauds,
Size; Onc cubicle 6' 6" x 20" x 20", Woight 400 1bs,

Production Status: Two Jdevelopment models have been produced

an’ subjecteld to limitedl trials on a 170 mile
rnusiec circuit,

Radintion: Has not been investigated, but believed to be secure,
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PART TV. FACSIMILE SECURITY SYSTEM.

11,

MOUNTEBANK (LATE METFAX).

A system for the encypherment of black and white meteorological
charts and similar data. On the interim model the traremitted signal
when used on a single channel basis is at the rate of approximately
1000 bauds. The final mndel will operate at 4750 bauds to provide
for standard facsimile equipment transmitting charts 20" x 46" in a
time of some 30 minutes. The crypto component is an electronic key
generator operating on the Tutte~Tutte principle but incorporating
also an 8 long random walk rings The key output is added to the
signels The method of starting the key generators in step is a frame
synchronising system similar to that used in AFSAY D 808.

Size: Transmit/Receive Terminal is 2 Racks each 6' x 20"

plus one monitoring receiver.
Receive Terminal is 2 Racks each 6' x 20",

Radiation: Has yet to be investigatede
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PART V. CRYPTOLOGIC EQUIPMENTS.

12, One~Time Pad Production Equipment.

(a) TRIMMER.

Represents the first effort towards utilising electronically
generated random signals for the production of one-time padse Source
of signals is an electronic randomizer similar to that used in several
other applications (esge 5 UCO key tape)s Output is printed on wide
carriage electromatic typewriters. Format progremming is controlled
by & unit using rotery line finder telephone switches,

Status: One multiple equipment operating five independént
outbuts has been constructed. Method of bringing

it into operational use is being stﬁdied.
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13. One-Time Tepe Production HAguipments,

(a) ROCKEX KEY GENSRATOR,
b"-quipmem': for pfoducing ra.ndomiy perforated five-level tape,
Source of random i1_1put signel is an unstable multi-vibrator requiring
critical adjustment. A separate source is provided for each stream of
holes in the tape., FParagraphing is punched into the tape and is
accomplished by the para.raphing unit.
Status:  Equipment curr;ently in use and adequate supplies

exist. No further production contemplatedr.'
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(b) 5 UCO KEY GENERATOK,

£quipment for producing randomly perforated five-level tape with

same type of randomizer as used in TRIMMER. A pulse generator is used to
time the random source from the reperforators which are free runming with

clutch locked out. Perforator operating speed is 400 characters per minute

(sams as rate of usags).

Status: 200 produced. No further production contemplated,
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1. One-time Key Tape.Checking Equipment, .

'High Speed Checker for 5 UCO key tape,

Electronic, high speed checker for 100,000 character spools of random tape
used in the Apparatus 5 UCO No.1, Meakes thehfollowing counts and prints
out the results:-
(1) Plain stream (5 counts)
(2) Delta streams (5 counts)
(3) Combinations 1 and 2, 2 and 3, 3 and 4, & and 5, 1 and 3,
2 and 4, 3 and 5, 5 and 1 (eight counts).
(1) 15 consecutive dots in delta stream (5 counts)
(5) 3 comsecutive strikes in delta characters {1 count)

Status: Three equipments built, fourth in course of construction,
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PaRT VI, SPRECIuLL PURPOSE CRYPTO EQUIEMENT,

15, I.FP.F., Mk, X. Code Changer fur Mode I,

This is a small mechanical 26 point maze of 5 rotors, It is driven
by a clockwork clock and the drums move at the code chonging interval,
It has not been finally lecided whether this will be 5 mins, or 15 nins,
The maze has a 5 wire output to produce the 5 unit binary codes requ;red.
It is used at grouni rajar I.F.F. interrogators anl in.airborne |

“transponders.,

Target size and weight:  4s small and lisht as possibles In practice
it may be a cylinder 4"/6" Dia. ani about
7"/9" long, Pressurised, Wt. uniler 10 lbs,

Development Status: First developnment models shoulil be ayailable

early 1954, but clock ney be later,




