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INTROLUCTIONg

We remain convinoced of the urgent need for an
effective approach to the French and, after study of the set
of papers covered by your MOP.3809 of 23rd December, we are
prepared to sccept the new basis of approach subjeet to the
modirieations and amsndments described below, Thease in our
view have the effeet of bringing it more into line with the
June Agreements tut retain the emphasis on the preparation
of a memorandum for the Standing Group as the starting point
for the teshnical dliscussions.

GENERAL MODIFICATIONSS

¢ e oonsider that the tabling of a Minimum 3tandarda
Paper, particularly in its present form, is likely to hinder
rather than help the implementation of paragraph 18B of the
June Conference Report. We accordingly propose that the
orizinal purpose of the Hinimum 3tandards Paper should be
adhered to,vis: "Providing zuidanee to SECAN and EUSEC and

for eatadblishing a basis for ziving advice to each country”,

3. The mainobjections to handing such a paper to the
French are the same as those we made in June to pudblication to
NATO nations of the Hinimum Standards Paper -

(a) It is unlikely to induce discusaion of how
rarticular cyphers may be improved,

{b) Any such paper must necessarlily be comprehensive
and therefore contain matter irrelevant to the
problems of any one nation.

The purpose of initiating the required type of discussion with
the French will, we are convineed, be better served by the
"Brief for Lelegates to the Techniocal Discussions” as smended
in the appended documenta.

L There are many technical points in the "inimum
Standards® paper with which we disagree. We therefore
propose that we should forward GCHQ and COMSFC Agency comments
to NSA and that final agreement should be reached on all points
relevant to the discusaions with the French at the preliminary
meeting of the U.3. and UK, delegates in London.
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,m UK. m v dore, ' : Ro Change,
Alde Nemoire. (a) Substitute for para 2 the following new para 2ie

“It 1s, therefore, neceasary o tuke ateps to ensure that no
HATO country uses, for its national comwunicaticns, inadequately
secure cryptographic and transmission practices which could
disclose significant information %0 a potential enemy®,

(b) Substitute for pars § the following new para 5i=

*The Governmentis of the U.5. and U.L. propose, therefore, that
technical discussions among the Canumications Security
sxperts of the three "tandlng Group i‘owers be held forthwith
with the obj.ct of agreeing upon a acmoranduz for issue by the
Standing Group to all Kaf0 Governments, The U.L. and Ul
Governments are, howsver, oonssclicus of a number of weaknesses
in their own n=tional communication precticess the French
Government may also have noted aimilur weaknesses in its own
practicea., The U.K. and U.S. Govorrments believe that it is
eszential for the U.S., France and the U.£. to assure themselves
that thedr own standards of Commmications Securiiy are of a

level mutually agreed to be satiefactary and further propose
that aotion adequate to this end be initiated during the
above technical discussions and before the issus of the
meaorandum by the Standing Group."

] No Change.

) (a) Para 2, sub~pare (d)s Delote final sentence and add to
ponultimate sentences
® ., ..and in discussiom of its appendixst List of Dangerous
o Practices. The U.5. and U.K, delezates will try to reaah
T agreenent with the French om systema that are fumdamentally

insecure and practices that must de forbidden and seek to get
the Dist of Dangerous Fractices agoeptéd, or preferably
nplifild.'
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3 Delete sub-pares (e) tirough (h) and mabstitute new sudbepara (e)
as follows =
“Every sffort must be made to induoe the Freneh to diseuss their
omn cyphers, communications practioces snd proosdures. In
noving from the above theoretical diascussiok to jaractical Sssues
delegates may hope to slicit from the French scothing of what
they already know by referring to SECAli's und our owni experience
in CCUSEC, The exact taoctlos willl be agregd botween the U.S,
and U.K. delegates, initially at the preliainary talks in lLondon
=nd, subsequently, as may be necessary, by private econsultation
in the light of the course the discussions take, Such tactical
decisions will be zovarned by the provisions of subepara l(e)
am-"

(b) In para 3 &(2) ingert after U.5. ",.and U.l."

(e) Substitute far subepara 4(b), new subepara 4(b) as follows s=
“CO4SEC » If the French ask, pointblank, questicns about
national cypher systems of the U.5. or UK, a frenk answer
should, shersver possible, be giveh, If the reply to much a
question would involve revelation of principles not approved
by the U.,5, and U.X. for relexs¢, attempts ghould dbe made
to evade thoe question discreetly. In the last resort the
reply should be that this particular subject 13 cne whieh the
dalegatlon i3 a2t present unable to dlscuss®,

5. Standing Group Memorandus. t No change.
$ Proposed detailed amendments by bag.,
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(£) The following device may be used if at any stage 1t appears

o o
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DRAFT

t» both the U.K. and U.S, delegates that it will further the
real purpose of the discussions, The U.S., Delegation will
have been provided with a sultable versign of the "Minimum
Standards Paper",’the final text of which shall have been
agreed durinz the preliminary discussions in London, 4t
some natural point, for instance when the French Delegation

have querled the reason for some restrietlon proposed by the

"WK. and the UsSe, or when some basis is required for a state=

ment in the "List of Dangerous Practices", the U,S. will make
available to the other delegates either the whole of this
document or relevant sections, as if it were one of the U.S.
reference papers whleh they feel the others might just as well
see and which would in all probability represent a brief, or
part of a brief, for the guidance of SECAN, In arranging the
proccdure for the introduction of this paper the U.K, and U,S,
delegates will bear in mind thot it must not teke on the
appecarance of a document jolntly prepared cnd that it is not
to be presented as en official action paper, If the whole
document is made avallable it must be‘ensufed that the French
understand that SECAI would not proposo to lssuc such a paper
and thet 1%t must not be discussed outside these tripartite

discusslons,
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