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UeK • CrJM\fENT~ OM Tln~ U,S, .DRA?l'S FORWARDED 
!9 tokD51. bEcf!p &. XBS. 

IIDODUCTIJHa 

•• r-ain ooavlno~ or the u:r&~eDt ned ror aa 
etteotlve approach to the ~ncb an4 1 atter atvdJ' or the aet 
ot paper• covered .,.. rour MOP.seoa ot 2Srd Deo .. ber • w are 
prepared ~ aocept tbe nft baala of approaoh nbJ"' to tbe 
.odit1eat1oma and ... ~ate deaerlbed below. Tbe•• ln au• 
view bave the etteet ot br1no1~ lti .ore lato llae wltb the 
_,__ &&ree .. ata but retala tb.e eaapbaa1a oa the praparaUoa 
or a aeaoranciwa tor tM standlft& Group aa the etartlns :point 
tor ~ teohalcal 4laouaa1ona. 

GEIERAL MQDIFlCA!I?HSI 

a. .. ooaa1der tbat the tabUD& ot a 1Unt.a• atanda.r4b 
Paper., panloular17 la lta pnant torra, la lJJc•17 to b1D4R 
ralber thaD belp the tapl ... utatloa or paragraph 188 or the 
~ CODrereaae Report. We accord1n&lJ propoae tbat the 
ort.&1Dal purpoae or the MlnS..ua Sbadarda Paper ahould. H 
adbered to.'YlSI •P.rov141Qi gu14aaee to SECAN and EUSBC aa4 
tor eatabllah1~ a baala tor g1Y1DO advice to eaoh countr,r•. 

s. The .a1nobject1ona to h&Ddtng auch a paper to \be 
F.Peaob are tbe .... aa tboae •• .ade tn JUne to publlcatlon \o 
NATO nat1ona ot tbe Ylnt.u. Stanoa:r4a Paper 1• 

(a) It 1• un11kelJ to induce d1aouaa1oa or how 
:rar,1cular oypbera -7 be 1mpro"'e4. 

<•> Any aucb paper muat neoeaaar1lJ be ca.prehenalve 
and therefore contain matter 1rreleYaat to the 
probl... ot any ooe na ttoa. 

'!'he purpoae of 1n1t1at1~ the nqu1Joe4 t;rpe ot d1aouaa1oa with 
the Freneb will, .. are ooaYtao~, be better .. rYed bJ tbe 
•artet tar Dele0atea to the Teohn1oal P1aouaa1ona• aa ... nded 
1D tile appeD4ed 4oo-eata. 

4. There are ~ hoba1oal po1ota la the ••talaua 
Staadarda• paper with wbtob .. 41a~•· 8e therefore 
popo .. that we abould. t01'11ar4 (}CHQ &D.Cl c J"SF.C A&•no7 ocaaenta 
to ISA aDd tb&t t1aal aare ... nt ahould. be reao~ on all pointe 
relevant to \be dlaovaa1on• with the P'reDOb at the prellmlnaJT 
... tla& or the u.s. and U.K. delegatee ln Londo1a. 

0COP eE:GRE:l 
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21 Aide M8991rt, 

3, Agenda apd )Kitt tor tilt !!tttiP! ot D!tlegat.• t 
trqp T.J.!.Q, 

ltOP eE:CRElJ 

I 

I 

Ro Change, 

(a) SubaUtute for para 2 tbe tolla~ring new para 21• 
•It ia, thaz-.taro, necessary to t4ke steps to enaure tM.t DO 

NATO country uaea, rcr its natiOIDill CCinUDicatione, 1Dad.equately 
seC\JN crypwgraphic riDd tranaaiaaiaD }X"QCtioes which could 
diecloae aignitioant. 1nt'ona!lt.10D to a. potential 8MJ118 

1 

(b) ~ub8titute for para 5 the rollowring n•w para Sa-

•tM OoYernmeats ot tbe U.~. aDd UJ.1 propoae, therefore, tlat. 
taolmic&l discuasiona aaong the Co:ruUDioaticma SeO\.lrl t1 
experta of the three ;:tanding !lroup _;;owers be held forthwith 
rlth the obj~t or agreein~ upoa s. :.omorandlmt for isaue by t.bJ 
Standing i.A'~ to all hnTO Qonl"!'..manta, Tha U1.l, and U.S, 
Jov~rnmenta are, howeTer, conscious of a nllllber o.r a&lmesses 
in their 01m netional cOII!lUDicatica pract1cesa the Frencb 
GOYei'DIIent 11&1 alao have not.ed aimi l :a- •·lmesMI in ita om 
pract.ioes~ The U,l, aD:l u • .s. Gcwanuenta belieYe ~t it. il 
essential for the u.s., france aDd tbe U.K. to assure theeelns 
that their om staDdal"ia ot COIIIIUll1catiooa Seauri 'tJ are or a 
l.eftl autu•ll;r agJ"&ed to be sat1sfaotoey aDd f1A"t.bar propose 

t.bat aot.iGil adequate to this lid be 1D1Uatecl dUI"!Di tbe 
above tacbnioal d1souss1cma 8D1 before tbe iaaue at tbe 
1MIIorandua b)' U. St.aadtllg Group,• 

No Clange. 

(a) Para 2, sub-para (d) a Delete t1nal H11tezloe &.lid acl4 to 
peaaltiate HD'beD•a 
• ••• and 1D cU.ac:u.u1ca ot it. &ppeD4izl Liat ot Dangerous 
Pract.ioea, !he u.~ &Dei ll.l. delegate• will tr7 to naah 
asn-ot with the .rr.acb • 8Jitelu tba1; are ,...._tallJ 
inaecure md practices tb&t. 81JSt be fOI'b14den sad M4lk to get 
the Dist ot Dana-l"'WW Practice• aooep*, or pretenb~ 
aaplitied 1 • 
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' Dtlet.e .u-paru (e) tt.o~h (h) and mbat.it.utf, new w.b-p&ra (e) 
u tallon •· 
•.&ve17 efton aut. be act. to 1Dduoe tbe i'renah to d1aeuas thdzt 

eND Cfpbora, ~ J"ioaUcma praoUoea en4 p&"O.,..lL1N8. In 
JRO'ri.J1g troa the a.bove t.MOHt.ioAl d1o2owsd.ota t.o 1~oUoal 1•.-• 
delegate• -.1 hope t.o elicit trc. the freDOb ac==tthing ot llhat 
thq alreadJ kDow b7 reterrinc to b'ECAN'o .:md oar oc e~enoe 
1D C~. The ex:tot. taot.ioa will be agrood bntween the U.s. 
ond U.l. delegatee, initially at the prel1:111MrJ talks in London 
snd, subaequentl.J, a.s 114Y be neoeaaar;r 1 by prJ. va to conaul tl1. t.1m 
1n the li&ht ot the course the diocuaaioca take. Such tactical 
decisioo.a will be t;overned by the provi.eicca of sub-pal"a l(c) 
abon." 

(b) In para 3 a(2) insert after U.~. • •• and U.K."• 

(c) Substitute far mb-pa.ra 4lb), new aub-para .4(b) as follolra •· 
"COASEC • If the French aak, pointblank, QUostictne about 
Mtiooal cypber systems ot the u.~>. ar u.x. a. trw answer 
should, Rherenr possible, be ginh. It the reply to mch a 
queatica would involw renlatioo ot prinoipl.ea not ap~oved 
by the u.s •. md U.K. far releau, attempt• should be made 
to en.cte tho question discreetly. In the h.st reaort the 
reply should be that this J:&rticuh.r subj~ct ia one which the 
delegation is :1t preMnt un.<.Lbla to discuas". 

No alwlge. 
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~ ~ \_\..) (!-) The following devioe may be used if at any stage it appears 

~H~ :' \_ '·t ~. ~~\ ~ '- t'l both the U.K. and U.S. delegates that it will further the 

real purpose of the discussions. The u.s. Delegation will 
I 

have been provided v7ith a suitable version of the "Minimum 

Standards Paper"• the final text of "'hich shall have boon 

agreed durinz the preliminary discussions in London. At 

some natural point, for instance 1:'rhen the French Delegation 

have queried the reason for some restriction proposed by the 
· .. 
..,_ K. and the U.s., or v:hen some basis is required for a state-

ment in the "List of Dangerous Practices", the u.s. will make 

avaib.ble to the other delegates either the whole of this 

document or relevant sections, as if it were one of tho u.s. 

reference papers v:hich they feel the others might just as '.70ll 

see and vhich i7ould in all probability represent a brief1 or 

part of a brief, for the guidance of SECAN. In arranginG the 

procedure for the introduction of this paper the U.K. and u.s. 

dolcgc~tes Hill bear in mind thc.t it must not taka on tho 

appearance of a document jointly prepared <.nd tho.t it is not 

to be presented as EIJ1 offici<.'.l action paper. If the whole 

document is made availe>.blc it must be ensured thnt the French 

understand that SEC.A.E would not propose to issue such a paper 

and thr.t it must not be discussed outside these tripartite 

dis cuss ions·. 


