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OGLFUNICATIONS IWTELLIGENCE
A presentation by Mr. William F. Friedman to the Faculty

and Students of (lass 50~B, Air Communication & Iectronlo
staff Officers! Courge, on 29 Septembey 1950°

Colonel Sheetsz, G’antleinen: First I want to assure you of my appro-
ciation of the opportunity to conme here to talk to you onm# subjects In
inviting ne to speak on the subject of Communications Intellisence, it
was indicated that "the objeétivé of the 'presentation is to create an
awareness of the background, devélcpzaent, and manner of erployment of
this vital military weapon." Comnunications Intelligence was not always
regarded as vitel, I am reminded here of & story that I read some years
ago in an old book, and the story nay be apocmphbl, but I give it for
what it is worth. It seams that aboul two thousa:né yearé aro there was
a Persian queen ihose ncne was Semiranis and who teook an interest in
cryptographys Whether it was becauge of that interest or other unnatural
circunstanced, the record dceén’t say, but anyhow she met an untimely
.dea.'hh; Presumably she ﬁent to Heaven, or perhaps to the other place, but
having left instructions as to the disposition of her remains, they built
for her an impoaing maugolews in which her sarcophagus‘ rosted. On the
outside of the maugoloum there was caﬁred a messages which said, "Stay,
veary. traveler! If thou aﬁ; footgore,; hungry, or in need of mongy, |
unlock the riddle of the cipher'gra‘mn'below, and you will be lead to
ricies beyond 'all dreans of avarice.® Then underneath it tucre was 2
cryptogram. For séveral humlre& years the poasibiliﬁy of sudden wealth
gerved as a lure to all the experts who tried their hande at deciphering

the messages bub they were without success, until one day, presumably,

Parwtumer it
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along came & longnbiakéred, bespectacled individusl nﬁo, after working
at it for 4 considerable length of time, aol%_ed the nessage. It gave
hin detailed instrictions fof nakin a secrst entry into the toambs

Wien he got rinside he found an instruotion to open the sarcophagus, but
he had o solve another message in order to do so., Possibly it involved
finding the correct combination to a Setumbler lock! Well, he solved
that one too, after a lot of work, and opened the sarcophagus and found
a boz. In the box was & wessage in plain lanjuage, and this is what it
gaid: "(h, thou vile and insztiable ;mhster, to disturb these poor
bones} If thou hadst learned something wmore useful than the art of
deciphering, thou wouldst not be footsore, hungry, or in noed of woney It
dany times in the course of the past thirty years I have had occasion to
wish that I knew the old pal's address so that I could put as & first
indorasenent to the b#aic comunic,atidn the aingle word "Concur." Well,
anyhow, it's been an interesting life, if not financially lucrative.

How I am going to read you a short pai'agraph from Tine Yagarine of

Decanber 17, 1945, "Hagic is the Word for Ity |
"U.S. citizens discovored lagt week that perhape their

most petent secret weapon of Vorld iar I was not radsr, not
the VT fuso, not ﬁxe atom bomb, but a hvarmle;ss 1ittlé machine
which cryptogranhers painstalkingly congtruoted in a hidden
roon in Washingten, With ‘this machine, built after years of
trial and error, of inference and deduction, crypitographers
nave duplicated the decoding‘devices used in 'I'olq,ro.. Testimony
bei‘oée the Pearl Harbor Committee had alveady shown that the
machine known as 'Maglc! was in use long before December 7, 1941,
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had given ample warning of the Japs! sneak attack if only U..

brase hats had boen smart enouh o realize it. General lfarshall

now continued t,hé story of 'uagic-'a‘ maglice”
And then it goes on to say what that story was. I hoﬁe I"],.l héve tine to
return to it a 1ittle bit later om, | |

I hardly need to stress the necessity for sacrecy in this bus:.neas.
Hope for i‘ut.v.t-e success dgpenda to a very great degreée on maintaining
secracy with respect to past achievements. Changes as a i'esult of suspected
compromige of cryptograjhic systems are eagy to make and very hard to follow.

The effects of leakage or compromise are not l.oéal « they are widespread,

because of the widespread use and distribution of particular cryptographic
systemse During World War II, I xﬁght say, the econtinuance .of OUr BUCCESS,
hung by 8 very slender timead., 1 an reainded at this point of an instance
of tuig sort which happened just a short tine befare 1941, and to avoid
ﬁaming nanmes I will simply say that there was o chap in a cortain capitél
af the world who sent a mssséxge to his home goverrment in which ho paid
that he was getting a bit worried about their comaud.cations. In substance,
he said: "You know, thes; ’ma.r;”t..'c;lesraphic cichanges that we are h,wm{,,
dealing with this matter in hand, have put a great strain on our cipher
systen because they heve made il necessary to be very voluninous in our
dgorrespondence, so ‘that I an afraid that perhépe some third party might be
reading our comunicotions, I think we ought to do souothing about this
right away." Well, we read that, and we were very nuch upset for fear that
they would take the hint and that souething would happen. So we were on
tenterhooks and ping and needles for two or three days until we got the

reply from hesdquarters. You con imagine how agop with excitement we were
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until the nessage was proceased to the point of intelligibility. To
paraphrase the' réply, it_ said, "¥ell, you southsrn ekttmity of g
horse's anatay, don't you realize that waat you are aaying is way out
of 1ine? Don't you know that owr system"and the machine has mo many
peruutations and combinations it's inconceivable that anybody should be
able to read these coMcatioxm witfmut having the machine and the
koy? Now, den't you worry any more about it. You Ttend to your ¢wn
business; and we'll 'tend t_o‘. ours.® Ye Were very happy when we read
that one, The thread was indesd a very thin one ‘tlh;st tima because it
wag posgible to do qnite a nuaber of things to “Yaowp u" the systen, any
one of which would have Omﬁpied us for montha. to et back into a stale
of reédabmty.‘ | | |

I hardly nead to give you a definition of camnﬁcatioqs’ intelligence,
or COINT, as we call it for shorts Mo doubb iajor Moxrison has already
dealt with it, so I will sdmply cite its three main objectives. First =
to provide authentic‘ infornation for policy mkem, to apprise then of
the realitie; of the .in’cernatiozlzal situation, of the war making capabilities
and vulnerabilities of foreign countries, and of the intentions of those
countries with respect to war. Second - 10 elinminate the elament of
surpriae from an éct. of aggressioxi by amﬂzer countyys Third = to provide
unique information eséential to the successful prosscution, and vital
to a ghortening of, the 'period of hogtilities. |

llow, the background of COULTy whicn is basa& wpon tho gcience of

cryptanalysis, has a long axd very in‘beraﬂting history which is inextricably
bound up with ﬁle history of cryntegraphy. Tho two are but opposite faces

.
—seorer
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of the sane coin, for progress in one inevitably leads to progress in
the other. Hence, while ry talk is to be dovoted largely to orypt—
analyeis and COMINT, I will have to deal elso, to & certain extent,

with cryptograshy a.nd communications security or COiSEC. Now, because
of ﬁ_ie secrecy or clpak of sllence which officially surrounds tne

whole {ield of -erypf,al-ogy and especially cryptanalytics s it is obvioga
that authentic information with reference to the background and develop~
ment of tie geience in foreirn countries is quite sparse; and although
after vorld Tor I we loarned nuch régarding tho accolmpliéhmants in

this field of work by our ‘enletnies,' gecurity rulas prevent my saying

very wmach about how good or bad they were in conparison with use I can
only give & fairly good dccount of U.Ss Ct)iiiiﬁ;‘ activities up to & certain
peint of time, and even then I will not be able to saé/ very mch about
the C.8 Havy'a COHIH'X‘ activities, bgcauée I don*t know very wuch about
that backgrdund and prefer not to give any information which I can't
documente In any case, I th 85y ét this peint ‘ﬂ"mt our relations with
the lavy in the ’aaﬂy days were such as to preﬁiude ny knowing very much
about what me«ym doinc,:am vice versas In the courge of 1y talk I
will give illustrations of cryptanalysis, some of which form part of my |
~ awn experience. Modesty would dictate their omission, but because of
 their possible interest I will use then and will here and now pake &

: general apology for the use of the personal pronoun. |

Now may we have the first slide, plsese, Cryptography and crypte

' analysis go back to the dawn of the invention of writing, and here I

 ghow an ingtance _of ciphier in tho Bible. In Jeremiah 25126 occurs the
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axpression "And the king of Sheshakh shall drink after theu." Also in
Jemﬁah 5liil: "How is Sheshakh takenl' well, for many, mamy years
that naze YSheshaldh" remained a aysterys There wag no sueh place.

But then sonsbody discovered thet if y’o‘u write the Mnt,y#tvo letters

of the Hebrow alphabet in WO rows, eleven and eleven, like this, you
st up & gubstitution aip}mbet whereby you can ‘raplade the letm by
those étamiing opposite then, Tor example, "Shin," is represented by
“Peth® oy vice msa; 80 that "Sheshakh,® translates rf'Babal,"' oy
®Babylon.” The vowals had to be supplied. mci&entam,_ nentioning

the Bibvle, one might say'tl»)at Lantel, who was the Sivet psychoanalyst,
was also the firet cryptonalyst. I say paychoanalyst, beeause you
remenber how he Anterpreted Nebuchadneasar's dreams, In the Bible's

cn words, ‘-’Nebuc_lmﬁmnﬁx‘ dreanced dreaa#, wherewith his spirit was
troubled, and sleep brake from him,” But when he woke wp he Just
couldntt seea to ‘re:mbOr thene One poraing he called'ror hig mgicians,
astrologists, and chaldean gorcers aud agked them to interpret the dream
hetd had during fhtzs night.. They asked hin: "What wos the drean?™ and he
said, mMiell, I don't remember it, but it's part of your Job to find thab
out and then to interpret it." That was a pretty stiff sosicmment, and
 they failed to make good, which irked Hebuchadnessar no end. Kings hod
a nasty habit of chopping your hoad off in thoss days if you failed; so
in thds case it cows &3 no sm'priaé to learﬁ that Nebuchadnezzar passed
the word along to destroy all the wise nen of &mylon, inclwling Dardele
Well, when the Ki:.ll&‘,"& gﬁard ccie to get Daniel, Danlel asked that he be
given a bit of ‘g’f.«;;.f Then, by soue hocus-posus - the record siuply eeys
that the secrat was révaalod to Daniel in a night vision - Daniel was able




L ~ REF ID:A4148562
. o SCRe,
t0 reconstruct tim dreas and then Merprét i%. Some :ﬁxars- mﬁr.
Nebuchadn'e‘zza.r“'s aon; Belshazszar, was giyiﬂg a feast, énd t}uring the
courge of the fg_asf-- the ﬁhgerg of a man's hand é:ppeéred on the !rall
behind the cmvilestickvand wrote a secrset message; Belshazgar was
very much ypset and called for his sootheayers, chaldean sorcerers,
msgiclans and so on, but they couldn't read the x;eseaéa apparently
they couldn't even read the cipher characters} iell, Daniel waa called
in and succeeded nob only in reading the writing on the wall: ‘“Mene,
mena, tekel, upharsin,” but alse the mesaning of ‘t_,he wordSs fis
interpretation was "fene” - God hath mmbered thy lingdon and finiched
it. "Tekel" ~ Thou art waithed in the balances and found wanting.
TUpharsin," or rather "Peres,” (épp@mm the chap who did the hand-
writing on the wall )mew a thing or two about cxyptography, because
he used "variants ') - Thy kiugdém shall be divided and _‘given to the
Medes and Persians.t _ o

~ Tho next is an illustration of tho earliest ciphor device history
records, s device which was called @ g_c_&-g_g, uged by the ancient
Lacedamoniam or Gresks. Thoy hat}; ;r:)bden :arlinder of spac}.ﬁc
dimengions, aromé which they wrapped spirally a pieca of parchpent;
they then wrots the messzape across the edges of the pm'-chment, waround
it, and sent it to i’cs desti:mﬁion, where the recipient would wind t»
parchaent around an identically~-dimensicned cylinder, and thus bring
together properly the bits of letters fepfeaentiug the nessape. This
diagram, inecidentally, '_isrn‘m‘, correct. The wriﬁing wag done alony the
adges of the parmment, as I said befors, ahd'not agdiown in this
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| plcture. And, by the way; the ’oaton'which the Furopean field uarshal
atill carries as one of the insipnia of ﬁie hi;jx office d&ives fron
‘this very instrument. o
Caegar, ‘of course, is well known in history to have used crypto-
graphy - & very sinple metiii, obviously, because all he uid was to
replace each letter by the ono that was fourth from it in the alphabet
Cicero was ono of the inventors of what is now callcd shorthand. He
had a slave by the name of Tiro who wrote for Cicero his records and so
on, in shorthand or Tirronean notes, s .tlwy are cnlled.'
The beginningg of modern cryptography are to be found in Venice,
in tho Papal statos, ebout U400, I show next an alphabet of that peried
which is intereéting aeraly because it shows that in thoge early dayw
they already had a recognition of the basic weaknmss of what we call
single or menoaiphabetic aubﬁtifution. Solution of this type of cipher,
as you all lmaw; is a&complished by using data based upon frequencies,
I don't have to go into that begauge all of you, at smé' tinme or otuer,
have read "The Gold Dug," and understand that sort of aimlysia. But
this slide shows that the early Italian cryptogrsphers introduced a
method of disturbing the normal frequencies, by having the high~frequency
letters represented by more than a sinle t‘:haracbér. ‘X ﬁll add thoat
the sarliest tract that tie world possesses on the subject of cryptography,
or for that uatter, cryptanalysis, is that which was written in 147l by
a8 Neapolitan, whose name wag Sicco Simonetta. He sets forth the principles and
.methods of solving ciphers, simple ciphers no doubt, but he describes theam in

a very cloar and concise fbrm. fhe first book or axtensive treatise on

8
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cryptography is that by a Oerman abbot nased Trithemius, who wrote his
monwental work in 1531, e planned to write four volumes, but he quit
with the third one beacauge he pmp‘oaely wrote 80 obscwrcly and made suéh
 fantastic clains that he got charged with being in loague with the
Devils They burned his books, as a matter of fact. ‘

We are going to ;}unp a Ways now 1o cgoue exanples from iore recent
history. Tnis alide saows & cipher alphabet and systen used by Mary,
Quean of Scots, in the period 1545, or thereabouts. There was an
Italian cryptographer whose name was Porta and‘vvmo wrote a bﬁok,
published in 1563, in which he showed certain types of alphabets that
have come down in history and are known now as Pom'é Alph#beta. Here'g
an examplo of the Porta Table, showing one alphabet with kay letters
A or B, snother alphabet with key letters € or Dy and. 50 on, I don't
want to 2o into exactly how those key letters are used, bu{. it ibs
sufficient "to‘ say that even to this duay cryptograws uéin;; the Porta
aiphabets are occasionally encaunt.ered.' Iﬁcidentauy,"liorta wig qﬁite
& follow. There are lots of pecple who refer to his Look but have never
vead it. I took the trowile to have it translated to see just what he
did say, and he was, in oy opinion, the greatest of ﬂ'xe-old cryptographers,
Incidentally, also he was the inventor of what we know as the caumera
obgoura, the ;Srogenitor of our modern camoras. I think also he was one
of the earliest of cryotanalysts able to solve a systen of kayed substi=
tution, that is, where the key is changing consistently as the message
undargoes enciphernent. Dorta'e table was actwally used in official

correspondence. llere is a‘picttme of & table that was found among the
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stats papei‘a of Jueen Elilab'eth 13 time, used for commnlgating with the
Englich Asbagsador % Spain. It used Porta's alphabets. |

Tue next slide X ahcm ia a picture of what cryptographers usually
call the Vigen&ra Square .or Vigenére Tablé; a set of twenty-six
alphabets sucoessively diaplaced ono letter per row, with the plain-text
letters at the top »'of‘ the square and the key-letters ét tho gide. The
matiod of using the table 3.5 to sgree upon 2 key word, m:v.cn cauges the
equivalents of the plain-te#t, lotiors to changé according to the nanner
in which the key changes. oW, Vigensre also has an interest to me
becauge although he is combnly crediteul with Imving. invented.ﬂxat square,
he really dldnt!t and, what'é more, neveﬁ sald he did. .Here's a pictwre
of it as it éppears in his own book, It goes coxwéidérably beyond iﬁzat
tie ordinary refereﬁcea say about his table, but I wontt go into those
differences because they!'re technical and parhaps oi no great interest
to you todays |

Tae next: .crjptor,-'réphw I wish %o mention is éancmen, Francois
Vieta, an emminent mathematlclan, founder of modern algebra. In 1509 he
becane Councelor of Parlimment at Tours and then Privy Counselor. ihile
1in that Job ne solved a Spanish eipher systen using uore than 500
characters, so that all the Spanish di3patches falling inte French hands
were easily read, rhillip IT of Spain was sa' conwinced of the safety of
his cipher that when he .i’ound the Frendl me-mare of the contants of his
lotters fo the Fiéﬂuérlmids, he coﬁ:plained. to the Pope that the Irench were
using gorcery against him. Vieta was called on the carpp'b and made to

explain. [lere is anotiier example of another old offieial ciphere. Here are

10
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the alphabets; and a sliding card, which could be a?dfted up and down,
was used for chanzing the key, or as a means of changing the key. Here
is another, oéﬂe& the "two=gquare cipher," or “twalphabet dipher“ H
it involves coordinates: here is one coplete alphabet and here is
another onej the coqi'dinatcs are used to pepresent tﬁe letters. fThet
was actually used in Charles .Us tine, 1627, in comunicatinu m.ta
France and Flaxﬂers.

I want to jup now td the pericd of the Auoricon Devolutiony in
U.S. history. 'The systens used by the Americezlis ard Ly tJe British
were almost identicald: In ome case, in fact, they used the same code
book! I have seen references to an Amexrican who geens to have been the
Revolutionts AFSA, for ﬁe wag the éipher expert to Congress and it is
claiised that he managed to decipher nearly all, éi‘ not all, of the
British code messages intercepted by the Americans. The next chart
shows a picture of a code or “gyllabary,” as we call it, used by Thonas
Jeffersons This syllabary is constructed on the so~called two-part
principle.' This is a portion of the decoding section. You will note
that the muerical groups are in consecutive order but their meanings
are at randon. They have no alphabetical order at all. It simply neans
that you have to have another section, the encoding section, in which
the words are in valphe.beﬁie_al ordef, and tﬁeir equivalents are in randon
order. This sort of system even today is in extensive ugse. Jefferson
was an all~around genius, amd I shall have scmething to say about hin and
cryptof;'aphy a little bit later on, I hope. Heretls an intereétim slide
showing & picture of a letter which is knowm as "the IDenedict Arnold

It alaY Y kit

JEURE,
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Indecipherable Treasonable Cow Letter." It has never been deciphered.
It reads, "I have bought a cow and calf froa Gen. Joh:i Joseph Bullis,”
and so forths The resson that it hosn't been deciphgred is that there
isn't enough of it to forn the basis for a solution. .

I an soing to say a few words about Fgyptian hieroglyphics for the
reason that I think that that mpmsents the next and a great lanmmrif
in the histery of cryptcgraphy About 1821 4 Frenchaang mampolzon,
startled the world by beginning to publish translations of Egyptian
hieroglyphics. This 'is a picture of the Rosetta Stone. It is a tri~
lingual inscription: Fgyptian hieroglyphics, followed by Fgyptian script
¢alled "Demotic" and then Greek. All three texts mere assumed o say ﬁhe-
saie thing, of courses It wag by nmeans of this tri-lingual inscription
that the Feyptian hieroglyphic _m-iting was finally solved, a feat which
represonted the guccessful solution to a cryptanalytic problem, the major
nart of which was linguistie in character, for the cryptamzlytie part tfas
relatively simple. In the hierogiyphics therc are things that we call
cartouches, that is, characters enclosed in & réctangle narked by a
gravon line. Here_&#e abme ‘ex;ajnples; This one was on an cbelisk, ard
was suspected of mﬁmsentim the nanec 01392 atra. I suppose the reason
for that assmpi;ion was the repitition here of two characters at a proper
distance to represent the ¢wo A's of Cleopatra. By taking the various
cartouches, writixig them out carefully, studying them on the basis that
this cartouche was Cleopatra, it turns out that by taking the characters
in the cartouches, substituting their equivalont Ronman letters and putting

then in the proper places in other cartouches, bit by bit (hawpolion was

12
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able to establish nm..iea othei:- than cléo;:am, such ag maia:v, Aléxarxier-,
and #0 on. That's the way in waich a start or initial break was made with
respect to the Rosetta Stone, and Egyptian hieroglyphics were finally read.
It was very fortumate that the early students of Fgyptology didntt lmow
that the Dgyptiens also used aryptography! Soae of thelr writings are not
only “plain-text hieroglyphica, Lut they also had Roryptographic hiero
glyphics® § Here, for inétaﬁcm is an exanple -af sﬁbetituﬁon. Thatb
character in place of this ome mana {0 speaka“ You gee the ﬁ.na,er
pointing to. the mouth, and ao on.

Now I am goin;, to jump to the period of t_ﬁe Civil ar or the "Var
Detween tho States,? in U.'S. history. Here ls a picture of a cipher device
used by the ccnfederaﬁe Arxviy, xzapﬁure& at Vicksburg, one of our fuseun
treasures. The dévice is a ¢ylinder cd‘vareei' with a rahe.zet. of papér bearing
alphabets, the alp‘zabets of Vigunére table, in othor worda, a pointer
that you could slide, and & thumb knob with vhich ynu could turn the
Wlimier accordmb to the Loy letters.

'l‘here i= one person 1 passed over in getiing to the Civil Var pm’iod.
BEdgar Allan Poe, in 1BL2 or thereabouts, kindled an inters_st in cry_pto—
graphy by his fanous story of "The Gold Bug," and w soue articles on
eryptography in nowspapers and journals of the poriod.

fiere is @ picturse bi‘ a messnge; authentis without queatibn, whioh
was sent by Presideni Lincoln to don. Burnside. Iils very simple. It
reads this way, of coursc, and makes no gensey but if 'you read it back-
| wards it makes excellent sanse: "I I should be in a beat off Aguia
Cresk at dark tomorrow; 1‘5@&%3&@ ‘evening, could you without inconvenionce

]3.
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meet, e and pass an hour or two with me? (Signed) A. Iincoln,® I tﬁink
the Praaident was kidding a bit. | | | ‘

This 18 & photograph of a page 6r two from" tho code book and cipher
systen used ty the Federal Army. They had what ig called firouto ciphers,®
that is, & matrix with indicatiens of route to belfollmnd in inecribing
and transcribing the words of the neggsage. Here's how yuu’mte the
- mesgage ing the first mrd, sacond, t.h_rd, fourth, fifth, aixth and B0
forth; then you take them out according to another rcute. Ard here the
thing is complicated by the use of arbitrar:f equivaelents for the names
of important pecple. "President of the U.8." is rqpi'asan'bed ty vadas®
or ®Asiz." It had two aqiuimlents_,,. Fou see‘. tlere are soms of the nanes
of famous or well-lmown officers of that paricd. I.have with me today
the complate set of cipher books used b:,r the Federal Army during thot
period, and after mar talk those of you who wish moy come wp and exanine
thom, to{,at.zer with certain other &dlibxts. The next siide is a picture
of a mesaage sent to General Gront in one of those route cipherse 1
shall not take time to read it.

There is an exaple 64‘; a type of secret writing anploycd by the
French in the Franco~Prusgian Uar. it congisted of cﬁde groups written
out from a code book. You remczber that in tho Siage of Paris the
French were coopletely cut off, oo that messages !iad to be sent out by
pigeon. The rmegsage was photograrhed dmm, and ~— this, I Believe, was
the first and earliest exauple of micro writing used for military purposes ==
the message .wés, as 1 said, piotographed down and seAt out by means of

~cerrier pigeon. This is a copy of one of the exaples,
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Aftor the Civil War, or War ﬁetmen the St’.aﬁ?es, the use of crypto-
graphy in United Stétea military affairs went into a decline for a long
period of pea'ce,' and was broken only briefly by the Spanish-American
War. In 1885 the ar Départment published a code called "Code %o
Inswre Secreé:,r of Telegrans," besed on 2 smail Qonmércial c:ode,_ alost
word for word. I have a copy of that with me and if you wigh %o oraaine
it youtll jet soame idea of how naive we were 1n thoge days! In tae
Spanish-fuericen Var there was vory 1itile use made of zowd erypto-
graphy, for wo used tiat cods, which had no secrecy whatever; bub then
we nust resenber there was no such thing as radio in these dayc, cither.
In 1899‘ tio micf Si ;ﬁé.l Officor undertook tho preparation of a suitable
code, Iconowy wag strésée‘r.i « the Chief Siggmi Oi‘ficer personally did
all the work. In 1502 the "Cipher of the Var Dej:artment“ wos published
by the Adjubant Goneral. In 1906 a revision of that was publ'lahed,, and
in 1915 a coapletely new cede s tie Tar Zepartuent Telegraéh Code, was
publiéhed. But, believe it or not, that code was printed by a ccaicreial
house in Cleveland )

We come now to the Torld Var I pcrwd‘ With Horis's discovery of
the so-called lertzian waves and larconits practical demonstration of
signalling by wireless, 2 hew cra in military comunications was usiered
in, and olso & new era in bmptolow; The first wide usage of wjreiess »
or radio, as il soon cae to be called, was in UJorld Tar I, bubt develop-
ments in cryplography lagged a blt, as we shall secs

Firsty I wlll discuss the tactical use of cinher systems in .orld var
I, because these were usaci in preference to code systems, which cane latcr.

Here is w picture of a cipher systen used Ly the Russiens. You will note

lﬁ\ﬂ”’?
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that it is nothing but the'Vigensre principle all over again, using
numbers instead of letters, for it represents only a case involvi}xg a
.'-set of 7 orﬁ a;i:habe‘bs used repetitively, by a key nunber, for
gubstitution, This was the deciphering table. Tae next slide is a
picture of a fmnt.'-iine cipher systen used by thgi?‘ren‘ch. It was a
tra.nspoaitién system:, the columns being here transcribed accordihg to
the columnar key; in addition, certain disturbing eiementa came into
the netiod by taldng off the letters in disgonals, And here is &
picture of the system used by the Italian Army in Uorld Yar I. Azain,
it is only a variation of the old Vigem\are syéﬁem- ‘Here is a systen
vsed by the Gormans, invented by them, or, I chould say, it was a |
co.bination of two pethods put tozether inl a very clever war. . Ye
called it the ADFGVX ciphor because the cipher text consisted exclusively
of those letters. An alphabet in here, arranged according to sone pro-
arranged plan, with tho cocrdinates ADFGVX; the letters of the message
were tuen replaced by pairs of coordinates; for example, the letter R
is representsd by AG, and so forth. Then a numerical key, develcped
from a ey word, is written over the X's, A's and so forth, and the
letters arve then taken out mvcolmns accérding to the key order. That
sy-aiem wé.s a braﬁd new thlng in pdlitary cryptogrupr_;y and caused no end
of headaches for the Allied eryptonalysts until it was discovered Just
how the golution could be achieved. The solution was not & general
solution but depended upon épecial cases, but these happened go often
that, we could bank oﬁ them occurring. That ¢ipher gystem was used by

the German high command and consequénﬂy sonoone soon discovered that

v |
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if yoﬁ made a chart hased upon the nuaber of ADFOVX messages intercepted,
why you could discover cer‘tm.n things about the tactical situation and,
nore important, you could; with asome degree of ‘é'ssu‘remce, predict vhat
might hanpens This is a3 ¢hart wﬁich we got up in the ARF based upon
the ADFGUX intercept, This, gentlemen, is the first 1llustration that
I know of in history of ono of the bagic principles of traffic analysis,
and traffic inteliigence., The next slide gives a picture of the sort
of "communiquea” wa iasued, “Bulletins® that we pub out Waen the ADFOVK
megsages were read. fHere is one of a set of meésages; dated Hovenber 20,
1918; of course thc ﬂar was over, but thig gives very impoftant inforna=
tion about the withdrawal of Hackensenfs ary into Rowmania. There is
the Gernan text and there is the transglation; an interesting and
authentic measage. 7

For tactical megsages the British and Americans in Vorld VWar I used
a method known as the Playfair cipher, invented auegedly by Lord Iypn
Playfair, but he didn't invent it - Sir Chailes reatstone iﬁvented it.
ay-ﬂle-my,'meatstone, who -ié credited with inventing the electrical
bridge that is known by his name, didn't invent that bridge - a chap
naned Christy really dids The nethed of Playfair encighernent is to
have a square 5 x 5, in which you start in with g key word, tuen the rest |
of the unused letters of the alphabet., (I and J are treated as the sas
letter). If you want to epcipher "at" the equivalent is "wr%, by diagondls,
and so one There iz an exéznple of how a message is enciphered. In those
days, 191k, that was regardod as pretty hot stuff. In fact, an officer
of the Anerdican Arny (1af.ef he becane Chief Signal OfTicer, !lajor General
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Hauborgne) wrote a little treatise, published in 19k, in wiich he
dealt with this Playfair cipher gysten. The tit;}.e ¢f his work is

“An Advanced Problem in Cryptosraphy.® Todays our most clementary
gtudents afe ziven things of that scri to solve aftor a few lessons.
 The 3ritish Ay proposed a cipher device in liorld War I. They
had manufactured a great mary of them and distributed thousands;

tney proposed to the french and the Americang Qiat they use the sane
thing for tactical comaunications, but it was never put to use for
reasong that I hope to‘ tel} you later.

dow, Itd hlaa to say a few words aboul codes and code systens used

in yorld War I. I think ydu 511 know that a code. gysten is sliply a
sort of dic't;ionary in which the words, phrases and sentences are
ropresentable y arbitrary croups of letters or figures. flere ia &
page from a commsrcial telegraph or comuercial cable company’s code-
book, which they offer to their customers. You!ll notice that each

of these code groups differs fron every other code group by at lesast
two letters. We call that "the two-letter diffefeﬁtial.“ The reason
for having such a di..i'ferential is that errors are scuetines made in
transmission, but the J.ikolihood 6£ malking two errors in the sane group
is not nearly as great as aeidng a ainglé efrmr.'; ’nie‘ 2-letter
differential affords nethods of readily correcting a growp if it hos a
single arror in it; with a bit more trouble 2-letter errors can also be
corrected, liow, code books and codes are compiled to be suited to
general or spescific kinds of business. Taey are Zeneralized, like a
general trade or shipping éode, or a code for the automative industry,

18
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and avo eng but they ma_,r alse bs highly specmlizad in character. The
noxt alide shows a highly specialized codes Yau know, there are certain
people who béli‘eve i‘imlg and implicitdy in the power of healing by
suggestion and whet not, and hore is a piotum'- of a code book put out
by a gentlenan who was a professional nan in that 'field-. Youtll notice
tiat the purpose of it was, of course, to bé able to roceive treatument
from or by your own practztmner no aatter 'smere you wen'o. Thue, 1if you
2o op a trip and want to consult your practitioner, you can send hin a
megaa;ze and toll hin mimf._ you think you are suffering from. Uf course,
you think you are suffering from this; that or the other thing. The
code 1s in Fnglish and Trench, and you would simply represent your
iliness, or alleged ﬁ::.msé,' ly a code group. HNow, note that the jentle-
wan who got up tids code was pretty well versed in ‘thle intricaeles of
code and commmications difficulties; becausa these code groups differ
by at least f_m_gg léttérs each; the reason, of cour'se', is that it mujﬁ
be a pretty serioug tiuing if you sent a megsage saying that you think
you &re suffering ﬁ-on cona, but the grouwp is garbled in ﬁransmiSSion 80
that you get the treatuent for eonm.éiona.. That would be pretty toughl
Prior to jorld War I tie use of code books for tactical purposes
was thouszht to be duprecticable, largely‘ becauge of ‘{:fhe difficulilens of
oamiling, -reproduci.ng, distributing and pﬁotecting the books. I don!t
think they thought too much about tae posaibilities of so_lviﬂe; code.
Rarly in 1916 the Germans began to use field codes, and the Allies soon
followd suits, £ had soise siides to show you pictm'es of pages of the
~ code books of t,he various bellip er7mts, but I wl.:.l omit then and 83y

19
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that I also have brought exhibits of such books as were actually used
for the purpoges, Those wi:o would like to sce whaﬁ they were like are
welcome to cope up after this tallk and exanlne thems The only slide that
I mill show is one that will ;ive you 8 picturc of the Aumerican Army's
inadequacy in Jforld viar I for code ccmmications.; Thigl ig authentic -
I didnt*t make it up « I found it in the racords; Itts a code gotten
uut.by the 52nd Infantry irigade, dated 17 Aprid 1918, and it ia vhat
wa called "the baseball code.t If ycu wanted'w‘ say ';kil,led," you said
“aWk out! ;*wounded" was rém"osentred by ."hit by.- pitched ball," and
go forth - vory e:t.ement&‘ry;

Howr I}am coming to a very inﬁereetin{: exanple of the use of civhers
by German agents in the Uorld var I period. . Here ‘ia a cipher negsage

which was fowxl on @& German spy in the United States soon after he
crossed the lexican border into Texas. After soze weeks it was

deciphered by G~2%3 code-golving organization in Vashington, MI-3, as
it was called. Here is the decipherodlﬁemm toxty and this is vhot
it gaid: Mo Tae Inpsrial Consular officials of the Republic of Hexico. -
Strictly Secret| The bearer of this is & subject of the Empire who
travels as a Russion umer the namo of Pablo Waberski. ife is a German
agont." And so forta. The Court sentcnced hin to be shotj President
Wilson eommuted it to life impriz_sament; and he wag Out_ of the pokey after
only one yeart | o | | '
Hero is & messaje which is probably the most famous messaze in
published cryptanalytic history to date. This is the nessage which
brought the United States into Vorld War I, on the side of the British.

20
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In 1935-10 it was very nuch caﬁclzmaa--éatolz«—can a6 ﬁo‘ which pide the
Americmm were going ’po join. OQwr Rritish friends, later our a&llies,
did certaiﬁ things that we didnit like, and there was 2 good deal of -
talk about their nefarious behavior. Rut this message, solved by the
British, brought us -i.n on their agide, It was tﬁﬁ straw that broke the
camells backs It is known g "the Zimmermann telegram." It went to
the German hgaﬁion in Yexico City from Count Von Bernstorff, the
Gernan anbassador in Washington. The nethod of golution I won't go
.mt.o. Thoir cleverness iu the handling of the case ia a good illustration
of how astute, diplmticany, owr British f{riends ars, fo&', ag .1 have
already said, it resulted in bringing us into the War on their side.
Yare ig the translation of the thing. It was importarit because the
wessage sald the Germans were going to resume wrestricted subnarine
warfare and this part, hére, daalim with a deal with Hexico, was the
straw that broke the camel's back. People in the Hiddle iest wore
very lukewarn toward tha'idea of our getting into the War - on either
side ~ bub when the Germans begén talking about fetmxing to lexico,
Texas, How liexico and Arizona, that was something else again. 50, We
. got into the r:az; within a cowple of weoks after the DBritish gave ua
and established the authenticity of the translation of "the Zimneruann
telegrame® | | |

Hore is qnéﬁhét‘ raéssége solved in torld War I bty the RBritish and
nade available to our authorities in Washington: a sabotage nessage talking
about wiio wers reliable sébotéura— and wiat they should do. 'ma.f nessage

figured in 2 long, long trial before the German-pmerican Mixed Claims
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Comnigsion, in wiich the Gemans were marged with certain ac'os of
sabo‘oabe, notably the unglmd fire a.nd the macz Tcm explosion in Ilew
Jergsey. Host of you are too young to remember those incidents. Tha
trial resulted in a dacislon in favor of the United States clalmants,
w0 wore awarded sone £540,000,000, flera is a mensage, Ain secret ink,
that figured in the Hlack Ten Cage: a page from the Bluebook Hagaszine
on which thers wag & uessage written in invisible ink, 3 methcl we run
inte cocapionally even in wodern warfarce

tow T come to a case in which I was involved. Tn 1916+17 the
Germans financed a large number of Hindus in their aiterx_pts to etir up
a rebellion in India, jt,hta idea being to cause so much trouble in India
that the Dritish would be forced to withdraw troons from the Vestern
front to quell disturbances in Indim., These Hindus were nagotiating
for the purchage of arms and ammunition in thé United States and sending
then over to India. Since the U.8s was neutral, it was against owr owmn
laws to pernit such undertakingas against a friendly nation. So the
buginess had to be conducted secretly and that is how cryptograns
entered into the picture. Here is one pare of a long, seven or eight-page
leﬁter that was intercepted between the top /lindu agent in tie United States
and his chief in Switeerland, The letter consisted of groups of figures,
in which were interspersed soie nlnin—texi-. words. I recognized pretty
quickly that the letters of the secret itext had been roplaced by mumbers
which indicated apecific letters :Ln 8 book. Fach grow of nusbers
mpreaented the page number, the iine nwgbar, and the position nunber in
the lins of the letter. All I needed was the book, tut unfortunately
the Hindu failed to tell me what the book was, so ¥ had to ;o ahead and
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try to solve the mesazge without it. It wé.'s sdlved, and It11l show you
very briefly the method. As I said, there wore words, 'pla'smf-tmcb words,
interspersed throughout the cipher text, and I would make a guess at
what the nunerical group before or aftor a plﬁxxwtéi& word renreaented.
Hers, for example: “Formed sometaing, with souothing.® I aseumed

that this first “sgmét}zing" would be the word *comaittes,® and that

meant that on pagé 654 the fourt: line, the secornd iett.ez- in the line
was a 3 the taird to be 0§ tae fourth 43 the f£ifth ancther i, but the
sixth letier in that line was not Indicated. Instead, the next growp
Jumped to another page, from which the letters I, T, T and so on were
taken. Well, by substituting some of these guessee in their proper
positions and making tabulations of this sert, I assuued that the fivet
five letters of this word "coumittee" casze from the word ¥eomunication®
on page 65, line L3 the next three, frog a word having "9TE* in it, such
ag "attention™; but the last ',le‘btar, E,/ﬁ another page altogether and
I could only add more data before makin; any guess as to what the word on
paye 72, Yine 2; might be. Hy working back and forth, building up the
various words on various pages of the book,‘ then tuilding up the wards of
the message - one helped the other -?I finally got certain c;.ms. as to the
sort of book involved - the® it was a book dealiny with the history of
Gernan political philosphy, econowy, or history. I hunted and hunted and
hunted for that ook, I 7inally foiind it, all right. It was Price Collier's
Sernany and the Gemmm. This measaze figured in & long~dram ocut trial

in San Francisco, where there wers about & hundred and five Hindus on

trial simultaneously. Oae of the Iindus turned State's evidence and got

ey
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himgelf in bad with the others. T.ey were goarched every day before

thay caze into .ﬂ;e coﬁrt, but oua day, the day after I-tést.ified, one
findug managed to secrete a gun in his clothes and duﬂng ‘the midst of
the proceedings shot the Mindu who had turned State'a pviflence, where=
upen the United States marshally a gfaat big fellow, aiz feet four,
standing in the back of the court, drew his weapon and shot the first
Hindu dead. 'mey .me both dead right there, witiin two or three seconds.
Thatfs the way thet trial ended up, dromaticallye:

I'm going to pass over the next slide. It figured in the oil

- seandal in the days'of-l%ho X iraa covarnment witness in that case,

aaving solved the messages which disc;toéod sos of the facts that lead
to lir. Fall's 3oing to prison. o wag Secretaery of thé Intertor, if
you rocalls I think he died only recentlys |

 Tae m runners in those lamentable d;:va of prohibition, used- some
Ver:} sood codes and ciohers. ere is a p:irticular' cagse wiere a .essage
was encipiered by taking code groups out of one bopk,‘ trénaferrinzg the
code numbers for those groups into anathor book Lmd ﬁxm adding e
congtant ¥alue te those ﬁmmm‘é, finding the leuter-groun equivalenta of
the final numbers, t.i;ten :enciphering‘ those letter groups! Thals was such _
a message. All I had to do was to find the two code books, tihe additive,
and the cipher alphabetg l’d.ghtﬁlin_g gtruck one z;i(;ht and f-he job was |
completed in a few hours. - |

There were soae intéresting things, w_orking on the job in peacetine,

when we would gat messages froo various government agencies to solve.
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Here ig aﬁe that came to the fhite House and was gent to us by the Secred
Service. It was gddressed to the President and had this dagper stuck in
after this messaze. If yoxhl_ read it backwards gixd toke alternste letters
it asked President Roosevelt: "“Did you ever bite o lemon?® |

Nowr T an going to Jump to the question of cipher devicam, because
they represent the modern trend. I've already uentiosed to you the
point about the invention and introduction into wide usage of radio, and
their effects upon military matters, especially wpon cryptolog, Traffic
in large quantities becaue avaﬂable for intercep_tiah and astudy, and
hence improvement in m'ptogi'ari;y had to cones It exue slowly but suraly.
In connection with theoretical advances in cryptographic nethods came
inventions of éryptog;raphid devices md machines. A brief history of
these will therefore be ugeful, That is a picture of the earlicst crypto=
graphic devics on record, aexcept for the mcoytale, This is taken froma
book by an Itallan named Alberti, published in 1470, and is just @ pair of
alphabets, one revolving ccnaentricaily ypon the other, so that you could
change the relationship of the two alphabets. This wheel is represented
also in the Porta book, and, hy-the-way, I have wWith me today & copy of
the original edition of Porta, with the cipher wheels in place and in
working order. This was published in 1563, They didn't have any children
in those days, obviously, or otherwise theso fhin-g;s wouldntt be here, and
in poed working order } | ’

I kmow it takes a lon; time tu got é. patent throwh the patent office,
bul: Albertits device was finnlly pateﬁted, in 1865, the inventor happening
to be the then Chief Siunal Officer of the Army, Hajor Albert J. lyer.

25
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Believec-it-or-'noiv,_ the sane tiing waz used Uy the .‘31311211_ Corps of the
unitod Stétea.w ag a new in\rentioh perhapa, in the period 1910 te
1913. ‘Tuere is a nmore recent inventi.mi of me gane thing. The patent
office doesn't have good access to literature on the subject of crypto-
1ogy, 8o every once in a while & thing that is as old as the hills gets
through the patent office, ‘liow we come to an interepting dnvs.co-. i
mentioned & little while ago that the British propesed a ciplier device
for use on the Yestern Front in Wordd War I, and a 1ittle bit of histary
of that development is intsresting-, Here»is & picture of a device
invented by Sir Gharles mxeé.ts'i;on‘a, the emzinent Rritish mthezhtieian,
physiclist and electrical an{,imer‘ He was also a cryptogranher of some
gtature, The arincipla of the meatatons cipher wheel n.s Just a little
different from that of ﬁlbcrt.i'a oy the Sitznal CGrpsl This che has an
alphabet of 27 charactera and an inner alphabet of 26, with an eccentric
motion influenced b’j’ the lettera that you were acf.\w.lly going %o encipher.
Gith this hand; you gee, you go armmd this way, and, for example, if the
ietter I is represented by E, on the next revolution # Vis repregented by
tho next letter, which happens to be & V for wictor, Now tho British took that
basic invention, and souped it up & bit. Peruaps you ndticed that on the
firet slide the outer alphabet consisted of the letters in normal English
order, on tho_ inner alphabet the letters were in mixed order, what they
did was to add the ides of a nixed alphabet .on the outeide or outer élphabeﬁ.
They changed the form of the device itself, but the cryptographic principle
is identical. Here it is. They had a great nmany of these nanufactured. |
I was at that tlme, in the Autumn of 1917, worl:mg at the Rivorbank .

26

QIRRET

=2 T




L  REF ID:A4148562

QRN

ILeboratories. This thing had been anproved Uy tho British, the French

ani the American cffptog-ayixers in lurops, It wag sent to Washington,
approved there by th‘e' NI~ psople, but Bozziebody there said, "Well, let's
ses vhat tiig fellow out' in Chicego thinks about it Sd they sent ug a
set of five very'short test messages enciphered by this devices 411 I
knew was t.hét a device based upon Wheatstons principles was probably
involved, Ny emloyer cane to me and gave me these five wessages, each
nessage only 35 or so letters long. He amd, uy ﬁant. you to solve this
thing." I said, "But I can't solve anything as ghort ag this. It's
absurd axi unfair. I don't want any part of such a tests Besides, I

have other fish to fry." e szid, "Young man, on the last day of each
monti1 you get a little green piece of paper with oy mame in the iower
right hand corner. If you would 11Le to continue raceiving those pieces

of paper, you will start work on this right awy ¢ I said, "Yes, Sirlt
Well, by hocus pocusg which I won't ¢o into, I succeeded in reconstructing
what I thought wos the basis for the nixing of these letters in here, the
letters of the inner glphabet. The word on r:lrucb it 'ﬁac based sesued

be the word neipher,ﬂ and I theught, “iell, 80 far so good, but unfortunately
there is no way of reccenstructing the outer alphavet by analysis," At thet
tine I hadn't invented the principle of doing so, alfhoug}z about a dosen
years later I did so. DBub in 1917 there was nothing t-.o do but try to guess
what the keyword for the outer alphabot might be, by trial and error, and

I wade this assumptions If o fellow was foolish enough to use & word like
"oipher" as the basis for mixing one alphabet, ﬂé‘d be likely to use an

associated word as the basis for mixing the cther., I tried every word
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associated in my mm with the word Pcipher,” one alter the other, and

it took minutes tb_ﬁesﬁ each jruess. I thouzsht of words 15.}:9 “al_phabet,
gacret, substitution, *vméatatone,"and gso on. Finally, I exhausted oy
efforts, Ifrs. Prieduan, who wes wy right hand man at the tiue, was
sitting in another part of the room, and I said, "Ilizabeth, will you
stop what yon':}é doing- and do sonething for me?® She assid, ".hat do

you want we to do?* I gaid, "Make yourself comfortatle. I am going

t6 say & word to you, and I want you to come back ab mé with the first
word that pons in“oo., you ﬁeéd." She made & pass or two with her lipstick
and said, "Ghoct." I said, "Cipher." ghe sald, "iachine " That was itl
In about tan uinutes we had reconstructed the outer alphabet and solved
the mesaagea; ’i‘;’xe first :nessagé saids "Mis cipher is absolutely
indecinherable.“ Yie telegraphed the solution to Washington, word got to
London, and they had to kill the project. hen I got to the AZF in
France I wasn‘t very well lilked by our British friends.' T™at nisatstone
principle is attfibnm to Sir Charles, but not 1enr' ego by gheer accident

I camp across this device: it's in our musoum now and was made by a

—— - B e

——— -

Major Decius Wadsworth, U.5. Army. Wadsworth was aide to General wmdmuﬁ;
of Revoluticnary i‘wne, and he later begaus (miof of Qrdnance. ilow he
becane interaated in eiphers I don'¢: know, but he certm.n:ly made this
device. It baars on it -~ this is a vary poor picture - the date 1817, while
Wheatstans conceived his device and described 1t in 1370, Hence, credit
for the invention of the so-called ?iheatstone principle belongs not to an
Brnglishnan, but to an American.

I come now to a ciphar devics allegedly invented by & Frenchman, 2
Comaandant Bazeries, and called the "cipher ¢cylinder." . The Bazeries device

.28

Fey rﬁv‘ﬂST

g N el
,»Ui( , b



C . | _&c@EID:}AléBESE '

conglists of a shafi on vrhich are mowtted 20 discs which can be arranéed
in koying order, each disc baamn:; an ideri’tiflfing mmber and having a
different alphabet on it, | Having set wp the disgs in key order, you
line up the letters ofyour plain text messsge thus: : v Je suis
indechiffrab..c" ("I an indecmherablo") is tahat it says on th:i.s lines
angd for your cmher text you can 'baue any ons of.‘ t.hc oumr horizontal
lines of cipher lettcrﬂ T‘uv lookg like a svstem based uen an

ercalient principle, but it is qui-m readily solvable these days - if et

) . ,-f:d"':/ ) ;‘ =
you have t e device, The p"i*minle, however, was not invented by -° . * _»f{,‘\-.. :

,"»-f 0L

Py

mzors.oa, it, was invented b our own ""muas J'afferson, and here is his -
deserintion of the device which he called "the “heel Cypher," using
exactly the sane pringiple. I had an intercsting time digging up the
facts in connection with an article I was asked to write for tﬁe
definttive edition of Jefforgonts writings now being published at
Princeton. In 1915*16 a United States Army officer by tho name of
Parxer ittt independently invented that sa;:ev pr‘inciplé again, this time
not in the form of disca, but sli&ing ﬂrip_é, you see; this is o picture
of his ordizinal model. Jra. litt came to Riverbank, where I was then
edvcating wyself in cr;,mto r.,.nhy, and ahe brought slong her husband's
invertion, gaying it waa pretty hot stuﬁ.‘. Ghe put up a challenge nessago
an the device, which I solved by hocus pocus, you might sayy lz.lfe iz‘n.s-
I thousht, to ugrael:{.’ "Yell, this lady, Irs. -zitt, is beautii‘u‘ arnd
charning, and so forth, but ghe doesn't know wuch about, eryptography.
ihat kind o.c a key would she be likely to use for mixing up the order
of the strips? \ell, she nizht uss the I'.Qy Riverbani Laboratcnesa n

29
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That was it} ‘In, 1916 that same principle wap adoptétl by the United States
Army Signal Corps; thers it is, tho 1=k device. Thls, as you see, wes
25 dises with differently mixed alphabets; you can ﬁut fhem‘on in any
kes order you nleage, -~ axactly the sane principle as Jefferaon'.s or
Bazeries! or Jitt's device employed. ‘e used Ciphor Dé'?ice 19l for
quite a nuaber oi‘ yeéré afier orld War I with soze suc_c-ess.l The Havy,
the Marins Jorps, and the Coast Guard also wacd it. By adopbing Jiti's
.aliding strip forn, which lends itself bebter to changing the nixed
alpha‘z;ets frequently, we got greater security in a'device we called iue
- atrin clpher’ or Cipher Devlriéa-fﬂ-l;’iﬂ in the Ary. _

™is, gentlemen, is a picture of the very firat SIGTOT or one-time
tape cryptographic transmission machine, produceé iay the AT&T Corpany in
1918, too late %o be used in Vorld War I. The pi‘ihéipie is: here you
perforote a tape bearing your plain-text message, here you have o previously-
prepaved Xeying tape passing throurh & transuitter, here is another keying
taps passing through another transanitter; these tapes are different and in
the Zorm of loops of different diameiers. Supnose th‘is one is a thousand
~ characters in 1en,:;tﬁ and the other 999, If you start then out at initial
given points, accordingfindicgtars, those w70 points wonf t come togather
again until you have enciphered 999,000 characters! | A preﬁty good principle,
-but, again, on a challenge, - this was after I came back fron the ASF, was
demobllized and then went back to Chicago to the Riverbank ILaboratories —-
on a challenge, I zolved a set of uessages in tiie systen, without having the
machine or the key tapes. .'fnis vag supposed to be sbsolutely indecipherable;
=2 said so in writing in a letter simed by the Direeﬁbr of rilitary
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Intelligence, but I was sble to solvo the thing, as I have just eaid,
without having the tapes ’ wit.hout knowing how long they 'were, or the
machine, It was a 1ong and interesting solution, bat, I havent{, the
time te go into ﬂ.t.

This i3 & pm’cure of & new type of cryptograbhz.c machines A

: geﬂtlenan b:,r the name of Hebern out in California case fcr’c.n in sbout

1922+23 with a keyboard, a rotor which acts as a sm_tcninb conutator
reallys The mxrrent fx-om the Leyhoard depressions enters at ﬁhis sidé
(a Pixed comut.ator), goes through the wheel here, exits at thisg f‘ixed
comutator, and ﬁhen %o the lj.ght-v-bank or typewriter. UNow, this machine
had only one rotor_" In about three or four years, after collaboration
with the Raw,-'he came oub with & fivé—mael wachine, five rotors; you
gea, 'ahd thése are ,thé types of mtoi;s that he ’used,.lw’aich gave pretty
high éecuz'-ity._ ‘I'hé Havy wag ebozzt-%;é adopt fhesé things. Thoy vere
aboput to place a .céﬁtraet fOl“@?S,QUO-_‘OO with. iiebef'n.z fiow that hit ne
when the chief of the {lavy Code and Signal SQction, L:.eubenant Strubsl -

now Admiral Strubel in charge of 'ohe Bth I‘lee‘b in the waters around

Formess - told ze what the Havy had in the Uay of cash for cipher nachinest
We in the Army d_dn't even have a dollar foz- that sm of thmé, at that

ﬁ:i.-zxe_z tiell, Strubel asked pe: "what about iter X saa.d, "I*11 study it."”
I studied the matter for about six weeks before I had a really good ideas
Then I went to Stz-ube; and said‘,. *I think I can solve messages.” Iie said,
"Yourll have t.ov.shbw Qw.-ﬁ I seid, "All right, I’ acgept &our challenge,®

iie gaid, "OK. What do you want?™ I said, "I want ten messages set up on

your machine,® He gave me the ten messages; and I solved the thing.

N gecREL—
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It was a curiouvs thing t.haﬁ happened to me one evening as I &as

gatting dressed to o out. I'd been worldng at the problen, of course,

and it took weeks of upling distributions and finding my way around.

I had one assistant ot the timo - he was & veteran, an ex-prize Fighter,

with ¢rogsed-cyes, cauliflower ears and all, and he waén't auch help,

exceot in typing. T had reduced a problen involving nillions and

millions of alphabets to a place waere I iad one line of 26 Yetters

reduced to & certain form, If I conid solve that one line 1 would have

a start. Well, I went homo that aveziing I nenticned, fauch preocc'upied.

I had a clear pictﬁ‘e in fy mind of this ome 1linc, but all I knew was

that certéin letters were the sane, certain ones different - and, of

course, I kept in aind the specific positions of fhese letters. Yor

instance, the first six letters were all different, but the 3d, Tth,

hith, 19th and 25th were identicalj the Lth, 21st and 26th were identical,

and 80 on. Well, a8 I said before, while getting dressed to zo out to

2 party that night, fiddling with my black bow tie, all of a sudden it came

to me in a single flash, like lightning). The phrase that would exactly

fit the positions of the repsated and the different letters was "President

of the United States.” Thet was it! The next dgy I cane in and verified |

the aasuwption. In a fow days I ha.n&,ed the ?‘Iax}y g sclution; they killed

the order. The Heborn firm went to pieces; llebern, the inventor and

pregident of the fim, wound up in San Quentin Yor a couple of years

because he ran afoul of California's "blue-sky laws.® You see, the Hebern

Company's wtock had skyrocketod on the hot tip that a Navy order was coming

throughy and \"menv the Havy order didnit cone through as anticipated, the

stock dropped to about £2.00 a s‘nére, Hebern picked up soue of the §2.00
32 —epoper
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atuff, wont $0 o different part of the state, and sold it for 10,90,
The California authoritiss didnt't 1:Um that, go they lput-_him in the
hoosegow. . " ’

This is & picture of the first civher rachine invented and Luilt
in Rurope, czlled the Enigna. It *as gold on the commercial market
until the iazis caze into'pwer. ere are the roto,r‘s," you see; Jour of
them here, & keyboard and the izght bank. You press the keybosrd, the
rotors step, and the lamps 1ight up. You position these rotors according
 to prearranzed keying insmxetiénéo Howy 'al_seo'izi Eﬁvpe a bit later
there ware other inventors; E{efe- is a pachine called the. Eryha, which
was congidered to be a very compiicated and difficult thing - nobody
could solve it, " Here is & Germén professor who pub out a tx'eatiée on
the indeciphorability of the thing, showing how many permutations and
combinations there woye. Iverybody in the wordd could be provided with a
nachine and a differont‘ key, there were so uany permutations and cembina~
tions available., %ell, gentlemen, merely the nuzber of peruutationa and
combinations that a glven cipher éystem afforda, 111@ “the birds thé:b
sing in the apring,” have nothing to do with the case, or at least vary
little. It a1l depends won the nature of thoss permutations and
coubinations, that it, what thay are basically in the cryptographic
sense. For imstance, take the principle of mqma'lphabetic substitution,
“the principle Poe used in "The Gold Bug.® » ihéaref;ically, with a 26~letter
alpnabet you can make 261 cipher a.lp’habe‘ba, | How 261 i;; a large nuiber:
h93,291,l_:,61,:26,,695,635,581456021&; that is, fow* hundred and three
quédr‘illi’ona s o hmﬂred ninsty~cne théu.sand foﬁr hundred and sixty-one

33 |
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trilliony, one hundrcd twenty-gix thousand six hundred and five billions,
aix hmdred thirty-five thovsand five hundred and eighty-Lfour milhona.
Quite a large nunmbers so, if you were to try to solve a cipheyr such as
that in "ﬁhe Gold Bug" and were to go at it simply by tryiaz all those
quadrillions of nerxmﬁatians of the algxabet, youla need lots of time
and .nanpovsr. Beeauae it has boen calculated that merely to write dmm
those ne-'mutat..aons it would ta!:e a thouaand pillion nen working a
thousand wililon ysars to do the major parf, of the job = not all of ..t. -
and the zoroll would reach from Tafth far boyond the planet ’i»fnrcu'y!
Yet, any of you can solve ™he Gol:i Bug® ‘eip‘ner in a few minutes, despite
the vast nwber of perautations that a 26-letter aiphabet zszord,é‘

Here is & piet\&c of a Sﬁo&igh uachine of about,fha sane period:
a keyboard; a light bank; and 8 set of .rotbrs. The rotors ars of & bit
different type in this case. Of course, the light-bank type of machine
wag slow. You had.' to ait down and c:dpy by hand and 80 onj so the
Anvontor of this maehine hooked it up with an electric Remington type-
writer, and tha'b wnas ﬂie first nodel of a g_r'ln_t.i;g civher machinc. ie
later modified it so &5 to have the printing mechanisn self-contained
in thq eryptogreph, and that's a picture of me‘méiﬁm fron the outside;
and there is apic@é of .t.he intornal workings. There is ti}é keyboard.
Here are the awitching ccmut.atoré, with ping vhich are put in and out of
sffective positions, lile on ouwr Gonverter 1i-205. Those pins drive a
vertain lever, here, wiich drives the switching combators » Vhich ayre in
heres you cat alse m‘tch the effects of tﬁe comutaﬁorn by neans of taese
plugs. ‘lere is the print.im nechanism. This style youfll reécogunize as
 being very sinilar to that in Converter ¥-209. The text is priated on a

tape.
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Years agﬁ s of cburae, cozzsideréblg 't.hought began to be dévata:i to

© the enciphernent of telétype cormxications. - Aside from that 1916-19 |
A.T, & T. Company 'mdnlna that 1 shéwed you a fei ninutes ago, this weas
the first of the teletypo cipher attachments developed for securily
purposess LU wWog an inven‘pion of céionel Parket/ Tiitt, who retired froa
the Army about 1925 and joined the international Tolephoue and Telegraph
Company, where he devoted hiaﬁéelf for two or *mréa yoars to producing
this lmac‘ninea There's .tvhe' intemal oechanisn. It. had keying wheels
which ai‘i‘ected the five haunds represeﬁting the telotype character@: Those
wheels siere of difforcatial dié.ﬁeters. Tiis one hed iOllpoint.s, this one
99, tnls ons 97, and go on, down, so that it hed an extremaly long period;
'Ibu_t the length of the period, again, 'like "the birds iuad sing in the
soring," has 1ittle to do with the case. The machine was put into test
usage in the St.a‘be ﬂeparmént , wiich called upon the War Department to
uake @ security evaluation. I was assigned to the job, and had an
intevesting timo with tils. The State Department put wp a series of
negsages. Tiey were staﬁped in at a certéin howe, ,a'bout 10:00 otclock

in 'the: morning} a-boxxﬁ 10530,. Yir. Salwon, the chief pf the State Department
comnunications, called pe and said, "The machine is out of order, Maybe
you can £ix it..“ Iisai;i, #1111 be up there in a few minutes." T slipped
a pilece of paper in ny pocket, and hué_bled over to the State Departuent,
then in the old State, War, and Navy Duilding. Upon arrival, Salmon wWag
apologetic. "I'm 801‘1"},!,& tie said,.“I trigd to cateh you, but you had
already left. Itis wortsin:: again, so I won.'*i'} trouble you.t I said, "By
the ways 1 havoe a qmtion td agh about those uessages.® e imsediately

got suspiclous and asked, "What do you want o know?® And I said,

z @rzﬂ)i‘nil:"f\
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"9ave you got the pléin texts to those ues;sagés hére?" He drew hinself
anay froa e and slaid; "Y!é-el_, ves." I said, "maaré are theéy?t ile sald,
*In that gafe 'over; there.® I gald, "Well, I*1} ait here, You {0 aver
to tie safe and dig out message §o« 7. I want to ask a question about
it." Very reluctantly ke got up, opened tho safe, pulled out twssage
No. 7, and, wita his back to uo, the uessage being neld cluse to nis
veat, said, inat is it you want to know?" I pulled out my piece of
paper, and I said, 'Well, doos it say ———7m and 1 read hinm the whole
nessage. e alm‘o.st' sat down on the floor in astonishnent. ‘ That was
only 35 minutes or so aftér it "m;ﬁ been receijte&. The ITT Company
burned jts fingers on tiis dovelopment, gave up the investment and never
tried again. ':-[*ve. told you about f.he ATRT campémy‘ studying and inventing |
cipher machines, and the IT&T Conpany; the Autosatic Sleotric Company of
Chicago, and the IRM Coumpany aléo tried their hands at it au& failed.
The bagic reason for these failures is that without first-class orypt-
analytic puidance nobody can invant a cryptogrephic nachine that i
going to atand up under orgé,niziad attack by crybtanalysts with the proper
Uinow how." | | B |

This is Converter 1-2G9, which we adopted; it was a Swedish invention
and is vretty good. It was the only ’thing We calms &cross in 1 91¢0 suitable .
for owr use in the field. [ere are keying wheels. [ere is a barrel of
movablo staves, which ére affected b,yf the keying wheely; the staves; us
they nove to jt.he' 1cf§, and in musber from O to 25; aff’eét a p;fint whesl,
and there ig .t.-h'e tape. A very neat gadzed but a bit slow anxd not too

securs wien you have two or more messages in the sawe settiug.



Now, the .rest of the time I would like to dex}ote to a brief
discussion of cryptanalytic gadgetry. This, to my knowledge, is a
picture of the firsﬂ cryptanalytic aid, soaething I got up at
Riverbank woy back in 1916, I think it was: a pair of,gla.as plates
guides or grooves in which alphabet strips could be slid up and down
in order to align letters and study them, for various purposes. I don't
renember noﬁ why I put down on it "The U. S. Wa;r College." I had no
relations with them, but it was mice to hand them a present, so I di
 that. I made those strips with my own hands. This was a wheel with
rubber 1et.ters that I could arrange in any order I pleased to make up
. alphabets. Theret's another view of the thing, and here's a whole bunch
of them put togother, for whatever purposes necessary.

JJow, from that early start have coae a great many very interesting
developnents. Here is a VIl)i-cture of a nemo dated October 30, 193k, which‘
I sent to Capt;,ain King and lajor Akin, now Chief Signal Officer, and in
which I made soue remérks. You can see evidences of tears or ngybe draps
of blood on this thinj. I was asking for a little bit of money to et
soue I8 nachinese. »I said, "Please do your utmost to put this across for
me. If you do, we can really begin to do worthwhile cryptanalytic work."
Well, the plea was sw céssi‘ul ~ we got it. Here's a picture of part of
the contract, you see, dated the 1éth of Howiembef. It took only a month.

And here is what we were getting, and see these prices.. when I think of
the millions of dollars wilich the Army's Sig;lal Intelligence Service spent

" durin;; Vorld War II on this sort of thing, I am amazed that from such

1owlj be[;irmings should. have cone that great establishment of IR! apparatus.

This is a room, just one wing of several in our headquarters during the

__SECREE—
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‘war,‘ with tabuiatihw uachires, here, just one after the other I
macnineg, elthpr standqrd or mod.fmed for swecxal jobs. ,
Yoa know the picture the average person has of a cryptamlyst..

He's a long-haire ie wears thick spec.taclcs,. has long whiskers with
erumbs in them and go onj hé' goeé into a huddle with himpelf and
pretty soon helcmes up with an answer, Well, thatls fay from the |
picture these days. ‘Cryptanaiysis and comaunications intelligencsvia'
"big business® now, and I want to say a word or two about that aspect
of the subject. Cryptanalycis of modern systems has been facilitated,
if£ nut'made pogsible; by the use and applicatibn-of special cryptanalytic
aids, including the use of high speed nachinery of the type pletured
here. Some are standard machinca; but pestly we devise and use
modifications of those 5achihes. ﬁbre,importantl& we have recently
gone into the invention, development, and production of electronic!
cryptanalytic gudnetny. At this point I must take a fow noments to
clarify the picture and in simple language toll you what such padgets

do for use As I gald beforc,. the niwber of peruutations and coabinations
aflcxled by a cryptosystou per se isn't téo signific&nt. It*s what they
are baéically from the stamipeint of théir nature cryptographically
spealing. In modern cryptanélyais what’you aré up against are comp;ex
cryptosystens which usually involve, fcé their solution, the making of
a great multiplicity of hypothesés éach_of.which'ansﬁ.be togted out, opé
after the other, uﬁtil7ybu find the correct one. The job of the crypt-
analyst is to devise sﬁort guts for tésting-the hyputheges, short cuts

often bhased upon the use of statistics relative to frequencies. Onge
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having dév:’r.sed 1:i:.he’: proper .test or f.e;‘ats for each hypothesis, or for
several concurrent hypotheses; huaan labor cz..u‘x be set to work making

the millions of tests in order to £ind the corrcct hypothesis or to

cast out the vast majority of incorrect omes, When the test is compli~
cated, or iemﬂxy, it is obvious thst you'd have to have, as we used to
53y, factorisl fg Ghinoaen to do the job, of éisé tho - Job would take eons.
Bub 1t is our expericnce that every test which can be mpade by hend can

be mechanized, and it is furthor owr experience that in most cases it is
practicable to build machines which will make the tests. I doant't have to
tell you that machines d.bn't tire as rapidly as humans, they don't need
much sleep, or tine out for meals, or for recreation or for guch things as
ghopping, love-makirg, etc. -- in short,’the care and feeding “of macuines
Is a relatively nmch more §imple maﬁter' than the "carc and feeding of
hunan beings.” So, we have cryptanalysts whio devige the tests; then we |
have cryptenalytic ehginmrs who mechanise the tests, and devise s davent,
develop, and produce the machines to pérfom the tests at hiz,h speed} |
tien we have mintma_nce engineers who keen the machines in good working
order; then we have cryptanalybic. asglstants who examne the outbut of
the achineg, aml vho are usually able to take the corredt hypothesis or
few correct ones amxd go on with them to tne i‘inal s_ff.af;e wiere a key is
rccm}'ea'ed;- then we ay ha&e'oth,er aiaclxines waich apply the regovered keys
to specific messages and produce tho plain texts from them, Bub in 2l
these ateps, 131: me epphasize, the imachines only perform, st a high rate
of speed, procasses waich the huzan brain and hand c,an- perfom but only
at a much slower rate = these machines don't, thoy eazi't, renlace the

thinking processes involved in cryptanalysis.

-
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Hcﬁ, T want to ahow 'you wint sous of these machim&. look lile,
Here is & higxly—épecialim‘mchine for deciphering‘ aessages; we call
it an Manalop® ‘éecam_ althouzh it doée what the eneny's c¢ryptosysten
doos; any resemblance between it and the enamy's machine is purely
coincidentels To explﬁiﬁ, I1) say ﬂzisz. Ina m':;ptanalymo processing
cen(‘.er, we try to duplicate with a. fow people vhat thousands of people
on the cneny sido are d'oihg,, for it takes thousands of soldiers to
encipher and decipher the nessages of the many headquarters involved in
inter(.:'mmmicatiun. All these nessages, or most éf them are intercepted,
~ they all flow in“bo. one piace, and you cah only Have a certain muber of
pecple to process them. If you have the key or keys, then it beconesg
a problen of production-line decini:ering; so we devige gpecial machines
to decipher the nepsages. hs I said bafore, the machine may not have any
resenxblance matSOaﬁer to the ereny's cryptographic nmachins, but it
duplicates vihat their ma:chz.ne does, and does go at a high rate of speed.
Horets & picture of sucﬁ a device, In-ii-zia next slide you see a tabulator,
a standard tabulaztor with & special attachment dmaed b our own sngineers
susceptible of what we ¢all deing "brute farge® operations, where you are
trying to solve a thing on the basic of repetitions which are few and
scattered over a larpge volumc of essages. ‘;’Iell,. :.i' youlve got millions
and millions of letters, the location of those vepetitions is a pretty
lgborious thing if you havé to do i‘b by hand, so we -épeed the search up.
A wachine of this kind will locate ﬂ-‘xose fepetitions in, say, one-ten-
thousandths of the tizme that 1t would take to do it by hand. lere im a
specialized sachine, again a tabulotor, with an attachoent, hers, tiat is
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uged for passing ﬁhe text of onc wessaze against the ’qext'of another
messase in order to ‘fiml certain gimilarilies, or perhaps differences,
or maybe homologies, and it does it automatically..b These relays are
sst up accordiny to é-e.x'tain Qir_cuitry 5 you start the zﬁachinc, and 37(
and behold, it produces a printed record of the nessage repetitious
or w‘imf. not;. »

Here is a acliine ‘which I personally call "Rodin.% Redin was the
great French sculptor who sculpted a piece of enginéering known as
#The Thinker.' Tais machine aimost thinks. (nat it does is this: you
set up, or uive it, or feed into it, a cortain mutbor of hypotheses and
you tell it, "ow, you exauine these hypotheses =c écie Uy Wit: one
wiich will answer all‘ the follewing conditions." The uachine takes the
firat hypatheaeé,_ let's say, examines that, and if it comes to a contra-
diction it says, "lell, that's no goody I['1l go back and take up the next
one." And so on. It tests the hypotheses, one after the other, at a
high rate of speed, at electronic speed, That's oniy one smail section of
the nachine. . | _ -

Well, welve got left here a few ninutes in widich I should say sometiing
ahout the current employment or nanner of employnieht of corrmnications
intelli:once. I've'chVOte& ﬁvo hours to talking about the background and
developnent and haven't'.said veryrr.ruch about the nmanner of its employment.
Well, we could discuss that under various headings, but it is obvious from
the disclosures Gf the -Cozigressional Pearl Harbor Conuittee that the namer
of its employument in shortening World Var 11 mnst_, have been very efficacious.

I wish T had the tlue to read you the wiole of the Marsuall-Dewey

i1 R
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correspondencé' that the afticle iﬁ Tine was baséd 'upon, but I think

that just a brief extract will be sufficient tq give you a pretty

good idea of tho contribution COMINT made toward our winning Verld

War II. These are all i;: that correspondence, whig:h was practically
broadcast to all the chai_xceries and war offices of the world when it

was discloséd-» dux_-ing the Congressional hearingse. General liarshall,
you'll renmember, _in his letter to Governor Dewey, sent during the hot
political campaign of 194y, was askinz the Governor not te use certain
inforuation Dewey got by sm'reptitious‘ channels. Here are some excellent
illustrations of the manncf of employment of COUINT:

"How the point to the present dilemma is that we have
gone ahead with this business of dsciphering their codes
until wa possess other codes, German as well as Japansse,
but, our main basis of information regarding Hitler's inten-
tiong in Burope is obtained from Baron Oshimats messages
from PBerlin renorting his interviews with Hitler and other
officials to the Japanese Covermment. These are still in
the codes involved in the Pearl Harbor events.

"To explain further the critical nature of this set~
up which would be wiped out almost in an instant if the
least suspicion were aroused regarding it, the Battle of
the Coral Sea was based on deciphered nessages and there-
fore our few siips were in the right place at the right
tine. Further, we were able to concentrate on our limited
forces  to meet their advances on llidway when otherwise we

- alitoat ccrta.mly would have been some 3,000 miles out of
place.

"{je had full information of the strength of their
forces in that advance and also of the smaller force directed
against the Aleut:.ars wiiich finally landed troops on Attu and
Kiska,

"Operaticns in the Pacific are largely guided by the
infornation we obtain of Japanese deployments. We know
their strengih in various garrisons, the rations and other
stores continuing available to them, and vhat is of vast
inportance, we check their flcet movements and the move-
ments of their convoys.
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"The heavy losses rcoorted from time to tlme'whlch
they sustain by reason of our subworine action largely
results from the fact that we !mow the sailing dates and
the routes of their convoys and can notify. our submarines
to lie in wait at the proper point.

"The current raids by Admiral Ilalsey'!s carrier forces
on Japanese shipping in llanila Bay and elseiliere were
larsely based in tining on the known movements of Japanese
convoys, two of which were caught, as antlclpated, in his
destructive attacks.

% % %

"The conduct of General Eisenhower's campaisn and of
all operations in the Pacific are closely related in con-
ception and timing to the information we secretly obtain
through these intercepted codes. They contribute greatly
to the victory and tremendously to the savings of American
lives, both in the conduct of current operations and in
looking toward the carly termination of the war.t

I %
vhat I an going to say ne#t is_veryhimportant; ‘Thé interception
of foreign communications and subsequént processing requires the services
of nuierous communications andvather trained pérsonnel. In order that
the product nay be most useful operationally, énd not aerely historically

interesting, the intercept traffic has.got to be forwarded as expeditiously

' as possible to the processing center, and after processing the COUINT

product must be promptly transaitted to the people vho evaluate it from
an 1nte111gence point of v1ew, integrate or collate it with 1nte111gence
from other sources, pass the results then to other intelllcence personnel,

and, in some cases where it .aakes a difference — a great difference,

.seconds perhaps — see that it is trénsaitted dircét to operational

commanders. The need for trained communications persomnel, intelligence

b3
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experts, radio and_electronics engineers, mathematiciéns, linguists,
cryptanalysts, aﬁd otﬁer ﬁighly skilled personnel,_military ang
civilian, is therefore quite obvious. It tékes a large orgonization.
In 1939 or 40, the totality of porsomnel in the Army and Havy devoted
to this work was about 300, In 1945 we had 37,0001 That gives you
sone idea as to what it takes, aside from milliqhs and millions of

dollars for equipment, both communications equipment and this type

- of equipuent that I gave you a little story about.

Some of the ciyptanalytic.andrcommuniéations intellizence processes
can be accomplished‘in tﬁé'fiéld to meet certain imediate needs of
field tactical commanders, and these have been provided for by each of
the three Serviées in order to neet special needs in this category.

But communications intelligence procesaing involves a rather large and

intricate complex of a gobd nany activities, much of which can be done

well only at major, large processing plants_where the limited number of

highly skilled personnel can be concentrated and very special specializéd
cryptanalytic machinery can be ins£a11ed and maintained, You see, we
have %to. concentrate tﬁe skified éersonnel_because thax are only a a
linited mumber of them. You can't find people trained‘in tuis field in
civil life, because thore is no need for cr&pténalyéis in comerce or
industry, so that when war comes we don't have a large pool of trained
civiliéns from which to draw to augment our forces. We've got to take
basically intelligent peoplo with g)Od'backgyounds, and good education,
and train them ourselves. Tho'clearance>process alone takes months, and
while during tﬁat_tiée we can give thom some basic training, the more

complex phases have to be absoibedllargely'by on-the-job training,
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:Ncw, I ﬁant_bovséy a few words about the very great importance
of coordination of communication intelligence activities with othor
intelligence 6pera£ions and the tactical situation. There you've got
to have certain cover methods. For exaple, when a decision has been
made to take actiqn based upon éo@municatibna intelligence, a careful
effort must be madé to insure‘that the actioh’cannot be attributed
to communicatioh$iintelligence alone; Othefwise you will kill the
goose that lays;the golden egg. ihen possible; action must always be
preceded by sultable reconnaissance or other opefétions vhich wili serve
as cover 6r-déceptive methods. For‘exaﬁplé;'if there ig a convqy out
in the middle of the ocean and suddenly it is attacked by air, the
question nght well rlse, "Wéll, how tho hell did they know we were
cut.here, Ty off the. beatcn track?“ You see, you make cover for that,
perhaps by air reconnglssance = Or 1t seems that way to the eneny.

. Another aspect of coordinatlon beﬁween oporations and camaunicatlons
intelligence ls to be mentloned. »ye cadiunicatlons 1nte111gence
producers must be carefully and fully oriented to give optimuﬂ coverage
of tactical operaﬁions in'progress,wor'contemplatéda There are juét 80
wmany facilities and personnel available for communlcatlons irelligence
work, aad there's a great deal of trafflc, an enormous amount. Only a
fraction of it can be processed, 50 you've got to neglect the rest.
It's_essential,7theréforé, that the qommuhications intelligence workers
be abreast of thé current situation'so that they'll‘kndw whefe to put
their naximum efforts Also, their knowledge of the tactical situation .

is essential to a proper interpretaticn of certain results they obtain,



T 'importan%, also, to correlate the éomhunications intelliygence wofk

i bactical opcrations in another phase‘of operations. if in exuberance
ﬁr bonbers knock.out enemy radio stations, the very success of such an
opcration has repercussions upon communications inteiligence. You see,:
putting those stationé out of buginess makes unavailable to us a‘lot of

traffic; so that operétions of this sort must be coordinated with the

COMINT authorities. Therc is enother reason for being very careful to

coordinate, and that is that cryptosysteus are usually world-wide or
area-wide in distribution, and if YOﬁ don't coordinate tactical operations
with your COMIIT authoritios; s0 aévto cover up your'squrce of information,
the enemy will sbon suspect.that his cfyptosystem has been compromised
which would have far-reaching consequences. Ybu see,.é commander who is

a recipient of COﬁIﬂT and seeks algéggg advantaée by using it in one
locality mey deprive commanders in othar1areas of much greater advantage;
you want to be sure that you_donft compronise the source of information -=
that's the important point in this discussion. While lmowledge and‘“.
experience point to the nécessity of expioiting every possible advantage
that the situation_affords when you get fhis étuff; and in the heat of
battile the temptatioﬁlis, of'cbursé, very great to use the material whenever
it is availsble, névertheless this often may 1eﬁd to carelessness in its
usé, which mAy lead to Jeopardizing ﬂhe source. -Of course, the full value -

of communications intellisence cannot be realized unless operational use

is nace of it. ilowever, when actlon is contemplated based upon such

intelligence, the possibility of compromise of the source must always be
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o//ne.l.n mind and the denger weighed against the mi];itary advantages to

/ | “ | ;‘.;’,e/_lgai.ned. Minor advantages never alone ave sufficient ground for risking
// :.A“the’ loss'df the source.
: , //" Well, gentlemen, it's 10:00 o'clocke I'm sbr'iy fﬁat we don't havé
any time to answer questions, butI welcome you to examine the _’e_:dzibité ‘
If I can ansvwer a que's‘bion'while'yox;'a.re' doing so, I will be glad to do

/ that. Thank you very much for your 'c'ou.rtésy and your attention,

—
—
- ———




