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° WAR DEPARTMENT
w ARTVHE
OFFICE OF THE CHIEF SIGNAL OFFICER

P,k TWDIV,

WASHINGTON

November 16, 1931

MEMORNDUY TO: Lxecutive Officcr.

ttashed hereto is Y'r. ¥riedman'e report on his investipu-
tion, for the Department of State, of the ciphsr machine submitted
for their consideration by the International Telephone and Telegraph
Company. It 18 recommended that this report be forwurded to the De-
partment of “tate, und that the following be used se « busis for a
letter of transmiftal to be signed by the 3earetary of fars

Reference is made to your letter of Jctober 29, 1931,
and this Department's reply of Novewber 9, 1931, with regard
to the assistunce to be rendered by Yr, . F. Friedman,
Cryptanalyst in the Jffiee of the 3hief Signal Officer, in
your inveptigation of the ocipher mactins submitted for your
consideration by the International Telephcne and Telegruph

}h Gompany. The Department is plemssd to forward herewiih the
. report rendered by ¥r., Friedman as a result of his investi-
gation of the degree of eryptogruphic security afforded by

this mechine.

Should any further assistunce or advice in this con-
nection be vecessury or Sesirable, this Depuriment will be.
very zlad to cooperute with your Department in shutever
munner possible. :

De ¥e Crawford,
Major, Siznal Corps.

Attached;
Report

Epproved for Release by NSA on 11-12-2014 pursuantfo E.O. 13526
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Report on Investigation for the Department of State
. of the aipher wmachine submitted for their coneideration by the
Internstional Telophone and Telegraph Compsny.

1. Pursuant to suthority contcined in the 34 Indorsement,
dated dovember 4, 1931, to a letter dated October 29, 1931, from the
Department of Ltate tc the Seoratary of Var, a study was initiated to
deternine only the degree of cryptographic security afforded by the
above-mentioned cipher muchine,

2. A theoreticsl msthod of solving eryptograms prodeoced by
this machine, without posseseion of either ths mmohine or a knowledge
of the particular key ssttings employed in their production was quickly
established,

3. Two sets of cryptograms wers requasted for test, os set
forsh in the attached Axhidbit ). The mesanges werec deliverad to this
offioe under sealed cover and were recaived st the times indfocated on
the photostatic copies, 'xhidits 2 to 9, inclusive,

4. As rogerds the first set cf messsges, the only informstion
glven by the ttate Depariment was that each message had be¢n enoiphored
by & different lO-lotter keyword, Attached hereto, ladbeled ixhidits
10 %0 13, inclusive, are the solutions to Meesages 1, 6, 7, and 8, of the

‘ set of 12 meseages furnished as Set A, Thers seomed to de oo point in
solving all the massages of this set, it being deemed satisfeotory to
demonstrate, by solving any four of them, the possidbility of solving
sny mesaages of this sategory, all with indepsndent initlal key msettings.
It may be stated that, with prastice, any swssage of this type may de
solved within an hour or less,

5. As regards the sesond sst of messages, Set B, the only in-
formation given by the State Iepartment war thet these four wessages
were the 3rd, 4th, 5th and 6th of a series cnciphered from an initisl
sosting known only to them. Litteched hereto, labeled rxhibite 14 to 17,
inclusive, are the solutions to all four messages thus furnished. It may
be stated, as regards thies method of employing the mechine, that if a
series of 10 or more messages is availnoblo, the detarmination of the
proper initial setting for the series ssn be reached within 24 hours,
posaibly only 12 hours., From that point on, hovevaer, all meessges oan
be deaiphered as rapidly as the legitimate correspondeats can desipher
them, providing a duplioate maohine ia availadle. If no duplicate mechine
is at hand, then the guestion of cuick trmlation becomes one merely of
available elarieul personnel.

¥illism 7, Friedmen,
' Cryptanalyst,
' : Chief of Sisnul Inteliigence Section,
Attached: :
Exhibits 1 to 17, inclusive.

0C51g0 ~ November 16, 1531
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MESSAGE NO. 1 o§ OETA

RIGA
DATED NOVEMBER 6, 1931,

RECEIVED 12140 P. M.

SECRETARY OF STATE,

WASHINGTON.

WHILE NO FIGURES ON THE SIZE OF RUSSIAS THIS YEAR GRAIN
CROP HAVE YET BEEN PllELEASED, OFFICIAL S?EAKERS CITED IN PRAVDA
OF NOV .21‘\11) AND 3RD ANNOUNCED THAT THERE 'HAS BEEN A SERIOUS
DROUGHT eo @

C@hﬁ

(s%m | 4o e Tas o gat J%'Nx,wa WHILE
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NOVEMBER 5, 1931.
6 PM.

AMLEGATION

MONTEVIDEO (URUGUAY)
ARE FLOOR DRAINS IN BATH AND TOILET LOCAL REQUIREMENT?

3ITIMSon

(Suﬁmu% M | ‘;'.Sé-wmu’t-es )
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193 NOV - 11 - Py 46 g
AMERICAN CONSUL, ‘

TOKYO (JAPAN) '

INSTALLATION OF GRILL AUTHORIZED IF PLACED ON NORTHEAST WALL IN
JAMB OF ARCH LEADING TO STAIRWAY FROM THE NORTHERLY CORNER OF LOBBY

No. 17, GRILL TO SWING INTO LOBBY.

STIMSON.
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TO ALL AMERICAN DIPLOMATIC AND CONSULAR OFFICES:

PRESIDENTS PRCCLAMAT ION NOVEMBER SECOND DIRECTS DISFLAY
UNITED STATES FLAG ALL GOVERMMENT BUILDINGS ARMISTICE DAY NOVIMBER
ELEVEKTH, TAKE ACTION ACCORDINGLY.

ST IMS onFFICE
CHIEE SIGHAL OFFICER

201 NOV-12- B 102 20




