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MEASURES FFOR THE INCREASED SECURITY AND MORE EFFICTIENT

UTILIZATION OF GOMMUNICATION INTELLIGENCE

THE PROBLEM

1. To consider whether any change should be made in current
regulations governing the handling of COMINT in ordsr (a) to pre-
serve and improve security with respect to the more sensitive types
of COMINT and (b) to improve the efficiency of exploitetion of the

less mensitlive types thereof.

FACTS BLARING ON THE PROBLEM AND DISCUSSION

2. Sese Enclosure "A" attached.

CONCLUSIONS

3 ©On the:basls of the discussion above referred to; it is

concluded that:

a- It is practicable and advisable to separate COMINT into
four distinet categories (A, B, C, and D}, each of which
maﬁ further bs subdivided into separate classes
The COMINT materizl to be lncluded in each category can be

determined on the basis of sensitivity of source or content.
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¢. A distinction can and should be made in the clearance
standards required for the more senasitive categories
(4 and B) and those required for the less sensitive
categories (C and D); and such distinetion should be
commensurate with the relative sensitivity of the
naterials included in such categories.

d. Indoctrination should be limited to the particular class
or classes of COMINT as to which the indoctrinee has a
legltimate "need to know."

e. Existing principles of COMINT security should be mein-
tained with respect to the more sensitive categories
(4 and B) .

f. The principles of COMINT security applicable to the less
sensitive categories of COMINT, (C and D); should be re-
laxed in order to permit maximum utilization of this
material, but such relaxation should be specifically
regulated so as to insure, so far as possible, that this
is accomplished without risk to the COMINT effort, and

rarticularly to the more sensitive categories thereof .
RECOMMENDATIONS

4. It is recommended that the revision of Appendix B of
the BRUSA agreement attached as Enclosure B be accepted by USCIB

as a basis for negotiations with the U X.

EO 3.3(h)(2)

PL 86-36/50 USC 3605
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FACTS BEARING ON THE PROBLEM AND DISCUSSION

1. All communications intelligence (GOMINT) is currently
subjsct to spacial seouwrity regulations o insure that it will be
produced only by, and disseminated only to; specially cleared and
indostrinated personnel having the "need to know", Under existing
regulationa, the number of such personnel is to be restricted to en
absolute minimum:

2 The primary objesctive of such special regulations is pro-
tection of source.

' a- It is recognized that any nation reasonably sophlisti-

_cated in oryptography which learns that 1ts communioations are I

-.being resd is capable of denying, or at least minimizing, that =¢

source of intelligence to others.

. It cannot be assumed thét forsign nations are unaware

that we are engaged in a COMINT effort Netvertheldsg it is

of paramount importance that they be prevented from ascertain-

ing, particularly on a current basis, (1) the scope of that

effort, (2) the degree of our success in general, or (3) the
specific categories of communications we are able to read

6. I% 18 also recognized that the danger of compromise
of a particular source varies directly with the number and

the reliability of the persons having knowledpe of that source,

Enclosurse A 3.- .



3. The basic definition of the principles of security and

dissemination applicable to COMINT is to be found in Appendix B to
BRUSA, entered into 5 March 1944. It is therein stated (paragraph 2):
"It is recognized that, while the following principles are
in general of universal application, certain of those primarily
applicable to peacetime must be mpdiried in time of war or
smergency. to ensure that the maximum opsrational benefit con-
sistent witn security is derived from the source. Provision

is made heresunder for the necessary modifications. In time of

war or emergency. or exceptionally as agreed by USCIB and LSIB,

Emergency Regulations embodying the emergency principles con-

tained herein shall be brought into foree by the respective

parties .

L, Appendix B to BRUSA was amended in several relatively un-
important particulsrs at the U.S.-British Technical Confaerence, 15~
26 July 1948, but it has not bheen significantly changed since 1946,
No general "Emergency Regulations" have baen brought into force by
the respective parties.

5. Among the developments indicating the advisablility of
making substantial revisjions to Appendix B at this time are the
Tollowing:

8. Aotive military operations are being condusted in the

Korean Theater. This has brought about a rapid incorease in the

number of persons engaged in the various COMINT activities, It

has also multiplied demands for s mors up=to-date approach to
the probvlem of disseminating COMINT to lower echelons in the
combat arms and the problem of effective operational use of

COMINT.,

b The state of "cold war" whioch exists in other sensitive
areas oconstitutes a grave smergency which putse upon us the
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obligation to exploit to ths fullest our all-source intelli-
gence potential- Such exploitation requires the cooperation
of a relatively large number of individuals and raises
diffioult questions as to the moat errective; sacure msans of
exploiting and disseminating COMINT, questions which 4id not
exist, at least in thelr present rorm; when Appendix B was
agreed -

¢- In partiocular, intensive exploitation of plain text in
sonjunction with low and medium grade deorypts is a development
which has ocourred for the most part after the effeotive date of
Appendix B, and it has not yet reached its peak., Ths importance
of this development is sugmented by the denial of high grade

leorypts. Because of the nature of this material, its

errioienﬁ‘qxploitation requires the cooperation of, and con-
sultation witnp more individuals than any other category of
COMINT .

d- Despite tﬁe apeoial security regulations mads appliocable

to COMINT, various 1mportant sources of GOMINT have been

denied to uas. Although tha causes thereof are not known with

oertain.tyc there has been an apparent relation between our

success and denlal in a number or instances which it 1s airfi-

oult to attribute to coincidenceﬁ\ |

6. In the light of the foregoirg aevelopmants, 1t is bellieved
that aAppendix B to the BRUSA Agreament in 1%5 pregant form is not
adequate to insure that COMINT informetion wiil\bb exploited and used

EO 3.3(h)(2)
-5 - PL 86-36/50 USC 3605
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t0 the maximum extent consistent with protection of source, since 1t
does not

~sufficiently reflect the existence of de facto states of
wary and emergency;

-recognize that problems analogousa to those involved in
making effective operational use of COMINT arise in the
non-operational exploitation of this material and should
be provided for in like manner; or

=provide sufficient guldance in solving the security
problems inherent in expanded exploitation of plain text;
in conjunction with low and medium grade decrypts, by
greatly enlarged staffs.

7: The principle or "compartmentalization” is recognized in
the currently effective Appendix B to the BRUSA Apreement:

a. Although intelligence is, in a sense, a "seamless web";
the very concept of classification implies that various types
of intelligence material can, and should for security raaaons;
be segregated for processing, for exploitation;, and for
dissemination .

b. In the.cOMINT field, for a number of years prior to the
BRUSA Agreement, the oconcept of a codeword designator was super-
imposed upon classification and it served to distinguish all
COMINT from all collateral intelligence., Only speclally onleared
and indostrinated personnel are qualified to process, to expleit,

or to receive codeword material. This protection has been

ﬂ6=
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extended to the codeword itself

6. Further refinenent of the same principle is also illus-=
trated in Appendix B to BRUSA, wherein COMINT is subdivided into
three general categories, each designated by a separate codeword
and each, at least to some extent, subject to special handling.
Each element of COMINT is allocated to one or the other of these
categories, namely:

(1) "Special™ Special Intelligence - Special Intelligenoé
which by virtue of its source or content requires exceptional
safeguards. This material 1s designated by the codeword
applicable to Speciel Intelligence with the prefix "Speclal”
or by an agreed subsidiary codeword (Appendix B, paragraphs
17 and 22),

(2) Special Intelligence - COMINT which by virtue of its

source or content rejuires safeguarda less exceptional than
those employed for "Speclal® Special Intellisence but more
restrictive than those governing Traffic Intelligence (e.g-,
Appendix B, ﬁaragraph L).

(3) Traffic Intelligence - All other COMINT protected

by the speociual security regulations applicable to COMINT, ’
but less restricted than elther "Special" Special Intelll-
gence or Speoial Intellirence (e.g., Appendix B, parsgraph
5).
d. The ultimate development of this princeiple is the con-
cept of the "need to know",--the concept that each item of

-7 e
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COMINT, even within the foregoing general oategorieé, is to bve

made only to those cleared and indoctrinated personnel who re-

quire it in the performance of thelr duties.

8. It is believed that existing problems gan be solved without
any fundamentsl change in principle by:

8. Revising Appendix B of the BRUSA Agreement in such manner
as to implement this principle of "compartmsntalization"; which
prinoiple should be adopted to the current situation; and

b: Making appropriate changes in the regulations and
operating procedures of the Agencles, the operations of which
are éoordinated by USCIB. so as to reflest and apply such re-
vision.

9 Enclosure B; attached, 18 a recommended revision of Appendix
B of the BRUSA Agreement which differs from the existing version in
the following major respecta:

a. Revised: COMINT is defined so as to exclude from speclal

COMINT regulationg
(1) Press and propaganda broadcasts, and
(2) Unencrypted military messages of a
tactiocal nature.
Existings Appendix B in its present form contains no
such express exclusions, although in practice,

the first is not regulated by USCIB or LSIB




Revised: COMINT is divided into four general
categories (A, B, C and D), and permission
is given to sub-4dlvide each category into
separate classes.

Existing: As pointed out above; COMINT in practice is
divided into three general categories and
provision is made for certain classes within
each category (e So; items of "Special”
Special Intelligence and Weather Intelligence).

Revised: The basis for division into categories is
sensiti&ity of source or contenty.

Existing: Primarily the basis for division into cate-
gories 1s coryptanalysis as distinguished
from traffic analysis, although sensitivity
of source and content is recognized to a

limited extent.

Revised: Indootrination is to be selective, based on
the "need to know", in that an individual
will be indootrinated only for the particular

oclasses of COMINT he requires to perform his
mission and will not be told about the others.
Existing: No corresponding provision is contained in
the present Appendix B.
Revised: A distinction is masde in the security inquiries

requlred for clearance and indoctrination into

-9.
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Categories A and B on the one hand, and
Categories C and D, on the other. It is
contemplated that this provision will be
implemented by USCIB so as (1) to continue
existing clearance standards with respect

to Categories A and B, and (2) with respect
to Categorles C and D, to require clearance
standards not less stringent then those pre-
sently required for SIiCRET.

Existing: Appendix B makes no such distinction.

f. Revised: It is specifically recognized that there may
be a substantial difference in the numbers
of persons cleared for the respective COMINT
ocategories-

Existing: In its present form, Appendix B contains no
such specific provision, other than the
principle of the "need to know", the appli-
cation of which is not spelled out-

g- Revised: The existing general principles of COMINT are
retained, but it is specifically provided:

(1) Wwhen and by whom an exception may be made
with respect to each ocategory of GGMINT;
and

(2) That Category C and D COMINT only may be
disseminated to unindootrinated personnel
when suitably "disgulised™, and the meaning

~ 10 =
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of the term "disguised" is defined.
Existing: Provision is made for exceptions to the
general principles of COMINT security bdut
such exceptions are not sufficiently
spelled out nor are they Qufriciently
elastic to permit adequate exploitation
of the less sensitive categories, the
compromise of which would not endanger
other aspects of the COMINT effort.
especially in time of limited emergenocy
or loocallized hostilitles,
h., Reviaed: Two additional general principles of COMINT
security have been added; namely:
(1) Provision is made for the exchange of
UK and US olearance standards to insure uni-
formity: and
{2) So far as practicable, in the dissemi-
nation of each class of COMINT, even though
to cleared and indoctrinated personnel having
the “neéﬁ to know", technical data identifying
the particular source is to be omitted.
Existing: Appendix B in its present form contains no
corresponding provision.
1. Revised: Each class of COMINT is identified by an un-
classified "designator", the meaning of which

= 1) =
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can not be revealed except to persons author-
ized to receive (clearsd and indoctrinated
for) the material designated therseby.

Existing: Each category 1s ldentified by a classified
codeword, but the meaning of such codeword;
in practice, is not revealed except to
person authorized to receive the material
designated thereby.

J: Revised: The classification of COMINT material is to
be determined in accordance with established
standards, provided thatb:

(1) All Category "A" must be classified
TOP SECRET,

(2) All Category "B" material must be
classifled not leas than SECRET,

(3) All Category C and D meterial must be
classified not less than CONFIDENTIAL,

If sither the COMINT designator or the

classification as applled to a particular

itenm requires a more restricted handling;

such restricted handling is to be given'the

item.

Existing: The inter-relation of codeword and classifi-

cation is not nmade entirely oclear

« 12 =
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k Revised: An attempt has been made to put the various

provisions of Appendix B in a somewhat more
logical sequence.

10 Enclosure C, attached, affords an indication of the effest
of the adoption of the recommendations made in the present sbudy; as
respeots:

a Particular source,

b- Classirication,

¢, Clearance standards;

d. Numbers of persons cleared.

@ Compartmentation, and

. Dissemination outside USCIB intelligence comronents.

11, The principal advantages of the recommendations herein pro-
posed are assessed as follows:

a. A return to the striet spplication of highest security
standarde for the protection of the moat sensitive COMINT material
by means of separating from the present; overall body of special
intelligence a large body of low level and plain text material.

b. The establishment of a flexible mechanism for handling
unigue problems (such as WHEEL) on a regulated rather than an ad
hoe basels.

6. Provision for broad dissemination of low-level tactical
material for which such disaemination is necessary and outweighs
the degree of risk involved.

déd Provision for broad dissemination and use of plain text

=13 =
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material without detriment to the most sensitlive COMINT

with which it is now asscolated.

e Striot regularization of progedures for sanitizing and
disguising materials.

f. Allowance for a great increase in the efficiency of
CCMINT operations through:

(1) Permissive lowering of investigating and clearance
standards for indoctrination to handie low=Llevel
materials.

(2) Allowance for clear-cut compartmentation within
the COMINT effaxt -

€. Antieipation of s clear-cut delineation of thoss COMINT
activities or products which may be exchanged with third parties-
12. The prinoipal risks appear to be as follows:

a Considerable inorease in the number of people involved "
in COMINT asotivities with respect to the less sensitive categories.
b, Considerable increase in disasemination with reaspect to

such cgategories.,
¢. The admission of large numbers of people to only one of
the tents on the-midway thareby arousing their curiosity about

other sideshows

- 1 ~
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RE=-DRAFT OF APPENDIX B

TABIE OF CONTENTS

1=2, INTRODUCTION
DEFINITIONS

3, Communication Intelligence

ho Category ©"A"™ COMINT

56 Categoxy "B COMINT

69 Category "C" COMINT

7o Category "D'™ COMINT
INDOCTRINATION

8o Securlty Inquiries

8o Standards for each category.

b=d. Detemmination of "nsed t+o know" for
indoetrination.

e, Emergency waiver of security inquiry.
9 Maintenance and exchange of records of indoo=-
trinated personnel.
PRINCIPLES OF COMINT SECURITY
General

Reatriction on combat activities of indoce
trinated persons,

Time 1limit for safeguarding COMINT never expires.
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16,
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18,
19,

20,
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24,
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"Need to know" as applied to each item of COMINT;
restrictions on numbers of persons cleared for each
class of COMINT; commercial advantage prohibition.

PRINCIPLES OF COMINT DISSEMINATION
General

Designators, classes, classification df designators,
1lists of COMINT under each designator.

Classification of Categories A, B; C, D, Raw Traffic,

Specific Principles of Dissemination Applicable to
Category "A",

Speecific Principles of Dissemination Applicable to
Category "B".

Specific Principles of Dissemination Applicable to
Category "C",

Specific Principles of Dissemination Applicable to
Category "D",

PROCEDURES .
Use of Designators and Classification on Documents.
Means of transmitting Category "A" and "B" COMINT.
Means of transmitting Category "C" and "D" COMINT,

Means of transmitting Raw Traffioc.
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APPENDIX B
PRINCIPIES OF SECURITY AND DISSEMINATION

INTRODUCTI ON

1, These principles shall be the basis of all repula=
tions for the sscurity and dissemination of Communicatlon In-
telligence issused by or under the authority of USCIB or LSIB
and other appropriate officials of the Government
parties, The scope and phrasing of such regulgtions may vary

in acecordance with requirements of the Partles, Agencles; De=

partments, and Ministries to whom they are deslgned to apply,
but all shall be in accord with these basic prineiples in
every respecst. To ensure uniform interpretation of what cone
stitutes such accord, each party shall forward all such
regulations to the other for information.

2, I% is recognized that, while ?he following principles
are in general of universal application, provision should be
made for pertlinent modificatlions in the event of war or emer-
genoy, to insure that the maximum operational benefit con-
sistent with security is derived from the source, Provis@on
is made herseunder for modification iu specific situations, It
is contemplated thnt in time of war; or exéeptionally as agreed
by USCIB and LSIB, additional FEmergency Regulations embodying
emergency provisions shall bé brought into forsce by the re-

apective partles.

FOPSECRET
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3. Communication Intelllgenne QOOMINTI is the name
given to the results (including end prod.uctsa details of ana-
lytic methods and prosedures, and 1nrormatipn relative to the
degree of suocess achieved by analysis) derived from the work
of agenoies, the operations of which are cobrdinated by USCIB
and LSIB, which study communications (1nclu@ing radioc trans-
mission and telecommunications of all kinds, save for press and
propaganda broadcasts and unencrypted military messages of a
tactical nature) not originated by :lauthorities,

a.  The terms Communicatlons Intellisence (COMINT)

and Signal Intellirence (SIGINT) are synonymous.
b, Communication Intelligence is divided into four
general categories; as followss
(1) Category "A" COMINT
(2) Catogory "B" COMINT
(3) Category "G" COMINT
(L) Category "D" COMINT
G, As agreed by USCIB and L3IB, each of the fore-~
going categories of COMINT may be subdivided into separate
classes in ordsr to permit differentiation in the processe
ing, ezploitation; or dissemination of any one or more of
such oclasses.
Lo Category "A"™ COMINT is that Communication Intellis
gence which by virtue of the sensitivity of its source or cone

tent requires the most exceptional safsguards and which should

~-18-
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therefore be controlled most strictly in processing and in exe
ploitation and limited most strictly in dissemination, Source
protection is the paramount consideration affecting Category
"A" COMINT.

8o There 1s no single criterion other than sensi-
tivity of source or tonSent to dlstinguish Category "A"
COMINT. It shall include: (1) Those results pertaining
t0 analysis of material protected by cryptosystems.(inn
cluding those applied to procedural systems) which, by
their nature, afford the highest orders of crypto~secu-
rity; and (2) COMINT of other categories (including plain
text) dealinz with certain most highly sensitive subjects,
5. Category "B" COMINT is that Communication Intelli-
gence wnich; by virtue of its source or content, is sufficlently
sensitive t0 require sateguards of a high order; but not the
exceptional safeguards made applioasble to Category "A"™ COMINT,
Protection of source is alao the paramount consideration with
respect to Category "B" COMINT,.
8c Illustrative of the types of material whioch it
is contemplated will from time to time be included in
Category "B" COMINT are: (1) those results appertaining
t0 analysis of material protected by eryptosyrstems [(in-
cluding those applied to procedural systems) whieh; by
their nature, afford medium or high (but not the highest)
orders of orypto-security; (2) those results appertaining

«10=
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to traffic analysis 2nd transmitter identification where

analysis of complex procedural systems is involved; (3)

those results appertaining to the solution of sensitive

plain text proformas; (4) those results appertaining to
subjects of medium or high sansitivity; which do not
warrant inclusion ‘in Category "A"3 and (5) those results
appertaining 4o the analysis of complex meteorolorical
reporting systems,

6, Category "C" COMINT is defined as those results ap-
pertaining to the analysis of texts of unencrypted messages
(inocluding those transmitted by voice) except (a) those re-
sults which may; by virtue of sensitivity of source or con-
tent, be placed in a higher category, and (b) unenerypted
millitary messages of a tasctiocal nature, excluded from the
definition of COMINT undex paragraph 3; above,.

7. Category "D" COMINT is Communication Intelligence
of such of such low degree of sensitivity of source that 1its
compronmise would heve a minimum effect upon other aspects of
the overall COMINT effort and which, to be useful, must be
disseminated Operationally to0 subgtantial numbers of indoc-
trinated personnel, clearsd for the olassification appertain-=
ing to its content. Operational dissemination, as used herein,
includes dissemination to combat units in the field and to other
recipients having the "need to know".

«20=
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8o Unleas otherwise specifically agreed by USCIB
and LSIB, Category "D" COMINT shall be striotly limited
to: (1) those results pertaining to traffic analysis
(including Direction Finding) of specified tarpget nations
wherein no analysis of complex procedural systems is in-
volved; and (2) those results appertaining to the analyw~
sis of e?yptosystams of a medium or low order of erypto-

seourity, as may be specified by either party.
INDOCTRINATION

8. Except in categories of persons and in individual
eagses agreed upon from time to time by USCIB and LSIB, all
personnel 1o be assigned to Communication Intelligence duties
or indoctrinated as reeibients of Communication Intelligence
shall be the subject of special sscurity inquiries. To ensure
that such inquiries ars similar In character; each party shall
forward all regulations governing the same to the other for
information,

8 It is recognized that the standards of such
special security inquires may dirrqr depending on whether
the individual in gquestion will have access

{1) To Category "D" COMINT and/or Category "C"
COMINT, only; or

{2} Additionally, to Category "A" COMINT and/or
Category "B*" COMINT

and that such differences will be commensurate with the
difference in the gensitivity of the materials included

in such categories,

TOP-SECRET
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b The prinoiple of indoctrination is based on the
"need to know", which means that each person will be in-
dootrinated only for such portion o Communication In-
telligence (which may be any one or more classes of
GOMINT) as he requires in order to perform his assigned
mission., The indootrinations for the various classes of
COMINT will differ in accordance with the "need to know".

6o Above all it 1s imperative that unauthorized

persons be prevented from ascertaining, partimlarly on

a ocurrent basis, (1) the scope of the COMINT effort, (2)
the degree of success obtained in geml; and (3) the
gpecific types of communications which can be read., It
is only by a striot application of the principle of the
"need to krow" to COMINT indoctrination; ag well as to
its dissemination; that it will be possible to minimize
the risk of compromise inherent in the indoctrination
of substantial numbers of individuals.

do A person who has been indoctrinated for one or
more of the less sensitive classes of COMINT may be in-
dootrinated for one or more of the more sensitive classes
thereof only after such individual has been the subject
of the special security inquiries applicabl:e t0 ths moré
sensitive material.




REF 1D:AS5530

8, In time of war or emergency, or in areas agreed
upon from time to tims by USCIB and LSIB as subject to
Emergency Regulations; or otherwise as sgreed by UXIB
and LSIB:

(1) ZExceptional occasions may arise where it

is oconsidered essentiszl for an individuel to take up

his duties before the special security inquires oem

be completed. In such case; the person concerned may

be suitably indootrinated on the authority of such

senlor officers or officlals as are degignatad by the
respective parties, In all suoh cases, steps shall

be taken to ensure that speclal security inquiries _

are ocompleted as soon as possible after indoctrination.

(2) It may be considered essential %o employ;
s0lely for intercepting or trenslating raw traffic in

connection with the production of Category "C" or "D"

COMINT, persons as 0 whom the prescribed speclal ]

security lnquiries are impossible or impracticable,

In such mmee;'9 the persons concerned may be apecially

indoot rinated for such limited purpases; and not otherw

wisa; on the suthority of such senior officers or of=
ficlals as are designated by USCIB or LSIB, after such
specisl saocurity inquiries as may be prasticabdle have

been made,

TOP—SECREF
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9. USCIB and 1SIB shall meintidin complete lists of
persons currently indoctrinated for Category "AM and Category
nB® COMINT under their respective Governmants; specifying in
each instence the one or more elasses of COMINT for which the
person concerned has been indocotrinated.

a. No national of one party shall be permitted ac-
cess to the other party’s COMINT agencles m.--to the proe-
duots; or knowledge of the existence thereof, unless he
be approved by his pareat agency or Board; and be properly
indootrinated; and such access or knowledge shall at all
times be limited strictly to the particular one or more
classes of COMINT for which the person concerned has besh
1ndoctrinated; with the aspnroval of his parent asgenoy or
Board,

bo USCIB and ISIB shall keep each other :gully in-.
formed of the Departments, Mi.nistr!.es; Agencies, Offices,
Headquarters; and Commands receiving Category "A'™ and
Category "B" COMINT, or either of them; Oor any one or
more classes thereor; indicating the approximate number .
of indoctrinated persons qualified to receive each alass,

GE L, PRINCIPLES OF COMINT SECURITY

10, The value of Communication Intelligence in war and
peace cannot be overestimated; conerv?.tion of the source is
of supreme importance. It is essential, thererore; that the
produot!.on; ezploitat:!.on; and dissemination of COMINT, and as
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well of all related or resultant :!.nrormation, be strictly con-
trolled and appronriately limited. The provisions of these
regulatiﬁns shall apply to auy intelligence which, in vhole or
in part; includes items which can be traced solely to COMINT
sourses,
1l. a. The physical security of related documents is not
alone sufficient; it is esgsential that all reference to the
existence of COMINT, either direct or .’mdi.rect; be avoided
except among those to whom the knowledge 1s necessary for the
proper performance of their dutles.
b, Every effort shall be made to ensure that:

(1) No person who has been a recipient of Cate-
gory "A" COMINT or who has been engaged in its produc-
tion within the preceding 12 months shall be assigned
to or be engaged in activities which might reasonably
be expected to place him in a position where he might
be captured by an enemy or otherwise be forced to sube
mit to questioning by unauthorized persons.

{(2) No person who has been z recipient of Cate-
gory "B" COMINT or who has been engaged in its produe-
tion within the preceding 6 months shall be assigned
to or be engaged in activities whioh might reasonably
be expected to place him in a position where he might
be captured by an enemy of otherwlise be forced to sube
mit to questioning by unauthorized persons.

TOP-SECRET
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12, The time limit for the safeguarding of COMINT never
expires, It is of the utmost importance that; subjeot to the
limited exceptions hereinafter stated, complete and absclute
silence on all Communication Intelligence matters be maintained
by thosc who have ever been connected with the Communication In--
telligence organization; and by all individual reci?ients of
Communiocation Intelligence; whether past or present, unless and
to the extent that they are fresed from this obligation by un-
mistakable and categorical order of proper authority as shall
be designated by the respective parties, If at any time in-
dlscoreet matter referring to Communication Intelligence is
broadeast or published; even through by prominent people or
those in authority; tris does not in any way free those other
persons who are, or ever have been; produsers or recipients
of Communication Intelligence from their continuous obligation
to maintaln silence in accordance with ﬁhese regulationso

.130 The principle governing thd production, the exploita-
tion, and the disseminetion of COMINT iIs the "need to know", and
this principle extends to each item of COMINT as well as each
class thereof. IEach item of COMINT shall thersfore be made known

only to those lndividuals who xequire it in ¢the performance of
their duties and, witt the limited exceptions hereinafter speci-

fied, who have been appropriately indoctrinated with respest to
the particular clasa of COI'INT ¢$o whiech such {tem apnertains,
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a, Every effort shall be made to restrict the
nunmber of persons indoctrinated as to each class of COMINT
to the absolute minimum., It is recognized as consistent
with this principle that there may be a substantial dif-
ference in the number of persons indoctrinated for Cate-
gordies mA", YB", "C*, and "D" COMINT, respectively.

b So fer as practieable; in the dissemination of
each clasg of COMINT to clearad and indootrindted personnel
having the "need to know"”, technical data identifying the
particular source shall be omitted.

6o It ahall be permissible for persons indoctrinated
in less sensitive classes of COIINT to work within Agencies
or Centers in which there are located other persons engaged
in the production or exploitation of more sensitive classes
of COMINT, only so long as due precaution shall be taken
(by providing segregated; sacure arsas for activitles ro-
lated to the more sensitive classes, or otherwise) to insure
that the activities and knowledge of such persons are conw
fined to the olass or classes of COMINT for which they have
been indootrinated. ]

do Communications Intelligence shall never under any
circunstances or in any form be disseminated to any Mini-
stry, Department; Agency; Organization; Offioe; or indivi-
dual from which or from whom it might reasonably be expected
to find 1¢s way, officially or extraaorfioially; into the
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possession of any person or group who could use 1t Tor

commercial competition or commercial gain or advantage.
PRINGIP@ES OF DISSEMINATION

14, The principle that the preservation of comnmunication.
intelligence sources 1s a vital conslderation affecting the use
of Communjcation Intelligence; and any actlon taken with respect
to it, shall be recognized at all times. In applying this prin-
oiple, intelligence and operational needs must be balanced against
a realiatic appraisal of the risk of compromise of source, It is
to enable this %o be done; and not in derogaiion of the above=-
mentioned prinniple; that some differentiation is mzdein the
rules of security and dissemination apnlicable

a. to the various classes of Comunication In=
telligence and
b. under sreecisl circumstances affecting the

natlional security.
DESIGNATORS AND CLASSIFICATTON

15, The purpose of the designators applicable to the
various classes of COMINT is to indicate thnt the material
designated thereby is COMINT of a particular degree of sensi-
tivity of source or content and is to be handled in acoordance
vith the COMINT regulations applicable therets,

-:28:
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Qo SubJect to the provisions of paragraph 150, belowg
all Category "A" COCMINT shall be designated by an agreed
designaﬁor;'whlch shall be un@lassified; but its meaning
shell not be revealed except to persons euthorized to re-
ceive the material dsaignated thereby.

bo In the event that eithexr party produces individual
items or a class of COMINT which by reason of the extreme
sensitivity of source or content should be restricted %o
categories of psrsonnel mors limited than those qualified
to receive Category "A"™ COMINT, it will be for such perty )
to request that such items or class of COMINT be designated,
with the consent of the other; by an agreed separate or sub-
sidiary designator and to indicate the nature of the reg-
tricted distribution to be given to susch items or class. Any
such sseparate or subsidiary designator shall be unolassified;
but 1ts meaning shall not be revealed except to persons
authorized to receive the material dealgnated by that par-
ticular seporate or subsidiasry designator.

G, TLach agreed oclass of Category "B" COMINT shall be
designated by an agreed designator which shall be unclassiriod;
but its meaning shall not be revealed exocept to persons .
aunthorized to receive the class of material designated thereby.

do All Category ""C" COMINT shall be designatiéd by an
agreed designator; which shall be unclassifiad; but its meshe
ing shall not be revealed except to persons authorized to re-

ceive such material with designator,
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e, All Category "D" COMINT shall be designated by an
agreed designator whiech shall be nnolassified; ut its mean-
ing shall not be revealed except to persons authorized to
ieceivg such material with designator.

fo Technical matter appertalning to the production
of each class of COMINT is to be handled in accordance with
the r?gulations apnlicable to the oclass to which it appere
tains, and 1f 1% appertains to more than one clngs; t0 thosge
applicable to the more sensitive of such classes, .

&o Documents whioh reveal actual sucoass; progress,
or processes in the production of each class of COMINT shall
bear the appropriste designator and be subject to the reg-

ulations applicable thereunder; provided, however, that this
shall not require that a designator be applied to papers
which do not revesl any of such racta; even though such
papers may refsr to COMINT ectivitlies and organizatiuns;

80 long as each of such papers 1is olassified not lower

than SECRET.

h, Iutually agreed lists shall be prepared and ?ainw
tained in current gtatus by USCIB and ISIB to indicate, by
source, by content, or by other mutually anderstood means
of 1gentification the types of COIMINT which are to be desiga'-
nated as Category "A", "B", "C" pr "D".GOMINT, réspeotivply,
together with the separate -or subsidiary designator applii-

cabls to eash claass thersof,
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16, The classification of COMINT shall be TUP SECRET,
SECRET, or CONFIDENTIAL, as apprOpriate; uging established
standards for such olassirications; subject to the following:

8. As provided in the preceding paragraph; tpe
respective COMINT designators shall be unclassified,

but the meaning of each of them shall be classified in

the sense that such meaning shall be made known only

to persons authorized to receive the material designated

theredby,

b, Category "A" COMINT shall be classified
TOP SECRET,

6, Category "B" COMINT shall be oclassified
not lower thsn SECRET.

d. Category "C" COMINT shall be classified
not lowexr than CONFIDENTIAL,

e, Category "D" COMINT shall be classifled
not lowex than CONFIDENTIAL,

: Technical matter appertalning to the pro-
duetion of COMINT shall bear the classification ap-
propriate for the material to which it asppertains,

8. Raw traffic (1000; intercepted traffic show-
ing no evidence of processing for COMINT purposes
thereof; inoluding items thereof carrying a case
number and/or an srbitrary practioce traffic desig-
nator) shall be classified not lower than CONFIDENTIAL,
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he In those cases where there is any difference in
the dissemination of any item of COMINT, depending upon
whether the rules made applicable by the COMINT designator
or those made applicable by its classifrication be applied;
those rules requiring the more limited dissemination are
to govern,

17. Nith respeot to Category "A" COINT. preservation of
source shall be the paramount conslderation in time of war and
peace alike, No exception shall be made to the following rules
governing such material without the prior agreement of USCIB
and ILSIB, save in a case of extreme emergency in which there
is en imminent threat to the vital nationsl interests of a
BRUSA party.

a. No Category "A" material; including any intelll-

gence which in whole or in part can be traced solely to a

Category "A" COMINT source, shall be disseminated to any

person who has not previously been cleared and indoetrinated

-for such material and the number of such persons shall be
kept at an absolute minimum,
b. No aotion based on Category "A"™ COMINT shall be
teken lacking suitable "cover”, which, for the purpose of
this rule; shall be interpreted to mean substantially
identical informetion based upon a genuine, less sensitive

source (including a less sensitive COMINT souree).

[ 32:
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Go The determination of a case of extreme emsergency
Justifying making any exception to the foregoing rules
shall only be made at the highest departmental or
ministerial 1evel; and in such a case:

(1) Any necessery communication shall be so
worded that the subject matter cannot be traced back
to a Category "A" COMINT source (with names; 'btmes;
positions; and other data identical with that from
original deocrypted texts omitted or carefully dis-
guised) apd the "A" designator shall not be used in
coannection therewith.

(2) A studied effort shall be made to ensure
that such action cannot be attributed to a Category
nA" COMINT souroe; by providing suitable cover onr
otherwise affording a rational basis for attr@.buting
such aotion to another, less sensitive source,

18, ith respect to Catesory "B" COMINT, preservation of
source shall always be a highly important coansideration, but it
may be qualified by intelligence and operational needs under the
circumstances hereinafter specified. No exception shall bs made
to the following rules without the prior asreement of USCIRB and
LSIB. .

8o Subject to the exceptiona hereinafter speolfi_ed;
no Category "B" COIINT, inc:!.uding any intelligence which in
whole or in part can be tra;;ed solely to a Category "B”
COILINT source, sh~1ll be disseminated to any person who has
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not previously been oleared and indoctrinated for such
material and the number of such persons shall be kept

at a minimum commensurate with the sensitivity of the

particular source or of its content.

b, An exception to the foregoing rulse may be made
in a case of emergency involving a matter of importance
to the national security of one of the BRUSA parties; but
only by senior officers or officials at a level to bs
agreed by USCIB end LSIB,

(1} In determining whether an emergency Jjusti-
fying suoch en exception exists, due_regard should be

given to the followling:
(1) "hether a state of peace or war exists,
Either USCIB or ISIB may, by notification to the -’

other party; designate a particular ared in which
hostilities exist, and br virtue of such designa~
tion Category "B".COMINT relating to the area
designated shall be regarded as subjeot . to war-
time regulations.

(11) The relative sensitivity of the parti-
ocular COMINT source involved and the possibility
that its compromise may 1ead_ t6 the compromise or
loss of other COMINT sougces'. particularly those

which are more sensitive,

=34
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(111) Whother the particular action contem-
plated is of sufficlent importance to Justify
the inherent risk of compromise or loss of source.

{iv) The effect of such compromise or loss
on other commands; areqs; or operations at the
time and in the future.

(v} The availability of sultable "cover",
whioh; for the purpose of this rule; may be sube
stantially similar informatlon derived firom a
collateral intelligence source or appropriate re-
connalssance or other oovering action with respect
40 a specific target or activity revealed by
Category "B" COMINT,

(vi) The necessity that operational use be

made of such Communication Intelligence 1# order
to reallize its full value. "Operational use" as
employed herein includes action taken by any
sovernmental authority on matters of importance
to the national security.

(2) In meking any such exceptlion, studfed effort

should be made to ensure, so Tar as possible, that the
aoction taken or the communication made cannot be attris
buted to a Category "B"™ COMINT source alone., Any neces-

sary order or communication should not bear the "'B"
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designator and should be so worded (with names, dates;
positions, and other data identical with that of the
original text omitted or carefully disguised) that the
subject matter cannot be traced to COMINT sources. Un=
indootrinated personmnel involved ars to be given only
the minimum informetion they require, with no unneceg.
sary detail; and; where praoticable; the action belng
taken or the cormunication being made should be attri-
buted to a simulated collateral intellinence source.

(3) Any action taken, or any communication made;
lacking suitable cover; must be carefully balanscsd
against the possibility of compromising the source or
sources involved., Only after it has been decided that
the over-all military or other advantage to be gained;
realistically considered, clearly outweighs the loss
which may result from compromise of source; shall a¢=-
tion be taken based on Category "B" COMIN™ or a come
munication based on Category "B" CO"INT be made availa=
ble to unindoctrinated personnel in the absence of sult-
eble cover,

8 A gecond exception to the rule of paragraph 18s,

above, is that forecasts or conclusions derived in whole or
in part from analyses of maps on which rssults appertalning
to the analysis of meteorological rsporting systems are
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plotted may be issued to fiying personnel and to other

personnel who are not indootrinated for Category "R"

COMINT, but only in such form as can give no indication

vhatever of the source.

19. Yith respeot to Category "C" COMINT, preservation of
source is an important consideration which should always be
sarefully weighed against the necesslty of produeing and 4is-
seminating satisfactory intelligence,

2o Subject tc the exceptions hersinafter specified,

no Category "C" COMINT, including any intelligence which in
whole or in part can be traced sclely to a Category "C"
COMINT source, shall be disseminated to any person who has

not previously besen cleared and indootrinated for such

material, and the number of such persons shall be the mini-
mum commensurate with (a) the sensitivity of such materiall
(b) the personnel needed to produce satisfactory intelli-
gence therefrom and (o) the necessity for adequate 4iasemin-
ation.

be Intelligence based in whole or in part on Cate-
gory *C" COMINT may be diseminated without the "C" desig-
nator to unindoctrinated personnel qualiflied to receive
information of the classification required by the subjeot
nmatter if the sourece of sush intelligence has been aporoprie

ately disguised prior to such dlssemination. The source of
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such intelligence is considered dlsgnised if, and only if:
(1) All technical data which might identify the
COMINT source has been removed; and
(2) A studied effort has been made to disguise
the intelligence to be dissominated: so that it will
not be attributed to a COMINT sourca; by:

(1) Rewording the subjeot matter so as to
conform to oollateral intelligence information
whioch is substantially similar; or

(i1) Attributing the intelligence to a
genuline or simulated colleteral intelligence
source; or

(111) Otherwise affording a rational basis
for attributing such intelligence to another;
less sensitive, source,

20, Category "D™ COMINT shall be governed hy the sames rege
ulations as those made applicable to Category "C" COMINT in the
preceding paragraph.

PROCEDURES .

21. Subject to the limited excenptions specified above and
herelnafter:

8. The appropriate designator and eclassification shall
appear on every sheet of paper which contains, or discloses
the existence of, any class of COMINT. This rule applies to

maps and charts on which are plotted data and informmation
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derived from any class of CO"INT, The apnropriate desig-
nator and dlassification shall be encrypted in the text of
every snorypted communication conveying COMINT and shall
appear in plain language at the head of the decrypted
version,

b. All doocuments containing COMINT and technical
matter shall remain exclusively in the custody of persons
who have been appropriately indootrinated for the claas of
COMINT therein ocontained, secure from exsmination by non-
indoctrinated persons,

6. An exception vhich is apnlicable to each class of
COMINT permits an Agency engaged in the production of Com=
munication Intelligence; at the discretion of the senior
of ficer concerned and after full consideration of the risks
involved to the souroe; to omit the classiflcention and the
designator from its work sheets and similar documents used
exclusively within the Agency or within intercept or D/¥
stations in technical operations,

22, Material bearing the Category "A", Cabtegory "B" or
Category "C" COMINT designators shall be transmitted as follows:

B, Encrypted, in systems specifically provided for
this purpose.

b Unencrypted:

(1) Sealed, by safehand channels, over routes

gpecificeally approved by USCIB and LSIB,
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{2) Over landlines, specifically approved in
each instance by USCIB or LSIB.

() over oompletély protested loecal cormunice-
tion systemb exclusively internal to Agencies or Of-
fices prt‘)duc ing or utilizing COMINT of the appropriats
sclasses.

23, Cormunication Intelligence material bhearing the Catew
gory "D" COMINT designator shall be transmitted in the same man-
ney as Category "AY COMINT designator material whenever possible.
“hen it is not possible to transmit by Cutegory "A" CONINT desige
natoy channels; the material may be transmitted by conventional
channels used for material of identical classification,

2k, Raw Trafflc classified CONFIDTMTIAL and CONFTNENTIAL
technical material shall be transmitted as follows:

'ae Encrypted, in systems specifically provided for
this purpese.
b Unencrypted, by mail channels provided for

material of the same clasgsification,

¢
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Enclosure C
EXAMPLES OF MATERIAL TO BE INCLUDED IN NEW CATEGORIES

The attached chart ssts forth examples of COMINT to be included in the various categories
and sets forth suggested classifications and conditions under which the various types might
be handled and disseminated.

The chart does not purport to determine finally under which category all given types of
COMINT will fall or how they will be handled. It is anticipated that the suggested cate-

gorization will be subject to further consideration by the U, S. and between the U, S.,
Uo Ko’

" E03.3(h)(2)
PL 86-36/50 USC 3605

Enclosure C
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PL 86-36/50 USC 3605 Enclosure C
DISSEMINATION
CLEARANCE NO. OF PERSONS COMPART-- QUTSIDE USCIB
CATEGORY CLASSIFICATION STANDARDS CLEARED MENTATION . - T - oM
A<plus 1. gh level P SEC/Desig- USCIB Dir. | Highly ,se.mtm No normal dis-
2, Conclusions’  pator A" plus #5 limited compart - semination,
3. Certain others [sub-designator manid tLon
as&uﬂuuﬁ; §
A 1. 7| |ToP SEC/Desig- USCIB Dir, | Limited Strict As at present.
- — mator MAM 7] compart-
m[:hMMmhmﬂ;‘ " n " mentation "
3. Certain identi- " " " " "
fiable“pinch";’ ’
Bl |l ALLO not in "A"  |1OP SEC Desig- " As at present |As at present "
or upn ff j nator B-1
 [smcmm pepte-
2oy O con- |10, SEC Deale- " " " "
B=2 1, f SECRET Desig-
nstor B2 " " " "
_ T/A. D/F and RFP  |nator B2 " " n "
B=3 RU and ALLO Weather Eﬁ%&ﬁ%ﬁgv L " " "
c RU and ALLO Plain Text [TOP SEC) Desig- [Normal clear~ [More than at See note 1. Mhmsumhﬁaih:
SECRET ) nator |ance for TOP |present doc. recipients
) CONF o ugn SECRET {only. After sani-
v 1. North Korean & SECRET ) Desig- |Normal clear~ pore than at |[See note 2, [tization to any
Chiness Communist (CONF. ) nator [ance for SEC. present recipient cleared
Mil Air,Naval iow npn for pertinent
level crypto now classification.
bsing cdone in field
plas related 7/A,
. O/F, RFP.
‘ 2, Selected other low
~ level cryvtos
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Yote 1. Compartwentetion Category MCH

L0 Plain Text will normally be prow.sased by the groups working on the pertinent ziobar
materisl,

Russian Plain Text will normally bs processed by a group separate from that working on
c¢ipher material.

It is envisaged that the relaxation of clearance standards to those normally re-

quired for T.S. will require physical compartmentation of this group from persomnel
cleared for higher categories.

Yote 2. Compartmentation Category "D

Category D%, low level crypto, will normally be processed in the field with tho maximum
surity provisions possible under field conditions.







