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ARMY EXTENSION COURSES

Subcourse—-Military Cryptanalysis, Part III
Simple Types of Aperiodic Substitution Systiems

Introducticn

Purpose and Scope:

The purpose of thie subcourse is to teach the methods of analysis
of gome of the more simple varieties of apericdic substitution systems.
To & lesser degree it ies intended also ho develop the student's ability
to ascertain, by cryptanalytic methods, the gonoral system upon which
a cryptogram that is to be selved ig hased.

The scope of the subcourse is: HNoro compiax types of poly-
alphabetic substitution systome; auto-key systoms; interrupted, variable,
and non-periodic kay svstems; systems emoloying lengthy keying segquences.

Number of Lessons and Approximete Time Reguired:

Thie subcourse consists of 12 lessons esach or which will probably
require approximately 5 hours of work by the average student.

The time indicated above ic only an estimuate and should be ccn-
sidered merely as a guide. Il does not in any way limit the time that
may be devoted to each lesson or to the subcoursec as a whole. No
further menticn of the time required will be made in the lesson assign-
ments.

Texts Reguired:

Military Cryptanalysis, Part I11I, Aperiodic Substitution Systems,
1938, as prepared under the direction of the Chief Signal Officer.

Materinls Required:

Since only the usual cross-scaction psper cnd frequency table forms
will be reguired, no furilher menticn of these items will be mnade in the
lesson assignments.

Special Instructions nnd Information:

Each lesson assignment hus & maxioum woight of 100. 8o far as
practicable, detaiied work sheets which ususily Torm 2 part of the
solution should be submitied xith 1he seluiions. Th.y will be returned
to the student for file or further studvy. DO NOT RETURN THE LESSON

Militery Cryptanalysis-Pert IIL, l-p.1, 1938.
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SHEETS UNLESS WORK IS SHOWN THMREON. In all cases show the primary
components and keys from which derived.

It is essentisl that the sludent first raad the entire text
before attempting to golve any of the problems. Thias will give him
a general background of all the principles and methods covered in
the subcourse and will materially aseist in the solution of the
spocific problems in the various lessons. Of course, further study
of specific portions of the texl will be nscessary but the student
will have to use his own judgwent in this regard. No text assign-
ment will be indicated as_specificslly applicable to any lesson. Nor
will the subject-matter to be covered by each lesson bu indicnated,as
is usually the case in these gubcourses, the purpose being to give
the student a 1ittle oraclice in sucortuvining, by cryptanslytic
methods, the cryplogrcphic system involved in o« cryptogram to be solved.
Of course, uo lesson containg a oreblur involving priuciples beyond
the scope of this and the preceding iwe texts in crynbtanalysis.

The student is urged to apply the "rincinlcs explained in the text
in solving the problems, even bhough soluticue may be oblained in come
cases by other msanr, Only by underglending each principle in bturn will
progressive results be obtained.

A guiding principle in the sclulion of any problem should be:
ALWAYS TRY THE SIMPLAST THING FIRST.

The text of all messages will be militsry unless otherwise stated.

ISHESH66E

LESSCN ASSIGNMENT

SUBCOURSE - Military Cryptanalygis, Psrt III
LESSON - ]
Weight:

15 la. Solve lhe following mossage:

RFCEB UZMUEB NGIHBA PURLM ZLSZD KMNWT
GDUOF ZCPHZ QRYGE XO0GOY¥ ZPYWN WOCTFH
KKJGX TBGTC ¢D2ZGa=x

5 b. Whet s the keyword for the messsge?

Military Cryptanalysls-Part ITI, 1-p.2, 1973,
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Belght:

‘3

30 2. 8olve the following cryptogram, in which the text has
been allowed to remain in its bonaiide word lengths:

NPM ESSEVZ AX MPECENGG AN TJOL ABWYS
VKVRJIJIZ ODZL AK VEFHELSBAF IX
JUXMCENT SBGTFFPBD DRLC EQSBEBPVEKSCST
EJVJZIDJ XTBLEQEU PZZPSJ FOSOD

NMKZYNRJ

=2
=]

=

RIYKRIRIBD TRNK KBCPZ EJUL

40 3a. &clve the following cryvleogrowe vhich osre in the same

WGWHP LB

I
s}
o

by}
~
o
o
<
W
=

LW WX BFJCG PRXQA

—
2

QRDLC VHIPD GZVEKEU T.7TL IZYIW NRJRHM

>,
=

RKaHI KRBRU CQX¥0LF ThLYZX

5 3b. Whab reluticn, i any, con you find between Problem 2

Militory Cryptanalysie-Part II[, 1.p.3, 1933,




REF ID:A60128

5 3c. The following crystogram was sent later on the some
day Ly the some heudgquorters thet sunt the one given in
Problem 3a. Solve it.
MEeO0OWE AENGR KSUBW A XYOY WZEHM BPNZR

AXEDQ DGXXX

Military Cryptanalysie-Part III, 1-p.4,1933d.
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ARMY EXTENSION CCURSES
LESSON ASSIGNMENT

SUBCOURSE -~ Military Cryptanalysis, Part III.

LESSON - 2

CORRECTION

Problem 3 should read -~ "The enemy is using the word-length keying
gystem exemplified in Problém 2, but the primary components are
difféerently mixed sequences. The letter Zp is employed as word
separator. The following message has been intercepted. Solve

it, reconstruct the primary component and the key for the message,"
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ARMY EXTENSION COURSES

LESSON ASSTGNMENT

SUBCOURSE - Military Cryptanaiysis, Part III

LESSON

Weight:
30

30

- 2

1. Accompanying this lesson sheel is a paper entitled
"Instructlons relative to & cryptographic system originated
by Mr. X." These instructions Jescribe one of the many
systems submitted to the War Depsrtment for consideration
for military use. ‘The description is in the "inventor's”
own lenguage eand includes onec szmple nessage, the key for
which he gives, and one test messpige concerning which he
says: "As I alone know the kay words of the message below,
it should prove a good excmple bo tost the efficiency of
my cipher.” ¥You are to solve his tesd, message.

2. The following hu:s been enciphersd by means of a digk
similar to the obsolete U.3. Army disk except thet both
primnry components are the same mixed sequence, proceeding in
the same direction. The guccessive plsin-text words are
enciphered by successive keyvletters of a keyword. Solve the
message, reconstruct the primery component and find the key-
word for the message.

1 2 3 4 5
A. ANCKG EHWYJ ETFrV%JS QOVDW PBNFN
B. LUZIYU RWRPO I1Z24VHN TVBLI MEKEQHY
C. WRK«B DJDBL YJJNI ATEJD ZDVQZ
D. LXZPU MNAPI MAYJA RPOZY BBYKT
E. OTMGQ DXBUI LYJEJ YQDVYVY FDGQE
F. GKGIG DCPBU VGIHJ MUOZC JEOKB
G. CEOMZ OVDVA KKLJN ZAEDP EQOGK
Ho UPBUV GIOIR JMZVC MBMGF NVNHLK
J. XUFDVW NVLCT YXSME V.ZJIJDQ DOPQS

Military Cryptanaclysis-Port I1I, 2-p.1,1933.
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2. Continued:

1 2 3 4 5
PBMIF MRRNZ ZBCWM I1KAVL DJQXB

SIWTB LYJEE DGVWQ ZLVUU PPNXA
QNLUB IPLMO IZYVT MVGWL JDCWY

NBLGX TYXCK EWEKF UQZDF I

3. The enemy is using the word--length keying system exempli-
fied in Problem 2, hut the primary components are differently
mixed sequences, the lectter Z, being employed for this purpese.
The following message has beeh intercepted. Solve it, rcconstruct
the primary component and the key for the mpssage.

f]
]

‘l. 1 2 3 4 5 6
A, YRMLT GCYJH PFPF BBAOB JSDDA VKVNU

m

-

)

B. ONNYS PMLUT ILTFK VDDGZ QUSKA OYPDV
C. XKVWN NPWOT HIYUFT WBBAM DWWRL GCBMY

D. CAQPN DPZGH GHNGOS TKJHG FIVCZ YSAEX

+3

BE. XVHMG GXNDL RQTDY JJBKS NUDFP VZDIXX

Military Cryptanalysis-rart III, 2-p.2,1938.
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"INSTRUCTIONS RELATIVE TO A CRYPTCCRAPHIC SYSTEM ORIGINATED BY MR. X"

Lay out the working form as follows:
(Material required: Pencil, Paper and Dividers.)

1. On stiff paper, scribe o circle 3 or 4 inches in diameter.
Divide the circle inlo 26 equal spaces.
Letter into these spaces the lettcrs of the alphabet, A to Z,
pointing the base of the letvor toward the center of the circle.

Inside of the line of letters, number the spaces 1 to 26,
starting with A.
Now cut out the circle and lay it aside.

2. Scribe another circle of same sizo, on another piece of paper.
Divide this into 26 divisions, with tre dividing marks on the
‘ outside of the periphely of the circle.
Into these spaces letter in the letters arranged in a form
specified in the following paragraph:

3. On a scrap of paper, set down Llhe letters of the alphabet.

Under thcse letters, set down the preoarranged secret key word or
gsentence. (In enciphering thc enclosed message, I used GIMPY
FURBELOW.)

Cancel out of the full aliphabetv all of the letters contained in
the key word.

Now set down the first letter of the key, and follow it with the
first letter remaining wmcanceiled in the alphobet. Then the
second lotter of the key, Tollowed by the second remaining
uncancelled letter in the alpir.bet above. Continue until all
the letters havec becn used in Vtotl. IExemple:

‘ ABCDEFREUIJELUNGY R T VXY T

GIMPYFURBELOW
GAICMDPHYJIJFEKUNRQBSETLVYOXWZ

Now, keeping A near the top, letier into the spscez, from left to
right, the letters formed by the combination above. (It will be
found easier to read if ihe letiters are inserted with the bases
all pointing toward the bottom of the sheet of paper. The sheet
of paper docs not move, as is the casc with the circular out-put.)

Tou are now ready to start to encipher.

4. Place cut-out circle on top of circle on sheet, pinning at centers
80 the cut-out will revolve and the respsctivc letters of each circle
will match up.
A
Set the space 1 on the rotating circle opposite A on the stationary
circle.

Military Cryptanalysis-Part III, 2-p.3,1938.
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Now move the rotating circle (top) to thu left as many spaces as the
date of the month. (In the sample mesgagc it is the 6th.)
Moving the top of the circle to the left progrosses up in numbers
and toward Z in the alphabet.

A
This brings us to G, from which point we euncipher our first word of

our sample message, the rotating circle being used for the regular
word, and thec code word being derived from the stationary or outer
circle.

When the word is finished, add the code letter for Z.

Now move thc rotating circle ahead (top to left) as hany spacesg as
there were letters in the word immediately preceding, not inecluding
the added Z.

(In dividing cryptographic messages into lettcr groups of five, the
addition of the lebter Z to cach word mininizes possibility of error
in deciphering. Also the words cnding in Z are very few, and in ZZ,
. none. If such an ending wers cnccuntered in foreign proper names,
the instances would be so rarc as to mnke the verification of same

necessary.)

In the message dated Augus® 6th, we start at é, and our first word
KUMPE will encipher DQHIZL. Moving five 3pac£s ahead brings us to
1%, and COLONEL beccomes EMAMCLAQ. Grouped intc fives, we have DQHFZ

LEMAM CLAQ etc. Note that E was Z in Kumpe, btut is L in Colconel.

And so the enciphering process continues until the message is com-~
pleted.

5. DECIPHERING is simply a reversal of the foregoing.

‘ The receiving coperator milds up his daily layout along the identical
linea employed by the scnding cperator.

6. The key word, words or sentence may be madc up of a thousand different
combinations of 13 lcttors.

The key word for tomorrow, or next changing date, can alse be incor-
porated in any regularily ciphercd message with safloty.

Military Cryptaralysis-Part III, 2-p.4, 1938.
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SAMPLE MESSAGE
August 6th, 1930.
1 2 3 4 5

A. DQHFZ LEMAM CLAQA SQOJL YDSLE

4

B. VIWAT PBIBX YVTVZ PFBWQ JFZP
C. AORZY XQBFH NTNEZ HLKOX SORZA
D. WNMUR IJRPL LIYPA YJRLO EFGCB
E. SQBRL ATBCE QKLVB SAPCX ABNQGC
F. GNVTU QAXIQ YXCIR PESJU VBOCM
G. QRVAP WTMMA LAMAU SEZNF DVAVO
R

H. HQIJ A RDBQO ZFJB SICHO TANKL

+J
=
=
+

I. XDQKR KQCLA IGC7Z YLEHE KWELAQ

J. KXGGN AWXOU NOKNY

As I elone know the key words of the message below, it should
prove a good example to test the efficlency of my cipher. Exactly
following the layout of the other one, and enciphered by employing
the same system, it may give the Yenemy" something to do to decipher
it.

TEST MESSAGE
Avgust 5th, 1930.
1 2 3 A 5

A. VFUYO XNEOW XNLDZXN

AQWXYVY YIPZQ

B. HTBDZ LBZHK PGWGYV IFPNS ARXSPF

o

C. XALTN ZHGES FZVJ

SREHM

J

EOJUG USO0O0ZB
D. JUYYQ JKOVB TWJPI BQ L
Z

P
E. SNHSR YYUMA QKAPO XHL ZCHVM

Military Cryptanalysis-Part IIT, 2-p.5,1933.
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’ LESSON ASSIGNMEIT SHEET

SUBCOURSE - Military Cryptanslysis, Part IIT
LESSON - 3
Weight:

8 la. Solve the following cryptogram:

AXKBY LBLXK LGBJO BVXQX ERVGE CUCUO
PHQDQ DYUGX KLVAX KJGDD MDFQR YXEJY
ZRZZ7ZD DERZY Z2VVFPFM CTVUZ YWJPL BNMOK
2D0Q

’ 2 b. What is the keyword and how does it control the shifting
of the primary components?

8 Ra. Solve the following cryptogram:
XJHFE USRDEBB ITLRN FYQRY IJSZG GFJZB

QWYRQ WCQRQ IMUJT WERDSI WAMPL OL

N

b. What is the keyword-and how does it control the shiftiug
of the primary components?

30 3a. Solve the following cryptogram:
1
S I YVZOR VS X UTYVL BR X HX I
Z IF Q I3 QQ T AAX YCR

>
<

‘l’ IECNN FBHCD GRYZ MLEM YZAUC MYLZB

KLLZS IJF

V Z0RVS QSFCP CMCXH HGZCD

= O
b|

CRIYTYI BDTFKZ YBO0CY SUBDY CFBUV YUVWVQ

U
MVYVFBW IHBEYMY FPBYSX CGSXT

QVQWO0 RIUF®
HCRDC NBYTIL XAUUHN LGNWL KOLEM YZAMZ
SQRNO0Z RPV DB BIQTH BDSRU

i UBDUN PT
)

IDYCHE URKRZS DHEBD USIDT MYUDU XRDVZ

vo B A S I =« B |

RULUB P2Z27%

()
(]

UVSX RXB5YQ XBVYC XBQBI

5D

Military Cryptanalysis-Part III, 3-».1,1934.
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b. Having found the primary compcnents, solve the foliowing
cryptogram which is enciphered according to thc same system but
with a different key.

CWIEQ GEROM VSQPV MMOXYX DUHED GEEWG
UKFQZ RVSQA VGUUV OPCGD SMJEO KJRDO
QXBSD RORVS BICMYVY IEXKYO EEJBI

c. What are the keys upon which the cryptograms under a
and b are based and what controls the number of letters enciphered
by each alphabet?

4a. The cnemy is using the systom exemplified by Problem 3a.
The primery components and the xcyuord change every day. From
cryptanalytic work on his provicuz traffic it has been noted that
three stations in a cortain radic net alweys begin their megsages
with the enciphered serial numbsr of tho ucssage. (Example:
NUMBERTWELYVEX) The la3t decivhered messages exchanged
among these particulsr ststions wore found to begin with the
serial numbers shown b.low:

Frcm To Serial
Stotion Stelicn No.
A B 17
A H 15
B A 14
B c 16
C A 21
C B 11

The next dey the following were the first cryptograms to be
intercepted between the stations indicated. Solve the messages,
ascertain the primary compononts and the daily keyword.

Mo. 1
From B to A
UHOKB DQFQE HUIAU TOUMU IFSDC 0QGCC
OYZFC IPHDB LZPBI TCABP BULIJK XGIUO

Y

Military Cryptanslysis-Part III, 3-p.2, 193Z.
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No. 2
From C to A
UHOKB DPNBF ENYDPG AOC
SIPOX JGCPB LJHIG JO0OO
UHPO

No. 3
From A to C

UHOKB DZFME HUIAI UGCGK

YHLKF AFZFJ UQFRI LCJ

Z

T

a-d

5 4b. What principal lesson does this
you as a crypbograrher? As a cryplunal;st?

Military Cryptanalysis-Pari ITI, 3-p.3, 1933.

[=]

MIDBR WICOY

[e=]

LIJME APBVY

A HUHBO FHRDO
P UHOTH OKGPFO

particular problem feach
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ARMY EXTENSION COURSES

Subcourse--Military Cryptanalysis, Part III,
Aperiodic Swbstitution Systems.

LESSON ASSIGNMENT

SUBCOURSE - Military Cryptanalysis, Part III.

LESSON - 4

Weight:

30 la. Solve the beginnings of the 35 messages given in Para-
graph 20b of the text. A work-sheset ccpy is attached.

' 1 b. What is the keywerd for the messages?
3 c. Indicate the primary comnonents.
1 de. What is the interruptor and upon what does it act?

35 2a. The thirty-five reseages just solved were the traffic
of the eighth of the month. The first mossage intercepted on the
ninth is below. 3Solve the message and determine ihe key.

C. 0. 95th Infantry
JTKFL QJDLF IJRHR PMTOK WAHCB TGDIHH
LSOSR PKHTI XSDIF LUFRS Z2Z235QV SFQHC
SHJSB DZMKP EWIDM IXGCK X

‘ Omith, Brigadier General

30 3. The following message was intercepted on the tenth of
the month (the next succoeeding day after the message of 2 in
this lesson). Solve thc message and determine the key word.
PVESEK WVHBP YIRIS XHETH JZKUG UGLWZ
ZSZPD JAVEA IECWH YYIJI ZVQHH MLAAM
HKDHZ UZO0OTQ LEUEG CEQWwG EUUCX LJUXQ

APMPX MVQHHE MLXQJ ZQURYKE RULLO LDPNM

Military Cryptanalysis, Part III, 4-p.l, 1938.
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MVXSYVY
WVLSH
HBPLF
NDEVB

XSVUE

TQwoaQ
KKDBL
ESRBS
PGOVQ

UDKRS

REF ID:A60128

VEVCH KKBBU MOFAS SHGXP
¥O0HQH SFJJC BUMFD BIKWYV
BQWAB CPLGH HXTLD GFQXYV

HHMLR OURDC DSKUW QWVNY

Military Cryptanalysis, Part III, 4-p.2, 1938,
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LESSON 4 - Problenm 1

MESSAGES WORK OHEET.

(19)
(20)
(21)

. (22)

(23)
(24)
(25)
(26)
(27)
(°8)
(29)
(30)
(31)
(32)
(33)
(34)
(35)

Military Cryptanalysis, Part III, 4-p.3, 1938.
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ARMY EXTENSION COURSES

LESSON ASSIGNMENT SHEET

Military Cryptenalysis, Part III

- 5

1. Solve the following:
KGGLN GSLHZ OKKTA 3HWwSE DYQZV EALIXG

NJGFB IMIER FMDPR PICYV 0OO0BYX XGVHL

3

GPBEPW AMTME NUWDP WFYUQ @

iOTE: ADDITIONAI, MESSAGELS, IF FOUND NECESSARY, WILL BE GIVEN UPOY
REQUEST.

2. The following are the begimmings of 45 military-text
messages. Solve them, reconstruct the primary components, and
briefly describe the system of encipherment cmployed. Submit
the beginnings of the first 5 messages only.

l. 8COPA KFBUC GIMJY
GN

2. HHTGM GYHXG C

=

4Le VLREN MLUTJ Q

Q I
3. SRLEN TRCTER ARUBW
D X
GUNY

)
=

5. LZVS EOOAT

6. HILVD AOTEX WWTATI
7. YOQNM PDQBQ YIZUA
8. ZOWKX RKIVR VKKCJ
9. CGUQV RBHOS 8SX0XH&k
10. SRREM ALVZJ ALKKMX
11. CAUEJ QTLEZ VIUJEG
12, CYUQN CHAXX UNRTFA

Military Cryptanalysis, Part III, 5-p.1, 1938.
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Weight:
13. UOIgV ROJHE JBR

14, NRIGF UWZPA HZC

i
2 o g =

n = «« Q@ = B3

15. YOKER HNSG?Z OB
16, OYTYR DGCNE JQH
7. VBLSQ Z8B Q IXPZ
18, THNPR B FL HXS H
E

0
19. OYUXI RBWE
2. SRLMR QF

G

=3
n
<3
E]
-]
3
N O

21. HTCY D

M
. 22, CMWEY EROXHM QVVIT
) Y Y8V XK

23. ROIK D

=
&
)

2,. NORKXG X

|

WO

Lo I |

bt
3

I
25. YTBUM N YW VDHE
I

N
o~
=
L]
-3
[ ]
]
Q
=3
&~ o)
=
L
[l
4
=3 o™~

n
o0
Q < Q
(@)
g
b
=
o]
.
=
[
b
E
fus}

2 4 o O
‘o
=2
N
e

N W oE O
aQ O
M -
=
=i

W
o
e |
o +1aa =
o
o
HoOoQ 0

=3

[ o]
=

WJ

[ B &

W
N
[ ]

I - T
N
<
l:i_‘
=
3

o
Wt
[}
{=s} N N 5] 03
vs}
lw]
«Q
=3
N <l
o

W TLKGZ

o
=2 u =W
Q
=
=

J

I XBF

KVF WGGEG OUYQK
P

LE¥D HNPUU LATHY

Military Cryptanalysis, Part III, 5-p.2, 1933.
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Weight:
3. DORKF HKXKHIF MDHMJ
39. ZAIGR XQOO0W OLIAW
0. CSITEN VMZXD XMUXT
4l EHWEV SEHEM QXWIV
42. OYBEX DOAXTX FZWUL
43. YOTKI TTRCP DATHD
Lhe ZLPYV CEDJS KESSH
(5. YHUQY HNPZE WAUCTI

50 3. ©Solve the following messages, which are all enciphered
by the same primary componentse.

® ) ; ; . ;

I.
A. TRSPW GKRYXGX GJCXZ IRLTEKE EVVLX
B, LYLLY DXZZP UaMEZ SLUNCQ JTXYL
C. BPYMV ZBQBB FUVVA SYSBN VSPPM
D. PXYGW CWLJ & Z2JALQA WGRND DCCIM
E. HJ AU UNSDL CL

JLD KXYHG FZCUS
X

P
F. BAUVG HPTFU MKKEM GEXX

. IT.

G. ZSOPP RRYNP GDUNS HEHALI PPQHD
H. WXYLB PWWGG BTTGD VABMUW DCGYD
(El'. XDBQU TQUJU DVPWUW NCMHQ SSFSK
K. SRMIUJ OFQWER FREMW UEIGJI MHYEG

L. JJESH BHQXE AKKNN YMIHUBX

Military Cryptanalysis, Part I[I, 5-p.3, 1938.
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Weight:
I1I.

A. HNFDR ERRZ SX¥XZ2ZP rLJQU EFIXK

=3

B HdTQX ZNTBT BMWSH CYIBSK ONEOR
C. ENKED HRIEE

Iv.
D. ZJDOd HNDXW GYGLC BSKOX HJYBE

BE. GHGGU ULIIP UZKE

+3
=3
N
o
o]
b

AAPPG
F. FYETJI YNSKM EJVPI XPWDC WXXXX
Ve

G TKXKLS GDCWG DOFVA UTW

#2]
o

SO0

o]
(o]
s ]

Ho HCMSV EVVSY PVWIER GGLRR EO0OF

mn
O

V1.

J. JUZPC CGHGG ALIRG GTHNPW JTFIZ

[}

BBFM

|#2]

K. CFFZI B3LQZD WVWPUVYV VHCB

VII.
M. VVHRJK SRLKS FERZLY GWEAQ XCTSO

Ne VIBLI YIXXX

VIIT.
0. SEPBO ZRNVD YEHHB CRRNK ACYFV
P. PRKCI IRKET TYIXX

IX.

Qe EIHTX GLRQZ SS5ACB XTTLC RFUVX
Re GLZLR KMWPX TZ2JFX MQSFU APEIE

Ss EHNGT EEDZJ USDDK WPVOM MJJXX

Military Cryptanalysis, Part III, 5-p.4, 1938.
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A. LIIWT QIEAP QQEAO LLLIY UUHXX
B. AOZTU NNSDQ XEGHJ PORVZ TOYHQ

C. JAQJX RGEAB EEXXX

D. UBHZL YKVHWHO KXCAT OTKSB XDRNG

[}

E. YHHPP GGLYQ JXIN TXRGH ABEEA

Cq

F. QLFPFPY VWPUZ KEKXXYX
10 4e The following message w.s initcreapted on the same day
as that on which those in Problem 3 werc intercepted. This
‘ message uses an introductoury key ob uuknown length (but is of
geveral letters). Solve thz cryptogram.
NUUBK OCKRVS QIFXY MPAIQ GBMRT

SPYCJ VESFO

Military Cryptanalysis, Part III, 5-p.5, 1938.




. : REF ID:A60198
ARMY EXTENSION COURSES

LESSON ASSIGNMENT SHEET

SUBCOURSE - Military Cryptanalysis, Part Iil
LESSON - 6
Weight:

10 1, Solve the following message:

KXIVN LYBSL NKVVHE BXETI VQZFN XAMZT

ZQDQL DBLEU DMLSM ZFJTY VAFNEZ:L
80 2. Solve the following message:
1 2 3 4 5 6
‘l' A. NCEIS GVSUK JXCHJ IIHIB FEHKVD EAIJR
B, L VZGJ DXKVEQ RMHGH YZCOCNG KDJCS LFHIB
C. PEHXVC XKOAYV JDZVF CFGCZ BFVBB SKOAG
D. FCJKXKV HQRMH N¥WUGJ ZPBBT DJZBT JBEOZ
E. CCXSU LFPXV QPEXR OCFFCB FV3B B'R XEERC
¥, IGTCY GPOLH CDEBU OPHEY GPKOQ VJBBR
G XAEWM WYBQF SO0OCBY CZNEJ KFCBF VBBRX
H, lE AEJR RGPJZ JFLVE FPCGVG CEYBR ZVTCP
‘I' I. EHJTM BDJZM EUMEE DDSFJ LEZGS DEZJK
Jo OAPPI BECXSG MEQZY HFNDJ ZMHUT JBJFX
K. CXWWD DQQWL FYTVD ICVNG XC RYL SIKOC
L. A JKEL?P QREXX ENLAEK WSIBO FFOCTC XSURL
M\ HCDEB UFHZN HFGKQ DDJZM HSREK ZHCVJ
N IFEMQ LEHGJR EBVQP JECGCZN EJKXKFC BFVEB
0. SXOAY AHEOD HOOFH GMISC ZNEJU GCZBF

Military Cryptanalysis, Part III, 6~-p.l, 1938.




v REF ID:A60198
Welght:
1 2 3 4 5 6
A, YBBXD JZMHEF STJYT ZDVEEK YBRQQ AGCZTL
B. PDSOA XBFCR YVEFC VVQLS KBSKO HXYPW

10 3« The following message was the reply to that in Problem 3.
Solve it.

VALLB AVPJX AHEOD HOOFH GMISE BHQXD

HCVPYVY THTPR YJ

Military Cryptanalysis, Part III, 6~p.2, 1938.




REF ID:260198
- ARMY EXTENSION CUURSES
LESSON ASSIGNMENT SHEET
SUBCOURSE -  Military Cryptanalysis, Part IIT

LESSON - 7

Weight:

40 la. The following represent the begimnings of 20 cryptograms
enciphored by means of the obsolete U. Se. Army disk with a running
key. All the messages begin at the same point in the key. Solve
the first two groups of each messagec.

1 2 3 4
le BEKGWH BZLSI FQPSS GYKXS

2 Z0CAG EKAAB HNDMZ PMWVW
¢ DXYCP EJLER HNKGE ZIZDK
4, OBISV GMJSI QGMEZ CNDWG
5 BKXQC PMTHR HMHEH ATKWR

6 ZHVAP HMLZT WWNRA FWGBF

o]

7¢« 00KX BEKLEC PQPSS GYKXO

8o BEKWK

+d

QTTER HLTQF FWEKBG

9. NXIMM PVQEE PITTH CXZDK
10 WHIRX ABTWP GAKAH LXTEKH
‘ 1l« A KZBC EIRNF QCXSO0 GIWOR

(]

12 AKRA PFZEKP WBBNZ LQDKT
13, BKGKI IVQRB DNGEZ LNBSC
l4. ZHVQZ CFQYA OXXRK NUVOZ
15 BEHAC EZC0V TKKXKNS QTABW
l6o BKUAC NIEGH NRTLK FOBGZ

17 DXIPT RILET OLBCI TIABG

Militery Cryptanalysis, Part III, 7=ps.l, 1938.
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1 2 3 4
18 OBTWC ELNKN HBXMZ TWJHEK

19 BKXQC POQYC 8SQJWZ LNBWK
20 AXRAC IBPSA QQQMB PNAXR
10 b. What are the first 15 letters of the rumning-key text?
50 2« The following was enciphered by the same means as above,
with e different running key. The running key is presumed to
have been taken from an ordinary book in Englishe Circumstances
surrounding +the transmission of the message suggest the presence
of one of the words BATTALION, BAGGAGE, and UNLOAD in the plain

texte Solve the message and reconstruct the rumning key.

1 2 3 4 5
'l. A QASOD PKASH LZEHA YCTQL RQQJX

Be OMEQK FPUSBM AKYLP OWYVD JFHTO
Co. RXDNB EINPD VWPKO LWAEN AEFGA
D, VAMZC FISCX NPBGK WTAOA RZBDR

E. EHARH

Military Cryptenalysis, Part III, 7-p.2, 1938.
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ARMY EATENSION CCOURSES
LESSON ASSIGNMENT SHEET

SUBCOURSE - Militery Cryptanalysis, Part III
LESSON - 8
Weights
100 l. Solve the following messages, all intercepted on the

same date. Prisoners state that the enemy is using a cipher
machine, but nothing is known aboubt its operation.

MESSAGE NO. 1

RXOWZ UZULI XTOGD FCJTG FMELR

REAVH JVSMA YTIZG AAFPWG

t=
=]

NCC

ACYAE EDGPA IJNQF TGTXL KYBEO

HJQQS DP HUNRS UQIRK MOUPJ

MCTYV WOTXD SCXCK XCPRA CXXXX

MESSAGE NO. 2

IWKWX YOKCF SONSF HSRFYV ONZKTU

NDYAZ MZHNC CACYA

MESSAGE NO. 3

WLWTL OHCHYN MQRYO NDXJY JGUVG

QCJSI 00ZDV VMBMY DASXH YCQOM

LOTWR CEUZN VCNTP YQNJH TTZKN

QGMSW RVPWR FWGAN CRDCT CJTGF

Military Cryptanalysis, Part I1I, 8=p.l,

PONMGQ
ZPONL
IJLIPF

PXZUA

DEMBY
O0YTDG
NNRWS

QJAJS

DZEKYN
WR GA G
IFQJI

IOCRPF

NRYX
0ISs

J J 2z

ccC

G Q
KU

KVMBM MI

1938,

IBEY

HS T

WEW

VKB




Weights

Military Cryptenalysis, Part III, 8-p.2,

AFXNM
ZZX7YH
FSDPG
NEIHK

GRFFD

RUJJIN

HGWR Y

BHAEX
SGDXP
BYUNTYT
ARUVJ

KXCLYV

XQVDINM
0ZsMX
WWOXK

PMXES

PGSATW
EDXSTW

VMV XQ

J N
KC
LI
BP

FW

g N o M |
g =2 H -

Q

HIZ
FFT
EQA
DKV

BUA

t=

LU

YDA
Iw
ZS8SY

KOD

TIQ

REF ID:A60128

MESSAGE NO. 3 (Continued)

S8YOZH NFGZ2Z
IQDGD EGPGN
TZXO0OV DZIPL
AVMPS PFHZR
VMJRI LOPDPF

MESSAGE NO. 4

ITEQJ PCCGQ
FXJTU MDAREH
MESSAGE NO. 5

OARBZ ZRBPF
CSTJW GNDHG
GCSJY XMNFZ

NQFXT RXSPX

MESSAGE NOe. 6

BEHKLY MDGQY
XLVBS HACMC
IYQCD PXQSYV
OBTYF FNFGL

MESSAGE NOe 7

GBCUY ILPHF

DTWTI JJTPK

RQTEH TJBXK

1938.

MYAXT
TAORBY
KICVP
WKISC
X0XFX

WZSED

WZIAU

GSGLP
NPLIZ

GSCXC

OCHS YQ

SHEKT

Q

CAORX
N

LNAT

HVILG
CXNEKT

UTFXXX
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Weight:
MESSAGE NO, 8

ZUNXW KZTGC TWFDE KXKIOL FTZTS

OUXXX

Military Cryptenalysis, Part III, 8-p.3, 1938.
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ARMY EXTENSION CQURSES
LESSON ASSIGNMENT SHEET

SUBCOURSE - Militery Cryptenalysis, Part III.
LESSON - 9
Weight:
85 l. The following three cryptograms have been enciphered

by a cipher machine employing two primary components which are
shifted according to a very long keying sequence. Each

message starts at a different point in the keying sequence.

For purposes of simplification, it will be stated that the start-
ing points of Messages No. 2 and 3 are not more than 10 intervals
forward or behind the starting point of Message No. 1. Find the
proper points of superimposition of these oryptograms and show
the actual and expected number of coincidences for the various
superimpositions you try, using diagrams such as those given in
the text and specifying in each test the messages and superimposi-
tion points involved.

No. 1

~“~KDGIO JTPLO

o0
=

WAP HUCBC JYMCS VLWAH
VZ6QU HoDCC PNTX NADIH MJXXP PXCOT

XUMTL HGWAH WQJd PNTOM FZTAI FBJDH

O g W
d

MBZVYV CAUSY SIKQ OPMUX XXUNT FFKYT

NNSCJ ZNZCG

Q
]

ORP ZUBSN TYEQL NZEW

(w]

ZPQQV XNRBX SJAGA AAUGA YWBDG CZFGM

UBHDA WWWKI XFIEB GNFFE 00O0IL LXE

o

VIMJN GWHZX GLOUO IUYMJ WVWEX

Q
DNHAT JGGXJ VUWZZ GAHKK UPJTU KXVFD

PUGGC

v

LRJFPP VRTMM QT GYC BAEHY CEKTAQ NX0S5
DNGFC WJRWC QCAPC SIEAS SXJLA LLBJJ
NZVZP ZSJEV PZWTL RKQOU VWVPO OHIHE
OPNMM AQIED LWJHD XTJHJ ZIODV STDETI

Military Cryptanalysis, Part III, 9=p.l, 1938,
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Wéight:
AZPLG ITPIH GSTDO GEGUP WLSMNDYFBY

UKJFH VOZLYV

o
2]

XNW IVRTPF IUQHYV XXUCZ

FLXQW GQIVY UHP TBVLX CRVMO NXMWO

a0 =
Q

GKBVY XABFYV HYFZ BUURDO
No. 2

BPDIN IIJWL IUTUOU

<}

HMKHL BEZ GCU ANHSE

KJASR JPZLX 8

=
N
H
oo

WNB

f=s
u
d
)

ZXL

=

GSST

NXJCA

Cy
o
=
I
By
s
]
[
<

HYETIG Z QU C

= H

KVL IV DH.HO LBH DHK

b o
=
b d
(o
= o
o]

YFR PGT 2

v

FAOPF BHQYH TAMYVC

=
=
H 2 = o

=2 o«
b

DXN

=
(o]

WI YEKHII WXG

[}
tw
=
Q

MXF K

=
A
2
=

VPW V FEYMY Q

f
e
> N

JEFTV

av)
n
<

00 A ¥QD TVC S

M O W
=
[}
b

G
WTKWI N EX METJ

m
@
N

J 02

M B
=
@
o

I CTOGZ C

SZETJ TZHMA VBFFT WCEOI YRTUO K

<
[aN]
[]
=

MW

ja s}
3
=
o
N
L]

PM LOW NBDZB

b
w
2]
Q
=
(@
<
=] > =4
o
>
O
fas]

YRSEE TBVOI

Lol
[45]
as
N
Q

PZHSN RPZLV KMKNS

‘l’ QYUID ZLGIW NGXH QNVYO KTAXO TNJFG
F

NF

]
o
N3
e

S Q PFECZ BPRAX JAUME

ctT

-2 o XN
Q
o
Q
Q

n
< N
=
o
c,
o]

HV PHWD XMOQD TUQMH DFMHEW
MZNSD QMNTH PIYDV STFRQ JNDGR BTYNYV

DUKXP

Military Cryptenalysis, Part III, 9-p.2, 1938,
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Weight:

Noa. 3

CHUVO XBDBOC CYMNL UQFUV RYQUM HUUAQ

WRELF ASRNYV ZUGSQ VDXJK CXUFX IZDBU
CAUUM ONZPK XXLII TXUGR FMTNB UMSWY
OXPGEHE J8SZ2VT HZZNO YVIBZ LZAPZ ZTWUY
JEROQ CQLLF UWKAX YWGDJ LWNZ ZGTWO
LWKMU CE

CRVXZ OILNP DDANU DITIU DZD

W

LCO J8QYV BHPCP PGWUQ HNVNGQ
Y FXJWW
X

<~ O
t

CTRUO BFZZE RBFIS ZXDB RWLN MWBT

w)
w

BZMHL DRKTX UMJEV XYMM Z GUI FAPF
A

TYQLG SJXWA KZXHZ

OVMT

L
A

EHVA WTKCL AADXW
CYYCH OJVSE YORODO ZPVLB ISZFL U
P

NZABF TTMRK QPQHB BNVZG YJAFD HVYF
AIBPT KCSXY XNEXR PYYOU ZIIUU CSOEK
JJTPK TQMON NSEMN GHMMX LUYWPF ZJXZS
BWWVP CLNAV BZXNW UUXDG RENQI XJYJJ
I0OEOZ ULKYT BEGSF DQARR QVRDE

15 2e The primary components involved in the three cryptograms
of Problem 1 are reversed standard alphabets. Solve the first
few groups in each message. The text is strietly military and

may be expected to contein such words as ARTILLERY, BATTALION,
BRIGADE, etc.

Militery Cryptenalysis, Part III, 9-p.3, 1938,
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REF ID

ARMY EXTENSION CUURSES
LESSUN ASSIGNMENT SHEET

Military Cryptanalysis, Part IIT.

SUBCOURSE

10

LESSUN

Wéish_s

™
P
ot
S
(2]
—
Q
£
NE)
v
o
[+]
ot
R
=
O
s
4
P
[0}
orf
L]
>
Q
=]
3
ol
[+]
$
G4
o
four]
&
ord
3
c
~—i
—
C
G
[}
=
»
Gt
>

la.
are monoalphabetic.

40

Find them and indicate your answer by plac=

ing a check mark in the appropriate place in the diagram below.

(1)

13

2214

12211
ABCDEFGHIJKLMNOPQRSTUYV

(2) 1

2

1112
Y
2

141314
PQR
2

= )

2313
J
2

231
E

stmnte

DEFGHIJKLMNOPQRSTUVWIXYZ

et et .

(3) ABGC

(4)

4 22123

1

QRSTUVWIXYZ

12
P

13

CDEFGHIJKLMNO

)

11312221

A B

11 2 1222

3

111211

ABCDEFGHIJKLMNOPQRSTUVWIXYZ

(5) 11102

b Seamistm e~ g st

4 2232

2

112 4 2 1
EBCDEFGHIJKLENNOPQRSTUVWXY Z

4

(6) 3

4 2 12

~ABCDEFGHIJEKLMNOPQRST

2

(1) 2

1833

STUVWXYZ

3

13

1

15112

ABCDEFGHIJKLMNOPQR

(8) 2
(9) 2

ABCDE

43 142

2

113

22122
ABCDEFGHIJKLMNOPQRSTUVWIYZ

5

e

(10)

Militery Cryptanelysis, Part III, 10~p.l, 1938.
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‘-

\N'eight:

i ié _Monoalphabetic || Non MonoalphaebeticlDecision

!Distribution Surely | Probablyll Surely | Probably {{Suspended

R

2

10

be TUsing the X-test, answer the following questions, show-
ing the results of your calculations and presenting & summary of
the reasoning which lead to your conclusions:

5 (1) Which distributions are monoalphabetic and which
are not?
5 (2) How many different cipher alphabets are there in

the distributions classified as monoalphabetic?

50 (3) Allocate the distributions to their respective
cipher alphabets.

Military Cryptenalysis, Part III, 10-p.2, 1938,




SUBCOURSE

LESSON

Weight:

85

1e

REF ID:A60128

ARMY EXTENSIUN COURSES
LESSON ASSIGNMENT SHEET

Military Cryptanalysis, Part IIT.

11

The enemy is using a cipher disk similar to the obsolete

Us S+ Army cipher disk but with two differently-mixed primary

components which are changed every day.

The method of using the

device 1s to set the two sequences according to a prearranged
initial position and step the revolvable disk one letter forward
in a clockwise direction after the encipherment of every letter.
The following message was intercepted at 8:00 P,k. and was the

first message of a new day's traffic.

Solve the message showing

the solution of the first 25 letters of the message onlys
Reconstruct the primasry components, determine the keywords upon
which they are based and their initial juxtaposition.

NOTE:

OBDZR
OQNEY
OUVZH
KGZFQ
CMLYG
MEWAS
OMMLH
PZVDH
ZQORL
LUKGL
BFZBZ

XWMFX

When you have decided how to go about solving
this problem, open the accompanying envolops.

DRUAJ PODBJ

FPJVERM
NKAOA
ZZWCB
IVBSD
QBLJTU
ISWHP
UDNLW
EHEDEHYV
IZLEKY
SPMUD

VQJd YA

KEHRLQ

QF
07z

DT

Militery Cryptanslysis, Part III,

RYYDR AO0XYX

PCQUO SLRXN

NQO USJTI IDEGHM

CQE RNUX TRANT

NXHE EPAO SQA

VTS HMLK QMS

LKEG QEUC JKH

HVI CITU J ZB

KIM BNRB IFN

ZzX 4d@BO TOM

RDJ CEWT EDZY

TXQ AKAXX JCXV

llnpel s 1938,

WBMAL

EWWTE
BYMLTU
YDVPW
OIZPR
VBZIQL
THPMS
OISES
GMBYM
CSENYF
EGUUE

MVTDB




Weight:

10

(5)

(8)

XRIQE
MMAOT
LQPTXK
TGUBC
PDHXF
LRQRM
HJUTYB
GDWS J
HTSRP
ROOHL
PLRHT

2o

FXICA
IIMAW
UAQQTU
BLNFZ
CKPDI
LICWI
UTFNS
DBHPC
AERNT
EFGZPF

KBXLTU

REF ID:A60128

UQEZR YKTZK VZIDYV

UZQNT XTHAYV BINR

ZXNYY WYINTY PV E

K
YNMPZ DELEX HZYA

DRLQU SIVEQ S8JTQ

WGVPL QVEAA IKGC

ESZZK EUQFP AVRP

TQUTA CANSL DTDB

EPAYR DQPAK TUTOCTI

IBFWG BWTBP OBD2Z

RMJCK LELHV Y

D QXYFP
I PWTBP
Jd 8BS 2 G
D XRJPO
P ZGTPX
F AOAQO
E VBKTIR
V YCJYY
T HGUYF

R DRUEY

The foregoing message was one of many transmitbted by
onemy stations from 7:00 P.M. until 11:30 P.M., 10 June.

The:r at

11:45 PuMo, 10 June, the message labeled No. 1 below was irier=-

copted, after which all enemy stations were silent until 4:00 A.M.

E)

11 June, when tho single short message labocled No. 2 below was

intercepted.

LGSUEH
SITLO
NEAGI

MJWPJd

Solve these two messages:

No. 1

11:45 PoM., 10 Juno.

HPRCS ARAAK OIYEB LTYHD RSARK

XWQHEHM ADHEHDW ELUSX UUXZZ MGGVK

SFUHEHG ODHNL DLEOO QUCRX XYLFY

ODF

No. 2

4:00 AoM., 11l June.

BBIXJ NYLVG CQVVO UPKCA

3e

Problem 2 teach?

Military Cryptanalysis, Part III, ll-pe.2, 1938,
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REF ID:A60198
1234567801011 RBUEBITBODARBAB.

o

BDZRDRUAJPODBJRYYDRAOXYXW
BEMAZOQNEYFJVRMEKEHRLQPCQUOSL
RXINEWWTEOUVZHEHNEKEAOAQFNQOUSJ.
IFIDEGMBYMLUKGZFQZZWCBOZC
UXDTRANTYDVPWCMLYGIVSBS
DITNXHHPAONSQAKJOIZPRMEWAS
U

MSVTSHMLEKHQMSALYV

o
[
O
r
C
U B o g o

=
1

SWHPNEKLXKGQEBEUCKJK

MSPZVDHEHUDNLWHDHVICIT

o}
[
N
=+]
g =

ROISESZQORLHHDHVDSKI

¥ B o o
b
=
d
w

TFNDEGMBYMLUKGLIZLEKY

o
™~
N
>
[

QBOOUOMUXCSENNBFZBZSPM
RDJCEWITLEDZYOEGUUEXWMF

E
YLNZTEQAKAXXJCXVUMYVTDSB

MK M d
g
H O
<y

=
< W
H

EFXICAUQEZRYKTZEVZIDVDAQ
MMAOTIIMAWUZQNTXTHATVBTI

WIBPLQPTXKUAQQUZXNYYWYI

=

‘l’ VEJSESZGIGUBCBLNFZYN

g
&
o
~
ol

EXHZYADXRJPOPDHXFCKP

H
o
=)
t
O

Q
=
H

M

D
USIVEQSJIQPZGTPXLRQRMLT

H

WGVPLQVEAAIKGCFAOAQO
F

NSESZZKEUQFPAVRPEVBKT

<0
[e»]
o

WSJDBHPCTQUTACANSLDTIDBY

YEHTSRPAERNUKPAYRDQPAKUOCTI
THGUYFPROOHLEFGZPFIBFWGBWTIBP
OBDZRDRUEVPLRHTEBKLURMJICKL
ELHVY

Military Cryptenalysis, Part III, 1ll-p.la 1938.
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ARMY EXTENSION COURSES
LESSON ASSIGNMENT SHEET

SUBCOURSE Military Cryptanalysis, Part III.
LESSON 12

DEYAILS OF SYSTEM

The enemy is using e cipher system (possibly a machine)
concerning which the following information has been deduced
from cryptanalytic works i

ae In general the system is like an ordinary repeating-
key cipher. It uses two differently-mixed primary components
which slide against each other to produce a set of 26 secondary
cipher alphabets. (The primary components are derived from

key~words, by key-number transposition, and the keywords change
monthlye)

be Each radio net is daily assigned a different message=-
keyword for enciphering messages within the net. These key-
words very from 5 to 20 letters in length; their composition
determines the specific secondary alphabets to be used in
enciphering messagesa

ce The encipherment of & message cen start with any
one of the letters of the message~keyword, there being an
indicator in each message which tells the recipient with which
letter of the key the message beginse. The indicator is usually
the 1st group in the text and the meaning of every indicator is
knowne. The indicator AMASS, for exemple, means that the l1lst
letter of the message is enciphered by the lst letter of the

keyword. The complete list of indicators and their values, is
as follows:

Letter of keyword with which encipherment
Indicator of message commencos

1st
2nd
3rd
4th
5th
6th
Tth
8th
9th
10th
11ith

mwwkErPererEE>
WHHNM<CnHE R
OCOHRBHPXNNIOHP
oHQEOPEPPOMK®
SHNQEBERPHE<D

Military Cryptanalysis, Part III, 12-p.l, 1938.
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Letter of keyword with which encipherment
of message commences

|

12th
13th
14th
15%th
16th
17th
18th
19th
20th

QQWdwEWwww
PPRrddddaag
PEMonEd
HHOoOREEMWEH @M
HMEERAKDENE

de After this initial eppearance of the keyword (either
in whole or in part), each subsequent oycle of this key uses
the same set of cipher alphebets but in a different order,
That is, the order varies from cycle to cycle and does not rew-
peat for a long time. For example, suppose that on a certain
day the keyword for messages originating at Station A is iHARVEST,
a 7-letter word. A certain message begins with an indicator
that shows that the initial key-letter employed is the Rs. The
sequence of alphabets for the initial cycle is therafore
R-V-E-S~Te For the second cycle the order of use of the 7
alphabets might be T-A-V-H-R-S-E; for the third cycle it might
be V-H~S-A-R-E-T, and so on. In this case there are 8}
(8x7x6x5x4x3x2x] =z 40,320) different arrangements or orders
possible. Just what determines which arrangement will be used,
that is, the sequence of orders is unknown. It seems to be
governed by a long and complex key.

O EE R E EE R E EE E E EEEER

ls On a certein day 25 messages were exchanged by the radio
stations within one of the radio nets of a certein division. The
beginnings of these messages follow. Solwve the first threc
groups of each message and rsconstruct the primary componentse.
1) AVAST JEXTW YCKGE EXWXV ICNRJ GUMSTE
2)AXIOM XZJO0OR DVWNHN EQPEM IHYIQ EGEKVI
3)AURAL SJECQ MYXCA SEECA NSFSY IXO0KdJ
4) ASSAY NGLWR SWBYA JQOEK FPIMRZ FXUETU
5) AZTEC WJOKXK RREZD WICHY DRRVE JLBMZ
8)AXIOM EBDKKX KPOEH UMIVH NRNJE BEYJHE

7V AS8SAY QFNEH GWFRH ZJAGG HNCRS XCE8SA

Militery Cryptanalysis, Part III, 12-p.2, 1938,
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8) TBWCC ISXA KH
9) AEYPU YGMJ N X JE
10) AMI LIP KUVL IA UN
11) AMA WJT FUHA DX N G
12) AX1I WMU YCJQ ES A J
13) AV A BIC TWDD DQ S J
14) AZ T QZX KTKF JW EDB
15) ARR O W WBB CSGX HS N Z

16) 4 8 8 FAC HJJQ Vs 02

17) AV A FIW LOVX RP 0A
18) AVAS NIW SO0AL FI ¢ c
19) AsSS A SVX KXXJ Z L I8
20) AMA S TZZ LPM YKLF PI 16
21) AURA JEL RACJ DVLR T B UM

22) AS S A IEM IGML REDE KE RFZ

D
B
23) AURA QEB KRUVB LEXTU CW PsQ¢CP
E

24) AVAS JEHDC YGXXX TBMJ NRZLF TOCL
25) AURAL GQEYD TYCII CTOH XS8SWCD RGVMI

2¢ TWhat is the message keyword for this unit?

3¢ TWhat are the keywords from which the primary components
are derived?

Military Cryptanalysis, Part III, 12«p«3, 1938.




REF ID:A60128

ARMY EXTENSTON COUKSHE

SOLUTIONRS

SUBCOURSE - Military Cryptanalysis, Pert TIX

LESSON 1 Aperiodic keying by word lengths.

Weight:
15

la. Solution is obtainabtle by finding the plain-
component, eguivalents (reversed standard sequence set
against the normal sequeuce) and then completing the plain-
component. sequences. Each plain-text wcrd comes out on a
single generatrix but the successive words reappear on
different generatrices. The letter-for-lettor decipherment:

E S D A
0 ' BEA A 0N
G LS8 D N

M

OP S8 : B D
KJG 2 4R
b, Keyword: TU XS DAY

2. Since the cipher lext is [rouped according to the
original word lcngths, idiomorphic wuords such as ATTACK, FIFTEEN,
etec., can readily be spolted. Asgrming a mixed cipher com-
ponent sliding ogainst the normal plsin component, and applying
the principles of direct symmetry of position in the recon-
struction of the former cowmponsut solubtion is obtained as follows:

L R N
ATT 0 ; ‘ ) E
ES S A ) )

Bolutions
Military Cryptanalysis-Part IIL, 1-p,1, 1938.
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2. Contlinued:

N T P L
DEFENSE HLMPERED ATTACK STOP
EJVIZDJI XTBLEQEU PZLPSJ FSOD

R m A N

AIRPLANES YOW BEING DECONTAMINATED
RIYXKJSJRXHIB TNK KBCPZ EJULZRNMKZNRJIDL
The primary components are as follow
Pleaing ABCDEFGAIJKLMNOP Q RSTUVWXY Z
Cipher: X AKWYBMZLCQODRPFCHGTNIUEJYV

The mixed component is derived by trenscribing the columig
(from left to right) of &« simple transposition rectangle besed
upon the keyword XYLOPRONE. Thus:

XYLOPHNE
ABCDFGIJ
KMGRETUV
W7

Sequence: X AKJYIBMZILCG ete,

3a. In Messagce No. 1 bthe sequence LBZRSESIBG is repeated
in Messoge No., 2. Thig idiomorph sugrests the word ARTILLERY.
Immediately preceding tuis sequeitce in No. 2 is the sequence
WGWHP, which is isomnrphic with the sequcnce PHPBN which
precedes the LBZRSFIBG sequenice in No. 1. The word ENEMY
suggests itsellf. With these words #nd scguences as a2 start,
the reconstruction of the primrry mized cipher component is
not difficult. The letier-for-letier decipherments ere as
follows:

I D b
MORNING AT
ZJGLEWEA EA

b
H
3
i~
>
o
Qw
H i
oot

< )

Z

D

U L k S L I
- , + A

I

=
e}
o<
b B |

b

0o
H

B2EHUO

3

Solutions
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Weight:

Continued:

3a.

|
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=
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B B
o=

o m
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BN
o W
=1
0 =
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W pg
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m o
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ary com-—

<

& SLIDERULE and the prim

The keyword for the message 1
ponents are as follows:

NN
=
< m
=
=
oo I 1
B <g
L
mwm
G B
Ba
om
20
= O
1
(o
e =1
—
el o]
[ QW=
= B
{25 &)
0
[ R

A

<N

Plains
Cipher
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‘ Yeight:

5 3b. Noting that ihe cipher compcnent sghows mections
identical wilh sectlouns in the cipher component of Problem 2,
it is pussible to bleck ofi tle identical sections. Thus:

For Ho, 1:

2 L 5 6
RIUJEF

1 2
XAKWYDBM Zi LC Q! ODRPsEJOGT v

For No, 7:

3 1

6
pPF “‘ XLKWYEBMZ

EJ V! HGIILC iN I U‘ O0DR

It soon becomes nbvicus thet the cipher component for No. 2
is based upon the sume keyword ond rechuingle as the cipher zom-
ponent fer No. 1, but the coslurms in the transpositicn rect-
angle have been transcribed in key nunber order. Thus:

78351241
XYLOPHNE
ABCDFGIJ
KMQRSTUV
w2z

Sequence: EJ VHGT L C @ eté.

5 c. Heving recongtructed the mixed cipher compcnent, the
solution of a subsequent messnge encipherced by the same com-
ponents but in e different key i¢ 2 simple mntter. Converting
the first few cipher lettors inlc thelr plain-comp-nent
equivalents and then completing the plain-¢componcnt sequencesd,
the soluti.n is as follows:

g T o N C I L 5
'l’ HAVE MCVED OUR CO65LEN ED POST TO RJ SIX
MSOW.SLEN, RKS URFYy WYL YWZE BEM BP NZR
T by
ONL NINRE
AXN DQDG XXX
Soluticns

Military Cryptanalysis-Pert III, 1-p.4,1938.
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ARMY EXTENSION CQURSES
SOLUTIONS

SUBCOURSE -~  Military Cryptanalysis, Part III
LESSON 2 —~  Aperiodic keying by word lengths, continued.
Weights
30 l. This problem is no different in principle from that in

Problem 3a of Losson 1, but was introduccd in order to give the
student an opportunity to take what appears to be a complex

scheme of cnecipherment and rocmove lhe cxlraneous "trimmings" which
cryptographic inventorg usuolily employ with the idca that these
additional elements impart cryptographic gecurit; to their scheme.
The solution of the "challenge" message is as follows:

CHARLESZ SULZERZ SHARPEZ MINORZ
VFUYOXNE OWYXYNLDN AQWXVYI PZQETSB i
INVENTORZ TUNUISZ CEYPTOGRAPIICZ
DZLBZEKPG WGVIP NFJARXSFEKEALTNZ
SYSTEMZ RECORDEDZ WARZ OFFICEZ
HGHSFZY JGEOJUGUS 0ZBJ UYYQJKC
WASHINGTONZ BANDZ LEADERZ FORTIETHZ
VBTWJPIEQPA LSREIF MSNHSRY YUMAQKAPCO
ARTILLERYZ COASTZ ARTILLERYZ CORPSZ
XHLIZZCHVM LRIWJQ KFRTGGQFJZ RHTSERB
PRESIDIOZ CALIFORNIAZ MATTHEWSONGZ
YPBQDADKG SQAVECOFVQP SDMHYJBVTLER
COLONELZ FORMERLYZ NATIONALZ GUARDGZ
VJOJWXOE TFDALDXYN TOXPETOSD RLMGBY
The primary cipher componenl is bssed upon the phrase A FROWZY
PHLIGM end the components are asg follows:
Plain: ABCDEFGHIJELLLD : NOPQRSTUVWIXXYZ
Ciphers ABFCRDOIWJZEXEYNPQHSLTEUGVMX

30 2a. The mean length of words in Fnglish telegraphic text is

5.2 letters. When separators arc -ised t ‘e mean length becomes 6.2.
Since a keyword is used in this case, lhon if we should find a
repetition of significant length the intcerval between its lst and
2nd appeerances should give a fair indication of the length of the
key.

Solutions
Military Cryptanalysis- Part 1II, 2-p..,1933.
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key. For example, note the sequence PBUVGI repeated at an
interval of 44 letters. If the mean word length is 6 it follows
that the keyword in this case should be 7 or 8 letters in length.
Now, since the rcpeated sequonce PBUVGI scems about in the

middle of the message, if the texl is written out in lines of about
45 to 50 letters beforc and after the repetition, then each such
line will contain about 7 or 8 words ecach monoalphabetically
enciphered by this keyword, and prerhaps by careful scrutiny one
can pick out the successive word separators. Note in the follow-
ing transcription how the rencatcd sequence PBUVGI has been used
as a sort of base for writing out the Lext in superimposed lines;
how the word separators P and I apnear in ithe lines above and
below the lines with this repetition; how certain letters

(B, Q, P, I, 2, My, D, L) orpear to be distributed on each line

morec or less in accordance with the intervals to be expected of
word lengths.

. ANCKGEHRYJEFVWJQOVDWEBNFNLUZ TURWNH PO TZQVNYVELIMKQHYWRKQBDJ PBL

YJINIATEIDZDVQZLXZPUMNAPIMRYJ ARFOZYBBY KUOTMCGQDKBUIL

YIETYQDVVFDGROGKGIGDCPRUVGTHIMUOZCT SOKBQEOMZOVDVIKKL: !

JNZAEDPEQOGKUPBUVGIOIRIMZVOMBMGFNMHLKXMDVVINVL,

CTYXSMEVZJIDQDOPQSPBMIFMRRNZZBCWMIKAVLDIQYBSINTBL

YJEEDGVWQZLVUUPPNXAQHLUBIPLMOIZYVTHVGWLIDCWYNBL

GEKTYXCKEWEKFUQZDFI

b. Once the sequcnce of cipher cquivalents for the word
separators has becn ascertuined, this enables one to block out
words and these having been enciphered monoalphabetically, solu-

. tion ccmes rather easily. For example, immediately preceding
the lst appearance of the sequcnce PBUVGI is the sequence
QSCGKGIGDC. The Q is, of cuursc, the separator terminating the
word in front of SGKGIGDC; the latter suggests DIVISION.

c. The primayy ccmpenents sre based unon the keyword
DERMATOLOGY and arc as follews:

Plédin . . vDERMATOLGYBCFHIJENPQSUVWXZ
Cipher « « . DERMATOLGYBCHIJKNPQSUVWIXZ

d. The keyword for the message is MUSKETRY,

Solutions
Military Cryptanalysis-Part III, 2-p.2, 1938.
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Height:
€. The complete text is as lollows:

M U 5 K E T R ¥
ANCKGEHWYJEFVIWIQOVDREBNFNLUZIURWRPCIZQVNYVBLIMEQHYWRKQBDJIDBL
EIGHT PRISONERS FdOM SEVENTY SEVENTH DIVISION INCLUDING ONE

M U s K E T R X
YJJNIAEEJDZDVQZLXZEUMNAB;MRYJARPQZXBBYKUOTMGQQKBUIL
OFFICER STATE THAT THEIR REGIMENT ATTACHED ON LEFT

M U S K E T R ¥
YIETYQDVVFDGQSGKGIGDCPRUVGIHIMUOZCI SOXBQENMZOVDVWKKL
OF SIXTEENTH DIVISION STOP FIRST OBJECTIVE WAS IILL

M U S K Fi T R Y
JNZAEDPEQOGKUFBUVG IO IRIMAVOMBMGFNIHLK XMDVWHVL
FIVE TWO FIVE STOP TiRIR WEXT OBJECTIVE HIGH

M g S K E T R Y
CTYXSMEVZJBQDOPQCPBMIFMRRNZZECHMIKAVLDIQXBSIWTBL
GROUND EAST OF MARSH CREEI! STOP FIKST OBJECTIVE

M U S K E T R Y
YIEEDGVWQZLVUUPPNXAQNLUBIPLMOIZYVIMVGWLIDCWYNBL
OF OTHEP THREE REGIMENTS NORTH AND SOUTH RINDGE

M U S
GKTYXCKEWEKFUQZDFI
THROUGH ROUND TOPS

40 3. Examination of the text discloses four isomorphic
sequences. They are superimposcd for study.

1234567891011
(A-UONNYSFMLUT
(B-KVDDGZAQUSKA

Isomorphs (¢ _ M DWWRLGCBHMY
(D~-DYJTJTBKSNUDF

These sequences contain all the lettersg of the alphabet except
these 5: E, H, I, P, and X; so thal cven ii we can construct a
chain of 26 places, we will have at lieast 5 blanks in it.

The application of the principles of indirect symmetry of
position to the lines of the superimposition diagram yields the
following data:

Solutions
Military Cryptanalysis-Part III, 2-p.3, 1938.
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Isomorphs Isomorphs Isomorphs
A&B A&C A&D
MUK UMC LUD
ov 0D 0YB
HD MW MNJ
YG YR TFSK
I82 SLB
TA FG

TV

The data from isomorphs A and C may be immediately amalgamated
with those from A and B. By careful study of the columns of the
superimposition diagrom we may add data as shown below:

Isomorphs Isomorphs
A&B, AsC A&D

CMUK AQZ JVGLUDR,CW
WNDOVTA TFSLCYBMITT
JRYGFQ

BLSZ

As for the dala undor isouworphs A and D, it is obvicus that we
are here confronted with onec of two conditions:

(1) Either the iwo sequences, by chance, are the nearly
complete halves of a single sequence of 26 letters, in which
case we should put the two sequences together according to one
of the following 13 arrangements:

1234567891011R1PL 23456789 ORI
AGZ . VGLUDR.CWITFSKOYBMNJ . . «
FSKEOYBMNJ .. .T
SKOYBMNJ .. .TF
. TFSKOIBMNJ ..

‘ or else

(2) The two sequences (AQZ ... and TFS ...) represent two
half-chaing of 13 letters ecach, the letters of which must be
properly dovetailed in order to produce a single sequence of 26
letters. The former hypothesis is not sc¢ lilkely as the latter.
We could proceed ito iecst out the former hypothesis, trying all
13 arrangements menticned above and seeing if the interval rela-
tionships can be mode consistent with those given by the actual
data. This would be a lenglhy and labnrious procedure. On the
other hand, we may assume the latter hypothesis to be true (that
we have two half-chains) and try to dovetail them properly so as
to produce a single chain of 26 places, which is not so difficult
a process.

Solutions
Military Cryptanalysis-Part III, 2-p.4,1938.
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Suppose we superimpose the AQ7 «.. half-chain over the TFS ...
Lalf-chain 30 a8 tc give values that will corregpond to any one
of the vaiues siven in the partial chains CMUK, WNDOVTA, JRYGFQ,
or bLSZ. Thus, sclecting VY in tue WDNOVTA chain:

12 5 4 5% 67 & ¢ 101121

492 .V GL UDDLK .OC W
T S KO ¥ B MNJT . ..
12 3 4 5 ¢ 7 Y 9 10111213

It will be seen thet this yiclds 7alacs consistenl with those
given by ithe partisl chaing under inomorphs A&B. Now sincec we
are probably reslly dealing wilh helfl chains of 13 letters, we
may repeat the AQZ ... half chain in its supcrimposition with
the TFS ... half chain. Thuc:

78
s U

1234
AQZ.

L. d
K
3/

PN

J

< Ut
(PN O

=

9D 111213
DR .CHW

e <
t,J. o P~

O
[«
e £4n~
BT AW

L
A
J
LNl

. Since this gives the value AJ, we conclude that the WNDOVTA and
JRYGFQ partial chains can be combined at once into one chain:

WNDOVTAJLRYGFAQ

In the samc way the other partial chains may be added to this
sequence uniil a complete sequence (lacking only the 5 originally
missing letiers) has bcen complcted, as follows:

23456789DHRBMEEHBBmﬂ22&5é
WNDOVTAJRIGFQ. .BLSZ.C0MUK..

The problem states that Lhe letler Z is boing uvsed as the
word separator, hience the lelter iumodiately preccding each
isomorph and the last letter of czeh iromorph should be the
equivalenl of Zp, the separator. By studying the various cipher

‘ equivalenls of this separator liettler before and at the tail end
of each isomorph the fcllowing pairs can be constructed, which
give the gseguent valucg of leticr Ly in sequent cipher alphabets,
according to sequent key letlers. Thus

NUONNYOSFMLUT gives RT' ¢o5 soguent values for Zp
FEVDDGZQUsXKA " o 0 " " n
AMDUWRLGCBMY ¢ LY i n n mon
IDYJJBKSNUDE " TF " u mou

Uniting the sequent values in a chein, one gets the sequence
NT TF FA AV = NTFAV as the successive values of Z,, corres-
ponding to successive key letters. Whether this is the entire
sequence of separator values, that is, whether tho key is but

Solutiona
Military Cryptenalysis~Part ITI, 2-p.5,1976.
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5 letters in length cannot yet be ascertained definitely. How-
ever, onc might make a try al blocking out some or all of the
vwords in the megsage by means of this sequonce of 5 separator
volues. Simply go through tho text ond undecrline placces where
letters of the sequeonce NIFAV occeur in pronuor order. Thus:

YRMLT GCTJIH IPFPD BBAOL JCDDA
2

£
?

YXYNU ONNYS FMLUT ILTFK VDDGSZ...

Mow lot us werk backw-rd from a mown noini, It is obvicus thot
immediateoly preceding tho igomorph UCKNISFELUT there is, in the
plain text, & sepavatur letier, Zp. Pence Zp muat be Ne. There-
fore, tho V immcdistely preceding this N cemmot be a separator.
The V beforc the K must be Z,, lle separotovr. If this is correct,
then the A immodiately in rront of thal V cannot be a separator;
the A in BBAOB must be thu separator, 4,. I this is correct,
then the lst of the two T''s in HP>Ti must be the separator and
not the 2hd, gince if the latter were the separetor, one would
have a 2-letier word with both lettevs identical (corresponding
to BBg), which is impossible in Englich. By procceding alerg
those linos, by carcful cbscrvation and deducticn, the entire
text can be blocked off into word lengths. Thus:

YRMLT GCTJHHPEFE PFBBA OBJSDDAY KVH

UONNYSFMLUT TLTF KVDDGZQUSEA OYPUY

XKVWN NPWOI HIYUF UBBA MOUDWWRLGCBWMY

CAQPN DPZGHGWGOST KJEGF IVCZYSA
EXXY HMGGXN DLRQT DYJJBKSNUDF PVZD.

The cipher text can now be convor®ed into monoalphabetic terms
and solved quitu rapidly. One might, to satiufy curiosity, find
tho keyword to the message. It i3 DHONE. The solution is.as .

follows:
D R 0 N E
YOURZ PLATCONZ WIINLL., PROCEEDZ TOZ
YRMLT GCTJHEIPF P¥FBDBDA OBIJSDDAYV KVN
D R 0 N
GETTYSBURGZ VIAZ GEYTYSBURGZ PIKEZ
UONNYSFMLUYT ILTF KVDDGZQUSXKXA OYPDYVY
Solutions

Military Cryptenalysis-Part ITI, 2-p.6, 1938.
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B
[{]
u
(8]
i
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The primary comronents are:
trangnosition from the koywords

Cipher ...
component

Plain
Military Cryptanalysis-Pert III, 2-p.7, 1925.
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ARLY, EXTENSION COURSES

SOLUTIONS
SUBCOURSE - Military Cryptanalysisz, Part IIT
LESSON 3 - Irregular-length plain-text groupings.

Weight:
8

03

la. This problem is esasily read by converting the cipher
letters inte normal alphabet cquivalents (using a standard
reversed sequence against a direct) and then completing the
plain comnponent sequences. The plain text reappears in
irregular length sequences on different generztrices, the
latter corresponding with the successive letters of the key
FOGHORN. The soiution is as foliow.s:

0

Ju

=
ma
HaQf
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<=
Q-

P4
x4 m
€
lw)]

A
< 0

<t
bd o
=
g
<t
Qe

~
O

o =
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g
i
=2 ]
=
=
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g &
(o]
= o
< =]
=2C O W=z
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(Pl ]
lw N
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n

=
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o =
oOw
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=
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o
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< o
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o
o b
< w

O oo

Ha

GJFJ"___1

Zn 0 W
<=3
P
=
=
= w
(=
No
< g
= =

R
0]

=+

b. The successive lelters of the keyword FOGHORN have the
following numerical values (in thc normal alphabet):

FOGHORN
613781181

Each keyletter is then used for enciphering as many plain-text
letters as its numerical value. Thus, the setting Ap = F¢ is
used for the firsl 6 letters; Ap = Og, for the next 15 letters,
and so on.

2a. This wnroblen is identical in principle with Problem 1,
but the primary components shift much sooncr than in Problem 1,
making the solution more difficuit. The primary components are

Solutions
Military. Cryplanalysis~Part III, 3-p.l, 1933.
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hoth direct standard sequences. The keyword is FRIDAY and
the colution is as follows:

k 1 D

bd 2
=
WO
==
(=Rw]
o
W=
W
vu l x|
b =
=3
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il el
5
O W
ol o]
=
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=
N o

HOow ma
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=
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o w
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=0
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=2
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b. Tho letrers of the koyword c¢r: given numerical values
corresponding Lo their relutbive order in cthe normal scquence.
Thus:

RI
5 4

N

A S
1

W kg
ov K

Each keyletter then enciphors as mauy letters as its numerical
value, the F gecondary alplhiabet being used for the first 3
latters, the R sccondary alphabel for the next 5 letters, and so
on. Ascertaining the method in which the keyword controls the
shifting of lhe componunts in cases like this and the foregeing
is a matter of observation end expericnce, with the application
of simple reasoning. The student should always try to resclve
a problem into its simplest terms, for in practical work it will
often be found of great assistance in solving unlmown systems.

3a. The idiomorphic repetition and its isomorph underscored
in the cryptogram suggest the word COMMUNICATION. Immediately
beyond the first two appearances of this word (1st and 3rd lines
of text) are the sequences:

Iine 1

(@[5
(@145

=i
O
i<t

cifd

=i

Line 3

Qe
(@}14)
==
= |-t
=
= o
i<
QN

Solutions
Military Cryptanclysis-Part III, 3-p.2, 1938.
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These two sequences certainly suggest that the same or nearly
the same words follow COMMUNICATION both times, and thet thei
different cxtornal appearances arc occasioned by difference in the
kcy. The word which commonly follows COMMUNICATION is WITH. The
form of the sequences suggests:

Q
b

When thesc hypothebical valucs are inscrted within the cells of

a sequence-reconstruction dicgran, logether with the values given
by the isomorphic scquence pointed out above, one has the follow-
ing:

ey
I-l
4

OPQLRLSTUVHIXY Z
T
B
YU EQ
C S
I XD Y

ABCDEFGH
0 z
E H

LAV

o=

I
H i

G ) 4 O <A

From theec values it is possible te recenstruct the primary cipher
component based upen LAWN TENNIS:

LAWNTEISBCDFGAHdJEKMOPQRUVIYZ

From this point on sclution can be promptly reached by deeiphor-
ment. It is as follows:

M(13)

I
v

N(J.

L
1 N

M(1
i1
Qv

Bolutions
Military Cryptanalysis--Part ITI, 3-p.3, 1932,
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Solution of this message is accomplished by employing
A

the LAWNTEIS ... sequence and completing plain-component sequences.

The text is as follows:

b.
F

10
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habet to be employed,

T

5 14 20

¥y alp
E , used in exactly the

O N U M F N
6 1 13 5

13 15 14 2 13

M

The keyword for Problem 3a is MOWUMENT each letter of

Ce

which not only determines the sccondar
but algso for how many plein-text letters, according to the key:

In Problem 3b the keyword is F A M
same manner.

Solutions
Military Cryptanalysis-Part III, 3-p.4, 1938.
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Veight:

30 4a. TFron the data given it is clear that -
Mcssage 1 should stert with NUMBERFIFTEENX,
Iessoge 2 should sturt with NUMBFRTWENTYTWOX,
Megsage 3 sheuld start vith NUMBFRSIXTEENX.

Placing these plain-text begimnings under the proper messages, and
applying principles of indirecct symmetry of position, the primary
component based upon PAN AMERICAN UNION is reconstructed. The
solutions are as follows:

From B to A
1 B E R
NUMBERFIF TE ENXEN EMYMACHINEGUNNEST
UHOXKBDQFQ EH UIAUI OUMUIFSDCOQGCCOYZ
I A I B E R
‘l' APTUREDST 0 PHAVETENDP RI SONER S
CIPHDBLZ? B ITCABPBUI JK XGIUO X
Frem C to A
I B E R
NUMBERTWE NT YTWOX ENEMYAIRPLANESHAV!?
UHOKBDPNB FE NYPGA OCOUMIDBRUWICOYSIPCS
I A 1 B E R
LOCATEDOU R COMMANDYPO ST XWILL MOVE
XJGCPBLJH I GJOOCULIJ ME APBVY UHPO
From 4 to C
I B E R
‘l', NUMBERSIX F ENXNE EDTYVOMORECOPIESOTFT
UHOKBDZFM T UIAITU OKZsHUHBOFHRDOYHLT
1 A I B B
IVISIONFI E LDCODENUM BE RFOUR
FAFZFJUQF R XLGJLBUHO TH OKGFO
5 b. The principsl lesson which this problem holds for the

cryptographer is the danger (to cryptographic security) of
following a fixed procedure in enciphering and especially of en-
ciphering reference numbers in ss conspicuous a manner.

Solutions
Military Cryptanalysis-Part III, 3-p.5, 1938.
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Weight

The principal lesson the problem holds for the cryptanalyst
is that he should be quick to note weaknesses such as the fore-
going and tcke advantage of bthem so far as concerns enemy
traffic. He should do all in kis power to prevent procedures of
vhis kind in our cwn traffic and toc call attenticn to such weak-
nesses when he finds them in our own breffic.

Solutions
Military Cryptanalysis-Part III, 3-p.6, 1938.
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LRMY EXTENSION COURSES

SOLUTIONS
SUBCOURSE ~ Military Cryptanalysis, Part III.
LESSON 4 - Varieble-lcngth keying; interruptions

in keying sequence.

heights
30 la. Mcssages with their plain texts:
(1) REPO RTTC COG R™S8
zcbtp 2wezp ep 24g%x
(2) PREPLRETO 06 V5
‘l' wteagmxzuy sp rec
(3) NEXTTRAINWILL
tecrwextbhth
(4) CEIRFSIGNAL
efkecszrihe
(5 TAKESTEPSTO
yencihznuw
(6) 00 RDERSVWILL
v 2zietirrgx
(7)) SENDTHREEMEN
hegickguon
‘l’ (8) REFERRINGTO
zcfeclxrkagw
(9) STFO NGRESIST
hwwp teweim]s
(10) CO UNTERATTACK
ep dozclixs]j
(11) PRO NPTO RDER
wts sqgzp ziet
Solutions

Military Cryptenalysis, Part I1I, Z-p.l, 1938,
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(12) REGIMNE

ZCEEY

LTTACKPO STPO NED
cwzaooem hwtp

(13)

U

X

UR
at

CANYO UMO VETIO

(15)

eaqdr dns rcap

THREEMNO RERE

yfweqqkb

(16)

wcC

Z2 C

moM
= ot
m 3

= o

(21) R A

ACCO RDINGTO

(23)

clcp zikoth

dt

WHATISYO UR
aflwwszqgnm

(24)

MARCH

RERADIO

(25)

wl

S a

zcwapmb

ALLWEPRO CEED
Imhrznap ecei

S H
h f

(26)

S
=
-
(2]
o
c3)
fa o]
O
=

Solutions

Military Cryptanalysis, Pert III, 4-p.2, 1938.
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(31)

(32)

(33)

(34) P
b

(35) N 1 G
qiwsy

Key for messages: CALAMITY JANE

Primary components: Plain . . JABCDEFGHIJXLM...Z
Cipher e o CHYDRA.ULICBCEF- . -Z

Interrupter: Op.

2z. OSame primary components as in Problem l. Key MISSISSIPPI
RIVER, applied t¢ irregular lengths of text, starting at beginninag
of keyword after encipherment of each Rp. Solution most easily
obtained by guessing the probable word RECIMENT, the indications
of the probable prescnce of this word baing the address and
signaturc.

C. 0. 95th Infantry
Plains

Key:
Cipher:

ODwa

am=g =Ev
Qo
W0

s I
=g

Plain:
Key:
Cipher:

L 3
maEr o
i -t Pl
s = e
nH=

H O
HOn=
O

Solutions
Military Cryptanalysie, Part III, 4-p.3, 1938.




Wieight:

30

REF ID:A60128

Plaini DIPREP ARETO
Key: VERMI SSHMIS
Cipher: ZZ2SQV SFQHC
Plain: NEFOU R
Key: SSIsE I
Cipher: I XGCEK X

3.

word begins with a

the keyword JAPAN being used for this purpose.

used a8 a word scparator, and
ordinary letter.
shifted to the left after tho
cluding the X separutor. The
to shift the cipher component

ATTAC KHILL ONENI
SISSI PPIRI VERMTI
SHJSB DZUEKP EWIDHM

Smith, Brigadier General.

Same primary components as in Problems 1 and 2; cach
new juxteposition of the pfimary components,

The letter X
is treated as though it were an

is

Within each word the cipher component is

encinherment of each letter, in-
latter then serves as o signal
to the next keyleiter before be-

giming to encipher the next word.

Solution is most rcadily obtaiaed by ceonverting the first
ten cipher letters intuv their plain-component equivalents, com-
pleting the plain-component sequences initiated thereby, and

noting plain-text on a diagonel line: FIVEXTRUCK.
Message
Plain: FIVEX TRUCK SXLOA DEDXUW ITHIXW
Key: JEMNO AULIC BEPQS TVWXA ULICNKN
Ciphers: P VESK WVHBP YIRIS XIHTH JZKUG
Plaingy O UNDE DYMEN XAREX TROCE EDING
Keys OPQST VWJEKEM NAULI PQSTV WXZHY
Cipher: UGLWZ ZSZPD JAVEAL IECWH YYIJI
Plain: X SOUT IHIXONX NANEI NGXEO ADXST
Key: DAULYI CBNOUP JEMNO PQSAU LICYPQ
Cipher: ZVQHH MLAAM HKDHZ UZOTQ LEUEG
Plains: OPXTH EYXSH OULDX REACH Xs0UT
Key: STVAU LICNO PQSTV JEKEMNO PAULI
Cipher: CEQWG EUUCYX LJUXQ APMPX MVQHH
Plaint: HXGAT EXBYX HNOONYX TODAY XSTOP
Key: CBP?PQS TVAUL NOPQS JKUNO PAULTI
Cipher: MLXQJ ZQURR RULLO LDPNM MVISYVY
Plaint XBEXD LEPAR EDXTO XEXPE DITEZX
Key: CPQSA ULICB EFGNO PJKMN OPQST
Ciphers UQUVO0OQ VEVCH KKBBU MOFAS SHGIXP
Solutions
Militery Cryptanalysis, Part III, 4~p.4, 1938.
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ARMY EXTENSION (OURSES

SOLUTIONS
SUBCOURSE - Military Cryplanalysis, Part III.
LESSON 5 - Cipher-text auto-keying.

Weight:
10

1. The solution of this message requires only the use of
two normel sequences, one direct, the other reversed. The usual
sinple steps having becn tried, without success, cipher-text
suto-keying is assumced. Since the initial keyletter is unlknownm,
we may disregard the first plain-text lelter of the message
(which will be found easily enough later, from the context) and
start with K as the koeyletter. Then the lst cipher group yields
the following:

KGGL
~-E AV

==

Obviously the word is HEAVY.

2. A frequency distribution for eaclh of the firgt 5 columns
of letters is made. Eech distribution suows monoelphabeticity,
and shows crests and troughs in the same order but at different
points along the normnl sequence. These freguency dictributions
are solved by applying the principles of direcl symmetry of

position and the rixed primary component is reconstructed. The
five secondary cipher alphabets are as follows:

—
=a

NO P
uv
Y

V]

Plain -~

P <

=
o
~3

Ciphier -

Qe ol
win = R Ea
=y o= g

= o e
O =W o
HOo 0O RO
oo
WO o H O
o< Ol
<y e
Ea R R

b
0 NO M MO

=0 7Ot
Q== N

=20k WA
L= Rl o} L]

b O
=

EE RS L
MO
SRRV I
SR

W Ol
QWK Y-
O QL i
CRCRORCR N

The bogimmings of some words (as in Nos. 7, 18, 42, etc.)
indicate definitely what plain-text letters follow in columns
succeeding colurn 5. From these values, the system is quickly
determined to be ecipher-text auto-key wilh lst lelter keying
6th, 2d keying the 7th, etc. Note the initial keyword for the
nesgeges (CHIEF) recappearing under Ap in the reconstruction
skeletcn.

The plain text of the first 20 messages follows:

Solutions
Military Cryptanalysis, Part III, 5-p.l, 1938.
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1. TWO HUNDRED PRISO 11. ATTACK PLANES HAV
2. EASTERN SLOPES OF 12. ANTI-TANK GUNS ON H
3. THE ATTACK PLANNE 13. NEARLY ALL OUR GAS
4. OUR ATTACK JUMPED 1l4. WHAT ARE YOUR DISP
5. YOUR REQUEST FOR A 15. REMAIN ON THE DEFE
6. ENFMY TROOPS HAVE 16. IN SPITE OF REPEAT
7. REQUEST ADDITION 17. OVELHELD MACIINE
8. SEVENTY FIVE AMMU 18. MACJINE GUN FIRE I
9. ARTI.IERY FIRE IS 19. JMIELDICTING FIR
10. THREE ENEMY AIRPL 20. UVHE FIVST FIZLD AR

This problem illustrates how easy it is to solve cases of
this type when a sufficient number of mcssages is available to
permit of this methed of atlack by superimposition. If this were
not possible, solubtion would become much more difficult.

50 3. These messages being only 11 in nvmber, the method of
solution by superimposition is impracticable. Frequency dizi: -
butions besed upon the letters immedialely following ecach
different cipher letter must be prepared and these are solved
by applying the principles of indirect symmetry of positicn.

The mixed primery components are based upon the keyphrase
ENGLISH-JAPANESE DICTIONARY. They are as follows:

Plein - ENGLISHJAPDCTO
TO

YBFEKMQUYV Z
Cipher ~- ENGLISHJAPDC Y

L VX
RYBFXMQUVWXZ

The initial keyleotters for the messages are as follows:

1) N L) R 7 F 10) L
2) U 5) E 38) E 11) B
3) N 6) F 9) E

The texts of the messages arcu as Tullows:

Solutions
Military Cryptanalysis, Part III, 5-p.2, 1938.
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< O w1 Q =R

W
==

H O

TO
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QL KX XX

4. Hoving reconstructed the primary cumponents used in
Problem 3, the solutioun of lhis messege represcnls mcrely a
special application of the method used in solving Problem 1,
despite the fact that an introductory keyword of 7 letters is
used. By trying introductory keys of 1, 2, 3, ... letters the
soluticn is solution is reached when IZNFU is used for keying
the 8th, 9th, 10th ... letlers bheyond.

seses <o 1ZN FUQGK TIZRG BSATB XOXKT IXSC
esese «.OND ITION WIKHEL INESI NYOUR AREA
IZNFU QGKTI ZRGBS ALTBKO XKTIX SCTTL IYPCX

The text is seen tc begin with

IZNFU QGKTI ZRGBE etc.
esees  +.OND ITION etec.

Soluticns
Military Cryptenalysis, Part III, 5-p.5, 1938.
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Weight:

The 24 word of the mesgage is obviously CONDITION. When

Ge = Cp, the keyletter is E., The introductory keyword ends

in E, then. 3By assuming wvarious words, when REPORT is tried,

the keyword OUTLINE is found. The begimming of the text:
OUTLINE I7ZN...
REPORIC OND...

. IZNFUQG KTI...
Solutions
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ARMY EXTENSION COURSES

SOLUTIONS

SUBGOURSE Military Cryptanalysis, Part III

LESSON 6 Plain-text auto-keying.

Weight:

10 1. This message represcnts a case of simple plain-text
auto~key onciphorment with two normal sequences, one direct, the
other reversed. The usual simple steps having been tried, without
success, plain~text auto~keying is agesuned. Since the initial
keyletter is unknown, we may assume the first cipher letter of the
message to be A, B, C, ... and try to build up text. It happens
that the first plain-text lettor is A, £nd yislds ADVAN for the
cipher group K X I V N.

2. The following repctitions (and many others) are noted:
Group No. of Qccurrences

¥C
KVHQRMH
KOA

DJZ
DJIZMH
TJB

GCZ

GCZ BFVLR
FCBFVEB

9
2
4
4
6
2
3
2
2

The large number of repetitions together with non-monoalpha-
beticity denoted by a frequency table of a few lines of cipker
text, strongly indicates a plain~-text auto-key system. In such
a system, the plain-text repetitions are one letter longer than
the cipher-text repetitions. Consider the third and fourth
lines of cipher toxt. So many repctitions occur here that we
can lay off the word lengths with a fair degree of assurance

that tkhey are correct. Beginning back in the third lime, we
have:

F K 0 AsG
FC:WWKYV HQR¥H: NWUGJ B:

Colons indicate probable word separations.

Solutions
Military Cryptanalysis, Part III, 6-p.l, 1938.
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Now consider the 8 plain-text letters represented by JKVEQRMH.
An excellent "probable word" to assume for this is DIVISION.

Suppose we assume!

N %o be enciphered by
H

Now if the plain component is standard and if we assume the
base letter to be Ap, we would have from consideration of letters
following IP:

Plain - ABCDEFGHIJKLMHNOPQRSTUVWIXYZ
Cipher - I M Q v

That M, Q, and V should fall in such order if something were
not controlling their positions, would be quite a coincidence,
particularly as there is just the right number of spaces between

. M and Q for N, 0, and P to Dbe inserted.

Let us tentatively insert N, O, and P in place, and then
slide Vg under Ap, in which case Ip = Hge We have:

Plain - ABCDEFGHIJKLMNOPQRS

TUVWXY Z
Cipher - V I H MN

0P Q

Thig position of H is not inconsistent witn its occurring in
the keyword.

Now the digraph FCc which precedes the cipher equivalents of
DIVISION, occurs no less than 9 times. This might well then be
the encipherment of the HEp of THE. If it were, when He is under
Ay, then C; is under Fp. We would have:

Plain -~ ABCDEFGHIJKLMNOPQRSTUVWIXYZ
‘ Cipher - H c MNOPQ v I

This location of C near end of keyword is excellent. Our
assumptions seem to work out too well to be incorrect.

Now since the cipher letter followins the encipherment of
DIVISION is Ng, the plein~tert letter following DIVISION must be
A

p.

We have nine letters, perhap s one word, perhaps several, be-
ginning with A, following the word DIVISION. The word ARTILLERY
immediately arises for consideration.

Solutions
Military Cryptanalysis, Part 1II, 6-p.2, 1938,
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Weight:

Suppose the word ARTILLERY is enciphered by
NWUGJZPBB

Setting the Ic under Ay, we have Ip = Je

Plain - ABCDE FG—HIJKLMNO
Cipher -~ I H c J

RSTUVWIXYZ
PQ v

which is excellent-—-too good to be wrong. We can also insert
Ke and Lg, a very important addition as we can put Ls under Ap
and use values of Zg = Ip and Pe = E,. We have:

0'.0

Plain -~ ABCDEFGHIJKLMNOPQRSTUVWIXXYZ
Cipher - LM NOP Q v z 1 H o Jd K

P, checks and Z, falls into place.

Now since H and I are in the keyword, Ge might well just
precede Jg. If it did, then from encipherment of I, in ARTILLERY
' to be Go, we would have T, falling in front of Hg, ?orm:.ng 8 very
high frequency digraph.

Experimentation quickly shows the correct placement of the
remaining letters and develops the cipher sequence:!

BIRTHDAYCEFGJEKLMNOPQSUVWVIXZ

The foregoing procedure represents only one of perhaps several
different lines of attack. Other openings are possible, just as
in chess or checkers.

The plain text is:

HEAVY ENEMY FORCES HAVE BESIN PRESSING OUR DIVISION VIGOROUSLY

BUT HAVE BEEN STOPPED AT THE BLUE RIVER STOP THE DIVISION ARTILLERY

. WILL MOVE ALL UNITS UP AS CLOSE TO THE RIVER AS PRACTICABLE IN
ORDER TO BE ABLE TO COVER AS MUCH TERRITORY ACROSS THE RIVER AS
POSSIBLE DURING THE COUNTERATTACK WHICH WILL BE MADE WITEIN TWO
DAYS STOP AMMUNWITION DUMPS WILL BE MOVED FORWARD AND SUPPLIES OF
GASOLINE STORED IN CLOSE PROXIMITY TO THE UNITS IN ORDER THAT NO
TIME WILL BE LOST WHEN WE BEGIN OUR ADVANCE ACROSS THE RIVER STOP
PONTOON BRIDGES ACROSS BLUE RIVER WILL BE BUILT AT COSTER AND
BLUEFIELD BY THE TENTH ENGINEERS TONIGHT.

10 3. The solution of this message follows along the lines of

that in Problem 1, since the pr imary components are now known.
It is as follows:!

Solutions
Military Cryptamalysis, Part III, 6-p.3, 1938.
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ARMY EXTENSION COURSES

SOLUTIONS

SUBCOURSE Militery Cryptanalysis, Part IIT

LESSON 7 Running key ciphers.

Weight:

40 la. Superimposition of the 20 beginnings provides more
than sufficient material for the solution of the first two
or three columns. Since the cipher alphabets are known;
frequency distributions of columns of the text can be solved
quite readily, aided by a study of the repetitions of digraphs
and trigraphs appearing within consecutive columms. The key
text can be reconstructed simultaneocusly with the solution of the
cryptographic text. Solution is as follows:
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20.

By working forward end back-
The solution is as

The first 15 letters of the running-key text are as
SOMET IMEST HEBES

By assuming theo presence of the word THE in the key-
text or the presence of the word BATTLLION in the cipher text,

a start is mede in the solution.

be
follows:

20
ward from this initisl ontering wedge, solution can be ocom-

pleted in the menner stated in the text.

follows:
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ARMY EXTENSION COURSES

SOLUTIONS
SUBCOURSE - Militery Cryptanalysis, Part III
LESSON 8 - Progressive~alphabet systems.
Weight:
100 l. Other methods of atbtack ending in failure, all the

messages are rewritien, one under the othor.

By means of the repetition of N M Q R Y (mossages 1 and 6),
CJTCQF (message 1 and linoc 4 of message 3), K U T D W (message
7 and line 6 of message 3), C X C K X ¢ (cnds of messages 1 and
5), and other repetitions, thc messages are all lined up in
propor columns.

From the ropetition inmossage 3 of S T 0 6o o ¢ « VMB M
(1ines 1 and 7) at interval of 156, and from other shorter
repetitions, it is determincd that 26 alphabets arc used.

The messages are rowritten in lines of 26 lotters long,
using messege 3 as a bose, and stoarting tho other messages at
the proper places to bring the ropetitions into aligmment.

Froqueney tebles are made of the lotters in each column of
the superimposition diagram and the messages solved as a poly-
alphabetic substitution cipher of 26 secondary alphabets, using
indirect symmetry to assist in determining vaolues and building
up the primary components. A start is probebly most easily made
in message 3 where the repetitions indicate the lengths of three
four-letter words in sequence. A guess that these words are
numbers follows.

Noting that all the secondary alphabets are reciprocal, this
fact is found to be of material assistances. All are derived from
the sequence based on PU GNA C I T Y 8lid against itself. The
initial setting of column 1 of messege 3 is:

Pleings P U GNACITYBDEPFHJ K MOQRSVWXZ
Cipher: ZXWV SR Q O A LEJHFE TI NGUP

Each succesding secondary alphabet is derived by moving the
cipher component one place to the right.

Solutions
Military Cryptenalysis, Part III, 8-p.l, 1938.
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The messages and plain text follow:
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MESSAGE NOe. 3 (Continued)
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ARMY EXTENSION COURSES
SOLUTIONS

SUBCOURSE - Military COryptanalysis, Part III.

LESSUN 9 - Theory of Coincidences; the Keppa-test; general
solution for oryptograms with long keys.

Weights
85 l., By applying the K~test, it is found that the three cryptograms

should be superimposed thus:
(1) XDGIOJTPLOSEKEWAPG .o
(2) BPDINIIJWLI oo
(3) CHUVOXBD o« s &

The data for all tests ars shown belows

' Relative Relative

Settings Noe of Settings Noas of

Message Message Coinci~ Compasri- Message Message Coinci- Compari-

#1 #2 dences sons #1 #2 dences sons

(504)  (485)

1 1 16 485 1 1 16 485
1 2 17 484 2 1 18 n
1 3 20 483 3 1 11 "
1 4 12 482 4 1l 20 "
1 5 15 481 5 1 56 n
1 6 17 480 6 1 21 "
1 7 12 479 7 1 19 "
1 8 16 478 8 1 20 "
1 9 16 477 9 1 22 "
. 1 10 22 478 10 1 11 n
#1 #3 #1 #3
1 1 25 475 1 1 25 475
1 2 15 474 2 1 18 "
1 3 13 473 3 1 16 "
1 4 14 472 4 1 17 "
1 5 10 471 5 1 19 "
1 6 15 470 6 1 19 n
1 7 13 469 7 1 27 "
1 8 25 468 8 1 42 n
1 9 14 487 9 1 14 "
1 10 18 466 10 1 17 u
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Military Cryptanalysis, Part III, 9-p.l, 1938.




St Py ®ogan
BRI

Weight:

Relative Relative
Settings Nos of Settings Noe. of
Message Message Coinci~ Compari~ Message Message Coinci~ Compari-
#2 #3 donces sons #2 #3 dences sons
1 1 15 475 1 1 16 475
1 2 15 474 2 1 16 "
1 3 18 473 3 1 14 "
1 4 22 472 4 1 32 "
1 5 12 471 5 1 20 t
1 6 21 470 8 1 11 n
1 7 14 469 7 1 21 t
1 8 15 468 8 1 19 "
1 9 23 467 9 1 7 "
1 10 19 466 10 1 14 "
{
15 2. The solution of the first few groups in each messagse:
(1) XDGIOJTPLOSKWAPHUCBCJYMCS
QJ REPORTOFAIRRECONNAISSANCE
(2) BPDINIIJWLIUOUVHMEHLE
ENEMYOBSERVATIONPOSTS
(3) CHUVOXBDBOCYMNLUQF
SECONDBATTALIONTFOR
Solutions
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SOLUTION

SUBCOURSE - Military Cryptanalysis, Part III.

LESSON 10 - The § and X tests; ascertaining by statistical
methods whether a distributinn is monoalphebetic
or polyalphabetica.

Weight:

40 la. All the distributions have 35 letters each. For plain
text, the value of E(¥jp) is .0667x35x34 = 79; for random text
E(¥,) is .0385x35x34 = 46, The midway point between 79 and 46
is 62.5. Consequently we may begin by saying that any distribu-
tion which gives a value for ¢ which is 63 or more will tentatively
be classified as being monocalphabetic; any distribution which
gives a value which is below 63 will tentatively be classif'ied as
being not monoalphabetics Accordingly, the results of this firs*

9 examination are as follows:

i T & f—Monoalphabetic Non Monbalphabetic Dezision
Distribution Surely | Probablyll Surely | Probably | Susvended

1 106 Y’

2 54 v/
3 64 . v'< |

i

1

}

5 108 | !
6 70 Vv !
- l

1

—r -ﬁ
il
8 10¢ |/ i
I v :i
9 48 v "
10 68 vV i
5 . —_— |
60 be To answer the guestions asked we could begin by testing

only tThe distributions which were classified under a above as
being "surely monoalphabetic", and then add to the data thus ob-
tained the results of testing the distributions whose classification

Solutions
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is indicated as probably correct and then treating the distribu-
tions whose classification is in doubt. But we might as well
systematize the work and make all the tests at once. Moreover,
it is possible that the X~test may corroborate or substantiste
the results obtained from the § test; the X-test may ovon cast
some doubt upon the accuracy of the results obtained from the

test in certain cases. Hence, we draw up a diagram as
follows:

RESULTS OF X-TEST

1 2 3 4 5 6 7T 8 9 10
52| 641291 46| 56; 85{119| 74| 60

| e e}

38| 52| 32|47 44] 44| 38| 43
40| 76| 81| 64] 65| 55| 78
57/ 48| 38| 46| 36| 49
82| 66| 45| 4] 88
51| 50| 45| 81|
87| 66| 65
77| 53

' | 48

W O 3 6 O 0N

Since all the distributions have 35 letters each, the wvalues of
X for plain text and for random text are:

Xp = 36 x 35 x 0667 = 8l.7075 = 82

X. = 35 x 35 x 0385 = 47.1625 7 47

. The midway point between the two values is 64.5. Examining the
values of X for the various compsrisons shown in the diagrem above
wo may set down the following roeasoning:

Examining the first line in this diagram, we may say that
distributions 1 and 8 are certainly similar and belong to the
samc monoalphabet (X = 119); distributions 1l and 7 (X = 85) most
probably belong to the same monoalphabet, too, in which case 1,
7, and 8 arc similar and belong together. If this is correct
then 7 and 8 when tested against each other should give a high
value for X, Reference to the table shows that X in this case
cquals 87, which corroborates the idea that 1, 7, and 8 bolong
together., Returning to line 1 of the diagram, tho values of X
for distributions 1-9 and 1-10 are 74 and 50, respectively.

Solutions
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Weight:

The first of these walues is considerably above the midpoint
valuc (64.5) and we may feel that thore is good ovidcnce for
thinking that distribution 9 also belongs to the same mono-
alphabet with 1, 7, and 8. Furthermore, if 9 does belong with
1, 7, and 8, thon the X values f'or 7=9, and 8«9 should be high.
They are 66 and 77, respectively. The valuc 77 for the combino-
tion 8~9 is high enough to be considered as substantiating the
idea that 9 belongs with 1, 7, and 8, but the value for the
combination 7-9 is pretty low and cests somc doubt upon the matter,
However, let us assumec tentatively that 1, 7, 8, and 9 belong
togothere As for distribution 10, it hardly looks as though it
belongs with 1, 7, 8, and 9; moreover the X values for 7-10,
8-10, and 9«10 should be low. They are 65, 53, and 48. Thesec
cortainly corroborate the idoa that distribution 10 does not be-
long with 1, 7, 8, and 9.

Still referring to linoc 1 of the diagrem, wc may say that
distributions 1 and 4, with X = 29, ore certainly not alike. Bub
wo have already concluded in o above that distribution 4 is

’ "suroly not monoslphabeotic." ~Obviously, if distribubion 4 is non
monoelphabetic it cannot bo similar to distribution 1, which is
monoalphabetics Next we consider 1 and 5, with X z 46, Now in
the & test distribution 5 gave a very high value (108) so thot
thore can be no doubt about its being monoalphabetic. Hence,
the low value of X, whon 1 and 5 arc comparced, must be duc to a
dissimilarity in monoalphabeticity, and we conclude that distri-
butions 1 and 5§ belong to different monoalphobets.

Likewise, as regards distributions 1 and 6 (X = 56) we con-
cludc that they belong to different monoalphabetse Thus we have
reached thc conclusion that 1 and 5 are different, and thot 1 and
6 are different. Now look at the value of X for combinntion 5-6;
it is 82, indicating that distributions 5 and 6 arc similar.

We have now disposed of those distributions:

Nose 1, 7, 8 and 9 belong togothor
Nos. 5, 8 n n
No. 4 is not monoalphabetic,

Therc romoin distributions 2, 3, and 10 to be classified.

Now 1 and 2 do nnt go together, since X = 52. But from our
work under a above, distribution 2 was classificd os "probably
not monoalphabetic." Henco, the X test corroborates that con-
clusion. This is further substantinted by tho fact that distri-
butinn 2 when tested against all the othor distributions (line 2
of the diagrom) shows low X values throughout. So we have dis-
posed of distributinn 2: it is surcly not monoalphabetic and does

Solutinns
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not belong with either the 1-7-8~9 group or the 5-6 group.

As for distributinn 3, it gives a fairly high value for X
when tosted agninst distributirns 5 and 6 (76 and 81, respectively).
It slso gives o fairly high value whon tosted ugninst distribu~
tion 10 (X = 78)« Dn 3, 5, 6, ond 10 go together? Note the
volues:

X for 3-5 = 78 X for 5-6 = 82
" 3.6 = 81 " 5-.10= 88
" 3.10= 78 " 6-10= 81

Tho foregoing leaves no doubt that 3, 5, 6, and 10 are similar
distributions.

All distributions have now been accounted for, with the
foll~wing conclusinnss

(1) Distributions 1, 3, 5, 7, 8, 9, and 10 are mono-
alphabotic; 2 and 4 arc not.

(2) There are but 2 monoalphabets represented among thc
8 distributions which are monoalphabetice.

(3) Distributions 1, 7, 8, and 9 belong tn nne of these
monoolphabets; distributions 3, 5, 6, and 10 beclong
to the otheor,.

Snlutions
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ARMY EXTENSION COURSES

SULUTIUN

SUBCOURSE - Military Cryptanalysis, Part III.

LESSON 11 - Progressive-alphabet systems, continuod.

Toights

86

Matching frequoncy distributions; the X-tests

l. It is clear that the mossage involves 26 sccondary
cipher anlphabets employed in progression. Transcribing the text
in lines of 26 lotters, a distribution is made of the cipher
lotters with roforence to the columns in which they appoar. This
yiclds the distribution squarc which has alroady beoen furnished.

By using this distribution squarce it bocomes possible to build
up the primary oipher componcut by successively matching pairs of
distributions, and applying the X-tost. We begin with the D and
and U distributions, since thoy have the most data. The oxpccoteod
value of X is: 34x33x.0667 = T4.8. Nouneo of the juxtapositions of
tho two distributions gives a cross-product sum that approximatcs
75; the juxteposition giving the greatest value for X is as folliows:

1
D li 1230410110023 001130411202
U 00110410 ZQ} 00310140243 01022
Pro. 0023016102100630040601201004
ducts
Sum of cross-products (X) = 61

other
But there arec soveral/juxtapcsltions which give values closo
to this, so that it is inmndvisable Lo assume without further
sorroboration that this juxbaposition is the corrcet ono.

The next largest distribution is that for Q. This distribu-
tion is testod against tho D and the U distributions separately
and then against the two distributions combined at the various
possible juxtopositions. By such procedure it boeomes eacsy to
pick out the corrcet juxtaposition Irom among scveral possibili-
ticse

The finnl result is that thu following soquenco is constructod:

1234 789DIIRRIBULBITBODAZBADD
DMXO

5 6
CLWRBJVSHQTAIUYGPEFNZK

Solutions
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terms and solved as a monoalphabetic substitution cipher, where-

upon the plain component can be constructed,

as follows:

It is found to be

EGPVLFNUMCJSODKTYBIRXZAHQW

These ‘two primary components were derived from the following

transposition rectangles:

643217656
TROKETYS

The solution is as follows:

ELDARTILLERYPARENTHESTIS

ZOQNEYFJVRMIKHRLQPCQUOSL

T
J

OFOURDASHD

GQEUC

XKJKHO

FIVEFIVEPOIRNTTPY
HDHVICITUZXJZIBK
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MOVEMENTINTWELFTHDIVISIONS
OBDZRDRUEVPLRHTKBXLURMJICETL
ECTOR
ELHVY
10 2. By "deciphering" the first few letters (that is, settirg

the reconstructed cipher component against the reconstructed
plain component at any point and converting the cipher letters
into their plain-component equivalents, sliding the cipher
component one space to the left each time), and then completing
the plain-component sequence, the first word of the mossage is
found to bc R A D I O. This givoes the correct initial juxta-
position of the two components and the ontiro message can now
be read without further delay., It is as followss

(5) RADIO SILEN CEUNT ILFUR TEHERN OTICE
AGSUH HPRCS LARAALAK OIYEB LTYHD RSARK
STOPW HENLI FPTEDI NTERC HANGE PRIMA
SITLO XWQHEM ADHDW EBELUSX UUXZZ2 MGGVK
RYCOM PTONEN TSLND USEUN TILNE WKEZYS®
NEAGI SFUHG ODHNL DLEOO QUCRX XYLFY
RELCH YOT
MJdWPJ ODF

The text of this message then shows what must bo done in order
to road Noe. 2. When the primary compcononts arc intorchanged
and the principlo explainod above is then applied, theo mossage
is found to rcad as follows:

(5) ATTAC KBEGI NSATF IVEAM
BBIXJ NYLVG CQVVO0O UPKCA
5 30 Problom 2 illustrates the grave danger of communicating,by

radio or any othor intorcoptible agency and espccially by mocans
of a current ciphor systom and cipher key, the key to a future
message or set of mossages. Curront ciphurs and keys should
nover be usod for such a purposc; nor should such information
be crmunicated by means suscoptiblc of intorception.

Solutions
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ARMY EXTENSION COURSES
SOLUTION

SUBCOURSE Military Cryptanalysis, Part IIT.

LESSON 12 The X=-test and its application in the solution
of a practical example involving the matching
of alphabets.

lo The first step is, of course, to superimpose the
messages properly. This can readily be done by means of the
message indicators. Also, since the indicators give the
various starting points, the number of different indicators
should correspond with the length of the keyword employed
by tho stations within the nete Only 8 different indicators
appear and hence it is saf'e to assume a key of 8 letters.
The superimposition diagram is shown in Fige l. Since there
are 32 columns we may merk off the varying keying "bloeks"

(ieee, pormuted arrengements of the 8-letter cycles) as shown
at the top of Fige le

Frequenoy distributions are then made for the indivi-
dual columns of the superimposition diagrem, beginning with

column 4 and ending with column 29. (Columns 1-3, 30-32 con-
tain so few letbers they mey be neglected.) The distributions
are shown in Fige 2.

The next step is to apply the X~test to these dis-
tributions for the purpose of combining those which belong to
the same cipher alphabets,in ordor to facilitatc the analysis
of the latter. The process is likely to boe a laborious one
and we prepare a table so as to systematize the work. In this
table there aro pairs of lines, the upper one of cach pair
giving the expected valuocs of X, the lower one thc actual values
for each test.s Whonever we find.a case wherein tho actual
value is high, indiecating a possible similarity in the two dis-
tributions being tested, we mark it by an asterisk or by under-
scoring its The result is shown in Table 1, which forms the
basis for the analysis of the data from the X-tests.

In order to eliminate possible aberrations in frequency
ocecasioned by the prescnce of words repeatedly occcurring at
the begimning of messagoes, we may start our analysis with
column 9, the first column in the second cycle of the kecye.
Immediately we note the high value of X for the matching of
columns 9 and 19 (X = 55, wheroas the expected valuc is 42).
Also, in this same pair of lines we note the value of X for

Solutions
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combination 9-29 (X = 36, expscted value 25). Let us, then,
assume that 9, 19, and 29 belong to the same cipher alphabet.

If 9, 19 and 29 are really similar, then the X~test for the
combination 19-29 should yield a high values It is 34, whereas
the expected valuc is only 26« Thus we find excellent corro-
boration for assuming that columns 9, 19 and 29 belong to ths
same cipher alphabet. We may now look for that column among
columns 1 to 8, inclusive, which belongs with 9, 19 and 29, Of
gourse, 1t may be that column 1, or 2, or 3 belongs in that group
but if it does we cannot test the idea because these columns con-
tain so few letters. S0 we can only start with column 4. The
metching of columns 4 and 9 gives a close approximation to the
expected value (X = 15, expected value 17) but the values for 4-19
and 4-29 are so low as to meke it certain that 4 does not belong
with 9-19~29. Columns 5 and 9 certainly do not belong together.
But columns 6 and 9 give a high value for X; moreover, the combi-
nations 6-19 and 6-29 give excellent corroboration for the amal=-
gamation of 6=9«19-29, If this is correct we have isolated from
among all the 29 columns four which belong in the same cipher
alphabet; moreover, we have one representative of this alphabet
in each cycle of the key == which is as it should be.

Now take column 10« There are several candidatos for combina=-
tion with it, so meny, indeed, that we are going to have to be wery
careful. Columns 10-12 give a valuse of 40; 10~18, a value of 45;
10-22, a value of 36; columns 10-21, a value of 30. None seems to
be really outstanding; if we take the combination 10-18 we cannot
corroborate its correctness. Lot us, therefore, suspend judgment
on this column for o few minutes.

Take column 1l; certainly it gocs with column 24. Now sec how
good a wvaluc the combination 8=~ll gives as against 4-11, 5-11, or
7=11 (column 6 can be passed over since it has already becn
classified with columns 9, 19, 29). Let us assume that 8, 11, and
24 belong together., Then 8«24 should give a high X-value; it is
38, not as high as we would like to have it, but not bad, since
it is only 4 points below tho expected value. However, notice how
much lower the other values are in this same line of data for the
combination of column 8 with most of the other columns. For these
roasons we may rogard it as fairly well established that columns
8, 11, and 24 belong together; moreover, that the alphabet to
which they pertain is not represented in the sectinn containing
columns 25-29.

Next toke column 12 Here is an excellent oase prosenting no
difficultys. It obviously goes with columns 18 and 28. Corrobora-
tion is immediately seen in the high value for the matching of 18
and 28 (oxpocted value 33, actual 46). Does column 4, or 5, or 7
belong in this group? Certainly neither 4 nor 7 does; but & may,

Solutions
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Ef_c-;_ight H

for its value, 23, is quite close to the expected value, 25.
However, 5 and 14 give o better matsh, so that wo cannot assume

5 bolongs with 12, 18, and 28. Let us be content at this point to
group only 12, 18, and 28, leaving & for further consideration.

Thus far, we have definitely tied together the following
columns 3

Group 1: 6~9-19-29
" 2: 8-l1-24
" 3:; 6-12-18~28

Looking these over we note thalt we have allocatcd several

columns which are adjacent. Perhaps we can dispense with further
X~tests if we have onough data to solve these adjacent columns.
Specifically we note that columns 5, 6, 8 and 9 fall within the
threc groups of cnlumns definitely combined. Therefore, if we can
find the group into which column 7 falls we will have 5 adjacent
columns, with more than enough data in the respoctive alphabets to

. permit of solution of thesc alphsbets. Conscquontly, let us study
column 7 and see what wo ecan do with it.

Certainly column 7 belongs with 17 Columns 15 and 16 with
velues of 64 and 62 rospectively also appear tn belong in the same
group with 7 and 17. But there are several more candidates:
columns 23 (X = 44), 26 (X = 30), 27 (X = 58), and 28 (X = 33).
Testing colwmns 15, 18, 23, 26, 27, 28 against column 17, it bo=-
comes clear that only columns 15 and 27 bolong with 7 and 17. Thus
we heve agoin found a group of 4 columns which go togethor, with a
representative in each keying block.

We havo four groups of alphabets with tho following columns in
each group:

Group l: 6-12-18-28
. " 2y 5-9~19-29
" By TelBe=l7~27
"4 8all-24

Tho respective smnll distributions are now combined to yield
four larger distributinns which can be solved by recourse to
principles of frequency and indirect symmetry. Those distributions
arc shown below in Fige. 3

Solution
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) FIGURE 3
=== o = -
5,14, = __ &F _Ex_ === === =5 = === =
22,26 A B ¢ D E F HI J KL MNOP QRSTUVWIXYZ
Alphebet 1
_ = —
6,9, = =5 = =
19,29 = :gz_-:::_-:z‘-:::——:‘g;._-g = = = = = =
A B CDEVF G I J KL MNOPQPRSTUVWIXY Z
Alphabot 2
=
=
=
=
7,15, = = —
———— e [—— — T —_—
17,27 =S5 === == = S_S_=_XE5=
A B CDEVP GHTIJKULMNDNOTP QRSTTUVTVWIXYZ
Alphobot 3
8,11, = = =
24 S== === E=s = - 54 =—====
A B CDEVPFP 6GHI JKLMUDNOPQ®RSTUYVWIXY
Alphobet 4
Obviously in alphebet 3, E, = E .« The repeated pentagraph
E B DK K in messages 25 and 24, beginning with E, certainly seems
to be ENEMY, with Dg in column 9 (alphabet 2) equalling Eps
which is corroborated nicely by the frequency of D, in that
alphabet. Also, B, in alphabet 4 is N, and the frequency of B is
excellent. Once an entering wedge of This kind has been forced
into the problem, the rest follows without difficulty.
A reconstruction diagram for the recovery of the cipher com-
ponent is drawn up and the following sequence is reconstructed:
Solution
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Cipher compe:

which is seen to be derived from the key NO SMOKING:

The plain component is then quickly recovered:

NPAMSCQTFUVGWYKEHXIDRLJZOB

Plain comps

which is seen to be derived from the key POSITIVELY:

The keyword for the unit whose messages have been solved is

CONSIDER.

The letter-for-letter solution of the messages 1s as follows:

1234567809Y111213141516171819D 21222324 2526272829
CONSIDERDORCNIESECDNOISRISECDNDO

ARGEOFSTRAGGLERSH
JQOEKFIMRZFXUEUGA

THREEMINUTE
XZJORDVNEHENE

ATIONPLANECRAS
MIVENRNJEEYJHE

OBSERY
KPOEHTU

Y
K

GQEBHTBWCCISXALMOWNEKOKHTUE

WHENCANYOUGETTOGETTYSBTURG
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Cycle or 1l 2 3 4

"Keying Block"

Column e 123456789 VPIHIRBULPBTBOLIARBADZDABD
1. YTXQIVBWJTFUHARDEODXTNGCGC

2e YT22ZJTLPMYKLFLDQCPIBIGYV?Z

=}

Sa YHXDKAEYPUYGMJIDSJJINXDJEGR
4. UHBHNWPYDLIPXKUVLEDCJIAKUNJD
S5 FTVIXILBAWBBCSGXCCJIH

6, NGLWRSWBY
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10. HIEMSDIGMLREDEUKNPIXKERPFZSE
11. SJECQMYKXKCASEECANSFSYIXOKJd
12. GQEBHTBWCCISXALMOWNKOKHTUE
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13, LEJELPCRACJIDYV
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14. GQEBPEKERUVBLEXULCFOCWPSQCP
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19, GEBAMZTUN

20, JEHDCYGXXXTBMJHNRZLFTOCLE
21, XZJORDVNHNEQPEMIHYIQEGXTVI
224 EBDKEKXPOEHUMIVHNRNJEEYJHE
23, EBDKEKEMBWMUYCJQDKHRESSAJCUJ
24. WJOKKRREZDWICHYDRRVEJLBKZ
254 VWERUZIQZXKTXKFQDGNJWEDBER
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REF ID:A60128

FIGURE 2
Column N
4 A BCDETPFOGHTIJIEKTILMYOPTQRSTUYVWIXYZ 10

5 A B CDGETF H J L M N oOP QRGSTUTYVTWZXTYZ 15
= =
6 A B CDTETF G HTIJXKTULMUNUOPG QRSTUTYVWZXY Z 2
=
— = —_ — — —_— =
7 A B CDTETPFGHTIJIE KTLMUYNOT®PO Q®RSTTUVYVWZXTY 2 23

8 A BCGCDETFGHTIJEXTL MNOPOQRTGSTUTVWIXY Z 25
== ‘§' —_ — = — g_:__ - = —
9 A B CDETFGHTIJEKTLMOEYNNOPOGRSETUVWIXY z 25
10 A BCDETFGHTIJEKTLMTPYOTPG QRTSTTUTVWIXTY 2 25
= _ = _ = - = _ = _
117 A BCDETFGHTIUJTEKTILOMTYNGOP QRGSTUTYWXZYZ 25
12 A B CDETF ¢ HIJEKTLMONOTPG QRTSETUVWIXTY 2 25
__.:g — —_—— T i e e — — = e
13 A B CDETFGHTIJETL ¥ 0 P Q RS TUVWIXTYZ 25
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FIGURE 2 (continued)
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FIGURE 2 (continued)
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REF ID:A60138
TABLE 1

~ =

sl
EColumn 5 6 7 8 91011 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29
S N 15 20 23 25 22 21 20 15
¢ N 10 13 15 17 17 17 17 17 17 17 17 17 17 17 17 17 17 17 17 17 17 15 14 13 10
10 1 8 11115 3 1 1 9 6 913 6 611 16 156 8 lg 8 868 6 6 0 3
5 15 { 19 23 25 25 25 25 25 25 25 25 25 25 25 25 25 25 25 256 26 26 22 21 19 16
) 7 1 5 8 21 15 Eé.lo Eg 10 7 5161119 1021 14141618 9 9 6
6 20 31 33 33 33 33 33 33 33 33 33 33 33 33 33 B33 33 33 B3 33 29 28 27 20
16 6 Eé 4 6 8 15 32.23 17 §§_19 ég 18 7 22 11 12 §é 24 9 25 EZ
7 23 é’ 39 39 39 39 39 39 39 39 39 39 39 39 39 39 39 39 39 39 34 32 31 23
18 42421 7 7 5_6&_6_E§9_ 4 719 6 5:4_:4_1116?_(_)__5_@__@517
8 25 {- 42 42 42 42 42 42 42 42 42 42 42 42 42 42 42 42 42 3T 35 33 25
14 15 ég 25‘§1 22 24 18 23 20 21 19 23 23 21 §§ 14 12 12 10 12
'9 25{ 42 42 42 42 42 42 42 42 42 42 42 42 42 42 42 42 37 35 33 25
10 7 15 12 18 28 35 23 18 §§ 17 31 12 31 19 23 27 13 13 EE
10 25 {f 42 42 42 42 42 42 42 42 42 42 42 42 42 42 42 37 35 33 25
15 40 26 29 24 17 22 gi 17 29 30 36 13 14 25 11 30 29 11
11 25 {T 42 42 42 42 42 42 42 42 42 42 42 42 42 42 37 35 33 25
§§ 24 23 9 511 22 10 7 18 é§_15 §§ 27 13 5 20 8
12 25 {j 42 42 42 42 42 42 42 42 42 42 42 42 42 37 35 33 25
350 22 14 11 13 ég 11 13 16 34 17 31 10 19 11 g£ 10
13 25 {- 42 42 42 42 42 42 42 42 42 42 42 42 37 35 33 25
26 25 15 18 gg 24 ég 27 22 24 32 28 10 12 34 13
4 25-{ 42 42 42 42 42 42 42 42 42 42 42 37 35 33 25
" 2216172932_4920?_9_1725}_6_18172117
15 25 {j 42 42 42 42 42 42 42 42 42 42 37 35 33 25
§§_é§ 27 31 26 19 19 Ei 22 27 25 §}_26 Eg
16 25 1, 42 42 42 42 42 42 42 42 42 37 35 33 25
41 11 24 20 31 13 ég 13 18 ég_ég 15 22
5 6 7 8 91011 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29
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~-» " TABLE 1 (Continued)

Column

Colunn 6 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 26 26 27 28 29
N“15 20 23 25 22 21 20 15

17 25{ 42 42 42 42 42 42 42 42 37 35 33 25
19 24 25 13 13 27 18 29 26 39 23 21

42 42 42 42 42 42 42 37 35 33 25

18 25 16 24 26 32 21 29 26 13 20 46 14
42 42 42 42 42 42 37 35 35 25

19 28 35 22 21 17 16 35 18 7 12 34
42 42 42 42 42 37 35 33 25

20 25 24 27 23 25 42 12 17 15 11
42 42 42 42 37 35 33 25

.‘2125 14 33 17 19 25 35 19 14
42 42 42 37 35 33 25

22 25 21 39 39 19 15 18 14
42 42 37 35 33 25

2525{ 29 19 37 32 21 20
42 37 35 33 25

24 25 {T 28 9 62012
{T 37 35 33 25

25 25 17 19 21 18
31 29 22

Y 28 21
7 21 17 13
'f( 19

28 20 | 14
5 6 7 8 910 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29
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