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AJLITARY CEARAOTERIITICS FOR CRYPTO-EOUIPMLNT
g AR TION OF

INITRUCTIONS FOR USZ OF GUIDE

l. In prepering military characteristics only pertinent informatioa
need be included. Omission of any of the applicable subheadings does not
minimize the impertance which may be attachad thereto by desicn and devel-
opment ugencies, but implies rathsr that their inoclusion is pot vital to an
sdeyuate statemezt of the proposed requirensent in the military charaoctaristiocs.
Some of the items in the pufide need be nontioned only if the charactoristics
or rejuliraments differ from established standards, hovever, iterms 11-4, Rodio
Intexrference Reduction; IIl-4.0., Terperature nnd Mumidity Requirerants; and
111-4.j. Alr Trensportabllity, rust be included by Departnent of rrmy Direotion,

2. The minimunr asceptablo standards, as well as the ideal or optimum
standards, which may be unattainauble but which should be sought vhenever prac-
ticable, should be clearly stated to permit design flexibility and avoid un-
necesgary comnplications in attempting to reach arbitrarily ostablished require-
ments.

3. It is anticipated that in meny ceses & propossd development will form
an integral part of, or de ussoci-ted with, some other system, ojuipment, o
dovelopment. In these cases, the propossd nilitary oharacteristics must be
closely integrated thergi:ith. In the intsrest of simplification and to avoid
unnegessary duplication, appropriate referencs should be made to the previously
approved military charasteristics of the associated system, ejuipment, or

dsveloprent,
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4. This outline is pudlished as a guide, and it is not intended that
any statemont of military oharecteristics not in comformancs herewith shall
not be considered. liowsver, military charecteristios in finel form for
presentation t0 the . rmy Seeurity /gency Technical Oommittee will be in

acecordance with this outline.
8. 1ln the preporation of rmilitary sharecteristics uzing this gensral

cuide, only the headings apd subbsadings preceded by the Romen and Aredic
oumorals should de repoated verbatim, Sadhsaedings shounld be nuubered
consecutively regardless of omissions.
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. JLITARY CIL.ROTZRLTTICS for

(Dssoriptive titls or nomenclaturs)

Subri tted by

Date

1 - GENERAL INFORGATION

/

1. Objoctive
a. A stotement in gonsrel terme of the primary operational need to be

satigfiod.
b, A atatemnnt of the secondary operational needs to0 be satiasfied, directly
related to or direotly affecting the primary need.
8. Propossd Servige taployment
a, Unite or eohslons in which equipmont is to be utilized.
b, lobile or ficed installations in which equipment is to be utilizod,_
(man pack, type of aireraft, wehicles, and/or ground locations.)
¢. Proposed intsornal location of asquipment,
Note: Any specisl requirmmenta of the equipmont (its location, place~
ment, environment requirements, or equipment operationa, etc.) necessi-
teting special conciderations in the design of the physicel chaormctaris-
tios of the atation, airoraft, or vehicle or any special requiresments

for associated equipments should be stuted.
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d. Inter- or intre-system relatsionship. .. statement of the goneral oper-
ational relationship the equipment 1s to have with other equipment and/or
systen(s).

®. ZEquipment Or systems relatiomship. Related military cobaracteristics
and/or nomsenclature for assosiated systems, eguipments, or developmsnts.

f. Technical csharscteristiocs of associated equipsment, existing or under
developmont,

11 - OPERATIONAL CBARACTERIITIOS
Hote: The data furnished in thia section should inslude all featurss whioch
&re reguired to mset tho stated operational need.

l. Seocurity

a, QOrade of security.

b. Time limits of a eryptoperiod.

¢. Time period in which security of intelligence is assured.

d. Number of atations in a cryptonest.

e. RNumber of transmiesions and/or word groups trensmitted in a cryptonet
within a ocryptoperiod.
8., Nunctilo remsnts

a, Input signal.

b. Output signal.

o. Type of transmission.

d. Bandwidth.

¢. Channel rejuiremsnts.

f. Types of data t0o be transmitted.

(1) Types of data acceptance.

(2) Types of data pressntation.
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8. Speed of opusation.
h, Froviaion for key set¥ing.
i. Provigiom for indicators.
3. Rangs of Trensmission/Msception (include a trief astatemont of range
required under avorege amd anticipated axtreue opereting conditions, ineluding
coments on weather, topogrephy, gsography, otc., which may affect range. )
¢. Esdio Interfaxenss Regetjop (1noluding anti-jaming)
Boge: lention should be mede of the interfersnce problem with specific
statesent of the required standards necessary to protect proposed eguip-
ment fras external interference, whether asoustical, slectrical or elestro-
magnetic, including jaxming, and to prevent interfersnce to other equip-
ments from the equipment proposed. (D.A, Lsmo, 1006-25-6, 10 June 48 and
D.A, Lemo, 100-36-8, 1 Dec 48, Inclosure l.)

B. ious
6. Stabllity

a., HRldotrical and/or slestronic (ineluding frejuency.)
b. Mechanical,
o, Thermal.
7. Resolution
a, Selectivity.
b. Sensitivity.
6. Signal-to-noise ratio.
4. .aoouresy or ridelity.
8. FPowar Reguirement {voltage, frequency, wattage)
a. lain,
b, Emergency or standdy.
¢, Permiseidle varistion.
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9. Eguipment Oporating Fosition Requiremsnts
10. Special Features (significant operational characteristics not in above

outline)

10 - PEYSICAL CHARACTZRISTICS

Hote: In the interest of universal adaptability, simplificution of maintenance,
minimizing the number of special spare parts and facilitating prooure-
ment, all systems and eQquipments should be outlined herein with the view
towards using a maximun of standard items of equipment, somponents and
parts, whers such standardization will not restrict design and develop-
ment or introduce undesirable operational charaoteristios. Equipment
shall be so designed as to permit use of standarxd meters and test equip-
mont, wvherever possidble and to be adaptable to alteration.

l. deight end Volume Fnotors

a, Desired and maximum acgceptable weight limits.
b. Desired and maximum acceptable wolume limits.

2. Arrangement and Coordination of Componsnt Units (power supply, mounting

rack, tables, safes, eto.)

3. emont and Coordination of o-Equi ¢ in relation to Assogiated

Squipment

4. Operation, 'I‘ranswatién. Packagdng, and Storage Requirements

a. Vibration and shock,
b. s4cceleration.
6. Temperature and bhumidity reguirements (AGAO-S 400.24 (12 Apr 48) 0SGIP-F,

Inclosurs 2.)

4. Ventilatiom.
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9. Atmospher pressure.

f. Dust and gpray.

8. Submarsiomn.

h. &ind,

1. Illuxinatios,

j« Alr transportebility (phase of air operation) (AGa0-8 482.1 (15 Sep 47)
CSGRD/D-M, Inclosure 3.)

S. Deswmuotion Neguirements

6. Speotal Fe (significant physical characteristics not within above
outline)

1V - & ENT OPERATION AND MAINTENANCE STICS
1. Operating Time |(bours per day) (probable maximum continuous operating
periode)

2. Pormissidls Soops of Continuous and Periodic Adjustments, Tuning, Celibra-

t Lainte oto
Eo;t_o_:. The conditions under which maintsnance is to be performed and the
axtent of maintenance antieipated, including time, space for necessary
repalr and replaceurcnt work, should be clearly defined.
3. Safet
&. Operating persommsl,
b. lJainsenancs persomnnel,
6. Ejuipment.
4. MNaximom Asceptabls Preparation Periods from Packaged for Storege or Shipment
Conditions to Seeured or Powsr Off Conditions
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5. X PR tion Periods from Seoured or Power Off Conditions
a. To semi-readiness or standdy (heuters on, filemonts lighted, ato.)

b. To full oporation (all power on.)
6. Pergonne)l Qongiferatiogs (sumber and ekill of operators and maintenance
personnsl permisgidble)
Hote: An estinate of any special trelning or akills required for oper-
ational and maintenanoce personnal.
7. t ts te rators Efficienc
¢. Nuber of controls.
b. Location of eontrols,
6. lLocation of speakers, lights, fons, ventilation, noise reduction
matexrials, connecting cords.
d. Opsrators seating arrengement.
8. Special Fegtures (significant information which does not logically fall

vithin above outline)



