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THE INDEX OF COINCIDENCE AND ITS APPLICATIONS IN CRYPTANALYSIS 1

INTRODUCTION

Frequency tables in the analysis and solution of ciphers have coinmonly been employed
to make assumptions of plain-toxt equivalents for the cipher leiters constituting a message.
The significance of the various phascs of the curves themselves, i.c., the crests and troughs
and their relative positions in such frequency tables, has been recognized to some extent, but
Inrgely only in connection with the determination of two more or less prelithinary points in
their analyais: (1) whether the frequency distribution approximates that of a substitution
cipher involving only one alphabet or more than one alpliabet; (2) whether this approximation
corresponds to that of a standard alphabet, direct or reversed, or that of a mixed alphabet.

it will be shown in this paper that the frequency tables of certain types of ciphers have
Jeinite characteristies of a mathematical or rathor statistical nature, approaching more or less
el..xely those of ordinary statistical curves. These charucteristics may be used in the solution
o such ciphers to the exclusion of any analysis of the frequencies of individual letters consti-
wating the tables or curves, and without any assumptions whalever of plain-text values for the

ik o letlers, .

1t is truo that cipher systems admitting of such trecatment are not very commonly encoun- °

tered.  But inasmuch as such systems are always of a complex nature, which the ordinary
metiids of eryptanalysis would find rather baflling, a description of a purely mathematical
anialysis that may be applied to other cases similar to the ones herein deseribed may be con-
<iderad valuable. In fact, it is possible that the principles to be set forth may find con-
sidernbly wider application in other phases of cryptanalysis thun is apparent at this time.

Two examples of such a treatment will be given in detail: One dealing with a-substitution
ciplar wherein a series of messages employing as many as 125 random mixed secondary alpha-
:.iv can be solved without assuming a plain-text value for a single cipher letter; the other a
muhiiple ulphabet, combined substitution-transposition cipher, solved from a single message
of fair lengvh.

1 The present paper wos preparoed in 18023. It is a revision of an earlicr paper with the same title, published
in 1922 by the Riverbank Laboratories, Geneva, Ill. The author takes this opportunity to thank Col. George
Fabyan, of the Riverbank Laboratories, for his courtesy in granting permisslon to publish this revision.

Although beiter methods have been claborated alneo the revision was prepared, It has been doomed of intercst
histurically to publish {his paper in its 1923 form without change.
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Pant I
JHE VOGEL QUINTUPLE DISK CIPHER'

This cipher system involves tho use of five superimposed disks bearing dissimilar random
mixed alphabets. These disks are mounted upon a cireulur base pluate, the periphery of which
is divided into 26 regments; ono of these is marked “Pluin”, indicating the scgment in line
with which the successive letters of the plain text as found on the five revolving disks are to
be brought for encipherment. The remuiring 25 segments of the base plate bear the numbers
from 1 to 25 in a mixed sequence, which wo have enllod the “Numerical key.” This key may,
however, consist of less than 25 numbers, in which cnse one or more of tho segments of the base
plate will remain blank. The numbors constituting the key are.written on the*base plate in a
clockwise diroction beginning immediately at the right of the plain segment (fig. 1).

* METHOD OF ENCIPHERMENT

In the accompanying example illustrating the details of encipherment it will be scen that the
numerical key consists of 21 numbers, leaving blank, therefore, the four segments immediately
preceding the plain segment.? Assunung a scries of messagos, let. us suppose the first three
begin as follows:

1. Prepare for bombardment at Hnrvey ‘e
2. Enemy attack on Hunterstown . . .
3. Second Field Artillery Brigade . . .

Revolving the five cipher disks successively, and thus bringing the first 5 letters of message
1, PREPA, in line with the plain segment, reading from the outer disk inward in the order 1-2-3—
4-5, the cipher letters for this first set of 5 plain-text letters are then taken in the same order from
the segments of the, disks directlyin lino with thatsegment of the base plate that bears thenumber1.
In thxs case it is the eighteenth segment after tho plain, in a clockwise direction, and, as shown
in figure 1, the equivn.lont cipher letters for this group are MEKJR. The second set of ﬁve plain-
text lotters of message 1, REFOR, are then in o similar manner set in line under the plain segment,
and their equivalent cipher lotters are takon from the segmont immedintely following segment
1 of the numerical key, in a clockwise direction, viz, segment 13. The cipher letters in this case
are VZQWH. The third group of lottars in message 1 finds its cipher equivalents at segment

| While on duty in the Code and Cipher Bection of the Intelligonee Divigion of the General Staff, G.11.Q.,
A.E.F., Li. Col. F. Moorman, Chief of Seetion, turned over 1o the writer for study a cipher system togctlier
with a serics of 26 {eat messages submittod by Mr. E. J. Yogel, Chief Clerk, who had taken considerable injerest
in oeryplog:aphy and had, as a reaunlt of his studices, dovised the systom presented for examination. The writer
worked upn the eipher during his leisure moments, but {he problem involved considerablo Inbor and solution
was nay eoupleted beforo being relioved from duty at that station. ‘Tho main prineiplea for solution, however,
were estublished and only the detailed work remnined 1o bo comploted. Aftor an interval of more than a yeur,
while Direvtur of the Cipher Depurtinent of the Riverbank Iaboraturies, Geneva, Ill., the writer turned his
attention unee more to this eciphor and succoedod in complotely solving the problem by carrying out those
prineip:es 1o their logical conclusion.

s Itisrcuommondodtlmtthemaderpnpnronduphcateoftlmutofdhkllnorderthathemnymororemnly
follow the various sfeps in the analysis.
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18; the jourth, nt somaent 8. The {fth group of plain-text letters, however, will take its
cipher equivalents frora the first sogment to the.xight of the plain segment, inasmuch as the
segments immediately {ollowing segment 8 are liank. Plain-text letters TATHA, therofore, will
be enciphered on segment 9, becoming XONJE.  This method is continued in Jike manner through-
out message 1. If message 1 contains more than 21 groups of 5 lotters, .the twenty-second group
will ‘take its cipher equivalents on segment 1 again; the twonty-third on segment 13, and so on. -
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Proceeding now to message 2, the {irst 5 plain-text letters, ENEMY, are set up under the plain
segment and the cipher letters are taken from segment 2, becoming LTVBM. Tho second group
of 5 letters is enciphered on sogment 1, the third group on segment 13, and so on, throughout
tho message. Tho first 5 lettors of messago 3, SECON, are enciphered on segment 3, bocoming
YAPAC. The first group of cipher lottors in a messagoe is always to bo taken from the segment
bearing the number which coincides with the serial or dccession number of ‘the message in the
day’s nctivity. - : oo et

It will bo seen, therefore, that no matter what repetitions oceur in the plain-text beginnings
of messagoes, the cipher letters will give no evidences of such repetitions, for each message has a
different starting point, determined, as said before, by the serial number of the message in the
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day’s netivity. This automatie prevention of initial repotitions in the cipher text is true, how-
ever, only of a number of messages equal to the iength of the numerical koy; for, with a number of
messages greater than the length of the key, the initial segments from which the cipher letters
are to be taken begin to repeat. In this case, message 22 would nocessarily have the same initial
point as message 1; message 23, the samne as message 2, and so on. Messages 43, 64, 85, . . . ,
would all begin with segment 1; messages 44, 65, 88, . . . with segment 2, and so on.

The scerccy of the systom is dependent upon a frequent changeof alphabets and a still more
froquent change of numerical keoy, since it must he assumed, as with all cipher systems or devices,
that sooner or later the general method of oncipherment will become known to the enemy.
The only reliance, therefore, for the safoty of the messages must bo placed in keeping the specifie
alphabets and the numerical key for a givon series of messages from the onemy:.

PrixcipLrs oF SoLuTION

The following messages ! are assumed to have been intercepted within one day and therefore
to bo in the same alphabets and key: :

MEessaae No. 1

MLVXK QNXVD GIRIE IMNEE FEXVP HPVZR UKSEK MVQCI VXSFW
GVART YBZKJ WVUPV XZCBD BDOLS GHINZ LJCTE KSLPY VPBYD
WITRJK BDDFA ANJXE XGHED ERYVP YPWDJ DFTJV ZHTWEB WXTMF
0ZD0oJ
MEessaar No. 2

ULJCY GXAEU DTEIL UZBRW GJZSS QLUOX PTFO0 NWSHD BPTJO
HQRYY YAXRZ KTEMP UAYMK ISRDZ VUVKW HXAYD YAGSM CURBZ
LBXOVY EBBPI BMLCB UMAXF ZSLXV QFXUE MPZMK MQZZT KMURW

EJVB
Mzxszace No. 3

YLMKW CBGSF VGABP HOZFV QQNSQ NQLQL DIGXM XCWAI QFJOQ
TYDEL MBMJB SEPSO DHREM ELKIP KAINMW QYBIH BHFDC GLYWC
YGMMP EEXZH UBBSB SBONG URQKW YRAYU NYUCS LNEMV VNSXN
WGVME MXPDF WGTZE KRLGU ZJFZJ W

MEessace No. 4

UFHUJ LTMKJ PONFG RIUGG OZGWS UBNMW WGILB JNXTD BFREX
MMWHB OBFVO TFGSJ SLXEH RTZMI LLUUX FIFWC PGSBA KRCAS
XWKQV SLDKS NTESD QVQBN RZDMB JQLYH LTMXB BSVWL ILKYU
NMFEB HB

Mzgssage No. 5

VWh3Q KZJJK DCVQD KSSXY TSUXE GRROH PXKZF ZKFMS VGDWU
XLT3SwW EXHEF AWQWF ZESMX GWCEM JPNVB GRJGB IBROH YMOAP
IZYXX GXMSB 0ZZGK FVURN NJFGQ DTPLV STOID DWVLR TXTBH
WNWIE YJXXW BKOJQ FOUHO T

1 These are the actual messages submitted by Mr. Vogel.
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XGORF
INTVU
VGQsSW
LNGQT

UFUCL
DKXXR
RTDCO
IKGSL

VTEGJ
GXHRP

NYMPE
NNCMP
NDEUH
YKXXQ

TEPDA
UFRXL
CQRVW

SEYBZ
LGRX0
KEXYA

OMTXX
XEUJG
WKZTE

QNKIT
LJUFZ
JBCPG

GCHAX
NPCLU
OGHPI
IPJRI

HJYDY
TOSVL

APA

IAFEO
OIHWF
NCVNY

YZYRZ
SOJKI
YUEIP
VRQUW

XXHHC
WELQJ

MGS0Z
XXCKK
VWONX

ROHUP
KZYIZ

FZHNC

DUEIQ
KQDIG
XCYIO

MNHNO

RPQHF

LBTKF
XSQMC

AWLPP
GDPQ2Z
RFOHI

QJKFW
NZHCW

CMPSQ
MVQGT
GICWT

YEHOJ
OFSGQ
ZXFJO

GJBSA
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Mzssace No. 6

XAOWK BH3UH SKWWW
YLMNC KYJJF SDSTU
SUAEU BQAPY RMDMW
DZUTW BFMO

Mzssace No. 7

NWWJ TIFMZI VZIJE
RZRTX QIPFN HOUNL
TUIIG ZOJCU BTXJK

Mzssagr No. 8

XOHQN IPATI CFMZT
VPSKO HUYNA VPRXS
QESIO YXVNK AWDAA
XVXIC TJVSC UJEGZ

Mazssace No. 9
IMPBB VWAXZ QSVFG
IIPMV 2Z0CBO UCKXR
QLQHG IJFRT UTNQC

Mzssace No. 10

QRBJY YVJID JBNXF

RLSSF BQJWR BZKYN

SVEYH NEANW G
Mszssage No. 11

BASFH VFSCG CHKSB
XYUOC FFFVJ 02CJE
TGLOI IWORT JJVQE

Mzssaar No. 12

ALJCO EPLPJ RBCVX
PONLW RAIBP KACIB
HZIVG ESGOX YYCEO

Mgessaax No. 13

JIQBX PFTAO RJLUD
UWVYQ DJPFY KETMN
STGBV E

FWGSQ

QoDuT
FGUVO0
KGUEJ

DIMQI
SCuzs
EQLW
TFONC

ITZNT
SEPEM

JAKUK
oQuva

TPOWI

IRUJI

JHCDE ~

KZNFC

SQRWO

-KSOXR
AYSKO

DYBDQ

TNUWU

BEQMG

SWNFC
VHNCQ
ESVWJ

GSEYA

UWJDX

OCADC
TOXVM

XSPFG

EVGHU
GEYHC

- e g - e
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Mzssauk No. 14

ZJRKK CLYZK RINOK NBTAK NOSBI WRZRX DQTAR AEKMY MOXLT
YVWFL DXZSK ZPWNI JUULI TPUJR TPQGH RJZCQ XCNHU NOKMI
RRGEF FJWWR ZXROX PZUGG HMYNB DUHQZ BJDFA FJAYU RKHKB
ZMKMI D . . '

Mzssace No. 15

OSULC WZAFW SQAUC WPRBI WCFUO JKQHY OIWVX KSMSX MBX0Z
QQDCX CBIMT DGIAS BAQRK RUHHF JYUJG DYNMA. CWULT PKWES
UUKTF FOQOK KNRPI PLLXQ DRDEM JMCFB WLHVX FIFZR STVJV
XDCAS BEHQV OPWEY UTISE NZFCU BXI :

Mzssace No. 16

VHXVD RSRYLI PVNWQ QEDMJ LTKFN RMDGT DNMBM JDGVP -KJMND
RRQDM STTAL GKPPO PZTCU BNCEE HAWRMB KRGNU ZICWQ VEZTIC
DIPSG 2ZUFVH OZIGE TQXND HMHEW VHILT ' ' -

Mzssac®E No. 17

UMMOL HVVEQ GWIJI PQTNS AEFZH TOFQH OOXNQ NFPDDT QVSJR
RAABX ZCVWR UUJEG NMJHQ CHZUM TTSIU GHELW HUMFH LZHNH
CJEDW AKHZA SDZIE HIHWG LBUFZ DVPUB DCMXO NAYEY GQHID

Mzssage No. 18

LALNH QUDUA ZBZUD VSJFE MEHXW EUWZT OKWNO OOSIL TASEG
OVQVX PMKKW BQRBI VGDGJ JDAHW RZDIA WQAXB FBRLA AHJEP
PUMEU HJQJP ZSPPQ VZWDL HECDA LPJJS ZOJYB MO

MEessacr No. 19

YTVUL TWEVD MBHKV IHTPI GNXBQ XAUAQ OUFVO GSMKB BAKIG
YRNAF BKIJC ZJSRN WBQHM UYJPT CHCCB RLNVH OLDQA ZZDCV
UWMNZ. OPRFC. RDONY RCZAM ZYNVQ WFONZ CTTES. IRWER GKETA
YUSUK TFECD BMQVB VBWVV VWCZP TWCTJ FHFEH VNDCO MZVLK
YUJPZ BHLDY VVPMD KFHPB VCYU

Mzxasage No. 20

OBHOK UWRON AJDFH FRQMI ULOTG XXIEV HMAKV PVMAV OITKD
LDQIN UYVWI JEJRQ MCUZP KGUDN QSPBF- TQVZP. IZJTU RBUFZ

JUSIZ DCIGX QESJD LIZVM AOPME YNEXI HOXJK KUYHK AORUY
LVD

Messace No. 21

OMXOW LTWEW KFJHN 2MSKK GXFDL YLCPT YYYNQ CYYMA ZWRAD
HGWSI HHCGM FDGMN XIQDN NPLYQ NPJNZ OWFVV KMGVH KHCUC
STNVZ CGXHV L2ZZXX SVTKG POEAC OJYQU MEULH KHYDD ETPDN
QYZVU HIMGG RBHEW CUSO
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- Mgessace No. 22
SFDFL  AQMQW FFONY GVFZH JTPSY IAONR TWSZJ OJUGA HOGXW
YJOUN AEGQG HTZPB YRNEI BWIVZ JNPXG SXXSZ HVRUC QEHQR

CXsUF UKCTB BETEX ZSLRK QFXUV CLRIL LHIGG FVDSQ -RJCSH
JJIMIV JFCEU QFFMO TFSOQ XKESC CJCFI BN

Mxssace No. 23

. LUXGP KUKNY WJROY XZHPK JJIHU LUVBU ZRUDA XXHRF MOAFT
XUWVE YZAJE NFDEX GDZGA JBZET XYHAL DGECA CDPYM BTMYK
LCSKI YVSWW DQNAP KFPAO FIQTR KQQIE HHYCA GHEBF PFTYF
DZAUO W '

= g e

Mzssace No. 24

OMOOK OKWHR MPXQI PIQMN ALWNK HZIKQ XQNUY. GQZNG DFTFO
YJODO XIRIX KDCBX UEQTU VPINA NFWOH GWXXY EKBMG MGETD
WFKKZ PXXZL XFRWL FHTEG INNJI ETVUP QHTJY' OP

Mzssace No. 25

FPETJ CDVNY LMKQU CDALX FIYGR HQMIP FAONR QCAVJ MFIAC

YXDKR GWNMQL FQMEJ KOBMS ZURAN ULZFE YDLOT UZMJM SETNP

GWILM FGCVS NCZGE HUIRT XUWAI DGAML QBTFK VYIGT FLUVK
L FJYAZ YQNVO WSMSS CCMFY KVKRA Y

Mzssace No. 26

XFYKU NDBFZ KNDMF GBVIJ TKNDA LGPKS CWPSK BSNWH LTITXN .
VDCY0 GYZLI TRURC GBIWL VEKYG YOOHV JAUNO LPSJJ UINIE !
ZAECE XQDYB FDBPB SEBMA SRUEU RUWKE RIYIT BDWVG MZNGB :
TRJTG PZJCM LSFXW ANHJO UZHRQ ULXFU XSINC MVKNT ZWXXQ :
VWRIH MPMHG DURHG IJKIR UFRNA APKQP KAXUF CACVC LNICD
ESOWP MJQEC GGJBF SGMFC TQRGT JODEE XHRXE KIOZG DLRZV
DLZCS EMVZL GAMFQ ULGXC WIZWK IIZYY ' HTAVV OTTTO RFTHL
HQWVZ XZUAB GLHMH ZFTIQ OTJEP VZXCL YFYOE LSIJU SYBMC
YQXGD SECCE CIJTI BUILZ ZUAPY QRYXB VHMWL LPXGC RLETI
DJBCW IHSAM RHCMJ RAQBJ IWORY OISIE. RESKE PAUJD SMQVB
VEASF TZCWL AUHKA MSTZZ DDQYE RCMUS UXWQX WDPDB BYGMQ
XRLCH IOKZ0 EPLQU XJZKI JNSSI- HCHXX ZMZKW PVUGD QCVQ

It may be of advantage to begin the elucidation of the principles of solution by translating
this cipher into terms of the sliding of primary alphabets against one another with the con-
sequent production of a multiplicity of secondary alphabets. For example, by using ordinary
gliding alphabets such as are commonly used in cryptanalysis, we may produce the same i
resulis as are given by the set of concentric dirks. Let us use the alphabets of the illus-
trative disis, mounted upon sliding strips in panirs, and let us slide each pair of alphabets 8
letters apart. Thus,if we consider the upper one of cach pair of alphabets in figure 2 as the
plain-text alphabet and begin each alphabot arbitrarily with the lotter A, we have the following:
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-mem!
l[l’llintext_-.- AUFQZERHYG“JOIDMNCTXSBLT’KVAUFQZERHYGW'JOID. -
Cipher._...._ AUFQZERHYGVIJOID!NCTXSBLPKV
2[I’laintext---_ AOXGFZHYLPUKETDJVSWI-RBNHGQAOXGFZHYLPUKETD. o .
Cipher ....... AOXGFZHYLPUKETDJVSWIRBNHCQ
Plain text._.. AWJBQIHVKPUFOGTNEDSZXCMLRYAWJBQIHVKPUFOGT. - »
Ciphor....._ AWJBQIHVEPUFOGTNEDSZXCMLRY
4Phintuxt---_ AGVXZWHTFNUIOSEHJRDLGKQB-I;YACVXZWHTFNUIOSE. v .
Cipher___.... ACVXZWMTFNUIOSEHJRDLGKQBPY
5Pllintext---_ AE'.I‘JUDIVZNWHIXOGYKFRLQBPCISKETJUDIIVZNWHXOG. o
Cipher ....... . AETJUDHVZNWHXOGYKFELQBPOIS
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Note now that the fimst set of 5 plnin-test leiters, PREPA, yields the same set of 5 cipher
lotlo-s, MERJR, thut we found on page 2 by using the disks. The only thing which thesc five
pairs of independent sliding alphabetx have in common in fi igure 2 is the fact that each pair has
been slid apart the same number of letiers, viz, 8; if we consider the upper alphabet in each pair
as thoe stationary alphabet, then the lower une h us hoen shifted 8 intervals to the rght, or 18
intervals to the left, of the upper nlplmht t. This corresponds to the position of number 1 in
figure 1, for the latter number oceupies the eightecnth segment to the right of the plain semnent,
or the eight-h to the left. The relative positions of the numbers in the numerical key, therefore,
correspond to tho numbers of intervals the primary alphabats in the form of sliding strips would
have to be displaced in order to produce the same results as the disks.

Now the sliding against itself of a primary sequenco containing 26 lotters will givo rise to
& scries of 26 secondn.ry ciphar alphabets;’® likewise, ench primary concentric sequence will
give rise to a scrics of 25 sccondary alphabets. If the numerical key consists of 25 numbers,
all these socondary alphabots will be employed; if it consists of less than 25 numbcrs, then a
correspondingly decreased number of secondaries will be employed.

Since cach primary sequence can give rise to a set of 25 secondaries, the total number of
possible secondary alphabets in the whole system is 125; but if the numerical key consists of
less than 25 numbers, then the total number of secondaries will be less than 125 by exact multi-
ples of 5, since the absence of one or moro numbers from the key affects all five primary concen-
tric sequences. For example, if the key consists of 21 numbers, then there will be involved
21X5, or 105 secondary alphabets. In a message of exactly 105 letters, then, each letter will
be enciphered by a different secondary alphabet. If tho message contains more than 105 letters,
then all the letters aftor the 105th will be enciphered by the same secondary alphabets as at
the beginning of the message and in the samo sequenco.

In the explanation of the mothod of encipherment it was made clear that the substitution
procecds in a regular manner, taking successive groups of 5 letters; tho cipher equivalents are
taken from the successive segments, proceeding in o clockwise direction from any given initial
scgment. It follows, therefore, that in a single long message wherein the complete encipherment
requires the passing through of this sequence of segments more thon one time, there exist periodic
or cyciic phenomena of a type found in various ciplers, due to the presence of a definite or regu-
lar cycle. In this case, the length of this cyelo in terms of groups of 5 lotters corresponds exactly
with the length of the numerical key; its length in terms of individual letters is five times the
lengtl of tle koy. IFor the sake of clarity, we shall refer to this cycle when stated in terms of
lettors as the pertod. Thus, with a key of 21 numbers, the length of the cycle is 21 groups, and
the length of the period is 105 letters. 1f a message consists of 315 letters, for example, the
letters would pass through three complete cycles; tho 1st, 106th, and 211k letters would be
enciphered in exactly similar positions, and thercfore by exactly the same secondary alphabet.
The 2d, 107th, and 212th letters would likewise be enciphered by the samo secondary alphabet,
but of course not the same as the preceding secondary alpbabet. With a key of 23 numbers,
the length of the cycle is 23 groups, the length of the period, 115 letters; the 1st, 116th, and
231st lotters would be enciphered by the same secondary alphabet; the 2d, 117th and 232d
lotters by a different secondary, and so on. If we ropresent the length of the poriod by =,
then the 1st, (n+4-1)th, (2n+1)th, (3n+41)th, . . . letters fall in the same secondary alphabet;
the 2d, (n+2)th, (2n+2)th, (3n+2)th, . . . letters fall in another secondary alphabet; and

so on. If a mossage be longer than the period, therefore, it will follow that the 1st, 2d, -

3d, . . . nth secondary alphabets must contain repetitions of cipher letters, representing

1 The twenty-sixth secondary alphabet coincides with the normal alphabet, since each plnln-tut letter
would be representod by itsclf in that mondnry alphabet.
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repetitions of plain-text letters, fur these secondary alphiabets, nre after all only single mixed
eipher aiphalets, and the repetition of high-freguency leties in ordinary ploin.text is » neeessary
eharavierisdiv of all alphabeiical lapeiagres. Saeli vopo (tions will be evideneed by epetitions
in (he ciplier toxt at w, 2u, 30 intervals, and ibey ey he used to detormine the length of the
perind.  lxaetly how this is done will presentiy be demonstratoed.

But. the determination of the length of (he periad i only a slight step forward in the analysis.
It is true that it will give us the leneth of the numerieal koy, but that is all. What we muast know
next is the sequence of numbers, or rther, the relative positions of the numbers in this key.

We may aseertain this hy further seruting of the theoreticul and actual results of the method
of encipherment. 1t is often the case with various ciphers that the method of encipherment is
excollent in prineiple, and will yicld practically indecipherable messages whon the messages are
very iew in number, but the weaknesses in the method are quickly disclosed when it is used for
regular tralfic such as that necossary in military cryptography, where many messages are to be
sent cach dny in the same key. In the cipher under examination, the woakness is introduced by
the fact that the initinl segment for each message of the day's activity is determined by. the serial
number of the message.” Now there are as many initinl segments for each numerienl key as there
are numbers in that key. Onco the sturting point is determined, all the messages pass through the
same cycle; different messages merely bogin at different points in the cycle. Now, since the
numbers applying to these starting points constitute the sequence of numbers in the key, the
successive initial segments constitute a series or sequence which, when properly reconstrueted,
will give us the sequence of numbers in the koy. '

After the numerical key has been reconstructed we are yet a long way from solution, for we
are still confronted by the more complex problom of .reconstructing, or solvmg, the mpher
alphabets.

We have so far analyzed the solution of the problem into the following three steps or. plmses o8

1. The determination of tho length of the period.
2. The reconstruction of the numerical key.
3. The reconstruction of the cipher alphabats.

Let us procced, therefore, to perform cach step.

1. The determination of the length of the period.——It. was explained a.bovo how the cxphcr
system will result in tho production of repatitions in the cipher text at definite intervals dependent
upon the length of the period. The first, (n+4-1)th, (2a+4-1)th, . . .letters fall in the same second-
ary alphabet; the second, (n4-2)th, (2n+2)th, . . . letters fall in another secondary alphabet;
and so on. If there are repetitions in the plain text at n intervals apart, there will be correspond-
ing repectitions in the cipher text. There would be involved here only a slightly modified caso
of the ordinary process of factoring the intervals between repetitions in the cipher text, as applied
in the solution of typical periodiec multiple-alphabet ciphers. Thus, in this case, if it hbappens that
the first, second, and third letters of a messnge, and also the (n+-1)th, (n+-2)th, and (n+3)th,
are the lotters THE, then there must be a repetition of the initial trigraph .of the cipher text,
representing THE, &t a distance of » letters. But in a cipher involving so many alphabets as this
one, the repotition of trigraphs and polygraphs would nn.tumlly be rather infrequent, emept ina
very long incssage.

ITowever, the paucity of trigraphs and polyfrnphs, and even of digraphs, need not prove
to be a great obstacle, for the repetitions of individual letters may be used with great aceuracy
for the same purpose, viz, the determination of the length of the period. The method is based

1 However, were the initidl segments determined in some other manner, the firial results would be the same, and
the cipber could be soived by a slight modification of method. Even if the initial segments were subject to no
law, the cipher could still be solved by the method hereinaftor sct forth, with some modifications.
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upon the construction of what woe have called a *Toblo of coincidence”, which will show us
mathematically the most probable Iength of the pericdd. We may as well use the text of our
series of messages o illustrate the process.

Ii we assume the numerieal key' to consist of 20 numbcrs, then the le.ngth of the period would
be 100 letiers. Lot uz write the longest message of our serics—viz, messago 26—in exactly super-
nnp(w-d lines containing 100 letters cach, and then make a count of the recurrences, or more
accurstely, the coinecidences,’ of lettors within the individual columns thus formed.

Note the repetition of t.lw lotter F in the socond column. This fact is indicated by placing
a cheek mark in the tabulation of coincidences.  'Wheroe a letter appears three times within the
same column (B, in column 8), three chieck marks are recorded, for there we have a coincidence
between the first and second, second and third, and first and third occurrences. Where a letter
appeurs four times in the same column, gix check marks are recorded. The number of coinci-
denees for each case corresponds to the munber of combinations of t.wo thmgs that can be made
from a total of n things.?

We note that on the assumption of a period of 100 letters there is a totn.l of 30 coincidences.
Now, if the period is really 100 lotters in length, then the repetitions of letters within columns
are not mere coincidences brought about by chance superimposition of identical letters but are
actual recurrences in the restricted sense of being the resultants of the encipherment of similar
plain-text letters by the same secondary alphabet. But there is no way of determining from
this single tabulation whether the assumption of a period of 100 letters is correct or not, end
therefore we do not know whether the repetitions in this case are recurrences or coincidences.
This we can determine, however, by a compurison of tabulations of coincidences made upon

‘various assumptions of length of period. Theoretically, the correct assumption should yield a

higher total of coincidences than the incorrect assumptions, because the recurrence of high-
frequency plain-text lettors (in English, E, T, 0, A, N, I, R, S, H, D) is to be expected, and the

number of such causally producoed repotitions should certainly be greater than the number

of ropetitions produced by mere chance in the supcerimposition.?

Let us proceed, therefore, to make a table of coincidence for the various probable lengths of
periadi, first transeribing message 26 into lines corresponding to hypotheses of 105, 110, 115, 120,
and 125 letters.* Before doing so, however, we find it necessary, to introduce a few remarks
upon the desirability of using a slight correction factor for this table.

1 We druw the distinetion betweon recurrences and coincidences on tho grounds that the former term should,
and wili here be used to indieate repetitions of lettors in the cipher toxt enusally relatod to each other by being
encipherinents of identical plain-toxt letters by identieal alphabets; wherons the latter term indicates repetitions
not ecaasally related to cach other in this maunor bhut simply the rosult of chance. A ropetition may thorefore bo
ciilic s ot reentrrvnee or a coincidencs.  The proeess of [actoring in ordinary multiple-alphabet eiphers of the periodie
type Lo {07 it purpose the separation and classifieation of repetitions into the two kinds. Until proved otherwise,
all repn titiuns must be eonsidered coincidences.

2 The formuly it C=ul(n—1)/2, Thus, when a=3§, the number of coincldences fs 10; whon n==8, the
niaber i 15,

3 SNinee this paper was writien, a further sludy of iho concept of eoincidences has made it possible to prediet,
with i fair Jegree of accuracy, just how many coincidences should be oxpested for corroct and incorrect assump-
tions. The wathematical and statistical analyses are given in dotail in W. F. Friedman, Analysis of a AMechanico-
Elecirical Cryplogruph, Scetion VI; 8. Kullback, Statistical Methods in Cryplanalysis, Section VII (Technieal
Publi..tic-c, 3. 1.0 8., 1934). It results from thesc mathemaiical studies that the ratio of the number of actual
coinci...:ners 10 the {otal number of possible coincidences is .038 for an incorreet case and .088 for a correct one.
This ki »wicrdee eliminates the necessity for tabulations corresponding to every possible case and gives a reliable
means of ¢etennining the correct assumption as soon as it is made. (See Notes 1 and 8 on pages 18 and 14
respeetively.)

¢ The :ucssagoe need not be written out more than once if long strips of eross-seotion paper are used, writing
a line oi1 cuch strip.  Each line should contain 125 letters, and the various strips can thea be arranged to bring
the prope: letters into superimposition aceording to each hypothesis in turn. :
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For really accurate comparison, the tolals of coincidence ohtained for the various hypotheses
“should bho corrected in order to muke proper allowanco for the differances in totals duoe solely
“to tha variation in the number of letters in cach column whon transeribed according to cuch

hypothcais! From a eryptographic point of view, a total of 100 coincidences in an arrangement
whare thero ave 6 letters in each column rapresents a slightly groater degree of coincidence than
in &n arrengemeont of the same message also yielding 100 coincidences, where there are 7 letters
in most of ts cclumns; there is icss opportunity for coincidences to be produced in the former
case. We should, therefore, reduce all the totals of coincidence to some common basis. The
ressoning we !.sveo followed in the establizkmext of a correction factor to be applied is as follows:

M 2ssage £8 contains exactly 539 letiers. Wkhca transcribed into lines of 100, 105, . . . , 125

letters, the eolumns in each of these five set-ups have the following number of letters:

Tnt:: I Period

89 cclumns of § letiers and 61 columns of & lettors
14 colvanus of 2 1atiers and 91 columns of B Jolters
09 coltavng of 5 letlers and 11 eolumna of 4 lotters
70 evluziis o7 5 ledters and 38 columns of 4 letiers
B9 ccluuina o 3 letters and 61 columns of 4 leticrs
39 colurins of & lcitors mnd 88 columns of 4 loiters

Aczuiing sust periect coincidence can occur in each column (all letters identical), then in
acol-imaf 6 lotuers we can have 6){5/2=15 coincidences; in a column of 5 letters, 5X4/2=10
coinciiances; nad in a column of 4 letters, 4)<3/2=-6 coincidences. -

If now ve find the total number of chances for coincidences for each of the arrangements
given in table I, we have the following:

Tantxz II

oriars Conditions | : dssoes
10 39 eolumns of 15 chances each, 61 coluiwms of 10 chances each..coueecce..-- 1,185
103 14 coluruns of 15 chances ¢ach, 91 culmnna of 10 chances each. .o ceenae .. 1,120
110 99 columns of 10 ehances each, 11 columns of 8 chanoes eadh. . cccceeucen-- 1,086

7 118 79 columvs of 10 vhanves each, 36 columns of 8 chunces each... ... .._.. 1,008
120 59 columnus of 10 chances each, 61 columns of 6 chances each__.... amecoamed) 956
125 39 columus of 10 chances each, 83 columus of 6 chances each. ... _..._. 208

Choosing for our basis of comparison the hypothesis of a penod of 100 lotters, the various
proportions of chances for coincidences for each of the remaining hypot.huu will constitute
correction factors to be applied in each case. They are as follows: -

TasrLe III

Period glhau-lﬂ Correction
100 1, 185 1L00
105 1, 120 . LO7
110 - 1,056 113 -
115 1, 006 L10
120 956 1.25
138 906 123

1 See footnote 3 on the preceding page. This correstion factor is unnecessary if the number of actual ogin-
cidences is reduced to a percentage basis, in terms of the total possible number of colncidences.
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We are now ready to extablish tho tables of coincidenes for the various hypotheses. Space
forbids the aetual demonstration of the several mrrangements of message 26 to correspond
to the various hypothetical key lengths—that shown in figure 8 is typical of them all. We
shall give only the final result in table IV.

v TasLe IV?
ety Colnclidenoes on each hypothesls 1, Total Comon | Comected
F 100 AN IR Y IR0 T | 39 100 3.0
105 | INUTRE TR DRI DI WL TR DR I . 45 1.07 432
110 | DN IAE DN IV VT THE R DN 11 a7 L13 531
118 | DRI IR TN TR DRE IV IV TR D D T 60 1.19 7.4
Coo120 | WL I TN L IR N 4 38 1. 25 45.0
! i25 {MMMWMMIII | a3 1.32 43.6

There scems to be no doubt but that the period of 115 lettors is corract. The cyeclo, thero-
fore, conxists of 115--5=23 groups, and the numerical key contains 28 numbers. This means
thut the two final secgments bear no numbers, and aro therefore blank segments.

2. The reconstruction of the numerical key.—ilaving ascertained the length of the period,
and thus the longth of the numerioul key, the next step is to reconstruct tho sequence of
numyers constituting the key. As stated before, this process is made possible in this case
by the method of encipherment which is such that all tho messages of the day’s activity go
through exuctly the same cyole, but the successive messages begin at diiferent initial points
in this cyele, und these points coincide with the relative positions of the numbers making up
the sequencse of numbers in the koy.

We do not know the absolute position of any numbers in the numerical key, bit we may
proceed first to find their rolative positions, regarding the key in the nature of a continuous
cycle or elinin. Later we may find the absolute positions of the numbers in this cycle, i.e., we
shall havo reconstructed the numerical key itself.

Now, as siated before, all messages proceed through the same eyclo; it is only the initial
puinis for the messages which are dilferent. Hence, if we can determine the relative positions
iu which messages 1, 2, and 3 should be superimposed in order to make all throe messages
coinc.ua s regurds the portion of the cyele through which they pass simultaneously, we shall
thus have determined the relative positions of the numbers 1, 2, and 3 in the cyele. For
example, if we should find that the first group of message 2 belongs under the twelfth group
of message 1, and the first group of message 3 under tho sixth group of message 2, we would
concliide that the relative positions of those numbers in the cycle are those:

1 28 45 6 7 8 91011 1 2 8 4 &

1 - - » L] . L] . » L] . 2 L] L] . L] 3

i As a verification of Note 3, page 11 above, the percentagos of the actual number of colncideaccs to the
total possible numbor has heon ealoulatod:
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How are these relative positions for messages 1, 2, and 3 to be determined? Clearly, we
may use the same baris for this determination as for that concerned with tho length of the
period--viz, a {able of coincidences. Tor, when messages 1 and 2 are correctly superimposoed
we should got a higher degree of coincidence between the letters of the superimposed columns
thun when they are not correctly superimposed. The roasons are tho same as in the precoding
case: The successive groups of cipher leiters in one messago represent encipherments by the
samo secondary alphabets as apply in the othér message; hence, repetitions of plain-text letters
withia columns will result in repotitions of cipher letters within those columms. We can there-
fore determine the corroct superimposition by experiment and the recording of coincidencea,

Having found that the key contains 28 numbers, it is obvious that message 24 has the
same starting point in the cycle as message 1; we may proceed at once to combine them by
direct superimposition. We do likewise with messages 2 and 25, and 3 and 26. The purpose
of this step is merely to afford greater accuracy through the increased number of letters with
which we shall have to deal in finding tho correct relative superimposition of these three sots
of messages.

Since message 26 contains the greatest amount of text, we may ragard u'.' as our base and
try to find the relative position of messages 1 and 24 with respect to it. YWe now place messages
1 and 24 beneath message 26, begmmng the first group of the former beneath the second group

of the latter. A tabulation of the number of coincidences in each column is then made. Mes-~ -

sages 1 and 24 are again placed beneatl: message 26, beginning the first group of the former
boneith the third group of the latter end again the total number of coincidences is ascertained.
In other words, messages 1 and 24 are moved successively 1,2, 3 . .. 22 intervals? to the right
vl message 26, and o table of coincidences is constructed. The grea.test total number of coin-
cidences, as shown in table V, is given when messnges 1 and 24 are placed three intervals to the
right of message 26. This means, then, that the numbers 1 nnd 3 oocupy t.hese relnf.we posmons

123

3--1

Tasty V3
Intervalse e e e 1 2_3-450789101112131 4 18 16 17 18 10 20 21 22
Colncidences. o mecmccccccmcamccan 504986405339555059_!7““0 53““5850485240

Showing various totala of coincidence when messages 26 and ‘1 and 24 dre luporlmpoud at different
intervals corresponding to the successive hypotheses of mlatlvo podtlon .

Messages 2 and 25 are next taken for experiment and a similar table of coincidences is made
for the various superimpositions with message 26, omitting, of course, the three-interval trial
sinco the position corresponding to that test we found to be occupied by the number 1. As soon
as tho relative position of each number is found, the subsequent trials corresponding to those
numbers may be omitted. The labor is, of courso, somowhat tedious but may be done by

1 I was thought unneeessary o use both mesrages 3 and 26 as a buse, since the Iatter alone scemed sufficion iy
Jorge 1y give relinble infortuntion,

* Aninterval in thin enre Iz cqual ta o proug of G lstlers, hesbuse the encipharment procoeds In seginents of
hletlers each. We need try only the firsl 22 intervals sineo the eyele consisia of only 23 positions, and wersnges 1
and 24 eannol have the saine bogiuning point ws messagos 3 and 26.

* With regared to the mathematical notion discussod in Note 8 on p. 11, the following remark is pertinent:
The tut:xd number of eoincldoncos pomsible when mossages 1 and 24 are placed thres intervuls to the right of
messagee 26 i 1263, The number of aetunl eoincidences, 86, whon divided by 1253 gives .068. Sinoe tho uxpected
resalt for o curreet assumption is 068, it is nt onco evident that this asswmption ia corroct and it ia consoquently
unuecussury to consider uny furtlier casecs.

e A
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clerks. This procass is continned in similar nianner for 611 the remaining messages. The data for
messages 2 and 23 show that they belong five intervals to the right of messages 1 and 24, and the

relative positions of the numbers 1, 2, and 3 in tho cycle are therefore theso:

1 23123 46
* 3 *+ =1 <« « <« = B

The data for this dotermination of position for all messages are given in table VI
TasLE VI.—Dala for delermination of ihe position of the numbers in eyels

Mzusace 28 Usep As A Basx

lfPosition ................... 2 84 5 6 7 8 910111213 14 15 16 17 18 190 20 21 22 23
| Number of colncidences.....- 50 49 88 40 53 30 55 60 50 47 85 45 61 64 53 b4 46 88 50 48 53 40
2{Po-itlon ................... 2 850 7 8 010111213 14 1516 17 18 19 20 31 22 23 _
Number-of coincidences..... 456 40 58 57 62 61 90 >’
POBILION . e oo o maemn 2 3 5 6 7 810111213 141516 17 18 19 20 21 22 28
Number of coincidences..... 34 35 38 36 16 33 27 23 19 24 28 24 24 21 10 25 20 42 3532
5{Position ................... 2 85 6 7 810111218 14 15 16 17 18 19 20 23 28
Number of coincldences....- 44 31 33 31 33 29 26 22 16 28 49 . ]
g{Positlon —— -~ 2 8 5 6 7 810111213 1516 17 18 10 20 22 28
Number of coincidences..... 26 33 87 26 40 31 20 11 gg
Position 2 8 5 6.7 8101113151617 18 19 20 33 33
(Numbuoer of eoincidences....- 23 33 26 27 25 20 24 31 31 16 10 28 28 28 48 T
S{Polltmn ................... 2 8356 7 81011131516171810322128 \
Number of colncidences....- 86 27 53 A 4
POSItiON e neeee e am e 2 3 6 7 8101113151617 18 19 22 23
Number of coincidences. ... 27 32 26 17 21 31 80 17 13 31 27 58 :
m{Position ................. -.2 88 7 810.11.18 15 18 17 190 22 23 ,
\Number of coincidences....- 18 18 15 18 23 19 14 18 13 20 10 15 18 53
11{POSIOD e 2 3 6 7 8101113 15161719 33
Numbor of coincidencos. ... 16 28 10 15'14 16 15 26 17 28 20 81 19
u;,-’Positton-.-.---.-----.,--- 3 18 18 19
{Number of colncidences. .. - 21 & 2 16 ,
NS LT T— weee 2 8 6 781011151617 10 23 '
i Number of coincidences..... 18 27 56
m{rommn ................... 2 3 7 8101115 16 17 19022
Number of eoincidences....- 20 19 156 18 18 10 16 .3_8'
14 POSitiON e e e e eemme 2 8 7 81011 15 17 19 22
Number of coincidences__.." 20 17 32 30 18 20 23 33 24 42
T L 2 37 81011151719
Number of coincidences...-. 38 82 87 27 24 89 . T o
! Spcondary test, using messages 1 . 24 plus 2 and 25 as the base. . - ' 4

B
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TanrLe VI—Dala for delerminalion of the posilion of the numbers in eycle—Continued i
MxssacE 26 Uskp As A Bagw “: 4% [ e e 0 0y H
1
wPoslt-mn ................... 2 8 7 810151719 - v o o i
{Nuniber of cotncidences....- 24 23 47 e !
, "{Pouition ................... 2 83 810151719 CRRTAL N A P P
Number of coincidences..... 15 44 30 . '
ls{x'ontion_.__.' .............. 2 810 15 17 10 ot B )
Number of coincidoncos....~ 48 31 28 : i
D S 8 10 15 17 19 e 4
. "°| Number of coincidances...... 28 37 06 :
20{l’mntmrn .................. . 8101719 . T R L A R H ]
Number of coincidencss..... 85 14 ) . Coe e . ‘
0 L S 10 17 19 ) T T §
Number of coincidences...... 26 33 47 . . . . C . : ]
22[ Position . meenceccccnccnnaa 10 17 ' :
| Number of coincidences..... 48 22 i
23{1’oli1.ion ................... 17 i
Number of coincideneces..... 80 = |
1

When in any trial the total of coincidences for a certain position stands out prominently

from tho preceding ones, subsequont trials for tho message concerned are omitted. -
— Theﬁm.lresultofcnrrymgouttlusworkforallthemusugesmdngmnstmmgezﬁu
that the following cycle is established: .

1284856 7 8 910111213 14151617 18 10 20 31 22 28
31817 1 8121620 22215 611 5191823 92321 7 41410 ;

This reconstructed cycle reprosents, as stated before, the relative, not the absolute, posi~
tions of the numbers in the key, because there is as yet no indication as to what number occupies
any given segment on the base disk. Furthermore, we must remember that there is a break .
of two intervals somewhere within this cycle, representing the two blank segments on the base
disk. This fact may cause some difficulty later on but we shall find a way of overcoming it. ‘

In the meantime, we may content ourselves with the cycle as established and proceed to an analy- .
sis of the results of its reconstruction.

The immediate result is to enable us to superimpose all the messages of the day’s activity,
os shown in figure 5. We may begin with message 1, or with any other message, but for the
sake of convenience in analysis, we may as well transcribe them in regular order.

The letters of each of these 115 columns belong to a corresponding number of secondary
alphabets, all different, but all single, mixed, substitution alphabets. Individual froquency tables
are made, therefore, and are shown in table VII. The tables are given in groups of five, laboled
A, B, C, D, and E, corresponding to the five primary alphabets of the systam. The groups of
alphabets aro given in their proper cyeclic scquenco, so that each set of five alphabets is accom-
panied by a number which identifies its position in the sequence of segmonts. Thus, we may refer
to any of these secondary alphabets by number and letter, as for example, 6B, meaning tho second
single alphabet under segment 5. The A alphabets all apply to the outermost primary alphabet,
or alphabet 1; the B alphabets to primary alphabet 2, and 8o on. We are now ready to attempt an 24,
analysis of the cipher text with the object of solving these secondary dplm.betl and reconstructing
the primaries.
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The first thought that comes to'ono is that theso individual mixed alphabets may be solved
upon the basis of freguency alone, as is commonly done with such froquency distributions, For
example, we might assumo the most frequently occurring lotterin each alphabet to be the equiva-
lent of plmn—tett letter E, the next, of T, and so on; then substitute the assumed values in the text
and.try to build up words, But cach of these n.lplmbets contains only an average of 36 letters, so
that hardly any assumption would earry a considerable degroe of certainty. This is especially
the case in English text whero the letter E does not always stand out prominently as the most
frequently used lettor in small amounts of text. Were an analysis of this kind absolutely necessary
to solution, it is doubtful whether this particular set of messages could be solved except after a
long period of patient labor. But it will be shown now that such an um.lym is in fact not essen-
tial, because we may be able to effect a direct reconstruction of the five primary alphabets, which

wﬂlnotonlylen.dtot.hesolutmnofa.llthesemeuages,butwﬂlalsongeusweryoneofthopombh

125 secondn.r_v alphabeta of the entire system.

Taniz VII . o
1 8

A B (o] D E A B ] D B
A { ! A i / N i o
B i / 1/ B ¥l { / /
o / I I C / I/l / /
D it : : i D /] i / 1/l
B | 1 il /] E 1l /] / i | M
¥ /. F. { i { i i
G i / b, ) / G / i / l
H i { { b ! ! /
I M I I v
J / /] /] J i M M :
K ] X I/ /
L / ) i L
M | N /i Il /] M l
N / i ] / / N n /] m /
) /] n / /] / o / /] /
P ) ) i P / ) il
Q / il / / ) Q i | M { /]
B / ) i i / B / il
8 / / 8 i il i / !
T / ! i T i in /] l
1 / i U i / { /
v 1/l i ./ B Y A A /) v / /i /] /
w | 11l l w / M M
X / /] i 1/ X i /i / b
L1 W ! Y / / / ! 1/l
z |/ Mn| n / 2 /
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Tantng YII—Continued
13 ‘16

Al B3| 0o |D | E A | B | o| | =
A / . _ / A i l .
B i / My B Al i : /
c il / .| il ' c-1/
D /" . i / D/ |/ i
E /- |l i i B I | 0 /i i
F / I/ ¥ 1/ . 1l i
G | N / i : G _ i i /
x 1/ M| MW = Il /! I/ i
I i i 1l X i m |\ n -
J / { 1/ ! " J l
x I / / X i /]
L il M / L / / 1/} /
M i i /! n M i in A mnunon
N / /. N . . /i i
o 1l : /] o M | i /)
b 4 i /] b / / 17/ R
Q i i Q 17} {
B [ i { B i ! /
8 l /) 8 i / /]
T i in T il It / )
/] / l: T / i .
v ) i v m 1 mr |1
w [/ . / " w m. 1 i i
x / / ] N b 4 v mm i\ !
X / / /) k4 Il . /
Z / i i /. z / /
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TasLe VII—Continuod

20 [

A B L+ ] D B A B o D B
Al Dol fm ) A | " i
B |/ | I |1 =B /
c |/t |7 |1 |1 o n 1
D |/ noi D | M /

E u | m E I !
® (7 (4 (o |1- v ols [ m |1

@ {1 |/ 111 ] e "o\

X I mwoo=' | 1|1 :
X Y me x| 1ol
T ol | 3. to i
x |m |1 |0 m| x| nlrviua
L m | n nojon 1 o \me it
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The method which we are about to demonsirate is based upon the fact that the segments
from which the cipher groups are tuken fullow one another from a given initial point in a
regzular suecession, uninterrupted in this ease except for a break of three segments representing
the two biank sczments of the key plus one blank which is always present representing the
plain segment. To explain the principle of this method in detail, attention is directed to the
fact that, as a result of the system of enciphermoent, the serics of successive cipher equivalents
for any given pln.in-text letter in any one of the five primary alphabets coincides with the
sequence of lettors in that alphabet. The series will coincide with the complete alphabet except
for the omission of 1, 2, 3, or more lotters dependmg upon the number of blank segments.
For example, turn to ﬁguro 1 and note that, in alphabet 1, the sequence of letiers begmmng
withAisasfollows: AUFQZERHYGWJ.

Now 1t is paieni that if we place letier A of the jirat pnmam alphabet in the plain segment,
tis serics of successive cipher equivalents coincides with the sequence of letisrs succeeding A in ithe
same alphabet,viz, UF Q ZERHYGWJOIDMNC....

If we place another letter of the same primary alphabet—for example, Z—in the plain
scgment, its serics of successive cipher equivalents constitutes exactly the same sequence,
except with a different initial point, viz, ERHYGWJOIDMNC.... Inother
words the successive cipher equivnlents for these 2 plain-text letters come from one and the same

ycle or sequence. Now, the same is true with respect to evary other letter of alphabet 1, and
also of the other primary alphabets. Of course, the sequence is different for each primary
alphabet.

Since this cycle or sequence of letters is the same for all the letters of each primary alphabet,
only the scries of successive cipher equivalonts for one lotter of each primary alphabet is necessary
in order to cffect a complete reconstruction of that alphabet. In other words, if we can select
with accuracy the cipher equivalent for one and only one plain-text letter in each of the successive
115 secondary alphabets, we can then arrange those equivalents into five sequences of letters
which will coincide with the five primary alphabots, thus rosulting in their reconstruction.
The roconstructed sequences will be completoe except for the omission of one or moro lotters
reprcsontmg the blank scgments. If the numerical key consists of 23 numbers, three letters
will be :msamg from each soquence. ‘These lotters will be known, of course, but thmr relative
positions in the omitted section will have to be found later.

Obviously, the letter which will lend itself best to such & procedure is E, for it is the most
frequently ocourring letter in English text. If, therefore, by a careful study of the individual
frequency tables applying to the columns of the suponmposed messages, we can select the cipher
equivalent of only the letter E with certainty in the successive secondary alphabets, we shall
at once have the sequences of lettars in the five primary alphabets and the solution of the
problem will be at hand. For example, if in & hypothetical sequence of these alphabeis we
select the letters K, N, Q, and V, respectively, as the four successive cipher equivalents of E,
then this will mean that in primary alphabet 1 thereisasequence . . . KNQV . . .,
providing a break in the numarical koy does not exist botween the members of the sequence
of key numbers applying to the segments concerned. Continuing this process, ultimately the
five primary alphabets can be complotely reconstructed. But we must remember a.lwnys that
this procoss is dependent upon the correct assumptions for the cipher equivalent of E in each
of the 115 sccondary alphabets, or columns of ciphor text.

Lot us attempt such a reconstruction. Turning to the series of secondary alphabets given
in table VII, we try to find in each alphabet tho lotter which undoubtedly represents plain-text
lotter E. Af. the very start we encounter difficultics. In alphabet 1A, the letters M and Y are
of equal Iroquenoy There is no way of telling which Jetter represents E, so that we shall have

e
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to consider Lu:th ¥ and Y as possibilities. Ya alphalist 8A again we have difficulties, for both
J and Q have the samo frequency. 1t begins to leok like a very doubtful pmcodure. As wo
go further alonz, the difficultics in selecting the represontativo of E increase rather than decrease
and the ery ptmmlyst becomes lost in a mull.m]mu.y ol possibilities. Evidently this method,
as the precedmg one, while thooretically correct, is pr«ct.lcnlly out of the question bec-w‘.e
of the limited size of ench frequeney table. In fn.ct it is doubtful whother we can salect the
representative of E with certainty in any one of the A alphabets,! and certainly, if we cannot
do this with the letter that theoretically occurs the most frequently, we cannot do it with
any other letter.

It was at this point, when apparently o blank wall confronted the wriler, and thore scemed
little hope of solution, that he ovolved the method which finally resulted in solution, and which
embodicd such new principles that ho was led to describe thewm in this paper. This method
had recourse to some simple mathematics, casy of comprchension and application when the

underlying principles have been grasped.
’ First, let us mako what we have termed o *consoiidated frequoncy” table for all of the
socondary alphabots applying to the first, or A, primary alphabet. This is done by collecting
the data contained in the individual frequency tables shown in table VII into one largo table,
taking only the data applying to the lotters of primary alphabet 1. This larger table is shown
below (table VIII). .

11t was found later that ihe cipher cquivalent of E has tha greatest frequency in only 8 out of the 23
alphabots. In one alphabet E did not occur at all, and in six casos it occurred ounly two times. It will be of
fnterest to the reader io atudy these tables for the information they contain with regard to the extreme degrees
of variation from the normal that small frequency tablcs can exhibit.
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1. 58
2. 85
1. 69
2.30
1. 54
1.76
2. 86
2.34
2. 42
1.03
2.07
2. 43
1. 94
1. 84
2. 50
2.00
2. 50
2.87
2.28
182
2 47
2. 45
200
2.24
3.00
2.83

Nuam-

pled| sezinent

Fment:

14
13
16
17
13
17
14
16
12
14
15
14
16
156
14
11
12
16
i
17
15
16
14
17
12
12

quency

2
87
27
80
20
30
40
35
20
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31
31
28
a5
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87
30
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38
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3
841
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Thix consolidated froquency table is of & rather peculiar nature. Each columm gives the
frequency of the cipher letlem in o parficudur scawent and there are 23 such ecoluints, corre-
sponding to the 23 segments of the nunerieal iy, The numbers of tho columns are deterinined
by, and coincide with, tho sequence of numbeis in the cycle as given on page 16, viz, 1, 8, 12, 16,
ete., ach row gives tho [requency of a particulur cipher letter in tho successive segments and
since the columns succeed one another in the cyclic sequence, it follows that the frequencies
in the successivo segments on a line with any given cipher lettor form a definite sequecnce of
frequencies. There being 26 cipher letters, there are 26 such rows or sequences of frequencies.
The towal frequency for ench cipher loiter is given in the column labeled as such ond the
average frequency for all ciphcr lotters is thien found to be 841-+-26=32.4 occurrences. The
number of different segments in which the cipher lotter applying to any given line occurs is
indieated in tho next column; and the average froquency per segment for cach cipher letter
is given in the last column.

Before we can proceed it will be advisable to establish cortain principles which will enable
us to follow the subsequent reusomng moro ecsily. We shall meke use of alphiabet 1 shown
in table VIII, calling attention to tho fact that tho same pnncxples apply to the other four
primary u.lphn.bots In order to make tho iliustration comparable in aoll its deteils with the
real situation in the test problem, lot us make the numerical key 23 numbers in length by
adding numbers 22 and 23 at the ond of tho koy shown in figuroe 1.

Let us sce what sueceamve plain-text letters the ciphor letters A, B, and c represont in the
sequence of segments. . -

Fraure 6.—Plain lezt

A—VKPLBSXTCNHDIOJWGYHREZQ
B~-SXTCNMDIOJWGYHREZQFUAVK
C-NMDIOJWGYHREZQFUAVKPLBS

It will be notied that tho successive pluin-toxt lotters which eipher letters 4, B, and C repro-
sent conslituto almost exactly the samo sequenco in the throo lines. This follows from the
nature of tho ciphor systom itsell, and the cuuse of it has already been pomted out. In the B
line there is a section not present in the A lino, consisting of the lotters FUA; in tho A line, the
section not present in the C line consists of the lotters XTC; and in the C lme the section not
prosent in the B line consists of the letters PLB. Tlis is due to the intexruption in the numerical
key; thoe section omitted will consist of 8 sequent letters in each easo, but these letters will be
d ifferent for every ciphar letter.

Let us now accompany the sequence of the plein-text letters opposite each of the letters
A, B, and C, with a scquence of frequencies corresponding to their normal theoretical frequen-
cies ! for English toxt. '

1 These thooretical frequencics are given by Hitt on the basis of 200 letters of plain text. Bee Hitt, Parker.
Manual for the Solulion of Mililary Ciphers, 1018, p. 6.
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Now, since the sequences of plain-text letters represented by these sequences of frequencies
are the same, it follows that we can so arrange the latter as to make the successive individual

frequencies coincide; and if we make due allowance for the break in the sequences caused by
the omitted sections of 3 letters, the three sequences should coincide exactly. Thus:
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Ficure 8
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In order to- make the sequences coincide, we displaced the B sequonce five intervals to
the right of the A sequence, and the C sequence four intervals to the right of the B sequence.
Let us reverse the order of these letters, A, B, and C, and space them in accordance with the
number of intervals which each sequence of frequencies has been shifted relative to the others.
Thus: :

43316354333
¢cC...B....A

Reofer now to the illustrative cipher alphabot in figure 1 and note that this corresponds to the
order of these letters A, B, and € in this primary alphabet. We have determined the order of
these letters in our alphabet merely by eofrectly superimposing or shifting the three sequences of
frequencies relative to one another so as to make thoe individual frequencies coincide.

Now had we not known what lotters those individual froquencies in cach sequence of fre-
quoncies represonted but had merely beon given tho sequonce of frequencies themsalves, it would
still have been just as cusy to find the correct relative positions of the three sequences from a
comparison of tho positions of high and low points in each sequence of frequencies. In other
words, we do 1ot need to know what letters the individual frequencies in each sequence of frequencies
represent; it is still possible to detormine the rclative positions (in the primary alphabot) of the
lotters applyinz to cach sequenco in the cipher wlphabot by @ study of the pusitions of the high and
low points in euch sequence of frequencies. No analysis whatever of the individual frequencies
is necessury, the entire frequency table being treated as an ordinary statistical curve. This, in
its final analysis, is the meaning of the proposition stated in the opening paragraph of this
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paper.! It thus follows that the five alphabets of our problem may be reconstructed, without
& knowledzoe of what letter any individual fregueacy in the saquences of frequencies (as shown in
table VIII) represents, by an analysis of these frequency tables considered as true statistical
curves.

Let us return now to the test messages. Table VIII represents a set of 26 sequences of fre-
quencies similar in origin to those for A, B, and Cin the illustrative alphabet above. We could
superimpose these sequences in the same manner and as casily as we did in the messages them-
sclves were it not for two circumstances: Xirst, we know that there is an interruption of three
blanks in the eyele which we have roconstructed but do not know where these blanks must be
inserted.  Consequently, some allowance must be made for the blank segments in each sequence
of f x-uqm-.m-ics. Secondly, the individual frequoncies in each soquence of frequencies in our prob-
lem do ot exactly correspond to tho theoretical frequencies of the plain-text lettars to which
they uppl y but only correspond approximately to the theoretical. In some cases this approxima-
tion is far from close because of the paucity of text, and this will make the determination of
the correct relative positions of two sequences a much more difficult process than was the
. case with the illustrative sequences above.

'We are, therefore, confronted with the problem of superimposing the sequences of frequencies
correctly without a knowledge of theso two factors, and this we shall accomplish by a slight modi-
fication of method and a recowrse to some simple mathematics.

"First, as to the modification of method due to our lgnomnce of tho exact location of the
break of tlirece intervals in the numerical key: this consists in superimposing sequences, not to
find the rolative positions of any pair of sequences but to find such sequences as are one and only
one interzal apart; i.e., sequences which represent a relative displacement of only one interval.
The reason for this step is now to be explained.

Let us consider the sequence of theoretical frequencies corresponding to the cipher letter A
and the letter which immediately follows it in the illustrative alphabet, viz, U, arranging the two
sequences as though we had only reconstructed the cyecle and had not as yet determined the
numerical key. Let us begin both sequences with segment 9, the first segment in the key.

: The ordinary frequoney table applying to a piain text or a eipher alphabet does not correspond to the
ordinary frequency distribution of atatistical work. In the lalter, the position of the points along onc of the axes
of tho graph and their extension along tho othor nxis aro either causally related, or the curve troata of data which,

- being subject to the operation of the laws of probahility, form {he normal, or Quetelet, curve of error. In the
former, the positions and extensions of the coordinates are not related in any way unless onc considers the arbi-
trary order of the letiers of the alphabot as constituting o cause. The positions of the coordinates in a erypto-
graphic curve were determined many eenturies ago when the English language was first evolved.

But tho sequences of frequancies in table VIII are not similar in origin to the ordinary plain-text or cipher
alphabet frequoncy tables of eryplographio work. They are, in faet, closely related to eertain froquency disiribu-~
tions of statisticul data because the poaitiou and extensiuna of {the coordinates are absolulely determinod by a cause
other than the arbitrary order of the lotters of the English alphabet. These two characteristics of the curvesof
a scries of secondary alphabets may be varied at will by changing the sequence of lotters in the primary alphabet.
Any sct of frequency distributions applying to a scries of secondary alphabets derived from a variable primary
alphabet may be troated in tho same mathematical mannor as these will be treated in the subsequent pagos.

rrr—— -— - ~ P orme ma g s LT - e s Lo e OY TP 0 | - ey e
L e - — A e = w — .

" o r— e — et Ee v

" b S

e




A64722

REF ID

35

gm0

“ - u -

8 a-

~a ML . /7

sm amn

=3 M = il

-t Il «M )/

=M/ =b C

BW.\\ szw‘éz\
Xyauda ivaud

) o

an R IR £

w B EIRINNINLT = o IO

=@ KL =

s MIN L1 /]

-2 B-woy

~O /] “B i

=B 2n/

ah/ = O NI

= O MWK it UL

Sw RN LI-% 1]

QML s&: M

ad Nl RE MM

<2 I =0 M/

SN/ SENIRINLI

SRR =M

aN s w ML

~a ML ~m

2m /) =AM

=\ =00l

- ~M

&M/ sk /]

abJ/ o NI

[ . PR N P

It is evident that we may superimpose these sequonces correctly by shifting the A sequence
one space to the right of the U sequence or the U sequenco ono space to the left of the A sequence.

Thus:
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This is due to the fact that the broak in the sequence comes betweon seg-
Thoe frequeney of lotter A of the U saquence should be matehed with the fre-

queney of A in the A sequonco, but the lattor does not occur bocauso of tho break in the numerical

koy. Tho same is tho caso with the lotter Q of the A soquonce,

Note now that completos and perfeet eoincidence botweon successivo pairs of superimaposod
segments is obtained oxeapt in two eases, viz, those involving tho letters A and Q in tho Uand A

lines, respectivoly.
ments 23 and 9.
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Now suppose that we did not know whore the break in the numerical key falls, and lot us
superimposo the sequences again.  Thus:

Fioore 11 E
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It is seen that perfect coincidence is still maintained throughout except in the case of the one
pair of segments containing the letters A and Q of the U and A lines, respectively. By omitting
the three blank segments representing the place where the break ocours, we have brought the
letters A and Q into an incorrect superimposition. But the amount of error due to the super-
_imposition of one pair of incorrect segments as against the correct superimposition of 22 other
pairs is of so little consequence that it may be neglected altogether. In other words, when we
superimpose sequences which are only one inierval apart, relative to each other, we may neglect
the discrepancy that would be due to our ignorance of where the break in the numerical key
comes,

Now suppose that we did not know that the letter U immediately follows A in this illustrn-
tive primary alphabet, and had only a table containing the frequencies applying to the cipher
letters (similar to those shown in table VIII). It is evident that by placing the A sequence one
interval to the right of all other sequences successively, and choosing that sequence which most
closcly coincides with the A sequence in the positions of the high and low points, we shall thus
have determined what letter immediately follows A in the primary alphabet; this follows because
the letter applying to that sequence of froquencies occupies & definite position in the cipher
alphabet, viz, it follows A. In this case, the U sequence would bo chosen and we would conclude
that the sequence in the primary alphabotis . . . AU. . . . Taking the U sequence, the same
operation is performed with the other sequences as before, and we thus find the letter that
follows U in the primary alphaboet. Theoretically, thorafore, wo should bo able to reconstruct
the complote primary alphabot by this method, and thus overcome the difficulty duoe to our
failure to know exaetly where the interruption in the numerical key falls.

In this process of matching sequonces of [requencies to docide which one most closely
coincidos with o given sequence, we cannot depend upon a mere ocular examination and com-
parison. Wo must reduce the operation to a mathematical method. This, wo shall proceed
to consider. _

Let us return to table VIII and seleot that line for experiment which gives the best indica-
tions of representing the closest approximation to a theoretical frequency table containing as
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fow clements as are eontained in tho averago Jine in tho table. In a theoretical frequency table
of small sizo such as the ono shown in figure 12 only the high-froquency lotters are represcnted;
the low-frequency letters are absont. The average froquency per letter that does ocour is
evidently the total frequency, vis, 34, divided by the number of different letters that go to
makt? up this total, viz, 12. This quotient is 34-+12=2.83.

Fiauzs 12
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Total frequenoy==34
Number of different lottors=12

Avcrage trequency—ﬁ=2.83

Note now that the ¥ line of frequencies in table VIII averages 3.00 occurrences per segment;
that is, the average frequency per plain-toxt lettor which Y represents is 3.00. ‘This is even a
little better than the average theoretical frequency per lettor as determined above. Let us con-
sider the Y sequence of frequencies, thercfore, as representing the closest approximation to a
theoretical frequency table of a similar total of ocourronces.

Following the method discussed above, let us sce if we can find the letter in alphabet 1
which follows Y.

Taking our Y sequence of frequencies, lot us apply it to all the other sequences, placing the Y
sequence ono interval to the right of the other sequences. Thus, with A the Y sequences are
placed in these relative positions:

Figons 13
1{s|j|w|sInlw|jein|siv|in|p|o|anf{r|c|ulo|s|n]jr]|1
A 2|1{2{2{1|112]|1 1 2|2 1 2(2
Y 511 4 2122 2|6 2 712
1ls|ma{w|o]s|slw|je[u|js|{wijsla|o|n|7]{4|nw]0]s]s]1r]

'We shall now proceed to find an abstract number such as will indicate the degree to which
these two sequences of frequencies agree, or fit, when placed with reference to each other as in
figure 13. It is evident that when we strike the letter which really follows Y in alphabet 1, the
corresponding sequence of frequences concerned should give the best fit with the Y sequence
and thus produce the greatest degree of coincidence.

Let us now compare the two superimposed sequences above, segment by segment. In the
upper one of the first pair of superimposed sogments there are 2 occurrences of A; in the lower one,
5 occurrences of Y. The first pair of segments agree, therefore, in 2 occurrences; i.e., there are 2
coincidences. In the next pair of segments, an occurrence of 1 in the Y sequencs is matched by
an occurrence of 1 in the A sequence; i.e., there is 1 coincidence. Let us go through the rest of
the segments in the same manner. The results are given in figure 14.
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Fiaure 14 . . - W
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i I 1] |spa]1] |a ‘ 2|22 2|c 2] |7]s
| |_ s juininjalzjs|slnjsn|jajojalz|sjujio]sjsjiz]
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We have n tofal of 12 coineidences.  But wo muat also take into consideration the number
of noncoincidences hetween the two sequences; for these, as ean casily be demonstrated, are of
equal importanco with the coincidences. In the twa hypothetical sequences given helow, hoth
with the samo total froquoncy, tho numher of coincidonees is very high, viz, 28, yet the two
sequences do not agree closely at all, for there aro 45 noncoincidences.

“we

Yicure 15
i |
i 5 2 [ 4 3112 2 4 3 4 3
‘ 5 4 8 2 2 4 4
Occurrcnees (101) ... 10,012 6(0(8({0110{114({12{01( 4 448528158
Coineidencos (28).--..- 3 ) 4 5 216 2 F 4 ’
. Noneoincidences (46)..-| 0 2|16§j6. |0 oj1j0]o0 o|6|4|4|S5}2(0.:5(]3
I I i - . .- | l r N

Let us find the total of noncoincidences, therefors, between the Y and the A sequences.
In the first pair of sogments there are 3 noncoincidences; in the second pair, none; in the third
pair 1, ote. Lot us now add these to our table, and include also the number of oocurrences in
the sogments, for wo shall have need of this information very soon.

Figunx 16
1 - - . :
1|8l a|{2iisla|n|ls|{w|n|asleln ¢|ulw wir}
A 21112 |2]1111211 2|2 1 212
Y Rll}1 4 4122 3 2 712
il s elwlal2Talulelnls|w|nla|s a7 0w
Coiucidenees. - 2/1111]011{0,010 i o;j0j/0j1]0|0{212]0 0. 0j0(2]|0 =12!
Neneoineidenees..-[ 3 [ 0{ 112311 : 2,1]0|2724110|0!l0]|4]0]1]|2|2|5]2|=34
Oeccurronces.. o - 7121812511 | 211;0(12/2;1310]0.|]4|8{0 _1 212193 l=l58i

We find that the total of coincidonces is 12, that of noncoincidences, 34. The difference
is 12—~34 =—22. Were the soquences in closor agreement, this difference would be a
positive quantity; but as a rule, we shall find it to be a negative quantity in our work bocause
of tho fact that the froquencies are relatively low throughout. In this case, then, the number
of noncoincidences is 22 greater than the number of coincidences. This difference between
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the totalz of coincidences and noncoincidences will ho used as the basis for the determination
of the dezere to which two sequences coincide, and inasmuch as wo shall have a_great many
such differences {o compute, a short cut to their determination will ho of use. If wo subtract
tiie toial of occurrences from three times tho tolal of coincidences, we can find this difference
direetly without having to count up the nmmber of noncoincidences. Thus, in this case,
(3%12)—58 ==—22. In ull subsequent doterminations wo shall use this method.

Now it is obvious that the number of coincidences as well as the number of noncoincidences
is not only n function of tho distribution of the occurronces in cach soquence of frequencies but
also of the total number of occurrences. It is patent that in one pair of sequences with a
greater total number of occurronces than in another pair, the totals of coincidences and non-
coincicences might be greater in the former than in the latter from the mere fact that there
are more opportunities for coincidence and noncoincidence in the former case. We should

therefore take into consideration the total number of occurrences in the two superimposed

sequences, and the most logical correction would be to divide the differonce between the totals
of coincidences and noncoincidences by the total number of oceurrences of all the segments.
For exniaple, it is only reasonable to placo more reliance upon o case in which out of 30 occur-
reiees the differenco botween the totals of coincidences and noncoincidences is +-10, than
upon u case in which out of 60 occurrences the difference between these same totals is also 4-10.
In tho former case, the quotient obtained by dividing the difference, 10, by the total occur-
renecs, 30, is -+.33; in the latter case, the quotient obtained by dividing +10 by 60 is only
'4-.17, only half as much.

To, this quotient, which indicates in a general way the “goodness of fit” of the two super-
imposed sequences, and which is obtained by dividing the difference hetween the totals of
coincidences and noncoincidences by the total occurrences, we have applied the namo “Index
of coincidence”} It is ovident that the greater the index of coincidence, the better is the
agreemont hetween the superimposed soquences, and thus, the closer is the fit.  Whoro the
two sequenees are relatively Jow in freqquency, the total of noncoincidences will, as a rule, be
greator than the total of coincidences, so that the difference will usually be s negative quantity
and the index will also be negative. As these negutivo indices approach 0, they become closer
to positive indices, so that when we are dealing with negative indices, the lowesf. absolute index
will indicate the groatest coincidence. Thus, an index of —.03 will indicate a much better
fit than an index of —.35.

Returning now to tho case in hand, we found the difference between the totals of coincidences
and noncoincidences to be —22. Since a total of 58 occurrences enters into the formation of
thoso two.tables, then the index of coincidence for tho a.ss'umpf.ion that A follows Y in alphabet 1

—22 - dh = = 38
Let us perform the samo calculations for the rest of the lott.ers in table VIII (p. 30), omitting,

of course, Y. The duta are given in table IX.

1 Sve 8. Rullback, loe. cit.,. Scotions VI and VII for other and more reliable tests for matching alphabets.
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Tannz IX
_-I 'lm:l. . ....._.'._-_ e e n e e - —_
A Coinel- | Differ. | Tnitlers orutal | Colnel- | Difter- | Tndlers Total | Coinok | Difter. | Meticrs
""""'E s I deaces | enevs ‘,"{d‘;‘:“" Lotter encas | denevn | enrea :'”'::'e‘; Latter fenecs | denoes | ‘ences m'r:

58 12| =22 | —.38
73 15| —28 | —.37
03 13| —24 | —-.38
75 16| —27 | ~—.80
—.36
66 11| —33 ) —.50
| 76 8| —52] —.69
71 13| —32| —.45
G5 10| —35| —.54

63 16| —18 | —.29
76 18| —37| —.40
70 16| —22} —.28
67 9| —40| —.60
16| —-16 | —.24
71 10] —41 | —.58
58 17|-7] —.12
66 17| —15 | —.23
74 16| —29 | —.34

e7 11| —34¢| —-.51
74 18| —30 | —.27
75 12| —30 | —.52

74 16| —26 | —.35
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As stated above, the best fit is obtained when themdexofemncldaneemthegreatestpouhve
quantity. In nonmo of the cases above is the index of coincidence positive, but the valus for
P, viz, —.12, approaches the nearest to a positive quantity, and therefore reprosents the greatest
degroo of ooincidence. The next greatost index is given by the letter Q; but inasmuch as the
index for P is almost twice as great as that for Q, we may conclude that it is the letter P, and
not the letter Q, which immediately succeeds Y in the alphabet 1.

We may now proceed to find the letter that follows P. The same operations are performed
withthelettar?aswiththeletterY',thistimeusingthefrequenoyof?uthebaseand
trying it one interval removed from the frequencies of all letters except Y and P, for, as the posi-
tion of each letter is determined, it can be automatically omitted from the sueeeodmg caloulations.
The data are as follows:

Tamz X
Total Tdioss Total - Tlons Total Indioes
Latter | ocvur- | GOeE ofcoln- | Letter | ocrue- | GoRoc | US| ofcolu- || Zetter | oocar- | Q500 of ooln-
A 44 i}-—11/| -25 I 51 8, —-27| —-.53 R 60 4] -18| -0
B 50 10| —20} —401| J 19 11| —168| —-364 S 54 8§| -3} —.b8
c 49 18| —10}| —.20| K 62 12| ~26}| —42| T 53 i1}{-20| —.38
D 61 11 ) —28| —40j L 56 8|—-82) —-87) U 60 9| —33| —A55
E 42 ¢|—15| —-36 | M 58 11|—20} —38{1 V 61 7|—40| —.65
F 52 10| —-22| —42| N 50 9|—-23] —46) W 50 8§|—26] —.52
G 62 19|—36| —~57| O 57 9| —-30|-—881 X 60 11 | =27 —46
H 57 13|—18| —32 Q 52 7|-81]| —60f Z 50 8| —83| —.56
i

It is seen that the index for letter C, viz, —.20, represents the greatest degree of coincidence.
But the index for A is —.25 and that for R is —.30. In other words, the index for C is only
.05 greater than that for A, and .10 greater than that for R. The question then arises: Is a
difference of .05 or .10 in favor of C over A and R, respectively, a significant difference? In

1 Tho method which has been given here for dotermining the indox of coincidence is not vory effoctive when
the alphalets are very much difforent in size. The mathematical study mentioned in Note 3 on page 11 has
providad a method which is cffoctive in such cases, and with its help a great deal of work could have been saved
in the following calculations. For, as soon as the proper position of the P sequence of frequencios with respect
to the Y sequence had been determined, the two could have been combined so as to yield a base of twice as many
letters. Similarly, the knowledge that P is followed by C would permit an additional adjunetion of frequencies
to the base. Since the accuracy obtained in matching increases with the number of leiters involved in the test,
tho furthcr results could have been obtained with much less diffioulty.
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other words, might not the letter A or R follow P, instead of €? The answer may be found
by ‘modifying the methad in one particular. Wo have been superimposing soquences with a
relative dizplacement of but one intorval. If now we superimpose scquonces with u relative
displacoment of two intervals, the error, due to the failure to take into account the hreak in tho
numerieal key, will be greater than it is with a relative displacoment of uno interval, for now
there will be two incorrect- pairs of superimnposod letters, but still the results will be significant.
Lot us, therafore, test out all the lettors which are less than twice the indox of C, with the Y

sequenco romoved fwo infervals. Thus with A, the sequonces are in this position:
Ficona 17
A 2|1ia]|2]1]1]2l1 1 2|3 1 2|2 3
| (s(1]1 4 2{2(2 36 2| |7]2

Tho data for the letters which may possibly follow P, when tested with the Y soquence
at two intervals removed, are as follows:

Tasne XI

. [ ]
Total | o Tndices Total | oy Tudlons Total | aoinet- | Difter. | Indlces
Lectr | gecur. | Gouoes | ‘mces | S6soin; | Zewem | ocour | Qoo | ol | ofgoia: | Jattr | cocurs | QLo | nell ) ofer
: 3 : ‘
A 53 9| —31| —564 H 71| 16{-23! —-32{ R | )41 —355
c 63} 20| —3f —08}% J 63| 10f—33| —b2p T 67) 13| ~28) —.42!
E | 13|—17| —30| u 67| 14| —25| —.87 I i
: !

Theso calculations show conclusively that C follows P in alphabot 1. In the tnublos showing
the calculations for the reconstruction of alphabet 1, whenover the first calculation, using
ono-interval data, fails to show a letter whoso index of coincidence is at lcast twice as great
as its nearcst rival, a socondary caleulation will be made using two-interval data. In two
cases, viz, for tho lotters following K and Z, it will be noted that throc-interval data were
employed to dotermino the correct letter subsequent to an inconclusive secondary caloulation.
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The tables containiny the rest of the data for the reconstruction of alphabet 1 are given below:

T v ; - T I
Total : -~ Inices Total . Indices Total Indlces 3
mmmm?, um--ptwﬂ%'ﬁﬂ‘::‘ddn- mwmm%umn- ;
Y P o i
I
A I 38 12| —-22] —-38% A 44 11} —-11) ~-25§ A 49 14| ~7] —-.14
B! 73 16| -27: —-37{ B 59 10! —~20| —-40 | B 64 14} ~22| —34
cC j o3 13| —24| —38 c 49 13| ~10| —.20 D 68 18| —12 | —.18
D 7% 16| —27 | —360 D Gt} 11§ -—28| —40 E.| 4 9| —~20; —.43
E | 56 12| -20| —-36) E 42 ; 9! -15| ~26 - F 57 13| ~-18| ~-.32
Fr! 6| 1|-a3| —80f P | 32} 10(-22|{-42| 6| 67{.,15(—22| —358
Gt 70 8| —-52|] —60} G 62 19! -35| —-57| R 62 14} -20} —.82
H 4 13| —~82}| —-45j H a7 131 —~18| ~321 I.} 58] ., 11} -23] —41
i I 63 10| —-353| =54 I 51 8|—27) —~&63( J 54| 13| ~165| —.28
[ 63 15{ ~18| —20) J 49 11| —16| —36| K o7 11| —84 | ~51
K 78 13) —~37} —40§ X 62 12)—~26) —42] L 61 18| ~.7] -=.11
L 70 16y —-22| —-281 L 56 8§|—32 -7} X " 58 17|~ 7| ~.12
M o7 9| —40| —60 - M 58 11 -20| -38§ N &6 12 (. ~19 | —~.35
N 64 186j—16| —24)| N 50 9j—23| —46| O 62 2|4 2] +.03
0 (p! 10)~41| —58) O 57 9{—-30]| —-53} Q 57 11} —24 | —.42
P 58 17—~ 7| =134 Q 52 7{—3L| —60 | R 65 16 | ~17 | —~.26
Q 86 17| -~I6| —-231 R 60 4] ~18| —30 | S 59 10| ~29 | ~—49
R 74 15| —-20| -3¢} S M 8)-30| —-56) T 58 15| ~18 | ~-.22
S 88 4| -26) —38| T 58 11 -20| ~88{ ‘U , 65 9] —88| ~-.58
T 87 11| ~84| —~51) U 60 0| —~83| ~-854 V 66| 18| —18| —.27
U 74 18|—20| —-27) V 61 7|—40) ~65 ) -W . 86 14| —-13| ~.24
A ) 75| .12! -39 | ~52) W 50 8;-26) ~53) X 66] -13| —28| —~.40
w 64 7 ~48| —-67§ X @0 11| ~27| —45 (| Z 61 13| —22| ~.36
X 74 16)—~2| —-36) 2 56 8§ —32| —.
Z 70 11 ~87| -.b58
Y at two intervals
A &8 9| -3 —b53
c 63 20|—3] -0
E 56| 18| —~17| ~.30
H 71 16| ~-23| —~.32
J 63 10} ~-33 —.53
u ! 67| 14|-—25| —37
R 74 11| ~41 ) —.58
J T o7 13| ~28 | —.42
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Tanve X1.—Dala for reconstrurtioe. . £ jioar,

~iphakel No. 1-—Continued

| oam et

1 ; H 1
Total | (oo i Direp | I0elices Potal | o) g ;o Indless Total Indlces
Retter | accur: | GenSs | ‘2&’;?! o et gw"‘r sl N | o K bl - Goncss | ‘eaces | Ofseiz-
o v G
] § al
; i . t .

A | 58! 13;-19| —337 A 5 12:—28: —30f A 62| 16| -—14} —.28
B, 72 1}|~3, -5 B 74| 15:-20) —-30) B | .77| 18| ~20] —.38
D { 74| 17{~28| -31| D 761 15| —31| —41} D 70| 15| —34¢| —.43
E | 8| 11|~32| —4d0] E 57| 18| -18] —32! E 60| 12| —2¢| —.40
F | 6| 15|~2| —31) F 67| 13| —28| —42( F 70| 18| —81| —44
G, 75| 13|-3| —48} G 78| 25|—3| —03| H 75| 15| —30| —.40
H 0, 13|~81| —4sff H 72 15]-27| —38(§ I 60| 14|~-27]| —.39
I l 6Gt| 13! -—25| —30§ I 8| i3|—27| —41) J 67| 190 ~10| —.15
J 82 9| —85| —57f J 6L| 15| -19| —30( K 80| 14| —38]| —.48
K 5| 16| ~27| —38) K 77| 13|-838( —40( L 74| 15| -20| —.89
L 6| 16|-~-21] —30§ L 7| 14|-29 -1 ] M 71| 18| —23| —33
N 66| 12| -—30| —46) M 63| 1|{-11]| —16) N 68| 10| -—38| —.56
N 63| 17| ~-12] —a9f X 65| 14|-—28| —85h Q| 70| 12| —84| —.49
Q 65| 14|{~23( —35{ Q 67 9[—40! —60f R 78| 18| -80| —39
R ] 14| 81| —43] R 75! 18| —27| —38{ S 72| 13| —33| —d46
s 67| 15| -—22( —88§ S 60| 12| —33( —48 T 71| 13| —32( —.46
T 66| 17| ~15| ~28) T 68| 15| —23] —38¢f Vv 79| 20| -19| —24
U 78| 25|42} +08( V 06| 16| -—28] 37} W 68| 11| —35| —.52
v 74| 17| -—-28| —31} W 65| 21| —2} —03) X 78| 17| -27} —.385
L] 64| 14}|-—22]| —3¢f X 75] 14| -33| —44 || Z 74 8| -8 | —a8

X 73! 13| ~-34| —47) Z ! 17} -2| —.28

z 69 9| —43| —.01
) T at two intorvals
O at two intorvals

) A 8| 17|— 8| —.14
G %| 26|+ 8| +04) J 64| 14| —23| —3¢
w 63| 12|—27| —43} V 76| 18|-—23| —29
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Taswr XII.—Dala for reconsiruction of primary alphabel No: 1—Continued

] [ -
| Total . Indices Total . Tonlicos Total Indices
{1 "“' e | s | | e | 2 | e e | S| e i
1
A K D
B 59! 13|~20| —34} B 77| 11| —44| —87] B % { 15|-%1| —.41
D 61| 15| —~16| —208f D 7| 23| -10] ~13] E 80 17| —8) —14
E 42 8|~-18| —43 E 60 8|—3| —60f F 60| 18| —30| —.ad
F 52| 14| ~—-10| —10{ .F 70| 18| -31| —44 ] H 74| 16| —26] —.38
H 57| 11| -24| —42] H 75| 20|—-15| —20§ I e8| 15| -—23| —3
I 51 9| —2¢4] ~47f I 60| 12|—33| —48] J 66| 15| —321| —.32
J 40 g{~22| ~46§ J 67 11| —84| —~81f L 73| 16| —25| —.34
K 62| 17| -1} ~18}) L 74| 13| —85| —47{| M. | 70| 19| -—18}{ —19
L. 6] 18|-17| —~80 ] u n ol —83| -5 N 67|-..16 | —19 | —.28
M| 83| 12|~17| ~32| N 68| 15| —23| —8¢4 Q 60| 16| —31| —.30
N 50 9| 23| —48) Q 70| 20|—10| —14] R.|] 77| 17| -—28| —.34
Q 52 8|—28| —54f R 78| 16| —88| —48] S 7| 2| —8| —07
R 6o} 18| 21| —35] S 72| 13| —83| —48] T 70| 22| —4¢| —08
S 3| 13|-—18}{ —33§ T 71 14| -20| —a1] v 78| 2u|-"6| —08
T 53| 11|-—2| —38} Vv 79 17| —28) —85] W 67| 20|-17| —.10
"v.| 61| 18| —22]| —38) W 68! 11|-—35| —81f] X 7| 18| -—-20| —.88
B | 50 8|—2| —-52} X 78| 18|-—s0| —80f z. | 78] 14| —81| —.48
b 4 0| 15| —15( —25] Z 74| 28| — 5| —.07 : -
z 56| 12| —20| —.36
: X at two intervals
; A at two Intervala ' :
G at two intervals : : ) . X

1 E 60| 13| -—321| —.35
. D 61| 15|-16| —28( S 7{ 2! <12 -7
D | 14|-37| —47] H 74| U |—-41| -B6] T 7ni| 18| -17| —.24
F 0| 17|-10| —27} Q 69 8| —46] —65] V ™| 28|+ 5| +.08
K 80| 20|+.7| +00] Z 73| 12|-37| —&s0f W 68| 16| —20| —.30

x 78| 21| -—18| —.19

- G at three intervald 3
D 79| 28|+ 5| +.08
z 74| 18| -—20| —a7
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TanLe XII.—Dala for reconsiruction of primary alphabet No. 1—Continued
Tota el Indices Total . Indices Total . Indlieon
| B2 | i | 2| || 22| | 2 o | 22 ||
' v x B
B 76| 14|-3¢| —45] B 75| 15! -3 ~4]| B %) 16| -—-37]| —.38
E 60| 16{~11| =101 E 68| 11i—25| —4a8f B 68| 10| —28| —ua48
F 60| 13|—30| —af F 68| 20|-8{ -32f F 68| 21| —38| —0¢
H 7 15| —-20| —30( H 73| 19! —-16| -22f H 73| 11| —40| —.85
I 68| 1|—35| —-52] I 67 17| —16] —24 I 67| 15| -—22| —.23
J 66| 12| —30| —45] J 65| 15| —20( —381 J 85| 10| -25] —.80
L 73| 10(-—48| —59f L 72y 20| -12| —-17§ L 72| 18| -18| —.25
'} 70| 18)-81| —44] u 69| 16|—21| —30f M 60| 14| —27| —.89
N 67| 17]—186] —2¢] N 66| 15(—a1| —32f N 66| 18|12} —18
Q 60| 12| —~83] —48 Q 68| 18| —20| -. Q e8| 14| —28]| —.38
R 77 16| —20| —38] R 74| 28i+ 8| 11| S 70| 28|(—-1] —01
s 71| 14| -20| —41]) 8 70| 15{—-25| —38) T 6| 19| =—12| —17
T 70{ 20{—10| —14{ T 60| 16| —~21] —30f W 66| 10{—36| —.86
W 67| 15j—12} —19) W 66| 11|—33| -850} Z 72{ 14| -30| —43
X.| 7| 26|+ 1| +01}) Z 72! 13| -383| —.48 ]
z 78| 13| —84| —ua7
¥ at itwo intervals
F 60| 15| —24| —36
L 73] 19| —16| —.22
R |.77| 2{+ 1] 4.01
Total Indices Total Indices Total Indicss
Latter | occur- | G | RS of coin | Lattar | ocour. Cotncl- L‘i“""" ofcoin- | Letter | corar- | GE20CT | 20T | of oot
s b w
B 69| 18|—-30] —s4| B 72 9| —45| —63]| B 65| 20| —-5| —.08
E 52| 12| -—-16| —81f| E 66| 14|—-13| —2¢4f B 8| 10|—-18| —.38
F 62| 12|-20| —42] F 65| 14| —~28| —35) F 58| 13(-—19) —.83
H 67| 20|—-7| —20] X 64| 10|—-34| —53] I 57 7| —36| —.63
I 61| 14| —-190} —311 g 62| 15|—-17| —27{ J 55| 13| -18| —20
J 59| 14}|-17| —29]| L 60| 18|—-15) —22§ L 62| 11| —20| —.47
L 66| 13|—-27| —41] M 66| 15| —21| —32) ™ 80| 12| —28| —.30
M ¢3: 17| —12| —10f N 68 17|{—12) —18| N 58| 14| —14| —25
N'| c6;: 12|(—24| —40f q 65| 12| —-20! -5 Q 68| 14| —16] —.28
Q 62i 9|-—3)| —-s7f T 66| 15|-21| —32) T 9] 18] —5] —.00
T 3; 12/ —27| —43]| W 63| 20{-—~8| —08f Z 62| 10| -32! —52
% 60! 18|-—12] —~20f 2 60! 18| -~21} —.30
4 sol 13| —27| —41 X at two intervals
R at two intervals B 72 214+ 3} +.04
: T 66, 17| —15{ —.
| 7| 28|—-4| —08 S|
M 691 16| -—21{ —.30
w ! e! 18| -21| -1
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Tanwe XIL—Dain fur vecunsicir.'on of primaury alphabet No. 1—Continued
i i T i ] K H T T
D retrert ot Cuinele ! Diffee- | Tpdiees 8| Total g0 e | Tindicon TolAl | coinct | Ditfor-
!""‘"i :-:"s- ! dcn“c:‘s! ullrg 5 :{d‘:ﬁg l: I-at-erl ::;::; ' d(:u;‘; e.w:: of coin- || Lattor | oocur- | qu ooy onces of coln-
l k ! cidence rences
!
; i i I
E j a7 8| —-33| —881 E 49; 0 10| —30f B 48| 11|~15( —31
F ' or| 15 -22! —33§ F 1 11 -3| —44| F 58| 10| -—28: —u48
12, ool 2343 +058 3 56 6l —38] —688) J 66| 15| -10] —.18
D 6, 12| —28] —44f L ¢3! 13| -~24| —38{ L 62| 13| ~23| —.37
L 7 11]~381 —b64 M ()] 0| —~33| -85 M 60| 16} ~11] —.10
M 6s| 15| —28| —3¢f N 671 20:4+ 3| +05) Q e8| 14| ~16] —.28
N 85 8] —41] —063( Q 60| 10| —201 —40| T 60| 13| —21| —.35
Q 67 B} ~52| =781 T 61| 153} ~16] —28) Z 62! 14| —20} ~.32
T. 8 14| —-27] —30)| 2 63 12| —27 ]| —.43 *t
zZ! m| 1|-38| —.5¢
I at two intervaly
‘3.1 86| 13| ~17| =30
N 60; 10| —30} —.50
Q| 89! 17]-— : —:14
1l
!
i Q b p:J
i !
E 30} 11]~17] —34] B 61| 10|~ -1} B 80 8} —2| —52
F 80 9| ~33{ —55)] F 61| 20| -1} —02] 'J 60| 13)—-21] —.35
J 57 o{~30| —530} J 88, 11! -~16| —37) L 64| 12| ~—28] —.4
L 6t|] 13! -—-25| —80f L 65! 13| —26] —d0fl T 62| -13| —28| —.87
M 61| 20| ~1| —o2l T 63| 18|—9] —14| Z 64| 18| 4 8[ +.13
T 62; 14| -—20| —32{ =z 65! 11| 33| —.40 .
z 64 6| —48 | —.72 !
}
z B F . :
]
E ! 54| 18| ~06|-11f J 47! 13| ~8] —=a7] L 61] 18|~ 7 -.u!
J . G4 0| ~37| —38) ‘L 61 12| ~25| —41f T 58| 127 —22| —.38
L 68 9| ~41| —60f T 50| 0] -—32| —.54
oy 66| 16|~ 8| —.12 ) L
F at two intorvals ;P 65| 22|+ 1| .02
E 50| 14| - 8] —.16
T 61 16 ~16 ] —.20
MM at three intervals
E 511 16| —3]| —.06
17 62| 18] —8| —.13
H 1

e R B —

an . ——
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Tho now campletod nlplmbet 1, which is writtea tentatively on a disk and mounted upon
tho base, is as follows:

. 1 2 3 4 5 67 8 9 10111213 4151017151020 31 2333 % 25 %
Alphabet 1.__.YPCOUGAXDVIRSHWBINQMFZEJLT

This reconstruction is, so far, purely the vesult of hypothesis. Moreover, we do not as yet
know where the break in the numericul key comes, :nd this wo shall proceed now to ascertain,
There are sevecal methods.  We might, for exaaiple, assume thau the first scgmont to the right
of the plain scxment bears the number 1 of i.e wumievical koy.  Then, turning to the sceondary
alphabet applying to that segment in table VIT (the first column), we note what the plain-texi
equivalents for the loiters 4, B, C, . . . Z, wouiii be on this hypothesis by actual trinl with this
alphabet mounted on the base disk, compm'ing the fmquencies given with their normul cx-
pectancy. Thus, the letters D, M, and Y—with 7 Irequenc ics of 4, 5, und 5, respectively—would
ropresent tho letters X, Q, and T, respectively; this would be fn.r from a good a.,rcomem with
expectancy. Hence, wo would concludo that the first sogment of our base disk doas not bear
the number 1. Let us assume that the sccond numbor of our cycle applics to the first sezment
of our base disk, and proceed again to note tho pl:un-uexb lotters corresponding o this assump-
tion, The c1phor lotters with their froquencics und equivalents would be as follows:

) IiGuns 18
Cipher_.____ ABCDEFGHIJKLMNOPQRSTUVWXYZ
Phaintext.... GWPKZMUSBEAJQICYNXRLODHVTPF
Frequency... = —=S=STTT 3% E=TE st T

The agicement of these frequencies with their torinal expectancy is fair, although not
striking. Theve ure too many oceurrences of low-Irxjuency lettors, G, P, K, and Q, and although
the frequencies for B, 0, I, N, and R are excellent, thera are not enough occurrences of the high
fragucney letters, T, A, and S. " Wo must givo this hypothesis further scrutiny. If the first
scgmoen? bears the number 8, then the sccond sogment would bear the number 12, Again let
us mateh the frequencies given with their corrasponding plain-text letters on this hypothesis.

¥icoks 19

Cipher____.. ABGDEFGHIJKLMNOPQR UVWXYZ..
Plaintext... UHYAFQORWZGENBPTIVXJCKSDLM.
Frequ ---\E§§\ z§ -~ §E\§§ E s\\\

This assortment of letters is also fair, but still the evidence is not conclusive. We might
continue nlong these lines, attempting to establish definitely that the numerical key begins
with $he aumber 8, or does not. But let us try another mothod. '

Referring now to the Y sequence of frequencies in table VIII still retaining the assumption
that the nmncnenl key begins with the.number 8, the Y sequence -should be broken and re-
arranged in order to conform to the assumed break in numerical key in this manner:

e masmms s on e R e — - % L o i ey~ ——— ¢

Froors 20
e
i;:_f::uamauuauaunuom:4x4|o:u!11'lnmk1
k4 1{1 4 2|22 2]6 2 72 5
1 i
65400—35——+
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Below these frequoncies let us place the plain-text letters ‘which they ropresent upon the
assumption that the break does occur between the numbers 1 and 8 in the key. .

Ficone 21

i . 81216 !) 2|2ajwl sl ls|wjEBiIB|S|aN]T7]4]4]10]3][28{17T}1 [Break}
D SO 1)1 4 | l2]|22 2le 2 7 5
mnintoxu"rLJEzrnq-N|IBvIHsnxvnxAcuo

This too, looks like a fairly good assortment of high-frequency letters, with the single
exception of T. It may be that wo have really struck tho corroct place for tho broak aftor all.
Let us corroborate it by still another mothod.

Assuming the break to be as shown in figure 20 let us make a list of the cipher letters which
should ropresent E in the succcssive segments. Thus:

Ficuke 22

!ll!l!ﬂ!ﬂﬂlllllﬂl:ﬂﬂﬂ?ilimllllﬂl I'Bm!]
JLT‘ZPGOUGAKDIVZRSHIBINQII

Let us turn now to the respective frequencies of these ciplier letters as given in table VII,
taking the frequencies of the letters J, L, T, . . . in the A columns, successively beginning
with segment 8.

FicuRrE 23
8j12|16)201 2 )22]|18 Glll!lﬂlaﬂﬂﬂ" 4114)10) 3]18]17] 1} [Break]
Equivalents of plaintext Bl J {L{T[¥|P{cl0iu|a|a[x[p]v[x|R B Qju
Frequoncy..ceoom———---| 4|2 | 2[4 (2| 416]|315] [6]8]8]|2{22|5{4]|6[5]a]|a|5
]

On the whole, this is as good as can be expected for the small number of ocowrrences in
cach tuble. Let us do the same for the lotters T, 0, and A. If tho results are as good as those
for E we may conclude that we have really found the absolute .positions of the numbors in
the numcrical koy: .

Ficure 24
! 81’1&”3”!1““5““’.’17‘l‘lﬂ‘lllflM
Faquivalents of plain-text T__|Y|Pic|0|u|a]a| K p|v|x|r|s|n]w|B[z|N[q|u|r|z]|E
PO o e e cmemm e emmm 1{211j015/4|2[{2|4|0|¢|4|4(5|1[7|2]3]|2|2]|3|6[1
*Jeqivalonts of plaintest 0. U|GIA|KiD|VIX|R|SIH|W|B|X|N|Q|u|F|Z|EIS|LIT|Y] | | |
fi::fumnev ................. 3{52|5|5]2]3[7]|2|4]4|4]s]3]1]2]2] 5] 2] 1]6]0}5
Equivalents of plain-text A X|D|VIX|R|s|&lw]B|z|n[a|u[F[z[[s[L|T|¥[P|cl0
L FroqUSnOYemmeecm oo mmeeee {olalels2[a[1]2]8]2]1]6[s]2]5]2]3]5|¢]7]0]3]s
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These distributions and frequencies are certainly excellent and we may regard our numerical
koy as established. The initial segment after the plain is number 8.  (See Addendum, p. 56.)

We could proceed to reconstruet alphabets 2, 3, 4, and 5 by exactly the same prineiples as
wero used in the reconstruction of alphabet 1. To do so would be puroly of theorotical interest
because it would represent & case where the reconstruction of five primary alphabets, from
the frequenﬂcs of 115 unknown secondary alphabets, is accomplished without a preliminary
tentative decipherment of even so much as a single word. In short, it would represent a case
where the cryptanalyst, without attempting the decipherment of any part of the text, comes
at once, after such a reconstruction as the above, to be in the same position as the correspond-
ents, and can decipher any messago as rapidly as the legitimate recipients.

Where a staff of clerks and experts is avuilabloe, this method would indeed be followed,
for the personnel could be divided into five groups, each group being assigned an alphabet to
reconstruct. Each group could be subdivided into two sections, one working forward from a
givon letter, the other working backward from the same letter. After not more than 3-to 6
hours all five alphabets will have been roconstructed in their entirety. Or perliaps it would
be more practicable to reconstruct only three of the primary alphabets, say the firat, third, nnd
fifth, filling in the other two from the resulting decipherment.

In the present instance, however, only alphabets 1 and 3 were reconstructed, the recon-
struction of alphabet 8 being successfully accomplished by the application of the same principles
as wore uscd for alphabet 1. Then a partial decipherment, in which the repatitions of digraphs
and trigraphs within adjacent columns played an important part, led to the reconstruction of
the other three primary alphabets.

The dawa for the rcconstruction of alphabet 3 are given in table XIV. Since the location
of tho break in tho numerical koy was determined after the reconstruction of alphabot 1, the
columns in table XIV, upon which the reconstruction of alphabet 3 is based, are given in the
correct numerical key order so that any two sequences of frequencies could be superimposed
at any intorvals. However, one-interval and two-interval data were used almost exclusively
except in one or two doubtful instances where groater intervals were employed.

[Py N
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: TasLe XIII.—Consolidated frequency tahle for alphabet 8 ' ‘
i e —— e
i . N g
G - : o ' | o izt e
Jeiter menrs | e sene
- s {2l |1s|e]luls|m]|is o |2 7 a0 ] 3 |s] 7| 3 | peupd ment
A 11 1} 2| 21 1| 4| 2 1| 2| 1] 1 2| 38 3|21 1] & 30. 17| L 76
B 1 1) 3 1 2] 1 1| 4] 1 | 1] 8] 1 19 11] 174
C 21 8 1 2| 8 2 65].1 2] 2) 21 1] 4] 2 3 37 15| 2.47
D 3 2] 1| @ 4 1111 1)1 3 1] 3 4 32 14] 2.29
E 1 3] 2 1] 11 1] 4 1 6| 2] 83} 8 1 20 13| 223
¥ 1 2] 2} 1 1 4 3 2 1 2 1 2] 3 -25 13} 102
G 1 3 1 21 1] 2 111111 11 1 1] ‘31 8 2 14| L5S
b : ¢ b o 1 2| 2 21 2. 4| 1| 81 1{ 7| 38 1 451 . 14| 322
I 2 1 ] 2 2! 311} 1| 2| 211 8 8 28 13| 2156
J 5 8 8( 1 1111 2 {2 ] 21 2| 1| 2] 8] 11 1 a3 16| 2.07
X 1 2 8] 2 3 3| 831 2| 21 1 1 1 1 1 26 14] 1.86
t L [ 1 41 21 31 1 2! 2 11 1 ’ 21 9] 234
: M 1 4| & 1) 4] 41 1] 1] 8] 3| 8 3 41 2} 2] 3 44 10] 275
N b 21 1] 1] 1 1 6] 2 2 1] 1] 2} 1} 3} 1 20 16| 194
{ (o] 2] 1} 1 8§ 2 8 2 1} 1 1] 1 1 20 12} 217
' b 2 6] 4 3 1 2| 2} 2 1{ 1 1| 4] 21 1} 1] 1} 1 332 16¢{ 200
: Q 411 4 1 6] 2 21 11 8 31 2} 1] 1{ 1 32 14| 2229
; » 3 31 3111 2 2! 3 -1 41 4] 1 5 1 2| 8 38| '15| 2.53
i 8 21111 11 2| 1{ 4] 11 8 4|1 71 1] 2 1 8| 1 40 16| 250
T 81 2 & 111 1 41 61 1] 1| 21| 2 1 41 1 34 16| 2.27
U 1 3|1 8 11 6] 2] 1] 1) 2] 7| 8 3; 1] 6 1 45 15| 3800
Y 2 11 8 4| 11 1] 8 1 1] 8 6 28 1] 2.85
w ] 3| B 1 4] 3 1} 111} 1] 1 2] 1 20 13] 2224
X 3] 2] 4] 2| 8] 2} 1] 1] 1 1 . 7] 3 1] 2 1 2 89 16] 244
Y 1 1 4] 2 4 . 3| 2 3 1] 2] 8] 3 30 12| 2.50
% 3] 1 2] 1] 7 3| 6 2 1 3! 38 2 34 12] 284
, : ' 8si4

Average frequency per eipher lottot—%l"’—‘n 31.3 occurrencos.-
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Tasre XIV.~—Daln for reconstruclivy of primary alphabes no. 3

Tots, l . I | i . <3 !
e | (5 | SR D | e | G MO R | e | B |Gt | B |
1 1 |
) H (1) Y () 2 (3)
i | i 1 _

A 76, M{-34] —-45] A 50| 12 -2:;i ~3%f A 677 14! -2 -37
B 651 12| —20] —45 B 43 7i-27{ —-56) B | 5 12|-—20] —.36
c s2| 13|-—48| ~52) ¢© 65| 13:-—26! ~40f C 73| 17{—22({ ~.30
D 76! 12| —40) ~568] D 59| 12| -23| —39§ D 63| 16| —20| —.29
E 75| 13|—38| —48| E 58] 10|—28| ~48] E 66| 13| —27( -.41
F nt 16|—23! ~33f F 54 3|—#0; -8 F 62| 13| -—238| ~—.37
G 68| 15| —23{ —34 G 51 8|—27i{ —58} @ 50| 10(—20, —.49
I 72| 15! —-18| =22 I 551 10|-25! ~48) I-| 63| 14| -21| —.33
J 6| 20 —16| ~31 J 80| 13|—-20| —34) J 67| 147-—25| —.37
K 74| 14! -—32| ~43] X 57| 12|-21| —-37| K 65| 15| —20| ~.31
L 6s 7| —47{ -0 L 51 9| —24| —47| L 59 6| —41| —.70
u s8! 15| —43| —40 ) M 71| 28| —2| 03] N 64 9| —87| —.68
N 731 15| —28] —-38( N 56| 183|-—17| —380| O-| 64| 13} —25| ~.39
0 73| 10|-48) ~350) O 56 §|—at} ~u3f P-| 70| 18|-81) —4a
? 79| 18|—-81| -39 P | 62| 15{—-17| ~28 Q- 70] 2|~-7| 20
Q 791 18| -25]| -32) Q 62 10| -82| ~52|]| R| 7| 12|—39| ~.52
R 84! 17{-33| -39] R 67| 2|—~1]~02f s1 76| 16|28 ~.37
s 86| 15| —40] ~47] 8 68| 15| —28| —84f T 70| 2| —7]| ~120
T 7| 10{—22]~28} T | 62 7|-41| ~@6 U t sal a1|+11| +.18
U 91| 18|87 ~414 U 74| 10| —44) —60) V] 65 10| —35| —.54
v 74| 12| -—88| ~B1f V 57 7|-38| —08) w | eit :8|—38] ~61
L 7] 14|—80] ~42-| W | 55 8| —-81] —g6j X1 65| 13} —~36) ~.40
) 4 81 18| -—27| —33}) X 57| 12| -21| ~87| 2.|..78| .13.| —87; ~.51
Y 7| 28|—~7| -0} Z 65| 11| —82] ~.490 .

4 s2( 13|—43| ~58 " . e -

H at two intervals .
N1l 8f| 2/-1|~.01 g ¢
R 811 20|-21| —.26

[
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Tanue XIV.—Daia for raconstruction «f primary -alphabet no. 3—Continuod

o Bmar er o - s e e

Lerer | oo, | Gotack | Difee | SPSO | toter | coor. | G | Dt | SFS | rotrr coma- | Qoo | it | S5
U (4 B (5) I(6)
A 78| 17| —22| —-30{ A 17 8{—23| —40 ) A 0| 11|-186]| —.33
B 63| 17|—12| —-20f C 63 o|—20{ —40) C 55 8| —31| —.36
c 7| 13|—40| —-51f D 47 5/—32| ~68{ D | 40| 15|— 4| —.08
D 73 14| -31| —48(} B 46(° 7(—95| ~54 E 48| 10| -—-18| —.38
E 72| 11|~39| -54) F 42 7|-21| —-50f P 44 7|—-23| ~.52
F 68| 14{—26{ —38[ G 3 6|—21|{~541 G 41 8| —17| —.42
G 65| 13{—-26| —40f I .| 43| 11|{-—10| —28( J | 48 8|—25| -1
I 69| 11|36} —82) J [ 47| 12|—11| —~28| K | 47} 11|-14| —.30
J-| 7| M|—38r| —~43) K | 45 10{—15| —83({ L 41|’ 6| —28| —.56
K 71| 4{—-20{ -1y L' | 39 2| -33( ~8f N.| 46{ 18{—7} ~.15
L 65 7| —44| —68 | N a4 7|-23| —52f O | 46 71 -2 | —.5¢
N 70| 10|—40] —-57) 0 40 7| —-25| ~564) R | 52| 13|-—18| —.31
) 70{( 10|{—40| =57 P | 50| 12({—14| —-28{ Q 62| " 7(-—81| —.60
P 76| 14| —384| —45{ Q 50 8{—26{ -52§ R 57| 18| -—18( —.32
Q 76| 17|—25]| —33{ R 85| 13|—16] —201 S 68| 11| —28| —.48
R 81| 13|—42| ~52) s 66| 11| —28| —. T 52| 7[—-81| —.60
s s2| 20| -—22| —. T 50y 7]|-20]| —. v 47 6| —20| ~—.62
T 7| 18] —28] ~387) V 45 7] -24] —. v 4| 12]—90] ~20
v 71| 11|—88)] ~54] W 43 7|—22| —-851) X 54 8| —80| —56/|
W 69 al -2 -61§ X 52 7|-31| -6 Z 56| -7|-—34| —.62
X 78 8| -—54| —00| 2 53| 10|—28| ~48] - ‘- F
Z 9] 10] —49| —.62 . _ .
- B at two intervals '
U at two intervals :
M st two intervals A A _
) 47 8| —28| —.49
I 6| 21| —6] —00f K 45 7| —24| ~.5
A 65| 17|—14| —22|| g 78] 16{—25| —~34} N | 44| 10| —-14| —32
B 4| 16| -6} —11} X 71| 14} —20| —41) W | ‘48 8] =19 ~44]
s 74| 20| -14)| —29} P 76| 16| —28| —.37
' . R 81| ‘18| —37| ~.38 :
U at threa intervals
D 78| 18|-—34| —.47
K 71| 18| —33| —45
N 70( 16| -—323| —.82
v 60| 18| -—30]| —.44
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. TasrLe XIV.—-Dala for rcconstruclion of primary alpkabet no. 8—Continucd
, -
Toinl | . Indicea | rormt | o 2| Tytrer. | Inlives Total . Tndlces
Letter [ orcur. + Uies : encea | of sl | Totor " orsur- }f;.fi'.‘.':-',- P -[ﬂ,,,"",,,n-,, Latter Gonces | oacas | ofgoin
I
. X (D | c (9) T (9)
A 50| 13i-—-20] —34{ A 63| 17| -12! -0 & 65| 11; —321 —.49
c 65| 23{+ 1] +02 D 63{ m|—-3]| —48] D 65| 11| -—32| —.49
D 30 8|—-3! -390 B 62| w|-—-33| —-53| E .| 64| 15| —19| ~.30
E 53 9| —31| —.5 F 68| 10| -—28| —48({ F 60| 14| -—18| —.30
F 58] 18|—15| —28) G 56| 17|— 4| -07) G 57| 10| —-27| —47
G 51 7| —-30| —-50f J 68| 14| —20( —28{ g 65| 18| -17| —.26
J 9] 16| -11| —19) X 61| 17{-10| —16) K 63| 13| -—24! —38
X 57: 11| —24| —42{ L 56 10]-25( —48( L 571 14| -15] —.26
L 51| 12|—15| —30) .0 60 9} ~33| —566§ O 62| 10+—-32| —52
0 6| 12|-—20| —36| P 66| 17! —15] —23] P es| 16| -—20! —.20
P 62| 16| —14| —23{§ Q 66| 19|—91 —140 Q| 63| 15| —23| —.34
Q 62 12| —-28] —42{ R 71 i2|-35! —49 R 73 21 —10! —.1z
R 67| 17| -16| —24) S 72! 15| —27| —88)| 8 | 74| 17| -23| —3:
s 6s| 11| —-35| —s52) T 66| 21({—8| —058 Vv 63 5| —48| -7
T 62| 12|-—28| —42} V 61y 7|—40| —66f W 61) 24| +11| +.18
v 57| 10|—-27| —4a7|| ¥ 59 o|-32| —B54] X 70| 15|25 —.26
w 55 7| -84 —62] X 68| 12|-82| —47| Z 711 10| —41] —.58
X 64| 14| —23]| —8¢) Z 60| 15| —-24| —35
z 65| 14| -—23| —.35 E '
W (10) | . B (1) - . X (19)
A 58 9| —31| —5¢] A 64| 14| -—2¢] —38f A 64| 17| -13| —20
D 58 6[—40| —60f D 64 15! ~-19] —30f D 64{ 16| —~16! —.25
E 57| 13! -18| —32( E 63| 12|-27] —~48) E 63| 16| —151 —24
F 33 8| —-29| -5} F 50| 12; —-235| —30) F 59 9| —26| —.44
G 50: 6l—32] -61f G 67 12! -—20] ~36) G 56 o|—20| —.53
J a8i | —13) -2 g 6t| 15l =] —30f J 64| 18|[—25] —.30
K a0 2 -20) —36[ K 65 12| -29| —45| X’ 65 12| —20] —.45
L 0| 14|—-8] 18] L 56| 10|—26! —47f L 56| 18|— 2| —.0¢
(] 5 6|—37| —87| © 61| 13|-22{ —36] O 61 7| —40| —.68
‘P 61f 13{-—-22( —36) P 67 17(-16| —24 P | 67| 18]|-—-28| —.43
Q a1 9| -34] —56 1 .Q 87! 13)—28) —43} Q 67| 13| -—28| —42
R, 66] 22 0 of s | 78| 13! 84| —47fi -8 M| 1| -—43] —.50
S 67 §|—43| —64| Vv | 63]|. 13| —23| —37)) V'| 62| '8|—38| —.62
v | 6| e|—as| —s88f x| 60| 322|—3| —04fl 2| 70 16)-33] -3
4 681 17| —12! 10§ Z 70| 12{—34!.—40 1 - :
z 64 11| —381] —.48 .
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Tanes XTV.— Dafa for reconstruction of primmery alpkabet no. 3~ -Continued
} ] !
Lewee | 0L} St DI | Al v | s '"'m D { ol | Totir | v, | Gt | Dt | e
[ (]
L (13 A (19) D (15)
A 0 13|—11| —210 D 57| 15| —13]| —31f| B 56{ 10| —26| —.47
D 50 6|—32] —64 E &6 9| —20| —.52 F 52 12| —16 | —.31
E 49 7! —28) —.57 F '| 62 4] -10] —.19 G 49 9] —22] —A8
F 45 8, —21} —47 G 49 1] —16; —33} J 57 16]— 9} —.16
G 42 6] —24| —64 | J 57 141 —16) —25 ) K 55 13| —16 | —.20
J 50 10} —-20}) —.40 K 35 12]—-10| —85 0°] 54 8| —8 ) —.58
K 48 8i—2¢4) -0} O 54 10} —24] —45)1 P | 60 11| —-27} —45
0 47 5i—32| —.68 P a0 15/ —151 —25| Q ] 15| —15| —.25
P | 58| 13|-17| —32f | 60! 18{—21|—35] 8 | e6|.J0| 86| —55
Q 33 11§ —-20| —.38 57 68 14| —-24| —-37] V &b 4] —~-12]| —~.232
s | 0| 8|—35|—-s0] v | 5] 18|—-7|—-13) 2 | 63| 2|+ 9] +14
v 48 ‘4| —~86| -5 Z 63 15 —18| —-203 "~
Z 56 8} —32) —.57 :
L at two intervals
D &0 13| ~-11| —.22
F 45 6} —27| —.60
J-. 47 71 —28] —.85
K 46 T|—25| —.b54
P 48] -10] —18 | —.38
Y 48 9] —21] — 44
Z Q0) @ (17) P (18)
E 50 6|—-28( —.50) E &0 10{—20| —40f E 52 14 —10 | —.10
F 52 11}-19) ~-37 .F 40 16]—-1] —-02] J 53 9| —26] —.49
G 490 15— 4| —08) J 51 14| —9}] —18}) K 51 15| — 6} —.12
J 57 12| —-21§ —-387{ K 49 8| —25| —.b1 0 &0 6| —32] —.64
K | 5| 10{—325| —46].0 | 48| of|-—321|-—gel P | 56| 12|—20| —36
‘o | 56| 17|—8]—08f] P | 54| 11|-2)—-30] Q| 8| 8]-—32| —57
P 60 13| -21| —-385) Q. 54 -9| =-27) —-80] .S 63 4} —-20}| —.82.
Q| 6| 10{-s0|—-s0 §| 0| 20{—80] —s0f ¥ | 51| 11|-18]| —35
s | 66| 14|—2¢| —38] vV | @@| .7 28| -7} " ' .
v 5| 8|—e|-m] . . —
Z at thres intervals
D at two intervals
E 50 12| —~14| —.28
. K 57 17]— 6] -.10
G &3 17| — 2| —.04 b 62 10| —-82 ) —~.52
0 58 11 | —25 | —.48 S 68 28|+ 1] +.056
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TanLE XIV.—Dnla for reconslruclion of primery olphabet no. 3—Continued

D Total | et Tudiees | Patnt | e | iszen. | Tnters | Total . Tnlloes
Letter | gﬂ.-‘;.’.‘éi Caces | sfjnin 4 Vet | serur ifL'.'."Li hees | Ofgnire [ Lotter | ouomr. | G0 | D05 | of enln-
i
, B (19) V (20) X (21
E 67 14| —-25| =37} E b1 ! 7{—30)| —89f E 55 10| —25| —.40
J 68 13| —29; —.43 J 52 12| —-16| —.31 J 56 14 | —14 | —.25
K 66 14| -2t | —-37| X 50 15({—6| —10] O &3 16| ~5| —09
0 6o 14| —-23| —33 0 19 6| —-34| —68) P 59 14| —17 | ~.29
P 71 12| —35 | —.49 P a5 10| —25| —.48 Q 59 18| —20 | —.34
Q 71 11} —38 | —.b4 Q 561 10] —23| —.46
v 68 15| -21| —.82 :
I —— |
0 (22 B (23) 7 (24)
E 54 11|-21| -3} J 57 i18|—3| —-05(| P 56 24| 417] .31
J. 55 7| —34| —827Y P 80 13|—31| ~-35| Q 55 13| —-16 | —20
P 58 9|—-31| —83 Q 60 9] —38| —.458
Q| 58| 13|-23| —.38
P (25)

F at five intervals

E 46 18| = 7| =15
Q 49 4| -387| -7

The completely reconstructed alphabet 8 is as follows: _
Alphabe:3.... RXLADZQFSVKOEJPQHYMUBINCTW

With alphabets 1 and 3 at hand, the partial docipherment of the initial groups of a few
mossages soon -cads to the complete reconstruction of the other threo alphabets. Ior example
note what these two alphabets give for f.hg beginning of message 11:

Segments. ... 11 5 19
Alphabets.... 1 2 3 4 5 12345 123845
Cipher....... SEYBZ MGSO0Z CMPSQ
Plain text.... 0 S vV T N

1234851234351
The word OBSERVATION comes to mind almost at once. This means that we have

determined the following values: .
Alphabet 2 Alphabet 4 Alphabet &

Segment 11, By=E, Sogment 11, E;=B, - Segment 11, Ry=Z,
Segment 5, A;=G, Segment 5, I,=0, s_f*ment 5, pp'_’zl_ )

-
L

A o g reetrbee =8
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New values thus deterniined are insortad in their correet positions with the result that
after a siort time alphabets 2, 4, and 5 are complotely reconstructed. The five alpbabets
are fourd to be as follows:

Alphabet 1.... YPCOUGAKDVZXRSHWBINQMFZEJLT
' Alphabet 2.... EQMSLPYVCJTAKHUZFBRXIGNWDO
Alphabet 3____. RXLADZQFSVKOEJPQHYMUBINCTW
Alplnbet 4. ___ ATEVXZYNFGSBINQRPCMDKWOJUL
Alphabet 5.... AEFBNKLTIXMVORYWHQJUGCZPDS

Proof of their correctness may be at onco established by deciphering the first fow groups
of message 1. They are as follows:

MLVXK QNXVD GIRIE IMNEE FEXVP HPVZR UKSER MKVQCI ote.
EVENI NGREP ORTSS. HOULD INCLU DEDAI LYLOS SESSE eto.

“Evening reports shiould include daily losses . . .

Once the primary alphabets have beon reconstructod, the solution of subsequent messages,
written by mecans of them but employing a wholly different numerical key, is very easy; for
the cryptanalyst has only to set tho first 5 letters of any messago in one segment and look for
the plain-text beginning of the message in some other segment. Onco the starting point has
been found, the number corresponding to the serial number of the message can be inserted in
its proper position, and all other numbers of the key determined in a similar manner.

This cipher is of intorest also in view of ite striking similarity to the Baxeries Disk Cipher,
or the “3Htar Cipher”, descevibid 10 o previous puper ® by the author,

in the Intter eipher, inatend of only o provary alphabels, thero are 20 to 25, and instead
of having n numecrical key to determine whore the cipher equivalonts are to be taken, no koy
of that nature is used, or needod, since the correct line, or generatrix, is easily fouad because
it is the only one that gives intelligible text throughout its length. The segments in the Vogel
Cipher correspond to the generatrices in the Star Cipher. In the formor, the cipher letters are
taken from a definite cycle of goneratrices, and not all gencratrices are used; in the Jatter, no
such cycle obtains, for it is unnecessary, and all 25 goneratrices may be used at random.

The fatal defeet in this cipher, from tho point of view of its practical indecipherability, is
that the secgments, or gencratrices, are used in a definite sequence or eycle, giving rise to an
internal period within messages and an extornal period between successive messages. It was
through them that tho recovery of the numerical key and the primary alphabets was possible.

. ADDENDUM

Tha methad presonted above for deterinining tlie index of coincidence will in most cases lenr!
to the correct fitting of two frequency disiributions. Sinco writing tlie foregoing descrd.tic:
of the mothod for determining the index of coincidence, the author ha.s applied another meitod
which, although it involves additions] ealculations, will lead to even more sccurate rosulis,
Since cases which may necessitato a greator refinement in method than that clucidated above wilk
arise, it may be worth while to present tlie more detailed method.

This method more closely approximates the actual methods used by statisticians and biome-
tricians in their analysis of date, in that it involves the squares of deviations or differences
betwcen corresponding observed values. .

1 Scucral Machine Ciphers and Mothods for their Solulion. Riverbank Publication No. 20. (1918.)

e e -
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Let us consider the ¥ s sice oi froquenciis of inble VIFL,  We desiro to find that distribu-
tion whirh, when zhifted one interval to the loft of the ¥ distribution, will most closely approxi-

mate the Y dn:tnlmimn, i.¢., comes fromn the snine ““parent” distribution. Returning again to
figures 13 and 14, we have tho following:

. Fiaune 25

A 2i1|zj2f1|1{2;1 1] 2|2 1 3|2
Y| |5)1f1] |4 j 2|23 2|6 3 713

Pearson ! gives, in his discussion concorning *“Testing Goodness of Fit”, the method for
determining the probability that randomn sampling would lead to as large or larger deviations
botween obsorvations than those observed.

Woe shall here summarize the paper referred to. Lot the sa.mples be given by the frequencles
in tho same class as follows:

M
First sampIO: fl.. jln Jo - . . -fl"_ N

Second mle fl'l .f;l j‘: L j-‘ N’

where tho tomls N’ and N’ differ as little or as widely as we please. The value x? given
by =3 23 & f,: P2 55 caleulatod. Tables?huve been caloulated which give, for various
values of n’, the probability of obtaining a value of x* as big or bigger than the one caleulated.
In ma.tching alphabets wo must be careful to choose the proper value of #’ in the tables. It
is known that not all 26 letters will appearin a monoalphn.bot until the total number of letters is
about 500. The number of different letters corresponding to various total letters per monoalphabet
can be determined, and a curve plotted that will enable one to obtain t.hm value readily.? The
procedure in applying the method for matching is as follows:
1. The value of x* is calculated as above.
2. The number of different lotters, »’, corresponding to & total of NN’ letters is
obtained from the curve.
8. In the tables for x*® the column n’ gives the probability corresponding to the en.lcu
lated value of X2
This probability cxpresses the chance of getting another set to yield a value of x? at least
as large as she one obtained; in other words, the closeness with which the two alphabets match.
Let us proceed to find the value of P for tho two distributions shown in figures 13 .and 14.
Wo first find the differences betwoen the weighted frequencies in the respeohve supenmposed
sequences and then square the differences. Thns:

! Pearson, Karl. On the probability that two indspendent disiribuiions of J'rqucney are really samples from
the same populalion. Biometrika, vol. 8 (1911), pp. 250f.

8 8ce, 8. Kullback, loc. cit., Table IV and chart 1. The tabls and ohlrﬁmrepmduudonmu 61-84 of
this paper. ;
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REF
Frauns 26 -
. - Totinl
A g2 {l|s2fl2|1}{1({2]1 1 2|21 2| 2 23
v|{st1]1 ¢ 32 |2|2 2|8 2 7|23
Welghted fm_{ 72 |3 | 73|72 | 36 | 36 | 72 | 36 86 72172 36 72172
quencies.---ll 110 | 23 | 22 88 )|y 4 |133| |4 154 | 44
Differences. . .. 652 |36 | 72| 36 44| aa] 8| 98 | o0 | 36 | 44 | 72 | 82 | 44
Squares of diff-
enoes. - oo mo 2,704|1, mis, 1u|1, ml 1, 036]1, ossl 64 784 Is,opol, 296I1, nasjs, mio, 'lHIl, 936L
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Noxt, wo must divide each difference squared by the sum of tho correspondmg mmnal
frequencies. Thus:

Tasrz XV
. Squnrz- ’:;t' differ- Blg& :::;u‘l nsl Quotlont Bquare ﬂ;‘n diffor- Bll‘kll'l'l mnu . Quotiant
1,444 7 206.3 | 64 38 2.3
106 2 95.0 I 0 0 0.0
2,500 3 832.3 & 0 0 00
5,184 2 2,692.0 | 'l 4 190. 0
2, 704 b 540, 8 8, Goo 8 450. 0
1, 206 1 6. 0 0 0 0.0
5, 184 2 2,0502.0 .| 1, 206 1 1,296 0
1,206 1 1,206.0 % 1,936 2 968. 0
0 0 6.0 | 35184 3 3,502 0
1, 036 2 968. 0 G, 724 9 747. 1
1, 936 2 968. 0 1, 036 . 2 968. 0

To find x* we must now add these quoticnts and divide the sum by NXN’ or 22X36.
The sum of the quotionts, 18,628.8, when divided by 792 gives x?=23.5. In this particular case
the further refinement was not applied. Since there are 22 segments we look up the table for
x*=23.5 and n’=22 and find P=.32 which mears that in 32 of 100 cases we would get by chance
a match 2s bad as or worse than that obsarved.

We would ordinarily then go through exactly the same steps for all the other sequences in
our tablo VIII against the Y sequence; the sequonce which gives the greatest value for P would
be the correct one and would indicate which lotter follows Y in alphabet 1. But it will be
unnecessary here to go through all the calculations since it is desired only to show that this
method will give more trustworthy results than tho method of coincidencos and noncoincidences
presented above, and we shall, therefore, show only a few cases.

Lot us take only those five sequences in table VIII which when tested against the Y se-
quence by the previous mothod gave the greatest indices of coincidence, viz, the P, Q, N, L, and
J sequoncos which gave indices of coincidonce of —.12, —.23, —.24, —.28, and —.29, respec-
tively. The data for these sequences upon the method of squares are as follows:. .

TasLe XVI
Total
R ER R REBE 1s|' 2!10} 'J' 29/
, =158 Pe.78
wialal1 |4 'EERRECERHE EE
| : —
al |« 4 3 1 i1 |1 4 _
; sl 5' ”]lx--as.a P=.32
UEEERE zzl 2 6 7] 9| 36
T 1 o 12 Ja1)q [of1 (41|27
\ ! | =313 P=4S
v 511 |4 | 225’ 56 | |3 |73 a
ORREERERCERREEEREERERRLEE
' =289 Pw=.11
SEEERE 22 | |24 7 2] 36|
r | T
I 11 8118321 4 18 1 1] 1f 27
{ L[ ‘ X=264 P=.10
x| 511 |4 | aaa | |2 | |3 |7 93
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The values of I’ (index of probability or coir.crflcnm) show that the probability that the
P sequence belongs one interval to thoe left of the Y%que 1:0i3 8 littlo more than 1.7 times as great
as that of the nearest rival to the P sequenco, viz, the N saquonce. Tho result is quite gratifying.

We shall show unother case. For this we shell chiovse a case in which a tertiary trial had to
be made on the previous method—that is, the metliod in whieh o trial with sequences only one
interval and two intervals removed failed to give definite and clear-cut results nccessitating
a third test with a sequence three intervals removed. Note the difliculty in finding the letter
which follows K in table VIII. Hero even the stcond trial failed to show whether D, H, Q, or
Z follows K. Let us test these sequences against the K sequencs using the method of squares.
The date are as follows:

Tanue XVII
Total
I .
o; ,2|2{1]1|5|1]|2[1[¢]8] |3 1] j2|2 1/4{36
—| =104+ Pee.55
= s[s|1|1] [2|1] i8] | |4l3] le|s|1]1] | |s|ae
= a2 (s |af [alejafa] | ta|ay y8] | [4] | |2]e2 i
+— =317 Pm.3 :
X a[s|1|1] |2{1| [e] | |a|2] [als|1{1] | [s]s0
Q| |4 alsjal | |1] |e 11 |13 sjao|
, =317 P=.43
x sis|1j1] |2|1] lo] | [a]a] |a|s]2|1] | |a|so
zj | (1] |a]3f2] | |22 51 |2is]2 6(32 .
. =177 P=.85
3 alsia)1| [aj1] [e] | |a|2| [a{s|2|2] | |s|se]™ - -

The difference between D and Z is not conclusive enough to decide definitely yet, but H and Q
can be eliminated at once. Testing for interval 2 will show that D is the proper letter.

It is to be noted that for our purposes it is not even necessary to find the actual value of P;
for given x’, constant in value, P increases as x* decreases, not in a regular manner it is true but
approxxmntely so. Therefore, if n’ is constant throughout a series of calculations, the index of
coincidence in our case will vary in o genoral manner inversely with the value of x?, the lowest
value of x* indicating the greatest degree of probability or the greatest index of coincidence.

It is believed that this method of squares will be found exceedingly valuable in many other
cases where considerable refinement of mothod is necessary to produce olonr-cut results in fitting
frequency distributions to one another.
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TABLE IV.} Test for Goodness of Fit. Values of P.

xIvl

n'=3

n'=d

o'=7

wm9

*'=10

w'=ll
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G0G531
367870
223130
~135335
082085
015767
030197
018310
011160
006738
004087
002170
0014503
000912
000553
000335
*000203
000123
000076

000017
000010
000006
000004
1000002
000001
000001
<000001
000000

060000
<0000
<00C00
-0G0000

801253

572107

“301G23
201464
171997
4111610
71897
016012
020291
018666
011726
007383

*000000

*009796
“35759
557825
+40G006
287208
‘190148
135888
091578
001009
040428
020564
017351
011276
007205
004701
0030190
001933
001234
000786

062566
60148
609666
540416
*415580
300219
220640
156236
*1000G4
075235
051380
034787
023370
015009
010363
006314
004500
002047
001922
001250
000810

000015

085612
015699
08847
676670
543813
423190
-320847
238103
173598
121658
-088376
061950
043030
029636
020250
013754
000283

232
‘001164
002769
001835
001211
*000790
000522
000341
000223
0001456
000004
000061
000039

*G00001
000000
-000C00
000000

094829
950840
885002
779718
659063
629780
495880
332004
252656
*188573
*133019
*100558
072169
051181
036000
025116
017300
011970
008187
005570
003770
002341
001705
001129
000759

008240
981013
934357
857123
557576
647233
526632
433470
343200
265026
201609
161204
111850
081765
059145
042280
030109
021226
014860
010338
007147
004916
003364
002203
0015854
001050
000707
000474
000317
000211

*000438
001468
964205
911413
834308
730919
637119
534146
437874
350485
*T5700
213308
102607
122325
090937
0066881
048716
035174

017013
012650

008107
004301
002071

001399
000054

090828

081424
047347
891178
816263
725444

538104
440193
357518

223673

172002
132061
009633

074364
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TABLE IV—{continued).

L
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000050
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030720
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‘700073
713304
621802
-530357
143263
302642
203326
232003
182498
141130
*107876
*031581
061004
045341
033371
024374
0176706
012733
000117
006490
004595
003238
002270
0016856

000036 -

*000001
000000
*000000

000950
099100
906044
083438
057979
016032
867613
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“702031
615960
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~445030
362041
B00708
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191230
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116691
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067086
030380
037620
027726
0203411
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000000
000000

080007
900774
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091101
975193
046153
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63034
010817
327643
447813
373844
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199504
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005210
072020
056332
041677
031130
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017001
012441
009050
006516
004710
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000003
+000000
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0992559
9309017
009074
095106
‘083818
006G :91
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50337
631051
“102183
*G5C030
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526524
40711
335164
213374
0176
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161949
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078814
*000270
045822
031506
025887
019234
014228
010450
7602

000256
-000005
000000
000000

1-

00057
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o5TTNT
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979749
057650
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62504
*§74023
*CJ%298
6255629
~51418
382051
318304
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*171532
*136830
*107804
084140
0065003
049943
033023
029736
021569
016085
011931

l-
£20990
*990830
098903
093754
988005
0732C0
048307
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866828
500485
743080
GI12758
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24633
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385507
023807
208663
230220
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113735
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0003824
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018002

000023
1000001

1
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990031
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003610
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*667102
+393482
D4sE3S
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+328532
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"*184719
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119435
084710
074461
056068
044038
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020345

001294
000042
-000001

1-
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039572
993703
9356560
£061CT
95125
078637
959743
931000
604357
847837
101573
729001
061067
593547
523105
455053
301823
332819
270413
231085
180550
155028
124015
090758
078900
062055

048379 |

037440

002087
«000075

1-

1-
RTANE
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663431
997020
051213
056671
13479
952046

923538

-B55634
83857
‘153291
“132698
057271
580868
522438
450836
304678
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TABLE IV-—(continued)

n'=21
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w=25

2'=98
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*099980
099868
009437
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358458
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Parr II .
‘ .. .  THE-SCHNEIDER CIPHER' .
' Deraus or ExcreazrMENT

This system aims to make the entire operation of enmpherment and decipherment depend-
ent upon the knowledge of a single key word agrced upon in advance by the correspondents,
Lebussupnosotlmwordtobe'l‘ REBIZOND.

An arbitrarily mixed alpbabet is derived Irom a generating rectangle based upon this
koy word, with a slight doparture from tho usual method. Instead of inscribing the lotiers in
the generating rectangle in the koy-word scquenco, as is usual, the initial letter of the second
line may bo any letter éxcept one in the key word itself. The remaining letters then follow in
the key-word sequence Thus suppose wo chooso K as this initial letter for the second line.
Our rectangle is constructed in this manner:

Ficurz 27

TREBIZOND
KLEPQSUVW
XYACFGHJ

Bytn.kmgthecolumnsmsuecemonn.ndwnungthemmtwohnuoflsletterseachwo
have the following:

Ficurz 28
TKXRLYEMABPCI
QFZSGOUHNYVYJDVW

These two lines comatitute alphabet 1, in which ‘1'=Q, K=F, X=2Z, eto. The values
are all reciprocal.

All the other alphabots are derived from alphabot 1 by the simple cxpedient of carrying
the upper half of alphabet 1 to the third lino and revolving the sequence one latter to the right.
Thus:

Alplmbet 1

Fraurs 29
(1) TKXRLYEMNABPCI
Alphabet 1 | (g QFZSGOUHNVJDW}Mﬂwﬂz
B ITKXRLYEMABPC

The juxtaposition of lines 2 and 3 results in tho formation of alphabet'2, in which Q=:1I,
F=T, Z-=K, cto., also completely reciprocal.

1 Schneider, L. Déxcription d'un aysiime oryplographiyue & UVusnge do P'armée. Parls, 1012. This cipher
was =ubmiviad for oxamination by Maj. Otto Xolstein, M.1.-Iles. who furnished the writer, who was then
at the Riverbank Laboratorics, with a translation of Commandant Schacider's paper. Attempts to locate
in Americsn Yibrarics and bookstores the work cited to sce if the inventor liad offercd & samplo message for
solution proved of no avail; fortunately, a copy of tho paper was seut in quite accidentally by an alascure book
dealer shartly after the first draft of this manusoript wos pripared. No samnple message is given. Upon my
request an a~sistant prepared the message which will presenily be givon, and the solution of which was stiuined
Ly the principles to be clucidated.

(05)

L L N .

L T TR

A EmEep werep #e -

L R Dt aaluatnt ot el O




- ——

REF ID:A64722

66

Alphabet 3 is constructed by moving line 2 to line 4, revolving the sequence fizo letters
to the right. Thus:
Fu.urz 30
(1) TKXRLYEMABPCI

‘ Alphabet 1 { g QF‘ZSGOUHNVJDW}Manuz
Alphm”{(s) ITKXRLYEMABPC]|AE

4 DWQFZSGOUHNVYVJ

The juxtaposition of lines 8 and 4 results in the formation of alphabet 3, in which I=D,
T=W, X=Q, cte.

Continuation of this proccss can result in the production of a total of 18 different secondary
reciprocal alphobets. As a rule only a limited number of these secondary alphabets are
employed, usually not to excced the first 6 or 7.

One of the main feutures of the methad of enciplicrznent is thal groups ef unequal lengths
are enziplered in cyelic fnshion by means of severzl aivhabets. That is, tho text ix broken up
into groups contnining 1, 2, 3, . .. lettera enciphered by different alphabets, the groups
being repeated in sets, as explained below.

Let us, as one of the correspondents, determino that the cycle is to consist of six groups.
Taking tho first 6 letters of line 1, that is the upper half of alphabet 1, their numerical values on
the basis of their relative positions in the normal or straight alphabet, are as follows:

TKXRLY
415326

This scquence of numbers, 4-1-5~3-2-8, constitutes a cycle designated hereafter as the
“Interruption key.” It partakes of the nature of an *“interrupter” in that it dictates the
numboer of letters in cach of the groups of irregular length treated in encipherment. ‘Thus, the
first group contains 4 letters; the second, 1 lotter; the third, 5 letters, ete. The seventh group
would bogin a repetition of the cycle, a.nd it would contain 4 lotters ; f.ho cighth group, 1 letter,
ete: This cycle is repeated many times within a 1nessage.

Encipherment within each group is regular in tho succession of the dphabets cmployed.
Thus, if three alphabets aro determined upon by the correspondonts the ulphubets would be
employed in the following sequence in the interruption key given above:

Figurz 31
Length of group..... 4 1 5 3 2 6
Alphabets. .o eccaema 1281|1]12812{123[12{123123

Note that in groups containing more letters than the number of alphabets decided upon,
the sequence of alphabets is repeated. Thus, in the 5-letter group, we have the sequence of
alphabets 1-2-3-1-2; in the 6-letter group, 1-2-3-1-2-3. Encipherment then proceeds by
alphabets according to the distribution of numbers within the groups. For example, group 1
contzining the sequence of numbers 1-2-3-1, the first letter is enciphered by means of alphnbet
1; the second, by alphabet 2, and the third, by alphabet 3. The fourth letter, however, is again
encxphercd by alphabet 1.

.- After encipherment, the order of the cipher letters mt.hm the groups is roVersed throughout
the messago. Thus, suppose that the encipherment using the three nlphabets and key above

were us follows:

m - —a— .
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Fiauny 33
4 1 5 3 3 ] 4 S5
t 231 1 12312 123 12 1331238 1331 13313

(ol = JORK
< Y

1
1 1
ENE¥ Y ISINT REN CH INGALO NGWE S TERNS L
UKOH O WXDAF SHB DE WMYNOE ARTU R QHZAX G

Tho lettors within the ciphor groups are then reversed yielding the following:

¥iguxre 33

HOMU O FADXW BHS ED EONYMW UTRA R XAZHQ VLG

It is now necessary that the information necossary to decipher the message be conveyed
to the recipiont, who, of course, is already in possession of the key word. This information is
transmitted in the form of an “Indicator group”, consisting of 3 letters, whose location within the
message has been previously determined in a manner o be explained presently. The first letter
of the indicator group gives tho initial lettor of the sccond line of the generating rectangle; the
second, the number of alphabets employed; and the third, the length of the interruption key,
from which its sequence can be derived from the upper half of alphabet 1, as already explained.

In the case above, the initial letter is K. 'The number of alphabets being three, the third
letter in the upper half of alphabet 1, viz, X, forms the second letter of the indicator group.
The length of the interruption key being six, the sixth letter of the upper half of alphabet 1,
viz, Y, forms the third lotter of the indicator group. The knowledge of this letter enables the
recipient to construct the interruption key. The indicator group for the message above is,
therefore, KXY.

This indicator group is then inserted in the ciphor text in a position determined by a pre-
viously agreed upon letter of the key word, usually cither tho first or the last letter. Thus, if the
correspondents agree upon the first lotter of the koy word, this indicator group would be ingorwd
after the twentieth letter of the cipher text, because T, the first letter of the key word, occupies
the twentieth position in the normal or strmghf. alphabet. The cipher message a.bove would
read, therefore, as follows: 8

MESSAGE

HOMUO FADXW BHSED EONYM KXYWU TRARX AZHQV  ete.

By varying the elements of the indicator group, a great number of combinations can be
obtained from one key word. Schneider says:

With a key of 6 letters, if one sots out to modify the table of alphabets, one obtains only 26—5-2)
different cryplograms from the same text.

If, in addition to the tablo of alphabets, onc modifics the number of alphabets employed and the number of
lotters to form tho numerical koy, assuming that one employs 3, 4, 5, or 6 alphabets (a total of 4 combinations)
2ad 5, 8, 7, or 8 letters to form the numerioal key (al=o a $otal of £ combinations), one would obtaln 20 X 4 X £=320
diflerent oryptograms from one and the same text

Wo shall first elucidate the principles by means of which a single message may be solved,
and then proceed to the solution of a series of messages in the same key.

P . L Ry
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1. Solution of & single message.—Given tho fullowing message:

KHNVL IQKGK NNHKV QEEXK XYXOP MSIEE TPDKU LISYZ HWBRE SATHR
KZRG:! NJGKD QKVVM FQBXE NEIHA EAAME KHFLW XRKEO .KMHFM WAFTW
ESPEB DOGWP JPXZGD ZVWUX LZAYU ENILH AIUUA EABRE PWKFV JJKIP
‘EMENF SBVYZ KWDiEK VLODO OBFMB BYWOQ YVKVI XDGIK HEONE EIWKW
PAECL RNIHN -NMODQ NIKAO JK=0Z TCFWD JJODW -ZUAES ZDWKG KKBDT
XNKGD IHTKS NPGDU RQFMD ONAZA ZMACL RHEOF ZWFHV KZYGE VPNPK

- AQAHM DCCKK UGDJW ILIAB ECESG SPFEP KOPIS HHODN DMKFI SYQMZ
KGIQQ KIWYG JUNPK NWBHE ULJVQ ZZWIM LWWNJ UCDQQ KKFDG WPMFS
KIEBC CDXLF MDODO EANKH MHFZT CPMPP WDAVL MPXKR-. OJKFN MVFRA
OEJO JVVWR MDEWA FYWHX ENMEN APRNP VCUCL HYFMN LKHVP NOJKF .
WWCLR AOQWZ VJVVW RMDEW AFYNO XENGZ FKVWP XUNUM AYMGX VNKOJ
KFSVB ZRNLE IONGM NVFTD HGBJO LIPOW NPPWK NREFM DWXYE XNZON
UEVOP WUQQQ JNMPV FQJWN KKOLI POWKO VBHFY MEPMD AFMHF ABEFD
MKHWU EODRL ISYDK VZKWK MIQXK THYNS VHEQA AEVIX PZTQK IAMFT
TALOV JKVHD UETCL MHVWR HFUNN GFCKK ESEYE' _JUEWW BC

ancxrms OF SOLUTION'

This cipher belongs to tho class of combined subshtuhon-trmposltmn methods. The
subsmuuon, however, does not follow the method of the ordinary periodic multlple-alphnbet
system, nor is tho transposition regular or geometrical in its nature. We shall consider first the
results of the method of substitution.

While at first glance it may be thought that in this system, the encipherment of the groups
of difierent lengths eliminates tho regularily or'cyclic nature of the ordinary periodic multtple-
alphabet cipher, such is not strictly the case. ' It is true that the groups are irregular in length,
due to the action of the interrupter, but ai the same time, since the interruption key repeats
itself many times throughout o message, there will be regular and cyclic repetitions of consiant sels
of groups. In other words, there is a cycle in the system, composed of a constant number of
groups of irregular longths. We shall first proceed to determine the length of this cycle.

The length of this cycle is dependent upon ihe longth of the inderruption key, and is the sum of
the conatituent numbers of the key. It is obvious thet the key can be 2, 3, 4 . up to 13 numbers
in length. It cannot be more than 13 because of the manuerin whmh the key is derived from the
upper lmlf of alphabet 1. (Sce p. 68.)

Now the numbers in these interruption keys do not repoa.t f.hemsolves, and it follow 8,
therefore, as a simple mathematical fact, that the sums of the numbers composing every possible
- key—in other words, the lengths of - the possible cycles—are constent and determinate quantities.
Thus, if the key consists of 2 numbers, the cycle will be 1+4-2=3 letters in length, il it consiste
of 3 numbers, the cycle will be 14-2-43=0 Jetters in length. The following tablo gives the length
of all possible cycles of the cntire systom.

TanLe XVIIS

| Length of key Length of cycks | Longth of key Lengih of oycle

I [

O 1+2= 38 § 8 . 28+ 8=36

T T 3+3= 6 ! Occmccacmcceeee- 36+ 9=145

T SO 65420 MWeccomcemmcocmens 45+10=55
S 10452215 1 llecemeeuemmonnn-s 55+11=68
[ 154-0=21 ; 12 66-+12==78

[ — 21+7=28 || T I——— | 78+13=01
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In order to determins the correet eveie ‘etigils wo proceed to apply the coincidence method
desedived it fivat pavt of part 1 of this paper.  Thie wessage is written out in lines of 3, 6, 10,
15 . . . lette e in length to correspond to il varicas hypothoses rexardiog length of eycle, as
given in (able XVIil. )

We iaust first take into consideration, hewever, tha fzet that sumewhere within the body
‘of the aessage thore is u group of 3 letlers, composiug tho indicators of the message, and since
theso 3 letters do not form a part of any eycle, thoy might throw all the cycles succeeding: them
out of phase with the cycles proceding them. But, frum the method given for fixing the Iocation
of the indientor groun, the latter must ocour sormewlhere within the first 26 letiers of the cipher
message. By discarding the fivst 26 letters of our incssago then, wo may be suro that we have
eliminated this source of distortion. Starting with the twenty-seventh lotter of the message,
viz, S, we procced to sot up the message according o various hypotheticel cycle lengths. We
may omit tho lengths 3 and 6, ut the start as highly improbable. In this case no table of coinci-
dences is ronlly necessary because the arrungement of ths message on the assumption of a cycle
of 28 lotters gives so many repetitions thlun tho same columns that furthen corroboratlon is
unnecessary. Note the repetitions of long polygraphs below:

Ficomz 34
1 2 3 485 6 7 8 01011 121314151617131920ARNBABDTS ~
SIEETPDKULISYZHWBRESATHRKZRG .
MNJGKDQKVVMFQBKENEIHAEAAMEKH
FLWXRKEOKMHFMWAFTWESPEBDDGWP
JPXGDZVWUXLZAYUENILHAIUUAEAB
REPY¥KFVJJKIPEMENFSBVYZKWDMKY
LODOOBFMBBYWOQYVKVIXDGIKHEON
EEINKWPAECLRNIHNNMODQNIKAOJK
EOZTCF¥DJJODWZAUESZDWKGKKBDT
XNKJDIHTXSNPGDURQFMDONAZAZMVW
CLRHEOFZWFHVKZYGEVPNPKAQAHMD
CCKKUGDJWILIABECESGSPFEPKOPI

SHHODNDMKFISYQMZKGLQGKTWYGJW
NPKNWBHEULJVQZZWIMLWWNJUCDQQ
KKFDGWPMFSKIEBCCDXLFMDODOEAN
KHMHFZTCPMPPWDAVLMPXKROJKFNK
VPRAOEWJOJVVUYRMDEWAFYWHXENME
NAPRNPVCUCLHYFMNLKHVPNOJKFWW
c

LRAOOWZVJVVWRMDEWAFYWNOXENGZ

v
FKVWPUXNUMAYMGXVNKOJKFSVBZRN
LEIONGMNVFTDHGBJOLIPOWNPPWKN
REPMDWXYEXNZONUEVOPWUQQQJNMP
VFQJWNKKOLIPOWKOVBHEYMEPMDAF
MHFABEFDMKHWUEODRLISYDKVZKWK
MIQXKTHYNSVHEQAAEYIXPZTQKIAM
FTTALOVJKVHDUETCLMHVWRHFUNNG
FCKKEESYEJUPWWBGC
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The next step is to compile individual frequency tables from the columns. There will, of counse, bo 28 of
them. They have been consolidated in table XIX, and the average frequency per column is given.

TasLs XIX
Cipher lottors Numbe
Colymn ey (iToront] foomiay
AlB DIE|F|IGIE|IITIEK|L|M|{N|O|{P|Q|R TIU|IVIWIX|Y|Z lettecs

1 214 112|282 2 2 1 26 12 210
2 1 812 8|2 213 2123 1 26 12 216
3 111]2 1({3[|1]4 1 3{2(38 1 1{1]1 1| 26 16 1. 62
4 4 1]1 213 212 1111]8 1 1 312 26 14 1. 86
5 1 413111 411 21811 1 111 2 26 15 L75
bl 0 2 118|212 1 1 21812 1|1 8 21 26 14 1. 86
7 3{1|3 3 1 1 211 1 418|2 20 13 2 00
8 1 211 418 8|21}1 1 1 312 26 13 2. 00
2 1 3|1 214 111121 3182 28 12 2. 16
10 1 3 11412818 1 2 2 26 11 2 36
11 1 41411{114{1]2]1j1 11§1,3 1 26 14 1. 86
12 3 2 212 5 1 412 1121 26 11 2. 36
13 2 3 111 1 21113 2 2 5 8 20 12 2.18
14 3 212112 1 111 3|2 3 141 26 13 2.00
15 412 2 2 2 4 1 18 1/]211}] 20 13 2 00
16 1 33|11 1 311 1 1182 1] 26 14 1. 88
17 1 1161 1 218 4|11 1|1 1 2 26 13 1.02
18 1 1(11}11 1 2{24 1 1 8i8|1 25 14 178
19 211 2 118]56 4|1 2|3 1] 28 11 2 27
20 . ) 4 2 1 1 1|1 31218 25 11 2 27
21 8 1 1 2 1 21611 1 8 5 25 11 2 27
2 2121211} 1 3 114 112 1 3 2] 25 13 1. 02
23 3|1 2 1|8{2i1}2 114 1} 211 25 14 178
24 |1 2 1 2|8 3|81 2131323 11 35 13 .02
25 411 2|2 1 116 2 1]1 19 111} 25 14 1.78
26 1 2142|211 1 1]4]2 1 3] 2 13 1.92
27 4 1 1 2|3 4121111112 3 25 12 208
28 1 1]1{1]211]1 2 2]4 2i1 1 3 11 25 16 1. 56

Showling froquency distributions for the various columns of figure 34.
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Now, according fo table XVIII, a cycle longth of 28 roquiroes that the interruption kay consist
of 7 numbers, obviously the digits 1 to 7. We do not know how many alphabots aro involved,

but they probably do not excoed 7. If only 3 alphabets are involved, thon thoy would be dis-
tributed in 7 irregular groups as follows:

-

s TanLx XX.—Basis of 3 alphabels
Groups Alphabets

1

1—2

1—2—3

1—2—3—1

1—2—3—1—2

1—2—3—1—2—3

1—2—3—1—2—3-1

Alphabet 1 would be employed twolve times, alphabet 2, nine times, and alphabet 3, seven

L o0 'R N

times. The following data give the number of times the various alphabets would be employed
on different hypotheses:
Tasrz XXI )
Basis alphabels Bagsis of & alphabels
G:'(il.lﬂ .Iumgbfu Pha Grciup im?boh .
2 1—2 2 1—2
3 1—2—3 3 1—2—3
4 1—2—3—4 4 1—-2—3—4
3 1—2—3—4—1 5 1—2—3—4—5
8 1—2—3—4—1—2 6 1—2—3—4—05—1
7 1—2—-3—4—1—2—3 7 1—2—8—4—5—1—2
Frequenocles Frequencies
Alphabet 1, 10 times Alphabet 1, 9 times
Alphabet 2, 8 times Alphabet 2, 7 times
Alphabet 8, 6 times Alphabet 3, 6 times
Alphabet 4, 4 times Alphabet 4, 4 times
Alphabet §, 3 times
Basis of 8 alphabsts Bazsis of 7 alphabeis
Gn;upl ?lplﬁfbﬂ On;.up ml qf
2 1—2 2 1—2
3 1—2—38 3 1—2—3
4 1—2—3—4 4 1—2—3—4
3 1—2—3—4—5 5 1—2—8—4—~b
(] 1—2—3—4—5—8 6 1—2—3—4—5—6
7 1—2—3—4—5—6—1 7 1—2—3—4-fef—T7 °
Froquencles Frequenoles
Alphabet 1, 8 times Alphabet 1, 7 timces
Alplabet 2, 6 times Alphabet 2, 6 times
Aiphabet 3, 5 times Alphabet 3, 5 times
Aiphabet 4, 4 times Alphabet 4, 4 times
Alphabet 5, 3 timea Alphabet 5, 8 times
Alpliabet 8, 2 times Alphabet 6, 2 times

Alphabot 7, 1 time

We si:ll now try to determine how muny alphabots were employed, and how they ara
distribated within the eycle. The basis for this determination rests upon the possibility of
comparing ‘he various frequency distributions produced by each alphabet and determining
which are sinilar. In other words, we procecd to classify the various frequency tables into
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several groups, the number of different groups corresponding: to the number of alphabets em-
ployed in the message.  Accordingly, we soloct one of tho froquency tables as the most closely
approximating that produced by a singlo mixed alphabet, and try to find others which seam to be
identical with it, as evidenced by the index of coincidence. Since there will be more than one
‘alphabet in cach group, we shall Jook for more than one high index of coincidence. For example,
if we find threo indices which are much higher than the remaining indices, we may conclude that
the alphabets corresponding to these indices are identical with the alphabet which is being
used for comparison.

Roturning to table XIX, and following the reasoning given on page 37 of the first part of this
paper, coiumns 10 and 12 give the closest approximations o a theoretical single frequency table,
and wo shall start fitting froquencies with them as bases.

Taking the frequency table for column 10 and applying it to that for every other column, we
get the coincidence data shown herewith:

L —

Tasrx XXII v

Column 1 ) 3 4 8 8 7 ] ] 1n 13 ] 14 15

Total ocourrences.....-.- 52 52| 52] 52, 52| 52{ 52{ &2| 52| &2 . 53] 62| 52| &2
Coincidences.waeeccaaaan 17| 10 9 7 6 5] 10/ 11 9 8 7 3 5 8
Differeneos. o u o ccae e —-1]—22| —25| —31{ —~34| 37| ~22| ~19| —25) —28] —81]| —43} —87) —28
Indices of coincidence. ....|—.02|{—.43 |—.48{—.60 |—.65 —.71 |—.42 |--.87 |~.48 |—.54 |~.60 |—.83 [—.T1[ —.54
Column, 16 17 18 9 | 20 | |n|=n | n)]s|n 7|

Total ocourronees. - oveweweace 52 51| &t} 51| 31| &1( &1 51 51| &6i| S51| S1( 51
Coincidences. cee comccaacvaee 6] 10] 186 6] 11 3] 6] 6 8 7] 6 7 8
Differenctse e e e ccecc e e e —34;{~-21| —3|—33|~18}—42)-33| —33| —27| —30) —-33] —80| —27
Indices of coincidence. oo o- .. — .85 |—.41 |—.06 {—.65 [~=.35 |-—.83 {~.85 |~.85 {~.53 {—.50 |~—~.65 |—.50 | —.53

Tho indices of coincidence for columns 1 and 18 are so high, relative to those for all other
columns, that we may conclude at once that the frequency tables for these two columns belong
to the samo alphabet as column 10. To corroborate this calculation, let us consolidate the three

frequoncy tables to see whether the result of such consolidation will present the appearance of &

single mixed substitution alphabet.

Froune 35 oo
ABGDEFGEEJKLMNOPQESTUVEEYB
=2 SE> =TEEEE=T S E . EBESE
S S =z SEES

Consolidated frequeney table of columnas 1, 10, and 18

We note at once that this frequency distribution gives every indication of being that of &
single mixed alphabet.

Roturning to the table of indices of coincidence for all other columns tricd with column 10, wo
note that tho indices for columns 1 and 18 are in reality eo much higher than those for all other

S e m———————— =
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P )
10

columnns that we may assume with a fair dega oo of corizinsy shat the three columns thus elassified
consiitute ail the columer appiying to one elpinbel.  Reforence to the dingram (table XX) fora
basis of 3 alvbubcets shows that alphabet 1 is used 12 times, alphabet 2, 9 times, and ulphabet 3,
7 times. Now if wo arc correct in our assmiption that columus 1, 10, and 18 constitute all
the columns for one alphabet, then (his assumytion tuicmatically rules out the hypothesis that
the problem involves 3 alphabets because, on iho latier hypothesis, there cannot be an alphabet
which is usec but three times; and, for the saine reasens, o hy pothesis of 4 alphabets is eliminated.
It is possible, howevcer, to have an alphabat whiech is used but three times on hypothescs of 5,
6, or 7 alphabets. In cach of theso cases, ilic alphabot to whicl columns 1, 10, and 18 would
bolorg is alphahet 5.

et us proceed now to find another ulphabet to which some of the other frequency tables
belong. The table for columun 12, having thie saume nverngo frequency as that for column 10, is
taken as a basis for comparison for the next classification of frequency tables. We may omit
from the calculation the froquency distributions for columns 1, 10, and 18, since they have
alroady becn classified. The data for this test are as follows:

TanLs XXHII
Column. ] 3 4 8 ! 6 7 8 [ ] 1 13 14 15
Total occurrenoces. ... 52 52 52 53 62 92 352 52 52 52 52 52
Coincidences. - .- -__. 9 13 ] 3 10 16 -] 7 ) 4 9 4
Differences - occceecoa-) —25 | —13 | —34 | —1 -3 ~4|—-34)|—-31|—~25|—-40]| ~25| —40 -

Indicos of ceincidence...!—. 48 |—. 25 |—. 65 |—. 64 |—.42 |—.08 |—. 65 |~—.60 [—. 48 [—. 77 |—.48 | —. 77

Columm. oo oo camamareee] 18 by A T 20 ) -] -] ) - 2 "4 28

Total occurrences.. ... 52 51 51 51 51 31 51 51 51 51 51 51
Coincidencos._ ... .. 11 6 8 15 9 10 & . 11 ] 9 8 10
Differences.. . ceec'aa| =19} —33 | —27 —6|—24]|-21| —36| —18| —33 | —24 | —36 —=21

Indices of coineidencop-.|—. 37 |—. 65 [—. 58 |—.12 |—. 46 |—. 41 |~.70 [—. 35 |—. 65 |—. 46 [—.70 | —. 41

We may with a fair degrco of certainty conclude that the frequency distributions for columns
7, 12, and 20 constitute members of another set. But it is impossible in this system to have two
nlphabots which ure used exactly the same number of times; and since we have already assumed
that columns 1, 10, and 18 constitute the alphubet which is used three times, we are forced to
concludo that one or more additional columns in this test belong with columns 7, 12, and 20.
Now tha index for column 3, viz, —.25, is tho eloscst to the indices for columns 7 and 20, and
it is perhaps likely that it bolongs with these columns. But the index for column 24 is —.35,
'and that l‘or columun 16, —.37, so’ that wo must apply a secondary test. Let us consolidate

the frequeney tables for columns 7, 12, and 20, and then make a calculation of index of coin-
cidence for columns 3, 24, and 16.
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Frcune 36
4 B C D E P G HI JKILMMNOPAQU R2STUOUVWIXXTYZ
ESE gs>> S~ gs~SE- OEEESS
= = = = = z =

Consvlidated frequeney table of columus 7, 12, and 20

Columnn 3 18 .
Frequenoy -« e e mecccme e 103 103 102
ColneldeneoSen e ce e ccacencan 21 14 18
Differenees..cceaeeccecmccaceceen -40 -1 | —48
Indices of coineldenct. ocueecnnan ~-39] —. 60| —. 47

1t is very probable that column 16 does not belong in the samo alphabet with columns 7, 12,
and 20, but colunns 3 and 24 do. To corroborato, let us add their corresponding frequency dis-
tributions to the consolidated table.

Ficonre 37 "es
ABODI;GKIJKLHNO?QBB&'UVWX'!Z
~ = ESSE S~ EERES=EEE~-S

2 E =Tz Ex = 2EEs °
= = = s

Consolidated frequency {able of eolumns 3, 7, 12, 20, and 24

There is every indication that we are dealing with a distribution {or a single mixed aighrbhei,
and that no foreign elements have been introducod. If we have succceded in collacting 2l the
columns which should belong to the alphabet being studied, it follows that the latter must be
alphabet 3, for it is used five times on a hypothesis of 5, 8, or 7 alphabets.

Let us now consider the sequence of alphabet numbers which results when wo set down the
alphabet to which each of the columns now classified belongs.

Fiaore ﬁs

1~2-3-4~5-6-7-8-9-10~11-12-13-14~15 -16-17~18-19~20-21-22-23-24-25~-26~27-28
5 3 3 ) 3 & 3 3

Now it will be remembered that in encipherment the letters in each group were roversed
before grouping into fives for telegraphic transmission. It follows, therefore, that the alphabet
pumbers applying to columns when the messago is set up as shown in figure 32 will be in groups
of descending series of numbers and this descont is complete in each case to number 1. Thus,
for example, the series in the illustraiive message on page 67 are as follows:

Fracue 30
1-2~-3-4-5-6-7-4-9-10--11-12~13-14-15-16-17-13-19-20-21
1-8-2-1-1-2-1-3-2 13- 2. 1= 2~ 1= 8- 2 1~ 3- 2- 1

Roelurning now Lo figure 38, wo sco that our classification of columns is in accordance with
the requirement of deseonding series of numbers, and we may even fill in many numbers without
any further teat.  Thus, the sequonce hocomes:

Fiuune 40

1-2-3—4-5-0-7-8-0-10-11-12-13-14-15-10-17-15-10-30-21~23-23-24-25-26-37-28
5-4-3-2-1 8-2-1- 5- 4- 3- 2~ 1 54321 321

To corroborate this soquence, let us consolidate the frequency tables for columns 2, 11, and

19 into one tablo; those for columns 4, 8, 13, 21, and 25 into a second table; and those for columns
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5, 9, 14, 22, und 26 into & third table. Wo o this to see if the rosulting table in cach case
corresponds to that of a single mixed alphabet.

Ficunre 41
Coiuwmnns 2, 11, and 19

ABODBFGHIJ’KI-MNOI’QBSTUVWX!I
ST ESTEETSEsSgzZ =>s ==

= = = =

S

Columns 4, 8, 18, 21, and 25
ABG%EFGEIJ'KI.MNO.?QBS'.I.“UVWZ'!B
- = S = = = ZT I X ESS = ExE
= ~= S5 E§g §£¥g~" S 7 B
S S WS

. Columns 5, 9, 14, 22, and 28
ABGDE]‘GEI.TKI.MN‘OPQBBT'UVWZ'!Z
=2 ~— N ~—~ . -~ - ~
= EERE =T <=2 SEE= N =T E S Z
S EESST = T ES 7 S B S

= x = ~

The approximation to single alphabet distributions is, in each case, very close, and we may
assume our work thus far to be correet. The only columns remaining to bo assigned to alphabets
are 6, 15, 16, 17, 23, 27, and 28.

\ow column 6 can only belong to cither alphabot 4 or alphabet 1; and the same alternatives
present themselves with respect to column 23. This is because thess columns, being bounded on
either side by columns already distributed into alphabets 1 and 3, must either be members of
tho descending sequence 4 3 2 1, or must bo tho column forming that part of the interruption key
which consists of the number 1, thus constituting the isolated column which must always be
enciphered by alphabet 1. In order to determine which of thesoe alternative assignments is the
case, we may mako o single calculation by finding tho indox of coincidencoe when column 6 is
grouped with columns 5, 9, 14, 22, and 26, and when grouped with columns 2, 11, and 19. In
order to muake the rosults stnct.ly compurablo wo should include but three columns bnlongmg to
alphabet 1, begause there are only three columns assigned thus far to alphaboet 4. Let us make 2
spocial consolidntion of colummns 5, 9, and 14 for this fest.

Ficure 42
A 32 CD ®E F G XI J XKL MNOUPAGQZDRS T UTUVWIXYZ
XE-EES S S E-SSExXSESE OCESE TS
-~ = =~ =~ -~ =~ -~
Special consolidated frequency table of columns &, 9, 14
A B ¢ DEF G EI JELMNO?PQZDBRBSTUVWIYTYZ
S-S ES-EE-SESSEE L ==~
Z 2 Z =
-
Cousolidated frequency table of columns 2, 11, and 19
Total frequency, columns 6, 5, 9, and 14 ... 104 Totsl frequency, column 6, 2, 11, and 19...... 108
Total coincidences, column 8§ with 5, 9, and 14._. 26 Total coincidences, column 6 with 3, 11, and 19.. 19
Difierence 3(2i) — 104w e acecacccec e e —~206 Difference 3(19) =108 e e comcccccccamaaa —46

Index of coincidencs.n .o wranncacccaccccncanaa ~—.25 Index of colncidenee..ewcccccccenccccaceaaaa —. 45
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There seems to be no doubt that column 6 belongs to alphabot | and not to alphabet 4.
This autmatieally makes it necessary that column 23 bo assigned to alphabet 4 since we cannot
have two no. 1 colurnns in the same inlerruption key.

Let us set down what we have:

’ Misork 43
1~2-3-4-5-G~T-8 -8~ 10-11-12-13-1 {- 15~ 16--17-18-19-20~-231~-22-23-24-25-26-27-2%
54-3-2-1-1-3-2-1~ 5~ 4 3- 2~ 1 5~ 4~ 3~ 2~ 1- 4- 3- 2- 1

We now proceed to compare these serucnces with tho sequences of alphabeis within the
raveraed groups on hypotheses of 3, 6, and 7 alpbabets.

We may conclude, by a short analysis, thas w hypothesis of five alphabets must be correct
beeauso the distribution of columns as now made, if it bo correct (and wo feel fairly certain of
our work so far), allows no room for any alphabet & or 7. This analysis is fairly simple. Let
us assume a hypothesis of 6 alphabots.

Consider tho two places where alphabet 6 would have to fall:

Fiourr 44 .
13~14~15-16-17-18-18 . . . . . 25-20-27-28-1-2
ces 2=1 6-6-4-..... 2-.1 654 ...

According to this dingram, column 27, isolated as it stands, would have to bear the number 1.
But we found, already, that column 6 is the column which {orms the isolated group containing
only one number. Hencs, a hypothesis of 6 alphabots cannot be correct.

Let us assume a hypothesis of 7 alphabets. Note these two places once more:

Ficcre 45 .
.13-14-15-16-17-18-1¢ ..... 25-26-27-28-1-2 .
v 1 -664..... 2-1-7- 6564 ...

Here again we would have an isolated column (15), wlnch for sumhr Teasons cannot bear
the number 1.

YVe are loft, thorefore, only the hypothesis of 5 alphabets. This requires that alphabet 1 be
used nine times, and alphabot 2, soven times. Wa have already distributed 8 columns to alphebat

1, and 5 columns to a.lphabet 2, leaving 3 moro columns to be assigned to the former, and 2 more

to tho latter. We may assign columns 27 and 28 immediately fo alphabets 2 a.nd 1 - respeetlvely
The sequence thus becomes: '
Fraurn 40

1-2-3-4-5-6~7~8~9-10-11~12-13~14~15-16-17-18~10-20-21-32-23-24-25~26~27-38
5-4-3-2-1-1-3-2-1- 5 4~ 3~ 2~ 1 5432 1-43-2~1-2-1
5 1 3 5 5 4 3

If wo make a grouping of columns to correspond with the probable interruption key, as
shown in figure 46, wo noto that we havo 2 oxtra groups of 5 and no group of 6 and 7, respec-~
tively, as required by a key of tho deterinined length. If, however, we shift the sequence so as
to bring columns 27 and 28 to the left, which is perfectly legitimate since wo are dealing with
a cyclic koy, wo have:

Fraune 47
27-28~1-2-3-4-5-6-7-8-9-10-11-12-13-14-15-16-17-18-19-20-21-22-23-24-25-20
2- 1-6~4~3~2~1-1-83-2-1~ 5~ 4~ 3~ 2- I~ 54321~ 4321 -
? 1 3 G _ 5 &
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27-28-1-2-8—4-5-6-7-8-0-10-11-12-13-14~156-18~-17-18-19-20-21-223-23-24-25-20

2~ 1-5-4-3-2~1-1-3-2-1~ b~ 4~ 3~ 2~ 1~ 2- 1~ - 5~ 4- 8- 9~ 1- 4- 3- 2- 1

Obviously, the only thing to do is to insert the sequence 2-1-1- in its proper

We now have our group of 7 colunins, but lack the 1 of 6 and 1 of 2; but we have 2 groups

of 5 eolumns.
place as follows:

[

Since the first group contains 7 letters,

and sinco the letter S, with which we started our first transeription (fig. 34), is labelled 1, it is
clear that we must start our second transcription with the two letters preceding S, i.e., the

twonty-fifth and twenty-sixth letters of the cipher message. Thus:

Wo have thus roconstructed the complote interrupiion key, and may now proceed to tran-

soribe the message in groups in accordanco therewith.

Taretem =it e ..-.'.Illl o m it s pemmwl s BieeKrene 277 asblen Af s care s g wSats bk

Ficure 49
5
Fiauze 50

etc., ete.
After this transcription a third sot-up is nccessary, in which the sequences of letters are
reversed within groups, in order to bring the cipher letters back into the original arrangement

before transposition. The rearranged set-up is as follows:

PMSIEET P DKU LISYZ HW BRESAT HRKZ
RGMNJGK D QXV VMFOB KE NEIHAE AAME

1

7

A | oolalibeln g e ottt s A c

s N<SADEHHUCAAMEYHMOTNOONZORY MK
IRADUKKKKZQP.WUOJXJXVPQPVQF
«aAQACANAMALEMPIOAMBMEOALDENMD
“NHOHMEMROANIOUDAORZRZENEZAMHZ

FAZHZEEMZRNOMEMYHALKMAMZ OS> > o]
B HEHNPENE>NUEAMEENMEM.JOMI> X
CHHHAIMHONSEAUH I MG O H AT HHD
" NENEEXOAQAZ N E [ M kA B R0
NG LA ATEOAALPERE M NN MOD M A E
CHEMHNOZX ZM M ZANEZELETE AN X

aLMADHMNNODHHEENOLAHSEEMADNMOLEHMN
“EHdRMZEZ>ZAXCONEOPAZASHYMOA<LDOO

P ENKNEANdNY 2 EHEREINEDONEEEM IO
THENIHMUOZ N, AdHRMAD IDAHMEZHISLID
sNEHENAMEXAQALPHONPHLRES > ANMLE L QM
CHNONAHNOZEUMCAMNOREEREMES IOODMDE
“NAEMFEOHNANAOCNNAXE OO ZEMOME

PACHD>PEMEIRAAQANANHESED SHMNM R >M
TMMXOENECAOHENNERNEOHONZZMNMAQ MM
“P MDA MEREMDRALOD>D SO E = M

“LAMNENEEHOUZMENMHNLOMXUEZREHON

"M MEAMONAQAEEMLADOLS S EHEUMME =D
CTRUIIAMNPEXEHEEAHBEOZEMKMENS S A KX X
CNEERHDEAHRIKOODNZE MM Z O I/ > 110 ik
THZAAFHOBOZ IO A M A d oM FE kDR
N0 EE DA QN ML MU M e P 0% AL B 1 P O Ty O
“HUMOEBEOEBEHUOIMOZAWL A <tTO S 4idadM
“HMEAOXMONOAMDARUMOZOMAZOE M M.
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We ure now confronted with w ruther situple case of the analysis of five reciprocal and
interrclated alphabets. They are composed of the consolidated frequency tables applying to
the columns which belong in the same alphabets and are as follows:

Tanre XXIV
L
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Columns 1—10—18
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It will bo unuecessary in this paper to discuas the method of deciphering the message by an
anaiysis of these live singlo-frequcncy tablos. Sulflice it to indicate the values obtaincd from the
decipharment. They are given bolow, where the values obtained from a knowiedge of the
reciprocal relation are placed: within puarentheses. - Only four values reinain unLnown, all in
alphabet 5.




REF ID:A64722

79
TanLe XXV
[ ) J A BCDEVFGHTIJIE KLUMKNOPGQRSTUY ~XVYZ
KLXONRTVYUWYABCEDUYIXTPFZGEPHTI@QJUJIS
() P A B CDEVPFGHTIUJIKLMXNYXOPAQUERSTUVAIXY Z
. EXPHAQRQRUDKL IWJ)S 0O NCF VUW(NM)YG(ZIRBTYVY
¢:) YR ABCDETFO CHTIUJIKLNNOPG QRST?TUVY¥IXYZ
W(¥Y)(Z) B D I (J)yS P G N(QQU K(V) T L. X HP N OAURTUBSEC
[ ) A BCDEVPFGHTIUJIEKTLMMNDUGOPAG QRSTUYVYVWIIXVY Z
0O FG(Z)I BCNETZXRTVHASU VW(EPLYMN(QUIUD
[{.) [ A BCDEVFOGHTIUJIXLUMNUOPAQRSTUYVYVYXXY 2
(F)G H{(X) V A B(C)X P D RTUW S {J) L 0 (M) ERI
Wo may now attorapt a reconstruction of the original, or primary, alphabet, of which these
are socondaries. Note the following valucs:

In alphabet 1, E=N
In alphabet 2, N=0
In alphabet 8, 0=V
In alphabet 4, V=M
In alphabet 5, ¥=T

Now if E ocours in the upper half of alphabet 1, the table of alphabets must contain a column
like this:
' Alphabet 1 {;""z

Alphabet 3 { :

M
Alphabet 5 { 7

Let us assume this to be correct. In alphabet 3,E will again be in the upper half of the
alphabet. We have these values: '

] Alphabet 2
} Alphabet 4

In alphabet 3, E=D
In alphabet 4, D=2Z
In alphabet 5, Z=?

Buttothiswemyaddtwomorevnlusincoweha.vethovalueofEinalpbsbe.tz. Thus:

In alphabet 1, K=A
In alphabet 2, A=E
In alphabet 3, E=D
In alphabet 4, D=Z
In alphabet 5, Z=?

0400—35——0
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Sinco tho upper line in alphabet 3 is du.placed but one lettor to the nght as compared-with
that of alphabet 1, we have two columns in tho table as follows: -

Alphasbat 1 { ‘: I:

0 E } Alphabet 2

Alphabet 3 {

Vo

- N Z }Alpha.beu
- Alphabet 5 { '.l‘

We continue thus:

ey In alphabot 1, W=1I

In aiphabet 2, I=K .

In alphabet 3, K=N B .

_In alphabet 4, N=H

In alphabet 5, H=C

Hence we have this:
EXKVW

Alphabet 1{ NAI

OEK
Alphabet .5{ VDN

MZH
Alphnboto{ 2 U C

} Alphabet 2

} Alphabot 4

The proocess is very simple and easy to continue. Finally we have this:
EXKWFXLY

'mMM“{NAIRQBJ

OEXWFXL
Alphabet 31 v v 4 IR Q

MZHOEKW
A1"1"’1""‘5{'zuc:svnu

We may now continuo from the sequences given already. Thus in the last line wo see the
SVDNmthefourthhneVDNAIRQ Hence, womay add A T R Q

}uﬂmuz
}mmmu'

sequence . .
to the last hno The same process applied to the other lines gives us:
1 2 3 4 5 ¢ 7 8090
EXWFXLY MZHO
Allphllbe”{NAIRZBJ U csvn}Al bet 2
Alohab 3{OEKWFXLY N z u |Alphabet
phabet3) v p N AIRQBJ. ucS}Al b
MZHOEKWFXLY phabet 4

M@”“q?UCSVDNAIRQBJ
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Wo may fill in the rest from the alphabots thumsclves, and we havo:

Taune 51

£ 34507590121
KWFXLYGPMZHO

NAIRQBJTUCSVD
ozxwrxLYGPuzJAmm“g
VDNAIRQBJTUCS
uznomxwrxLYGP}mm““
TUCSVDNAIRQBJ

Taking alphaboet 1, a speady reconstruction of the original rectangle is at once effected.

=] -

Alphabet 1 {
Alphabet 3 {

Alphabet 6 {

Thus: .

Frauns 52

EXPORTS
KLMNQUY
WYZABED
FGHIUJ

Tho keyword is EXPORTS. In conformity with the agreementl of the system, the indicators
should be K X Y and indicate the following:

K, the initial letter of the distorted alphabet;
X, the fifth lotter in alphabet 1, hence five alphabets; )
Y, the seventh letter in alphabet 1, hence seven groups arranged as follows:

EXWFXLY
135232 ¢ 47

The indicators will be after either the fifth letier or the ninetecnth (corresponding to the
" numerical value of the initial or final lotter of the keyword). Wefind K X Y after the nineteenth
lotter.

'We may now proceed to decipher the first fow groups of the message and the entire solution
is at hand. It is as follows:

1 3 5 2 6 4 7
2 133846 12 1234381 1213 3 4 1323 4351313
KHNV LIQKG KN NHKVQE EX(KXY)X0 PMSIEET
K VNH GKQIL NK EQVXKHN 0X XE TEEISMP
A HOS TILER EI NFORCE DB RI GADEOCC
1 3 b
1 1133 3 4 5
P DKU LISYZ .....
P UKD ZYSIL .....
U PIE STHER .....

“A Lostile reinforced brigade occupies the . . .”

[
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. Solution of a serics of messages.—-Tho solution of a series of mossages in this cipher
proe nts au interesting demonstration of the fact that in eryptography it is often the more
insignificant details of a systom that enable the eryptanalyst to solve the enemy’s messages
rather than any definitc weakness of the mothod from the eryptographic point of view. In
this caso, the solution of a serica of messages based upon the same keyword, but involving
all the manifold modifications of slphabots and interruption key, can bo achioved without
atterpting tho deciphorment of a single message. The method involves merely an analysis
of tho indicators for a series of messages, resulting in a direct and speody roconstruction of the
various generating rectangles derived from tho same keyword.

In the first place, it may be pointod out at once that the various gencrating rectangles
based upon the same koyword consist of two parts: A constant sequence, consisting of the key~
sord proper, maoking up the first line of the rectangle, and a variable, or revolving sequence,
consisting of the remmmng letters of the alphabet, or as we shall term it, the “rmdual sequence”,
making up the romaining lincs of the rectanglo.

In tho socond place, the longth of the interruption key for each message can be determined
by applying the principles of coincidence as explained on page 68. KEach message is then
accompaniod by the number thus found.

Given the beginnings of a series of 18 mossages, the lengths of whose interruption keys
have been determined and are as indicnted bolow, lot us procesd to an analysis of these lengths,
which in o short time will lead to & direct reconstruction of the keyword.

Firaunx 53.—Beginnings of acries of messages

1 XIBIY FPPLH GZOPB MAWFV TBNBI FUEB
2 PONQD AMNDU BNKYO AWDRT WQZNJ LMUR
3-QZMVR PXVTW HWJXU HMEQZ WAXGU SVHY
4 0ZAPN VZULY UYHMK YLJLW GVFOP ZGAY
5§ AAZSL IGIAX VHGWM QMZSI OITYE RGBN
6 FMYOT MMFER BBBSF OTPFI AYKNA VQVL
7 ATNLB PTRZT YWOBA VIKYH ZUALX VKRK
8 DZNDJ UBRUL MFFMH WVREA AQTSS QSON
9 VRAYQ ERHPO PVJYO WUNKQ VACAW QNEU
10 IABOQ KULDT DEQDM JAUCW ASDKY TPAD
11 CTTO0S JXVXP OADSF JJPYH VLCKH PDAVU
12 YLPAY NLWOF GKPDS GNNQO CUOFK ONVF
13 DTXDR CGTKT CKOZU KYAZY TUKNI ANEG
i4 GJETM JBPPU QTDUF CTCAL CVZED APUQ
15 SBUXL RQYLL AIKUO LPHYB YTAKF GLHY
i6 IBURT WYJAH THOPB KLQCV OGXLG NJXP
17 0O0YZVA RGUYY BGHWU MEKDS NGHFG NTOG
1 TMRGV IEEDK HXFUU VGFIZ SZKJT YYKO

R
m#mmu»muummwm-«mmuagg

Lot us now turn our attention to the generating rectangles that are possible, indicotiug !
merely their outlines, for keywords of 5 to 10 lotters in length, and numbering tho s..sves
which will contain the first, second, third, to the ninth letters of the first line of the n'jpunbet
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table.  Wo wiil asroma that no keyword wili :on~ial 0 more than 16 laf{»rs, and no interrup-
tion kcy of migre than 9 numbers. The poinvipios {0 bo olucidatxl may bo cxtended by
the reader to cover other cases. .

Tisuoe &4
(A) @) ©)
1 23 45 1 23 4 5 ¢ 1323418867
1|7 16 { 1{5'9
als a(7 2le
2lo 3ls 3|7
4 ¢lo 4|8
5 3
6]
D) (E)
1238 486738 1323486607809
1{si9 114|7
ale| 3(5\8
3|7 3(6|9
4l8
)
123456780900 )
1|47l
2{58|
slelo]

Noto now that in (A) of figuro 54, the seventh letter of line 1 of the alphabet table based
upon a keyword of 5 lotters will be tho second letter of the keyword proper and, as such, does
not change its position. This follows from the mothod of constructing the alphabets from the
generaling rectangle. In othor words, with a S-leiter keyword, no matter what letters be
chosen as the initial lotters of the various possible generating rectangles, all numerical keys
consisting of seven numbers will always be designated by the same letter in the indicator group,
because the first line of all generating roctungics based upon the same keyword is always the
same. Since tho lotter ‘which designates tho length of the interruption key is the third Jetter
of the inGicator group for a keyword of 5 letters, all messages which factor for a key of seven
numbers must show tho samo lotter as the third eloment of tho indicator group. Conversely, if
messages which factor for a key of seven numbers show a constancy with respect to the third
clement of tho indicator group, then it must follow that the generating rectangle is based upon a
5-letter keyword, and that the corresponding indicator letter is the second letter of the key-
word proper. Similarly, when the third element of the indicator group is constant in messages
which facior for a koy of six nunbers, a genorating rectangle based upon a 6-letter keyword is
indicatcd and tho corresponding indicator lotter is the second letter of the keyword proper,
When.the third clements of fwo sefs of indieator groups are constant and the interruption keys
for the corresnonding sets of messages consist of five and nine numbers, a 7- or 8-letter keyword
isindicated and the corresponding indicator letters are the socond and third letters of the key-
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Tasce XXVI
' ! | w
'-.\lum;e au:nher; Indicator group Lg%‘:n;’;g"‘li Messape number | Indicator group ,..,.'L:' ';'.',f""
]
| 1} BSF 8 3 JXU 4
11 DSF 5 15 KUO 5
14 DUF 5 2 XKYO 5
8 FMNH 8 7 0BQ 8
18 FUU 4 13 0ZU 4
3 GWXM 7 1 OPB 6
4 HiAK 8 16 OPB 6
17 HWU 4 12 PDS 8
9 JYO 8 10 QDM 7

From the arrangement of the messages in fizure 55 and this list we concluds the following:

(1) The keyword consists of either 9 or 10 letters. .

(2) The letter L is either thoe initial or final letter of the keyword proper.

(3) The lotters UM form the second and third letters of the keyword proper.

(4) The letters B, D, F, G, H, J, K, 0, P, Q are not in thekeywordproper

We now take each indicator group and from its accompanying data make certain doduchons
with respect to the sequence of letters in the keyword alphabet. Thus, for example, the indicator
group B S F, applying to a message, the length of whose intexruption key is 8, means that certain
of the lettors within the generating rectangle concerned are as shown in ﬂguro 56, where both
possibilities as regards the length of the keyword are indicated.

Fiaurz 56
(B)

1 3348617809 13 4 § 678 010

et b

X

Since there is room for but ono letter betweca B and F, it follows that only one of the inter-
vening letters, C, D, and E, is leftin thoresidualsequence, theother twobeingin thekeyword proper.
Now the indicator group D S F shows that D is the initial letter for the generating rectangle for
message 11, and, since a letter which can be an initial letter of an indicator group cannot be a
lotter of the keyword proper, it follows that the order in the residual sequence is B D F, and
that the letters C and E are in the keyword proper.

This is confirmed by the indicator group D S F, which accompanying message 11 has an
interruption key consisting of five numbers. ‘Thus:

Fieurs 57
(A) ®B)
1236887809 zz_ial;asvano
lT)‘l‘rlH  [olF |
T 1 |
! i i l
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a Again, the indicator group F M H, applying o messago 8, whose interruption key consists
of cight numbers, shows that the sequence must be BDF GH.  Thus:
Yicunz 58
(A) (8)
1::4501&0 1284]01'010
e R WL s
Al T H f
.5’,.:5: ::::Efi.
i I H H P TR R

There is one space vacant between F and H, which must be oocupmd by G.

Tho conclusions furnished by the other indicatlor groups are given in the dingrams helow.
Tho question as to whether a 9-letter or a 10-leitor keyword is involved will be delermined later.

Fraone 59 .
.. 133 H(IJ)KX : .
ool 5308 promnt ue
| - ma
_ IHE mu:tbe:BDF.&qlgog“l’(
123 J(KLMN)O T
U 8inco K is present os an . Do T
T -— tial lotd » .
JYo—8Jl 1o I_ IT— mokbo B b F GHTE o0 - ”
1133 o( )@
|__[!I— Si%?; P fnlls ml.l;l
- 0B—80] 1q . mu:v"ﬁga"greumkorq
P . .

In the absence of additional indicator groups, with different initial letters, we cannot
continue in the same manner and reconstruct the cntire sequence. Let us, however, try to
determinc now whether the Leyword contains 9 or 10 letters. With the residual sequence
as determined above, let us fill in the generating recta.ngle for the mdma.tor group D S F,
according to both assumed keyword lengths. Thus: - ) _

Ficune 60 .
@\ . ® .
1 284 85¢ 7810 12845678910
AT -!TIU__I_TI_T_I_J [ [
D-F.GH|JIK[OFQ; 5| ¥|G|H[IX[O[F[qQ|S]
S | 5171 Y
AR EE RN

Now the interruption koy for the indicator group D S:F consists of five numbers. Tha
system Is such that tho numbor of alphabets employed in o message must be equal to or lexs
than the length of the interruption key; it cannot be moroe than this length. Hence, the letter
S of the indicator group D § F must indiceio a number of alphabets equal to five, or loss than
five. TUpan tho basis of a 10-lettor keyword, the number of alphabets indicated by the lotter S
would be nnposmblo but upon the basis of a 9-letter keyword, the number of alphabets would
be three, which is very probable. We may tentatively consider it as estabhshed that the koy-
word is 9 letters in length,

% mmmartee — - . a
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Nufe now diagram (A) of figure 60. There are six spaces vacant at the end of the key-
word alphabet. The lelters from S to B in the rormal alphabot are TU VW X Y Z A, 0
total of eight. Now we know that U is in {he keyword proper so that the residual sequence
does not contain this letter. Of tho letters, V W X Y Z A, the one most likely to be prosent in
the keyword propor is A, leaving the sequence V W X Y Z as the end of the key-word alphabet.

The keyword proper consists of the letters not presont in the residual sequence. It must,
therefore, consist of the letters A, C, E, I, L, M, N, R, and U. 'We know that the letters UM form
the sccond and third lotters of tho word; and the position of the indicator groups in the cipher
text makes L very probable as the initial or final letter of the word. Now, very few words begin-
ning with L U ¥ and containing the other lotters A, C, E, I, N, and R can be found. But if we
assumo L to be the final letter of the keyword, the most probable ending would be CAL. Given
.UH...CAL, the word NUMERICAL soon suggosts itself.

With the keyword at hand, every generating rectangle can be constructed at once, and the
messages may now be deciphered as rapidly as by the legitimate recipient.

The decipherment of message 1 follows herewith:

Figunn 061
KIBIY FPPLH GZO0PB MAWFY TBNBI FUEB...
Alphbot1 (YO ZUPBHMQDESFR Generating rectangle
{(TGIVHCWJAXKL NUMERICAL
Alphabet 2
NOZUPBMQDESTF OPQSTVWXY
Alphabet 3
LYTGIVHCWJAX ZBDFGHJK
SFRNOZUPEBuQp| Alphabet 4
'“ph“b"”{:AxxL!'rGIvncw Interruption key
NOZUPB
2 3 6 & 4 1
2 3 (] 5 4 1 2
1 2 1 2 3 1 2 3 4 & 8 1 3 838 4 8 1 2 3 4 1 1 2
KI BIY FPPLHG ZMAWF VTBN B IPFP ...
IK YIB GHLPPF FWAMZ NBTV B FI
ZE ROH OURWIL LBEAT TWO0O C LO

¢Zero hour willbe at twoo’clock . . . "

The fatal defect in this system lics in the fact that a key is used which introduces a frequently
repeated cycle within a message. The detormrination of the length of this cycle, and its recon-
struction by means of a comparison of alphabets based upon the index of coincidence, enables a
speedy solution to be attained. The insertion of the koy indicators within messages makes the
reconsiruction of the keyword and tho consequent solution of a sories of messages very easy.
The tany details involved in encipherment, and decipherment, concomitants of an attempt to
make the enlire operations dependent upon the knowledge of a single keyword and the case
with which a solution may be achieved in the case of a single message or a series of messages makes
this cipher unsafe for use in either the field or the more important operations of the larger head-
quarters in the rear.
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