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Rusaian Sources of Information.

When Part III of Flicke's "War Secrets in the Ether"” was reviewed by
higher authority, four pages were removed from the section entitled
"Where did the Russians get their information?" since the material was
thought to require classification. The comtent of these pages, 77-80,
is reproduced here Por the benefit of a suitably limited circle of
resders.

The author's surmise that German enciphered traffic was read by
opponents is interesting, even though he admits that he has no absolute
proof'. The faet that a man of his experience and with his backgrouwmd
entertains this idea suggests the necessity for constant vigllsnece lest
ome's oun systens suffer compromise dus to complacency.

Translated: R.W.P. 4 pages
August 1954
Distribution: normal 30 coples
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I do mow when they [the Russians] succeeded in breaking into the German
cryptographic systems. In my estimation, they were eble by early March 1942
t0 read currently at least one or two of the cryptographic systems used by
the German High Command. That put them in & position to recognize all details
of the German initial assembly in the Kharkov area and the underlying
operational ldeas. For there is no doubt that they knew all this long before
the beginning of the Pighting. And it testifies to thelr confidence in the
strength and striking power of the Red Army - this arsy which Hitler wvas
supposed to have broken long before - that as soon as they knew of German
intentions and preparations, they decided to undertake a gtrong concentration
of troops in the opposite ares and to strike the Cermsn assemblies with great
force.

The “Kharkov casd”, which will be clarified lster in ancther way, vas not
an isclated ome. There were numerous indiecations that the Russians on all
sectors of the front were well informed regarding the situation on the Gerrsn
side. T bhave alresdy sald that my view of this msiter rests on the symptcus
cbserved and deductions therefraa. I might illustrate this genersl statemsnt by
an egample. -

The cipher machine had been introduced by the German army for radio traffic
about 1927. After years of work the so-called "Enigma" was developed, a cipher
machine which was operated like a typewvriter and auntountically transforned plain-
text into cipher text by a system of wheels, ring settings, and pluggings. 3By
chenging the vheel order, the ring setting, and the plugging, & vast number
of variations could de introduced into the cipher text and the key could bes
changed daily. In the view of the cryptamalytic experts, measages enciphered
with the {Enigwg could not be deciphered by unauthorized parties and were
therefore secure sgalnst foreign intercept services.

Some experts of the German intercept service bad warned from the very
beginning sgainst attributing excessive aignificance to this machine, sinee it
vould suffice if the enemy reconstrueted a considerable number of the machlues -
wvhich was possible at any time - and then typed off in a purely mechaniecal
manney the various possibilities -~ which could be dome very rapidly. With
cne rmachine it would be possible to test four variations in a minmute; i.e.,
5,500 to 6,000 possibilities in 24 hours. By using a greater number of machines
thias totel could be increased correapggdingly.
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When Czechoslovaekia was occupied by CGerman troops, evidence was fourd
in Prague that the Czechs hnd deciphered messages enciphered with the
"Enigna". How this was done remained unknown. But this proved that muthor—
ized decipherment of Enlgma messages was possible. Ome of the German
cryptunalytic experts then undertook to check the machine and found thet
solution was pocsible given a minimum of 25 messages enclphered with the
gam2 sebtting of the machine. Now 1%t 18 quite easy to find 25 wessages in
2k hours, consequently foreign cryptanslytic services had s good chance of
resding enciphered German army traffic. The "Enigma” was then altered
scmevhat by increasing the number of wheals fyrom three to five, whersupon
the cryptanalytic experts in Berlin declared that henceforth mesgagen
enciphered with this machine would be secure.

Yoars passed. The Second World War hiocught Cermany three years of graat
victories and two years of equally great defeats and reverses. During all.
this timz the German military staffs had worked to theiy heart -s content
vith the Enigma. And hundreds of thousands of radiograms bad been shot out
into space. Then in the spring of 194k the following happened.

A Gerwan office in Franee inquived via Peris of the cMie unit
of CEW in Berlin vhether messages on a Polish agent network with a certain
characteristic vere being deciphered and read. Due to gsome disturbence o
the teletype network, the answer was sent by radio; it was affirvmative and
vao enciphered by the daily key of the "Enigma". Befare 2k hours hed
elapsed the Polish cipher ceased to be used.

Scumeone may object that there might have been intentional or carelesw
batrayal on the part of the Germsn military office in France snd that the
content of the Berlin answer was revealed to the enemy after it had been
daeciphered at the office to which 1t was addressed. OFf course this is a
pousibility. However, I copsider it wnlikely. I am convinced that the
mesaages enciphered by thie "Eaigma” were currently deciphered and read by
both the English and Russian eryptenalytic services.

In spite of this obviocus warning, nothing changed in Germany. Any idea
of doing away with the "Enigma” met immediately with resolute opposition.

In the coupetent offices thore was no longer the vigor or the posaibility of
carrying out the long chain of meast%res and changes whheh would yesult from




sbolishing the "Enigma."” Total mcbilization resulted not in the total
utilization of our material and spiritual forces but in their exhsustion.
Hence even in this field its results were negative. Hers, t00, people did
what they had learned and practiced for years; they strewed sand in their
own and in each others eyes so as not to see things as they really wvere.

I said earlier that I waz not in a position to offer proofs; this
applies simply to the question whether the Russians could or conuld not decipher
Cerman cryptographic systems. I can readily offer proof that they were well
informed in other ways regarding events on the German side. This bas alroady
been done in the brief description of the work of the "Rote Drei”.

The Otwock case affords further evidence.




