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Explanatory Notes

1. This glossary le the first of a series of NSA prescriptive
cryptologic glosnaries, In its preparation, an effort has been made
to bring together, for ready referepfd, the terms most frequently
encountered in current cryptologi erature. Many of these terms,
although frequently encountered, ¢ofe foynd defined only in various
specialized, very limited, or o jint In
the process of compilation, .
obsolete ‘or obsolescent termd

e Missemination of the glossary, and thus

k has begun on the preparation of an un-

ih the present glossary are arranged in strictly al.

e Ysregarding word spaces and hyphens. Single words
end certain hyp gfated words are followed directly by an abbreviation of
the part of speech., Run-on entries, indicating a part of speech different
from that of the mnin entry are shown simply by means of a series of
dashes followed by the abdbreviation of the part of speech, and the appro-
priate definition. Uanderliping of terms ip the text of the definitions in
a6 few casce indicates emphasis, but in most cases indicates that the term
is defined elsevhere in the giossary. Abbreviations. used for parts of
speech, &s well as those used to indicate exsmples, cross-references, ete.,
are those listed in Webster's New Interuational Dictionary, Second Edition.




BASIC CRYPTOLOGIC GLOSSARY

A. Used as a symbol in various classification and evaluation systeﬁs, as
follows: 1, In traffic analysis, to describe the validity of an
identificaiion or location as "confirmed" or "certain." 2. In inter-
cept operations as a suffix to & frequency to denote "average". 3. In
D/F bearing observation classification, to indicate that ell bearings
are within an arc of I degrees. 4. In D/F fix evaluation, to indi-
cate s 90% probability that the t position of a given transmitte}
is within 25 miles of the fix.

eccidental repetition. A repetitjby’ produ fortuitously, and not by the

encipherment of identical pld d letters by identical keyiné ele-

ments . Cf, causal re

acknowledgment, n. age from the addressee informing the

originator that : as been received and 1s understood.

or individual to whom a message 1s directed

petion (in contrast to information addressee).

igit, a numerical group, or a series of digits which,
for the purposevof encipherment, is added to a numerical cipher, code
group, or plain text.
additive book. A book comprising a group of additive tables.

additive position. The location within a long key of a particular additive

(e.g., the page and line and column on that page where a specific

additive appears).

4

additive system. A cryptosystem in which encipherment is accomplished through

the application of additives.

additive table. A tabular arrangement of additives.
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address, n. External or internal 1ndication of message destination.

’ adéressee s N, 'I‘he ofﬂce »” headquarters , activity, or individual to vhom &
message is directed by the originator.

address group. A group of letters or numbers or both, assigned to represent

one or more commands, authorities, activities, or units.

ADFGVX system. A German high-command cipher system used in World War I.

Essentially, e biliteral substitution system employing a 6 x 6 square,

to vwhich a columnar transposition was subsequently epplied.

agency of signal commnication. The organiza teams, and personnel’

necessary to perform operational duti he to signal communi-

cations .
hutio

allocation, n. The assignment or dig call signs, frequencies,

code names, etc., (e.g., the 9:1 Of call signs to radio stations
in a net).

alternate group. See varland

route followed 1s™g
enagrem, n. Plain language\wfconstructed from & transposition cipher by ’,
restc;ring the letters of the cipher text to their original order.-_---'
v.t. To eryptanalyze a transposiﬂon cipher in whole or in part by com-
bining one series of characters with another series from the sa.ﬁe mnes -
sege to produce plain text, plaincode, or 1n£ermed.:late cipher text.
analogue, n., A ;nachiﬁe vhich produces the same cryptography as another machine
although the two machines may vary.

aperiodic system. A cryptographic system in which the method of keying result-

in the suppression of patent cyclical phenomena in the cryptographic
text. ‘

2
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: apparent period. The period usuelly ascertained first as a result of the.

L

study of the intervals between repetitions. This may be a secondary
reriocd, and may or may not be broken down into coumponent primary

periods. Cf. basic period.

. apparent setting. In a cipher machine, the alignment of the rotors as rep-

resented by the particular letter on each which is aligned with the

bench mark.

applique’ unit, teleprinter. A special cipher attachment used in comection

- with a teleprinter to provide ogréphic treatment for teleprinter

messages .

arbitrary group. A group arbif derlved, as the decipherment of an

enciphered-code groupy~e he/code group.

transmissio

authentication element. A group of letters or numbers selected from a pre-

I

arranged table serving as a test element in authentication procedure.

authenticator, n. A symbol or group of symbols selected in s prearranged

mamer and usually inserted at & predetermined point within a trans- .
mission for the purpose of attesting to the authenticity of the message
or transmission.

autoencipherment, n. Encipherment by means of an autokey system, q.v.
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autokey system. An eperiodic substitution system in which the key, follov-

ing - the application of a previously arranged initial key, is generated
from elements of the plain or cipher text of the message.

auxiliary code. See supplementary code.

auxiliary table. In certain code books which have two meanings assigned to

one group, that portion of the code vhich includes the second, or sub-
sidiary, meening only, the employment of which is normally indicated by

a switch group. Cf. main table.

average frequency. The particular frequency ¢ ed by everaging several

measured frequencies which are approx
vhich a target is observed working. rs with en "A" suffixed to

the frequency.)

¥ route along which messages are rela_,yed
or sent to and fropy b Uxips in the field.

B. Used as a symbol I @s classification and evaluation systems, as

) follows: 1l. In traflNg/analysis, to describe the validity of a‘.n id:enti-
fication or location as "highly probable". 2. In D/F bearing observa- .
tion classification, to indicate that all bearings are within an arc of
10 degrees. 3. In D/F fix evaluation, to indicate a 90% probability
that the true position of a given t'ran.smitter is within 50 miles of the
fix,

Baconian cipher. A cipher system invented by Sir Francis Bacon (1561-1626).

It is basically a mpnoalphabetic substitution system in which single
pleintext letters are represented by five-letter cipher equivalents

formed by permitations of two letters taken five at a time,

L
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base, n. 1. A true code group or other substituted group or unit after
the true key has been removed. 2. A value arbitrarily assigned to
code groups when the true digits are not yet determined, such that the
assigned value differs from the true by an amount which is constant for
each group. |

base letter., The character of the plain component against which the key
element of the cipher component is Juxtaposed.

base number. (Met.) A number, usually comsisting of three digits, identifyiny

a meteorological observgtion cen bhnd almost always transmitted as

the first element in a meteor

cator or IMC number.

basic call sign. A constan Pich 18 assigned to a particular radio

station and used £
that station.
basic code.

of enciy

e} groups to a common base by the removal of key.

basic period. d, hidden or latent, which constitutes a basic element

of a cryptographic system and which may act or be acted upon to produce

a much longer external or apparent period. Cf. apparent period.

basket, n. A removeble component of a cipher machine, made up of separators
and endplates, in which rotors revolve.

beud, n. A mark or space impulse in the international (Baudot) teleprinter
code .

Baudot alphebet. The 32-element alphabet employed in the Baudot code. -




Baudot code. A five unit code applied to teleprinter systems by Jean
Maurice Emile Baudot (1845-1903). It employs a 32-element alphabet
composed of permutations of two elements taken five at a time. Also

called the international teleprinter code.

BC. Broadcast, g.v.
bearing. In direction finding, the angle in degrees (reading clockwise)
between true north end the line from the observer to the target.

Beaufort system. A polyalphabetic substitution system employing e key word =

in connection with a Vigendre square, bu ’fering from the normal

Berne-type call. A semipe€THBwgny, op permanent call sign in the correct

nationality allod t@o k, but one not listed in the Berne publi-

[4

cations.
biliteral, adj. Of o pertaining only to cryptosystems, cipher alphabets,

end frequency distributions which involve cipher units of two letters

or characters. See the more inclusive term digraphic; see also biliteral

*

frequency distribution.

biliteral alphabet. A cipher alphabet involving & cipher component composed -

of two-character units.

biliteral frequency distribution. A frequency distribution of peirs formed:

by combining successive letters or characters. Thus, a biliteral distri-

bution of ABCDEF would list the following pairs: AB, BC, CD, DE, EF. Cf.

digraphic frequency distribution.
A ]
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binagl addition.

Addition according to the modulus two.

binary counter. A device which counts to the base tvo,

binary net. A net consisting of two stations communicating with each other
on the same frequency.

bipartite alphabet. A biliteral alphabet in which the cipher units may be

divided into two separate parts whose functions are clearly defined,
viz., row indicators and column indicators of a matrix,

bipartite system. A substitution system involving the use of a bipartite

alphsbet .

bisection, n. A process used 1n_p lain text for encryption. It
consists of dividing the xt a message into two segments or
portions usually of unequal , transposing the segments so that

oes not appear in a frequency distribution. 3. A
{ in a matrix.

blank expectation test. See lanmbda test.

blind, ad). As applied to transmission, carried on without expectation of
a reply. ---adv. blindly
blind sending. Transmission to a station without the knowledge that the

transmission is being received by the station addressed.
block, n. 1. A matrix; = square, rectangle, or other geometrical design
containing letters, figures, or other bymbols . 2. A series of code groups

and their plaintéxﬁ values grouped sccording to alphabetical or numerical

order to form a section of a biccked code.
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blocked code. A form of modified one-part code in which the code groups

and their corresponding plaintext values are arranged in alphabetical
or numerical order within blocks. It differs from a normal one-part
code in that the hlocks are not in alphabetical or numerical order with
relation to one another.

Boehme equipment. 1. Transmitting: Used for sending International Morse

Code characters by passing Wheatstone tape through a keying head.
2. Recelving: Used for recording International Morse Code cheracters
by ink syphon equipment on a moving pape pe.

book~breaker, n. A cryptanalyst who speci e e recovery of plain.

text values in code books,

book-breskers! index. A type of IB

book-breaking, n. Codebook{re . The eryptanalytic recovery of

the plaintext valuge

book cipher. A ciphe& s)% , ptilizing any agreed upon book, in vhich the

14

cipher identifies a Plajfi element present in the book.

book message. A messsage destined for two or more addressees, the content

of which requires no coordination'among eddressees. Each addressee
must be indicated as action or information.

break, n. 1. A pause between the heading and body of a message, between
the body and signature, or elsevhere in the message. 2. An interrup-~
tion in the transmission of a message by electrical means. 3. In solu-

tion, the initial entry into a system or element thereof.

8
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A code which has as its sole purpose the shortening of mes-

brevity code.
Also called condensation

sages rather than the concealment of content.

code.
A transmission intended for general reception rather than

broadcast, n.

directed to a particular nddressee.
The method of transmitting a message by which the atations

broadcast method.
called do not ansvwer the call, and do not receipt for the message or

otherwise transmit in commection with its reception. The prosign "F"
s identifies a message sent by tﬁis

in the preaumble or final instrug

method. Also known as "F" (POY) mdN}
v
ine method of comparing encrypted mes-

briute force method. An analytiQal
th a vIqy Ao discovery of coincidences which may

The re-

sages with each other
he messages for overlapping.

aid In the proper aligy

message .
bury, v.t. To place elements of & messege, (e.g., call signs, addresses, sig-

natures, etc.), in other than their ususl place. To hide or conceal in

the text of a message.
bust message. A message containing en error in encipherment which jeopardizes
the eryptographic security of the message, and thus is potentially

valuable to the cryptanalyst.
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C. Used as a symbol in various classification and evaluation systems, as
follows: 1. In traffic enalysis, to describe the validity of an ldenti-
fication or location as "probeble." 2. In intercept operations es a
suffix to a frequency to denote "confirmed." 3. In D/F bearing observa-
tion classification, to indicate that all bearings are within an arc
of 20 degrees. L. In D/F fix evaluation, to indicate a 90% probability
that the true position of a given transmitter is within 100 miles of
the fix.

C/A. Cryptenalysis, q.v.

Caesar's cipher. An ancient form of simplg ion cipher in which each

plaintext letter was replaced by P2r three places to ‘the right
of it in the normal alphabet; g \: 30 Julius Caesar.
cell sign, A group of letters or 1

the 1dentificetion for a be

callsign, adj. Of or pyrtEIQiNs & call sign or call signs; as callsign

generation, ' |
call-up. A set of signaldy used by a radio station to establish contact ‘with
another and to prepare for the transmission of traffic; éleo the part of
a tranamissioﬁ containing such signails.

call word. (Rediotelephony) A bona fide word used in place of e call sign,

caption code. A code in which the phrases are listed under separate headings

based upon the principal word or idea in the entire phrease.

cagse nunber. An arbltrary notation aessigned by a communication intelligence

agency to designate a target, link, group, net, etc., as identified by

that agency.

10
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causal repetition. A repetition produced by the encipherment of identical

plaintext letters by identical keying elements. Cf. accidental repetition.

gell, fi. An individual small square on cross-section paper, grilies, etc.

chadded tape. Perforated teleprinter tape; also known as "fully-chedded tape."

¢f. chadless tape.

chadless tape. Partially-perforated teleprinter tape, overprinted. Cf.

chadded teape.
c¢hain, n., In its éryptologic application, a series; usually c¢yclic, of letters

m

oFf other textual syﬁbo;s followihigfone another according to some rule or

1eW. --=V.t. To form into ch

chain of command. That part of
structure; usually refie
nets .

challenge and reply.
two tranemitt
selécted
deternmid
ticity of the afevaering station.

. changé-hour indicator. An enciphered indicator in a colléctive weather

broadcast to show that the fepor'l';e&. observations which follow Wwere made

at & different hour from those preceding it.

chgpggzgypg ihdicator. An eiicipheiréd indicator inserted in & collective
weather broadcast to make clear that the reported observations which

'£6116w are not of the same type as those which preceded it.

changing call eign. An assigned call sign which is changed periodically accord-

ing to a prearranged system.

11




chaprel, 1. A band of frequencies. 2. A unit or pubdivision ef a link,
T — ‘

3. One of the grooves on a strip-board into which alphabet strips are
Inserted.

channel beard, A base made of metal, paper, plastic, or similsr material

containing a series of chanmels lntg which alphshet strips mey be im-
gerted end slid, '

characterigtic, n. 1. Any distinguishing feature. 2. A property of a textual

"

group rxpresged numerically and resulting from eune of several pessible

characteristic frequency. See normal freq

chat. See chatter.
¢hatter, Any transmission between ops
R e iy L e e .

than an actual message.
chegk decryption, 1. The pyotegs o) Lrsuring by decryption, prier to
gue, that proper crypteaids have been

R AN - &

employed, and that jfle &) REPOD of a message Was properly sceemplished.

i

information in a secodN Jorm, serves as a check.

echeck symbol, A single charaeter acting as a check. Gf, cheek group,

chiastic, 8d), In general, arranged or shaped in the form of the Greek letter
ehi (X). In its cryptologic application, pertsining to any trenspesitien
system invelving en interchange of elements according 4o an X-gheped
pattern, -

chi sguare (X7) tsble. A mathematicsl table listing the probsbilities of

occurrence by chance of a chi~sguare value higher then those gbserved in

a given case; an adjunct to the chi-square test,

12
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chl-square ()(,) test. A mathematical means for determining the relative

1ikelihood that two distributions derive from the same source. For
example, the test can be used to aid in the determination of whether

a distribution is more likely to be random or not ;3 in this usage, the
observed distribution is compared with a theoretical distribution
representing that which is expected for x—'e.ndom. The end result of

the test 1is a value representing the diacrepalncy between the two distri.
butions which have been compared, Thls value, called a "chi-square

. value" may be irrterp:_;'eted as or it may be interpreted through

the use of a ‘chi-square tabfS

chi (X ) test. A test applie distributions of the elements of two
cipher texts either whether fhe distributions are the re-
sult of encipherment cal cipher alphabets, or to determine

whether the ungf er alphabets are releted. Also called the

cross-produc

cifax, n. Bilmile. The procle'ss of converting a plane image
into an fgible image or series of electti;:al impulses and of
reconverting or them into 1ntelligibility through the use of a key.

s -==adj. Using or pertaining to cifax.
— CI message. Any message giving cryptologic instru¢tion or information.
cipber, n. 1. A cipher system. 2. A cryptogram produced by means of a cirpher
system.---adj. Pertaining to that vhich enciphers or is enciphered. See

also ciphertext.
cipher alphabet. An ordered arrangement of the letters (or other conven-

tional signs, or both) of a written language and of the characters which

replace them in a cryptographic process of substitution.

13




—. cipher clerk. A clerk who enciphers and deciphers messages.

cipher component. The sequence of a cipher alphabet containing the symbols

vhich replace the plain symbols in the process of substitution.

cipher device. A nonmechanical and nonelectrical apparatus used for en-

ciphering and deciphering.
cipher disk. A cipher device consisting of two or more concentric disks,
each bearing on its periphery one component of a clpher alphabet.

cipher machine. A mechanical or electrical apparatus for enciphering and

deciphering. : .

cipher square. An orderly arrangement or dectiQ f sequences set forth

.ga, a Vigenére square).
Q crydNdegraphic treatment 1s applied

Bv61ly monographic or digraphie

in a rectangular form, commonly & 8

cipher system. Any cryptosystem in

to textual units of regular len)

Cf. code systenm.
. cipher text. The text of a which has been produced by means of.

system or to the elemel

& cipher system.

ciphertext, adj. Of ¢ ng to the encrypted text proq.uced by a cipher

3 which comprise such text; as .the cigherte;:t
distribution. Often shortened to cipher. '

ciphony, n. Enciphered telephony. The process of converting vocal commni-
cations into unintelligibility and of reconverting them into intelligi-
bility through cryptographic treatment. ---ad). Using or pertaining
to ciphony. ‘

circuit, n. Generally speaking, & communications path between two or more

points. Cf. channel, link, lane.

circular message. See book message.

1k
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citrol, n. The process of converting control and telemetering signals, such
as those used in missile guidance, into unintelligibility end reconverting .:
them into intelligibility through eryptographic treatment. ---adj. Using
or pertaining to citrol.

civision, n. Enciphered teleyision. A system of converting television signals
into unintelligible signals and vice versa, in accordance with certain
predetermined procedures. ---adj. Using or pertaining to civision.

clandestine traffic. 1. Traffic transmitted without the authority of the

govermment of the country in wh he transmitter is located. 2. Unauth-
orized traffic transmitted by ized transmitter. 3. Traffic trens-
mitted in violation of th tiorhl Telecomminications Convention

and Regulations.

classification, n.

message.

elassify, v.t. n 8 securlty classification., 2. In the early stages

or sets of groups, based upon their distinctive behavior in the messages;
for example, into those groups representing numbers, spelling groups,
punctuation, nulls, or indicators.

clear. See plain.

¢lear text. Plain téxt, q.v,

code, n. 1., A code system. 2. A code book. ---adj. Pertaining to that which

encodes or is encoded.

15
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code book. A book or document used in a code system, arranged in syste-
matic form, containing units of plain text of varying length (letters;
syllables, words, phrases, or sentences) each accompanied by one or
more e.r'bit‘ra.ry groups of symbols used as equivalents in messages.

eodebook reconstruction. Book-breaking, q.v.

codebook recovery. See book-bresking.

code chart. A chart in the form of a matrix conteining letters, syllables,

numbers, words, and occasionally, phrases., The matrix has row and

column coordinates for the purpose of g nating the plaintext ele-

I8

ments within.

code clerk. A clerk who encodes and d€co%B tessages.

ca phebetical listing of placode groups with pre-

ceding and succeedidg groups, compiled from a number of messeges.

code index. A nume

code message. A cryptogram prﬁduced by encodement.

code system. A cryptosystem in which arbitrary groups of symbols represent
- plaintext units of irregular length, usually syllables, whole words,
.phrases and sentences.

code table. A short code in tabular form.

code text. The text of & cryptogram which has been produced by means of a

code systenm.

16
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code word. 1. A word vwhich ¢onveys an agreed upon meaning rather than
its conventional meanix’xg. 2. A cover name,

codress, n. A type of message in which the entire address is conteined
only in the encrypted text.

codress procedure. A procedure in which the full address (including the

originator, the action addressee, and information addressee, if pre-
sent) is buried and encrypted within the text.

coincidence test. The kappa test. A statistical test applied to two

cipbertext messages to determine ther they both involve encipher~
ment by the same sequence of ¢ habets .

collateral information. In complndcpion elligence usage, information

other than that derived from“g s®™dy of intercepted communications.
collective. (Met.) A ge rvroast to all meteorological centers in

a lerge area, (e.g., opd), of all the synoptic weather, observations

mitters, stations, or units are at the same place.

column, n. A vertical sequence of letters or numbers or groups thereof.

columnar transposition. A method of transposition in which the ciphertext

equivalent of a message 1s obtained by transcribing the columns of a
matrix into which the message was inscribed earlier according to some
scheme other than this vertical one.

column coordinate. A symbol normally at the top of a matrix or crypto-

graphic table, identifying a specific column of cells, used in con-
Junction with a row coordinate to specify an individual cell in the

matrix or table. Also called column indicator.




colum designator. See column coordinate.

colum indicator. See column coordinate.

comb, n. A matrix with an irreguler marginal blank pattern caused by
variations in the length of the rows.

combined, adj., Between two or more\forces or agencles of two or more
Allies. (When all sllies or Services are not involved, the partici-

pating nations and Services shall be identified: e.g., Combined NATO

[3)

Navies.)

COMINT. Communication intelligence, q.v.

comminicatlon. center. A communication ag
bility for receipt, transmission, a efy of messages. It
sagter,

normally includes a distributiop ssage center, a crypto-

comm. cen. Also known as /8

commnication concealment. ®IIN odg/of hiding from the enemy the fact

or method of comm

communication IntellidN gluated and Interpreted information derived

from the study of inte Soted communications.

commnication intelllgence analysis. Methods of deriving information froﬁ

the communications of others. This term includes the interception of
messages, location of transmitters, the solution of codes and ciphers,
etc.

communication security. The protection resulting from all measures designed

to deny to unauthorized persons information of value which might be

derived from communications. Cryptosecurity, transmission security,

and physical security are the components of communication security.

Abbreviated as COMSEC,

—~CONFIDENTIAL-




oommitative, adj. As epplied o .cipher matrices, so constructed as to
permit coordinates to be read in either row-column or colwmn-row
order without cryptographic smbiguity.

complement, n. The difference between any integer and 10,

complex receiving. The system of radio frequency usage wherein two or more

stations are assigned receiving frequencies; thus, & dtation when send-
ing to another station will use the frequency assigned to the receiving .-
station.

complex ‘sending. The system of radi quéncy usage wherein two or more

s'tations are assigned transm encies, and each transmitter

usés its assigned frequencd Jntact the other stations.

complex star. ‘The system of radio Xreduency usege wherein the net control

aqueficy €0 ites outstations, the outstations

station on other frequeticies.

list of the nost commion ¢ode groups in all available

codés in a f language, arranged in decoding order and including
plaintext values and frequenciés where known. Its principal function
is to serve es an aid in code {dentification.

composite difference book. A humerical listing of the minor differences

betweén the most frequent code groups in all known codes in a given
language. It 1s used to determine whether the plain code underlying
an additive systém is a known code.

cotipiromise, ﬁ. The loss of security of a clesdified document,. information, -
or matérial, which results from an unauthorizéd person or persons having

knowledge thereof.




COMSEC. Communication security, q.v.

concealment system. A method of secret communication so designed as to

convey a secgret message without its presence being suspected by others
then the addressee. Im its most usual form, the plaintext elements
are concealed by combining them with extraneous plaintext elements in
such a way that the end result is an intelligible and apparently
innocent message. Cf. open code. '

condensation code. A code which has es its sole purpose the shortening

of messages rather than the concealment g

condenser, n, A means of condensing code
smallexr groups composed of letters.

CONFIDENTIAL. A security classificgf}

confirmed frequency. The fiN

Confirmation 1s objf \pfipromise or by continued intercept.

continuity, n. Ident rgapect to a series of changes., In crypt-

enalytic procedure, tiNd

s

haintenance of continuity involves keeping
current a systematic record of changes in such varieble elements ag ‘
‘indicators, keys, converslon squares, discriminants, etc., on a given
cryptochannel. In traffic enalysis, the maintenance of continuity
involves the tracing of changes in call signs, freguenecies, schedules,
or other variable elements assigned to & given radio stetiom, link

or net.
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céontrol, n. 1. A combination of letters or digits which determines the
source of the keys by which the discriminant, indicator,address, or
signature groups have been enciphered; because it depends upon some

element of the message text, the control varies from message to

message. 2. net control station, q.v.

control station. BSee net control station.

control traffic, Dummy traffic transmitted for the purpose of misleading

enemy traffic analysts. Control traffic can be employed merely to

hide an operation through maint ng & volume level on ell nets, or

it can be used deliberately vy creating high volumes at

conversion square.

Yo provide arbitrary
combinations.

square,

converted code. W\ edlition of a code prepared by applying some form of

encipherment to each of the individual code groups of the original

codebook.

coordinate, n. See row coordinate and column coordinate.

copy, n. A written record of an intercepted radio transmission. Cf. re-

cording and transcription (2) amev.t. To prepare a written record

of a radio transmiscion.

correction factor. The constant relation between a group of code or of key

in relative form and a code or key in its original or primary form.
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cover, n. 1. The provision for intercepting radlo signals, especially
those of a particular link, group, etc. 2. The concealment of un-
aes.:lrable traffic patterns, characteristics, address combinations,
etc., as a communication security measure.

coverage, n. The degree to which intercept cover is applied or achleved.

coverage study. A study of the extent and nature of communlecations inter-

cepted in order to ensure adequate interception.

cover call oign. A group used in place of an originator or addressee

designation in a message heading for de on purposes, the actual

originator or addressee identificatil in the encrypted

text.
crest, n. In its crypfologic applighted of high relative fre-
quency in a frequency dlstribud
crib, n. 1. Plain text assumpdd 0 be present in a cryptogram.
2. Keys known or assunf been used in a cryptogram, ---v.t.

To fit assumed or 1 /text or keys .into the proper position

crib dragging. A method o yptanalytic attack in vwhich a crib is a.ssui,ned
successively in every position throughout the text of a message.

erogs cribbing. A process by vwhich plain text from e message encryptéd

in one system is assumed to be present in a message encrypted in
another system.

cross-product text. See chl test.

erown, n. In tranéposition solutid;z, that part of a hat diagram containing

textual ‘units not d.efinitély located as to column.

22
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crypt-, crypto-. In general, a combining form meaning "hidden", covered",

or "secret". Used as a prefix in compound words, crypt-, crypto-,

pertains to eryptologic, cryptographic, or cryptanalytic, depending

upon the use of the particular word as defined.

cfyptanalysis, n. The steps and operations performed in applying the prin-

ciples of cryptanalytics.

cryptanalyst, n. A person versed in the art of cryptanalysis.

cryptanalytic, adj. Of, pertaining to, or used in cryptanalytics,

cryptanalytics, n. That branch of ¢ logy vhich deals with the principles,

methods, and means employed e on or analysis of cryptosystems,

cryptanalyze, v.t. To soclve b lysis.

crypto-aid, n. Any table, yeelg

Y

device employed in the encryption

or decryption of a mes

cryptoboard, n.
decrypflng e 9

eryptochannel, n. omplete system of crypto-communication between two or

more holders.

crypto-communication. Any commnication that has been encrypted.

cryptodate, n. The date which determines the specific key to be employed.

cryptodevice, n. Any device employed in the encryption or decryption of a
message.

ceryptogram, n. A communication in visible writing which conveys no intel-
ligible meaning in any known language, or which conveys some meaning

other than the real meaning.




cryptographer, n. One who encrypts or decrypts messages or has a part

in making a eryptographic system.
cryptographic, adj. Of, pertaining to, or concerned with cryptography.

cryptographic anbiguity. Uncertainty as to the method of decryption or as

to the meaning intended after decryption; created by a fault in the
structure of a cryptosystem.

cryptographic arithmetic. The method of modular arithmetic used in crypto-

graphic procedures which involves no carrying in addition and no

borrowing in subtraction.

cryptographic section. The component of s

function is to encrypt outgoing clfg

ptology which treats of the means, methods,

g or transforming plaintext messages into

plaintext form by a simple reversal of the steps used in their trans-
formation.

cryptolinguistics, n. The study of those characteristics of languages

which have some particuler application in cryptology, (e.g.; frequency
data, word patterns, unusual or impossible letter combinstions, ete.).

cryptologic, adj. Of, pertaining to, or concerned with cryptology.

CONFIYENTIAL




[

{4

cryptology, n. That branch of knowledge which treats of hidden, disguised,

or encrypted communications. It embraces all the means and methods
of producling communication intelligence and maintaining communication
security; for example, cryptology includes cryptography, cryptanalyties,

traffic analysis, intercept, specilalized linguistic processing, secret
inks, etc.

eryptomamnerism, n. A hebit of a message writer or eryptographer which re-

1

sults in a stereotype.

cryptomateriasl, n. All documents, es and machines employed in encrypt-

ing and decrypting messages.

cryptomathematician, n. One v eryptomathennatics.

cryptomathematics, n. { mathematics and those mathematical

cryptonet, n. A groyp abigns using the same cryptosystems for inter-

commnication

system. ncludes a description of the general eryptographic
system as well es the method of applicatlon of specific keys.

cryptoperiod, n. The specific length of time throughout which there is no

change in cryptographic procedure (keys, codes, etec.),
cryptosedurity, n. That component of communication security which results
from the provision of technically sound cryptographic systems and from

their proper use.
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cryptosystem, n. The nssoclated items of cryptomaterial and the methods

and rules by which these items are used as a unit to provide a single
means of encryption and decryption. A cryptosystem embraceg the

general cryptosystem and the specific keys essentlal to the employ-

ment of the general cryptosystenm.

cryptotext, n. BSee encrypted text.

C/S. Call sign.

CT. Control gtation. See net control staetlon.

" eustodian, n. The individual designated by pybp€r suthority to be respon-

sible for the custody, handling and sp . of reglstered matter

or other clessified matter which 1 et to speciel handling and
accounting procedures.
cut. 1. The position of a point of dii;! elative to the beginning of

3yee on the cut and off the cut.

90 D/F bearings.
cut-in. A message, the 2 bf which was not intercepted.
cut numbers. 1, NumbQrs ltted in Morse according to s scheme of
abbreviation in vhicINa}A dashes except one are omitted. Thus the i
numbefs‘l to ¢ are represented by A, U,V, 4, 5, 6,B,D, N, and T,'
respectively. 2. Any system of abbreviated Morse numbers, as letter-

for-number substitution.

cycle, n. Any series which recurs or is expected to recur in the same order.

See period.
cycle interrupter. An element within the message which signifies the

point at which, and also possibly the extent to which, cycle inter-

ruption occurs.
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cycle interruption. A eryptographic procedure applied in the operation of

some cipher systems whereby the normal ecyelic progression is modifled.
cyclic, ad). Perilodic; continuing or repeating so that the first term of a
sefies follows the last; characterized by a ring or closed-chain formation.

cyclic permutation. Any rearrangement of a sequence of elements which

rearrangement merelylinvolves shifting all the elements a common distance
to the right or left 6f their initial positions in the sequence, the
relative order remaining undisturbed; such s rearrangement requires that

one consider the basic sequence af Yeing clrcular in nature so that, for

example, shifting that element$ bgeuplies the left-most position in
the sequence one place to pla¥es this element in the right-

most position.

cycllic phenomens.. Perilodid yes of repetitions in a system which uses

a repeating key.

ciassification, to indicate that one or more bearings are outside an

arc of 20 degrees. 3. In D/F fix evaluation, to indicate a 90% proba-
bility that the true position of a glven transmitter is within 200 miles
of the fix.

deh, n. A dash in Morse code.

dally keying element. That part. of the specific key that changes at pre-

‘determined intervals, usually dally.




date break. The date on which a change in eryptographic procedure, keys,
code, ete. takes place.

date period. The inclusive dates during which a certain cryptosystem or
procedure is in effect.

date rota. A system in which a limited number of elements, such as call
signs or frequencies, is repeated in a reéular pattern, as on certain
dates of each month.

date~time group. A transmitted group of e message giving the day of the

month and the time, usually nccording to/th€ twenty-four-hour clock.

In U.S. practice a group usunlly com
rair representing the day of the mn e second pair the hour of

the day, end the final pajr thg r the hour. A letter or

decimation, n. The Ko f nelecting members of a ser;ea by céunting
off at a chosen inteda), the original series being treated as cyclic;
or the result of the foregoing process.

decimation-mixed sequence. A mixed sequence produced by decimation, q.v.

decipher, v.t. To convert en enciphered message into its equivalent plain
text by a reversal of the cryptographic process used in the encipherment.
(This does not include solution by cryptanalysis.)

deciphering elphabet. A cipher alphabet in which the sequence of symbols

in the cipher component is arranged in normal order for convenience

in decipherment.
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decipherment, n. 1. The process of deciphering. 2. The plain text of a

déciphered cryptogram. 3. In an enciphered code system, the code text
resulting from the removal of the encipherment.

decode, n. 1, That section of a code book in which the code groups are in
alphabetical, numericeal, or other systematic order. 2. The decoded,
but not translated, version of a code message. ---v.t. To convert an
encoded message into its plain text by means of a code book. (This
does not include solution by cryptanalysis.)

decoded index. A type of code index jich the plaintext velue (when

known) of the code group in cg tion is inserted before the

eontrol block.
decodement, n. 1. The procegs of e

lated, version of a ¢

decrypt, n. A decryptg

an unintelligi) pic commnication into an intelligible one by
a reversal p# ographic process used in encryptment. (Thie
does not/1 A folution by cryptenalysis.)

decryption, n.

decryptment, n. 1. The act of decrypting. 2. The text produced by decryption.

gft of decrypting.

deferred message. A message bearing the precedence prosign M, q.v.

degarble, v.t. To make emendations in a garbled text.

depth, n. 1. The condition which results when two or more sequences of
encrypted text h\a.ve been correctly superimposed with reference to the
keying thereof. Bequences so superimposed are said to be in depth.
2. The number of such superimposed sequences, as a depth of three.

derived cipher alphabet. An alphabet produced by the interaction of two

primary components; a secondary alphabet.

” ‘G@N‘FI‘B‘E‘N%
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derived numerical key. A key produced by nnniygning numerical values to a

selected literal key.

D/F. Direction finding, q.v., or direction finder.

DFS. Double frequency-shift, q.v.

diegnosis, n. In éryptanalysis, a systematic examination of cryptograms
with a view to discovering the general system underlying these crypto-
grams .

difference, n., The result of subtracting one element (a group, a letter,

ete.) from another using & given modulus =v.t. To obtain a difference.

"

To obtain every possible difference of ps, of cipher groups,
of key, of cipher texts, of each 1 on next, etec. -
difference book. A numerical listing of or differences between

frequent code groups.
digraph, n. A pair of letters,

digraphic, adj. Of or perts @ O _ar
digraphic frequency dlistributdQn.\A frequency distribution of auecessive-

combination of two characters.

pairs of letters/c

would list the pa

tion.

digraphic idiomorph. A plaintext or cipher sequence whicﬁ contains or

shows a pattern in its comstruction as regards the number and position
of repeated digraphs.

digraphic substitution. Encipherment by substitution methods in which the

plaintext units are pairs of characters and their cipher equivalents
usually consist of two characters.

dinome, n. A pair of digits.
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" Qirected net. A net in which no station except the net control station

can communicate with any other station, except for the transmiseion of -
urgent messages, without first obtaining the permission of the net
control station.

direction finding. Radiogoniometry. The process of locating a radio trans- '

mitter by employing special receiving equipment including directional
entennas which can determine the direction from wbich e signal emanates.
Abbreviated "D/F ."

direct standard cipher alphsbet. A her alphabet in which both the plain

and cipher components are % equence, the two components
being Juxtaposed in any oncrashing placements.

of er squere in which the sequence~ of

direct symmetry. A proper]
sv theJcolumns is the same throﬁghout and :f.s

characters in the rd

group of symbols indicating the specific cryptosystenm

ypbing a given message. Also called system indicator.

. distribution, n. See frequency distribution.

4it, n. 1. A dot in the Morse code. 2. A mark, usually a period or commas,
used to denote a missing symbol, ---v.t. To denote missing symbols
with dits.

double-channel operation. Simultaneous transmission of different traffic on

two frequencies by & ingle station. Cf. dusl operation.
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double frequency-shift. A system of transmission wherg'by two different

signals are combined into a single transmission signal by employing

four frequencies one kilocycle (of less) apart. Abbreviated DFS.
double hit. The occurrence in two different messages of the same pair

of cipher letters or groups, the intervals separating the members of

each palr being identical.

double position. Two terminals mounted together and menned by one operator. :

double station call. A call-uﬁ vherein both the sending station's call

sign and the receiving station's call s e used by the calling
station.
doublet, n. A digraph or dinome in wh ter or a digit is repeated

—

(e-go, IIII’ EE, 22, 66, etC.).

double transposition. A cryptosys) ~ whiZh the characters of a first or |

drafter, n. A perso¥

drum, n. 1. In a Hagelin machine, a cage of bars each of which carries a
lug or lugs. 2. An electricasl commtator or switching device.
DTG. Date-time group, q.v.

dual operation. Simultaneous transmission of identical traffic on two fre-

guencies by a single station.Cf. double-channel operation.

dud, n. A cryptogram which cannot be decrypted promptly because of a faulty
indlcator or discriminant.

dummy group.. A group of nulls.
dummy letter. A null, q.v.
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dummy message. A message sent for some purpose other than 1ts content.

dummy traffic. A series of dummy messages.

duplex, adj. Applied to a link on which simultaneous transmission of two
messages In opposite directions is possible.

duplex operation. Simultaneous transmitting and receiving of messages in

both directions between two stations., Each station uses two operators,

one transmitter, and one receiver. (Two different frequencies must be

employed.) : )
E. A symbol used in intercept operg has a suffix to a frequency to
denote "estimated". : : ;

effective setting. In & cipher e, the particular position on each rotor

which at a given momef direcYly contributing to the production of an
element of key.

ERF. Extremely-high/gxecy
\/

electrical interceply sadning possession by electrical means of communi-

d\foMothers.
emergency mesdQEeN/A/message bearing the precedence prosign Y, q.v.

emission analysis.¥ The processes employed in radiofingerprinting.

enclcode, n. A portmenteau word for enciphered code.

encipher, v.t. To convert a plaintext message into unintelligible language by

means of a é¢ipher system.

enciphered code. A cryptographic system in which a cipher system is applied

to encoded text.

enciphered-code message. A cryptogram produced by enciphering encoded text.

enciphered facsimile. See cifax.

enciphered speech. See ciphony.

enciphering alphabet. A cipher alphabet in which the sequence of letters in the

plain compopen g arragged a] order for convenience in encipherment,




enciphering teble. A table so constructed as to facilitate encipherment.

encipherment, n., 1. The process of enciphering. 2. Text .which has been

enciphered.

encipher sequence. A sequence of numbers giving the order of the plain

text letters as they occur in & transposition cryptogram. Noted as
"pP -+ ¢ sequence", which is read as "P to C sequence",

encode, n. That section of a code book in which the plaintext equivalents
of the code groups are in alphabetical, numerical, or other systematlec
order.--~v.t. To convert a plaintext mes into unintelligible
language by means of a code book.

encoded cipher. The final text produc iphe¥ing the plain text

and then encoding the enciphef‘d te

encodement, n. 1. The act or procis »ypting plain text with a code
system. 2. The text produgced b)\ efgoding plaln text.

encrypt, v.t. To convert a gessage into unintelligible language
by means of a cryplee \

encrypted message.

encrypted text. The tedq prgluced by the application of a cryptosystem to

a pleintext mes;age.
encryption, n. 1. The eset of encrypting. 2. Encrypted text.
encryptment, n. 1. Encryption, q.v. 2. An encrypted commnication.
endplate, n. In a cipher machine, the stationary set of ;ontacts at the
beginning or end, or both, of the maze. Also called a stator.
end spell. The plain egulvalent of a code group indicating that a spelling
has been completed and that the groups following represent words and.

phrases.
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. equivalent primary component. A sg

equate columns. To adjust one column of an overlap to another by the appli-

cation of an arbitrary key so that those enciphered code groups occur-
ring in both columns, which are assumed to represent identical plain
text, are made identical, and thus may be treated as placode groups.
equation, n. As u;ed in traffic analysis, the process by which two frequencies)
two routings, etc., or any combination of two such elements, are demon-
strated to be equivalent; also, the conditlon resulting from this process.
Equations may be continuities in which the elements are used successively,
or they may iovolve elements use ltaneously.

Quenc h has been or can be developed

from the original sequence gic primary component, by applying a
decimation process to

equivalent sequence., An alp gequence in which the interval between

Yant relationship to the ilnterval between

the same two 1-t€§;z T2Rother sequence. See decimated alphabet.

executlve method. method by which the transmitting station directs the

addressees of a message to execute (take action on) its purport at a

glven moment.

executlve signal. The trapsmission which indicates the instant at which

action is to be taken on a given message.

exempted addressee. An addressee included in the collective address desig-

netion of a message but for whom the message is not intended for either

action or information.
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exploitable system. A system whose basic elements heve been solved, but

which cannot be read without the solution of specific controls for
individual messages or groups of messages.

exploitation, n. The production of information from messages which are

encrypted in systems whose basic elements have been solved. Exploita~
tion includes decryption, translation, and the solution of specific
controls such as indicators, specific keys, etec.

external repetitions. Patent repetitions iIn encrypted text.

external text. In concealment systems, the g ently imnocent enveloping

text within which a secret message is

extremely-high frequency. The range o equencies from 30,000 to

300,000 megacycles. Abbreviated as

facsimlile, n. A system of teleco Y for the transmission of fixed

between repeti

FDT. File-date/time, q.N

field code. Primarily, e tactical code containing a limited vocabulary -
for low-echelon ground use.

file date/time. The date and time at which a message was filed in the

commnication center serving the coriginator. Abbreviated as FDT.

final period. In a periodic cipher system, the period determined by the

cryptanalyst to be the true period.
fist, n. The characteristic swing of the dots and dashes of hand-sent

Morse as sent by a given radio operator.
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fix, n. In D/F, an area indicated as the location of a transmitter by the
intersections of three or more bearings. Cf. cut.

fixed additive. An additive sequence which is repeated t0 meske up the

entire additive key.

fixed call. An assigned call sign which remains constant for an extended
period of time.

fleg, n. A graphic representation (triangular or square) of all comparisons
possible emong a set of elewments. ~--v.t. To make a flag.

flash message. A message bearing the/pyecedence prosign Z, q.v.

flush depth. 1. The condition whi& hts when two or more encryvpted

messages have been correc s)idperimp¥sed, all starting at the same
point In the key. 2. The m T such superimposed sequences, as a
flush depth of three v

"P" (FOX) method. See brosdgasl method.

four-level dlnome A‘\{iiteral substitution clipher system employing

four-square matrix system. A partially digraphic substitution system employ-

ing a matrix which usually consists of four 5 x 5 squares in which the
letters of 25-element alphabets (usuvally combining I and J) are inserted
according to any prearranged order.

fractionating system. A cipher system in vhich plaintext units are repre-

gented by two or more cipher symbols which in turn asre dissociated and
subjected to further encipherment by substitution or transposition or .

both.
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fractionation, n. A cryptographic process wherein the cipher symbols,

which combined represent a plalntext unit, are dissociated and sub-
Jected to further encipherment.

free net. A radio net in which any station can communicate with any other
station in the same net without first obtaining the permission of the

net control station.

free routing. The type of routing whereln the destination of a message

is designated by the originator but routes which the message will.

follow are left to the discretion of t n€laying station.
free star. The system of radio frequenc
assigned to an entire net, and an Cifn in the net may contact any
other on that frequency.

frequency, n. 1. in 1ts cryptolog) ‘;;b dcAtion, the number of actual

occurrences of a textual /BIQue hin & given text. Cf. relative

frequency band. The equencies between two definite limits.

frequency count. A frequw distribution.

frequency distribution. A tebulation of the frequency of occurrence of

plalntext or clphertext units in s message or a group of messages. A
frequency count.

frequency table. A frequency distribution in tabuler form, with frequencies

indicated by numbers.

frequential matrix. A type of cipher matrix providing variants. A matrix

in which the number of different cipher values availeble to represent

any given plaintext letter closely approximates its relative plaintext

frequency.
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full-t;me coverage. The assignment of the intercept operators necessary
to intercept all transmissions on a given frequency or associated
group of frequencies.
gapped, adj. As applied to a sequence, having gaps, selective, not complete.
garble, n. An error in transmission, reception, encryption, or decryption
which renders incorrect or undecryptable a message or transmission or
a portion thereof. ---v.%t. To make -an error in transmission, reception,

encryption, or decryption of a message.

garble table. Any table, chart, or aid which may be used to correct
gerbles (e.g., a pefmutation le

GCT. Greenwich Civil Time, q.

general call sign. A call sjimg ing all stations, units, commands,

originated p e Navy Dept., or by a fleet commander. A general message
is assigned an identifying title and usually a seriel number.(e.g.,
AINAV 5.)

general solution. A solution dependent on exploiting the inherent weaknesses

of the eryptographic system arising from its owm mechanics, without
the presence of any specialized circumstances.

general system. See general cryptosystem.
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§eneration. The production, either s;lrstema.tic or random, of call signs ’

keys, code groups, etc. In the case of call eigns, generation is

distinguished from sllocation, which is the sssignment of call signs L

or blocks of call signs to stations after generation. (Cf. alloéa.tioﬁs)"
generatrix, n. 1. One decipherment (or encipherment) out of a set of “
decipherments (or encipherments) of the same text, the set being
exhaustive on & given hypothesis or given eryptographic principle.

The elements of & generatrix are at a constant alphabetic (normal

or cipher) interval from those of anothey/g¢neratrix of the set,

(e.g., a8 in a strip system). 2. In N rith the method of
completing the plain component se one of the rows, each
of vhich represents a trial "de f the original crypto-
gram,

generstrix interval. The intg betkeep a plaintext generatrix and a

cipher generatrix.

GMT, Greenwich Mean Tiy

Q

the azimath of arrivalNgt

~
fTe]

goniometer, n. An elé dg¢vice used in direction finding to determine
signals plcked up by a direction-finder
antenna.

good difference. 1In énciphered code solution, a possible difference or one

likely to occur which is equal to, or may be, the difference between
two high frequency groups.

good group. 1. A code group which occurs with a relatively high frequency';
&8 common group . 2. A code group which has the proper limitation and

thus 1s known to be not garbled.

ko
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grammatical group. A code group indicating which of the alternative

grammatical inflections assigned to a particular code group is to

be taken.

grammatically identified group. A code group in process of identification

which has been established as being & particular part of speech, (e.g.;
noun, verb, adjective); but not more precisely determined.

grammatical table. A section in a code book containing grammatical groups.

Grandpré'cipher. A type of substitution system providing variants. This

system employs a cipher square iy ch are inscribed ten. 10-letter

words containing all the lett B phabet in their approximate

plaintext frequencies. The ords are further linked together

by a 10-letter word wh rticallj in the first columm as a

mnemonic feature for tha ion of the words in the rows.

Greenwich Civil Time, the mean solar time at the meridian of

Greenwich. Ab¥ge 89 GCT. Now superseded by Greenwich Mean

Time, q.v.

Greenwich Mea e meanhséiar time at the meridian of Greenwich.

Abbreviated a . Also known as universal time end Z {(Zebra) time.

grid, n. In a transposition system, a form or matrix over which a grille
is placed for fhe purpose of enciﬁhering or deciphering.

grillé, n. 1. A sheet of paper, cardboard, thin metal, plastic, or like
material in which perforations have been made for the uncovering of
‘spaces in which textual units may be written or read on the grid.
2. A matrix in which certain squares are blocked out or otherwise

"marked so as not to be used. Also called a stencil.

b1




Gronsfeld system. A polyalphsbetic substitution system employing the firs€

10 alphabets of a direct standard Vigen\ere table in conjunction with a
numerical key. The cipher equivalent of a given plaintext letter 1;1
found by éounting down the normal sequence th'e number of positions
indicated by the numerical key; thus Ap with key of L 1s Ec.

ground wave. The portion of a transmitted radio vave which travels along
the surface of the earth. Cf. sky wave.

group, n. 1l. A pumber of digits, letters or characters forming a unit for

transmisgsion or for cryptographic treat 2, In radio, two or more
common operating control.

group count. A npumber, usually prej

hard copy. A copy of &

tape, as opposed to ographic recording, perforated tape, etc.
harmonic, n. A mult_iple O  fundamental frequency.
hat, n. The upper part of a hat diagram; a crown.
hat diagram. A figure formed by writing the text of a cryptogram enciphered
by columnar transposition so that each column contains the textual units
which, for an assumed matrix width, must have occurred in a single
column of the original matrix, as well as others which may have occurred
in that column.
heading, n. In communication intelligence usage, the information on an inter-

cepted message preceding the message text; this information is in two

parts, the intercept data (supplied by the intercept operator) and the

preamble (transmitted by the target station).

-CONFIBENTIAL
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Hellschreiber, n. A system of automatic telegraphy which is uniquely

characterized by reception-printing on a paper tape in a facsimile-
like manner, in that the printiné is accomplished through the use of
a helix and stylus rather than through the use of conventional type
bars; thus, each printed character is made up of severa; closely
spaced horlzontal lines, as shown below:

 EXE T

R i =

HF. High frequency, q.v.

high-echelon, adj. Pertaining to orgaenizational units at the army divisional

level or higher, or their equivalentg

high frequency. The range of radio frgquénches Wom 3 to 30 megacycles.

high-grade, adj. Pertaining to a ¢ em which offers s maximum of

resistance to cryptanalysis : (1) complex cipher machines,

(2) one-time systems, (3) obdes enciphered with an additive

‘book. Cf. low-grade w-Yyrade .

tographic security.

plent. A true polygraphic system for the encipher-

ment of polygraphs of any order, involving algebraic treatment by means
of coefficients for the transformation of a plaintext polygraph into
1ts ciphertext polygrephic equivalent, and vice versa. Invented by
Professor Lester S. Hill of Hunter College.
hit, n. A coincidence of textual elements (single letters, digraphs, trigraphs,

etc.) occurring between messages.




bolder, n.
according to established distribution lists. In cryptologic appli-
ecation, an authorized possessor of eryptographic materisls.

holocryptic, adj. Incapable of being deciphered without a key. For
example, a one-time system might be termed holoeryptiec.

horizontel two-square matrix system. A digraphic substitution system employ-

ing a matrix which normally consists of two 5 x 5 squares placed side
by side.

hypothetical code. Code obtained by deciphering selected groups from en-

ciphered code messages by trial keys gésymed to have been used.

hypothetical key. Key obtained by ass 8¢ groups to underlle selected

cipher groups.

IBM. International Business Msach

;BM method. A form of statistic

Machines, q.v.

ICR. International commercial radiotelegraphy. -

identification, n. 1. In ecryptanalysis, determination of the plailntext
value of a cipher element or code group. 2. In traffic analysis, deter-
mination of the specific unit, aircraft, ship, or Order of Battle in-
volved in a given instance, but not its loeation.

Tdentification Friend or Foe. Radar recognition and identification., A

system using radar transmissions to which equipment carried by friendly

forces sutomatically responds, for example, by emitting pulses, thereby

distinguishing themselves from enemy forces. Abbreviated as TFF.
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Jdentifier, n. A volce intercept operator who Ydentikies the language and
subject matter of voice trensmissiona.

identify, v.t. 1. In cryptanalysis, to determine the plaintext value of a
cipher element or code group. 2. In traffic analysls, to determine ‘the
specific unit, aireraft, ship, or Order of Battle lnvolved 1in a given
iﬁstance, but not its location.

idlomorph, n. A plaintext or cipher sequence which conteins or shows a

[

pattern in its construction as regards the number and positions of

: repeated letters.

tdYomorphic, adj. Exhibiting the phenomgfio of idiomorphism.

idiomorphism, n. In a plain-text or

showing a pattern es regerds r and positions of repeated letters.

IFF. Identification Friend or

IMC number. International Mete Code nunber. See base number.

"I" (Ttem) method. See

immediate message. A ng the precedence prosign 0, q.v.

index, n. An ordepé such data as cipher or code groups, traffie,
etc., ~=-v.t aje such an #nlex.

s index letter. That 1&{£r of a componedt-of a cipher alphabet agalnst which

the key letter in the other component is Juxtaposed.

index of coincidence. The ratio of the observed number of coincidences in

a gliven cryptogram to the number of coincidences expected in » sample

of raendom text. of the same size as the cryptogram.

5




indicative, n. (Met.) A three-figure number indicating the meteorological
station concerned, and forming the first three figures of a synoptic
report.

indicative information. In comnection with IBM listings, that data which

serves to identify a given conbtrol group or & given line of textual
material; indicative information usually sppears at the left of any
given line on a listing and includes such data as worksheet number,
date, lane, etec. . .

indicator, n. 1In cryptography, an element inges

ed within the text or heading

of a message which gerves as a guide gelection or derivation and
application of the correct system s

the message. See also the more preNN

indicator.

graphic data by pé cators within a eryptographic system. 2. A
system used to en  indicator.

indirect symmetry. A property of a cipher square in which a pair of rows or

pair of columns may be united to give a decimation of one of the primary
components; 1.e.,'latent symmetry as opposed to the patent symmetry of a
cipher square exhibiting direct symmetry.

information addressee. The activity or individual to whom a message is

directed by the originator for informstion only.
initial key. The key used in starting an encipherment; especially, the short

key used to begin an autokey encipherment. Also called preliminary key or

priming kez.
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#nked tape. Paper tape on which code signels (usually dots and dashes)

are recorded in the form of visible ink patterns. Also known as inked

recording tape and undulator tape.

ingeription, n. In a transposition system, the process of writing & message
into a matrix.
integer, n. A vhole nunber.

integ;g.ted diagram. A composite traffic analysis dlagram of a given net,

showing significént facts established ebout the net or network from
verious separate daily disgrams sfidother sources over a period of time.
intercept, n. A copy of a message OWEDY N, by interception. ~--v.t. To

engage 1a dnterception.

intercept control. The a.ssinen’r, sglons to intercept stations, and the
furnishing of such sttiv » technical data to aid them in carrying
out these missions,

intercept data., Th mation supplied by the intercept operator and

~Tert of the message heading. Intercept data
i‘rquency, call signs, signal strepgth, signal reada-
da’ce/time, intercept station number, and case number.
According to sme intercept formats now in use, some intercept data,
such as time when transmission of message was completed and intercept
operator's initials may be found Just below the message.

intercept date/time. The actual date and time a message or chatter is heard

by an intercept operator. Usually recorded in Greenwich ("Z") time.
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interception, n-. Th&pwcess gaining possession of communications intended

for others without obtaining the consent of the addressees and without
preventing or ordinarily delaying the transmission of the commnicsations

to those addressees.

intercept method. The n}ethod of transmitting by prearrangement a message from
one station to another so that other stations for which it ‘;Ls intended
may receive it without giving a receipt. The station celled is responsibld
for the correct reception of the message at tha.t station. Also called

"I" (Item) method.

intercept position. The necessary eﬁ;tiipmen ilities required to inter-

cept one radlo signal. (}) manned ftgroe tion - The necessary

; manned by one operator, used for

intercepting the signals wth ends of a radio 1ink,

el
e

on which co;fézi;s comminications for COMINT

-
AN

intercept station. An A )

purposes .

“'y atmospherics, unwanted signais

interference, n. The impai' nent of recept;f’é}'_n
(not known to be deliberate) or the S_ffe‘%ts' of electrical apparatus or
machinery.

intermediate cipher text. 'I'ext in eryptographic form which has undergone part

but not all of the deciphering or enciphering process .

internal indicator. A message indicator, q.v.

internal repetitions. Repetit;ons occurring within the same message.

L8




internal text., In concealment systems, the secret text which 1s enveloped

.-

by open or apparently innocent text.

International Business Machines. Machinery using punched cards which are

electrically reed for accounting and statistical purposes.

international caell sign. A call sign assigned in accordance with the pro-

visions of the International Telecommnications Union to identify a
radio statlion, and appearing in up to date llsts published by the I.T.U.
The first letter or first two letters of the call sign indicate the
nationality of the station.

international Morse code. A wide

are represented by specifis
of both. The internaif
telegraphy.

International Servic

§. Abbreviated as ITU.

international teleprinter code. See Baudot code.

interpreter, n. A listener who translates (or summarizes) foreign language
voice transmissions directly from actual transmission.

interrelated cipher alphabets. Cipher slphabets most commonly prdduced by

the interaction of two primary components which, when Juxtaposed at
various points of coincidence, can be made to yleld secondary alphabets.

interrupted key cipher. An aperiodic polyalphabetic cipher of which the key

may be broken off and resumed at any point by prearrangement.

Lo
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1nterrugted-kéy columnar transposition. A columnar transposition system

in vhich the plaintext elements are inscribed in a matrix in rows of
irregular length as determined by a numerical key.

interrupter, n. A specified character of the plain text or of the cipher
text which by 1ts occurrence determines an interruption in the basiec
keying operation or sequence.

interval, n. The number of units between two units of encrypted text (lettersj

digraphs, code groups, etc.) counting either the.first or second of the =

two units but not dvoth.

interval key. A transposition key expressed, gt ytervals between

positions of synbols forming -the pleg #xP of ‘& transposition cipher. '

intrusive, adj. 1In a one-part code,

each other in the'brthography of a given language (e.g., the English
digraph QU).

inverse four-sguare matrix system. A four-square matrix system in which the
cipher sections contain normal alphabets while the plain component
-sections contain mixed alphabets. ’ -

invisible ink. Any of several chemicals used for writing or printing which

writing has the property either of being initially invisidle to the

naked eye or of becoming so after a short time.

50.
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invisible writing. Writing not visible to the naked eye. The characters

composing such writing may be mieroscopic or inscribed with invisible
ink,.

isolog, n. A cryptogram of which the plain text. is identical with that of
another message encrypted in another system, key, code, ete.

isologous, adj. Pertaining to or having the nature of an isolog.

isomorph, n. A sequence exhibiting isomorphism.

isomorphism, n. The term applied to the phenomena arising whenever two or
more sequences although different Andcomposition nevertheless possess ‘

identical patterns as regards g ity ) repetitions.

Jam, v.t. To make the satisfactony fe > ion of electrical signals difficult

or impossible by trans ng iMNerdering signels.
é.mming, v.t. The deliberate of reception of electrical signals by
gnals.

garggn code.

of symbols

Bazeries. It provided for encipherment by means of a manually operated.
device involvipg & nunber of revolvable disks, each bearing a mixed
alphabet on its periphery.

Joint, adj. Between, two or more Services of the same nation. (Wher all
Services are not involved the participating Services shall be identified,
e.g., Joint Army-Navy).

Joint communication. Common use of communication facilities by two or more -

Services of the same nation.

51
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A consté.%t len't%ﬂi;éﬁ 1}1 'clé'l%c

2apps plain constant. dence tests to denote

the probability of coincldence of a given textual element or unit in .
plain text. It is :the sum of the squares of the probabilities of occur-
rence of the different textual elements or units as they are employed
in writing the text; for example, in English telegraphic plain text,

the monographic and digraphic plain constants ere .0667 and .0069
respectively.

_&ﬁpa random constant. A constent employed in coincidence tests to denote

the probability of coincidence of a glven jdextual element in random

text. It 1s merely the reciproc;a.l of 4 bl number of characters

a. single letters

b. digraphs

c. trigraphs

Bajpa test. See coing

Mp; kes. kilocycle, k
@1, n. 1l. In cryptography, a symbol or sequence of symbols applied to

successive textual elements of a message to accomplish their encryption

or decryption. 2. A specific key.

i‘:ez book. A book containing key text, or plain text forming specific keys.

keyed columner transposition. A transposition system in which the columns

of a matrix are taken off in the order determined by the specific key,
which is often a derived numerical key.

key generator. A device for producing a key sequence.
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_key text. Text from which g

key group. A group of key synbols.

key-in, v.t. To recover key by means of a crib.

key index. An ordered listing of keys showing preceding and following keys
with proper designations of source.

key letter. A letter of key; especially in polyalphasbetic ciphers, the
letter determining which of the avallsble cipher alphabets is used to
encipher a particular letter.

key 1list. In cryptography, the publication containing the keys for a parti-

cular cryptosystem.
key phrase. An arbitrarily selectedv

key recovery. The cryptonalyt

from the unused letters of the alphabet in their normal sequence.
kick, n. A movement of controlled but usually variable amount imparted to a
rotating elemént of a ciphér machine either regulerly or cyclically.

kilocycle. One thousand cycles per second.
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lambda (A\) test. A test for monoalphsbeticity in a message, based on a

comperison of the ohserved number of blanks In its frequency distri-
bution with the theoretically expected number of blanks both in (a)
& normal plaintext message of equel length and (b) a rendom assortment

of an equal number of letters. Also called the blank-expectation test.

lane, n. A path, electrical, phyéical, or both, in one direction comnecting
two correspondents regardless of the route involved.

languagn apecialist. One who has developed a special;zed competence in one ' .

or more aspects of s foreign language.

latent repetition. A plajntext repetition t in cipher text but

susceptible of being made patent as ' of analysis.

latent symmetry.. See indirect symmet

lateral communication. 1. Communicallo

net, 2. Le#s frequently, 2 eton between adjacent units along a
front, or between units & pemey echelon of command.

Latin square. A cipher sges

symbol.,
lexical, adj. Of, pertaindg JO, or conmnected with words. In its eryptologic
sense, the word is used to characterize those cryptogrephic methods r
(chiefly codes) which deal with plaintext elements comprising complete

words, phrases and sentences, -

~/1F. Low frequency, q.v.

limitation, n. A restriction imposed upon a system or on some part of a
system, such that certain elements or characters either do not océur
et all, or occur only under certain conditions. (e.g., a S-figure code
using only groups begimning with the digits 0-5; a 5-figure code using

only groups whose digits sum to an even number.)
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line. See row.

linguist, n. One who has expert knowledge of a foreign langusge.

link, n. Any single direct system of telecommnicetion between two points
using one commnicatlion mesns. Cf. circuit.

link call. A common call sign used by two stations for intercommunications.

listener, n. A language specilalist who deals with a foreign lengusge in its
spoken form.

listing, n. A tabulation of data (e.g., the printed result from a deck of

IBM cards.). Also called a run.

literal key. A key composed of a sequencg letters.

literal system. Any cryptosystem desi OLf-1ine literal commnication

in which the plaintext and cip ymbols produced or accepted are

the normal alphabetical chs he digits.

local stereotype. A stereotype 8 /characteristic of a particular

originator.
log, n. 1. An orderly ¥e bserved events. 2. In Intercept operations,

a record kept by~ ® hatdPr of everything heard on a cirecuit, ---v.t.
To keep a lof

logarithmic weights.

weights are actuslly logarithms of the probabilities of the plaintext
units, and which are used to evaluate the results of certain cryptanalytie
operations.

log reader. A person engsged in reading the logs of intercept operators for
communication intelllgence purposes.

long title. The full descriptive name assigned to a document or device by the

preparing agency.
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loran, n. A long ¥ange radionavigation position fixing system using the

time difference of reception of pulse type transmissions from two 6#

i
1
t
|

more fixed stations..
low-echelon, adj. Pertaining to organizational unifs below the levei ofi

the army division or its equivalent.

low frequency. The rénge of radio frequenciles from 30 to 300 kilocyclea;

Abbreviated IF.
low-grade, adj. Pertdining to a cryptosystem which offers only slight
resistance to cryptanalysis; for, exgfipfe: (1) Playfair ciphers, (2)

single transposition, (3) unenci Cf. medium-

grade and high-giade.

low-level cryptochannel. A crypéqchann mposed of commands in low

hich has wide distribution, fair

physical security, a : cryptographic security.

M. 1. United States cedence prosign for DEFERRED. Usually trans-
mitted as "MY % accuracy. Assigned to messages whose delivery

ot required until the begimning of the office

hours following 8 day on vhich. filed. 2. Used in intercept operations

as a suffix to a frequency to denote “measured".

machine cipher. A cipher system in which the enciphering and deciphering
are performed by a méchine; or a message produced by such a system.

main table. In certain-céde books which have two meanings assigned to one
group, that portion of the code which includes the first, or principal

meaning only. Cf. auxiliary table.

mejor difference. The larger of the two differences obtained when two

code or ciphe# groups are suBtractgd each from the other by modular

arithmetic,
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major group. That one of two code or cipher groups which gives the minor
difference when the other group is subtracted from it.

marking impulse. One 6f the two types of impulses used in teleprinter trans-

mission; normally, that impulse during which current flows through the
teleprinter receiving magnet. The other type of impulse 1s the spacing
impulse, q.v.

master card. An IBM card which contains dats common to & particular series
of cards.

master decode. The principal and authoritative decoding section of a code

book, maintained during its reconst The master decode contains

all poassible code groups in the s study, and all partial or
complete identifications with ropriste validity indicators.

matrix, n. A geometric form or A transposition systems, the figure

s of the transposition are effected;

in substitution systepd,™ gre or diagram containing the sequence

or sequences of pls or g pher symbols.

matrix-reconstructiqy dia n transposition solution, a diagram of the

C—+~ P sequen hjch the size and shape of the original transposition
matrix may be ded .

EEEE!'H‘ The more or lgss intricate network of paths along which an electrical
current may flow in a cipher machine; specifically, the unit of a cipher
machine which intervenes between the input or generating impulse leading
into the apparatus and the output or resulting impulse.

me, mcs. megacycle, fnega.cycles.




meaconing, n. A system of receiving beacon signals and rebroadcasting them
on the same frequency to confuse navigation. The meaconing stations
cause inaccurate bearings to be obtalned by aircraft or ground stations.

.means of signal communication. A medium, including equipment, used by an

agency for transmltting messages.

measured frequency. The exact frequency on which a target was observed

operating, as measured by the iptercept operator. (Appearing with an
"M" suffixed to the frequency.)

medium-grade, adj. Pertalning to a cryp stem wvhich offers conslderable

resistance to cryptanalysis; for « (1) strip ciphers, (2)double
transposition, (3) unencipher art™odes. Cf. low-grade and high
grade.

megacycle. One million cycley p<c7se opd .
message, n. Any thought or ide) expressed in plain or secret language,

prepared in a fory gble Tor trensmission by any means of communi-
cation.
message alignme ssage placement.

message authentica

authenticity of a messapge by means of an authenticetor within the -
transmission derived from certain predetermined elements of the message

itself.

message center. An agency charged with the responsibility for acceptance,

preparation for transmission, receipt and delivery of messages.

message center number, A message reference number assigned by the messsge

center in order to facilitate internal administrative handling.
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message externals. Those components of a transmitted message which are

.not encrypted as a part of the message text. Specifically, the entire
preamble, the indicators and discriminants, and the postamble if present.

message format. The agreed upon arrangement of the various parts of a message.

message indicator. That part of the specific key which changes with every

message .

mesgege keying element. See message indicator.

message plecement. The determination of the correct relative position of

key and message.

message print. An IBM mechine reproductioy of messages to facilitate solution.
e type of data included,
depending upon the nature of th o 12 involved.

message serisl number. A referepeey W apsigned by the originator to each

out-going message to facililg aging, handling, end filing.

meteorological message. g giWing data about atmospheric conditions;

or cipher groups ubtracted each from the other by mod-10 arithmetic.
minor group. That one of two code or cipher groups which, when s&btracted
from the other group, produces the minor difference.

minuend, n. The key used in the tinuend method, q.v.

minuend method. A method of enciphering code in which the placode text

is subtracted from the key. In the process of decipherment, the enciphered
code text is subtracted from the key.

mission,radio intercept. A definite task, duty, or assigmment given to an

intercept activity or unit. Cf. target.
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mixed cipher alphsbet. A cipher alphabet in which the sequence of letters

or characters in one or both of the components is not the normal sequence.

mixed~length system. A cryptosystem in which the units of cipher text or

code text are of irregular or nonconstant length, as for example, a
monome-dinome system, or a code system employing both L-letter and 5-
letter groups.

mixed-unit, adJ Applied to codes having groups of different 1ength (e.g.,
some h-character and some S-character groups.,

mnemonic key. A key so constructed as ¢ easlly remembered.

w

MNR. Messsge center number, q.v.

MOA. Morse operator analysis, q.v

model encode. As used in codebook redQnsguction, the encoding section of ‘a

previous code book in the sq::’la'w age and of approximately the same

Its function is to serve as a

solution.
modular, adj. Pgh o & modulus, q.v.
modulo, adv. With to a modulus, q.v. (Abbreviated as mod; e.g.
mod-10, mod-26, etc.) i
modulus, n. Scale or basis of arithmetic; the number n is called the modulus
when all numbers which differ from each other by n or a multiple of n

are considered equivalent.

monitor, v.t. To Intercept and copy one's own or friendly radio and wire

transmissions: for the purpose of detecting and correcting violations of

regulations.
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wonitoring position. The necessary equipment and facilities required to

monitor one radio or wire signal.

monoalphabeticity, n. A characteristic of encrypted text which indicates

thet 1t has been produced by methods involving a single cipher alpha-
bet or single code book, unenciphered. It is normelly disclosed by
frequency distributions which display "roughness", or pronounced

variation in relative frequencies.

monoalphabetic substitution. A type of substitution employing a single
cipher alphabet by means of which each cipher equivalent, composed of

one or more elements, invariably repres

ps one particular plaintext unit,

vherever it occurs throughout any giyy hgage .

monographic, adj. Of or pertaining nits¥Ycomprising single characters.

monographic substitution. Encipherment betitution methods in which the

and their cipher equivalents

elements heve single-digit cipher equivalents, while others are repre-
sented by pairs of digits.

Morse codes. Various commmication’ codes, of special end limited usage, in
which letters and numbers are represented by specific groupings of dots,
dashes, or-combinations of both.

Morse operator analysis. Any system of cataloguing and identifyilng the manumal

keying characteristics of a Morse operator. Abbreviated as MOA.
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'_ multiliteral, adj. Of or pertaining only to cryptosystems, cipher alﬁhabeﬁd, .

and frequency distributions vhich involve cipher units of two or more
letters or characters. See the more inclusive term golgraghic.

mltiliteral cipher alphabet. A cipher alphebet in which one plaintext letter

is represented by cipher units of two or more elements.

miltiliteral system. A substitution system involving one or more mltil:lteraif‘
cipher alphabets. | '

multiple-address message. A message transmitted to two or more addressees

each of whom is informed of all the esgees. Each addressee must be =

indicated as Action or Informatio

multiple-alphabet system. tut™¥n in which successive

lengthy portions of a message ard\eady monoalphabetically enciphered 'by

miltiple ansgramming. anagraming similtaneously several trans& '._
position messages ¢f same ‘length that have been enciphered with the I
same key.

multiple call, A A\cted to two or more stations, in which the indi-

vidual call sipxg
lective call).

multiple key. A key "whose value has not been uniquely determined.

multiplex, adj. Pertaining to a communication  system permitting the
slmiltaneous use of a number of channels on a' single link,

mltiplex link. A link between one transmitter and one receiver whose

characteristics are such as to permit simultaneous use of a number of
channels vith separate transmissions on each channel.

NS. A net control station, q.v.
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near depth. Depth which, but for some minor inconsistenciles in the progresaioil

or identity of keylng elements, would be true depth.

net, n. A group or a number of groups of stations and links sssenbled on the

basis of common operating characteristics, presumably undet the admini-
strative direction of an immediate common superior headquarters station. -

net authentication. Tdentification used on a commnication net to establish

the suthenticity of the several stations.

net call sign. A collective call sign used to contact all stations in a net‘ },

on the same frequency.

net control station. The station designatefl o direct transmission activities

and enforce discipline within a ne ally serves the senior unit .

of the net. Abbreviated as NCS nown as "control" or "control
station."
network, n. The total apparent ¥

service of a national

nate or related ne

noncarrying arithmetic Afithmetic to the modulus ten; i.e., the tens

diglts are disregarded.

noncarrying sum. A sum produced in cryptographic (mod 10) arithmetic.

noncommtative, adj. As applied to bipartite matrices, so comstructed that

rov and column coordinates must be read in a certain prescribed order,

for example, in & row-column order.

. noncrashing, adj. A term used to describe that feature of the structure of

certain cryptosystems which does not permit a plaintext unit to be self-

enciphered.




‘nonliteral system. Any cryptosystem designed for the trensmission of data

in which the symbols or signals produced or accepted are other than
the normal alphabetical characters and the digits (e.g. teleprinter,
IFF, ciphony, cifax, civision, etc.).

non-Morse, adj. Pertaining to methods of transmission using symbols other
than those of the Morse code, (e.g., those of the Baudot alphsbet).

nonperforated grille. A matrix with numbered cells over which a transparent

paper is placed to obtain a transposition square.

nonregistered publication. A publicatio ich bears no register number and

-

for which routine accounting is n ed.
nonrepeating key. A key sequence es 1 repeat within a given massage.ﬂr”
nonsecret code. A code which has fo ole purpose the abbreviation, not ~£?

nontextual, adj. Form bf the actual text of the messege; as for if?’
example, addresg.g groups . y

nontransposabili} haracteristic incorporated in certain codes in

which the code 3 are constructed in such a manner that the transpo-

sition of any two letters will not produce another bone fide code group. .
in that code.

normal alphabet. The conventional sequence of letters which form the ele-

ments of written language and are used to represent approximately the
sounds of the spoken language. The direct standard slphabet beginning

with "A" and ending with'2".

normal frequency. The standard frequency of a plaintext unit or letter

relative to other such units or letters, as disclosed by the statistical

study of a large volume of text.
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. normal sequence. The normal alphsbetical sequence of those letters which

are used in the written text of any particular language, or any cyclic
rermutation theréof.

normal uniliteral freguency distribution. A distribution showing the

standard relative frequency of single plaintext synbols as disclosed
by statistical study of a large volume of text.

NR. Station serial number, q.v.

null, n. In cryptography, & symbol or unit of encrypted text hsving no
plaintext significance,

nunerical key. A key composed of a sequ of numbers.

numerically-keyed columnar transpositjeg. position system in which

- the columns of a matrix are ta&en™ff# in the ordéb determined by a

numerical key.

“nhunérical table. In a code boo al/ of code groups representing mumbers, -

dates, and amounts.'-

0. United States Mi1ibHg EdSlce prosign for TMMEDIATE, Usually trans-

mitted as "00" #CTEngud gicuracy. Assigned to important tactical
necessary, those“wegfages concerning the immediate movement of ships,
aircraft, or ground forces.

g[_. The order of battle, q.v.

office of record. The sgency charged with malntaining the ultimate accoﬁnting

records for registered documents.

off-line operation. A method of operation in which the processes of encryption

and transmission and/or reception end decryption are performed in separake

steps, rather than automatically and simultaneously.
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offset, adj. Applied to messages in depth or repetitions in these,
begimming or occurring at different points of the key.

offset duplicate., A pair of messages in depth having identiecal or nearly

identical plain text except that the plain text of one 1s dlsplaced
along the keying cycle in relation to the other.

off the cut. As applied to the division of cipher text ini:.o polygraphs,
beginning elsewhere then with the initial character of_a. bona fide
polygraph.

one-deep reading. The keying-in of assumglyplacode of a single messsage.

one-part code. A code in which the pladpy %, elements are arranged in

alphabetical or numericel ordey g o by thelr code groups also '\

used.

one-time system.

nature, is

on-line operation.

encryption and transmission a.nd/or reception and decryption aré per- .
formed automatically and simultameously.

on the éu‘b. As epplied to the division of text into polygraphs, beginning
with the first textual character. _

open code. A cryptasys:bem in which units of plain text are used as the -
code equivalents for letters, numbers, words, phrases or sentences. The
code equivalents themselves, usually words or phrases, caﬁ be co;n'bined :
to form the intelligible text of apparently innocent messages. Cf.

concealment system.

CONFIDENTIAL
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-operating signal. In Joint and combined usage, a trigraph beginning with

"Q" (in international usage, "Q" and "Z") used to facilitate the
handling of traffic, to direct net operation, or to convey certein
originator's instructions in e message. Operating signals are also
used by aircraft to conve& certain operational information such as
movements, reports during flight, and meteorological advice.

optimum traffic frequency. The most effective frequency at a specified time
!

for ionospheric propegation of radio waves between two specified points

(commonly taken as 85% of the monthly medlan value of maximum usable

frequency for the specified time and R .

order of battle, Informgtion concernifd)the dgtapls of a nation's military

services; (e.g., the uﬁits compdy hem, their disposition and

strength, personalities, e

originator, n. The individual r or his officially designated

Dge puth Yy a message is sent.

9

en ather £han the control station on a link, group,

representative) by v}

outstation, n. Any stat

or net.
overlsp, n. 1.. grment of two or more encrypted texts by the same

- or portions of ty: ame key, é. A worksheet containing cryptographic
text so writﬂéntﬁhat tﬁe elements enciphered in the s;me key will fall
in the'same colum. 3. In the Hagelin machine, the condition arising
vwhen there are two effective 1égs on the same bar. ---v.t. To super-
impose enciphered texts.

2. United States Militarj'précedence prosign for ERIORiTY; Usually trans-
mitted as "PP" to ensure accuracy. Assigned to important matter which
requires prompt delivery to the addressee. It is thé highest precedence

designation which may be assignEQ'to nonoperational ﬁegsages of an admini-




J.JJ.LJ.L‘ ...J.J.

AW

., pedding, n. Extraneous text added to a message for the purpose of concealing
1ts length and beginning or ending or both. |
page copy. A copy of & message received by teleprinter on a page.
page symbol. 1. That part of the indicator in an enciphered code system,
indicating page in key book. 2. That pert of a code group indicating
the page on which the plain equivalent is to be found.
peginstion, n. 1. The act or process of assigning identifying sym'bgis to

the pages of a code book or a key book. 2. The sequence of symbols

identifying the pages of a8 code book key book. o
panel code. A prearranged code design sual commnications between

ground units and friendly aircpybff Joy meadS of specially coloréd or

meaning.
"partially periodic repej
1dentical sectiopns
part of the
partially-polygraphde

Any polygra.phic substitution system in which

the encipherment of certain members of the polygraphs shows group srelae- s
tionships; small matrix systems, such as the four-square, two-square and.
Playfair systems involve such group relationships and are gonsidered to
be partially-digraphic systems.
artition, n. Resolution of an integer into a set of integers (e.g., repre-
sentation of the in{:eger 6esland s , 2 and ll-, 3 and 3).
‘ga.rt message. A message divided into two or more parts, eachd which is sent

as a separate transmission.
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patent repetition. A repetition which is externally visible in the original

ceryptographic text.

patent symmetry. See direct symmetry.

pattern. See idiomozg .

pentagraph, n. A set of five letters.

pentanome, n. A set of five digits. “

period, n. The number of elements (letters of a cryptogram, consecutive steps
of a wheel, etc.) that must occur before cyclic I;roperties become menifest.-

periodic, adj. Characterized by cyclie ﬁsage, as of key in a periodic system, q.v.

periodicity, n. In its eryptologic applic n, the quality or state of exhibil-

ting cyclic phenomena,
periodic substitution. Periodic polfalPbéhtic substitution. A method of

encipherment involving the o 3% a plurality of alphabets. Also

called repeating key method

periodic system. A system Jm

personality file. A file containing the histories of all personalities appearing

in intercepted comminications, together with the circumstences in which

they were mentioned.
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pga;eg',_ n. 1. A period or interval. 2. The relationship between two sequences
(of text, of key, or of text and key), each having its own eycle. Such
sequences are in phase with each other wl.lenever the starting points and
the successive elements of the periods coincide, and out of phase vwhen-
ever the elements of the period do not. When a message is affected by’
two periods‘, e.g., code-group length and a transposit:lop key length or
additive key length, those portions of 1t written on the cycle of the

product of the two periods are said to be in phase.

phi (¢ ) test. A test applied to a freq |‘ y distribvution to determine its ’

onstent and keppa random constant.

monoalphabeticity. See also kappé

punication security which results

from all physical measures_necessh o safeguard classified communica-

pibal, n. A weather report besed . pllot-balloon gbservations of upper
winds. (From "pil6 )

A le

pilot letter.

placode, n. A portmwptegl word used to desighate plain or unenciphered code.

"

plain, adj. Of or pertaining to that which is unencrypted. See also plaintext.
plain code. Unenciphered code.

plain component. That sequence of a cipher alphabet which comprises the

sequence of plaintext symbols.

plein component equivalents. In conrection with the method of completing the

Plain component sequence, the plaintext equivalents for cipher units
derived from an arbitrary juxtaposition of the components of a cipher
alphabet.

™

T0
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plaindress, n. A type of message in which the complete address is contained
in the heading. Cf. codress.

plain language. Plain text, q.v.

' plain text. 1. Text or lenguage which conveys an intelligible memning
in the languesge in which it is written, with no hidden meani;xg. 2. The
intelligible text underlying a cryptogram.
pleintext, edj. Of or pertaining to that which conveys en intelligible meaning
in the language in which it is written with no hidden meaning; as the
= plaintext equivalents. Often shortened to plain.

Playfair system. A type of digraphic substi on using a single matrix

normally of 25 cells.

ion. A type of mathematical

Poisson table. Table of the Poisson 4§

table containing probabllity dg ble to the phenomena of repeti-

tions expected to o‘btain in s andom text; used in cryptanalysis
to determine whether or titions observed in a given sample
of cryptographic textda wiarepetitions or accidental (random)
repetitions.
.polyalphabetic subs t type of substitution in which the successive
- plaintext elements message, usually single letters, are enciphered

.= by & succession of different alphabets which may be used more than once

>

end which are used in a predetermined order.
polygraphic, adj. Of,pertaining to, or connected with any groupings comprising
two or more letters or characters.

polygraphic substitution. Encipherment by substitution methods in which the

plaintext units are regular length groupings of more than one element.-

L




polypartite slphabet. A multiliteral alphebet in which each letter of plain

text is represented by a cipher unit of two or more characters whose

functions are clearly defined. See bipartite alphabet, tripartite alpha-
bet.

Porta system. A forerunner of the Vigenére system of polyalphabetic substi-

tution, this system employs 13 alphabets formed by sliding the second
half of the normal alphabet against the first half. Each alphabet may

be identified by either of two key letters.

position assigmment. That number of intghcépt targets or monitor targets which f

gstamble, n. The information trang g immediately following the actual

text of e message. Date, g and cryptographic indicators are

there is intended deceit.

‘EE :)1-
presmble, n. The inidgmpftion transmitted just before the text of a'message.
The preamble generally includes the station serial mumber, the érbup

count, the file date/time, precedence indicator, and address. Cf. heading. .

prearranged message code. A code adapted to the use of organizations which

require special or technical vocabulary and composed almost exclusively
of groups representing complete or nearly complete messeges.

precedence designation,' A designation assigned, usually by the originator, to

each outgoing message, indicating its degree of urgency; thus, precedence

designations indicate the order in which messages are to be handled.

72

—CONFIDENTIAL




'preliminary check coverage. The assignment of intercept operators to cover

all transmissions on a link, group, or net for a prearranged length of
time for the purpose of compiling information es to the stations' opera-
tion, echelon, relative importance, and other data concerning the cir-
cuit.

preliminary key. See initial key.

primary frequency. A frequency essigned for normal use on & particular

circuit.

primary period. See baslc period.

primary sequence. The basic sequence fr ich other sequences may be

derived or which may be slid ega basic sequence to produce
{
secondary alphabets.

priming key. See initial key.

priority message. ' f precedence prosign P, q.v.

private code. A code conebw the exclusive use in correspondence

probable word. Plg

A erib.

probable-~-word method\ THAe method of solution involving the trial of plain

text assumed to be present in a’ eryptogram.

procedure analysis. That component of transmission security which determines

trends in security and procedure vidlations, maintains a continual check
on such occurrences, and initiates remedial and corrective measures when
and vhere necessary.

procedure message. A short, plaindress message used to expedite the handling

of traffiec.

13
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procedure sign. Prosign. An abbreviated code signal used to convey the

most frequently used orders, instructions, requests, and information
related to commnications. Procedure signa are supplemented by opera-
ting signals.

procedure word. A word or phrase limited to radiotelephone procedure and

used: in lieu of a prosign.

proforms message. A message in standerdized form, designed to convey intel-

ligence by conventions of arrangement and abbreviation.

. progressive alphebet system. A periodic g yalphsbetic substitution system ®

in which the successively used cifhy Rpebets are produced by succes-

sively sliding a pair of sequ 8 all possible Juxtepositions.

prosign, n. Procedure sign, q.v.

pseudo-code system. A cipher sygtefl which produces a cryptogram whose groups

resemble those prod a ¥ode system.

as a message, letter or memorandum, to meet operational requirements. -

publication status. Past, present or future state of effectiveness of a

ﬁublication.

pyrotechnics code. A prearranged code in which meanings are assigned to the

various colors and arrangements of pyrotechnics.
Q. A symbol used in D/F bearing observation classification to indicate,
"insufficient time for accurate measurement or classification".

Q code. A code made up of Q signals adopted by the International Telecommuni-

cations Conference at Cairo, 1938.
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Q slgnal. See operating signal.

quinguelitieral alphabet. A cipbher slphabet in which each plaintext letter

is represented by a 5-character equivalent.

B. United States Military precedence prosign for ROUTINE. Usually trens-
mitted as "RR" to ensure accuracy. Assigned to messages which must be
delivered to the addressee without delay, but are not of sufficient
importanca to Justify a higher precedence.

radar, n. Radlo equipment for the determination of a target's direction and
range. Derived from the phrase, "radio detecting and ranging".

radey deception. The radiation or rerad: of radar emissions in a manner

intended to deceive the enemy.

radio countermeasures. All measures'™ W to reduce the military effectiveness

gence.

radio deception.’

intended to deceivw/the enemy.

radio discipline. Enforcement of the rules and regulations for the use of

radio.

radio fingerprinting. The process of identifying a radio station by a study

of the characteristics of the emissions of its transmitter. Abbreviated
RFP.

radlogoniometry. See direction finding.

radioprinter. A radio teleprinter. See teleprinter. Abbreviated R/P.

CONFIDENTIAL
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radio procedure. Standardized methods of transmission. used by redio operators

to save time and prevent confusion. By ensuring uniformity; radio pro-
cedure increases security.

radio silence. The shut-down of redio transmission within a command as

ordered by the commander.

radio spectrum. The entire range of radio frequencies.

radio station. One, or a number of co-located transmitters and receivers

operating in any number of radio links, but serving the same organization.

radiotelegraphy, n. Transmission of telegrgbhic signals by radio.Abbreviated W/T,

radiotelephony, n. Trensmission of voldw INgmMg by radio. Abbreviated R/T.

rail-fence transposition. A {trenspgsid system in which the plain text -

is written alternstely in

this analysis is not correlated with the cryptographic system ipvolved.--

Thus, in a search for characteristics of the cryptograpﬁic system,statistical .
analyses are made, and those which show variations not likely to have been
produced 'b'y chance may suggest the nature of some elemet;t of the system.

The statistical analysis to be successful must be desligned to pfovide

for the possibility that variations not likely to be those\ produced by

chance will appear and thus, by inference, must be correlated with the

cryptography. The norm 1s calculated on the assumption that chance

variation is present, and it is Prom this stendard that variations ere

T CONFIDENTIAL




randomize, v.t. 1. To glve random characteristics to; to allow or cause events
to occur or to appear according to no order other than that determined
by chance or accldent; to select elements of a population at rendom. 2.
Loosely, to re-arrange so as to exhibit no evident law of formation.

randomized code. A two-part code, q.v.

random text. Text which appears to have been produced by chance or accident,
having no dilscernible patterns or limitations.

rapid analytical machinery. Any high-speed cryptanalytic machinery, usually

electronic or photoelectric in nature. Abbreviated RAM.

raw traffic. intercepted traffic showing pb fgvidence of processing for

ments, elimination of unwanted e
number and/or an erbitrary

RCM. Radio countermeasures, q.v

RCM deception. The radlatips

manner intended to

RCM intelligence.

measures,

RCM reconnalssance. See RCM search.

RCM search. The search for enemy-generated radio waves to determine existence,
source, and pertinent characteristics.

read, v.t. 1. To decrypt, especlally as the result of succesasful cryptanalytic
investigation. ---v.i. To yield intelligible plain text when decrypted.

readability, n. 1. Capability of being understood, as, the readability of
radio signals. 2. The extent to which cipher or code messages of a parti-

cular system can be read.
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readable, adj. Pertaining to those code and cipher systems in which sufficient

plaintext values or keys have been recovered to permit the reading of
messages encrypted in these systems.

readsble system. A system whose baslc elements and specific controls have

been solved to the extent that messages can be read without further crypte

analysis. Cf. exploitable system.

readdress, v.t. To direct a message to addressees not included in the original

address without rewriting or re-enciphering the message.

reader, n. A language speclalist who dea 1th a foreign language in its

written form,
receipt, n. A communication sent b

message or other transmission hea &y satisfactorily received.

recelpt method. The method of tr§:§?1~
requires a receipt for each\of dts transmissions. Also known as "R"

(Roger) method.

reciprocal, n. 1. An _eledut™{lIich bears a reciprocal relation to another

station indicating that a

pon in which the transmitting station

element. 2. “gigtdent of unity divided by any quentity. ---adj. Inter-

changeable as
alphabet, if Ay = By, then Bp must equal Ac).

reciprocal cipher alphabet. A cipher alphabet in which either of the two

sequences may serve as plain or cipher since the equivalents exhibit
reciprocity.

reciprocity, n. As used in cryptology, interchangeability of plain-cipher
relationships (e.g., Ap = Bc and Bp = Ac).

recognition signal. See authenticator.
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reconstruction matrix. A skeleton matrix employed in the solution of cfypto-

systems involving a substitution matrix. It ailds in the correct relative
placement of plaintext or ciphertext values as recovered, and thus
often affords clues as to the internal arrangement of the original matrix.
recording, n. A representation of an intercepted radio transmission by any
means other than s written record, (e.g., magnetic, inked, or punched
tapes; disks, wire, etc.).
recover, v.t. To solve; to reconstruct (e.g. eryptographic data or plain text).

recovery, n. 1. The process of making encrypted text intelligibBle through

ceryptanalysis.

rectangular grille. A grille differ§y

grille. The grille itself admits of but

to a more usable Ny without altering their interrelatiomships, (e.g.,
0 geﬁuce & multiliteral cipher to uniliteral terms).
reflector, ﬁs 1. An element of a cipher machine, usually with a single set
of contacté wired together in pairs, each ;f which establishes a reciprocal

circuilt through the maze. 2. Specifically, in a wired rotor machine of

the Enigma %yﬁe; that particulas# ¥otor which bears on one side the usual

26 contact points and bears on the otlier side 13 wires which connect these
26 points into 13 sets of two points each; thereby effecting a reciprocal

circuit. Sometimes called a reversing wheel.




regional call sign. A collective call sign used to contact a nunber of specific

stations in a net or group, usually within a particular geographic area.

>

registered document. See registered matter.

registered matter. Any classified matter registered usually by number and

periodically accounted for.

register nunber. A nunber assigned to registered matter for accounting purposes.

relaste columns. See equate columns. .

related alphabets. Any of the several secondary cipher alphabets which are

produced by sliding any given palr of components agalrit each *
other.

relative, adj. Pertaining to code ndic@tors, etc. from which a. .. . .. .
provisional encipherment has been d; reduced to provisional, not

relative frequency. In its eryptologic application, the ratio of the actuel

occurrences of a textual element to the munber of possible occurrences
within a given text.

relay message. A -message which reaches its destination by pessing through

one or more intermediate stations.

releasing officer. A pfoperly designeted individual who may suthorize the

sending of & message for and in the name of the originator.

8o
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repaginate, v.t. To supply a new sequence of page symbols for a code book
or key book.

repaginated code. A code in which the pages of the code book have been

assigned a new sequence of ldentifying symbols.

repagination, n. The assigoment of & new set of symbols identifying the

reges of a code book, or key book.

repeating-key method. See perilodic substitution.

repetetive encipherment. A type of encipherment in which the primary cipher

text of a cryptogram is subjected to further encipherment with elther
the same or a different system. Doub ansposition is a frequently-
encountered example of repetitive ¢

rephase, v.t. To put back in phase.

resultant period. See apparent-

reversibility, n.

text digraph #

ments of each togg Ifversed (e.g., AB, = CD, and BA, = DCc).

revision, n. A complete publication, superseding all copies of the publi-
cation revised. -

revolving grille. A type of grilie in which the apertures are so distributed

that when the grille is turned successlvely through four angles of 90
degrees and set in position on the grid, all the cells on the grid are

‘disclosed only once. Also called rotating grille.

RFP. radlo fingerprinting, q.v.

"R" (Roger) method. See receipt method.
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room circuit. A clrcuit vhich has no commection with outside stations

and which 18 used for encipherment and decipherment in off-line
operation. |

rota, n. A table of call signs, frequencles, or other commnication ltems
used in cyclic order.

rotating grille. See revolving grille.

rotation, n. The method of changing call signs or frequencies within a
given initiel allocatlon.
rotor, n. A disk which 1is designed to rots ithin & cipher machine and

vhich controls the action of some o} component or produces

rotor setting. A letter ok the rim of a rotor serving to indicate

roughness, n, That § stic of. a frequency distribution vwhere there

is displayed in the Wigfribution a pronounced variation in relative
frequencies of the elements considered. CFf. smoothness.

route transposition. A method of transposition in which the ciphertext

equivalent of a message is obtained by transcribing, according to any
prearranged route, the cells of a matrix into which the message was
Inscribed earlier according to some other prearranged route.

routine message. A message bearing the precedence prosign R, q.v.

routing, n, The process of determining and prescribing the path or method to

be used in forwarding messages.

-CONFIDENTIAL
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routing designator. A symbol or group of symbols appearing in a message

preanble, serving as a guide to redio stations in routing the message
to the finsl recipient.

row, n. As applied to a matrix, a horizontal sequence of letters or ]
numbers or groups thereof.

row break. In enciphered code solution, the determination of the beginning
and end of the rows constituting an addlitive page.

row coordinate. A symbol normally at the side of a matrix, or cryptographic

table, identifying a specific row of cells, used in conjunction with a
column coordinate to specify an ind al cell in the matrix or table.

Also called row indicator.

row designator. See row coordinate

row indicator. See row coordi

R/P. Radioprinter, q.v. ‘:;?

R/T. Radiotelephony, q.v

run, n. See listing.

running key. e goele ciphers, a non-periodic key arbitrarily

prepared or, Qb | firom & book or any continuous text.

running-key system. Mgybstitution system employing a rumning key, q.v.

S. Strength (of radio signals). See signal strength.

sampling coverage. The assignment of Intercept operators to take periodie

samples of transmissions on a certaln frequency.
scanner, n, A reader who examines forelgn languege texts to assess their
intelligence content.

schedule, n. A time during which a link, group, or net is known to work.
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geramble, v.t. 1. In telephony, to meke telephony unintelligible to casual
interception. 2. In cryptography, to mix in random or other fashion.

search, v.t. fo sample trensmissions on variocus frequency bsnds in an
effort to find atations or other communicetions activities which are

not already under regular coverage aessigmnment.

gearch coverasge. The assignment of interceﬁt operators to listen continually

on 8 given band of frequencies in order to dlscover new target frequencies

in use.

gsecondary alphabet. An enciphering or decfpering alphabet resulting from

the Juxteposition of two primary

mixed. A secondary alphabet, f W/ Jifferent in sppearance from the

bet.

secondary frequency.

clrcuit when pr

secret ink. Any of several chemicals used for writing or printing which

have the property of being initially invisible to the naked eye or

of becoming so after e short time., Also called invisible ink or

sympathetic ink.

secret languasge. Text which conveys no intelligible meaning in any languege

or which conveys an intelligible meaning that is not the real, hidden

meaning.




secret writing. 1. Visible writing in secret language. 2. Invisible

writing.

sectional, ad}. Pertaining to a code so constructed that & particuler
class of code groups represents a particular class of plaintext units;
(e.g., all code groups beginning with a given symbol represent numbers,
spelling groups, etc.).

self-evident code. A code whose meanings are self~evident owing to a

visible connection between code groups and their meanings, (e.g.,
AV means advence, ADR means address, etc.).

geparator, n. 1. A word separator, q.v. A stationary element between

moving rotors in a wired-rotor clpie , which comprises a ring
of contacts on which the contad

seguence, n. An ordered arranggmegt of WugPols (letters, digits, etc.)
heving continuity. Specif) ’

alphabet in order;

their distributide, /It is not to be used for accounting purposes and

therefore is not to be confused with a register number. Often called
a "copy number". 2. The number of a message in a series.

seriation, n. A process of inscribing plain or cipher elements in two rows
and subjecting the ;ertical paelrs to further cryptographic treatment.

service message. A message between commnlcations personnel perteining to

any phase of traffic handling, communication facilities or circuit

conditions.
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setting, n. The arrangement apd salignmei!. of thn variable elements of a
cryptographlc device or machine at nny momenl, during its operation.

get-up, n. .Arrangemenb or character of those parts of a cipher machine,
(e.g., wheel patterns, wiring systems) which norma:lly remain unaltered
For comparatively long periods of time or for the encipherment of large
numbers of messages.

SHFF. Super-high frequency, q.v.

shift, n. 1. Difference in positlon of text In messages, offset as regards

the key. 2., Slide. 3. In the operal of a teleprinter, the mechanical

action which takes place when the g moved from the letters to
the filgures position, or vice y

shoran, n., An sbbreviated name for e range radio nevigatlion system.

f"fv'ing

_and recelver and two transpdnd«y beacons at fixed points.

It 18 a preecislon positiol »ystem using a pulse transmitter

short title. A short, YgM)iflying Combination of letters and/or numbers

assigned to a documel oNdcvice for purposes of brevity a.nd./or
security. Q o

sigmage, n. As usedNincpyptonathematics, o measure of the standard
deviation from normal, expressed in terms of sigma (&'). ‘

slgnal center. See commnication center.

signal communication. The means of conveying informstion of any kind

from one person or place to another except by direct unsssisted conver=-

sation or correspondence.

signal intelligence. A term formerly applied to communication intelligence,
with which it is synonymous.

Signal Intelligence Service. Formerly, an organization of the Army Signal

Corps which was charged with the functions now performed by the

Army Security Agency.
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slgnal operatlon instructlions. A series of .orders issued periodlcally

for technical control and coordination of the signel commnication
activities of a command. The S0I include related subjects such as
instructions for the use of codes, ciphers, and authentication systems;
and an index of the special signal communication instructions issued
by an organization in the field. Abbreviated SOI.

signal security. Commnication security, gq.v.

signal strength. The relative audibility of a station's transmission,

expressed on a numerical scale fro st to greatest audibility.
significant, ad). 1. Having meaning cance. 2. Exhibiting some
fedture or limitation which ¢/ i/ Jeasolably be attributed to chance..

sign off. A signal denoting the ter on of a transmission.

simple substitution. Monoalyp aﬂgsjc upliteral substitution.

simple transposition. Seg sing ensposition.

simplex circuit. See

simplex 1link. A rgg

two statloph

definition, tiM > ofe at least two distinct uses of the phrase: (1)

To describe that system of frequency allocation, on a link of any
transmission type, in which only one frequency is assigned for communi-
cation in either direction; and (2) to describe a link using single-
channel teleprinter eguipment.

simplex operation. A type of operation used on a simplex link, q.v.

single position. A recelving terminal manned by one operator.

single-station call. A station call-up wherein one call only (either the

sending station's call or the receiving station's call) is used by

the calling station.
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single transposition. A transposition in which only one inscription and

one transcription are effected.

S.I.T. Special identification techniques, q.v.

sked. Schedule, q.v.

skip zove. The space oI regiom within the range of transmission wherein
radio signals from a transmilter are not received. It lles between
the farthest point reached by the ground wave and the nearest point
at which sky weves come back to esrth. Also known as dead space.

sky wave. The portion of a tresusmitted radio wave which is radiated outward

into space. CIf. ground wave.

51id depth. The condlition arising when pehé e enclphered with the

" same key but offset with regard % key.

slide, n. 1. In the Hagelin machige ytive displacement between

the alphabet wheel ard the p\ia el, 2, The interval between

glide code. & cod wl aried from time to time by sliding the code

groups against theNplsfn equivalents.

8lide run. An IBM listing of the results of sliding one text agalnst
another.

81iding, n. The process of testing possible placements of cipher on key
by deciphering at all possible juxtapositions.

s8liding components. Components which are s1id ageinst one another in the

process of enciphering or deciphering.




8liding strip. A strip of cardboard or similar material which bears s

sequence and which can be slid against other such strips to various

Juxtapositions.

smoothness, n. That characteristic of a frequency distribution where there

is displayed in the distribution no pronounced variation in relastive
frequencies of the elements considered. Cf. roughness.

S0I. Signal operation instructions, q.v.

solve, v.t. To cryptanalyze. To fif

solution, n. In its cryptanalytic application, the process or result of

solving a cryptogram or cryptosys cryptanalysis.

i} text of encrypted commni-

cations by cryptanalytic prodgssegs or to recover by analysis tﬁélkeyé

and the principles of thfi 11 R£ion.
SOP. Standing operating proc EE? iv.

spacing impulse. One g o es of Impulses used in teleprinter

transmission; nodgs impulse during which no current flows

through the #oler qt&/receiving magnet. The other type of impulse

special check cover' The complete cover of a case number for a-limited

period of time,

speclal identification techniques. A collective term including Morse operator
analysis, redlo fingerprinting, and direction finding. Abbreviated
S.I.Tl

special purpose system. Specific cryptographic aids intended only for

certain types of messages. They include General and Auxiliary Signal

Books end Signal Vocabulary, Authenticator Systems, Aircraft Codes, .

Fighter Director Vocabulary, etc.

Iy
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specisl solution. A solution which depends on eircumstances which are not

peculiarly caused by the inherent principles of the particular crypto-
system., For example, solution of & periodic system by exploiting a
pair of isologs which have been produced by identical sliding compo-
nents but which involve two different repeating keys; solution of &
double transposition system by simultaneously enasgremming the corres-
ponding elements of several cryptograms which are of identical length
and which ~:a.ll involve use of the same specific key; ete.

specific key. An element which is used with a specific cryptosystem to

determine the endipherment of a messagg :  4 which includes both the

message keying element and the dail RE Nement, It may consist

of a letter, number, word, phrasg, £ nce, a speclal document, book,

or table, etc., usually of a

code vocabulary.

spelling table. Syllsbary, q.v.

split calls. Two or more call signs which are used individually, in a
specific prearranged menner to identify a particular radio station or
link. For example, a particular call sign may be associated with a
particular frequency, where several frequencies for s station are
involved.

spotter, n. A reader who sorts traffic by means of key terms.

square, n. See matrix.
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sguare table. A cipher square {e.g., A Vigenére table).

SST. Sfanding signal instructions, q.v.

stagger, n. A pair of offset duplicates; staggered depth. ---v.t. To
encipher the same plain text in a second message in depth with the
first but in a position differing by one or more characters.

staggered depth. Depth In which identical plain texts are superimposed

with reference to the keying elements but are offset (reterded or
advanced) one or more steps with reference to each other. Were it
not for this advance or retarding, cipher texts would be lidentical.

standard cipher alphabet. A cipher a which the sequence of letters

in the plain component is the and in the cipher componentiie thew. -
same as the normal, but either r d in direction or shifted from
its normal point of coin 'd&ﬁ;p wigh the plein component.

gtandard uniliteral frequengy diRtr{bution. See normal uniliteral frequency

distribution.

loss of efficlency. Abbreviated as SOP.

standing signal instructions. Signal instructions containing items of

operational data not subject to change, and instructions for the use

of the SOI.

star, n. The system of radio frequency ussge wherein a group of stations

operate on a common frequency and direct all their traffic through

the net control station.

91
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starting point. A point in a key where enciphering or deciphering begins.

gter with lateral. The system of radio frequency usage wherein a number

of stations operate on the same frequency with some degree of lateral
commnication. Cf. star.

station authentication. A security measure designed to establish the

suthenticity of a transmitting or recelving station.

station indicator. See base number.

gtation serial number. A message reference number assigned by the trans-

mitting operator to each message transmitied in di_reet commnication
to another station. Abbreviated NR. |
stator, n. An endplate, q.v.
stencil, n. See grille.

stereotype, n. A word, number, phy

result of language habits,
especlally at the beglpeing orending of a message.

gtereotyped messages. ypted messsges which are recognizeble as _

such because of JHETMmetIe pharacteristics of the underlying plain
text.

strip, n. Sliding strid, #v. ---v.t. To remove key, especially from

enciphered code.

strip-cipher devicé. A cipher device employing sliding alphebet strips.

stripper, n. One who recovers keys.

substitution alphabet. See cipher alphabet.

substitution cipher. 1. A cipher system in which the elements of the plain

text are replaced by other elements. 2. A cryptogram produced by

enciphering a plaintext message with a substitution system.

-~
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. substitution system. A system in which the elements of the plain or code

text are replaced by other elements.

subtractive method. See minuend method.

subtractor, n. A number or series of numbers from which numerical code,
cipher, or plain text is subtracted in the process of encipherment.

suffix call sign. 1. A call sign normally associated with a unit move,

in which the advanced headquarters is identified by the normal call
for the unit (e.g., XYZ) with a suffix "1" (e.g., X¥Z1). Since the

physical separation of the two par T the unit is temporary, no

separate call sign allocation i made in such cases. 2.
Berne-type calls in which v fides to a given letter eall. ... .
sign designate different trans at a single location.

sum check. 1. That digit of\a bygroup which by design represents

‘:?$u=

the units dlgit of the sul of the other digits in the group. 2. To

exhibit the prop check,
sum-checking digit PresNected digit (normslly the final digit) in a

u vhich is the noncarrying sum of the other digits

in the group>

code or ¢

summing group. A code or cipher group in vhich the sum of the digits 1is

& preselected constant.

suming-~trinome system; A substitution system in which each plaintext

letter is assigned a unique numerical value of 0 to 27. This value
is then expressed as a trinome, the digits of which sum to the desig-

nated value of the letter.

supercession date. The date on which cryptographic procedures, keys,

codes, etc., are changed.

g3

.




superencipher, v.t. To subject & cipher text to a further process of encipher-

ment.

. superencipherment, n. A form of superencryption in which the final step

involves encipherment. ~--v.t. Superencipher.

superencrypt, v.t. To subject an encrypted text to a further process of

encryption.

superencryption, n. A further encryption of the text of a cryptogram for

increased security. Enciphered code is a frequently encountered
example of superencryption. ---v.t. Superencrypt.

super-high frequency. The range of radio fr ncies from 3000 to 30000

megacycles. Abbreviated SHI.
superimpose, v.t. To write cryptograph eys, 50 tMat elements enciphered

by the same keying eleménts will fa the same column,

superimposition, n. See overlap 1)v

supplement, n. A séparate publicatlpn{related to a basic publication, and

§sed in conjunction with another code, containing

second, or subsiddry; jeanings, or special categories of meenings
(e.g., geographical terms) the use of which is normally indicated by

a special code group. Also called auxiliery code.

switch group. A group used within a messege to indicate that the following

textual elements are encrypted with a different key or code book.
syllebary, n. In a code book, & list of individual letters, combinations
of letters, or syllebles, accompanied by their equivalent code groups,

usually provided for spelling out words or proper names not present

in the vocabulary of a code; a spelling table,
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syllabary square, A cipher matrix containing individual letters, digits, -

syllables, frequent digraphs, trigraphs, etc., which are encrypted by
the row and column coordinates of the matrix.
syllabic, adj. Of, pertaining to, or denoting syllebles.

synbollic form. The conventions of arrangement used by international agreee

ment for transmitting weather information in order to conserve time

and expense.

~

sympathetic ink. See invisible ink.

synoptic, n. (Met.) A proforme messfgg giving complete meteorological
data obtained from a single qbdeIrWwtidy at a single station.

synoptic hour. (Met.) A fixed

are made at all meteorg
Europe) .

synoptic period. (Me

next.

synthetic group

ciphér g/
already solNg by group with a view to locating other messeges en-

ciphered with thls key group.

system, n. See cryptosystem.

systematically-mixed cipher alphabet. A cipher alphabet in which the component

that is mixed has heen disarranged by systematic procedure. Cf. rendom-

mixed cipher alphabet.

gystem indicator. See discriminent..

T/A. Traffic analysis, q.v.

tactical call sign. A call sign vhich represents and ldentiflies a tactleal

command or communications facility.
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tail, vi. Of two messages, to exhibit tailing.

tailing, n. The practice of veginning the encipherment of one message
with the element of key immediately following the element of key used
to encipher the last textual group of the preceding message.

tandem, adj. Pertaining to & kind of cipher-machine operation in vhich the
plain text is enciphered and the resultant cipher text simultaneously
deciphered on another machine as a check on the encipherment.

tandem operation. In cryptography, electrically or mechanically coupling

[

two cipher machines to produce automatic ipherment simultaneous
with encipherment.

tepe copy. A copy of & message recelve ’ nted or punched, or

perforated tape is automaticall) pufiched on IBM cards therefron.

both.

ncoming messege recordéd. on

tape-to-card process. A process

target. Radio intercept. 4 @ ic pbint, area, station, group of statioms,
ete., toward which interds RCrivities are directed. Cf. mission.

task. An assigmment j} arcept operator ;.o cover the transmission of -

TDS. Time division écram'bliné, q.v.

telecommunications. Any transmission, emission, or reception of signms,

signals, writing, images and sounds or intelligence of any nature

L]

by wire, radio, visual, or other electromagnetic system.

telecon. A teleconference, q.v.

teleconference, n. A conference between persons remote from one another

but linked by a telecommnications system. Abbreviated as telecon.
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telemetering, n. Automatic electrical communication, intended to indicate

or record a measurable, variable quentity at a distance.
teleprinter, n., An electrically-operated Instrument resembling a typewriter,
used for the transmission and reception-printing of messages by

electrical means. Also celled teletypewriter.

. teletypewriter, n. A teleprinter, gq.v.

teletypewriter exchange service. Commercial service permitting teleprinter

commmnication on the same basis as telephone service, operating through
central switchboards, to stations within the same city or in other
cities, This service is limited to cribers as 1s telephone
service. Abbreviated as TWX. -
terminal, n. Equipment required t e and reproduce in usable form

one radio signal.-

test element. One of the chary c% in A message from which the authenticator

is derived.
tetragraph, n. A set g

tetranome, n. A sef.e

esage containing the basic information which the

originator desimes 44 be communicated.

text, n. The pay

text key. Key used to encipher the text of a messgge.

textual element. An individual letter, a unit of encryption, or s complete

word from the actual text of a message.

tfc. Traffic, q.v.
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thripple, v.t. In meteorological ciphers, to substitute two three-figure

time

groups for a five-figure group so that the sum (noncarrying) of the
third figure of the first group and the first figure of the second
group is the middle figure of the original fivé-figure group, the other
four figures being unaltered.

\

division scrambling. Transposition achieved by delaying elements of

time

intelligence by varying amounts in accordance with e key. The term
is normally applied to ciphony and cifax systems.

of intercept. The time & which a message was recelved by an intercept

time

operastor. Abbreviated as TOI.

of origin. The time at which a

time

‘zone. One of the 24 longityd

TOI.

T0O.

Time of intercept

TOO.

Time-of-origin

TOP SECRET. A se

the defense aspecioy/ which is.paramount, and the unsuthorized disclosure

of which could result in exceptionally grave damage to the nation.

traffic, n. All transmitted communications. Abbreviated as tfe.

traffic analysis. That branch of cryptology which, through a study of

signal transmissions by all means short of cryptanalysis of message

texts, assembles information concerning communication networks.

98
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traffic-flow analysis. A statisticsl sppraisal of the variations in the

nature, volume, and direction of traffic from which certain inferences

as to the causes thereof may be drawn.

traffic intercept. A copy of a communication obtained through interception.

trail, v.i. To exhibit trailing.

traller card. An IBM cerd used as a supplementary card when the desired

information requires more than eighty columns.

trailing, n. The practice of beginning the encipherment of one messsge with
en element of key at a comparati short interval after the element
of key used to enciphef the t group of the preceding message.
Cf. talling.

transcriber, n. A listener

or records.
translator, n. A reader who translates written materiels from a foreign

languege into English.

transmission securityl That component of communieation'secﬁrity which results

from all-measures designed to protect trensmissions from interception

" and traffic analysis.

transmitter call, The call sign of the radio station actually transmitting

a message by radio.
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{ransparency, direct. That characteristic of cipher text which indicetes

that certain plaintext elements may have been self-enciphered.

transparency, inverse. That characteristic of cipher text which indicates

that certain cipher digraphs may be merely reversals of the corresponding

plé.intext dlgraphs.

transposition cipher. 1. A transposition system. 2. A cryptogrem produced

by enciphering a message with s transposition system.

transposition error. An error arising from the exchange of position of

textual elements without a change in th 1ldentitles.

trensposition-mixed cipher alphebet. A ¢ hebet in which at least

ructed by applying a form

a mixed sequence.

of letters, syllables, words, phrases,

components undergo some change in

trick, n. The usua
as watch.
trigraph,_ n. A set-.of three letters.
trigraphic, 'a.d.j. Of or pertalning to any three-character group.

trigraphic frequency distribution. A frequency distribution of successive

trigraphs. A trigraphic frequency distribution of ABCDEF would consider

only the trigrephs ABC and DEF. Cf. trilitersl frequency distribution.

trigraphic substitution system. A substitution system in which the plaintext

units are composed of three elements,




triliteral, adj. Of, or pertoining only to cryptosystems, cipher slphabets,
end frequency distributions which involve cipher units of three letters
or characters. See the more inclusive term trigraphic; see also

triliteral frequency distribution.

triliteral frequency distribution. A dlstribution of the characters in

the text of a message in sets of three, which will show: (a) each
cheracter with its two preceding characters or (b) each character
with ite two succeeding cbaracters, or in its most usual form, (c)
each cherscter with one precéding one succeeding character. A
triliteral frequency distributi would consider the groups

ARC, BCD, CDE, DEF.

trinome, n. A set of three dig

trinome-digraphic system.

are represented by

tripartite alphabet.

" be divided inig

defined, v}

triplet, n. A grodg of/ihree like symbols.

Irough, n. In its cryptologic application, a point of low relative fre-‘
quency in a frequency distribution.

true, adj. 1. As applied to figures or letters of key, code groups, etc.,
requiring no further correction to make them the same as those actually
used'by the encipherers. ---Anf. provisional. 2. As applied to
machine-cipher depths, those that sre completely in depth, i.e., as

distinct from those in which there is some variation in rotors,
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true . -periodic repetition. A repetition in the cipher text arising from

a repetlition of the keying cycle itself and ceused by two identical
¥
sections of plain text being enciphered by the same sequences of key.

true polygraphic system. Any polygraphic substitution system in which the

iﬁdividual elements of the polygraphs display no evidence of mono-
alphabeticity, nor evidence of relationships within any group of
.polygraphs; that ¥s, in a true polygraphic system, changing one-
letter in any plaintext polygraph affects the equivalent ciphertext

polygraph in its entirety. Cf. partially—golygraphie system_and

pseudo~polygraphic system.

TE. Teletypewriter. See teleprinter.

tuning message. A message sent normal control station, usually

. 1lmmediately after a change of r the purpose of ensuring

that all outstations in the gXo gOrrectly tuned in to the new
frequency.

two-element differential. ' ;ristic incorporated in certain codes
in which the group enT m one another by a minimum of twp
elements, eithe ity or the positions occupled. When the

elements are letiterd

differential; when the elements are digits, it is called a two-digit

differential.

two-figure differential. A two-element differential in which the elements

are digits.

two-letter differentlal. A two-element differential in vwhich the elements

are letters.

Io2

e characteristic is called a two-letter -

-
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two-port code. A randomized code, consisting of an encoding section in

which the plain-text groups are arrenged in an alphabetical or other
significant order accompanied by their code groups arranged in a non-
alphabetical or random order; and a decoding section, 1n which the code
groups are arranged. in alphabetical or numerical order and are
accompanied by theixr meanings as given in the encoding sectioﬁ.

two-square matrix system. A dlgraphic substitution system which normally

employs a matrix consisting of two 5 x § sﬁuares axranged elther

()

horizontally or vertically.

™WX. Teletypewriter exchange servic

U. A symbol used in D/F fix evalfaj icate the fix is outside the

UHF. Ultra-high frequency,

uwltra-high frequency. ge 6T radio frequencies from 300 to 3000

megacycles. Abl

undulator tape. Inked

uniliteral, ad pertaining only to cryptosystems, cipher alphabets

OX
and frequend Q v

See the more inclusive term monographic; see also

ibutions which involve cipher units of single letters
\ ' or characters.

uniliteral frequency distributlon.

uniliteral frequency distribution. A simple tabulation showing the fre-

quency of individual characters of a text.

uniliteral (simple) substitution. A eryptographic process in which the indi-

vidual letters of a message text are replaced by the single-letter
’ciﬁher equivalents.

universal stereotype. A stereotype commonly used by many originators. Cf.

local stereotymne.
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urizrela.ted cipher alphabets. Separate and distinct cipher alpha.bgtg

having no relationship to one another in any wey.

velidity grading. Any method of indicating in a brief manner the degree

of reliasbility of information derived from or used in various COMINT

a.cfivities .

variable spacing. During encryption on cipher machines, the random use.

between words of two or more of the following throughout the message:
(a) no space; (b) normal space; (c) more than one space.
variant, n. 1. Opne of two or more cipher or code symbols which ‘have the

dame plaln equivalent; also called varight{yalue. 2. One of several

plaintext meanings which may be z;epr‘ nted\py ® single code group.

veriant call signs. Two or more call ich may be used interchangeably

to identify a perticular radiq/déa so known as alternate calls.

ich some or all plaintext letters

nmay be represented by moye pegcipher equivalent.

variant valuwe. See varianf

vertical digrabh. A ps e 8 written one over the other.
vertical two-square i % sf§em. A digraphic substitution system employing

a matrix which norma v consists of two 5 x 5 squares arranged vertically.

very high freguency. ~The range -of radio frequencies from 30 to 300 inegacycles.

Abbreviated VITF.

very low frequency. The range of radio frequencies below 30 kllocycles.
Abbrevigted VLE,

VHF, Very high frequency, q.v.

IolL f\; '
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Vigendre square. The cipher square commonly attributed in eryptographic

literature to the French cryptographer Vigeﬁére, having the normal
seéuence at the top (or bottom) and at the left (or right), with
cyelic permutations of the normal sequence forming the successive

rows (or colums) within the square.

"visible writing. Writing in which the characters are inscribed with

ordinary writing meterisls and can buo seen with the naked eye. Cf.

invisible writing.

visual analysis. A procedure involving inspection of superimposed punched

IBM cards. a

&

VLF. Very low frequency, q.v.

voice ¢all dign. A word or conbinat rds used in volce transmission

to identify a radio statioy

volce translator. A listener wik

voice transmissions

war indicative. (Met.) subglituted for a base number during war time
to conceal the i QY the base number. |

watch. The usual
trick.

wave propagation. The radiation, as from an antenna, of radio frequency'

energy into space.

weather code. A code used for the transmission of weather data.

weather collective. A general broadcast to all meteorological centers in a
large area of all the synoptic weather observations made in-that area

at & partiéular (synoptic) honr.

105
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weather synoptic. A proforma message giving complete.met_e.orological data -
obtained from a single observation at a single station. ' ’

Wheatstone cipher deviceé. A cipher device consisting essentially of two

rings mounted concentrically in a single plane , the outer (and 1a.rger)

ring being the plain component of the device and comprising 27 equi-

sized divisions, the inner (and smaller) ring being the ciphei:' component,

comprising 26 smaller divisions. The device incorporates two.hands
(similar to those on a clock) pivoted at the center of the device--

the larger hand serving the outer ri d the smaller hand the imner--

80 geared together that for each co evolution of the larger, the
smaller turns through one comple olu plus one twenty-sixth,
Wheatstone tape. Paper tape on which ignals (dots and dashes) are

ations; used for automatic trans-

recorded in the form of tw{
mission of Morse code.

vheel, n. Rotor, q.v.

window, n. 1. Aperture imN\g 3Ie through vhich one or more letters can

be written or fe Ant aperture in the cover of a cipher machine

through which ohg

of the rotors of a cipher machine can be read, serving as a reference

¥ o/ series of letters or numbers on the peripheries

point for setting the rotors.

word pattern. The characteristic arrangement of repeated letters in a word

vhich tends to make it readily identifiable when enciphered mono-

alphabetically.

‘word separator. A unit of one or more characters employed in certain crypto-. :

systems to indicate the space between words. It may be enciphered or

unenciphered. Also called a word spacer.

-
~,
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wvord transposition. A cryptosystem in which whole words are trsnsposed

according to a certesin prearranged route or pattern.

writer, n. The person wvho actually prepares and signs the message blank.

The writer may be the originator or his officelly designated repre-

sentative.

W/T. Wireless telegraphy; radiotelegraphy, q.v.

X test. See chi test.

Y. Unii;ed States Military precedence prosign for EMERGENCY. Usually trans-
mitted as "YY" to ensure accuracy.
reports of initial enemy contact ang
of emergency which affect tle c

action,

pfosign for FLASH. Usually trans-

initial enemy contad]
2. Used as a s dJte time group to indicate Z time, q.v.
geroize, v.t. To r ographic elements of a cipher mechine to a
fixed original po .
zoning, n. In encipl{ered code systems, the practice of limiting commands
to the use of certain specified blocks of pages in an additive book.
Z time. The time according to the 2h-hour cloek within the time zone
centered on the zero meridian of longitude. Formerly referred to as _

GCT (Greemwich Civil Time) and now known as GMT (Greenwich Mean Time.)
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