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PERMUTATION TABLES INVOLVING A FEATURE OF NON-TRANSPOSABILITY
SECTION I
INTRODUCTORY REMARKS

Paragraph Paragraph

Permutation tables and the two-letter differential. 1 | Elimination of the transposition phenomenon._._. 3
Difficulties arising as a result of transposition._... 2 | Summary of results.__ .. __ . _______________. 4

1. Permutation tables and the two-letter differential.—Five-letter code words have been
in use in telegraph, cable, and radio communication ever since 1903, when the International
Telegraph Conference of London legitimatized their use. From the first, it was recognized
that these words, being arbitrarily constructed, had to embody some features which would
assist in their expeditious correction if garbled in transmission. The most important of these
features was the adoption of a principle known as the “two-letter differential”, that is, that all
code words belonging to the same code must differ by a minimum of two letters, position being
considered.

The early codes, therefore, embodied the two-letter differential but not in the most efficient
way, as will now be explained.

In modern code books, the code groups are constructed by means of special charts or tables
called by various names such as “Permutation Tables”, “Garble Tables”, “Error Detector
Charts”, and so on. We shall refer to them herein as ‘“Permutation Tables.” A sample
table is shown in figure 1, reference to which will show how code words are constructed and
how the two-letter difference is incorporated in the set of words coming from the table.

The table in figure 1 consists of three sections; that designated as section 1 gives the initial
pair of letters of a code word, section 2 gives the central letter, and section 3 the final pair of
letters. To construct a code word, select a letter from the column immediately to the left of
section 1, for example, the letter B, and then proceed to the right on the same horizontal line
and select a second letter, for example E, giving the initial pair of letters BE. Since the central
letters are contained in section 2 we proceed down the column in which the E of BE is located,
into section 2 and select a third letter, say I, giving the trigraph BEI. Then proceed to the right
on the same horizontal line with I into section 3 and select a letter, say F, to be the final letter
of the group. The fourth letter is that which appears at thé head of the column in which F is
located and is the letter A, giving the code word BEIAF. Now if this systematic procedure in
constructing the groups is followed, all the groups will present a minimum two-letter difference.
For example, with BEI as the root, the following groups can be constructed: BEIAF, BEIBE,
BEICD, BEIDC, etc. These groups differ from one another by two letters.

If AEF is selected as a root, then the following groups may be constructed: AEFAB, AEFBA,
AEFCZ, etc., all of which differ from the BEI groups and from one another by at least two letters.
No matter what the initial pair of letters selected may be, the code groups will present a mini-
mum two-letter difference if this procedure in construction is followed.
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2. Difficulties arising as a result of transposition.—In the usual type of code book, the
code words are listed alphabetically accompanied by arbitrarily assigned meanings also arranged
alphabetically. For example, the following arrangement might arise:

Code word Meaning
BEIAF - He
BEIBE — AN
BEICD —— can be
BEIDC -—— can have
BEIEB —— can not

" BEIFA —— can not be
BEIGZ —— can not have

etc. etc.

Now, while these words show a two-letter difference, in certain cases the distinction con-
sists in a difference in the identity of the two letters (for example, BEIBE and BEIDC); in other
cases, it consists merely in a difference in the positions occupied by the two letters (for example,
BEIBE and BEIEB). Now one of the very common errors in code werk is that occasioned by a
psychological lapsus called by eryptographers “transposition’, that is, a pair of letters exchange
positions. Thus, if this psychological slip of the pencil takes place in the writing of the last
two letters of the group BEIBE, for example, it produces the group BEIEB—which is not only a
bona fide groyp in the same code, but has exactly the opposite meaning. Moreover, the context
of the message might give no indicgtion whatever of the presence of such a serious error. This
same phenomenon of groups differing only by an interchange of two letters is also true with
respect to the groups BEIAF and BEIFA, BEICD and BEIDC, et al. There are today many
codes in which hundreds of such pairs are present, with meanings, and thus present many pos-
sibilities for serious error. In many cases messages may become unintelligible as the result of
such an error.

It was not long before code compilers realized the danger of allowing the two-letter differ-
ence to consist, in many cases, merely of a difference in the position occupied by the two members
of a pair of letters falling in homologous adjacent positions in a pair of groups. What was
recognized as necessary to minimize the possibility of error is a type of table such that even
when two letters exchanged positions, the resulting combination woeuld still show at least a one-
letter difference from all other groups in the code.

3. Elimination of the transposition phenomenon.—Methods for ehmmatmg tra.nspos;tlons
of adjatent letters were soon elaborated. = These methods consisted in the use of a square having
27 cells on a side instead of 26, which is really equivalent to adding a new character to the
alphabet and using a 27-letter sequence. An example of a table which was devised to suppress
the adjacent transpositions is shown in figure 2.1

According to figure 2, no adjacent transpositions will yield bona fide groups. For example,
given BEFAZ, there are no such groups as EBFAZ, BEAFZ, BFEAZ, or BEFZA.

But the transposition phenomenon is almost as frequent in the case of alternate letters as it
is in that of adjacent letters, and when code compilers tried to eliminate both ‘“‘adjacent” and
““alternate’ transpositions, they found themselves confronted with a difficult problem. Some
of them came quite close to 90 percent efficiency in this regard, but failed to attain 100 percent

! Notes on Code Words, W. F. Friedman and C. J, Mendelsohn, American Math. Monthly, vol. 39 (1932),
p- 408. .
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efficiency without sacrificing large numbers of code groups and thus reducing the size of the code.

For example, in the case of figure 2, many instances of alternate transpositions can be found.
Some of them are as follows:

ACBDE and BCADE
ABCDC and ADCBC
ADCAB and ADBAC

These represent single examples of each of three types, viz, transposition of the first and
third letters, of the second and fourth, and of the third and fifth; many more cam be found of
each type. ‘

4. Summary of results.—The method devised in this paper enables one to eliminate every
possible transposition of two letters with a resulting very material increase in the accuracy of

code communication. At the same time, it permits a sufficiently large number of groups to
satisfy the demands of any existing code.
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CONSTRUCTION OF TABLE

Paragraph Paragraph
Decimated sequences. _ - o oo oo 5| Relations existing in sections of table_ . ____._... 7
Form of table.... . .___ 6

5. Decimated sequences,—The basic idea involved in this method is that of a decimated
sequence. To illustrate, consider a given, ordered series of characters such as the digits from 1
to 9. ~

1 2 3 45 6 7 829

This sequence will be considered identical with any eyclic permutation of itself as e.g.

3 45 6 7 8 9 1 2

Suppose that, in the second sequence, every alternate character is chosen in order. Then the
result

3 57 9 2 46 81

is said to have been obtained from either of the first two by the use of the decimation interval 2.
The decimation interval 4 on the original sequence would have yielded

1 59 48 37 2 6

If the decimation interval has a factor in common with the number of charactersin the sequence,
the result, instead of being one complete cycle, will be a set of smaller sequences, each bebaving
as a unit. Such cases will not be considered in what follows. It is assumed a priori that every
decimation interval used is relatively prime to the number of characters in the basic sequence;
the basic sequence itself will be said to correspond to the decimation interval 1. (This concept is
identical with the notion in group theory of the powers of a cyclic substitution.)

6. Form of table.—The permutation table which is now to be set up will have all its sequences
derived by decimation from one basic sequence on 7 characters, the sequence itself being entirely
arbitrary; the elimination of the various transposition types is accomplished by a proper choice of
the decinfation intervals. Corresponding to each type, an algebraic condition will be set up and
any numbers which satisfy that condition will cause the removal of the particular transposition
type. The basic sequence appears, in the table, to the left of section 1 and above section 3.

The six decimation intervals to be considered are as follows:

Horizontal interval Vertical interval

Section 1____________ a b
Section 2____________ ¢ d
Section 3____________ e I

Given these six numbers and the number of characters in the basic sequence, the complete
table is readily constructed, since the basic sequence itself is entirely arbitrary and may involve
any n characters in any order whatever. Of course, if the table is to be used for a code book

(4)
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containing letter code groups, it would then be expected that the letters of the alphabet would be
involved in the n characters of the basic sequence.

7. Relations existing in sections of table.—As a result of the use of decimated sequences,
certain relations exist between the relative positions of particular letter combinations within the
various sections of the table which make it possible to obtain the final conditions. In order to
avoid unnecessary repetition, all these relations will be set down first and then the particular
transposition types will be considered in turn.* The symbol 8 will be used to mean * any letter’’;
6, means “any letter in the first position”, 6,, ‘“any letter in the second position”, etc.

(@) Section 1. Two digraphs 6,6;, 6,6'; having the same initial letter will be on the same
row. If the number of columns between them is z, then the interval between 6, and ', in
the basic sequence is az.

Two digraphs chosen from the same column will differ in both their initial and final letters.
Let them be represented by 6,6, and 6’,8',. Then, if the basic interval between 8, and ¢’;is z, that
between 8, and ¢, is bzx.

Two digraphs 6,6, and 8,6, whose final letters are the same will be in different columns and
on different rows. If the number of rows between them, i.e., the basic interval between 6, and

¢’ is z, then the number of columns separating 6,6, and 6,6, is ——Iga

(b) Secrion 2. Two letters on the same row and separated by z columns are cx letters apart
in the basic sequence.

Two letters in the same column and separated by z rows are dz letters apart in the basic
sequence.

Two like letters « rows apart are _d?z columns apart.

(¢) Secrion 3. The results here are similar to those in section 1. Because of the position
of the basic sequence, they are derivable from the results for section 1 by interchanging the words
row and column, initial and final. The letters a and & must also be replaced by f and e
respectively.

1 The reasoning will be better appreciated by referring to fig. 3.
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8. Definition of transposition types.—The following notation will make the exposition a
bit simpler. Suppose two groups differ only in a transposition of the first and second letters
as, e.g., RLOPN and LROPN. Then they will be designated as transpositions of type 1—2. Two
groups differing only in the transposition of letters in the third and fifth positions will be said to
be of type 3—5. In general, the notation ““ transpositions of type a—=b’’ will mean an interchange
of the letters in the @™ and b* positions and “groups of type a—»5"’ will mean groups differing
only by a transposition of type a—b. '

The various transposition types will now be taken up in order and the necessary condition
obtained for each type. v

9. Condition for type 1—2,—Groups of this type, such as 6,6,0:0.6; and 6,6,6,0.05, will arise
whenever two digraphs 6,6, and 6,6, are found in the same column of section 1. If the basic

interval between the initial letters 6, and 6, is z, the interval between the final letters is bz. In A

other words, there are z letters between 6, and 6,, bz letters between 8, and §,. Hence,

-\ / z+bz=0 (mod n)

z(14b) =0 (mod n)

Whenever this congruence has a solutiofi for z, other than 0 or n, the permutation table will
contain groups of type 1—2. A necessary and sufficient condition that there be no such solutions
is that 146 be relatively prime to 7.

10. Condition for type 2—8.—Two such groups are of the form 6,0,0,0,05, 6,6:0,0,8,. If the
distance between 6, and 6; in section 1 is az, that between 8, and 6, in section 2 is ¢z and therefore

v z(a+¢) =0 (mod n)
The elimination of this type requires a¢-}c¢ to be i)rime to n.

11. Condition for type 3—4.—Let these groups be represented by 6,6,0:0.05, 0,0,0,0:05, and let
the basic interval between 6, and 6; in section 3 be z. Then, the number of rows between 6,6,

and 6;6; is —%ﬁf- This requires the basic interval between 6; and 6, in section 2 to be —id—;j-
Hence,
de
z———:—EEO (mod n)
I
or

z (f—de) =0 (mod n)

As a result f—de must be prime to a.
‘ (8)

o - -
el -
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12. Condition for type 4—5.—The reasoning here is the same as for type 1—2 and leads to
the condition
z (1+e)=0 (mod n)

13. Conditions for remaining types.—The reasoning for the remaining cases of types of the
form a—>b follows along the same lines. Although a bit more involved, it introduces nothing
essentially new and, as a consequence, the results for these types will be set down without proof.
The variable  may be eliminated in each case if it be required that its coefficient be relatively
prime to ». On this basis, the necessary conditions for each type are that the expression given
for it have no factor in common with # (nor must it be zero). 1t must slso be remaembered that
each of the numbers q, b, ¢, d, ¢, f is prime to n. ' '

>
&

Type Expression

(1) 1—2 1+b

(2) 2—3 a-t+c

3) 3—4 f—ed
(4)4—5 1+e

(5) 1—3 a—be

(6) 2—4 aed+cf -
(7) 3—5 d+f

(8) 1—4 ade—bef
9) 2—5 ad—cf
(10) 1—5 ad+bef i

Any set of numbers which satisfies all foregoing 10 conditions ﬁww )
involving no transpositions of the types considered. If it is desired to eliminate only certa
particular transposition types, it will be sufficient to consider only the conditions which apply
to those types. The entire set cannot be satisfied unless certain restrictions are placed on the
number 7. :

14. Restrictions on number of letters in basic sequence.—To get these restrictions, it should
be observed that each of the expressions must be prime to any divisor of n. In other words,
condition (2)

a+¢£0 (mod n)
also implies
a+¢5#0 (mod d)
where d is any divisor of n. If now, we set
J=pd
(p’q # - 1)
a=gqec

the four conditions involving b, viz, (1), (5), (8), and (10), reduce to
| BE—1 Q)
b#q ()
b#e(%) @®)

b—(%) 00)
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The four numbers —1, ¢, e (%): —(%), can be shown to be all different, if the 10 equations of

condition are satisfied. Consequently, there must be more than four numbers less than and
prime to any factor of n, and as a result n can have no factor less than 7. For all numbers n
divisible by no number less than 7, 1t is possible to satisfy all the conditions.

The table which has been designated figure 3 corresponds to the value n=29. It has been
constructed according to the principles just described and involves no transpositions of any of
the 10 types considered.! To check this statement is a simple task. The decimation intervals
involved are as follows:

:\&,tl'lac-a
O e = DD e QO

I

f=

Substituting these values in the expressions of condition previously obtained shows that none
of them is zero or has a factor in common with 29 and hence none of the 10 transposition types
can arise. The set of numbers used here for decimation intervals represents only one of infinitely
many possibilities; it requires very little effort to find other sets which will satisfy all the neces-
sary conditions. It may be of interest to observe in this connection that a set of decimation
intervals which is valid for any one prime number n is also valid for any other prime number
which exceeds n.

. The table for n=29. is the smallest one that can be made to embody all the features dis-
cussed here and which will at the same time involve all the letters of the alphabet in the basic
sequence. For such a table the maximum number of groups possible is 409,711, The greatest
possible number of two-letter difference groups obtainable is 456,976. In other words, the
process of suppressing all 10 transposition types involving two lettérs has caused & loss of only
10.3 percent of the total available number of groups.

Although the principles involved in this paper have been applied to the case of five-letter
code words, it is patent that they are applicable to similar problems involving combinations of
any number of letters or symbols. The importance of the number 5 lies in the fact that present-
day code communication is almost entirely carried on in five-letter groups.

1In"fig. 3 the three additional characters ‘17, ““2”, “3", gerve merely as ‘‘fillers’” occupying the indicated
extra cells required by the conditions. When such a table is actually used for constructing the code words,
these cells would merely be left blank or would be occupied by dots, as in fig. 2.
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OCALOKENEHDEPENMMN -<cMUDAMNEBIIHRNX AN
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HR M JAEZOMLOKNEHDEPEMMN - <QOARKDI
HRMIEZOMOEKNEHDSENMMN - <nOAQARMKY

OINHAXAEZOMLOXNEBEDEEMMN - <nOAMK

EBROITHANXJEZOACENEHDSEMMN rd<noAx
HEUIHR X IS ZOMOOKNEHDSEMMN r€<noAQ
AORERUODIDIHAD X JSEZ0LOENEHDS>EMMN €40

VLAMKRUIHSMXM IEZOMIHRNEHDEEMMN -<mM

NUANMKUIHSMX IS ZOMLOPENEHDPENMMNN -«
dONOARKUIHSME IS ZOMOXNEHD>EMMN -
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MON  <OMUOARMEOTHHM IJSEZ0ALOENED>E
EMMN <AUANKDIEHSX INZOALOKNEHDD>
BEMMN - <MOAMRKUIHSX IS ZOLOXNEHD
DEEMMN <ONMOARNKRUITIHHX IS ZO0A K 0 -
HMDBDENMMN  <cAMUDARMRUIHHSX IS ZOoMLOK W
NEDSEKMNN  <NMUARNEKTIHRX S ZOMLOMK
ENEHDSEXMNN <NOAMKUINHSXdSZ0OA O
CENEHDSENXMNN <MOQAHKUTH®X.J22ZO0 0
LROENEHEDSOENMNN - <AMOANROTHSX.JXZO0
OCLOKENEDSENMN - <MOAMNRDIHR MM S
ZOMLOTENEHDBPENXMN - <NMUOARMKUIH> M .JE
EZOLOHENEHDEPENXMN - <NOARRKGEIH> M
HEZOMLOENEHDBENMMN - <MOARKGEHRM
MIASZOMLOENEDSEXMN <MOAMERKOIHS
P AEZOLOENEHDSEMMNN -<AO QKRS DH
HRX IS ZOMLOENEHDSENMN -<MOAQ M KO T

THRX AEZOMLTENEHDS>EKMNN - <NOAQRRKY |

UNHARMAEZOMDKHNEHDSEMXMNN <m0 AR R
EOIHSM IS ZOLOKENEHDSENXNN -<mMOAR
HEOTIHX IS ZOLOXNEHDSENMNN -<mnoA
ABNRKUIHSX IEZOMLOKNEHDSENMMNN <m0
CORKMUIHAAM IS ZOMLOXNEDSEXMN <M
MOARMBUTIHSX IS ZOMTKENEHDSENMN <
CMOAMEBUTHRX IEZ0OLOENEHD>EMMN
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