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l. REED FOR PROTECTION.~ Certaln military information is of value to
enemies and potential enemies of the United States and therefore requires
protection to prevent its receipt by unauthorized persons. These reg,ula-
tions embody Department of the Army policies and procedures for the safe-
guarding of classified matter including security of commnications.
Ofricial matter must be examined and, if protection is required, graded
f in acco ‘;-dance with the degree of protection necessary. ' Protection of
[clrssified metter is achieved by:

a. Security of publication, reproduction and dissemination.

b. Security of handling and transmission.

2
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c. Security of possession and storage.

2, RESPONSIBILITY,~ Explicit compliance with the provisions of these

regulations is a command responsibility.
3. DEFILITIONS.~ For the purpose of these regulations the following
definitions apply:

a. APPROVED CIRCUITS.- Electrical means of signal communications

which have been approved by a specifically designated commander or his
representativc; for :¥the trensmission in the clear of informetion classified
SEGRET, CONFIDENTIAL, or RLSTRICTLD.

b. CATLGORIES.~ The degrees of classification, TOP SECRET,, SECRET,
COI-IFIDENTIAL)and RESTRICTED, will be, known as "categories," For example,
a document marked TOP SCCRET will be within the "Top Secret!" category.

c. CLASSIFIED IATTER.~ Informetion or material in any form or of

any nature which in the public interest must be safeguarded in the manner
znd to the extent required by its importance.

d. CLASSIFYING OR GRADING.~ The procedure whereby a decision is

mede &s to the degree of classification to be assigned, notification of those
interested in the decision, and the physical act of so marking.
6. CODE LORD.-~ Especially selected words assigned:
(1) To provide classified names for plans, projects, and forces,
(2) To conceal intentions in documents, communications and dis-
cussions pertaining to plans and ope rations,
(3) To designate places in conjun%ion with 1 and 2 above.

. f. COiZIAND ISSUING OFFICE.- An organization which has been specifi-

cally authorized by the Department of the Army to distribute - (—.’M‘ ;‘. “f
P

' o
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and act as an intermediate office of rccord for all registered crypéo
nmaterial uscd within a specific command or area,

g. COLIUHICATION INTELLIGFNCE.- All intelligence derived from

the study of radio transmissions and other comnmnications,

h, COLUNICATION SECURITY.~ The protection r-sulting from all

measuras designed to deny to unauthorized persons information of wlue

which might be derived from commnications.

i. COMPROMISE.~ A loss of sccurity of information due to
unauthorized porson having obtained knowledge thercof.

j. CRYPTANALYSIS.- The analysis of:;;i.phered or:é"oded messages;
the steps and processes involwed in converting cryptograms, usufally of

foreign origin, intaq plain text with or without the key.

k. CRYPTO MATERIAL.- A1l cryptographic equipment, instructions

and keying material used in conjunction with the encryption and decryption
of classified communications.

l. CRYPTOSYSTEM.~ The associated items of crypto material which

are used as a unit and which provide a single means of encryption and

A )

decryption of communications.

m., DECLASSIFYING.- The act of rcmoving entirely a previocusly

Imposed sccurity classification, thus meking tho information unclassified,
n. DOCUMENT.~ Any recorded informetion regardless of its physical
form or characteristics including but not limited to:
(1) Taritten matorial vhether hand-vritten, printed or typed;
(2) 111 peinted, drava or engraved materialj;

(3) All sound or voice rocordings;




REF ID:A58113

(L) All printed photographs and cxposcd or printed fili,
still or moving;
(5) A1l reproductions of the foregoing by whatever proccss.
o. DOUIIGRADING.~ The lowering of classification of classified
docunents and nmaterial. .

p. FORCIGN NATIOHAIS,.,~ Lll persons hot citizcns of the U. S.

Je ILIPEDLICHTA.~ The term "impedinenta' refors to organizational
equipnont wirich accompanies troop nmovoments,

r. INDEPENDENT CQuliAND.~ Any self-sustained organization, exerecising

administrative, supply and operational funct:iorzs s the commander of which
is responsible directly to the Department of the Army.

. S. HMATERTAL.- Any documents, product, materiel or substance
on or in vhich information nay be recorded or embodied, and items in
all stagss of development, procossing or construction, and includes
elemonts, ingredicents, components, accessorics, fixtures, diocs, models’

and nmockuns associated with such items.

t. IIILITLRY INFORMLTION.- All informetion primarily undsr the

control and jurisdiction of the Depertmeni of the Army or of primary
inturest to it. This meaning rosts primarily on thc idea of control,
Jurisdiction, origin, or degree of interest, rather than on substance
of the information, and includes intelligcnce.

u. LUNIFTIONS OF v.nR.- Any ond all itoms required for war

inclusive of food as well s all other supplics and eyuipment but

' . exclusive of menpowor.




REF ID:A58113

v. ORDER OF BATTIE.~ The term "order of battle! applics to the

corposition, strcngth, location, and combat value of all units in line or

in rueserve-of one's ovm, friendly, or enemy forces.

we, PARLPHRASING.~ The rewriting of a message so that its

meaning is the same but its phraseology is different and context rearranged.

X. PLAIN TEXT, CLELR TEXT, PLAIN LaNGUAGE, IN FHE CLEAR.-~ Text
or loangunge 1m::.ch conveys an intelligible mean:i.ng in tho language in which
it is writien, with no hidden meaning; the intelligible text underlying a
cryptogram.

¥. REGISTERED MATTER.- lkiaterial carrying a register I-lumber s A

short title and instruction for its accoyniability.

Z. RECLASSIFYIIG OR REGRLDING.- The act of changing the assigned

classificrtion of matter.

bda. NRESTRICTED DiTh.—- Uscd and defined in the atomic Encrgy ict

of 1946 as "all data concerning the manufacture or utilization of atomic
weapons, the production of fissionable material, or the utilization of
fissionable material in the production of power, but shall not include

any data vhich the (atomic Energy) Commission from time to time determines

may be published vithout advarsely affecting the common defense and security,!

The designation of this material is not to be confused with the category
"Rcstz;'ic'bed."

ab. SECURITY .- "Sucurity® is the protected condition of classified
matter which pr::vonts unauthorized personnel from obtaining information of

direet or indircct military value. It is a condition which results from

the cstublishment and mointounznce of protective mecsures which insures a
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state of inviolability from hostile acts or influences.

ac., SHORT TITLE.- An unclassified designation applied to a
clessificd document, r:nt.erial’ or device to achieve brevity. It consists
of figurss, lettors, words, or.a combination thereof, and usually contains
an abbroviated designe.ltion of the office of origin, without giving any
information relative to.classification or contents of the Gocument,
ma'beria]; or devices.

ad. TCCHNICLL INFORIL.TIOW.- Lpplies to data concerning munitions

and cquipment, instructions on maintcecnance and operation and any descriptive

mattcr or componenta thereof. This includes mcans of operation, mamufacture,

use, technique5 and processes. Information pertaining to the various

scicnecoes wihich may be employed directly or indirectly in warfare are also ‘
so classed. .Data of a strategic or tactical nature is specifically

excluded from the meaning of this term.

ae, THE.TER OF OPERATIOIS.- That portion of a theater of war

necessary for military operations, eithcr offensive or defemsive, pur-
svant to cn as'signed nission, and for the administration incident to such
nilitary opcrations; theator limits arc usually designated by competont
authority.

af, TR.VEL.- The mowement of an individual who is not part of a
troop movericnte.

ag. TROOP 1iOVELEITS.- The moverent of units.

ah. UlCLASSTIFIED IWFORMATION.~ Informetion requiring no security

protoction or marking.

ai. UNIT.- in organized group of persomnel with its authorized
organizational impedimenta. Orgenized detachments, even though temporarily
organized as such for the purpose of the movement, are consdidered units

.o - 7
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when organizational impoadimenta is aumthorized for them, Vhen a code
designetion such as a shipment number is assigned to a troop movement,
cach unit tharein is normelly designated by shipment number and letter,

aj. UNITED ST.TES.- The term "United States" if usad in these

regulations in a geographical scnse, includes the Canal Zone and all
torritory end waters, contincntal or insular, subject to the jurisdiction
of the United States.
ak, VISITOR.- Ls used in these regul-tions a visitor is any

person admitted to a Government or civilian establishment or area in which
work or a project is being condicted for the Depar’rfment of the srmy, except:

(1) A person crployed on the work or project, or

(2) i person directly and officially concerned with the

Tiork or project,.

Le Cu.TEGORIES.~ &a.- 411 officia_.l matter originating in the Department
of the .rriy will be examined to determine the conscquence of its disclosure
to unauthorizod porsons and, wherc necessary, will be graded according to
the degroe of protaction required under one of the fpllowing categories
only:

TOP S=CRET

SECR™T

CONFIDENTIAL

RESTRICTTD

b, Official netter obtained fron agencies outside the Department
of the w#rmy (oxcept othor Depcortments of lhe Arned Forces) including

forcign sourcos 1will be placed in the seme or equiwvalent category as that
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in wvhich it was placed by its originating agency or foreign source or will

be examined for.classification as in a. above. )

5. TOP SECRET.-- Information and material(matter),the security aspect
s !
of vhich is parcmount, and the unsuthorized disclosure of which would cause

exceptionally grave damage to the nation shall be classified TOP SECRET.

Very few documents, material,or information belong in the TOP SECRET
/

category. The following arc some cxamples of matter which normally will be

grzded TOP SECRET. .

a. Lar plans and plens or particulars of future major or special
operations.

b, Porticulars of important dispositions or impending moves of
our forces or convoys in connection vwith g above.

c. Very importent political. documents dealing with such natters
as gegotiations for alliences and the like.

d. Information of the methods used or success obtained by our
Intelligenc? Services and Counterintelligence Serviges or vhich would
imperil secrct agents of the U. S. or of friendly foreign nations.

c. Certain specialized techniques or methods which may be used
in future operations, and the identity and composition of certain units,
vherevor located, which are cespecially intended for employment of such
techniques or methods.

f. OCriticzl information of new and importont munitions of war,
including s~pprowved scicniific and technical developments.

g« Inmportant particulars of commnication intelligence,

corrunication sceurity, and associated devices and material.
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h. Photographs, negatives, diagrams or models of TOP SECRET
matter.

i. OCcrtein coupilations of data or items vhich individually
mey be classified SECRET or lower, vhen the aggregate of the information
contained warrants the higher classification.

6. SECRET.- Informetion and material (matter), the unauthorized

disclosurz of vhich would enganger national security, cause serious injury
to the intcrosts or prestige of the nation, or vwould be of great advantage

to a fareign nation shall be classificd SECRET. The following are some

cxamples of matters vhich normally will be graded SECRET:

a. Particulars of operations in progress.

b. Plans or particulcrs of oporations, or war plans, with
necessary inclosures thercto, not included under TOP SECRET.

c. Instructions regarding the cmployment of important new
munitions of war, including scientific and technigcal developments.

d. Important improvements to existing rmnitions of war until
acceptod for service usg,including scientific_and tochnical developments.

e. Information rclating to now material including matericl of
the type described in the first sentonce of paragraph 6.

f. Information concerning specific quantities of war reserves
of the type described in the first scntence of paragraph 6.

g. Decwvelopmont projects of the type deseribed in the first
sentence of paragroph 6.

h. Inforuntion of cnomy or potential encnmy materiel or other

material, procedure, dispositions and activities, the value of which

depends upon concealing the fact that we possess it,

10
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i. Reports of operations conteining information of vital
interost to the enemy.

Jeo Vitzl military information on important defenscs.

k. Adverse rcports on gencral moralec affocting major opcrations._

1. Cormunication intelligence informztion and important
corzunication sccurity devices and materiai of the type described in the
first sentence of paragraph 6.

rn. Information indicating the strength of our troops, air and
naval forces, identity or corposition of units or quantity of specific
items of equipment pertaining thercto in actiwve theaters of operations
exﬁept thet mailing addresses will include orgenizational designations,

n. United States Order of Battle information and locations and
movaes affecting the Order of Baltle.

0. Cortoin now or "specialized techniques or methods to be
used in futurc opeorations. Tho identity and composition of units,
vherever locatzd, which are espccially intended for employment of such
tochniques or methods.

p. Photographs, negatiwss, photostats, diagramijor models of
SECRET matltoer.

q. Certain compilations of data or items which individually
may be classified CONIFIDENTIAL or lower when the aggregate of the
informiation containad warrants the higher classification,

r. The following nilitary mops and aerial photogrnphy:

(1) In the contincntal United States, those showing
vulncrable points or vital instzllations,

(2) 1In oversen posscssions or foreign territory occupied
1
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by forces of the United States, thosc showing the
layout of permanent defense works and naval bascs,
othor wvulnerable points or vilal installations, and the
adjacent terrain vital to their defense; and thosc
that serve to fix definitely the location of any
element which discloses functioning characteristics

of permanent defensc works and naval bases.

(3) Aerial photographs and negatives of foreign arcas when
necessary to protect the source or to a:ccord with
conditions inposed by the foreign country concerned,

(L) liaps, relief maps, charts,and photomaps prepared from
aerial photographs or negatives will be graded in
accordance with the actual details shovm thereon, and
not necessarily in accordance with the classification
of the photographs or negatives used. Classification
of acrial bhot.ography will be determined by the content
thercof and not by the classification of directiwes
ordering its accomplishment.

7. COIFIDENTIAL.- Infornation and material (matter), the
uncuthorized disclosure of which would be prejudicial to the interests
or prestige of the nation or would ceuse unwarranted injury to an
individual, or be of adv'w_ntage' to 2 foreign nation, shall be classified
COIIFIDENTIAL. The folluwing are sorie exanples of matters vhich normally
vill he graded COHFIDEMTTAL.

a. libtters, investigations, and docunents of a personal and
disciplinary nature, the knowledge of which it is desirable to safeguard.

b. Routine operational and battle reports which contain

12
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infornation of waluc to the enemy but are not of vital interest to him.

t. Routine intolligence reports.

d. Ililitary radio fregquency allocations of spesecial significance
or those which are changed at frequent intervals for security reasons.

e¢. Military call sign assignments of special significance
which arc changed at frecquent intervals for security reasons.

f. Mcteorological information of designated areas.

g. Inforuation vhich indicates strength of our troops, air and
naval forccs, identity or composition of units, or quantity of specific
iteﬁs of equipment perteining thereto in areeas adﬁacent to active
theators of operation.

h, Technical dncunicnts and nenucls, of the type described in
the first sentenc2 of paragrzoph 7, used for training, maintenanfs,and
inspection of important nrr runitions of war.

i. QGeneral tactical lessons luerned as a result of operations
wvhich it is desirable ta withhold from anﬁ foreign nation.

j. Information relating to the design and development of new
materiel or other matorial of the type described in the first sentence

of paragraph 7;

k. Comrmnications intelligence information, security publicationsl

e

and sccurity devices and materiel of the typc described in the first
senténce of paragraph 7.

l. Technical information,éf the type described in the first
sentence of paragraph 7, such as of reoscarch or processes of mamfacture
thich mey be a distinct military asset ond not a matter of general
knoviledge.

13
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. n., Information and records compiled at the request of any
Departrcnt of the ilational Défense Establishment for its use in the
assurance of adequate provision for the mobilization of industrial
orgnnizations csscential to wartine needs.
n. Infornation of the type described in the first sentcnce of
paragraph 7 relative to specific quantities of war reserves,
o. Photographs, negatives, photostats, diagrams, or models of
CONFIDELTIAL matter.
pP. Certain compilations of data or items which may individually
bz classified EESTRICTED or be UNCLASSIFIZD when the aggregate of the
inforuetion contained werrants the higher classification.
q. Repulations governing joint actisn of the Army with the Navy
or Air Forcc.
r. The following nilitary naps and acrial photography:
(1) In the continental United States, those showing layout
[of the perranont defensc works and naval bases -
considered importent to the defensc of the United States,
end those that serwve to fix definitely the location
of any element of such permanent defense works and
naval bases, cxcept that vhen the complete map of a
defense arca consists of mure than one sheet, only
thosc shcuts showing defonse elements nced be
classified as CONFIDELITIiL.
(2) In ovwersecs possessions agd foreign territory occupied

' by the forces of the United States, those not classified

1L
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as SECRET, showing layout of military and naval radio
stations, air bases, airdromes, air depots, supply
bases, arsenals, proving grounds, or any arca important
to defense.

(3) icrial photographs and negatives of froign arcas
then necessary to protecl the sonrce or to accord with
conditions inposced by the foreign government concerned.

(L) ileps, relicf maps, charts, and photomaps prepared from
aerinl photographs or nogatives will be graded in
accordance with the actual details showm thereon, and
not necessarily in accurdance with the classification
of the photographs or ncgatives used. Classification
of acrial photography will be determined by the content
thercof and not by the classification of directives
ordering its accomplishment,

8. RESTRICTCD.~ Information and material (mattef), which requires
sacurity pr9tection s othor than that determined to be TOP SECALT, SLCRET
or COUI'IDCITILL, shall be classificd RESTRICTED, The following are
some oxanples of matter.?hich norpnlly will be graded RUSTRICTED,

a. Information indicating the strength of our troops, air and
naval furces, identity or composition of units, or the total quantity
of spaecific items or cquipnent portaining thoreto in areas remote fronm
active theators of opurations., -

b. Training and technical dorcuments for official use only or

not intondsd for releasc to the public.

15
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c. Photographs, negatives, phutostets, diagrams, or models of
RISTRICITD natter,

d. Parts of nobilization plans and regulations of the type
described in the first sentence of paragraph 8.

e. Dccuments relating to the design and dewvelopmunt of new
materiel or other naterial of the type described in the first sentence
of paragreph 8.

f. Procurcment plans of the type described in the first sentence
of paragreph 8. .

g. Conmmnication sccurity devices and nmaterial of. the type
described in the first scntence of paragroph 8.

h. Certain documents regarding engincering principles and design
dotails, conposition, meothod of processing or assembling, which are vital
to the functioning or use of an article of materiel.

i. Certain conpilations of data on itoms which nay individually
be unclassified when the aggregate of the information contained varrants
a classification.

j. lattors, investigations, and docurents of a personal and
disciplinory nature, the knowledge of which it is desirable to safeguard
for administrative rcasons.

k. The following military maps and acrial photography:

(1) In the continental United States, those showing nilitary
and naval radio stations, air bases, airdromes, air

~ depots, supply bases, and arscnals, considered important

to the defunse of the United States.
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During times of active hustilities, photographs and
negatives not otherwise classified of territory under
our or eneny control in or adjacent tu active theaters
of operation, and »f torritories under our control renote
from active theaters of Ioperation.

iiaps, relicf maps, charts, and photomaps prepared from
aerial photographs or nogativz;s will be gradsd in
accordance with the actucl detcils shown thercon, and
not necessarily in accordance with the classification of
the photographs or negatives used. Classification of
acrinl photngraphy will be determined by the content
thercof and not by the classification of directives
ordering its accomplisnment,

9. AUTHORITY TO CLASSiFY.- &, TOP SECRET and SECRET-.atter may be
clzssificd as TOP SECERET or SECRLT only by, authority of the Secrectary,
Under Secretary} or an Assistant Secrctary of the Lrmy; the Chief of Staff;
the Chizf, /rmy Ficld Forcas; Dircctors of General Steff Divisions, Chiefs

of Technical and .dministrative Services or of Spoecial Staff Divisions of

the Departrient of the irmy; a general officer; the commanding officer of

a dopot, post, camp, station or independent cormend; the commandant of
a gencral or special service school; the cniof of a nilitary mission, a
liilitary ittache or & nilitary obscrwor.

b. COUI'IDDLTILL aend RESTRICTED.--Docunents, development projects,

material , or tuchnicel informetion mey be classified CONFIDELTILL or

RVSTRICTED by or by authority of amy comnissioned officer.
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10. I0S5SS OR SUBJZCTION TO COIPROMISE.--a. Any person, civilian or
military, under Department of the Army jurisdiction who becomes aware
of the loss or possible disclosurc or relcase of classified information
to any unauthorizced person, will roport such fact to his immediate
supcrior or comﬁanding officer, whu in turn will determine and notify by
the fastest available means:
(1) The agency having primary interest in the information

(normally the office of issue),

(2) The commonding officer having custodial responsibility

for seno.

b. The commanding officer having custndial responsibility will
make or cousce to be mede & complote and thorough investigation of the .
circumstances undor the procedurs set forth in LR 420-5. Such
investigation will fix tho responsibility for tho loss or possible
conprorisc upon an individual (whore it is possible to do so), rather
than upon the title of the position held by tho particular responsible
individu;l or upon an offica.

c. In thosc cases vherce custodial responsibility for the
conpronised informetion is indeterminate or appoars to rest with two or
morc agencics, thoe commanding officer of the agency of. primary interest
will make or cause to bc made the investigation as in b. above.

d, The commanding officer will then send to the Adjutant General,
through military channels, thoe report of inwvestigation, together with
approvced recommendations and a statement of any disciplinary action

adjudged.
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8. For instructions :pc:rtz-.ining to the loss or subjection to
comprorise of cryptomcaterial, sce paragraph ;7 b.
. -ll. DISSE: iTiliTION.~-a. Discussions- All discussions of classificd
military information, oither publiec or privatc, with or in the presence
or lcxcaring of any person unauthorized to have knoviledge thercof is
strictly forbidden. Mo pcrson is contitled solely by virtue of his grade
or position to knowilodgoe or possession of classified matter. Such nattoer
shcll be entrusted only to those individuals who official aduties reoquire
such knowledge or posscession,
b. P-rsons not subjcct to military law- Then persons not subject
to military lew and the provisions of these rogulntions, are permitted
or required to receive or handle classified military information, they
will be informed prior to such receipt or handling, that it affects the
national defonse of the United States within the meaning of the Espionage
hct, and that its transmission to an unauthorized porson is prohibited.
V:ihen such porsonnel are employoces of an agency handling classificd
information in thc performance of normeal functions, they shall be informed
in the same  manner at the beginning of such cerployment and as‘ often thore-
‘aftor as is considered nccessary by the employing authority. (Sce
@ subparagraph 12c) -
c. Cormorcial Publications-— The inclusion of classified
military informetion in any article, thesis, book, or other product
J written for publication, distribution or use beoyond the control of the
. Department of the Army, by military or civilian personncl of the Department

of the Army, is prohibited. The conlribution in any manner of classified

) . 19
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military information, by Departriont of the irmy military or civilian
personnel, to other porsons for use in publications as described above,
constitutes unauthorized disclosurc of classificed information, and is
cxpressly prohibited.
' d. Scrvice Publications-~ The Chief, .rmy Field Forces and Chiefs
of Technical and Aﬁninistrative Services, responsible for service
nagazines or journals published under their supervision, will cormply with
he provisions of these regulations relative to the seccurity of
classified militery information and will submit all doubtful material
relative to such publication to the Public Information Division for
review and action before release, )

ce. ILegal Instruments— The disclosurce of a place of execution or
ecknowledgment on a logal instrument by one in or with the armed fo?ceé
overscas is authorized, provided that in wartime the military necessity
of secrocy of strength and location of troops does not require
supprcssion of such informaiion, such disclusurc is necessary to éhe
legality of thz instrument, the excscution of the instrument cannot be
doferrcd without unduc hardship, and the information disclosed will be
of no substenticl bonefit to the enemy whon and if it may reach him,

f. Tostimony before Congress—- wWhenever a porson in the military
scrvice appaars'before a Cormittee of Congress or Executive Commission,
Board, Cormiitive or siniler group in eithor exccutiwve or public session
and is called upon to giwve testimony which includes information
¢lassified TOP SDCRET, SECRET or CQMFIDELTIAL, he will not divulge the
informotion unlass ho has beén authorized by the Sccretary of the iArmy

to do so, L person who has authority to issue instructions by order of
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the Sccretary of the Army is authorized thereby to give classificed
information in cxeccutive scssions if he decms that the information will

not compromise the national sccurity. If he does not have the authority
to give the information, he will rospectfully state to the committce that
he will ondecvor to obtain the necessary authority. MNilitary personncl
wheon called upon to testify before a Committce of Congress or Executive
Cormissions, Boards, Committces or similar groups will immediately
cndoavor to obtain necessary auvthority of the Sceretary of the Army through
the Chief of the ILegislative and Liaison Division, Dgpartment of the Lrmy,
Speeial Staff, t-o divulge information which they anticipate will be desired
(or the irmy Comptroller, in cases of appearanccs before committees, |
comnis:sions or similar groups on appropriations). When a person in the
nilitary sorvice is roquested to give testimony including information
clagsificd TOP SECRET, SECRET or CONFIDEITIAL which he has been authorized
by the Sceretary of the army to give, or information classified as
RESTRICTED, he will roespectfully roquest that the testimony be given in
cxccutive session only and not appear in the rocord of .hea.rings, the
Congressional Hecord or other documnent open to public inspection.

g. losisletion Porteaining to the Department .of the Army-
Recormendations for legislation by the Departmont of the Army will be
clessificd until relessced by the Scerctary of the irmy. Reports of the
Dopartx-:e'nt of the irmy on bills referred to it by Committecs of Congress,
Executive Cormissions, Boords, Committces or similar groups will not be
discloscd except to offices cssentinl for coordination and in nature of

roplics to those Committees, Cormissions or Boards concerncd in the mattier.
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h. Requcsts for classified infornation from individual members
of Congrass will be handled in conformance.with the provisions of
paragrephs 1la and b, and 12.

12. REQUESTS FOR LOLTT.RY INFORMLTION.--a. All requests from privete
individuals, firms, or corporations and federal or statc agencies or
departrents for classified military infornntion (except those dofined in
"c?lbclou) are subject to policies established by the Dircector of
Inilclligonce, General Staff, United States Lrmy.

b. (1) Exchange of clagsificed military information, including

technical, with forsign nationals will be made in

[y 4

accordance with existing instructions issucd on this
subjecet by the Dircctor of Intelligonce, General Staff,
United Slates Army.

(2) Exchange of unclassifiocd nilitary information, othcr than
technical, with foreign nationals will be made only through
or with the oxpross pormission of the Dircctor of
Intalligence, General Staff, United Status Lrmy.

(3) Bxchoange of unclassified technical \ini‘ormat.ion vith fo?eigq
nationals will be nade in accordance with existing
instructions issucd aon the subject by the Director of
Intelligence, Ceneral Staff, United States irmy.

c. applications from oubtside the Departmont of the Lrmy, requesting
access to informeotion or rzcords originated at the request of the
Departrient of the /rmy, for its usec in connection with industrial
nobilization activitics, will be referred to the Assistant Secrectary of the
Lrniy for disposition. The scrving of any process or subpoerna requiring

production of such information or records will be reported immediately by
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the recipient to the U, S. District attorney for the District in which
scrvice was made, and sirmltancously directly to the Lssistant Secretary
of the wrmy. Pending instructions from the Lssistant Sceretary of the

4Lrmy, no action toward furnishing the requested information should be taken.

SECTION II

I'ONREGISTERED DOCURIENTS

Paragraph
ClassiTying or Grading 13
Classifi.d Cede Tiords 1l
Publication and Reproduction 15
Handling and Transnission - - - 16
Regrading and Declassification 7
Storage - : - - 18
Clearance . 2 19
Destruction /// 20
Rostricted Data 21

13. CL.SSIFYIWG OR GRADING,- a. Onc Classification Only- Each documeont
or itum of material will be graded according to its own content and not
necessarily according to its relationship to other classificed matter. It
will bear only onc overall classification which will be at least as high
as any componcnt of tho document or meturial. 4L lettor of transmittal will
be graded ;t isast as high as‘any'of its inclosures. The grading of a file,
docunent, or group of physically connectég documents shall be that of the
highest classificalion used therein.

b. Owerclassificotlion- Docuncnts will be assigned the lcast

restrictiwe classification consistent wiith the proper safeguarding of the
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inforuation or material concerncd. Owerclassification must bo avoided since
it cnusas unnccessary delay in the transmission of documonts and depreciates
the importancz of classificd information in the minds of handling personnel.

c. Corrospondance, Receipts, and Returns- Correspondence, rocoipts,
or rxturns, and roports of posscssion, fra.nsi‘cr, or desstruction nood not be
classified if reforesnce thercin to classificd docurents is nade by file
muaber, date, and subject, provided the subjcet does not contain information
which is classifiec. If tho subject contains classified information, a
short title will be uscd for tho subject.

d. Lists of Classificd leltor- Corrospondence, indices, receipts,
reports of posscssion, trans:t:c’z; or de_struct.ion, catalogs or accession lists
naking reference to long titles or to classification, will be graded accord-
ing to tho degroc of infornation revealed. TWhere reforasnce.is made only to
Ti1l: nunber, datc and}shart title s such lists may be unclassificd.

c. Bosks and —p.?.mphl'.zts- Classifiod books and parmphlets, the pages
of vhich ar: pormanucntly cond scscurcly fostened together, will be plainly
cnd conspicuousiy nark:d or stamped, not lyped, TOP SZCRET, ST.CRLT,
CO;ii-'DEIITL.I/. or HGSIRICTED, on the outside of the front cowor, on ‘the face
of the titls pags , on the face of the first page of the toxt, on the back
of the lest poge of the toxt and on ihe outside of the back cover. In each
casz the marking vill bc applisd at the top and bottom of the page or cower.

f. Othcr corrsspondence~ Classified commnications, correspondence
and othcr mattor of docunwntary notur:z not permancrntly fastened togother
vrill be merked or stappod, not typed, with the appropristc classification

at the top ond at thc bot-tom of the face of cach pagec.
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g. Photogrophs, drawings jancl tracings- Glassified photographs,
negatives, d.rzr\.'r:i.ngs,= or tracings will display the proper classification mark-
ing in such & position that it will be reproduced on all copies made therefraon.
Photographic negatives in roll form will display appropriate classification
narking ot the beginning and ending of cach roll and will be kopt in
containars wihich bear the same classificotion narking. Classified nmotion
picture films will, in addition to tho for:going, display the classification
in-the title of each film. Photogrephic prints or other reproductions made
fron classificd nagatives vhich do not display a visible classification will
bz narlod at the top and button of tne face or front with appropricte
e¢lassification.

h. Snund recordings— Classified sound reocordings will be marked on
raadily obsorvable portions, preforably at the beginning and end, with
appropriate classificction markings and, if stored in a contuinar,.the
container will also display the samc narking. -

i. Haps and photmaeps—- Classificd naps .and photomaps will be plainly
narked with eppropriate classification wuarkings at Lop and &t bottom of cach
shoot end near the title, logend or scalc and at ‘such intervals as will 3
pormit ot least onc marking to be displayod whon map is folded so tha£ any
port of the fac: is axposcd,

j. Dogurionts trensmititod outside tho irncd Forcos-~ Documonts
containing classifiad military information cnd .filrnishc.-d to persons othor
than thosc of the .xrmwd Forcas and their civilian employees, will, in
~ddition o being nerked WOP SZCRET, SECREY, COHFIDENTIL%Dor RLSTRICTED, 2
baar thoe Tollowing varning: ' i

This docuneat contains infornmction affecting the nationzl defense of
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the United States within the meaning of the 3Ispioncgoe fiet, 50, U.S.C. 31

dnd 32, as amonded. Its transmission or the rewvelation of its contents =
in any nenner to an unauthorized prrson is prohibited by law.
‘ The provisions of thesc regulations portaining to classification marking of ... 7
docurients do not apply in cases involving cpplication for patents filad -
with th. Unitod States Patent Office. . -
1. CL.SSIFIED CODE V0iDS.~ a, The classificd code word, of itsclf,
has ﬁo socurity significance, nor doos its use znd handling have any spocial
sccurity significance not alrcady inhoront in the classificd nature of the -
ratter to vhich it refurs. L4 code word must bear the same classilication as
its neaning. Corrmnications and documents conteining classified code words
i1l be classificd at lcast as high as tho classification of “the code words
therein.
b. The neaning of a classified code word will be used in a
corcpnication togotiier with the code word only vhon such conbination is -
absslutely esscential.
c. When a codo word is used in a commnication or documenti,
raeforence to related locations, forces, or plans should likevise be coded
if possible.
d. Classifiecd code words vill not ba used:
(1) Ais an address or raturn address.
(2) 4s a filing syston indicator.
(3) To indicate a destination.

(4) In telephonic conversation, except on spproved circuits,

. 15. PUBLICLYION ...ID REPHODUCTION.- a. sgoncles entrusted with the -z
printing or recproduction, storage and issuc of clossified documents *rill be

informed of the appliccble provisions of these regulatiops. The authority
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dirocting preparation, printing or reproduction of classified docunents
will be reéponsible for the safeguarding or disposal of the notes,
nanuscripts, type, typowritoer ribbons, carbon, plates, stencils, coxposcd
Tiln, dewloped or undewveloped, and waste "incident thercto in z manner vhich
will safoguard the secrcey of the information being reproduced. igeoncies
of the Dopartment of the srmy may hawve classificd moterials developed,
printed, processed or otherwisc reproduced in commerciasl facilitivs if
adequate governmont facilities are not aveilable, bul ;‘Ln such cwvent,
responsibility for insuring that the materizl is safoguarded at such
facilities in accordance with the provisions of these regulations is that
of the Lgency for vhon the work is boing done.

b. TOP STCHET natter- Docunenis or haterial classificd TOP SECRET
will not be reproduced for instructional purposeé except that the Cormandants
of the llational Var Collage, Industrizl Collcge of thie frmed Forces, famed
Forces Staff College, the Commend and Generel Staff College, and the

Strategic Intelligence School, may porsonally approwe, in cach case, the

reproduction of TOP SICRIT matter, not registored, for classroom purposes only@

16. H.IDLING and TR.IBIZSSION.- a. Documents and material classified
TOP SECKET, SECRET, CO'::;"]I)EHT]'.'LB or RESTRICTED (except cryplographic mattor)
may be transmitted betwocn paints inside the United Stotes, betwoen points

outside Lthe United Statcs, and bewwaer points in the United States and

points outside the United Status, =8 indicated bolow:
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(1) (2)
CONFIDENTLLL &
RESTRICTD SECRET

(3)
TOP STCRLT

(1) Betwroon  points  inside the United States  (to include. Canada.)

a. Ordinary mnil. | a. Rogistored U.S. and CGrnadien -
mail, inclwding registorad air
nail,

b. Ovor approwved circuits.

c. Protuected commerecial express,
cir or surface, under billing”
which assures thoe highest degree
of prot ctiwve hondling.

d. Oificer or raliable crow
nonber of U.S. militery aireraft.
. Commianders of civil aircraft _ .
of U.S. registry.

f. Relirble citizens of the U.S.
inclwling officisls of othor
governmcnt agoncies.

g. liessongor spocifically author-
ized by the trensnitting egoncy.

a. Courior of the
Sceurity Courior
Sarvice or officially
dosignated officer
(corzssioned, werront,
or flight) or spe-
cifically designated
civilian courier.

b. lihen encrypted byre
(1) 411 electrical
maans,

(2) Registercd or
ordinary mail in-
cluding air nail.

(2) Betwoun points in the United Statas (and Canada) and

points outside the U.S.

a. United Statos Post O0Ifics r gzistared mil, including
Lray, ilavy,end iir Torco posinl ragistry facilitics and
ragisterod air 12il provided shinnent does not at any
tinc pess out of contral of th: U. 5. Governncnt,

b. Over approved circuils.

c. Oificer or ralieblc crow member of U.S. militery eir-
croft.

d. Commnnders of vesscls or circroaft »f U.S. rogistry.
¢. Ruliable citizens of the United States including off-
icials of oHther governucnt agoncios. :

~. Scceonpaniod Stote

Dopartrcnt dipiomstic

pouch.

b. Couriuor of the

Socurity Courier

Service or Hfficially

designotod officer

(cormissioned, wor-

rent or flight) »r

civilien courier,

c. when encryptod by:
(1) .11"8Icctrical
neans.

(2) Rogistored or
ordinary U.S5. and
international postal
scrvice including air
mail.

(3) Betwoon  puints oulside  the United Statles .

&n Canada.

is authorized by colurms under line (2) dxcept that Stats Deportrent
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diplomatic pouch will be used cxclusively for tirensmission of clessified matter
through or within a ncutral country.

C/UTION: UNDER NO CIRCULISWANCES ViILL TOP SECRET [LiTTHER BE TRARSHITTED
BY REGISTERFED 14.IL, EXPRESS OR BLNCTRIC.LL LliilS, UNLESS E.CRYPTED. The

. transnission of TOP SECRET information will be offccted by direct con-
tect whercver possible.

b. Receipt 'System— Transmission and custody of docuncnts and
materinl classified TOP SECRET or SECRET-will be cowvered by a receipt syston
at all times. CONFIDEIITIAL docunents will be coverad by a receipt system
only when the sender devns it necessary. ¥DAGO Form 996, classified receipt
forn (in duplicete) is awilable for this purpese. ¥Vhere a single documont
is distributcd to a number of addressees or & large number of documents are
distributed tu a single adiressee, tha use of a ginilar form of sujtable size
is authorized.

¢. Receipt of TOP SUCRIT latter~ Tha comrender of cach headquartors
or najor subdivision therecof i1ill designate ofi‘licors to be knovm as TOpP SECEET
Control Officeclrs, who will be the sole recipients and dispatchers of TOP
SECRET nntter addressed to or emanating from their organizations. Thoy will
main;oain a record of thz receipt and dispatech of 211 TOP STCHET matter hendlod
In the case.oi‘ incoming matter adqdressed to an individual, the TOP SWCRET
Control Officer will rcmove the outer cover only and will deliver the
unopcned imnsr cover to the addressce. Prior to opeoning, the TOP SECRET
Control Ofricer vill carefully coxanine cacl cover and will promptly rcport
to the dispatchoer thercof any cvidences of tompering. Upon opening the
inner cover the receipt found thorein vdll be checked to ascertain that
. contents recoived are carrsctly listed, and if so, will bo dated, signec_l , ,

anc returned immediately. .y discrepancy vill be made knovn pronptly to
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t.hc. .dispa‘bching agency which will accomplish corractive action. The inner
cover will be dostroyed by burning.

d. Rcceipt of SZCRET and CONFIDELTILL Hatter- (1) Prior to open-
ing a sealed package or envelope containing SECRET or CONFIDL:TILL
documents, the scals and wrappers will be, carcfully inspcected to detorm;i.ne

wlhether there has bcen any tampering. If any evidence of tampering is

" noted the provisions of paragraph 10 will bz compliod with.

(2) 'The inner cover ma".rked ZCHET or CONIIDELTILL will be

opcnad only by the addressec or his duly designated

representative. The inner covor will be destraoyed by

burning.

e. Preparation for Transmission- TOP SUCRET, SEC:’.ET} or )

CONFIDEITILL matter to be transmittud will be incloscd in two sealed
*envelopes or covers. Typewritten matter in"bhc contonts will be protected,
by & eover shect or by folding immrd, from dircct contact with the innar
c;wclope or cover. The inner cover will ve addressed, return addressed,
saaled, plainly nmarked with the sscurity classification on front and back
so that the mrrking wvill be e2silyr secen wvhen ‘the outer cover is removed, and
will contzin a receipt form which identifies the addrasssor, tho addressee e
and lists the contents by short title. The outer enwlope or cover will he
of sufficiént opaquoncss, densit.;; or Luxture as to prevent the clossifica- )|
tion narkings of the innor cover_from being visible and will be addressed,
return addressed and carafully scaloed with no nerkings or notations to
indicate the elassification of its contonts. RESTRICTED documents and

nrterial (if not registered), will be sccurcly seazled, incloscd or wrapped

in 2 nanner and with such naterials as vill insurce arriwvel at destination
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in good condition. Tirappiny;s or cnvolope will bcar no markings indicative
of the classification qf-its contents.

f. Interoffice Transmission- LAt any hcadquarters or station
comanded by an authority qualified to establish TOP SZCRET or SECRET
classification, the cormonding officer will provide for the sccurity of
interoffice trpnsmissions of classifiod documents and material.

g. Mail Routing Certiricate~ In 21l cases where Departnont of the
irmy docum=nts are to be trensmitted via Stote Department chennels, the
office vriginating the tronsmittal, or its authorized reprosentative, will
cause to2 oe placed in the lowor left portion aof the front of the outer cover
a cortificate applied by labcl, rubber stauq,or other lagible moons of
convenient size and displaying substentially tho fuliowing data agd forn: |

ROUTING CERTIFIC.IE

It is certified that contonts rpquire transmission inlicated below
(mark onec)

BY COUKIER (Hend troatment and registration to destination)
4IR POUCH (liny be unaccampanied. Speed primary)
SURFACE POUCH (ilsy be unaccompanicd)

Office ar phone ’ Heme and Grade

h. The above cortificate has beon evolwved primarily for
application to mnil having classifizd contents, but may be applied to all
Dopartment of the iaxmy nail being or to be carried by State Departwment
facilities. deforc dispatch of tihwe cnvelope or cuver on which abuve
certificate has been displayed, the nocessery method of transmission shall

be indicated by a mark placod in the appropricte space and the certification
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conpleted by a signoture and brief identification. It is intonded that
this certificate be oxecuted and applied either by the office causing the
transmittal or by an euthorized representative office, such as a riessage
center or mail room or other office familisr with the classification and
requirenents of the cortificated materiel. i

17. RECR.DILG and DECLLSSIIICLTION.- a. juthority- The classifying
authority will predetermine the oexpiration of security requirements and
provide fqr dovngrading by annotation that the classification will be reduced
or cancclled upon the heppening of & spocified ovent or the passage of a
nancd date, unloss such action is impossible for cryptographic or other valid
reasons. The authority mcoking the original classification or higher
authority, may cancel or change the classification of a docurient by writing
or stamping over the clasification at the top' of the first page "Classifica-
tion cancell.d or changed to~————, by authority of (Officor acuthorized to
change), by (Hane s grade) and organization of Sfficer naking change and date
thercof)." The authority meking a chenge will so advisc ell agencics,
oi‘fices/ or porsonnel concernoed. It is tho obligetion of all cuthorities to
kaeop classificd matter of current intercst or contimuing valuc constantly
under roviow and to downgrade it as soon as conditions pernit.

b. iutomatic Duimgroding- Letters of transmitiel classified solely

because of classificd inclosurcs will bear one of the following stetouents:

Mhen the acconpanying classifiod TThis pepor doclassifiad
papers arc withdrarm, this paper or vhon scpardtod from
beeoncs ' " clessifiad inclosurash

c. Documents in Bulk- Vhen docunents of the sane type vhich
accurmlrte .n bulk hawve been downgraded, individual documents in the file

series ncod not be stamped as provided in *2% cbove until the docunment is
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charged out of the file for use. The change or cancellation of sccurity
classification will be indicated inside the file drawer.

d. PForecign Sources— katter sthich has been classifiod solply to
accord with cor;clit:'i.ons inmposed by & foreign nation may be dovmgradc,:d or
declassifind only with the consent of the nation concernud, Action in cases
of this naturc should be diracted to The Ldjutant Gencral.

¢. Rescission- Clessifiod documents which have becen roscinded,
supcrscded or cancelled will be afforded the protection required of their
catogory until destroyed.

f. Reports— L1l originctors of documents cle.ssificci TOP SECHET
will moke a seni-anmual report to the Dircetor of Tmtclligence, GSUSL, on or
before the first days of February and ifugust, certifying thoat all TOP SECRET
documents originated by them have bozn rovicwed for possible dowmgrading
doring the pé.st half year, and listing the documonts that have beon dovm-
graded during tho preceding six nnntPs.

18. STOR.GE.- 2. TOP SECRHT nnd rogistured natter- Documents and
material classifiecd TOP SECRET ancd registered nctter will be stored in the
r:_xost. sccurc feeilities evoilcsble. Such natter will nornally be stored in a
safe, steol file cabinet or othor steel conteiner hoving & three position
dinl-typs combination 1ock_.:1.nd 2T such weight, sizc, constructim or installa-
tion as t, mininizc possibility of physical theft Sr danaée.by firc or tamper; .
ing. In licu of such a‘containcr, the netter may be stored in & sccure room
or vault vhich is epproved for such use by the comnender of the installation
end which is sccurcly lof:kccl vhen not in usc. Such approval shall not bhe
construed tv relieve the custodien of any responsibility for the safety of

the classificd matter. If the foregoing safcguards arc not aveileble, mattor
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so classificd shall be kept under surveillance of an armed guard when not in
usc.

b.  SECRET and CONFIDEIITIAL mattor- In additiosn to the moans
described @bove, mattor classifiod SECRET or CONFIDENTILL, and not registerod,
may also be stored in steol file cabinets sccurod by a stecl bar and padlock,
provided the padlock is of the three position combination dicl-type.

¢c. RESTRICTED matter- Documonts classificd RESTRICGTED, and not °
registored, will be stored in a sctcurc manner as deternine& by the commanding
officer of thc installation vhere stored. /

d. Only the custodian of registerod or nonregistcered material, or
persomnel specifically cdesignetod by him, will possess the combinction to the
storage space or will hawve access to the matorial therain., This space will be
kept locked with the full .corbination when n»t under the dircet supervision
Bf cleared personnel.

e, Tactical Opcratiins.~In tectical sporatiuns, actuval or sirmlated,
the cormending >fficer of tho unit concorned is responsiblo that all
clessificed duments are given the naxinmn seéurity possiblo undor tho
circunstances. Classificd docunents will not be taken farther forward in
conbat arcas thon is absolutoly nocessary.

f. Inspection- L1l cust.dinns Jf classifictd mettor will conduct
froquent inspecetions t) insure that classifiocd metter in their cere is

i ' -
properly stored.

g. Changce >f Combinations- Combinations ond padlacks used to 1lick
c.ontainers holding mattor classificd TOP SICRET, SLCRET, COMFIDENTIAL,
or registurod, vill bo changed at intervals not oxcoeding twolve (12) nomths)

duration and at the carliost practicable time f.llowing:

(1) The rolief, transfef>or discharge »f any perssn heving
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knwiludge >f the conbinetion.

(2) The conpr misc ar suspocted c.oopromisc of the contents »f
the container through loss or poassible compromisc of the
combination.

19. RETCRN OF CL.SSIFI"D DOCUILNTS.~ =. TOP SICRET, SECRE; and
CONFIDEITLAL—~ Up.on change .:f duty assignment or uposn scparati.n from the
nilitary sorvice, oac.h individual will properly n~ceount for 2ll TOP SECRET,
SEGRE)T' “r COIFIDENTILL documents or materiels that hewe been issucd t) him
cluri-ng the assignnont. This nay be accorplished by an cexchange of receipts
and destructi.n certificates betwoen thoe departing officor end the nolw
incumbent, or by re'bu'rn of documents »r dostruction cortificates to the
cohmandor cincerned or by any othcer convenient prcodure epprrved by the
office of issue or by highor' euthority. Such accounting will be completed
prior t> final clearance from unit or installation. For stops ;c,o bo taken
in event »f death of military pors.onncl, sce LR 600-500.

b. RESTRICYTD- Documonts and matorial classificd RESTRICTED, and
n>t rogistored, may be disposed of at the discrotion of the custlian,
provided unauthorigzed accoss is not permittoed therceby.

20, DES_;i'R_UCTION.- a., TOP SLCRET, SECRET )a.nd CONFIDENTIAL~ Destructiosn
>f TOP SECRET, SEGRET/ or CONFIDENTL.L cdocumcents or mzterial when authorized
(Sec LR 15-15 and Tii 12-259), will be zcc mplished by burning, mocerating Jr
pulping, by the custidian theresf in the prosonce >f a witnessing .fficer.
The destruction >f dscumonts classifiod TOP SECRET or SECRET will be
recordecd showing date, place »f destruction, identity of ducumont by short

title, and signaturc of cust.dian and witness. Similar action will be taken

upon the destruction of CONFIDELITL.L miitter, when s» directed by the
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sriginator or .other competent cutharity. The ebove requirenent for
preparation of destructi.n certificates is not applicable tu distriiutian
copies of SECAET cebles and SECRET airgrams within the Hoadquarters,
Departuent »f the Lrmy. Roc wrds of destruction will be classified, if
rcequired, under the provisions >f subparagraph 13b. Destruction records
vwill be returned to the offico authorizing destruction, with copics being
rotained by custodion and wi;nasq if desirod.

b. RESTRICTED- Recirds of destruction of mattor clas;ified
RESTRICTED arc not required. Such mattur may be destroyed et the discretion
o>f the custidian provided ﬁnauthorizcd acéess is not pernitted thercby.

¢. CILnergency Destruction- Cormanders responsible far the safe-
guarding »f classified matter will nake or ceuse to be nnde, plans for the
erergeney destruction or safe renowal of all clossified netter under their
Jurisdiction should civil disturbance, disast?fjar ecnery action require such
action. Field commanders vill include instruétions in stending operating
procedures for the criergency destruction of TOP SECRET, SEGREg’and
CONFIDENTILL matter. If a croft cerrying classificd motter is farced dxm,
stranded or shipwrocked in unfrispdly territory or in neutral territory
vhure ccpture appears imminent or in any other circumstances where it appearsg
unlikely that the classified matter can be proper}y protoeted, such mattor
will be destroyed in any nmonner thﬁt will render rocognition impossible,
preferably by burning, If the cmergency sccurs at seca, and n» bettor mothod
>f dostructiosn con be fiund, the classifiod mattor may be- sunk in the decpest
wter available by the most practicable nethod.

21. RESTRICTID DiTi.- a. There arc two types >f RESTRIGTED Data-

Lecesas to moterial of the first type, which shell be knovm as Typa 4, re-

quires specific priur investisation and clearance f the recipient; that
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>f the scc nd type, which shall be knovm -as Type B, is RESYRICTED Data but

nay be disscmincted by the irmed Forees in accordance with the roquirements
5f its sccurity classificatim.

b. Merking~ Onc »f the cetegurics, TOP SECRET, SECRET,
CONFIDENTL.L, or RESTRICTED, shall be assigned to HESTRICTED Data and marked
or stamped thereon in the same manner as for other classified material, In

addition, Type A, RESTRICTED Data shall be identified by the following stamp:

RESYRICTED DATA
ATONIC ENERGY ACT-1946

SPECIFIC RESTHICTED DATA CLEARACE REQUIRED

Type B, RCSTRICTED DATA documents will be marked or stamped:

RESTRICTED DATA
ATOIIC ENERGY ACT-19L6

SPECIFIC RESTRICTED DATA CLEARAMCE NOT REQUIRED
USE MILITARY CLASSIFICATION SAFEGUARDS

Only citizens of the United States will be permitted access to RESTRICTED
bata, e'xcep'b that any citizen of the Upited States while a represc;,nt.ative s
official, or employee of a foreign government, commercial entity, or
individual, and.any alien whose access to RESTRICTED Data appears necéssary
will be given a prior background investigation and clearance for such access
by the Department of the Army or by the Atomic Energy Commission in those

cases which require specific clearance by that agency.
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The following procedures for marking will be followed:

()

(2)

(3)

(L)

The words "RESTRICTED Data", in marking or stamping, shall be
in larger letters than the rest of the wording, preferably
not less than one-quarter inch in height. All words shall be
in capital letters. -

Documents, the pages of which are permanently and sccurely
fastened together, will be plainly and conspicuously marked
or stamped, not typed, with the appropriate RESTRICTED Data
identification on the cover, title page, first page, back
page)and outside of back cover,

Material not permanently and securely fastened together will
be plainly and conspicuously marked or stamped, not typed,
with the appropriate RESTRICTED Data identification not less
than once on each page. The marking will be so placed th;:-lt
it will not be hidden from v:.ew when the pages are clipped or
stapled togethor,

tlaterial which does not lend itself to’ marking or stamping
‘W’:I.ll have securcly affixed or attached a tag, sticker, or
similar device bearing the appropriate RESTRICTED Daba

identification,

¢c. RESTRICTED Data Control Ofi‘:‘..cers- At each headquarters in which

RESTRICTED Data is used or handled, the commander will appoint- RESTRICTED Data

Control Officers, authorized acce5s to RESTRICTED Data, and issue such addition-

al directives as are necessary for the control of RESTRICTED Data within his

jurisdiction. The duties of a RESTRICTED Data Control Officer with respect to

RESTRICTED Data shall paraliel those of TOP SECRET Control Officers for TOP SE-

CRET matter. Specific responsibilities arc:

(1)

:laintain complete records of all personnel within the organi-

gation who are authorized access to RESTRICTED Data, together
38
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with a description of the scope of information cach may

receive.
(2) Maintain segregated files of RESTRICTED Data, to which only
specifically designated personnel shall be allowed access.
(3) Take appropriate action to insure compliance with security
regulations applicable to RESTRICTED Data.

d. Declassification- Authorization by the Atomic Enei:'g;r Commission
for relcase to the public of specific RESTRICTED Data shall constitute declassi-
fication of that particular item as RESTRICTED Data. However, no such rclease
shall be made by personncl subjoct to the jurisdiction of the Department of the
Army, without prior approval by the Secrotary of ~the Army.

8e- Authority to Ume- RLSTRICTED Data shall be handled in accordance
with instructions contained herein and such additional instructions as may be
issued by the Sccrctary of the Army. The latter will specify individuals author-
ized usc of RESTRICTED Data by name. Yhen such access is suthorized, limits
within the pertinent field of information shall also be specified by him. Accosg
shall normally be authorized only after a security clearance as required by the
Atomic Encorgy Commission. Publication or I:eprodJJ.ction is prohibited except as
pernitted by authority as above st forth., ¥hen dissominated to pzrsons outside
the Armed Forces or Atomic Imergy Commission, documents containing RESTRICTED
Data shall be marked or staunﬁcd as follows:

"This document contains RESTRICTED Data within the mecaning of

the Atomic Encrgy Act of 1946. Its transmission or the rewelation
of its contents, in any mcnnor not authorized by that Act, is
prohibitad by law.!

f. Transmission- HESTHICTED Data shall bc transmitted in the same
manner as other material of the samo cat.egory,' (sec 16a), but adequate procau-
tions must be takcn at all times to prevent intermingling of these documents
with other material.
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SECTION IIT

REGISYLRED DOCULILIITS

. For Handling, Accounting, and Disposition of Registered Cryptomaterial,
Sce Section IV) :

Peragraphs
Authority to HRogistor 22
Office of Record —-—- . 23
imrking ' . 2l
Revision end Reproduction — 25
ITandling cnd Transmission 26
Regrading 27
Storage 28
Inventory and Reoport of Posscssion 29
Report of Transfer 30
Prescribed Forms . ' 31
Disposition or Dgstruction = - 32
Transfer of Kegistered Documents Betwoon Arrmy, HavZ)
and Air Force : 33
22. AUTHORITY TO RTGISTER.- Officers authorized to .astablish
classifications (parsgreph 9) may designate as registered such documents
as they are authorized to classify and as they deem should be registered

for reasons conducive to security, Documents will be registorod only if
‘ it is esscntial that the issuing authority control distribution and meintain

& record of the custody of all copies.
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23. OFTFICE OF RLCOiD.- The office of record is the office to vhich
reports of possession, transfer, and destruction of registered d;cumcnhs
are sent, and in which such reportis are rocorded. It is not necessarily
the office of origin or the office of issuc of the documents involwnd.

2Li. MAPKLIG.- In addition to those markings required by paragreph 13,
each registercd docurniont will be marked "Registered Document" on the outside
of the front cover. The titlo page or the inside of the front cover of
each registered document will show the register numbers, both the long and
short title, the number' of pages, the copy number, the office of origin,
the office of rccord to which returns will be made, and instructions' cover-
ing the reporting of its custody, and for its ultimeote disposal. 1In
e.-cldition, if 2 new documonti supcrsedeé.another document, instructions will
be incorporated covering disposal of the obsolate document. If an
accountable document consists of more than onc volume, cach volumc will
bear ¢ scparate short title. If the abovo is not practicable, the necessary
inforuation will accompany the ragistercd docurcnt on a separzte sh:cet. -

25. ROYISION 1D RTPRODUCTION,~ 2. A new or revis:d edition of an old
registeored document may be assigned a'new short title. Vh~rs this is
hndcsirable, the usc of ths-old shor£ title followmd by a2 symbol, vhich will
differentiate betvreon the now and the old editions, is peruissible.

b. Raproduction of z registsrod document wholly or in part is
forbidden, except by authority of the officec of origin. %Then authorized,
reproduclions will shoir thie reprod.cing office, authority for reproduction,
and number of copies reproduced. " Offices of record will be notified of the

reproduction.
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26. HADLING AiD TRAI;S!ISSIOlL.- Registered documents will be handled
and transmitted.in accordance 'with the requirements of those regulations
pertaining to the transmission of documents classified SECRET, (paragraph 162)
unlcss tho registercd document is itself classified TOP SECRETY, in which casc
the requiroments pertaining to documonts classified TOP SECRET will epply.
The trensnmission and custody of registored documents will be recorded at all
tines on 2 continuous ‘system of roccipts.

27. REGRADING.- Vihen the classification of a registered document is
changed, the authority making the change (paragraph 17a) will notify the
office of-record, vihich will promptly notify all offices to which the
documcnt has beén issued.

28. STORAGE.- Registerced documents will be ‘stored in accordance with
the requircmonts of these regulations pertaining to the storage of documents
classified TOP SECRLT (pcragraph 18z).

29, INVERTORY AiD REPORT OF POSSESSION.- a. A custodian of registercd
documents, appointed by the commanger of vach headquarters or mejor
subdivision thercof, will kcop o complote inventory of all registered

Y. cecu i

documents except thosc listed 1qn29b below, and vwill make or have made on
or about 30 Junc and 31 Deceriber each yoar (oxcept registered cryptographic
mattor) an accurate return therefor to the proper office of roccord (Raports
Control Symbol CSGAS-L4). In nalking o «Bemianmual rcport of posscssion the
following details will be obscrved:

(1) Each item will be physically inspected and its register

nunber checked against the inventory list.
(2) The custodian and onec witnessing officor will makc the

inventory and both will sign the report. If tho

L2
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- i Headquarters hhs only one comuissioncd oificer, the report
will so state.

(3) Registered documents will not be accounted for as pre-.
scribed for ordinary property in AR 35-6520. The forms
described in paragreph 31 below, will be used in liou
of the usual shipping ticlets, memorandum roceipts,
stock record cazrds, cte.

b. o semisnmual or quarterly roport of possession will be made

(1) Rogistered documcnts vhich have been issued, subsequently
destroyed, and o destruction report rondercd thereon,
within a singlec semianmmual or quertorly report period,

(2) Rogistered documents which have been placed in custody
or storags for historical purposes, with the expresscd
approval of the office’ of reccord. ‘

C. E$cncver & registeored documpnt is discovered which is not
charged to the finder, and the custodian thereof cannol be lacated, the
proper office of rccord will he notificd immediately. The docgmcnt will be
properly safoguarded until instructions for disposition are raoceiwved from
the office of racord. |

d, Holders of reogistored docunonts of the Department of .the MNavy
or the Depertment of the Air Force will make semicnnucl ruoport thercof to
the appropriate Department of the fruy office of rocord.

30. REPORT QF TRAI'SIRHR.- 2. Then a registored document is transferrad
from one porson to another, or, if the custodian remains tho same but the

organization's designation changes, & certificate of transfor in triplicate

L3
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will be made. 'The certifieate will be signed by the tronsferring officer,
and will be deted and signed by the officer ccknowledging receipt. If the
receiving officer is newly appointad custodion, he will have his full nano,

grade, "ifr:any serial number, typed below his signaturc on the initial roport 4 / ”g
h

A
-’

subittod to the of'fice of rucord.
b. Iim:diately upon completion of the transfor, the original of

the tronsfor cortificate will be forvarded directly to the office of rocord.

4 copy of the certificatz of transfeor will be rotained by cach of the

officgrs concorncd.
c. Vihencver a rogistored document is romoved from its proper

place of cuslody and is jissucd for tomporary usc to cnothor porson in the

sam> hoadquartoers, the custodian will require a writton receipt. o roport

of such transaction will be nade Lo the office of roccord.

31. PRESCRIZED OR'S.~ 2. Dopartment of the Army Form 32 (Rocord Card-
Registered Documents or Devices), or similar form, will be used for racord- /pf
ing all temporary transactions involving an individual registered docurnnt.

b. Department of thw Army Iorm 33 (Racord Card-Documsnts (or
Dovices), Post or Station), or similar form will be used by cach of ficor
making & consolidated revcord of =11 transactions concorning registoered
docunients. It sorves as a chock to prewvent the undiscowered loss of the
individual card, Department of the Army Form 32, or similar form. -

c¢. Dopoartmont of ihe Army Form 3L (Scmionmuel or Transfur chc;rt
of Rogistorad Documents (or Dovices) will be used in issuing or transferring
registercd matter.

d. Depsrtment of tho Army Form 3ha (Scmianmual Raport of

Rogistored Documunts (or Devices) will be used in rcportil::g a senisnnual
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inventory of rzgisteroed docu;ncnts or dovicos.
c. Other forms authorized by separatc branches for spceial
purposas, such as .rcports of destruction, may be used. vhore applicable.

32. DISPOSITION OR DESTRUCTIONi.- a. Destruction of registered
docurionts is normelly authorizod by cithsr the office of origin or the offica
of issue. Upon rcc'cipt of such authorization, rogistored documonts will he
burned until complotely dostroyud, by thoe custodian, in the proscnce of a
withessing ofﬁcer. The destruction will be recorded, slf‘lowing date and '
placo of destruction, identity of documents, and signatures of custodian
and witncésing officer. Daostruction rocords do not require classification
provided documents arc identified therein only by mumbor, symbol, shiort titlg
or other mcans containing no classifind informetion. In cose of question,
destruction records will be classifioed R"‘..STRI('ITED. Destruction rocords will
bo returncd to office of reccord, with copies being rotainod by the office
of destruction and by the witness, if desired.

b. Upon complction of uscfulnoss, if destriction is not
euthorized, rogistorod documsnts will be roturned by the custodizn thersof

to the officc of rocord for disposition.

33. TRANSFTR OF ROGISTURTD DOCUIERTS BOTWTEL AR Y, AVY /AIJ‘D AIR FORCE.-~ )
a. Officc of R~cord. Excopt s othorvisc spocifically providod -
for rogistored cryptogrophic meaterial, the o.fice of The Adjutant Genoral, = vg
1

will be the office of record for =211 ilavy, Air Force, or Joint rogistered
docunents roecoived or huld by thu- Department of the Army agencics under the ,
jurisdiction of the Chiaf of Steff, U. S. Lrmy. '

b. Procurcmont of iIav;s," or Lir Porce Registerad Publications by

the Arnmy:

Lg
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(1) Rc;gistcred publications, oxcept cryptographic-=The

Adjutant Gonoral oxclusively is authorized to procurc,

. distribute and account for all Havy or Air Force
registored publications, excupt cryptogriphic, required
by any clcement or ageney of the Army. Eloments a:nd
agonecies will, whon time permits, submit roquests for Havy
or Lir Forco'registercd publications through official

" channels to The Adjutont General.

(2) Cryptogrcphic publications--The Army Secu:c-'ity Lgoney

0.

cxclusively is authorigzed to procure, distribute and (0]
account for all Navy or Lir Force cryptographic
publications rcquired by any clement or agency of the
Army. Elements and egoncies will, whon time permit.s: s
submit requests for Navy or Lir TForce cryptographic
publications through officisl chenncls to the Chief, Lrmy
Sccurity lLgency.

(3) Vihere time docs not pormit the routing of the.rcquost.s
montioned in (1) and (2) above through channcls, they
may be made directly to The aAdjutant Goneral or Chief,
Lrmy Sceurity uigency, whichever is appliceble.

c. Inventory and Report of Posscssion- Holders of Navy or Lir
Force non-cryptographic rogistered documents will make semianmal reports
to The Adjutant Genoral, and quarterly riports to the Chicf, Lrmy Security
. Ageney or officc designcted by him for r-gistered cryptographic matericl.

d. MNavy, Air Force, and Joint Rugistered linterial.

hs
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(1) Cryptogrophic.--Rogistered.cryptogrephic material origi-

nated by the llavy, iir Force jor a Jjoint agency, or by an
a_lied nation, will bo distributod yhithin and accounted for®
' by Dopartment of the irmy agencics in occordence with pro-
cedures proscribed ‘by the Chiczf, Army Sccurity Ageney,
Department of the Lrmy, and in accordance with these .
rcgulations vhonever applicable. Sce also Tii 32-225,
"Distributing and Accounting for Registered Cryptographic
Liatorial,™ /

Hon-Cryptographic.--411 registerced matorial, cxcept

cryptogrephic, transferred from the llavy, or Air Forcc to

Department of the fomy agoneics, will bo incorporated into

tho 'registcrcd documents systum of tho Depertment of the
Army and no furthor accounting to the is.suing service is
.required. MNotices of loss or subjcction to compromise will ‘
be forviarded, however, to the issuing service and action
will be taken as provided in pe.ragr;:ph 10 above. Likewiso,
Navy or Lir I'orce agbncies receeiving rogistered matorinl
issucd by Department of the Army cgencies will not be
required to cccount for the meterial to thu Departmont 'of
the Lrmy after original transfer.

Departnent of the Army commandurs issuing registered
documents to Navy or Air Forco fgencies will preparc the
cortificatoc of transfur in quontitics sui‘i‘icicnt for the
followring:

(z) Two copics to be forwnrded to the rcceiving sorvico.

L7
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(b) Tho issuing commander will forvard onc copy, signud
by the transferring officer and tho roceiving
officer, to the Chiof of Staff, U. S. irmy (Lttn: The
Ldjutent General), through military channcls, for
file. (The original will be retained by the office
of issuc.)

(L) Department of the Army commanders who receive rogistered
documcnts from lavy or fLir Force agoncies will forward a
c<.>py of the cortificate of tronsfer, or = copy thercof
signed by the custodian, through military chonncls to the
Chicf of Staff, U. S. Lrmy (ittn: Tho Adjutant General)
for filec as thc office of rucord within the Departncnt
of the Army. Thoroalter, such documcnts will be reported
upon and accounted for in tl:le samo manner as for the

Doprrtmont of tho srmy documents.

SECTION IV
COILUNICATION SECURITY

Paragraphs

Luthorization of Cryptosystcms : 34

Rogistered Cryptomnterial 35

Distribution and Trensmission : 36

Lccounting 37

Responsibility for Sccurity -—- 38

Destruction — . 39

Classifiod liossages Lo
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3h. LU T.EI'ORIZ.'LTIOH OI' CRYPTOSYSTEISS.— a. L1l cryptosystems and
cryptomateriazl intonded for use by the srmy will be authorized only by the
Chief of Staff, United States Lrmy. This authority may be delegated to
certain commenders for cryptomatoricl and cryptosystoems intended for spcgial
use vithin their commends.

b. The Chicf, Army Sccurity agency, will register such Departucnt
of the Army cryptomatoricl as is doemed necessary for security purposcs.
When a particuler item of cryptom;-.torio.l is remowved from registry by the
Chicf, Lrmy Sccurity igcncy, 2ll offices to vhich it has been issucd vill be
notified that pcriodic accounting for that particular item is no longer
rcquired. ' The Chiof, Lrmy Security lLgoncy, may relicve a2 cormand from
accountability for registered cryptomaterial whon circumstences so varront.

35. REGISTERED CRYPTOIL.TERILL.-~ 2. Registerad cryptomaterial is any
item of authorized, clossificd ceryptomaterisl (including cryptosystens, cipher
nachines, codes,'cryptographic instructions, and dovices) which bears o
registor number and for vwhich periodic accounting is required.

b. lilarking- Each item of registered cryptomaterial will indicate
that the itom is rogistured ond wi;l.l show the classification, long title,
short 'bitle/ and register m:'unbcr. ¥hencver possible, the office of origin,
effeetive date, tonurc o..f.‘ offoctivoness, instructions for accounting, and
disposal instructions will bc showm on tho item. WVhon this is not possible,
this informntion will be published sceparctely ond issucd with the item.

c. Offices of Rocord and Issuc-

(1) The Army Sceurity Agoncy, Department of the irmy, is the
office of origin, and ultimnto office of rocord for all
registered cryptom~terizl issusd by the Department of the
Lrmy, including U. S. Hovy, U. S. iir Forcc,. joint
material and other cryptomaterial required by Lrmy

L9
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organizations.

Certain oversca commnnds arce authorized by the Department
of the LArmy éo d&stribute and maintain intermediate
accounting rucords for all registered cryptomaterial used
vithin the command. The organization within the oversca
command headquarters which performs these functions is
termed a conmand issuing office.

d. Ruoproduction- No rogistered cryptometerial will be reproduced
in vhole or in port without the expressed approval of the office of origin.
Then reproduction is authorized, the copices will shovw all of the information
rcquired in subparagraph b cbove and in addition will be marked, "iuthorized
Reproduction" and will show the rcproducing office and the authority for
rcproduction. Rogister numbers for all reproduced Eopies will bo assigncd.
by the'office of origin,!

36. DISTRIBUTION .ND TR:NSIISSION.- -a. Distribution.

(1) Dopartment of tho irmy cryptomaterial is issucd to Us S.
Lhrny organizations according to & prearranged allocation
plan of the Departmont of the Lrmy.

Distribution of cryptonatoricl to the using organization
will be as direct as possible consistent with efficicnt
and sccuro transmission of the naterial. -

Corrospondence pertaining to routinu matters of
distribution and all accounting rcports for cryptomaterizl
should be transmitted to the office from which the materisl
was roceived.

b. Transmission.

(1) Preperation for transmission--ill classified crypto-

50
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.

noterial will be doublu-wrapped. Thoe inner wrapper will
be sealed, addressed, and marked with the proper classifi-

. cation. The outer wrapper will be sealod and addressced
but not marked with any classification or indication of
contents. i svriel number will be placed on cach package
or cnwelope to facilitate handling, identification, and
raceipting.

(2) Ruceipt syston—-Packoges containing cryptomaterial will be

cowvered by a r.ceipt system during troansmission. The
recoipt 1rill identify the packoges by package numboer and
will not giwve any indication of thc contunts,

(3) iicans of trensmission.

(2) VWithin the continental limits of the United States -
cryptonctorizl of eny classification will be trans-
nitted by the Sccurity Courier Scrvice, officially
designetod officer couriers (including iorrant and
Flight officers) or registored meil (including
registored air ncil). Vhen transmitting by
rogist:;*red uail, neil poucheg with speeial rotary
locks will b2 uscd vhenevor possible.

(b) Outside the continentzl linits of the United States,
cryptoncterial of eny c¢lassification will be trans-
ritted only by tho Sccurity Couriur Service, official-

. ly ;i.csigzmtcd officer couriors (jncll;.ding Varrant and
Flight officers), or State Department diplomatic

pouch,

%1
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l. The Security Couricr Service will be used whenover

practiccble.
. 2. Officers designated as official couricrs will not
- be assigned othor dutics during the trip and will

deliver the cryptonmnterial before resuming any
othor duties, Thoy will be instructed by the
tronsmitting officer in proper method of destroy-
ing the noterial in an cnergency. The trans-
nitting officer must be satisfied that the
officer courior roalizes the nccessity for
continually guarding thc naterinl entrusted to
hinm,

(e) Rgistercd ciphor machines will be transmitted only
in thz custody of an armed officer guard regardless
of thz typo of transportation used and will be
handlod in accordance with special instructions
issuod by the Departnent of the .rmy.

c. lintter from othor Sourcos. Cryptomaterial of other than U, S,
lrny origin, rcquired by U. S. wruy Organizations, yill be stored, issued, '
tronsnitted, and accounted for in the menner proscribed for U. S. Lrmy

'.cryptomaturial of thu same typc ond classificatiaon.
37. i.CCOUWTTUG.
a. (1) Ait cach organizction halding registered cryptomnterial,
. the commending officer vill appoint an officer (Cormis—
sioned, VWarrant, or Flight) who hns been proporly cleared

for cryptogrephic dutios in accordance with letter

52
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‘§ ’ instructions on the subjcect issucd by the Department of
A the Lrmy, to be the custodian of cryptomzterial. The
z a

custodian will be responsible for maintaining proposr

accounting for 211 rogistoroed eryptomatorial held by the
organization. ' \
(2) Thenewver possible s cach organization will hawve an alternate
g custodion appoint.cd by the comaanding officer, The
\\ - alternate custodian will be cluared for cryp'bogré.phic
| ) dutics prior to his appointment.

(3) Then there is = change of regular custodians at o hcad-

quarters, all registercd cryptoncteorial vwill bo inventoried

%
Q and transforred officially to tl.’m new custodian., Tho
rotiring custodicn will not leave the organization until
' the report of transfor has been signed and sent to the
{ issuing office.
b. Procedures and Forms.--Registerod cryptomaterial wiil not be -
3 accounted for as pruscribed for ordincry property in LR 35-6520. The pro-
0\' cedurcs and forns used in accounting far ragistoered cryptomaterial are preo-- -
\5 scribed by thue irny Sncur:l.ty Lgency, Departrent of the irmy and arce publlshed

A\

\ in detail .._rL"'L 30—225, "Dlstr:.but:.ng and uccountlng for Rog:.stcrg.d

—"—-_'—'-—h_-_&
3 Cryptoncterial.® The procedures given ip T 30—255 apply to 2ll
an .—-—-_.____/ ‘\-—-—_/
cryptoncterial issund by, or authorized by the Dape.rtnent of the Lrmy and will
be followved by 21l U. S. wrry hocdquarters. This includes U. S. Ilavy) U. S.
«ir Ferce, Joint) and L1licd lations cryptonaterial used by U. S. wrmy
orgcnizations.

c. Invontories.

(1) "o types of inwvuntories are required of 211 hoadquarters
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holding registorcd cryptoncterial. Onc is the current
inventory, which is described in subperagreph 38 £ (6)

below, the other is a quarterly inwentory of £11 items of

registered cryptouaterial. Registered cryptographic

metter will be so reported at quarterly interwvels, on or

about 31 liarch, 30 Junz, 30 Suptembia,and 31 Docenbor, to

the praper office of rocord (Roports Control Symbol

C3GLS~5).

The custodien and onc other officer will conduct the

quarterly inventory and sign the possession rcport.. The

witnessing officer noed not be cleared for cryptographic

duties provided his inspcction of the cryptonaterial is

confinud to the cover pcge of docuwnts and the narme plates !
of registored cipher mechines, If the hoacdquarters has
only onc officer, the roport will so statce. The short
titls, edition munber, and register number of cach itenm
will be vorifioed, .
any registerod cryptonetericl found during thoe inveﬂtory.
which is not charged to the custodian will be reported By
the most uxpoditious moens aveilable to the issuing office.
The netoriel will be kept in proper storage until
disposition instructions are rcceiwved.

d. Tronsfers.

(1) Official transfor of any rugistorced cryptomaterial between

orgcnizations or betwecn individuals will bs cccomplished

in accordancc with the regulotions for tronsmission of
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cryptonaterial and will be reported to the issuing office
on a transfor roport.

(2) Vhen registered cryptomaterial is issued for tcmporary
usage, & written reeeipt is required. However, such
transfers nced not be reported to the issuing office.

38. RUSPOIISIBILITY POR SDCURITY.- a. 4t cach headquerters holding
cryptonaterial the cormonder will be responsible for 2ll measures necessary
to insurc eryptogrophic scecurity and physical sccurity of cryptomatorial.

Ho 1ill appoint an officer (Cormissioned, Viarrant, or Flight), properly

cloared in cccordance with Departnont of the Lrry letter of instrnetions, as

cryptosccurity officer. .t & hecadquorters where o nessage cconter is main-

tained, the cryptosccurity officor will ordinarily be the officer in cherge
of thu mossage centor, The cryptosccurity officer will reprosent the
commander in all cryptosccurity metters, as well as 2ll natters rolating to
the physical sccurity of cryptomatericl, and will normally be the custodian
of cryptonatorial, It is the rcesponsibility of the comncnder to make, or
cusc to bs mode by an officer cluarad for cryptographic duties, other than
the cryptosscurity officor, o thorough poriodic check to ascertain thet
cryptoncaturinal is being proporly handled and accounted for and that all
dircetives partaining to cryptographic ‘opcrations arz baing strietly obserwved.
b, Th> loss or possihle comprorisc of cny Arry, Iovy, [lir Force, '

or joint crybtomatorial used by .ruay orgenizations will be reported in
accordance with the instructions doaling vwith the subjoct in an oppropricte
Depertment of the .ruy rogistored cryptogrephic docunmcnt. then requirad by
the provisions of this publicnation, the connanding 'officer will moke an

investigation of the circumstences, fix the responsibility, end scend a
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deteilod roport containing his recommendations in the case to the Lrmy

Sccurity fgency through militery channcls. If any furthor action is required,

the Chief, Lrmy Sacurity Agency, will forward the report to tho adjutant

Geroral, with recormendations,

c. Cryptosccurity officor.

(1) If the cryptosccurity officer belicves thot a ucssage has
been incorrcctly classified, or if ho belicwes that %he
rogulations hoerein governing tno drafting or paraphrosing
of mossages hawve been violsted, he will request the
originator to mzke the ncecessary change in the nessage
or in its classification. If the originator docs not
conply wiih the roguest of the cryptosecurity officoer,
the nattur will be raforred to the cormanding officer of
the headguartzrs concernad for final decision, )

(2) ¥Vhen higher authority has doclared a pcréicular crypto-
éystcn conpronised cnd directs a2 review of nossages
cnerypted in that systen, the cryptosccurity officer will
bring to thc attention of the cormnnder, or other staff
officer as nay be designated, all nossaées involved which
wiere cnerypted in his hncdgquarters. The cormender will
rovierr those nessages, take such action as he deens
nceessary and feasible so far as his ovm operations may
be conecerned, and roport to the next higher heoadquarters
eny conpronisc of information involving major operations,

strotegic intelligence, or significont military plans.
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d. Other Pcrsonncl.--No authorized cryptosystem will be cnmployed by
any porson vlio is not thoroushly femilier with lho provisions of these
rizulations ond 211 instrictions porteining to the cryptosystens to be
cuployed.

g, Cleararncc.--Porsonncl assigned to cryptographic duties will be
cleared in aceordance with separate Depertnent of the irmy instructions
regarding cloarangz of personncl for cryptographic dutius.

f. torazd.

(1) Ropistered cryptomaterisl vwill be stored in a2 vault with
& bhroo position dial-type corbination lock door, in a
thrze position dianl-type combination safe of size and
weight sufficiont to mininize the possibility of its
physical roeaovel, or in an cqually sccurs steel filc
cabinet. Othorvise thc material rmst be kept constantly
under arqxd gucrd.

Only the custodion of registured cryptoriatorizl, or

arsgonnel specifically desipnated by hin, will possess-the

conbination to the storage space or will have access to the

cryptomatorial thcrein,

The storoge space conhteining rogistered cryptomaterial will
ba kept locked with the full combination when not under the
dircet suporvision of clozred pcrsonnci.

Poclngos of rogister-d cryptonetorial will be opened,
chceked, roceipted fur, and the material placed in storage
impwdistely upon arrival at = headquerters. Prior to

opening, each peackegn WwWill be inspected carefully for any
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cvidences of tamporing. If eny cvidence of tampering

is noted, the facts will be reported irmediately to tho
issuing office vhich will initiate an investigation with-
out Jelzy. Pending action by tho inwvestigating authority,
the package will remnin in the exact state as whon the
evidenco of tampering s discowered, and any handling will
b2 held to tho absolutz minimmn consistent vrith providing
for the safuguarding of the package. -

(5) 4is for as practicable, clessified keying materials will
not be storcd in-the smme safz as the instructions,
classificd cipher mochines, or devices to which thoy apply.
This restriction does nst apply to & vault used exclusively
for the storoge of rogistered cryptonaterials,

. (6) L current rocord showing the short title, quentity,
ropister mumbors, and dates of storage and withdrawal will
b2 maintained at cach headquarters of all registered -
cryptorintorial in storage or rcmowved from storege for use.
or issuc. (Scoc 37 ¢ (1) abow:.)

39. DESTRUCTION.- 2. Rogularly supersedcd cryptomaterial carrics
instructions fur 'its destruction on a specified date. Other cfyptonaterial
is destroycd upon nutification by the office of origin,

b. Routin: destructions are pcrforned by the custodian and one
otﬁor officoer. Th2 wvitiassing officer need not be clearcd for cryptographic
cuvies previded his inspoction of the cryptonatorial is confined to the
¢ryrer pacse of docunents, BExtreomne caution will be taken to provent any

current or roserva naterials from beins included and inadvertently destroyed.
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¢« Cryptogrophic docunents will be destroyed by burning. Carce will
be takun to prevent lupible scraps or recoghizable, perts remaining in the
incinorstor or ab thie site of the destructisn,.

d. The custodian and witnessing officer will bo presont at the

burning and will sign the destruction repirt upon corpletion of the

dzstruction. If the heedguartors hos only one officer, the report will so
St:‘te-

¢. Rezistored cipher niechinoes will be destroyed in accordance
3 . - ] - L3 -/ 3 3 ] [ -
with special instructions contained in T 32-225 "Distributing and jccounting
—~—— — B
far Rogistored Cryptorraphic ilntor d instructions pertaining to the

e

1nchine.

f. FEoch orsenizotion will have a plan, and the neans to accomplish
it, fur tho dastruction of 21l ragistered cryptomaterierl in the event of an
erorsency. Dotriled instructions arc publishud in Department of the /fomy
dirccuvives on the subject.

L4O. CL.SSIFIHED iESSLGNS.~ a. Th? cncryption ond decryption of
clnssified ressages will be performod undor the supervision of an of ficer,
but not nacessnrily in the irmediats presence of such »fficer. For thc
spucific qualificections of poersonncl vho mny ba poruitted actually to perform
cryplprophic work, rofarcnce should bz made tu.currcent Departmont of tha
Ly Jdiroetives govorning the clesrance of parsonnel for the performance of
cryptographic dutics.

b. Encryption for other hgencics.- Messages riay be encrypted in
Dopartrwent of tho Lrmyr eryptosystoms for othor depertments of the gowvernment
or for camercisl firms ongoped in producing war noterials under government

c-ntract, providad the text as supplied by the commereial firm or other
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government department, except the Departments of the Mavy and Air Force,
is paraphrascd, without being referred to the originator, prior to
encryption and also after decryption, prior to delivery to an addressee
outside the Hational Defense Lstablishment exeept as provided in instru;-
tions pertaining to cryptosystems issued by the Department of the Army.
Dissemination of copies of encrypted messages to agencies or ihdividuals

oitside the Armed Forces will be governed by the provisions of phragraphs

22, 25 b, and LO g.

¢. Preparation of Classified ‘essages.- The following principles

will be adhered to by the originators of classified messages.

(1) Drafting of messages.--Classified messages must be

carefully drafted.

(a) Standardization of the content and form of documents
such as field orders and operation 'instructions is
necessary, bubt when such practices dare observed in
the drafling of messajes.cryptosecurity can be
greatly endangered. Stereotyped phraseology, the
repeated use of the sane words or phrases, and set
form of expression will be avoided in classified
nessages, especizlly at.the beginning or ending of
the messages. ‘

(b) lords uncssential to the sense of the message will
be omitted. The use of conjunctions, prepositions,

and punctuation morks will be kept to a minimum.

Unless instructions to the contrary are contained in
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the standing operating procedurc of the headquarters,
the originator will convert into words any numbers
or punctuation in the body of the message. Punctua-
tion may be written in either full or abbraoviated
forfi, lhcn abbreviated, authorized military
abbroviation will be used.

(e) The originstors of classified messages will indicate
by an approprinzte notation on thce message form:

' 1. ¥hen the message contains information which is
quoted from an unclassified message or a news- -
paper, magazing, or other unclassified material.,

2. %hen the message contains information which is
quoted in whol~r or in part from another clcssified
mossageo.

The fact that the mossage is of such nature that

W

its contonts must be given a wide distribution
or that its contents have alrecady or may
eventually be Turhishod the press.,

(d) The cryptosecurity officer will requirs the para—
phrasing of all or any portions as are neccssary of
such messages unlcss it is possible to encrypt the
nessages in systems which permit ths handling of the
litural plain texts of the messages in accordance
with subparagraph LO g.

(2) Clessification of messcges.--The classification of mos—

sages must rececive carcful consideration by the originator,
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OVi:rglassification and underclassification ars equally

to be avoided.

(a)

(b)

(e)

BEach message will be classified according to its
own contents in compliance with existing rules
governing the classification-of military information
(paragrephs 5 to 8 inclusive) subject in all cases
to the conditions specificd in (b) and (c) bolow,
Each message containing a direct reference to
enother classified mossaga or, to 2 previously
clagsificd massage by mcans of a2 reference number
or by subject natter will be assigned a2 minimum
classification of RESTRICTED if the classified
message reforred to required parcphrase under the
provisions of paragreph LO g. In tactical oporations,
simulated or sctual, all messages, unless marked
TOP SECRET or SECRE%, will be regarded as CONFIDEN-
TIAL and need not be so markecd.
An unclessified reply to a clessificd message, the
address of which is transmitted in the clear, may be
mede provided the reply consists only of a reference
to the date-time group of the classified message -
and one "or morae of the following italicizcd wordss
i. AFFIRUATIVE, moans "yes," "pormission granted,!
"granted," "authorized," "concur,! "approved,ﬁ
"recormend approval," Maction corpleted,® and

equivalent expressions.

6 -
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2. UNEGATIVE, mcans "no," "permission not granted,"
not granted," "not authorized," "do not concur,"
"not approved," "do not rccommend approval,!
"recommond disapproval," "action not completed,™

and similar exprossions,

3. INTERROGATORY, means "question," “].Z do not un;'ler-
stend," "need morc informetion," Umeaning not
clear," and-similor expressions.

L. COMPLY, includos Mrill cowply," "have complied,"

or "you sre to corply," according to the contents

of the message to which it refers.

I\
L ]

IETTER, includes the meanings "letter follows,"
"replying by letter," "by lotter," and "reply by
letter.! '

6. ACKNOILEDGED, moahs meBsage has been received.

(3) Tronsmissign by Eloctricsl icans.-

(a)

(b)

Al]l messages to be transmitted by electrical means
will be cnerypted except when transmitted over
approved circuits or as noted in (b) below. Under no
circumstances will TOP SECRET messages be transmitted
in the clear by clectrical meoons.

In tactical operations, sirmulated or aci;ual, upon
authorization of the commanding officer or his auth-
orizad roprasentative, messages'of any classificction
except TOP SECRET may be transmitted in the clear

over any nonapproved wire circuit or any radio channel
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when time cannot be spared for encryption and the
transmitted information cannot be acted upon by the
cnery in time to influcnce the situation in question.
Such messages will be marked "SEND IN CLOCAR" over the
signature of thc commander or his authorized

represontative.

(4) Paraphrasing mcssages.-

(a)

(b)

Paraphrasing is resortod to as a protection to the

cryptosysten and will not vmarrant loosc handling of

classificd messoges. Paraphra.,sing is to bz employed

when:

1. The content of previously cnerypted messages is
relecased to the public or given wide distri-

bution within the Army.

i~
L]

It is necessary to send in encrypted form:

.2+ All or portions of a message previously
transmitted in plain toxt.

b. Extracts from publications, regulations,
or instructions.

3. It is n=cessary to t.ra.nsmi'l':’ in plain text all
or portions of a message previously sent in
cnerypted form.

E. A classified rmssage is re-oncrypted.

Exceptions to tho ebove requircments for para-

phrasing are oxplecined in instructions pertaining

to cortoin cryptosystenis issued by the Department

6L
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of the Army. TWhon it is not necessary that a message
bz paraphrascd, the originator ond addressce will be
so adviszd by a notation on the message form under
proccdures proscribed by thoe Depcrtment of thoe Army.
(See paragraph LO g.)

The determination of the need for paraphrased versions
is a function of the cryptosecurity officer who may
requirs the assistance of the originator of the
neasage in the preparation of the necessary pars-
phrases. Vhore practicabls, the cryptosccurity
officor will furnish a copy of the paraphrased ver-
sion to the originator, except as noted in
subparagraph LO gb:'.

In paraphrasing ,hit is not sufficient to paraphrass
only” the beginning or ending of a messege. The
cntire nessago will be subjeccted to the process. An
exception to.this requirement is suwthorized when
only a portion of the messege is an oxtract requiring
paraphrase. Under such circumstances, only the
extract nced be paraphrased.

tshen paraphrasing a messagoe, as meny of 'the following
procosses as practicable will bs applied:

1. Changing the sequence of paragraphs.

2. Changing the soquence of sentences in ecach

y—

paragraph,.
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3. Shifting the positions of the subject, prgdicate,
and nodificrs in each sentencs.
Q. Substituting synonyms or equivalent expressions,
(f) A& paraphrase of the mossage is a cryptogrephic safe-
guard only and does not alter the classification
required for the subject mattor contained thorein.
(g) A paraphrase of a uessage may be, transmitted by any
means, provided the security requirenents pertaining
to the transmission of classified materizl are
obscrvad,
d. Handling and filing of outgoing classificd mossages by the
originator.

(1) The originator will prepare and number all copies of
classgificd nessages. Any copies circulated to local
officers direcctly concerned before the ressage has been
dispatched will be numbered and beer the fpllowing
notation:

"The naking of an cxact copy of this messags is forbiddon. Only
such oxtracts as are absolutcly neccssary will be nnde arnd such will be

marked Classification . This copy will be safcguarded with the

greatest carc and will be returned to (name of officer) without delay."

A1l such éopies will be carufully accounted for by the originator and will
be destroyed when returned,
(2) Disseriination of copius of classified nessages which
have boen dispatched will be in accordance with the

provisions of % bolow.
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(3) ucssages portaining to tactical operations, sirmlated or
actual, nay be prepared in triplicate. One carbon may be
rotained by the originetor and the originel and one carbon
dolivercd to the message center.

¢, Handling of Incoming Hessages by tﬁe Addrossee .~-The addressce
may meke and circulate only a-limited numbor of literal copies for the
infornation of other officors directly concerned excopt as authorized in
accordance with g (1) below.

f. Processing by Intermediate Centers.--The procedure fur handling
of classificd messages in intormediate message and cryptocentors will be as
provided in instructions published separately by the Department of thc Army.

g. Handling ancd Trnnsnission of Literal Plain~toxts.

(1) The senting by any means of literel (unparaphrasced) plain-
text copins of cnerypted nessages bearing the ﬂatation

"Paraphrase not required. Handle as (Classification)

infurmetion por paragraph 40 g (1), aR 380-5" on the
message farm is authorized, provided that the regulations
govorning the handling and transmission of information of
that classification are sbscrved.

(25 The scnding by any means of literal (unparaphrased) plain-
text copies of encrypted messages bearing the notation
"This message requires paraphrasc. Sco paragraphs : .
LR 380-5" is strictly prohibited except as stated below.
(2) Authorized specifically by the Depertuent of the Army.
(b) iuthorized local distribution within a headquarters

by acssenger.
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(c) In exceptionzl cases when necessary in the performance
of his dutics, an authorized person may carry the
literal plain text of a classifiad message, provided
the sccurity requiroments pertaining to the trons-

mission of classified material are observed.

SECTION V
MATERIEL
Parag-raphs
Authority to classify L1

Hotification of classification or reclassification —————— L2
Responsibility :.E'-or safeguarding technical informetion ~-—— L3
Classification of information from commcrcial firms Ll
Disszmination of classified tcchnical information ———————— LS

Dustruction of classifiod neteriel - L6

Invitations for bids and contracts L7

Consultations with responsible pamifociurers L8

Responsibility of Army represontatives or inspectors ————- L9

Responsibility of Gowermment contractors . 50

Tosts of claossificd materiel 51

Public display of classified nateriel 52

Release of infarnation or sale of materiel 53

Protacti~n »f shiprnionts via cormmercial carrisrs within

United States or its possussians - sh

L1, AUTHORITY TO CLiASSIFY.-—Whonever the chief of a technical service

responsible for a rosearch projoct or for the design, development, test, or

praduction or procurcment of an .article of natoriel or a component theroof
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shnll deternine that the maintenance of any degree of secrecy regarding them
is sufficiontly impurtant to the nationpl defonse, he will classify it as
IOP SECRET, SECRLT, CONFIDENTIAL, or RESTRICTED.

L2. HOTIFICATION OF CLASSIFICATION OR RECLASSIFICATION.--Whenevor the
chief of a2 technical survice in charge of a research project, design, develop-
ment, tost, or production of a unit of neteriel ur compnnent thercof shall
determine that wrtoricl of interest to other cormands should remain classified
aftor issue or that a change or cancellation of classification is desired, he
will notify The Ldjutant Gencrcl, who in turn will inform all concerned.

43. RESPONSIBILITY FOR SAFEGU.RDING TECHNICAL INFORMATION.--a. Chiefs
of tochnical scrvices engaged in tho properation of plans, rescarch, and
Gavelopmont work, or now cesign, test, production, procurement, storage, or
usc of classified nnteriel are responsible for the promulgation of such

additional instruments as mey be required for the safegucrding of information

in the officces, establishnents s laboratories, shops, or Army posts under

their Jjurisdiction.

b. 411 TOP SECRET, SECRET, COWFIDEHTILL, or RESTRICTED models,
cxhibits, dics, machines, and othor similar items which arc to be loaned,
leased, or given to a cormerciasl organmization will ba proporly narked to
indicete clsssificatinon whon practicabla. If such marking is impracticable,
the commercial organization will be specifically notified in writing of the

classification of such items end of tho portinent provisions of the

Espionnge Lct.
Wy CLASSIFIC..TION OF IiFOR:TION FROH COMMERCILL FIRLS.--Inf rmetion
obtoinod from civilien manufacturers concerning proprictary processes will be

classificd as CONFIDENTIAL unless othorwise authorized by the firm concornod.
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L45. DISSEMIN.TION OF CLASSIFIED TECHIIICLL INFORMLTION.--Classified
infornation concerning tachnical projects or developments may be imparted
only to those individurls whose officinl duties roquire such kmnowledge or
possession, and ta accredited representatives of foreign nations in accordance
with the provisions of paragreph 20 b.

6. DESTRUCTIOH OF CLLSSIFIED MATERIFL.--a. Luthority to Direct.—-
Thenever tie chicf of a technical serviece responsible for a rosearch project
;; for the design, dovelopment, test, or production or procurement of an
article of materisl ur a component thercof shall detormine that their
destruction is nccessory t, safepuard infurnation thereof, he will issue the

Jcessary directive, '
b. Procedure in Destruction of Classified Matericl.--¥ihen
dostruction of classified naterisl has been directed;-
(1) The custodien theresf will remove all components of a
classifiud naturc and destroy them by burning or by

rmutilation in the proscnee of o disintercsted officer.

y . The balanc; o? the mgtcricl jill then be processed in

<]
Joad T ]
accerdance with existing regulations for the dispasition

of unserviceahle property, or for salvage.

(2) If the above is not practicable, the custodian will destroy
the entire article of matericl by burning or by mutilation
in the prescnce of a disintercsted officer.

(3) 1In cither casa, the certificate of dustruction will be
signed by both the custodian and the witnessing officor
before submission to the officer dirccting the destruction.

If the headquarters has only ones commissioned afficer,
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the rgport will so state., Exception hercto may be
authorized only by the Departnent of the iArmy.

W7. T7ITATIONS FOR BIDS (MD CONTRACTS.--a. Prior to furnishipg a
prospective bidder, subbidder, contractor, or s_ubcontrac'bor with drawings,
specificentions, or other ;‘aertinent. information cosneerning any project or
prajects of a TOP SECHET, SECRET, CONFIDERITIAL, or RESTRICTED nature and
anmually thercafter 82 lonz as such documents, ctc., are in his custody,
clezrance will be obtzined in accordance with separate letter instructions
anll a gonoral seerocy agreement reading substantially as follows will be
siznced by the individual or by ¢ responsibla officer on behalf of the firnm
or éorp sration concerned:

TiHEN%.8, in the intorests of the national sccurity, it is essontial
thet the lLation~l Military Egtablishuent classify certain drawinzs, specifica-

tions and accapanying inclosures, modols, or matoriel, or other -information,

and
WHEREAS, the s O .
(Ifeme of Bidder or lHanufacturer Corpaorationy Partnership
s 7oy be called upon from time tv time to bid upon ar perform'

or Infividuas ,
work of a classificed nature, and

VEEREAS, clossified information will, of necessity, be given to the
aforementionsd party from time to time to enable him to bid upon anl/or

LrIorn the desired wark,

O, THEREXOHG, in consideratisn of the rocueipt of classified drawinces,
speeifications and acc wpamying inclosures, nxlels or materiel, or othor .
inf »rrrtion, horeinaftor collul Melassified inf wuetion," concerning mettors
of a TOP SECRAT, SZCRET, COMIIENTILL, or RESTRICTLD nature, given tu, dis-
cussed with, and tic walue of such clasgifiecd inf.rmation being in excess of

L
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ten dollers (10.00) shovm to, or disclosed in any menner to, —-# , tho
fallowing terms arce agraoed to for such poriod of timo as -t shell hawe
knwiled e, prssession, or custorly of clessified informetion, or sny of his/its
officers, agonts or cmployees shall have knowledge, pissession or custoly of
classifiod infurmation:

1. The ——# agreces that the classified informetion furnished to it by
the National Hilitary Establishnent or any of its agomcies will be usecd solely
for tho purposes of the proparction of its bid and/or performance of any
contract thersaftur entored into betrreen the partiss to the agreement, and
that such clossified information will not be reloased ty any ‘persons other
than those authorized by thoe National lMilitery Establishment or its agents,
nor vwrill spceiel fanturss of design” or construction, first disclosed by or
within the élassificd information furnished, bo incorporated in other pro-
Jeetss

2. Thn = will not make or permit to be made reproductions of the
clossifind niteriu_, oxcopt as specifienlly authorized by the contracting
officer .r his Muly cuthurized reprasentative. If reproduction of
classifiad natoricl is suthorized, the ——% prompitly will submit the product
obtzined to the contracting officer or his duly authorized reproscentative for
censurship or such other action as he nmay decm nscossary.

3. The --4t agrees that prior to disclosing any clossified informotion
to an alion omployes or comsultant, or pernitting him to have access theretv,
or pricr to disclusing otny information classified TOP STCRET sr SECRET to
any individual, or pormitiing him 45> have cccecss thnerecto, the Bidder or
hanufacturor named herein will obtain, through the contracting officer, the
consent in vwriting of the Scerctary of the Department of the frmy, Nnvg’or

Lir Force or his duly authorized rcpresentative.
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4. The —-% agries ithrt he/it will safeguard classifiod informetion and
naturisl in aceordance with the procedurcs and ropuletions established in
IR 300-5 an’ othor portinont dircctives. In the ovent the ——¢ is awar-ed the
bid for the groxuction of matericl under classificd contract, ho/it cgrees to
extenil these safeguards to aff rd adequate protection to the classified -
infvrméticn and meturicl involwed, during the manufacture, stoirags:, and
delivery .of the product eallod for under tha c.ontract. |

5. In the ovent of foilurs or inobility of -~ to pravide and maintain
the required safeguards it is agroed that tae Fationznl iilitary Establishnont
r any of its agenciss nny procurs, osteblish, ar priviie the appropriate
snfesuarss and that the cost of providing such socurity mweasurces shrll be
withhell froa tho pestents tu be mede o ——% should he be averdet tho
contrect O vhich this clussified informetion is furnisherl, or shall be a
chrr, q, irm:-r‘.ia’lbcly Jue anl peyeble, in event of non-averd of the contract.
Ducision of the hational “ililary Lstablishment or its cduly authorized agont
shall be final m necessary cost of securiiy measuros to be taken.

6. ™o —-% declares thot its attention has been called to the following
provisions 2f 1w, and agru.zs ta bring or causs to be brought to the attention
aof 211 maresons enmaged in the reparction of bids ovr in_ the manufocture of
supplies or notoricl to be furnished, inelwiing subcontractors and their em-~
ployeas, the provisinons of those laws:

Espisnage [et: Subparagraphs (d) #nd (e), Sec 1, ict 15 Junc 1917
(LO stat. 217); Sec’ 1, wct 28 lisrch 1940 (54 Stat. 79; 50 U.S.C. 31;

ii.L. 1929, Supp. I, Scc 2187a) ]

Sve. 1, sct 12 Jomuenry 1936 (52 Stat. 33 50 U.S.C. 453 li.L. 1939,

Sec. 2167w.), anld E.0:; 8381, 22 Lafch.19ho; 5 F.R. 1147; 50 U.5.C. U5;
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o
4

L.L. 1939, Supp. III, Scc 2187z).

IH VITIESS HEREOF, TIE unilersisned, acting for the aforementioned —-—s )

has hereto axecuted this [greenent as of the - day of 19

liitness:

# Nero »f Bitlder or liamufacturcr.
. b. The exucution 2f the renoral secrecy aprecnont required in a

ebove with any inlivisual, firm, or corp Jra'i:ion whether it be the prime

¢ meractor or subcontractor, prisr t. 'bh.e Jeliwvery of eny classified militery
infarmetion, and the annual scerocy sgreanents oxeccutod thorocaftor, vwill
constitute autnority for delivery to such inlivir‘tual, firm, >r cormnoration
from time to tiue ot osthor mr additisnal classified information perteining

t. any TOP SECHET, STCHTT, CONFIDEMTL.L, or RISSTRICTED project, without the
nocessit; o1 oxecutbting a2 spoeifie secrecy a2.reemont in cach case. A receipt
substantially as follaws will ba obtainer. when the additional classified data

ar: subnittoc to thosce why have entored int, such agrecrient:

R2ezipt is e.c@mvlea‘.gcdoi‘ - an! it is recognized that these
data arc classified and come within the purview of tha scerocy agrcemont
simed hy ———=——v————— N ———————— —

c. If the projoct (s) s, contract (s) boar a TOP SECRET or SECRET
classification, tw» copivs :f the oxccubted scerecy agreement or agreecments and
tvr copies of cach c.;'lnuz*.l socrocy agreencnt executed thercafter will be trans-
wittod prosgtly by the procurin, agency to the commending ;;eneral,of the army
irithin the are~ in which th~ work will be, or may be, performed, The command-
in; gencral of the army concernedl will retain one copy and forward one copy

e D

t5 the Provost inRrshnl Genoral.
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d. It is the responsgibility of each representative of the

Department of the Army who invites bids in connection with a project or

projects of a TOP SECRET or SECRET classification, to transmit promptly the

following information in duplicate to the commanding general of the army

within the area in which the work will be, or may be, performed:

(1)

(2)

(3)

()

The name and addresses of each prospective bidder or '
subbidder.

The address; full first and last names and middle initial;
date and place of birth, of each officer and director and
of all persons who will have access to the TOP SECRET and
SECRET materiel,

The location of the facility at which the work involved
will be, or may be, performed.

The date of invitation for bids.

e, It is the responsibility of each representative of the

Department of the Army who enters into a contract classified as TOP SECRET qr

SECRET, to transmit promptly the following additional information in

duplicate to the commanding general of tpe army within the area in which the

work will be, or may be, performed:

(1)
)

(3)

The name and address of each contractor or su:bcontract.or,_
The address; full first and last namos and middle initial;
date and place of birth, of each cmployee or other person
who vill have access to the TOP SECRET or SECRET materiél
not included in d (2) above.

The location of tho facility at 'which the work involwved

will be, or may be, performed.
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(L) 7ne date of avard of contract or subcontract, and probable
date of commencement of work thercunder.

f. The commanding general of the army concerned will retain one
copy ond forwerd one copy of the reports recceived in accordance with d and e
zbowc, to the Provost liarshal Gencral.

g. Only citizens of the United Statoé,_and corporations of which
not loss than ﬁhrce—fourths ol the capital stock is owned by citizons of the
United Statss, and of which all members of the bosrds of directors arc
citizens of the United States, and having manufacturing plants located within
the continental limits of the United States shall be eligible to be awardsd
any classiriod éontract undor this scetion to furnish or mammfactureo eany
classifiod moterial, equipmént, or accessorics for the Department of the Army.

48, CONSULTATION WITH RESPOISIBLE LIANUFACTURERS.- The commanding
officers of arsenals and depots and othur officoers engaged in work on
Govornment contracts are authorized to consult with all interosted manufac=-
turers or thoir representatives, inventors, and other persons concerning
technical matters in which they have a legitimete interecst. They'will,-
however, inform all such persons of the classification of the projects, works,
and developmoents.

L4,9. RESPONSIBILITY OF ARMY REPRESENTATIVES OR INSPECTORS.- a. The Army
rcepresentatives or inspectors of the technical scrvice are the local ropre-
sontatives of tha Department of the Army and will take thc necessary measures
to insura the safoguarding of classified information or -projocts in the hands
of the contractors or subcontractors or in process of manufacturc in their
plants.

b. Army ropreosentatives or inspectors will advise contractors or
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subcontractors as to .theoir rcspunsibil::.tios and the practical mecasures to be
taken to safeguard TOP SECRET, SECRET, CONWFIDENTIAL, or RESTRICTED matters,
ond will act favorably, if practicable, on any suggestion or request of the
company tonding to preserve secrecy. If at any time conditions at any plant,
or cny action of a compeny or its cmployces, jeopardize thc security of
classificd matter portaining to the Dopartment of the Army or violate the
provisions of the Espionage Act, the Army rcpresentative or inspcctor will
requost 'f.he contractor or subcontractor to take prompt romedial action. If
adequote precautionary measures are not takc:.1 immrdiately, he will report
promptly to the chicf of thc toechnical service conceorned and, if the situatio;ll
roquires, to the commanding generafl. of the arm~ in which thoe item is in pro-
coss of nenufacture.

¢. ¥Vhen Army and kavy inspcctors arc on duty at the same plant,
thoe Arny inspecctor will coordinete all sccurity meosurcs with the Ne.vy_
inspoctor in order to avoid conflicting demands upon contractors.

50. KESPONSIBILITY OF GOVERMMENT GONTRACTORS.- a. A private individual,
firm, or corporation which enters into a contract to sngege in technical work
Tor thce Deportiwnt of the Army becomoes rosponsible: in mattors within his or
its control for the safegucrding of all TOP SECRET, SECRET, CONFIDEWTYAL, or
RESTRICTID matlers that nay be disclosed or that may be developed in
connection thorewith. A cleusc to this effoct will be included in such a
contract, buv its omission v41l1 not roloase the contractor from his rosponsi-
bility under the Egpionnge Act and other pertinent laws.

b. Conuractors arc responsible that all classified projects allot-
ted to subcontractors or agents are fully protoctzd by o similar agrecment.,

c. ‘'ihonewver for any reason a contract agrecnent or subcontract has
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beoon nade whicn docs not include & sccurity clause but later is found to inw
volve TOP SEC.ET, SECRRT, COUFIDENTIAL, or RESTRICTED matter, the technical
scrvice coneorned will take the necossary steps to insure that the project or
wori is properly classificd and that the contractor, agent, or subcontrector
is informed of tho classification and of his responsibility in the matter.

51. TESYS OF CLASSIFIED MATERIEL.--T~sts of classificd materiel will be
] adequntely safeguarded by all responsiblc officers.

¢. PUBLIC DISPLAY OF CLASSIFIED LATERIDL,--2. Cormanding officers arg
responsible that all classifiod parts, components, or foatures of materiel
arc properly safoguarded durin: noancuwers, drills, parades, cercnonies,
csserbloges, demonstrations, or exhibitions, open to the general public.

b. (1) Photographs of equipment vhile in process of development or
those rowealing processes of manufacture are prohibited
unloss authorized by the chief of technical scrvice con-
corned., Afbor an srticle of equipment has boon issued to
combat, units, reclease of photographs is pr.mnissible.
unlzss sp~cifically prohibited.by the instructions issued
thorowith.

(2) Requests for permission to take photographs of classified
. uaboriel, projects, or processes of manufacture will be
raforred to the Department of the Army through the proper
chi2f of tochnical service. If authority is granted, it ’
will b2 with the understanding that the resulting photo-
ephs will be submititcd to the Department of the Army for
E‘cview prior. tuv roloasc.

53. RELDASE QF INFOR.LTION OR SALE OF MATERIEL,--a. Gcneoral,--Domestic
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sale, divulging information in_connection with negotiations for foreign sale,
and foreign mamulncturc of items of Lrtiy and llavy Ir:s':teriel end cquipment are
. not peraitied unless the Dopartment of the Army and ¥avy are rerced that
nilitery sccreocy is not compronmised thercby.
b. International Traffic in Amis,
(1) The State Department administers internetionel traffic in ,
arns and silitary mz;t-::riel coming within the scope of the
Rogulations Governing the International Traffic in irms,
Ammunitions, and Implonents of War and Other Munitions of
| 71>% ol
(2) The Stale Dopartmont will not releass for foreign sale any
iton coming within the scope of these rogulations until the
Departments of the Army and Havy have stated thot there isg
no objection to the reloase on graunds of scerecy affecting
the national defounse,
54. PROTZCTION OF SHIPLEI'TS VIA CQERIERCILL CARRIFRS UITHIN UNITED STATES
O IYS POSS'SSIi0liS.——2. ;‘Sclect;ion of Shippingz Method.--Disclosure of informa-
ticn perteining to classificd materiel will be prevented during transportation
by ono of the following nethods of shiprment, to be determined by a cmnmissiéned.
vfficer of the service, force, or orgrnizalion authorizing its movement
qu:lified vo nake such classification, by a higher authority so qualified,
or by « wilitary atteche,

b. Prutactisn Docwients.~--If sizc and quantity permit, classificd

. rmaberiel nny be hondled in the same manncr as pravided for similerly
classifi~d documcnits in paragraphs 26 to 27 inclusive., In cnsas where

natericl is of such siza or quantity as to ercete suspilcion of its cheracter
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and enteil additionel risk wheon transported in the same mannor as documents,
another method will be used.

¢. Roilway Express Scrviee Protected by Carricr's Guerds,--TOP SE-
CRET, SECRET, or CONFIDENTIiL shipments may be shipped via Railvmy Express
Ageney, Incorporated, after advance arrahgerients have becon mede for carrisr to

ard natoriel froi the tine it leawves the honds of consignor until delivercd

to consignoe. Notwithstanding the general prohibition »f insurance on
Governmannt shipmeonts any classificd shipments nay bo shipped at their actual
velue and notation of such volue rade on tha bills of lading. (See .\R 55-105,
LR 55-155, and Ti{ 55~550,) The officer detormining the niethod of shipment
will cortify to the nfficer issuing the bill of lading the valuatiom to be used.

d. Ordincry Railiay Express Service Protected by liilitary Guards.——
This nwthod of shipmont may be chosen for TOP SECRET, SECRET, or COWFIDEITIAL
ratericl as provided in a above. In such casc the principles of rcgulations
govarning guarding of freight shipments (s-ce par. 8, LR 55-155) will be
followed so far as eppropriate for express scrvice, with the definite excoption
that guards with expross shipments will be furnished with transportation
requests. The muiber of guards detailed to protcet thoe shipment will be a
minirmn consistont with security requircunents.

Gs Alr Express Via Commorciel Air Lines Protocted by Military
CGuards,--Th: provisions of d abowe will govern generally.

f. Rail Fraignt Sorvice Protected by Militery Guerds.--Scc paragraph
8, L& 55-155. - )

g. Ordinary aotor Truck Freight Protocted by hilitary Guards.--The
principles Jf paragraph 8, [ 55-155, vill govern. Only onc guard will be used

for .short runs unlcss nnre: are nocassary.
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h. TWater Fruight Scrvice Protocted by lilitary Guards.--The
principlus of parcgraph 8, AR b5-155, will govern. Vihon wesscls are uscd
which hawo arrangoricnts for cerrying passcngors, transportation roquosts vill
b2 issucd. Vhon wvossels are used which do not hawve arrangoments for carrying
public passengers, carriage free or at & reasonable charge, appropriate
arrangerents for rwals will be negotiated.

i. Straight or Mixcd Troop Trains.--Classificd materiel accorpany-
ing triops will be adequately gucrded by organization personnel.

jo Guords.—-CGuards sufficiently armed will be provided in accordance
with paragreph 8, AR 55-155, lieither cerricr's nor nilitary guards will be
used for tno sule purpnse of preventing disclosure of information of RESTRICTED
vatoricl. Guardoed service riay be used on any ‘shipment when nocessary to
pravent physical sabobtage. Whon possible, where concealment of the arm is not
nccessary, submachine guns, automatic rifles, cor rifles should be provided in
preferonce to pistols.

k. Shipnent, CONFIDENTIAL Kateriel Without Guard.--Shipments of
COuFIDE(TILL materiel, execept cryptographic eguipment and components thercof
nay, &t the diserstion of the chief of the technical service involved, be
shipped by ona af the IHllowing methods, without guard:

(1) Protected expross.

(2) Scaled freight or express cars.

(3) Sucled truck under awn nytive power.

(L) Tnt car, provided trucks or crctes conteining said oquip-
ncnt arce suitably locked and/or sealed and laucked and/or
scalad to the car, In addition, the cquiprient will b2 pro-
tocted. firon external view and injury from nornal hazards in

shipping.
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1, Shiprent, RESTRICTED iiateriel Without Guard.--Shipments of
RESTRICTED niatericl, sxcopt cryptographic equipment and compononts thoreof,
uay bo shipped by one of the following riethods, without guard: . -

(1) Protected express.

(2) Sealed freight or expross cors.

(3) Socled truck under ovm notive power.

(4) Flat car, provided trucks or crates containing said equip-
nent arc suitably locked and/or scaled and locked and/or
scaled to the car. In addition, tho equipment will be pros
tected fronm extornal viow énd injury fron normal hazérds iﬁ
shipping,

rn. Shipment, Cryptogrephic lateriel.——For specific means of ship-
tents »f eryptographic meoteriel roforence should be made to letter instruction
Jn this subject issucd by the Departmont of the iLrmy.

n. Shipment, Cleassificd F‘j.lcs.—-Shipmcnf.{;f classifioed files to #
rocards dapots and Depertment of the Army rcecords depositorics will be made
as follows:

(1) When the quentity of TOP SECKET, SECHET, or COIIFIDENTIAL
documents remaining ofter downgrading is smell, the docu-
ments will be transnitted under soperate cover as provided
clscwhera in these regulations for the transmission of
individunl docunonts. A charge-out will be placed in the
£nlder vhich containod the docunont and the documgnt will
be properly idorntifiod as ty the file and folder from which

extroctud prior to trensmission.

82




REF ID:A58113

(2) Vhon the quantity of TOP SWCRET, SECRET, cnd CONFIDENTIAL
documents vhich cannot be downgraded makes the procedure
absve impracticablo, the files in which such documents are
meintained will be pockad in the svandard records boxes
prascribed by TH 12-259, sccurely fastened by flat steel
straps. Tho outside of the box will centain no indication
of the classifioed chaeracter of the filas. The boxes will
be shipped under sccurity rojuletiosns applicable to bulk
shipments of clessified materiel cxcopt that TOP SECRET
and cryptographic docuncents and ncssages in all casos will
be accoupomied by an officor courier in addition to armed
gurrds.

(3) Shipment of RESTRICTED files. Such files will be shipped

in stendard recrds boxes in the same manner as prescribed

for unclassified files,

SECTION VI

VISITORS

Authority for Admission

Paragraphs M
i

. Py )
A /%(/W.u/ﬂj/ <y
/

Responsibility- of Govermm.nt contractors 57
e

Rosponsibility of comrk..nd:mg gfi‘:l.ccr/

55. LUTHORITY YOR 4DLSSIQli.- a. General. Correspsndence end
corrunications releting t visits vill be riuted direct between the varicus
offices concernad. Frr the purpose of these rogulations, Unitod States

citizens while 2 reprosontative, »ffieial, Jr smployee of a foreign government
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or foreign privato or comuercial entity, are considered foreign natiovnals,

® @

(2)

(3)

(L)

b. Foreign iationcls (See par 3 p).

Subjiect to thoe approvel »f the facility concerned, foroign
nation.ls nay be authorizod by local authority te visit
coummwreinl fecilities provided no classificed work or

proj2ct is shovm or discussed.

foreiyn notionals rnay be admitted t> Department of the

iry install-tisns for soecinl purp:uses,' fr activities
open ty the general public, fr authorized nodical traat-
nent, and in commoetion with snergency lendings, by
cuthrity Lf the camnnding ffiear provided no classified
fortures ere shwm or Jdiscussed.
Tenbers i the crned fireces of Conada and liexico nay,
howover, be ardndttoed to jiomy prsts, camps, and cirficlds
noar the borders of thosc countrics for occasional visits.
on tho authority of the cormarnding geoneral of the army,
.
defense cormandd, or &ir foree commond having jurisdiction
over such pnsts, canps, or airficlds, without refercnce to’
higher auwthority,
2. Foreign nationals nay be admitted to the fullowing
- only on written authority of the Dircetor of Intel-
ligunce, General Staff, Upited States Army:
1. Dapartrnent »f the Arny installations except as

oravided in (2), and (3) abvrve.

i~
L]

Governnent or corriorcial facilitics where
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,

classified work, prajccts, or features will be

shown or discussed.

b. Forciiyn visit requests will include the following

infornation:

1. Hame in full.

2. Official title or positinon.

3. lHetionality.

L. tame of installation, facility, or activity to
vhich adnission is desired.

5. Date of visit or -dates between which visits
ere rlesired.

6. Purpose of visit. )

7. Spmsar.

c. Authourization t, visit does not constitute z'mthority

for relcasc of classified documcnts to visitors.

c. Visits by ilien Employees.- iAlicns employed by a U, S. Govern-

nent contractur, U. S. Federal Government fgency engaged in a classified

contract with a U, S. rilitary agency, or agoncy of the U. 8. irmed Forces

ney visit Dopartment of the irmy installations, governmeri‘b amnd commercial

facilities engaged in a classified contract with the Dopartment of the Army

without refireonce to the Dircetor of Intellicence, General Staff, United

States sarty, under the £>11wring procedure:

(1) The necossity for the visit rust be attested by the U. S.

rilitary ri:gident representative or inspector on duty at

the enploying establishment or, in case no resident

reprosentative is assigned, by the U, S. military pro-

curenent agency for whom the alien is working, -
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(2) The visit request rmust be accompanied by a certified tiue
or photostat copy of the letter granting consent for
enployrient on classified work. The request rust state the
specific scope of information or items desired to be.
shown the visitor.

(3) ilien visitors will not be-bermitted eccess to information
of a higheor classification than that indicated in the
latter granting consent for employment on classified work.

(L) If the cormanding officer of the installation or military
representative at the foeility to be visited approves the -
visit, the requester will be sv notified.

(5) The alicn visitor rmst have in his possession a copy of
the approved visit roquest as well as proper identification.

d. Unit;ed States Citizens .- Subject to the approval »f the
commnanding officer or the contractor, United Slates citizens, except those
reprosenting & foreisn govermment, firm, or corpnration, may be admitted to
Departrient of the Lrmy installations or commercial manufacturing establish-
nents engaged on classified work or projccts under the following conditions:

(1) Casual visitors may be admitted provided no classified
work or projcct is shown or discussed.

(2) Representatiwes of ather United States Government agenciecs,
nanuiacturers, or their representatives, engineers, and
invontors cooperating in Dopartment of the wrmy work and
having a legitimato interest therein nay be shown such
wirks or projocts as are considered ncecessary and desira-

ble by the responsible chiefl of technical service.

g
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huthority for admission will be infwriting.

(3) accradited reporters, photugraphors, and other representa-
tives of publicity age;cies may be admitted to Departaent
of the Arny installatioﬁs or rmanufacturing cstablishments
engaged on work for the Department of the hrny; provided
clasgified matter, projects, or processecs of nanufucture
arc not shown »r discussed with thon,

56. RESPONSIBILITY OF COuFI.WDING ONFICER, .,Ri:Y REPRESEITLTIVE OR
IHSP'CTOR.- a. The cormanding officor of a umilitary establishment or the
Lrmy represontative or inspector at 2 commercial ostablishment is the local
representative of the Departuent of the Army in cll metters regarding the
adnission »f visitors. If, in his opinion, the situation at the time makes
the admission of a visitor inadvisable, he is empowerad t0 postpone the visit
zn:l request instruetions from the ouffice which authorized it.

b. Commanding offlicers of army installations, army reprcsentatives
or inspectors et commercial or governmental establishments will forward -
tnraﬁéh channels to the Director of Intelligence, General Staff, U. S. iArmy,
a report on all foreign nationsls who visil installations or ostablishments
engaged in classified work or projects for which they are responsible. Report
will include the following:

(1) Name, official position, and notionality.

(2) iuthority for visit.

(3) Uatters in vhich visitor showed greatest interest.

L) Goneral tymie or nature of questions asked.

(5) Expressed object of visit.
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(6) Estimate of the real object of the visit.

(7) General estimate of ability, intelligence, ar‘ld technical
knowledge, tlie visitor and his proficiency in the English
1anguage:’\'

(8) A trief of what was shown, explained /and refused.

(9) 1If classified information was disclosed, highest security’
classification of information disclosed. '

57. RESPONISIBILITY OF GOVERMNREWT COITRACTORS.- a. Contractors or sub-,
contractors engaged in work for the Department of the Army must place such
restrictions on the movements of persons employed or entering their plants
or 'c;ffices as will give adequate sec;zrity to TOP SECRLT, SECRET, COI\IFIDENT]'_ALe
or RESTRICTED matters in their possession. In view of the wide differences 1{1
organization, arrangement, and physical make-up of individual plants, no '
speeific rules are practicable. Therefore, local conditions at the plani;
and the classification of the project will determine the security measures
to be adop‘bed:

b. The following general procedure in regard to visitors at
establishments or plants engaged in classified projccts for the Department
of the Army is prescribed:
(1) vVisitors will be accompeniecd during their stay at the
plant by the inspector or Army representative, a member
of inis office, or somc responsible person who is specifical-
ly inforued as to the nccessary limitations or restrictioné ’
the scope of the visit, and the information which may be
furnished.

(2) TUnless spocifically authorized by the authorities mentioned
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Ain paragra£ﬂ155 . Visitors will not bec allowed in any shdp,
laboratory, drafting room, or scction of a plant where
TOP SECRE1, SECRET, COMY¥IDEITIAL, or RSSTRICTED matériel
is located or where classified work is in progress, nor
will they be permitted to take photographs,

c. Dopartnent of the Army contractors who arc engaged in
classgified contracts or projccts will submit, to the appropriate Arm&
reprasontative or inspector, a rcport on all forcign nationals who visit their
establishmonts or plants engaged in classified work or projects, Report will
contain the same itcms of information as that report required by paragraph 56

b, abow,

SECTION V1I

ATR SPACE RESERYVATIONS, HESTRICTED AREAS, AND RESIRVED

' AHEAS
Paragraphs
Air spoce Egsorvations ------------------ 58
RESTRIGTEDi%?eas e s s - — - - - - ——— 59
Reserved arcas; cstablishmont - - - = - - - - = = - = - - -~ 60

58. .ir Spacc Rescrvations.--z2. Establishment.- Air space reservations
over military installations or reservations over which the flight of aircraft
is prohibited or RTSTRICTLD for the purpose of national defense or for othe}
governmental purposcs arc sstablished by executive order of the President
of the United Stoucs, or by a State, Commomvalth, or Territory.

-b. Responsibility of Commanding Officers.--The commanding officer

of a military recservation, post, camp, station, or installation over which
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an air space reservation has been establishcd is raosponsible for the
surveillance of the designated air space and for prompt rcport to The Adjutant
Genoral, through military channels, of any illegal flight therein.

59. RINSTRICTED ARCAS.—2. Designation.—The commanding officer of a
military roservation, post, camp, station, or installation is responsible for
tie dosignation and proper safeguarding of RESTRICYED arcas in his military
resarvation, post, camp, station, or installation. If logal conditions
dictats, h~ will mark all ordinary entrances or approaches to such areas with
a sizn raading as follows:

V.ARNING

RESTRICTED AREL

It is unlorful to onter within this without
(Area, building, etc.)

mritton permission of .
(huthority)

b. Proccdure in Case of Violation. .

(1) The commanding officer of a military rescrvation, post,
camp, stalion, or installation will ceuse any person not
subjecet to military law vho enters a RESTRICTED area or
building to be detained, warned of his rights, and
interrogated by proper authority. If it is a first offense
and there is no evidence of deliberate intent, the offender
may be warned against repetition and reloased upon the
surrender of any unlawful photograph, sketch, picture,
droying, map, or graphic ropresentation in his possession.
Otherwise the offender will be delivered without unnecessary

delay to the necarest United States marshal with a written
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statoment of the facts, thce names and addresses of the
witnesses, and such pertincent exhibits as may be available:

(2) Then an investigation revexls that a person not subject to
military law has enterad such a RESTRICTED arca or building,
custody of the individual not having been cffected, the cop~
manding officer will promptly forward in writing to the |
ncarest United States district attorney a report of all
the facts, including the nermes and addresses of the wit-
nesses. ‘

(3) A report will be made through military channels to the
cormanding general of tho army concerned of each case
brought to the attention of civil authority end will
ineclude a bricf of.all the facts and copies of all pertin-
ent communications. .

60. RESEIVED ARDAS; ESTABLISHIRNT.--Areas reserved for military or
national deofense purposcs, admittance to which is cither RoSTRICTED or
prohibited, are sct zpart by cxecutiwe order of the President of the United

Strtos or by ordsar of tho Seerctary of the Interior.

SECTIOJW VIIT

TROOP TIQVEMENTS, IIDIVIDULIL TRALVEL, AND 1IQVE®IIT

OF SUPPLITS

Paragraph
Guneral 61
Clcssification requircments 62
Dissemination of jnformation . 63
Rail and potor movements 6l

>
-

—
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In ;staging__'g.reas &
Emb;trkatior; 65
lovement of vessels in harbors 67
it 358 : - 68
=
Raturns to c_,:ontincntal United States 69
tovonents by gir - - 70
Th: ater of gperations in continentzl Inited States ~—————ewe—— 71
';-Iighcr q;‘..assifice.tion - .72
koason for classification - : - - 3
Paric;ds of ;eace or following termination of Eostilitias —————— Th

6l. GENER.LL.--a. Application.-~The provisions of b below and paragraphs
63 to 7L inclusive, will apply during periods of hostilities. The provisions
of paragroph 75 will nr;gly during poriods of peace or following the termina-
tion of hostilities and bafore peece is formally declared.

b. Rosponsibili‘.t;t; of Commanding Officers.--Commanding officers of
units, replacements, or individuals’ affected by the provisions oi“this
section are responsible that such personnel are instructed in thess pro-
visions, advised of their applicability, and warncd of the danger involved
in the disclosure to unauthorized persons of classified information concern-
ing troop mowvemecnts or movenent of supplios. Hccéssar,{-instmc‘bions will be
given both at home station and staging area prior to moveﬁent to a theater
of opcrotions. ’

62. CLASSIFICATION REQUIRF ElTS.--a. llovoment of Porsonnel or Supplies.

—Infornation of movements of personncl or supplics will be classified, when

appropriate, as SECRET, CONFIDENTIAL, or RESTRICTED by, or by authority of,
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any officer cuthorizcd to nmcks or authorize SECRET classifications under
parazraph . In order to insurc proper and uniform clasgsification, it is
cas~nticl thnt docunments concerning movements be classified, vhen appropriate,
in accordance vwith the principles contained in this section.

b. Troop l.ovemonts or Travel of Replacemcnts to Theater of Opera~
tions.—The following cloments of information concerning traop movements or
travel ol roplucerents or individuels to a theater of operations will normall?
be clissificd as indicated, cxcept as statad in paragraph 71: .

(1) SECRET,--Documents vhich éontain any onc of the following -
elemcn%s, eithor direcetly or by implication, require a
classificetion of S.ICRET:

(a) Oversca or intertheater destination in the clear, when
such destination is an active thoater of operations Qr.
a specific location within an activa or inactive
theator of ope;ations.
A spocific port of destination within contincntal
United States for return to continental United States
in trawel by wator,
Date and time of departure from a port of embarkation,
a port of debarkation cn route, a port of aerial
cmbarkation, or a port of acrial dobarkation en route.

Routc, name, or destination of ship or convoy.

Estinoted time of arrival at an oversea or intertheatoer

destination, or at ports or airports of dcbarkation

en route.




(2)

(3)

(£).

(g)

(h)

REF ID:A58113

The meaning of an assigned shipment rmumber so far as
it roprecsents a specific oversea or intertheater
destination.

The oversea or intertheater destiqation represented
by a temporary APO numbcr.

Bvents en route involving encmy action.

COIIFIDENTIAL,.~-Docunents vhich contain any of the following

elements will be classified CO!IFIDENTIAL:

(a)

(c)

Inactive theater of opcrations es a destination, in the
clear, provided the exact destination within the
theater is not shown.

Information or description of unit movenents of
nonoperationnl significance within areas in or adjacent
to actiwve theaters of operations.

A list or tabulation of two or more units combined with
and included under & single shipment nmumber or other -
comparable code designation. The combination of a
single unit with its oversca shipment nmumber and
letter, or other comparable code designation, however,

is RESTRICTED informeation.

RESTRICTED ,~~The following types of information, or

docuriants containing this information, oxcept as indicated

in (1) and (2) sbove, will normally be' classified RESTRICT-

ED:
(a)

Ordors, comrmnications, reports, and other documents
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concerning troop movements, oversea or domestic travel
of roplacoments, or oversca travel of individuals.
Howover, reports and cormmuiications concerning move-
ments neod not be classified if the classified cle-
ments of information and unit designstions are not
included therein and referonce to the movement is na.dq
by shipment numbor and lotter (_01" othor comparabla .
code designation), by tunporary APO number, or by
main rumber.
(b) Troop movements botween inactive thuaters of .opera-

tions, betwoon the United States and inactiwve theaters

of operationsy; within inactive theators of oporations :
r

and donmestic troop movements within continental
United States, provided such movemonts arc not
associated vith further movermont to an active theater
of operations.
(c) Continental United States as a destination in the clear,
provided the spacific port of dsbarkation in trawvel by
wator is not shoym, .
c. Domestic Trowvel Tiithin Continental United States.--Domestic
trovel w;i:bhin continontal United States of individuals vhich is not
essociated with further-movemont to & theater of operations or with classified
activitios will not normally require classification.
d. Hovemnont of Supplics. -

(1) :overients of supplics and impedimenta which are to
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accorpany units, or are destinod for, or othervisc

associated with spcoeific units or specific troop movenonts

will be gowernced by the classification requirements set

forth in b above.

(2) Howenents of supplies which arc not associated with specifip

units or troop movements:

(a)

(b)

(c)

Lloverients will normally carry a coded destination
gymbol such as a shipping designator or shipment
rurber. i]ocu.mcsnts covering such shipmonts which by
infercncc or by litsral refercnco compromise the
meaning of the coded destination symbol will require

a classification ¢t lecast as high as that of the
neaning of such coded symbol.

liovonents may be addrossed in the clcar to overseca
destination vhon authiorized by the Secretary of the
Lruy. This method of addressing will not normally

'E)o used when the presonce of military :i.'nstallations
such as oworsca ports, combat eirficlds, harbor
deofenses, or similer costablishments will be cxposed
thereby.

Vhen & coded designation of specific shipuents,
projccts, or locations, such as a consignee combinatio‘n/
is used in combination with 2 coded destinetion syribol,
the coded designation vill be classified at loast as

high as the meening of the coded destination symbol.
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Docurients and reports covering shipmonts nay be
unclassified vhere the neaning, coded dastination
synbols, coded shipnment designations, or other coded
data cowvering the shipnont are not rewvealed or
othervise compromiscd.
of Pursomnncl or Supplios by Hospital Ship.-—Orders for
or supplies by hospitel ship will be unclassified if it
orders accoup~ny tho pafsonnel or supplies aboard the
55-530.
Ij OF INFORLATION.--2. All persons connccted with the
cceive information’ concorning movements of personncl or
accordance with poragraphs 6L, 70, 71, and 72 are
ic or to inform unsuthorized porsons concerning the
such nmovoments.
1is nccaossary to advise reletives or othor perséhs of
individuals connccted with the military scrvice vwill
ificd dinformation.
in a.theater of operations does nnt diminish the
ing classified elcnecnts of ipformation concerning the
arrivel, no information will be given to unauthorized

cs, destinctions, or orgenizations, nemes of vessels,

date concerning convoys, routos pursucd, measures takon to avoid attack, datg

of arriwel, debarkatig
carriod.

6h. RLIL AID 1107
parturce of rail or not

rcason ar¢ classified,

n or daeperture, or number of, troops, or kind of cargoocs

OR 1:OVIIENTS.~-a. Roports concerning arrivals and de-
or novenents within the United States which for any

mry be transmitted to persons authorized to recoive
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~
-

such reports, unclassiried, provided unit designations are not included there.’!._n.
' b. Vhen rail or motor movements or travel of personnel are made
. preiiminary to movement to a theater of operations, cars, baggage, and
impedinenta will not be marked in_ the clear to show oversea destination, date
. of departure, name of ship, or other classified elements of information. In |
such cases, impedimenta will be marked with the assigned shipment number and
letter or other comparable code designation. The unit designation will not bé
used as a marking on impedimenta, although the company letter or abbreviation .
may be u:sed to identify the impedimenta of each company or similar unit in the
movement. ’
65. TII STAGING ARFAS.--z. Instructions will be given to all indiv:i.dualp
concerned in the applicable security provisions of this section. .
b. Commanders of ports or ajirports of embarkation are authorized
to restrict to prescribed limits all personnel under orders for _T.novemen'b to al
theater of operations for a period not t.o‘ exceed L8 hours prior to departurei
- *  During this period of restriction, commnication with other military personnel
and civilians may be prevented or limited as may be considered necessary by
the port or airport commsnder concerned, Special authority must be obtained
from the Department of the' Army (if in the United States) or the theater

commandor (if overseas) for placiﬂg personnel in restriction more than L8 hours

prior to the expected sailing or departure date.
66, EMBARKATION.--a. Troop movements will be made so far as practicable
without attracting undue attention. Authority to use bands during embarkation
. of troops is left to the discretion of port commanders, where, in their
opinion, the playing of a band will not jeopardize the security of the move-

nent.
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b. 411 porsons not on official busincss will be excluded from the
pizrs at 21l tines.

. ¢. Prorsonnel mny teke cameras within the limits of the pier or -
owerscas, subjoct to the restrictions imposed by the commander of the port,
shii), theat2r, or other area concerned.

d. liiemburs of families, relatiwes, or frionds of personnel under
oversca movenent or trawel orders will not be allowed in the vicinity of piers
on the day of sailing.

67. 1OYEITLT OF VESSELS IN HiHBORS.--Vossels loaded with personnel or
supplies will be moved undor cover of darkness wienever possible.

68. LT SEA,—-a. After sailing from the port of embarkation, the
destination will be disclosed to members of units, replacements, or individuals
aboard ship only &s nocessary for training or indoctrination en route. Vhen
sucn inforuation is disclosed, personnel will be warned of the classification
.thereof. Particular core will be teken to insure that this warning is given |
all persannel vho arc allowed ashore at intermediate stopping-points.

b. Events at sca concerning or resulting from encmy action will be
congidered as SECRTT information by all individuals concerncd.

69. ITETURNS TO COlTINENTAL UNITED STATES,.--Classification requircmonts I
arc the same as those cnumerated in paragraphs 63 and 71. -

T70. MOVELEUTS BY AIR.--a. Generally, the same requirements for water
movopients epply to movenonts by air of units or subdivisions thercof to a

' theater of operctions.

‘ b. In documonts containing information of travel to a theater of

oporations by military aircraft of replacemcnts, and individuals, as

distinguisl:ed from units, the inclusion of tho Tollowing elements normally

’, -
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will requirc a classification of RESTRICTED only:

(1) Owrsca or intertheater géographical destinations, unless
the presonce of troops or particular military instellations
at such destinations is classified higher than RESTRICTED.
Date and time of departure f}om port of acrial embarkation,
or airports en route, subsequent to such departure.

Air route, unloss the alr route is classified higher than
RESYRIC™D.,

Estimnted time of arrival ot speeific oversca intertheator
destination o; airports en routc, subscquent to departure
from por:t. of aeriall ombarkation.

(5) Oversea or interthaater dostination represented by a

tomporary AP0 numbor.

c. Ttho provisions of poragraph 63 will apply to information con-
cerning the owvers-:a trawl of replacencnts and individuals when both air and
water transportation are emplaoyed.

d. Orders and allicd papers for oversca travael by commercial air-
craft of replacements and individuals may be unclassified, cven though they
contein 2lomoents of information for which a classification of RESTRICTED is
required by b (1), (2), (3), and (L) abowo.

c. All ir;dividuals involved in air movements, comrmnicating from
intermediate stopping points, will rafrcin from disclosing classificd
inform~tion.,

f. Oporctioncl messages limited to informntion concorning movoments

of aircreft in a thoator of oporations mey be sont in the clear vhen authorized

by the theater commonder.
N
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g. The spucific a:i.rf)ort. of destinciion vithin continontal United
Stotos for returns to the United States by air from theaters of opuretion is
2SS TiiCTED information.

T1l. 'TISLTER OF OPFRLTIIONS TN CONYINELTAL UuITED STATES,--Thoe foregoing
porographs of this gection are bascd on the assumption that thoaters of
oparations \.'ill be located owerscas. Howower, should any portion of contin-
ental United Status bocome & thontor of oparations, the provisions of the
fore ;;o:Lng paragraphs nevertheless vwill apnly, subjoect to the following:

a. The portion so dusignnted will be treated as an "oversca
designation.”

b. Tho terms "continental United States" and "United States" will
refer only to the zone of interior (sce Fi 100-5).

c. 4he novemc.nts or trawvel b‘y rail or motor from tho zone of
intorior to thu theater of operations, the 'sccurity provisions applicable .to
ports of embnrkation will also apply to points in the zone of intorior from
whicn dirzet movemont to th:: theator commences, and the pro'{isions a.plplicable;
to wator movement or travel will apply to land movement or trawvel.

« T2, HIGHER CLASSIFICATION.--A higher classification than tha'l'; indicated
in this scction may be assigned if the ordor, message, or other commnication
contains information vhich should be protected by a highcx'- classification,

73. REASON FOR CLLSSiFICATION.--Whenever o classification higher than
RESTRICIZD is assigned to & movement order, the reason for such higher
clagsification will norml-ly' be jncluded thorein, An cxample of an oxplana-
tory pe:c'z'.gra.z.ph is as follows:

The following SZCRET, and CONFI‘)EIITL.L elemcnts of information are

\
\lR) cont.,.:.ncd herein: SECRTT equiprient (pa.r 11c) 5 tabulation of units
- \" OIFIDELTILL mission (;-)e.rs 2 and 3). All other elemonts of
N — |
e
=
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this order are RESTRICTED.

TL. PERIODS OF PZACE OR FOLLC:LNG TERIMIATION OF HOSTILITIES.--a. Appli-
cation.—%he provisions of this paragraph will a2pply only during periods other
then those of hostilitious.

b. Jormel Sccurity Requ:renen‘bs.——lnfom.tlon or documents concern-
:Ln° novonent of personnel or suppl:l.os will normally be unclassifiod.
¢. Classification Requironents.

(1) Eloucnts of informotion (such as destination, mission, end
other elemonts vhich should be safeguarded) concerning move-
ments of personnel or supplies, other than movements within
oversecs areas in vhich United States Lrmy forces arc
stotioned, will be classificd SECRET, COIFIDENTIAL, or
RESTRICTED only when such classification is authorized by
the Depertment of the iLrmy. Soparate instructions direct-
ing such classification will be issued to the offices and
personnel concernecd.

(2) Communders of United States army forces stationed in over-
sea, arcas arc authorized to classify clenents of information
concerning wovement of parsomnel or supplies within their
respective ercas. _

(3) The provisions of paragraphs 6L, 65, 66, and 67 will apply
to classified movements.

(L) When.ver a movomeont order is classified, the reason for such
classificetion will normelly be included thourein. An
cxariple of an explanetory paragraph is as follows:

The follawing classified cloments of infornation are

contained hereoin., SECRET equipn;ant @ar fa), CONFINDENTIAL
102 Ll
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vl _

nission (6;r. 1); HESTRICTED cansignee combination (5ars 2.

-

)
« 1411 other elemonts of this order arc unclassified,

)

/-*and 3




