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1. NEED FOR PROT:OOTION.- Certain military information is of value to 

enemies and potential enemies of the United States and therefore requires 
I 

protection to prevent its receipt by unauthorized persons. These regula-

tions embody Department of the ~ policies and proaedures for the safe-

guarding of classified matter including security of communications. 

Official matter must be examined and, if protection is requ:ired, graded 

[in accordance with the degree of protection necess~y. ' Protection of 
4 

[ cL~ssified mr.. tter is achieved by: 

a. Sec11rity of publication, reproduction and dissemination. 

b. Security of handling and transmission. 
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c. Security of possession and storage~ 

2. RESPONSIBILITY.- Explicit compliance with the provisions of these 

1·egulntions is a command responsibility • 

3. D~FI1JITIOl'JS.- For the purpose of these regula tiona the following 

definitions apply: 

a. APPROVED CIRCUITS.- Electrical means of signal communications 
I 

which hnve been approved by a specifically designated commander or his 

representative for~~the tr&nsmission in the clear of info~~tion classified 

SECREr, COl'1r'IDElJTIILL or Rr..STRICTrn. 
l 

b. CATIDORIES.- The degrees of classification, TOP SECRET,. SECRET, 

CONFIDEUTIAL
1
.and.RFSTRICTED1 l'rill be,known as 11cc.tegories. 11 For example, 

a document Mrked TOP SDCRET lti.ll be within the 11Top Secret" category. 

c. CLABSIFIED IIJ~T'l'Jill..- Information or m..1.terial in nny form or of 

any nature Ylhich in the public interest ~st be safegu.1rded in the manner 

and to the extent required by its iDportance. 

d. CU.SSIFYillG OR GRA.DillG.- The procedure vrhereby a decision is 

m£.de E1.s to the degree of cln.ssification to be assigned, notification of those 

interested in the decision, and the physi~~l act of so marking. 

e. CODE \iORD.- Especially selected vrords assigned: 

(1) To provide classified nnmes for plans, projects.) and forces, ' 

(2) To conceal intentions in documents, comrnunications~nd dis- ~ 

cussions pe:rtaining to plans and ope :rations. 

(3) "" To desigrk~te plcces in conjun~ion with l and 2 above • 

f. CO;i1IA.liD ISSUIID QII'.lt'ICE.- J..n organization l7hich has been specifi-

c.:llly authorized by the Depm-trnent o£ the J..:rm.y to distribu.te 
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. 

and act as an intan~diate office of record for all registered cryp{o 
~ 

material us·~d within a specific command or area • 

g. C01ITiUifiCATIOU IN'i'ELLIGfflCE.- All intelligence derived from 

the stud:: of radio transmissions and other comr.mnications. 

h. COI.i1'lUt•ICATIOl'I SECURITY.- Th.a protection r· sulting from a.ll 

mo~suros designed to dony to unauthorized persons infor.mation of value 

1ilhich might bo deriv.Jd from communications. 

i. COUPRCJliSE.- A loss of security of information due to 

unauthorized person having obtained knavrledgc thereof. 
..... .-

j. CRYPTANALYSIS.- The mw.lysis oi'Aciphered or •coded messages; 

tho steps and processes involved in converting cryptograms, us~ally of 

foreign origin, into plain toxt with or vd. thout tho lrey. -, . -. 
k. CRYPTO~!ATERIAL.- All cryptographic equipment, instruction~ 

and keying Dk~ter~~l used in conjunction ¥d~~ the encryption and decryption 

of classified communications. 

1. CR.l'PTOSYSTm.i.- The associated items of crypto material which 

aro used as a unit ond l"Thich provide a single 100ans of encryption and 
.. 

decryption of caa~nications. 

m. DECIJ.SSIFYII«l.- The ect of rer.taving entirely a previously 

ir.~osed security classification, thus caking tho inforT.k~tion unclassified. 

n. DOCUlfEUT.- Any recorded informtion regardless of its physical 

form or chnracteristics including but not lir.dtod to: 

(1) l".ritten material ,-lhether hand-vli'ittcn, printed 
1 
or typed,; 

(2) 

(3) 

/.11 puintcd, draYm. or cngrnvcd material; 
I 

All sound or voice recordings;_ 

4 
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(4) All printed ~~otographs end exposed or printed film, 

still or moving; 

(5) All reproductions of tha foregoing b~r vrlm.tcvor process. 

o. DCX!llGRl.DIUG.- Tho lmrnring of classification of c lassifiod 

documents and oaterial. 

p. FOm::Iml UATIOHALS.- lU.l persons hot citizens of tho U. s. 

q. I:.IPEDiiillli'l'A.- Thd torm 11 impodir.wnta" rofors to organizational 

equj.plitCnt vrldch accompanies troop novoments. 

r. INDEPEIIDEill' COl.il·iAND.- Any self-sustained organization, exercising 

) admiuistrativo, supply. and operational functions, the commander of vthich 

is responsible directly to tho Department of tho Army. 

s. MATErtiAL.- lmy documents, product; raateriel or substance 

on or in v1h.ich information my be rGcordod or embodied, and items in 

o.ll st~tgos of dovc1.o~nt, processing or construction, and includos 

clements, ingre:dicnts, com~onents, accessories, fixtures, dies, models 

and mocku~s associated ~th such items. 

t. :iiLITLRY IIJFORMi;.'i'ION.- All informetion primarily under the 

control a.11d jurisdiction of the DopartJ'lont of the Army or of pri.m.:"lry 

intwrost to it. This ooaning rests prink~ily on the idea of control, 

jurisdiction, origin, or degree of interest, rather thc."'ln on substance 

of tho information, and includes intelligence. 

u. HIHITTIOI~ OF r:bR..- Any end all items required for war 

inclusive of food as woll l:.S all other supplies and equipment but 

exclusive of iil£ln:povl.)r. 
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v. ORDER OF Bi1.TTLE.- Tho tarm 11ordor o£ b.:lttlell applies to the 

conposit~on, strength, location, and combat value of all units in l~1e or 

i.."l r,lsorvc ·of one's ovm, .friendly, or enemy forces. 

w" PARl~PfiRI.SING.- Tho rcv~riting of a mossa.ge so that its . 
rnecning is the snme but its phraseology is different and context rearranged. 

x. PLAIN TF..XT, CLEI..R TEXT, PLUN LI:I.NGUJ~GE, IN 7HE CLEkR.- Text 

or l:.ngu:'..gp l'lihich conveys an intelligible moaning in the language in which 

it is \'II'i tten2 with no hidden meaning,; tho intelligible text underlying a. 

cryptoD"wn. 

y. REGISTERED HaTTER.- 11.."1-terial carrying a register number, a 

short title and instruction far its accountability. 

z. RECI..l .. SSIF'YiiiG OR REGRJ.DniG.- 'rho net of changing the assigned 

clnssific~:ti•:m of m::Lttcr. 

aa.. Il..'I3STRICTED Di .. TJ ... - Used and defined in the .. tomic Energy l.ct 

of 1946 as 11all d...'lta concerning the manufacture or utilization of atomic 

weapons, tho production of fissionable material, or the utilization of 

fission...'l.blo mterial in the production of pmrer, b1.lt shall not include 

any data lll'lich t.'lc (11.tomic Energy) Commission from time to time determines 

mc.y ba published l'rithout adv:lrsely r..ffccting tho cor.unon defense and security~" 

Tho designation of this material is not to ba confused \T.ith the category 

"R.:.:strictod." 

ab. SECURlTY .- 11Sucurity·11 is the protected condition of classified 

rnattor rlhich pr"Jvunts un..1.ut~1orizod personnel from ob~taining information of 

direct or indirect !•lilita.ry vEtlue. It is a concli tion l'ihich results froi!l 

-
the .;st~Lblishlil.cnt and :m.."1-int .... •ucnco of protocti vc lil.Elr'.Sures v1hich inswes a 

6 



.J 

I 

) 

REF ID:A58113 

state of inviolability from hostile acts ar influences. 

ac. SHORT TITLE.- 1.n unclassified designation applied to a 

cl£..ssifi~d docur.v.mt, r:nterial ar d e'Uice to achieve brevity. It consists 
' 

of ficur~s, letters, wards, o~.a combination thereof, and usually contains 

nn nbbr::vil:.ted dcsigrw.tion of the office of origin, without giving any 

information relative to.classification or contents of the uoc~nt, 

:r.u:Lteric.1.l or d eviccs. 
;I 

ad. ':i."'LCHIUCI.L IUFOPJJ.~>TIOil.- I~pplies to data concerning munitions 

end equipment, instructions on nmintcnancc and operation and any descriptive 

m.o.ttcr or compnnents thereof. This includes moans o.f operation, manufacture, 

usc, techniques nnd processes. 
/ 

Info~1.tion pcrtainihg to the various 

scionc-1s 11hich may be employed directly or indirectly in warfare ore also 

so classed •. pata of a strategic or tactical nnture is specifically 

excluded fror.1 tiw meaning of t."'::is term. 

ae. TIIE.'~'!'ER OF OP!:Rl~TIOIS.- That portion. of a theater of uar 

n..:lcossnry for militl!.ry operations, either offensive or defensive, pur-

suant to en assigned ridssio:p., and for the administr:1.tion incident to such 

Dilitary operations; theater linuts arc usually dcsigllated ~ competent 

authority. 

af. TR.;.VEL.- Tho movumont of an individual who is not part of a 

troop mov.1ncnt. 

ag. TROOP iiOVELIEifrS.- Tho r.1ovor.JC nt of units • 

ah. UlJCLi.~.SSIFIED IiJFCRW~TIOH.- Infomation requiring no security 

protection or marking. 

ai. UNIT.- i.n orgnnized group o;' personnel uith its authorized 

argnnization.:ll impedir:ronta. Orgnnized detachments, even though temporarily 

orga.."lized ns such for the purpose of the movcl!lCnt, a.re conaider3d units 

7 



• 

REF ID:A58113 

·lfmon organizational inpadincnta is authorized for thom11 'ffilcn a code 

dosignF.tion such as a shipocnt nunwer is assigned to a troop moveoont, 

cech unit th:rein is norrnul~y dosignetod by shipment number and letter. 

aj. UNITIJJ ST:~?P..S.- The term 11Unitod states_!' if US'Jd in these 

rcgul~tions in a geographical sense, includes the Canal Zone and all 

t(Jrritory c.nd uatcrs, continental or insular, subject to the jurisdiction 

of tho U'ni ted Stc~t'es. 

ak, VISITOR.- J.s used in those rogul;.tions _a visitor is any 

person adr.dttad to a Govornmont or civilian establishment or area in ilhich 

work or a project is being condqctod for tho Depart:cent of th.c":s Lrmy, except: 

(1) 11. person er.tploycd on the work or proje9t, or 

(2) ~·. p;Jrson directly and officially concerned vrith the 

v10rk or project. 

4, c~:l'EGORIES.- a.- 1.11 official matter origin..oo:tting in tho Department 

of the ;.my will oo oxa:r.li.ned to determine ~he consequence of its disclosure 

to unauthoriz-Jd persons and, 11here mcessary, will be graded according to 

th~ degree of prot3ction required under one of the follar4ng categories 

only: 

TOP S3.CREX 

SECR:-:r 

cor:FIDEI'lTilU. 

RESTRIC":..~ 

b. Offici:J.l r.1r':!.ttor obtnined tror.' agencies outside the Department 

of the l.:r:::.ry (except othor Dcpartr.tents of tho Arned Forces) including 

for..::ign ~ourc:-s r.-111 be placed in the sc.me or equiValent category as that 

8 
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in \"ihich it ,;3.s placed by its originating agency or forei~n s'ource or will 

be examined for.classificntion as in a. above. 

5. ~OP SECILST.-- Information and Uk~ter~~~(matter),the ~ecurity aspect 

' of 11hich is pa.rc..mount, c.nd the unauthorized disclosure of \"mich would cause 

exc~ptionnlly gra're damage to the nation. shall be classified 'l'OP SECRET. 

in the TOP SECP..ET 

cu.tegory. The following arc. some ·examples of !Ik'1tter \'ihich nortrullly v.rill be 

grr.ded TOP SECRET. 

a. l;ar pl~ns and plcns or particulars of future major or spec~1.l 

operations. 

b. Pa.rticulars of important dispositions or impending moves of 

our forces or convoys in connection Yrith o. above. 

c. Very ir.lportl'.nt political documents dealing with such r.~atters 

as ner,otiations for all~'1nccs and the like. 

d. Informntion of the methods used or success qptnined by our 

Int3lligcnc~ Services and Counterintelligence Services Qr \"rllich would 

imperil secret agonts of the U. S. or of friendly foreign nations. 

e. Certain spocialized techniques or methods 1mich may be used 

in futurct opor~tions, and the identity and composition of' certain units, 

vmarcvor located, ~mich arc especially intended for employment of such 

'Wchnicj,ues or methods. 

r. Critic:ll information of ncw'nnd inport.:!.nt mu.nitions of Vlar, 

includin~ ~pprovod scientific and technical developments • 

g. Inportnnt p~rticu~rs of communication intelligence, 

cor.r.nnicction soc1~ity, and ~ssociatod devices ~nd ~~torial. 

9 
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h. Photographs, negatives, diagrQr.ls or models of TOP SECRET . . 

matter. 

i. Certain c aapiln.tions of data. or i tei'I.s ,-rhich individually 

1Tl2.Y be classified SECRET or lovrcr, vfh.en the aggregate of the information 

contained \rorr~nts the higher classification. 

6. SECRET.- Infoi'T'I£.tion and :rn.atori.al (matter), the unauthorized 

disclosure of' -rlhich vroulcl endanger n.'ltion..'tl security, cause serious injury 

to the interests or prestige of the nation, or vrould be of' great advantage 

to a .farc~n nation shall be classified SEO.P..BT. 'l'he following are soma 

oxrunples of matters uhich norr.J.a=!..ly -rr.i..ll be graded SECRET: 

a.. ParticuL1.rs of operations in progress. 

b. Plnns or pnrticu~rs of operations, or war plans, ldth 

necessary inclosures th~roto, not included under 1UP SECRET. 

c. Instructions regarding the employment of ir.J.portant novr 

J11Unitions of wnr, including scientific and techni9al developments. 

d. Il"\Portant improvel'I.Onts to existing munitions of Vlar until 

) accepted for service 11s7including scientific and tochnica.l developments. 

e. Information rolnt:i.ng to n:m m.."",torial including :material of 

tqc type described in the first sentence of p~neraph 6. 

f. Infornk"l.tion concerning specific qUc"l.ntitios of vmr reserves 

of the t~~e described in tho first sentence of paragraph 6. 

g. Dovolopr.~ont projects of tho typo described in the first 

santonca of para.grr.ph 6. 

h. Infon.1o1.tion of onar.ry or potential encey mtoricl or other 

) rnateri~l, procedure, dispositions and activities, the value of vmich 

depends upon concealing tho fact that vm possoss it. 

10 
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i. Reports o£ oporaticins cont~ining information of vital 

intorost to the onorny • 

j. Vit~l Dilitary information on important defenses. 

k. Advurse reports on general morale ~ffccting ~jor operations. 

1. Conrnunication intelligence information and important 

cor.Jr.lllnicnt.ion security devices and matarinl of the typo described in the 

first sent.cncc of paragraph 6. 

r.1. Inforr.u::.tion indicating t.lJ.o strength of our troops, air and 

naval forces, identity or conposition of units or quantity of specific 

iteMS of equipr;ront. pt:lrtailliil£: thereto in activo thoaters of operations 

except thut rm.ili~ addresses l;ill ;include organizational designations. 

n. United States Order of Battle infornk~tion and locations and 

r.~o·.10s affuctin~ tile Ordur of B..1.t tltJ. 

o. Cort~in nm• or ·specialized techniques or r.tcthods to be 

used in fUture oporations. Tho identity and composition of units, 

vrhcrcvor located, >lhich arc especially intended for er.~.ploymont of such 

t.:::chniques or meti:l,)ds. 

p. Photographs, negativos, photostats, diagrarn:,or models of 

SECRET r.lc."l'Ltcr. 

q. Certain conpilations of data or itens which individually 

l!IQ.y be classi£i.ed COITFIDEU'i':U.L or lower when the aggregate of the 

infor~:1ation contuin:ld lro.rrmi.ts tho higher classification. 

r. Thu f~llo·.dng :"'.ilitnry r.nps and aerial photogr:"..phy: 

(1) In tho c.ontinental Unitud States, those shovri.."lg 

vulnerable points or vita.l inst::.llntions. 

(2) In ovorsea posscrssions or foreign territory occupied 

11 
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by farces of the U~itod States, those showing the 

layout of permanent defense uorks and naval bases, 

oti1cr vulnerable points or vital installations, and the 

adjacent terrain vital to their defense; and those 

that serve to fix defini toly the location of any 

elo~,nt vlhich discloses functioning characteristics 

of pernk~nent defense works and naval bases. 

(3) Aerial photographs and nognti~~s of foreign areas Ylhen 

necessary to protect tho sourc~ or to accord vdth 

conditions ir.1posed by tho foreign countrJ concerned. 

(4) I~ps, relief mops, charts,and photm.mps prepared !rom 

aerial photographs or negatives will be graded in 

accordance nith the actual detail,_s shovm thereon, and 

:qot necessarily in accordance uith tho classification 

of tho ph~tograph~ or negatives used. Classification 

of aerial photography llill bo de::terruinod by the t;:optont 

thereof and not by the classification of directives . 

ordering its accor.~.plishmont. 

7 • COIIFIDENTih..L.- Inforn .. ~ tion and mn to rial (r.l£1. t tor), the 

un.:.uthorizod disclosure of which ,-~ould be prejudicial to the interests 

or prestige of tho nr~tion or llould cause ummrrantcd injury to an 
. . 

individual, or bo of ad~~~tage to a foreign n..~tion, shall be classified 

COUFIDEl'ITIJ .. L. The !\>llouing are so1:1e exanplcs of matters "Vihich nor:r:~ally 

v:ill he grncied COlU~IDIDi'J.'I/..L. 

a. Hatturs, in~stiga.tions, and docunents of a personal and 

disciplinnry n..'l.ture, the knovrlcdge of which it is desirable to safeguard. 

b. Routine op~ro.tional and battle reports which contain 

"12 
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inforrntion of value to the enemy but arc not of vital interest to hir.1. 

-c. P..outi11c intolligence reports • 

d. UilitaJ:3 radio frequency allocations of special significance 

or those which arc changed at fr~qu~nt intervals for security reasons. 

e. Uilitnry qnll sign assigru11ents of spocin.l significance 

which arc- chnngod at frequent intervals for security reas.Jns~ 

f. }futenrol~gical inforcation of designated areas. 

g. Infor:t.1c1.tion Ylhich indicates str~ngth of our troop,s, air and 

navnl forces, identity or composition of units, or quantity of specific 

items of equipment pertaining thereto in areas adjacent to active 

~~oators of operation. 

h. Technical d 'lcuucnts and rnnuz:.ls, of the type described in 

tho first sentenc::! of paragrc.ph 7, used for training, ma.intonanc) and 

inspection of inportnnt n .. m l'!lU.nitions of uar. 

i. General tactical lessons l·.te.rned as a result of' operations 

'\"!hich it is Q.esir:J.blo ta \"lithhold from any foreign nation. 

j. Infortllltion relating to the design and development of new 

Materiel ~r other n~torial of the typo described in the first sentence 

iJf pnragraph 7 • 

k. Comrmnications intcilligence information, security publications, , __ 
and security devices and ~teri~l of tho typo described in the first 

scntoucc of p.:u:•agra.ph 7. 

1. T<.)Chnical inforl.Jati-:m, of tho typo described in the first 

sentence of paragraph 7, such as of rosuarch or processes ~f ~1.nufacture 

Tlhich r.'I.UY be a distinct r.~.ilit..'li'lr asset end not a matter of general 

knoYrledge • 

13 
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m. Inf'"orrnation and records coopile~ at tho request of any 

D..:lpartocnt of the Hati,mnl bt;!fcnse Establishment for its use in the 

~ssurance of adequate provision ror the mobilization of industrial 

org;:mizntions essonti..'ll to Vlartiue needs. 

n. Infornatioii of the typo described in tlw first sentence of 

pa.ragra.ph 7 rcl.a.liivo to specific quantities of Vlar reserves. 

o. Photor:,-ra.phs, nega:ti ves, photostats, diagrruns, or models of 

cmm·m:EI;TL\L matter. 

p. Certain cOill.pilations of data. or ii..ar:is which may individually 
I 

b•:~ cla.ssifio3d RESTRICTED or be Ui'J'CIJ.SSIF'ISD \lhon the aggregate of the 

info:n.u:.tion contained vmrrants the higher classification. 

q. Rcr,;ulati::ms governing joint E.ction of tho Arrey vdth the Navy 

or Air Force. 

r. The follovdng uilitary r.1..1.ps and aerial. photography: 

(1) In thu continc:.ntal United States, those shovdng layout 

[ [of tho pornanont defense ... rorks and nc·1;\"B.l bases 

considered impor~~t to the defense of tt.e United States, 

end those tr~t serve to fix definitely the locati~n 

of o.rry clement of such porrnanont defonsa ,·rorks and 

naval bases, except that lJhon the complete J'ila.P of a 

defrmso area consists of l'l•Jre than one sheet, only · 

thoS(l sho\Jts sh..n-.i.ng dofonso clements need be 

classified as CONFIDEli~Il.L. 

(2) In o~rsc~s possessions and foreign territory occupied 

by the forces of tho United States, those not classified 

14 
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as SECRET, shcming layout of military and nc.val radio 

stations, nir bases, airdromes, air depots, supply • bases, rtrsonals, proving grounds, or any area important 

to dofonsc. 

(3) i~crinl ph:Jtogra.phs nnd nogati:.ves of f·Jro"ign areas 

rd1on necessary to protect thn source or to accord vlith 

conditions ir.1posed by tht:~ foreign government concerned. 

(4) r~ps, relief maps, charts, and phot~ps prepared from 

aerinl phot()graphs or n~gati ves vrill b_e graded in 

::tccordanco with tho actual dot.."tils sh:nm thereon, and 

not necessarily in accvrdk~nce vlith the classification 

of tl~ photogrnphs or negatives usod. Classification 

0f aerial ph~togrnphy will be determined by the content 

thoruof and not by tho classification of directives 

ordering its accomplishment. 

8. RES'l'RIC':I:D.- Infclrn.'ltion nnd r.w.tarial (matter), which roq~iros 

s·Jcuri ty protection, other than tlk'lt do.tei'r.linod to be TOP SI:Crl.E'l', S!::CRET 

or COUl'ID:cllTIJ.L, shnll bo classified RESTRiC'jE). Tho follovTing are 

so!:tc fJXa.nplcs of Lll'.ttur vthich nrJrr.J..-:.lly wiJ.l be graded RT.:STRICTED. 

a. Informc1.tion indicatinf; tho str::mgth of our troops, nir and 

~~val fvrcos, identity or co~position of units, or tho total quantity 

of sp.3cific itcr.lS or oquip:nent ;o:Jrtaining thuroto in ·areas remote fran 

nctiv..:l theaters of opurations. 

b. Training ruid technical d·Jcur.tents for' official usa. only or 

not int .. mded f Jr relc.:!.sc to tho public. 

15 
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c. Photographs, noga.tivcs, pho..~tostats, diagrams, or models of 

P~TRIC~ r.k~tter • 

d. Pnrts of oobilization plans 3nd regulations of the t~1Pe 

described in tho first sentence of paragr~ph a. 
e. D~;cuc.ronts relating to the design ap.d dovelopr.l.lmt of new 

materiel or .:rther 1.1aterial of tho t;ypc described in tho ·first sentence 

of paragrc.ph a. 
f. Procurorent plans of tho type described_ in the first sentence 

oi' p~·.rngrr-.ph a. 
g. Coiiiillll.nication security devices and r.w.torial of_ the type 

described in tho first sentence of paragrnph 8. 

h. Certain documonts r9gardif1b engineering _principles and design 

details, cJn~osition, method of processing or assetibling, vlhich arc vital 

t.> tho functi.:ming or usc of an article of rJ£Lterial. 

i. Certain cOi.lpil.:J.tions of data on items v.rhich my individually 

be unclassified when the aggrebato .:>f the inf'ormo.tion c'Jntained trarrants 

a classification. 

j. lJattors, investigations, and do~uncnts of a personal and 

disciplin.::r-.f nature, the knouledgo o.f Ylhich it is desirable to sa.feguard 

.f.:>r administratiw reasons. 

... 

k. 'l"nc foll..Jl-ling r.1ilitary I:Ic'\ps e.nd aerial photography: 

(1) In tho ccmtincntc-:.1 l.lnitcd St.:ltos, those shorting nilitnry 

and n:.tval r:uiio stati.:>ns, air bases, airdromes, nir 

depots, supply bases, and arsenals, considered L~portant 

to the dof•Jnso of the United Stt..tcs. 

16 
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(2) During tir.1os of activo hostilities, photographs and 

negatives not othervdso classified of territory under 

our or ~ner~ control in or adjacent t~ activo theaters 

of operation,. and <Jf territories under our control reooto 

fran activo theaters of ~pern.tion. 
I 

(3) l!.."lps, relief :caps, chnrts, and phot:>maps prepared fr:l:r.l. 

aerial ph·:>tographs or nc>;::.o.tivcs vdll be gr.::~.ded in 

acc"Jrdance 1dth the actu~l dottils shcnm thereon, and 

not necessarily in accordc.nco vr.ith th~ classification of 

the ph::>tographs or negatives used. Classification of 

acrinl photography vrill bo determined by tho content 

thorcof and not by the classification or directives 

orderil16 its accomplisht:10nt. 

9. lt.UTIIO!tiTY 'i'O CLii.SSIF'Y.- c. 'I'OP SECRET and SECRET-~iatt..cr may be 

cl::l.ssifiod as TOP SECil.E'i' .Jr SECH.I:T only by authority of the Secretary, • 

Under Secretor~:, or an .t~ssistant SE:'cretary of the J.rr.1y; the Chief of SU!.ff; 

th~ Chi~f, Ix~ Field Forces; Directors of General Staff Divisions, Chiefs 

of Technical and Ld.LJ.inistrativo Sor'l.rices or of Sp.3cicl. Ste.ff Divisions of 

the Departnont ?f the !·.rr.~; a general ~fficor; tho com"l.."1.nding officer of 

a depot, p~st, crump, station or independent co~"1.nd; tho c~ndant of 

a general or special s£Jrvico school; tho chief of a lililitar-.1 mission, a 

Hilitary i.ttr!.chc or <. r'!ilitary opscrvor. 

b. COlil'ID:CI:'ni.L c.nd .RES'.i'RIC'l'ED.--DocUI'JCnts, devolopr.10nt projects, 

r;JD.tcria~, vr t~chnicc.l inforrn."1.tion r:lf!y bo classified COliFIDEJ.iTIJ.L or 

H!-:5'ffiiC'l'ED by or by authority of any c.Jmdssionod .:>fficer. 

17 
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10. LOSS OR Slil3.BCTIOH TO COI.iPROUISE.--a. .P.ny person, civilian or 

r.1ili tary, under Dopnrtr.J.Cnt of tho Arr:ry jurisdiction vlho bocomos c:\'la.ro 

of tho loss or possible disclosure or release of clessifiod inforr.1ation 

to a.ny· unauthorized pprson, vdll report such fact to his i.r.!r.lodiatc 

superior or c or.nnanding officer, whu in turn will determine and notify by 

thu f'aatust a.vnila.blo moans: 

(1) Tho agency having pr:i.IIID.ry interest in tho inforootion 

(norr.~ally tho •Jfi'icc of issu~). 

(2) The c~nding officer having custodial responsibility 

for sam. 

b. Tho co~nding officer having cust~diel responsibility will 

rw.ku or C!'.uso to be r.JE:.de a. complete a.nd thorough invostigntion of the 

circuost.:tncos und"Jr tho pr,ccdur~ sot forth in LR 420-5. Such 

investigation "trill fix tho responsibility for tho loss or possible 

cor.:tpr·:>niso up:m .:tn individual (vrhorc it is possible to do so), rathc:r 

tha.n upon the title of tho position hold by tho particulc.r responsible 

individu~l or upon an offic·:J. 

c. Tn th.Jso c::.sos v:horo custodial responsibility for tho 

conpr.misod inforr.w.tion is indeterminate or app.Jars to rest vlith tvro or 

more agencies, tho cornma.ndiP~ officer of tile agency of.prirnary interest 

will :r.mko or cause to be Jllc."!.do the invcst:4;ation e.s in b. above. 

d, The cor.:JI':W.nding officer vr.i.ll then send to tho ll.djutant General, 

tl-'.rou.gh militnry channels, thu report o~ investigation, together with 

a.pprove:d r.::cor.rr:t<mdntions nnd a stat\.lr.mnt of any disciplinary action 

adjudgod. 

18 



• 

REF ID:A58113 

e. For instructions p..::rtnining to tho loss or subjection to 

comprooiso of cryptor.k~terial, soe para&raph 37 b. 

11. DISSE!:Iiii'l.'i'ION.--a. Discussions- .All discussions of classified 

I'li.lit~J.ry infor::Jation, uithor public or private, with or in tho presanca 

or hearing of any person unauthorized to r..a ve lmovrlcdgo thereof is 

strjctly forbidden. No person is cntitied solely by virtue of his· grade 

or position to knovrlodgo or possession of classified mnttar. Such rot tor 

shr~ll be entrusted onl:;r to those individuals vrho officia:J,. duties require 

such knowledge or possession. 

b. P·.,rsons not subject to nili tary l.avr- Vihon persons not subjC3ct 

to milit."U'y lavr and the provisions of these r.Jgulntions, :.xre permitted 

or requirod to receive or handle cl<lssified ~ilitary inforoation, they 

vd.ll be inforn..'1d j,)rior to su,ch receipt or handling, that it affects the 

nation::~l dnf .. :msc of tho United States vdthin the moaning of tho Espionage 

J~.ct, nnd that its transmission to o.n unc.1.uthorizcd porson ~s prohibited. 

Vih.on such parsonnol o.rc employees of nn agency handling classified 

inforcation in the performance of norr.k~l functions, they shall bo informed 

in tho sarri.e· manner at thu beginning of such a~loyr.1cnt and as often there-

. ·after as is considcr9d necessary by tho employing authority. (See 

(!) subp~agraph 12c) 

.) 

c. Cor:mJ.crcial Publications- Tho inclusion of cJ.assificd 

military infon!l£.:r.ion in an:,· article, thesis, book, or othor product 

''II'itten for publicntion., distribution,or use beyond thD control of tho 

Doptli'tmnt of the J.:rr:ry, by r.lilitnry or c'ivilian personnel of the Dop<:!.rtment 

of tho l~rny, is pr~hibited. The.: contribution in any m.1.nncr a:f classified 
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militm'y infort1r.1.tion, by Dupartrll.mt of thv i~rrrr:f military or civilian 

personnel, to other parsons for use in publications as described above, 

constitutes un&uthorizod disclosure of classified infornk1.tion, and is 

expressly prohibited. 

d. Sorvico Publications- The Chief, ~"rrcry Field Forces- ond Chiefs 

of Technical and Adr.1inistrativo Snrvices, responsible for service 

Ilc.1.go.zines or journc1.ls published under thoir supervision, will conply \'lith 

tho provisions of these regulations rolativo to the security of 

classified military inforr~1tion and vdll subtdt all doubtfUl rmterial 

roL1.tivo to such publication to the Public InfoiT.k1.tion Division for 

revi.ovr and action befl.lro r(Jlcmse. 

o. ~gal Instruments- Tho disclosure of a pL1.ca of execution or 

~cknowlcdg~nt on a logal instruEant qy ono in or with tho armed f0rces 

O"'.'Orscns is auth-~izcd, prmridod that in vrartimc tho rrl.litary necessity 

of secrecy of strength and location of troops does not require 

supp~ssion of such inforroa~ion, such discl0surc is necessary to tho 

legality cif th:: instru.':I.Elnt, tho ex-:;cution of the instruoont cannot be 

deferred vdthout undu~ hk1.rdship, and the infornk1.tion disclosed vdll be 

of no substantial boncfi t. to the enemy l'shon and if it r:JELy reach him. 

f. Testimony before Congress- "i.benavor a. ptJrson in tho :rn.ilitary 

service a.pp~ars before a Cornmittoo of Congress or Executive Comnd.ssion, 

Board, Corn'littuo or sinilRr group in either executive or public sossion 

and is ca'll~d upon to givt:: tostimony vlhich includes inforrn.1.tion 

Cl.:l.Bsifiod TOP SI:C!-·..ET, SECH.ET or CQlfii'ID:CliTil.L, he wil~ not divulge the 

inforr:u:.tion unl<Jss he has b!Jon authorized by the Secrotary of thu l:rrity 

to do so. 1~ person who hns .authority to issue instructions by orclor of 
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tho Secretary ~f the Army is authorized thereby to give classific:d 

inforr~tion in executive sessions if he deems that the information will 

uot compromise the national security. If h.e docs not have the authority 

to give the' information, he will respectfully sta.to. to the committee that 

he vr.i..ll endeavor to obto.in the necessary authority. llilitary personnel 

vn1on celled upon to testify before o. Comr.littoe of Congress or Executivo 

CuDr.lissions, Ban:rds, Committees or sitrlil~ groups 11rUl immedi.."l.toly 

cndca•~r to obtain nocosso.ry authority of tho Secretary of the J~ through 

the Chief o:r tho Legislative and Linis_on D~vis;i.on, DQ!Xlrt:ment of the l.rrn:y, 

Spocial Sto.ff, to divulge in.forr.~n.tion vlhich they anticipate will be desired 

(or tho i.rrn:y CORptrollor, in cases of appearances before committees, 

coctrissions or sir.lilar groups on appropriations). \"fucn n person in the 

Dili~~ry s~rvico is requested to givo testimony including information 

classified TOP SECRET, SECRET or COUli'IDEliTIJJ. v1hich he has bean authorized 

by tho ~ccreto.ry of the J~rr.ry t•:> give, or inforrn..1.tion classified o.s 

ltESTRICTED, he will rospectfully request that the tost.imony be givcn in 

exocuti w session only and not appear in the rocord of hearings, tho 

Congressional Hec.,rd or other docUT.lr::nt open to public inspection. 

g. Lasislatian .Pcrt~ing to the Dcpc.rti•lCnt .oi' tho J.:rr:J.y­

Rcco!:!D~ndations for lcgislllti.on by the Do~t:r.tont of tha l~rmy will be 

clr.ssified until r-elet'.scd by the Secretary of tho i..rny. Reports of tho 

Dopa.rti·:.cmt of the l.J:T.ry on bills rei'crrcd to it by Cor.n:dttoos of Congress, 

Executive Connissions, Bo~rds, COi!D'Ilittces or s:b':li.L'lr groups vr.i..ll not be 

disclosed except to offices osscnt:L.1.l for coo~4il\c~t-lon. o.nd in nature of 

replies to thoso Coi!lr.littocs, Coi'lMissions or Boo.rrl.s .concm;ncd in tho :m..'1.tter. 
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h. Raquosts for cl..a.ssificd inforrk1.tion fror.t individual members 

of C~ngr<Jss will be h..-,ncll.ed in conformance vii th the provisions of 

pl'.rngr::phs llu and b, and 12. 

12. RE·~UESTS l'"'R LITLITl..RY IllFORtil.'l'IOH.--...1.. All roqucsts from pri\r.!tc 

individ~1.ls, firns, or corporations and f~deral or state agencies or 

dopartnonts for classified r.d.litor.r inforr.l.."'.tion (eJ:Ccept thosa defined in 

-· t;' 1rc'! bel01r) .::.re subject to policies established b~r the Director of 
I 

Intelligence, General Staff, United States l.rnry. 

b. (1) EXcho.nge of classified military inf'orrnatiun, including 

technical, vd th foreign nat.ionals l'Till be l~Jade in , 

accordance ~r.ith existing instructions issued on this 

subjuct by tl1c Director of Intelligence, General St~ff, 

United States hr~. 

(2) Exchange of unclassified r.lilito.r'<J inforr.ID.tion, otho.r than 

technical, \~th foreign natio~11s vr.Lll be made only through 

or Tri th tho express pornission of trw Director of 

Int~lliccncc, General Starr, United Status J~. 

(J) :SXchc:.nr;c of unclassified technical infornw.ti!.ln vr.i..th foreign 
' . ' 

nationals vlill be nc.do in o.ccordancc with existing 

instz·uctions issued on the subject by thq Director of 

Intelligence, C~nernl Staff, United Stetos ~rmy. 

c. :~pplicn.tions from outside the Departn1ont of tho Lrmy, rcquesti.qg 

access to info~tion or r3cords originntod at tho request of the 

Dcpc.rtr.to:,.nt of"tho :.rrrry, for its usa in connection vlith industrial 

Iilobiliza.tion ~ctivitios, 'VIill be referred to the i:..ssistant Sccrotar-.f of tho 

l ... rrry for disposition. Thr.: ser,ing of any process or subpoena requiring 

production of such infornation or records Vlill be reported immediately by 
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the recipient to thoU. S. District attorney for the District in l1hich 

service uas mo.do, nnd siilllltanoously diroctly to tho l~ssistant Secretary 
I' Pending instructions from thG hssistant Secretary of tho 

hTqy, no action ~armrd furnishing ti1e requested inforcation should be taken. 

SECTIOU II 

lTO?ffiEGISTERED DOCUllEtiTS 
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Clnssifying or Grading ------------------------------------ 13 
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Storage 7-----·---------~----------------------------------
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Restricted Data -------------------------------------------
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13. CL.".SSIFYIIID OR GRJ.DING,- a. One. Classification Only- Each docum.ont 

or itum of I!llltcrial 1lill be graded according to its ovm qontent and not 

nocessari~ according to its relationship to other classified matter. It 

vdll boar only one ovoro.ll classi.fication uhich Vlill be at least as high 

ns any component of the docunont or Uk~turial. h lottar of transmittal will 

be graded .ct l,:)~st as high as any of· its inclosures. The gre.ding of a file~ 

d1cu~nt, or group of ph~~icnlly connocte~ dQcUmcnts stmll be thnt o.r th~ 

highest clnssific~tion used therein. 

b. O~Jrclassific~tion- Docur.ronts ldll be assigned the least 

rostrtcti~~ classification consistent vdth the proper safeguarding of the 
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infor~~tion or matoriQl concerned. Ovorclassific~tion must be avoided since 

it c!'..usos unn.:ccsSE'..I7 dcl~y in th:l tr~ .. nsmission of docur.J.~nts and depreciates 

t!-:.c i:"!lportanc:l of cL'l.ssificd inforLUltion in tho minds of hc.ndling personnel. 

c. Correspondanco, Receipts, and Returns- Correspondence, rocoipts, 

or r3turns, ~~d reports of ~osscssian, trans£or, or ~atruction need not be 

c1Ll.ssifi0d if rof~r<Jncc therein to classifiod doc'IJ.l'JCnts is rmdo by filu 

nuabcr, de. to, and subject, pro~.ridod th.~ su"ojcct docs not contain infQI'J'k'l.tion 

'h1'licl:'l is cla.ssifioc!. If tho subject contains classified information, n 

short titlu llill be used for tho subject. 

d. Lists of Cl.assificcl l!cttor..,.. Corrcsponucncc, indices, receipts, 

reports of possession, transtcr or destruction, cc.tnlogs or accession lists 
._./ 

r.mking rcforcncc to lon€; titles or to classification, will be gradod accord-

ing t.:> the dagruc of inforn.1.tion ro'V'Oalcd. VDtcrc rc.!'oronco. is ra..1.do only to 

fil:: nuuber, du.t~ ~nd shJrt title, such lists mc.1.y be unclassifi::::d • 
.) . 

c. B-J:.lks and. pai!tphl:Jts- .Classified books and par.tphlets, tho pages 

Of Tthich Ul.'; pO::rrt...'UL~mtly ~.nd S.JCur::::ly fc.stm1ed together, Will be plainly 

<.nd conspicuous~y.r:J..--:.rl!:~:d or stronpod, not typed, TOP S::!:CRET, S"SCIE'i', 

C0.4i•'D:c!rT:L....L or H~~:C'i'ED, on th~ outside of the fr::mt cover, on 'the face 
/ . 

of tho titlo pag~,· on ~~u £ace of tilu first pcg0 of the text, on tho beck 

of thu .l£:.st oc.~c of th.:: text and on tho· outs.ide ::>f tho back cover. In each 
~ "" 

cas:! thJ I'IE"o.rking rlill be: ltppli-.Jd at tho top md bott.:m1 'or tho pago or c~v.cr. 

r. Ot~0r corr.::sponclcnce- Clnssifiod comr.nmic~tions, corrospondoncc 

and other Ii1c.'1.tt.:Jr .:>f dacurlh:lnt,':'..ry nnturJ not perr.t..1Il::::ntly fastened together 

vlill bu rJerl:od ar stc.'1.D.p0d, not typod, ,-d th tho appropriate classification 

at th~ tvp .:md ct tlic bot tor.1 of the f'a.cc of each pa.ge • 
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g. Phot-:.>erc.phs, drarrings .I a.'"l.d tracings- Classified photographs, 

ncgatiws, drm·rings .. ,or tracings will display tho proper- classification mark­

ing in such e position thnt it ''~ill bo reproduced on all copies m.."tde thcrefrqn. 

Ph.Jt•.).gr::.phic naga.ti vcs in roll form vrill display appropriate classification 

r:l..'l.rking at the bogirul:ing and ending of oach roll and vrill be kept in 

c:mtninnrs llil:!..ch boar t..'lc same classific:::.tion r.L:'lrking. Clnssifiod notion 

picture .fi.lms will, in o.ddi tlon to th'l for·~going, display the clnssification 

in ·the title of uach .fill:l. Photographic prints or othe:r reproductions t.k1.de 

fr~:o. classifi·:Jd n.lg~ti vcs vlhich do not display a visiblu classification vdll 

b\3 r.'L:'U'kcd e.t tho top and b~>tt.on of tho face or front with appr:>pr:i.c.to 

cla.ssificati.:m • 

h. Sound rcc.-::rdings- Clc~ssifiod soun.d rocordillf,s will be marked on 

r:mdily observable portions, prcfer:::.bly nt the beginning and end, with 

appropri~to classific~tion :~~rkings rmd, if stqrcd in a contuin~r, the 

conttincr vdll :2lso displ:::.y the sane n...1Xkint;. 

~. Haps a.nd phot·)t.:lllps- Classified oops .and photomaps ''Till be plainly 

uarkcd lrith appropri::.t~J classification l.larkings at top and e.t bottor.J. of aach 

shoot and n.Jcr tlw titl.::, logond_..,or sc.!'..l'J and at ·such int~rVP.ls as will 

porr:ti.t at lo.m.st one i.'L:.'ll'king to be displny:)d vlh:.:n m.r.p is fc.,ldod so that any 

pmot of tJLO fO.C·:! is CD:pos~d o 

j. Docuncmts tr.r.nsnrlttod outside -t.lJ.o i.rn.::.d li'orccs- DocUJ.110nts 

cont~ining classifi~d r.d.litary infor~tion ~nd fUrnishod to persons other 

than thos;J Jl' t!'lu • .r:-I.C.:d Forc.:=!s c.nd tlloir civilian Cr.lployocs, uill, in 

r.dJition t.•J beinG n..-"'.rk~.ld ·..:op S~CRDT, SEClill'.i', COl·iFID:CiT'i'Ti.r;.:>r RI:STI:I..ICTED, 

be :tr t.h..:: f .Jll.n.ring vrarning: 

This cbcuncnt contains· inforr.u...tion aff.:.:cting the nation=.l d~f~Jnsc of 
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the Unitud St,..1.tos within tho meaning of thu 3spionc.go :.ct, 50, U.S.C. 31 

Lind 32, a.s OJJOndcd. Its tranSi.lission or the re~lalation of its contents 

in rmy r.ICllnor t.o an unc1.uthorized p:·rson is prohibited by la?r. 

The provisi0ns of ~oso rew.lations pcrtci.ning to cl~tssificll~ion n..1.rking of 

doc~nts do not apply in cases involvins c.ppli9ction fo~ ~tents fil~d 

"V"Ii th th.:l Unit.Jd Sta.tos Pntont Office. 

14. CLi..SS.LFIED CODE v;on:!ls.- a. 'i'ha cl..1.ssificd code l7ord, of itself, 
I 

fu~s no socurity significance, nor do.Js its uso ~nd ~1.ndling havo nny spocinl 

security signifiC?nnce not nlrcc.dy inh•1r:mt in the classii'iud no.turo <Jf tho 

r1attor t::> \lhich it rof .. :rs. 1. c::>de ·word nust bcflr tho same clc.ssification as 

its noaniflb. Cor.rr:n1nic.~tions and documents conteining classified code vrords 

'':ill be ci.1.ssificd at l.Jast as high as tho classification of -the coda -rrords 

therein. 

b. 'r.h~ noaning of a classified codo word llill be usod in a 

cor:qmicc.ti.Jn t.:.t;otller lrit.h tho coc!c uord ..>nly ,.lh . .:m ouch coubinl'.tion is 

abs~lutoly osscntL1.l. 

c. V~·:m a code vr.:>rd is used in a co:rnuunice.tion or doc'Ul':IOnt, 

rQforoncc to related loc~tions, forces, or plnns should likevlise be coded 

if' possible. 

d. Classified code words "Vdll not ba us<Jd-: 

(1) l~s an address or return addr.oss. 

(2) J~s a filing syston indicntor. 

(3) To indicate n dcstin~tion. 

(4) :n telephonic con"'':--eroati~m, except on ~pprovcd circuits. 

15". POBLICi."!'IOU l.;m R!!:P.fi.ODUCITOlJ.- a. l•gnncios entrusted vdth the 

printing or reproduction, st~rage ane issue of cl~ssifiod docuocnts tdll bo 

info~d o! tho applic~blc provisions of 't!~sc regulations. Tho authority 
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directing preparation, printing or reproduction of clnssifiod docur.ronts 

will be responsibl~ for the safugu~rding or dispos~l of tho notes, 

Tk~nuscripts, type, typnlvritor ribb~ns, c<~bon, plates, stencils, exposed 
. 

i'ilr.t, davoloped or undeveloped, nnd vm.sto incident thereto in a. I!lc.1.nncr 1'l1ich 

\dll snfu~uard tho sccrec;r of the information baillb rcproducod. i.gcncios 

of the D~partrncnt of the 1~ nay have classified m~torials dovolopod, 

printed, processed or otherwise reproduced in cor.n:1ercic::.l fo.cilit.i..:•s if 

~equate Govornncnt i'acilitios nrc not n~il~ble, but in sucl1 evant, 

responsibility f~r insuring ~~~t thu tiDtcr~~l is ~afcguardod at such 

facilities in o.ccorrlc~ncc with the:: provisions of thcs10 regulations is that 

of the J .. gcncy i'::>r v;hor.l "t!1o vrorl:: is bllint:; don~ • 

b. 'i'OP S!":Cli.ET rk1.tter- Docur.10nts or hatorial classified TOP S'8CP..ET 

Ydll not bo reproduced for instructional purposes except thk~t tho CoODandants 

of tho Untionf'-1 Uar Coll·:Jgo, I=-tdustrir~l Collcgn of tho .'..rnod Forces, f~r.1.od 

Forces Staff College, tho Cor:Dand nnd Gcnor~l Staff Colloeo, and the 

Str.:J.togic Intt:lliconcc School, wy pcrs'JnP.lly npprovo, in each case, the 

reproduct~on of TOP S~ClL~T ~tt~r, not r~gistorcd, i'vr classrooM purposes only~ 

16. P...:.lJlLD·lu .!!nd m.:ra!.~Sim:.- a. D.JcUI'JOnts and nm.torinl cl:l.ssificd 

TOP SECidT, SECH.ET, COl:.i.•':c:JE!T'i'L.'., nr P.SS'i'hiC' .. '.i!:D (except cr;ypt.Jgraphic nnttor) ..:J 

rn£l.:f bo trans::n.ittccl bctvrccn p::~;nts insid.::: the United States, betueon points 

outside tho G'nitcd State:s, and bc-r.\'IIJor.. points in the United States and 

points outside tho United Stat·Js, r..s indict:.tod bolow: 
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(1) (2) (J) 
COl IFIDEU'i'L"~I. & 

RES'.:RIC'Zr.:D SEC~'i' I TOP S~CRBT ___L __ 
(1) Bottr.::on points inside tho United Stntcs (to include. Cana.d<'l.) 

a. Ordinnr~r n.1.il. a. Ror;ist·1red U.S. and C:-.nndirul -
mnil, includinc rcgistnr.Jcl air 
rn:dl. 
b. Over approved circuits. 
c. Prot~ctetl cammorcL1.l express, 
c.ir =>r sur f'r:.co, under bUling -
which ~ssur1JS tho highost clogr,~o 
of prat ct:LV"'J h::.ndling. 
d.. 01'ficor ·:>r r Jli."'lbl!J crrm 
r.10r.1ber of t1 .S. mili "\:.l:'.ry ~ircrnft. 
-:::. Cor.lr.ir'.nclers of civil aircraft _ . 
of U.S. rcgistiJr• 
f. Rcli~ble citizens of ttw U.S. 
inclulling oi'ficu.ls of other 
govorm.~nt r...goncios. 
g. l.;,csscngcr apocificr:.lly author­
ized by t.'lo trt..r1sui t ting ::!.fpncl~. 

a. C.:mri~1r of th:.: 
Soc uri ty C -,uri:Jr 
S::rvicc or o1'i'icia.lly 
tlosignnted officer 
( c.:>rn.lissi "Jnod, v~.rr::!.n~ 
or flight) or spe­
cifically d.asi~n.:?.tcd 
ci vilil~n courier. 
b. \ihcn encrypted by: 

( 1) ..'~11 electrical 
:r.tJans. 
(2) Registered or 
ordinary-~il in­
cluding ·air r:1r.1.il. 

(2) Botlr.J:.m points in tho Unit.~d St~!.t:1s (a.nd Canada.) nnd points ,::~utsitlc tho U.s. 

a.. Uni t•Jd Stntos Post O!"fic::J r ·f:ls-r.oruc'. I !nil, including 
J~rrJ.Y, ~Javy and ld.r l:'orcc post.-"":.1 r::gis"tir~,r fac~litics and 
r::Jc;isterc~ r1.:ir !ll'..il provi.dcld shipur.nt doos ll.Jt c..t any 
tina pc.ss :mt or C?ntr:.~l .:xr t.J~) L • .:5. Chv..:rnn.::nt. ~ 
b. Ovor approved c~rcuits. 
c. O~ficor 7.r r~liablo creu ncnbcr ~f U.S. ~ilitcr~ cir­
cra.ft. 
d. Cor:Jr.'l .. ~ndors of vessels :>r <'.ir.cr.:'.ft ·Jf U.s. r'"lgistr:r. 
c. Rulir:.blc citiz~.Jns 'Jf tho United Str.tcs including off.,.. 
ici('.ls of J t.hcr [;vvrJnuJcm:. ::!.t;.:>:r..ci.-ls. 

(3) Butuwo!l puints uutsido "Lhu 
·~------------------------------------------------

~. .'...cc :mpr:.nicd SU..tl:l 
D.::.•va.rtrtont tliplOlT'.::..tic 
pouch. 
b. C "lurhlr of tho 
SIJcurity C:>urior 
ScrviciJ :>r ~fficinlly 
dcsic;n:::.tod o.!'ficcr 
( cm.v.ti.ssi.:med, vr..r­
r~.r.t or nir.;ht) "lr 
civilic.n C""Jurior. 
c. ~."hen encrypted by: 

( 1) -~~11" olectr~ca.l 
nenns. 
(2) Ragistorad or 
ordinnry U.S. and 
intcrnl!.ti.>r~~l postal 
ser\~Cc including nir 
::nail • 

C~r1r:.du. 

l.s au thorizcd by c :>lu.nns under linn ( 2) except thr:. t Sta. t.:; D;Jpra rt! l!.:m t 
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dipl-'IliLl.tic pouch u:ill be used 'exclusi voly £or trc.nsr.lissi"n o£ cU:..ssi£ied m:.1.tt~r 
through or nithin n neutral country. 

CJJ.J TIOI!: UUDER UO CIDCU~iS':U~JCF..S VIII..L TOP SECRET IU.T'.i'J:R BE TRtJ~S!.:IIT'l'ED 
BY IL'8GIS'!'EfLIID i1.IL, EXPRF..SS OR :!J:LT".CTRICl.I, 1.~.i~S, UULESS E~:CRYPTED. The 
trn.nsr.lission o£ TOP SF.CP.T.T inforn..~tion vrill -be offoctod by direct con­
wet Vlherovor p0SSiblo.. 

b. P.nccipt'System- Transmission and custo~v of docunnnts ~nd 

natcrL~l clnssifiod TOP SECR}~ or SECr~T-uill be covo~od by a receipt systo~ 

at all tiiJes. CQtJli"lDEiTT"illL docunonts '\'dll be c.>verad ,by a receipt system 

only \':hen tho.~ sender do~.lrols it necessary. v·.ni.GO Form 996, classifiocl receipt 

£orr.1 (in U.;tplicr..tc) is avnilnblc for this purpnso. V~horc a single docUJ:lOnt 

is distributed t~ a nu~bqr o£ addro.~sseos or a ~~rga nur.1bor o! docUMents arc 

distributed t~ a singlo n~Hrcssee, th:~ usn of a. sir.lilar for.rn. of su:j.table size 

is authorized. 

c. Rocoipt _,r TOP S~CR::::l:'l' lk.1.ttcr- Th·J c::>II'.r.K'ndor of ea.ch heo.dqunrtors 

or r.~ajor subdivision thereof uill dosignato officers to be kn:>·Hn as TOP SECRE'l' . 
Control O££:icors, who \r.i.ll be tho sole rccipionts and dispn.tchors o£ TOP 

SECr~T n."'lttor at!drassed t~ or onnm:r~ing fron their ort;a,nizations. 'lhoy \'1ill 

r.ll!:intain a record o£ th'J receipt c.nd d~sp:r.tch o£ o!:.ll TOP Sl!:CRET ootter handled 

In the case of incominG r.J.~ttcr o.cl'irasscd to an indiv:iclu.."..l, thu TOP S"".CRET 

Control O£i'icer ;.rill renovo tho outer cover only Md v.r:i.ll doli;ver the 

unopon~d inn•Jr c :>vor to thf} nddrossoc. Prior to opening, tho TOP SECRET 

Cont1·ol Of~~cer vr.i..ll caro1'\1.lly cxru:lino each cover and will' promptly report 

to the dispatcher tho reo£ o.ny cvi:.l.oncos of tcr.1porinc. Upon opening ~he . 

inn<Jr cover tho receipt f:>unrl th·Jrcin ld.ll be chocked to a.scortnin th..1.t 

c.>ntonts received _nrc corroctly listed, .and i±' s:>, rdll be dated, signo~ 

nne! returned irlrlocliatoly. .".:ny discrepancy l':ill be na.do YJlO\n pr.:>r.1ptly t:> 
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tho dispatching agency- which will accomplish corr•Jcti w action. Tho innor 

cJvor \rill b.J destroyed by burning. 

d. Receipt of s:::::CH.ET and COUI'IDEI;~'ILL !=attor- (1) Prior to open-

ing a. sealed package or on-yolopo cont..a.in:i.ng SECP..E'i' or CO!U~IDP..:iTI1.L 

docurilllnts, tho seals and wrapper~ vdll be, carefully inspected to c~tor~no 

il:hethor thoro has be. en any ta.r.1pering. If any evidence o"f t..1.rapcring is 

noted the provisions o£ p.:u-agroph 10 \lill b~ complied '\'lith. 

(2.) The inner cover llk"!.ri::ed s::~CKET or CONliJ:DEi!TI;.L l'r.i.ll bu 
I 

opened only by tl1c addrossoc or his duly desi~"!.tcd 

roprcsontati vc. 'i.'hc innor covor will bo dcstro:yccf by 

c. Preparation .for 'i'ransmission- 'i.'OP SBCRET, SEC~'!j l')r 

' CQUli'IDEETI..'.L m.."!.ttor to be transmitti.Jd vdll bu inclosud in tvm se.alod 
. 

~envelopes or c::>v.::lrs. Typm'1I'itteu :m.."'.ttcr in tho contents "'"lill be protected, 
I 

by c. c:>\ .. Jr shoot or by folding immrcl, .frmn clirf'ct c:Jntnct llith the inn,..~r 

envelope or cover. Tho inner COV\.1r vlill ·oc, ~dclressod, return addressed, 

srmlod, pl,!inly t'lr.trkcd uith the svC}.lrity classification on front a.nd b!l.Ck 

so that tho rnr.rkinr; uill bo o.'!sil;~..r seen vmon 'the outer cover is removed, and 

w.i.ll contein a. receipt !Jrn vmich iclentifies the adclrassor, tho c:.clclrcssoc 

and lists the contents by sh:>rt titlo. The outer envelope or cover Tlill b•J 

.J 

.. 

of' sufficient opaqucnoJss, donsitV or t';xture ns to prevent tho clc.ssificr.- J 

tion r.u:Lrkings o£ thu inn~r cover _frum being visible and will be acldrossed, 

return adclrusseC. and cc.r~fully st::alc~d \lith .no r.Jr."'..rkings or not.:ltions to 

indicc:.tt: the clnssificati.m o.i' its c::mtcnts. RI:STRICTED cl.Jcur.runts and 

r.1,..tcrinl (if n )t rugistorcd), uill be sucurcly soaleC:., incl....1scr.. or T>Tnppcd 

in a :r.m.nncr and vii th such rnntcrials a.s vdll insure arri vnl at dostin.-'1.ti.:>n 
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in good condition. Wrappin:.;s or cnvolope vlill bc.c.r no r.l.arkin~s inclicati w 

of the classificatio~ Qt·its con~ents. 

f. Interoffice 1l'Msmssion- J .. t any headquarters or station 

C•JJII.r.la.Ilcled by an authority qualified to_ establish 'i'O~ SECltBT or SECH.ET 

cl~ssifica.ti:)n, tho c~>r.mt.:tncling officer ,-dll provide for the ,security of 

interoffice trm1smi3sions of classified documents and material. 

g. ?.!Ril RoutinG Certii'ic:J.tcJ- In ell cnse_s Vll!Or"l DeJk'!rtr.l:mt of tho 

11I'ey d.:>cw:1.·mts .::.re to be tr2nsnittcd via Stc..to _DoE&rtr.J.Cnt ch.."'.nnels, too 

office JriGinntine; th\) tr.::.nsr.utt.o1.l, or its a.uthorizoc! representative, Vlill 

caus\) t~ .:>o placed in tho lower loft porti~n :)f tho !rJnt of the outer c1vor 

n certificc.to applied b:.r label, rubber stru.1p
1 

or othor l·1giblo r.10c.ns of 

convenient size ond displnying substantially tho fullovdll[; data and f."Jru: 
I 

ROUTDIG CER.TIFIC:.'l'E 

It is certified that contcmts rpquire transrd.ssion in'licated bclov; 
(:r.12.I'k one) 

BY COUl-i.IER (H..'1.nd trcatoont and registration t:~ destination) 
-----~ 

.:.IR POUCH (I !a.y be une.ccoo~aniod. Speod pr:i.r.l..1.ry) ------
S'tilU'l~CE POUCH (:L.·w bo Uik'1.cc:nnplllliud) 

------~ 

Office or phone ----- name and Grade 

h. 'Tho above certific(lte has bc.:Cln evolved prirn.urily for 

l!.pplica.tion to m..'1.il hnvinr; classifi3::1 cont'3nts, but may be applied to all 

Dopartocnt .:>f the j..rr,ry nail being or to be carried by State Department 

fa..cilitius. ilof Jrc dispatch vf tilu cnvolvpo or c:.nrcr on "\lhich above 

e certificate h~S boon clisplnyud, tho l'l•JCLJSBe.ry reth.:>cl ,1f tro.nsr.ti.ssj_:)n Sh..'\11 

be inr~ic~teJ. by a IlE!.rk plc.•c~d in the appr:tpric..to sp.:!ce and tho certification 
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coraplotod by n sigllc."..turo enG. brief iclcmtificntiun. It is intuncl.ad that 

this certificate be executed nnd applied either by the office· causing th~ 

~ transtdttal ~r by an authorized representative office, such as a r.IDssago 

~ 

center ~r mail roam or othor office £nrdliar liith tho clnssification and 

requironcnts of thD certificated motorial. 

17. REG&'.DDiG nncl DECLi.SSil!':i:Ci.'l'IOU.- o.. i.uthority- 'l"hc classifying 

auth~rity vril:l: prodotci'l'!line tho expiration of security requireoonts and 

prov.it~ f~ tknmgrading by annotation that tho cLassific~tion ~11 be reduced 

or cancelled upon tho ~ppening of a specified event or the passage of a 

nancd date, unless such action is inpossiblu for ctypt~grnphic or other valid 

reasons. ~ authority r~"..king the origilh~l cL~ssification or higher 

auth..>rity, rn..1.y cancel or chr.ngo the clnssificnti:m of n d.:,cuncnt by Tlriting 

or stnr.1pin~. ~ver tho clnsificntion at tho top· of tho first p£>;.gc 11Clo.ssifica-

tion ccncell~d or changed to-----, by authority of (Officer ~uthorizcd t~ 

ch.."..nf!e ), by (HE!ru,. gra~ and :>rganization of Jf:ficcr :r.k"l.kinb chL'.ngo and do.to 

thereof)." Th.J authority Ilk".king n chc.ngo vd.ll so c.clvisc c.ll ngcnoi:Js, 

office' ~r pars :mncl conccrnud. It is th.:J :Jbli(!c.tion of all c.uthorities tu 

keep classified 1:mttur :>f current inturost 'Jr continuine value constm1tly 

under rcvi:>-vr and to dm·mgrado it as S"Jon as conditions perMit. 

b. ;.utomatic DIJ\mgr~ding- Lotturs of' trnnsmit-tc.l classified svlcl.y 

because of cll:~ssificd inclosur.::s '\orill boar .me Jf tho f~llovrinc statclJCnts: 

11\i,hon th·J a.cc.xtpnnyinG clnssi£:iod 
papers arc \r.l~ht~nvm, this pnpcr or 
bcCOI!lOS II 

''lliis ~per declassified 
v1hon_ sopD.rdtcd fr :>n 
clc.ssifiad inclosur.;s 11 

c. DocUIJ.Cnts in Du.lk- \lhcn d,1Cllll•Jnts .,f tho sru"LO typo lihich 

ecCUJ:lUlr.to ... n bulk hnvo boon c~:Yrmgrr.ded, inrlividunl docuronts in tho file 

series nood n·;t b~. stCl!lp.Jd a.s pr~vid.pd in '"'n~ :-.b.:rvo until the dJcuncnt is 
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ch..."'.rgod out of tho file for usc. Tho ch...'Ulgc or cancc)..la.tion of security 

classification will be indicated inside tho file clravror. 

d. Foreign Sources- Uattcr trhich has been classified soL::lly to 

accord lvith conditions imposed by a foro~gn nati~n ~11 be d~mgrndod or 

doclc."'..ssifioC. only with tho consent of the nation c.onccrnod, l~ction in cases 

of this nature shJulcl be directed to The l~cljutant General. 

c. Rescission- Clcssifi~d dJcuccnts ~ibich have bocn_rgsc~dcd, 

supcrs-odad ~ cancelled will be cl'f~ra.ccl thu protection required of their 

category ulltil clostr:>ycd. 

f. Rcpurts- 1~11 originc.t.:>rs vf uo.cJ.llrlcnts classified 'l'OP SECRET 

-vdll r:Jclru a scni-annunl report tJ tho Dirc.ctor uf Intclligoncc, GSUSi~, .:>n or 

bof.Jro the first days of February cmd. l~ugust, ccrtii'yj.ng th..""l.t all TOP SECRET 

documnts '-lriginctcd by thu:r.t haw bo.:~n rcvicvrod f·:Jr p::>ssiblo downgro.din3 

during the p~st hc.lf yocxr, nn'l lis tine the docUlilCnts th&. t ho vo boon dm·m-

graded durin~ th.l prcccdin(; six nnnths. 
' I 

18. STOR:~GE.- a. TOP SECR!-:T nne~ r~Jgisturod no.ttc.r- D::>cllr.lcnts and 

m.tcrinl classified TOP SECRET and registered n.ft.tter \"li.ll be st~rod in tho 

o~st secure facilities c.v::dl~blc. Such nc"'.tt..:r ~rill n >rnnlly bo stor.xl in a 

so.fo, stool .file cabinet .:>r .Jtlwr steel c .. mtaincr h~vin[; c. three positi.1n 

di.:-:.1-typv c.::>mbinntLm lock m1d Jf such \roit;ht, sizu, constructi >n or insto.lla ... 

t I • i.:m as tJ minir.dzc possibility :>f physical theft or d~'.J"J.."l.SC. by fire :>r tru:1pcr70 

i.ng. rn· lieu pf such a cont{',j,n..::r, tho r.U!.ttor r.cy be st:ll'od in c. s.:Jcurc r:>on1 

.Jr ~.ult lihich is appr..:>vod f:>r such usc by the CJL'Irk"..lder of tho insk.llc."'.ti ·m 

r.nd vmich is securely lacked '':hen not in uso. Su~1 ~ppr:>w.l shall m>t be 

construed t:> relieve the cust~lclic."..l of any responsibility f.:>r tho so.foty of 

the cla.ssifiocl n."'..ttur. If tho f:>roeo.ing snfc:gu..'U'cls arc n:>t n1p.ilnblo, I:k"l.ttcr 
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so c:U:.ssificcl slmll b~J kept under suriroill...'mco of c.:.n arm.od buc.rc! llhon not in 

usc • 

• b.· SECH ... ~T and COllFIDEIT'l"'i1.L mntt.Jr- In addition to tho I'lCnns 

described ribovo, r.1..1.tter clo.ssi!'iou SECRET or COllFIDEllTil~L, and not registered, 

Dk"'l.Y ~lso be stored in st~el file cabinets secured by a stool bar and padlock, 

provided the padlock is o!' tho throe position combination di~l-typo. 

c. RESTRICTED ~ttcr~ Documents cJk1.ssi!'ied RESTRICTED, and not 

registered, 'Ydll be storac~ in a secure n1.nner e.s doterr.rl.ncd by thu coi!lllk."'l.nding 

officer of the install..'1.tion ,·!here st.:>rod. ) 

d. Only the custodian o!' registered or nonrceistcrod ~torial, ~r 

pcrsonn•ll speci!'icC!lly closignc.tocl by him, uill P"ssass tho c~i.n.. ... ti•.:m to tho 

storage SpllCe :Jr will have access to tho n."'.tcri.."'l.l thCJrc.in. This space Vlill be 

kept locked ui th tho full ,c.:>r.ibination uhon n Jt un~lor tho direct supervisi.Jn 

~f cleared pcrsJnnel. 

c. Tactical Opornti )ns .-In t.."'.ctical )p~r.:.tiJns, actual .lr sii:ru.la.tod, 

the c Jrlr.lc."'.n~ling )ff'icor J!' the unit CJncernocl is rosponsiblo thllt a.ll 

ckssifiocl cl JClli'lOnts aro giv\:ln tho rk1X:ir.l\lfl socurity pJssiblc under the: 

circunstnncos. Clc.ssi!'iud clJcunonts 'Vlill n;t be taken farther !' Jrmlr<.l in 

CJobat ~reas than is absJlutely nccossnry. 

!'. Inspecti ·m- l~ll cust .1'-li..."'.lls Jf classifietl r;~ t tor ,.fill c .mduct 

frequent inspocti 'Jns t' insure thnt clnssifieci. T.lr."'.tt<Jr in their c~re is 

g. Ch,:mze ,r C:>nbinnti Jns- C·mbinf!.ti '>ns ~ncl pacU.:>cks used t.) 1 )Ck 

cJnmincrs h >lcline rnnttor classified TOP S~.CRET, SBCRET, CONFIDElJTII .. L, -
::>r ree;ist~lrecl, vlill be changed nt intervals n -,t excaoding tvli.Jl vo (12) tt:mths.l 

durC!ti.:m and at the oo.rli.Jst practic~blc ti.nu f Jll.min~: 

(1) ThJ relief, tra.nsfor .Jr clischa.rgo Jf any pors:m hc.vine 
.J 
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kn wtl,Jclgo >f th":l c 1nbinc.tiJn. 

(2) The c "li'lpr 1nis.e ..lr suspected c .1r.rpr Jr:ti..sc :Jf tho c .mtonts -,f 

the c:Jn~~incr thrJ~~h lJss :Jr p~ssiblo CJMpr-,niso~~f the 

c,mbinc.tion. 

19. REWR?I OF CL:.SSIFI'"JJ DOCUi:ICllTS.- c... TOP S:CCRET, S:l:CR~ nnd 

CONI~IDEiiTil.L- Up.m chcngc -~f duty a.ssign.'lent Jr up:m _sop;!rnti..Jn fr Jr.J. the 

lililitary sorvice, oc.ch inclividw:~l Vlill prupcrly !'.cc.mnt f Jr o.ll TOP SECR.l!:T, 

S:S:C~ '.>r COITFIDE1iTil .. L cbcw;tcnts -Jr r.w.tcrials tha.t hl!.vc bC"Cn issuocl t _, h:i.r11 

durinc the a.ssigncont. This nay be o.cc~plishce by ~ uxch~e :Jf receipts 

' and dcstructiJn certificates bet\roon the departinG ~fficer_a.nd the new 

incumbent, ~r by return .1f d:Jcllr.'lCnts 'lr dostructi:m cortii'icntcs tJ the 

c ')I:'IlJmldcr c mccrncd or by any ·lthc.r c~mvoniont pr >cod.uro r-.ppr-wod by the 

office of issue <Jr by hiahor· c.uth·)rity. Such acc;Junting Ydll be c.Jmpletecl 

pri:Jr tJ final clearance frJm unit ~r- installati~n. F1r steps tu be taken 

ip cvont ·>f clcn:bh .Jf r.dlitary pars Jnncl, soc J.R 600-,500. 

b. RESTRIC'l.'IID- DJcUT.l.Cnts one~ :r.m.torial classified RF'..STRICTEo, anc~ 

nJt registered~ ~~y be ~ispJsod of at tho discrcti:Jn Jf tho cust1ctl.?.n, 

prJviclocl unnuthJrizccl access is n.Jt pomittoll thereby. 

20. D~Tf!.UCTION.- a. TOP S:CCR!IT, SECRET)ancl COUFIDENTDlL- DcstructiJn 

of TOP SECRET, S:CCRE'l .Jr COlfFIDEN'l'L.L dJcumonts Jr :r.L--:.tcrinl vthon authJrized 

(Sec l.R 15-15 and TII 12-259), vdll be D.cc ir.Iplishod by burning, r.L."lccrating Jr 

pulping, by tho custY::lir-.n thcro,>f in the presoncc Jf a vdtnessing ,Jfficer. 

Tho clcstructi.Jn :;f cl.Jcwacnts cL."'..ssifiocl TOP SECRET .Jr SECRET' VTill be 

rcc.Jrclcd sh:Jvdng date, plnco -~r U.OstructiJn, identity uf dJcur.10nt by shJrt 

title, and sign.."l.ture of cust.1clinn and witness. Si.milnr a.cti::m will be taken 

upon the clostructi.:m "Jf COUl!,IDEH'i'L.L ni.ttor, v-rhon s-, directed by tho 



REF ID:A58113 

.>rigtnat.>r ..>r .... th...:r CJJ:Ip.:.tont c.uth.>ri.ty. Th.l ub..>vo roquiror.mnt f,r 
I 

prop~~ti Jn :Jf dcstructL.n cert:l.ficatu-s is n..>t applicable tu clistributi..>n 

• c Jpi.ls .Jf SECr..ET cc.blos ru1u SECRET o.irgrar.is vdthin the lloadquc.rtors, 

Dopc.'1.rtucnt Jf tho liil~ry. Roc 1r<ls :;,f destruction Vlill be classified, if 

required, undoJr tho pr..>visi.:>ris "J.f subpc.ragrnph_l3b. Dostructi.:>n rocJrJ.s 

vrill bo returned t..> tho Jffico o.uth.:>rizing dostruct;L::>n, with c.:>pics being 

retained by cust.xlinn c.nd. Td tnos~ if desir.Jd. 

b. RES'IRICTID- Rcc lrds of destructi::m .Jf r.Ja.ttor cbssifiod 

RESTRICTED arc n.>t required. Such r.klttur tk'1.Y bo dostr..>yod et tho discretiJn 

".Jf the custxlinn prJviclcrl uno.uthvrizod access is n..>t pcrnittod thereby. 

c. Encrgoncy Dostructi..>n- c-,r.u:.lr"'.ndors rosponsiblu f:1r the saf.c-

guarding .>f classifiou m..'l.ttor vdll nako .Jr cc.uso tv be r.'L.."'..do, pL."'..ns f">r the 

elii.Orgoncy dostructi .. m ::>r sc.fc rcr.lJvo.l ..Jf o.ll cla.ssificd Ill!.ttor under th.oir 

jurisdicti.:>n sh..>Ul(t civil disturb~co, disesto:;.Jr one~ action rcq~iro such 

action. Field c..>Iillllailclors llill include instructi.:ms in standing :>poro.ting 

pr .>codurus f Jr the cnorgoncy destruction of TOP SECRET, SECRE~ ll.Ild 

COUl'')])ENTii.L :r.m.tter. If n crcl't carrying classified r.lt'..ttor is fzcod d.:nm, 

strancmd or ~hipw~cckod in unf.riuncily torrit~ry or in noutrnl tarrit..>ry 

llhuro cc.pturo c.ppoars imJinont Jr in any othor circur.mtnncos Whore it appear~ 

unlikely tho.t tho classi.fiocl tmttor can be properly pr . .>toctcd, such mnttor 

Tdll be clostr:>yccl. in nny :r:amor th.1.t vdll render rccogniti:m .ii:lpJssiblo, 

preferably by burnine. If tho or.10rgcncy ..>ccurs at son, end n .> bot tor · r.JCth .:Kl 

..>f clostructi:m ccn be f ;uncl, tho classified r.mttor t.k1.y be· sunk in tho clacpost 

• '\.r.ltor o.vniln.blc by tho a::>st prc:.ctica.blo DOthJd. 

21. RES"TRICTOJ DiLTi ... - a. There arc t\"r:> types Jf RF..S'IRICTED Data-

J .. cccsa t..> Jilt:'..toriD.l of tho first type, 'flhich shc.ll be kn..JTm as TypJ I .. , re­

quires spuci£ic priJr in¥Ustigo.ti~n and cloaranco Jf thD recipient; that 
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:>f thu s.:~c •ntl type, vrhich sh..~ll be lmovm ·a.s Typo D, is ItE:S'1RIC'l'ED Dc.ta. but 

r.'lb.y be =~isscm:i.nr.ted by the l.rn.cd F.)rces in acc;:,rclancc uith the requirements 
L 

~ Jf its security ch~ssificcti>n. 

b. Uarking- One ,f the cete3.,rios, TOP SECRET, SECRET, 

COUFIDEU'i'L'.L, .Jr RESTRICTED, shall be assigned to RESTRICTED Data and marked 

or stamped thereon in the same manner as for other classified material. In 

addition, 1)pe A, RESTRIC~1m Data shall be identified by the following stamp: 

l~W.ICT.r.D DATA 
ATOlliC EtlERGY ACT-1946 

SPECIFIC P..ESTRIC~"ED DATA CLEARAiiCE REQuiRED 

Type B, Rr.5'IRICTED DATA documents vd.ll be marked or stamped: 

RES'l'RIC'l'ED DATA 
ATOI.IIC EllERGY ACT.:..l946 

SPECIFIC RESTRICTED DA~ CLEARILHCE NOT REQUIRED 
USE MILITARY CLASSIFICATION SAFEGUARDS 

Only citizens of the United States will be permitted access to RESTRICTED 

Data, except that any citizen of the United States while a representative, 

official, or employee of a £oreign government, commercial entity, or 

individual, and _any alien Vihose access to RESTRICTED Data appears necessary 

.will be given a prior background investigation and clearance for such access 

by the Department of the Army or by the Atomic Energy Commission in those 

cases which require specific clearm1ce by that agency. 
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The ro~~m'ti.ng procedures for marki.ng will be fQllawed: 

(1) The words "RESTRICTED Data", in marki.ng or stamping, shall be 

in larger letters than the rest o:f the wording, preferably 

not less than one-quarter inch in height. All words shall be 

in capital letters. 

(2) Documents, the pages o:f which are permanently and securely 

fastened together, will be plainly and conspicuously marked 

or stamped, not typed, with the appropriate RES'lRICTED Data 

identification on the cover, title page, first page, back 

pag~and outside o:f back cover. 

(3) Material not permanently and securely :fastened together 'Wi.ll 

be plair1ly and conspicuously marked or stamped, not typed, 

with the appropriate RESTRICTED Data identification not less 

than once on each page. The marking will be so placed that 

it will not be hidden :from view \'lh.en the pages are clipped or 

stapled together. 

(4) l~terial Which does not lend itself to• marking or stamping 

wil:l have securely affixed or attached a tag, sticker, or 

similar device bearing the appropriate RES'lRICTED Data 

identification. 

c. RESTRICTED Data Control Officers- At each headquarters in which 

RES'ffiiCTED Data is used or handled, the commander will appoil').t· RES'lRICTED Data 

Control Officers, authorized access to RESTRICTED Data, and issue such addition-

a1 directives as are nccessar~ for tho control of RESTRICTED Data within his 

• jurisdiction. The duties of a P..ESTRICTED Data Contro.l Officer Tlith respect to 

RESTRICTED Data shall parallel those of TOP SECRET Control Officers for TOP SE-

CRET matter. Specific responsibilities arc: 

(1) iiaintain completo records of all personnel within the organi-

zation Vlho are authorized access to RES'ffiiCTED Data, toge-ther 
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uith a description of the scQpe of inforua.tion each may 

receive. 

(2) Haintain segregatcd files o:f RESTRICTED Data, to Ylhich only 

specifically designated pcrsonnel shall bc allowed access. 

(3) Take appropriate action to insure canpliance trith security 

regulations applicable to RESTRICTED D~ta. _ 

d. Declc.1.ssification- Authorization by tho Atomic Energ-;.,r Commission 

:for release to tho public o:f speei:fic HESTRICTED Data ~hall constitute declassi-

:fication o:f that particul.llr item as P..ESi"RIC'!'ED Data. Hovtever, no such release 

shall be nk1.de by personnel subject to tho jurisdiction of the Department o:f the 

Arrrty, without prior approval by tho Secretary of· tho Array. 

e. - Authority to Use.- RI:Si"RIC'l"'ED Data shall be handled in accordance 

with instructions contained herein and such additional instructions as maybe 

issued by the Secretary of the Army. Tho latter will specifY individuals author-

izcd usc of RESTRICTED Data by name. \ihon such access is authorized, limits 

within tho pertinent :field of information shall also be specified by him. Accos~ 

shall normally be authorized only after a security clearance as required by tho 

Atomic Energy Co~ssion. Publication or reproduction is prohibitcd except as 

porr.dttcd by authority as abovo s:1t :forth. i=ih.on dissf')min.c'1.tod to p":!l'sons outside 

tho Arm.od Forces or Atol!lic nD'1rg~r Commission, docurnonts containing RFSTRICTED 

' Data shall be m...1.rkcd or stc.1.1npcd as follows: 

"This document contains RF_.BTRIC'l"'ED Data within the moaning o:f 

tho Atomic Energy .\Ct o:f 1946. Its transmission or tho revelation 

of its contents, in any mcnnar not authorized by that Act, is 

prohibited by lan. 11 

f. Transmission- RES'ilt.ICTED Data shall be transmitted in tho same 

m..'Ulncr as other IIU!.torinl of the same category,· (sec 16a), but adequate procau-

tiona must bQ taken at all times to prevent interr~ling of those documants 

with other material. 
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SECTIOU III 

REGI3' .. "'CRED DOCUUCii":..'S 

(For HnndlingJ ·Accounting, nnd Disposition of RagistGrcd Cryptornnterial, 
Sua Section IV) 

Ptxo.grephs 

Authority to Register ------------------------------------ 22 

Office of Record --~---------------~---------------------- 23 

i~~rkinb ---~---------------------------------------------- 24 

Ruvision ~nd Reproduction ---------------~---------------- 25 

IIandling ~nd T.ran~ission -------------------------------- 26 

Regrading ------------------------------------------------ 27 

Storage -------------------------------------------------- 28 

Inventory and Report of Possession ----------------------- 29 

Report of Tr3nsfar --------------------------------------- 30 

Proscribed Forms ----------------------------~----------~- 31 

Disposition or Destruction ------------------=--------------- 32 

Transfer of Registered Doclli"..onts Bct\·Teen Arey, U~v-~ 

and Air Force ---------~------------------------------ 33 

22. AUTHORITY TO P..:GISTER.- Officers authorized to . .Jsta.blish 

classifications (parcgrcph 9) may designate as registered such documents 

o.s they aro authorized to classify and as thoy deem should be registered 

for reasons conducive to sacurit~,r. Documents ,"lill be rDgistered only if 

it is essential that the issuing authority control distribution and maintain 

a record of' tho custody of e.ll copies. 
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23. Ol~FICE OF P.~COi~.- 'i'ho office of record is tho office to Ylhich 

~ reports o£ possession, transfer, and destruction of registered documents 

a.ro sent, nnd in which such reports arc ro.corded. It is not necessarily 

the office of origin or the office of issue of"the documents involvnd. 

2h. II/\P ..... '{Id"G.- In addition to those :r.lf.rkings required by p..1.ragraph 13, 

each rogistorad docuuont uill bo oarked "Registered Doc'W!l0nt11 on the outside 

of the .front cover. '!he title page or tho inside of tho front cover of 

ec.ch registered documant Vlill shovr the rC'bistor numbers, both tho long and 

short title, the numbcr'o: paces, tlw copy number, the office of origin, 

the office of record to "''mich returns vd.ll be made, ~cl instructions· cowr-

ing tho reporting of its custody, and for its ult:!..nw.te disposal. In 

e.~ldition, if c. noll docum;:mt supdrscdei.[!D.other document, instructions Tdll · 

be incorpor~tad covarine disposal of thu obsolat~ document. If an 

e..ccountnbl<l docllr.lCnt consists of rwre than one volume, each volup10 will 

boar c. separate short title. If the abovo is not practicable, tho necessary 

in.forr.J.:1.tlon will accoapany tho r ;,gistcrod docunont on a,_ separe.ta sheet. 

25. H·~VIS!Oi'I i.i.m R~Pitom.:m.:'IOi:,- a. A new or rovis·ld edition of an old 

rcgistorod docllr.lOnt IIlc"l~r bo nssic;ncd a• ncm short title. Ul...,r:J this is 
. 
undesirable, the usc of tlu old short ti tlo follmrod by a symbol, mich ldll 

differentiate botvrocn tho nou c.nd •Jlc old editions, is pon.rl.ssiblo. 

b. Rc~roduction of e. rogist~rcd document Wholly or in ~~rt is 

forbidden, except by authority· o.r the office o! origin. Utcn authorized, 

reproductions "'d.ll shou the roprod...cing offi.ce., G.uthority for reproduction, 

end mmbcr of copies reproducod. · Of.ficos or record ·uill 'bo notified of tho 

reproduction. 
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26. HA1IDLIJJG AiiD 'IRAI;S::lLSSIOli.- Registered doclliOOnts uill be handled 

and transmitted in e..ccordrulca ·with the requirements of those regulations 

pertaining to tho transmission of documents classified SECRET, (paragraph 16) 
~ 

unless tho registered document is itself classified TOP SECRET, in l'Vhich case~ 

the raquiromonts pertaining to documents classified TOP S~CRET will apply. 

Tho trensr:ti.ssion ::md custody of rogistured docu.110nts -.,0.11 be recorded at all 

tir.IDs on c. continuous ·systum of receipts. 

27. REGRIU)IliG.- Vihon tho cle.ssification of a registered document is 

chu.ng~d, tho authority making tho cr..ange (paragraph 17a) will notify tho 

office of record, mich will pro:mptly notify all offices to which tho 

document has bean issued. 

28. STORAGE.- Registered documents tlill be "stored in accordance with 

the requiremonts of these regulations pertaining to the storage of docum3nts 

classified TOP SF.CRBT (p.:::rngraph 18c.). 

29. DtvEI•ITOitY Ai.ID REPOB.T OF POSSESSIDrJ.- n. A custodian of registered 

documents, appointed by tho commander of each headquarters or mejor 

subdivision thereof, ~dll koop ~ complotc inventory of all registered 
~'IM/"-

documcnts cxcopt those listed in 29'0 bclmr, o.nd "\"r.ill mn.kc or ho.vo m..1.do on .11 

"" 
or about 30 Juna and 31 DcconbrJr each yon:r ( oJ:copt registered cryptographic 

~1.ttor) an accurate return thurofor to t~ proper office of record (Rnports 

Control Symbol CSGAS-4). In r.aking o. ,./"seridannual report o.f possession the ......-

follouin(; details will be obscrvod: 

(1) Each item Vlill bo physically inspected and its register 

nur~ber checked against the invonto~J list. 

(2) 1be custodian and one vr.itnossing officer will make the 

invuntory nnd both lti.ll sign the report. If tho 
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Headquarters has only one -coiill.lissioncd officer, the report 

uill so sta to • 

(3) Registered docwncn~s Ydll not bo accounted for ~s pr~-· 

scribed for ordin~~ry property in AR 35-6520. The forms 

described in paragr~ph 31 bolcm, vrill be used in lieu 

of the usw::.l shipping ticl'..ots, rn.clilorandur.J. ruccipts, 

stock record ccrds, o~c. 

b. Ho s3t:li£!.nnu.:U or quarterly roport of possession vlill be made 

(1) R~giste~ed docuconts vnich havo.bean issued, subsequently 

destroyed, nnd ~ destruction report r~ndercd thereon, 

\~thin a single semiannual or quertorly report period. 

(2) Registered doctm.mts \'lhich m:.w been placed in custody 

or storage for historical purposes, vrith the expressed 

approw.l of tho office· of record. 

c. l:.henowr a registor~d documpnt is discovered which is not 

charged to the finder, and tho custodian thereof cannot.. be located, the 

proper o.fficu of record uill be notified inJJOOdia:tcly. The docwnont vr.i.ll be 

properly safeguarded until instructions for disposition nrc roccivod from 

tho office of r,"lcord. 

d. Holders of registered doc~nts of thu Dopnrt~nt of.the Navy 

or the Dcpt~tmcnt of tho Air Force "Vrill :r.L:1.ko semic.nnuc.l r:Jport ·thereof' to 

tho appropriate Dap.:.rtmcnt of thu llrlllY office of' record. 

30. R"'..P:>3.T QF TR.AJ~l:'Ji' .• u.- 2.. 'V!hc.m a. rogist·lrod docur.JCnt is transforr:Jd 

f'rom one person to another, or, if tho custodian ro'f.k1.ins the sa~10 but tho 

organization's designation chang.:Js, a certificate of trc.nsfcr- in triplicate 
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will ba made. '.fuo ccrtificf!.to vdll be signed bY tho tr~nsfcrring officer, 

and will be d.;: ted l!.p.d si~;ned b:r th,J officer c.cknoulcdging receipt. I.f tha 

receiving officer is ne-vrly appoint-3d custodi.a.n, ha ''rill h:lvo his full n6ne, 

grade, ~ny surial n"i:JrJ.lbei! typed below his signature on thu initial report ,, 
subuitt.:ld to tho orfice of rucord. 

b. II.ll.l..}dio.toly upon complution of tho transfer, th,J original of 

the transfer ccrtific~to Vlill bv fo:n·'D.I'dcd directly to th,-: office of r!lcord. 

A copy of the certificat:1 of transfor -v-rill be retained by each of the 

officers concerned. 

c. vlhcnovor a r:'!g;ist"'lrod documont is r.::::r.J.ovod from its proper 

place o:f custod.,y and is ;issued for tonporary usc to c.nothCJr person in tho 

srun:J hondqu..1.I'turs, the custodir.n l:ill require n lli'itt.m roccipt. I!o r'lport 

of such transaction vrill ·oe nndrJ to tho office o.f racord. 

31. PRE3CRI3ED ~i'QR.:' iS .... l'.. DopcLrtmont of th~ Form 32 (Record Card­

Registered Dobumonts or Devices), or sir.ti.l..~ form., 'Hill be used for r':lcord- J 
ing all temporary tr~nsactions involving nn individ~~l registered docurvtn~. 

b. Deportment of tl~C Arro::l I!'oi'll'l. 33 (~cord Cnrd-Docum~nts (or 

Devices), Post or Sk.tion), or simil~r form llill lJu used by :Jc.ch officer 

m..1.king n con'Solid£~t-.::d rocord of ... 11 transnct.ions conc.:lrning registered 

documents. It servos as a ch~ck to prev~nt the undiscovurod ~oss o.f the 

individual cnrd, D·Jp:lrtmc:nt o.f the: .Arrn:y l:t,oriil 32, or siuti.lu.r i'orm. 

c. Dapnrtm::mt of tho /-:.rmy Form 34 (Semiv.nnul'.l or Tr~nsfur Rcpo'rt 

of P.cgistorcd Documents (or D~vicos) will bo used in issuing or transferring 

registered metter. 

d. DapE'rtncnt oi' th:l J,rmy Form 34a (Seiilinnnual B...'1port oi' 

Registered Doc~~nts (or Devices) vdll be used in reporting a soniannual 
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inventory o£ r~cistcr~d docuncnts or dovicos. 

c. Other .foi'I:lS nuthorizcd by sapt'.ro.to brruJ.c?as for spccinl 

• purpos..ls, such e..s reports of destruction, mny be used. ,-thoro c.pplico.blo. 

32. DISPOSI':'IOU OR DES'lRl"G'i.'IOli.- a. Destruction of registered 

docu.ncnts is nort1£lly authorized by oith::Jr thJ office of origin or th~ effie::! 
. 

of issue-. Upon receipt of such o.uthoriz~tion, r-:~giste~rcd documonts vlill bo 

burned until cornple~tcly d:Jstroy~d, by tho custodillll, in tho pr~s.cncc of a. 

uitncssing officer. Tho destruction 1dll be recorded, showing da.tc nnd 

p~acc of destruction, identity of documents, end signatures of custodian 
. -

and uitnessing officer. D.::struction r.::corC.s do not require clo.ssif'icc.tion 

provided docWil.Onts arc identified thcrJJin only by number, symbol, short titlq 

or other :m::::a.ns conta.ining no cla.ssifi·:d infonil!!.tion. In c;.·.s'-l of question, 

destruction records "irill be clr..ssifiod R~TRIC'i'ED. Destruction records uill 

be returned to office of record, ·ui th copies being rotain.:~d by the office 

o.r dostruction and by the uitncss, if desire~d. 

b. Upon ca:1plution of usefulness, if dcstniction is not 

E!.uthorized, rogistnred docum.mts \7ill be returned b~r th.l custodi:m thor:Jof 

to tho o.ffico of' r.Jcord for dispositioll. 

a.. Office of R"lcord. EXcept c.s 

for ragist.::rod cryptographic ~turinl, t~ 

othor\dso specificalLy provido~ 

o_ficc of The Adjutnnt Gcnornl, 
II 

will be tho ofi'icv of record for ell 1T.1.vy, Air Force, or Joint rcgistvrcd 

docuLJCnts rocei'Ved or hwld by th...~. Dop.:trtmont of the Army agencies under the 

jurisdiction of the Chi.Jf o:r St~ff, U. S. 1-.rrJ:Y-. 

b. Procurcoont o.r iiavy or l.ir Force _Rogistcr.Jd Publico.tions by 

the AI'l!ly: 
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(1) Registered publications, except cryptographic-~Thc 

Adjutant Gonoral oxclusivoly is authorized to procure, 

distribute and account for all ~Ia vy or Air li'orco 

registered publications, cxcop_t cryptogr{.ph~c, required 
. 

by any clement or agency of tho Army. Elements and 

agencies Ylill, vthcn time permits, submit requests for Uavy 

or hir Force registered publications through official 

channels to The Adjutcnt General. 

(2) Cryptogrcphic publications~-The Army Security Agency 

exclusively is authorized to procure, distribute and 

Clccount for all llav-.r or J .. ir Force· cryptographic 

publications r~quirad by any clement or ngcncy of tho 

Army. Elements and <lgoncios 'lill, when time permits, 

submit requests for Nav,y or Lir Force cryptogrnphic 

publications through official che.nncls to tho Chief, J.rmy 

Sccuri ty l..gcncy. 

(3) Vrncrc time docs not p~rmit thu routing of tho requests 

mentioned in (1) and (2) abovo through channels, they 

may bo :m..1.d.c diroctly to 'lho i~djutnnt General or Chief, 

J.:rrrry Security l~gcncy, uhichever is applicnble. 

c. Inventory and Report of Possussion- Holders o~ Nav,y or Air 

Force. non-cryptographic registered documcnts_Yr.il~ Dk~c semiannual reports 

to The l:..djutant Gcner:.tl~ and qu.."'..'terly r.1ports to tho Chief, J.:rmy Security 

Agency or office dosignc.tcd by hi.r.l for r-·gistort.:d cryptographic m..'1.tcric.l. 

d. Nav,y, i~.ir lt'orco .::.nd Joint Rugisto;rud li..'1.toria.l. 

' 
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(1) Cryptogr~phic.--R~gistorc~-cryptogr~phic ~~turial origi-

nated by the IJ&vy, i' .. ir Force 1or n joint agency, or by an 

"§}liod nation, 'Vlill b.1 distributed ldthin nnd .::tccountod i'or · . 
by Dopa.rtman t of' the J.J'!'JJy' agencies in c.ccordc.ncc 1rd th pro-

coduros proscribed by tho Chiof, ~~ Security Ag~ncy, 

D.:~pa.rtmcnt of thu l.rm:y, nnd in nccordnnco with these _ 

regulations llhonovcr applicable. Suo al~o 'l"i: I 32-225, 

''Distributing nnd J~ccounting for Registered Cryptographic 

Lra.turi..'1.1.." / 
{2) . Uon-CrYEtogra.phic .--1 .. 11 rugist.erod m..1.torial, except 

cryptographic, transferred .from tho JTavy, or J .. ir Force to 

Dopc.rtmcnt of the 1~ agencies, vdll b~ incorporated into 

tho rogist~rud documents syst~M of tho Dcpc.rtrncnt of the 

J ... rmy £'..nd no further accounting to the issuing service is 

. required. tToticos of loss or subjection to compromise vr.i.ll 

bo fon·rarood, hOTrovcr, to tho issuing servicp and action 

vdll be tnkun c.s providud in pc.ragrc.ph 1_0 above. Likmdse, 

ll:::.vy or f._ir li'orcc n.gbncios receiving rogist~red mn.tori~l 

issued by Dop:'.I'tmunt of' tlw l..rr.ry ~~goncios uill not be 

required to ~ccount for the ~~erial to thu Dcpc.rtmont of 

tho J..rm:y nftor origin..1.l tr:msfor. 

(3) Dcpi"...'tr.IDnt of tho l!Xray' comm..'lnd~Jrs issuing rogistorod 

documents to IJnvcJ or ldr l!,orcc .;;:goncics vdll prcp:!.ro th~ 

ccrtific~to of tr~sfur in ~~titius suf£iciont for the 

follOtdng: 

(c.) Tuo copi~s to be forlro.rded to the receiving scrvico. 

-· 
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Tho issuing col!'lillE!ndor ·uill ~orunrd one copy, signud 

by the transferring officer and tho receiving 

officer,. to tho Chio£ of StQ.f£1 U. S. i.rmy (l~ttn: The 

l.djutant General), through militll.I'y chrumcls, for 

file. ( Thc originnl \"dll be retained by tho office 

of issuu.) 

(4) Dcp~rtm.ont of the b.rmy cotllilr."l.ndors \lho receive registered 

docUJ!lCnts from !lc.V'I.f or I~ir Force a.g:mcics tlill .forwnrd a 

copy of thu cortificll:tc of tr.-ms.rer, or ::. copy thereof 

signed by the custodian, through military channels to th3 

Chief of Staff, U. s. l..rmy {I~ttn: The l~djutant Goncrol) 

for file o.s the office of r.:Jcord vdthin tho D:;pcrtrJOnt 

of tho J..rrrry. Thcrco.i'tcr, such documents tdll be reported 

upon nnd nccounted for in the s~o manner as for the 

Dcpr..rtmcnt of th::.~ .t..rm:y documents • 
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34. i..U'IHORIZl.'l'IOli OF CRYPTOSYSTEL.fS.- a. Lll cryptosystems and 

cryp.tom.."l.tcr:iD.l intended for usc by tho J..:rmy t·dll be authorized only by the 

~ Chief of Staff, United St~tes 1~. This nuthority may bo delcg~tod to 

certain commanders for cryptornatoricl and cryptosystcms intended for spocicl 

~ 

usc -rd thin their cornrru::.nds. 

b. Tho Chief, liXTr'fY Security ;..gency, will register such Dcpnrtr.lont 

of tho ~~~ cryptor.k~torial as is doemod nccessor.y for security purposos. 

\ilhon a po.rticul£.r iter.~. of crl'Ptom..~trJrinl is removod froo registry by the 

Chief, l.nrr;r Security i.gcncy, all offices to Vlb.ich it hns been issued vlill be 

notified thnt periodic accounting for tik~t p~ticulnr item is no longer 

required. · Tho Chi~f, J.rr:ry Security l .. gency, m.~y rolievo n cor:nn..'1nd from 

accountability for registered crl~to~tori~l when circumst~ces so -rmrr~nt. 

35. REGISTERED CRYPTOI:rt.TERII.L.- n. Rngistor:!d oryptonntcrio.l is any 

item of authorized, cl~ssif'icd crypto:n.."l.torin.l (including cryptosyster.1S1 cipher 

cachinos, codcs,·cryptogrnphic instructi?ns, ~d dovicos) which boars o. 

register number and for vthich periodic accounting is required. 

b. lL'lrking- Ec.'l.ch iter.~. of registered cryptoco.torial will indicate 

th.D.t the item is rogist.lrcd c.nd lrill shovr tho cl.::l.ssificl;l.tion, long titlo, 
I 

) short titl/nnd rogisto~ nllr.l.ber. i1honcvor possible, the office o.i' origin, 

cf.i'ectivo ~~to, tenure o£ o.i'foctivoncss, instructions for accounting, and 

disposru. instructions -rdJ.l bo shm-m on the itcn. \,bon this is not possible, 

this inform.~tion ttill be P,Ublishcd scpurc.toly ~d issued Y:i.th tho itam. 

c. Offices o.i' Rocord and Issue-

(1) Tho lt.rrrJY Security l~gcncy, Dcpnrtmnt of tho J..rrrr:r, is tho 

office of origin, and ulti~to o.i'fico o.i' rocord for all 

registered crypton .... tcrinl {ssuad by the Department of' the 

J..rrcry, including U. s. Ur.vy, U. S • .l .. ir Force, joint 

~'l.terio.l .:md oth ... ~ cryptor.m.tcrial required by J.rr.ry 
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organizations. 

(2) Certain oversea comrn....,nds arc authorized by tho Department 

of tho Army to distribute and mn.intain intcrr.todinta 

cccounting r~cords for all registered crypto~torinl used 

vrithin tho coJ!II!Iand. The organization vlithin the oversea. 

command hoadquo.rters which performs these functions is 

termed o. cm.Emnd issuing office. 

d. RJproduction- No registered cryptotW.tori.al vdll be reproduced 

in vmole or in pa.rt \T.lthout the expressed approval of tho office of origin. 

V~on reproduction is authorized, the copies will sharr all of the info~.,_tion 

required in subparagraph ~ l'..bovo and in addition tlil.l bo IDD.rked, "~i.uthorizod 

Reproduction" and rill shou the I."eproducing of fico end tho authority for 

rep~oduction. Register numbors for all reproduced copies will bo assigned 

by the. of.fico of origin.' 

36. DISTRIBUTION ~Jm T&".NSHISSION.- ·a. Distribution. 

(1.) Dcpo.rtmont of tho £·~r:ry cryptornn:terio.l. is issued to U. s. 

l~ny organizations according to ~ prearranged allocation 

pl.::m or tho Dopa.rt:r."LUnt of the J..rny. 

(2) Distribution of cryptor..t..'1.toria.l to tho using organization 

will bo o.s direct a.s possibl~ consistunt \7ith officiant 

nnd socuro trnnsr.dssion of thu n..1.tori~l. 

(3) Corroapondoncc pertaining to routin~ ~tters of 

distribution and all accounting reports for cryptornoterial. 

shoul.d be transmitted to tho office f':com. which the m.."!.toric.l 

vm.s rccoivod. 

b. Transr.lission. 

(l) Preparation for transmission--All classified crypto-

5.0 
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:r.ultori::.l vdll bu doublu-wrapped. The inner wrappor will 

be se:llud, addressed, ond m:-.rkcd vd. th the proper classifi­

cation. Tho outer wrapper 1;rl.J.l be sonlcd o.nd addresse-d 

but not rn.:1.rkcd with any clnssific.c.tion or indication of 

con1;.cnts. ;. soriel number vlill be placed on each pa.ckago 

or unvolope to facilitntu handling, identification, and 

r::~ccipting. 

(2) Ruccipt systcn--Packngos containing cryptomaterial will b~ 

covorcd by a r~ceipt systca during transmission. The 

rcc.:lipt uill identify' the pnckc.gos by pnclmgu nur.J.bor and 

llill not bivn any indic~tion of the contunts. 

(3) ~IDans of trtuosmission. 

(.:t) ,j.ithin tho continonto.l limits of the United States 

cryptor.l.:!.tcri£:.1 of uny classification ldll be trans­

r.d.ttud by tho Security Courier Service, officinlly 

designc.tod officer' couriers (including \i~rant. and 

Flight officurs) or r...:gisturcd Jlk.'":.il (including 

r~gistured air r~l). \mon transmitting by 

rogistol'cd l.JD.il, r:L.."l.il pouches with spvcic.l rotary 

locks vd.ll b.:l used uhcncvor possiblv. 

(b) Outside the contincnt~l lioits of the United States, 

Cr;j.'PtOO.:.tcricl. of £l.ny Clc.ssifica.ti.on Uill be tr.:mS­

nit~d only by the Security Couri...:r SP.rvicc, official­

ly dosign .. "l.tcd officur couri..:lrs (including Vlarrant and 

Flight officers), or St~tc Depa.rtncnt diplonL"":.ti.c 

pouch. 
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1. The Security Courier Service '\'Jill be used vlh.onovor 

practicllblo • 

2. Officers designntod es offic.ia.l couriers Tr.ill not 

bo assigned othor duties during tho trip m1d wilJ.. 

deliver tho crypto~~terinl before resuming ~ny 

other duties. They vdll be instructed by the 

transmitting officer in proper method of destroy~ 

ing the :r:JC~tori.al in nn ooorgcncy. The trans­

Ditting officor nmst be s~tisficd that the 

of~ccr courier ronlizes the necessity for 

co.ntinually gun.l'ding the :.::;~r...._teri..-ti entrusted to ' 

hi.r.l.. 

(c) R !gistorud ciph:Jr :r.k"'.chincs will be trr:.nsr:dtt.cd only 

in thJ custody of en n~od officor g~rd rognrdlcss 

of th·l typu of trcnsport~tion used and v.d.ll bo 

hcndled in .:t.ccord!>.nce '\.d.th spucinl instructions 

issued by the Dcp.::.rtr.'L.mt of the ~.rmy. 

c. iintter frorn othor Sour.cos. Cryptor.ntori['.l of othur th~n U. S, 

l.:rr.ry origin, required by U. S • .~~rnJY organiza.tions, l!ill ba stored, issued, 

trnnsr.dtwd, Md accounted for in thu r;~.:~nnor pr.~scribod for U. S. l~rrxy 

cryptonaturio.l of thu sar.ro typq ~nd classificc.t;i.on. 

37. i.CCOUW~.'TIIG. 

~. (1) 1~t •~nch organiz~tion holding registered cryptomntorio.l, 

thu cotll"'L.~nding officer uill nppoint an officer ( Cor.nnis­

sionod, Unrrc.nt, or FliGht) who :q.~s been propurly cleared 

for cryptogr~phic duties in a.ccor~~ncc 1T.ith letter 
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instructions on th~ subject issuod by tho Dr.:pc.rtmcnt of 

thl.l J.:p:ry, to bo tho custodian of cryptomteric.1.l.. 'i'ho 

' 
custodian "idll be responsible for mn.inta.ining prop:~r 

accounting for ~ll r~gistarod crypto~~torial hold by tho 

orgnnization. 

(2) r:henevor possible, each organization Vlill h..~vc an altorn:tte 

custodi.:tn appointed by tho conn.'k'lnding officer, Tho 

a.ltcrn~tl.l custodian \T.ill bo cl~a.red !or cryptogr~phic 

duties prior to his appoint~nt. 

(3) \J1en there is ~ chnnga of rogul~r custodinns at c. head-

q"Wlrters, all rogistcrud cryptou.:!.toria.l nill be invontoried 

2.Ild tr~nsfcrred officio.lly to tho neV! custodic.n. Tho 

rcti.rj_ng cust~ vdll not loavo the organization until 

tho report of transfer hl~s boon s~nad ~nd sent. to the 

issuing office. 

b. Proc!ldurus and Forr.1S.--Registerod cryptom..."'!.teriql "idll not ba 

~ccountcd for as pr~scribod for ordin~ry property in iJt 35-6520. Th3 pro-

coduras and fon~ used in ~ccountinG far ~~gi~turcd cryptor.~torinl ar0 pre--

scribdd by th..: l.:rr.ry Socurity J~gency, Dcpnrtu:mt of the l.rr.ry and arc published .. 
' in dct~il in(~ii--30-225; ~;'Distributi~g and ;~ccounting for Rogistcrud 

~ CryptorJ..".turi~" The procedures givon i:rt~T.i7"""3~~ a~ply to a.ll 

------------~ ~-cryptOIJ:';turi:U. issued by, or nuthorizcd by tho Dvpcrtl:h:nt of the J.:rm:y and will 

b..: follou.::d by c.ll u. s. J...rr:ry hJr:.dql.l.Cli-tcrs. This includ.Js u. s. u~ vy_., u. s. 

uir 1;-crce, Joinjnnd J .. llicd ila.tions. crypton;J.t.orinl used by U. S. J.a'r.J.Y 

orgz:.niza.tions. 

c. Imr.:mtorios. 

(1) ~ro typos of inv.~ntorios ere required of a.ll hu~dquarters 
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holding registered cryptor.lt."'..toria.l. One.: is tho current 

inventory, uhich is described in subpC'.I'a.gr_~ph 38 f (6) 

belou, the other is o. qunrterly inventory of c.ll it.cms of 

registered cryp:tor.u.-:. terio.l. Ragistcrod crypt~ph:i..c 

~ttor ~11 be so reported at quarterly inter~ls, on or 

about 3l U..'U'ch, 30 Jun:J, 30 Scptembc_!i and 31 Dacer.tbcr, to 

the pr;pcr office of record (Reports Control Symbol 

CSGJ.S-5). 

(2) The custod~~ and one other officer will conduct the 

quarterly inventory and sign tho possession report.~ The 

Tdtncssirtg officer nood not be clear~d for cryptographic 

duties provided his inspection of tho cryptormtor~~l is 

confinl~d to the covur p~gc of docw.11::nts and tho nni'ID pl:ltes 

of registered cipher ~chines. If the h~~dquo.rtcrs has 

only one officer, thiJ r:Jport uill so state. Th~: short 

titl.::, edition nur.tbur, ~nd rogist·::Jr nunbcr of each itco 

vrill be vnrifitJd, 

(3) 
. 

;.ny r.:~gistcrud cryptor.u."'!.turia.l found during th:1 invuntory. 

which is not ch.:1.rr;ed to the custodinn will be ruportod by 

tho r.wst cxp~ditious ~ens avr.ilnblo to tho issuing offipc. 

Tho r.ll'.tvri.."'..l l'lill oo kopt in proper stor.:tgc until 

disposition instructions ~o rccaivod. 

d. Tr~nsfors. 

(1) Of!iciD.l transf~r o£ .-:.ny T\lgist,::rcd cryptoi:JD.torinl betvreon 

orgc.niza.tions or bctuccn indi vidunls 1T.i.ll bo cccor.tplished 

in accordl~ncc Tdth tho rcgu~tions for tr"'..nsnissian of 
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cryptor::J.."'..torie.l ond vd.ll be reported to the issuing office 

on a transfer report. 

(2) '\'!hem rogisturcd cryptor.~ntori.'ll is issued for tooporary 

usage, r.. \'II'ittcn receipt is required. HO\"rover, such 

trcnsfors noed not be reported to tho issuing office• 

)8. R:SPOHSIBILIT'.!' Ii'QR S:CCti'RITY.- a. 1~ t each h•JD.dqu.."'.l'ters holding 

cryptoo:~t..JriaL tho Cor.un.:'.ndor will be responsible for all I:lCD.suros necessary . . 

to insUl·.:: cryptogr~phic security ~nd physic~l security of c~PJltomatcrinl. 

Hv uill appoint nn officer (Cor.uni.ssionod, \ia.rrc:mt, or Flight), properly 

clonrod in ~ccord..."l.llce uith DopartJJOnt of tht! .i..:rr.ry letter of instructions, as 

cryptosccurity officer. l.t a. h.o~dqu..."'..rtcrs v,ncre ~ IJOSsngo center is :rn..."'..in-

ta.in~d, tho crJ~tosccurity officer ~11 ordinarily bo the officer in c~ge 

of thu r.Ja:)ssage cantor. The· cryptosl.lcurity offic.:Jr vlill represent tho 

com.J..'Ulder in all cryptosccuri.ty r.~attcrs, a.s uoll as ~1 r.w.ttcrs relc.1.ting to 

tho physicnl soJcurity of crypton.1.toric.l, and vrill norn..1.lly be the custodian 

oi' cryptor.'L."'..tori:ll. It is tho responsibility of tho cor:.n."'..ndcr to r.Jako, or 

ca.us.:J to bu ~do by an officer clJar~d for cryptographic duties, othar than 

th~ cryptosccur,ity officer, a. thoroll.bh periodic check to ~sccrtD.in thc.t 

cryptonatwri~l is b~ing prop.:Jrly handled end nccounto~ !or ~~ thD.t all 

dirccti~s pJrt~ininb to cryptocraphic ·opcr~tions nr~ b3ing strictly obsorvod. 

b, Tlu loss or possible COLlpror.dSI.l of r.ny l..rrry, IJa.v~.r, 1.ir Force, 

or joint cr~rptoi.l~tori:ll used by ".:..;r-cry or.gc.nizntions Tr.ill be reported in 

accordance uith tho instructions doc.li.ne; uith the subjoct in en c.ppropric.te 

Dopnrtr.r:mt of thu • .:rJ.Jy r.JgistJr~d cryp~o£raphic docur.10n,t.. 1"d!cn roquir·Jd by 

th.:: provisions of this publicr.tion, tho con'"l..'lndin~ ·officer uill r.1..."1.ko an 

invustig::!.tion of the circur.tstc.ncos, fix the responsibility, ~nd send £!. 
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dctc.ilod report containing his rocoiJII'!J.ond.'ltions in tho case to tho Lrr:ry 

Security Lgoncy throu~h militcry channels. If any furth;r action is required, 

th ... 1 Chic£, l.xr:ty s~cUl~ity .:~grmcy, vdll .f'orwnrd tho report to tho ~'..djutant 

Gunor~l, vrith rocorunund.ations. 

c. Cryptosocurity officer. 

(1) I£ the cryptosccurity officer believes trw.t u !.lOssage hns 
I 

boon incorrc:ctly classified, or if he believes thc'lt the 

regulations heroin go;:nrning tno drufting or pa.r'1-phrc.sing 

of wssngos hn.vo bacm violc..tod, ht) will request t~1c 

origina.tor to =Jc."":.ke tho necessary change in tho I"J.essago 

or ill its clc.ssificr..tion. If tho origirKLtor docs not 

CO!'Jply uiU1 tho request of tho cryptosccurity officer, 

tho nt.tt.Jr "otill be r-::~forred to the conrn..'lllding officer of 

t~1...: ho~dq1lnrt.::rs concorn"Jd for i"iru:~l clocisicsn. 

(2) ~~~n higher nut~ority has ~clarcd a p~ticuler crypto-

systu:u co!:.lpror.lisad =.ncl. directs a. ravi13W of J:J.ossagos 

encrypted in th.:1.t syst.Jo, t...~c cryptosocurity officor 11ill 

bring to the att-:mtion of thr.: co~n~ndar, or .other staff 

officer c.s LJay bu desigm.tcd, all ncssaf;es involved l1hich 

wore cncr~'Ptcd in his h(~.:.dqWlrtors. 7ho cot:lr.k."'..lclcr will 

ro~r.i..o-r.r those rJ.cssagcs, taka such action as he doailS 

nccuaso.ry and fCl~.siblu so for as his mm Opl)r~tions ~y 

be concerned, ~nd report to thu next higher headquarters 

c.:.ny c::>:·1proais:: of in!orr.l£l.tion involving :r.w.jor op.Jrations, 

str:!to&ic intpllig_;:.·n~c, or significc.nt rJilitu.ry pl..'1.ns-. 
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d. Ot.her Pcrsonncl.--flo authoriz..;d crypt.osystcm ldll ba coployod by 

nnj· p(lrson y;ho is not thorO'I.lt;hly fruJ.ili.cr vdth th:: provisions of' these 

r .:i:,Ul~t.ions end r.ll instr·1ctions p;:)rtE·.ining to th.:: cryptosyst..;JJ.s ;to be 

Ol.lployc:d. 

a. Clonranca .--Porsonncl nssiBJlcd to cryptogrr~phic duties ~1111 be 

cloc.rcd in .::Lccordn.ncc lT.i.th sep:~rnt.:l !)cpc.rtuont of the i.:rr.;:y instruction~ . 

rogl'..rdint:; cl•.mr::.nf::3 of pcrsonn~l for cr:,rptographic dutius. 

f. StJr~..J. 

(1) Ro~istorr=cl cryptor.m.tcril?.l \"rill be stored in a. vault \dth 

n. t.hroc position di.-1.l-typo conbinntion lock door, in o. 

tt~~c position dinl-~ypc conbination safe o~ siz~ and 

lmit;ht sufficient to r.!iJ'lir.:dzo thc.1 possibility of its 

ph~rsicc.l rc...1.1ovcl, or in nn .:Jqually secur!l steel filu 

cn.binot. Othu:rtTise t.:J.C nat~rinl r.mst be kept const;:..TJ.tly 

under ar~K:d gur.rd. 

(2) Only thu cuetoc.~i....--:.n of' r~::L;istured crJPtonatorial, or 

p.3rS·Jnnol spocifict'.lly dusit;mrted by hin, 'lrlll possess· tho 

conbi.ru!.tion to the stornr;c spn.ce or will h.av.J access to tho 

crypt~tork~l therein. 

(3) Tho storage ~pace conteining togisterod cr-tptamatarial vdll 

bo kept locked lT.ith the n111 caobin~tion whon not undnr the 

direct s~pervision of cl~~rcd personnel. 

(4) P~cl:c.;;.Js o:r rogistor ~d cryptoJ:J.C.t,Jrial l'dll bo opened, 

chcckccl, rcccipto.:i fur, nnd tho r.1nt~rin.l plrLccd in storage 

irJLtcdiately upon :J.rriv:ll at a hen.dqll.l'.rters. Prior to 

opcnine, eacQ. pc.ckq;o l¥1.11 QO inspcctad carefully for any 
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cvidoncoo of tamp.;ring. If c:ny avl,dencG of tampering 

is noted, the facts vdll bo ruportcd irll'lOdintcly to tho 

issuing ~fficu l"li1ich will initiate :m investigation with­

out .. lclr..y. Ponding action by thJ inv.:stigating Ltuthority, 

tho packc"!.go ·uill renu::.in in tho exact state as l1hcn the 

ovidoncu of tar.tparine vm.s discovar.od, and any b ... "U'ldl:Lft.:; wil~ 

be hold to th:l absalut~ minir.lUI.l consist..:nt Ylith provitting 

for tho sr~uGur~ding of the packP~c. 

(5) ;~s fnr a.s prl!.ctica.blc, cle.ssifiad by:i.ng rn£turio.ls Ylill 

not ba stored in- tho s:!.r.tO sm'3 c:s tho instructions, 

cL~ssifi~d cipher a~chinos, or davicos-to vnuch they apply. 

'l'his rcs-r.ricti:>n does n~'t apply to F.;. vnult: used oxclusiwly 

f."Jr the storc.;.;c of ro~:istcrcd. Cl"l"Ptor.J.a.torials • 

. (6) 1~ current rvc0rc~ sh'JW'in[; thcJ sh'Jrt title, qul'..lltity, 

rc~istor nur'lbcrs, and dates of storc.ge and withdrmml 'V'.d.l:j.. 

bo r.w.intaincd at oach hca.dqur:.rturs of all rc~istcrcd 

cr~~tor.~tcrial in stor~co or rcno~d fr~ stnrege for usa. 

nr issue. (S~o 37 c (1) abovu.) 

3?. D!::S~"Rt'CTIOl'J.- a. Roguu~rly supcrsetlc.u crypto:r.lc.'1turia.l carries 

instr~c~ions r~r·its ~struction on n specified ~te. other cryptonaterial 

is destroyed UP•1n n•Jtificati::m by th•Jo office or oriGin. 

b. H.outin·.: d.C'struct:!..ons cru pcrf.Jrr.lCd by tho custodian and one 

.:>t~1or ot.'ficor. Th.:: \dt·Dssin~ officer 'noad not be .cleared .for crypt . ..,.:;raphic 

c.!ut.ios pr:~Tr'.:..dr•d his inspocti.:m of th.) crypt.:>n:.'!.torial is confinc1 to the 

c 1·.'0r p:!.r;c of dJCU:.!Cnts. Er.trurn caution l"dll bu ta.kon to prevent any 

current .:lr r.:Jscrv.J I:J..'lteria.ls !'rvm bciri:1 included and inP.dvertcntly dostr~ycd. 
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c. CrY',t>t·Jgr.::!.phic clocllr.lvnts wiJJ. be dostroyod by burniilf;. Care will 

be to.lcun to provont lut;iblo scr~ps or rcc.)(;nizablo, p~ts rcmining in the 

iilCinorctor or CLt ti~O Site Of: tho CaStructi·:m. 

d. Th...! custod.ic'll'l and vdtnossitJG of'ficor will be present at tho 

burninf; rmc.l l-:ill sign thu C'..ostructivn rcp:..rt upon conplution o:t: tho 

<.~~st.r.tction. If tho hoc.':lq"'.ll'.rt•Jrs htl.s only ono ,Jfficer, the report will so 

o. R ... :;ist·.Jrocl ciph.::.r : t.."'!.chinos lT.i.ll bo dastr ::~y·od in accordance 

----- ......... -' with sp.:cial instructi::ms c.::mt.:->.inml ip. TH 3~-225 11Distributiru_: nncl i.cc ..,unting 

~ f.?' ~~~stored Cr~rpt "J~raphic H.-:.t;.:ric.l" .qnd instructi.::ms portainine to tha 

I C."'.Chi..TJ.C o 

f. E.."'!.cl'l or.:;~nizc.tiun v;ill ruwc a plan, ane the mc::tns to accumplish 

it, fo.~r th.J d3structi~n o.f c.ll rn,;istt-rccl cryptorJ.:'l.tarir·.l in tho ov.:mt o.f a.n 

onort;.:;ncy. De trdlac~ instructions arc p~blisl~ud in Dcpartoont of thu l.rr.ry 

dircct.i ''OS on tho subject. 

40. CL.:.SSIFTIID :i.:ESSi.GJ~.- a. Th': encryption ~nG. decryption of 

cl:-..ss.ifi~oxl :10ssagos will be pcr.forood uncl.~r th<) supervision of an of.ficer, 

but. n,,t n.1cessnrily in t.ho ir:n:10dia.to prcsoncc of such ,fficer. 1,or tho 

spucific qunlificc.tions of tK·rs.:mnoJ.. vnu rrt..,.y bo p:~ruittccl actually to perform 

cr;.rpt jc;rr.ph.ic Vi:>rk, roforcncc sh·mld ba m..."ldc t .... _currant Dcp[>.rtJ'IICnt a£ the 

;..I'l.•lY r 'ir.:tcti ~.7(.6 f;OVOrnint; t.hC ClOF'.rl!.nCC .:Jf porsonncl f. or tho porf'ormancc of' 

0r f.;r c.)r.ncrci.::.l firns on1;r.god in proclucin~ war DD.tcrials undor f;:>vurnmcnt 

c 1ntract, 1J.L"'Jvi::lat...~ tho tuxt as supplie(~ by tho cor.liJOrci:tl i'irm or other 
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governrumt departr,~ent, except the Departumnts of the Navy and Air Force, 

is paraphrased, vr.i.tb.out beine r~i'erred to the originator, prior to 

encr;\-rption and also af'ter decryption, prior to deli very to an addressee 

outside the IJatio:n.:'l.l Defense E'3tablishment except as pr"V'ided in instruc-

tions pertaining to cryptosystems issued by the Department or the Arr:Jy. 

Disseruination of copies of encrl~ted ~essages to agencies or individuals 

outside ti1e Armed Forces will be governed by the provisions or paragraphs 

22, 25 b, and 40 g. 
. 

c. Prepcu·ation of Classified ~ssages.- The following principles 

will be adhered to by the originators a£ c.l.assified messages. 

(1) Drafting of messages.--Classified messages must be 

carefUlly drafted. 

(a) Standardization of the content and form or doclll'!lents 

(b) 

such a.s field orders and opera·tion 'instructions is 

necessa1·y, but T-6.en such practices are observed in 

the drafting _o_f messn._ges _ cryptosecuri ty can be 

creatly endangered. Stereotyped phraseolOG"'JJ the 

repeated USe Of th3 SaLle words or phrases, and set 

.form of exprc_ssion v1ill be avoided in classified 

nessages, espcc~e:lly at the beginning or ending of 

t:b..c raessages. 

ltords WlCsser.tial to the sense of the message will 

be omitted. The uso of conjunctions, prepositions, 

and punctuation rnm-ks will be kopt to a ndnimwn. 

Unles3 instructions to tho contrary arc contained in 
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the standing operating procedure of the headquarters, 

the oricinutor will convert into words a~r numbers 

or punctuation in the body of the messago. Punctua­

tion m~y be writtan in either full or abbr~viated 

for!D.-. 1.hon abbreviat3d, authorized mili te.ry. 

ebbrevi~~tion '\Vill be used. 

(c) Tha origillE'.tors of classified n1esse.gcs will indicate 

by ~n appropri~te ~otation on tho massage form: 

1. v~hcn the message ·cont:~.ins informat.ion which is 

quoted from ~n unc~.ssifiod message or ~ ncws­

~~por, nmcazina, or other unclassified Uk~terial. 

2. 1"d1cn tha r.tcssage contains in;('ormation which is 

quoted in vrhol:~ or in pm•t from another cl:.ssifiod 

message. 

J.• 'i'hc fact tl.~.c'lt tl"!O message is of such nat.urc that 

its contents :aru.st be givon a wide distribution 

or that its contents hn.ve already or Illll.y 

eventually bo ·furnished the prass. 

(d) Tho cryptosecurity officer lvill require the para­

phrasing of all or any portions :~.s are necessary of 

such massages unl:::ss :;Lt is possible to encrypt the 

rolcssag,Js in syst.:3m.s w!:lich permit th3 handling of the 

litural plain texts of tho messages in ~ccor~~ncc 

wit~ subp~rngraph 40 g. 

(2.) Cl€ssificc.tion of messages .--Tlm cl.-'!ssification o:r mes­

sages mu::;t receive careful consideration by the originator. 

61 



• 

REF ID:A58113 

O'lfo:~ri:Slc.ss1!ica tion and undcrclassifica.tion ara equally 

to be o. voidcti • 

(a) Each message vtill be classified according to its 

avn1 contents in compliance vdth existing rules 

governing tho classification of military information 

(paragraphs , to 8 inclusive) subject in all cases 

to tho conditions specified in (b) and (c) belar1. 

(b) Ee.ch message containing a direct reference to 

another classified message or. toe previously 

classified message by means of a reference number 

or by subject r.k~ttor vdll be assigned a .minimum 

clc~ssification of RESTRICTED if the classified 

r.~ssag~ roforred to required parcphrase u_~dor tho 

provisions of paragrl!.ph 40 g. In tactical operations, 

simulated or ectu.o.l, all messages, unless marked 

TOP SECH.ET or SECit.ET, -rlill ba rcgardad as CONFIDEN­

TIAL and need not bo so :m:'lrkod. 

(c) An unclcssified reply to a c~~ssificd message, the 

l'..ddross of which is transmitted in tho clear, ma.y be 

lm!.d.e provided the reply consists only of a reference 

to the dntG-time group of the classified massage 

~done-or mora of tho following itnlicizod words' 

l. AFFIRI.!A'.CIVE, monns "yes, n "permission granted, II 

11granted, II ''ri.uthorized," "concur, u "approved,~ 

,,rccOilll'!lend approVa.l;" "action completed, 11 and 

e~ivalent expressions. 
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2. UEG.ATIVE, means "no," "permission not granted, 11 

"not granted," 11not authorized," "do not concur," 

"not approved,ll 11do not rccoiiiii1.0nd approval," 

"recommend dis~pprovnl", II 11a.ction not corJ.pleted, 11 

and simiL~ expressions~ 

IloJTER.t?.OGATORY, means "question, 11 ''I do not under-.. 
stE'.nd," ''need moro infori!letion," "meaning not 

clear, 11 and- s:Lo:ti.L'U' expressions • 

.!!· COHPLY, ~ncludos "'·Jill cor.1ply," "have cOT.lplied," 

or II you r.ro to conply, '' according to tho content~ 

of the ressage to uhich it refers. 

2.• LETTER, includes tho :meanings ''letter follows, 11 

11replying b-,r lP-ttor," "by letter, 11 and "reply by 

lottor. 11 

6. ACKIU:LEDGED, manns massage has boon received. 

(3) Tr~nsoissiqn b,y Electrical Moans.-

(a) itll messages to bo tr.msmittod ey cloctrical IilOans 

will be enCIJ1P~ed except when transmitted ovor 

approved circuits or as notc.cl in (b) below. Undar no 

circumstances vlill TOP SECRET mess.:J.gcs be transm:itted 

in tho cloer by electrical m~ns. 

(b) In tactical oporations, SL~latcd or actUk~l, upon 

authorization of tho comcunding officer or his auth-

orizcd r~prJsentntive, ~ssagcs·cr any classification 

except TOP SECRET r.ny be transmitted ill the clam-

o"'irer arry nona.pproved wire circuit or any radio channel 
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when tine c~nnot be sp~cd for encryption and the 

transQittod information cannot be acted upon b,y the • cnoqy in time to influence the situation in question. 

Such IllOSsagos will be rJ!~.rkod "SEND IN CI.1JAR11 ovor the 

signature of the cor.mk~ndor or his authorized 

reproscnt~tivc~ 

(4) Paraphrasing messages.-

(a) Paraphrasing is resorted to as a protoct~on to tho 

cryptosysten and 1vill not vmrrl'..nt J.ooso hnndling of 

--cL."!.ssifi~1d messt:!.gcs. P~.raphrasing is to oo employed 

whan: 

1. Tho contant of previously encrypted mssagos is 

released to tho public or given wido distri-

bution within the Army. 

2. It is necessary to S£lnd in encrypted form: 

.a. All or portions of a message previously 

transmitted in plain text. 

b. Extracts from publications, regulations, 

or instructions. 
·' 

~· It is nacossary to transmit in plain toxt all 

or ,POrtions of a mosse.ge pretdously sent. in 

encrypted form. 

!±· A classif'.iod r.IOssa.co is ro-oncryptod • • (b) :SX:ccptions to tho c.bo'\ro requireT.lCnts for para-

p~sing arc axpl~inod in instructions p~rtaining 

to cort~ n cr~'Ptosystcr.lS issued by tho Department 
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of tho Army. Vihen it is not nocessnry that a message 

b~ paraphrased, the originator c.nd addressee will be • so advised by a notation on the cassnge form under 

procedures proscribed by the Dep~rtuont of tho Army. 

(See ~~ngr~ph 40 g.) 

(c) Tho dotcruin..1.tion of tho need for ik"-r~phrased varsions 

is a function of the cryptosecurity officer who may 

rcquir~ the assistance of the originator of the 

message in ~~ p~cp~r4tion of the nocess~ pnrc-

phrr.ses.. VJloro prncticabla, the cryptosocuri ty 

officer lT.ill furnish a copy of the paraphrased ver-

sion to the origilk1.tor, except as noted in 

(d) 

subpar~graph 40 b. 
~ 

In paraphrasing;~it is not sufficient to pnr.:~.phrase 

onl~ .. the beginning or cmd:j,.ng of a message. The 

entire nessago v~ll bG subjected to tho process. An 

exception to~tqis requirement is euthorized vdlcn 

only a portion of the ~ss&go is an oxtr~ct requiring 

po.ro.pto.raso. UI\dCr such circumstances, only the 

extract need be p~aphrased. 

(e) \Jlou p::1raphras~pg a message, as :r.12.ny of the follawillg 

processes as practicable will b~ applied: 

1. Changing t}¥l sequence of paragraphs • 

2. Ch.angir..g tho s:::~quence of sentences in each 

pnrngrc.ph. 
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J• Shifting tho positions _of tho subject, predicate, 

and nodificrs in each sentence • 

li• Substituting synonyms or ~qui~m.lent ~xprossions. 

(f) A paraphrase of the massage is a cryptographic safe-

guard only and docs not alter the cL~ssifioation 

raquired far tile subject matter contnined therein. 

(g) A pm-a.phr~.S<} of a lalo<::SSC\gc r.tay bo, trnnsr.J.itted by r1ny 

moans, prov:j.dad tho securit~r requircnents pertaining 

to the transmission of clo.ssifiod ma.teri:U are . 
observed, 

d. Handling and filing of outgoing olassifi'.ld messages by the 

originator. 

(1) Tho originator v.r:ill prcpnre. o.nd number all copies of 

classified ncssngos. IJly copies circulctod to local 

officers directly concerned before tho rnossag~ h~s been 

dispatched will bo nunbered, and bear tho f9llovdng 

notation: 

"The rJaking of an exact copy of' this mossaga is forbidden. Only 

such extracts as are absolutely necessary will bo mndo and such ldll bo 

l!k~ked Classification 
--------~~~---------

This c~py will be safl7.guarded with the 

gro.:~.tost oll.I'o and will be returned to -~(~;;;a.m.;;;.:;. e;;._o;;.;f;;._o;..;f;..;f;..;i;;.;c;...;e;.;r_,)~- without delo.y." 

All such copies vlill be cnrufully accounted for by the originator o.nd vdll 

be dostro;'(-cd when r.;turn,ld • 

(2) Dissoninntion of copills of classifie~ uessagos which 

have boon disp~tchod will be... in accordance vd.th the. 

provisions of~ below. 
I 
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(3) i.lcssagcs pertaining to tactical ope:r;-ations, ei.mule.tod or 

actual, r.U"LY be prepared in triplico.to. One carb·.m m:1.y be 

rut.:tincd by tho orif;ine..tor and the original and one carbon 

d:lli ·.rurecl to tho JnossaBe ccntor. 

c. lio.ndling uf Inc~ng Messages by the Addressee .--Tho addressee 

liJ.:'lY :w.ko and circulate only n ·limited number of literal copies for the 

inf.Jr::.k.'tt:!..·m of other officers directly c.mcernod except as authorized in 

r..cc'Jrd:mcc \lith e (1) below. 

f. Pr0cessing by Ihtermedie.to Cantors. --Tho pruceduro f1>r hc.-mdling 

of cl~ssifi~d messnGOS in intormediatc massage and cryptocenters Tdll ba as 

prov"idud in instructions published separately by the Department of tho .Arr.r.y. 

C· Hnn~linG an~ Tr~snission uf Literal Plain-texts. 

(1) Tho scn~lir.l(; by any rnoo.ns of litere.l (unpn.ra.phro.sod) plain­

text copios of oncryptoc.! nessages bcarin~ the n:rlfation 

(2) 

11 Po.raphro.se not required. Handle as (Classjfico.tion) 

infurnre.tion per paro.gra.p!l 40 g (1), ii..Ft. .380-5~' on tho 

nressf~~.:o fnrm is autll:Jrize:u, provided that tho rc~ulntions 

e;ovornin;; tho hen,<Uinr o.nc.~ t:ransr.lission of inf.,lriJation of 

that classific~tiJn aro ~bscrvod. 

Th<) sonding by any means of literal (unpa.raphrased) p~in-

text copies of encrypted messages bearing tho notation 

"This r1K.ssago requirQs p.~aphra~c. Soc paragraphs ---.,.·~ 

JIR 380-5" is strictly prohibited except as stated below. 

(o.) 

(b) 

l .. uth.JI'izccl s~c~ficnlly b~r the De;>c.rtnon~ of tho Jsrmy. 

~uthJrizod lncal ~~atribution \v.itilin a headquarters 
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(c) In exceptional cases when necessary in tho perfarmnnco 

of his duties, an authorized person may carry tho 

litcrel plain tuxt of a classifi~d message, provided 

tho security rcquirm:J.Cnts pertaining to the trlllls­

mission of classified material arc observed. 

SECTION V 

MATERIEL. 

Paragraphs 

Authority t~ cl~assify ------------------------------------ 41 

IJotif::..cc.tion of classification or rcclassifica.tion -------

Responsibility for safeguarding technical inforn..~tion ;., __ _ 

Classification of inforrULti~n from c~rcial firns -----­

DissJmin:il.tion of classified technical inforlilr..'\tion ------­

Dustruction of classifiod t~toriol ---------------------­

Invitations for bids and contracts -----------------------

C·Jnsultu.tions _,tith responsible ~uanufr.cturors ------------­

Responsibility of A~ representatives ~r inspectors ----­

Responsibility or Go~urnccnt contr~ct~rs -----------------

Tosts or clhssified materiel 

Public displny of c~ssificd tk~tcriel -------------------­

Release o! infor:~tion or sqle pf rk~tcriel --------------­

Pr1Jt3cti ':.'n r:Jf shipn:mts via. c0f,'J!'i'l0rci...'1.l carriors \.d. thin • 

Unit~d Stc.tos or its possussiQns ------------------------

42 

43 

44 
45 

46 

47 

48 

49 

50 

51 

52 

53 

54 

41. .AU'i'IIOH::L'i'Y TO CLi~SD"'Y.--l-•honcvor tho chief of o. tcchnico.l service 

resp.,nsiblu for a r\lson.rch projuct or for ~ design, devolopl!'..ent, test, or 

pr~duction or procuromcnt of an .article of DL~tcriol or a component thcraof 
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sh•ll detarr.1ine th~t the r.k~intenancc of any degruo of secrecy regarding them 

is suf.ficiuntly ir.tpurtant to the .natiorw.l defense, he w:ll]. cL.1.ssify it as 

TOP SECHET, SECR'GT, CONFIDEUTIAL .. or RESTRICTED. 

42. iiD'l'Ili'ICATIOH OF CLASSili'ICh.TIOl~ OR RECLl\.SSIFICi..'i'IOU.--Vlhonovor tho 

chief of a technical s~rvice in ch~rge of a research project, design, dovclo~_ 

~nt, test, ~r production of a unit of fk~toriol ~r canp0ncnt thereof stk1.ll 

dotort.Lim th.'lt IJ.c'1.toriol ~>f interest to other c..>:r.nnands should retJB.ir. classified 

after issuG ~r tl~t a c~1.ngc or cancellation of classification is desired, he 

will nJtify The l..djuu:.n-t Gonorc.l, \'fuo in turn w-1-11 inforri all concerned. 

43. RESPONSIBILITY FOR SAFEGUi~I!JG TF..CHNICl.L INFORUls.TION.--a. Chiefs 

of technical services engaged in thQ pro~~ntion of plnns, research, and 

c!Gvcloprr.cnt vrork, ::>r n0l7 c'!.osign, test, production, procurement, storage, or 

usc of classified ~1.toriol arc responsible for tho promulgation of such 

ac!diti.mo.l instrtl!~ents as !iU!~r be -req,uirod for -tho so.fvgur..rding of inform.1.tion 

in tho of!'icos, es"Lablishr.lC"'nts, lo.1;>uratories, shops, or iii"'Dy posts under 

their jurisclicti:m. 

b •. 1~11 TOP SECFI.F.:T, SECRET, COlii!o'IDEtiTil~L, or R~TRICTED models, 

exhibits, r.lios, r.ach.incs, and othor sLl'!lilar itr-Jrns which arc to be loanod, 

l~asod, or gi,~n to a COD[1Drcial organization will b~ properly r~kod to 

indicate ~ssificati~n \then pragticablc. If such twrking ~s impracticable, 

thu cOlllr.'IOrc.io.l urga.nizati•.:>n ,-rlll be> specifically notified in writing of the . - -

classLficntion ·Jf such i t'll:lS ~md o£- tho pertinent provisions of the 

Espion."~.gc Let. 

44. CIJ'..SSI:F'IC.i..Timl OF DlFOP,JiLTION FROH COid!lERCii.L FIRJ.m •. --Inf"l!'i'll2.tion 

obt~inod fr0r.1 civili<•n Ur':!.nufncturors concerning propriotai"'J processes \'dll be 

cL.'!.ssii'ic.:l. c:.s COl~FIDEUTii~L. unless 'Jth::rndsc> authorized by the firm concornod. 
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45. DISSEi:-IINLTION OF CLi.SSIFIED TECHiliCJ.L Il.rFORl.U.'l'IOIJ. --Classifiod 

inf·JI'!JD.tion concerniil(; tc.chnic£'.1 pr:;~jocts or dovelopmonts may be imparted 

only t•J th?sc individul'..ls llhuso offici:1.l dutios ruquirc such lmowlcdge '>r 

P•'ssossl~m, and t.:J accraditud representatives of foreign nations in a.ccord..1.ncc 

vdth the pr(1visi:ms of parngre.ph 20 b. 

46. DESTRUCTIOU QII' CIJ.SSH"':I!ID W~TF....RIBI~.--a. Luth.-,rity to Direct.--

~novor the chief of a technicc.l service rosponsiblo for a rasearch pr.->ject ,., 
L•r f;.>r t.~c dGsign, development, tostJ. or prouuction or procurement of an 

article :>f r.Jaterial or a COI:lponcnt thereof s_h£.11 detorr:rl.nc thc1.t their 

destructi,m is nccesso.ry t) safet:'\l'U'd inf~>rnation thor~.Jf_, he will issue the 

n.:iccssary dir~:Jcti vo. 

b. PrrJcedure in Destruction ..>f Classified Ha.toriel.--Y.ih.en 

clustruction of cL'lssified natoridl has boon directed--

(1) 'i'he cust,xltim th.cro.:~f will rer,Lovo all cor!l.pononts of a 

classifiudnnturo ancl destroy them by burning .:>r by 

mutilation in tile prosonoe of a disinterested officer. 

. ,/. , ~ o~ the :m..~tcricl. -'?-11 t.lwn be- processed in .. /.,.,..,,~..,,.-
!""' accordance vli.th existitl{; rogulations fur tho dispJsition 

of unserviceable property, or for salvage. 

(2) If the above is not practicable, tho custodian will destroy 

tho entiro article of ~teriol by burning or by mutiJl1.tion 

in tho prcsongc of a disintGrosted officer. 

(3) In oithor casa, the cortific:J.te of d.c:structi.on will be 

signed by both th1~ custodian and tho witncssin(; of'ficor 

bcf.:>re submissi~n to tile officer directing tliD dcstructi..>n. 

If tho lloaUquartcrs hcs only ona c~issioncd officer, 
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tho report will so stato. Exception heruto may be 

~.uth.;:Jrizod only by t.."lc Dopo.rt!lop.t of tho _l~Xmy • • 47. I! "".JITJ1. 'J."'ONS FOR BIDS llTD COllTRi~CTS. --n. Prior to furnish:i.p.c a 

pr.Jgpoctiv~ bidder, subbidecr, contract.>r, c)r subcontractor Vlith dravd.ngs, 
\ 

spcci:.'icr.tions, .:.>r othor pertinent inforn.:'ltil.ln c:mcerning any project. or 

pr )jocts 'Jf a TOP SECRE1', SZCRET, CQlJli'IDE!JTIAL, .:>r R.."'::STRICTED nature and 

o.nnunlly thercaftur s~ long as such docUF~nts, etc., arc in his custody, 

clcc.r.n.nc\3 ui.ll be .::.bt:::d.'led in agcordanca 'V'li th s~pro-ate letter instructi..ms 

m1~~ n goncrr..l s~crecy agrcemnt rop.tling substantially as follU\15 Ylill bo 

si.~n.Jd by the in::i vi.clunl or by c. rosponsibl"J. \Jfficor .. m behe.lf of the fiiTl 

~r corpJrati0n concerned: 

Ti~.Z.S, in the i.ntcrc~ts ~1f tho national security, it is essential 

that tb3 l:c:.tion:-.1 Uilitary EstablishtJOnt cl.-:.saif"t.r certa.in dr:1.v~a, spccifica-

ti·:ms and accol.lpnnyinc i.ncl_;,surcs, :r.1odols, or mate:riol, or other ·inf,:,rmti~n, 

and 

Vfl~~, the , a :-----~~--~~~----~-
(I:Tc:.rn.e of Bickler ~r lfanu.fncturor Corp.Jration, Partnership 

v!' .>rk o:f a classi.fi.ocl nature, am:}. 

ir!:ERE.;.S, classified inforr.i£l.tion_vd.ll, of no.cessi.ty, be given ta the 

o.fororontionod pnrty fror-1 tino ~o ti.TjC to unable him . t~> bid up•m a.n:l/ or 

p.,jrf':.>rn t.ho c'..csircd vmrk, 

• U0\'4, 'l'HER!!:l'"'Ot.!-::, ill c~msidcrv.ti~m of the roc~ipt of classified dra-v:in~s, 

s.i)CCificr..ti.Jns nn•l <.co x*:mnjiDt; incl.:>surcs, ra·>e!ols or r'k.'"ltoriel, or .)th·lr . 

inf )rr.1rtion, horcin.."l.i"t.Jr cc..llu~: .11cla.ssifiod inf lr&~tion, 11 c,:,nccrnint: r.w.ttl.lrs 

cussed m th, c.m~ t:1c value .:ll' such clasaifiec! inf ..JTm.."lti.:m be inc in Gxccss of 
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ton dollars ( ,;,J.O.OO) shOY.n to, :>r disclosed in any 1Ilc.'1.n.'lor t.::>, --* , the 

f..-.llO"ainr.; toi'l':I.S arc O.Gr~ed t•> f·Jr such period -.Jf tit:1.0 a.s --11- she.ll ha.vt1 

kn ""~Wlet.!c•-l, p >ssession, or cust.-,rly nf cl<:~sifiocl inf.Jrrw.tion, ~r r.ny of his/it;:; 

vfficors, a~cnts or cmpl~y~cs shall havo knowledge, p)ssession or custJ~ .Jf 

clcsaifiu\.L i.rlfurr:lf~tion: 

1. The --* agreos tlmt tho classifiod infoi'I"!nti.::>n furnished to it by 

tho ilatiJne.l Uilit..'l.ry Establishr.1.mt or any of its aconcies vdll be used sole:cy-

for tho p•.J.rposes of tho pro;ar.::.tion _of ;its bid an-:.1/:Jr porf~>rmance r)f any 

contrnct tr.crenft.;r ont:lro·:! int .. l betTroen tho pm"tiGs t,J tho agreement, and 

that such clc.ssifioc! inf~rua.tion will n·Jt be released t:. any ·pcrsvns other 

than tlll.lSa authorized by th::: r:ational ltilita.ry Establishment or its Cl.GOnts, 

nor vrill sp::cic.l f'l.:J.tur,:s of dcsi~l- ~r constructivn, _first discl•)sect by or 

-rlithin the cJr.ssifioc~ inforr.'k"l.tion furnished, be incorporated in othGr pro-

jt.cts4 

2 • Tho --* will not llllllre or porr:rl. t to bo l'!llldo reproductions of the 

ql=.ssifi·xt n.."l.t·JrLll, except as spocificnlly authorized by tho contracting 

of-ficer .Jr his ,luly ~uth·Jrizccl rapr<iscntati vo. If rcproducti-:>n of 

classi.fi.:1cl r:~e.t.Jricl is ra.uthorizod, the· --* pror.1ptly vdll submit the product 

obtr:.incd to tho contJ.·~ctill£ ,)fficer or }lis duly authvrizecl. l'eprosentativo for 

cons .... rship Jr such .:>thor acti'jn as he nay U.t~em necessary. 

J. The --* azrces t~"l.t prior to Jiscl~sinc any cl~ssified information 

tJ an nli.:m 0Mp1Jy...:!...l :1r c·msult,ant, .:>r :pGrr.ti.ttinc,; him to havu c.ccass tll~ret~.,, 

or ~lrior t;:. c.~isclJsim_; nny in.forr:J.-'lti-:>n .cl:t.ssificcl TOP S!::CRET :..r SECRET to 

any iuJ.i vi\!Uc".l., .,)r pun:rl. t tin~ hip. t.:> ha vo c.c.ccss tnercto, th~J BidclGr or 

~~anufncturcr nr.t.".m! heroin \dll obtain, thr JU[.;h tho contractinG officer, the 

c·ms.::mt in ,ii'itill!;; 'Jf tho Socrctary of tho Department of tho l.:rm:y, Nnvy or 
/ 

J~ir F Jrcc :;,r his duly authorized rcprascntati va. 
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4. The --i~ a.gr"J.JB 'l.hrt ho/it will safu£;UD.rd cl.assifiud infJl'Ii!C.ti •. m an:i 

:r.1nt.Jri:Jl in accordance vd th the pr .•ceduros and rccul.£!.tions osi{ablishC'd in 

i.R 380-5 an • .: Jthcr portinant <liroctivos. In t,h.., avent tho --* is !lt>r'.r·~au tho 

'!Ji~! f.1r thu !ll' >:!uction :lf l·l.."!.t,Jriul und.cr classifl.c.•d c.:mtr::1.ct, ho/it c.erocs t.J 

oxton'l these safeguards to aff Jr-r:l ~CI.cquatc p~otec_tion to. !-he clc.ss=i::fiod 

inf'JI'I~'"!.tion and lik"lt,Jriol involvo4., durin:; tho I!lanufacture, st1rau:l, nne! 

dclivor:r . .Jf the pr:J~luct c::Qh"lll for un~lor th."J c .. mtrl:.ct. 

5. In th~ event of ftiluro ;,r innbility of --* t.J pr-:rv:i..r'!.o and r.u::1inttJ.in 

thu required saf~t;unrds it is ll{;r.Jocl that. tho t:c.tioiK-:.1 i.Ii.litn.ry Establisr.JJ.Onif 

Jr any of it~ a;:cnci:ls tJ.."l.Y pr·JcurJ, nstablish, CJr pr:rv:i...'i.o the appr:>printo 

sr..feL;u..'\r·~s :lnc: th:.t thu C..!St Jf provi~!i..."l(; such security iJ.Cnsur~s sh.-•.11 ba 

l'lithh.Pl·: fr'1::.1 tho :tx:.~·uonts t ... be r.'IE'.r~c t·) --* sh•Juld he be mro.rc".a:l tho 

c.mtrl..ct ~'I' v:hich this c:U~ssi:!'ie:~ inforr.Jr.."!.ti.1n is furnisho·l, or shnll be a 

chr.r..,..:, i.""L...-rorlia.tcly .tu.J nn'l pC.)'"l\b~a, in event of non:-avre.rrl of tho contra.ct. 

D~cisivn Jf tho r:c.ti.:Jnal :.::i.li t.o.ry :Cstablislu.tent or its t!uly auth.>rizcd agent 

shall bo finc.l 1n nt~ccssary c..:>st of security mcasuros to l;lo te.kon. 

6. ~1:) --i~ declares thr.t its attentiun has boon call\,)cl to tho follmlillt1 

pr:·.dsi.Jns 'Jf l"..•:r, l'.Ild nr:ru,)S t-..l brine or causo to be br·JUf;ht t,) the attc::ntion 

.)f all :v)rf:\)llS oncnGed in the :r-rcpf'..r'c..tLm :lf bi<!.s or in. th.P ID!:1.nuf~.cture of 

sup~Jlics Jr :r.J.:".torh:l t() be furn:l.shocl, inclutl:!.nt; subc:mtract..:>ra nnd th·~ir em­

ployt>os, tho ilrJvisirms of these laus: 

!::s.i.~i::mn:;c l.ct: Sub::_Ja.rc..,;raphf:l (cl) ~~n~l (c), Sec 1, i.ct 15 Juno 1917 

(40 St..-:.t. 217); S·Jc· 1, ~.ct 2i3 lic.rch 19L~O (54 Stet. 79; 50 U.s.a. 31; 

r:.L. ·1939, Su,;>p. I, Sue 2187n) 

Sue. 1, ~·.ct 12 Jr.nu.'1.ry 1936 (52 Stut. 3; 50 U.s.a. 45; i.i.L. 1939, 

Sec. 2ll37-.~), a.n~ F.:.o; 8381, 22 rk'ltch 1940; 5 ii'.n. 111a; 5o u.s.a. 45; 
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11 ...., 
~.L. 1~3~, S~pp. III, Sec 2107~). 

Ill YliTliT'..SS llr.P.J~OF, THE Ull'lersi{;ncd, acting f.1r the o.f:>rcr.~.cntioncd --* 
} 

h!ls h.~rot:J uxccuto,l this L.r,rcoucnt ns o.f thfl ____ day .:.~£ ___ ...;19 __ _ 

* ~lm10 'lf Bidder ';r ~ !.1.nufo.cturcr. 

b. Tho oxucution :.f tht1 GUnord. secrecy nt.:rociJCnt required in a 

abJvc vdth any in·'!.ivi·~ual, f'i.rr.1, ,·,r cvrpJr~tion vlheth::r it be tho ,l)rililc 

c 'ntrnct:>r nr subcr.:>ntro.ctr>r, p;ri.Jr t ... tho ..!eliv .. ~ry uf o.ny classified ndlitary 

inf )I'I'l...~tivn, en:. th:J r.nnUD.l s..:croc;r e.grc .. "lr.l.:lJ'!.tS cxccutod thcronrtor, \"Ii.ll 

fr.'r.1 tir.tJ t., ti~lc 11" ~thor r~~ n<~ditijnal classified infvrna.tion porte.ininG 

tJ any TOP SECH.Er:.:',. S""::C!:t~T, CDrlFIDEf-!TL'.L, :>r PJ'BTRICTED j_lr::>ject, vdthout the 

noc.c ssi t,:.· :>i' exec u tine ~ s~xJcific S(~procy at;rom:~nt in onch co.so • 1.. receipt 

sub::;to.ntir~lly as f~,ll7iTS l'd.ll ba obtniner~ \7hon tho arl ... li tional classified data 

l"..'·'l subr.litto~ t...l th.;so Trlu tun'l3 ontorot1 int, such ar;roor..cnt: 

R~c·:::i~)t is c.cknJ\Tlud{;JCJr - .. ------------an. 1 it is roc '){;nizcd that those 

~'!.ata flro,) cJ..c.ssifiad an.:! c 1n10 within tho purview of th:J socr..lcy a~rocmont 

si.~1od by ------------ ~n -----------. 

c. If the project (s) Jr contract (s) boer o. TOP SECRET or SECRET 

clc~ssificution, t\-r 1 c.>pias ~f tho oxocutod secrecy ar,roemnt or acrcmJOnts ariel 

t1'r , coj_Jios . .)£ oo.ch c.nr.u.:'.l secrecy at;rccmcnt o~cutod thoro~.ftcr frill bo trans-::-

in.; ccn.Jral of the· a.rr.Jy c.mccrna'l v.'ill rotnin ono copy o.nd forvm.rc! one copy 

t::> th.:; Pr.Jvost ~J-.rsh~l Gon:!rnl. 
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d. It is the responsibility of each representative of the 

Department of the Army who invites bids in connection with a project or 

projects of a TOP SECRET or SECRET classifica~ion~ to transmit promptly the 

following information in duplicate to the commanding general of the army 

within the area in which the work will be, or may be, performed: 

(1) The natn.e and addresses of each prospective bidder or ' 

subbidd.er. 

(2) The address; full first and last names and middle initial; 

date and place of birth, of each officer and director and 

of all persons who ·will have access to the TOP SECRET and' 

SECRET materiel, 

(j) The location of the facility at which the work involved 

will be, or may be, performed. 

(4) The date of invitation for bids. 

e. It is the responsibility of each representative of the 

Department of the .Arr:ry who enters into a contract classified as TOP SECRET or 

SECRET, to transrdt prornptly the following additional information in 

duplicate to the commanding general o£ the army within the area in Which the 

work will be, or may be, perfo~d: 

(1) 

(.2) 

The name and address of each contractor or subcontractor. 
• t 

The address; full first and last nc~s and middle initial; 

datu and placo of btTth, of each employee or other person 

v1ho \'lill hc.Tvc access to thu TOP SECRET or SECRET materiel 

not included j_n !! (2) above. 

(J) Tho location of tha·facility at vmich the work involved 

Vlill be, or !lk"l.Y be, parformad. 
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(4) 'l"nc ck:.te of aYinrd of contract or subcontract, and probable 

datu of coJ!IIOOncement of work thereunder • 

:r. 'I'hi3 commanding general o:r tho army concerned will rota:in one 

copy .:::.rd forvillrd one copy o.f tho reports rccai:vcd in accord.c.nce Vlith d and e 

r~bov.::, to the Provost Harshal General. 

g. Only citizens of the United States, .and corporations of 1Vhich 

not loss than throe-fourths of the capital stock is m~ed by citizens of the 

Unitod StatJs1 E!.nd ?f which all memb.;rs of tho bo.e:.rds of directors nrc 

citizons of thu United St;:~tos, and hr'lving mr.nufacturing pLants lqcat~d within 

the contumntal limits of the United States shall bu aligibla to be avmrded 

any classified contract under this section to furnish or mc'1.Ilufncturo any 

cL~ssifi~d r.~terial, equip~~nt, or acccssoricrs for the Department of the Army. 

48. CONSULTA'i'ION Vii'IH RESPOIJSIBLE l.W:UFAC'IUH.ERS.- The commanding 

officers of arsen:!.l.s and depots and oth~r officors engaged in uork on 

Govo.)rnmcnt contracts aro authorizod to consult with all interested :mnnufac.:.. 

turcrs or thoir representatives, invontors, F~d other persons concerning 

technical m.:1.ttcrs in \lhich thay ho.ve a legit:i.me.te inturost. They will, 

h~~rovor, inform nll such persons of the classifica.t~on of the projects,_ works, 

nnd developments. 

49. RESPONSIBILITY OF Am£! REPRESEUTATI~JES OR INSPECTORS.- a. The Army 

representatives or inspectors of the technical service arc the local ropra­

sentati vos of the Dcpartr!l.t1nt of th~ Army and 'lr.ill take tho necessary measures 

to insur.J tho saf,:~guarding of classified inforrotion or -projects in the htJ.nds 

of tho contractors or subcontractors or in process of manufacture in their 

pl.tmts • 

b. Army roprosonte.ti~s or inspuctors l'dll advise contractors or 
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subcontractors as to.t~ir responsibilities and tho practical moasur~s to be 

taken to safeguard TOP SECRET, SECRET, COUFIDENT!AL, or RESTRICTED matters, 

Elr..cl will act .favorably, if pr(LCticnblc, on an-y suggestion or request of the 

compan~- tanding to preserve secrecy. If at any tiroo conditions at any plant, 

or c.n:r action of a compl'..n;,v or its employees, jeopardize the security of 

cl~ssifiod matter pertaining to the Department of the Army or violate the 

provisions of the Espionage Act, the A:rm:y rcprosentati vc or inspector '\"dll 

request ~he contractor or subcontractor to taka prompt remedial action. If 

udcqUk~te prGcnution~r measures ara not taken imm~diately, he vdll report 

promptly to tho chief of tl~ t~chnic~l service concerned and, if tho situatiop 
·' 

roquirtJs, to the coi!ll!lnnding general of the a.~'" in \ihich tho item is in pro-

cess of r.ll!Ilufa.ctur'1. 

c. vihcn .Army and i'io.vy inspectors _arc on duty at the so.mc plant, 

tho Amy inspector ·nill co.ru.·din.!".te all security I!ICO.Surcs with the Navy 

inspector in order to avoid conflictL~g der.k~nds upon contractors. 

50. P..ESPO~iSIBILITY OF GOVERNllE!J'i' CONTRACTORS.- a. A privnte individual, 

firm, or corpor.ation which enters into a contract to •.mgega in tachnical work 

for the Dcp:!.rtm •. ·nt of tho .A:rmy" becomos rosponsibl•:: in matters ,-:i.thin his or 

its control for thu sa.fegucrding of all TOP SECRET, SECRB:'i', cmr.t<'IDEWTIAL, or 

RESTR::::CTID I:Jat'Wrs thll.t my be disclosed or that may be dewlopod in • 
conn~ction thcrcvdth. A ckusc to this effuct vr.i..ll be included in such a 

contract, bu~ its omission ~dll not roluaso the contractor from his rosponsi-

bility under the Espionngc Act and other pertL~ent ~vre. 

b. Con~ractors arc rc~ponsible that ~11 cLassified projects allot-

ted to subcontr~ctors or agents arc fully protoctcd by a sicilar agreement •. 

c. 11h.:mawr for any re<:!.son a contract o.grecront or subcontract has 
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been r..lD.dc vth:i.ch docs not include o: socurity clause but l£.tar is found to in-' 

volvo TOP SEC1lET, SECI!'F!T, COUli'IDEii'i'D\.1, or RES'lli!CTED tn..."!.tter, the technical 

sur·vic·J concerned 1ti.ll take the nec.1ssary steps to insure th."lt tho projoct or 

'1irork. is ·propcrl~r classified and that the contractor, agent, or subcontre..ctor 

is informed of th~ classification and or his responsibility in the natter. 

$1. TES'i.'S 01'' CLASSH"l:I·~ 1IATERIEL.--T11ats of clc.ssifiod r.k"l.teriel vdll be 

ndequr.tcly safoguardec b,y all responsiblo officers. 

5~. PHBLIC DISPLAY OF CIJ.SSIFIED ;.:t.'l"ERI:CL.--.a. Comnnding officers ar~ 

responsible tlk~t all cL~ssifiod parts, co~oncnts, or features of ~toricl 

moo properly sai'oguarded durL"'lJ tJ..':l.ncuvcrs, drills, parades, cerenonics, 

r..ssur::.b:Lngcs, d~Donstro:.~tions, or exhibitions, open to the general public. 

b. (1) Photographs of oquipr.wnt vlhile in pr~>cess of dcvelopnent or 

those revealing processes of manufacture .arc prohibited 

unloss authorized by tho chief of technical service con­

corned. J..ftor <!ll r.rticlc of oquipr:10nt has boon issued to 

conbat units, release of photographs is pr.Jmissible 

unlass sp~cifically prohibited.by the instructions issued 

thcrmdth. 

(2) Requests for pcrrli.ssion to ta.lto photographs of ckssi..fied 

lJnli:Jriol, projects, or processes of IJE'.nufr.cturo ·will be 

r~fcl'r&Jd to the Dc!X!-:rtm::m t of the Arr.ry through tho propor 

chi;f of tvchnic~l scrvico. If authority is granted, it 

will b"J with tho undorst.ctnding t.lJ.n.t tho resulting photo­

grr~phs ,-1111 be subr.dttod to the Dopartr.Jent of the AI'I!ly .for 

fl'.Jvio-rT prior. t.J release. 

53. R~LW"'SE OF IlUi'OR .. J.'TiON OR S.A:r..E OF UATERIEL.--a. Gcnoral.--Domestic 
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snlu, divul15inE; infor:mntion in.conncction with negotiations for foreign sn:t.e_, 

:111d foreign n-.anuf'l.ctur<l of i terns of I~rr.ry nnd l!a'Vlr rrJP.torio.Jl end cquipr.:umt arc 

not. p~rui.tted unless the D3pa.rtrJent of the lU'Ii'fY and ~!avy ar~ r.s:;rcod that 

r.li.li t~- socrcc.y is not cor.tpronised thereby • 

b. Interna.tionll.l Tro.ffic in iLI'I.:"lS. 

(1) The St~te Depart~ent administers internation~l traffic in , 

arl!ls and r:li.lit.-1.ry r.ro.tQriol canting within thu sco.Pc of tho 

Rogul~tions Governing the International Traffic in .hrms, 

l ... "!Jr.IU.Ili tions, a.nd !r.J.plcuonts o:t' Viar and Other Muni tiona .:>f 

Vfcr. 

(2) '!he State Dcpartmnt vr.i..ll n.:>t rclao.s~ for- foreign sale an~ 

iten co~ing vdthin the scope of those regulations until the 

Dcpa.rt.~nts of tho J~rmy and lTnV".f h.-"'..vo stated thc.t. there i~ 

no objection t=> tho r:Jloa.so on gr.:mnds of secrecy a.ffectiqg 

the national defonse. 

54. PROT!::CTIOI:-i OF SHIPI"'.El!'J.'S VIA CWiEl~CiilL CARRIRP..S t;rmn~ UUITW STATES 

Olt I'!''S Poss·-~ssiOliS.--e.. Selection of Sllippin~ iloth·Jd.--Disclosure of informa­

tion pertd.rdng to classified lii£Lteric•l 'Will be prcwntod during transportation 

by one of tllc follcndng ncthods o!' shipr:l.E'mt, to be detarmined by a. co1nrnissionod 

officer of tho service, force, or org~~ization authorizing its lnD~~~nt 

qu:!lifiod to r.ta.!::c such clcssificn.tion, by a high.er authority so qualified, 

b. Pr,,t:JctirJn :!:>.>CU!.lOnts.--If size.: and quantity _psrr..it, classified 

l'li.i.t.ericl i".J.'l.Y b..l hnnW.od in tho s:t.'"lo r:t..."lnn..::r' as pr1Vidcd for sir.ti.lt-:.rly 

cb.ssifi.~d d::>C-;J.!;"I.";:::i.ts in pa.r~gr:lphs 26 t~ 29 inclusi m. In c 'l.Sas Y.ihero 

l.J..'l.tl~rial. is of such siz~l c...r qu.."'..ntity as to c.roa.to suspicion ·:>f its chnrnt:ter 
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and ente.il addition!'.l risk vmon transported in the same manner as d::>cu.tnents, 

another r.1eth:>d >sill be used • 

c. R.."".ihrc1y Express Snrvice Pr.)tccted by C:l.I'rior 's GU£'.I'ds .--TO? SE­

CRET, SECdET, or CQl\lli'IDEl'JTii1L ship41Cnts nm.y be shipped via R..'lilvro.y Express 

l~g~ncy, Incorporc.tod, nf'tcr adwnce arrr.!.hgcr.lonts havo bc:ln n.'1.de fnr cnrri\3r to 

gu:..l..rd rr~t:Jriel £ron the ti:.10 it loe.ws the hands of c~nsignor until delivered 

t'J consign.-:~o. I~::>tuithstanding the general pr.>hibition ')f insurance on 

GDverrn.11mt shipr.10nts a.ny cL.1.ssificd shipmnts r:J..'1.Y be shipped at their actual 

vnluo ~md note:.tion of such V'{'.luc r::~r'ldo on th .. 1 bills ':.>f lading. (Sao :IR. 55-105, 

l.R 55-155, and T1i: 55-550.) T"nc ofi'icor dotorr:dning tho nethud o£ shipoont 

will cc:rtify to tho ,fficar issuing tho bill Jf 12.ding thcr w.lWlti·m to be used. 

d4 Ordinc.ry Railnay Express Scrvico Protected by Ui.litary Gun.rds.-­

This noth.Jd ,J£ shipr·ront !'1IlY bn chosen for TOP SECRET, SECRET, or COl.J'li,IDElJTil~ 

m •. 1.tcriol as pr :~vi.dcd in ~ above. In such case tha principles of regu.L..1.tions 

G-='V.Jrning guarding of .freight. shipr.lflnts (sec pn.r. 8, I.R. 55-155) will be 

f~1llound so fc.r as e.ppropriatl.l for express service, T:ith tha definite exception 

that guards \.rith oxpruss shipr.1cmts v1ill be 1urnishod ·with tro.nsp1rtation 

r..:qaosts. Tho nw.J!>cr o£ gnnrds detailed t.> protect tho shipment Tdll be o. 

r.dni.nu.n consiston t ui th sec uri t:r requiror.JCnts • 

o. Air Express Vi...1. Cor.lr.I.Urcic~ Air I~inos Protected by l4i.litary 

Guards .·--Tll•-= pruvisions of 2: abovo 1:ti.ll eovcrn ganarnlly. 

1'. Rail Fr:dgi1t Sorvice Protected by Military GUc"Tds .--sec paragraph 

8' J:i'. 55-155 • 

g. Ordin~ry ihot.:>r Trucl:: .Freig~t Pr:?toctod by l!ilitary Guards.--Tha 

principl.Js ... :r parn.gra.ph 8, Ili. 55-155; vill g.)vern. Only _pnc suard -~dll be used 

fJr .sh::Jrt runs unl.::ss r.t')ro· fll'C nocu.ssary. 
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h. \"Sater F'rL.~ight Service Pr·:>toctod by Uilitary Gu:lrds.--The 

pri...l'lciplus o,f pnrc.grc.pli O, IIR 55-155, will govern. Vfuon vessels arc used 

,-.ttich .nc.vn 11rrnngcnents .f.Jr cl!I'rying pa.ssC'ngcrs, trnnsportati:>n roquosts vdll 

b.J issuod. Vmcn vessels nrc used vmich do not have arrangements for carrying 

public pass~ngcrs, carriage free_ or at a reasonabl~ charge, ~ppropr~~te 

nrrnngoncnts for muals uill be negotiated. 

i. Straight or lliXCd Troop Trains .--Classified r·Y~teriel o.cc~mpany-

illg tr .: . ..:>ps ·r·d.ll be adequately guc.rd.ed by orgo.nizc.tion pcrs~1nnol. 

j • G'll.m'ds • --Guards sufficiently nrood tdil be provided in ace '1rdr'Ulco 

with pc.ragr~ph .B, JIR 55-155. liei ther cerrior 1 s n 1r rodli tary gu~rds will be . 
used f,lr ti:w s·Jlu pu;rp•)stJ of pre~nting disclosure of infornation :>f RESTRICTW 

r.'k'ltoricl. GWJ.rdod service ~JIJ.y be usad on any 'shipment when necessary to 

p~ovont ,!:>hysical sabotage. '\rihcm pi)ssiblo, VJhoro concealr.J.Cnt of the o..rn1 is not 

ncccssc.ry, sub:;.,achino guns, aut.or.~atic r:i.fios, cr rifles should bo provided in 

proforoncc to pistols. 

k. Shipn.ont, COiiFIDElfTil'J!. IJ..'ltcriol \11thout Gu.:~rd.--8hipmcnts o.f 

C0.:.1I•'IDE!:Tit.L mat~~r:i.ol, except crypt.Jgraphic aquipr.10nt and comp.)non ts thoro of 

l:L'l~r, r.t th'~ discr.Jtion of the chief ,Jf the technical service inv,Jlvc.d, be 

shipped by one ~f tho r >llV"lling !OOthods, with::>ut guard: 

(1) Protected expruss. 

(2) S,)nlod freight or _express cars. 

(3) S~Jc..led truCl{ under r:JYffi rpti Vd pavror o 

(4) :ii'ln.t c'll·, pr:Piided trucks or cr~tos containing said oquip­

r.~nt arc s~tab~ l0cked and/or soalcd and l~ckad and/~r 

Su(~l;Jcl t.J th() car. In O.Jdi ti.)n, the cquip1 10nt will be pro­

tected_ frOD uxtcrnal vic. u and injury fror.1 noi'I1lll lu::.zards in 

shipping. 
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1. Shipr.10nt, RESTRICTED hlateriol V!ithout GUllrd.--Shipmnts of 

H.ES"TRIC'i'ED t.Jrr.teriol, ·3xccpt crypto6I'.:tphic equipr.10nt end cot1pononts thor~:>f, • 1.ny bo shi.ppocl by on(: ':J:l tlw f.>llmti.ng rJOthods, ,-Ti.thou't gu._"'!.rd: 

' (1) Pr~tectcd express. 

(2) Scaled freight (Jr axpross em-s. 

(3) S.Ja.lcd truck under mm t.l.)tivu povror. 

(l.a.) li'lo.t car, proYi.d.cd trucks or crates conto.inin~ said equip-

ucnt o.ro suitably l.Jckcd r!nd/or soalcd Bl"lrl locked and/:'Jr 

sc::t.loc!. to tho car. L7l nddition, th:J equ"iF.ncnt will be pro.;. 
. 

tectud fron cxtornl!l viC"Vr and injury fror.a. n~rmn.l hn.zE".rds in 

ship~Jing, 

n. Shipr..ont, Cr;yptogro?.phic ~1."1.teriel.--For specific r.lCI.l.IlS of ship-

nonts .Jf C:i.";.rptogr:l:tJhic r.u::.tariul rof'ol·encc shnul··l be lik'l.de t-J letter instructiop. 

.m this subjuct issu:d by tho Dcpc..rt~.:mt of tlK1 l~rm.v. _, 
n. Shipr:J.Cnt, Clc:~ssififid Files .--Bhipmcni·f cbssiiiod files to 

roc.:>r(!S · d..Jp.Jta and Dppc.rtn.cmt of the /.rrry records dep.:>sitvrics will be made 

(1) Vlh.cn the qu~nf,ity ~,f TOP SEC:ttET, SEC!t.E'I', or COiJio'IDEZ·JTIAL 

doc\L"!l.Onts r~r.Jaining !~fto.Jr downgrading is sncll, the d"cu-

monts '\rlll bo tra."lsr:dtted under scpt'-I'ate cc.vcr as pr'Jvid.oQ. 

clscTlhora in these rogulc.t.ions f·:Jr _the trnnsmissi1)n of 

indi v"i::'l.u,.,.l docur.10nts. 1.. ch.<."'..'ge-out will be pla.cod in the 

frll(~cr \!hich c:mt.:-~inod tho docu.":!!nt c.nd tho docUI!lOnt '\dll . • be properly itlontifio'i as t.) the filo and f.>lrlcr fr.E '\'lhich 

cxtr~ctud pri~r to trcns~~ssion. 
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( 2 ) V.:hen tlm ql+o-'l1lti ty of TOP S!..:CRET, SF..GRET, c.nd CONFIDENTIAL 

• docu.l:l£lnts l'il'lich cenn:~t be dmmgradod makos the pr::>codure 

ab~~ ir-~racticable, tho files in which such docllr.k~nts ara 

~intainod vdll bo p~ckad in the stand~d roc0rds box~s 

pr.3scribed by nr 12-259-, securely fastened by nat steel 

strr.ps. 'Ihc outside of tho box will contain n.:> indication 

:;,f the classified chc.rt.'.ctcr of t\3-e fil:ls. Tho boxes -,.,dll 

be shipped unrlor security ro;_;'J.lr.ti::ms applicable to bulk 

shipments of classified mnteriol except that TOP SECRET 

and crypt•)t;rnphic d-:lcur:J.Cnts nnd r.10ssagos in all cnso-s will 

be ~cc,1upmied by an •Jfficer couriar in ack!:lti.Jn to armed 

gu.'lr~.ls. 

(3) Shipront of RESTRICTED filoa. Such files 'Will bo shipped 

in stl::Ildn.rd roc ll'ds boxes in tho sor.1e r.Jruliler as prescribed 

for unclassified files. 

SECTION VI 

VISITORS 

Paragraphs ~ 

i~uth .• rity fc,r Admission ---------------------------------- 5. 5 I . . , ...,.. .. 
. . . . . ~". ~ -~ A.;/~__,_,_-Jo:/,t,5"<.-J 

Rcap~na~b~l~ty of gam~~d~ng ~~cer1 ~~~~---r-~~~------- 6 ,.. 
Rcs.~:1"nsibilitJ~ ~f Gavon.ment. contractors ----------------- 57 -"/ 

55. 1~UTHORI'iY li'QR ~-:..DI.iiSSIQI; .- n. Q.lneral. Corrcsp·:mdoncc e.nd • c.JI:-Ill\lnic~ti"::ns roll'ting t 1 visits vlill bo r JUtod clircct between tho '11-nrious 

_,fficcs c-ncornad. F'r tho purpose :Jf these rogulnti~ns, Unitod States 

citizons while a rcpr:Js.cntaM.vu, ·,fi'ici.::t.l, Jr OT.lplvycc o:f a f\..>rcdbn g,:,vormaent 
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or f~rcign privo.tc or cor:n.10rcial entity, aro considered foreign n.."'.ti~no.ls. 

b. F .>reign Fa.tioncls (Soc par 3 p) • • (1) Subj•Jct to tho appr.)vt~l Jf thu facility c .. >ncerncd, i'':lroign 

nc.tion .. ls rJr.'1.Y be nuthorizml by local autl1Jrity t .. • visit 

c'Jr.JOJrci."'.l facilities provided no classified uork Jr · 

~roj~ct is sh~m or disc~sscd. 

(2) .Li'•>reign nc>.tiom~ls rL::"1.Y be ac'lr.litted t-' Doj;>artr.tent :;,f tho 
. 

Lrtry instnll:.ti::ms f·>r s JCit~l purp:>sos, f 1r activities 

.Jp.Jn t, the ganor.!~l public, f··)'r l'luth. ;rizc~l n-:Hlicr..l tr1at-

oont, r.ml in cnnncction ,-:ith .Jrorg:mc:r lc."'..nr1ings, by 

r.uth _,rity Jf tho c li.lr.J.'l.n~linr; >ffic;,r :i)r".Jvi-:.lcd no classified 

foz:turos F.'.ro sh 'l'\"!11 .>r .::liscussod. 

(3) ? .m:abors ·Jf the c.rucd f 1rccs of Cc.nc.da ~me"!. :~oxic:> r.Jr'ly, 

h·Jvrcvor, be r.rl.r.rl.ttotl tJ i..rr:ry p1sts, camps, nnd c.±rfiolds 

nonr thcl bortlers .Jf thoso countries for .)ccasion:ll visits-

:m tho authority t)f the c."ll:l!'l..".nrling gcncrnl ~f tnn anay, 
' 

defense cor.:u:Jan• l, :Jr c.ir f .Jrcc c Jri1J11..-md ha. ving jurisdiction 

ovor SJ.LCh posts, cur.'!.ps, ·.Jr c.irfiolds, without reforonco to• 

higher auth~rity, 

(4) :1.. F~>rci;n nati:mals P~1.;r be adr.litted t•J tho f1Jll01:1ing 

0nly ~n written authority of the Dircct'Jr of Intel-

liGunco, G.Jncral Staf'f, Unite4 St.:"l.tes l.rt1y: 

- 1. Dnpr.rtncnt _;-.f tho krr:ry installations except ns 

I 

pr .-, vic!cd. in (2), :md (3) a'1 ,-•ro. 

2. G·"Jvonmcmt .Jr c ')r.trtorcial facilities where 
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classifiecl yrork, pr~jccts, or features vlill be 

shm·m Jr c!iscussed • 

• b. F•'lrCii,"ll visit requests will incluclc the f·Jl~m-ring 

infornr-:>.ti :m: 

1. llar.lO in full. 

2. Offic~~l title or positi,n. 

J.• lla. tion...,_li ty. 

1!· ri~UJ.C o.( installation, £acility, or :~.ctivity t~ 

'i.-hich :z.~~.nissi.:m is desired. 

2_. D:itc ,Jf visit or r1ates bettreen Vfhich visits 

ere rlesired. 

6-. Purpose ·Jf visit.. 

l· Sp:ms .Jr. 
. 

c. Auth:>rization t > visit docs n:>t constitute authority 

f~r release of cl~ssified docUMents to visitors. 

c. Visits by Llicn Employees.- Aliens empl:)yccl by a U. S. Govern-

:r.J.Cnt contra.ctur, U. S. Federal Govern~nt J.c;oncy engaged in a, clc"lssifiC!d 
. 

CQntract vr.ith u U. S. r.dlitary ncuncy, or agency of thoU. s. krned Forces 

rey visit Dc:;Jartr.l.Ont ()£ the i.:rny installations; government and coiDinercial 

fa.cilitios ont;agod in a cla.ssifiod contract with tho D-Jpart:cent of the Army 

with.1ut r1.:f·~ronco to tho Dircct.)r of Intolliconce, General Sta.ff, United 

States J'I.I'rry, under thiJ r.,ll )\"linG pr 1coduro: 

(l) Th . .- necessity f-;)r tho visit :r.IUst be nttested by the U. s . • r1ilitnry r.>:sident reprusent:l.tive or inspect'lr .:m duty at 

thu ~oplJ~1m~ establispr.IDnt or, in case no resident 

roprcscntat:i-vc is assicnc<.l, by tho u. s. oilitary pr.:>-

curenent agency f•Jr \'lholil tJ:l,e alien is uorking, -
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(2) T'nc visit request r1Ust be accompc.1.nied by a certified true 

or photostat c.1py of tho letter grantinr; consent for • eoplo;\'Tront on ck"\ssifiecl vTork. The request r.n1st state the 

specific scope :Jf inform:'ltion or items desired to be. 

shm~ the visitor. 
~ 

(3) i.lien v:i.sitors \T.i.ll not be permitted access to inf::~rnation 

of a hiGher classification ttk1.n that indicatcJ in the 

13tter grantint; consent fJr employr.J.Ant on cla.ss:tfied \nrk. 

(!~) If the coor:umrling officer vf the installation .Jr military 

representative at the f~cility to be visited approves the 

visit, tho roquostor vdll be sv notified. 

(5) n1e alien v:i.sitor rnust have in his pvssession a copy of 

the approvnd visit roquu~t as wall as proper identification. 

d. United States Citizons ,- Subject to the appr :>val 'Jf the 

cownanding officer or the contr~ctor, United States citizens, except th~se 

rcj_1res.::ntin;; a .rvrui[;n governme~t, firm, <.lr corporation, may be admitted to 

Depnrtnout of tho l..rrny installations or cor.u:J.E)rcial r.mnufacturing establish-

r.ronts ~ngaGed vn classified wor~ or projects under the follovdne conditions: 

(1) Casual visitors nay be ml.mitted provided no classified 

work ..:>r project is shmm or dise,ussed. 

(2) Rapresentati~s of ather United States Govcrnr~nt agencies, 

~1.nufncturcrs, or their representatives, en~inuers, and 

• invnntors cooporati~g ill Department 0f thu l..I'r.ly vrork and 

huvin~ a locitir.L-"'I.tc interest therein r.w.y be shown such 

"VI)rks or pr?jocts as are considered noJcessary and desira-

ble by tho rosp:msible chief ,,f technical service. 
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I~uth..Jrity f.>r o.d.r.lission will bo in VII'itina. 

(3) ~lccr':'lclitod raportors, phot~cra.phors, and other reprcsentn.-

' 
ti ves of publicity ag'lncios my be ru.luittcd ta DeparttJOnt 

of tl~ 1~~ installations or nanufacturinc establishments 

onanged on work for tho Dcpnrtmont of the i~, provided 

classified matter, projects, or processes of nanufn.cturc 

arc not shm1n ?r discussed with thoc, 

56. H.ES?otiSIBILITY OF CCDUJmirJG OJ.t'FICER, i.JU;I REPRESEiiT1.TIVE OR 

IHSP¥X::TOR.- a. The cor.n'Ulding officer o.f a 1.lilitary establishr11ent or tho 

i.'rmy reprusonta.tivo ,,r inspC"ct:>r at a c~I!1100rcic.1.l ostablishr.10nt is the local 

roprcscntativo of tho Dopartuont vf t.'lto J~rnry in c.ll I!lE!.ttors roga.rrlint; tho 

o.dr.:!.ission ')f visit·Jrs. If, in his opinion, tho situc.tion at the time mkes 

t!1o ach:d.ssi:m ~>f a visit~r innclvisablo, he is om;->-:JWerad td' postpone the visit 

an:l reque-st instructions fr.:>r.l tho uffica which authorized it. 

b. Cor.u:k'1ntlinc:: officers ~f ~r installr!.tions, army representatives 

or inspectors at c.:>t~r.~.orcinl or r:;overiU!I.Onto.l cstablishmcmts vdll fonmrd · 

thr :mgh channels to the Director of Intclliccmco, General Staff, U • S. Il.!'1ll.y, 

a report .:>n all f~rei~n nationr-ls idlo visit instnllations or establishments 

tmgngcd in classified vmrk or projects for which they are responsible. Report 

·uill include the !'.:>110\;ini!: 

(1) llar.10, official position, Rnd nc.tionr.lity. 

(2) J.utlwrity for rtsit. 

(3) I1.c.1.tt~rs in Tihich visitor showed greatest interest • 

(l.) Goncr~l ty:,o or naturo or quosti·:>ns asked. 

(5) Exprossoct ~bjoct of '\"isit. 
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(6) Estimate of the real object of the visit. 

(7) General e~te or ability, intelligence, and technical 

knowledg"~e visitor and his proficiency in the English 

language. 

(8) A brief of what was shown, explained;and refused. 

(9) If classified information was disclosed, highest security 

classification or inf~tion disclosed. 

57. RESPOliSIBILITY OF GOVF..RtlliEUT COllTRA.CTORS.- a. Contractors or sub-, 

contractors engaged in work for the Department or the Army must place such 

restrictions on the movements of persons employed or entering their plants 

or offices as vlill give adequate security to TOP SF..CRDT, SECRET, CONI~IDErJTIALf 

or RSS~CTED matters in their possession. In view of the wide differences 1p 
organization, arrangement, and physical make-up or individual plants, no 

specific rules are practicable. Therefore, local conditions at the plant 

and the classification or the project vlill determine the security measures 

to be adopted: 

b. The following general procedure in regard to visitors at 

establishments or plants engaged in classified projects for the Department 

of the Army is prescribed: 

(1) Visitors will be accompanied during their stay at the 

plant by tho ins~cctor or Army representative, a member 

of his office, or some responsible person who is specifical,-
' 

ly inforucd as to tho necessary limitations or restriction~, 

the scope of tho visit, m1d the information lihich may be 

furnished. 

(2) Unless sp~cifically authorized by the authorities mentioned 
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.in paragraph 55 J. visitors vtil.l not be ailowcd in any shop, 

lnbor~tory, drafting room, or section of a plant where 

TOP SF.:CRE'l, SECRET, COl·fii'IDEUTIJ~L, or RSS'IRIC'l'ED matariel 

is located or where classified uork is in progress, nor 

vr.ill they be permitted to tako photobraphs. 

c. D.:lpartr.tcnt of the Army contractors who arc engaged in 

classified contracts or projects nj.ll submit, to the appropriate Army 

ropr~sontativc or inspector, a rcpor~ on all foroign nationc~ls who visit the~ 

establishments or plants engaged in classified ,;ark or projects. Report will 

contain thu sama items of information as that report r~quired by paragraph 56 

b, abovu. 

SECTION VII 

/LJ:a SPl~CE RF.Sr~'/AT.:i:Of.IS, l!ESTR:!:CT"'l!:D AREAS, AND RESrnVED 

Air §p~cc ~oservations 
:;: ;: 

RI*li'RICTIID ~cas - - ... -, 
R~scr~rod ~rcas; sstablis~nt - - - -

"' ~ -
..,. -

Paragraphs 

58 

59 

60 

58. i~ir Space Reservations. --n.. Establish!!'.ent,- Air space reservations 

o,-er military installations or reservations over which the flight of aircraft 

is prohibited or R~1RICT.CD for the purposa of nation~l defense or for other 

governmental purposes arc ast~blishod by executive order of the President 

of tte United Stuucs, or by a State, Cammonv~alth, or Territory. 

-b. Responsibility of Commanding Officers.--The Canmk~ding officer 

of a military reservation, post, camp, station, or installation over which 
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an air space r~scrvo.tion hc.s been establishud is responsible for the 

sur~illance of ttw designated air space and for prompt report to The ~djutant 

~n)ral, t;~ough military chcnncls, of ~y illcgnl flight therein. 

59. l=!JS'l'RICTED i..R.BAS.--a.. Designr'ltion.--'Ihe COlllllk.'l.nding officer of R. 

rnilit~1( reservation, post, can~, station, or installation is respon~ible for 

tl1.0 d<lSigr1f.tion and proper safeguarding of Itr.STRIC'i"ED areas in his military. 

rcs~r~tion, post, cacp, station, or installation. If +ocal conditions 

dictntn, h'1 \":ill mark all ordinary ~ntr:mcos or t~pproach~Js to such areas 'With 

n si;&n randinc as fo::!..lmm: 

RF..S '!RIC TED AREJ~ 

It is unlc.T:i'lll to enter ·within this -------.--------------- l'lithout 
(Area, building, etc.) 

~ittcn permission of -------------------. 
(l.u thori ty) 

b. Procedure in Case of Violation. 

(1) The' commanding officer o~ a military reservation, post, 

ca~p, station, or installation will cause any person not 

subject to mili tnry lau v:ho entc~rs a RP.STRICTED area or 

building to be detained, lv.arned of his rights, and 

interrogated by proper authority. If it is a first offense 

aud there is no evidence of deliberate intent, the offender 

nK'l.Y be ~~rned against repetition and released upon the 

surr3nru:r of any unlawful photograph, sketch, picture, 

dr~~dng, map, or graphic represen~1.tion in his possession. 

Oth~r'ldse the offender lT.ill be dolit~rcd lv.ithout unnecessary 

delay to the nearest United States marshal l'rith a written 
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stat-:Jmont of tho facts, tho names and addresses o.f tho 

ldtpesscs, and such portin<-:_nt exhibits as may be a'W:.i~ble • 

(2) ,.J10n an investigation rovenls that a person not subject to 

militar;r la\1' has ontor12d such a R'SSTRICTED area or building, 

custody of the indi vidUc1.l not having been offr!ctod, the corp.-

JIUlllcling o:!'ficer vdU promptly forward in Vli'iting to the 

nearest United States district attorney n report of all 

tho facts, including tho nl"mcs and addresses of' th~ vli t-

nosses. 

(3) A report will be :;m.do through military channels to the 

cor.nnanding r;onornl of the army concerned of each case 

brought to tho attention of civil authority end will 

include a brief of' all tho ~acts nnd copies of all portin-

ont communications. 

60. H.ESE!~VED AF~lS; ESTI!.BLISHiJi'.JJT.--Areas reserved for milital"".r or 

nntional doi"onse purposes, admittance to vrhich is either P..L.STitiCTED or 

prohibitod, cru set ~part by oxccutiwJ order of tho President of the United 

Stt•tcs or by ord .. lr of tho S!!crctary of' tho Interior. 

G\.:ncral 

SECTIO~l VIII 

TROOP I iOVEliEUTS·, ~IIDPllDUt:!:_ ':'RJ. W.L, AND I!OVEr !EUT 

OF SUPPLIP.S 

Paragraph 

Clr.ssificntion rcquironmnts --------------------------------­
~ 

Dissm:dna.tion of ~for~•I:Ltion ---------------":"---------------- 63 

Rail andEotor ~ovomcnts ------------------------------------ 64 - , - ,. 
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In §taging LXCaS ---------------------------------------------- 6,$ - --"" , . 

EmbnrY"..ation 

uovoill.Cnt of '10sscls in J:.larbors -------------------------------- 67 

h~ sea -----------~---------------------------------~---------:::: -R1turns to ~ontincntal United Stutes --------------------------

!~v~oonts b7 ~ir ----------------~-------------------7---~-----

Th;ntor of operations in cantinontel United States------------
> - -

68 

69 

70 

71 

Hibhcr c~ssific~tion -------------~--------------------------- . 72 

Ruason for ~lassific~tion -----~----~---------------·----~----- 73 .. 
P~riods of peace or following tcr~inution of hostilities ------ 74 

~ ~ ~ - • 
61. GEHERl~L.--a. Applica.tion.--Thc provisions of E, bulovr and paragraphs 

63 to 74 i..'"lclusivo, -rdll apply during periods of hostilitiE:ls. 'l'he provisions 

of p:lrngr~'..ph 75 will n.pply during periods of pco.co or following tho termina-

tion of hostilitiGs and b~forc pcucc is formally declared. 

b. H.cs:t>onsibilit;r of Commanding Of.ficers.--Col'il!OO.nding officers of 

' 
units, roplacmncnts, ?r indiv:i..duals' affected by the prQ,"isions of this 

section aro responsible that such personnel ere instructed in those pro-

visions, o.d-lisc.d of their applicnbility, and \"Tamed of tho' danger involved 

in the di.sclosurc to unauthorized. persons of classified information concern-

ing troop movements or movcr.1emt of supplies. Uccessary. instructions lfill be 

given bbth at homo stc.tion :md staging c.rea prior to movement to a theater 

of operations. 

62 • CUSSIFIC'ATION REQUIP.K 'EJ'l'S .--a. Hovoment of Personnel or Supplies~ 

--Ini'orn...'1tion of movements of personnel or supplies vrill be classified, when 

appropriate, as SECRET, CQilli'IDEllTIAL, or P.F..S'IRICTED by, or by authority o:r, 
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nny officor a.uthorizc·d to rn..".k1 or authoriza SECRET classificntions under 

pnragreph ~- In order to insure proper and uniform classification, it is 

c3n"·nti{l.l t.hn.t docuncmts concerning movements be classified, lThon appropriate, 

in ::l.ccordn:1ce TTith t.I-J.co principles contained in this section. 

b. Troop r~ovom:mts or Travol of Replacmnonts to Theater of ()para-

tions .--ThP follouing olo:r.u:mts of infonn...ntion concerning traop movements or 

tr~:rol of ropl~!corents or indi viduels to a thontor of opsrations \\'i.ll normally . 
be clr~ssified ns indicated, except .::.s statad in paragraph 71: 

(1) SECRET,--Documonts Tihich contain any ono ·of the follovting -

elcr:LOnts, oithc•r directly or by implication, require a 

classification of S~CRET: 

(a) Oversea or intertheator destination in the clear, whe~ 

such dostinntion is an activo thaator of oparations Q~ 

a specific location \dthin an acti VQ or inactive 

theater of operations. 

(b) A spocific port of destination vr.ithin continental 

United States for return to continental United StateQ 

in trawl by wntc~r. 

(c) Date and time of dcpo.rture from a port o.r embarkatioll, 

a port of debarkation on route, a·port of aerial 

embarkation, or a port of aerial debarkation on route. 

(d) Route, nr~, or destination of ship or convoy. 

(e) Est~~tod time of arrival at an o~~rsea or interthoat~r 

• destination, or at ports or airports of debarkation 

en route. 
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(f). The ooaning of ~n assigned shipment :nw:1ber so far as 

it represents a specific oversea or intertheator 

4lt destination. 

(g) The oversea or intertheator destination raprosontod 

by a tenporary APO number. 

.. (h) Evonts en route involving enemy action • 

(2) COIIFIDEIJTIAL • .--DocUI:lOnts vlh.ich contain any of tho follov1ing 

clements will be classified CO!lFIDENTIA.L: 

(a) Inactive theater of operations as a destination, in tile 

clear, provided tho exact destination within the 

theater is not shavm. 

(b) Illformtion or description of unit mover.J.ents of 

nonoporatioTh~ significanco vdthin areas in or adjacent 

to active theaters of operations. 

(c) A list or tabu~~tion of two or more units combined with 

and included undor a single shipment number or other 

comparablo code designation. The cor.1bino.tion of a 

single unit with its oversea shipnont number and 

letter, or other c~arable codo designation, however, 

is RESTRICTED inforr.k~tion. 

(3) RESTRICTED .--Thu follow:i..ng types of information, or 

docu~3nts containing this information, oxcopt as indicated . 
in (1) and (2) above, will no~lly be· classif'ied RESTRICT-

4lt ED: 

(a) Orders, co~nications, reports, and other documents 
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concerning troop oovoccnts, oversea or do~~stic travel 

- -
of replacements, or oversea travel of individuals • 

• Hownvor, reports and cor.mnL~ications concGrning mavo-

monts need not be classified if tho cl.Et.ssified ale-

menta of information and unit dcsiglk~tions nr~ not 

included therein r.u1d refar~Jnce to the raovamcnt is r.m~ 

by shipl!lent nunbor o.nd letter (or othor COI:lpa.ra.blo 

codo .designation), by tunparary h?O nutiber, or by 

main llULibor. 

(b) Troop movements bot,rrocn inr.cti 'Wl th:.Jaters o!. opera-

tiona, betvrocn tho United States and inactive theaters 

of operation~ within i~ctive t~entors of op~ra.tions, 

and donestic troop cowt10nts ;li.thin continental 

United States, provided such movomonts arc not 

associated vdth further r.lOVOr:J.Ont to ~ activo theater· 

of operations. 

(c) Continental l!nited St..'\tos as a destination in the cle~, 

provided tho specific port of cbbc.rkc.1.tion in travel by 

vro. tor is not sho\m. 

c. Docostic 1r~vul uithin Contin~ntal United States.--Domostic 

trc. vel within continental United States of indi vidu.~ls llhich is not-

associated llith furthor·mov.Jmont to ll theater of opcrc.tions or t'd.th classified 

activities vlill not normally require classifica:Lion • 

• d. Hovomcnt of SuppJ.ios. 

(1) ;:.Ic,vof.lcnts of suppli-:Js and ilnpcdir.lCnt:~. vrhich nrc to 
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accor.JPany units, or arc destined for, or othcn:isc 

associated l1ith sp~cific units or specific troop movcr.~nts 

1rtill be governed by tho classification requirements sot 

forth 'in b above. 

IIov"ncnts of supplies llhich arc not associated l'dth specifip 

units or tr:>op I'lOvomonts: 

(a) I.Iovoncnts nill nor:r.L..'l.lly co:rry a coded destination 

symbol such as a shipping dosignatDr or ship~nt 

nur.tber. Docw;10nts covering such shipments which by 

inference or b,y literal rcfcronco compromise the 

lllCaning of th9 coded. dustination symbol will require 

a. clilssification ct least as high ns tho.t of tho 

:r.JCnning of such coded synbol. 

(b) J.Iovoncnts r.w.y be ruidi'.'lssod in tho clear to over sen 

destination when authorized by t..'la Secretary of the 

Arr.ry. This method of nddressing vdll not norcally 

bu used vrhon tho presence of !'lilitary installations 

such as ovorsca ports, combat airfields, harbor 

defenses, or s:i.r.lilc.r cstablishr.10nts vtill bo exposed 

thurcby. 

(c) \Jlcn a coded designation of specific shiproonts, 

projects, or lQcationa, such as a consignee combinatio~ 

is us.:3d in co:rabino.tion Td. th a coded destination syr:ibol, 

till! cvdod designation Tzill be classifi"'d .o.t loast as 

high as ~ ocaning of the coded destination symbol. 
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D.:Jcm.10nts and reports covering shipr.1onts un.y be 

uncl£:.ssi.t'iod uhore the• r.Y.mning, C'Jded d:~stina.tion 

synbols, coded shipnent designations, or other c~dod 

dat~ cove~ing tho ship~~nt are not rave~od or 

othorvdse compromised. 

of P~:rsonnol or Sup?lios ~y Hospital Ship.--Orders for 

supplies by hospit£:.1 ship vlill bo uncla.ssified if it 

orders accoup.".ny thu p.Jrsonne],. or supplies aboard the 

OF D~Jt.'i.'IOll.--...1.. All persons connected vdth the 

ceivc info~tion'conccrning movo~nts of personnel or 

e.ccordnnce vdth pc.ragraphs 64, 70, 71, end 72 are 

or to inform un~uthorized persons concerning the 

necessary t~ ~dvisn rolctivos or other persons of 

tho r.lili tary service tlill 

not disclose any v•~~~~~~w~2nforr.~tion. 

c. a.thoa.toJ;' of operations docs nl')t diminish tho 

n~coseity of classified elements of i~fo~tion concerning the 

r.l'>VOilcnt. After 'W!l, no infornation vlill be givon to unc.u~horizod 

dostinc.tions, or org~izations, na~s of vessels, 

cL.1.tC'. concerning C"'"'""'~''"', rout.:::s pursued, measures taken to a void attack, da.tq 

of arri~.l, nuribur ~~troops, or kind of cargoes 

carried. 

6.4. RJ.IL i~liD I 

pnrturc. of r(.il 

EO'~UIEUTS.--a.. &:ports concerning arrivnls and de­

nn1rinT' novmaonts \lithin the United St.::~.tas vmich for any 

reason transoittod to persons authorized to receive 
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sucil reports, 11nclassified, provided unit designations are not included ~~erein • .. 
b_. Y.!J.en rail or motor movements or travel of personnel are made 

prel:.rdna..ry- to movement to a theater of operations, cars, baggage, and 

ir.~ed~wnta ~ill not be marked in_ the clear to show oversea destination, date 

of .departure, name of ship, or other classified elements of information. In 

s...ch cases, impedimenta will be marked with the assigned shipment number and 

letter or other comparable code designation. The unit des:i,gnation will not brjt 

used as a :marking on impedimenta, although the col!lp~y letter or abbreviation. 

ma~r be used to identii"J the impedi!"'enta of each company or similar unit in the 

movement. 

65. Dl S'IAGII!G ARF'..AS.--a. Instructions will be given to all individualp 

concerned in the applicable security provisions of this section. 

b. Commanders of ports or aj_rports o.£ embarkation are authorized 

to restrict to prescribed limits all personnel under orders for .movement to a 

~1eater of operations for a period not to exceed 48 hours prior to departure( 

During tl1is period of restriction, communication vr.ith other military personn&l 

and civilians nk~Y be prevented or limited as may be considered necessary by 

the port or airport commander concerned. Special authority must be obtained 

f'rom the DepflTtment o:f the· Arnry (if in the Unit!)d Statca) or the theater 

commander (if overseas) for placing personnel in restriction more than 48 hoUfS 

prior to the expected suiling or departure date. 

66. EMBAHKA'i'IC1l'i.--a. 'i'roop movements will be made so far as practicable 

without attracti~g undue attention. Authority to use bands during embarkation 

of troops is lef~ to tha discretion of port commanders, where, in their 

opinion, tho playing of a band vr.ill not jeopardize tho socuri ty of tho move-

r:10nt. 
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b. 1~11 p. ~rsons not on official business tdll bo excluded from tho 

p:i.1rs nt r..ll tilil·':la • 

c. p .... rsonncl llll'\:r tl!ke cmaJ.erns vdthin tho limits of tho pier or 

ov0rs0as, suujcrct to thu restrictions imposed by the commander of tho port, 

ship, t."'l.eat•3r, or other area concerned. 

d. iiemb•Jrs of familius, relatives, or friends of personnel under 

o ... rorsco. movcuant or trnwl orders l'."ill not be nllov:-ed in the vicinity of piers 

on the d.c.1.~·· of sailing • 

6?. liCP!Elz.tiT OF 'VF'...SSELS I:Ll Jfi...t'.BORS.--iTessels loo.ded vdth pcnmnnel or 

supplies ·will be moved under cover of darlmoss wLenevor possible. 

68. iS SEA.--a.. liter sailing froiil the port of embarkation, the 

destinatipn 'Viill be disclosed to members of units, replacements, or individuals 

abo~urd ship only as nocessary for training or indoctrination en route. ~hen 

sucn in.f'on.J.ation is disclosed, personnel >d.ll be warned of the classification 

thereof. Pc.rticulr.r cr.re will be tllken to insure that this warning is gi vcn . 

all porsanncl who 1:1.re allovred ashore at intermediate stopping ·point.s. 

b. Evonts at sea concerning or resulting from encw action will be 

considered as SBCI~T informL~tion by all individuals concerned. 

69. ~TURHS TO COHTIUEHTAL UNITED S'.i'll'!'F..S.--Classification requiremonts 

arc tho same as those enurnornted in poragraphs 63 and 71. 

10. MOVEiiEilTS BY AIR.--n. Generally, the sa111e requirerents for water 

mov-cytcmts &.pply to n.ovo::-10nts by. air of units or subdivisions thcroof to a 

theater of opcrctions • 

b. In documents containing ini'orm.:'1-tion or travel. to a thoe.tor of 

oporc.tions by military aircra.ft of replacements, and individuals, as 

distLTlc;-uishl1d from units, tho inclusion' of the fol.lmving elements noi'ID£llly 
, . 
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Tlill ·roquire a .classific~tion of RESTR:::CTED only: 

(1) Ov~rsca or intorthoatcr geographical dcstinations,'unless 

tho prosonee of troops or particular military inst~ll~tions 

at such destinations is classified hir;hcr than R..~TRICTED. 

(2) Date and time of departure from port of aerial embarkation, 

or-~irports on route, subsequent to suf:h departure. 

(3) .Air rott;ta, unless th~ air route is cl.!:ssifiod higher than 

P..ES ~"RIC ~D. 

(4) Estim..~t;:;d time of arrival .:.t specific oversea interthoat::~r 
I 

destination or airports on route, subsequent to doparturo 

from port or ~erial cmbarKntion. 

(5) Ovorso~ or intcrth~~tcr destination represented by a 

temporary ii.PO numl?or. 

c. 'i'h::~ provisions of pc.ragraph 63 v.rill ~pply to information con..: 

cerninz tho ovcrs·=n trnvol of ropll!.couonts and individuals 11hon both air and 

wat~r tr~sportation arc employed. 

d. Orders ru.d allied papers for oversea trav.Jl by commercial cir-

cr&ft of roplacerents and individuals Ilk1.Y 'tA.l unclassified, even though thoy 

contc.:i.n ·3lomonts of inform..1.tion for 'ilhich a clc.~ssification of RESTRICTED is 

r~quirod by£ (1), (2), (3), nnd (4) above. 

e. All individuals invol ~rod in nir mo'V'Jmrmts, cornnunicnting from 

in~rm.!dint.:l sto;;>ping points, will r~fr.:..in ;from disclosing classified 

inform."'.tion • 

f. Op!lr~tionc.l :r.J.Ussagcs li.mi tod to inforn"'..tion concerning movom\lnts 

or ail'C:.Tc.ft in c. th-Jr:.t:lr or operations r.m.y be sent in thu clonr \:han :tuthorized 

by the th~r..t.cr cornL'IL.~ndor. 
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. 
g. Tht: sp.:.cific airport or_ dostinc:.tion nithin. contincnto.l United 

Stc.tos for r~turns to the United States by c.ir from thcat0rs of op.lrc.tion is 

71. ~"'i-~.T"LR m, OP~.'i."'ONS nr CO!l'i'INEllTAL U1iiTED STJ.'l'ES,--Th:l foregoing 

p<'.r:~gra.phs of this section c.rc basod on tho assl.1IIlption that theaters of 

op,;1•ntions uill bo locntoJd ovorsoa.s. Houovor, should an~r portion of contin-

ental United Stc.tus bcco:rJO a tho:~tor o£ op::!rations, tho provisions of the 

foreGoing paragr~~~s nuvurthcluss Tdll np~ly, subjoct to tho follm~g: 

a.. 'i'hJ portion so dusignntod vdll be treated as an novorsoa 

designation." 

b. ThrJ tarf.'IS 11continuntal United States" nnd 11Uni ted Statos" will 

refer onl:r to tho zan~.-' of interior ( seo. F"rl 100-5) • 

c. ',.'he tJ.ov-uFlonts or tr(".vol by rnil or r.J.otor from tho zone of 

intorior to th~ thua.tur of op.::lrntions, th~ security pro'dsions applicable to 

ports or omb."'..rkr,tioiJ. vdll nlso ~ppl;r to points in the zone of interior from 

,mien dir~lc.t r.to'\rom.:mt to th~~ thcctor ootli'IOncos, and tho pro~sions applicabl~ 

to tro.tor movement or travel uill apply to lond movement or travel. 

• 72. HIGHER C:U..SSIFICATIOll.--lL higher classification thP.n that indicated 

in this section nk~Y be assigned if the order, message, or other communication 

con~a.ins inforr.k~tion Ymich should bo protected by a higher classification. 

73. P..EiLSOil FCR CLi.SSIFIClLTIOl~ .--Vlhcnover c. classification higher than 

RESTRIC~;ID is assigned to ~ movoocnt ardor, the ranson f?r such higher 

clnssificl:.tion l-:ill norn1.lly be includod thoroin. J,.n o:xc"l.mplo of an oxplana-

tory pDrngraph is us follorts: 

':i:'ho follmri.ng SECR!::T. and CONFIDF.J•TTL'.L e+emcnts of infoz:!Ik'l.tion e.ro 
- - \ 

contc.in.:;d h.Jroin: SECR-::T equipront ~(par llc); 1 tabulntion of units 

,.....- - mwm~ITII~L I!lission ,{p;;;-2 an~;)·. All other elements of 
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this ardor arc RESTRICTED. 

74• PERIODS OJi' PI!:t.CE OR FOLID:lUG TEffiiDU~TI.ON OF HOSTILITIES.--a. • .t.ppli-

• catton.--Tho pro.·•.d.sions of this paragrc.ph nill apply only during periods other 

tl'l..c.n those of hostili tius • 

• 

b. ~~oiTW.l Soc uri ty Rcquiremnts. --InfoiT.If~ tion or docu."'Onts concern-

ing lJO"JtJr.IDnt of pt;rsoimol or supplins will norr.lll.lly be unclassified. 

c. Classification lt.cquirononts. 

(1) Eleucnts of infornw.tion (such as destination, l!lission, and 

other el~Jmonts >Jh.ich should be sa.f'cgu.nrdcd) concerning rn.ove:­

mcnts of pcrsonn~l or supplies, other than movomonts within 

ovorsm:. arena in vlhich United States i .. rmy forcos arc 

st.:'..tioned, Tr.i.ll bo classified SECRET, COI!l''IDEtfTIA.L, or 

P~~IC~!!m onlyhhen such cL~ssification is authorized by 

tho Dc;p!'.rt~nt of the l.rr.zy. Scp~ro.te instructions direct-

ing such cl~ssification ;dll be issued to the offices and 

personnel concerned. 

(2) CoDr.~mders of United States ~~my forces stationed in over-

sea areas ~c authorized to claseif.y clcoents of infornk~tion 

concerning L.lovmnent or p:Jrsoimcl or supplies vd. thin their 

rospectiv~ c.rcas. 

(3) Tho provisions of paragraphs 64, 65, 66, and 67 will apply 

to cl..'\ssificd mmrooent~s. 

(h) 'Vtllon.:v~Jr :l movomnt order is classified, the reason for such 

clnssificc.tion will no~lly bo included thJrcin. lUl 

oxanplo of an iJxpl:me.tory paragraph is ns follm·:s: 

Tho folla;dng classified olc~nts or infornation are --
contni...TJ.cd huroin. SBCRET equipnent ~nr 1~·~; COU.It'mErlTIAL 
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rdssion ~~--- y l . 
( ::tr. 1); .HJ'..STRICTED corisigne.-.l 

..,- ----
coi:lbination ,(pars 2,/ 

·-... ' 

• 
. I 

/ttnd ~); ~11 other e1enonts of this order aru unclassified, 

• 
10J 


