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PREFACE. 

'l1u~ matcrinl enntained in t-l1is pampltlet. furms the bosis of a 
CCltu'Se in Militnr)· Codr.s nne] (!jphl'l'S Jtin'n fl.t 'fhc Rignnl Seltnol, 
Cnmp .Alfred \'nil. X .• J., b~· Cn.pt. W. F. li'rit'clmnn, ~ig. 0. U. C., 
Cr)·ptunnl)·st in the omce nf t.]l(' ('hier ~i~nnl Oflicl'r. This course is 
intended to gh•e a hrief c•xpn~itinn of tho genernl ~uhject nf milit-ary 
eryptogr11phy, tn slum· huw tmcl \\·hy c:l•rtnin type£~ of er,,·ptc•gl·nms 
nr<' "~nh·t'd t>O rcondily. and tn pnint nut. nnd t'Xempli!y tlu! ,-nrious 
rult•s nnd precnutionR thnt slumlcl lle nh~t~rved in orcler t-h 11111 int.ain 
the' ~t,en~c!y uf our own cummunicntion,.;. ~o aU.t•mpt is made in this 
('.nurse to givCl inlltnwtiun in thl' nnal~·>~it= of the more cnmplc..~ types 
uf cl"yptu~-orrnms, imt!lntiiC'h Rl-l R lun~t'r }JC'rimlnf inst-ntclion mul study 
wnuld bt' necc:;sar~- ful" t~uch adnnwt'cl work tlum is u~nnlly aYnilnhle, 
hut it is hdic\·cd tlu\t the grauncl eO\'OI'l'd uud thl• mnt.erinl C'on
tninl'd hcrt-in nffurd n lirm gc:ncrnl fonnda1tiun fol' t]Ji iurt-her truining 
of ~hulents in Lh~ applit\utiun of tht• principle·~ nf C't~tnnnlysis to the 
m()rc eomplicnt.erl typl'" of C'r)·ptu~rnms ~·nd1 UP. wuulcl he l'ncnuntered 
in nn~- fuhtrl' l'ntcrgene~-. 
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P..:\.R'r 1.---TilJ~ ..:\.XALYSIS OF <'IPH.ER~. 

SKC"flOS I. 

PREr.IliiX"\nY UEFIXITIOXS .\Xll F.XPI.AX.\1'10N'::i. 
l".,ra:.-rat•h. 

Cr,ptograJ•by. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . • I 
TJJII!II oftr)'JIICII:fllnl~. •. .. .. • ..•...... •. •.. . . . • . .• • . •.• .•. ••• . . • .• . . . . . . .. . . . •.. . . . . . .. . . . •. . . • 2 
Endiilu.orln~: llml rn~udir.; . . . . . . . . • . . . . • . . . . . . . • • • • . . • . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . • :1 
Ene!Iohert'd t·rxll'. • • . . • . . . . . . . . . . . . . . . . . . . • . . • . . . . . . . . . • . . • • . . . . . . . . . . . . . . . . . . . . . • . • . . . . . . • . . . . . • • 4 
DeciJiberlDR llllcilll"l"lldlnl~... . . . • • . . . • . . . . . • • . . . • . • . • • . . . . . . . . . . . . . • . . . . . • . . . . . . . . . . . . • . . . • • :, 
CrJ"I)tanal)·t """.. • . • • • . . • . . . . • . . . . . • • . . . . . . • . • . . • . . . . . . . . . . . . . . . . . . . . . . . . . . . . • . . . . . . . . . . • R 

1. Oryptography.--('ryptn~rllphy i!-1 tho :>c-ic!nc•c whit·l• r.mhratces 
all tho motholls nnd deYict'S wltc1-eby au intclli~ihlc, wriHt'n mt>s,:;.ngc 
may he <~om·eJ"tcd into un unintc!lligihlc or st'c~t-et form. l11t' \\·urds 
of the originnl)lr:inh•lli~tiblc• mc·~snge c.·nnl'ltitutc the l'I.~AI~ Tl~XT; 
the cho.rnctors:of tho3,unintcllil!'iblo Cll' sec•t"('l.. fcU"m nf tlu"! mcAAngo 
constitute)ho CHYPTOGR"Uf. 

B. Types!of cryptograms.--Ct·,,·ptn~J'I\Ill:; ill't• of twn 111'11'(.' Ul'li:':::S 

distinct typos: (1) ( 'ipht'r m('r;l'it~. (2) c•nclc\ mc':·..:;tgt'~. 
A CIPHER mcssngt' is o. <.·t·~·ptogrnm whic·lt lut~ hl:'-l'll prndm·c.•ll hy 

applying o.:lllctholl ,,f cr~·ptupuphy tn the ;,ltfit·icl•m7 ,, ,,, rll or the 
pla.in text,~ tnka•n: eit-ber ,:;.ingly or in ~roup;: uf c·c.l!lStl\llt h•n:ttlt.1 

Practically en·~· a·ipl1en· mc.'l:l-sn~c is the rt'~ult. uf thl:' jui..nt nppli(•attion 
of two olemMts: {1) .A Gl~Nl'~n~u.~ SYSTEll ot·mctlwcl of ll"<•rttment 
which, unt'e llftrCC"!ll': upcm, is inntriulJle ur mu·bangin~ in uut-nre, 
and (2) n Rl'ECIFIC KEY, "·hil·h is ,·nriahlc nr rhan~rt>uhll' ut the 
will nf~the cort·cs.pondr.nt~, nnll t'unt.rnls OI' dl:'h~rminc.-s tbc e.xact 
steps to bl~ follnweclnndcr t-he genm·nl S)-stcm. 

A CODE mc~sa~ is n crypt-<,~nm whirh hus been prochtc<.-c:l hr tlle 
uso of n toil'· book t•onsi:!!ting of nrhitl·nl')' coml,inations u£ ll:'ltc~ or 
figurc!S to ho sub.""~t·ituted for the e.ntirt' wurcls. pbrnl!le~, uml st•ntcnccs, 
and smnctime:; inclh·icluallet tel'S or syllnhlcs, of thl:' plain tl:':xt . 

Although n cculr s~-str.m is in realit-y only n liil!hly ::;pl:'cinlizl'Cl fo1·m 
of o. part-iculaLr 1\iml of t•iphcr s~-stom, the principnl disti11ctiun between 
the two typ~ nf syAtems is that in ciphers one usuo.lly clonls '\'"ith 
tbo inclh·iclunJ letters. or definite groups of letters, taken os units, 
wheroaR in coclcs uno deals "ith entire "·ords, phrases, or o"cn "·hole 
sent.onrc~A tnkcm ns units. 'J"ho differences betw~ tl1o two s-:rt=tc.>ms 
aro quite mnrkecl. 

3. Enciphering and encoding.-The op('l"ation or p1-urc:aR uf c~nn
verting tho plnin text into its equiTalent <'ryptogrnphic text i" c·nJled 

1 TIK' ut~lr e~c.-1•!l••u tc•lbo jDJerul ruk> a• n'l!Bnl<IIIC uam:rm r.l lm!h"ldm:l J<ouco:-,. I• 11: 1i ,. <:l:l! cl 
llll' mor.· ''h·•~c·t.r "l:11u1r C'IJol•rr'' O.IIM.' l'IIIJ•Io,·•-d b)' tllr I•C'Cit'I"RJ .\m,,. llo•ll' wl:colo.- wcord' arc• lrr:ued 
BBilllihL :<I'I'J>.tlll. 
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ENCIPHERING if n cipher system is in'f'olnd, or 'J4~NCODING if 
a code system is involved. Titc text of the cryptograms thus 
produced is cnlled CIPHER TEX1' or CODE T'J4~X'l', rc.qpectively, 
as tho cnse may he. To ENCIPHER o. mes.qage is to apply some 
process of ENCIPHERMENT to it, whereby it is converted into a 
cipher. To EXCODE n. message is t.o apply the process of ENCODE
MEX1' to it, that is, to replace tho olC"monts of tho message by the 
arbitr11ry c.ombi.J.tn.tioDA of lett-ers or figures, wh.ic\h nrc termed CODE 
GROrJ>s, or ,-ery often in t.ho enso of combinations of lettol'l!, CODE 
WORDS. 

4. Enciphered code.-5omctimBi' the (\Ode groups of n code 
message undorgo a further process of encipherment, in which case 
the resulting cryptogram constitutes an ENCIPHERED CODE 
MESS.\.GE. This is used only under special circumstances "·here a 
high degree of secrel.'Y must be mn.intn.inel\, Ol' where tho code book 
employed is not itself kept secret. 

6. Deciphering and decoding.-The opcl"a.tion or process of 
reconn\rt.ing the text of 11 <:ryptogram into its equivalent plain 
text, wht'n this is nc('oruplished clircct.ly, in tho case of ciphers, by a 
knowledge of tho syKtem nnd the key employed, or, in the case of 
codes, by the posseMion of the code book used in producing the cryp
togram, i~ called DECIPHEJUXG in the cnse of a c.ipher message, 
and DECODIXG in tho e-ue of n. code JU.CHSage. Tho plain te.'tt 
thus product.~d is often co.lled the DECIPHER or DECODE, rcspoc
ti'f'oly, as the case may be. To DECIPHEU o. message is to apply 
the noccssnry proc.•ess of DECIPHERMEN'r to it, whereby it is 
rocom·erted into the plain te.'[t; to DECODE o. message is to apply 
the process of DECODEYENT to it, that is, to ropln.ce the code 
groups by the plain-text groups they represent by reference to the 
code book. It is obvious thn.t tho correspondents must possess 
identicnl copic.'S of the code book. In the case of an enciphered code 
message tho processes nf decipherment o.nd decodement must both 
be applied, usually in tho order giYon, ro.rely in the reverse order. 
For the sako of brevity the term REDUCTION is hero presented to 
apply to either decipherment or decodoment, or both, where no 
confusion is likely to nrise. To reduce a cryptogram is to produce 
the plain text, whether the cryptogram be a code message, or o. cipher 
message, or an enciphered code message, and it is implied that such 
reduction is accomplished directly o.nd quickly by means of o. knowl
edge of the system and tl1e key in the case of cipher messages, or 
the possession or the code book in the case of code messages. 

8. CryptaDalTf;ics.--Cryptanalytics is the name recently applied 
to the science which embraces o.ll tho principles, methods, and means 
employed in the ANALYSIS of cryptograms, that is, their reduction 
or solution without a knowledge of the system or the key, or the 
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poss8i!Sion of the code book, by a. detuilod study of the cryptogr11ms 
themsoh·es. CRYPT.AYALYSI:; is the nilllle n.ppliecl to tho stops 
performed in tho application of the principles oi crypttm.•llytics t-o 
cryptograms. A CRYPTANALYST is nn export in tho npplfttttion 
of the opora.tiollil or procossos in crypto.nalysis. 

The principal o.im in this po.mpluot i-; to subject- the moro r.c,mmon 
types of cipher systems to a. co.roful scrutin~-, to point out the cnso 
with which cortn.in types are o.no.lyzod, or the diflic•ulty ";t,h which 
other typos are solved, nnd thus to demonst-rnto hy infm·cnco some 
of the rensons for the nc.lopt.ion or rejoct.ion or ~ortarin ml'thuds of 
cryptography by the Signal CorpH. It should bo tmdersto()(l that 
tllis is but ILl1 elementary trel\tise on the subject, nnd tlutt only the 
most important phases of tho science c1m be rlenlt with in detllil in 
those fow pages. For further trontmcmt the bibliography given at 
the end should be con='ultod. 

SECTIOll' II. 

THE ELI~)lfo:X'r:o; lW AN ALPII.\lJlo~'J'Ic'AJ, LAXnt.":\ciB. 
l'um;:r.1pl1. 

Xature olthe Jo:agll~b l.mgnu!K'.............................. ......... ..... ....... ..... .. .. ... . . . ... 7 
l'rc!qtUGI'!y t:abl.el.. • • • • .. • .. • .. • .. .. .. • • ... • • .. .. • • .. .. .. • .. • • • • .. .. • • • • .. .. • • .. • • • • .. • • . . . • • • .. . • . II 
Sublllitutlm e:phl.'l'll...... ...... .... .. .. .. .. .... .. .. .. .. .. .. .. .. .... .. .. .. .... .. .. .... .. . . .... . . .. . II 
Tnw!op..:cloll eipm-r,....... ... .. . .. .. • • . • .. .. .. .. • . . .. • .. . . • • . .. . • • . • . .. • • .. . . • • . .. . .. .. .. . • . • . . . . • 1n 
I!UliSlitUiiiiD Rlld trllll:IJIMiiJCIIl ei.J!lll .. ~ l'IIDIP:Irt'CI................................................... 11 
11elhU!.l ot: clbllngulshln~t trsn.•pii:IIUc:n fr0111 ~nhstltullcllll'IJ•lu .. s..... ... .. . . ... • . • .. .. .. . • . • . . . . . .. 12 

7. Nature of the English language.-'rbe J~nglish lungungo is 
writt<".n by means of a set of 26 simple characters callad letters, which, 
to.kon togetlll'r and considered as o. Bt.qltf'nce of symbols, ccmst.ituto an 
alphtrbl't. Not nil written languages are of this nature. Tho Chinese 
language, for o:\:ample, is written by meo.ns of some 40,000 more or 
less complex characters, each representing one sonso of a word, and 
these words aro all monosyllables. The written langungos of the 
majority of ot.het• chilizod peoples of to-day are, however, alphabetical 
in construction, so that the principlt'S discussed herein will apply in 
genero.l to o.ll of them, v.ith such modifications only u are necessitated 
by the spocinl characteristics of the language concerned. We shall, 
therefore, only tl'eat of tho analysis of messages written in the 
English language, and leave to the discretion of tho individual stu
dent "·ho may bo interested in further work, practice in the analysis 
of cryptograms in other languages. 

8. Frequency tables.-(a) If a. tabulation, cn.lled a frerJ~Unt:g 
ta.ble, is made of the number of letters appearing in a fairly large vol
ume of ordinary English literary text, some interesting facts are dis
closed. Figure 1 is nn examplo of such a table compiled by Bitt 1 

from o. count of 10,000 letters taken from military orders and reports. 

I lll~l., JJeul. Cal. Padtw. .Jilanlll /tiiiU IIIIIIIUDs II/ Mill,_,. Cl,rilm. Army &n-Ice llehuoll J'nao 
Pen l-\'8DWarl.h, KGDB, 1918. 
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t'lllrRt: 1.-FroqUl'Dl'J" t:aHe fiii'IIDrllllll F.n11llsh tl'xt. 

Thr. follo\\ing nrc t.ho most important fo.cts discloscll by this table, 
whi<'.h l1as b<'en ntndo in tho form of a chart: 
(1) It showls a Y<'ry iJTl'gulnr nppeo.ranco duo t-o tlto fact that. some of 

t.lte l<'ttl."rs nrc usetl very frequently, others rarely. This giYos 
rise to tho }ll"eSl•nce of "·llat we sho.ll hercaftm· call t-rests and 
tro·!l!/11~; that is, points of high frequency o.nll low froltuency. 
Thl"sc Cl't'sts antl t-roughs occupy moro or lPSs definitely tixl"d 
positions in the <'hart, that is, their ~tpat·ic~l rtlafioi•H ure 
prcdctt"nninl."tl hy rircmustane8 to be discussorllo.t·er; further
more, their n•lnth·(l hl'ight.s and depths, thnt is, thl•ir lin.r-ar 
r.l'tt'll-Rinn~ O.l'll nl:;ll more or loss fixed, ns \muld bo found if a 
sintilnr Yolum(l of tc.~xt he nnalyzt"cl. 

(2) 1'ho ntost pl'oininl."nt crests arc marked by the lotttlrs Jo~, T, 0, A, 
N, I, R, S, nntl H; tho most prominent t-roughs aro 1uarked by 
the lett(ll'S J, K, Q, X 1 and Z. 

(3) Tho following nrc th(l proportions of ,·owcls and consonants to 
the tot.al numher of lctt-l."rs: 

Yo\\Tis A E I 0 U Y .•••.•••••• 
High-frequ«!ney consono.nts H N R S T 
lleclium-froq uc11cy consono.n t.s 

DLCMPFWGBV .••..•. 
Low-frequency consonants J K Q X: Z 

40.33% 
34.00l 

23. 811 
1. 77 

Totnl ....... -- .. -- ...... 100.00 

40.33% 

59.67% 

100.00 

• 

, 

.. 

• 
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(4) 'l'ht• l't'lnth·l' urdl'r of fn,qut"uc~- of nll tho ll'ttN'S i~ ns follows: 

E t·r·-... ,, I 66i L :r;:~ F lUi v 112 
T R5;j R 6:)1 u :.;n~ y 1\lt\ K i-t 
0 Xlli s 6•)•) c 2!)6 w li6 J ill 
A iiiS H 505 r.i :!SS G li-t X ·J-_, 
tl 6SG D 4112 p 2:!!i D 1-11 z li 

Q s 
{b) 'J'ho dnt-n ~iYl'n atbu\'O rt•pi"C'SI'nt-. of <'UUI'Sl'. the rt•lati,·o frc

IJ11l'n<'il'S fnund in n fnirly large Yulum.C' of h'XI; tht• fl'Ot(U''ncies \\"ill 

Yan·y SOllll'Whnt. \t"it.h the nnture of the tl'Xl cxnmiltC'Il. Fur C'xnmpll', 
tell•brrnpltic lt•xt, ber.nusc it gfln<'rnll~- omits ~m:h \\'lll'lls ns ';thl\," 
"tlut.t," C'tl:., nnd C'.mploys soutl'whnt l~ngl'r wnl'lls. shows slightly 
diffcn•nt- frocJU<'nci<'S, ns gh·on in t-hC' f,>llowing table lms<'tl upon a 
comu of 10,000 lcltl'J"S of ordinary tCill'~tl'nphic t·El..X"t, ~eh·cm b~· Hit t: 

E t:no R 677 H :iso y :!08 v l!i6 
0 8-:B s 656 u 3:!1 F :!1)5 K ~8 

A ~13 T 634 C :iOG G :!01 X 51 
N 71R D 417 M 2i:J ~'I 166 J ..J:! 
I 711 L 392 p 2-l:-1 B 1J9 Q :iS 

z 6 

Aliicle from thl' fn,qucmciC'S of the ll'Ul\rs T nnd H, t.hNe t.wo sets of 
fl'O<Jll<'lll'ies nl"t' }ll'nrt ically the snm.e. If similnr eounts he made of 
tll(' lt•U.c•l-s occurrin~ in ot-her l,otliC's of English tl'xt of tho same 
,-uhlm<' :ts those aboT"r, tho rt'lnth·r frl'qu<'nritos "·i11 bo fuuncl t-o ho 
prncticnll:r illl•nti<"-nl with tlwm. In i<hort, t.he frri(UC'nt•it•s tlist•losllrl 
by such:\ lar~tt' t•mmt llUl~· ht' rnnsiclt'J"t!tl to he tJw Atnlllhutl •'r normal 
fi"C'tt\wm·ic"H uf tJto lllUt•rs in thC! :En~lish l.mgunge; counts mnclo uf 
~marllc•1· n.lunu~ of tl•xt wHI tl•ntl tf, appruximnh• these nunnnl fl'l'
qm•nri<'l>.. nrHl tht• ~mnllc•r th<' Ynhmu•, tho lmn~r will hl' t-he• cle~ree of 
:tppro:;:imntio\11 t.o tlu~ nmmnl, until. in a very short Jll<'SSR~<', tho 
nnrmnl pt·uptwlinns mn~· nnt lu1hl ut. nll. It. i.z nth·isnhlt• that tho 
~t urlc•nt fix 11:i~ fn<'t firmly in mimi. for thC! soonC'r ht• l"t•nlize~ tht' truo 
nrtturt• uf fn•(tut•ncr tnhlt•!>. ntunC'Iy, th11t thc~r nr" JUM'C'l~- ~l-ntisticnl 
~~·ru•rnliznt inn~ t.hnt· will hulcl onl~· in lnrgll T"olu.nw11 uf tl'xt, nrul muy 
nut. C'nm he• npprn.-:-imntc•d in smoll vc,Jmnl'S of tt'xt, tlu~ mor(~ rnpid 
will hl' his p!"•lgl'l'lZi in l'r~·pt nnnlysi!ll, 

="r~ lt. h:w Jwc•n fuurul thnt tlu.• rti'e/"II!TC lt•ngth of rnt·~~ll~t'lt i:; npproxi
m:ttc•l.'· :!lllllt't tc•r:-. :•IHI thnt tht• prnp111·tiun~ of \"fl\'"C'l;;, hi~h-fl'l''!Ul•nc·r, 
1111;[ Jnw-Ct'•'•(U1"111T c·un:'nnunt~ cliJTc•r h~- nppl~'xi!:tnh•I:.· :i JWr <'t·nt 
:d:un· ,,,. lu•lo·,\·. frc•lll tlw nn1'1l11tl Jll"~'pnrtiunil ''" ~i\'C•n nhc•n•. It 
will he• :"!:n;·••:ri.·nt fui.' l!lll' jlli''Jm.zc•s tn l"t'duc·c.• th<' fi'('C(Uc•nc·ic•s for 
litN·nry nnd tl·l<·g-mphic· t.•xt to n lw . ..;i:; (lf ::!00 h·ltl'l'ZI tn flU·ilitatc 
•'•lmpnrio~tm \\"ith the ,,,·o•·ngc ll•ngth (ll l'iplwt· lllt'S-'ll~tt•s. '!'he bt•st 
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''"•lY to o:-.-hibit those clnta is in tho form o£ t\ gra.ph. ic .1i'U]Utncy table, 
t~lunm in Figurt•:i 2 nnd 3. 
16 A ~!/ "{JI "'i I 16 A ..... , ~·! Nil •N .. J"., , ,, I 1!'!- ,(1-. liN 

3 B ill 3 B II/ 
6 c ·'fl.! i 6 c l1IJ I 
S D .~ !II 8 D l'HI Ill 

~6 E X' .'i.f..' .~· ~;;.,: '1./..' I 26 E f1IJ l1IJ ;"H./ l1IJ l'f!J I 
4 F //// 4 F //// 
3 G II! 4 G Ill/ 

12 H .-:-m W./. // . 8 H l1IJ /II 
13 I .~ .'-I.( /;'; : 14 I ./'H./ l'H./ 1/1/ 
lJ/ 1JI 
2Kli 2K/I 
7 L !"H.! // 8 L ,1>fl../. II/ 
6 M .'fi...' i 6 M l1IJ I 

H ~l .'Yf..! ,':-!.:· i/1/ : H N l1IJ l1IJ 1/1/ 
16 o "i-;.! 'fl..! . "H.! . · ; 17 o l1/J /'H.I /'H.I II 
4 p //// ~ 5 p l1IJ 

Q 1 Q I 
13 R ~· 'HJ Ill . 14 R 1'HJ iHJ /Ill 
12 s ~! ·"H.! II · 13 s fHJ fHJ 1!1 
17 T ·'H..! N.l/ N.•t ,'I . 13 T Nl/ Nil Ill ·'' ·,1\. t:N ,/ liN 1/H 
6 u ,'/i../ I . 6 u I'HJ I 
2 v li 3 v /// 
3 ?I IIi 3 w /;'/ 

X 1 X I 
4 y /1// 4 y //// 

z z 
}'J~I:r.l! 2 •. ....,U,!.U ol2.llll.'lh:r$) lJI~'I'•II')' tl'llt, }'lGt'HB :J.-(BIL!bl ol :!flU lel.tenl) Tl':!:¥fllphlo tn.L 

9. Substitution ciphers.-The letter E is the most frequently 
used lett('.r in our ln.Jlb'1lftgC· A. little reflection will show that the 
chu.ru.cteristic of beiug the mo~t frequently m;ed letter in the English 
lll.Db"llllgC belon~ to tho lettel' E, not bocause of any special peculiarity 
inherent in the Rymlwl E, but because it is the chn.ru.cter which repre
sents the BtJll ml that. hnppens to lte the most f1·equently used in our 
lo.nguuge. The rllnson for this does not concern us; it probably in
,·uh·es tho YCl'Y fundnmcntt,l:s o.nd origin of tho lan.:,crunge itself. The 
cho.ruc·t('rist.ics of tltc other lcttcl":l or the o.lphllbet 8.8 regard frequency 
rest upon the saunc bal.Sis; ench one has its characteristic frequency, 
based upon the frccJucnc;v of the elementary sound it represents. It 
is rl~cognizcd, of cuurso, tho.t some of nw· letters represent more than 
one clcmt!ntn.ry sound, and this, it must be o.d.Jnitted, is one of the de
fect-s in our nlpho.bct, but for our purposes we need consider that oo.ch 
letter stnnds for but ono soutul. X ow, the apoken words of a la.ngu.age 
arc merely those combinntions and permutations of elementary 80Und.t 

----
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whi,•h h1tYt:' by long u~1tgt' bcc\mlo l'CI·ognizrd and 1Hlnptrd 11~ th1~ 
rep"!'l'!ilent.atiYc.'S of definite objects or idL•tts; the u·riflt;ll wurd~ nf nn 
alphnbetienllo.~"llugo nrc merely the r.ombinn.tion.~ t1111l P'~•·mutn.tiun~ 
of sitnplo aymbols which represent the clemrnt.nry suunclt~ vf whi,·h the 
worcls nrc composed. The symbols or letters we ltu n• tu-dn~· 111'1' t.hc 
results of u. long pC'.riod of c"\·olution, for the JUost pnrt· :-tm unktwl\·n. 
or lost in the haze of antiquity. Any other symbol~. su long as tlu• 
sounds whirh they l'Cpl'C1'5ent o.re understood by thn."'c I'OJ!l'l'rued, will 
Sel'T"C' tho Sl\1118 purpose. Thus, for example, if WC WC\'C tamght from 
early childhood that the symbols $, *, and (!! rcprcsunt the sound!~ 
"As,'' "Bee," n.nd "See," respecth·ely, t-he contbinntiun (11$* wuuld 
still be pl'onounced "C.AB," and would, of course, hun~ mm1~tly t.l1C' 
same meaning a.s before. Or let us suppose thllt twu pcn;ont; lun·c 
agreed to change the sound voluc or the letters E, F, o.nd G, 11nd n.fte•· 
long practice have become accustomed to pronouncin~ them ns 11 .A~-." 
"Bee," and " See," respectively. 1."hey would tlu•n =>a~e n•1thin~ 
strange in the foot that they pronounce the combinnti•m GBJ:." lllil "'l' 

do "CAB," but to us u.nd to others not P•~rty to their ~~~·ecments 
"GEF" constitutes cipl1er. 1.'hc combination of sounds (!ltll"ed for by 
this combin.e.tion of syJ.nbols is perfectly intelligible to the t\\·o who 
l1ave adopted the new sound vtllues for those symbols, 11nd therefore 
pronounce GEF as "C.A.B," but is unintelligible to us who arc re1uling 
it on our own and long-cstn.blished sound vulue bllSis, nml t.lu~refnre 
pronounce it as "GEF." We would say tha.t there is no surh Wllrd 
a.s "GEF," by which we mea.n merely thut this particul11r ~~nmbino.
tion of sounds has not boon adopted by convention tn represent o. 
thing or a.n idea. in our l.a.ngunge. 1.'hus l\"e seo that in order for the 
written "·ords of o. language t.o be intelligible to all who speak tho.t 
lauguago, the sound values of the lPttera or symbols used must. be 
univers~lly understood and agreed upon. Tlw simplc.st method of 
establishing o.ud maintaining the equivolen1\r of tht'l sounds and 
symbols w to give ench symbol a more Ol' less definit-e snund \·aLlUl' 

and then fi..~ tho order of tho symbols. This is what our u.lpho.bct 
renlly docs, and when it is ta.ught us we learn three things: First. tlu~ 
nwnber of symbols or letters; secondly, tht'ir sound Ynluc.s; u.nd, 
thirdly, their normal order. H we now rcplar.c the let t-ct-s of nny 
plain-text mt>ssage by other letters whnse sc>nnll values nt·c dilfC"rc•nt 
from those of the origino.llett-crs, we have a type of t•rypto~r:Uil cu.ll,~d 
a BUlJRtitut.ion cip"Mr. We :mo.y replace single lette1-s or l'lllnhilmtinns 
of letters by various other characters, signs, numbers, or cuJubimt
tions of them, o.nd these would olso constitute substitution ciphers. 
A generol definition is therefore as follows: 

.A Bubatit11tion cip.,. is a ayptogra.m in w7tic1t. tlee origim1l letters of 
the plain tezt, talcen eU7&er Bingly or in fP'OUps of consfflnt le"!lt/,, lw.'H 
been repl4ced by oiJt.u lstterB, figures, Bi.gns, or combinrtfumR of tl1etn1 in 
a.ccorclaru:e with a definite rysum and 1.:q . 

-~~-------·--- ~---- ------
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10. Transposition ciphet"s.· .Jr, h,.,,.,.,., .•.. "n ··mpl:.y tlu· j,., ,,.,.,~ 
nf thl' nlpluihc•i with lh••il· c•.clll\"l'lllie•anl :-111111111 \"nine•,; ;il e•••mhiu;cliuu . .; 
\Y"hi•·h luwe• nut 1)('(\ll ··~Lahli:du·1l h~· 1'1111\"t•nt ioil :ts I'I'PI'I•..:I'Ill :tl h·c• . ..: ,,r 
lhiiiJ!S Ill' ic(c•n..:. We' l1:!1li!l hll\"1' 1•iphC'l', hut nf ll dj(fc•J'I'IIt 1,\"(W. J,"nl' 

cx.nmpll•. i{ \\"1' 1 nkl· lht• ll'th•l':-1 B. 0. :mel y ot' llu• \\"IIJ'cl nor ~c:ul 
rl'l\l'l'llllJ!I' lltl'lll tal rn!'lll til\' :-ll''flll'llf'l' YOIJ. tlu~ t•umhi•1utiu11 j,.; lllliii
[C!Ji~jhlt• l11 11-l, h.•l':lll:-1!' t)ll' p:ll'tic·Ul:t!' ;;('IJih'lll'l' nf :O:IIIllll(:-1 ('U!it•IJ rill' 

h.\' t hi~ :-lt'CJ\lt•l\1'1' 11f s~·mhnls h:1..: nut. ht•c•n c•:o:\.:thli:o:lwtl u..; l"t'Jil't•.,c•H I in;.: 
:\ thin)! n:· 1111 ith''' ia om· hm~-:u:tgl'. lt i:o~ •·iphl'l', nut. hl•t•:tust~ \\"1' lun··· 
<·lum~-:etl tht• t~muul \":tim• n{ tht• lc•UC'l':-1, hut lwc•au:u• we! IHI\'1' nltt·rt•cl 
the :ll'l'lllll!l'llU'Ilt nf thl' lc•th•l's, thut i:-~. thc~it• l't•lntiv«.' cu-clc•J'. This 
t~'Jl<l nf t'l'_\"()1111-!rllm i:o~ l~llUl'd :l 11'11:1.'1/NRilitm 1·ipllt"l' u111l i...: cldim•ll 11!:0 

follow:~: 
..:1 ft'tiiiHJitNit ;,,, f i p/cel' iH II 1'1'!/JI(IJ!JI'fl Ill iII !I'll :a, f/ff· llt'i!ti 1111/ {t·fft"f''l 1~{ 

Ill-« pl.till fe.rtlan·e llcf'rtl!ll'ttll ,.,.,,.,.,.,III!Jttcl•ll'l'tlrtlill!l ''' '' dtJinitt· H!/~11'111 
a-lltll..-ry. 

11. Substitution and transposition ciphers compared.--
1'ho furuh~nh•ntnl cliffct•t•m·r. hctWl'l\ll !11Uht1lit u tinn :uul lt'Ull.KJlnsit.inn 
motlu11l~ is th11t in th'-' ful'Jnl•r tl1o normnlut· c·un,·l'nticmnl ,·ulut•~o~ uf tlw 
lctt-N'!Wf lht,plnin h'xt ttrl' l•h•tn:.tl'd, wit-huut unyc·lum~t· in tho t't•i.tth·p. 
positinnM nf thl' ll•U-I't~ in tht'it· originnl Sl'CJUt'nl·c'l4, \"\'"hcr't'll~ in t.ht• h\t
tor nul,\-" tht• l't•lutin• 1•usitium1 uf tho lt•ttt•t-s 11£ thn pl:tin t.oxt in thr 
originnl 141!1"Jllt'UI'I':i am~ rhnn~ocl. \\·it.hnut n.n~· l'lU\n~u in tho l"onvon
tionnl \•n)Ut!S of tho lctlt~N. .Bvl'ry tlip]u•r fn.llt' into OllO nf these 
two prinllipnl dns!U!~, nml sinm~ the uwt-hou of onC"iphm·ntcut is rndi
mill.y dificnmt in th<l two cnst~K, tho prinr.iplo.o; in ,·olvcu in tho nnuly=:;is 
Of SUb~tit,utinn dphOI'S li.I'O {uru)l\mNlhtlly difrc•t'l•nt ft,IID f hnsC Of 
tmr~~:~posit.inn dphcr'll. 

11. Method of distinguishing transposition from substitu
tion ciphers.-'rhr fil"St l'l<lp in the aLnnl~·sis uf aL ciphl'l' i:-~, thcr·t!fm'l.•, 
tn tlotcnuinc tho ch\Ss to which it holonJtS. Cryptograms cnmposcd 
of symbnls, chnrnctcl'l;, fi~urotJ, and tho like nrc P•'ttmtly suhstitut.iun 
ciphers, 1mcl hence no further ox:tminntion is m•ccsstn·y to •lut-cl'Dlino 
tho c]n!ll<~ to which thoy ht!long. Cryptograms composc'd exclusively of 
totters. amtl these ful"lll tho grcnt m.tl.jority, n.ro suhjllcted to n count uf 
the tutnl rmmht.lr ,,r lott·m~, tho numhcr of vowels, high-f1·ecJucncy 
ccmsono.ntl4, nnd low-fn,quoney conKnmmtR. U thu pl'J"c~cmtng«.'s 
found n~-:rcc within ,; pl'l' cent o.hnvc 01' hc•luw the ncU'Jnnl, :1:-~ Jeh·cn till 

pllf...'" I, tho crypLugrnm is dnl'f.o;cd ns n tJ·nnspnsitiun ciph1'J"i if tltc•sc! 
pcrc«.'nl-lt;t•·~ llilf1•r from tlu' nnnunl h.v murc tham 5 pt~l· Cl'nt, th<'lt it is 
cla.ssl'll aR 1L suhstitntion cipher. 

'rho rm1"'"' whr Lhla ~lrlll•l•• dl!horminn~lrm Ia l"lll.•lhl\· Nlllll•lal hl• "'"·;.,..,, l'il:"' ·n :o 1 r::n~l·•o<i
tlnn a•lloha•r l.hunrl:llnnl Mtc•rs <I( lhu pl·lir1 h·~l h.n •• ni•'TI•l;" Jq••• n.:mmro•l. will:o•u :ony •·111.1'••· 
\\•iJ1.t:1 Jl1\"1•r lll lh11 ~~~Jiif•: Ill' l"fMl\'1111tinD:I1 \':1,1111":1 nf t.fn• h•llt•I'1C ~h••III'CI•(\'t'fl, lh1• 111•1'il•l'r:l ur \ ll\\"l'i.ol1 
hl~!h·Fra, ilh•ll••) :nul h•\\•-l'rn·tm!lnoy •"~•nsmtunls rt·lmlin •·· .u·fl~· lh•• t=;:JIIr• !n rlr• •·r.\ f·''•J·~•·•a u: .11 u,. 
''I IIi¥' dt••tt t•l·tl~r l~t"C.l hh·."'~'~··· "llhllhnr••f•N"t.! llu•ir urnp•rrlit•n:c n•mainlh•·rt.·nu~·. .\:" h:a)t. h,·.•n 1a::h•d 
ill Jt•tr:U1""1)1h .. I''• ill I\11 .... M lJ!'•-tC 0( ;l\ f•r:l.!'lt J•:n·•lh. tho•.oll• hl"ll!l-lrfl11114 \\ jfl 11:11•.:"1•: ;; 1"1 I" "!IJ1:11 •' ! It 
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t'tln\, "'"""e n• holnw, wl~h the nnr•n·•l IIRIJ•nrLinna rnr t:11:t:IIMII 11h1in h!'ll:~. ltl!lllllllllnj: ~OBI\"o•no•l)o", 
who'll Lho• Jlnlpnrtlons or \"ml"l'l~. hlll"h·ln• :nl'lll")" an•l lnw·fn.•lllo'lll')" rmannnniR in n rr,·J•hl!mlm 
o:m~~~ within r•1•• t'ML with tho nom111l,IL lollnwR that lhl.'lll• clc•mt'llll aru J•n'llellt In thc•J•fUJII'I" nnnl
'"'~'~~ to lnnn pl11ln fi•:.:I,IUUJI.hl'nol'lllt' lht•I'I")"IIIIIJ,'f"J.IIIIH Ill hr I"IUMI'fl 111111 lrnnRJIQIIlliiiii'IJihl'l". On 
thn oLhnr h:IIUI, ~1111'11111 11 Rllhll\llullnn I'IJihl'l" lh1• nriRirlllllelh'rll nil he Jllnln II'XI hll\"1' brt!IIIIUIIIIti· 
CIILI'•l ;&Ill 'Ill C Lhn:u:oclvu.l, bl~b·lru tiiM~)"IuL&omi holllll r'OIIInl'I•J hy lt•lll'l"l ol normolb•lmr-rnotUI!III')'1 
\"IIWI~I lor I'OII~IHUUILII, nnrl HU 101, tho• numho""' Ill \"OWl~~. 11111"11·11'1'11111111')" 01111 hnll"·ln<,I:I'IIC")" 1,01• 
111111"111111 In Um n•nltl~ rr)"l•lltKrnm will Ullllollb" ht' nllll"ko~IIY dllll'l'\'nt lmm 1111'11" nnntl"''" In Ill 
l'llllh"IIIIID.L plo&lll·le.xt 11\I"'".I.JI•'• 111111 lho•rel'l1n• thnlr l•fiiiiOI"tlmll will no IOIIJR•I" 11#1!11 l'\"1'11 III'IIMIXI• 
rnltt'l,\" wilh lht• I•I'UJinrtlcmH round In rmrrm1l 11111in to•,l. \~:~lin n•llllllliiiR ~1111\"1'1111•1)", wlll'n tho 
JII"·IIIOrtlon• nl \"OWIIIJ, hl·~h·ln! 111nn••Y 1uullnw-rru 111•'11")" ••mann1nls In :& o'I")"Jilnrmun oln nrll 11'11'111 
Witbln .i lie:" ~nL with llro n•ll"lll &1, iL l'oi!IO\\"H lbo&l tlii"C o!lniiii'DIH 11n• Dol I•I'I'RPIIL In lhl' I1MII11'1" nnml~ 
u rar II .••• :nt.:"CI, :&"Ill til ·~··'•11'1! '"" rrn•tncrmiiH Ln ha Plwbl.di&IIIU'IhllllttiLinn PIJ•hcr. I"HIIIIII)' 
th11 prurmrlinnt in "suhsmn~iunc!IJihPr an• '"'"'" dlllen'll~ rrmu Lhr IIIJI'IIU&I. llt'r:~Minn:IIIY m1r mil)" 
mmunl.rlr n l'i)Jbl'l" whll'b hMIII:l'IIWrlltL'II hy lnh'll-hnn~:inll M h'111 nr nt'J'I'DXiJmJIPiy Nlmilnr nc11"111111. 
Crc liii'IIPio~, \"DWC·I~ (Ill" \"OWo•l~, Rlld 1'1111IIIIII!UIIM lnr ("IIIJHIIIIIIIIIM, I hUH )"lc•ldillll U t"I")"JIIIIJinull Rh·ing 
a'I:Lorn"\lln•liraLiO!III nr ll11inll'" triUIIIpORillcKJ rlph..'l", ln1t whlrh i& J\'1111)" '' auhotilulll!ll rl1•hrr. A 
rhiiOII!.IIrl)• DIIIIO 11U'I!I"ll(t•lllcii1Jr lhi'IIUI'II IIIIK• llilll'll"*lll hllc•r 'll"ill ... lllll MhiiW I he l"llliiii)"IIIHOiilllpll! 
lldllbtcll"l"ll~'l!. 

We shall J>roceed first to study the most common types of sub
stitution mrthodB, 8fLcr whic:h tr8n!lpodit.ion methods will be taken 
up, 8ncl thl'n o. bri~f sUl'\"ey or eoclo s~-stcms will be gin~n. 

1'\F:I!I'lOX tl (. 

KINll!-1 cW AT.PHAnit:T:-1. 
I'IIRIIII'aJib. 

DatiJildanB................ .. . .. .. .. .. .. .. .. .. . .. . . .. .. .. .. . .. .. . .. .. .. .. .. . .. .. .. .. .. .. I:\ 
Nornml o.lpbalx•t....... .. .. . .. .. .. .. .. . . . .. . .. .. .. .. .. .. .. .. .. .. .. .. . .. .. .. .. .. .. .. .. .. .. .. .. .. .. II 
ClpliOI" o.lphal11•1~......... .. .. .. .. . .. .. .. .. .. .. . .. .. .. .. .. .. .. .. .. .. .. .. .. .. . .. .. .. .. .. . .. . 15 
lltand'lrdalpb:lllt'l~.................. ........... .. .......................... ............ ... l:io 
lllxodiLiphu.IJCW.............................. .. .............. ............................... ... lfob 
Roc.~lii'IIIW ;llt•lulhuLR..... .... .... .. .. .. .. .. .. .. .. .. .. .. .. .. . .. .. .. .. .. .. . .. .. .. .. . .. .. . .. • ll;e 
EDt'lpbarlng u.ud darlllllllrill!r alpb:&lll!bl..... . .. .. . . .. .. . . .. .. .. .. .. .. .. .. .... .. .... .. .. .. .. • .. • 15d 

13. Defl.nitions.---BII-11'•1 npnn llll untlc•I'SIIInding ur llll' rcm•gning 
principleK. n fl'w dc•linitinn,.; will nnw- hr gh·l'n. 

An fllph-·,1,,., i:o~ 1111 nrhitrm·il,\y tlrl"8ll~l~d I'I('([UNJ(',(\ ur t•ltlllll'llt.ary 
SOUllllB to whic•h 811 arhitrnriJy nrrnngrtl Kl'lllll'IWC' or Kymhn}K b8l' hl'l'D 
appJie•tl. ~~\'t'r.V" 8lphtLhl't (',nn~i~t~, t-hrrefor~. o£ f.WU pn.rf.tl nr t•nm
ptn~t"nfR: (1.1 .\ St!llUCDCO of KOUJU)q nnrJ i2l n !lt'f[Ut\Drt\ of !ol~·rnhnJ~. 

14. Normal alphabet.-'rtu~ "''r11J.t.1l rtl71hflfJff for 811,\" lan~u8gc' is 
nnr. in whirh the• t."·o onmpnnrnt$ nf t.hr nlphnht!f 8n.> thr cnnvt•n
tinn8l ~'''flll'ltCPi. 'l'he norm8l 81phuhrt!1 nf tht• cliiTl'rt"nt lnn~un~eF 
var~· somnwhnt Rli l'l'garcl:t tlac nnmht'r of l"ll'mrntnr~· snmu1K and tlal"ir 
arrnll!tCnll'!llt. in t-ho nurmul Kt'IJUI:'DI'l': nur nlphnhr.t hnK 26. thr 1-'rt·m~h 
25, the [t.nli8n 21, thl' .\ra1.hic 2!-(, etc. 

16. Cipher alphabets.-A r.iJI/ur rtfpl1•tl•rf. ur. ns il ia~ Kllltll'timt·~ 
Cllllc•cJ, ll HlliJNfifltfirJII rl/plUlbtf, iR OJ\(' ill whic1}L tJu•c•JrlllC'J\ItiJ'~'tll'lllpJut
hrtin Klllllltll'l urc1 rc•prc•Sl'nh•d bJ• rhnrm~tt•rs nlhrr tlum tlulfll' rc•pJ't•st•nt
iiJ~! tht•m in the• nnrmnl n.lphnhc•t. 'l'hl•Ar c·h•artwfc•rs mny he• lc•llrr~. 
liA"lii'I'S, l'li;!ns. symhul11, or C!Olllllinntinnto~ nf tbc•m. l~xt•t•pt in lltr 
mnRt nmntt•uriRb cTyptnJ.,'l'lllllS. ~~·mhnl nr siJ..I'Jl r•iphrl'K ttrc• Jll!\"1'1' 

t•nt•nmah•re•d hrl~tllli:M.\ K\ll~b c•.ipbl'l'l\ cln nut lt•Iul tht•lllKc•l·.-e•~t tu lt•lt•
~r,aphic· trullKIIliKMiou. 'I'Iu• J.,l']'('llt mujm·it,\· uf c·iph.rl'l'l un• c•nmpmu.•cl 

-l~:i-li- :!·1 ---~ 
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of lt•ftt•rt~, though number t\iphcrs nn~ fl'l'ctuc•utlJ c•Juamnh,rod. It 
will ht' e\Oll\"t'nit'nt to clmti,.,rJU11r tlutl c·ompunrnt nf tt t~iplu!r u.lpluahet 
wllidt clnlltcit~fr~ nf tllo llt'eturnc\C nf t~uunds Uu! pl11i1t c·umprnuut, und 
the Cllll1JlUlll'llt Whic•h e'UllMi:dK of lht' ISI''!Ul'lU'l' nf HymhnJM. fhl'! tiplu·r 
cMnzmuud. In \\Tiling u t•it,hc•r ulphuhc•l. if the pluin e·umr)(lm•nt is 
omittrd, the• lnftt'r is un<lrn;fnnd tn he• tht' nm·nutl HlllfUt'lU'l'. Jt will 
be tlum·c•nicnl tu inclic·utr lc•tft•J"t; of t ht! pluin cuJU))OJlo.ut, ur the pluin 
tc•xt, h.r tntfrixin~ thr suhlc!ttrr '· p .. to thom: Jet.tr.~ nf tile• e·ipht'r 
c~ompum•nt . m· I he dpher h•xf, hy 1:mffixiug the sublcttcr '· c" to tlu•m. 
1'hu~. if \\"e' \vrih• ...\p = Qr. it mc•nnt~ I hu.t pJn.in-hlXt )p.f.t rr _ \ iR rt'p
rt'lll'Jlh•cl h~· cipher lt'ltt•r Q, ur vie!O \"t•rsu., Q of tile e1ipher rt!pl'Cm•nfs 
A nf tile! J»>uin ft•xt. Thiz; will u\·oid n.llumbiJcuity in n,fcrence. 

loa. Standard alphabets.· -A~ J"C•gn.l'cll!l till' IU"I"11111'e'III('Jit nr the 
lrttc·~ nf thr ciphrr e•umpnnc•nt, c!iplu•r ulpluthctR nn• nf two kinds: 
(1 l The• :;e•c,uc•Ju·r uf lt•ltl'l'S iu tht' dpller cumpmtt•nl mu,\· hL• tht' 1111111e 
au1 the• lltJrmuJ,;c•cttll'lll\l' c•xc•rpf thut C11} the ""ltnlr Kequc•JU't' hns hrc•n 
tihiftl'll I tn :!li le•ttc•rs, ur l.b> the• t~c•qm•ne!l' proc·t'ecls in tho ft!\"l'I'I'IC!d 
dil·c•c·t ion l'•·nm t l1r nnrmnl, nnd mny or mu~· nut hr ~o~hiftt'd: m· 1 ~) the 
:o~C'cpll'lu·c• nf lc•t h•r~~ IIIII,\" he• atltrred from tbt' nonuu..l. AI phtLhc•ts of 
t.hc• fil'lll t~·pr 111''' hc•I"C' clrt~ij..'llllh•cl :Ui Hlfllllltlrtl r.i.plur t~lplmbctH; tho 
Kc•c·nncl I ypc. 111i.rt rl ci plu r alplwbrts. In tlm furmt'r t.ype, if the 
secJUt'Ju•c• Jll'C•c\c•c·d:; in lhc• II:Unt' direc:tion ns the normul lin l~nglish, 
from lt•ft. tn ri~ht) ""'' haL\"e n clirrct slumlrml t~lplwbr·t; if the Kl'lJUP.nce 
prc;C'c•c•clll in t he• nppnt~ih! clil'C'c't inn frnm the normul Wl' }un-o a rtw-rsed 
Rtmulm-d fllp/mllff. 

HitwC' nur nlpluLhl't cnnt uins 21i cl.lc!llll'nhu·y Hounds, it is pussihle to 
apply t he• tJc~I(Ul'llCl' uf sym buls to tile se•cJUl'lU:l\ nf HOunds at 26 dif
ferent puinlK nf c:oilu\idcncr, eawh yit'lding 11. clifrt'reut set of \"nlucs 
fnr I he soundtJ. If botb scc1 uenctlal Jll'CJC'c•c•tl in t.hc saLmo direction, 
tlu•n one~ of thrse points of coinl'.idCJlC'.t' com•Kponds, of c!ourso, to the 
normul, auul tho result is tho normul nlpluLhet, hut till\ ntlu•r 25 
points uf C\IIUWidc•m·c will aLII yield difTt'n!lll. clil'Oc:t standu.nlulphu.bets. 
'fho following is nne of the series of such alphabets: 

PltLin-A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
Ciphm"-V W X Y Z A B C D E F G H I J K L M N 0 P Q R S T U 

If the' 1 wn KI'CJUt'JWc~K proclt'ed in oppoMifl' dirt•ctiont~, then we can 
apply them to cal:lt other ILt 20 difr,,n,nt poilttK of l\Oitwiclt'uco, euch 
yiolding different re\·ersed sto.ndurd alphabets. 'fhe fullowuag i11 ono 
of tho 86l'ies of such alphabets: 

Plu.in-A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
Cipher-! H G F E D C B A Z Y X W V U T S R Q P 0 N M L K J 

llib. KfDd. alphabeta.-:Mixed o.lpha.het.s ma.y be or two kinds: 
(l} Systern.atitAlly mked, or (2) rct;ndom mized. 'flm n1ixiug of the 

• 
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lettN'B in the former kind is done according to some system which 
permits of reconstructing tho olpltabct. •~t. wiU. 'l''ho purpose of this 
is to ob,io.te the nm~essity of catrrying writ.t.('.Jl olpho.bots on t.bn person 
aJUl thus n"lucr.s the chances of loBS or capture. Tho number of 
systmns of mixing tile lot.tt'l"B is nn.turolly vf.':ry great, n.nd we shall 
later illust-rn.to a few o:C tho most :Croquontly encountered methods. 

In a ramdum-mixcd n.lplULbot tho mixing is clcmo absolutely ho.p
haLZn.rd, by dru.win~t thn lnttci'K out. of n. ho.t, or some such method 
whereby tho la~WII of ('.h.IUlCC CUJl operate t.o produce 11. t.Jmrough dis
ILlTI.LilgNllOllt. Sut'Jl nlpha1.bots are safer from a crypt-ographic point 
of view becn.uso they atfford no c:lues wit-h regard to tho probable 
posit-inns nr any lott.nrs, givc•n tho positions of 11. few of them, 11.8 is 
tho euse in systomaticailly mixed nlpho.bots. Their chief diso.dvn.ntage 
is that they must ho rcdm~d to writing, since they CIUl not. be rccon
strUt:tecl at will from au1 nllBily remembered word or phruso. 'fhe 
follo\\ing is n.n cxrunple of o. rn.ndurn-mixcd alphabet: 

Plo.iu-A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
Ciphor---R HE Q C W M A V N S G L BUY F K D Z 0 X T I P J 

lie. Reciprocal alphabeta.-A 'l't'ciproettl rtltlllabft is one in 
which all tho va.lu~ in the n.lphatbot a.ro reciproco.l in pal.irs. For 
6.-'I:ILDlplo, .Ap~ .. Qa u.nd Qp=.Aa constitute o. po.ir of rcciprocol values. 
When this relation exists throughout the dplwr a~plmbot tho latter 
it~ tf.'rmcd o. rcc:iprocttl "lplu~bet. Tlmy at.ro invnrill.bly produced when 
t.hu twn C!UlllJlnll('Jlts nn' similur KCC(UCllC~CR hut prclC!f.'.t.'cl in opposite 
dircctinnM. 'l'hl' t•xnmplc of •~ lC\'CI'KCCl Ktnmlnrcl aLlpiULbet above is 
aLIKu aut c•xnmplc! nf 11. rc•c•iprc1c:nl ulpJULbct. O:Ctc•n hvn ur three pn.irs 
of values uru found tu ho rcdprocws ill tLll otlwrwit~c nuiU't•ciprocal 
nlplmhl!l: in stwh C!llMC!!I tho n'c!iprclclaLlM t~rc mc•J"l•ly cluu to cl.hance. 
Cnmp(c,tr. n!('iprc1c:aLl ulpluthc\tll cm.n, howovc:r, be produced by o.rbi
trury uz~signmt•nt uf n!c:iprtlllaLI Ynluos, but t.o clo MO Kt'l'\'08 110 useful 
purpose. A kJlnwlndgl' or oven tL Kuspic1ion tiULt. tho dphor a~phabeta 
u11c!tl inaL cll'y)>tnJ.,rrauu tlu~t it~ boi11g ~&ubjcctccl to ama~ysis at.ro reciprocal 
o.lphahets is of grco.t aw~:~isto.uco in solution. 

15d. Enciphering and deciphering alphabets.··-An tmr.iplieri.ng 
ttlp/tr~.br.t il4 cmc• in which th" sP.cluenciO of ~:~ymbols in tho plain com
pnnt'nt t'Uillc!idt~ wit-h tlU.\ nnrmal olphal.bot, for CODYCilicnce in CDCi
plu•ring. A tla;·iplu·rinrl ttlplu&bef. is tllo liOilVOI'IiO nr its oquivolont 
llnc·iplu•riug a~plULhc,t, thaLt iM, tho Moquonc:e of symbol11 in the cipber 
component l!oilu•.idt"':: witlt t-hll normal nlplto.hct, :Cor cnnvonionco in 
deciphering. AU tlu, r.iphcr "lphabets shuwn n.bnYo aro arranged as 
enc~iphcring n.lpluthot.l. 'l'ho following it~ t.ho ducipluuing alphabet of 
the rn.ndom-nlix.ed alphabet shown above: 

Cipher-A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
Plain-H N E S C Q L B X Z R M G J U Y D A K W 0 I F V P T 
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liONIMJ.l'JlA.UWL' AN U I'OI,YA I,I'JIA 111-:T Kl fUNTI'rl:'l'lON I :(('Jll~H.:-1. 

l'oarolj.'l':lJob. 
IleRnltlnn of h'I'ID~.................................................... ... . . .. .. .. ... ... . . . . .. . . . . . . 10 
Ho"" Lo tU•llu;mi~h LhiiiWol killll~ uhllh~liluli•lll t'IJIIII'r~...... .......... ................. ... ...... • 17 

18. De:lluition ofterma.·--1'ho Mimpln."'t typr. or l!lllh!lt-itution f\iplu,r. 
calll•cl n mnmH~lplm.bl't tot.bHti.tut·im& ripltt'1', iK th11 nnu in whi~h a Miuglt• 
ciphrr nlpllllhrt is r.mployc!d thruughnut the! wholc• IJl('SMagr.: tlmt i!;, n 
giwn pln.in-tc!Xt lt!ttt•r thruughout tho mc!Hs&go i" invariu.hly J'OJU'I!
Sl~ntc•d by thc! 14allU! c:it,hcr ]c,t.tcw. and Clnnvc•l'ltnl)-. n givc•u c:iplll'r lot h•r 
n•prc•st\nts cmc1 111td only cmt\ plnin-tc1Xt lottor throughout tlw mc"SSngc•. 
A 1"'l!l'llplwiJ,.t subHt·it11tirm r.ipl1f'r iH nnc1 in whi~h u. plurality nf oiphc•r 
nlphnhr.ts is ''mpln_)·ocl within thn MILmo nu~!Oilgll; that i:i, n ginm 
phtin-trxt lc•t.t••r llllt~· hc• rf'llrl'HI'Iltc•cl by ~U\'Ilr111 ur mnny dift'••rc•nt. 
ciplwr ll•tt•'rl4 awclt)J'(ling tn 1L clllfinito n1ln gu\'c!rning tho changc•. :nul 
r.11n nnwly IL gh·nn lliplwr lottc•r 1111Ly J'nprc~ont Kl\\'1!1'11.1 ur uum~· 
dilfc•l'l!llt plu.in-tc!xt lc!t,tm'ri. 

17. How to distinguish the two kinds of substitution 
ciphers.-A t~ryptogl'ctm \Vhic1h hn.-1 hc•nn c·l•L.qsrd ILI4 '' ttuh,;t.it.utiun 
ciphor mul4t then he oxiLlDinocl to clotormiru~ wht\thcr it iq 11 mnnu
alplULhot or n. polyalphnbot sub11titutinn ciphor. UttutLily this dctc!r
minatinn is oRSy tn mn.ko, ILnd it~ ba. .. ~c~cl upnn tho appc'•Lrluwn nf tlw 
grnphic froqummy tablo. Thn grn.phic t1t.hlc, fur IL Jlic!lll! nf nnrmnl 
plnin tmct of fair langth Khc)\W crc'IMts ancl troughs for twn rc·n~uns: 
l',ifl'lt, the KntlllclK \\•hic:h the lc.•ttr.l'li rnpru.iclnt. aLI'Il tLil!d with ~l'c•nlly 
VILrying frt'IJUflllCinR, ILnd, Mflm>nd, OILUh 8011Dcl il4 invariiLb]_v l'c•pl'CSt!ntP.d 
by thn ttamo Juttc~r. lt follmvs, thcrofuro, tluLt sinc:c• iniL mmuutii,IUL
br.t substitution ~iphnr c•wh cliffcr;•nt pht.in-tnxt lottc'r ( ''= Kmuul) i1:1 
rcpl'l!!ll!ntocl hy one mul only ono ciphor Jc~ttc,r ( = Hymhul), tho gr11phie 
froqmmcy t1Lhln ,,f 1111r.h a ciphor rnWit al"'o exhibit tho irrc•guht.r crc\~t 
and trough n.ppt!ILrzt.nt\11 of thn normal frc•quom·y tiLhln, hut nitlwr the 
al~ulntc prk-4itinns or tho rc~lativn Hoqmm~u or urdnr n£ t.lw c·rc!lifitl 
and trough~ will hn clif[onmt from tho nnnnnl. •J"ho n111rk,•cl irregu
larity ill HUtlh u. graphic tiLblo i~J in itsolf 11t cmc·.n nn inclic~ution that 
Cl\l.lh symbol nr ciphnr lottm· 111\\ .. LYK n,prc~~Sc•ntH tho HILlllll plnin-Lc!xt 
lr!ttc•l'. Ironc~o t.hn J.tl!llllriLl rule!: A mnrk,.rl crr·Ht 111111 trrm!JII trppt•flr
a-IIC'i! 'til f/1ff !ffllJ'/t-ir. .fl't'IJII~ItC?J tnbfl' imliett./1'8 t/mt It Hill!ffl! ttlp/t.ftfu•t ·iH 
immltll'.tl mul .;, tl1e tntt '!f u. momJfl1.p1ur.bl!t R1t.IJNtilllt-irm r.iplu·r. H, on 
thn utlwr lmnd, in IL c:t·yptc,grnm mwh ~iphr.r lc!f:tclr rc•prr.Honttl SO\'C!rnl 
dilfc•rc•nl plnin-tc.!Xt lc.~ttc•l'l4, KOJill! nf which nru nf high frtlfttwncw, 
othcl'l4 uf lcnv frl.'.qUI'flf:y, it i~J l.llc!ILI' tlmt tho gr1Lphiu fl'llCfUilllf\Y t-uhlo 
of the dphor will no longur exhibit tlll! c·rc!Ht 1Lllcl t1·ough aLppeariLDcu 
of the nurmiLl graphic tahh1. li'o1' oxrunplc•, if in " c:ryptc,gJ•aun of o. 
polyolph;lhc~t!u TULturo Kn rUJll'clKnnts l~p in une position, Op in anut.hllr, 
,Jp in u.nnlht•r, and if in tho swno cryptogram H0 rtlprcscnts Ap in 



I 

I 

I 

REF ID:A646Bl 
J.:J.I~ZtU:NTH fill c 'ltYPTANAT.YHIS. 13 

one• pm;itiun, Dp in nnntlwa·, auul Bp in o.notl1cr, tho froquoncy of 
J(., unci n., will hr. nppa·nximn.tc.•ly mJlULI. 'l"ho KILIIlO wuultl bo truo 
with J'c'Mpc•c·L Ln ull tho rc"Kt nf tlU' c\iphc•r lr.ttcrs in tho mc~SKo.go, with 
tlll' l't•!mlt. t.hut thn v11rintL"' puinl.l'l nf thl' gra1.phic tn.hlo will ho rr.dueed 
tn u mna·c• nl' lt•l'll'l c•.nmmml lc•\"tll, "ncl will givo n. "fltLLtc1nc•d" uppc!o.r
amc·c• tn tlw tuhlc•, hc•c•aLlL'U• uf tl1iM incliRcrimino.to grouping nf bigh 
unci luw frc!IJUl'll('Y lc•tLc•l'N. 

Wc• UJ'c• now a·c•auly fot' thr tLntuy~:~iM n( 11. typicatl lnonnalphtt.bct, or, 
aM iL i1:1 nftc·n c:nlh•d, Minglu aalpho.bc1t. ciphl'r. 

~FlCTIOlll \', 

li•li.I"TION Clio' liOXOAI.l'HAUET SUBI!ITITU'riON CWJIEU.I!l lH:il::s'll 
S'J'ANUA ltiJ AI.PJI.\1\ETS. 

]•;LrrL~.=.r:.!l~l. 

! lr• '' nh•~mh. t •..••... I~ 

H•• ·,r .. riiLlJiilllh.·l ... .... . ..... ....• ..... .............. .......... ........ ... ..... . • m 

18. Direct alphabet. Ill) .~lif,ti.rm ''!I .li'"'l'''"·'l-l':!f. l.c•t Ul'l lil'l-lt 
c•ono.;jcll'l' t-111' I'IUII' nf !oltlllUllll'C( Jnilllmalphuhc•t c•iplll'l'l:l. ~tnrUJ;Il'Cl 
nlpltnlu•t!-1 lll't', IIH hn:1 hc•c111 l'ltticl, nf L\\-.1 kirull'l, clirc•c·t unci l't'\'t'l'l-lt'cl. 
'flw atrutly~i~ of thc·~c· 1·\\"n typc·~ uf ui111plc• ciphc•J'I3 fulluw~ n.lnw!>t 
clil'l't'tl,'l"" fl'riJil ·~ l~Cilll'liclc•mtilln ur tlw nntnrt! of tho ·~iplh•l' alphnlu•ll'l 
hy IIH'IIn~:~ uf which tlll'y 111'1' \\'l'itt.c•n. Hinr.c• tlw KI'IJUC'n\'1' ur lc•tf.l'l'l-1 
in the·~•· c·iplwa· nlphuhc•LH iH tlw Mamu• lll'l tlw nurmul sc•qtl\'nc•c•. tlw 
l'lll'l'o•c·lclt•tc•J'JIIillllLiun uf thc• platin-tc•Xt \'athu• uf 1L Mingle• c•.iplu•l' l•·tt.c•r 
iu tlw c·•·ypt.n:.trnm. wlwt.lwr tlu• nlphnhc•t he• clirc•ct m· l't'\'t'fl'lt•rl. will 
l'o·suiL in l:ltc• tlr•tt•J'lllillaLLiun uf tlu• plnin-tc•xL \'lllnr:t of nil tlw l't•st uf 
t111' c·iphc•r· lc•tt••J'l; nL urw !;tn•l~c·. Tlw c•al..o.;ic"'4t ]>nint uf nl.lnc·k is tn 
ns~•lllli' thut tl..• c•iplwr· h•t.t1•r n( hi:.thr•l'lt fa·t•ttnc•ru•,\" in 1-lu• J!mphir• tnhlc• 
fol' (ih' 1'1',\'Jllll;~l'IIJII l'I•Jll'i'MI'lltloi J•:p, UUCJ})l'lll~l'l'clilJ~ fl'IIJII tiJj!' puillf, tht• 
\':J htt !" of l !w l't'lllninin~ lc•ltc•l'l-1 lll't• nl'lsi;.rnc•cl on t he• hn:o~is of n rl ia·c·c·t 
,, •• 1 ,.,.,,.,.,.,.rl ll•tl'JIInlnlphnhr•l, '"''llh'lll't·. H t.lw fa•c•CJII!'IIl'ic•!< ..r tlu• 
nu·iolll'l c·iplwa·lr•Uc•r~ c'•ll'l't'~Jl"llcl in IL gc•tlt'raLI Waly with till' nul'lllllll~· 
to he• ClX]It'i'lc•cl fa·c•qnc•rlt'it•l'l of Llw pl.tin-tc,xL lL•t.t.cll'l'l tllt',\' l'tiJU'tll'lt'lll 
npttll t ht• us..:umptinn c•hnl'lc•u. thun the! nl'l..;i~m·cl Ynhu•l'l IIIII,\' lu• ]ll'c'
~mnc•tl to he• t'lll'l'c•c·t. :~uhtd-itut.iun ito~ nuulc1 in thc1 c·r.\·ptoj!l'lllll. 111111 
i r t h·· unnly~i!:l hnl'l hc•c•n l'OJ'l't't~t., ttulntiun l'l'l'IUI ttl. H till' tol'i~inul 
l'ltna·tin~ point -thnt i!:l. the• ll!oi.•UUilt'cl Yrlluc• of J<:p -iH nut c•ua·rc•c·t. ur if 
tlll' rlir·c•c·tiun uf ''rc•aulin~ '' tlu1 ttlWt'C'Ml'li\'c' puintl'\ in Llll' J.tl'ttphic· tnhh• 
il'l nul l'lll'l't'l'(., tlll'n tlw frNilll'lll~ii'M of the• Ylll'iiiUM c•ipJwr Jc•ttc·~ will 
nut c•ul'l't•sponclc•\·c•n :tppraximaLt.c•ly \\"ith tl111 nnrmnlly tn he' c•xpc•t•t.c•ol 
fl't'l(lllllll'ic•;-~ uf tlw pluin-tt,XL ll•ltt•l'lt1 nncl ;~ lit'\\' Hl.lll'lin:.t point i~ 
dm:o~c•n. Ill' the\ 1'1'\'l'rl'IC'CI clii'CII'I ion ur "l'I'IUling" iH ll.]lplic·cl. This 
pr·uc·c·l'ls uf 11ppl~·in~ tl!l' fn••tnc·m·,\· rc·lutionl'l of the• nnJ'JI\111 gr11phic· 
fa·c•IJUC'I!I'~· tnhlc• to IL ~a·nphic• fa'l'(lllt'lll'~· l·aLhlc• nf 11. c•ryptnga·nm, in 
tll'clt•a· tn :tl'J'h·c• nt u ~nlnt.inu, is K.nc1iwn 11f ~~ ./illiii!J flu· !ll'cl}'7,ic· t11bl(. 
#11 #l1r. 11nrmul. 
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14 KI..EMKNTtl (Jio' llRYPTANAr;~·Sit;. 

Lot us apply thOaJo principlos tn the following cl'ypt4,gram: 

l\fEBSAGE.1 

GJBMJ IUSJX YKBKT ZNJOB NUYZO RKLUX IKKYZ 
OSGZK JGYUT KXKMO SKTZO TLGTZ XEGTJ ZCUVR 
GZUUT YIGBG RXESU BOTMY UAZNU TMKZZ EYHAX 
MXUGJ NKGJU LIURA STTKG XOTMX UGJPA TIZOU 
TLOBK KOMNZ FKXUK GYZUL VOZFK XYINU URLOX 
KJAVU THEUA XVGZX URYNG BKJKY ZXUEK JHXOJ 
MKYUB KXSGX YNIXK KQLXU SMXKK TSUAT ZZUGV 
UOTZG YLGXT UXZNG YZNKH XOJMK JAKCK YlULV 
OZFKX YINUU RCORR JKLKT JNORR LOBKK OMNZY 
ODUTK SORKT UXZNU LMXKK TSUAT ZOLLU XIKJZ 
UXKZO XKCOR RJKYZ XUEHX OJMKY UAZNU LMXKK 
TSUAT ZGTJJ KRGEX KJYGZ SGXYN IXKKQ RUUSO 
YIGVZ 

From the presormo of so miUly lnw-frerruonf\y lr.twrs 1:4Udl lt'l .J, n. 
X, K, n.nd Z, wo at nm:o 1:4l1Npt'.ot that this is IL substitution C!ipber. 
But to make certain let us make a c:ount of tho luttcrs by tabulating 
thom in a graphic: fn,ctucncy tahlc, shown in li'iguro 4. -

Total numbor of lett.oN•=4:25; vow~IK AEIOUY = 123=29 per 
cont; consonants liNUS'!'= 78 = 18 per cent; con~:~oniLnfiH JIH1XZ = 

146 = 34 por r:ont. 
---·-·--·-- .. ·-- ····- ... 

• Cipher m~~q~~~ Dl'lllllalllll:r 11111t Ia JII'IIIIJIIIIII n~-elllt\11'11 lc•r '"'" ro"snns: (I) U n•lnlmlzl!!l orl'l,l"ll In 
&lillpa(lbla &.naa•mJ.ulna,lllll'll aa Clpllr-'tlll' knUWRIII IDIIRt 1'81!111\"D Ova loUers. au 111111"11111111 nuii!M, In 11111.'11 
poup: (2) It b*lalllp wm:d. klagt.l111111 &11:~,\ &he1111my er:n•&•aiiWysb !'".&Ia an c•luiR u &n wc•nll!•rm!l&Lc•nl, 
IJibomaUollwblch -del, Ill anune, ba of J118J.\ llllls\i&DOII.cl &hnm Ia &heir Ll&tDmJ•&s frJr H'du&loa. 

I 



I 

REF ID:A646Bl 
15 

Hero we see that the vowels are 11 per cent below normal, tho 
high-froctuency consonants HNRST aro 16 per cent below normal, 
and tho low-frequency consonants JKQXZ aro 32 per c:cnt nbove 
norm.ol. The cryptogram is therefore beyond all doubt n. suhHtitution 
cipher. 

Tho next step is to determine whet!.er it is a mono11lplu'b"t or a 
polyn.lphn.bet cipher. Referring to the test givon nn pogo 12, the 
decidod il"regulu.rity of the graphic tabld, which shows murkr.d crests 
and troughs, indica,tes that we n.re dealing with a .mono1~phn.bet 
substitution cipher. K0 being the groatl'St in frequency, wn n.ssume 
it to be Ep and procee(l at once to fit the graphic table to the normal 
upon tho bn.sis of a direct Rtandn.rd n.lphn.bot. For example, i£ 
Ko = Ep, then, on the basis of a (liroot stumlu.rd olphabet, Lo = F p• 

Now F is a letter of modium or low frequency in the normol froquency 
table, and if our assumption, viz, that Ko = Ep, is correct, then Lo, 
which would represent Fp, should be of modium or low frequoncy; 
reference to Figure 4 shows this to be the ease. On the other hand, 
0 0 , which would represent lp, should be n. letter of high frequency, 
and we note that it is. 'fhe student is urged to go through the rest 
of the letters and their frequencies in the same way, in order to 
fu.miliaa·ize himself with this process, noting in particular how the 
Cl"csts fa,U a't c:iphor letters 0, T, U, X~ Y, Z, and G (-I, N, 0, R, 
S, T, and A, respectively), and the troughs fall n.t cipher letters 
P, Q, V, W, n, C, D, E, and F (=J, K, 1,, Q, V, W, X, Y, n.nd Z, 
respectively). Wo fiml that upon tho bMis sulectc!tl, 11amoly, that 
tho c:ryptogro.m is a' rnonoalpha,bot, dirce.t Hta,rulatrcl n.lphn.bct cipher, 
with Ep=K0 , an u.'tc:ollcnt fit of the graphic: tn.blo to the normal can 
be mach•. 'fhe ciphnr alpJu,bot iR thcrcfuro ai.K folluwN, a'rmn~c·cl as 
n.n l'neiphNing n.lphabot: 

Plt,in-A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
Cipher-G H I J K L M N 0 P Q R S T U V W X Y Z A B C D E F 

Applying these VWUCH to tho lh'lolt fow groupH ur tho ('l'~·p:··~··um 
we lun·e thr. following: 
Cipllc•r· -G J B M J I U S J X Y K B K T Z N J 0 B Cite·. 

Plain-·A D V G D C 0 M D R S E V E N T H D I V c·l·t'. 

Tho dec·iphrrccl IDl!S.'i&go 1 i'i ti.K Collow11: 
Aov C.in l'naum, iTII lh\", 

Huatilo fun·t• l'lltima.ltld a.s om' regimrnt infuntry uml h\'11 )'lali•HIII" r·ar\·nh·r mu,·ing 
111outh on I il"~TTY~lUT Jl.li U.O,\ U. lh•nrl of •·ulnmn tll'auing rrnt-1 jnnd iun ;,N,, co:r!'t 
of l'!'fZIO.:H. RrlloOI, lin11l upon h,.· our putn•l!l. 1111.\'U clc•:~tn•ri!CI l,r·i&IJ.."'II .,,·cr 
!\L\l~:-111 I"IU:J·:K from CiJ\I..:J•::'\:\I(>lJ:\'1' to u puint 1114 fnr 1111rth IlK tlw l=ci.i;..'l' •lnu 
wllll1nf t•n·.~mlt KC:IIOIII.. Will cll!fl!llll hill i•Nii IIIII' mile• nurth ui I; U.EJ·:x llll(; x·r. 

If fnn•c!fl hi n•lin• will IIC'Ati'O)' hridgc II!IOUfh uf I i lll·:J·::'\liOl' x·r a.rul ·h·lny Ht'\11 
at liAmm CltF:J·:K. 

J.\1!1111:0:, 
Iii pt. 

I Tho R:llllhi'I'A whl!-ll IIJIJIC:&r in Lhl\ rlOC~Jihoro<l IIII!II"U,:" WPre ~Jorllaol n11t ID I he fDI•ipllllfllol Nlll!l•ll:fl,. 

:'!••meLillll!ll Lllf'IPtll'rA A tn J :111' 11~1\11 rur Llll\ •li~iLR, Hill""',"'"~ lll'iD~ :'1'1 "" hy •&ll••r lUI X. '"'' tl:e Jlf'.II'III'O 
I• nuL Lu bR M•urnm••nd,•lun :K•'U:ID'L n[ llw t,n~:~ihiln)· ••'I err·•f.i. 
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16 JO:J.I-:liiO:XTS CW t 'J: fl''l'.\X.U,\"til:l. 

(b) s,,fuliml b!t rmnplrfill!l t/11' pl11i11 rompu11r11f. ····Tiu' fm·rc,:uing 
mcthncl of nnnly~i~. im·c•h·in:: 11~ it- dot'" tlw ,,.,, •. ,.~~ uf liltin~ the• 
grnphit: fl'(.'(llll'llc·~· f nhlt• to f lw noJ·null. lllll)' hll c•nllrcl 11 "Sulut iun by 
li'l'l'lflll'lll'.\' Tuhlc•.'' 'l'hrrt• i~. hnwc•\'t•r. nnutlwr nwt-hml. nnll'h 111111'0 

rupicl nncl I'I'ILII~- mc•c•hnnit·nl, whic·h cl~••·~ nut lllll't'~~itntc• t ht• c·om
pilutiun Ill ·~ r,.,.,,lll'lll'~' l.nhh•. 

'rht• l'lll'iphc•J·in~ nlphuht•l :-:lwwn clirc•r·tl.\· aLhu\'11 rc•pl'l':oil'lll-4 u c'lll\ll 
wht•l't•in t lw ~I'IJIII'IIt'l' uf lt•tll'l''s nl' hut-h c•tunpuii('Jits uf the c•iplu•r 
nlplu~lu•l il\ thl! mn·mnl nlphnhrt ~<~t'lflll'lll'(' hut tlu• c·iplwr r·umpcmc:mt 
hn~ llll'l'c•l.' 111'1'11 ~<~hiftt•cl lull'kWall'll 11ix 11•1-tl'l"N, ur furwau·cl t.wt•nty 
lt,Ut'l'rl. lf, th•••·•·fuJ'c•. WI' ~o~huuld tnkt• twu nut·mnl S('CJUt'llt't•:o~, rc•Jrurd 
l hl!Jll """ t.hu l-wu •·umpuii('Jit:o: nf t ht• c·iplwr aLlplmlwt. slicl1• t lll'm 
IL~ninsl l!IU'h ut.\WI' \"IU'iiiU!'I liUIUht!l':i n£ lt•tlrrt~, l\ntl "JlJll~· thu \"llhU•K 
~i n•n t.,v C'tldt :o~c•lt i Ill! nf tIll' t Wtl llc'I(UC'llt·c• . .; clil•t••·t 1.'· t•• the• c•J',\'(IIu~l':nn, 
it i,: ul)\'iun"' that- mu• uf thl' puinl11 uf ttpplit•t\1 inn must ,\' it•lcl t-lw 
plnin lt•xt. Thu:-:. if WI' :-:c•t tht• ..:liclinJ~ c·umpnm•nts in thi:~ pu:-:itiun: 

II. in 

ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKLMNOPQRSTUVWXYZ 
ABCDEFGHIJKLJANOPQRSTUVWXYZ 

l'lpiiPI' 

ltncl t.hen uppl,\· the ,·nluets givl'n hy t-hit~ sottilll( t.n the• (h'tlt thl'ec 
J!ruup~ nf tlw l't'yptngl'nm, wo haL\'C the following: 

Cipho1o........GJBMJ 
"Pln.in text"-HKCNK 

IUSJX 
JVTKY 

YKBKT 
ZLCLU 

This tlnr.K not. yieltl int-l·lli~ihlo L<'Xt. We thcl"oforc shift the c·nm
pnncmtM nne mn1·o lettl'l' n.po.rt n.ntl ta·y 11gn.in. 'l'Jm~: 

Plain 

ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKLMNOPQRSTUVWXYZ 
ABCDEFGHIJKLMNOPQRSTUVWXYZ 

l'lpbl!l' 

Ciphr.r--GJBMJ 
"l1lnin text"-ILDOL 

IUSJX 
KWULZ 

YKBKT 
AMDMV 

This n.lso doeR not yif'ld intelligible text. nut let UK oxn.mine the 
rOMults of the twn trill-Is. 

Ciplwr- -GJBMJ IUSJX YKBKT 
Rosulf..H of J st tl'ial· --~HK~C~NK~~J~VTKY~~~Z~L~C~LU~ 
llosults of 2d trh~ -ILDOL KWULZ AMDMV 

It is apparent tho.t- t-he not l'l'~'lult nf our CXJ>t•riments wns ml'.rcly 
to continue tho normnl nlphn.hot Requcnr.e bogun by et\Ch lcttl'r in 
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tht> SC'\'I'I'nl r•.olumn!l. It il'i nl)\·iuus thn.t if wo romplctt' the nonml.l 
1\lplui hc,t. Sf!flllOnr·o in rawh <~ohunn it wi11 he exuct.ly tho Rl\1110 aa.s 
c•mttinuing thc' l'llll'f'('.fiKin• h·inl~ nf RhiCt-
ing I h<' Rlidinl! r.nmpnlll'lliH und nppl,v- G J B M J IUS J X Y K B K T 
in~ I h1' \"f.lurR t n t h1' l'r~·pt.n:.tl'aLm. Lc•t H K C N K J V T K Y Z L C L U 
UH I hl'I'\;'Cnrt' r~nmplc•l<' I Ill' r•CJiuums. \\"u I L D 0 L K W U I.. Z AM D M V 
hu,·u whut iH Rhnwn in Figm·t! :i. An J ME PM LXV M A B N EN W 
r•xnminnt inn ur t he• IHif!f'e•ssin! lwr·il'luutall K N F Q N l.i y w NBc 0 F' 0 X 
lill<'H, e·ulll'll !/l'llt·t'ttfrirrN CsillJ.,"Ulnr. !/11ft- L 0 G R 0 N Z X 0 CD P G P Y 
rtltri.r), cli•wlu.-~e·H nne• nne I nnh· nne linn ur M PHS P 0 A Y P DE Q H Q Z 
plnin tl'xt: :\D\'GUCOlli>ItSI·~Yl~~. NQITQPBZQEFRIRA 
I~nc·b r•nlumn in J•'igm·c 5 i!' nnthin~ hut n. 0 R J U R Q CAR F G S J S B 
!ll!ric•H or dirc•l!l·nlphn.hot !ll'eiU<'IlCCI'I. In- P 5 K V S R DB S G H T K T C 
Hh!IUI of lnhnrinusly writing dnwn the Q T L W T SECT HI U L U D 
!'O\'I·I·nl •·ulumnK, W<' nc•1!ll mrr~ly to pr<'- RUM XU T F D U I J V M V E 
pnro :• ~o~••l. n£ c·nl'clhnnrtlAt.l'ips ondt hl'ltr- S V NY V U G E V J K WNW F 
ing t ht• lun·mnlulpluthc,t.rcprntrd (tn I!C.'t T 'li 0 Z W VHF W K LX 0 X G 
rnhwich•nc·1· ut am.'· !o~r.tf.in~). '' t>c•t" th1• U X PAX 'II I G XL MY P Y H 
lt~ttrr:-~ of nm· c·r~·ptn~ratln upon nno V Y Q BY X J HYMN Z Q Z I 
ho1·imnl ,,( Jin<', mul t lwn t•xnmim• the! W Z R C Z Y K I Z N 0 A RAJ 
to~Uc·c·c•l'"'h·t• ~t'IU'I'ul l'it·c~,; fut· intl·lli~ihlo X AS D A Z L J A 0 PBS B K 
tc.·~l. H tht' c·r,,·plnJ.!'rmn i:-~ l'l•nll,\· urul Y B T E BAM K B P Q C T C L 
of thi·l l'limph• t~·rw. IIJl(' nr tim f!t'lll'rll- z c u Ji' c B N L c Q R DuD M 
tric•t•"~ will ,ri(•hl inlt•lli:.;ihlc' lc1xt. whi1·h AD V G DC 0 MD R SEVEN 
will lw tht• plnin h•xt. or l'lu• nu•to~:o~ugo. 81~"f."o~p}fE"":~;"T.F W F 0 
'fhi:-~ mt•t.holl nf ,maly!oii:-~ h: clnllc•cl 11 C F X I FE Q 0 F TUG X G P 
"Solntinn h.'· ('cuuplt•tinl! tlu~ PJnin DGYJGFRPGUVHYHQ 
Cumpn1u•nt.'' :nul i!-< one' or t hi! mnr;t E HZ l~ H G S Q H V WI Z I R 
,·nlunl•h• mc•t·h~t~l..: in ,.,._,·phmulp:is. It F I A L .I H T R I W X J A J S 
ito~ l'l•l'llllllllt'llcl••cl thnt ! hi' ~t.ucll'llt JU'l'- •·a·.na. ;;, 

IJIII'I' II :o.t•l n( :!,j ulphnhl•(~. l!ilf'h l'l'flC'IIf('d :0:11 fh:tt f'\'l'r,\' l'll J"ip \\'i)} 
c·ontain i1:! h•ttc•J'l-1, 1111d mount I hc•m upon !-ill'ip..: uf wucr.t or 1'1111111\ 

uthc•l' Ullllt•riuJ f'llll\'l'llii'IJt tu luuullc•. Suc·h 11 :o~c•t of ::;lialing nlphnht•ls 
will be fumu( I'Xl'l't•cling)y \'lllttnhh• in nil \\"lll'k of thi~o~ kind, 

19. Reversed alphabet.· IIIJ ~"io/11lin, b!! fr'IJ'U:"'"!I talrlr..- ·'l'h" 
1111111,\· ... j,~ of 1L 1'1',\'Jllc•~l'lllll im·u)vllll! II ::;in:.dlll'l'\'f'l'l-lf'cl ~{lllltlau·cJulphuhrt 
iH ulsn ,.,.,.,,. ~inapJ1• nud yil•l.ls to 1•i1 hr•J' I he• fl'l'lfllt'lli',V I :thlt• nwt hml u£ 
solution nr till' c•.nmplctiouof plllin l'ompun1•nt uwthml. lnlittinv, the 
gl'uplait• tuhl1• lo lh1• nurmul ir; till' c'llil' of 11 1'1'\'t'l'!"t'cl nlphnlu•t thl'! 
dil't'l.'(ion Of" I'C'Illlillg'' ()II' \'lll'iOliS puints nlllll:,! tlw f11hJ.• i-1 tJIC' 1'('\"~l'!ll\ 
of t hut npplic••l in tlu• I'll :-II' nf I! dil'l'l'l nlphn lu•f. 'l'lu• roUnwin~ L"' nn 
exmu pic: 

\il·:..:~.\liE. 

QMNKB AZQSX LSXOJ YAZEO SQLOP OSAZO BI-'OPM OENWF. EPASH 
EFMNK XONKX OZWEV NKXOF I\fo'ONI~ XOBES PCI.EA ZKHOA CYSPB 
EFLEH PKFMM BXFKZ OLKHH WEEPA WLOOH OBQEH 

1111 
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18 ELEM.EN'l'S OF CRYJ:ITANAJ'.YBIS. 

The graphic frequency table is as follows: 
::::: 

::::: ~ 
::::::::::: ~::::: - ~- ~~:::: - -::::::: 
~~:::: ~~ ~ -~~~~~~~ 
ABCDEFGHIJKLMNOPQRSTUVWXYZ 

0. is assumed to be Ep on account of its frequency. If we assume 
a direct alphabet then P ..... F., Q.=G., etc. But the fit is vwy poor, 
for Y ... o., and the frequency of Y. is too low foro.; Z.-P., and 
A.- Qp, which are both bad, being too high in frequency for these 
letters; and so on. But if we assume a rev81'8ed alphabet, still keep
iug 0. = Ep, an excellent fit is obtained. Tho ciphw alphabet is as 
"follows: 

Plainw-A B C D E F G H I J K L II N 0 P Q R S T U V W X Y Z 
Cipher-SR QP ONMLKJ I H GF ED C BA ZYXWVUT 

which when applied to the cryptogram yields the following: 
CG, la'f C..v. 

Have jUBt mached eutem edge of woodll along 6IS2-685 zoad. Boatl1e IICluadroD 
holdiug GRANITE HILL WOCJCil. 

WKBB:LBB, 
Col. 

(b) Solution 11v comtfleting 1M plain compoMnl.-The method of 
solution by comploting the plain component may also be applied to 
a reversed standard alphabet cipher. The buic principles are the 
same as in the case of a direct standard alphabet cipher. We may 
experiment with two sliding components as before, only in this cBSe 
one is tho direct standard, the othw the reversed standard. Let us 
set tho two components against each other A. to A, as shown below, 
and then attempt the decipherment of the first throe groups: 

Plain 

ABCDEFGHIJKIJINOPQRSTUVWXYZABCDEFGHIJKLIINOPQRSTUVWXYZ 
Z!XWVUTSRQPONIILKJIHGFEDCBA 

CJtl)llr . 

Ciphor-QMNKB AZQSX LSXOJ 
"Plain text"-KONQZ ABKID PIDIIR 

This does not yield intelligiblo text. We therefore shift the 
reversed component one space forward and try again. Thus: 

PlaiD. 

ABCDEFGHIJKLIINOPQRSTUVWXYZABCDEFGHIJKIJINOPQRSTUVWXYZ 
ZTXWVUTSRQPONIILKJIHGFEDCBA 

(ljphlr 

Cipher--QIINKB AZQSX LSXOJ 
''Plain toxt"-LPORA BCLJE QJENS 

.. 

I 

I 
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Putting together the results of the two trials we have the following: 

Cipher-QMNKBAZQSXLSXOJ 
Result of 1st trial-KONQZABKIDPIDMR 
Result of 2d trial-LPORABCLJEQJENS 

It is seen that the letters of the second trial are merely the con
tinuants of the normal alphabet sequences started hy the letters of 
the first trial. If we complete these sequences in the several columns 
it will be the same as making the successive trials of shifting the 
components and trying for plain text in the cryptogram; one of the 
genera trices thus formed must therefore yield intelligible text. Let us 
see if it does. Figure 6 shows the various generatrices, and the plain 
text generatrix is underlined. The only difference in procedure 
between this case and the preceding (where the cipher alphabet was 
a direct standard) is that we set a reversed standard alphabet sequence 
Q M N K B A Z Q S X L S X 0 J against the normal and found the plain 
K 0 N Q Z A B K I D P I D M R component equivalents for the cipher let
L P 0 R A B C L J E Q J E N S ters before completing the plain component 
M Q P S BCD M K F R K F 0 T sequence started by each cipl~er letter. 
N R Q T C D E N L G S L G P U We shall find that in every ease in 
0 S RUDE F 0 M H T M H Q V which the cipher alphabet sliding com
p T S V E F G P N I U N I R W ponents used in enciphering a message 
Q U T W F G H Q 0 J V 0 J S X are known, this process of completing 
R V U X G H I R P K W P K T Y the plain component sequence can be 
S W V Y HI J S Q LX Q L U Z applied to solve a message written by 
T X W Z I J K T R M Y R M V A one or more unknown settings of the 
U Y X A J K L U S N Z S N W B known components. It is only neces
V Z Y B K L M V T 0 A T 0 X C sary to convert the cipher letters into 
W A Z C L M N W U P B U P Y D their plain component equivalents he
X B A D M N 0 XV Q C V Q Z E fore applying the completion process. 
Y C B E N 0 P Y W R D W R A F In both of the cases a hove, the plain 
Z D C F 0 P Q Z X S EX S B G component was the normal alphabet, 
A ED G P Q RAY T F Y T C H but in some subsequent cases we shall 
B FE H Q R S B Z U G Z U D I see that the plain components may 
C G F I R S T C A V H A V E J even he mixed sequences. The com
O H G J S T U DB W I B W F K pletion sequence, however, must always 
E I H K T U V E C X J C X G L be the plain component sequence in 
F J I L U V W F D Y K D Y H M every case. It is immaterial at what 
G K J M V W X G E Z L E Z IN points the plain and the cipher com
H L K N W X Y H F A M F A J 0 ponents arc applied to each other in 
I M L 0 X Y ZIG B N G B K P order to convert the cipher letters into 
J N M P Y Z A J H C 0 H C L Q their phtin component equivalents. 

Fu;uRE o. For example, in the case of the direct 
standard alphabet cipher on page 16, we arbitrarily set the cipher' com
ponent sequence against the plnin component sequence so that II 

, I 
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Ap=Zc. We might have set them at any one of the other 25 possible 
points of coincidence without affecting the final result, viz, the pro
duction of one plain text generatrix. Likewise, in the case of the 
reversed standard alphabet cipher above, we set the cipher component 
sequence against the plain component sequence so that Ap = Ac, 
though we might have set them at any one of the other 25 possible 
points of coincidence without affecting the final result. 

SECTION VI. 

SOLUTION OP MONOALPHABET SUBSTI'fUTION CIPHERS USING MIXED 
ALPHABETS. 

PBragraph 
Reasons for greater rli!liculty In sol vlng mixed alphabet ciphers. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 20 
D !graphs and trigraph.• . • . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 21 
Trigraphic frcqut,ncy table...... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 22 
Determining the repetition of digraphs and trigraphs in the mrssagc................................ 23 
Distinguishing the vowels from the consonants......... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 24 
Trial of substitution of deduced values. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 25 
Finishing the solutlon.:...reconstructlng the cipher alphabet . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 26 
Solution of other messages using the same sliding alphabet. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 27 

20. Reasons for greater d.iftlculty in solving mixed alphabet 
ciphers.-We have seen thus far that in the case of standard alphabet 
ciphers the correct determination of the value of but one cipher letter 
results in the solution of the whole message. The reason for this is, 
of course, that the sequences of letters in both components of the 
cipher alphabet correspond to the sequences of letters in the normal 
alphabet and are therefore what may be termed known sequences. 
In a mixed alphabet, however, the sequence of letters in the cipher 
component of the cipher alphabet is different from the normal 
sequence, and is therefore an unknown sequence. It is necessary 
therefore to solve the values individuaUy, since the value of one 
cipher letter gives no direct clues to the values of any of the other ci
pher letters. The solution of such a cipher involves considerably more 
analysis and experiment, therefore, than that of the ciphers we have 
heretofore been considering. Let us now consider the analysis of a 
typical example. 

MESSAGE. 

EMHTZ LVDFG SDRPS FSDZF IOGHL PZFGZ DYSPF 
HBZDS GVHTF UPLVD FGYVJ VFVHT GADZZ AITYD 
ZYFZJ ZTGPT VTZBD VFHTZ DFXSB GIDZY VTXOI 
YVTEF VMGZZ THLLV XZDFM HTZAI TYDZY BDVFH 
TZDFK ZDZZJ SXISG ZYGAV FSLGZ DTHHT CiSZRS 
VTYZD OZFFH TZAIT YDZYG AVDGZ ZTKHI TYZYS 
DZGHU ZFZTG UPGDI XWGHX ASRUZ DFUIDEGHTV 
EAGML OSTSE STRSN HD 

.. 
\ 

i 
' ,, 
1 
I 

l 
l 
1 

' ,: 
lj 

dl 
i 

~. I 1 p"': r· .. 

I 

l 

' 



I 
,. 

i 
I I 

I 

REF ID:A64681 
ELEMENTS OJ!' CRYPTANALYSIS. 21 

This message is obviously a substitution cipher. A brief exami
nation discloses several repetitions, which have been underscored, a 
procedure which is usually a preliminary step to the analysis of any 
cryptogram. All attempts to solve this cipher by the method of 
completing the plain component sequence, on the assumption that 
either a direct or a reversed standard cipher alphabet is involved 
having failed, a graphic frequency table is made, and is shown in 
Figure 7. 

i! 
-~ :::: 

~~ ~ 

-

~~ ..__ -
- ~z ~ -~~ 

Z~-~~~gz?~~~~-~~ ~ZZ~2-~~z 
A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 

FIGURE 7. 

The fact that the graphic table shows marked crests and troughs 
and has proved not to be a standard alphabet frequency distribution 
makes it practically certain that it involves a single mixed alphabet. 
We could, of course, attempt to solve it on the basis of individual fre
quencies of the cipher letters as compared with the normally to be ex
pected frequencies. For example, we may assume that Zo, the letter 
of greatest frequency, is Ep; Tc, the letter of next greatest frequency, is 
Op (assuming telegraphic text for the message), and so on. Of course 
if the message were long enough this method would yield the solution 
without difficulty; but the message is relatively short and we would 
encounter considerable difficulties due to the fact that these small 
frequencies probably differ to a greater or lesser degree from the 
normally to be expected frequencies. 

21. Digraphs and trigraphs.-We may, however, bring to our 
aid certain other data with respect to normal frequencies. Just as 
the individual letters of plain text have more or less characteristic 
frequencies so we find that pairs of letters, called digraphs, and sets of 
three letters, called trigraphs, have characteristic frequencies. Hitt 
gives a table, based upon a count of 20,000 letters of military or 
semimilitary text, in which the normal occurrences of digraphs arc 
reduced to a basis of 2,000 letters. Practically every combination ; . 
<:an occur, but certain of them so rare that when the table is reduced 
to a basis of 2,000 letters, such cases would have to be assigned frac- · 
tiona! values. They are therefore omitted from the table and may J .· 

'· iF .. ' 
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be neglected. This table has been used in compiling the list of the 
first 30 most frequently recurring digraphs shown in Table 1. Below 
the list of digraphs is given the list of trigraphs to be expected in a 
count of 10,000 letters of English text and the frequency of single 
letters as initial and final letters of words, all as given by Hitt. 

TABLE 1. 
Digraphs to be expected in 2,000 letters of English literary text. Baaed on a countof20,000 

letters. 
[Taken from Hitt's MllolluBl.) 

FIRST LETTER. 

---=:-~ ·t1~_._--.:~ H ~j;, 1 "l"l ,;--;,_ ·r~· -;1_~~~~ ; t-· 
A . . . 1 17 ! 10 22 a

1 
i. 2 26 4 2!2 7 8 j 11 2 9 ... !13 121 9 . . • • 2 4 1 ·12 ..• 

! I I I ' n 5 .•• ,. •.. 

1

1 2 ···;···j··· 1 ··+·· 1 1 1 2 ..• ... ... 2 1 a ......... 1 .•• 
c 6 •.. • 1 1 14 2 

1 

... 

1 

... 11 ............. 11 3 ..•... , 2 3 1 1 ••• 1 ... 1 ..• 
D 6 ...... 112 30 1 •...... 2 ···,··· 4 ..• 30 1 ..•.. ·I· 1 1 1 •.. 1 ... 3 ..• 
E ... 11 14 16 12 2 l 6 33 10 21 6 18 14 12 1 7 ... 36 11 12 2 16 5 . • . 1 1 
F 3 ... ···j 2 8 2 '1 ..• 2 "T" 2 1 3 25 .•.... !... 3 1 1 .....•... 1 ... 

~ : :;:1;: i .: : r:t:· ~: :. :J;: ·:· :;: ~ : :· ::: ~ :· ·:· ::;:r;: ·:· ::: : ::; 
~ J .•• 1 1 ••• 1 .... 1 •••••••••••••••••• .' ••••••••••••••••••••••••••••••••••••••••••••••• : •••••• 

~ K 1 ... 1 !.... 2 ................. · •.••..•••....•.....•. 2 1 .... 1 ......... f .... .. 
Eo< L 14 6 2 : 1 6 1 1 1 6 •••••. 9 .•. 3 6 3 •.. 3 2 3 5 •.•..•..• ' .....• 
!j M 7 ..•.•• 1 3 13 2 .•• 2 3 ......... 4 1 10 •...•. 4 1 1 ..•••.••••..• i 2 ••• 
~ N 38 .• . •.. 3 25 .•. 2 1 31 ..• 3 ... 2 2 39 •...•• 4 3 •••• 11 ••• 2 ·· .1

1 

... ·· · 

~ o 1 1 12 4 8 8 a· 12 18 2 .•• 4 1 8 s 7 ... 

1

13 15 22 •••• 2 6 1 5 •.• 

~ p 2 "T" 1 I 8 ....•• 1 ... 1 ...••• 2 4 2 312 .•. 1 8 1 4 •.•..• 3 1 ... 

rtJ ~ ~~- -~T~· ··;·j 4: ·3· ·~· ·;· ·~· ::::::·~··;·I ~ -~· ::: ·;· ~ ··~· -~~· :::::: ::J;f:i 
s 16 1 '... 3 I 25 1 2 ... 17 . • . 1 2 1 12 7 2 . . . 9 11 6 11 •• · 1 . · • ~~6 l· · · 
T 25 1 3 12113 5 2 3 20 .•.•.• 2 1 24 8 2 •.• 16 20 11 6 ..• 2 2 7 !··· 
u 1 2 1 6 1 3 2 2 •.. 3 ••. 3 1 .... 17 1 5 3 5 5 ..•...•... 1 •.. 1 ••• 

v 3 1 ... ····j 5 ••••...•• s .. . .. . ... .. . ... . a ...... 2 •••. ••.• 5 ....•.... 1 1··· 
w 1 ... ... 2 8 ... 1 1 ......... 1 1 2 4 .. . ..• .• . 2 3 ..•.......... ! a I··· 
X 1 "T" .... 4 ......... 2 ••..•. ,.. ... ••.• 1 ... ... ... ..•. .... 1 ...... ··+··:··· 
y 3 2 •. • 2 4 ... 1 1 ......... 8 1 2 ...• 1 ..• 3 1 7 ..•..•. I ...... , .. ····· 

I : 
~~:.:..: ::::..:..:.::..:..:.:.:..:::::~:.:..::.:..: :::.:..: ~= :::.:..::.:..: ::..:..:.::..:..:.:._:_:_:_:.:..: :.:..:l:.:.:.c•:.:..: 

A B c D E F G HI I J K L I M N 0 p Q R s i T u v I WI X I y I z 

TH-50 
ER-40 
ON--39 
AN--38 
RE--36 
HE--33 
IN--31 
ED-30 
ND-30 
HA-26 

Most frequent digraphs. 

AT-25 
EN-25 
ES-25 
OF-25 
OR-25 
NT-24 
EA-22 
TI-22 
T0-22 
IT-20 

ST-20 
I0-18 
LE-18 
IS-17 
OU-17 
AR-16 
AS-16 
DE-16 
RT-16 
VE-16 

---t··---
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THE-89 
AND-54 
THA-47 
ENT--39 
ION-36 

ELEMENTS OF CRYPTANALYSIS. 

Most frequent trigraphs. 

TI0--33 
FOR--33 
NDE--31 
HAS-28 
NCE-27 

Frequency of initial and final letters. 

EDT-27 
TIS-25 
OFT-23 
STH-21 
MEN-20 

Letters-A B C D E F G H .I J K L M N 0 P Q R S T U V W X Y Z 
Initial -9 6 6 5 2 4 2 3 3 1 1 2 4 2 10 2 - 4 5 17 2 - 7 - 3 -
Final -1 - - 10 17 6 4 2 - - 1 6 1 9 4 1 - 8 9 11 1 - 1 - 8 -

Relative frequencies of the wwels. 

A 19.5% E 32.0% I 16.7% 0 20.2% U 8.0% Y 3.6% 

Average number of vowels per 20 letters, 8. 
22. Trigraphic frequency table.----If we are to apply these data 

to our problem we must compile a TRIGRAPIDC FREQUENCY 
TABLE for the cryptogram, to show what digraphs and trigraphs 
occur in it. This table is shown in Figure 8. It is convenient to use 
cross-section paper for this work. The letter which precedes a given 
letter is termed its pre.ftz, and the one which succeeds the given letter, 
its su.ffix. In the trigraphic table, Figure 8, the upper line of each pair 
of lines opposite the letters of the normal alphabet gives the prefixes 
to the cipher letters, the lower line of each pair gives the suffixes; the 
prefix and suffix to each letter thus occupy corresponding positions 
in each pair of lines. The first letter of our message to be tabulated 
is E. It has no prefix, and therefore a dash is placed in the space 
that would otherwise be occupied by a prefix; its suffix is M, and the 
letter M is written beneath the dash. The next letter to be tabulated 
isM; its prefix, E, and suffix, H, occupy the first positions opposite M 
in the table. The next letter to be tabulated isH; its prefix, M, and 
suffix, T, are written in the table opposite H, and so on until all the 
letters have thus been tabulated. The last letter of the message, 
D, has no suffix, and a dash indicates this fact in the table. 

23. Determining the repetition of digraphs and trlgraphs 
in the message.-We now proceed to find the digraphs and trigraphs 
which are repeated in the message. Consider the letter D, which 
shows the letter Z to occur nine times as a prefix to D, which means 
that the digraph ZD occurs nine times in the cryptogram. The 
letter F is also indicated as a suffix to D six times, which means that 
the digraph DF occurs six times in the cryptogram. We may deter
mine the repeated digraphs by considering either the prefixes to the 
letters or the suffixes, the same final results being obtained in either 
case so long as consistency is maintained in listing the digraphs. 
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A GZZGZGXE 
DIIVIVSG 

B HZSY 
ZDGD 

C T 
D 

D VSSZZVAYBZIZYBZZZCZYVSGZIH 
FRZYSFZZVFZFZVFZTZOZGZIFE-

E -TDVS 
MFGAS 

F DSZZPTDVYVDEDVDVZFZD 
GSIGHUGVZHXVMHKSFHZU 

G FOFSFTTBMSYLYDZTPWEA 
SHZVYAPIZZAZAZHUDHHM 

H MGFVVFTMFTHFKGGGN 
TLBTTTLTTHTTIUXTD 

I FAGOAXAHDU 
OTDYTSTTXD 

J vzz 
VZS 

K FT 
ZH 

L ZHPHLSM 
VPVLVGO 

Condensed table of repetition a. 

M EVFG 
HGHL HTZ-5 HT-9 VT-4 

ITY-4 ZD-9 ZZ-4 
N s ZDF-4 DZ-9 FH-4 

H DZY-4 DF-6 GH-4 
ZAI-3 TZ-6 IT-4 IXDL 

0 YDZ-3 ZY-6 VF-4 GIZS TY-5 ZF-4 
RLSUGU GZ-5 ZT-4 

p 
SZFLTG 

Q 

R DZST 
PSUS 

Jo'IGUBE 8.-Trlgraphlc frequency table. 
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s GPFYDXJIFRYAOTER 
DFDPGBXGLVDRTETN 

T HHHIZPVHVVZHIHDHVHIZIZHSS 
ZFGYGVZZXEHZYZHCYZYKYGVSR 

FHGRF 
PZPZI 

v LGLYJFTDYYFLDASAT 
DHDJFHTFTTMXFFTDE 

w X 
G 

X FTVSIH 
SOZIWA 

y DGTZZITZZTTZTZ 
SVDFVV"DBGZDGZS 

TDPGBDZDFJTTDGZXTDTKDZGGDYOTDGZYDUFU 
z LFFDDZAYJTBDYZTDAYDDZJYDRDFAYZTYGFTD· 

FIGUBB 8.--Trtgraphle frequenc;r'\able (cont'd). 

To determine the repeated trigraphs we must find those cases in 
which two or more prefixes to a given letter are identical at the same 
time that the suffixes to the same letter are identical. For example, 
the table shows that in four cases the prefix to the letter D is the 
letter Z at the same time that the suffix to this letter is the letter F. 
Hence, the trigraph ZDF occurs four times. 'Ihe repeated t.ri
graphs are all determined in this manner. The most frequently 
repeated digraphs and trigraphs are noted in a condensed table, so 
as to bring this important information prominently before the eye. 
Digraphs which occur less than four or five times and trigraphs 
which occur less than three or four times may be omitted from the 
condensed table, for they are relatively nonsignificant. 

24. Distinguishing the vowels from the consonants.-Before 
proceeding to an analysis of these digraphs and trigraphs, let .us 
make a list of the 10 cipher letters of greatest frequency and see 
if we can determine which of them represent vowels and which 
represent consonants. 

Frequency-36 26 25 20 20 17 17 16 14 10 
Letter- Z D T F G H V S Y I 

There can be hardly any doubt but that Zo = EP and we will assume 
this to be the case. If an examination is made of the list of most 

48547-2~ 

i 

I I , 

I 



REF ID:A646Bl 

26 ELEMENTS OF CRYPTANALYSIS. 

frequently repeated digraphs given in connection with Table 1, it will 
be seen that a combination of two vowels does not appear among 
the first 15 digraphs given. All but two of these digraphs are 
in fact combinations of the high-frequency vowels with the high
frequency consonants. Of these 13 vowel and consonant digraphs, 
the vowel E enters into six pairs, the vowels 0 and A into three 
pairs each, the vowel I into only one pair. The combinations of 
vowel E with the high-frequency consonants are in fact predomi
nant. If, therefore, we indicate in the list of the first 10 letters of 
greatest frequency in our problem the number of times Zc enters 
into combination with each of these \-1 other letters, we shall 
have some indication as to which of them probably represent vowels, 
which consonants. The figures above the letters indicate the num
ber of times Zo occurs as a prefix to the letters; the figures below 
the letters indicate the number of times Zo occurs as a suffix to the 
letters. 

Zc as prefix-9 4 4 
Letters-D T F 

Zo as suffix-9 6 2 

l 0 0 
G H V 
5 0 0 

0 
s 
0 

6 
y 
2 

0 
I 
0 

From these data we may conclude at once that D, T, F, G, and Y 
are in all probability consonants, whereas H, V, and S are in all 
probability vowels. The letter 10 may be a vowel too, but since the 
four vowels A, E, I, and 0 are much more frequent than U, and 
since we have classified the four letters Zo, Ho, V0 , and Sc as vowels, 
we may leave 10 as unclassified for the present. 

Let us now list all the combinations of Z, H, V, and S that occur 
in the message as well as the number of 'times they occur. 

ZZ-4 ffi1-1 VH-2 SV-1 

The doublet ZZ~ is EEp, a fairly frequent occurrence in English. 
We have another doublet, HHo, which is probably OOp, for AAp 
and lip are hardly ever encountered in English. If Ho = Op, then 
either Vo or Sc is Ip. Now VHo occurs twice, and if Vc =lp, then 
VHo =lOp, a very common digraph. Moreover, VHc is both times 
followed by Tc, which has already been classified as a consonant 
and would be very good for Np, giving the high-frequency trigraph 
ION P as the equivalent of VHT0 • If we are correct thus far, then 
So, the last of the four letters classified as vowels, must be Ap. We 
now have the following assumed values: 

The letter Do, second highest in frequency, is a consonant. The 
reversible digraphs ZD and DZ, each occurring 9 times, would be ex
cellent for ER and RE. The only high-frequency letters for which 

---·--·~···-o·····•~---~~=====~=~~~~-----~-· '·"'""•·•· • ..... 
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we have not yet assumed values are 'I'p and Sp. The letters Fa and 
Go have been classified as consonants, and we may be fairly certain 
that they represent these two high-frequency consonants, but we 
can not distinguish between them from our data. For example, 
the digraphs in which Fe and G0 occur would lend equal weight to 
the assumptions that Fc='fp or Go=Tp: 

{
RT 

6-DF= RS {
TO 

4-FH= SO {
so 4-GH= TO '{TE 5-GZ= SE 

4-ZF={ER ES {
NT 

3-TG= ST 

We may, however, give the letters Fo and Go alternate values, Sp 
and Tp. We now have the following values: 

Za=Ep Ta=Np H0 =0p Vo=Ip Sa=Ap Da=Rp Fe={~: Go={i: 

25. Trial of substitution of deduced values.-We have not 
as yet substituted in the cryptogram a single one of the values 
deduced from our analysis of the trigraphic frequency table, and it 
may be that we have really gone too far with the process. The test 
of the correctness of our assumptions is after all only this: Do they 
yield "skeletons" of words in the cryptogram W Let us see. Here are 
the results of substituting the eight values deduced by our reasoning: 

EMHTZ LVDFG SDRPS FSDZF.IOGHL PZFGZ DYSPF HBZDS GVHTF 
ONE IRTS AR A TARET SO ETSE R A T 0 ERA SIONT 

ST S S T ST S T S 

UPLVD FGYVJ VFVHT GADZZ AITYD ZYFZJ ZTGPT VTZBD VFHTZ 
IR TS I ITION S REE N RETE ENS.N INE R !TONE 

ST S T S T S 

DFXSB GIDZY VTXOI YVTEF VMGZZ THLLV XZDFM HTZAI TYDZY 
RT A S RE IN IN T I SEE NO I ERT ONE N RE 

S T S T S 

BDVFH TZDFK ZDZZJ SXISG ZYGAV FSLGZ DTHHT CDZRS VTYZD 
RITO NERT EREE A AS E S I TA SE RNOON RE A IN ER 

S S.. T T S._T.;._ __ 

OZFFH TZAIT YDZYG AVDGZ ZTKHI TYZYS DZGHU ZFZTG UPGDI 
ETTO NE N RE S IRSE EN 0 N E A RESO ETENS SR 

SS T· T T S T T 

XWGHX ASRUZ DFUID EGHTV EAGML OSTSE STRSN HD 
SO A E RT R SONI S ANA AN A OR 
T S T T 

-
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Several long w'ords, nearly-complete, stand out. Note the following 

underlined portions in the message: 

HBZDSGVHTF 
0 ERASIONT 

T S 

TVTZBDVFHTZDF 
NINE RITONERT 

s s 

SLGZDTHHT 
A SERNOON 

T 

Here we have the words "OPERATIONS," "NINE PRISONERS," 
and "4-\.FTERNOON." The value of Go is clearly Tp; that of Fe is 
Sp. It is clear that Be equals P P in both cases, and its frequency is 
excellent for P p• Also La is good for F p· 

26. Finishing the solution- reconstructing the cipher 
alphabet.-Substitution of the new values obtained by completing 
the skeletons of words results in speedy reduction of the cryptogram. 
The final message is as follows: 

EMHTZ LVDFG SDRPS FSDZF IOGHL PZFGZ DYSPF HBZDS GVHTF 
GXONE FIRST ARMYA SARES ULTOF YESTE RDAYS OPERA TIONS 

UPLVD FGYVJ VFVHT GADZZ AITYD Z1FZJ ZTGPT VTZBD VFHTZ 
BYFIR STDIV ISION THREE HUNDR EDSEV ENTYN INEPR ISONE 

DFXSB GIDZY VTXOI YVTEF VMGZZ THLLV XZDFM HTZAI TYDZY 
RSCAP TURED INCLU DINGS IXTEE NOFFI CERSX ONEHU NORED 

BDVFH TZDFK ZDZZJ SXISG ZYGAV FSLGZ DTHHT CDZRS VTyzD 
PRISO NERSW EREEV ACUAT EDTHI SAFTE RNOON QREMA INDE~ 

OZFFH TZAIT YDZYG AVDGZ ZTKHI TYZYS DZGHU ZFZTG UPGDI 
LESSO NEHUN DREDT HIRTE ENWOU NDEDA RETOB ESENT BYTRU 

XWGHX ASRUZ DFUID EGHTV EAGML OSTSE STRSN HD 
CKTOC HAMBE RSBUR GTONI GHTXF LANAG ANMAJ OR 

G-1. FmsT ARMY. 

As a result of yesterday's opemtions by 1st Division, 379 prisoners cap~, includ
ing 16 officeza. 100 prisoners were evacuated this aftemoon. Remainder less 113 
wounded are to be sent by truck to Chambersburg to-night. 

FLANAGAN, 

Major. 

It will be useful to reconstruct the cipher alphabet employed by 
these correspondents, arranging it as an enciphering alphabet.' It is 
as follows: 

Plain-A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
Cipher-S U X Y Z L E A V N W 0 R T H B C D F G I J K M P Q 

1 U Is always best to arrange the cipher alphabet as an enciphering alphabet, because It will then be in 
the form In whlch the encipherer employed It, in whlch case, iC the sequence of letters in the cipher com· 
JICII18nt l1hows any system of construction or derivation, valuable clues to the analysis of similar cryptograms 
between the same correspondents will be gained. The deciphering alphabet will not show such clues. 
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We note that the cipher component is a key-word alphabet, based 
upon the word Ll!~A VENWORTH. The cipher component is six 
letters in advance of A of the plain component, that is, L, the frrst 
letter of the key-word sequence, is set beneath F, the sixth letter of 
the normal sequence. 

The example solved above is admittedly a more or less artificial 
illustration of the method of analysis, made so in order to demonstrate 
in a general way the usual procedure. It was easy to solve because 
the frequencies of the various cipher letters corresponded rather well 
with the normally to be expected frequencies. However, all crypto
grams of the same monoalphabetical nature, using a cipher alphabet 
in which the cipher component is a mixed sequence, can be solved 
along the same general lines after more or less experimentation. 

27. Solution of other messages using the same sliding 
alphabet.-Oncc the cipher alphabet has been reconstructed, sub
sequent messages enciphered by means of the same basic mixed 
alphabet may be solved very readily. We have seen that the pre
ceding message was enciphered by sliding the cipher component 
LEA VNWORTHBCD ... XYZ six letters to the right of A of the 
plain component. It is obvious, of course, that the cipher com
ponent may be set against the plain component at any one of 26 
different points of coincidence, each yielding a different cipher 
alphabet. Since, however, the cipher component has been recon
structed by our analysis above, it has become a known sequence, and 
we are therefore enabled to apply the method of completing the 
plain component to any subsequent cipher messages enciphered by 
means of this basic cipher component set at any one of the 26 possible 
points of coincidence. An example will serve to make the process 
clear. Let us suppose that we have intercepted the following message 
passing between the same two stations as before: 

MESSAGE. 

IYEWK CERNW OFOSE LFOOH EAZBI FNNYO 

We first convert the first two or three groups of cipher letters 
into their plain component equivalents by setting the cipher com
ponent beneath the normal alphabet, and then usc our normal 
alphabet sliding strips to complete the normal alphabet sequence 
beneath each <rolumn. Thus: 

Plain-A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
Cipher-L E A V N W 0 R T H B C D F G I J K M P Q S U X Y Z 
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Cipher-! Y E W K C E R N W 
Plain equivalents-P Y B F R L B H E F 

QZCGSMCIFG 
RADHTNDJGH 
SBEIUOEKHI 
TCFJVPFLIJ 
UDGKWQGMJK 
VEHLXRHNKL 
WFIMYSIOLM 
XGJNZTJPMN 
YHKOAUKQNO 
ZILPBVLROP 
AJMQCWMSPQ 
BKNRDXNTQR 
CLOSEYOURS 
DMPTFZPVST 
ENQUGAQWTU 
FORVHBRXUV 
GPSWICSYVW 
HQTXJDTZWX 
IRUYKEUAXY 
JSVZLFVBYZ 
KTWAMGWCZA 
LUXBNHXDAB 
MVYCOIYEBC 
NWZDPJ:(.FCD 
OXAEQKAGDE 

FIGURE 9. 

Note the plain text gen
eratrlX= CLOSE YOURS. 
We may solve the rest of 
the message in exactly the 
same way, or we may set 
the cipher component be
neath the normal alphabet 
so that Cp=l0 (the value 
obtainedfortheflrstcipher 
letter as a result of our 
solution of the first two 
groups) and solve the rest 
of the message directly 
from the cipher alphabet 
itself. It is as follows: 
Close your station at 2 P. M. CARR, 
LT. 

The cipher alphabet for this message is as follows: 

Plain-A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
Cipher-F G I J K M P Q S U X Y Z L E A V N W 0 R T H B C D 

By merely shifting the cipher component, the whole series of values 
has been changed at one stroke from those in the long message 
above, but, nevertheless, solution of the very short message in a 
different key was obtained, as we have seen, very readily, without 
any frequency table analysis. 
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SECTION VII. 

REMARKS ON THE SOLUTION OF MONOALPHABET CIPHERS. 
Paragraph. 

Cryptograms using numbers or symbols............................................................ 28 
Examples and solution or historic ciphers .• ,............................................ . . . . . . . . . . . 29 

28. Cryptograms using numbers or symbols.-Monoalphabet 
ciphers, we have seen, are very easy to solve. In the case of single 
standard alphabet ciphers not even frequency tables are necessary; 
where the cipher alphabet is a mixed alphabet, a trigraphic fre
quency table is necessary to solutio:q, but subsequent cryptograms 
written by means of the same cipher component, although set accord
ing to different key letters, may be solved without recourse to frequency 
tables . 

Any monoalphabet substitution cipher written by means of a mixed 
alphabet, whether the cryptogram consists of letters, figures, symbols, 
or combinations of them, may be solved by the method illustrated 
above. In dealing with cryptograms composed of Il.umbers or signs 
it is usually of advantage for practical purposes to substitute arbi
trary letters for the numbers or symbols consistently throughout the 
message and proceed as usual. 

29. Examples and solution of historic ciphers.-Two exam
ples of historical interest will be cited in this connection as illustra
tions. During tho campaign for the presidential election of 1876 
many cipher messages were exchanged between the Tilden managers 
and their agents in several states where the voting was hotly con
tested. Two years later the New York Tribune exposed many irreg
ularities in the campaign by publishing the decipherments of many 
of these messages. These decipherments were achieved by two 
investigators employed by the Tribune, and the plain text of the 
messages showed conclusively that illegal attempts and measures to 
carry tho election for Tilden were made by his managers. Hero is 
one of the messages: 

JACKSONVILLE, Nov. 16 (1876). 

GEo. F. RANEY, Tallahassee: 

Ppjyemnshyyypimashnsyyssitepaae 
nshnsseusshnsmmpiyysnppyeaapieissyes 
hainssspeeiyyshnynsssyepiaanyitnsshy 
yspyypinsyyssitemeipimmeisseiyyeiss 
itelepyypeeiaassimaayespnsyyian 
ssseissmmppnspinssnpinsimimyyitemyys 
speyymmnsyyssitspyypeepppmaaayypiit 

L'Engle goes up to-morrow. 
DANIEL. 
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Examination of the message discloses that only ten different let
ters are used. It is probable, therefore, that what we have here is 
a cipher in which the combinations of two letters represent single 
letters of the plain text. We therefore rewrite the message in pairs 
and substitute arbitrary letters for the pairs, as seen below: 

PP YY EM NS HY YY PI MA SH NS YY SS etc. 
A B C D E B F G H D B I etc. 

A trigraphic frequency table is then made and analysis of the 
ta.ble along the lines illustrated. above yields solution, as follows: 

JACKSONVILLE, Nov. 16. 
GEo. F. RANEY, Tallahasaee: 

Have Marble a.nd Coyle telegraph for influential men from Delaware and Virginia. 
Indications of weakening here. Press advantage a.nd watch Board. L'Engle goes 
up to-morrow. 

DANIEL. 

The other example, using numbers, is as follows: 

JAcKSONVILLE, Nov. 17. 
S PAsco and E. M. L'ENGLE: 

84 55 84 25 93 34 82 31 
31 75 93 82 77 33 55 52 
93 20 90 66 77 65 33 84 
63 31 31 93 20 82 33 66 
52 48 44 55 42 82 48 89 
42 93 31 82 66 75 31 93 

DANIEL. 

There were, of course, several messages of like nature, and examina
tion disclosed that only 26 different numbers in all were used. Solu
tion of these ciphers followed very easily, the decipherment of the 
O'..le given above being as follows: 

JACKSONVILLE, Nov. 17. 
S. PAsco and E. M. L'ENGLE: 

Cocke will be ignored, Eagan called in. Authority reliable. 
DANIEL. 

The Tribune experts gave the following alphabets as the result of 
their decipherments: 

AA=O EP=C MM=G PI=R SS=N 
AI=U IA=K NN=J PP=H YE=F 
EI=I IM=S NS=E SH=L YI=X 
EM=V IT=D NY=M SN=P YY=A 
EN=Y MA=B PE=T SP=W 
20=0 34=W 52=U 75=B 89=-Y 
25=K 39=P 55=0 77=G 93=E 
27=S 42=R 62=X 82=I 96=M 
3l=L 44=H 66=A 84=C 99=J 
33=N 48=T 68=F 87=V 
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They did not attempt to correlate these alphabets, or at least they 
say nothing about a possible relationship. The present author has, 
however, reconstructed the rectangle upon which these alphabets are 
based, and it is given herewith: 

2nd letter 
or 

number 

H I S P A Y M E N T 
1234567890 

H 1 ! I I I I ' t-:-- __ I_-------,-=-

~ ~ -r:-1--IN-w!~----/~-p!?_ 
P 4 ,_Rl-!H"i- --~-- r---

18t ;uer A 5 := U i=JI=I_Q_ ='=--= =1= 
number Y 6 X I A i F 

'M 7 t- ---- --,-!8 -- iG __ ,_ 
--r--~-.- -,---------

~ : ,_i_!_:£l_Q_'_Mf~-- }1-
r o r--1-1-- J---~--~---~-

FIG'UBB 10. 

It is amusing to note that the conspirators selected as their key a 
phrase quite in keeping with their attempted illegalities: HIS 
PAYMENT; for bribery seemfi to have played a considerable part in 
that campaign. The blank squares in the diagram probably con
tained proper names, numbers, etc. 

Rectangles of the general nature of that shown above are com
monly used. Sometimes th~ letters at the top and side of the rec
tangle are based upon key words, both of which are often the same, 
often different. The letters within the rectangle are often in the nor
mal alphabet sequence; often they are mixed. Regardless of how the 
cipher alphabets are produced, whether by sliding sequences, or rec
tangles, or any other device, solution of monoalphabet substitution 
ciphers follows along the lines indicated, and it is always valuable to 
reconstruct the alphabets which were used, because of the clues they 
afford in the analysis of subsequent messages. 

In the recent war the cases where monoalphabet ciphers were 
encountered in actual operations were exceedingly rare because of the 
simplicity of their solution. However, a few cases did occur, and one 
rather illuminating instance may be cited. In a rather important 
communication to Helfferich on August 5, 1918, General Kress von 
Kressenstein used a single mixed alphabet, and the intercepted radio 
message was solved at American G.H.Q. very speedily. A day later 
another message, but in a very much more difficult system of cipher, 
was intercepted and solved. It read when translated as follows: 
G. H. Q. KRESS: 

The cipher prepared by General von KreBS was at once solved here. Its further use 
and employment is forbidden. CHIEF SIGNAL OFFICER, Berlin. 
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SECTION VIII. 

INTRODUCTORY REMARKS ON POLYALPHABET SUBSTITUTION 
CIPHERS. 

Paragraph. 
0 bject or using several alpho.bolt~ In one m•.ssage .. . . • . . . . . . . . . . . . . . . . . . . . . . . • . . • . • . . . . . . . . . . . . . . . . . . . 30 
Independent and Interrelated ctpher alphabets.................... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 31 
Primary components and secondary alphabets-Interrelated alphabets.. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . :i2 
Cipher squares or tables-Vigenere Table • .. •• . . . • •• • .. • • . • • . . . . . . . . . . . • . . . . . • . . . . . . . . . . . . . . . . . • . . . . . 33 
Periodic and nonperiodic systems. . . • . . . . . . . . . . . . . . . . . . . • . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .. 34 

30. Object of using several alphabets in one message.-In 
each of the cryptograms considered up to this point we have noted that 
only one cipher alphabet was employed throughout the message and 
that such ciphers are very easily solved because the frequencies of 
the cipher characters correspond to a greater or lesser degree with the 
frequencies of the letters of normal plain text. We come now to the 
more complicated types of substitution ciphers, in which several 
cipher alphabets are employed in the same message for the pur
pose of eliminating the frequency characteristics of the symbols em
ployed in the cryptogram. The number of such syste~s is very 
great, and it will be possible to discuss only a few of the more common 
and simpler types of these polyalphabet Ciphers. Some of the more 
complex types of polyalphabet ciphers require considerable expe
rience and patience on the part of the cryptanalyst, for they entail a 
great amount of painstaking analysis and labor.. 

Before proceeding to a discussion 6f the methods of analysis of 
polyalphabet ciphers, it will be of advantage to point out the various 
types of cipher alphabets that are usually encountered in these cryp
tograms, how they are produced, and how the method of production 
may be made to yield clues to the analysis of the alphabets. 

31. Independent and interrelated cipher alphabets.-A 
primary classification of cipher alphabets into two types may be 
made: (1) Independent or unrelated cipher alphabets, and . (2) de
pendent or interrelated cipher alphabets. 

(a) The first type may be disposed of in a few words. They are 
obtained by making up a number of mixed alphabets showing no 
relation to one another in any way, by drawing letters out of a hat, 
or by random assignments in enciphering alphabets. The solution 
of cryptograms written by means of such alphabets is rendered more 
difficult by reason of the absence of any definite relations between 
the equivalents of one cipher alphabet and those of any of the other 
cipher alphabets in the cryptogram. The analysis of such cases 
will be discussed later. 

(b) The second type of cipher alphabets, viz, the one in which 
the various alphabets in a message are interrelated, calls for more de
tailed explanation. We have seen that in the case of monoalphabet 
ciphers the cipher alphabets are often produced by sliding two se
quences of letters against one another, resulting in the production of 
a series of cipher alphabets. These sliding sequences were termed 
"components," and we saw that they could be normal or mixed se-
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quences. It will be useful at this point to go further into detai~ with 
regard to the results of the sliding of such components. 

32. Primary components and secondary alphabets-inter
related alphabets.-The two basic or fundamental sequences com
prising a cipher alphabet have heretofore been designated as the plain 
and the cipher components. For our present purposes they will be 
termed the PRIMARY COMPONENTS, and the resultant cipher 
alphabets produced by sliding them against each other and arranging 
the equivalents in the form of enciphering or deciphering alphabets 
will be termed the SECONDARY ALPHABETS. 'l'wo components 
of 26 letters each will yield 26 secondary l).].phabets. The following 
types of primary components may ·exist: 

a. The components are ·both normal sequences. 
(1) The sequences proceed in the same direction. The 

secondary alphabets are direct standard alphabets. 
(2) The sequences proceed in opposite directions. The sec

ondary ·alphabets are reciptocal reversed standard 
alphabets. 

b. The components are not both normal sequences. 
(1) One of the components, usUJtlly the plain component, 

is the normal sequence; the other, a mixed sequence. 
The secondary alphabets are mixed alphabets. 

(2) Both components are mixed sequences. 
(a) Sequences are identical mixed sequences. 

1. Sequences proceed in the same direction. 
The secondary alphabets are mixed al
phabets. 

2. Sequences proceed in opposite directions. 
The secondary alphabets are reciprocal 
mixed alphabets. 

(b) Sequences are difierent mixed sequences. The 
secondary alphabets are mixed alphabets. 

33. Cipher squares or tables-Vigen~re Table.-Let us study 
the first case, viz, that in which the primary components are both 
normal sequences and proceed in the same direction, yielding direct 
standard alphabets. These secondary alphabets when tabulated in 
the form shown in Table 2 yield a table known in the literature of 
the subject under various names: "Vigen ere Table," "Square Table,'' 
"Quadricular Table," "Pythagorean Table," etc. Such a table may be 
used in various ways, difiering from each other only in minor details, but 
the most common one is to consider the top line as the plain-text line of 
letters, and the successive horizontal lines, the lines of cipher equiva
lents. When these lines are considered in conjunction with the top 
line, we have a series of cipher alphabets, each of which may be 
designated by the initial letter of the cipher line. Thus, the D, or 
4th cipher alphabet, is the one in which AP =Do, Bp = E 0 , and so on. 
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Therefore, when a series of such cipher alphabets is to be employed 
in a message, a key word or a key number can be agreed upon by the 
correspondents to determine the choice of the cipher alphabets, and 
the letters of the key word or the figures of the key number designate 
the particular line from which the cipher equivalents arc to be taken 
in each case. This, of course, amounts to exactly the sa1ne thing as 
setting A of the plain component to those letters of the cipher com
ponent indicated by the key word when sliding sequences are used 
instead of the table. 

Minor modifications of the Vigenere Table are encountered. If 
the top line is made a reversed normal sequence, or if the successive 
interior lines are made reversed normal sequences, then the secondary 
alphabets are all reversed standard alphabets, and are exactly the 
same as those produced by sliding the direct normal sequence against 
the reversed normal. Such a table is often referred to as the "Beau
fort Table," named after an English Admiral who "invented" 
it, and thought he had discovered something new, but alphabets 
similar in their nature to the alphabets produced by the Beaufort 
Table were known and used over a thousand years before his time . 

• 
TADLB 2. 

The Vigenere Square. 

A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
BCDEFGHIJKLMNOPQRSTUVWXYZA 
CDEFGHIJKLMNOPQRSTUVWXYZAB 
DEFGHIJKLMNOPQRSTUVWXYZABC 
E F G H I J K L M N 0 P Q R S T U V W X Y Z A B C D 
FGHIJKLMNOPQRSTUVWXYZABCDE 
G H I J K L M N 0 P Q R S T U V W X Y Z A B C D E F 
H I J K L M N 0 P Q R S T U V W X Y Z A B C D E F G 
IJKLMNOPQRSTUVWXYZABCDEFGH 
J K L M N 0 P Q R S T U V W X Y Z A B C D E F G H I 
K L M N 0 P Q R S T U V W X Y Z A B C D E F G H I J 
LMNOPQRSTUVWXYZABCDEFGHIJK 
MNOPQRSTUVWXYZABCDEFGHIJKL 
N 0 P Q R S T U V W X Y Z A B C D E F G H I J K L M 
0 P Q R S T U V W X Y Z A B C D E F G H I J K L M N 
PQRSTUVWXYZABCDEFGHIJKLMNO 
Q R S T U V W X Y Z A B C D E F G H I J K L M N 0 P 
RSTUVWXYZABCDEFGHIJKLMNOPQ 
STUVWXYZABCDEFGHIJKLMNOPQR 
TUVWXYZABCDEFGHIJKLMNOPQRS 
UVWXYZABCDEFGHIJKLMNOPQRST 
VWXYZABCDEFGHIJKLMNOPQRSTU 
WXYZABCDEFGHIJKLMNOPQRSTUV 
XYZABCDEFGHIJKLMNOPQRST~VW 
YZABCDEFGHIJKLMNOPQRSTUVWX 
ZABCDEFGHIJKLMNOPQRSTUVWXY 

.. 
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The second type of sliding components listed above, viz, those 
which are not 'both normal sequences, calls for more detailed treat
ment and will be discussed later. Suffice it to say at this point that 
either sliding components or a square table may be used to produce 
the various cipher alphabets, and since these secondary alphabets are 
all interrelated, the existence of certain relationships in them is of 
great aid in the analysis of th~se alphabets. Let us proceed now to 
an illustration of how the various alphabets are used in a. poly
alphabet cipher. 

34. Periodic and nonperiodic systems.-Polyalphabet systems 
may be divided into two more or less distinct types: (1) Periodic 
systems and (2) nonperiodic systems. When the text of a crypto
gram can be broken up into definite, regular groups, blocks, or 
cycles of letters which have undergone encipherment by identical 

. portions of the key, the cryptogram is said to exhibit cyclic phenomena, 
and to be of the periodic type. If the text of a cryptogram can not 
thus be treated, and does not exhibit any cyclic phenomena, it is 
said to be of the nonperiodic type. 

We shall first take up the ciphers of the periodic type, illustrating 
in detail what "is meant by cyclic phenomena and how they are 
employed in solution. 

SECTION IX. 

SOLUTION OF PERIODIC POLYALPHABET CIPHERS USING STANDARD 
ALPHABETS. 

Paragraph 
Classification.. . • • • • . • . . . • . . • . • • . . . . . . . . . . . . . . . • . . . . . . . . . . . . . . . . • . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 35 
Method of enclpherment-multiple alphabet ciphers.. . . . . . . . • . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 36 
Steps in analysis-multiple alphabet ciphers. . • . . • . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 37 
First step.. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 38 
Second step....................................................................................... 311 
Illustration or the solution of a multiple alphabet cipher using standard alphabets...... . . . . . . . . . . . . (0 

35. Classi1lcation.-Ciphers of the periodic type may in turn be 
classified into two kinds: (1) Multiple alphabet ciphers, and (2) pro
gressive alphabet ciphers. In the first, only a few of a whole series 
of cipher alphabets of which the system is composed may be used in 
a single message, and these alphabets repeat themselves in a definite 
sequence throughout the message. In the second, all of the cipher 
alphabets of the system are used in a single message, one after the 
other progressively, until the last alphabet has been used, when the 
series begins to repeat itself. The differences between the two 
systems will become more apparent in the subsequent discussion. 
Let us first proceed to a study oi the common types of multiple 
alphabet ciphers. 

36. Method of encipherment---multiple alphabst ciphers.
These systems usually employ a key consisting of a word or a. number 
which determines the number of and the particular cipher alphabets 
to be used. This key is written on one line, and the h•xt of the mes
sage is written in successive lines below it, thus forming columns of 
letten;s. Sufficient space is left between the lines of plain text for 
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the insertion of cipher equivalents. (See a, Fig. 11.) Then each 
column is enciphered by the cipher alphabet indicated by the key 
letter or key number at the head of the column, and the resulting 
lines of cipher text are sent in regular groups of five letters, as usual. 
An example employing standard alphabets is shown in Figure 11 ~ 
using the key word BLUE. 

This, in general, is the fundamental method employed in a multiple
alphabet cipher. Manifold modifications in minor details are encoun
tered. The number of alphabets employed in one message may vary 
from two to thirty or more, but as a general rule, in practice, the 
number is limited to an average of about ten. The alphabets may 
be of various types, too, but the general method of analysis is the 
same throughout. 

37. Steps in analysis- multiple ,alphabet ciphers.-The 
analysis of a cryptogratn of this type, regardless of the kind of cipher 
alphabets employed, whether they be standard or mixed alphabets, 
resolves itself into two distinct steps: (1) A determination of the 
exact number of cipher alphabets employed, followed by (2) an 
analysis of the individual ciph~r alphabets. 

38. First step.-(a) The principles of "jactoring."-In a crypto
gram enciphered by a repeating key the determination of the number 
of alphabets involved is usually a simple matter, because the crypto
gram itself affords clues to the length of the key. Why this is the 
case and the nature of these clues will now be explained. 

It is obvious that identical plain-text letters when enciphered by 
the same alphabet must of necessity yield identical cipher letters. 
Such a. condition is brought about every time that identical letters 
happen to fall in the same relative position as regards the key, or, if 
we refer to the diagram in Figure 11, every time identical letters fall 
within the same columns. Now, since the number of columns, or 
positions with respect to the key, is very limited (except in the case 
of very long key words), and since the repetition of letters is an 
inevitable condition in plain text, it follows that there will be in 8. 
message of fair length many cases where identical plain-text letters 
must fall in the same column and thus be enciphered by the same 
cipher alphabet, resulting, therefore, in the production of many iden
tical letters in the cipher text. 

It will also happen, however, that dijferem plain-text letters falling 
in dijfere·nt columns will by mere coincidence produce identical cipher 
letters. Note, for example, in Figure 11 that in Column 1, Rp becomes 
So and that i:G Column 2, Hp also becomes S0 • The production of an 
identical cipher letter in these two cases, where the plain-text letters 
are different. and enciphered by different alphabets, is merely a coin· 
cidence. Such cases will, of course, happen very frequently with 
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MESSAGE. 
The artillery battallon marching in the rear of the advance guard keeps Its combat train with lt. 

I CIPHER ALPHABETS. 

Plain-ABCDEFGHIJKLMNOPQRSTUVWXYZ 
(1)-BCDEFGHIJKLMNOPQRSTUVWXYZA 

Cipher (2)-LMNOPQRSTUVWXYZABCDEFGHIJK 
(3)-UVWXYZABCDEFGHIJKLMNOPQRST 
(4}-EFGHIJKLMNOPQRSTUVWXYZABCD 

• 

BLUE BLUE BLUE BLUE 
• THE A THE A THEA THE A 

US Y E US Y E 

R T I L R TIL D VAN D VAN 
S E C P EGUR 

L E R Y L E R Y C E G U C E G U 
M P L C D PAY 

BATT BATT A R D K A R D K 
CLNX B C X 0 

A L I 0 A L I 0 E E P S E E P S 
B W C S F P J W 

NMAR NMAR I T S C I T S C 
0 XU V JEMG 

C H I N C H I N 0 M B A 0 MBA 
D S C R PXVE 

G I N T GIN T T T R A T T R A 
• HTHX UELE 

HERE HERE I N W I I N W I 
• I P L I JYQM 

A R 0 F A R 0 F T H I T T HIT 
B C I J USC X 

I a b a b 

CRYPTOGRAM. 

USYES ECPMP LCCLN XBWCS OXUVD SCRHT HXIPL 
IBCIJ USYEE GURDP AYBCX OFPJW JEMGP XVEUE 
LEJYQ MUSCX 

FIOUBE ll. 
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individual letters, hut less frequently with digraphs, because the 
-chances that such a purely fortuitous coincidence will happen two 
times in succession are naturally much less than that it will happen 
every once in a while in the case of single letters; and, of course, 
the chances of such coincidences happening in the case of three or 
more consecutive letters are still less than in the case of digraphs. 
If we reduce the chances of such repetitions being due to pure coinci
dence to the form of a table, we have the following: 

Chances for repetition of-
lletter =1:26 (i.e., 1 for, to 26 against). 
2letters=1:676. 
3letters=l: 17,576. 
4 lctters=l:456,976. 
n letters=l:26". 

That an event the chances of whose occurrence is only one in 456,976 
cases should be a coincidence is, of course, rarely to be expected, 
and it follows therefore that if in a relatively small amount of text 
we find a recurrence of a polygraph of four letters, for example, the 
chances that this recurrence is due to a mere coincidence are so 
remote that they may be altogether ruled out. If the recurrence is 
not a coincidence, then it must be due to a cause, and that cause is, 
of course, that a repeated polygraph in the plain text has been en
ciphered by similar alphabets. In order for this to occur, it is neces
sary that the polygraph fall both times in exactly the same relative 
position with respect to the key. Note, for example, the four letter 
repeated polygraph USYE in the message of Figure 11; it represents 
the plain-text polygraph THEA. The first time it occurred it fell 
in positions 1-2-3-4 with respect to the key; the second time it 
occurred it happened to fall in the very same relative positions, 
although it might just as well have happened to fall in any of the 
other three possible relative positions with respect to the key, viz, 
2-3-4-1, 3-4-1-2, or 4-1-2-3. In fact, the word "happened" cor
rectly expresses the case, for the insertion or deletion of a single plain
text letter between the two occurrences would have thrown the sec
ond occurrence one letter forward or backward, respectively, and 
thus caused the polygraph to be enciphered by a sequence of alpha
bets such as can no longer produce the cipher polygraph USYE 
from the plain-text polygraph THEA.1 If, now, we count the number 
of letters from and including the first occurrence of USYE to but not 
including the Becond occurrence of USYE, we find a total of 40 letters. 
How many times has the key repeated itself between these two 
occurrences~ Evidently 40+4, or 10 times. The number 40-that 

1 On the other band, the insertion or deletion of this one letter might briDe tho letters of 11011111 other poly
sraph into similar coliiDIIIIIso thet another repetition would be exbl.blted In case dul USYE repetition bed 
thua been suppniSStld. 
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is, the interval separating the two occurrences-is of necessity an 
exact multiple of the length of the key. It is apparent, ·~herefore, 
that if we did not know the length of the key the number 40, we would 
feel sure, must be an exact multiple of the length of the key; in other 
words, one of the factors of the number 40 would be equal to the 
length of the key. The factors of 40 are 2, 4, 5, 8, 10, and 20. So 
far as this single repetition, USYE, is concerned, the length of the key 
may be equal to any one of these factors; the repetition itself gives 
no indication. How, then, can we determine which one it is 1 

(b) Application of the theory of factoring.-Let us list all the recur
rences in tQ.e cryptogram. They are as follows (note underlinings in 
the message) : 

US YES EePMP LeeLN XBWeS OXUVD SeRHT 
HXIPL IBeiJ USYEE GURDP AYBeX OFPJW -JEMGP XVEUE LEJYQ MUSe X --
1st USYE to 2nd USYE = 40 letters. Factors= 2, 4, 5, 8, 10, and 20. 
2nd US to 3rd US = 36 letters. Factors=2, 3, 4, 6, 9, and 18. 
1st se to ::!nd se = 52 letters. Factors=2, 4, 13, and 26. 
1st PL to 2nd PL = 24 letters. Factors=2, 3, 4, 8, 12. 
1st Be to 2nd Be = 16letters. Factors= 2, 4, 8. 
1st ex to 2nd ex = 25 letters. Factor =5. 

What factors are the most common, i. e., the most frequently 
repeated, in this series ~ 

The factors 2 and 4 each appear 5 times. 
The factor 8 appears 3 times. 
The factors 3 and 5 appear 2 times. 
The factors 6, 9, 10, 12, 18, 20, and 26 each appear 1 time. 
The most common factors are 2 and 4. Which of these two is the 

more probable as regards its being used as a key 1 Evidently 4, 
and we therefore assume the length of the key to be four letters, 
which means that four alphabets are involved. The recurrence of 
digraph ex is a pure coincidence, as will be apparent by referring 
to Figure 11. Had the message been longer there would have been 
more such pure coincidences, but, on the other hand, the chances are 
that there would also have been a proportionately greater number 
of real repetitions, for the greater the volume of text, the more 
repetitions of high-frequency digraphs, trigraphs, and polygraphs 
appear. 

Sometimes it happens that the eye of the cryptanalyst immediately 
notes a repetition of a polygraph of four or more letters, the interval 
between the first and second occurrences of which has only two 

48547-24---4 
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factors, of which one is a relatively smo.ll number, the other a rela
tively high incommensurable number. He may therefore assume 
at once that the length of the key is equal to the smo.ller factor 
without searching for additional recurrences upon which to corrobo
rate his assumption. Suppose, for example, that in a relatively, 
short cryptogram the interval between the first and second occur
rences of a polygraph of five letters happens to be a number such as 
203, the factors of which are 7 and 29. Evidently the number of 
alphabets may at once be assumed to be 7, unless we are dealing 
with messages in which the correspondents are known to use long 
keys. In the latter case we could assume the number of 11lphabets 
to be 29. 

In this process of factoring the greatest reliance is to be plaeed 
upon the longest repeated polygraphs. The evidence afforded by 
one repeated polygraph of four .letters is very much greater than 
that afforded by many repeated digraphs, being in the ratio of 
456, 976 to 676, or 676 to 1. 

(c) General remarks onfactoring.-The statement made in Par. M 
with respect to the cyclic phenomena said to be exhibited in crypto
grn.ms of the periodic type now becomes clear. The use of a short 
repeating key produces a periodicity of recurrences or repetitions 
collectively termed "cyclic phenomena, " an analysis of which 
leads to a determination of the length of the period or cycle, and 
this gives us the length of the key. Only in the case of relatively 
short cryptograms enciphered by a relatively long key does this 
process of factoring fail to lead to the correct determination of the 
number of cipher alphabets in a multiple alphabet cipher, and, of 
course, the fact that a cryptogram contains repetitions whose factors 
show constancy is in itself an indication and test of its multiple 
alphabet nature. It also follows that if the cryptogram is not a 
multiple alphabet cipher, then the process of factoring will show no 
definite results, and conversely the fact that it does not yield definite re
sults at once indicates that the cryptogram is not a multiple alphabet. 
cipher. There are two cases in which the process of factoring leads 
to no definite results. One is in the case of monoalpha.bet substitution 
ciphers. Here recurrences are very plentiful as a rule, and the inter
vals separating these recurrences may be factored, but tke factors will 
show no constancy; there will be several factors common to many 
or most of the recurrences. This in itself is an indication of a 
monoalphabet cipher, if the very fact of the presence of many 
recurrences fails to impress itself upon the inexperienced cryptan
alyst. The other case in which the process of factoring is non
significant involves certain types of nonperiodic polyalphabet. 
ciphers. In certain of these ciphers recurrences of digraphs, tri
graphs, and even polygraphs may be plentiful in a long messagef 
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but the intervals between such recurrences bear no definite multiple 
relation to the le:nfth of the key, such as ih the case of the true 
periodic multiple alphabet cipher, in which the alphabets change 
with successive letters and repeat themselves over and over again .. 

89. Second step.-(a) Preparation of individual graphic fre
quency tables.-Mter the number of cipher alphabets involved in the 
cryptogram has been ascertained by factoring, the next step is to 
rewrite the message in groups corresponding to the length of the key, 
or in columnar fashion, whichever is more convenient, and this 
automatically divides up the text so that the letters belonging to the 
same cipher alphabet occupy similar P,Ositions in the groups, or, if 
the columnar method is used,- fall in the same column. Then single 
frequency tables for the thus isolated individual alphabets are com-

• piled. For example, in the case of the cipher on page 41, having 
determined that four alphabets are involved, and having rewritten 
the message into four columns, a frequency table is made of the 
letters in Column 1, another frequency table is made of the letters 
in Column 2, and so on for the rest of the columns. Each of the 
resulting tables is ·therefore a monoalphabet frequency distribution. If 
these tables do not give the irregular crest and trough appearance 
of single frequency tables, then the analysis which led to the hypothe
sis as regards the number of alphabets involved is fallacious. In 
fact, the appearance of these individual graphic tables may he con
sidered to be an index of tha correctness of the factoring process; 
for theoretically, and practically, the individual graphic tables con
structed upon the correct hypothesis will tend to conform more 
closely to the irregular crest and trough appearance of a single 
alphabet frequency distribution than will the graphic tables con
structed upon an incorrect hypothesis. For example, in the following 
cryptogram there are only two cases of repetitions of three or more 
letters, and the factors of the intervals separating them do not show 
conclusively whether ther_e are five or six alphabets involved: 

QNDRV AAALX POAQR XPFQN QZHRK ZVPLO JPJUK 
PMEKV TNUKN JLVRN KVTNI AHDRV AAWKR EAAWO 

APTHK WQXKO YNDGJ YAJUV RXPFI RKPQI TPFUV 
YIRZF TZHUN YIBJI GPAMW UDBJO YZBY 

1st DRVAA ·to 2d DRVAA= 55 letters; factors 5, 11. 
1st KVTN to 2d KVTN = 12 letters; factors 2, 3, 4, 6. 
1st AAW to 2d AAW 6 letters; factors 2, 3, 6. 

But if we make a graphic frequency table for the first alphabet 
upon each of the two more probable hypotheses, we see that the dis
tribution upon the basis of five alphabets is more favorable to that 



REF ID:A646Bl 

44 ELEMENTS OF CRYPTANALYSIS. 

hypothesis than is the distribution upon the basis of six alphabets to 
a. hypothesis of six alphabets. 

Alphabet 1 upon the basis of five alphabets: 

ABCDEFGHIJKLMNOPQRSTUVWXYZ 
~ ~ ~ ~~ ~~~ ~~ ~~Nil~ 
~ ~ ~~~ ~ liN 
~ ~ 

Alphabet 1 upon the basis of six alphabets: 

A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z ---- -- ....____ __....___ ...._....._ :----................. -.....-...... --.. 
~ ...._~ ~-...... 

In the first distribution there are only seven cases in which a letter 
occurs but once; in the second, there are ten such cases; in the first, 
there are four cases in which a letter occurs twice; in the second, 
there are only three such cases; in the first, there are three letters 
which occur three or more times; in the second, there are only two 
such cases. In other words, the principal characteristics of a single 
frequency distdbution are more closely approxi:Jpated by the distri
bution upon the hypothesis of five alphabets, as compared with that 
upon the hypothesis of six alphabets. The greater the degree of 
repetition in a frequency table, the more likely is it to be a single 
frequency distribution. 

(b) Anazysis of the graphic tables.-The difficulty experienced in 
analyzing the individual or isolated graphic tables depends mostly 
upon the type of cipher alphabets that is used. It is apparent that 
mixed alphabets may be used just as easily as standard alphabets, 
and, of course, the cipher letters themselves give no indication as to 
which is the case. However, just as we found that in the case of 
monoalphabet substitution ciphers a graphic frequency table will 
give clear indications whether the cipher alphabet is a standard or a 
mixed alphabet, by the relative positions and extensions of the crests 
and troughs in the table, so we find that in the case of pedodic 
multiple alphabet substitution ciphers, graphic frequency tables for 
the isolated or individual alphabets will also give clear indications as to 
whether these alphabets are standard alphabets or mixed alphabets. 
Only one or two graphic frequency tables are necessary for this 
determination; if they appear to be standard alphabets, graphic 
tables can be made for the rest of the alphabets; but if they appear 
to be mixed alphabets, then it is best to compile trigraphic frequency 
tables for all the alphabets. The analysis of the values of the cipher 
letters in each table proceeds along the same lines as in the case of 
monoalphabet ciphers. The analysis is more difficulftonly because 
of the reduced size of the tables, but if the message be very long, 
then each frequency table will contain a sufficient number of elements 
to ~able a speedy solution to be achieved. 

.. 
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40. mustration of the solution of a multiple alphabet cipher 
using standard alphabets.-(a) Frequency talJle method.-In the 
light of the foregoing principles lot us study the following cryptogram: 

MESSAGE. 

AUKHY JAMKI ZYMWM JMIGX NFMLX ETIMI ZHBHR 
AYMZ~ ILVME JKUTG DPVXK QUKHQ LHVRM JAZNG - - -- -
GZ~ NIUFM PZJNV CHU!2 HKQGK IPLWP A~ 
QUMTV OPT~ ECMYS QYBAV A~Y POEXW PVNYE 
EYXEE UDPXR BVZVI ZIIVO SPTEG KUBBR Q~P 
WFQGK NLLLE PTIKW DJZXI GOIOI ZLAMV KFMWF --- - -NPLZI OVVFM ZKTXG NLMDF AAEXI JLUFM PZJNV 

£AIGI UAWPR NVIW~ZAS ~FM HS 

A search for repetitions discloses the following short list, with the 
intervals and factors below 11 listed (for previous experience may lead 
us to suspect that it is unlikely that the cryptogram involves more 
than 10 alphabets, showing the number of recuiTences it does): 

UFMPZJNVC-160=2,4, 5,8, 10. FM- 20=2,4, 5. 
JZXIG - 90 = 2, 3, 5, 6, 9, 10. FM- 30 = 2, 3, 5. 
QGK - 85=5. JA- 60=2,3,4, 5,6, 10. 
EJK -315=3, 5, 7. LA- 75=3, 5. 
UKH - 55=5. LL- 10=2, 5. 
ZLA - 6.5=5. NL- 45=3, 5,9. 
EJ - 69=3. NL-105=3, 5, 7. 
FM -185=5. VX- 20=2,4,5, 10. 
FM - 57=3. YM- 25=5. 
FM -140=2, 4, 5, 7. 

The factor 5 appears in all but two cases, both of which exceptions 
involve only a digraph, and we may feel certain that the number of 
alphabets is five. Since the text already appears in groups of five 
letters, it is unnecessary to rewrite the message. We next proceed to 
make a graphic frequency table for Alphabet 1 to see if we can deter
mine whether or not standard alphabets are involved. It is 88 

follows: 

Alphabet 1. - - -
~~~~~ ~~~~~~ g~~~ ~ ~ ~ ~ 
ABCDEFGHIJKLMNOPQRSTUVWXYZ 

Although the indications are not very clear cut, yet if we take into 
consideration the small size of the table the assumption that we have 
here a direct standard alphabet with W 0 = Ap, is worth further test. 
Let us compile a similar table for Alphabet 2. 
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Alphabet 2. 

::::: 
~ ~ ~ ~~ ~ ~~ ~~ 
~ ~~ ~ ~~~~~~ ~~ ~~~~ ~~ 
A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 

Here we have every indication of a direct standard alphabet, with 
Ha=Ap. Let us make similar tables for the last three alphabets. 
They are as follows: 

Alphabet 3. -:::::::: 
~~ -~ ~~~:::::~ ~ ~:::::~ ~ ~~ -~~~~~·~~ ~~~~~ ~ 
A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 

Alphabet 4. 

::::: -~ ~::::::::::::::: ~----- --~~--~~ ~~~~~ ~~~~~~ ~ ~ ~~~~~ 
A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 

Alphabet 5. 

-
~~~ ~-::::: z -~-~::::: ~~~~ 

ABCDEFGHIJKLMNOPQRS TUVWXYZ 

After but little experiment we find that the graphic tables can best 
be made to fit the normal table when the following values are assumed: 

.Alphabet l-Ap= Wo 
Alphabet 2-Ap = Ha 
Alphabet 3:-Ap =I., 
Alphabet 4-Ap=To 
Alphabet 5-Ap = Ea 

Note the key .word given by the successive equivalents of Ap: 
WHITE. The real proof of the correctness of our analysis is, of 
course, to test the values of the solved alphabets on the cryptogram. 
The five complete cipher alphabets are as follows: 

Plain-A B C D E F G H I J K L M N 0 P Q R S T U "V W X Y Z 

1
1-~XYZABCDEFGHIJKLMNOPQRSTUV 
2-HIJKLMNOPQRSTUVWXYZABCDEFG 

Cipher 3-I J K L M N 0 P Q R S T U V W X Y Z A B C D E F G H 
4-TUVWXYZABCDEFGHIJKLMNOPQRS 
5-EFGHIJKLMNOPQRSTUVWXYZABCD 

t 
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Applying these values to the first few groups of our message, we 
have the following: 

12345 12345 12345 12345 12345 
Cipher-A UKHY J AMK I ZYMWM J M I GX NFMLX 
Plain-EN C 0 U N T ERE DR E D I N FA N T R Y E S T 

Intelligible text at once results, and the solution can now be com
pleted very quickly. The message is as follows: 

Encountered red infantry estimated at one regiment and machine gun company in 
trucks near EMMITSBURG. Am holding MIDDLE CREEK near hill 543 south· 
west of FAIRPLAY. When forced back will continue delaying Reds at MARSH 
CREEK. Have destroyed bridges on MIDDLE CREEK between EMMITSBURG
TANEYTOWN road and RHODES MILL . 

It is obvious that reversed standard alphabets may be used and 
treated in the same manner. In fact, the now obsolete cipher disk 
used by the United States Army for a number of years yields exactly 
this type of cipher and may just as readily be solved. In :fitting the 
isolated graphic tables to the normal the direction of "reading" the 
crests and troughs is merely reversed. 

(b) Completion of plain component method.-There is another 
method of solving this type of cipher, which is worth while explaining, 
because the underlying principles will be found exceedingly useful in 
many cases. 

After all, the individual alphabets of a cipher such as the one just 
solved are merely standard direct alphabets. We have seen that 
in the case of monoalphabet ciphers in which standard cipher alphabets 
are employed they may be solved almost mechanically by completing 
the plain component sequence (see page 16). The plain text reappears 
on only one generatrix, and this generatrix is the same for the whole 
message. We were able to pick this generatrL~ out of all the other 
generatrices because it was the only one which gave intelligible text. 
Is it not apparent that if we apply the same process to the cipher 
letters of the individual alphabets of the cipher just solv-ed thr.t the 
plain-text equivalents of these letters must all reappear on one and 
the same generatrix 1 But how can we pick out the correct generatrix 
from among all the other incorrect genera trices, since the correct one 
will not show intelligible text~ The answer is simple. We should he 
able to select it because it wiU show more and a better assortment of 
high-frequency letters than any of the other generatrices. If we do- this 
with all the alphabets in the cryptogram, it will merely be· necessary 
to assemble the correct generatrices in proper order, and the result 
should be intelligible text- An example will serve to make the 
process clear. Let us use the same mAssage as before. Factoring 
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showed that it involves five alphabets. Let us set down in a hori
zontal line the first ten cipher letters in each alphabet and complete 
the normal alphabet sequences. Thus: 

··---···--· .. ··-

I Alphabet l. Alphabet 2. Alphabet 3. Alphabet 4. I Alphal><•t 5. 
I 

1 AJZJNEZAIJ UAYMFTHYLK KMMIMIBMVU HKWGLMHZMT YIMXXIRMEG 
2 BKAKOFABJK VBZNGUIZML LNNJNJCNWV ILXHMNIANU ZJNYYJSNFH 
3 CLBLPGBCKL WCAOHVJANM MOOKOKDOXW JMYINOJBOV AKOZZKTOGI 
4 DMCMQHCDLM XDBPIWKBON NPPLPLEPYX KNZJOPKCPW BLPAALUPHJ 
5 ENDNRIDEMN YECQJXLCPO OQQMQMFQZY LOAKPQLDQX CMQBBMVQIK 
6 FOEOSJEFNO ZFDRKYMDQP PRRNRNGRAZ MPBLQRMERY DNRCCNWRJL 
7 GPFPTKFGOP AGESLZNERQ QSSOSOHSBA NQCMRSNFSZ EOSDDOXSKM 
8 HQGQULGHPQ BHFTMAOFSR RTTPTPITCB ORDNSTOCTA FPTEEPYTLN 
9 IRHRVMHIQR CIGUNBPGTS SUUQUQJUDC PSEOTUPHUB GQUFFQZUMO 
10 JSISWNIJRS DJHVOCQHUT TVVRVRKVED QTFPUVQIVC HRVGGRAVNP 
11 KTJTXOJKST EKIWPDRIVU UWWSWSLWFE RUGQVWRJWD ISWHHSBWOQ 
12 LUKUYPKLTU FLJXQESJWV VXXTXTMXGF SVHRWXSKXE JTXIITCXPR 
13 MVLVZQLMUV GMKYRFTKXW WYYUYUNYHG TWISXYTLYF KUYJJUDYQS 
14 NWMWARMNVW HNLZSGULYX XZZVZVOZIH UXJTYZUMZG LVZKKVEZRT 
15 OXNXBSNOWX IOMATHVMZY YAAWAWPAJI VYKUZAVNAH MWALLWFASU 
16 PYOYCTOPXY'JPNBUIWNAZ ZBBXBXQBKJ!WZLVABWOBI NXBMMXGBTV 
17 QZPZDUPQYZ KQOCVJXOBA ACCYCYRCLKIXAMWBCXPCJ OYCNNYHCUW 
18 RAQAEVQRZA LRPDWKYPCB BDDZDZSDML 1YBNXCDYQDK PZDOOZIDVX 
19 SBRBFWRSAB MSQEXLZQDC CEEAEATENM[ZCOYDEZREL QAEPPAJEWY 
20 TCSCGXSTBC NTRFYMARED DFFBFBUFON.ADPZEFASFM RBFQQBKFXZ 
21 UDTDHYTUCD OUSGZNBSFE EGGCGCVGPOIBEQAFGBTGN SCGRRCLGYA 
22 VEUEIZUVDE PVTHAOCTGF FHHDHDWHQP CFRBGHCUHO TDHSSDMHZB 
23 WFVFJAVWEF QWUIBPDUHG GIIEIEXIRQ DGSCHIDVIP UEITTENIAC 
24 XGWGKBWXFG RXVJCQEVIH HJJFJFYJSR EHTDIJEWJQ VFJUUFOJBD 
25 YHXHLCXYGH SYWKDRFWJI IKKGKGZKTS FIUEJKFXKR WGKVVGPKCE 
26 ZIYIMDYZHI TZXLESGXKJ JLLHLHALUT GJVFKLGYLS XHLWWHQLDF 

FlGUBB 12. 

If now we select the following high-frequency generatrices (under-
lined in Fig. 12) : 

For Alphabet 1, generatrix 5-E N D N R I D E M N 
For Alphabet 2, generatrix 20-N T R F Y M A R E D 
For Alphabet 3, generatrix 19-C E E A E. A_ T E N M 
For Alphabet 4, generatrix 8-0 R D N S T 0 G T A 
For Alphabet 5, generatrix 23-U 1!: I T T E N I A C 

• 
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and arrange their letters in columnar order, thus: 

EN C 0 U 
NT ERE 
D R E D I 
N FAN T 
RYES T 
I MATE 
D AT 0 N 
E R E G I 
MENTA 
NDMAC 

49 

we have intelligible text: ENCOUNTERED RED INFANTRY 
ESTIMATED AT ONE REGIMENT AND MAC .... Solution 
can thus be achieved without the compilation of any frequency 
tables whatever, and is very quickly attained. The inexperienced 
cryptanalyst may have difficulty at first in selecting the generatrix 
which contains the most and the best assortment of high-frequency 
letters, but with increased practice, a high degree of proficiency is 
attained. Mter all it is only a matter of experiment, trial, and 
error to select and assemble the proper generatrices so as to produce 
intelligible text. If the letters on our sliding strips were accompanied 
by numbers proportionate to their frequency in normal plain text, 
then that generatrix, the relative frequency values of whose letters 
totaled the greatest, would theoretically always be the correct genera
trix. Practically it will be among the generatrices which show the 
first three or four greatest totals. Thus, an entirely mathematical 
solution for this type of cipher may be applied. 

If the cipher alphabets are reversed standard alphabets, it is only 
necessary to convert the cipher letters of each isolated alphabet into 
their normal plain component equivalents and then proceed as in 
the case of direct standard alphabets. 

·We have seen how the key word may be discovered in this type of 
cryptogram. Usually the key is made up of those letters in the 
successive alphabets whose equivalents are Ap. Sometimes a key 
number is used, such as 8-4-7-1-12, which means merely that Ap 
is represented by the eighth letter from A (in the normal alphabet) 
in the first cipher alphabet, by the fourth letter from A in the sec'ond 
cipher alphabet, and so on. However, the method of solution as 
illustrated above; being independen• of the nature of the key, is 
the same as before. 

(c) Reconstruction of lcey method.-The common use of key words 
in such cryptograms makes possible a method of solution that is 
simple and can be used where the more detailed method of analysis 
by frequency tables or by completing the plain component 
is of no avail, so that in the case of a very short message which may 
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show no recurrences and give no indications as to the number of 
alphabets involved, this modified method will be found useful. 

Briefly, the method consists in assuming the presence of a probable 
word in the message, and referring to the alphabets ~o find the key 
letters concerned when this hypothetical word is assumed to be 
present in vario~ positions in the cipher text. If the assumed 
word happens to be correct, and is placed in the correct location in 
the message, the key letters produced by referring to the alphabets 
will yield the key word. In the following example it is assumed 
that reversed standard alphabets are known to be used by the 
enemy. 

MESSAGE. 

MDSTJ LQCXC KZASA NYYKO LP 
Extraneous circumstances lead us to assume the presence of the 

word AMMUNITION. We begin by assuming that this word 
begins the message. Using sliding normal alphabets, one reversed, 
the other direct, we proceed to find the key letters by noting what 
the successive equivalents of Ap are. Thus: 

If M D S T J L Q C X C equals 
A M M U N I T I 0 N, then the key letters ( =Ap) are 
M P E N W T J K L P. 

The key does not spell any intelligible word. We therefore shift 
our assumed word one letter forward and try again. 

If D S T J L Q C X C K equals 
A M M U N I T I 0 N, then the key letters (=Ap) are 
D E F D Y Y V F Q X. -

This neither yields an intelligible key word. We shift the assumed 
word forward one space at a time until we strike the following point: 

If L Q C X C K Z A S A equals 
A M M U N I T I 0 ~. then the key letters ( =Ap) are 
L C 0 R P S S I G N. 

The key stands out: SIGNAL CORPS.1 If the assumption of 
reversed standard alphabets yields no good results, then direct 
standard alphabets are assull.led and the test made exactly in the 
srune manner. Solution by this method is inevitable when the 
correct word has been assumed and its correct position ascertained. 
This method, as will be shown subsequently, can also be used as a 
last resort when mixed alphabets are employed. 

' It should be clear that since the key word or key phrase repeats itself during the encipherment or such 
a message, the plain-text word upon whose assumed presence in the message thia test is being based may 
begin to be enciphered at any point in the key, and continlle over into its next repetition. When this is 
the case it is merely necessary to shift the latter part or the sequence or determined key letters to the first 
part, as In the casonoted: LCORPSSIGN is transposed into SIGNLCORPS, and thus SIGNAL CORPS. 

• 

• 

• 
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SECTION X. 

SOLUTION OF PERIODIC POLYALPHABET CIPHERS USING MIXED 
ALPHABETS. 

CASE I.-7'Ae plain compomm l1 the 7101'11UJI reqiU7U:I. 
Paragraph. 

Reason for the use of mixed alphabets.............................................................. 41 
Interrelated mixed alphabets as producod by sliding components................................... 42 
Reconstructing tha cipher component; tha principles of symmetry of position... . . . . . . . . . . . . . . . . . . . 43 

.Appllcation offorego!Dg principles-solution of original messages ...... . .. . . .. .. .. .. .. .. .. .. .. .. .. .. 44 
Results of factoring.. • • .. .. • . . . . .. .. .. .. . .. .. .. • .. .. .. .. • .. .. . . . . .. . . .. . . . . .. . .. .. . . . . . . . . . . . . . . . .. 44a 
Examination of frequency tables.... . .. . . . .. .. .. .. .. .. .. .. . .. . .. .. .. . .. . . .. .. . .. .. . . . .. .. . . . .. . .. .. 44b 
Results of deductions ...•................... :. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 44c 

. Application of principles of symmetry.............................................................. 44d 
Substitution of deduced values...................................................................... 44e 

·Completing tha solution............................................................................ 44f 
. Application of forego!Dg principles-solution of subsequent messages............................... 45 
Factoring and conversion Into plain component equivalents........................................ 45e 
Examination and selection of generatrlces.......................................................... 45b 

• Combining the selected generatrlces... . .. .. . .. .. .. .. . .. .. .. . .. . .. .. .. . .. .. .. .. .. . .. .. . . . .. . . . .. .. .. 45c 
.Application of foregoing principles-solution by reconstruction of key.............................. 46 

41. Reason for the use of mixed alphabets.-We have seen 
iin the examples considered thus far that the use of several alphabets 
-in the same message does not greatly complicate the analysis of 
:such a cryptogram. There are three reasons why this is so: Firstly, 
only a few alphabets were employed; secondly, these alphabets 
·were employed in a periodic or repeating manner, giving rise to 
·cyclic phenomena in the cryptogram, by means of which the number 
-of alphabets could be determined; and, thirdly, the cipher alphabets 
·were known alphabets, by which is meant merely that the sequences 
of letters in both components of the cipher alphabets were known 
sequences. We shall now consider the effects of modifying the 
last of these factors of the analysis. 

In the case of monoalphabet ciphers we found that the use of a 
mixed alphabet delayed the solution to a considerable degree, and 
we shall now see that the use of mixed alphabets in polyalphabet 
ciphers renders the analysis much more difficult than the use of 
standard alphabets, but the solution is still fairly easy to achieve . 

42. Interrelated mixed alphabets as produced by sliding 
components.-It was stated in Par. 33 that the method of pro
ducing the mixed alphabets ~n a polyalpha.bet cipher often affords 
clues which are of great assistance in the analysis of the cipher 
alphabets. This is so, of course, only when the cipher alphabets a._re 
interrelated secondary alphabets produced by sliding components. 
The second type of components listed on page 3/iJ viz, that in which 
the compo:o,ents are not both normal sequences, was further sub
divided into two cases, the first of which, namely, when the plain 
component is the normal sequence, will now be considered. 

Here one of the components, usually the plain component, is the 
normal sequence, while the other is a mixed sequence, the sliding 
of the two components yielding mixed alphabets. The mixed com-
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ponent may be a systematically mixed or a random-mixed sequence, 
and very often the systematically mixed seq11;ence consists of a 
key-word sequence (see page 29). If we set down the successive 
alphabets produced by the sliding of two such components, as in 
the case of the Vigen~t-e Table, we have a symmetrical table such as 
that shown in Table 3. 

TABLE 3. 

Plain. 
ABCDEFGHIJKLMNOPQRSTUVWXYZ 
LEAVNWORTHBCDFGIJKMPQSUXYZ 
E A V N W 0 R T H BCD F G·I J K M P Q S U X Y Z L 
AVNWORTHBCDFGIJKMPQSUXYZLE 
VNWORTHBCDFGIJKMPQSUXYZLEA 
NWORTHBCDFGIJKMPQSUXYZLEAV 
WORTHBCDFGIJKMPQSUXYZLEAVN 
ORTHBCDFGIJKMPQSUXYZLEAVNW 
RTHBCDFGIJKMPQSUXYZLEAVNWO 
THBCDFGIJKMPQSUXYZLEAVNWOR 
HBCDFGIJKMPQSUXYZLEAVNWORT 
BCDFGIJKMPQSUXYZLEAVNWORTH 

~ CDFGIJKMPQSUXYZLEAVNWORTHB 
~ DFGIJKMPQSUXYZLEAVNWORTHBC 

0 FGIJKMPQSUXYZLEAVNWORTHBCD 
GIJKMPQSUXYZLEAVNWORTHBCDF 
IJKMPQSUXYZLEAVNWORTHBCDFG 
JKMPQSUXYZLEAVNWORTHBCDFGI 
KMPQSUXYZLEAVNWORTHBCDFGIJ 
MPQSUXYZLEAVNWORTHBCDFGIJK 
PQSUXYZLEAVNWORTHBCDFGIJKM 
QSUXYZLEAVNWORTHBCDFGIJKMP 
SUXYZLEAVNWORTHBCDFGIJKMPQ 
UXYZLEAVNWORTHBCDFGIJKMPQS 
XYZLEAVNWORTHBCDFGIJKMPQSU 
Y Z L E A V N W 0 R T H B C D F G I J K M P Q S U X 
ZLEAVNWORTHBCDFGIJKMPQSUXY 

Such a table may be used in exactly the same manner as tho 
Vigen~re Table. W:ith the key word BLUE the following secondar_y 
alphabets would be used: 

Plain-A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 

1

1-BCDFGIJKMPQSUXYZLEAVNWORTH 
. 2-LEAVNWORTHBCDFGIJKMPQSUXYZ 

Clpher 3-U X Y Z L E A V N W 0 R T H B C D F G I J K M P Q S 
4-EAVNWORTHBCDFGIJKMPQSUXYZL 

.. 

• 

.. 
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43. Reconstructing the cipher component; the principles 
of symmetry of position.-It was stated directly above that 
Table 3 is a symmetrical table, by which is meant that the letters in 
its successive horizontal lines show a symmetry of position with respect 
to one another. They constitute, really, one and only one sequence or 
series of letters, and this fact can be used to good advantage. Con
sider, for example, the pair of letters G and V in the B, or 1st, cipher 
alphabet directly above; the letter Vis the 15th letter to the right of 
G. In the L, or 2d, cipher alphabet, V is also the 15th letter to the 
right of G, as is the case in every one of these secondary alphabets, 
since the relative positions they occupy are the same in each hori
zontal line, that is, in each cipher alphabet. If, therefore, we know 
the relative positions occupied by a given pair of letters in one of 
these cipher alphabets, and have located one of the members of this 
same pair in another of these cipher alphabets, we may at once 
place the other member of this pair in its proper position in the 
second of the cipher alphabets. Suppose, for example, that as the 
result of an analysis based upon considerations of frequency, we have 
assumed the following values in a given cryptogram: 

Plain-!~ .£E..!:.~~.d!ii!.!:.!.!i.Q.!it !!,.§..!*.!!. x Yl! 
1- G i I I y v I I 

---------,-'- ·---.------------------T-- ---~-

! 2
- --~~-- N -~-l~----1------~----f __ ' _____ l-·11-

03- L:;! B I 

·4-JJ.~IT~--~ ~--~-~~---- Q -~---\l 
FIGURE 13. 

The letter G is common to Alphabets 1 and 2. In Alphabet 2 we 
note that N occupies the lOth position to the left of G, and the letter 
P occupies the 5th position to the right of G. We may therefore 
place these letters, N and P, in their proper positions in AlphabeW, 
the letter N being placed 10 letters before G, and the letter P, 5 
letters after G. Thus: 

Plain-A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
1- G P Y VN 

Thus we have the values of two new letters in Alphabet I, viz, 
P., =Jp, and Nc =Up; these values were obtained without any analysis 
based upon thejreq_uency of Po and N.,. 
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Likewise, in Alphabet 2, we may insert the letters Y and V in the&c 
positions: 

Plain-A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
2- V N G P Y 

This gives the new values V c = Dp and Yo= YP in Alphabet 2. 
Alphabets 3 and 4 have a common letter I, which permits of the 

placement of Q and Win Alphabet 3, and of B and L in Alphabet 4. 
The new values thus found are of course immediately inserted through
out the cryptogram, thus leading to the assumption of further values 
in the cipher text. This process, the reconstruction of the primary 
components by the application of the principles of symmetry of 
position, thus facilitates and hastens solution. 

44. Application of foregoing principles-solution of original 
messages.-In the light of the foregoing principles let us now 
study a typical message. 

MESSAGE. 

SIJYU MNVCA ISPJL RBZEY QWYEU LWMG!_!gJCI MTZEI MIBKN 
B!~ VWYIG BWNBQ QCGQH IWJKA GEGXN IDMRU VEZYG QIGVN 
CTGYO BPPBL VCGXG BKZ~VXCU NTZAO BWFEQ QLFCO MT~ 
CCBYQ OPDKA GDGIG VPWMR QIIE!_!CGXG BLGQQ VBGRS MYJJY 
QVFWY RWNFL G~W MCJKX IDDRU OPJQQ ZRHCN VWDY~GDG 
BXDBN PXFPU YXNFG MPJEL SANCO SEZZG IBEYU KDHCA MBJJF 
KILCJ MFDZT CTJRD MIYZQ ACJRR SBGZN QYAHQ VEDCQ LXNCL 
LVVCS QWBII IVJRN WNBRI VPJEL TAGDN IRGQP ATYEW CBYZT - .....--- -EVGQU VPYHL LRZNQ XINBA IKWJ~ZYF KWFZL GWFJQ QWJYQ 
IBWRX 

44a. Results of factoring.-The principal repetitions of three or 
more letters have been underlined in the message and the factors (up 
to 20 only) of the intervals between them are as follows: 

CGXGB- 60 = 2, 3, 4, 5, 6, 10, 12, 15, 20. 
PJEL- 95=5, 19. 
BRI-285=3, 5, 15, 19. 
QRD- 165 = 3, 5, 15. 
QWB-275=5, 11. 
WIC -130 = 2, 5, 10, 13. 
XNF- 45=3, 5, 9, 15. 
YZT-225=3, 5, 15. 
ZGI-145=5. 

The factor 5 is common to all of these repetitions, and there seems 
to be every indication that five alphabets are involved. Since the 
message already appears in groups of five letters, it is unnecessary 
in this case to rewrite it in groups corresponding to the length of 

! 
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,, 

J 



I 
• 

• 

.. 

I 

REF ID:A64681 
ELEMENTS OF CRYPTANALYSIS. 55 

the key. We proceed at once to make a graphic frequency table for 
Alphabet 1. It is as follows: 

-__ :::z~ 
-~--

..._ 

A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
Attempts to fit this table to the normal on the basis of a direct or 

reversed standard alphabet do not give positive results, and we assume 
that mixed alphabets are involved. Individual trigrapkic frequency 
tables are then compiled and are shown in Figure 14. These tables 
are similar to those made for single mixed alphabet ciphers, and are 
made in the same way except that instead of taking the letters one after 
the other, we now must assemble in separate tables the letters which 
belong to the separate alphabets. For example, in Alphabet 1, the 
trigraph QAC means 'that A occurs in Alphabet 1; Q, its prefix, 
occurs in Alphabet 5, and C, its suffix, occurs in Alphabet 2. We 
may avoid ~ confusion by placing numbers indicating the alphabets 

5 1 2 
in which they belong above the letters, thus: QAC. 

Q p 
A C T 

Alphabet 1. 

B G 0 G 0 G G 
WPKWLX 

C NT T W 
T C T B 

D 

E T 
v 

F 

GAALL 
EDXW 

H 

AWHNGWXGINAQ 
I S C W D V C DlB V R K~B 
J 
KUFF 

D I W 

A S T 
NG 

Alphabet t. 

B R V I M S C I 
Z G·E J G Y W 

C I Q V C I M A 
J G G B G J J 

0
IGIRKR 
MGDGHZ 

E G V S V 
G Z Z D 

F M 
D 

G 

H 

ISMQQKMX 
JBGILYN 

J 

K I B 
w z 

FlCUBB 14. 
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Alphabet t--continued. Alphabet f--Continued. 
L U Q L L L Q B 

W XV R F G 

I M U I I 0 S W G A J D M N T I T Y C P B F I 

N U NMW 
T VB 

0 Q u 0 p p .. 
p N 

X 
PBOVOMVV 

DDWJJJY 

QYNQGQRYNSQ • 
Q 

W W C I L I V Y W W 

R L y Q Q 
B W D D 

R Z I L 
H G Z 

-LDR S I 
S I A E B p 

T L 
A 

TMCNMCA 
ZGZYJY 

u u 

V I U L G Q N Q I U 
W E C P B W E P P 

V I Q L I E 
X F V J G 

WN 
N 

WQLQVBIBRVQKGQ 
YMBYNJFNDBFFJ 

X Q 
I 

XGBPYL 
NDFNN 

yU 
X 

y M Q 
J A 

z Q z • 
R 

Alphabets. Alphabet 4. 

A y 
H 

A z 
0 

8 IWCWN 
K R Y I R 

B N D D N 
QLNA 

c 0
VJXFHNHLDNV 

~ AIUONDAJQLS 

0
PPDWXFE D G G 
BKRYBZC · G N 

E B 
y 

E Z Y Z F I J J Y 
YUIQWLLW 

FIGURE 14 (continued). 

~;I I 
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Alphabet a-Continued. Alphabet 4-Continued. 
FWLVXWW 

ECWPZJ 
FNNN 

L W G 

G C EITCDCLBDBARV 
Q XVYXIXQRDZDQQ 

G M 
w 

HRD 
c c 

HAY 
Q L 

I I I Y G B 

• E G G I 

J ICWYCPPBTCVPW 
YCKJKQEJRRREY 

J P J J W F 
L Y F Q Q 

• K B J D J K 
NAAX 

L I 
c L 

MWD 
GR 

M W 
R 

NWWXXAXI 
B F F F C C B 

N Z 
Q 

0 0 

p s 
J 

p F 
u 

Q QGGJGG 
H Q Q P U 

R R B M G D J J J B W 
I U S U D R N I X 

s til s 
T T • 
u u 

• 
V NV 

c c 
V G 

N 

W P K B 
MJR 

W F 
y 

I XV X G G G 
c N G G 

yWWTITBP y J Z G B D E Z J 
EIZZEZH U G 0 Q Q U F Q 

zBTEKTERD 
EEYZAZNY 

ZZYZDYGYF 
GTGTQNTL 

48547-24----0 
FIGUIIE U (COIItinued). 
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Alphabet 5. 

A C K K C B 
I G G M I 

B 
c 
D C R 

S M 
E 

F J y 
KK 

G I Y X Z I X D F Z 
B Q B I V B B M I Conden&ed table of repetitions. 

H Q 
I 

I C E R I R 
M M VI V 

J c 
M 

K 
LJBFECEHZ 

RVGSLTLG 
M 
NKXVCBZRD 

Q I C V P Q W I 
O Y A C 

BBM 
p Q 

A 
Q B E Y Q Q Y Z ·H C N J J Y 

QQOVZRAVLXRQI 
RMR 

Q s 
S R C 

M Q 
T Z Z Z 

C C E 
UYERCRPYQ 

MLVNOYKV 
v 
W G E FE 

I I M C 

XKR 
I-

· E J W 
y Q Q R 

5-1-2 
W I C-2 
Q R D-2 

1-2-3 
Q W B-2 

2-3-4 
C G X-2 
p J E-2 
X N F-2 

3-4-5 
J E L-2 
B R I-2 
G X G-2 
Y Z T-2 
z z G-2 
4-5-1 
K A G-2 
Z G I-2 
X G B-2 
Z T C-2 

z FIGVJU(U (contlnoed). 

1-2 
Q W-4 
B W-3 
VP-3 
'" 2-3 

c G-3 
CJ-3 
PJ-3 
WF-3 
X N-3 
3-4 
GQ-4 
G X-3 
J R-3 
NF-3 
YZ-3 

4-5 
y Q-3 
ZT-3 

• 
5-1 
GB-4 
QQ-3 

' ~. i 
."j' 
~; 

I 
j 
! 

.. 

.. 

... 
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44b. Examination of frequency tables.-We now proceed to 
analyze each alphabet. There seems to be no doubt about the 

1 2 3 4 5 

equivalent of Ep in each alphabet; Ep=I0 , We, Ge, Cr., Qo- Let us 
now see if we can separate the vowels from the consonants in each 
alphabet, using the same test as in the case of the mh:ecl alphabet 
cipher on page 25. 

The letters of greatest frequency in Alphabet 1 are I, M, Q, V, B 
2 

G, L, R, S, and C. Ic has already been assumed to beEp- If Wo 
5 

and Qc = Ep, then we should be able to determine the vowels from 
the consonants among the letters M, Q, V, B, G, L, R, S, and C by 

2 5 
examining the prefixes of We, and the suffixes of Qo. The prefixes 
and suffixes of these letters, as shown by the trigraphic frequency· 
tables, are these: 

2 2 5 5 
Prefixes of Wo ( = Ep) Suffixes of Qe ( = Ep) 

:::::::-... --I Q R X L V A Z 0 QGKVRBIL 
:::: -- -- 1 2 

Consider now the letter Mo; it does not occur either as a prefix of We, 
5 

or as a suffix of Q0 • Hence it is most probably a vowel, and on 
account of its high frequency it may be assumed to be Op. On the 

1 2 
other hand, note that Qc occurs four times 1 as a prefix of Wo and 

5 
three times as a suffix of Qc. It is therefore a consonant, most prob-

5 1 
ably R, for it would give the digraph ER ( = QQo) as occurring 

1 2 
three times andRE ( =QW0 ) as occurring four times. 

1 2 
The letter Ve occurs twice as a prefix of Wo and twice as a suffix 

5 
of Qo. It is therefore a consonant, and on account of its frequency, 

1 
let us assume it to be Tp. The letter Bo occurs twice as a prefix of 

2 5 
Wo but not as a suffix of Qe. Its frequency is only medium, and 

1 2 
it is probably a consonant. In fact, the thrice repeated digraph BWa 

- 5 1 2 5 
is once a part of the trigraph GBW, and Gc, the letter of second 
highest frequency in Alphabet 5, looks excellent for Tp- Might not 

5 1 2 
the trigraph GBW be THEW Let us keep the possibility in mind. 

1 2 
The letter Go occurs only once as a prefix of Wo and does not 

5 
occur as a suffix of Qo- It may be a vowel, but we can not be sure. 

1 2 
The letter Lc occurs once as a prefix of Wo and once as a suffix of 

1 The letter Q bas three tames under it, pl118 one occurrence lndlceted by the presence of the Iotter ltseU 
among the prefixes, equals four occWT811Ces. The same applies to the other letters. 
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5 1 
Q0 • We may consider it to be a consonant. Ro occurs once as a. 

2 5 
prefix of We, and twice as a suffix of Qc, and is certainly a consonant. 

1 1 2 
Neither the letter Sc nor the letter Cc occurs as a prefix of Wo nor as 

5 
a suffix of Qc; both would seem to be vowels, but a study of the 
prefixes and suffixes of these letters lends more weight to the assump-

1 1 
tion that Cc is a vowel than that So is a vowel. For all the prefixes 

5 5 5 
of C, viz, N, '1.', and W, are iJl subsequent analysis of Alphabet 5 • · 
classified as consonants, as are likewise its suffixes, viz, '1.', C, and B 

5 

in Alphabet 2. On the other hand, only one prefix, Lc, and one 
2 1 • 

suffix, Bo, of So are later classified as consonants. Since vowels are 
more often associated with consonants than ·with other vowels, it 

1 1 
would seem that Co is more likely to be a vowel than S0 • Let us at 

1 1 
any rate assume Co to be a vowel, for the present leaving So unclas-
sified. 

44c. Results of deductions.-When we go through the same 
.steps with the remaining alphabets, we have the following results: 

Alphabet. Consonants. Vowels. 
1--Q, V, B, L, R, G? I, M, C 
2--B, C, D, T W, P, I 
3----J, N, D, Y, F G, Z 
4--Y I Z, J' Q c' E?' R?' B? 
5--G, N, A, I, W Q, L, U 

44d. Application of principles of symmetry.-Our next step 
is to try to determine a. few values in each alphabet. In Alphabet 1 
we have the following, from the analysis above: 

Plain-A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
Cipher-C? I C? M Q V 

Let us also set down the values of E already assumed in the remain
ing alphabets: 

Plain-

1-

2-

l ·c:a. 3-
iS 

4-

5-

A B c 

C? 

D E F G 

I 

w 
G 

c 

Q 
-

H ..:I.: I~ L ~~~~~~~[: T uv wJxiYJz 
C? M I !Q v --~:-j-

i II I 

I 
' i 

~- I 

I 
_J'IGVU 16. 
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We see that by good fortune the letter Q is common to Alphabets 
1 and 5, and the letter C is common to Alphabets 1 and 4. . If we 
are dealing with·a case in which a mixed component is sliding against 
the normal component, we can apply the principles of symmetry of 
position to these alphabets, as outlined on page 53. For example, 
we may insert the following vaiues in Alphabet 5: 

Plain-

1-

5-

ABC 
---
C? 

M 

DE FG 
----

I 

Q IV 

H I JKLMINio PIQ R sl;l~T~l~l~-~--~ 
----,-1; 

T 
--~--.-~-~---

C? Q 
1
v : 1 I 

I I lc•l I I C?ll 
I ! I I 

5 5 
The process at once gives three definite values: Me= Bp, V c = Gp, 

6 

Ia = Rp. Let us corroborate them by referring to the frequency 
table. Since B and G are normally low or me~um frequency letters 
in ·plain text, we should find that Mo and V0 , their hypothetical 
equivalents in Alphabet 5, should have low frequencies. As a 
matter of fact, they do not appear in this alphabet, which coiToborates 

5 

our assumption so far. On the other hand, since Ia = Rp, if our 
5 

values derived from symmetry of position are correct, Ic should be 
of high frequency, and it is. The position of Cis doubtful; it belongs 
either under N P or V p· If the former is correct, then the frequency 

5 

of Cc should be high, for it would equal"Np; if the latter is correct, 
then its frequency should be low, for it would equal V0 • As a matter 

5 

of fact Cc does not occur, and we must conclude that it belongs 
1 

under V p· This in tum settles the value of Cc, for it must now be 
placed definitely under lp and removed from beneath Ap. 

The definite placement of C now enables us ·t;o insert new values 
in Alphabet 4, and we now have the following: 

Plain- *.:~~~~;.:1: K L M N 0 P QIR sTu V ~1.:1~ Z 

r 

1 1 I l ci M 1 Q v 1
1 -I I I ' 

~ 2- w ! I I 

~~3- G 1 

4-I c M Q vI I 

5- M Q -~ _________ l __ j~----~-~---
FIGURE lG. 
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44e. Substitution of deduced values.-It is high time we 
inserted our values in the cipher, for by this time it must seem that 
we have certainly gone too far with work based upon thus far un
proven hypotheses. The following results: 

MESSAGE. 

SIJYU MNVCA ISPJL RBZEY QWYEU LWMGW ICJCI MTZEI MIBKN 
0 E E RE E E ER 0 R 0 

QWBRI VWYIG BWNBQ QCGQH IWJKA GEGXN IDMRU VEZYG QIGVN 
RE R TE A E E R EN EE E E T R EP 

CTGYO BPDBL VCGXG BKZZG IVXCU NTZAO BWFEQ QLFCO MTYZT 
I E T E E E E E R E 0 

CCBYQ OPDKA GDGIG VPWMR QIIEW ICGXG BLGQQ VBGRS MYJJY 
I E EA T K R E E ENE T E 0 

QVFWY RWNFL GXNFW MCJKX IDDRU OPJQQ ZRHCN VWDYQ RDGDG 
R E 0 E NE ETEE E 

BXDBN PXFPU YXNFG MPJEL SANCD SEZZG IBEYU KDHCA MBJJF 
0 E E E 0 

KILCJ MFDZT CTJRD MIYZQ ACJRR SBGZN QYAHQ VEDCQ LXNCL 
E 0 I 0 E E R E T EE E 

LVVCS QWBII IVJRN WNBRI VPJEL TAGDN IRGQP ATYEW CBYZT 
EREARE RT E EENA I 

EVGQU VPYHL LRZNQ XINBA IKWJQ RDZYF KWFZL GWFJQ QWJYQ 
EN T E E E E E ERE E 

IBWRX 
E 

The combinations given· arc excellent throughout and no inconsis-
1 2 3 

tencies appear. We now note the trigraph QWB which is repeated 
in the following polygraphs above underlined: 

123451 

Q W B R I V 
R E R T 

3 

5123451 

S Q W B I I I 
R E ARE 

The letter Bo is common to both polygraphs, and a little imagina-

tion will lead to the assumption of the value Be = P p, yielding the 
~llowing: 
: .. 23451 5123451 

Q W B R I V . . . S Q W B I I I 
REPORT ... PREPARE 

• 

.. 

.. 
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451234 

We also note the following polygraph: I G V P W M, which 
A T K 

looks like the word ATTACK. The frequency tables are consulted to 
5 2 

see whether the frequencies given for Gc and Po are high enough for TP 
8 

and Ap, respectively, and also whether the frequency of Wo is good 
enough for CP; we note that they are excellent. Moreover, the 

5 1 
digraph GBo, which occurs four times, looks like TH, thus making 
1 

Be= Hp. Let us now see whether the insertion of these four new 
values in our diagram of alphabets brings forth any inconsistencies. 

2 1 
The insertion of the value Pe == AP and Be= HP gives no indications 
either way, since neither letter has yet been located in any of the 

5 
other alphabets. The insertion of the value Ge = T P gives us n value 
common to Alphabets 3 and 5, for we have long ago had the value 
3 
Gc = EP. Unfortunately we find an inconsistency here. The letter 
I has been placed two letters to the left of G in our mixed compo
nent, and has given good results in Alphabets I and 5; if the value 
3 

Wc=Cp, as obtained above from the assumption of the word 
ATTACK, is correct, then W, and not I, should be the second letter 
to the left of G. Which shall we retain~ There has been so far 

3 
nothing to establish the value of Gc = EP; we assumed this value from 
frequency considerations solely. Perhaps it is wrong. It certainly 
behaves like a vowel, and we may see what happens when we change 
its value to Op. The following placements result from our analysis 
when only two or three new values have been added as a result of 
the clues afforded by our deductions: 

Plain- A ~!:1_~~~-:.:1~.:1:1~!:~:~~:~ ::1~~~ 2:~~~~:1:.:! 
1- is 1 r GliB cj 1 

1 M~ P Q R v w ' 
t 2-P'QjRvw I s ir! GBC M 

~ 3- RIVIW I s I G B c M p Q 

4- I IG B c I 'IM 

5- .,Mi PIQ R v w i ! 
. I I I i _ _:__...:.___:...__~____.:..__:__ _ _:: _ _:__- _____ __:;__..,!__:_____o~____.:.._:_.......:,__:__c___,!__ 

s 
GBC 

FIGURE 17. 
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Many now values are produced, and these are inserted throughout 
the message, yielding the following: 

SIJYU MNVCA ISPJL RBZEY QWYEU LWMGW ICJCI MTZEI MIBKN 
CO . 0 BE EMY SR RE EWCH ES ER 0 R OOP 

QWBRI VWYIG BWNBQ QCGQH IWJKA GEGXN IDMRU VEZYG QIGVN 
REPOR TE AT HE DE RSON EE G 0 E WO T T ROOP 

CTGYO BPDBL VCGXG BKZZG IVXCU NTZAO BWFEQ QLFCO MTYZT 
I 0 HA D TSO T H T ED E HE E R E 0 

CCBYQ OPDKA GDGIG VPWMR QIIEW ICGXG BLGQQ VBGRS MYJJY 
ISP E A G OAT TACKF ROM H ESO T H ONE TROOP 0 

QVFWY RWNFL GXNFW MCJKX IDDRU OPJQQ ZRHCN VWDYQ RDGDG 
RD Q SE G H OS E 0 A NE C E TE E S 0 T 

BXDBN PXFPU YXNFG MPJEL SANCD SEZZG IBEYU KDHCA MBJJF 
H D Q M T OA C E C T ER E OR 

KILCJ MFDZT CTJRD MIYZQ ACJRR SBGZN QYAHQ VEDCQ LXNCL 
0 E 0 I 0 00 E S OF CRO R E T EE E 

LVVCS QWBII IVJRN WNBRI VPJEL TAGDN IRGQP ATYEW CBYZT 
DBEP REPAR ED 0 U POR TA 0 ECOND H IR 

EVGQU VPYHL LRZNQ XINBA IKWJQ RDZYF KWFZL GWFJQ QWJYQ 
DON TA C E 0 D E E S E GE E RE E 

IBWRX 
ER 0 

44f. Completing the solution.-Completion of solution is now 
a. very easy matter. The mixed component is finally found to be the 
following sequence, based upon the word EXHAUSTING: 

Plain-

1-

2-

Cipher 3-

4-

5-

AJslcJDIEIF\G\HJr J K\L\M N\o\P Q\RJs/T\u\vw\x;ylz 

Aiu ST IN GIB c olFjJ K L M 0 p QRV WY ziEix H 

PQ RV WYZE X HA U s T I N G BCD F,J KLM 0 
I 

KIL RV WY z EIX H A US T I N G B c DFJ MOP Q 

Y z!E xiH IN GB C DjF J K LM 0 p Q R v w AUS T 

I NIG sic LM OP Q R!V W y ZE X H A u s T DIF J K 
! I 

FIGUBB 18. 

.. 
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.. 
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Note that the successive equivalents of Ap spell the word APRIL, 
which is the key for the message. The plain-text message is as 
follows: 
c 0 TROOP B. 

Enemy has retired to NEWCHESTER. One troop is reported at HENDERSON 
MEE'riNG HOUSE; two other troops in orchard at southwest edge of 
NEWCHESTER. 2d Sq is preparing to attack from the south. One troop of 3d Sq 
is engaging hostile troop at NEWCHESTER. Rest of 3d Sq is moving to attack 
NEWCHESTER from the north. Move your Sq into woods cast of crossroad 539 
and be prepared to support attack of 2d and 3d Sq. Do not advance beyond 
NEWCHESTER. Messages here. 

TREER, 

Col. 

The preceding case is a good example of the value of the principle 
of symmetry of position when applied properly to a cryptogram 
enciphered by the sliding of a mixed component against the normal. 
We started off with only a very limited number of assumptions 
and built up many new values as a result. of the placement of the 
few original values in the diagram of the alphabets. 

46. Application of foregoing principles-solution of subse
quent messages.-Let us suppose that the correspondents are using 
the same basic or primary component but with different key words 
for other messages. Can the. knowledge of the sequence of letters 
in the reconstructed primary component be used t9 solve the 
subsequent messages 1 

We found that in the case of a monoalphabet cipher in which a 
mixed alphabet was used, the process of completing the plain com
ponent could be applied to solve subsequent messages in which 
the same cipher component was used even though the cipher com
ponent was set at a different key letter. A modification of the 
procedure used in that case can be used in this case, where a plu
rality of cipher alphabets based upon a sliding primary component 
is used. Let us suppose that the following message passing between 
the same two correspondents as in the preceding message has been 
intercepted: 

MESSAGE . 

SFDZR YRRKX MIWLL AQRLU RQFRT IJQKF XUWBS 
MDJZK MICQC UDPTV TYRNH TRORV BQLTI QBNPR 
RTUHD PTIVE RMGQN LRATQ PLUKR KGRZF JCMGP 
IHSMR GQRFX BCABA OEMTL PCXJM RGQSZ VB 
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45a. Factoring and conversion into plain component equiv
alents.-The presence of a repetition of a four-letter polygraph whose 

1 2 3 4 5 6 7 
SFDZRYR 
RKXMIWL 
LAQRLUR 
Q F R T I J Q 
KFXUWBS 
MDJZKMI 
CQCUDPT 
VTYRNHT 
RORVBQL 
TIQBNPR 
RTUHDPT 
I V E R M G Q 
N L R A T Q P 
LUKRKGR 
ZFJCMGP 
I H S M R G Q 
R F X B C A B 
A 0 E M T L P 
C X J M R G Q 
S Z V B 

interval is 21letters suggests a key word of seven 
letters. There are very few other repetitions, and 
this is to be expected in a short message with a 
key of such length. 

Let us rewrite the message in groups of seven 
letters, in columnar fashion, as shown in Figure 
19. The letters in each column belong to a single 
alphabet. Let us convert the letters in each 
column into their plain component equivalents 
by setting our reconstructed cipher component 
against the normal alphabet at any arbitrarily 
selected point, for example, that shown below: 

Plain-ABCDEFGHIJKLMNOPQRSTUVWXYZ 
Ciphcr-EXHAUSTINGBCDF JKLMOPQRVWYZ 

FIGUBE 19. 

The columns of equivalents are now as follows 
(fig. 20): 

45b. Examination and selection of gener
atrices.-We found that in the case of a mono
alphabet cipher it was merely necessary to 
complete the normal alphabet sequence beneath 
the plain component equivalents and the plain 
text all reappeared on one generatrix. We found, 
also, that in the case of a multiple alphabet cipher 
involving standard alphabets, the plain text equiv
alents of each alphabet reappeared on the same 
generatrix, and it was necei!!Bary only to combine 
the proper generatrices in order to produce the 
plain text of the messag&. In the case at hand we 
combine both processes: We complete the nor
mal alphabet sequence beneath the letters of each 
column and then combine generatrices to produce 
the plain text. The completion diagrams for thE\ 
fi:rst two columns are as follows (fig. 21): 

1 2 3 4 5 6 7 
FNMZVYV 
VPBRHXQ 
QDUVQEV 
UNVGHOU 
PNBEXKF 
RMOZPRH 
LULEMTG 
W G Y V I C G 
VSVWKUQ 
GHUKITV 
V G E C M T G 
HWAVRJU 
I Q V D G U T 
Q E P V P J V 
Z N 0 L R J T 
HCFRVJU 
VNBKLDK 
DSARGQT 
LBORVJU 
F Z W 

FIGURE 20. 

• 

• 
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Column 1. Column fe. 

1 FVQUPRLWVGVHIQZHVDLF NPDNNMUGSHGWQENCNSBZ 
2 GWRVQSMXWHWIJRAIWEMG OQEOONVHTIHXRFODOTCA 
3 HXSWRTNYXIXJKSBJXFNH PRFPPOWIUJIYSGPEPUDB 
4 IYTXSUOZYJYKLTCKYGOI QSGQQPXJVKJZTHQFQVEC 
5 JZUYTVPAZKZLMUDLZHPJ RTHRRQYKWLKAUIRGRWFD 
6 KAVZUWQBALAMNVEMAIQK SUISSRZUO~LBVJSHSXGE 

7 LBWAVXRCBMBNOWFNBJRL TVJTTSAMYNMCWKTITYHF 
8 MCXBWYSDCNCOPXGOCKSM UWKUUTBNZONDXLUJUZIG 

• 9 NDYCXZTEDODPQYHPDLTN VXLVVUCOAPOEYMVKVAJH 
10 OEZDYAUFEPEQRZIQEMUO WYMWWVDPBQPFZNWLWBKI 
11 PFAEZBVGFQFRSAJRFNVP XZNXXWEQCRQGAOXMXCLJ .. 12 QGBFACWHGRGSTBKSGOWQ YAOYYXFRDSRHBPYNYDMK 
13 RHCGBDXIHSHTUCLTHPXR ZBPZZYGSETSICQZOZENL 
14 SIDHCEYJITIUVDMUIQYS ACQAAZHTFUTJDRAPAFOM 
15 TJEIDFZKJUJVWENVJRZT BDRBBAIUGVUKESBQBGPN 
16 UKFJEGALKVKWXFOW~AU CESCCBJVHWVLFTCRCHQO 
17 VLGKFHBMLWLXYGPXLTBV DFTDDCKWIXWMGUDSDIRP 
18 WMHLGICNMXMYZHQYMUCW EGUEEDLXJYXNHVETEJSQ 
19 XNIMHJDONYNZAIRZNVDX FHVFFEMYKZYOIWFUFKTR 
20 YOJNIKEPOZOABJSAOWEY GIWGGFNZLAZPJXGVGLUS 
21 ZPKOJLFQPAPBCKTBPXFZ HJXHHGOAMBAQKYHWHMVT 
22 AQLPKMGRQBQCDLUCQYGA IKYIIHPBNCBRLZIXINWU 
23 BRMQLNHSRCRDEMVDRZHB JLZJJIQCODCSMAJYJOXV 
24 CSNRMOITSDSEFNWESAIC KMAKKJRDPEDTNBKZKPYW 
25 DTOSNPJUTETFGOXFTBJD LNBLLKSEQFEUOCLALQZX 
26 EUPTOQKVUFUGHPYGUCKE MOCMMLTFRGFVPDMBMRAY 

F!Gl1BE 21 • 

• 

• 

I~ 
• 

'I 
I 

li 

I • 
' 
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45c. Combining the selected generatrices.-After some experi
menting with these generatrices we put together the 24th 1 2 

generatrix of Column 1 and the 2d of Column 2, which C 0 

yields the digraphs shown in Figure 22. The generatrices S Q 
of the subsequent columns are examined to select those N E 
which may be added to these already selected in order R 0 

to build up the plain text. The results are shown in M 0 

Figure 23. 0 N 
I V 1224567 

C 0 F I R S T 
SQRADRO 
NENEMYT 
R 0 0 P D I S 
MOUNTED 
0 N H I L L F 
I V E N I N E 
THREE WE 
S T 0 F G 0 0 
D I N T E N T 
S H X L I N E 

; EXTENDS 
F R 0 M C 0 R 
N F I E L D T 
WOHUNDR 
EDYARDS 
S 0 U T H X I 
A T T A C K R 
I C H A R D S 
C A P T 

FIGURE 23. 

This process is a very valuable aid in 
the solution of messages after the pri
mary component has been reeovered as 
a result of the longer and more detailed 
analysis of the frequency tables of the 
first message intercepted. Very often a 
short message can be solved in no other 
way than the one shown, when the pri
mary alphabet is completely known. 

We may be interested to find the key 
word for the message. All that is 
necessary is to set the mixed compo
nent of the cipher alphabet underneath 
the plain component so as to produce 
the cipher letter indicated as the equiv
alent of any given plain-text letter in 
each of the alphabets. For example, 
in the :first alphabet we note that 
Cp=S0 • Setting the two components 
under each other so as to bring S of the 
cipher component beneath C of the 
plain component, thus: 

Plain. 

TH 
S T 
D I 
S H 
EX 
F R 
N F 
\0 
ED 
s 0 
AT 
I C 
C A 

FIGURE 22, 

1 ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKLMNOPQRSTUVWXYZ 
EXHAUSTINGBCDFJKLMOPQRVWYZ. 

Cipher. 

~ we note that Ap ~ A0 • Hence, the :first letter of the key word to the 
t message is A. The 2d, 3d, 4th, ... 7th key letters are found in exactly 

1 the same manner, and we have the following: 
When C 0 F I R S T equals 

I 

c 
t 
fi 

S F D Z R Y R then Ap successively equals 
A Z I M U T H 

• 

• 

.. 

+ 
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46. Application of foregoing principles-solution by recon
struction of key .-occasionally one may encounter a cryptogram 
which is so short that it contains no recurrences of even digraphs, 
and thus gives no indications of the nwnber of alphabets involved. 
If the sliding mixed component is known one may apply the method 
illustrated on page 50, asswning the presence of a likely word, and 
checking it against the text and the sliding components to establish 
a key, if the correspondents are using key words. For example, 
suppose that we assume the presence of the word ENEMY in the 
message directly above and proceed to check it against an unknown 
key word, using the already reconstructed mixed component sliding 
against the normal and starting with the first letter of the cryptogram 
in this manner: 

If SFDZR equals ENEMY, then the successive equivalents of A11 
equal XENFW. 

The sequence XENFW spells no intelligible word. We therefore 
shift the location of our asswned word ENEMY one letter forward 
in the cipher text, and try again, just as was explained on page 50. 
When we try the group AQRLU we obtain as the key letters ZIMUT, 
which suggests the word AZIMUTH. The method must yield solu
tion when a correct word is asswned and correctly placed. 

So far we have considered only the case in which the cipher alpha
bets employed in a multiple alphabet cipher are secondary alpha
bets produced by the sliding of a mixed component against the 
normal sequence. The next step in complexity concerns the case in 
which the cipher alphabets are secondary alphabets produced by the 
slidi"ng of two mixed components against each other . 

SECTION XI. 

SOLUTION OF PERIODIC POLYALPIIABET CIPHERS USING MIXED 
ALPHABETS. 

CASE H.-Both oomponenta are mixed 1egu.mee1 • 
Paragraph. 

Identical ml.xed comp01l8Dts................... .. . .. . . . .. . . .. . .. .. . • . .. . . . .. .. . . . .. . . . . . . .. . . . . . . .. 47 
Use of a quadrlcular table Instead of slidiug comp01l8Dts............................................ t7a 
Esamluatlon of secondary alphabets............................................................... 47b 
Reaonstroction of the primary component.......................................................... 47c 
Xathod of solution alter primary component baa been reconstructed................................ 47d 
Reversed identical mixed components............................................................. 47e 
Nonldentlcal mixed components................................................................... (8 

47. Identical mixed components.-This case may be further 
subdivided into two cases: (1) The mixed sequences are identical in 
both components, and (2) the mixed sequences are different. The 
first case will now be considered. 

' 
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It is often the case that the mixed sequences are derived from an 
easily remembered word or phrase, so that the sliding strips can be 
reproduced at any time from memory. Thus, for example, given the 
key word QUESTIONABLY, the following mixed sequence is 
derived: 

QUESTIONABLYCDFGHJKMPRVWXZ 

By sliding this sequence against itself, a series of 26 secondary 
mixed alphabets may be produced. For example, by setting the 
two sliding strips against each other in the two positions shown below, 
the cipher alphabets labeled (1) and (2) given by the two settings are 
seen to be difierent. 

Plain component. 

QUESTIONABLYCDFGHJKMPRVWXZQUESTIONABLYCDFGHJKMPRVWXZ 
QUESTIONABLYCDFGHJKMPRVWXZ 

Cipher component. 

Secorulaey alphabet. 

(l) . Plain-ABCDEFGHIJKLMNOPQRSTUVWXYZ 
<liphe~CDHJOKMPBRVFWYLXTZNAIQUEGS 

l'1alD oomponent. 

QUESTIONABLYCDFGHJKMPRVWXZQUESTIONABLYCDFGHJKMPRVW.XZ 
QUESTIONABLYCDFGHJKMPRVW.XZ 

(2) 

Cipher component. 

Secondary alphabet. 

Plain-ABCDEFGHIJKLMNOPQRSTUVWXYZ 
<lipher~PRLVWXDZQKUGFEASYCBTIOMN 

• 
In enciphering a message by such sliding strips, a key word is used 

to designate the particular positions in which the strips are to be set, 
the same as was the case in previous examples of the use of sliding 
components. • The method of designating the positions is, however, 
slightly difierent, reasons for which will appear in the succeeding 
paragraph. In the methods heretofore given, the key letter, as 
located on the cipher component, was set opposite A, as located on 
the plain component; in other words, if Twas the key letter, then 
the two sliding strips were set so that Ap=T0 • In this case, how
ever, where iden1ical mixed sliding components are used, the key 
letter is set opposite the first letter of the sequence upon which the 
primary components are based; that is, if T is the key letter, then 
the sliding strips are set so that Qp = T 01 in the case of the mixed 
components shown above. Hence, in the first of the two examples 
above, the key letter being T, then Tc is set opposite Qp; in the sec
ond of these examples, the key letter being A, then Ac is set opposite 
Qp. 

~ 
I 

• 

.. 

• 



I 
• 

• 

• 

I 

REF ID:A646Bl 
ELEMENTS OF CRYPTANALYSIS. 71 

47a. Use of a quadricular table instead of sliding compo
nents.-Very frequently a quadricular or square table is employed 
by the correspondents, instead of the ordinary sliding strips, but the 
results are the same. The square table based upon the word QUES
TIONABLY is shown in Table 4. It will be noted that the table 
does nothing more than set forth the successive positions of the two 
primary sliding components, and the top line of the table is the plain 
component, the successive horizontal lines below it, the cipher compon
ents of the various alphabets formed. The usual method of employing 
such a table is to take as the cipher equivalent of a plain-text letter 
that letter which lies at the intersection of the vertical column headed 
by the plain-text letter and the horizontal row begun by the key let
ter. For example, the cipher equivalent of EP with key letter T 
is the letter 0 0 or Ep (T k) = 0 0 • The method given in paragraph 
47, for determining the cipher equivalents by means of the two slid
ing strips yields the same results as does the square table. 

TABLB 4. 

Q U E S T I 0 N A B L Y C D F G H J K M P R V W X Z 
U E S T I 0 N A B L Y C D F G H J K M P R V W X Z Q 
E S T I 0 N A B L Y C D F G H J K M P R V W X Z Q U 
STIONABLYCDFGHJKMPRVWXZQUE 
T I 0 N A B L Y C D F G H J K M P R V W X Z Q U E S 
IONABLYCDFGHJKMPRVWXZQUEST 
ONABLYCDFGHJKMPRVWXZQUESTI 
N A B L Y C D F G H J K M P R V W X Z Q U E S T I 0 
A B L Y C D F G H J K M P R V W X Z Q U E S T I 0 N 
B L Y C D F G H J K M P R V W X Z Q U E S T I 0 N A 
L Y C D F G H J K M P R V W X Z Q U E S T I 0 N A B 
Y C D F G H J K M P R V W X Z Q U E S T I 0 N A B L 
C D F G H J K M P R V W X Z Q U E S T I 0 N A B L Y 
D F G H J K M P R V W X Z Q U E S T I 0 N A B L Y C 
F G H J K M P R V W X Z Q U E S T I 0 N A B L Y C D 
G H J K M P R V W X Z Q U E S T I 0 N A B L Y C D F 
HJKMPRVWXZQUESTIONABLYCDFG 
J K M P R V W X Z Q U E S T I 0 N A B L Y C D F G H 
KMPRVWXZQUESTIONABLYCDFGHJ 
M P R V W X Z Q U E S T I 0 N A B L Y C D F G H J K 
P R V W X Z Q U E S T I 0 N A B L Y C D F G H J K M 
R V W X Z Q U E S T I 0 N A B L Y C D F G H J K M P 
V W X Z Q U E S T I 0 N A B L Y C D F G H J K M P R . 
W X Z Q U E S T I 0 N A B L Y C D F G H J K M P R V 
XZQUESTIONABLYCDFGHJKMPRVW 
Z Q U E S T I 0 N A B L Y C D F G ~ J K M P R V W X 

47b. Examination of secondary alphabets.-Note that the two 
secondary alphabets given in para_,OTaph 47 show no' external resem
blance or similarity as a result of their having been produced from 
the same primary oomponents. It is therefore impossible in this 
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case to apply the same principles of symmetry of position to the 
various cipher alphabets being analyzed in solving a cryptogram, as 
were applied in the preceding case. Nevertheless modified princi
ples of symmetry of position can be applied, but they are somewhat 
complex, and do not fall within the s(1ope of this book. It is only in 
advanced work, and then only in special cases, where the possibility 
of the application of modified principles of symmetry of position is 
of importance in the analysis of complex cryptograms. Symmetry 
of position which, though present, is not manifested externally is 
termed indirect symmetry. 

The beginner will find it necessary, to solve the individual alpha
bets without recourse to any principles of symmetry of position in 
those cases where the cipher alphabets are secondary alphabets pro
duced by mixed components, or by a table such as that illustrated 
in Table 4. The analysis of such alphabets is exactly the same as 
before, viz, by considerations of fr.equency and repetitions of di
graphs, trigraphs, and polygraphs. 

47c. Reconstruction of the primary component.-There is, 
however, one principle which is useful and easy to demonstrate. 
Mter a cryptogram has been solved by a detailed analysis, and there 
is at hand one complete or nearly complete secondary alphabet, it 
often becomes desirable to find the primary components, so that 
subsequent messages can be solved more easily. Suppose, for exam
ple, that the analysis of a message has yielded the following cipher 
alphabet: 

Plain-A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
Cipher-J K R V Y W X Z F Q U M E H G S B T C D L I 0 N P A 

We suspect that this is a secondary alphabet produced by two 
primary identical mixed components and wish to reconstruct the 
latter. Construct a chain of alternate plain text=cipher=plain 
text values, beginning at any point and continuing until the chain 
has been completed. Thus, for example, beginning with Ap=J0 , 

Jp=Qo, Qp=Bo, and dropping out the letters common to successive 
pairs, we have the sequenceAJQB . . . . By completing the chain we 
establish the following sequence of letters: 

AJQBKULMEYPSCRTDVIFWOGXNHZ 

This chain consists of 26 letters, and when slid against itself will 
produce exactly the same secondary alphabets as do the primary com
ponents based upon the word QUESTIONABLY. To demonstrate 
that this is the case, compare the secondary alphabets given by the 
two settings of the externally different components shown on 
page 73. 

.. 
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Plain component. 

QUESTIONABLYCDFGHJKMPRVWXZQUESTIONABLYCDFGHJKMPRVWXZ 
QUESTIONABLYCDFGHJKMPRVWXZ 

Cipher component. 

Secondary alphabet. 

Plain-ABCDEFGHIJKLMNOPQRSTUVWXYZ 
(1) Cipher-JKRVYWXZFQUMEHGSBTCDLIONPA 

Plain component. 

·AJQBKULMEYPSCRTDVIFWOGXNHZAJQBKULMEYPSCRTDVIFWOGXNHZ 
AJQBKULMEYPSCRTDVIFWOGXNHZ 

Cipher component . 

Secondary alphabet. 

(
2

) Plain-ABCDEFGHIJKLMNOPQRSTUVWXYZ 
Cipher-.JKRVYWXZFQUMEHGSBTCDLIONPA 

Since the sequence AJQBK ... gives exactly the same equivalents 
in the secondary alphabets as the sequence QUEST ... gives, it is 
termed an equivalent priroory component. The real or original 
primary component can be obtained from the equivalent primary 
component by a rearrangement of the letters of the latter according 
to a very simple system. Find three letters in the sequence such as 
are likely to have formed an unbroken sequence in the original 
primary component, and see if the interval between the first and 
second is the same as that . between the second and third. Such a 
case is presented by the letters W, X, and Z in the equivalent primary 
component above; the distance or interval between them is two let
ters. Continuing the chain by adding letters two intervttls removed 
we have the following: 

WXZQUESTIONABLYCDFGHJKMPRV 

This corresponds to the original primary component. 
Not all of the 26 secondary alphabets of the series yielded by two 

sliding primary components may be used to develop a complete 
equivalent primary component. If examination be made, it will be 
found that only 13 of these secondary alphabets will yield complete 
equivalent primary components. For example, the following .Sec
ondary alphabet, which is also derived from the primary components 
based upon the word QUESTIONABLY will not yield a complete 
chain of 26 plain t~xt=cipher=plo.in text equivalents: 

Plain-ABCDEFGHIJKLMNOPQRSTUVWXYZ 
Cipher-CDHJOKMPBRVFWYLXTZNAIQUEGS 

Equivalent primary component: 

ACHPXEOLFKVQTACH ... 

We see that only 13 letters of the chain have been established 
before the sequence begins to repeat itself. It is evident that we 

48547-24--6 
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have here exactly one-half of the chain. We may build up the other 
half by beginning with a letter not in the first half. Thus: 

BDJRZSNYGMWUIBDJ ... 

It is now necessary to distribute the letters of each half-sequence 
within 26 spaces, to correspond with their placements in a complete 
alphabet. This can only be done by allowing between the letters 
of one of the half-sequences a constant odd number of spaces. Dis
tributions are therefore made upon the basis of 3, 5, 7, 9, ... spaces. 
Select that distribution which most nearly coincides with the distri
bution to be expected in a key-word component. Thus, for example, 
with the first half-sequence the distribution selected is the one made 
by leaving three spaces between the letters; it is as follows: 

1 2 3 4 li 8 7 8 9 10 11 12 13 14 15 16 17 \8 19 20 21 22 23 24 25 21> 

A. L C F H K P V X Q E T 0 

Now interpolate, by the same constant interval (three in this case), 
the letters of the other h·:!.lf-sequence. Noting that the group F-H 
appears in the foregoing distribution, it is apparent thlLt G of the 
second half-sequence should be inserted between F and H. Tho 
letter which immediately follows G in the second half-sequence, viz,· 
M, is next inserted in the position three spaces to the right of G, and 
so on, until the interpolation has been completed. This yields tho 
onginal primary component, which is as follows: 

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 

ABLYCDFGHJKMPRVWXZQUESTION 

47d. Method of solution after primary component has. 
been reconstructed.-After the primary components have been 
reconstructed it is possible to solve all cryptograms enciphered by 
them by applying the process of completing the plain component 
sequence in the manner illustrated in previous cases similar to this. 
It is not necessary, however, to convert the cipher letters into their 
plain component equivalents because the oonfpletion sequence that 
must be employed is the primary sequence itself; in other words the 
plain component coincides with the primary component. An ex
ample will serve to illustrate the method. Suppose we know that 
the correspondents are using the primary components reconstructed 
above, viz: QUESTIONABLYCDFGHJKMPRVWXZ, and we have 
intercepted the following message: 

PCEGC GTHIE EPSGK FSYQU FHDOL VSNXF 
GDJLZ NFGCQ WAFYQ XKIGF RTCQV KHLJY - -- -FUAM 

I 
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The two repetitions FG and CQ factor for 7 alphabets. 
The message is rewritten in groups of seven letters, in columns. 

l 2 3 4 5 6 7 
P C E G C G T 
HIEEPSG 
KFSYQUF 
HDOLVSN 
XFGtlJLZ 
NFGCQWA 
FYQXKIG 
F R T C Q V K 
H4JYFUA 
M 

The completion sequence, using the primary 
component already reconstructed from a pre
vious message, is applied to each column, and 
then the generatrices are assembled to yield 
intelligible text. The completion diagrams for 
the first three columns are as folJ.ows: 

1PHKHXNFFHM CIFDFFYRL EESOGGQTJ 
2RJMJZAGGJP DOGFGGCVY SSTNHHUIK 
3VKPKQBHHKR FNHGHHDWC TTIAJJEOM 
4WMRMULJJMV GAJHJJFXD IIOBKKSNP 
5XPVPEYKKPW HBKJKKGZF OONLMMTAR 
6ZRWRSCMMRX JLMKMMHQG NNAYPPIBV 
7QVXVTDPPVZ KYPMPPJUH AABCRROLW 
8UWZWIFRRWQ MCRPRRKEJ BBLDVVNYX 
9EXQXOGVVXU PDVRVVMSK LLYFWWACZ 

10 S Z U Z N H W W Z E R F W V W W P T M Y Y C G X X B D Q 
11 TQEQAJXXQS VGXWXXRIP CCDHZZLFU 
12 I U S U B K Z Z U T W H Z X Z Z V 0 R . D D F J Q· Q Y G E 
13 0 E T E L M Q Q E I X J Q Z Q Q W N V F F G K U U C H S 
14 N S I S Y P U U S 0 Z K U Q U U X A W G G H M E E D J T 
15ATOTCREETN QMEUEEZBX HHJPSSFKI 
16 B I N I D V S S I A U P S E S S Q L Z J J K R T T G M 0 
17LOAOFWTTOB ERTSTTUYQ KKMVIIHPN 
18YNBNGXIINL SVITIIECU MMPWOOJRA 
19 C A L A H Z 0 0 A Y T W 0 I 0 0 S D E P P R X N N K V B . 
20 D B Y B J Q N N B C I X N 0 N N T F S R R V Z A A M W L 
21 F L C L K U A A L D 0 Z A N A A I G T V V W Q B B P X Y 
22 G Y D Y M E B B Y F N Q B A B B 0 H I W W X U L L R Z C 
~HCFCPSLLCG AULBLLNJO XXZEYYVQD 
24 JDGDRTYYDH BEYLYYAKN ZZQSCCWUF 
25KFHFVICCFJ LSCYCCBMA QQUTDDXEG 
~MGJGWODDGK YTDCDDLPB UUEIFFZSH 

FIGURE 24. 

r i 
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When we select and combine the 15th, 19th, and 5th gen
eratrices of these three diagrams, we obtain the trigraphs 
shown in Figure 25. Completion of the message follows 
easily enough. The key let.tcrs can be obtained by noting 
the equivalent of Qp, which is the first letter of the 
primary components, in each of the u.iphabets. The first 
three key letters arc as foilows: 

Alphabet 1-Qp = (\ 
Alphabet 2-Qp==Ac 
Alphabet 3-Qp = Vo 

1 2 3 
A T 0 
T W 0 
0 0 N 
T I L 
C 0 M 
R 0 M 
E S T 
ED A 
T E R 
N 

FIGUBE 25 

The syllable CAV suggests the word CA. VALRY, and this word 
applied to the message eompletely solves it. 

47e. Reversed identical mixed components.-The identical 
components in the preceding discussion progress in the same direction. 
They may, however, progress in opposite directions, in which case a 
series of 26 reciprocal secondary alphabets is produced and is evi
denced by the appearance of reciprocal values in each of the cipher 
alphabets employed in the encipherment of a message. The suspi
cion or knowledge that the cipher alphabets are reciprocal alphabets 
is, of course, a great aid in solution. The reconstruction of the 
primary components is somewhat different in this case and requires 
two secondary alphabets, although in certain cases it can be done 
with only one, after a more or less lengthy experimentation, providing 
the primary component is actually a key-word alphabet. The use 
of reversed identical components is so infrequent, however, that a 
discussion of the methods to be applied in reconstructing the original 
or an equivalent primary component is not considered to be of suffi
cient importance to warrant its inclusion in this book. It may be 
added, however, that after the reconstruction has been effected the 
solution of subsequent messages can be achieved by a recourse to the 
princif>le of completing the plain component sequence. 

48. Nonidentical mixed components.-A further complexity 
in polyalphabet ciphers employing sliding components is introduced 
when the two components are different mixed sequences. Where 
considerable text is available, solution may be achieved by ordinary 
frequency principles, paying no attention to the fact that the sec
ondary althabets are interrelated. Where only a small amount of 
text is at tand, a rather complicated process of reconstructing the 
primary components by recourse to the principles of indirect sym
metry of position, a process which is too complicated to explain 
here, can be applied. The analysis of the cipher text and the recon
struction of the primary components progress simultaneously, one 
aiding the other. 

.• 
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It is then desirable to reconstruct the primary components com
pletely, even though the analysis might have been done by reference 
to the simple principles of frequency, for the solution of subsequent 
messages now becomes a simple matter. This reconstruction may 
be effected by a modification of the principles illustrated on page 72 
in connection with identical mixed components. Two secondary 
alphabets are necessary for the process, two separate chains or series 
of equivalents being established, and the two components assembled. 
by reference to the common letters of pairs that are to be joined . 

After the primary components have been reconstructed the solu
tion of subsequent messages in different keys may be attained by the 
method of completing the plain component sequence. The cipher 
letters must first be converted into their plain component equivalents. 
and then the plain component (mixed) sequence is to be completed. 
beneath the converted letters. Selection and assembling of genera
trices is the same as usual. 

SECTION XII. 

SOLUTION OF PROGRESSIVE POLYALPHABET CIPHERS. 

Paragraph. 
General. remarks ••••..•.............................................................................. 49 
Solution of an example using standard alphabets.... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 50 
The case of mixed alphabets......................... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 51 

49. General remarks.-We shall now take up very briefly the 
other type of periodic polyalphabet system, viz, that previously men
tioned under the name progressive alphabet system, in which the 
members of a whole series of cipher alphabets are employed one after 
the other in a definite sequence. These are usually encountered in 
some types of machine ciphers and are often very difficult to solve unless 
one is in possession of a duplicate machine or of the alphabets used. 
The length of the period is usually equal to the total number of dif
ferent secondary alphabets employed in the system, and nearly al
ways the sequence in which the alphabets are employed varies in 
different messages, this constituting one of the principles of the secrecy 
of the system. It is necessary, therefore, to intercept either one 
very long message or a series of messages in the same key in order to 
have sufficient material to form a basis for analysis. 

50. Solution of an example using standard alphabets.
There is one variety of such a system that can be solved most readily. 
It is the one in which standard alphabets are used, and one of the 
sliding components is advanced one letter regularly throughout the 
message. For example, if the message starts off with Ap = K0 , the 
first letter is enciphered by that alphabet; the next letter is then 
enciphered by the next alphabet, in which Ap=Lo; the third letter, 
by the alphabet in which Ap =Me, and so on. The solution is exceed-
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ingly simple. We found that all monoalphabet ciphers in which 
standard alphabets are employed can be solved by completing the 
normal alphabet sequence beneath the cipher letters, and that the 
plain text ull reappears on the same generatrix. If the alphabets are 
shifted regularly one space at a time, then the plain text will reappear 
on a diagonal line instead of a horizonal line. If, in setting up the 
letters on the sliding strips when applying the completion sequence 
process to the cipher letters, we set up the cipher letters on a diagonal 
line, each letter one line above or below the preceding letter, then the 
plain text will reappear on the same generatrix instead of on a 
diagonal line. The example which follows is a cipher which was sub
mitted as "indecipherable" and it is only one of the many instances 
in which the claims of indecipherability are found to be wholly 
unwarranted after only a very superficial analysis. 

MESSAGE. 

THXYT GHGRD MGAGB UPQOQ PZVYQ XYYED 
VJLEE RZWFG NLHUQ RNFEN XPGIH UFEFN 
MINKW UONTS QQPSZ PKWJE PFRRO EAXHO 
FUXXN UQWGF DQZTD RCIKA GZNMY WZNAM 
JGFCQ LZZCB ZMBBK URIPK 

'!'rial of direct standard alphabets, using sliding strips, yields no 
results. We therefore convert the first two or three groups into their 

· direct standard alphabet equivalents and then set up these letters 
on a diagonal line running downwards. Notice the plain text reap
pearing on one generatrix, Figure 26, beginning GRAY COMMAND
ING. 

Cipher letters-T H X Y T G H G R D M G A G 
Direct alphabet equivalents-A M W V A N M N C Q H N T N 

~M ~ The only further difficulty in deciphering this 
CNW message is encountered in finding the meaning of 
DOXV certain abbreviations such as "KG," "XX," 
EPYWA "QQ," etc., which stand for punctuation, and for 
FQZXBN numbers 
GRAYCO~~~~~~ 5~. The case of mixed alphabets.-It is 

\

PFKPI obvious that the only reason why such a system 
QGLQJ is so simple to solve is that the cipher alphabets are 

HMRK known alphabets. If two mixed components were 
\ NSL used to encipher the message, solution of a single 

FIGURE26. 

T~ short message would be an extremely difficult 
matter, if at all possible. 

• 
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The student might therefore conclude that such a system is prac
tically indecipherable, but such is far from tlie case. If a sufficient 
amount of text is available (and the use of the term "system" pre
supposes that it would be used for regular traffic, thus making many 
messages in the same alphabets available for interception), the 
messages can be reduced, though only after much study. The 
method can not be described here in detail, but suffice it to say that 
the messages would be superimposed (see Par. 56a.) in such a manner 
that the letters thus brought into each column would belong to the 
same secondary alphabet, and analysis of the individual alphabets by 
frequency methods, together with a reference to principles employed 
in the reconstruction of primary components, would yield solution. 

Before leaving the subject of periodic systems a few words are to be 
said about a minor variation of method. We have noted in all the 
examples given that the cipher alphabets change with successive 
single letters of the text, but it is of course possible to change the 
alphabets with successive pairs of letters, or successive groups of 
definite length, say five to ten or more letters. This variation in 
method does not suppress cyclic phenomena in the cryptograms, and 
in certain cases may even increase the manifestations of periodicity. 

SECTION XIII. 

SOLUTION OF NONPERIODIC POLYALPHARET f'IPllERS. 

ParagrBJ>h. 
Difficulties ofsolution. . . . . • . • • • . • . • • • • • . . . . . . . • . • . • . . . . . • . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 52 
Solution of an example using direct standard alphabets............................................. 53 
The case of reversed standard alphabets. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 54 
The case of mixed alphabets........................................................................ 55 
Ciphers employing a nonrepeeting key.............................................................. 56 
Solution by superimposition of messages . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 56a 
Solution by simultaneous decipherment and rocon.•tructlon of key.................................. 56b 
Solution ofspecial cases.......................................................................... . . 56c 

62. Difficulties of solution.-,Ve have seen thnt the existence 
of cyclic or periodic phenomena in cryptograms is of great aid in 
solution, because they afford clues to the enemy cryptanalyst as to 
how he can regroup, distribute, or nssemble the letters of a crypto
gram in order to bring together letters which have been enciphered 
by identical cipher alphabets, and thus provide sufficient material 
upon which to base an analysis by frequency. It would therefore 
seem obvious that the elimination of cyclic or periodic phenomena. 
in the crypotgrnms should remove these clues to solution, and in 
general this is true. 

.-... 
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There are, indeed, more methods and systems of encipherment 
which greatly suppress or entirely eliminate any periodicity in the 
resultant cryptograms than systems which do produce manifestations 
of periodicity, and most of the very complex types of ciphers fall 
into this class of nonperiodic systems. It will be impossible to go 
into detail with illustrations and methods employed in the encipher
mont and analysis of these cryptograms, for a complete exposition of 
only two or three of them would alone fill a book of this size, and 
there are dozens of methods. Many of them are written by means 
of cipher machines and apparatus of more or less complicated nature. 
In every case, however, a knowledge of the cipher alphabets involved 
in the system constitutes the greatest aid in solution. When, there
fore, standard alphabets are employed solution may be exceedingly 
simple. Let us consider a case. 

53. Solution of an example using direct standard alpha
bets.-Two correspondents decide to use the Vigenere Table with a 
key word or a key phrase, but instead of changing the alphabet with 
successive letters they agree to change it with successive complete 
words. Since word lengths are very irregular, even if repetitions 
do occur, the intervals between these repetitions will show no con
stant factor, and, therefore, it will be impossible to determine the 
length of the key. This reasoning is strictly correct, but unfor
tunately for the correspondents, the length of the key .or the key itself 
is in this case of no great interest to the cryptanalyst. The cryp
togram can be solved by using sliding strips bearing the normal 
alphabet. The successive words of the plain text will reappear on 
different generatrices and it will only be necessary to find these 
words and assemble them properly. If reversed standard alphabets 
have been employed, the cipher letters must first be converted into 
their direct alphabet equivalents. An example follows. 

MESSAGE. 
• QJUCC BERNP UVATG VSWWJ GSVK 

As usual, the first test we apply is that of using our normal aphabet 
strips to complete the normal alphabet sequence. At once the 
message reappears, the plain-text words being found on various 
generatrices, and it being merely a matter of inspection to determine 
them. 

t 
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MESSAGE. 

QJUCC 
RKVDD 
SLWEE 
TMXFF 
UNYGG 
VOZHH 
WPAII 
XQBJJ 
YRCKK 

BERNP 
CFSOQ 
DGTPR 
EHUQS 
FIVRT 
GJWSU 
HKXTV 
ILYUW 
JMZVX 

UVATG 
VWBUH 
WXCVI 
XYDWJ 
YZEXK 
ZAFYL 
ABGZM 
BCHAN 
CDIBO 

ZSDLL KNAWY DEJCP 
ATEMM LOBXZ EFKDQ 
BUFNN MPCYA FGLER 
CVGO£___!QDZB GHMFS 
DWHPAp-OcREAC HINGT 
EXIQ Ap=Nc U 
FYJR V 
GZKS W 
HALT X 

y 

z 
A 
B 
c 

FlG'UliE 'Z7. 

VSWWJ GSVK 
WTXXK HTWL 
XUYYL IUXM 
YVZZM JVYN 
ZWAAN ,KWZO . 
AXBBO LXAP 
BYCCP MYBQ 
CZDDQ NZCR 
DAEER OADS ----EBFF A1.-Sc 
FCGG 
GDHH 
HEII 
IFJJ 
JGKK 
KHLL 
LIMM 
MJNN 
NKOO 
OLPP 
PMQQ 
QNRR 
ROSS 

81 

If we find the key letters for the successive words, using Ap as 
the determining letter, we have the word JONES. A long key could 
he used and the solution would be just as simple. 

54. The case of reversed standard alphabets.-Had no good 
results been obtained by this test, the next step would have been 
to convert the cipher letters into their reversed standard alphabet 
equivalents before applying the completion process to the columns. 
It is of course possible to encipher groups of definite length by the 
same key letter, instead of word lengths, but the method of solu
tion would be exactly the same. No great difficulty would be 
experienced in picking up the plain text on the various generatrices. 

ISIS. The case of mixed alphabets.-The case is very much more 
complicated, however, if the correspondents employ mixed alphabets 
which are unknown to the enemy cryptanalyst. Whereas in the 
preceding case even a very short message can be solved without 
difficulty because t.he cipher alphabets are known sequences, in this 
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case a large amount of text would be necessary for solution, because 
the cipher alphabets are unknown sequences. The method of solu
tion would require a careful search for repetitions, and, of course, 
repetitions of complete words would be inevitable; assumptions of 
plain-text values for these repetitions would he made; and then an 
attempt to reconstruct the primary components upon which the 
cipher alphabets are based would be necessary. If a number of 
different cipher equivalents for frequently repeated words such as 
AND, THE, FOR, etc., can he definitely determined from repetitions 
in the cryptograq~, reconstruction of the primary components is 
fairly easy by recourse to the principles of direct symmetry of posi
tion, if only one of the components is a mixed sequence, and to the 
more complex principles of indirect symmetry, if both components 
nre mixed sequences. 

56. Ciphers employing a nonrepeating key.-One of the most 
common nonperiodic systems is that involving the use of a non
repeating lcey, sometimes called a continuous or a running lcey, to 
encipher· the message. The key, instead of repeating itself over 
and over again, as in the multiple alphabet system, does not repeat 
itself at all; it often consists of the plain text of a book agreed upon 
by the correspondents, the exact starting point of the key being 
predetermined, or indicated in some hidden manner in the crypto
gram itself. Often each plain-text letter, or in some cases, each 
cipher letter constitutes the key letter for enciphering the succeeding 
plain-text letter, thus eliminating the necessity of using the text of a 
book for the nonrepeating key, and this method is somewhat more 
easy to reduce than the one in which a book is used. In all cases 
the cipher alph!tbets may be either standard or mixed alphabets. 

56a. Solution by superimposition ofmessages.-The analysis 
of cryptograms enciphered by a nonrepeating key is extremely 
interesting but often exceedingly difficult. However, the difficulty 
becomes very much reduced if many messages are available for 
stully. In fact, in certain cases the solution of a series of messages 
~nciphered by the same nonrepeating key is exceedingly simple even 
though a single message when considered alone may be extremely 
difficult to solve. The method consists in searching for repetitions 
or identities of digraphs, trigraphs, and polygraphs in the several 
messages, then 'superimposing the messages so as to bring these 
repetitions in the same columns, and solving the columns as in 
ordinary polyalphabet cryptograms. If standard alphabets are 
used, the analysis of the columns becomes a very easy matter by 
applying the process of completing the normal alphabet sequence, 
as explained on pages 47-49. An example will serve to make the 
process clear. Suppose the following messages have been inter
cepted on the same day: 

:t-
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l. VUFWZ LLNYZ YAGBS LAWBH PHROM CVJWA NMYNP 
TLJMD GDUFR AXUNT 

:2. HLZQA VSZVJ MLWFT POABE MLJQH PDPTL JMDGE 
UGSUM KLIDF NWMQA XTYYA EAAQY I~lRN 

3. BWQZV NNLWF TPZXG NIDJP NHECQ RPHNC ~F 
4. LMWRW HYMQN LPQAY NCITW ANMYA QEIKS NAAUG 

DQW 

83 

Note the underlined identities found in the four messages, by . 
~eference to which the messages may be superimposed in the folJow- 1 

mg manner: 

1 5 10 15 • 20 25 30 35 40 45 50 

l. VUFWZLLNYZYAGBSLAWBHPHROMCVJWANMYNPTLJMDGDUFRAXUNT 
2. HLZQAVSZVJM~OABEMLJQHPDPTLJMDGEUGSUMKLI 

3. BWQZVNN~ZXGNIDJPNHECQRPHNCSF 

4. LMWRWHYMQNLPQAYNCIT~AQEIKSNAAUGDQW 

FIGURE 28. 

The columns of letters founj,l by this superimposition o{ messages 
now constitute the single cipher alphabets of a polyalphabet sub
stitution cipher. For example, the letters of the twelfth column, 
AABW, are now in the same alphabet; the letters of the thirteenth 
column, GVWR, are in another alphabet; and so on. If it is sus
pected that standard alphabets have been used, we may apply the 
process of completing the normal alphabet sequence to the letters 
of each column, select the best generatrix of each column, and 
assemble the selected generatrices to make intelligible text. If 
unknown mixed alphabets are used, then the lette:rS of each alphabet 
must be solved on the basis of frequency, and, of course, a consider
able body of text is necessary for solution. 

The student should take careful note of the principle of superim-. · 
posing a series of messages in the same key, for it is the principle 
which underlies the solution of many complex systems of cipher and 
is especially important in the analysis of systems used in military ~ 
cryptography, because here we have the condition where many 
messages in the same key are easily intercepted by the enemy. 

56b. Solution by simultaneous decipherment and recon
struction of key.-It is to be noted in passing that sometimes a · 
single message enciphered by a key which, though it is nonrepeating, .; 
constitutes plain text itself, may be solved by reconstructing the 
key and deciphering simultaneously, using one as a check upon the 
other. This, of course, can be done only when the cipher alphabets 
or the primary components that· have been employed are known. ; 
For example, in the case of the four messages above, if we consider 
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only the first message, and assume that the word PLATOON occurs 
somewhere in the message, and that reversed standard alphabets 
have been employed, we proceed to test out each group of seYen 
letters in the manner explained on page 50. Thus: · 

If VUFWZLL equals 
PLATOON, than Ap equals 
KFFPNZY on the basis of reversed standard alphabets. 

The sequence KFFPNZY is, of course, unintelligible, so we move 
our assumed word one letter to the right, and proceed as before. 
When we come to the group PTLJMDG we find the following: 

If PTLJMDG equals 
PLATOON, then Ap equals 
EEL CART 

Here we have intelligible text, suggesting the word REELCART. 
Applying the key letter Ap = Rc (given by R of REEL) to the letter 
No immediately preceding the group PTLJMDG:, we obtain Ep as 
the plain-text letter immediately preceding PLATOON. This in 
turn suggests the word ONE to precede the word PLATOON, and 
this gives TAL for the key, suggesting the word REGIMENTAL, 
and so on. Thus, the decipherment and the reconstruction of the 
key proceed simultaneously, one suggesting assumptions for the 
other, until the whole message has been reduced. It is admittedly 
a laborious process, but will prod~.we solution in time. 

56c. Solution of special cases.-In those systems wherein each 
plain-text letter becomes the key letter for enciphering the succeeding 
plain-text letter, assumptions of likely words in the plain text enable 
a reconstruction to be· effected. In fact, no assumption of words is 
really necessary if one can get a start from the very beginning of the 
message. Consider· a message be~ing with the letters STWZL 
XHZRX, etc., enciphered by means of reversed standard alphabets. 

If we convert these letters into their direct alphabet equivalents, 
and then set a series of sliding strips bearing the :normal alphabet 
sequence in such a manner that A. of each strip is opposite the con
verted eipher letters, the plain text will immediately reappear on 
one generatrix. Thus: 

Cipher letters-STWZLXHZRX 
Direct alphabet equivalents-IHEBPDTBJD 

Setting the sliding strips so that A on the first strip equals I on the 
second strip; A on the second equals H on the third; A on the third 
equals E on the fourth, and so on, we have what is shown in Fig
ure 29. 

·l II 
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A=P Note the word HOSTILE appearing on one geners-
A-B Q trix. Solution is thus exceedingly rapid. The;re is 1 

B C R absolutely no security in a system of this type, as 
C D S may readily be seen. Even the employment of 1 

D E T mixed alphabets would not greatly complic1tte so-
A-E F U lution, for reflection will show that the letters which 
B F G V immediately follow identical plain-text letters must 
C G H W be in the same alphabet and thus repetitions of 
D H I X cipher letters will be produced in the cryptogram. I 

E I J Y These repetitions and the frequency tables can be 
F J K Z used as a basis for solution. 
G K L A Where each cipher letter becomes the key for 

A-H L M B enciphering the succeeding plain-text letter the case 
B I M N C is still more simple to solve, for it is apparent that 
C J N 0 D the letters which immediately follow identical cipher 
D K 0 P E letters belong to the same cipher alphabet, and, where 
E L P Q F a sufficient amount of text is available, mixed 
F M Q R G alphabet ciphers of this nature may be solved upon 
G N R S H the basis of frequency alone. 
H 0 S T I Besides being solvable, all such systems are ex- , 

A-I P T U J ccedingly slow as regards encipherment and de-
B J Q U V K cipherment, and give rise to messages which often 
C K R V W L can not be deciphered promptly on account of the 

z z z z z z 
FIGURE 29. 

many errors which creep in. They are not at all suit
able for military cryptography. 
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57. Number ciphers.-The various systems discussed in the 
preceding pages by no means exhaust the different methods that may 
be used in enciphering a message on the substitution principle, and 
each one that was presented may be modified in minor details in
definitely. However, under this subdivision we may say a few words 
about the most common variations encountered in practice. 

Numbers lend themselves just as readily to the purposes of cryptog- 1 

raphy as do letters, and many persons prefer numbers over letters, 
1 

especially in transmitting messages to and from small points in the 
minor foreign countries where the Roman letters are not so easily 
read or written by native telegraph operators as are Arabic numerals, 
which are practically in use everywhere. 

Number ciphers, just as letter ciphers, may be mono- or poly- . 
alphabetical in nature. A frequent type of number cipher is that j 
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involving the use of the series of numbers from 00 to 99, making 
four complete alphabets of 25 letters each, thus allowing four values 
which may be chosen at random for each letter. Moreover, a key 
word can be chosen to designate the letter which begins each alpha
bet. Thus, the key word BLUE would indicate that the series 00 

• to 25 begins with 00 = BP; 25 to 50 with 25 = Lp, etc., Figure 30. 
00-B -25-L . 50-U 75-E The four values given for each 
01-C 26-M 51-V 76-F letter may be used at random, 
02-D 27-N 52-W 77-G though, of course, they may just 
03-E 28-0 53-X 78-H as easily be used in a simple mul-
04-F 29-P 54-Y 79-I-J tiple alphabet manner in the or-
05-G 30-Q 55-Z 80-K der 1-2-3-4. The solution of a 
06-H 31-R 56-A 81-L cipher of either of these two 
07-I-J 32-S 57-B 82-M types should present no diffi-
08-K 33-T 58-C 83-N culty, especially if the sequence 
09-L 34-U 59-D 84-0 of letters is the normal through-
10-M 35-V 60-E 85-P out. It is obvious, of course, 
11-N 36-W 61-F 86-Q that the sequences may be mixed 
12-0 37-X 62-G 87-R sequences instead of the normal. 
13-P 38-Y 63-H 88-S Another way of preparing a 
14-Q 39-Z 64-I-J 89-T set of numerical values is to em-
15-R 40-A 65-K 90-U ploy a diagram of the type shown 
16-S 41-B 66-L 91-V in the accompanying Figure 31. 
17-T 42-C 67-M 92-W Here each 
18-U 43-D 68-N 93-X letter may 

362 · 19-V 44-E 69-0 94-Y be repre-
815 20-W 45-F 70-P 95-Z sented by 
794 21-X 46-G 71-Q 96-A any one of 

7261853094 
ABCDEFGHIJ 
KLMNOPQRST 
UVWXYZ 

22-Y 47-H 72-R 97-B three values FmuRE 3t. 

23-Z 48-I-J 73-S 98-C selected at random. Ap may 
24-A 49-K 74-T 99-D be represented by 27, or 37, or 

FIGuRE 30. 67; Bp by 22, 32, or 62, and so 
on. By arranging the numbers 

at the sides of the rectangle in various ways, new series of values 
result. It is to be noted that the several values for a given letter 
agree in the second digit, and this fact affords immediate clues to the 
arrangement of the numbers at the sides of the rectangle. Here, 
too, the sequence of letters within the rectangle may be a mixed 
arrangement instead of the normal. 

A method employed in 1915 by the Hindus in an attempt to stir 
up a rebellion in India made use of the rectangle shown in the ac-

1234567 companying Figure 32. After simple substitution, there 

1 ~BCD'"'FG were added the values of the letters of a key word, 

2 IJK~ thus resulting in a typical multiple alphabet system. 

3 OPQRSTU One of the keywords used was LAMP, whose value is 
L A M P 

4 WXYZ 25-11-26-32. 
FIGURE 32. 
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Message- Y 0 U R L E T T E R etc. 
Simple substitution-44 31 37 34 25 15 36 36 15 34 etc. 

Key values-25 11 26 32 25 11 26 32 25 11 etc. 
Cipher-69 42 63 66 50 26 62 68 40 45 etc. 

The message was sent in an unbroken sequence of figures: 
694263665026 . . . The solution of such a message should be ap

. parent to the student. Repetitions of digraphs, trigraphs, and poly
graphs disclose the length of the key, the text can be regrouped into 
individual alphabets, and those alphabets solved in the usual manner . 

58. Digraphic substitution.-In all of the ciphers we have 
heretofore considered, substitution was monographic in nature; that 
is, the letters of the plain text were treated singly or individually 
in eneipherment, resulting in a letter-for-letter substitution. In 
certain methods, however, instead of treating the letters singly, they 
are treated in pairs, or digraphs, thus giving rise to the term digraphic 
substitution. While digraphs, of course, have characteristic fre
quencies, still these frequencies are not so pronounced as in the case 
of individual letters, and, moreover, instead of dealing with only 
26 frequencies, as in the case of monographic substitution, the 
cryptanalyst must consider 26 X 26, or 676, frequencies in the case 
of digraphic substitution. For this reason digraphic substitution 
methods are in some respects somewhat more difficult to analyze 
than monographic methods, but in general the more complex types 
of polyalphabet methods are solved with greater difficulty than the 
usual types of digraphic substitution methods. 

One of such digraphic methods employs a four-section square of 
the type shown in Figure 33. The plain-text pairs are taken from 
rectangles 1 and 2, and their equivalents are taken from rectangles 
3 and 4, in such a manner that the plain-text pair and the equivalent 

: I ~ ~ -6-1 ~ -} 
B c 
G H 

D 

I 
E 
K 

cipher pair form the corners of a 
rectangle. Thus,ABp=BGc; ORp 
= GTc, etc. The letter J is omitted, 

1 3 
I serving for its use. Note that 
rectangles 1 and 2 are based upon 
key words, and the secrecy of the 
method lies in frequent change of 
keys. Solution of this type of 

-c n> . E F 1K -L M N 0 p 

-c~Ji?Q
1

RQ R s T u --- ·-- --
U,V X Y1Z V w X y z 
A B _Q_ _Q_I_!_ ~- _!_ li_ _f_ _Q_ 

4 2 square would present no great 
F G H I1K A B DiE F 
L M ~%[~*~11 ~ ~ Q R 
v w X 1

-Y-1z-vw-X ylz 
difficulties if a single message of 
fair length or a series of mes
sages enciphered by the same 

Fwv&E 33. square are at hand. A tentative 
decipherment of portions of the cipher text based upon the frequency 
of digraphs would go hand in hand with the reconstruction of the 
enciphering square. 
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58a. Playfair cipher.-A development of the foregoing square 
is the Playfair cipher used by the British Army for a number of years, 
and to a limited extent by the United States Army during the late 
war. This consists of but one square; in the original system a 
key-word alphabet was inscribed in the square, beginning at the top 
and writing the letters from left to right in the ordinary manner; in 
the modified system, the letters within the square are in a mixed 
order, disarranged by shifting the columns and rows according to a 
systematic manner or by writing the letters in a more or less irregular 
manner in the square. The letter J is omitted, I serving for its use. 
The method of encipherment may be reduced to three cases. Let 
the square be as follows: 

_!___ ~~~--1~_1__:_1! 
N GIT 0 B 

c-oiE"r""KI __ ; _____ ,. 

L M P Q Rj 
--u---v--x--y---zl 

(a) The pair of plain-text letters occupy diagonally opposite comers 
of a rectangle. Their equivalents are the letters at the other corners 
of the same rectangle, taken in the same order. Examples: 

ARp=lMo; lMp=ARc; RAp=Mlo; Mlp=RA0 • 

(b) The pair of plain-text letters are situated in the same column. 
Their equivalents are the letters immediately below each-of them in 
the same column and the bottom letter is represented by the top 
letter in that column. Examples: 

AGp=GDo; DAp=M~ci VAp=AGo; AVp=GAo; VDp=AMo. 

(c) The pair of plain-text letters are situated in the same hori
zontal row. Their equivalents are the letters immediately to the 
right of each of them in the same row and the letter on the extreme 
right is represented by the one at the extreme left in the same row. 
Examples: 

C~=D~;~p=D~;F~=R;E~=FL;Dp=~. 

In encipherment, the plain text is first divided into pairs. If 
~y ch_ance a pair consists of a repeated letter, this pair is split by 
msertmg a null or nonsignificant letter such as X, Y, or Z. Thus, 

\ 
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the word SUPPOSED, which would normally divide up into the pairs 
SU PP OS ED, is instead divided up into the pairs SU PX POSE D-. 
The cipher text is, of course, transmitted in groups of five letters as 
usual. 

The solution of such a cipher is not difficult, and, in cases where 
plenty of text is available, quite easy. Repetitions are bound to 
occur, and a frequency table of digraphs will permit of assumptions 
for such frequently occurring digraphs as ER, TH, IT, TO, etc. 
A tentative decipherment of a few such repetitions, accompanied 
by a reconstruction of the square will result in solution.1 On account 
of the advances made in the field of cryptanalysis in recent years it is 
not thought that the Playfair cipher will be used in the future by 
the armies of the larger governments . 

59. Trigraphic and polygraphic substitution.-lt is of course 
possible to substitute trigraphically by means of tables, or even by 
means of sliding components, and such methods yield cryptograms 
highly difficult of analysis, even when an abundance of text is avail
able. However, such methods are not suitable for field use on account 
of their impracticability. They were often used in diplomatic corre
spondence in the eighteenth century. 

60. Machine ciphers.-It is a curious twist in human psychology 
which leads persons who have only the most rudimentary knowledge 
of cryptography and cryptanalysis, but who are otherwise apparently 
normal, to spend much money and labor in inventing and building 
"indecipherable" cipher machines. It is self-evident that the pre
requisite to the invention of an 11 indecipherable'' machine or system 
is a thorough knowledge of the science of cryptanalytics, and yet 
this obvious truth is neglected every day by would-be inventors of 
cipher machines. The cryptograms produced by many cipher 
machines can be analyzed very readily, because they can be reduced 
to terms of simple monoalphabet or polyalphabct ciphers, which are 
solvable by the ordinary processes outlined in the preceding pages. 
The reason for this is that machines must after all be mechanical in 
the cryptographic operations they perform, and this produces cyclic 
phenomena in the cryptograms. 

There are only a few machine ciphers which may be considered to 
be reliable and small enough for military use. None of those which 
have been examined by the writer are "absolutely indecipherable." 
The cryptograms produced by certain large machines of an electrical 
nature are extremely difficult to solve, but these machines are entirely 
unsuited to field operations because of their bulk and their complexity, 

l For detailed explanation of solution see IDtt's Manual and Mauborgne, Maj.1. 0., An Adilanced Probltm 
In Cryptographu and it! Solution. Leavenworth Press, Fort Leavenworth, Kansas, 1914. Also see 
Lllngie, Andrl!, Oruptographu, E. P. Dutton and Company, 1922, pp. 166-188, for a solution by Comdr. 
W. W. Smith, U. 8. N. 

48547-24--7 
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which necessitates special personnel. Furthermore, it must always 
be remembered· that any machines used in the field are subject to 
3apture, and therefore the enemy soon comes into possession of one. 
This enables him to analyze the machine, and thus gain an exact 
lmowledge of the cryptographic operations executed by it. 

As a demonstration of the fact that the complexity of a crypto
graphic machine, or the fact that it affords "millions of combina
tions" (to use a phrase so often employed by inventors of cipher 
machines), may have no direct bearing upon the complexity of the 
cryptograms produced by the machine, the following case is pre
sented. Five short messages produced by a cryptographic machine 
for which emphatic claims of indecipherability were made were sub
mitted for analysis. B;ere is the longest of the messages: 

IUYHO EWOQL ZUUZQ EKPOD UAODX RHOQF PBMGG 
SOJXV X-TNW -UYIT BMCTC ZLGTG Y-PDS QLZCN 
AC-KE TRODH FCJAZ HGTDV MCGVH X-DYR LXYKQ 
-VPTL NIAHK ULWGL -RQLS CNACY PQMLX IRYTU 
QRDQF LBXEU EMXNG -GOYA FPGRU OXIYS PUBQJ 
SEA PO IZZFP WVDAW HDOEJ QSYPQ FGPVU EVGIN 
R-XMR FDEDH ERUTW ILXMK KBDX- MY POW -PWVQ 
SFJX- BMIBD UQFOD VJZLQ RTAX- XNPIQ FHAPP 
FUHWI TB-LS IORJD IHWAQ TWABS BAXQK H-AXR 
KDVLB GVMKS GFMMD 

Knowing that the machine was one of the typewriter style, and 
therefore in all probability employed the standard keyboard, a. set 
of strips each bearing the sequence of fi4e type bars of an ordinary 
three bank keyboard was made. The letter keys on the standard 
keyboard typewriter are arranged as follows: 

QWERTYUIOP 
ASDFGHJKL 
ZXCVBNM 

The type bars (of letters) are arranged in the sequenceQAZWSXEDC 
RFVTGBYHNUJMIKOLP. The cipher, however, also showed an 
additional character "-", which meant that, in all probability, words 
were separated by this sign. It was necessary therefore to include 
this sign in the sequence of letters on the strips, and it was placed 
between B and Y, since these two letters are exactly at the mid
point of the upper and lower tiers of keys (including punctuation 
keys). The sliding ·strips were then arranged in the usual manner 
for a completion sequence solution and the various generatrices 
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studied for plain text. Note the diagram below, in which the plain
text letters have been underlined: 

1 2 a • s 6 1 s 9 10 11 12 1a u 1s 1 2 a • 11 e 1 s o 

IUYHOEWOQLZUUZQEKPODUAOD 
KJHNLDSLAPWJJWADOQLCJZLC 
OMNUPCXPZQSMMSZCLAPRMWPR 
LIUJQREQWAXIIXWRPZQFISQF 
PKJMAFDASZEKKESFQWAVKXAV 
QOMIZVCZXWDOODXVASZTOEZT 
ALIKWTRWESCLLCETZXWGLDWG. 
ZPKOSGFSDXRPPRDGWESBPCSB 
WQOLXBVXCEFQQFCBSDX-QRX
SALPE-TERDVAAVR-XCEYAFEY 
XZPQDYGDFCTZZTFYERDHZVDH 
EWQACHBCVRGWWGVHDFCNWTCN 
DSAZRN-RTFBSSBTNCVRUSGRU 
CXZWFUYFGV-XX-GURTFJXBFJ 
REWSVJ.HVBTYEEYBJFGVME~VM 

FDSXTMNT-GHDDH-MVBTIDYTI 
VCXEGIUGYBNCCNYIT-GKCHGK 
TREDBKJBH-URRUHKGYBORNBO 
GFDC-OM-NYJFFJNOBH-LFU-L 
BVCRYLIYUHMVVMUL-NYPVJYP 
-TRFHPKHJNITTIJPYUHQTMHQ 
YGFVNQONMUKGGKMQHJNAGINA 
HBVTUALUIJOBBOIANMUZBKUZ 
N-TGJZPJKML--LKZUIJW-OJW 
UYGBMWQ¥0"IPYYPOWJKMSYLMS 
JHB-ISAILKQHHQLSMOIXHPIX 
MN-YKXZKPOANNAPXILKENQKE 

Note also that the "route" formed by underlining successive 
plain-text letters constitutes a cycle of 15 units, the cycle of "steps" 
being repeated over and over again throughout the message. The 
elements of the cycle consist merely in whether the second letter of 
a pair is (1) on the same generatrix with the first letter of that pair, 
(2) on the generatrix above it, or (3) on the generatrix below it. 
The "millions of keys" of the system merely determine (1) the start
ing point and .(2) the "steps" in the cycle. We see here that the 
starting point is of absolutely no concern to the cryptanalyst, for he 
will pick up his first pair of letters on some pair of genera.trices of 
the completion sequence diagram, and that the steps of the cycle 
constitute no stumbling block for him because he can pick up the 
intelligible text very quickly after a. start is made. 
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The completely deciphered message is as follows: 
Greeting thee. There are those who believe that ther (e are) weaknesses in this 

machine on account of the cycle movement. If this is so this matter should be suffi
cient to prove no contention. Try it out and advise us of your success. We do not 
believe that it is possible. At least we should like to see it proven. Go to it. Report 
at any old time. 

It happened in this case that the machine employed a cylindrical 
type wheel instead of type bars (Blickensderfer type of machine) but 
the sequence of letters on the type wheel coincided with the sequence 
of type bars on the standard keyboard. Even if a type wheel with 
an unknown sequence of letters were substituted, a series of messages 
could be solved by superimposition of cycles. Note that sequent 
cycles can not be superimposed, for these will not produce columns 
in which the letters belong to the same single mixed alphabet. For 
example, the fourth letter of the first cycle of this message Ho equals 
Ep, and the fourth letter of the second cycle 0 0 also equals Ep. But 
the 1st cycle can be superimposed upon the 28th, 55th, 82d, and so 
on; the 2d cycle can be superimposed upon the 29th, 56th, 83d, and 
so on. The alphabet here consists of 27 characters, which accounts 
for the series 1, 28, 55 ... , and 2, 29, 56 . . .. The student is 
urged to study the mechanics of this solution for it will give him a 
good insight into certain types of cyclic phenomena. 

61. Oonclud.ing remarks on polyalphabet substitution 
ciphers.-As has a1ready been mentioned, the various types of 
polyalphabet substitution ciphers illustrated in the foregoing pages 
by no means exhaust the category of such methods, but no 
comprehensive treatment of the more unusual systems can here be 
given. In general it may be said that whenever the text of such 
cryptograms, or a series of them, can be reduced to the simple 
elements of a single alphabet frequency distribution, or a series of 
single alphabet frequency distributions, the cryptograms may .nearly 
always be solved. The most difficult part of the analysis usually 
involves this breaking up of the heterogeneous or mixed text of a 
plurality of different cipher alphabets into the homogeneous or pure 
elements of single cipher alphabet distributions. Where cyclic or 
periodic phenomena are manifested in the cryptograms this reduction 
into simple elements is very much easier than where no such phe
nomena can be found. Once the individual alphabets have been 
isolated, they can be analyzed on the basis of frequency. Where 
these alphabets are interrelated secondary alphabets produced by 
sliding components, solution is rendered somewhat easier by taking 
advantage of the principles of direct or indirect symmetry of position. 
Where the alphabets are independent or not related in any way, as 
in random mixed alphabets, the analysis is somewhat slower and 
more difficult because no aids can be brought to bear upon a solution 
by the simple principles of frequency. 
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62. General remarks.-Transposition ciphers, as stated before, 
involve no change in the identity of the letters of the plain text; 
only their original order or arrangement is changed. Sometimes 
only the order of the words is changed, as in the so-called "Route 
Cipher" employed by the Federal Army. We may call the latter 
type of transposition word transposition, using the term TTWnoliteral 
transposition to apply to the former type, in which the individual 
letters are rearranged. The student who has carefully followed the 
principles of solving the common types of substitution ciphers and 
has now become practiced in the hancUing of cryptograms so that 
he no longer experiences the perplexity and bewilderment that first 
seized him when he began his study of cryptography, will have no 
difficulty with the ordinary types of tr~~onsposition ciphers. The 
most commonly encountered types are for the most part simpler to 
analyze than the more difficult types of substitution ciphers. 

Practically all monoliteral transposition ciphers involve the use of 
a design or a geometrical figure, usually a. rectangle, in which the 
plain-text letters are written in one way and taken out to form the 
letters of the cipher text in some other way. In nearly all cases the 
secrecy of the method consists in employing rectangles of varying 
dimensions and varying the order in which the letters are put in and 
taken out, every operation usually being governed by a key . 

For our purposes, we may arbitrarily classify the usual designs or 
rectangles into two types: (1) Those in which the rectangle is sym
metrical, or completely "filled," i. e., in which there are no vacant 
spaces that might be occupied by letters but are not so 'occupied; 
and (2) those in which the rectangle is not symmetrical, or completely 
"filled." The reason for this classification will become apparent in 
the subsequent discussion. 
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63. Completely ftlled rectangles-route transposition.
Suppose the correspondents agree to use a rectangle of eight col
umns. The message is inscribed within the rec
tangle, and if a few vacant spaces are left at the 
end, nulls or'"dummy" letters are inserted so as to 
complete the rectangle. Then one of many differ
ent paths or routes are followed in rewriting the 
letters to produce the transposed text, and it is 
possible for each route to have a different starting 
point, this also being agreed upon by the corre
spondents. Normally the starting point is one of 

A T T A C1K H 
A,-S_.,--B---E~-ENP 

OSTPONE 
D U N T I L T 
0 M 0 R R 0 W 
TWOAMYZ 

FIGURE 31. 

the four outside corners of the rectangle. In his Manual for the Solution 
of Military Ciphers, Colonel Hitt gives the routes shown in Figure 35. 
According to route h, starting at the upper left hand corner, the message 
shown above would become AAODO TWOAM YZWTE PHKCA 

SS ----T11 U MORRO etc. : __ ~J ~-

(a) Simple horizontal: (b) Simple vertical: 
.ABCDEF FEDCBA STUVWX XWVUTS AEIMQU DHLPTX UQMIEA XTPLHD 
GHIJKL LKJIHG MNOPQR RQPONM BFJNRV CGKOSW VRNJFB WSOKGC 
:MNOPQR RQPONM GHIJKL LKJIHG CGKOSW BFJNRV WSOKGC VRNJFB 
STUVWX XWVUTS ABCDEF FEDCBA DHLPTX AEIMQU XTPLHD UQMIEA 

(c) Alternate horizontal: 
ABCDEF FEDCBA XWVUTS STUVWX 
LKJIHG GHIJKL MNOPQR RQPONM 
MNOPQR RQPONM LKJIHG GHIJKL 
XWVUTS STUVWX ABCDEF FEDCBA 

_ (e) Simple diagonal: 
ABDGKO GKOSVX OKGDBA XVSOKG 
CEHLPS DHLPTW SPLHEC- WTPLHD 
FIMQTV BEIMQU VTQMIF UQMIEB 
JNRUWX ACF JNR XWURNJ RNJFCA 

ACFJNR JNRUWX-RNJFCA XWURNJ 
BEIMQU FIMQTV UQMIEB VTQMIF 
DHLPTW CEHLPS WTPLHD SPLHEC 
GKOSVX ABDGKO XVSOKG OKGDBA 

{g) Spiral, clockwise: 
ABCDEF LMNOPA IJKLMN DEFGHI 
PQRSTG KVWXQB HUVWXO CRSTUJ 
OXWVUH JUTSRC GTSRQP BQXWVK 
NMLKJI IHGFED FEDCBA APONML 

(a) Alternate vertical: 
AHIPQX DELMTU XQPIHA UTMLED 
BGJORW CFKNSV WROJGB VSNKFC 
CFKNSV BGJORW VSNKFC WROJGB 
DELMTU AHIPQX UTMLED XQPIHA 

(j) Alternate diagonal: 
ABFGNO GNOUVX ONGFBA XVUONG 
CEHMPU FHMPTW UPMHEC WTPMW 
DILQTV BEILQS VTQLID SQLIEB . 
JKRSWX ACDJKR XWSRKJ RKJDCA 

ACDJKR JKRSWX RKJDCA XWSRKJ 
BEILQS DILQTV SQLIEB VTQLID 
FHMPTW CEHMPU WTPMHF UPMHEC 
GNOUVX ABFGNO XVUONG ONGFBA 

(h) Spiral, counterclockwise: 
APONML NMLKJI IHGFED FEDCBA 
BQXWVK OXWVUH JUTSRC GTSRQP 
CRSTUJ PQRSTG KVWXQB HUVWXO 
DEFGHI ABCDEF LMNOPA IJKLMN 

FiGURE 35. 
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It is apparent that instead of writing the plain-text letters within 
the rectangle in the normal manner, i.e., from left to right and from 
the top downwards, the letters may be inscribed aecording to any 
one of the routes agreed upon and then the cipher text written out 
in the usual five letter groups by taking the letters from the rectangle 
in ·the normal manner, i. e., in this case from left to right, and from 
the top downwards, or by following another route of transposition. 

The solution of such cryptograms 1 is merely a matter· of experi
menting with rectangles of various dimensions suggested by the 
total number of letters in the message, and then inspecting these 
rectangles, searching for portions of words by reading horizontally, 
diagonally, vertically, spirally, and so on. In many of the routes no 
experiment is even necessary to determine the dimensions of the 
rectangle in order to get a starting point. Consider the following 
example: 

MESSAGE. 

LEOCO ADPIG HHNSI NAGWI IUNLO TDGTV HOLES 
MYHSF DRARN OSIEI EANVV OUNEE GSTEN NPNAB EC 

Suppose we start off by assuming an alternate diagonal route. 
The first three groups yield text at once, the word LEAD or LEAD
ING becoming apparent in the first line, and TROOPS 
in the second line. (Fig. 36.) We continue the 
method until the sense breaks, as shown in Figure 
87, when we have reached the group MYHSF, with 
columns of nine letters assumed. We therefore 
assume columns of eight letters and go back to the 
point where the sense broke. It is seen that the 
alternate diagonal route was the one 
followed in encipherment, and that a 
rectangle 9 X 8 was used. (Fig. 38.) 
The three letters A B C are nulls 
inserted to complete the rectangle. 
Of course the cryptanalyst might 
not hit upon the method until after 
he had tried several other routes, but 
such trials take . only a very few 
minutes. It is to be noted that large 
rectangles of this type are ·not often 

LEADINGTN 
OOPSADVR 
CINGTHA 
GHWOOR 
HILLD 
INEF 
uss 
MH 
y 

FIGURE 37. 

LEAD I 
OOPS 
CIN 
GH 
H 

F'IGU!lE 36. 

LEADINGTR 
OOPSADVAN 
CINGTHROU 
GHWOODSON 
HILLFIVEN 
INESEVENP 
USHINGENE 
MYEASTABC 

FIGUBE 38. 

encountered because in many of the routes whole plain-text words 
show up in the cipher text, and also because it would often be necessary 
to insert many nulls to fill up the last line of the rectangle if the 
message is but a few letters longer than an exact multiple of the 
number of columns. 

1 For a detailed treatment or ciphers or this type see under bibliography, Riverbank Publication No. 19, 
by Capt. Lenox R. Lohr. 
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64. Completely :filled rectangles-columnar transposi
tion.-One of the very common types of transposition is that in 
which the vertical columns, or the horizontal rows, or both, are rear
ranged according to a key number. Such a key number, or numerical 
lcey, as it is termed, is most often derived from a word or a phrase, by 
assigning the numbers 1, 2, 3, ... to the letters according to their 
relative positions in the normal alphabet. For example, given the 
key word WILMINGTON the numerical key is derived as follows: 

W -I-L-M-I-N-G-T-0-N 
10-2-4-5-3-6-1-9-8-7 

It is to be noted that similar letters in the key word are assign~d 
numbers in sequence, from left to right, as they appear in the word. 

The text of the message is written in regular lines beneath the 
numerical key, thus forming a rectangle, which, if necessary, is com
pletely :filled by the addition of dwnmy letters. In encipherment 
the letters are taken from the columns as read in numerical order and 
sent in groups of :five letters. Example: 

Key word-L I B E R T Y 
Numerical key--4-3-1-2-5-6-7 

A T. T A C K P 
OSTPONE 
DUNTILT 
WOAMXYZ 

FIGUBE 39. 

MESSAGE. 

TTNAA PTMTS UOAOD 
WCOIX KNLYP ETZ 

64a. Solution of a typical case.-In solving a cryptogram of 
this type the cryptanalyst :finds clues to the dimensions of the rec
tangle from the factors of the total number of letters. He then writes 
the message in a rectangle of the most probable dimensions in colum
nar fashion, cuts the columns apart, and tries to rearrange them in 
proper order to give intelligible text. This process of matching 
columns in order to build up words is termed ANAGRAMMING. 
The method is to select a column which has a good assortment of 
high-frequency letters and try to :find columns which can be added 
before and after the selected column to build up high-frequency 
digraphs and trigraphs. Once a set of three or four columns has 
been correctly assembled, it is very easy to complete the process. 
An exampJe follows. 

• 
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MESSAGE. 

VEDEJ OBEEN MTOVE LOHXD WRUOE THBSS WTEDS IVTLE 
NRSGR OIORU ANEBR RMEYO LTWTT DIECK HETGI AAROR 
UFUCD MORRA MLAEP RRPBI TEGNV VRCTC NEREA RETYT 
SSUOO YZDLI TTICE TERSY ELITB OAEWN ES 

97 

This message contains 152 letters, suggesting a rectangle 19 by 8. 
It may be 19 columns of 8 letters each, or 8 columns of 19 letters 
each. We write the message out according to both assumptions, as 
in Figure 40, and count the number of vowels in each horizontal line 
in order to see which is the more probable arrangement. Since 
normal English military text consists of approximately 40 per cent 
vowels, a line of 19 letters should contain 7.6 vowels and a line of R 
letters, 3.2 vowels. 

1 2 3 • li 6 7 8 9 101112 13 14 15 1617 1819 e s. 1 2 3 ' 5 6 7 8 el.•. 
Vow- f Vow· 

VEOEENRMTTURRVRSLEB 6 VDLEARAC 3 
ENHTDRUEDGFAPVESIRO 7 EWEYRRRE 4 
DMXHSSAYIIUMBRAUTSA 8 DRNOOPET 3 
ETDBIGNOEACLICROTYE 9 EURLRBTE 3 
JOWSVRELOADATTEOIEW 9 JOSTUIYR 4 
OVRSTOBTKRMEECTYCLN 5 OEGWFTTS 2 
BEUWLIRWHOOPGNYZEIE 9 BTRTUESY 3 
ELOTEORTERRRNETDTTS 6 EHOTCGSE 3 

A 

Average deviation from theoretical 
vowel content. 

AITllllgement A: 
Total deviation -u.o 
No. oflines - s. 
Average deviation- 1.38 

Arrangement B: 
Total deviation - 9.2 
No. oflines -19. 
Average deviation- .4R 

P'IGliBE .a. 

EBIDDNUL 3 
NSOIMVOI 4 
MSREOVOT 3 
TWUORRYB 3 
OTAKRCZO 3 
VENHATDA 3 

1 EOEEMCLE 3 
LSBTLNIW 1 
OIRGAETN 4 
HVRIERTE 3 
XTMAPEIS 3 

B 

The arrangement of 8 columns gives on the whole a smaller devia
tion m vowel content from the theoretically expected content in the 
various lines than does the arrangement of 19 columns, and we select 
the former arrangement as the more probable. The columns of this 
arrangement are now cut apart and the anagramming process is 
applied to them. 
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In some languages there are two letters, each of low individual fre
quency, which when present in a piece of text are always combined 
as a pair, thus forming a digraph of medium frequency. The 
letters C and H in German, for example, behave in this man- 7-1-5 
ner, as do the letters Q and U in French, Spanish, and Italian. "'AVA 

Even a sh0rt message in German will contain R E R 
8-7~1-5-3 one or two C's and H's, which the cryptanalyst E D 0 
C A V A L knows must form the invariable combination T E R 
E R E R E CH. In English, also, the digraph QU is an Y J U 
T E D 0 N invariable combination, but it is of very low T 0 F 
E T E R R frequency, and is therefore not often encoun-- S B U 
R Y J U S tered in short messages. Furthermore, in mili- S E C 
S T 0 F G tary messages even if a Q does occur, it does U E D 
Y S B U R not follow absolutely that it is a part of the 0 N M 
E S E C. 0 <lioOTaph QU, for abbreviations such as SQ for 0 M 0 
L U E D I "squadron," REQ for "request," etc., are Y T R 
I 0 N M 0 common, and Q is also often used as a null. Z 0 R 
T 0 M 0 R There are no other invariable digraphs in this D V A 
B Y T R U language, so that the anagramming process L E M 
0 Z 0 R A can not make great use of such invariable I L L 
A D V A N combinations in order to get a start. The T 0 A 
E L E M E nearest approach to the condition of an invari- T H E 
W I L L B able combination in English is TH, and we I X P 
N T 0 A R have seen that this digraph, which is of great- FJoUBE 41• 

E T · H E R est frequency in ordinary literary text, is of low fre
S I X P M quency in telegraphic text. Moreover, T is a letter of 

FrGuBE 42• high frequency and H a letter of medium frequency, 
so that in a single message there may be many T's and a few H's, so 
that the exact letters which go together to form the one or two 
'l'H's ia a message are not so easily determined. 

However, we do not really need to have an invariable combination 
with which to obtain a start in anagramming. We may use the ordi- . 
nary high-frequency digraphs ER, ON, IN, ES, EN, AT, AN, etc., as 
a basis. 

Returning now to our problem, we examine the columns of Figure 
40 B, in order to fmd one which has the most high-frequency letters, 
.and then search for columns which can be added to it to yield 

• 
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good digraphs and . trigraphs in the lines thus formed. Column 
1 is as good as any of the others for a start. 
We experiment with all the other columns in 6-4-2-8-7-1-5-3 
juxtaposition with column 1, and finally obtain R E D C A V A L 
the combination 7-1-5 (fig. 41), which seems R Y W E R E R E 
to give very good trigraphs. In fact, with a P 0 R T E D 0 N 
little imagination words immediately suggest B L U E T E R R 
themselves:AVAsuggestsCAVALRY; SECsug- I T 0 R Y J U S 
gests SECOND; ILL suggests WILL; etc. If T W E S T 0 F G 
we add to these three columns such columns E T T Y S B U R 
as will produce the word CAVALRY, suggested G T H E S E C 0 
by AVA, we obtain the arrangement shown in N D B L U E D I 
Figure 42. There is no doubt about the correct- V I S I 0 N M 0 
ness of the arrangement shown in this figure, for V E S T 0 M 0 R 
whole words now stand out prominently. It is R 0 W B Y T R U 
easy to complete the rectangle, which is shown C K T 0 Z 0 R A 
in Figure 43. Only a few minutes are necessary T H E A D V A N 
to solve a cryptogram of this type, and it is C E D E L E M E 
qbvious that such a method of encipherment N T S W I L L B 

.affords no security whatsoever against rapid solu- E G I N T 0 A R 
-tion by the enemy. R I V E T H E R 

Often it is found that after the columns have E A T S I X P M 
.apparently been properly assembled so as to yield FrGVRE 43. 

·intelligible words on individual lines the message still does not read 
-consecutively from top to bottom. Here the rows have been rear
·ranged as well as the columns, a system which is said to have been 
used by the Russian Nihilists. Such a twofold transposition does 

:not greatly complicate solution. 
64b. The Federal Army cipher.-Instead of transposing indi

vidual letters, it is of course possible, as has already been stated, 
to transpose entire words and employ any of the routes indicated 

·on page 94, or the columnar transposition method. In fact, the so
·called Federal Army cipher, used extensively by the Union Army 
during the Civil War, was this type of cipher, and if one can place much 
-credence in the meager reports available, the Confederates were 
unable to solve the messages, even going to the lengths of advertising 
in the newspapers for cipher experts skilled in ''deciphering without 
:the key." No cipher of this type would afford any security to-day. 
ln its original form only one route was followed, going down certain 
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columns and up other columns, the columns being taken in a mixed 
order. Also, nulls or blind words having no significance in the 
message were inserted; often words were intentionally misspelled, 
such as "meat" for "meet,'' "wood" for "would," etc., and also· 
conventional or code names were used for the names of persons and 
places. In this connection it is historically interesting to give the· 
following message, supposedly sent by President Lincoln to Major
General Burnside: 

BuRNSIDE, Falmouth, Virginia. 
WAsHINGTON, Novnnber 25, 1862. 

Can Inn Ale me withe 2 oar our AnnpSB Ann me flesh ends N. V. Corn Inn out 
with U and Inn Heaven day nest Wed roe Moore Tom darkey hat greek a Why Hawk 
of Abbott Inn B chewed I if. 

BATES. 

Reading the message backwards and correcting spelling the 
"cryptogram" reads: 

WASHINGTON, November 25, 1862. 
BuRNSIDE, Falmouth, Virginia. 

If I should be in a boat off Aguia. Creek at dark tomorrow, Wednesday evening, 
could you, without inconvenience, meet me and pass an hour or two with me? 
A. Lincoln. 

BATES. 

65. Incompletely 1llled rectangles.-One of the reasons why 
the solution of transposition ciphers based upon completely filled 
rectangles is so easy is that the columns are all of the same length, 
so that the cryptanalyst has no difficulty in anagramming. This is 
so for the reason that the ana.gramming process is applied to letters 
which really come from the same line of the enciphering diagram. 
If the columns were not all of the same length, then the cryptanalyst 
would not be sure that the letters which he -is attempting to anagram 
really do come from the same line. By making sure that the last 
line in the rectangle is never completely filled, and applying a colum
nar transposition as usual, ·the encipherer thus prevents the crypt
analyst from being able to divide up the cipher text into columns of 
equal length. Here is a. short example of encipherment. 

Key word-S C I E N C E 
Numerical key-7-1-5-3-6-2-4 

A T T A C K P 
0 S T P 0 N E 
DUNTILT 
HREEOCL 
0 C K 

FIG11U 44. 

MESSAGE. 

TSURC KNLCA PTEPE 
TLTTN EKCOI OAODH 0 

65a. Solution of a typical example.-The solution of such a 
cryptogram is, however, only a little more difficult than that in 
which the columns are all of equal length, produced by completely 
filling the rectan~le. 

~ 
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MESSAGE. 

EPAHR ELNFO CPOIO ASROS MWIWA SOTAV TIOES 
INDED DXTAT YTNTU OMEPC ASFCR LTORN MOGRA 
SAORO SLLAH AMGAB OGTEW DOSME ILOOO DRFTA 
TVABT RHDER DEXPH NOYIP WIITO CEDON WIRTU 
LMRNX LWAIN OVTUH LIONN XARLU SOTSS RNNMI 
EGERH AATCE FRMOS NS 

101 

This message contains 192 letters. Since we arc now dealing with 
incomplete rectangles it will be impossible to assume rectangles 
whose dimensions are suggested by the factors of 192 and divide 
the text up into columns of equal length. Considerable experiment 
is necessary to determine the exact size of the rectangle, and the 
various assumptions for size would have to be tested out in the same 
manner as the test now to be described, based upon an assumption 
of a rectangle of 18 columns. 

If the "set up" contains 18 columns, then there must be 12 columns 
of 11 letters and 6 columns of 10 letters. Of course, we do not know 
which columns are the ones containing the extra letter at the bottom, 
hut we can write the message in columns of 11 letters each, as far as 
possible, using cross section paper and leaving room at the top and 
bottom of the columns for the insertion of such letters as may be later 
necessary. (Fig. 45.) 

1 2 3 4 5 6 7 8 9 10 1112 13 14 15 16 17 18 

EPIETAOLEORODNHSGM 
POWSYSGAWDHYOXLOEO 
AIAITFRHDRDINLITRS 
HOSNNCAAO FE P W W 0 S H N 
RAODTRSMSTRWIANSAS 
ESTEULAGMA D I R IN R A 
LRADOTOAET E IT N X NT 
NOVDMORBIVXTUOANC 
FSTXEROOLA P 0 LV R ME 
OMITPNSGOB H C M T L IF 
CWOACMLTOTNERUUER 

FIGURE 45. 

We first look to see if by chance there is a Q in the message, which 
might be part of the digraph QU, but are disappointed. The digraph 
TH can not be relied upon, for this is a military message and THE 
is probably omitted. We do, however, note the letter V, and this, 
together with other circumstances, suggests that the word CAVALRY 
might be present. Let us anagram for this word. Columns 3, 10, 
and 14 each show a letter V, and in approximately the same position 
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in. the columns. We now combine each of these columns containing 
a V with every column containing an A in order to form the trigraph 

14 -N 
X 
L 
w 

3 A 1 
I 

IN E 
w 0 p 
AVA 
S T H 
0 U R 
THE 
ALL 
VI N 
T 0 F 
I N 0 
0 N C 

AVA, and of course we must not restrict ourselves to 
those columns only which show the letter A on the same 
line with V, for we must always remember that our 
columns are not all the same length in the enciphering 
rectangle, and therefore it will probably be necessary to 
slide the columns several letters up or 
down in testing out various assumptions. 
After more or less experiment we have 
assembled the· columns shown in Figure 
46, and it is to be noted that we have 
found it necessary to add to column 14 
some of the letters which our arbitrary 
grouping of the cipher text placed in col
umn 15. All the trigraphs given by this 
combination are excellent. We note also 
that E, the first letter of the message is 
part of the trigraph INE, as shown in 
Figure 46. This means that the cipher 
text should be cut so that column 3 

17 14 
18-3-15-1-8 
A I N E S 
T W 0 P L 
C A VAL 
E S T H A 
F 0 U R H 
R T HE A 
M A L L M 
0 V I N G 
S T 0 F A 
N I N 0 B 
S 0 N C 0 

FrGUBE iS. begins with letter I, and column 14 or FIGURE 47. 

15 with letter N. Since the letter I under 
discussion is the 23d letter of the message, it follows that columns 
1 and 2 are both "long" columns, i.e., they have 1lletters each, on 
the basis of a diagram of 18 columns. We continue to anagram for 
our assumed word CAVALRY. (Note fig. 47.) 

Other words now become prominent: TWO PL(ATOONS¥), 
SMALL, MOVING, etc. Following up these suggestions the rectangle 
is speedily completed and we have: 

6 11 2 14 9 18 3 15 1 8 16 5 13 10 17 4 12 7 

CAPTGAINESXAT 0 N E PM 
ABOUTTWOPLATO 0 N S HO 
STILECAVALRYC 0 M I NG 
FROMWESTHALTEDINOR 
CHARDFOURHUND RED YA 
RDSNORTREASTOFGEIS 
LERXSMALLMOUNTEDPA 
TROLMOVINGTOWA R D WO 
ODSWESTOFASMI T H X IR 
REMAININOBSERVATIO 
N X W I L S 0 N C 0 R P 

FIGUBE 48. 
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It seems hardly necessary to say that the solution is after all a 
matter of experiment, trial of many assumptions, rejection of those 
whichlead to no results, and establishment of a few columns which 
seem to give the best results. Once a start is obtained, the rest 
follows easily and rapidly. 

66. Double transposition.-Simple as the solution of the fore
going type of transposition appears, the application of one more 
step in encipherment results in a transposition cipher which under 
certain conditions will defy solution. If after the first rectangle has 
been inscribed with the plain text, the letters of the columns, taken 
in key number order, are inscribed horizontaUy in a rectangle based 
upon the same key, from loft to right and from the top downwards, 
and then the cipher text is taken from the columns of the second 
rectangle in key number order, a thorough rearrangement of letters 
is effected. An example of encipherment follows: 

Plain-text rectangle. 

Keyword-B U R E A U 
Key numbers--:2-5-4-3-1-6 

ATTACK 
P 0 S T P 0 
NEDUNT 
I L F 0 U R 
AM 

First transposition. 

2-5-4--3-1-6 . 
CPNUAP 
NIAATU 
0 T S D F T 

·0 E L M K 0 
T R 

FIGURE 49. 

Second transposition. 

MESSAGE. 
ATFKC NOOTU ADMNA 
SLPIT ERPUT 0 

Although, theoretically, such a double transposition cipher is ex
tremely difficult to solve, nevertheless there are certain disadvantages 
to the system when used in military cryptography. The greatest 
danger is the failure on the part of careless clerks to execute both 
transpositions. The interception and solution of a single message 
which has undergone but one transposition will immediately provide 
the key for the solution of all the other messages even though they 
have been correctly enciphered. Again, the interception of two or 
more messages of exactly the same length will provide material for 
solution, as will be explained below. Again, the interception of a 
message which is based upon a perfect square, even though both 
transpositions have been effected properly, will enable solution; 
and the solution of completely filled rectangles though they may 
not be perfect squares, is possible. It is therefore difficult to regu
late the use of this method so as to preclude the possibility of de
cipherment, but nevertheless, the method is admittedly a very 
excellent one on account of its ease, simplicity, rapidity, and com
parative safety when infrequently used. 

67. Grilles and other devices.-A type of transposition occa
sionally used by secret agents, spies, and the like is that involving 

• 



REF ID:A64681 

·------- ···----· ·--· 

• 
104 ELEMENTS OF CRYPTANALYSIS, 

the use of a square sheet of paper or cardboard, called a grille, in 
which small square perforations have been cut in definite but irreg
ular positions, and the letters of the plain text are inscribed on a 
sheet underneath the perforated design. Usually, the grille is re
volved 90° in four successive operations so that the resulting square 
of letters inscribed beneath the grille is completely filled, and then 
the letters are taken in groups of five, reading horizontally, or other
wise according to agreement. The perforations in the grille, must, 
of course, be correctly disposed on the grille so as to produre the 
result that every space on the sheet over which it is placed in in_ 
scribing the letters shall be filled after the four turns ot the grille 
have been completed. Such ciphers are not difficult to solve, and 
where several messages of similar length have been intercepted, the 
general solution given below may be applied. The grille may then 
be reconstructed by an analysis and comparison of the cipher and the 
corresponding plain text. 

Irregular designs of various types may be used, but they necessi- " 
tate, as does the grille, the carrying about of such designs and de
vices. They are therefore not suitable for n:iilitary cryptography, 
but are occasionally used in lieu of better methods. Grilles were 
used by the Germans during the early part of the war, but were 
soon discarded in favor of more scientific methods. 

SECTION XVI. 

TRANSPOSITION CIPHER8-SPECIAL METHODS OF SOLUTION. 

Paragraph. 
Messages ofldentlcallongth.. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . • . • . . .. . .. .. . .. .. . .. .. . . . .. .. . .. .. . .. . &8 
Messages with similar beginnings ........................................................... ,....... 69 
Messages with similar endings...................................................................... 70 
Coucluding remarks on transposition ciphers... . . . . . . . . . . . . . . . . . . . . . . . . . . . • . . . . . . . . . . . . . . . . . . . . . . . • 71 

68. Messages of identical length.-The essential feature of 
transposition ciphers lies in the alterations in the positions of the 
letters composing the plain-text message, the changes being deter
mined by a key. It follows, therefore, that the letters of two or more 
messages of exactly the same length, when enciphered by the same key, 
will undergo exactly the same alterations in positions. Given several 
such messages, solution may be attained by writing them under 
one another and anagramming the columns thus formed. An ex
ample will serve to make the method clear, using the extremely 
difficult double transposition cipher mentioned above. 

• 

• 

• 
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MESSAGES 1• 

1. RJETU EBDIT TLVTR IRYCN EORHN EATS! OOSTF 
CTDDR VFEAY MSNLD EOXER EHPYR UIEIE PIEMN AO 

2. NTEIT EROML CNANC INUCM LELAE NLASP OAMSE 
LTEON RTVOL TRITI YAXWT IEHSN EEFPR SPFII IS 

3. AQELE EEYDS EAEAN CMNAU ONCND AICRG NRGNA 
ERTEA BCIPH ERTNC ATTAC USALN DTUHE IRPWM VB 

These three messages are of exactly the same length and are 
suspected of being in the same key. We write them out in super
imposed lines thus: 

1 5 10 1s 20 25 so s; tO ts 50 

1. RJETUEBDITTLVTRIRYCNEORHNEATSIOOSTFCTDDRVFEAYMSNLD 
2. NTEITEROMLCNANCINUCMLELAENLASPOAMSELTEONRTVOLTRITI 
3. AQELEEEYDSEAEANCMNAUONCNDAICRGNRGNAERTEABCIPHERTNC 

65 60 65 70 

EOXEREHPYRUIEIEPIEMNAO 
YAXWTIEHSNEEFPRSPFIIIS 
ATTACUSALNDTUHEIRPWMVB 

FIGURE 50. 

In Message 3 we find a Q in column 2. There are three columns 
which show the letter U in Message 3, viz, 20, 56, and 63. Let us 
place column 2 in position with each of them: 

2-20 2-56 2-63 
J N J E J E 
TMTITF 
Q u Q u Q u 

FlGUBE 51. 

We may discard the combination 2-20 at once. Combination 
2-63 is possible, but does not look as good as 2-56, for TI is a. very 
frequent digraph. Let us try to add to the 2-56 combination by 
assuming that the QU is part of the word REQUEST. Here are 
the combinations possible for QUE: 

2-56-3 2-56-512-56-6'2-56-7 2-56-11 
J E E J E UIJ E E J E B J E T 
TIETITTIETIRTI C 
Q U E QUE Q U E[Q U E Q U E 

2-56-13 2-56-3612-56-3912-56-46 2-56-65 
J E V J E CJ E DJ EM J E E 
T I A T I LIT I 0 IT I T T I R 
Q U E Q U E Q U E )Q U E Q U E 

FIGURE 52. 

1 As an Instance of a most remarkable coincidence, note the appearance of the word CIPHER 1n the 
cfpllcr ted ot the third message. Theoretically, such an event will happen, as a result ot chance, once In 
26• (-308,915,776) times. Tl:!e word CIPHER does not appear 1n the plain-text message at alii 

48547-24---8 
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Of these we select combination 2-56-36 as the best, for JEC sug
gests the word OBJECT or OBJECTIVE. We next try to add to 
our 2-56-36 combination columns which will give OBJECT for 
Message 1 and REQUEST for Message 3. Note what we have from 
this combination: 

32-7-2-56-36-10 
0 BJ E C T 
A R T I L L 
R E Q U E S 

FIGVU 153. 

The word ARTILLERY stands out. Let us add to the three 
words already appearing. We search for a column which has T in 
the third line, E in the second, and possibly I in the first. Column 
62 fills these conditions: 

32-7-2-56-36-10-62 
OBJECT! 
ARTILLE 
REQUEST 

FIGUBE 64. 

Next, a column showing V and R in lines 1 and 2,·respectively, is I' 
sought. Column 41 fills the conditions: 

32-7-2-56-36-10-62-41 
OBJECT IV 
ARTILLER 
REQUESTB 

FIGuBE 55. 

Further progress is made in similar manner until the mess~~g~ 
are completely deciphered. The key for the transposition may now 

t 
• 

• 

be reconstructed by an analysis of the plain text and compa.riso.n • 
with the cipher text. The .process is somewhat complicated, but 
not very difficult, and certainly useful, for it will solve a.ll other 
messages in the same key. The process of ana.gi.-ammmg messages 
of equal length is, of course, not restricted to this particular transposi-
tion cipher, but can be applied to a.ll other methods of transposition 
in which messages of identical length are at hand. 

69. Messages with sfmilal." beginnings.-It often happens that t 
two messages will b~gin. with exactly. the same_. words, so that the 
first three or four lines of the enciphe~ rectangle are exactly the 
same in the two· messages. When a single colll.mnar transposition 
Ip,ethod ilsing incorr;tpletely filled rectangles is being employed, the 
finding ·of two sueh messages will very greatly :.hasten: the solution 
because· the identical portions in the two messag~. enable the cryp~ 
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analyst to divide up the jUpher text into. the eiact columns of. the 
enciphering rectangle, thtis eliminating the doubts concerning the 
long and short columns that would otherwise hinder him in effecting 
a solution. • 

Note the identical portions in the'two messages which follow: 

Message 1-

[BNTSE] ARKc(L CET]TN BIT[ER RO]TAE LT[NNO N]NENO 
O[TOKM] SZTGN [YITD]K LAN[AE FTFS]N PGNP[A RWO]IA 
OFG[TF CT]OTD NI[NOE WX]ERF AS[IOS T]IDRR R[MMAO] 

. ARPAT [OUTI]O BIEO[A GAA]PN EIK 
Message 2-

[BNTSE] INDOT [LCET]S AFPL[E RRO]MO ISOE[N NON]ST 
IIU[TO KM]FEY KPC[YI TD]VSI NT[AEF _TFS]TO NTN[AR 
WO]ARO EEK[TF CT]TLT AEA[NO EWX]PV TIT[IO ST]TTF 
OC[MMA O]OSCA NR[OUT !]EELS O[AGAA] AiHTR T. 

FlGUBE 56. 

Let us now rewrite these messages so as to bring the identical por
tions all on the same lines. Note that the letter A of the identity 
AEFI'FS is a mere coincidence, and does not belong to the identical 
portion. Such coincidences are common in this method of analysis 
and must be taken into consideration when "cutting" the text into 
the columns: · 

MESSAGE 1. MESSAGE 2. 

1 2 3 4 II 6 7 8 9 10 11 12 13 U 1 2 3 4 II 6 7 8 9 10 11 12 13 14 

BLENTYEATNIMOA BLENTYEATNIMOA 
NCRNOIFRFOOMUG NCRNOIFRFOOMUG 
TEROKTTWCESA~A TEROKTTWCESATA 
STONMDFOTWTOIA STONMDFOTWTOIA 
ETTNSKSIOXIAOP ES.MSFVSATXTOEA - - - - - -ANAEZLNATEDRBN 
RBENTAPODRRPIE 
KILOGNGFNFRAEI 
CTTONANGIARTOK 

p s 

IAOTESTRLPTSEB 
NFIIYIOOTVFCLI 
DPSIKNNEATOAST 
OLOUPTTEEICNOR 
T E CANKAT R T 

FIGUBE 57. 

It is clear from a comparison of these diagrams, and a considera
tion of the fact that the long columns must of necessity go on the left 
hand side of the rectangle, that the numbers 7 and 10 occupy the 
first two positions in the key, and that the numbe~ 2, 4, 11, and 13 
occupy the last four positions in the key. By ariagramming columns 
7, 10, and coluinns 2, 4, 11, and 13, we easily determine the e1ract order .. 
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of these numbers; by adding to the portions of words formed by this 
ana.gramming, solution may be completed. Thus: 

MESSAGE 1. 

7-10 -------------- 2-11-13-4 
E N -------------- L I 0 N 
F 0 -------------- C 0 U N 
T E -------------- E S T 0 
F W -------------- T T I N 
S X -------------- T I 0 N 
N E -------------- N D B E 
P R -----~-------- B R I N 
G F -------------- I R E 0 
N A -------------- T R 0 0 
p s 

MESSAGE 2. 

7-10 -------------- 2-11-13-4 
E; N -------------- L 1 0 N 
F 0 -------------- C 0 U N 
T E ---------- ___ E S T 0 
F W -------------- T T I N 
S X -------------- S T E S 
T P -------------- A T E T 
0 V -------------- F F L I 
N T -------------- P 0 S I 
T I -------------- L C 0 U 
N T 

FIG'UllE 58-

The completed rectangles are as follows: 
MESSAGE,!, 

7-10-3-12-6-11·4- 9-5-8-2-11-13-4 

ENEMYBATTALION 
FORMINGFORCOUN 
TERATTACKWESTO 
FWOODSATMOTTIN 
SXTAKEPOSITION 
NEARLANTZANDBE 
PREPAREDTOBRIN 
GFLANKINGFIREO 
NATTACKINGTROO 
PS 

MESSAGE 2. 
7-10-3-12-6-11-4-9-5-8-2-11-13-4 

ENEMYBATTALION 
FORMINGFORCOUN 
TERATTACKWESTO 
FWOODSATMOTTIN 
SXMOVEATFASTES 
TPOSSIBLERATET 
OVICINITYO"FFLI 
NTSANDTAKEPOSI 
TIONTOREPELCOU 
NTERATTACK 

FIG'UllE 59, 
• 

70. Messages with similar endings.-The solution of two 
messages in which the plain-text endings are identical is even more . 
simple. Here the bottom lines of the rectangle contain the same 
letters and afford clues to a direct reconstruction of the key. Note 
the identities in the two messages below: 

Message 1--
1-7 2-6 3-9 4-2 

ETRTE E[ES]OA AEUN[I V]AFLN IA[MNJD RYHRV [ME]NRI 
5-10 6=5 7-11 8-3 

EE[TRO] UDCCC O[HT]CY MRRE[A R]HITN DE[YEN] RNERV 
9-4 1o-12 11=13 12=1 13-8 

S[RB]EN IGSK[A I]LNRA NF[NA]D ALOLT [XOO]MAH HRR[EI] 
Message 2- • 

1 2 • 3 4 5 

TLVS[X O]PNRE [ME]FDS K[YEN)I UEE[RB] TSRE[H T]IANT 
6 7 8 9 10 11 

[IV]YMR V[ES]IR EEN[EI] NOLT[M N]NEDE [TRO]OP UN[AR]A 
12 , 13 

.CIA[AI] NSCW[N A] 
FIGUBB 60. 

• 

It 
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The numbers above the brackets show the equivalency between 
the indicated portion in Message 1 and its identity in Message 2. The 
series of equivalents is as follows: 

Message 1 = 1-2-3-4-5-6-7-8-9-10-11-12-13 
Message 2 = 7-6-1J-2-10-5-11-3-4;-12-13 -1 -8 

Now Message 1 has 105 letters; since the key consists of 13 num
bers (indicated by the 13 identities), the rectangle for Message 1 con
tains 12 columns of 8 letters and 1 column of 9 letters. Message 
2 has 81letters, and its rectangle contains 10 columns of 6 letters and 
3 columns of 7 letters. The rectangle of Message 1 has but 1 long 
column, whereas that of Message 2 has 3 long columns. Rela
tive to the position t!e last letter in each rectangle occupies in the last 
line of the rectangle, it is obvious that tho last letter of rectangle 2 is 
2 letters in advance of the last letter of rectangle 1. Using this 
difference, viz, 2, let us build up a key sequence from the series of 
equivalents given above. Thus, the equivalent of identity 1 of Mes
sage 1 is identity 7 of Message 2, and we place the number 7 two 
intervals to the right of the number 1; the equivalent of identity 7 of 
Message 1 is identity 11 of Message 2, and we place the number 11 two 
intervals to the right of number 7, and so on until we obtain the fol
lowing sequence: 

1-2-3--4-5 -6-7 -8-9-10-11-12-13 
1- 7- 11- 13- 8- 3- 9 

The equivalent of identity 9 of Message 1 is identity 4 of Message 
2, and the number 4 is placed between tho numbers 1 and 7 in this 
sequence, for we can regard the sequence as being in the nature of a 
cycle or a continuous series. From this point on, the process is the 
same 0.'3 before, and we finally have the following: 

1-2-3-4-5-6-7-8-9-10-11-12-13 
1-4-7-2-11-6-13-5-8-10-3-12-9 

After little experiment it becomes obvious that column 8 belongs 
on the extreme left and that the key is 8-10-3-12-9-1-4-7-2-11-6-
13-5. The completely deciphered messages are shown in Figure 61. 

8-10-3-12-9-1-4- 7-2-11-6-13-.~ 

HEADREDCOLUMN 
INFANTRYANDAR 
TILLERYMARCHI 
NGNORTHREACHE 
DSILVERRUNCRE 
EKATSEVENFORT 
YAMXREMAINHER 
BINOBSERVATIO 
N 

FIGURE 61. 

8-10-3-12-9-1-4 -7-2-11-6-13-5 

INFANTRYPOINT 
REDCOLUMNPASS 
EDSILVERRUNCR 
EEKATSEVENTWE 
NTYAMXREMAINH 
ERE IN 0 B S'E R VAT 
ION 
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. --rhe possibility of the rapid solution of such transposition ciphers 
by means of the method of similar beginnings and endings, as well as 
of identical.lengths, constitutes one of the most serious drawbacks 
to the use of transposition ciphers in military cryptography, because 
it is almost. impossible to avoid such cases where many messages 
must be sent in the same key each day. 

71. Concluding remarks on transposition ciphers.-lt was 
formerly thought that transposition ciphers arc not suitable for mili
tary use because of the ease and rapidity with which they may be 
solved. But it is quite likely that certain transposition ciphers of 
the two-step type may be used more often in future operations, 
because their solution can be made extremely difficult without much 
loss in rapidity and simplicity in operation. However, it must be 
stated in qualification of the preceding statement, that such ciphers 
can never be used where the volume of traffic is large because of the 
great danger of messages of exactly the same length being intercepted 
by a.n alert enemy. If absolute supervision over all the messages in 
the. same key could be exercised, the system might be practicable for 
heavy traffic, but the difficulties of exercising such a supervision in 
the field of operations are very great. 

SECTION XVII. 

CONCLUDING REMARKS ON MILITARY CIPHERS. 

. . . . Paragraph. 
Combined subs.tltutimi-tl'IIIISJIOSltlon ciphers; ••••••••••••••••••••••.•••••••••••••••• ·•······ •••• •• 72 
Determining the CI'JPtognlpJI!c system •.•.•••••••••• • . • • • . • . • . • • • • • • • • • • • • • • • • • • • • • • • • • • • . • • • • • • • • • 73 
Synoptic table for elpher a.na.lysls ••••••••••••••••••••••••• .A •••••••••••••••••••••••••• ,,........... . .14 
The requireiJlents which a fteld cipher should ful1111 ••••••••••••••••••••• _.. • • • • • • • • • • • • • • • • • • • • • • • • • 7il 

72. Combined substitution - transposition ciphers.-A 
method of substitution may be applied to a message, followed by the 
application of a method of transposit~, or the reverse order of 
~eatment. may be employed. The resulting cryptogram would. be 
~tremely difficult to reduce if both methods were well chosen. 

Combined substitution-transposition ciphers are, however, not often. 
encountered in military cryptography. The errors ever present m 
the prep~ation and transmission of cryptograms, the time necessary 
for the operations, ~d the. requir~ent of simplicity of method, so 
that . the steps ·involved in encipherment and decipherment will not 
be beyond :the ability of the average cipher clerk, all work to exclude 
the majority. of combined methods. Where a combination is used, 
one qr both of the methods must be sim.ple if the system is to be at 
all practicable. t 

• 

; I 

1\jl rl 
• 

,. 

:. 
' ; 

I 

~ 



• • 

... f .... 

. .. 
• 

.. .. 

H 

REF ID:A646Bl 
ELEMENTS OF CRYPTANALYSIS. 111 

An example of such a system which was used with considerable 
success by the Gennans in the late war is interesting. The message' 
was first enciphered by means of a rectangle similar to that illustrated 
on page 33, using a square of 36 sections so as to include the alphabet 
and the 10 digits. The letters and figures were in a mixed order 

. within the square, and the sides of the square were identified by the 
~i.X letters, A, D, F, G, V, and X. Thus, biliteral substitution · 
resUlted. The substituted text was inscribed within a rectangle and 
columnar transposition by a numerical key applied. The length of 
the transposition key varied between 12 and 23 numbers, and the 
transposition key, as well as the arrangement of the letters in the 
substitution rectangle, was changed every two or three days. This 
cipher was used only for the more important tactical messages 
between the larger headquarters, usually between division, corps, 
and army. 

This method results in the production of. a cryptogram in which 
the text consists of the transposed halves of suhstituted pairs for 
the letters of the plain text. Solution requires two steps: First, the 
transposition text must be arranged so as to bring the proper halves 
of letters together, and then the substitution text must be analyzed 
on the basis of frequency and repetitions. The methods employed 
in the analysis are extremely interesting but too long to find a place 
in this book. It may be added that more than 70 per cent of the 
messages sent in this cipher were solved, yielding information of 
great value. 

73. Determining the cryptographic system.-It is obvious 
that the first step in the analysis of a cipher is to determine the 
general system of encipherment. Most of the ciphers produced by 
the simple systems described in the foregoing pages show, either 
externally or internally, definite characteristics by means of which 
the cryptanalyst can determine what basic system of encipherment 
was employed. But in the field of complex ciphers, this determina
tion is the most difficult part of the analysis, and, unfortunately, 
there are no absolutely definite tests that can be applied to the 
cipher text which will disclose the system. In the case of military 
cryptography, the system sooner or later becomes known to the 
enemy, either by capture of alphabets, tables, plain-text messages, 
apparatus, prisoners, etc. But in the case of isolated· messages, 
where the system is of a complicated, nonperiodic type, the only ' 
method of determining the system is often by the long and laborious 
process of elimination. The science of cryptanalysis has not as yet 
reached the stage of refinement of methods such as are employed, fo:~» 
example, in qualitative analysis in chemistry, and this is what makes 
the analysis of cryptograms in unknown complex systems so diffi
cult. Without a knowledge of, or a shrewd guess as to the system 
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employed, the cryptanalyst is unable to decompose the heterogeneous 
' ~ text of the cryptogram into the homogeneous distributions of single 

frequency tables, and this, we have seen, is the ultimate and abso
lutely necessary step in the analysis. The only knowledge that the 
cryptanalyst can bring to his aid in this most difficult step is that 
gained by long experience and practice in the analysis of many 
different types of systems. 

74. Synoptic table for cipher analysis.-The accompanying 
Table 5 is a diagrammatic resume of the various types of ciphers 
treated in this pamphlet. It may be of assistance to the student 
in his earlier work in cryptanalysis, in that it shows in a compact • 
form the general relationship existing between the few ciphers dis-
cussed herein, and refers him specifically to the pages on which the " 
principles and method of their analysis are presented. It is admit-
tedly a very brief outline, and can therefore be of but little assistance 
in the analysis of the more complex types of ciphers he may encounter 
in more advanced work. For expositions of certain of the more 
difficult types of ciphers the bibliography given at the end of this 
book should be consulted. 

. . 
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2a. Transposition. 

I 

! 

TABLE 5.-Synoptie table for cipher analysis. 

1. Determine the clasB rrom vowel-consonant proportions. (Page 8.) 
. I 

" p 

II 

I 
2b. Substitution. 

I 

3a. Single. 3b. Doubll'l. 
(Pages 103-106) 

3c. Monoalpbabetic. 
I 

3d. PolyJpbabetlc. 
(Factoring prot'eSS, pages 38-42) 

I 

4a. Geom\m.ical fig
ares, rectangles, 
etc. (Pages 
94-95.) 

4b. co1hmnar. 
(Pages96-103, 
107-110.) 

4c. Monobaphic, • 4d. Polykapbic. 
I 

I 

i. e., letter for 
letter sujstitu· 
tlon. 

I 

I 
lie. Digr&J?hiC. 

Pl&yfair 
systems, ete. 
(Pages 87-89.) 

I 
5d. Trigraphic, by 

means or tables. 
(Page 89.) 

oa. Standard alpha
beta. 

----'---1 

6b. Mixed alpha
bets. (Pages 

a 2().30.) 

~ 4e. Per~odic 
systems. 68. Dire\,t. 6b. Reversed. 

(Pages 13-17.) (Pages 17-20.) I 

5e. Multiple alpha
bet systems. 

68. Alphabets inter
relited. 
Primary com· 
ponent methods. 

I 

I 

6b. Alpbahets not 
inter-related. 
(Pages 34, 92.) 

i 
7a. Standard alpha

bets. 
?b. Mixe~ alpha

bets. 

!Ia. Dirk. 
(Pages 37-50.) 

I 

8b. Rev.lrsed. 
(Pages 47-50.) 

98. Pialn
1
com· 9b. B!>tJ com· 

· ponent normal ponents mixed. 
(Pages 51-00.l I 

108. Id~ntical. lOb. Nonidentical. 
(Pages 69-76.) (Page 76.) 

I 
4f. Nonperlodic 

systems. 
(Pages 79-85.) 

5f. Progre~ive 
alpliabet 
systems. (Pages 
77-79.) 
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75. The requirements which a :field cipher should ful:ftll.
The student is now in a better position to understand the reasons 
underlying the requirements which a cipher that is to be used in the 
field of operations must fulfill than he would be if these requirements 
had been stated in the opening pages of this book. The principal 
requirements are given below, and it should be added that there are 
also some others which must be taken into consideration. 

(a) The cipher message must be in a form suitable for telegraphic 
transmission. This involves two features: 

(1) It eliminates all forms except th~se composed exclusively 
of either letters or figures.1 These, as a rule, are trans
mitted in groups of five. 

(2) It eliminates all those systems in which the cipher text is 
longer than t.he plain text. This is obviously necessary, 
for purposes of economy and rapidity. 

(b) It must be granted that the enemy is in possession of all the 
details of the general method of encipherment; that is, the general 
system is known to him. The owy thing kept secret is the specific 
key a,pplying to the messages. This key must tlrerefore be of such •• 
a nature that it can be easily varied, and it may consist of a letter, 
word, phrase, sentenQe, or number easily remembered or derived. 

(c) The method of encipherment must not be complicated nor 
require the application of a long series of rules, and must be such as 
to require the lelst possible mental strain on the part of the operator. 
As a rule, complex double processes are not suited to the conditions· 
in the field of operations, but occasionally systems involving not 
more than two steps, if each be· simple and rapid, possess advan
tages. If a piece of apparatus or a machine is used, it must be small 
enough to be carried about without inconvenience. 

(d) The system must be such that the. errors, which inevitably 
occur in cryptographic communication, can be corrected easily and 
rapidly. This requirement Jill generally rule out all systems in 
whiclt an error or the additiOn or omission of a single letter will 
affect several letters. 

(e) Conforming to all the preceding requirements and assuming 
that the enemy will be in a position to intercept 75 per cent of each 
day's traffic by radio, which may consist of 50 to· 200 messages all 
in the same key, nevertheless the messages should still be proof 
against unauthorized de.cipherment for such a length of time as will 
render the information thus obtained of no value. 

a That II, tbe mllll88g8, U eompoeed of letters, must not contain any11gures, pUDCtuatioD signs, or otber 
IJDibols whatsoever: U compoaed of figures, It must not contain any letters, punctuation Bigos, or otber 
BJlllbols. The 11011t of tranlmlttiJII m-.. compoaed of lntermlxt.urea Of letters, figures, etc., Is pro
hibitive. 
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SECTION XVIIl. 

FREQUENCY DATA FOR OTHER LANGUAGES. Paragraph. 
·Basis of tables...................................................................................... 7a 
French............................................................................................. 77 
German............................................................................................ 78 
·Spanish ....... : ............. : ......................... -............................................ 711 
Italian ............................................ ,................................................ SO 
Portuguese......................................................................................... 81 
.J"apanese.... ... . . . . . . . . . .. . . . . . .. . . . . . . . . . .. . . . . . . . . . . . . . . . . . . . . . . . . . . .. . . . . . . . .. . . . . . . . . . . . . . . . ... 82 
Russian............................................................................................ 83 

76. Basis of tables.-The following frequency data. for the prin
cipal foreign languages, French, German, Spanish, Italian, Portuguese, 
Ja.p&i:J.ese, arid Russian, are given for reference. The order of the 
letters in all these 8.lpha.bets, exeept the last two, is the same as in 
our own alphabet, but certain letters are omitted, or exceedingly 
rare, and are found only in proper names and borrowed words. All the 
frequencies given are on the basis· of 200 letters, the proportions 
having been reduced to this b~is from a much larger count of letters. 

77. French. 

--~-

~ 
~ 
~ 
~ 
-~ -:::::::: --~ -:::::~ ~ 

FRENOH. • 
(W omitted.) 

-- --::::: :::::::~------~-~~::::: ~~~~ 
~~~~~:::::~~~~~-~;::~~~:::::::::::::::~

A B C,D E F'G H I J K L M N 0 P Q R S T U V X Y Z 
us 2 a 7 as 2 2 2 14 1 o u a 14 u 1 2 14 a 14 a a 1 o o 

· Digraphs. 

I ES ON OU IT 
LE NT SE QU 

.! DE TE AI ME 
RE ERNE EM 
EN ET EL TI 

78. German. 

~ 
~ 

Trigrapha~ T1tragrapha. 

QUE RES TION 
ENT AIT MENT 
LES OUS NOUS 
ION ONT QUEL 
DES TRE 

GERMAN. 

~ ::::: 
~ ~ 
~ ~ ~ 

~~- ::-::::::::~ - ~::::: 
~~~~~~~~~ ~~~~~- ~*~~:::::~ ..... 

::::::::: 
ABCDEFGHIJKLMNOPQRSTUVWXYZ 
1011810378 881ao 2 a 523710151410102 a o o a 
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Digraphs. Trigraphs. Tetragraphs. 

lEN EI EL ND EIN SCH NEN ICHT CHEN 
ER IE TE UE ICH CHE DES KEIT CHER 

L CH IN UN SE DEN DIE BEN HEIT URCH 
DE NE ST AU DER UNG RCH CHON EICH 
GE BE DI RE TEN GEN 

" HE CHT UND 

The umlauted vowels of ordinary text, ii., o, and ii; are usually 
replaced in telegraphic and cryptographic messages by their equiva
lent diphthong combinations with the letters e, i, or u. 

79. Spanish. 

-- ::::::: - SPANISH 

(K and W omitted.) 

-

ABCDEFGH IJLMNOPQRSTUVXYZ 
~ 2 9 ro ~ 2 2 2 u 1 ro 6 u ~ 6 2 u H s 7 2 o 2 1 

Digraphs. 

J ES AR ON 
EN UE QU 

l EL. RA ST 
DE RE AD 
LA ER AL 
OS AS OR 

80. Italian. 

-::::::: 
~ 
~ 

(Valerio.) Trigraphs. 

SE QUE DEL PER 
TA EST ·CIO IST 
co ARA NTE NEI 
CI ADO OSA RES 
IO AQU EDE SDE 
NO 

ITALIAN. 

(J, K, W, X, andY omitted.) 

--- ----- -::::::: :::::~ 
~ ~-~ ~~-~~- ~~~
~-~~~:::::::=::::-~~~§~~-§~~~~::::::: 
ABCDEFGH ILMNOPQRSTUVZ 
21 1 9 6 25 2 ·a 1 23 u 6 1s t!J 6 1 1a 10 12 6 ' 2 

I 
.. 

I 
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Digraphs. (Vaww.) Trigrapha. 

~ ER DE AN LE CHE QUE ESI 
ES DI RA TO ERE ARI IDI 

tON TI NT IO ZIO ATO ERO 
RE SI TA AR DEL EDI PAR 
EL LA co NE ECO IDE NTE 
EN AL IN OR 

81. Portuguese.-The following data were extracted from an 
-original report by Maj. 0. Holstein, 0. R. C . 

PORTUGUESE. 

(K and W omitted.) 

--..._ 

~ ~ ---
~ ~ ~ --::::::: 

~ -~ ::::::: -~ ~g 
..... 

~~~ g ~g~'- ~g~--~ 

~-~~~~~~~ ~~~~~~~~~g~- -A B C D E F G H I J L M N 0 P Q R S T U V X Y Z 
'Z1 1 8 11 21i 2 2 2 12 0 5 9 11 23 6 2 16 18 9 8 3 1 0 1 

Digraphs. Trigraph8. 

l ES co AD AR QUE DES ADE 
OS DO NT TE ENT ODE ARA 

t DE EN SE EM NTE STA COM 
RO RE OR QU ADO CON RES 
AS ER AO SA EST MEN DOS 

82. Japanese.-The frequencies of the Roman letters used in 
-expressing the so-called "J kana" form of the .Japanese language 
.are given below. 

JAPANESE. 

• 

(L, Q, V, and X omitted.) 

~ 
~ ~ 

- ~ ~ -- - -g - ~ ~ ~~ ~-~ 
~ ~ ~~ ~ ~~ ~~~~ 
~~-~~-~~~~~~~~-~~~~~~-
ABCDEFGHIJ KMNOPRSTUWYZ 
17 3 1 3 11 1 3 10 25 2 16 ' 14 30 1 9 16 11 17 2 ' 1 
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83. Russian.-The symbols employed in the Russian alphabet 
I are somewhat different from those of the other foreign languages. i 

This alphabet consists of 36 letters, but the special adaptation of 

1-the Morse telegraph code to this alphabet contains but 31 letters 
whose frequencies are as follows: 

Frequencies. Russian. Equiva.Ien~ •.. Morse. 

!HJ!HJJ'Hj A A 
Ill/ B· B .- ... 
!HJ!HJ B v • 
/Ill r G 
!HJI ;o: D 

!HJ !HJ !HJ I E9 E .. 
II m J 
Ill 3 z 
tH./ tH./ II II m I 
II :a I ·---,. tH./1 K K 

~· !HJ Ill JI L 
!HJ/ M M 
!HJ!HJ!HJ H N 
!HJ tH./ !HJ !HJ II 0 0 
!HJ/ II p 

J'Hj!HJ p R 
!HJ tH./ I c s 
!HJ !HJ II T T 
!HJ y u 
I tl>9 F 
II X KH 
I n; TS 
Ill . q CH ---· 
II m SH ---- • 
I m SHCH --·-
/Ill 'b:b MUTE -··-/Ill :bl I -·--
/Ill • 'I> YE ··-·· 
II IO YU 
Ill/ H YA 

~ Digraphs. 

I HO CT EH OC OB ITO PA HA TO ro TIP HE BO HI KO 

Trigrapha. 

CTB EHI EHH OCT IIOJI EJI:b CTA TEJI HHO JI:bH I 
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SECTION XIX. 

CODE SYSTEMS AND CODE BOOKS. 
Paragraph. 

C-ode systems in general... . . . • . • • . . . • . • . . • • • • • . . • . . . • . . . . . . . . . • . . . • . . • • . • . . . . . . . . . . . • • . . • • • • . • • • • . • 84 
Operatlmia of encoding and decoding .......................... :. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 85 
Types of code books............................................................................... 8G 
Types of code groups... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 87 
Permutation tables and the "two-letter dlfterentlal". . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . • 88 
"One-part" and "two-part" codes................................................................ 89 
Purposes of the two-part type of code. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 90 
Enciphered code. . . . • . . . . . • . . . • . . . . . . . . . . . . . . . . . . . . . • . • . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9l 

84. Code systems in generaL-We come now to a discussion of 
the nature, uses, and types of code systems used in communication. 
Considered in its broadest aspect, a code system is really only a 
specialized type of substitution cipher, and, in fact, there are some 
systems of code which so closely approach cipher systems that no 
sharp line of demarcation can be established to separate code from 
cipher systems. As was explained in Section I, the essential difference 
between the two systems lies in the fact that in cipher systems we 
deal with units of equal length (single letters, pairs, or groups of 
definite length), applying some form of transposition, or substi
tution, or a combination of the two principles to these units. In 
.code systems we deal with units of unequal length (r~nging from single 
letters to entire sentences), arbitrary, equal length combinations of 
letters or figures provided by a code book being substituted for those 
units. The one system may necessitate the use of no apparatus 
whatsoever, other than pencil and paper; the other system requires 
the possession of identical copies of a code book by all the correspon
dents. Code books are often simply termed codes. 

85. Operations of encoding and pecoding.-,-The simplicity of 
code as a system of communication is one of its chief advantages. 
In encoding it is necessary merely to replace the various words, 
phrases, numbers, etc., by the letter or figure groups as provided by 
the code book. In the case of words or names which are not already 
in the vocabulary, provision is made for building up the word by 
means 9f syllables and individual letters. It is usually the case 
that the encoded message is somewhat shorter than the original 
plain-text message on account of the abbreviating nature of code; 
sometimes a single code group will represent a long phrase of perhaps 
five times as many letters. This feature, of course, constitutes one 
o~ the mos(important advantages of code from a commercial point 
of view. · 
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The process of decoding is, of course, merely the reverse of encoding, 
and, where the errors in transmission arc few, is very rapid. It 
is obvious, however, that even a small number of errors in a message 
may obscure the meaning, or render it extremely difficult to decode. 

86. Types of code books.-There are various types of code 
books, depending upon their uses. We are all more or less familiar 
with the ordinary kinds of commercial and business codes, used 
extensively for the purposes of economy, such as the ABC Code, 
Lieber's Code, Bentley's Code, Western Union Code, and the like· 
They are usually fairly large codes adapted for general commercial 
correspondence. Most large business finns have their private codes, 
constructed especially for their use, and containing a more or less 
highly specialized vocabulary. If its circulation is very limited such 
a code may also cqpstitute a secret code. There are also many 
commercial codes which are adapted to a. particular industry, for 
example, the rubber or the sugar industry, and can be purchased 
by the general public from the publishers. Such codes usually have 
a highly specialized technical vocabulary in addition to the general 
vocabulary. 

We are, however, more concerned here with such codes as are 
employed in military or naval communication, and while the general 
resemblance between the ordinary commercial codes and the usual 
governmental codes is considerable, yet the primary purposes are 
different in the two cases. The principal purpose of code in com
mercial practice is to effect economy in transmission, secrecy being 
usually of secondary importance; its principal purpose in govern
mental affairs is to effect secrecy, and economy, while an additional 
desirable feature, is of secondary importance. These differences in 
purpose occasion the introduction of certain features in one type 
that are not present in the other. This will be discussed under 
paragraph 90. 

87. Types of code groups.-As regards the types of code groups 
used in codes, they are of two general classes: (a) Letter groups, (b) 
figure groups. Both possess advantages and disadvantages. In 
those parts of the world where italic or Roman letters are used for 
writing, letters possess greater advantages as regards accuracy in 
reading by telegraph operators, this being the prerequisite to cor
rect transmission and reception. However, in some parts of the 
world, for example, Turkey and Russia, telegraph operators, except 
in the larger cities, are unfamiliar with our italic or Roman letters, 
and hence many errors arise. But the Arabic digits are almost 
universally recognized and used, so that for communications between 
obscure ports and cities in certain foreign countries, figure groups are 
preferred over letter groups. Many code books, however, contain 
both figure groups and letter groups, so that either may be used at 
the discretion of the correspondents. 

I 
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The greatest advantage possessed by letter groups over figure 
groups, however, lies in the availability of a far greater number of 
permutations of letter groups, because there are 26 letters which 
may be permuted to form letter code groups, whereas there are only 
10 digits which may be permuted to form figure code groups. If 
code groups of five elements are used, then there are available 2611, or 
11,881,376 groups of five letters, and only 1011, or 100,000 groups of 
:five figures. Now since the number of permutations of 26 letters 
taken in groups of five is so great, only permutations coliforming 
to special types may be selected for use, and there will still remain 
a sufficient number of code groups for even the largest codes. The 
selection of certain types of code groups is done with a view to re
ducing to a minimum the inevitable errors in telegraphic trans
mission. Furthermore, if the code groups have been constructed 
scientifically it is possible to provide a quick and effective means of 
coi'recting such errors as do creep in without having to call for a 
repetition of the message. . 

The length of code groups used, i. e., whether they are groups 
consisting of two, three, four, or five letters, or figures, depends 
upon the size of the code. This, however, applies almost exclusively 
to :field military or naval codes, where transmission is through a 
governmental agency; for in commercial messages or in govern
mental commUnications transmitted over privately owned and 
operated lines, five-letter or five-figure groups are used almost ex
clusively on account of the regulations adopted by the COII11llercial 
telegraph and cable companies. For cable communications it is 
permissible to join two :five-letter groups, which will be charged 
for as one word, provided the resulting group of ten letters is pro
nounceable according to the common usage in any one of the follow
ing ls.nguages: English, French, Spanish, Italian, German, Portu
guese, Dutch, or Latin. If the group is not pronounceable then 
each group of :five letters counts as one word, whereupon it is seen 
that the cost of cablegrams using non-pronounceable groups is double 
what it might be. All governments, and all commercial firms take 
advantage of this regulation wherever possible. In ordinary land 
line transmission of either code or cipher messages, each group of five 
letters, whether pronounceable or not, is charged for as one word. 

88. Permutation tables and the "two-letter diiferential."
N ow it would be very difficult to find a large number of intelligible 
words all of five letters, in the various languages which are per
missible. Therefore, in modern codes the code groups are merely 
arbitrary, pronounceable, five-letter groups constructed by the use 
of PERMUTATION TABLES, which permit of the systematic con
struction of code groups of the type desired. Inasmuch as those 
codes which are based upon permutation tables show the table and 
explain how to use it, it is unnecessary to go further into this subject. 

48547-24---0 
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Such code groups, when scientifically constructed, have an addi
tional feature, and one which has greatly increased the reliability 
of code as a system of communication. To make one error in a 
group of five letters is not at all unusual on the part of the aver
age telegraph operator. If only a difference in one letter distin
guisnes one code group from another in a given code book, e. g., 
ABABA and ABABE, then serious errors may be introduced in the 
meaning of a message, or the message may be rendered unintelligible 
or obscure by the occurrence of only a few telegraphic errors. If, 
however, every code group in the book is distinguished from every 
other code group by a difference in at least two letters, then a tele
graph operator would have to make two errors in a single group in 
order that a wrong meaning be conveyed by the mutilated group. 
This principle of having the code· groups differ from each other by 
at least two letters is called the "two-letter differential." 

89. "One-part" and "two-part" codes.-As regards their 
construction or arrangement, codes may be of two types: 

1. "One-part," or alphabetical codes, in which the plain-text 
groups are arranged in alphabetical order accompanied by their 
code groups, which are also arranged in alphabetical order, or nu
merical order. Such a code serves for decoding as well as for en. 
coding. 

2. "Two-part," or randomized codes, in which the plain-text 
groups are arranged in alphabetical order, accompanied by their 
code groups arranged in a non-alphabetical or random order, the 
code groups being assigned to the plain-text groups in an absolutely 
arbitrary and random manner, by drawing the code groups out of a 
box in which they have been thoroughly mixed up, or by some other 
manner in which the element of chance operates in assigning the 
code groups to the plain-text groups. It follows, therefore, that such 
a list can serve only for encoding, and that for decoding, another 
list must be provided, in which the code groups are arranged in 
alphabetical or numerical order, accompanied by their meanings as 
given in the encoding section. 

The following brief extracts from typical one-part and two-part 
codes will serve to illustrate the difference between them: 

One-part code. 

ABABDA 
ABACF Abaft 
ABAHK Abandon 
ABAJL -- ---- .. it 
ABALN Abandoned 
ABAMP .. ___ -- .. by 
ABAWZ Abandoning 
ABBAD Abandonment 

Two-part code. 
Encoding. Decoding. 

GAJVY A ABABD Obstructed 
TOGTY Abaft ABACF Term 
FEHIL Abandon ABAHK Branch 
BAYLT ________ it ABAJLifithasno~ 

WITYH Abandoned ABALN To be sent by 
NYSYX __ •• _ ..•• by ABAMP Acceding 
IFWUZ Abandoning ABAWZ Building 
RUMGO Abandonment ABBAD Do not attempt 
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90. Purposes of the two-part type of code.-The two-part 
code is a comparatively recent development in code systems. ItS 
purposes are twofold: (a) Greater secrecy, and (b) greater accuracy. 
These two features will now be explained. ·, 

In a one-part code the plain-text groups progress from A to Z in 
a regular alphabetical sequence, accompanied by their code groups, 
also in a regular alphabetical or numerical sequence. Thus, if the 
word ABAFT is represented by a code group whose initial letter is A,· 
or whose initial number is 1, then the word ABANDON will be repre
sented by a group whose initial letter is also A, or whose initial 
number is also 1. In other words, the enemy cryptanalysts have 
definite clues to follow in breaking down the code as a direct result of 
the two sequences progressing simultaneously; the determination 
of the value of one code group affords definite clues . to the value of 
many other code groups. In a two-part code, however, the word 
ABAFT might be represented by a group whose initial letter is T, or 
whose initial number is 8, and the word ABANDON might be repre- . 
sented by a code group whose initial letter is F, or whose i.ilitial .. 
number is 3. In other words, the determination of the value of one· 
code group affords no clues to the value of any other group, .because: 
the two sets of groups do not correspond in their progression from 
the beginning to the end of the code. 

With regard to the greater accuracy of a two-part code over a one
part code, consider the following set of phrases which appear in a 
hypothetical one-part code: 

WOVAM will be ready to attack. 
WOVEN will not be ready to attack. 

Such an arrangement is subject to two sources of error. A code 
clerk working under great difficulties, and in a hurry, may accident-
ally write down WOVAM instead of WOVEN, as a result of the 
contiguity of the two sets of letters which are nearly similar in 
appearance and are so close together on the page that his eye may 
take the group from the wrong line; or on account of the similarity 
in sound, his ear may deceive him into writing WOVEN when he 
should have written WOV AM. Now the meaning of the one group is 
the exact opposite of the meaning of the other and, since either 
meaning may :fit in correctly with the context of the. message, the 
error may remain undiscovered for some time, thus causing serious 
inconvenience or, in the case of combat, actual loss of life. Again, 
while the making of two errors in a single group is rather unusual in 
transmission or reception, yet it does happen and, in such a case 
as the above, the error would not be detected. But in a two-part 
code such errors are impossible. In the case of the :first source of 
error mentioned above, the code clerk would be very much less likely 
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to confuse two entirely different groups of letters; in the second case, 
if two errors are made in the transmission or reception and if these 
errors involve the last two letters, producing a group which actually 
has a meaning in the code, this meaning is so unlikely to be such as to 
fit in correctly with the context that its probability of occurrence may 
be altogether neglected. Thus, if this sort of error does happen, the 
meaning of the group fails to fit in with the context and at once 
indicates that an error is involved. Knowledge of the existence of 
such an error, even if it is impossible to correct, is, of course, a much 
more preferable condition than is ignorance of its existence, with a 
possible action based upon an erroneous decodement. 

Two-part codes are used by large governments for their secret 
diplomatic, military, and naval communications for the reasons 
given above, although the cost of compiling such codes is more than 
three times that of compiling the ordinary one-part codes. 

91. Enciphered code.-8ometimes the code groups of a code 
message undergo a further process of encipherment, in whicl;t case the 
resulting cryptogram constitutes an enciphered code message. There 
are two circumstances in which enciphered code is employed. First, 
if the code book is not secret and it is desirable to transmit a secret 
message in this code, it becomes necessary to encipher the code 
groups. Secondly, even if the code book is kept secret, it is desirable, 
in the case of highly secret communications, to encipher the mes
sages, in order to increase the degree of security by delaying as long 
as possible the reduction of the code by the enemy cryptanalysts. 

In those codes which employ pronounceable groups for the sake of 
economy, it is obvious that the resulting enciphered code must remain 
pronounceable in order to take advantage of the reduced cost of cable 
messages, as previously explained. Hence, the systems of encipher
ing to produce this result are rather limited. But where the resultant 
form of the code groups is of no importance almost any type of enci
pherment may be applied. The augmented degree of secrecy due to 
the encipherment depends entirely upon the nature of the system 
auplied. 

\ 

SECTION XX. 

ANALYSIS OF CODES. 
J'aragraph. 

Introductory remarks.............................................................................. D2 
Distinguishing between code and cipher messages. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 113 
Factors 1D the aoal:JII(s ot codes..................................................................... II' 
Steps 1D aoalysla................................................................................... liS 

92. Introductory remarks.-Although the simplicity of code as 
a system of secret communication is one of its principal recommenda
tions, there are, however, certain precautions which must be observed 
if the code is to be kept secret for any length of time. It might be 
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thought by the uninitiated that code messages, built up as they are 
by the substitution of purely arbitrary and meaningless groups of 
letters or figures taken out of a book which is kept secret, are wholly 
impossible to read by anyone not in possession of the code bool!:. 
Such is by no means the case, as has been intimated in the preceding 
sections. 

93. Distinguishing between code and cipher messages.
The student may first inquire concerning the method of distinguish
ing a code message from a cipher message. In only a few cases is 
the classification difficult, and these are only in the instances where 
single messages are intercepted. When many messages are available, 
all doubts are soon set aside. In the first place, when code books 
are used for regular service they are commonly of the type which 
employs pron&.nceable groups, as explained before, or groups of 
definite construction as regards the arrangement of vowels and 
consonants. There are, it is true, systems of cipher which produce 
pronounceable groups by employing a two-letter vowel-consonant 
or a consonant-vowel substitution for the letters of the plain text, 
but they are unusual. Such systems are sometimes called "pseudo 
code" systems, and closer investigation of the messages produced 
by them will disclose the fact that they are in reality cipher messages. 
The nature of this investigation is our next point. 

Repetitions of code groups in a five-letter code of considerable 
size are rather rare in a single message or even in a few messages. 
When a repetition does occur, it is more likely to involve the whole 
group. The repetitions of letters in cipher messages are, of course, 
often many in number and always of varying lengths, and this 
forms the principal method of distinguishing a cipher from a code 
massage in those rare cases in which the nature of the groups of the 
cryptogram does not disclose whether the cryptogram is a code or 
a cipher message. What has been said of code messages in a five
letter code applies also to those codes in which groups of less than 
five letters are employed, as in the case of certain field codes used in 
military or naval operations. In these cases, in fact, the intercep
tion of messages consisting of regular groups of two, three, or four 
letters is in itself an almost certain indication of code, since cipher 
is practically universally transmitted in five-letter or five-figure 
groups. 

Cipher messages consisting of figures are not nearly so common 
as cipher messages consisting of letters, and when they are encoun
tered the cryptographic system is apt to be of a more or less simple 
nature, resulting in the production of a considerable number of 
repetitions. Since the nature of such repetitions is similar to those 
encountered in letter ciphers, i. e., they are of variable length, what 
has been said in the preceding paragraph concerning the distinguish-
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ing marks between letter codes and ciphers also applies in the case 
of figure codes and ciphers. 

94. Factors in the analysis of codes.-N early all codes can be 
solved, the difficulty in analysis being dependent upon a number of 
factors, chief of which are the following: 

(a) The nature of the code.-A purely alphabetical, or one-part code, 
is much easier to solve than a two-part, or randomized code. In 
the latter a "change 11 in code means merely the reassignment of code 
equivalents; the plain-text groups remain the same in nature, as well 
as in arrangement; the code groups remain the same also, but they are 
ahifted about so that the plain-text groups are assigned entirely new 
code groups. Of course, with each new edition of the code, the 
decoding section must be changed to conform with the new values 
of the code groups in the encoding section. In a purely alphabeti
cal code it is not possible to produce an entirely new edition from 
time to time to replace a compromised edition. At most one can only 
insert or eliminate a few words, but the sequence of plain-text groups 
and the sequence of code groups remain in general the same as 
before. The only thing that can be done in this case is to change 
the method of encipherment, or to introduce new enciphering tables 
from time to time. The solution of code messages in such a case 
becomes merely a slightly modified problem in cipher analysis, and 
may be achieved more or less readily according to the circumstances. 

(b) The size of the code.-A code of only two thousand groups is 
much easier to solve than one of fifty thousand groups. 

(c) The tJOlume of traffic aroilable for study.-lf many messages are 
1ent, a considerable amoUQ.t of text will accumulate. Volume is 
dependent upon the length of time the code is in efiect, and upon 
the average number and lengths of messages sent each day. The 
length of time during which a given code is in efiect, or the "life of 
the code, 11 varies usually with the size of the code book, and the 
amount of traffic. A large code used for a rather limited amount 

~ of tra.:ffic may continue in effect for a year or even several years. A 
amall code used for considerable traffic may be unsafe to use for more 
than one or two weeks. 

(il) The intelligence system of the office or persons endeatJOring to 
solve the code.-The amount of information obtained through various 
sources and having a bearing upon the contents of the code messages 
is highly important in that such data form the basis for the assump
tion of values for many code groups. For example, in solving code 
messages sent between the various commands in the actual zone of 
operations, the location and the identity of the sending and receiving 
stations serving those commands may offer clues to the names and 
numerical designations of the units involved, and these will often 
facilitate the solution of important code groups, and lead to the 
identification of additional units mentioned in other code messages. 

" 
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96. Steps in analysis.-The commonly employed expression "to 
break into" or "break down" a code is really not the best way of 
indicating what is involved in the analysis of code. The procedure 
is, in fact, a combination of an analysis, or "breaking down" process, 
and a synthesis, or "building up" process, leading to a reconstruction 
of the code book. However, for our purposes we shall retain the word 
analysis, bearing in mind that the opposite process of synthesis is 
also involved. The ultimate solution is usually accomplished as a 
result of the study of a comparatively large volume of text obtained 
through radio intercepts, or other means. In the early stages of the" 
process, the analysis enables the resolution of the code text into its 
principal elements, with an accompanying partial reconstruction of 
the code book; some messages may be· read in part, others in whole . 
.As the work progresses, however, and unless a new edition of the code 
eomes into effect, the reconstruction is more and more nearly com
pleted until finally the cryptanalyst is in a position to read every one 
of the messages as easily and as quickly as are the legitimate or 
intended recipients. Such a reconstruction may be accomplisbed · 
by two different methods, the second, however, being dependent 
upon previous success by the first method. They are-

1. Solution by detailed analysis, or "First Principles." 
2. Solution by comparison or analogy. 
In what follows we shall treat more specifically of the tactical field 

eodes in use in the zone of operations rather than the larger codes 
used for administrative correspondence, although the fundamental 
principles are the same in both cases. 

SECTION XXI. 

SOLUTION BY DETAILED ANALYSIS OR FIRST PRINCIPLES. 

Paragraph. 
U1e of repetl.tlDDB In codes as compared with their 11181!1 ciphers... • • • • . • . • • • • • • • . • . . . • • • • • • • • • . • • • • 116 
Compiling and studying the data................................................................... 97 
Process of clasa111catlon.. • • • • • • • • • • • . . • • • • • • • • • • . • . . • • . • • • • • • . • • • • • . . • • • • • • • • • • • • • • • • • • . • • • • • • • • • • • • 98 
Process of ldentltlcatfon... • • • • • • • • • . . • • • . • • • • • • • . . . . . • • • • • . • • . • • • • • • . . . . . • • • • • • • • • • • • • • • • • • • • • • • • • • 98 
Comparlaon of solatfon of a one-part code with a two-part code..................................... 100 
General remarks on detailed analysis by11rst principles.... • • • • • • • . . . . . . • . . . . . . . • . • . . . • . . . . . . . . . . . . . 101 

96. Use of repetitions in codes as compared with their use 
in ciphers.-We have seen that the solution of most ciphers is 
attained by a. study of frequency tables which show the repetitions of 
single letters, digraphs, and trigraphs. The solution of code messages 
is likewise attained by an understanding of the principles of frequency, 
not only of single letters or of combinations of letters, that is, sylla
bles, but also of words and combinations of words, that is, phrases. 
Just as certain individual letters or certain digraphs and trigraphs 
are used. more frequently than others in ordinary intelligible text, 
so certain words and phrases are used more frequently than others. 

I 
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The various parts of speech of which sentences are composed, the 
nouns, verbs, adjectives, prepositions, etc., a.ll have their chara.c-;. 
teristic frequencies, which may be established or determined by 
actual counts. Just as the letter E is usually the most frequently 
occurring letter in normal English text, so the word THE is the most 
frequently occurring word in normal English text. Again, certain 
letters show distinct peculiarities; the letter H, for example, is most 
often preceded by the letter T; the letter Q is nearly always followed 
by the letter U, etc. Likewise, we find certain peculiarities in phrase 
formation; the word THE is most often preceded by a preposition 
such as IN, OF, or BY; the word TO is often followed by a verb, etc. 
Moreover, while single letters may combine in a multitude of ways to 
form words, in intelligible phrases and sentences the possible combi
nations of words are rather limited. In other words, it is found that 
certain groups of words tend to form more or less set or unvarying 
sequences. For example, the letters A, R, and E may form words or 
parts of words in six possible permutations of these three letters: ARE, 
AER, REA, RAE, EAR, ERA. But the words REFERRING, TO, 
and YOUR can form an intelligible phrase in only one combination: 
REFERRING TO YOUR. Again, just as certain letters are used 
more frequently than other letters to begin words, so certain words 
are used more frequently than others to begin sentences. Further
more, although a word may begin or end with almost any one of the 
26 letters of the alphabet, a sentence can not begin or end with just 
any words at all. Questions usua.lly begin with an interrogative, such 
as HOW, WHEN, WHERE, .or with certain ver~, such as IS, 
ARE, CAN, ~ILL, etc. In short, a.ll the manifold peculiarities 
of phrase and sentence formation are seized upon and made use of by 
the- code solver. 

97. Compiling and studying the data.-But the most impor
tant feature of the analysis and reconstruction is the necessity of 
concentrated, persistent study of voluminous records, indexes, 
charts and notes. The methods of recording and tabulating the 
data are very important and depend upon the nature of the code. 
It is essential to have the most important data in a very condensed 
and concentrated form, so that the eye may be able. to survey in one 
glance a great array of facts and characteristics of the text. The 
most insignificant details may lead to far-reaching clues, and an 
exceedingly trifling error on the part of a single code clerk may be 
the entering wedge to a quick solution. Upon the methods of mar
shaling together the data, the skill and experience of the expert, 
his knowledge of the language, blunders of the enemy, and :fina.lly, 
luck, will depend the success and speed in the solution. There is 
not the space in this brief treatise to give in detail the methods of 
analysis. We may indicate them only in outline. 

.. 
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The reconstruction of the code book by this laborious process 
goes through two more or less distinct stages: 

I. Classification of code groups into certain categories. 
2. Identification of the members in each category. 
98. Process of classi1lcation.-When the code analyst :first 

begins his study of the text, he is confronted with a body of com~ 
pletely unintelligible sentences to which he must apply certain tests 
more or less equivalent to the reagents in chemical analysis. By 
means of these tests he is able to break up the text into definite 
classes or sets of groups. The code groups of most codes may be 
classified into five or more distinct types, based upon their behavior 
in the code messages. They may be the equivalents of-

(a) Numbers. 
(b) Words, phrases, sentences. 
(c) Spelling groups, that is, single letters or syllables. 
(d) Punctuation. 
(e) Auxiliary signals, such as indicators of various sorts. 
(j) Nulls, or nonsignificant groups, inserted to throw the 

enemy solvers off the track. 
By a careful study of the behavior of frequently recurring code 

ez-oups, the expert is led to conclude that certain groups, because of 
the general characteristics they exhibit, must be the representatives 
of numbers, others of spelling groups, others of punctuation, and 
so on. This, then, is what is meant by the process of classification. 
When classification has proceeded upon a solid foundation far enough, 
each set of groups is underlined throughout the text in some dis~ 
tinctive manner by means of colored pencils. This has the effect 
of setting forth very clearly to the eye the various parts of speech 
of which each message is composed. 

99. Process of identification.-8ubsequent to this~ the indi-. 
vidual members of each class of code groups are subjected to closer 
scrutiny. Classification is based upon a knowledge of the general 
bekotvior of the various classes of groups; code groups representing 
numbers behave differently than do those which represent punctua~ 
tion, for example. Identification is based upon a knowledge of the 
specific bekotvior of the various elements in each group; the word AND 
for example, behaves very differently from the word PERIOD or the 
word IS. It will be impossible to set forth specific instances, but 
suffice it to say at this point that after an intensive study along these 
lines one is able to make assumptions for the values of certain code 
groups in each set. If the assumed values, when applied throughout 
all the messages wherever the groups in question occur, yield intelligi
ble text, one has at last attained the solution of a few code groups. 
Once a few correct values have been established, new. values are 
soon obtained from the positions in which the identified groups are 

It 
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found in other messages, and the process goes on in a cumulative 
manner, one solution leading to the solution of several other groups 
until many identifications have been established. 

100. Comparison of solution of a one-part code with a two
part code.-This process of analysis is mucheasierin thecaseofthe 
one-part code than in the case of the two-part code, for reasons 
already stated. In fact, the solution of a one-part code where the 
amount of text available for study is considerable may be easier 
than the solution of the more complex types of substitution ciphers. 
In the first place, once a few messages have been intercepted and 
the lower and upper limits of the code groups ascertained, the 
cryptanalyst may automatically block out sections of groups to corre
spond with the frequency of letters of the alphabet with regard to 
their use as the initial letters of words. For example, in English, 
words beginning with the letter A are much more numerous than 
words beginning with the letter B, and the latter in turn are more 
numerous than those beginning with the letter J or Q, and so on. 
The range of letter groups or figure groups of which the messages 
are composed may thus be split up into 26 sections ·proportionate 
to the number of words with the initial letters A, B, C, and so on. 
A group such as AKAZO may therefore be assumed to be the equiva
lent of a word beginning with the letters AC, whereas another group 
such as ZYTIP may be assumed to be the equivalent of a word 
beginning with the letters YO. These, of course, are but rough 
examples to illustrate the point. Codes of the two-part type can 
not, however, be blocked out in this manner and are much more 
difficult to !reconstruct on this account. In the recent war the 
Germans employed both types of codes, a small one-part code for 

1 
• front-line work and a larger two-part code for field operations up 

to· division. The one-part code was enciphered by a rather simple 
system, so easy to break down that the enciphered code messages 
of this code were usually solved within a few hours after three or 
four messages enciphered by the new enciphering table had been 

, intercepted. On the other hand, it took from ten to twenty days 
· to reconstruct a sufficient amount of the two-part corle to enable 

solutions of any value to be achieved. 
101. General remarks on detailed analysis by flrst pri.n-

1 ciples.-Qnce a code has been solved in this manner, after a long 
and painstaking investigation, the knowledge of the general contents 
and more particularly the general form of the messages is of the 
greatest assistance in the solution of subsequent editions of the 
code (of the two-part type). It is for this reason that the adoption 
of a more or less set or stereotyped form of messages and phraseology 
is a very dangerous prqcedure from the viewpoint of maintaining 
the secrecy of the code. The formation of habits and characteristic 
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forms of expression on the part of code clerks in the preparation of 
code messages is, therefore, of the greatest assistance to the enemy. 
A tendency to the promiscuous use of punctuation, such as PERIOD 
and COMMA is one of the greatest faults. It may be thought that 
the use of punctuation in code messages is of no assistance to the 
enemy because in themselves they possess no significance, but such 
is far from the case. Instead of leaving the identification of these 
groups to the very end of the process of solution, as may be imagined 
at first hand by the uninitiated, on the supposition that their solu
tion is merely one of the final refinements and unnecessary additions 
to the meaning of messages, the cryptanalyst regards the solution of 
the code groups representing punctuation as one of the most impor
tant preliminary steps to the solution of the text, because of the 
exceedingly valuable clues it affords in the classification and identi
fication of the code groups representing words, numbers, or spelling 
groups. Therefore, all punctuation not absolutely necessary to the 
intelligibility of the message should be omitted. 

In this connection it may be stated that so far as the cryptanalyst 
is concerned, all messages are of equal importance, for it is often the 
-case ·that messages of the least significance in the tactical situation 
lead to the greatest and most far-reaching clues in analysis. For 
example, the practice messages sent by the German operators fur
nished a great part of the data for the reconstruction of their codes, 
.and these messages consisted largely of proverbs, greetings, jokes, 
.and the like. It is amusing to record that the German pr9verb 
·''Morgen Stunde hat Gold in Munde," the equivalent of the "The 
·early bird catches the worm," was one of the best aids in reconstruct
ing each new edition of the code as it went into effect. 

S:t~:CTION XXII. 

SOLUTION BY COMPARISON OR ANALOGY. 
Paragraph. 

Natureofthemethod ................................................................................ 102 
Example of solution as a result of an inexCIJSable bliJDder. • • • • • • • • • • • • • • • • • • • • • • • • • • • • • . • • • . • . • • • • • • • 103 

102. Nature of the method.-The method of solution or recon
struction by comparison or analogy is much more simple than the 
:first method, solution by :first principles, but it can be applied only 
in special cases, and usually only after solution by the first method 
has given a good insight into the nature of the messages passing 
between the correspondents. Solution by this method simply in
volves the study of a series of unsolved messages, the usual form and 
·general contents of which are known from previously decoded mes
:sages, or, very rarely, from captured plain-text messages for which 
the equivalent code text is available. All that is necessary is to :find 
the code groups in the unsolved messages in the new code which are 
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analogous in position and in probable meaning to the corresponding 
groups in the solved messages in order to form a basis for the as
sumption of values for the new code groups. 

The greatest source of such material is to be found in messages 
which take the form of routine reports, such as morning and evening 
reports, or daily schedules of activities, because such messages very 
quickly assume a stereotyped or set form and phraseology. Further
more, such messages are usually sent at definite times during the day, 
a factor of considerable assistance to the enemy in :finding and 
isolating such messages from the other messages in the day's tra.ffic. 
Once they have been found, comparison with solved messages of 
similar nature in a previous edition of the code soon leads to solution 
of the new code. It is obvious, therefore, that the transmission of 
such messages by any agency which is susceptible of interception 
should be strictly prohibited. 

Solution by comparison or analogy may, however, find its data.. 
from sources other than that of stereotyped reports. Two actual 
insta.nces will be cited. It wa.s a. regular procedure on the part of 
the German Army..Signa.l Officer to call in the old editions of the code 
book within a few hours after the new edition went into effect. 
Directions were given by radio and in the new edition of the code that 
the old code books must be returned to such and such a station. 
Now it is a. curious and noteworthy fact that the German code book 
did not contain the phrase "code book," so that any reference to it 
had to be spelled out. The Germans called their code book a. "satz
buch," literally, ''sentence-book," and when this word had to be 

' spelled out it required from six. to nine or ten groups, depending 
upon whether the singular or plural was used a.nd upon the particular 
combina.tions of syllables or letters used. Therefore, when a new 
code went into effect it was usual to search among the messages for 

£ the first few hours' activity for a message which gave indications 
< of being one of these particular messages, and there would usually 
f be three or more of them, for the same message had to be sent to 
1 several stations within jurisdiction of the army and division. Once 
t a. message containing this word was found, its solution was speedily 
8 attained, with the result that the values for at least six important 

spelling groups were attained at one blow. How the Germans over
c looked this detail seems hard to understand. Had there been one 
8 code clerk who was conscientious and intelligent in his duty he 
8 would have reported the omission of this important word from the 
g vocabularly for his own benefit, for it would have saved him consid
c erable time and labor if he had been able to use one code group to 
? represent the word "satzbuch" as against being under the necessity 
~ of spelling out the word and using six or more. 

., 
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108. Example of solution as a result of an inexcusable 
"blunder.-The other instance was of far greater importance, for it 
led to the breaking down of an entirely new code of a type never 
·used before and that, as a result of the interception of only three 
messages. On March 10, 1918, messages of an obviously new type 
<Of code (not merely a new edition of an old type) appeared along the 
.entire Western Front. The intercepted messages of the first day's 
traffic along the Verdun Front, March 11, were turned in by the 
!'adio intercept stations, and among these first messages there ap
peared the following: 

AN v X2 (Intercepted at Souilly at 0040) 0025 CHI-13 
845 422 373 792 240 245 068 652 781 245 659 659 504 

On the same telegram there also appeared the following: 

X2 v AN (Intercepted at Souilly at 0052) 0025 CHI-13 
OS RGV KZD 

The second message was recognized as containing two groups 
which belonged to· the dther code, which already had been solved, 
though not in its entirety. The two letters OS were recognized as 
·being a service abbreviation for the phrase "Ohne Sinn," i. e., "Your 
message is unintelligible." The group RGV meant "old" and the 
meaning of KZD was not known. Mter a few minutes thought this 
train of reasoning was followed: Station X2 sends a message to Sta
tion AN in the new code. Station AN replies twelve minutes later-:
ll Your message of 0025 o'clock, containing 13 code groups (is)' unin
telligible. (Send in) old KZD." Is it not possible that KZD means 
., code," or "edition," or "encipherment" ~ Would station X2 be so 
foolish as to accede to such a request ~ A search was made immedi
ately among the same day's messages in the letter code for o. message · 
from Station X2 to Station AN at about 0025 o'clock, and the fol· 
lowing message was found: 

AN v X2 (Intercepted at Souilly at 0057) 0025 Cffi-14. 
UYC REM KUL RHI KWZ RLF RNQ KRD RVJ UOB KUU UQX UFQ.RQK 

This message was at once decoded and found to read as follows: 

UYC REM KUL RHI KWZ RLF RNQ KRD RVJ UOB KUU UQX UFQ RQK 
An ( ? ) Bn. 2. ( ? ) h i r sch ( ? ) w i t t e 

It seemed almost too much to expect that the message in the new 
code should be in almost exactly the same form 8.s this decoded mes
sage in the other already reconstructed code. Still, such was the case. 
Note below the internal evidences in the messages as to their simi
larity; the repetition of the group 659, which stands for "t"; tha 
equivalent in the other code is the group UFQ, which stands for "tt." 
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Note the repetition of the group 245, which stands for "i," whereas 
in the letter code two different groups were used for this same letter. 
We may place these two messages beneath each other for com
parison. 

UYC REM KUL RHI KWZ RLF RNQ KRD RVJ UOB KUU UQX UFQ RQK 
An ( ? ) Bn. 2 ( ? ) h i r soh ( ? ) w i t t e 

845 422 373 792 240 245 068 652 781 245 659 659 504 
An (?} Bn. 2 h i r sch w i t t e 

From the few clues offered by this solution the nature of the entire 
code was speedily disclosed. Here we have a. striking example of 
two very important things in code work. First, it shows how the 
solution of code messages may be attained by the method of com
parison or analogy, and, secondly, it very forcibly illustrates the 
great danger of the violation of one of the most important rules in all 
cryptographic work, which rules are summarized in paragraph 106, 
below. 

SECTION XXIII. 

MISCELLANEOUS CONSIDERATIONS. 
Paragraph, 

Comparison otoode Blld cipher aystems .•• -·---·----------------------·---------·····------··----·--- 1~ 
The Importance oUhe time element In the analysfs of military cryptogra!Ds •••••••••••••••••••••••••• 106 

Fundamental rules for safeguarding cryptograms .• --------------------------·-------······-------·-,. 1011 
The corredlon or mutilated messages ........ --------------------·----------- •••••.•.••••• ___ ••••••••• 107 

104. Comparison of code and cipher systems.-Each of these 
two general methods of secret communication has its place in the 
military service, and both are at present indispensable adjuncts 
to any real system of signal communication. When and if cipher 
machines that will meet every requirement necessary in a crypto
graphic system for use in governmental affairs are finally invented 
and constructed, it may be that cipher will entirely supersede code 
in military, naval, and diplomatic correspondence. But so far, no 
single machine has yet been constructed which will meet all the re
quirements of simplicity, secrecy, and portability, so that it can be 
used for all forms of secret communication necessary in the military 
service. Hence, in the comparisons which follow, only cipher 
methods operated without machines, or in other words, "hand 

1 

methods" will be considered. 
The principal factors to be taken into account in comparing code 

: i and cipher methods as systems of secret communication are-
1. Simplicity, rapidity, practicability. 
2. Secrecy. 
3. Accuracy. 
4. Economy. 

4 
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1. In general it may be said that code is a. more rapid, simple and 
practicable method of secret communication than is cipher, both as 
regards encoding and decoding. The processes of enciphering and 
deciphering require very close mental attention to avoid errors, and 
are usually much slower than those of encoding and decoding, which 
more nearly approach automatic processes and thus require less 
concentrated mental effort. This is of greatest importance in the 
combat zone, where time is most pressing, and the mental strain and 
excitement of battle are apt to lead to many errors. What has been 
said here applies, of course, only to cipher methods operated by hand, 
and not to ciphers produced by an automatic 'machine or device. 
There are, it is true, very small cipher devices which tend to reduce 
the mental strain to a minimum, but in general, the cryptograms they 
yield are not secure, especially when many messages are available 
for interception by the enemy. 

2. Code systems are, on the whole, more secret than cipher sys
tems, depending upon (a) the extent of the vocabulary and its arrange
ment; (b) the extent to which the code is used, that is, the number 
of messages transmitted. Furthermore, the solution of one message 
does not entail the immediate breakdown of the whole system, with 
the consequent solution of all other messages in the same key, as is 
the case in ciphers. On the other hand, in the case of code it is 
absolutely necessary to guard at all times the code book, so that it · 
does not fall into the possession of the enemy. Actual possession 
is not always necessary, for unauthorized sight of one code, with 
opportunity to copy or memorize certain portions of it, is sufficient 
to compromise the whole code. Small codes may be carried about 
very easily, but then they are all the more likely to fall into the hands 
of the enemy. In the case of large and bulky codes, which can not 
be carried about so easily, very often messages can not be decoded 
during important movements because the books are locked up in 
safes or boxes which are on the road somewhere, in course of trans
porting them to new headquarters. 

3. On the whole, it may be said that code systems are less accurate 
than cipher systems and are more subject to the necessity for repeti
tion of messages, than are cipher systems. This is because a mistake 
in one or two code groups may obscure, alter, or render unintelligible 
the meaning of a whole message, whereas in the case of ciphers, the 
meaning of a few letters which are in error may be supplied by the 
context. 

4. Since code text is usually shorter than the equivalent plain 
text, on account of the abbreviating features of code, the latter is 
more economical than cipher. This is of great importance where the 
amount of traffic is very heavy, and each unnecessary character 
transmitted occupies the time of a large personnel and a great amount 
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of equipment. On the other hand, it is true, of course, that cod~\,,. 
must be prepared, printed and distributed, processes which take 
much time and labor, and are often attended with considerable 
difficulties. A continuously operative code compilation section must 
be maintained to replace codes as fast as they become compromised 
by continued use, or by capture. The handling of the manuscript, 
proofs, etc., in printing entails the necessity of ever watchful secrecy; 
and finally, the difficulties of a prompt and thorough distribution 
of the codes to all who must use tham are sometimes very great, 
especially where this distribution must. be made over an extensive 
territory. In the long run, therefore, ciphers are possibly more 
economical than codes, but this increase in degree of economy is 
probably very low. 

105. The importance of the time element in the analysis 
of military cryptograms.-The question of the time necessary for 
the enemy cryptanalysts to reduce a cryptogram is of very great 
importance in a proper discussion of military cryptography. The 
time required for solution and the effect the solution will have on the 
situation can be summarized as follows: 

1. Time necessary to transmit the intercepted message to the 
solving headquarters. 

2. Time necessary to solve, including that required in making 
copies, tables, records, etc. 

3. Time necessary to transmit the information obtained to the 
headquarters concerned in directing operations, including that 
required by the intelligence section to decide upon the authenticity 
of the message, its consistency with information obtained from other 
sources, etc. 

4. Time necessary to transmit the orders determined by the 
information thus obtained to the combat units concerned. 

Of these four elements, the only one which is subject to the great
est variation is the second, and this will depend upon many factors. 
First, of course, is the nature of the cryptographic system involved; 
secondly, the amount of text available; thirdly, the number and 
skill of the experts and assistants employed; and fourthly, the 
special conditions existing in the messages to be solved. 

The purpose of this book is to show why certain systems are 
rapidly reduced, and the methods employed in the analysis. It will 
give the student a better insight into the reasons for rejecting cer
tain methods and adopting the ones now in use. . As to the second 
factor, the amount of material available for study, this depends 
entirely upon the tactical situation. Now if a system that resists 
analysis unless many messages are available is being used, then it 

... ~ 
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may often happen that days will go by without any solutions because 
of the lack of sufficient material for study. But when the activity 
increases, then more messages are available and the chances for 
solution are better. This is all the more important in that when 
the activity is low, the situation is more or less unimportant, but as 
soon as the activity increases, action may be expected, and the 
value of the solution of the messages will be all the greater. The 
fact that several days of painstaking labor may prove to be unsuc
cessful is counterbalanced by the fact that a single solved message 
may be of greater importance than all the messages of the preceding 
days that might have been solved but were not. The failure to 
solve the messages of one day or of several days does not indicate 
by any means that the system is indecipherable. or course, the 
height of perfection as regards the security afforded by a crypto
graphic system would be that a single message or a great many 
messages all in the same key or in the same code should remain 
absolutely insoluble forever, but that lies outside the realm of possi
bility so far as our present methods in military cryptography are con
cerned. The best that can be expected is that the system should 
be complicated enough to resist analysis for such a length of time 
that when solution is finally achieved, the information obtained is of 
no special value. 

With regard to the skill of the experts employed, this, of course, 
requires experience and training. Cryptanalysts can not be developed 
in a few days; moreover, not all individuals can become expert, for 
the peculiar nature of the science requires a. person with a corre
spondingly peculiarly developed mind, whose principal character
istic is the ability to reason inductively and deductively, to devise 
methods of attack, and to persevere until success attends his efforts. 
Imagination, a comprehensive vocabulary, and a good knowledge of 
the language of the enemy, together with an indefinable element 
best described by the word flair, and finally, luclc, all play their 
part in the making of an expert . 

.As to the special conditions existing in the messages being studied, 
this refers to the specific contents of the text, the number and nature 
of the repeated words, proper names, etc., in short, all the more or 
less extraneous circumstances which surround the cryptograms, and 
may offer clues to the alert cryptanalyst. 

106. Fundamental rules for safeguarding cryptograms.
There are a few fundamental rules which must be observed in all 
cryptographic work. Failure to observe such rules will inevitably lead 
to a more rapid solution by the enemy than would otherwise be the 
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case. Much of the success which attends the efforts of the crypti
analyst is due to ignorance and carelessness on the part of the clerks 
who are entrusted with the work of encoding or enciphering messages. 
The following general rules would seem to be self-evident, but they 
are violated every day. 

(a) A message once transmitted in one form or type of code or 
cipher must never be repeated in any other form, key, or type of 
code or cipher whatsoever. If, for some unknown reason, a message 
which has been verified and repeated is still unintelligible, or, what 
is more. often the case, can not be decoded or deciphered, then it is 
necessary to parapkrase the message-that is, rewrite it so as to change 
its original wording as much as possible without changing the mean
ing of the message. This is done by altering the positions of sentences 
in the message, by altering the positions of subject, predicate, and 
modifying phrases or clauses in the sentence; by altering the diction 
without loss of sense; by deletion rather than expansion of the word
ing of the message. If an ordinary message is paraphrased simply 
by expanding it along its original lines, an expert can easily reduce 
the so paraphrased message to its lowest terms, and the resultant 
wording will be practically the original message. For this reason, 
deletion, if possible, is better than expansion. After paraphrasing, 
the message can be sent in the other key or code. So far as possible, 
no information of any kind should ever be given in a plain-text, code, 
or cipher message which may connect it in any way directly by 
verbiage with a message previously sent. 

(b) A message once sent in code or in cipher must never be repeated 
in clear under any circumstances. Vice versa, a message once sent 
in clear must never be repeated in code or in cipher, and, of course, 
a code or cipher message must never be answered in clear. 

(c) Never insert or leave unenciphered or unencoded plain text 
of any sort in code or cipher messages. This includes punctuation 
and abbreviations of any description. They afford valuable clues 
to the enemy. 

(d) Plain text and its equivalent code or cipher text must never 
appear on the same sheet of paper for final copy or for filing purposes. 
Work sheets should be destroyed by burning. 

(e) All rules and precautions set forth in the instructions to the 
various codes and ciphers issued for use must be observed very care
fully. These rules have been adopted as a result of experience gained 
in solving enemy messages during the late war and are intended to 
delay the solution of our own messages as long as possible. Practice
in the preparation of code messages is especially recommended be-
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cause of the familiarity that is soon gained with the particular words 
and phrases contained within the book. With familiarity of con
tents, and speed in operation, the length of the messages may be 
reduced very considerably, as well as the time necessary to prepare 
them. 

lf) The more messages sent, and the longer the messages are, the
sooner will the enemy be able to solve them. Messages can be 
materially shortened by the deletion of unnecessary words, punctua
tion, etc. The formation and adoption of fixed habits as regards the 
phraseology of messages, arrangement of their contents, use of punc
tuation, etc., is a most dangerous practice, and will assist the enemy 
cryptanalysts very greatly. Routine reports of all kinds should be 
sent by means and agencies not susceptible of interception. 

(g) Finally, the utmost care should be taken to prevent the loss 
or unauthorized sight of the codes or lists of cipher keys in use. It is 
possible to photograph an entire code in two or three hours. Mere 
continued possession of the code is, therefore, no absolute guaranty 
that it has not been compromised by photography or some other 
method of reproduction. The only absolute assurance of its not 
having been compromised is that it has never left the possession of the 
person into whose care it has been entrusted or the safe in which it is 
kept when not in use. Even if knowledge that a code has been com
promised follows immediately after such compromise, the time and 
difficulties attendant upon the notification of the fact to all con
cerned and the distribution of a new code are so great that much 
serious damage is caused by the delay and interruption in communi
cation, not to speak of the danger resulting from the decoding of the 
most recent messages in the compromised code. 

107. The correction of mutilated messages.-Errors in the 
execution of all the operations involved in cryptographic communica
tion are so common and are so troublesome that many commanders, 
who, for the most part, are already prone to regard the operations of 
cryptography as being hopelessly slow and cumbersome, are very 
much prejudiced against the employment of either cipher or code in 
the field of operations. 

Not much can be done in the way of facilitating and making more 
rapid the work of enciphering or encoding and deciphering or decoding; 
they are admittedly slow processes, except in the case of certain 
cipher machines, which usually can not be carried about easily and 
are thus not available for use in the field. The only thing that can 
be done is to employ those systems which combine to the greatest 
extent the elements of safety and facility. 
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However, as regards the errors which are inevitable in such work, 
training and experience in the operations will greatly reduce the time 
necessary to correct such errors as are most commonly encountered. 
Such errors may be traced to four sources: 

1. In enciphering or encoding, including copying. 
2. In transmission by any agency other than courier. 
3. In reception. 
4. In deciphering or decoding, including copying. 

Of these, the first and last can be eliminated by reducing the steps 
in cryptographic operations to a definite system and invariably check
ing the u:'01'k. Great care in the formation of the letters in writing 
must be exercised, and Roman capitals should always be used. When
ever possible the cryptogram should be deciphered or decoded by a 
person other than the original encipherer or encoder as a test of its 
correctness before turning it over to the transmitting agency, and at 
the receiving end, it should be carefully checked against the original 
work sheets before being turned over to the addressee and before 
destroying these work sheets. 

The second and third sources of error are harder to avoid, especially 
in transmission by radio telegraph, on account of interference, atmos
pheric disturbances, and the like. The code or cipher clerk should 
familiarize himself with the telegraph alphabets and the most common 
errors encountered in telegraphic transmission, so as to be able to 
refer an error to its probable cause or to find clues for the correction 
of the garbled groups. Such a table is given herewith. (Table 6.) 

Every message should be examined as to its correspondence with 
the word check or letter check, as given in the preamble to the 
message; furthermore, each group should be examined to see that it 
has its proper quota of letters-no more and no less. In ciphers, this 
is especially important, for the omission or addition of a single letter 
will often render the message unintelligible. 

• 
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TABLE 6. 

Continental Morse alphabet{u_sed_ln_ra_di_o,-ea-b-les-,--1 AmerleanMoraeBiphabet(usedlntheUnltedStatel, 
and outside United Statel). 1 except !or radio). 

Letters I i Letters -- -
and .Alphabet. Frequent errors. and .Alphabet. Frequent errors. 

ligures. ligures. 
--- --r----- --------11--------------1-----

A 
B 

c 
D 
E 
F 
G 
H 
I 
J 
K 
L 
M 
N 
0 
p 

Q 

R 
s 
T 
u 
v 
w 
X 
y 

z 
1 

2 

s 
4 

5 
6 

7 

8 

9 

0 

. - .. 

---~-

i, m, t, et 
d, ts 
f, k, j, r, nn 
b, 81 1, ti 
t, a, i 
q, r,in 
m, n, o, q, me 
a, v, b, ae 

I a, n, a 
w, o, eo, am 

a, n, d, o, ta 
x, r, d, ed 
a, n, i, tt 
i, m, t, te 
g, k, m, w, mt 
j, w, g, 1, r, an 
g, k,o, x,z,ma 
a, n, f,g,a,l, w 
h, d, i, r, u, v 
a,e,n 
a, a, v, it 
h, u, x, at 
a.,m,o,r, u,a.t 
d,v,u,k,y,tu 
x,w, k, c, nm 
b,d,g,q,mi 
0,2 

1, 3 

2, 4 

3, 5 

'· 6 
5, 7 
o, 8 

7, 9 

8, 10 
9 

Errors frequent in both systems: 
• is omitted. 
-is omitted . 
• is .transmitted &B -

- is transmitted &B • 

A 
B 

c 
D 
E 
F 
G 

H 
I 
J 
K 
L 

M 
N 
0 
p 

Q 

R 
s 
T 
u 
v 
w 
X 
y 

z 
1 

2 

3 

4 

5 
6 

7 

8 

9 

0 

·-· 

.. 

i, t, et 
d, h, ts 
a, z, ie 
b, ti 
t 

r,q,en 
n,c,me 
a, p, z, y, ea 
a.,o,e 
c, k, ke 
j, n, ta 
t, n 
n, a, tt 
o, t, te 

n, i, ee 
h,B 
f, g, u, in 
a, i, ci 

h, r, i 
I, e, n 
v, a, w, it 
u, at 
f, a, u, m, a.t 
I, y, f, a.i 
h,ii 
h, c, ae 

p 
3 

4 

3 

p 

X 

L 

I 
II 

I 
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SECTION XXIV. 

BIBLIOGRAPHY. 
Paragraph. 

Bibliography....................................................................................... 108 

108. Bibliography.-The number of books and papers devoted 
to cryptography is very limited, and most of those which are avail
able are in foreign languages. However, in only a few of the pub
lished works will the student find explanations of the more complex 
types of ciphers and methods for their solution. The 15th, 16th, 
and 17th Centuries were most prolific in the production of works on 
cryptography, and many of them are very interesting. But they 
are only of historical importance and are very rare. The following 
list gives the titles of only those publications which may be considered 
to have a bearing upon modern cryptography: 
BALL, W. N. Rouse, Mathematical Recreations, pp. 395-423. London, i917. 
BAZERIEB, Etienne, Etude aur la cryptographie militaire, Paris, 1900. 

ChiffreB de Napoleon, Fontainebleau, 1896. 
LBB chiffreB secret& devoilu, Paris, 1901. 
Le Masque de Fer, Paris, 1893. 

BLAIR, William, Cipher, Ree's Cyclopedia. 
DELASTELLE, F., Cryptographie nou:velle, Paris, 1893. 

Traitl ~lementaire de cryptographie, 1902. . 
DELAGE, Emile, La chiffTO-Cf'1Jptographie, L'Art de S' Ecrire en Secret Absolu, Paris, 

1900. 
FLEissNER, Von Wostrovitz, Handbuch der Kryptographie, Vienna, 1881. 
FRIEDJUN, W. F., See under Riverbank Publications. 
GIOPPI, L., La Crittografia, 1897. 
GR.A.NDPRE, A., De Cryptographie pratique, Paris, 1905. 
Guoss, H., Handbuchfuer UntersuchungBTichter, Teil II, Munich, 1914. 
Hrrr, Lieut. Col. Parker, Manual for the SoluJion of Military Ciphers. Leavenworth, 

1916 and 1918. 
JACOB (Le bibliophile), La Cryptographie, Paris, 1858. 
Jossz, H., La Cryptographie et seB application a Z'art militaire, Paris, 1885. 
KA.sisKI, F. W., Die Geheimschriften und die Dechiffrirl:umt, Berlin, 1863. 
KERCKHOPFB, A., La Cryptographie militaire, Paris, 1883. 
:KLUEBER, J. L., KryptographiJ:, Tuebingen, 1809. 
LANGill:, Andr6, Cryptography, New York, 1922. 
Loan, Capt. Lenox R., see under Riverbank Publication No. 19. 
MAUBORGNE, Maj. J. 0., An Advanced Problem in Cryptography and itB Solution. 

Leavenworth, 1914. 
MEISTER, Aloys, Die Anfaenge der modernen diplomatiBchen Geheimschrift, 1902. 

Die Geheimschrift in Diemte der paepstlic116'11 Kurie, Paderbom, 1906. 
MooRMAN, F. N., Code and Cipher in France, Infantry Journal, p. 1039, 1920. 
RivERBANK PuBLICATIONs. Papers (except No.19) by W. F.Friedman, Department of 

Ciphers, Riverbank Laboratories, Geneva, Illinois: 
A Method of Recomtructing the Primary Alphabet. No. 

15, 1917. 
Methods for the Solution of Running-Key Ciphers. No. 

16, 1918. 
An Introduction to Methods for the Solution of 06phers. 

No. 17, 1918. 
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RivERBANK PUBLICATIONS. Sifnoptic Tables for tke Solution of Ciphera, and a Bibli
ography of Cipher Literature. No. 18, 1918. 

Formulae for the Solution of Geometrical .Trampoaition 
Ciphers. No. 19, 1918. By Capt. Lenox R. Lohr, 
with an introduction by W. F. Friedman. 

Se'Veral Machine Ciphers and Method~ for their Solution. 
No. 20, 1918. 

MethodB of Reconstructing Primary .Alphabets. No. 
21, 1919. 

The Intl.ez of Coincidence and Its .Applications in Crypto· 
graphic .AnalyBiB. No. 22, 1922. 

RoMANINI, C. F. Veein de, La Cryptographie devoilde, Paris, 1857. 
SCHNEIDER, L., Cryptographie a l'mage de .Armu, Paris, 1912. 
SCHNEICKER.T, Hans, Die Geheimachriften im .Diemte des Geschaefta-und Verkehrrlebena, 

1905. 
VIAms, Henri, L'.Art de chiffrer et dkhiffrer lea dep8chea recr~es, Paris, 1893-1895. 
VALERIO, P., De la Cryptographie, Part I, Paris, 1893. 

De la Cryptographie, Part II, Paris, 1896. 
WHEATSTONE, Chas, J,, Scientific Papera of Sir Charles Wheatstone, published by the 

Phyaical Society of London, 1879. 
LITERARY DIGEST, pp. 46-51, Nov. 3, 1917. 
SATURDAY EvENING Posr, pp. 24-25, March 10, 1917. 
MUIIUlEAD, F., Lecturer in Technical Conjerencu of the U. 8 • .Army Signal Schoola, 

1911 to 1912, 1912 to 1913. 
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APPENDIX. 

PROBLEMS GIVEN DURING COURSE AT CAMP VAIL, 
DECEMBER 11 TO 23, 1922. 

(8oZutiom wiZZ be found at the end of this appendix.) 

PROBLEM 1. 

I. Solve the following: 

FTCZQ POFHM ATPOZ WDZUC HUOQJ TUQZE BDUTQ 
OADHP OTCBN WEDUP KATPO ZWDFH MHWQJ TUAZW 
WCZMD PZKOL THUEZ UQHMZ UDUTQ OAOAD QDTCK 
HVVTM ZUBOT QTHEY NUFOZ TUCZM DCZMD UHNBA 
OKKGH PFTVG 

II. What kind of a cipher is this 1 (Class and type.) 
III. Name two methods of solving ciphers of this type. 
IV. What is meant by the expression "spatial relations and linear 

extensions of the crests and troughs" in a frequency table 1 

PROBLEM 2. 
I. Solve the following: 

PRCYR NSMLN CDKKL GAmeR TKXZI LZZRY 
APAUV JLCUP YDPGD MAELQ CNLBC UDBMJ 
QXKDZ XZKLS PRIAV KFXIL YKNAD NBANM 
KBYHW UBIAI PBJAH UFOCX BVQUV WXOIL 

II. What is the key word for the message 1 
III. Why does the frequency table for this message show no marked 

crests and troughs~ 
PROBLEM 3. 

I. Solve the following: 

TSLOV HQGDS TGYIW KYMRX QAEQT CVFMM IABBD D 

II. How was this message enciphered 1 
III. Why is it so easy to solve such a message W Suppose the alpha

bets were mixed alphabets produced by sliding a. rilixed sequence 
against the normal, and suppose you had the mixed sequence, how ' 
would you solve such a. cipher W Suppose you did not have the mixed 
sequence¥ 

145 
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PRoBLEM 4. 
I. Solve the following: 

WGFEN UQEKR ZKVIT UUXEK UWAEB XEVEP NUADU 
ANEKA ZRWUK UMAWE ERZKG UKGNY GEEPN UADUU 
KUCJM KRGEA UXEAG XAEWA UNNEV MRDMK QUFYU 
KZGNG MAGNI YEORA UCMZK RUAVE AXAUN UKGIY 
MDUMO OEPNU ADUAN WZD~ YUZAM GGUKG ZEKGE 
OEQMG ZKWYE NGZOU PMGG AZUNM KRZKV MKGAJ 
XENZG ZEKNP UVEAU MGGMQ TNGMA GNITU UXPMG 
GMOZE KQECC MKRUA NVBOO JZKVE ACURM KRCMT 
UMAAM KWUCU KGNVE ANUKR ZKWZK VEACM GZEKX 
AZNEK UANMK RREQB CUKGN GEAUW ZCUKG MOQEC 
CMKRX ENGIM QTKEF OURWU CUKGA UHBUN GURIF 
ZONEK QEO 

II. What type of cipher alphabet is used in this cryptogram¥ 
What is the key word upon which it is based W What characteristics 

i I should such a key word possess¥ 
~,· '·': III. Explain the principle upon which the classification and sepa-

ration of the high-frequency consonants and vowels is made possible 

I
. ' from a study of the frequency table. 
· I IV. Why does the frequency table exhibit crests and troughs in 

! this cipher j Are the spatial relations of the crests and troughs in 

\

i this frequency table different from those for a message enciphered 
by a direct or reversed normal alphabet 1 What determines their 
spatial relations in this frequency table¥ 

1

1

. V. How can the mixed alphabet you have just reconstructed be 
. used to solve subsequent messages written by means of it when it is 

used as a. sliding alpha.bet 1 

PROBLEM 5. 

I. The following reply to the message given in Problem 4 was also 
intercepted. Decipher it. 

YGISY GNZKN TQVYX NGPHS ZOSRG LFNLA WSFIK QAVFJ KNQOQ 
JPG 

PROBLEM 6. 

I. The following message also uses the same basic mixed sequence 
as do Problems 4 and 5, but according to a slightly different system. 
Solve it and determine the key word applying to the message. 

ZHXWL SCDFI AZRXE FYHAJ RCABN QQMEH DFPNS IHDMK RTKVQ 
HAMQY QEVEI MMBZP WVRNF IBYWL ZLHXW SCDFI BLC 

I! 

* I 
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PROBLEM 7 • 

. I. Solve the following: 

IWEKA DWRUB KLTXW ZNMGL WJMNF BNTTP XAADX 
SJNDT PRKNV IWAGA WOAJU KXFPF QMCBU AVXBM 
YHEGL OAGPS TOEAX VTJHT QTNDM OEBHG OOAAC 
JTABI AQHQV QSPXL UXBKR zyQFP AWWXQ LJHNW 
QOAGI SNTCJ TABVH NYTOV JCATJ GOZXN IWLCH 
MAKLQ DSMOB UAVXB MYHEG IVZBX DSUYA HWUAG 
IKQEC JTABF BZHKO NNNBA WWXPD RCHTX GZBUS 
MQRWG QKAVW ENVVJ QABWK BBQMV JAADC KKUDC 
JZTPV WOTFM RIXBB ATDYB ARTTY AMFBT ZGDQU 
FXLJB GKTGR ZVUBJ VUKNY XLHLS GKXHA AYUOU 
uw 

II. Explain the basic principle of "factoring." Do the intervals 
between the repetitions in a single mixed alphabet cipher show 
factors W 

III. How can you distinguish between a single alphabet cipher 
.and a multiple alphabet cipher¥ 

IV. Why is a cipher of the type you have just solved easy to 
analyze¥ 

V. Is the compilation of frequency tables absolutely necessary for 
the solution of this type of cipher W Can you apply the method of 
completing the alphabet sequence~ 

PROBLEM 8. 

I. The enemy is known to be using the system you have just seen 
exemplified in Problem 7, I. Information reaches you to the effect 
that a hostile force has taken Hunterstown and has established its 
headquarters in an office building there. The following message was 
the first one sent from the new command post to that of its 
superior unit. Solve it by guessing a word in the cryptogram as 
suggested by these circumstances. 

PUYAX BLIWL UYAPN YPVLL RGHCZ HPGGS LBKQL EWPON 
POQAQ YHZRS APZHB LEHHU VMWUL IUZEH PQBUD 

II. You have noted that th~ use of a repeating key renders the 
analysis of a cryptogram a fairly simple process. The following 
cryptogram is an example of encipherment by the use of a continuous 
or nonrepeating key, the text of a book forming the successive key 
letters for encipherment. The particular book used is unknown to ' 
you but you feel sure it is in English. The message is suspected to 
contain the word CAVALRY. Solve it. 

MTMAA RDLIH AALQG TZMUA NIOVB FCCMO OEW 
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PROBLEM 9. 

I. Solve the following: 

NGBZG IPUCG MYANX YRTHR PSYTA KLPOH GZVJJ SZAGN IXDQT 
VIQAN SHJES GJMZX QPRLZ RHTVR HEWZA XCBLM AMERO YDMLQ 
XNGBI EARLE EZQXP HHKSE WZQEH RQQZU WBHJU JUABD NRVSQ 
FARQW DPKRK TPDQZ ARQXF KXMAU ~JBTM GWZQE HCJAZ SQIGT 
VVUUF JTVRO KJGQI JUTBU AYGUQ GETVR FMTVY XUJZH JETRB 
KDRGP GLKXA KLPOC RURIP IMLVY YDJYR THQVH HTSTQ JJTAX 
IQJSQ BFKAK LHBVN ULDQZ MIVQO BLSEY RLXLA JELAB AGYQP 
JXTSQ QCEMT AKLPO UYDEE FQHXJ TVRLE ZMJCG XMRZE ENNKL 
VTVRB KHFPI PIPTA TQVOS UARQJ SJBIE ARLEE VAYBL KPARQ 
XFKXM AUYJB TMGWQ MYRTH RPSYT AKLPF XBFOE GGKZM IYDJT 
ERISQ LBAGO IMFEL IIMQB BTMIY DJATO EURBD HJSIP IYTSG 
URNBB USIXO HFVEP ZUKTC RARNE YDVAG NBAGO LYJSU ZUEQN 
KXJIX WOHFV AUXNG BZAAR XZLII IJOBA GOLYJ QTTEW QMUYM 
TWNBR LVNXU SRIRG WZQKK RQYGH UERQF ROZTI EMQIK· GTAOW 
USDDK ANNKX XNQXD QZRGU QNGBU KYRZZ LVOLP BKXAK LPYHH 
JEFSF MRWHQ PNSUA RQNDD BVOXR OUGGN XPOHF VAUWU PWLIX 
WDBLX I 

PROBLEM 10. 

I. Solve the following: 

52183 80928 91708 73452 83150 71833 94591 78663 21510 
21296 22526 71509 38871 39510 35756 12650 48993 02859 
08267 24985 41360 36795 11193 52291 40133 51764 21351 
61277 95520 99900 76960 19522 72244 01201 26515 22396 
66133 21564 30426 37167 95875 12625 26713 07107 69243 
96742 26501 35467 00911 81747 23760 56114 63472 11581 
52669 15105 10238 72171 72189 50221 63283 01626 71523 
97635 19962 29140 30729 50062 09396 78917 47236 30891 
71182 15087 38016 61307 12279 61532 96435 14993 05211 
42296 71056 267 

II. How would you solve a cipher of this type in which the num
bers did not follow in sequence with the letters of the alphabet, but 
were all mixed~ 

PROBLEM 11. 

I. Solve the following: 
First second machine gun brigade slope attack hill to battalion 

advancing position five against hill five on with western two five 
four supports nine. 

" 
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II. Solve the following: 
EGDSH VETAO NSOTS RRIVS DUHEN QITAA ESRWE 
EISCA RORTE OAISS IDNES NDFTF AERIS EHUWR 
TRDLO OENIR ILTSA IEPDY QAOTR EDSOS FOVTR 
!RETE DGLAA XAEDI XLNOE NEMOC RNESE SHCCO 
HNFNN TTLEE OEDSI TTBPI EEUSH TRRTE ONAVT 
KRARI IECRI JELRE OEONI NHGEF ENCPT AAAEI 
WRNOL IELOE RNMRE IFSDH CNIOE CMRIS DGHWL 
AAFVN FRAIE DZLWR NSCYC HNHTS OI 
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III. How do you distinguish a transposition from a substitution 
cipher1 

PROBLEM 12. 
I. The following messages, all of exactly the same length, were 

intercepted the same day, and a.re presumably in the same key. 
Solve them. 
1. IAALN EOFSG TOGVE RANOL NDUOD EIHIS ATFTD NRLVO 

RODSW EEROR Q 
2. TDNMR GREON ARIEU ETNYI TCOFE AIEUT TAROT EDNSO 

EIPEC MFEAR N 
3. ANELN EXEHG I LACE MEENL FXTEE EISIG AORWL LDLVV 

ORDEL OCHOT H 
4. EENET SLNNF TCOID OSEAI LFIGD WIAAR NOIHN LLNRF 

VWLRE MRAIE A 
.. RAMET MIONO DIUMA LLINX OATGT NNAIB TNHIT NIASD 

RMSEC UIOVS A 
PRoBLEM 13. 

I. Using the cylindrical cipher device and constructing your own 
key from a key word or a key phrase of your own choosing, encipher a 

tessage of about fifteen words, keeping a record of all your work on a 
single sheet of paper. Write your name upon it. 

II. Write only the key word or key phrase and the cipher message 
on another sheet of paper, and nothing else. 

III. Turn in both sheets. 

PROBLEM 14. 
I. Using a United States Army field message blank prepare the 

following for delivery to the message center: 
1sT Cav., 

HUNTERSTOWN0 

No. 6. f June 22, 7:50a.m. 
MoGRIDGE CG 2d Div. 

Have driven enemy cavalry southeast of HA VERRILL Point. Encountered 
enemy column all a.nns marching southwest along HUNTERSTOWN-594-
MCKNIGHTSTOWN road. Leading element passed 594 at 7:45 AM. YORK 
'TURNPIKE clear. Continue reconnaissance. 

MoRRISON, Ool. 

II. Using a United States Army radio message (transmission) 
blank, prepare the preceding message for delivery to the radio 
station, using DFC 4. 
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PRoBLEM 15. 
Decode the following: 

No.6 8:30AM. DFC4 HOBV NAFP YZBY 
HIJA HYJM WAXJ UTIR NEOS KURE 
IWBU SYZL PXCJ CYDO ZIZR RASJ 
AFAF YCUD TYER APQA KINI AXYZ 
TEWA VOND JISD OKLO HYOH JYXT 
WIUD MOUQ LYE- -FO MACN 
TULD WUHN YLIH ZEBA UJAD MAOS 
UGHU DOYJ EBUF FIQE DIRP MUKB 
QAOW ZIKL GUBB ENTO CYDO OCIB 
VUJQ 

PROBLEM 16. 
I. You are the enemy code breakers working upon DFC 12. 

Your intercept stations have intercepted a considerable number of 
messages, and you have already made an exhaustive study of them 
so that you have succeeded in breaking up the text into the various. 
classes of groups, such as numbers, spelling groups, etc. You have 
brought together, as listed below, all the messages which seem to 
have chains of spelling groups such as would be found in building· 
up the names of places. You are to solve these groups. 

The combat zone is the region included in the GETTYSBURG
ANTIETAM map, and you have before you the following list of 
names likely to be spelled out in these messages: 
Andover Hollow. Hilltown. 
Antietam. Hunterstown. 
Arendtsville. Logan. 
Belmont Sh. McElheny. 
Benders Church. McKnightstown. 
Biglersville. Mount Holly Springs. 
Boyd Sh. Mumm.asburg. 
Caledonia Park. Newchester. 
Carlisle Junction. Nicholson. 
Cashto~. Oldeston Cliff. 
Center Mills. Ortanna. . 
Dillsburg. Pinegrove. 
Fidler. Seven Stars. 
Gettysburg. 
Goldenville. Spillman Farm. 

-Goodintent Sh. Stroudt Farm. 
Granite Hill. Swift Run. 
Hampton. Table Rock. 
Hanover. Woodside Sh. 
Harrisburg. Varney. 
Heidlersburg. V eril\;le Barns. 
Henderson Meeting House. York Springs. 
Herman. York Turnpike. 

I 
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II. The spelling-group portions of the messages are as follows: 
1 •••.. HILI BOJK UPQU VIBO DICZ ZEDE AHOL HILI 

SARG OLAH . . . . 
2. 
3 .. 
4. 
5. 
6. 
7. 
8. 
9. 

10 .. 
11 . 
12. 
13. 
14. 
15. 
16. 
17 .. 
18 .. 
19. 

20. 
21. . 
22. 
23. 
24. 
25. 
26. 
27. 
28. 
29. 
30. 
31. 
32. 
33. 
34. 
35. 

36. 
37. 
38. 
39. 
40. 
41. 

. UVXY IDAB ADGE COSS AJAJ HIWQ . . . 
JYJI SEMS BEHO HILI IDAB . . . 

. XITW QUZM OLAH JYJI OWOW DOGI . . 
SOBK NYSC IVAS EROT DOKY AHOL ADGE . . 
HILI UPQU ABDE . . 
ADGE CUCE DYIC UDIB DOKY RACY . . . 
VOYB RUNZ UQPI SlOW VOCY SOBK . . . . 
SlOW VANQ UVXY YZBY MITY COSS AJAJ HIWQ 
SOBK NYSC IVAS KUUM IXCU XITW VANQ POPA 
JIBS YGYG YVIR UJAD BUDO YZBY . . 
FYLL LOAK UJJO . . . 
UDIB BIFI FYFI RUNZ IVAS . . 
COSS UQPI RUBM AVZI MUON . . . 
CIGI uvxr YZBY DOKY . . 
ADGE BIID CEAD NYNI TISJ ADGE . . 

. FYLL VOCY CAIH . 
ZIRS OWOW UVXY WYJQ MUON . . . 
RUBM EXBI AVZI HILI OWOW YMJE SOBK EROT 

DOKY AHOL ADGE . 
COSS BOJK UPQU ADGE OHEF AJAJ OHEF 
FYLL DOKY BORS ADGE COSS AJAJ HIWQ . 
NYNI FYFI EXBI UVXY UDIB OJUK AHIK 
KYFZ HIWQ SEMS 
UJAD TISJ IRUT SOBK . 
DYEB ARUW ADGE COSS AJAJ HIWQ . . 
KOMI HIWQ YZBY MITY UJAD IDAB OLAH 
HILI RACY YSNA NYNI UHAC . . 
HILI IDAB FYZZ . 
NYSC XEMN VOCY KIEL . . 
RUNZ CEAD YSNA VOYB IDAB ADGE . . 
ISER MUON FYZZ . . 
HIWQ VIKP CEAD UJAD BUDO YZBY . 
ISER YZBY XEXJ ATBU YQIM ZUBI DOKY !VAS 

. VOYB RUNZ !VAS KOVG ADGE FYZZ . 

. ISER DOKY ATAT ADGE YZBY SAMR RACY RUNZ 
LIVC . . . 

ABGO OWOW UVXY QUZM UDIB PEVO MUON 
COSS OWOW SOBK UVXY MUON . . . a 

IRUT CUCE OHEF AJLE YSNA . . 
EROT VANQ YMJE ABDE OJUK AHIK . . . 
DOG! VOCY BIFI COSS YQIM IXCU ADGE 
YQIM YGYG CAIH HILI PAVI ~z CUCE . . 



REF ID:A646Bl 

152 ELEMENTS OF CRYPTANALYSIS. 

42. VIKP AJLE UJJO RUNZ UGCA DYIC OJUK . 
43. ATBU OHEF PAVI VIBO .... 
44. KOMI KUUM VOYB QUZM SARG . . . . 
45. APRE YQIM ATAT CIGI ISER LIVC ADGE . 
46. OLAH LOAK ARUW .... 
47. WYJQ AHIK ADGE . . . . 
48. RUNZ VANQ HIWQ JIBS YVIR . . . . 
49. DOKY BIID ZEDE DICZ AVZI . . . . 
50. APRE BEHO ZIRS DOKY BORS EBCE .. 

III. The following is the index of the groups occurring in these 
messages: 
ABDE-6139 
ABG0-36 
ADGE-21517 116116119,201 

21125130134135,40, 
45147 

AHIK-22~39 1 47 
AHOL-1~5,19 

AJAJ-2~9~20~21,25 
AJLE--38 I 42 
APRE-45,50 
ARUW-25146 
ATAT--35,45 
ATBU--33 I 43 
AVZI-14119149 
BEH0--3 150 
BIFI-13~40 
BIID-16149 
BOJK-1 120 
BORS-21~50 
BUD0-11132 
CAIH-17,41 
CEAD-16~30 1 32 
CIGI-15145 
coss-2~9~20~21~25~37~40 
CUCE-7~38 1 41 
DICZ--1 149 
DOGI-4~40 
DOKY-5 1 7,15,19~21 1 33,35, 

49150 
DYEB-25 
DYIC-7142 
EBCE-50 
EROT-5~19 1 39 

KYFZ--23 1 41 
LIVC-35145 
LOAK-12146 
MITY-9126 
MUON-14118131136137 
NYNI-16~22 1 27 
NYSC-5~10 1 29 
OHEF-20120,38,43 
OJUK-22, 39, 42 
OLAH-1,4,26,46 
OWOW-4118,19,36,37 
PAVI-4,43 
PEV0--36 
POPA-10 
QUZM-4' 36 I 44 
RACY-7,27,35 
RUBM-14,19 
RUNZ--8,13 130,34,35,42,48 
SAMR-35 
SARG-1,44 
SEMS--3,23 
SIOW-819 
SOBK--5,8,10,19,24,37 
TISJ--16,24 
UDIB--7,13,22,36 
UGCA-42 
UHAC--27 
UJAD--11,24,26,32 
UJJ0-12,42 
UPQU--1,6,20 
UQPI--8,14 • 
UVXY--2,9,15,18,22,36,37 
VANQ--9,10,39,48 
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EXBI-19,22 
FYFI-13,22 
FYLL-12,17,21 
FYZZ-28,31,34 
HILI-1,1,3,6,19,27,28,41 
HIWQ-2,9,21,23,25,26,32, 

48 
IDAB-2,3,26,28,30 
IRUT-24,38 
ISER-31,33,35,45 
IVAS-5,10,13,33,34 
IXCU-10,40 
JIBS-11,48 
JYJI-3,4 
KIEL-29 
KOMI-26,44 
KOVG-34 
KUUM-10,44 

VIB0-1,43 
VIKP-32,42 
VOCY-8,17,29,40 
VOYB-8,30,34,44 
WYJQ-18,47 
XEMN-29 
XEXJ-33 
XITW-4,10 
YGYG-11,41 
YMJE-19,39 
YSNA-27,30,38 
YQIM-33,40,41,45 
YVIR-11,48 
YZBY-·9,11,15,26,32,33,35 
ZEDE-1,49 
ZIRS-18,50 
ZUBI-33· 

PLAIN TEXT OF MESSAGES GIVEN IN PROBLEMS. 

PROBLEM 1. 
Co, 1sT CAv. 

Hostile infantry on ridge northeast of GULDENS. Hostile 
cavalry on hill 562 and in ravine north thereof. Am moving to 
road junction 550. 

BASCOMB. 
PROBLEM 2. 

CAPT. ARMSTRONG, G-4 
Direct ammunition train to close at once on artillery combat 

trains. Further orders for it at MUMMASBURG. 
JOHNSON, (}-1,.. 

PROBLEM 3. 

Casualties severe. Reinforcements needed. 

PROBLEM 4. 
G-2, 2D lNF. . 

Keep one group of observers on ridge near GOODINTENT SH. 
to observe enemy and to report progress of advance when it starts. 
Hold remainder for present. Have all observers give their attention 
to locating hostile batteries and infantry positions before attack starts. 
Keep battalion commands fully informed and make arrangements for 
sending information, prisoners, and documents to regimental com
mand post. Acknowledgment requested. 

WILsoN, Ool. 
48547-24--11 
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PROBLEM 5. 
Co, 2D INF. 

Acknowledge your number six. 
MARTIN, G-'!!. 

PROBLEM 6. 
G-1, FIRST ARMY. 

Ten Hotchkiss machine guns and two 37 mm. guns captured. 
G-1, 1sT Div. 

PROBLEM 7. 
G-4, 2D DIVISION. 

2d Echelon leaves here at 12:15 P. M. for HUNTERSTOWN. 
Animal-drawn vehicles of engineer train follow field trains. Motor 
section, sanitary trains should arrive in the neighborhood of HUNT
ERSTOWN at 1:00 P. M. Ammunition train, including horsed 
battalion, has been sent forward in rear of artillery combat trains 
and should reach vicinity of GOLDENVILLE by 1 :30 P. M. 

WHEELER, G-J,.. 
PROBLEM 8. 

I. Co, 2n CAv. 

Enemy in retreat toward NEWCHESTER. Am moving to 
WALLACE FARM. 

REED. 

II. Hostile cavalry has crossed ROCK CREEK. 

PROBLEM 9. 

The plan of signal communications is published as an annex to 
the field orders of the campaign. It prescribes the general principles 
that are to be followed during the campaign and the special details 
. that continue through the several operations. The plan gives the 
general directions for handling the commercial telephone lines 
in friendly and in hostile territory, the general regulations under 
which the radio will operate in the nets, and matters of the like 
general nature. The special details of communication prescribed 
in the plan for the campaign contain the wave lengths and call letters 
assigned to each net and unit, the code of pyrotechnic signals, panel 
signals, the code names of .units and individuals, the particular 
message codes, map coordinate codes and all other items in connec
tion with employment of the agencies used in signal communication. 

PROBLEM 10. 

To Regimental Oommanders: 
Hostile reinforced brigadl) occupying position from HUNT

ERSTOWN southwest to hill 597 inclusive. Division attack early 
this afternoon. Regiments to positions designated in order which 
follows. 

CLARKSON, A.dj. 

.. ' 
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PROBLEM 11. 
I. 1st Machine Gun Battalion advancing with 2d Brigade to posi

tion on western slope hill 552 supports attack against hill 549. 
II. A hostile reinforced brigade has occupied ridge from hill 603 

to hill 597 west of SQUARE CORNER and is intrenching the main 
spurs that project westward. Enemy artillery is located east (if 
orchard near eastern edge of woods on hill 732 and near 9rossroads 
591. 1st Division attacks. 

PROBLEM 12. . 
1. Haveorderedration wagonsof 1st Squadron to GOLDENVILLE. 
2. Enemy defeated. Direction of retreat not certain. Am pur-

suing. 
3. Second echelon will leave here at 8 A.M. for GOLDENVILLE . 
4. Animal-drawn vehicles of engineer train follow field trains. 
5. Ammunition train including horsed battalion moves at 6 A. M. 

CmEF OF STAFF. 
PROBLEM 15. 

Report aero reconnaissance to 7 :30 A. M. Enemy unsuccessfully 
tri(ed) observation west of line GETTYSBURG-MOUNT HOLLY 
SPRINGS. HAMP'rON and NEWCHESTER apparently occupied 
by enemy. Observation difficult. 

PROBLEM 16. 
1. Henderson Meetinghouse. 26. Biglersville. 
2. Dillsburg. 27. Hunterstown. 
3. Granite Hill. 28. Hilltown. 
4. Pine Grove. 29. Ortanna. 
5. York Springs. 30. Center Mills. 
6. Herman. 31. Cashtown. 
7. Swift Run. 32. Goldenville. 
8. McElheny. 33. Caledonia Park. 
9. Heidlersburg. 34. McKnightstown. 

10. York Turnpike. 35. Carlisle Junction. 
11. Arendtsville. 36. Goodintent Sh. 
12. Hampton. 37. Boyd Sh. 
13. Table Rock. 38. Newchester. 
14. Belmont Sh. 39. Spillman Farm. 
15. Fidler. 40. Venable Barns. 
16. Seven Stars. 41. Andover. 
17. Hanover. 42. Oldeston Cliff. 
18. Woodside Sh. 43. Nicholson. 
19. Mount Holly Springs. 44. Bituminous. 
20. Benders Church. 45. Qualifications. 
21. Harrisburg. 46. IiJmpty. 
22. Stroudt Farm. 47. Side arms. 
23. Logan. 48. Cigarets. 
24. Varney. 49. Revetment. 
25. Gettysburg. 50. Quite worried. 
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SIGNAL CORPS PAMPHLETS. 

(Corrected to Jan. I, 1924.) 

RADIO CoMMUNICATION PAMPHLETS. 

No. 
(Formerly designated Radio Pamphlets.) 

I. Elementary Principles of Radio Telegraphy and Telephony (edition of 4-28-21). 
(W. D. D. 1064.) 

2. Antenna Systems. 
3. Radio Receiving Set.'! (SCR-54 and SCR-54-A) and Vacuum Tube Detector 

Equipment (Type DT-:3-A). 
!5. Airplane Radio Telegraph Transmitting Set.'! (Types SCR-65 and 65-A). 
<6. ·J"oop Radio Telegraph Set (Type SCR-77-A). (W. D. D. 1115.) 
9. Amplifiera and Heterodynes. (W. D. D. 1092.) 

U. Radio Telegraph Transmitting Set.'! (SCR-74; SCR-74-A). 
13. Airplane Radio Telegraph Transmitting Set (Type SCR-73). 
14. Radio Telegraph Transmitting Set (Type SCR-09). 
17. Set.'!, U. W. Radio Telegraph (Types SCR-79-A and SCR-99). (W. D. D. 1084.) 
20. Airplane Radio Telephone Set~ (Types SCR-68; SCR-6S-A; SCR-114; SCR-116; 

SCR-59; SCR-59-A; SCR-75; SCR-115). 
22. Ground Radio Telephone Set.'! (Types SCR-67; SCR-67-A). (W. D. D. 1091.) 
23. U. W. A4'plane Radio Telegraph Set (Type SCR-80) . 
. 24. Tank Radio Telegraph Set (Type SCR-7S-A). 
25. Set, Radio Telegraph, Type SCR-105. (W. D. D. 1077.) 
26. Sets, U. W. Radio Telegraph, Types SCR-127 and SCR-130. (W. D. D. 1056.) 
27, Sets, Radio Telephone and Telegraph, Type SCR-109-A and SCR-159. (W. D. 

D. 1111.) 
28. Wavemeters and Decremeters. (W. D. D. 1094.) 
30. The Radio Mechanic and the Airplane. 
40. The Principles Underlying Radio Communication (edition of May, 1921). (W. 

D. D.I069.) 
41. Introduction to Line Radio Commu:~ication. (W. D. D. 1114.) 

WmE CoMMUNICATION PAMPHLETs. 

(Formerly designated Electrical Engineering Pamphlets.) 

I. The Buzzerphone (Type EE-l). 
2. Monocord Switchboards of Unit.'! Type EE-2 and Type EF..-2-A and Monocord 

Switchboard Operator's Set Type EE-64. (W. D. D. 1081.) 
3. Field telephones (Types EE-3; EE-4; EE-5). 
4. Laying Cable in the Forward Area (formerly designated Training Pamphlet No. 3). 
6. Trench Line Construction (formerly designated Training Pamphlet No. 6--a). 
7. Signal Corps Univerw Te3t Set, Type EE-65. (W. D. D. 1020.) (2d edition.) 

11. Element.'! of the Automatic Telephone System. (W. D. D. 1096.) 

TRAINING MANUALS. 

20. Basic Signal Communication. (Students Manual.) 
21. Basic Signal Communication. (Instructors Guide.) 
22. Telephone Switchboard Operator. (Student.'! Manual.) 
23. Telephone Switchboard Operator. (Instructors Guide.) 
24. Message Center Specialist. (Student.'! Manual.) 
25. Message Center Specialist. (Instructors Guide.) 

.. 

.. 
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TRAINING PAMPHLETS. 

1. Elementary Electricity (edition 1-1-21). (W. D. D. 1055.) 
2. Instructions for Using the Cipher Device, Type M-94. (W. D. D. 1097.) For 

official use only. 
3. Elements of Cryptanalysis. (W. D. D. 1117.) For official use only. 
4. Visual Signaling. 
7. Primary Batteri6!1 (edition of 6-9-22). (W. D. D. 1112.) 
8. Stor-J.ge Batteries. (Formerly d6!1ignated "Radio Pamphlet No.8.") 

FJELD PAMPHLETS. 

1. Directions for Using the 24-cm. Signal Lamp, Type EE-7. 
2. Directions for Using the 14-cm. Signal Lamp, Type EE-6. 

TRAINING REGULATIONS. 

(SI.gnal Corps subjects.) 

165--5. Wire Axis Installation and Maintenance within the Division. 

0 


