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1apar-'t;Mt epUCde ot ~ w.t' at.__ Pacific duriDs Wc:n-.14 'W&l" II, and I vUl 
* 

accompanied by a good ~ VIP•s, 
JTeaid.ent ot U. Unit.~ Stawa, 1:» mda liiJ'iCM~ .,. .. ..,.,.~~ 

J ..,... lfbeymet 

l9't-3.t the aequel to which_,. be a~ised by an atticial Jape.oeae .NaY)' 

the -...q while c11rect1D4J Operation. t:roa a t-orwazo4 :poaition." 

Aa u atte.o. the cue, tbe ccJIIIPUoique d.i4 not t4lU the 1f1aol.e truth. 

he .n Y1tb aa aeci4ent. I dOll •-t knov vbo f'irat uH4 tlae toUowi.DC terse 

maybe it was Jimmy Walker, then Mayor of New York City, 
at&teJMmt;'bUt it 1a 4eci4edl.1' appl.ica'ble 1A thia cuet •Acoidellta don't bappen, 

tlie7 are brouaht &bout". U.s. laT7 ca.mmiaation. 1Jrtel.liaeDc& experta were quite 

regularly reading practically all the Japanese Navy's messages because its crypto-
Wlewlx**•tq ,,. t'lr'lfx•••• txaw•• · 

systems were not secure In the case of Yamamoto•s inspection trip our Navy bad 

••• ,cd ..... z•!b••SIIk-)IJ~--·DI"k:Jlllalu.cziJ I "+ .. tqM1Mi'E,C* ottleK ~-· ___ , pabii'I4Wif 

hJ.s schedule down pat to the day, hour and very minute -.e~ 
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.o OA. It vaa rel&t1vel.)r -..7 to bri.D&' about tbe "aac1clent" t-.oto vu to 

.uttR 1 .- it •• obViou.a that hie 4•th was AO accident in tba cl1ct10D&ry aeiUie 

later Pft ri.. to a tc.nh&t a.au..iDc excbiuJce ot '1'0P SJCRm tel.etp:"81!8 between 

'1''*10 u4 Wu~, aD4 an.r the ur -.. all ovw certain ot tbell turned up 

111. \be :rorreatal. Diar1ea1 trOIIl vhicl:a X wUl now read (Pap 86)1 

"The t'oral. aurru4er t.ooll: place Clil the 4eck ot the U.s .s. M1 .. our1 

art Toqo 1&7 CD Bepteaber 2ad. 'ne aood ot avd4en relief fred lona and 

'bH&kJ.DS -.10Q u CWJIIW11f1e4 'b7 an MUaiDS exctaaup a fett 4qa later 

at UZ"pat '1.'07 a.:u'l' telesr- vktch Jo:rr••tal put into h1a 41ar;y. In 

t.be eath\w1ua ot victory aaaeODa let out. the etar7 ot hav a 1.~3 

N1a1ral. t-.-.ato, tbe Japa.ruaae lla'Val Cr=smer-1A-Ch1et an4 arcl11tect. 

to tlM -.rl Jl,art,or attack bad 'bed. brtercepted a.! ahot dow 1Jl tlamea 

u a ruult at t.be A.rican abUit7 to 1-..4 the Jap&Aeae codes. It was 

'the tirat )Nbl.ic rtrte.1&t1011 at tbe vark ot the cryptaMl)'tic 4.1via1011 

auA it brouabt an CCW.•bed cable trca the intel.li&*nee \11&1 t al.ready 

~at Yokot.. 111 the interrogatioo ot Ja.paueae laval otticera. 

-3-
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Yawmto ataey 1a 5 ;692. All tbe people orer vbon clea4 bodies the etory 

vbich ia a'b<:nlt all that can be expected. • 

w1,ly and how what bad happened to them had come about, and recently published books 
,.,.,.,..,.Aidwaxlal~'lllli'NksQ'i18$ro+Mip4abP~~-Ip)w1 

by Japanese 
~_,·t'WlJ' ••. ,, .. ~,a .••• ,....,.......,_..,,!KML~ 
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Ji&vy otticera e~ cut quite opml.)r with atatementa attribu.tiDa their defeat to 

poar: CCI«S~ on tbeir ~. &D! excellent mar1can COMIJfl' u4 C<J4Sll:. lar example, 

1lbere 1a Captain hchida'• book ent1tle4 M1.!WJ Tbe Ji:attle tb&t DOCIDI4 Japn1 

Chapter Yili, p. J.Sl; 

"It A4ldr&l Yazamoto IUld lat. ata.tt were ~ dilltur'bed 'b7 

per•utent be4 weather and 1q lack at mtar-.t1oo aCGCerJli»a the 4o1Dp 

ot the ~ 1 tbq YouJ.4 baTe 'been truq diam!Q'Jd lMs4 tbq lmoW1l ~ 

ac\ual. eJ1eJ1tY •1tua.t1on. Polt ... war Aarrice.n accounta .a it cl.Kr tb&t the 

United States FacU1c Fleet lmev ot t!le J&pa.aeae plaD to iuV'ade M14v'a¥ 

ne.u betare our torcu bl4 atarte4 t.raa lwae vatera. Aa a r•ult ot aCIIIMt 

ill 'breakiDS the pr1Ac1pal. co4e then in uae by the Japa,uae lla'V)'. Ill tbia 

YQ' tbe eDeJ1Q' 'tiU abl.e to l.eaziD ol our intent10118 almost u qW.ekl¥ as we 

1:&a4 4etermiu4 thea OUl"•el.TU •" 

(Bare u an aside vbat Weupr told u to 41abellet 1l1 4eceypta.) 

It ia har4.l7 Meel&&l'J' to tell 70\l that Y1th tbe aAvu.cea -.de 1n tbe 

.. , ... '._ 
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old ._ 
1.acl11tU..og COIIIDU!Iie&t1on 878teJu 1 the/ •o.-ca.Ued ,.' "pencil-&QIS -,paper c iphere", the 

and 
1EI4•opUe.t64 a.U cipher dertcea, ~ code• :aJIIIXIalh-.•- at former 4a.ya became 

caDEDUnieationa had to be apeecled up; &Ad obv1oual3' tbe road &logg which crypto-

:•c••a -~ developDent bad to travel vaa that vbich, by .. t '..,_. 

or electronic 
electro...meehani<!&l/ a.ppe.ratua, a peed in crypto-e011111Wlicat1ou would at .least begin 

vb1ch were nCN lal"~ 'b)' radio aDd were tbm'ef'Ol'e auacttptlble ot interceptiOD 

:t' a ••"' cryptaDalysia lad l:N!ten :mde much .IIOl"e e1':tect1TB by a4vancea iQ 

vUl proceed DOW' wi t.b •CID9 al.id.ee • 
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.bide traa tbe JalCh earlier Seyt.&l.e uted b7 the &I).Cient Greeks, tbe eerl1eat 

oipber derlce lmowu to b.iator;y ia the cipher 4ialt, f'ira t described by an Italian 

45. 

'l'be MXt slide ahova a aiaila'r sort of vbeel wbicb aPJ18ared 11an7 years 

la:ter 1A a book ·ey another Italt.n crn>tosr&Jilber 1 Porta 1 who rec(>1!'1!1!8Jll18 the 

t; ... .c k: 
Wle ot the ciplmlo 41u with byword&. I have the Porta"witb me. 

45".-t Tbe DeXt elide pictures the U .a. A.r1q Cipher Disk, which wa.a used in the 

per101l ].914-19181 e.Dd vllich tollowa exactl-7 the •ame prillCipJ.es that Alberti . 

recawen4e4. It Melle to ave t&keu a. long time -ror tbe Signal Corps to get 

causht up vi th Al'bert.i ! 

Bow I know it takes a l.<mg time to nurse a patent through the United States 

Patent. Clrfice, but Alberti'S deTice VU f'ina.J.l1 patented 1n J.92lt.. Here it iS. 

lext 1a a picture of the Wbeatatone Ceyptosraph, tbe f'iret real improve ... 

llllQ.t gg, Alberti '• device. I have tbe oDly copy ill tbe United St&tee, maybe 1n 

t.~ 1tarl4, &114 I•ve bl"ougbt it with me. Sir Charles WbeatatOlJe interested himeelt 
• 

1a ceyptogra~ a.ud. ilmtated hill 4evtce 1A the latter part ot the decade J.87f. 

It a uot Just a aimple cipher 4iak. It conetats ot the o:tdica.ry alphabet an 

tbe out•id.e and an alphabet on the ina1de1 tbe latter beillg a miXed sequenceJ 

b.lt tliere is OQII a4d1tio.ual important teature--tbt alphabet Oil the outside ccm.taiDs 

27 -plaeee ~ the or:ae on tbe in. ide 1 16. 'l!beH 1a a ditferutial gear 1n the device 

ao t.b&t u you cmc:ipber a mean,p aad t.uru tbe bi& or "m1Dutett Dand to the letters 

tct tile plaill text, the ..U or •J:aour" bald e4vucea oae etep tor each complete 

-1-
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rtn'OlutiOA or the "lliD.Ilte" !aDd, jut ... in a clock. At tbe clole ot tb18 period 

tho~• ot 70" vbo vou14 like to eum1 ne tbe 4eY1ce .:r 4o so. 

l'ov 1u 1917, in cutilll about tor a f'1el4 ciper 4ev1ce tor ue 011 tlle 

We1tern f'roa.t, our Britiab allies resuacit&tecl Wlleatatone'a pri.Dc1pl.e, embo41ecl 

1t ill a little clittereat. mechanical. :f'orm, &IMl DU!e thouauds ot them. Here 1a 

44 ODit ot thea iUl4 here ia u. American copy ot tAe Br1tieh JIIOdel. It baa a 27-um:t 

al:pbabtt OA the au.taicle IID1 a 26-w:ait ODe on the 1Aa14eJ but there is now ODe 

a441t10Q&l az:d ver.r i.Jiaportant feature. l'ou wUl D.Otice tbat 'both alphabet& can 

AOV 'be ..Se '9&'1'1a'ba JD:1Xed Hquencea, vbereaa before, ia the o:righ.a-1 Wbea.tstODB, 

~the 1lmer alpl-.bet coul4 be mrie4. In fact, a ;ood llla.IQ' were Just. about 

to be 1ene4 to tt.l4 \IIL1ta1 Aot ~ :Brit:l.so 'but also !'reach an4 American. All 

fcaocea wwe to ue it. But even 'betore tbe7 coul4 'be :put into use it vas shown 

'tbat the eecur1ty ot 1ihe device wu 1.oa4equate ao4 they were vitblrawn.. I bad 

•c.thiD&' to 4o with c.te.metrattn,g the iUecur1ty ot tAe device and vhen I 

rMCMd ~ican QHQ ill l'ranc:e about three month& later I f~ I vasn •t a bit 

»>PJ.].ar with cer't&ill llritiilh, Jlrencb aD4 Juaerican crY,Ptologists. Reliance 

coat1Auecl to be pl.aced iJ1 codes. 

4'-f 4 :lext aomea the cipber cyli.Dder A Jlre=h .Ar1q reserve of'ticer, Ccwalkknt 

:llue!'iea 1 tried to iatere•t tbe l'ruch Arrlt:1 in a 4ev1ce which he cal 1 ed the 

'*Cr)'p'tosraphe C7111ldriqwe" 1 ar C71:1.Ddr1cal cipher. :Sa device coms1ated. ot 

& IM1"1ell ot 41•b vith a ce.utJ.·al hole ao that tbe7 can be IICWlted upon tbe 

•bt.tt; .ch 41ak 'bear• u a.l.pba'bet (ot 25 letters 1A this caae) in diall.1'l'&D88d 
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You put ytNr •••ace iD.to cipber 21 letters at a "tiiM (bec&\We there are 21 

the other 24-rowa at cipher tert. (:Duerin uaed a QS ... JMtter al.phe.bet.) 

TbU principle Hemed to be & way coo4 ~and. IIUaaps in it ap:pee.red to 

be quite sate, but Be.zeries never got anywhere in his attempts to get the Army 
-....c:c:JiaAdlltn ..,_, w• '91\MKbliiMIA1I:h.'tbe •..; , .... ,..... Me••'*'•• t ., km 

to adopt any of his ciphers. 
--iaUa-~;srJn J Mli 8 N id'I8*JirrtiWMW '''•-Me:dh+•p•'h.,._.._,... 

\(:.o 1 In l.9J.5, u. AMricu .ArJq otticer, Captain Pal'ker Hit.t, abau.t whom I have 

\ ~q ..; I 

/ 

you.... Tb1a vaa Hitt'a Yer'¥1 very cru4e f'irat ahot at it, &04, as a gift 

the interesting items in 
frCIIl him, it u aJIJI:Al(l/rq collection. Bare 1• a better l:DOdel.; one be 

...,_. 1Jl 1915, wi tb tbe paper a tripe mounted on vood--'W'ooden aliders. That 

4ev1ce wu brouaht 'to the atte11tion ot the tben SigDal. Corpa MaJor Ma.uborgne 

{)t; ; 3 ~ tM f''na,] fORU at b UTi~ 1 u l.lltOpted in 192'2 b7 the u S ~ ...,_ It ·became 

~ -r-



REF ID:A63418 

5• le.H:r1ea6 'by a ceatu.-ey. Here 1a the :tirat pep ot hia cleacription of h1a clev1ce1 

5 •• 1 

which he cal.le4 "-&e Wheel. C7Pber." Hero 18 tAo aecoad page. too aee ~ calcul.at10Df 

C'l"rptologiJita aOCID cue to tbe conclusion tbat •ecur1ty voulcl be :mch inCreased 

cipher clertces uae4 b)r tbe Armed J'arcea 1 anA later b;y the State Depa.rt.ment &Ad 

51.U the 'l'reaeury Depsrtamt. Here 11 a picture f:ll tbe :f'iD&l Anrf &trip cipher device. 

-11-
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~ .~ ~ I 

J1orre l.8 ... OUTA!l"\lllpbabet ala! blore an :7pbabe't '\ 'fbe 1mf" al.pbabet ' 
' \ '\ \ I I 
1 mounted on a di~ wb h is ;Otated q accor41~L1 the tootbed /' 

\ \ I 
~ I 

whe 1 wbich ia in r The alpha~ cu be rearran&e11f \you wish, yY 
\ I ' ,F 

iec~• 'l>rl wllich ey ~ priDteol ~o tile ~to1om a 

\ I \ 
1 wn mixed ~ f>et ;you start y the f'irat 

\ J \ 
a ~poaite it,. &D4 wi\1te it 

\ I \ 

\ ' \ 
down. eable 41'ak will ~P a ~ill 

\ ~ ~ \ 
\ ' I 

or ·-· .,... o ·-· ·~ liD tbo.t, ~}~ e~U:Z7Pfi t~ 
letter 1 write' awn tte eqp1Tal.e.i, and &iYe the bu~t.~~~ua~_low \ 

-here 1• a 41aeertation on the n'Uilber at perwtat10D8 &1:14 (..ombiuatioaa the 

J[rJha •chi.Jle atf'orda, witten by a German mathematic1&l:l. All I have to •&7 

about it 1a tba.t 1D thia case, u 1D ~ otbere1 mere~ the number of 

perautat1ou &114 cCIIlbiD&tiODIJ vhich a siven machiDe attorda, l.1D tbe bircle 

nothing or 
that aina in the Sprizsg, often have/l.ittl.e to do with the caae. Much depeDd.a 

•1mpl.e IIOiloalpba.betic aubstitution cipher. The number at alphabets that can 

be pr"oduced ia taetorial 26--tbat. '• a larp, larp number--413 quadr1U10D.8, 

291,11-51 trUl.iona, l26,61J billions, 635 1 584 mill1o:aa and a few more but JOU 

Dow &8 well aa I that you clon't sol.ve the monoalpba'het1c substitution cipber 

b7 u. exha\18t1on •thod. There are ver7 much eimpl.er W8iJB at doiDg it. TaJre 

uotller examples Suppoae you have & ach1:ae tb&'t prav14ea Jnu:ldredl ot m1111ou 

-ll-
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ot m1xe4 alpb&beta tor u.e 1n eneipherment, that is, tbe alphabets are 

aeeur1t;y 'beoauae iA beaV7 trattic JD11DY meseagea would be enciphered b7 the 

aame sequence at alphabets, producing a eon41tion wh1c:b the cryptologiat ealla 

•depth". Whea. thil ia tbe cue be proceeda to so1ve tbe eftt ~ messages 

vertiealJ.l, column by column, and wben be* a tin1•hect be can read the mea sages 

mown alphabetS aft ueed the trick can 'be 4ooe with Juat tvo meaeagea. 

To returll llOII to our general aurve7 at crypto--.chinea it became clear 

tbe.t there we.1 a l.ll"H•iq need 1Jl the JIL1~1tary u4 naval services tor two 

tlP"• ot aut~g, JDachinea, that 1a, •chines wbicb vouJ.d get out ot tbe 

Firat we .aeeded a small mcbine tor low 

echel.OA or fielA ~e , ~1:1 Re!ltm!~ seccmd, ve needed a larger and perhaps 

high-security, 
electrieal.l.7....,.,.&telt lllt1.C"""hitle tCfl' ~ h1gh-cCIZJ!1!&fld use. Let us take 

up tbe tiret. ot 'tbeae two types &XId aee what happened. 

J 7 1 I •how * aext a 4evelopae.ut moclel at a •chine ,:SOZIIS tu aetecl by the 

ns.rector ~ ~ ta.boratoriee at that time vu a p-ea.'t believer in autonODIJ 

&D1 he vaan •J JCiD& to have Wuhington tell him anything about hav things vere 
1''" .. 

'to be 4ont!!. Vbln 1 t eama to 4evel.oping a cipher maehine, be deci4ed tbat be 

&DCl his atatt C!1dl4 pro4uce a really good .chiDe vi tbout the help ot the 

crtptaue.l18!.. So bll proceeded OA thia basie to u• up the t~ bit ot money 

not permitted 
We iA Wash1Dgton were rt bl::l even to know what 

-12-
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to ua. When w f':SM.ll;r vent to picll. up the -.chine, I t.a1.ked. to Colonel So al¥1 

eo, v= tol4 • with •~ proi4e that h1l acbine wu &ll ~cal. aAd that there 

cr to-principle was very faulty and the la~atories development 

came to a sudden and ignominious end. The whole development re 

which wasted what little money we bad for such business. 

Jov ...e coma to a 4evelO}IIII!nt vbich 1a ot con.s1derable interest to u.s. 

] ~ t; I Here • • a pietlrre ot a gentlelu. Mme4 kuoia C. W. BapllA, a SwecUah eDSiDeer 1 

that aU the aerrlcea used in World War ti in p-eat quantities. ML-. ltage.lin 

Urlee in l~f.Jt.l tor reaaona that will pl"ese~Jbecome ele&r. 
<: 

ot Jill ..... "not 1.11veAW here" J but tl1e dec ie101l to h&Te them. ..Se fox: a.o4 usecl 

-1.2'2\,-
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by tbe United 8te.tea Anq wae a uc1s1oo on & le..-.1. bigMr than rq own, &1'.14 

~~~~: it turDe4 out, :&cte•f'lllb that rq a\l}Jielriora were rieht., ror 

ow: troops a.t J.eaat ~ sa.thing tar low-eebelon ~OIIIm.Uliea"tioaa 1 'W'bereu 

1.t I'd bad w.:r Ya.7 theytd. avo lad no'thin& but pe~U-&DS-paper c1pbers, Ot" tlMt 

K-~ davlce 1 or the strip cipher device--all too slow • 

.Rw 3l.ltlt a bit about. Ur. Jkgelj u. Ke d14 vl:aa.t l best describe as a. 

hyateron-pl"ot.eral.l. -.cb&t '• a. tour-bit vo.rd £rom the Greek lbll!tUli!lg w do a tiW:1c 

J® ba"Ve a nervoue "Qrukdowu. Be 414 it tbe ather lrq. De bad a AerVOUS 

breaJr4ovn ai¥1 whUe he VU reeoveraa be .inYeAted this :ae.chine--e.ncl. be lD8de 

r4 bpteron ... pt'r:ftctrOQ it you *re goina t.o do OM,. 

f}''A llai"e•a a pictw.; at .Haplin'e ve:cy tint ~W~Clli.Qe. X've broUSht one c:tl hia 

a conHquenc• w bullt in .Ama::tca, for lolorld War II, tl:Ua aix•libee.l Hagelin 

-.chine, which iillD¥ ot you llO doubt lmow u Converter K-2119. li?M:..U t ' eeY"' tnx 

>W*Mfd'pd.-dF--......-t;p&kt:~,.._.,.ui•~««daD'!iipai; 

.it1at.texMw•lll~tun~\9DK We built tile M-289 aac:or4JJl8 to 

Amerieu inch.....-aau:rements &04 .lpeciticat1caa, aG4 Yi'\h ~ican toole, rather 

-13-
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/ 

/ Mla.z:w' Ot 700 lillY lmaw that the ll-21f9 had a aer1oua, a var1 1er1ous security 
I 

weakoeas 1 about which I•ll. say a tw words later. 'l'b1a 1a a picture ot ODe 

~() ~ ot thlt Ba.&elin -.cbU.a u 110d1:tied b;y aome ot our QI 's 1n Italy. The K-219 

bas no priutiDS macbaniam and you maw how resourceful GI '• can be. A couple 

ot tbem scrounged }arts bere aQd there &134 improved tbe:f.r machine to make it 

Inaide tbe cover ia a cartooa ot a couple ot GI's gettill& reed)" to test a 

bome-md.e atlll tor the production ot you.-lmow-vbat. The caption at tbe botta11 

at the cartoon l&yal "Yea, but will the damned tllin3 vorkt" 

Xaw, JCr. Jlage.Lin proceeded to improve his ma.ehiAe u4 thia ia a aide Yiew 

~Gr,:., \ ot cme ot bill lateet IIICdeJ.e ..... the CX-52. It pt'i.Ata not only' the plain text but 

&leo the cipher text, a13d it incorporated a much impl'OTed ciphering mechanism, 

because tbe vbeelil, i.Aatee.d at being permnentl.y f'ixed upon the abaft, are 

4emountabl.e Ul4 can be rearranged in 728 cUtferent wqa. The stepping motion 

tor these wheela ia ccmplicated 

-14-
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':hat ia tbe fatal wea.knesa or aebines ot the type at tlM J( ... 2f9 EU¥J, a tho bi& 

prob~ in conneeti® v1th the uae ot vba.t ve o&ll key-pnerator ~ 

A cJ.pher machine which has been built and proposed 
~ typ .. ot devices. :Jaw wt;' ..._,brtAer-WJ~a Ill i'li liucMea•lw 

for use by the Marine ..,i.(_ ~~...,. (fr<..v ,~. ;p<. C'7:A '.t 1 1f ..._ t· 1."'.1 !.J :_, , 

Corpa is a 4ouble )1 .. 219 a.chioe, and 11~t 1a an improve~~~~nt aeeurity-w1ae over 

tbe aiD&le M-219, but It11 eorry to eq that it too bu the 

I think we will have 

something better very soon, and I •ve brought a. model to show you. It doesn •t have 
JOI-~IIIltiN;~PIIUIIabiiiJ~~~~N>etarJCMW•••a-t •+!•• 

the weakness of the M-2~9, and has a much higher degree of secur1 ty. Moreover 1 
-.:apwl.,.q~...u a 4llf •~llli::tJJ wJ'+"f''r'kV:d:l:a:)iaiclaN~ 

it requires no source of electrical power--not even a dry cell--and it produces 
W!JS'1Pt~cn.-. 
a printed record. 

Jov for a quick review ot tbe dewlopBAt ot vbat we call electrical-

rotar •chiz:.ea. Tbe f1ret one I ehow--aleo a product ot tbe Begelin C011q18.0Y 

1n Stookholm--vas raot a real rotor device of tbe type we ue• today but I 

4o.n 't want to go into 4etaila. I .rel.7 vant to I how the device, which 1• 

59 nov connected to a Remillgtan electric typewriter 1 ao tbat inatead of vr1till6 

clow. letter• one b)t one you can ar.ke much JIOl'e a peed b)'" havt.oa a printe4 record. 

Up to that t!Jie 4evtce• of thie aort vere OAJ.7 of the lamp-ind1cator-ty:pe ot 

you'd •ah1Ae- Y~preea a key am a light vould light; ~ have to write down 

tbe letter flatbed on tbe 11gb.t blulk aD1 tben tbe cipher vbeelA voul4 atep. 

~ECRE:l] 
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f.15" aa iatesr&J. part o.t the :machirle 1taelt. Here is the ~. tt;.e pr1nt1Da 

.ealuuliaa 111 in llere, aD4 nov the whole aasemb.l1' 1s very J1111Cb a .. &ller and more 

'5'1 Kov I •how a Gtlr-.a. ma.eh1ne uova aa tbe J!o1p1 a commercial model, 
l 

illveuted u4 ]Rlt on tbe -.rket 1n about 1923-24. It com,pr1eed a ke7board1 a 

licht bulk, a aet ot electric wheels called rotors 1 aDd a e.U dry cell for 

J)On1". ID th1a cue the enc1pher1D&-4ecipberiJ18 circuitry ia more compl.icated; 

1-t co- :f'rca a key ar the key'bcard, then through a contact on a tixed entry 

plate or stator 1Ato these ateppiDg rotors ,&Di 'bJ' means or a retlector ar 

plate 
revaraiJJS • 2 c 1 back throup the cipher rotors to ODe ot a ba.Dlt ot lishta, so tbat 

the current goes through the rotors twice, which complicates things a good deal. 

==~·=:::.~~7ot:·r:;to:wa:~ 
the ateppiD& of the rotors 1a euch tbat the BBChiD.e has a rather short cycle aa 

auch th1ngs so, leas tban 263; it li"U a ~ittle lesa than 233 because o:f' certain 

factors into which it illn't uece&&&1:7 to go. 

rotor machines 
I '• 101118 to take the variO\IIJ deveJ.opmenta ot through World 

War U. At the .meAt, and 1n period at time to anticipate German clevelopmenta 

1a thia field, I want to go directl.l' to the AEr1CaD developmnta in rotor 

"" { \ .alWlea. Fir•t 1 I ahow a picture of the late Mr. Bciward B. Be bern, a 

C&litornian, who •••• ill4epeDdentl)r to bave thought al rotor llll\Chines • I 

uMd Mr. Heberu one dq how l:le .bappened to aet started on such things a.u4 he 

.. aa14, "Well, ;you see I. waa 1D .,ail". I ea.id: "Ill Jail, what tort" Be ea:l.41 

-16-
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t'Barae tbieveX7." I aake4 hira: "Were IOU auilt~f*', whereupon he aaidl "'l'be 

lc-y'"t-., the id-. of a cipher JmChi.Qe. Here 1e his very t1rat mcdel.. I"t 1a poseible 

that be built it u an item ot occupatiOA&l t.huaPJ while 14 Jail 'but I think 

it alre likal7 tbat be \NUt it after be sot out ot J.U. It wake~, 

a lett-hand stator, that ta, a riDa of e6 statiOAery cOD.tacta arranged 1u a 

c h-cul.ar taahion to ou ot Vhich tAo currat aoes vben a kqbo&nl. luq J.a 

clepresaed; a rotor ot 2(i .. po1Ats, and an exit stator ar 26 conta~ta ou thia 

aide. I't 1a illlpQ1"'tar1t to note that there 'WU no reflector rotOl"; the tne bere 

lamp li&bte • 'l'llere was Jut oae rotor i:a b1a firat .:del, vhicll he 'buUt ill 

't1JI8Vriter connecrtecl the:ret.o. QMt irl'tereat.iD& thfJaS a'bout. llr. Bebern's rotor• 

ID1 pa rotor•, tar tbeae are 4etacba'ble vires, ahowiaa tbat at an ee.r:Qt date 

in any kind of a high-security rotor machine. 
1Jiparta.nt feature ...,..Q"':k*"'~·"--..--•h •' TAte abova hi• DeXt step. 

l-1~ \ ltov we bave three rotora iA cucade. 'rhS.a, too, vu a TerJ' im,portaAt step--

tbe cuca41DS ef'.tect vu a areat ad'lfU.Ce 111 COIU1eCt1011 vtth rotar11. Here I 

'l~ •hfN' h1a aut de'ftlopaent--a 5-rotor JBChine.. Bee are tbe rotor.s removed 

1 ':, trca the achiDe to abow lOU what tbq look like. 'l'heJ were a till vvia'ble 

-~7-
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the A:rrq 1a th~a dqa, becauae they absolutely' b&4 ~o b&ve secure --.ns tor 

tor intra•tleet eoaaunicatiou. 'l'be !JaTy thouaht thia Bebern JDOdel & aui table 

:acldne &D4 tbe)" aot an appropr1at10D tor tbe purpose, a large aum ot mcaey 

tor ~· Aaya, .75,11•. Thq proceede4 then to negotiate vitb Mr. Bebern. 

I vaa uked by tbe heaident ot tbe laval Board that had been appointed to study 
I 

tbe Babern •chi.ae to give hia "11fT personal. opinion of ita aecurity. I had no 

iii.Cb.i.De &ad the II&T.J bad cml.y two, both UDdergo!Dg aervice teats. But I 

perauade4 the War :O.partmeu.t to purcbue a ~hiDe tr011 Mr. Hebern. I eat 

aud etll11ed it ~ eaae veea-.. tbree or f'our weeka. The whole at my outtit 

couiated. ~ m;raelt &Dil a Worl.d. War I veteran, an ex-prize t18hter 1 with 

t1PI 1 &1111 I ~ aq that he coul4 cow trOll clrart letter• or cipher text w1 th 

abaolute acourac7, but that'• all he coul.4 4o. The ·reat ar it..,... up to-· 
I 

j l I 

All X a&'J'-, I •tu41e4 the llebern •chine wttU u 14n tor a aolution came to 

/ 
/ 

_, wliereupon I wu.t over to tbe !lavy BectiOil, which vas then. in cbarge ot a 
' 

.// ' \.-t 

Lt .. 'Struble, vbo
1 now.}• Vice .Mairal Struble, Retire4, with u enviable aervice 

I 

1'Neor4. X aa14 to Struble, "Lieutenant, I 4oo•t th1Dlr. that -.cbiM ia quite 

u aate u you thi.Dk 1 t 1a." Be aaicl: "Oh, you •re craql " X aaid a "Does 

,. 
'l 
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I aaid1 "JIDv about ten mu.eapa put Up on yow: J~aChiDet" Be pve me tbe ten 

_.._e aut vith •aae tniDa help tram that ex-prize fighter I worked on them 

until X aot to a place one 4q, at the cloae of buai»e••, vhen I ba4 reduced 

tba teet ot cme ot tbe ••eage• to eiaple•t teru• I kDew tbat in the :tirat 

11De at tbe text at "Uat .eaaaae the lettera Which were tbe aa. but I 4i4n •t 

know vbat the letters aatual.ly were. Let ua aq, tor 
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i.Juttanee, that the :t'irst, tbe aeveuth1 the ninth letter• were the aame, what ... 

ever they -were; the aecond, the eeventeeuth aD4 tbe twenty-third were the aame, 

I I~ ", &ald ao o.ti. That '• all I had wben l lett 'tor hoa8 tbat evenine;. We vere going 

to aGW: tOJ."t ot & part;y, and I had these letters in rq llil14, at least tbe <mea 

that were 14ent1cal. and their pos1t1ona. M I vas tieiDg a black i.ie, i't 

aUddenl.y ca~~~e to •, and I ean•t tell ;you to tbia 4a1' Jut how or from wbere, 

but the whole lille ot text :tell into place with all tbe repetitione in the proper 

pl.aeei "President ot t!:le United States." I could. J:lar4l.y vait to get to the 

ottiee in the morni.Dg,&nd to 11J7 intenae gratification ~ tOUDd. that 1f1¥ aub-

conscious gueaa wu correct. I recanatructed tbe ten meaaagee 1 turned them. 

over to Lt. Struble, and there was a considerable amount ~ exc1tement after I 

allowed him how I '4 reuooed aut a aolutiOA. Tbe BaY)' Department cancelled the 

order that thq had pJ.ace4; the BeberD Caupe..ny, which bad been aelliilg stock 

QD ~ buil or areat proapecta, veDt to pieces.. * ___ ....,. Mepmll• I 3 lt 

Bebern, teyina to recuaitate what he could frOIIl hia unf'ortunate encounter "W'ith 

4.1; and aol.d it 1D the northern part at tbe atate at about $2.f"f. The 

California Blue Sq Lava 414A *t like tbat sort or eood.uct and Mr. Be bern epent 

& )'ear iJ1 pri.lon, / 
giving him lots of time and opportunity to think up improve­

menta on his machine. 
iehllp4'f*K WM>t!txsal:II£K~Ji1Mdl¥'Ntfw~~- fMperwbtyW 
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DMp1te rq solution ve tbouaht tbat the Bebern principle vu atUl a 

soo4 cme u4 kV7 vent ahead with Mr. Bebern after be got cn1t ot priaon. 

112.1J Here•• a pictu.re ot the lut IBChiDe he built far 1fbe lfaV7. Bebern wanted 

to set pa14 tar it uatur~, but tbere vu JWJt ODe hitch--the achine 

voul.dn •t work aDd vben thia vas pointed out to hia be sa14a "Show • vbere 

1 t aq~~ in tbe cOAtraet 1 t bu to work", aa4 wlaen tbQ' couldn •t, he vaa 

pa14 ott. 'l'ba lla'Q' then clecided that thq ha4 had enougb ~ Bebern aad 

went 1Dto research &D4 4eve~nt t~elves, a laboratory beiD& eatabl.ished 

in the liavy Yard. Year• later tbe .Bebern beirl brought auit 1n the United 

States Court ot Cat.a apiJUit the United Statee tor *5i1 8JI,JJ8, which wae 

aettl.ecl laet 1\IIIDier at a cou14erable 41acount, $381 118. 

I '• so1D8 to IIbov )"'U nov a tw 1114ee ot the Arrq 4evelo,patJtta iJ1 rotor .. 

type Cl'11J"to-mach1Dea • 'lhia, atter tbe 6ebacle I •ve told :fOU. about, YU the :f'irat 

abot that we in tM SisnaJ. Intellipnce Service 1n tbe ottice ar the Ch1et 

Si~Dal Otticer, in Wuhington bad at cleTelop1ng a 1118Ch1ne tor tbe l.r'fq. It 

171. 1 :ba4 a kaYboard, a 11sht-ballk, 5 rotora, an4 now an intereating teature--an 

erter:oal ke)r1ns mechani••· I ha4 come to the conclusion that 1Dt.l"D&l. control 

.chania• tor atepp1Da rotora had a tund .. ntal veakneaa J tbat ia, I telt 

that 70U _,t not Jake tbe rotor• depend upoa tbemaelves tor the ateppi.Da, and 

I cance1'Yed tbe idea at having an exterDal ke;y, tar example, a telet;ype tape, 

which would atep &l.oDg an4 control the ateppins at the rotor• 1D r&Ddom 

tuhioa. Theae tapes vere CCJIII.PC»ed or a ••fl'*lC• ar ranclOiR character• ao that 

tb.e rotar ateppilla waa quite erratie1 &D4 that vu our tirat abot at it. 

-21-
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I think the principl.e 1e at1U quite sate, eapec1al.l7 1r the tapee aren't 

:1 tilt th th'a tar are GP:11w ltilll#>..,liJB -.a.-"j} We M4 boxes ot about 111 .key 

ape1 trCllll which JOU aoul.4 make tbe ael.ecticm t~ tlMt 4q accar41ll& to tbe 

ke71Ds doc't.IIDellt. A aerioua practical vealmeea, ot courae, was the neceaaity 

t~ producticm and distribution or t&pea. The machiDes fwlctioned all right 

but 'betore even ten ot them bad been produced ve bad hit upon a u.ev priDcipJ.e 

tor the control. or tbe rotor ateppiDg. I tried rq very beat to get the S1goal 

Corps to change the devel.opMnt ript there aDd then, and ahift to the DeW type 

ot oontro1. I vas practicall)" thrown out ot tba office of the chiet ot the 

41vision with the re-.r.k, "Go back to yotAr 4en--you inventors are all ali.ke. A 

nev aDd better idea every da)r. If we liatene4 to you inventors we'd never 

set &QYthiDs out." So we had to put the idea on ice 1 that ~ in aecrfley. 

172.4 I vUl nitch DOV to tbe lf&'VY MARJe I JCM, the electric cipher aahine, desiped, 

deYel.oped an4 built by the llaT)" without a:ar help trca Mr. Bebern. It had a 

uv t)'Pe ot control macbaniea fOZ' rotor steppins1 baaed upon the use ot Bowden 

wiN• ar tlexible cabl.e1. 'rbe7 were tri~ ud gave rae to a lot ot ditticult;y 

-12-
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sequence 
uy/ ? ••• of tremeDcloU. length bu'\ with oal;y 1.5 d~ent Star'liiDg points 

tau•ll ~-Idler..,.._ X aa14 a'bQd auola a a:l.tuattCIIl a rev ll1mdiea ._o. 
/ Bow thit came t.o be tb6 aue I d.o not Jtaov, tor there vaaA•t &lJ1' eoanUDation 

auch a achtae 1114 been 
t' r r: ' h'r lJuilt 'by ll'aY;r. Each service went ita own was· 'Wbe'\ 

ther• came a change 1rt. cOIIIIlalld 1n the la'Q' code and si8MJ. section the new head 

.. c14ec1 tlla.t tb&t 4evelo:p1118Jlt had iODe tar enough u4 he we.D.ted SODa help frOIIl 

the Arrq 1t he could pt it. le came to see me cme da7 aDd told me that they 

vere 1A 4Ut' lcult;r a.D4 Deeded Dell ideu if we bai a.rq. I said: "Well, we 

or I 
have a good. 14ea but it 'a aearet,." Be uked: "Well, what do yau/b&ve to do to get 

it released so that you can 
/tell 11et" I told hiDu "I'll have to pt permission n-om. the Chief' Sigcal. 

ott'1cer"; vh1cb I p:roce«led to do. I mention this apecJ.tic&lly and ask that 

7ou believe that this vas the a1tuatton in tho&e ~a--there were ~ secrets 

ucl Navy aeOl"eta, ud :aever tbe tvain did meet. When I told the Chief Sig!lal. 

Of'f'icer wb&t B&V7 wute41 be prOIIq)tly .sa14: "Of rJOurae, let them !lave 1tn. 

So I told the Bavy abcnlt the Army idea. for rotar control, I showed them the 

c1rcU1'tz7 u4 tlfttlr 11011111 delay the thing waa adopted. The delay was caused b7 

kY)" 4cntbta tlaat auffic:tent CNITeD't 
--~~~~---••a••• could be obtained tbrougb sets or 18 or more rotors-.. 

to 4o v:b&t eleow1cal work ~ to be ctcae. 
tlle7 vere ha'V'iD& contact troubles v J. th tlJeir rotoraj :But the ma.c:h1Dea were bu1l.t 

b7 the Telet;rpe Carporation, a ver:f competent organizat1ou, aDd were highq 

\ rt~ ~ aucceaaful. Here iB a picture ot the MARK II JCM, la-ey terainoJ.ogy 1 ar the 

SIGABA.1 AJ:t8T terat.Aolos;r. It it hadn't been "rar the f'act that we sot toge-ther 
~ 
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The ECM-SIGABA came into use just in good time, and it was used 
~·~.a.~~~~~~~~~~~~--~~ 

~ our Bri tiab Allietl. M s t • II' ifte7 aew t.l».t n 11M a .ohirMJ at thia 

it was U.S. policy on the highest level in both the Army and the Navy to 
.vi MJJ1AXItw•'W"4111ZUp)~-...--'NF'k>QbMew4MFiQUAgl+Rs AF*'P 

h.ile4--tbe7 JU,tt voul.clA't bell.,.. it& OM ra.aon tor tbia .,,.at :pol.ic7 wu 

perhaps entirely needlessly, 
CJWW aa.aiD• I 4011 ''t bow holt .uq llil.l.iou ot 4ol.l.ara were 8pa1; / JJ 1 tl;txx 

-24-
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1 11 oOiild 1nter-oc.-m1eate with tbe British 'l!D'BX, aDd the :lr1t1eb baA to 4o tbe 

... tor their acbiDe to 1nter-ccC!!pJDtcate nth the Rm..SIQABA. But 'by the 

end or 1953 ,. ..,... able to a01l't'1nce the autbar:t.ttea that it YOUl4 be all r1ght 

and ttnall;y tbe Drituh were al.lon4 to have our waeb.iDM wxt.U thq cOUld. 

ccmplete ... :lr 4eftlOIDmt• aD1 be on their own.. I tb1Dk 11; YOUld. 'be Rice it 

there wre tble to explaill tbe eeypto-pr1Ac1pl. .. ~ tbe D:M-BIOABA but •utfice 

it to aq that ve know at a.o cue ot aol.ut:t.on ot th18 -.cMne aD4 ayatem 

thrcugJwut the war, u4 it is atUl 1J:L aen1ce u a h1sh·sra4e otf'-liDe ~aeh1De. 

1Nrill8 i'tll wae ill Warl4 War n there vu ODt poaa1ble CCIIpl"CIIliee vJUch raioe4 

quite a atar:a vba. it wu 41acontre4 tb&t aaa. J'rennbwe.R W liberated a u.s. 

Arrq truck aD4 trail.er••the latter oareyi.Ds all the a8th Dd.v1a1cm•a HQ cipher 

aob1.Du aliA •teriel. :lu.t the lltuf't vu eoon :t0Wl4 where it ba4 been 4umped 

~the l'renolDwn-·iD a DeU'b)r r1wr. The epuo4a vu cme vh1ch caued tbe 

S1cnal otttoer a1i4 otber ott1aera to be tried b7 court art1al.. We had &D4 

•UU have w:ey atr1ot rule• 1DIIee4 abau.t aateparctiDg th1a p«get, aD4 in 

.antior:d.Ds thi1 :point I abclll.4 aq t.bat n vera*t vorr1e4 'by tbe thouaht that 

by tbe thOQSlrt that tbq VOUl.c1 learn how soo4 it wu &D4 would cow tt .. -tbua 

cuttiAa ott ouzo COM.IJrr. I cu bar4J.7 retraiD rtoca teU1Dg 70\1 0D1 ot the funJI¥ 

t.hilap about OUl" DOt ciViDg tbe IIBCb'ne to the Britilh when tbq DHded it ao 

4Mpcoate17. I ment1cme4 the atrict rul.ea about •af'•suar41Ds it--who coul4 aee 

-25-

\ 



REF ID:A63418 

\he tl:dng, Yho coul4 eervice 1t1 and •o on, &Dll we aav to 1t that theae rulea 

~e 11tn were Jmocked oft an4 there vu :aobo47 to aervice the •ch1 aee. 

Jlova't'eJ:t, a V'er7 aJdllful. Brit1ah llAJ' Ott1cer, au. electrical enai.Deer .. JIL'elle4 

into 1errlce tm4 he Minw1ue4 our SIG.GAI there tar a vh:Ue. I'• ave )'W 

vcm•t be utoad•:bed to learn that vheA be sot back to Laa401l he built tar tbe 

BAP a achine buecl \\pOll the JD4.-SIOABA Pl"iDciplAJ 

:t WIUlt "' ab.ow you next the cipber -.chiDe vhich val UHd very extena1vel.7 

~ I by all tbe OeziMn Armed force• in Varl4 War n. 'J!b1a ...... a .mo:U1'1cat1on ot 

'tl:Mt1r calllltl"cial Enipa D111Ch1ne but u important moditicatio.n, 1Atl"oduced 

wben Bitler came into paver, at vh1ch time the ccanercial axlel. wu Y1t!adravn 
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,4 '' ••· "· ... !' t• .,..,,.., .... •4 r• • .-•~· •~~ I"·•·•• 

11111 =:• zM"•ulll& • .,.. a nt!lO' Art lleN are tbe rotora--tbey are exactly 

' , ' t • • 0 4 ' o ' ~ • i T I 

t dll'IWL£11. II I Ill , ,. , • r r •• .., 

• ' • .. • 'L .. ... ' ' ~ I • C • t .. 4 • T • o I 

that 
4rrq &Ill .A.1r l"arce m&ehine u.eept/ it W cme mare vt.el ul tbt rotor Yiringa 

-~· 
------------------~~~~-: ____ _ 
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aa4 accepted a ebaUenge to sol.ve th1a kind at cipher .,_tem. It'• too long 

a stcnoy to so into right now b\df u a result ot the •olution tM .Arlrt:f dropped the 

proJeCt. I think it was 1n a vtq too bl4 1 'becauae vben ve bad a Deed far 

this 1oh.1Jls• The bia trou.blA or eour•e was tbe prc4uet1on tiD1 cU•tr1but1on at 

258 these key t&pM, a:a4 it 18 a xroblem vhieh 1a atUl with us. Here *a an ee.rl-7 

pertaraW tapu l:au't rotor• vbJ.ch atep in BD errat1e taabion wt uot as erratic 

u 1n tbe JDI..SIOA'BA. But ewu vhile 1n n:rvice, 1t ber1 veakDet&eiJ fl'Vftry ODCe 

ha4 ftakr.ii:.Me vbich could be explo1te4; vhereupon we voul4 proceed to tighten up 

aa4 ao o:u. *1'he -.chine• uoe atUl 1n uae, 4o1Dg valiant ae:rrlce becauae w• were 

able to incOt'pQI'at. IIOZ'e an4 more t&prote4 teatura 1n it. Ita Dev deai8Dat1on 
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._. ci:t's. Here 1e c-.w •ucll -.chine that vu Unl.ope4 'b7 Arlq t~ tbe :purpoae, 

~ 
cal.1e4 SIOMIIi.. We wo laa4 ue4 tar .obirlea tor eucipberu.,/conver•at1ona, 

8ftel1 ot tbell.. 

-29-
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that AOt .,~ ou r..a tr'flt1'7bod.Y w•'• ....... , eva. a the ... tU1l.y. 

'a. IC1.4vq l.Mk llappiJ:ul4 priaril.7 'bec&UM th1a lut p:1DC1ple YUR1t in .tfect 

.. 3•· 
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or ta.a. i'he r t Ui• ahtus 1 :a.umber ot bolder• or O:r7Ptosrapb1c mater1al.a 

uJ tf.S ~ 'J 610 J 

&we a a J u a s •• •es• a •'ti.-Octo'ber l945..,&Dil. IWit ¥CU1 thie ia u.s. 

kftw Bd4 u.s. lu!tq A1r Carps alone. It does not cOUihler u.s. Na~1vbich had 

aor 
u ar-t ar: :suba»s ar-ter diatr1but10UJ/tbe State Depa.rt.nt, th4t Tr•a.sur71 

also 
letter. lila atr•taaalln•rrwMww.tmla• nr e.tlr,tlr1tn• 'l!he J~eejhaQ. veey 

these certificates w:re aent by rs\io ~ then w voul.A l"1.rd & cue like tb16 1 

...... 'two chapa 
IFF r z t t :baa cert1t1e4 the 4eetruct1on by ~ 8114 \bit ec.tter1oc ~ 

- _091 clap .._ -tlllh-..-..., If vas o'btlerved. 'b7 binoculare ;,ben he t4x* a apt.de and dug a 

1!1 
hole. 4\1111p14 the eollebooa al14 tbe tablet 1.u that bole, an4 pcnre4/ ·~-water. 

1Ato tbe 
WeU, 1n 4w: tiae, aoae ot O'.J.r ,p!tOple analled out, 4ua £1 P 

lb /IN.D 
hole, sot O'Llt tbe DDterial a.rd broua" 1t in Ill laJ I , nts kl 1 ft14:t4r1414 ou~. 

f 

fu. recover)'" ~ crJpto-aterial. helped a pw.t 4-.l beaause it ea.ved ua an 

a4 labor u4 set ot tables. 
~ a-tDmt ot -u./to zrec~truct tbat ~C"tieUlc' code/ i"bere \#ere 
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Yoo baTe aeen tbe ~ WorlA War li devel.0J1118AY in e17Pt0..apparatu.t 
-.DA n.aw it'• t~ I ahancl 10'l a bit ot tbe new· OM&, conceived, developed 

, &ad ill 1<*8 cuew produced liJ the now central1MC1 crJ"PtOlosic apnc;y at the 
9 •If $1 liP •5 7 ,..,. 1 ! ILJ!I 1 'Wf. PI ':i*Jli liMb 7 'S I,,, ... 7 

•o u t.o elia!D&te vellkae•••• caued w h\UIIUl .rrar. We muat taM into account 

oacuioaa\ly and iDevitably .a aiwt.Uea; they are prcme to errore ot oaiaa1on 

-~-
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1 I'ft ~ -ioaeoll to ;prei8J11i a ,.,_.:lal ._- :t.rca cOJIISuc our -

and. tUZ'JliDs our awa veapolliJ apwt ua • 

.low let' • eee p.:l.ctu.rea ext SOIDe ot tlJe ..., appa.ratue 1 vllich will aocm be 

rea4y t~ ieaue. 

thoua&Dd.a ot tbea ba.ve 'been iaaued to our lWL'O all:l.ea. 

\ tar • ._- iutereept ill c- i'l; ill :~~q>aooai.~ to tell. - 1;lut o:b'ouit 

18 :l4le and vhttn it 18 car.r7iD8 a .aaage. 

\ 
' 

\ 

I 
- ---- - -·-- - -- --- --- - ---

This aDd "the next slide artt a. 'bit. ou"&; ot ar4er but. I did.n•t lave &laaa 

' 
IJiL-36)JCL .. J6 is the one : ment10l&eel betare as havi&ls been devel.oped fOil' tl1e Marine Corpa. 

(IL=l.7)better than the KL-36 aud be :tar eater. 
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teleprinter a1pher -.chine but it 1wa all the conveniencM ot an on-line achine 

&D4 eliaiD&tee ecee ot the waJmeeaea c:4 the latter. The aoh!De sezr;eratea the 

lrllq u veU as tlut ind.icatora far meaaagaa. All tbi opK"&tor hu to do 1a to 

tne tJae lldreaa, pJllCh a a'tartiDa key on tbe acbtDe, IIAI1 then trOCeed to type 

.. 34--J. ... 
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aDI DOW lDJilez'soiDc Hn"ice teet. I"t 1a a -.chiDe vhicb eabodiea & teletype . 
printer a4 •• a llll car4 tf:# ke;riD& PJrPOIIea. So tar aa tbe ahip 1a 
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Wlr7 hip aecw.-1-t¥ au4 ucelleD.t qua.lit.;y • aa4 1& net a pusb-to .. talk machine. 

X-3o 

wb1olt ....,. 'the S~ I •atiaued a ffltl minutes ago. It uaea tbD vocoder 
' 

priDa1pl.e, vhich t1el4a tallt tbat ia intellisi'ble but of poor p11t7. What it 

you oaJl ue lt ca *»iJ' c~cial te~ephone c1roui1'. in tl-e U s. or e1rau!ts at 

1'-

'tenliDal ot Worl4 'W'c II cbqa• vhich aoet over $l,ffJ1 1J8t. The XY-9 pves \ 

from tlw teleph<me Com.pa.D¥.. ;;e a.J.eo ha'ffl a •:t:mil.ar 11nk 'betvoe:u. t.hco !faY)"' Secur1'Q' 
I 

AceAC7 are located. 

' • ~ 
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:tA 1dta't I • .,. -3Uat aboved 70\l •U notice tbe .e!fl'bMU placed. on telephone 

•ecur1t)" 4erlau aDil qate., aD1 on aut~tic telepri.ritt.nc a~ .. Tho~ 

or blmll-open.tea deT1ca t. t:~rer, aD4 tboee ur IJ'ai-auta.tic oft'·llDe crypto­

ctaphic M.China 111"8 ar~ to a cl.olle. AD41 lut to be meat1oue41 NSA crnrto­

engineera _.. 4oil:a& 4evel.opaent wark in cirt.1ou. •J~tell•-enc1pbere4 teleT1810D--

Yhicb v1ll. doubUeaa coma into uae within a tw 1'JI!Ll"8• 

But Y11;h aU these JDOdern iapl"~ I 4cm'1ii 1ih1Dk the 4q baa ,et 

c1Dn.ed when it ou be aai4 that~ t&C'\cxr• that -.ke tar C17Pt0•1Diecur1t;r 

Jaave been altcptber el1•' nat.ed. Perb&~ 1 t '• 1ii."Qe that at 1ibe *'En CQI.Im: 

tachnoJ.osJ ca11 be &&14 to 'be abee.d o:t Cctaifl! tecMol.oQJ but with ever-increuiDS 

a;pee4 ot elect.roD1c ~ic a.ppa.re.tus tbe p.p cu aDil petobapa Y1ll be c-J,oeed1 

\taleta 'bb!t ca.miC eqjneera keeJ1 pace with that appu.oa:tu. In abart, it ia the 

ap-ol4 battle between &1'Dlt" aad &t'IIQL4wpierciaa proJectUe•. In the llll&tltime 1 

cCBPmScatarw aaat lceep 'UMtJ.r aua;rclvp aD4 enf'crce tM 1"\ll..d allpplie4 thea f~ 

opera-tin& tbair OI')'Pto-ecvdtaente. In c~irtg t:bia period J.e1; • remir.ld 70U ot 

the foJ.l.orin&l (l) that tM eetabliabMu:t an! 118JJ:ltenance at CCJWJa1cat1ou 

aeour1-t7 ~ a re&Jponaibllity at cc n""J (2) that tbR'e area•t arq abort-cuts to 

Mhie"f'1D8 c:omna.1cat1oaa •ecurS:tn u4 (3) tAat .__ l"Ul.es ot COMSIC 11\Wt be 

to.1.l.on4 to the letter 'b;y eft%7'b04y cozmecte4 with e<v.~E lnrt ~~Jrat ea:pectal.:q 

'b7 c::eypto-open.t1Da per•omwl. It t!:aeae r•' rwtera are tolloWe4, tbe obaDcft •• 

&oocl iibat 10'1 ¥011 ·~ l.Mrn ~ COII8B": rula bJ' accUatl 
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With the tareao:I.D& rearu I br:lns to a close rq talk CD. COMilft' and COIIJJI:. 

If tl:Le:re 1a arq last word or ill,presa1on that I voul.d like to leave v1th you 

'flh1a opinion. fte f:l.r1t 1a that aecrecy :ln the educt of 1104erJl large-acal.e 

illjpar1;auce to tbe.1r aucces•J Yithout ae:n.rre Camu.Dicatiaaa 'tbere can be little 

Hcaa4 reaacm 1a oa.e that 18 not eo o'bv'iows. It is that your COMilfl! •~cease• 

:t1z1ai re•ult• S~St ,pu• to reach those no cu ue them are secure. 'l'heret'ore, 
I 

, a'fiatement ot vlat I'll 'JaCdeatq call h::leamaA'• Lav--sanet'hins :patterned attw 
I 

In "tbanldna 70'1 t~ JOlll" p.tience in lJ.ateninS to -v rather J.eDstb7 

411cou:rae 8Dil ~or Jour courway 1n PQ'1Ds such caretlll. attention to vllat I 

-38· 
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baTe ~ tf% ,-our 1at~tion1 Ut • inYite thou ~ 70\l vho care to 

exeWM a0111t ot 'WI' .mibit. to oa. up to \be table Mre am ve can ~oolt at 


