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REF ID:A62870 
C%"1Ptograph.y and ;:j:cypt.anaJ..,-~s go back to the dawn 

ot the invention ot writing, but we won• t have time here 
to go back quite that tar, even though the story is ver,y 
interesting. But I unist tell you right ott that these 
two subjects, cryptography and cryptanalysis, are, of 
course, very closely related - in fact, they may be 
regarded as the two faces ot the SB.IIB coin. f!;xplai.& 

,/' ~ 

, Now may we have the first slide, please? cr-.:.:.:-
......-
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The syllabary used by Thcuas Jefferson (Extract 
freD decoding section) 

/!!hat all 11"0UDd genius also~ be regarded as 
beins the first .Aaerican inventor of cyptograpbic 
devices -- as wiU be discussed JSJ.ter:J 



LECTURE NOTE -~~lfNs218 'J1t!l I -- and COBliNT 

Recall I said when U.S. entered in 1917 had no 
cryptolog:l.c organization. The French, German, and 
Austrians had organizations which had been functioning 
l'IJ&D1' years. Russians had, too, but coordination was 
poor! Tannen)lerg -- British had none but buillt up 
•Room 40a -Earl ot Halifax evaluated its work: 

aTo Room 40 the country" owes an immense debt ot 
gratitude -- a debt which at the time, at least, could 
never be paid. SecreQJ was of the ver,y essense of its 
work, and never was secrecy more successfully' obflarvad 
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(Portrait - Collange) 

Cryptanalysis and the average lqman•s 
imaginative picture of a cryptanal.ystl 



REF ID:A62B70 

Marshall - Dewey correspondence - TIME Magazine 



LECTURE NOTE REF ID : A62 8 7 0 SLIDE 150 

Magic l'lachine 
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The Riverbank "Poqalphabet" -- the f'1rat crypta.naqtic 
aid. 

/Ji¥ use ot A'l&!r mach1.nea to caapile D.FC 'a (l921-2g}l 



SLIDE 134 
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l(y' memo begging for one set ot IBM, dated 30 Oct 1934. 
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135 

The IBM contract, dated 12 Nov 1934: 

Just one halt month later - a remarkable record. 
The memo JBUSt have been prett7 pbtent medicine: 
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One wing of' IBM installation in W II 
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An analog. 

('l'hia was tor JAS system (Jap MllAtt) 



- CAmll 
ll- • 

Extracts tl'Oms no~ OJ&a~H.elligence, 
dated Aprll 1946. ----------- ------- - ------- --

nSignal intelligence was a chief source or inform. tion 
Jin the German Al'lflT. In the eastern theater, where there 
, was offensive warfare priurily, the signal intelligence 
service was well-organized w1 th well-defined purposes, 

\efficient personnel, and adequate equipment. In the 
course or the campaign, it was reorganized to exploit to 
the fullest the su::cess alread7 experiemed, and, by 
194.3, there existed a compls te and smootbly tunc tioning 
machine sufficient to meet all demanda. n 

******** 
(OVER) 



"Most of their ~ ~ ~1::f'SS Came hom low 
echelon traf'tic. A:::or=! := :... ........ sro.; radio nets pass­
ing operational traffic were followed closely and were 
one or the chief sources or signal intelligence. 
Artillery- radio nets were given :first coverage priority. 
Apart from ns ssages intercepted in code or in clear, 
signal procedure, peculiarities or transmitting, and 
characteristics ot Allied radio operators provided 
enonaous assistazxle in helping to evaluate signal 
information. The Germans noticed that call signs were 
often the same tor a unit aver long periods and that even 
frequencies remained unchanged tor weeks at a time. 

Much tactically :imporliant inf'ormation was drawn frcn 
tbe 8ll8JV Air Force liaison net. It was assumed tbat an 
.. 

(CON~ QN CARD 2) 



1 REF ID:A62870 
independent net seft'aci all Air Force liaison officers 
attached to the various headquarters and once one ot 
these stations had been picked up and identified, it 
could be used to trace all other stations over a con­
siderable area. Air Force traffic dealing with bombing 
targets vas intercepted by' Air Force units, and was sent 
through liaison channels to Westem Theater ColiDilalld. 
From here, over a network going down to divisions, the 
inform tl.on wuld. be flashed to all A"t.'m7 formation head­
quarters. Receiving sets at all levels 1 including 
division, were tuned in continually to this broadcast 
frequEDC7 • n 

******** 
(OVER) 



During the invasion, the G-2s in the West drew about 
60 percent of the operationally important information 
from signal intal.ligence. The remaining 40 percent was 
derived from all other fields of intelligence. 'l'he 
amo1m.t of inforJIII. tl.on decreased during the months of 
mobile warfare. During the retreat, although the pos­
sibill ties of obtaining intonna tion became less freqUClt 1 
the amount of information from signal intelligence 
remained high. Most o£ the information vas deduoed from 
the organization of enmv radio traffic netwrks, fl"CC''l 
decoded messages, and from the radio nets of the enem.r 
Air Force liaison officers who were attached to ground 
.. .. ( COHTINUID ON CARD .3) 



CARD 3 .. .. 
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troops. Based upon tl"'..is iu.f'cnuaticn t..'&a evaluation 
center of signal intelligence often came to conclusions 
which1 at tirst1 sounded hypothetical to the operational 
command and were therefore doubted. In 90 percent of all 
these cases the events verified the signal intelligence 
information so that eventually more credence was given 
to its conclusions." 

(THE Dm) 
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The Analog for Jap "Green" 
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A "brute force" machine. 



138 
Machine tor matching messasea. 
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The "Came1" 
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The "Auto-acr:ttcher" 

(Rodin - the "Th1:oker") 
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•Camel Code Indicator" 
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Unit for deciphering message texts. 



142 

The 11Dud buster" 



•Importance of secrecy has been long known tor it is 
quite obv.l.ous, but its real significance is not 
well appreciated. The wU of sacre07 cannot be 
removed simplT because events are long past.• 



Edl'act!l trom.t •aetsulta or Axis Anal.ysia ot (CAlm 1) 
' Uiiltea States C!1lllllll.piCfM·orw 6:2 ~Bled 'b7 

TICOM and other ""~Ur=:: ;.t ~t:i:i!;=ce. n - Vol. C -
German Traffic Analysis ot United States CODimUiai.Cia.tl.cm 
dated 16 August 1946. 

~~'a. "Colonel FRIEDRICH, head of the Signal Intelli­
gence Agen07 or the Air Force High CoJIIIII8Dd (OKL/LB), bad 
a veey poor opinion ot allied securi t;y, and said that 
Allied signals were careless to a degree that wuld not 
have been tolerated b;y the German Armed Forces. He 
agreed that, with the material superiorit;y in possession 
of the Allies, this lack of securi11Y did not make any 
difference in the out.come of the war. He felt, however, 
that it the Allies had not been in that partl.cul.ar 

(OVER) 



position. the story 110ul.d haTe been"'q!!ite different. tt 
(Chapter.III, p~3J~gi.fj~70 

******** 
nc. From the :Intercept ot plain text and other 

trattic ot the United States A'I'IV, the Germans had a 
complete picture of our amy organization and even 
names of officers down to Captain, their units m:l 
locaticns. Ninet,v-tive percent of the intorDI&tim 
contained in a IIBDual issued to the German troops on 
tbe organization of tbe ADlericah A1'117 was gained from. 
radio intelligence. American :nata were identified by' 
solviDg traffic, by operators• characteristics, aDd by' 
captured Signal ()pirating Instructions (SOI1 s). Up 
until December 1944 our Al"D\V' Call Sign Book had bean 

. almost compl.etel7 reconstructed with the aid of 
• ( coBmUED oN CARD 2) 



. ~2 
captured sequence~tsliD : ~£i1 ~II, paragraph 14, 
page 21.) 

******** 
•d. 11Colonel ME'l'fiG, cipher expert ot the Signal 

Intelligence Agen07 ot the Supreme COJIIIII8Dd Armed Forces 
(OKW/Chi), stated that it was DOt at all surprising that 

, some Converter M-209 and AErican Strip trattic was read 
· b;y the Germans, si:nce mistakes in the use ot these 

systems were made in one out ot every- three DBssages.n 
(Chapter III, parqraph 14, page 22.) 

******** 
•t. Although the trartic transmitted by Allied 

obserYati.on posts was sent in clear and transmitted by 
radio sets using low power, it was trequentl:y audible 

(OVER) 



to the Germans am intel'Cepted by them. This trattic ' 
was concentrated UJXl!IG::'J!!T ~~~~~Q)rators, tor 
then the Germans had. 'timl!i w imJW. tute lliTasi ve ac ti.CBI.e n 
(Chapter III, paragraph 14, page 23.) 

.******** 
•g. American radio and radio-telephone traffic 

afforded a greater aount of data to German traffic 
anal7ata than did the British traffic. Colonel GRUBE, 
chief of TelecoJJIIlUDications ot the Signal IntalligerJCe 
Agency of the Supreme CoDJIII&Di Armed Forces (OKW/Chi) 
stated that United States radio securitJ' was general.l.7 
good on tactical :nets but that supply aDi liaison nets 
gave everything avrq, including United States order ot 
battls and intentions.• (Chapter III, paragraph 14, 
page 23.) 

******** (CONTINUED ON CABD 3) 



. 
"i. From the caimssLliblni.t6&.6\Hlch the United 

States 8th Air Force haDtlled 1 ts radi.o traf'tic 1 Lt. 
Martin LUDWIG, an expert on Allied air order of battle, 
sa:ld •It can be stated that no attack of the 8th Air 

' Force came as a surprise. General advanced warniDgs 
were given sane hours before the raids'·" (Chapter III, 
paragraph 14, page 2S. ) 

********* 
"t• Lt. Colonel METTIO 1 ot the Signal Intelligence 

Agmc7 of' the Supreme Cormrwd Armed Forces (OIW/Chi) 
said that trattic anal.7sis by tbe Germans during the 
landi.Dgs by the Allies in North Africa was not success­
ful and dld not reveal the approach of the 1am1ng 
forces. The approach was carried out in cCIIlp].ete radio 

(OVER) 



Q.&..L.-a .. •• and tDok the Germans completely b7 surprise. 
fhe German Navy, sa~~~:116~tp(g.me tor the lack 
ot success, but he did &LOt a.1.Jain just how the Navy was 
responsible. n (Chapter V 1 paragraph 28, page 109. ) 

******** 
••u, • • • • • • • • • • • 

•••••••••••••••••• 
The greatest su.ccess achieved b7 Col. MUEDGE in the 

whole African campaign occurred in March 1943 when he 
intercepted an American order to some SJJ¥!11 .American 
units to ma:intain complete radio silence lD'ltil 2200 
hours on 17 March. Col. MUEGGE real.1zed. that this meant 
preparations tor a big IDOVt!J so he prompt17 went to 
KESSELRING's Chief of Starr, who 110Ul.d not listen to 
him. 'l'he Chief of Staff had no faith iD radio 

( CONmrnED O!l CARD 4) 



• 
C.A.Rn 4 

intelligence. Col~JJ~i;2·a.till£~ to convince 
the Chief of Staff and.returned to his station, where 
he heard a second, ani later a third message, ordering 
radio silence untl.l 17 March. He want. back to KESSEL­
RING's headquarters, this time forcing his WIQ'" into 
KESSELRING's own office to report to him in person. 
KESSELRI:NG li stenecl to him and the next dq flew from 
SicilJ' to Africa and made complete plans for a defense 
in case the Allies did make a mo'V8. Col. MUEDGE said 
he actual.l7 prayed the Allies 110ukl attack, and on the 
night of 16 March thq did attack. This was the grea 
German success achieved by Col. MUJ!XlGE' s outfit, am in 
his esti.a tion vas derived solely trom careless All:led.) 
rad.:lo procedure. n (Chapter v, paragraph 261 page. l.l.Cr; 

******** (OVER) 



ttv. A Russian raessage annoutJ.c:l.ng the p~sence ot the 
.American planes at ~~!lJi!S@lS.IID intercepted and 
decoded by his lUli t{sit,: Paul RAATZ: a unit. He was a 
German Arlll7 radio intelligence man) 1 resulting in. a 
hi~l7 successtul operation against the air base on the 
part ot German aircraft. 

From newspaper sources it •s .round out that 
actually on 21 June 19441 a group ot 17$ planes ot the 
8th United States Anq Air Force in England arrived at 
the Pol tava base on a shuttle run trom their English 
bases. There •re P-Sl• s in ad.d1tion to the above 
B-17 r s in the formation. or the B-171 s I S3 were 
destroyed." (Chapter V 1 paragraph 33, page 133.) 

******** "x. ( Concerni.Dg German kncnr1adge ot preparations tor 
airborne operations in the Western front in the last 

• • ( CONTmJED OR CARD S) 



.. 
days ot the war, IBEBhei~2Bt7b 82nd and lOlst 
Airborne Di ri.sions izoom Englalli to tile Continent. ) 
1'he first indication ot a planned operation as the 
triU\Sfer ot the S2nd and S3rd Wings trom England to 
France. At the same time, the German Ar'llf7 picked up a 
Military" Police massage which revealed that both the 
known airborne divisions, the 82nd and lOlst, had been 
pulled out ot operatl.ons at the front, and wre in rear 
areas prep1.ring tor new operations. One ot these divi­
sions, tbe Germans knew, was stationed on the mili tar,r 
lii&Deuvers reservation at Mourmelon, near Rheims. The 
Mili taey Police message trom which the Gezmans obtained 
this information read approximately as follows: 

1THE ROAD FB>M MOU.HM!LON m .RHEIMS IS TO BE 
BLOCKED TO ALL TRAFFIC TOMORROW MORNDlG EARLY 

(OVER) 



BECAUSE iRE 8aEM~Sl';I([I WILL BE MOVIHG 
TOWARDS MOURMELON illiliii APPROA.J..pjATliJ.sY 1 1 000 
V!HICLES. tn (Chapter V, paragraph )8, page 139.) 

(1HE END) 



'.------------
:-Pro0- 11The Achiev~ cf~~~Wt; War II"~ Plle.A.v-.~;;r 

Berlin (Oshilu.) to Tolqo, serial number 988, parts 1-J, 
SSA Bullent.ill Ho. H-1.34920, 10 Aug lab, translated 12 
.August 191&4, sent ill the JAIJ (cliplomatic) s;ystaa. This 
•ssage, reproduced in full, has been described bJ' 
officers in MIS as 11110rtb alltha expenses ot ma.iDtain.­
iDg the SSA. • The text describes couversations with 
the head ot the Tod.t organization, Albert Speer, in 
'llhicb the latter revealed to the Japanese, and, thus 
to us, b1gh17 important information concerning the 
prcduction of lllUDitions in Uerm.&l17• See Appaix, No.6 



• From· 11The AchievtMp ~~ !U;~ War II, p.l8 

Berlin to Tokyo, aerial number 878, parts 14-17 1Dcluai 
SSA B\1llet1n lo. D-3348, 9 Hov 43, translated 4 Dec 43 
sent in JAS (JW.itar.r Attache ayatsm). The •aaage 
tram which this sample is taken consisted or 32 parts, 
all of vhicb were ultimateq translated. The f'ul.l text, 
too long tar reproducticn here, is a report of a Visit 
made in the tall ot 1943 b;y a subordinate or Baron 
Oshima to tbe Gai'DUID •stern fortifications. 'lhe 11111-
tary' 1Dtormtion ccmta.ined in tb:Ls message was ot 
incalculable advantage to the p].ami ng ot the invasion 
ot France. (See Appendix S) 



. ~"!be Ach~J~M2&lg.ld War II11,p.l9 

Hanoi to .Lo~qo, no serial nwnber, SSA :&up.etin No. H-
16b499, 22 Jan 45, traDsl.ated 1 Feb 45, sent 1n the JBB 
(diplOEtic) syst•• 'lbis message is important because 
it reveals that the Japanese were interested in obtain­
ing uranium. See Appelliix, No. 7. 



.. From.•Tbe Acbieva&\\i o1f.~ia71Jibrld War IIJp.l9 

MoscCfJ(Sato) to Tokyo, serial number lh761 SSA Bulletin 
Ho. Spec. 0111 29 July 194S, translated .30 July 194S, 
sent in the JAA-2-JAJ (diplo•tic) systeu. This 
three-part •ssage, the translation ot vllic h as 
available to Prelddent :Cruman dUl"iJJg the Potsdal 
Conterence, reveals the act1vit7 ot Sato, Japanese 
"mbassador to Moscow, at the tilu of the ccnterence. 
See Appendix, lfo. 6. 
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D-..c Nl' out some J------- --.a- --•--a _, alleged to ha:-.. ., .... --a. Clo...,...&.llliii'iiiV '-'lfJW.'tiiJ ,IIIQ UVA-.1.~ •'IIJV 

been destroyed. 

/fJ.s. delayed report: 7 Jul ~. Saipan, 2Bn CPs ot 
toSth Reg near Tanapag Harbor overrun b;r powertul J. 
attack which 11lped out ever.ything and evel"Jbod7 in 
sight. When area vas recaptured a Salvage Co. recovered 
what could be, and when all reportis were in tb.ree f!,...rnu'­
documents were not accounted for except to asSlDI'lS the 
Japanese got them. lOSth reported to Hq 27th Div. but 
the Div. HQ sent a report to AG Washington b;y letter 
noting the loss and sQ'ing merely "our records have been 
changed." News reached CSO on 16 Aug, one month after 
the loss. Documents were Joint Al'Dil'-Nav;r key lists tor 

(OVER) 



M-209 and covered -~e_pe:M.od or 1 June to 31 July' -
the last 24 dqs a:Eiilil.ca::liliE~rAfi!tirl Q,e loss. The 
Japanese undoubtedlJ' read considerab~e traffic. The 
tact that S 1 000 Dl8D later lost their lives in the 
Saipan campaign cannot be attributed entirely to this 
incident but it seams more than a coincidence tiJa t most 
or these casual ties were suffered through well-planned . 
Japanese counterattacks after 7 July1 i.e. atter the 
da7 the first tm battalions of the 10$th were overrun. 


