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Continuing with owr survey of cryptolpgic history, the period of the
American Revolution, in U.S. history, is naturally of ’considerable interest
to us and warrants more than cursory treatmeat. Are you astonished to
learn that the systems used by the American colonial forces and by the
British regulars were almost identical? You shouldn't be, decause the
language and backgrounds of both were ideantical. In one case, in fact,
they used the same dictionary as a code book; something which was almost
inevitable because there were so few English dictionaries available.

Here's a list of the sort of systems they used:

a. Simple, monoalphabetic substitution--easy to use and to change.

b. Moncalphabetic substitution with variants, by the use of a
long key sentence. 1'll show you presently an intereating example in
Benjamin Franklin's system of correspondence with the elder Dumas.

¢. The Vigenere cipher with repeating key.

d. Transposition ciphers of simple sorts.

e. Dictionaries employed as codebooks, with and without added
encipherment. Two such were specially favored, one, Entick's 'New Spelling
Dictionary”; 4hé other, Bailey's. BHere I show a couple of pages from the
former. To represeat a word by code equivalent you simply indicated the

page number, then whether Columan 1 or Column 2 contained the word you

wanted, and then the number of the word in the column. Thus: The word

CON=1r~
TINT A
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" jacket" would be represented by 178:2-2.

f. Small, specially compiled alphabetic l-part codes of 649-788
items and code names; our old friend the syllabary or repertory of hoary
0ld age with new dresa.

g. Ordinary books, such as Blackstone's Commentaries, giving the
page number, the line ngumber and the letter pumber in the line, to build
up letter-by-letter, by compound number, the word to be represented. -Thus:
125-12-17 would indicate the 17th letter in the 12th line on page 125; it
might be the letter T.

h. ©Secret inks.

i. BSpecial designs or geometric figures, such as one I'll show you
presently.

J. Various concealment methods, such as hollowing out a bullet and
inserting messages written on very thin paper. Strictly speaking, however,
this sort of strategem doesn't belong to the field of cryptology. But it's
a good dodge, to be used in special cases.

I've mentioned that code or conventicnal names were used to represent
the names of important persons and places in these American colonial and
British cryptograms of the Revolution. Here are some examples of the sort
of names the British used as code names:

For American Generals - The names of the Apostles; for instance:

General Washington was "James"
General Sullivan was "Matthew"

-2
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Names of Cities ( Philadelphia - Jerusalem

{( Detroit - Alexandria
Names of Rivers
and Bays ( Susquebanna - Jordan
( Delaware - Red Sea
Migcellaneous: Indlans - Pharisees
Congress - Synagogue

Bere's a very interesting slide, a British cipher message of the vintage
1781. It was deciphered before finding the key, always a& neat trick when or
if you can do it., Here's the key--the title page of the thean current British
Army List!

I'm sure you've learned as school children all about the treasoaable
conduct of Benedict Arnold when he was in command of the American Forces at
West Point; but you probably don't know that practically all his exchanges
of coomunications with Sir Henry Clinton, Commander of the British Forces
in America, were in cipher, or in invisible inks. Herets an interesting
slide showing one of Arnold's cipher messages, in which he offers to give
up West Point for h20,008. Here's another one in which he gave the British
information which might have led to the capture of his commander-in-ch::.ef »
General Washington--but Washington was too smart to be ambushed--he went
by a route other than the one he said he'd take.

You may find this next slide interesting &3 an example of the special
sort of mask or grille used by Arnold and by the British in their negotiations

with him. The real or significant text is written in lines outlined by an

hour-glass figure and then dummy words are supplied to fill up the lines so

-3-
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that the entire letter apparently makes good sense. To read the secret
message you're supposed to have the same size hour-glass figure that was
used to conceal the message. The significant text in this example is
underlined:

"You will have heard Dr. Sir I doubt not only before you can
have reached you that Sir W. Howe is gons from hence. The

rebels imagine that he is gone to the Lakewood, by this time.

However he has filled Chesapeake Bay with surprise and terror

oo ete,”

Arnold even used .the trick, mentioned above in method j, that was
quite similar to one used recently by the Russian epy, Colonel Avel, who -
vas arrested in New York in June 1957, tried and convicted, and 1s still
languishing in a Federal prison. Here's a picture of the gentleman. How
would you like to meet up with him suddenly some dark night at a secret
rendezvous?

Here's one Benedict Arnold message that has never been deciphered.

Th‘erg was an American who seems to have been the Revolution's one-man
Nation;l Security Agency, for he wvas the one aud only cryptologic expert
Congress had, and, it is claimed, he managed to decipher nearly all, if
not all, of the British code messages obtained in one way or another by
the Americans. Of course, the chief way in vhich enemy messages could be

obtained in those days was to capture couriers, knock them out < knock

them off, and take the messages from them. This was very rough stuff,

e
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compared to getting the material by radic intercept, as we do nowadays.

I thiok youtll be interested to hear a bit more about that one-man NSA.
His name was James Lovell and besides being a self-trained cryptologist, he
vag also a member of the Continental Congress. There's on record a very
interesting letter which he wrote to Ceneral Nathanlel Greene, with a copy
to Ceneral Washington. Here it is.

Philadelphia, Sept. 21, 1789

Sir: ‘

You once sent some papers to Congress which no one about you could
decipher. Should such be the case with some you have lately forwarded I
presume that the result of my pains, herewith sent, will be useful to you.
I took the papers out of Congress, and I. do not think it necessary to let
it be known here what my success has been in the attempt. For it appears
to me that the Enemy make only such changes in their Cypher when they meet
with misfortune, (as makes a difference in position only to the same alpha-
bet) and therefore if no talk of Discovery 1s made by me here or by your
Family you may be in chance to draw Benefit this campaign from my last
Night's watching.

I am Sir with much respect.

Your Friend,
JAMES LOVELL

In telling you about Lovell I should add to my account of that interesting
era in cryptologic history an episocde I learned about only recently. thn a
certain message of one of the generals in command of a rather large force of
Colonials came iuto Clinton's possession he sent it off post haste to London
for solution. Of course, Clinton knew it was going to take a lot of time for

the message to get to London, be solved and returned to America ~--and he was

-
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naturally & bit impatient. He felt he couldn’t afford to wait that long.
Now it happened that in his command there were s couple officers who fancied
themselves to be cryptologists and they undertook to so_lVe the message, a
copy of which had been made before sending the original off to London. Well,
they gave Sir Henry their solution and he acted upon it. The operation
turned out to be a dismal fallure, because the solution of the would-be-
cryptanalysts happened to be quite wrong! The record doesn't say what
Clinton did to those two unfortunate cryptologists when the correct solution
arrived from London some weeks 1ater By the way, you may be interested in
learning that the British operated a regularly-established cryptanalytic
bureau as easrly as in the year 1639 and it c-ontinued. to operate until the
end of July 1844, Then there was no such establichment until World War I.

I wish-there were time to tell you some of the details of that fascinating

: and little known bit of British history.

There's also an episcde I learned about only very recently, which is so
amusing X ought to share it with you. It seems that a certain B;'itish secret
ag'ent in America was gent a messa-.ge in plain English, giving him instructions
from his aupu-i‘.or. But the poor fellow was illiterate and there wasn't
anything to @o but call upon the good offices of a friend to read it to him.
He found such a friend, who read him his instructions. What he didn‘*t know,
however, was that the friend who'd helped him was one of General Washington's

secret agents!

-6-
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The next slide shows a picture of one of several syllsbaries used by
Thomas Jefferson. It is coustructed on the so-called two-part principle
which was explained in the preceding lecture. This is & portion of the
encoding section, and here's a portion of the decoding secf.icn, in which the
code equivalent; are in numerical order accompanied by their meanings as
assigned them in the encoding section. This sort of system, which, as 1've
already expisined, wae gquite popular in Colonial times as in the wly_days
of Italian cryptography, ie still in extensive use in scme parts of the

™ N
varld. Jet‘fersgn wvas an all-arcund genius, aund I shall have something to
. eay about him and cryptosraphy_ in a subsequent lecture.

A few minutes ago I meationed Beajamin Frauklin's cipher system, which,
if used today, would be difficult to solve, especially if there were only a
amalll amount of traffic in it. Let me show you vhat it was. PFranklin took
a rather lengthy passage from some book in French and numbered the letters
Puccessively. These numbers then bacame equivalents for the same letters
in a message to be sen'l';. Because the key passage was in good French,
ﬁat\u-ally there vere many varients for the letter ‘E--in fact, there were
as many as one would expect ln normal plaln-text French; the same applied
to the-ather high-frequency letters such as R, N, 5, I, etc. What this
neans, of course, is that the high-frequency letters in the plain text of
any message to be enciphered could be represented by many different numbers

and a solution cn the basis of frequency repetitions would be very much

-7-
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hampered by the presence of many variant values for the same plain-text letter.
Here you can see this very clearly.

I know of but one case in all owr U.S. history in which a resolution of
Congress was put ocut in cryptographic form. Here's a slide which shows it--
a resolution of the Revolutionary Congress dated 8 February 1782,
| Interest in cryptology in America s;em to have died with the passing
of Jefferson and Franklin. But if interest in cryptology in America wasn't
very great, if 1t existed at all after the Revolution, this was not the case
in Euro;ze Books on the subject were written, not by professionals, perhaps,
but by ]:earneﬂ amateurs, and I think you will find some of them in the RSA
library if -you're interested in the history of the science. Here's the
frc-mtispiece of a French bock the title of whiech !_ translate as “Counter-
espionege, or keys for all secret correspondence.” It was published in Paris
in 1793. H_ere's Dr. Cryppy himself, a.nd this ie perhaps & bresdboard model of
e (S-11 research analyst, or maybe an early model of a WAC.

I am going to take & bit of time now to tell you something about Egyptian
hierolglyph:lcs ’ not-only’ because I think that tiat represents the next sud a
great landmark in the history of cryptology, but also because the story is of
general interest to any aepiring cryptologist. About 1821 a Frenchman,
Ci:ampo:;.lion, startled the unscholarly world by beginning to publish trauslastions
of Egyptian hieroglyphics, although in the budding new field of Bgyptology
m\;ch had already transpired and been published. Here's a picture of the

8-
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gentleman and here's g picture of the great Napoleonic find that certainly
facilitated and perhaps mede possidle the solution of the Egyptian hiero-
glypbic writing--the Rosetta Stone, which was found in 1799 at Rashid, or,

as the Europeans call it, Rosetta, a town in northern Egypt on the west bank
of the llioae'bta. branch of the Nile. Rosetta was in the vicinity of Napoleon's
operations which ended in disaster and vhen the peace treaty was written,
Article ;N{ of it required that the Rosetta Stone, the significance of which
was quickly understood by both the conquered F;'ench and victorious British
commanders, be shipped to London, together with certain other J:arge antiquities.
The Rosetta Stone still occupies a prominent place in the important exbibits at
the British Museum. The Rosette Stone is a bdi-lingusl inscription, because it
is ‘%n Eéypt:lan snd also Greek. The Egyptian portion consists ;:f two parts, the
upper one in hieroglyphic form, the lower one in a sort of cursive script, also
in Egyptian but called '"Demotic”. It was soon realized that all three texts
wvere supposed to say the same thing, of course, and since the Greek could
eéasily be read it served as what in cryptanslysis we call a "crid". Any

_time you are lucky enough to find a crib it saves you hours of work. It

wvas by means of this bi-lingual inscription that the Egyptian hieroglyphic
writing wes f‘inally solved, a feat which represented the successful solution

to -a ﬁm'oblem the major part of which was linguistic in character. The
cryptanalytic part of the task was relatively simple. Nevertheless, I

think tha_.t_ ?,nyone who aspires to become a professional cryptologist should

-9-
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have some idea a3 to what that cryptanaslytic feat was, a feat which some
professor--but not of cryptologic science, I think it was Professor irl
Norbert Wiener, of the Massachusetts Institute of Technology--saild was

the greatest cryptanalytic feat in history. We shall see how wrong the

good professor was, because I'm going to demonstrate just what the feat

really amounted to by showing you some simple pictures.

First, let me remind you that the Greek text served as am excellent
cridb for the solution of both Egyptian texts, the hieroglyphic and the
Demotic, the latter merely being the conventionmal abbreviated and modified
form of the Hieratic character or cursive form of hieroglyphic writing that
vas in use in the Ptolemaic Period.

The initial step was taken by a Reverend Stephen Weston who made &
translation of the Greek inscription vhich he read in a paper delivered
bvefore the London Society of Antiguaries in April 18g2,

In 1818 Dr. Thomas Young, the physicist who first proposed the wave
theory of light, compiled for the 4th volume of Encyclopedis Britannica,
published in 1819, the results of his stufiles on the Rosetta Stone and
among them there was a list of several alphabetic Egyptian characters to

which, in most cases, he had asaigned correct values. He was the first to

grasp the idea of a phonetic principle in the Egyptian hieroglyphe and he

wag_the first to apply it to their decipherment. He also proved scmething

which others had only suspected, namely, that the hieroglyphs in ovals ar
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cartouches were royal names. But Young's name is not associated in pudblic
nind with the decipherment of Egyptian hieroglyphics--that of Champollion
iz very much 6o. Yet much of what Champollicn did was based upon Young's
work., FPerbhaps the greatest credit should go to Champollion for recognizing
the major importance of an anclent language knowm &8s Coptic a8 a btridge that
could lead to the decipherment of the Egyptian hieroglyphics. A4s a lad of
seven he'd made up his mind that he'd solve the hiercglyphic writing and
in the early years of the 19th Century he began t0 study Coptic. In his
studles of the Rosetta Stone his knowledge of Coptic, a language the know-
ledge of which had never been lost, enabled him to deduce the phonetic value
of many syllabic signs, and 40 assign correct realings to many pictarial
characters, the meanings of which became known to him from the Greek text
on the Stone.

The following step-by-step account of the solution is taken from s

little brochure entitled The Rosetta Stone; published by the Trustees of

the British Museum. It was written in 1922 by E. A. Wallis Budge and was
revised in 1958. I quote:

"The method bty which the greater part of the Egyptian alphsabet
vas recovered is this: It was assumed correctly that the oval

ar "cartouche" as it is called, always contained a royal name. There
is only one cartouche (repeated six times with slight modifieations)
on the Rosetta Stone, and this was assumed to contain the aame of

i\
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Ptolemy, because it was certain from the Greek text that the inserip-
tion concerred a Ptolemy. It was also assumed that if the cartouche
did contain the nawe of Ptolemy, the characters in it would have the
sounds of the Creeck letfers, snd that all together they would represent
the Greek form of the name of Ptolemy. Now on the obelisk which a certain
Mr. Bankes had brought from Philae there was also an inscription in two
languages, Egyptian and Greek. In the Greek portion of it two royal
names are uentioned, that is to say, Ptolemy and Cleopatre, &amd on tl}g
second face of the obelisk the;-e are 'l'.wo cartouches, vhich occur close
together, and are filled with hieroglyphs which, it was assumed, formed
the Egyptian equivalents of thesfe' names. When these cartouches were
compared with the cartouche on the Rosetta Stone it was found that one
of them contained hieroglyphic characters that were almost identical
with those which filled the cartouche on the Rosetta Stone. Thus there
was good reason to believe that the cartouche on the Rosetta Stone
contained the name of Ptolemy written in hieroglyphic characters. The
forms_oi' the cartouches are as follows:

On the Rosetta Stone

On the Obelisk from Philae
In the second of these cartouches this single sign (point 1t out) takes the
pla.ce. of these three signs (point them out) at the end of the first cartouche.
Now it bas already been sald that the name of Cleopatra was found in

Greek on the Fhilae Obelisk, and the cartouche which was assumed to

~12-
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contain the Egyptian equivalent to this name appears in this form:

Teking the cartouches which were supposed to contain the names of
Ptolemy and Cleopatra from the Fhilae Obelisk, and numbering the signs
ve have:

Ptolemy, A..

Cleopatra, B.
Now we see at a glance that No. 1 in A and No.' 5 in B are identical,
and Juiging by their position only in the names they must represent
the letter P. No. 4 in A and No. 2 in B are identical, and arguing as
bvefore from their position they must represent the letter L. As L is
the second letter in the name of Cleopatra, the sign No. 1 (poiat) must
represent K. Now in the cartouche of Cleopatra we know thé values of

Signs Nos. 1, 2 and 5, so ve may write them down thus:

-

=1'1'1 the Greek form of the name of Cleopatra there are two vowels betwéen
the L and the P, and in the hieroglyphic form there are two hieroglyphs,
this (point) and this (point), so we may assume that this one is E and
this one is O.I In scme fornlvs _of the cartouche of Cleopatra No. T

the hand is replaced by a half circle, which is idemtical with No. 2

in A and Mo. 19 in B. As T follows P in the pame Ptolemy, and as there
ie a T in the Greek form of th; name of Cleopatrs, we may assume that
the half circle and the hand have substantially the same

soudd, and thet that sound is T. In the Greek. form of the naume
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Cleopatra there are two a's, the positions of which agree with No. 6
and No. 9, and we may assume that the bird has the value of A. Sub-

stituting these values for the hieroglyphs in B we may write 1t thus:

Thomas Young noticed that these-two signs always folloved the name

of a goddess, ar queen, or princess, and the other early decipherers
regarded the two signs as a mere feminine termination. The only sign

for which we have no phonetic equivalent is No. 8, the lens,dnd it-is.obvious
that this must represent R. Iunserting this value in the cartouche we

have the name of Cleopatra deciphered. Applying now the values vhich we
have learned from the cartouche of Cleopatra to the certouche of Ptolemy

ve may write it thus:

We now see that the cartouche mist be that of Ptolemy, but it is also
clear that there must be contained in it many other hieroglyphs which
do not form part of his nawe. Other forms of the cartouche of Ptolemy
are found, even on the stone, the aimplest of them written thus:

(point out on slide) . It vas therefore evident that these
other siguos were royal titles corresponding to those
found in the Greek text on the Rosetta Stone meaning "ever-living, beloved
of Ptah." Now the Greek form of the name Ptolemy, i.e. Ptolemaios, ends
with S. We may assume therefore that the last sigu in the simplest form
of the cartouche given above has the phonetic value of S, The only

1~
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hieroglyphs now doubtfui are (this) aud (this), and their position

in the name of Ptolemy suggests that their phonetic values must be M
and some vowel ;ounﬂ in vhich the I sound predominates. These values,
which were arrived at by guessing and deduction, were applied by the
early decipherers to other cartouches, e.g.:

Row, in No. 1, we can at once write down the values of all the signs,
viz., P. I. L. A, T. R. A, vhich 13 obviously the Greek name FPhilotera.
In No. 2 we know only some of the hieroglyphs, and we write the
cartouche thus: It was kanown

that running water sign occurs in the name Berenice, and that it
represents N, and that this sign is the last word of the transcript
_of the Greek title "Kaiseros", and that it therefore represents some S
sound. Some of the forms of the cartouche of Cleopatra begin with

(this sign), and it is clear that its phonetic value must be K.

Inzerting these values in the above cartouche we have:

_‘which is clearly meant to represent the name “"Alexandros", or Alexander.
'i'l-xe position of this sign (point) shows that 1t represented some sound
of E oz' A.

Well, I've showed you enough to make fairly clear what the problem

wvas and how it was solved.

“15-
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That's the way in vhich the initial break was made in the decipherment
.of Egyptian hieroglyphics, and, as you may already have gathered, the
mis vas of a very simple variety., It was very fortunate that the
first hattscks on Egyptian hieroglyphice didn't ha;re to deal with enciphered
writing. Yes, the Emtians also used crypuo&gphy; there are "cryptog‘ra;ahic
hieroglyphics"! Here, for instance, is an example of substitution. Thu.tl
character in place of this one means “to speak”.

Bet‘are: leaving th; story of Champollion‘'s maatery of Bgyptian hiero-
’glyphi; erit.tng I think I should re-enact for you as best I can in vards
what he 4id whenfhe felt he'd really reached the a-olution to the mystery.
I'%.l preface it by recalling to you what Archimedes is alleged to have done
wheg he solved a problem he'd been struggling with for socme time. Archimedes
was enjoying the plessures of his bath and was Just stepping oit of the pool
vhen the solu‘_bion of the problenﬁcue $to him like a flash. He was so over-
Joyed that he ran, naked through the streets shouting "Euréka! I've found

- 11:; I've fqund it.” Well, likevise, when young Champollion one day had
concluded he'd solved the mystery of the Egyptian hieroglyphics, be set out
on & quick mile run to the building where his lawyer trother worked, stumbled
into his brother's office, shouted: "Eugene, I've got it!", and flopped

'dcwn éo the floor in a trance vhere he 1s said to have remained immobile
and compl-etély out for five days. Don't let that sort of thing happen ‘to
you arocund here when and if you find the answer to a complex problem. The

-16- -
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char farce will probab}y sweep you up and throw you into the secret trash .
bin for disposition by buraing.

I shouldn't Jeave this brief story of the cryptenslytic phases of the
solution of the Egyptian hieroglyphic writing without te'lling you that there
remain plenty of other sorts of writings vhich some of you may want to try
your hand at deciphering when you've learned same of the principles and pro-
cedures of the science of cryptology. A list of thus-far undeciphered
writings was drevn up for me by Professor Alan C. Ross of London_Univarnty
in 1945 and had 19 of them. Since 19%5 only two bave been deciphered,
Minoan Linear A and Linear B writing. The Easter Island writing is said to
have very recently dbeen solved, but I'm not sure of that. There are some,
maybe just a very few, who think the hieroglyphic writing of the Ancient
Maya Indians of Central America may fall scom, btut don't be too sanguine
about that.

Should any of you be persuaded to tackle any of the still undeciphered
writings in the list drewn up by Professor Ross, be swre you have an
authentic case of an undecipbered langusge before you. Here's one that
vas ﬂr:ftten on & parchment, known as the Michigan Papyrus. It had baffled
' certain savants who had a knowlefige of Egyptology who attempted to read it
on the theory that it was _aane sart of variation--a much later modification--
of Egyptian hieroglyphic writing. These old chaps gave it up s & bad Job.

-17-
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Not too many years ago it came to the attention of a young men who knew very
little ebout Egyptian hieroglyphics. EHe saw it only as a simple substitution
cipher on some old language. He tackled the Michigan Papyrus on that basis

‘ and solved i1t. He found the language to be early Greek. And vhat was the
purport of the writing? Well, it was a vonderful olri Greek ;:emtician'l

: s;m-et rama.lf for further besutifying lovely Greek young besuties--maybe
the bathing beauties of those days.

There is one peraon I should mention before coming to the pericd of the
Civil ¥War, or, as some psople prefer to call it, the m between the States,
in U.S. history. I refer here to Bigar Allan Poe, vho in 1842 or there-
abcut?;;:indled an interest in eryptography by his famous story of "The Gold
iug", and by some articles on eryptography in newspapers and Jowrnals of the
periodi. For his day he vas certainly the bsst informed person in the U.8. on
cryptpl;agic ﬁtters ocutaide the regular employees of Government depaxrtments
interested in the subject, and in saying this I am assuming that cryptology
was u_ud %o & limited extent by our Departuent of State for commmicating vith
—mba.nudors and consuls atrond. I suppose that the Army and the Navy used
codes but we'll come to them a little’ later, wvhen 1'll show you examples of
t@.

'i‘o return to Poe, one of our early columnists, there's an incident
I'q like to tell you about in connection with a challenge he ;*inted in one

-18-
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of his colums, in vhich he offered to solve any cipher submitted by his

resders. He placed some limitations on his challenge, which amounted to
this--that the challenge messages should involve btut a single alphabet with
variants. In a latéer article Poe tells about the numerous challenge messages
sent him and says: "Out of perhaps 188 ciphers altogether received, there
was oaly oue which ve did not immediately succeed in resclving. This one

ve demonstrated to be an imposition--that 18 to say, we fully proved it a
Jargon of random characters, having no meaning whatever.” I wish that cipher
had been preserved for posterity, because it would be interesting to see what
there was about it that warranted Poe in saying that "we fully proved it a
Jargon of randcm characters”. Maybe I'm not warranted in saying of this
eplsode that Poe reminds me of & ditty sung by a character in a play put on
by some undergraduates of cne of the colleges of Cambridge University in
England. This character steps to the front of the stage and sings:

"I am the Master of the College,
What I don't kXnow ain't knowledge.”

Thus, Foe. What he couldn’'t solve wasn't a real cipher--a very easy out for
any cryptologist up against aomet|h1ng tough.

This completes the third lecture in this series. In the next one ve
shall come to that interesting period in cryptologic history in which codes
end ciphers were used in this country in the War of the Rebellion, the War
Between the States, the Civil War--you use yowr own pet designation for that

terribvle and ccatly struggle. S
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