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~ !,nvi~iu.i me to addresa the· •taff and atudenta ot .U.. Senior School 
I I •• • ~~ '" ,-.... ... • 

~.... .. I - ... I ... 

. ot the Marine . Cor.ps ozi the subJect ot "CCIDIIlUD.ications Intell.i.pnce and 
. , . . 

. ~au~~ud~c~tioo S~~urit;y" I aaaume that Oenerai TwuliDS;B obJective.-!~ to make ., 
·-

... . -·· ....: -· •- . 'fou _ ava.re at the rol:e _tbat these tvo 'branche_a ot the acience ot cr;yptoloQ 
_. • - • •"' . I • .. J • I "' 

-, 

ha~ ~ 1D the put aDd can in tbe :tuture apin pl.ay' as a vital military 
.. ... "" ........ ' ~ . -

.. 
)!!apoc. 

·. 

- . 
' -, ., .. .. ... .... . "" .. . .. 

Soon at~~ the close ot World War II, the commandant• 0t our variou.a 

~ fl J.: ;:, -
~" 'II It • • • "0 :- I • • 

11erv1ce 1t~ho<4a 'began to· ask the cr'yptologic agencies ot the Arme4 torcea tar . . . 
' 

•• -lecturera to teli their student otf'icera aomething about our cryptologic 
.. ~ • ... ~ - .. .r · . . . , 

. e.cti vi tiea duriq the ·war. There vas at f"ir•t aerious question a.a to the 
""' • ;;. '.II ,.1 •'•:• ~~ • • .. ~ \,. I "" • r 'I • .. • • .. 

. er.Avi•a~Uit;y Ot 1~~1:_118 the securit;y veil sutticientl.)r_ to 'pe~t discussion ot 
.· .. 

the eub_Ject, but ~ t~ an atfirmat:i.~-.;-&e~iai~ ~ ~~-•. -~ of'f'iciai vi~s 
, .,. ,J ... 

or the l'~val W~ COJ.lep on the :m.tter were. stated in a l"etter dated 5 February-

;:..: · ~946, fr!JIIl the then Preaident or the C~llege 1 Admiral. B. A~ Spruance, to the 

.., Chie~ ot ia:~al.·e~iaat_iona, M.miral l:. 1. Stone. In cOJDDienting upon the tine 
.- ~ 

. . -
'""'" ,., '"a .... "''I .... lo., ~ ' • ~ • --. 

;preaentation -.de by- a certain apeal&:er 1 .A4miral Sprua.uce aa1da - . 
..... . . 

.. t;: • ' 
I 

"Bia tioe&tJII':'nt ot t.b(t aubject matter emphasiZed tlie ftl.ue ot 

_cODIDWl1c$t!on intelligence to Mval. ci)1DI!!B.DCJera, the vital importance of' 
- • ? ,.. .. • 

-intaiaing the aecurit;y ot our own c~ication intellipnce activities, 
' 

I • -1 .. .. ; ... I .. : .,.'"• • ~~ 1 

.~ the ne~eaait7 tar observing the principles at c~cation security 
I I • " "" : I 

~I ... II ' : • -

1D detenae ~inat enemy COIDDIUDication:,_ intelligence. I consider that the 

- ·'Value to be clerivecl trom the 1ndoctr1Dation at senior otf'icera of' the lfa.vy 
a .... (• 0 : I • .. ,• • ' 

1D tbe.i'e IiinC'iplea iar outve18ha any possible loss ot aecUrit;y reaultin8 
•• I • .1' .. r .. 

.--..... " 
trom •. partial revelation or ~ activit.iea "in the past war, ;particularly' 

J.. ... • .. - .... 

'u' view .ot t40 diacloaurel which bave been made 1A the press. 
'" 'i "' • "" I 

·--~ 

.-
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0: 

·"lt. ~· ax!~tic the,t the tu1l benefit ot coam,qication inteili-

,.ace cnm be o~ ~when aU aeaiar otticere reali" ita poten .. 
""' ~ 

t!al.itlel tar v1u'D& eat loa1JI& 'battles ~ wa:r•, &114 wbeD their actions 

llflt -...e~ 'b7 com:plete Jmavledge ot t.he eJ.ementa ot cammmicat1on 
. ~ 

idell,t .. ncit, r&t.be:r than 'bJ ilaeamplete aD4 iDaccurate 1Dtormat1on obtaiDed 

tbi'CJU&h tb~ ClYIDJJPll (4 8Qal\1p. w 

' . .. , 
latatorical 'bacJqvoun4 ot cryptolOSJ. llext rill coma a pre1entat1on ot tbe ... 

Jll1aC1ple•, ;procecture•, -.ch1nery, aDil orp.nization vbere'b)r CODIIIIUILicatiODS 

"" XA'tf11Satnc!'!, or, t~ 'hart, ccamrr or sm:nrr,. ill lr1tiah terminolog, ia 

..... ~ 

o'bta1Jiel, haw. it ~,. i'J'~l7 Ule4 e.D4 8-.feauarc!ed, aDil ite unrivalled 

• wituiv .u an ~igence weapon in the cODd.uct ot modern warfare. 

' x...- tq xo.-rb 'by ref'erring to the acien.ce ot ceyptoloQ aa a vital 
' -

....... JI11i't..ar7 weapon, 'but it has not alvazs 'been regarded ... weapon, let alcme & 

!!W. weapon. 'I aa here remin4e4 at this point of • ator;r that I cue across 

fJI u. aia book Q1l cryptoloQ, a ator7 which ia probab~ apocl"JPbal but which 

' , I aiw tor ,_t it ~ be worth. 
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lived 
It a..- that abc:Nt tvo tbouaaD4 1WN"• aao there ... a hrai&ll queen named 

for reasons 
vu beca\LH ot that iDtereat ar /atblar wmatural. •• • "'••, aucb u 

she that 
~ ;perJiapJ to tbe otMr place 1 but lla...._ lett 1U1irUcticaa :• t s c>g 41e•l _..ina 

were to be placed in a golden sarcophagus within 
XIIII bel' -.rt.hly reaiuj hi e ,_., \ f ~ an Ulpoe1D& •uaol.nll .._..* •••r 

which, 
••-·Dia-' .. J•r-.-llailll? -IlDia a ta. outa14e ot tt xww t •s on ita tl'ont w.ll, 

to be saying: 
thin vu/c&rTeCI a ...... , 0 'e"x•M:Jx 

Stq, ~ t.ravellerf 
It thou art tootaon, ~. or 1A DH4 ot .-.7-
UAJ.ock the riUle ot the ci,pMr II'&VU lle~ow-
ADd. JOU. vUl be led. to ricbee be1'QIId. all 4Z'-- at avaricet 

and 
Below thia curiou. ...... wu a cryptosraa ~-·iftiiOOCb'•en 'txa-x,a 

to many 
aened. u a lure t »r"tW UlJC"'ta who tried t.be1r b&D4a at 4ec1:pMZ'1D& the 

be-vhiaMrecl, aD4 bNpectacle4 aaftD.t vho, after varkiDc at 'the FOJect tor a 

ccma14erable leDgth at tS..1 aolft4 tM c1Jaber. It pye hill 4et.a1l..S iAatru.ctiODa 

tiOD to open the aarc~, but be ba4 to aolft uotber ...... 1A ordc' to do 

ao. Poeaibly it 1Aval.Ye4 t1DI1D& the correct ~1Aatioa to a 5-twabler lock! 

Well, be aolved that aae too, after a lot ot work, &1114 thia ena'ble4 hia to open 

the aarcopbasu.l 1 1.D vhich be tOUDtl a box. In tbe box vu a ••n.ae 111 pl&1n 
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~. u4 t111a a vlaat 1a aa14a 

o, 't.hoaa ...U.. alii. iU&tia'ble IIODIIW! To 41atvb tbeae poar 'boDeat 
U tba.l 11M •at l-.rM4 •~thilll 110.re uaetul. t!lu tbe art ot 

Ceof.Jber1J18, 
'l'hiN. vou14 •at D01r lie footaore, 1D.uasr71 or 1a aee4 ot IIODtt)'l 

v1ell 'tlat I bw t1le ol4 aal'• aMI-•• •o that I coul4 write ber, u & ~il'at 

aow t11en wu to be a ll"&DIS :tiDale Joint Coosreaaioaal. llmtat.1pt1oo into tba 
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,.._., 4 M:rita OWJ1 ~ 111Yeatip.t1oo. 8114 heari.Qp 'bUt, it al.so 41acloae4 

to .._.1ca u4 to 'tbe whole varl4 ..,..7th1DS that W beeA uid ud shown at 

the ot the 5-star General George C. Marshall, 
••hili¥ Chlet t4 St&tt /u.s. A'nq' at the ti• ot the !fear! Harbor AttacJt1/was 

aa.l.le4 to \be vitnea• ataaa. He teatitied tor several loDe, 10118 llqe. ~OV&l'4 

witteD to CoftrBOl" JJeve;r iJ1 the Aut1111111 ot 19\-4, 4urtns the Prea1clent1al. 

aaot to farce hill to cliacloee tbe letter ~ ita cora:teata, but to no avail. Be 

DBJority ot the 
ba4 to baw to tbe vUl. ot t.be/ CO!Bittee. I now read: 

•u .s. ci tiseu 41acovered laat veeJt that per!Mipa their 8JIIt potent 

aecret veapcm t4 Warlcl War II vu DOt ndar, AOt tile ft tuse, AO't the 

-.clWie, 'buUt atter ~· ot tr1al &114 errOl", ot 1Dfere.ace &114 4e4uct1oo, 

\lea~ before tbe Pearl Barbor CCI81ttee hll4 alrea4J abown tbat tbe 

achiM mown a1 11111&1c • vu ill ue lOBS 'bef'ore December 1, 1941, hl4 

been aa:rt UOll8b to realise it ('!IMI - Dec. lf). Wow Olmeral lfaraball 

-5-
-4--
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"BDabl.ed. a relat1veq 1-.ll u.s. torce to 1Dtercept a Jap in"'U1on 

:neet, YiA a 4ecis1ft v1c"taJ:7 iA tlJe Battle ot the Caral. Sea, thua aaviDS 

f'crca 114vu.ciD8 on K14VIQ', euabled the k'IJ' to concentrate ahipe wb1cb 

otberViae ai&bt haft bea 3, ••• Jl1lH &WIQ' 1 tlm8 ••t up an ambush which 

prttf'e4 to be the turniDS .. point vic\01'7 ot the Pacific 'W&l". 

COD.'f018 voul4 be JU•iAI· 

W thG 'l'IMI aoea ao to c1w mare 4etaU. or tbat ataQ'. We •ball return to 

it later iA thia talk. 

very 
4ur1A&1 aDil after tbe vazr. It 1• nil¥ ca.retully gUar4ed. lvea tbe fact ot 

nob a 4evutial aurpl'iae attack. Let me read you a bit fr011lli*P 26.1 ot 

_2._ 
-~a-
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telfhe Jlagic inteUipAce vaa Ftt··•dnent:cy illportant aDd the neceaaitJ 

tor Jr.eepizas 1 t o0Df14eat1al C&Dilot be overe•·Uma:ted. However, ao clollely 

bel4 aD4 top aecret vu thia 1Atel.lipnce tbat 1 t &PJ18&1"8 the ~ tM 

JapueH code• Dl4 'been bzoolreA wu rttsarcle4 aa ot mo.re im,pol"tar&ce tllaD the 

inf'oraticm o'bta1Ded tram 4ecod.ed t.ratf1c • " 

..rDII up, in conaectioa w1:tb tllia phaae or the etor;v ot Jfa&1c 4UI'1D& 

World War Ill 

"So F1ceJ.e•• a poaeeasioa was Magic that tl:le U.s. high c()D'JJIBI14 

lived 1n eoataD.t tear that the Jape would 41ecover the aecret1 c1aaDp 

t!Je:l.r cede aclliJaC7 1 force U.s. C1"7,p'tograpbera to atar't all over ap.in." 

aa14 about it 1D ita Report. Tile tollaviDI cOJDea :from p. 2321 

" ••• all vitneaaea faailiar with MAGIC •ter1al tbrouahoUt tbe 

var bave teatU'1e4 tlat it contributed. enormouely to the 4eteat ot the 

•Delll', szo-tl7 ahartened the war, aDd aave4 ~ thouaauda ot 11vea," 

Pac1ttc, ball vritteAa '~~!'he iDtonatic:a 0·2 pTe 0•3 111 the Pacific 'rheater 

t0\11.14 that .1.11 apent f~ COMile ia vorih .1,111 apeat ror other act1vit1ea 

Ul4 •tcr1ala. 

-7-
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%a •hart, ¥ben our c.,..,.., .. , .a CCIIDT 1a WorlA Va:r II t.b.e1 vcre able 

to :put wllat a..U terce• tbe7 ba4 at tbe rJ.pt place, at tbe riSht. tme. But 

vllelt the7 414u•t Jl&q it-..e.DI th1e happeuecl ae'ieral t1aee·-tlae1r torcea often 

took a lleatills. I&ter 01\ ve •u aote ilultucea ot ~h tne. 

I llopt I,.,.. DOt tz'1e4 70U1" ;patia.ce bJ' auch a lAmSthJ' preface to tbe 

ot hii'Ccry ia &lw&Jll UHtul 1n 1Atroduc1DS a aub.ject belO»SiDS to & apec1al 

u4 Dot-to-veU-bam f1el41 I•U be&ill b7 aiv1DS 70U •~ hietor1cal 1Dtormati011. 

al»ou\ CZ7Pto1017, which compruea two related ec1ace•, tllat ot cr1J)toarapq; 

u4 'the ott.r at ~111. Tbe)f are 'but opplaite tacea ot the ea.- co1n1 

tor prccr••• :ta oue 1De't'1tabl.T J.ea4• to p-ocre•• 1D. the other. 

U tS. per-..1 tted we could. ao tar back 1Jlto hla'tol7 to see the earlieat 

WcJ.!miAP ot HCftt c~1catioll8 aa4 thia Jlipt UJce ua to the 'fflr7 dam 

tJt the U"t ot vr1t1na beeauae tbere 1• rOOil to v0114er vbich ca. fira"t, ar41Dfn"71 

1D.tell181ble. vr11;lzaa or W11nteUi81ble, tba.t 1a1 aecret vr1t1Ds. IDatancea ot 

oipber are tCNDd. 1a tbe Bi'ble, tor 1DIItance, a.a4 ,. DOW la1ow that acae ot tbe 

uclent Bgptt.aa lliezrogl.Jpb1c wr1till& vu •~ti.-a encipbered. Jut. ve IUit 

q,ut~ pua cm.r '\be h1atal7 ot the earl.y claJ8 ot orntoJ.OQ' with the fore-. 

&01D8 'brief -.nt.t.OA. 'ftaen 111 1 boweYer, ODe item 1D. that biatory vhich ~ 'V01'th7 

of •JMIC1al zaatice J the acyta;Le, which ia the earl1eat cipher device h1etozt7 

ncanle alii. which Wid uae4 bT tbe ucient Lac:ed&mi)Djeaa or Greeks. 'rhe7 bad a 

woallea cJ'].ia4er at •Jec1tic 411Eu1cma 1 &t"OUDil which the:y wrapped aplra.l.l7 a 
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pieoe ot Jal"~.UtJ tJaq then wrote the •••• acroaa the e4sea ot the parclment, 

1lllVUWif1 i't, u4 aent it to ita deatin&tion, Yhere the rec1p1eDt would wind tbe 

JIU'Ca.nt arOUD4 u 14eDt1calJ.7-4:t.rwione4 'b7J.1,D1er, aDl th\111 bl'iDS together 

p.oopilrl.J' tbe bit. af lritera repreautinl the •• .,.. • ftie 41q:rul, ina1den'tal.q 1 

1a 110t correc-t. !~be vritiD& vu 4oae &loq the etae• ot the parah8nt 1 ae I said 

'betan, alii AOt u ahown 1D thia picture. ADd 1 bJ' the wq, tbe batcm whlcb 1ibe 

J:uroopeu field ~•hal atUl oan"iea aa oaw of the UUiipia ot his bip attice 

dft'i,.. trom th1a vert wtrument. 

Caeaar 1 ot couraa 1 18 well bowu ia history to have Wled. crY,ptograplq·-

a Ye%7 aimple •tbo4, obvioual.7, becaUIIe &ll he clid wu to r8}Uace each :Letter 

bJ the aoe tb&t vu fourth :troa it 111. tbe alphabet. Cicero VU OM or the 

iuftAtora ot vbat ia DIN call.ecl ahartbaDI. Be Ud a ala'f'e b,y the DUe ot Tiro 

Wllo wrote tor Ciaero b11 recorda aDA ao ow., 1D ahortbaDA or Tiroa.ea.n notee 1 aa 

tbe7 ue c&lle4. 

De bel" rud op at .oclern ceypto10&r can be traced b&ck to the clq8 at tbe 

..rl7 )'e&ra ot the 15th Ceutur;y, wbell the science wu exteuive~ eapl.oJe4 'b7 

(a..ll) tl» Jll"iDee8 IUIIl claarlcerin ill tbe Papal atatee, about l4JJ. I ahow De.Xt an 

al.pbabet of -t par1o4 vhich ia 1Atereat1D& ~ 'McaUH i't ahowa that in those 

ear~ d&Ja 'tbe:f al.l"ead.7 ba4 a :recopi tion ot tbe buic vealmeaa ot what ve caU 

.. 9-
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a 1»81• or l~KmC18J.pbabetie eu'blti tution4 Solution ot thie t)'pB ot cipher, ae :you 

to _, 1Jrto tbat becauae a.ll at JOU1 at •CIIDe ts.. ~ other 1 baTe read "'the Gold 

I v1U a4d tb&t tlle earUe•t tract tba;t the vorl4 peeaaea OA tbe aubJect ot 

1474 b7 a leapol.ttu, wboae .aame vu S1eeo Saoaetta. Be aeta forth tbe 

(alt.5.2)!r1tbaliu1 wbo wrote hie monlDIIeDtal war.k in 1531. Be planned to write tour 

•W!b :ratutic clalJa \ilat he sot c'bG'pd vith beiAS 1.1\ 1-sue with tbe DevU. 

(151) & •llde which ahc:w that the ueceaaity tor secrecy 1A W. bueitaeaa was recopizecl 
(Ma) 

Scot., in the period J5lt.5, or 'thereabouts. '!here wu u Ia:J hm cryptosrapher 

wbole ._ wu Pcrta aDil wt.o wrote a book, publiabed ill 1563, iA which lie 1howed 

eerta1a tnu ~ al.JM'bet• that ba'VW ca. 4own 1n billtai!'J u4 an lulOWD. DOW aa 
-1111-
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witb ... ,. letter• 1 ar ~, IIDOther alphabet vi th Jrq letters c or D, aad so 011. 

ve lot. ot people v'bo l'Wfer to hi1 'book bUt lave :ne'YV ......S it. I took tbe 

trOll'ble to haft tt vaulated to He Juat wbat be 414 ..,-, aa4 be wu, iD 11;1 

lawatar ot wbat we Jmov u tbe eamera obeoura, tbe ::propn1tor or our IDOilera 

~•. l th:t.Dk alao he ._. oae ot the earliest at ~t• able to •ol-re 

.. the ••nee UDilergoea uoipbenleut. Porta '• tabJ.e wu act~ 1.1.1ed 1D 

(6.1) ctf1e1al. cOZTHpondence. Sere 1a a. pictUI'e ~ a table that. vaa f'OUIM\ a1IOD8 

Jtacl.iab AlllbuaadOl' to Sp&1a. It uaacl Porta • a &l:J,lllabets • 

(5) Tile next ali4e I ahow 1• a picture ot what c~a u.ual.l.7 call tbe 

iillplaced cme J.etter l.C" row 1 with tbe plain-text letters at tbe tap f4 tbe 

-.u-
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(5-.J.) picture at 1t u 11i appear• 1D. hiJI own book. It sou caas14erably be)'QDd what 

tol&7. 

'1'he next ceyp'toptapber I v1•h to meution 1e a Prenclman., J'rucoia Vieta, 

aa. eJahMtot •tbea&ticiaD., tO\Idder at laOCler.u alee 'bra. In 1589 be 'became 

Councellar at Parl~t at 1'oura aD4 then Privy COUlllel.or. While in tb&t Job 

he aol.Tell a SpaDJJih cipher eyatea uaing .are than 511 charactera t ao that Ul the 

SJ!UUh diiJBtchea f'all1DS lnto PreAch JJand• vue ... 11y read.. Phillip II or 

SpaiD vu 10 c0Drlnce4 at the aafety ot hie cipher that when he toua4 the Prencb 

vera aware ot the cCiltents t1 hia letter• to the letberl&D4e, be compl.ai.Ged to 

(~.2) tM J'o.pe taat the Preach were using aorcer7 a,pwt h:la. Bere•a • sl!4e that •bon 

oae ot tbe huo4red.a or ci}ilera the Court ot B,P\in ,.. then uaiDS Vieta was 

oall e4 OD. the O&l"pet aa4 Dllde to explain bow he •d aol ve4 the ciphers. Here 

1• uother esampl.e ot aothe%- nl.cJ otf'1e1al cipher. llere &l"e the alpbabeta; u4 

(3 .. 7) a •l1d1D& car4, vhicb cou1.4 'be ahittecl up ud down, vaa u.e4 tar cha.Ds1DS the 

(3.8) IIQ', or as a meana or c'bfma:tns the b;r. Here ie another,. cal.le4 the "two .. equare 

eipbe.r",. ar •tvo-aJ.pha'bet cipher"; 1t involve• coor41nateet :bere ia one complete 

&lp'babet aQ4 here :11 &notber one, tbe cocr41Dat-e• are uae4 to repre•ent the 

letter.. 1'h&t vu ac:'tual.J¥ used ill Cbal.'-lea I•a time, 1627, in communicating 

vi th huce aod PlaD4era • 

....~, .. 
-12-
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:t wut to Juap JlOV to the period at the Americu Revolutiou., in U.s. 

Ci;ph!g"! 

M&r1gant • 
~ Simple manoalpb&betic aubatitution. 
l». lfoQoalpb&'laetic vit:b. '¥U'ianta lJy wse 

ot loDa _,. .. ntenee ala J'.l"a:aklin. 
e. Vipnere with repeatinS ~. 

'Britiab~ 
a. iiOiO&l.pbabetic substitutiOQ.. 
'b. Vi..-e Vith repeatiDS key. 
c. OrUJ.e •• 

Co4ea 

a. D:let101l&l"1 ... 
'b. Keiboo.k •inS vor4a • 
o. S;rUaw.rtee. 

• • Secret iUs. 
'b. Cl"illes 
c. Variou. CQQC'Ml ment •thode. 

a. Dict1cmar1e• • 
1. lntick'• 
2. laUe7'• 

b. S.U alphabetic 1-pa.rt codea 
at 6fl-7fiJ items and eode namea. 

o. Ordi.Ja7 book au.ch .. BJ.acutoae .. 
pqe, lille 1 no. or vor4a in. liDe. 

Ia a441t1c:m1 cede ~ CODTentio.aal. wor4a were Ule4 to repoeaent the ... 

.a..r1oan GeDer~ ... laMa at tbe ApoatJ.ea1 
WuhiDgtcm. = J'amea 
SulllVaD • Mattbev 

Philll4elpb1a 
»etroit 
Del.a'ware 
B•quebanna 
:IndiaDS 
Coapreaa 

• Jerusalea 
Al.exandri& 
a.~ S• 
..tor4aa 
PJJ&raeea 
SJDaCOSUe 

••r to 4ec1pber DMrly &ll, if not all, at tbe Britiab code .ea•ase• 111tercepted 
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1D tboae 4tQ1J vae to ei• cou:riera, Jcnoclt tbea out f# oft, aa4 ta1re the 

••uses trom them. Roup atuff' ccmpared. to pttiDg tbe •terial by radio 

call 1 t, uaed 'bJ' '1'homu Jetteraozs. 'l'hie a;ylla'bary 1• coutt"w:ted on tbe 

so-called. tvo .. part pr-1DC1ple. This ie a part.iOA of the dec~ iDS a.,ction. 

1'ou. will DOte tbat the numerieal groupe are in couecutive order but their 

.....n.tDgs are at raza4011l. 'rl1ey have no al:pb&betical order at all. It aiJapl.J' 

JIII8D8 tbat ;you b&ve to !lave uother aect1on1 t1:Mt eacccli.Ds section, in which 

the warda are in alpbabetical order, &DCl their equivalents are 1n raradoa or4er. 

'l'h1a aort ot •J'Item ewn todaJ' ia 1n extenaive Wle. Jefferson vu aa. all· 

a little btt later on, I hoJ!e. 

I'• aure JOU've 1-.rned u achool cbildren all about tbe ._,wa\18 ..-... 
of the American Forces 

treaacaa'ble cotlduct of JeDe41ct ArnoJA wbu be wu tbe COPMadiDS General/at 

West Po1Dt .. bu.t :rou prob&bq don't lalov tbat practicall.y all hia excbaapa of 

eoaanuicatiou with Sir :J!enr7 CU.Atcm, COP'"""v ot 't:be Br1t1ah Jiorcaa ill 

.a.Jtica, were 1D. cipher 1 or 1n 1rlv1a1ble !Dial. Be even ued ODe trick 'tbat vas 

.,ut te similar to OM uae4 aa recent~ u in 1957 bJ' the Buaeilul •w Coloael. 

Abel who wu arre•ted 1u llev 'lark in .run. 1957, til!'1e4 allll canvicted, IUI4 ie 

atUl l..uguiahing in a Pederal prison. The trick was to inclose bit• ot 

allowing cme ot Arllold'a c1phw •••aaea, 14 which be ottve t.o 11ve up Weat 

... JW,-



REF ID:A63362 

1~ au ~t. hute to l.oDilon tar solution. :But, ot courae, C11nto.D Jmew it 

vas gof.Ds to take a lot ot tille for the •••ase to pt to LoAdon, be aolved 

Ull returoa4 to America--aDd he eouJ.dn•t at;f'or4 ... o wait that lona. Mow it 

ba,PPeae4 tbat 1D hia counnand there were cme or two officers who t'&ne:Lec1 t.hem-

eelvu to be ar~tOlogiata u4 the) ..u1dertook to solve the ••sage, a copy of 

vhich bad been IB4e before ee.adiDS t.be arJ.Sinal. ofr to Loudon. Well, thtq p.ve 

Sir Bur7 their lolution-.. vbicb happened to be wroua aQ4 CliAto.u's operation 

tlll"necl out to be r.ather a diiSDBl ta1lure. The record 4oean 't SIQ' wbat Clinton 

414 to the tvo a.ateur cryptolosa~a wllen. the correct aolution arrived from 

LoD4on veeu later. :&7 tbe way, rou a'¥ be J.Atereated in le&r~iDs that the 

British have o;perated a cr~ic bureau ever aiAce tbe ;year 1541, eave far 

a rw )'Wars trCD about J.851 to 1914. 

'lbere 'a al.lso au epiaode I lee.r:oed about on:cy YerJ' recutJ.7, which is ao 

H 
ULWtill& I ought to aba.re ,,_,, w• with you. It seems that a certain British 

a~~eret aaent wu sent a ••sage l.D. plain Ea,g11.eb g1 via& him iDatructicma from 

hia 1uper1or. lJut the poor tellow vu illiterate &Ill bad to call upon the sood 

ottices ot a 1"r1eu4 to rea4 it to hia. Wbat be 414R't Jmov, however, was that 

hia trieDd vaa cme at Waabingto.n•• aecret aaenta! 

It interest 1n crnrtolog- 1n .America waan.•t ver7 sreat, it it existed at 

all after tbe Revol.ution, thia waa not the cue 1n Buro,pe Booka on the IU'bJect 

picture of the trout1ap1ece to a book in French dealiD& with eapiouse ao4 

... :]., -
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'two with •' (S1CM4) A. LiDc:oln." I "tli.1Dk the Prea14ent vaa kicldiDS • bit, 

-.t.., aa cu be SMA 11:1 tbe al14ea l.hich I ROW abav. (Rae. 

invented 
achiDe, one 'llruwd upoA cr~pr1Ae1plea ~ 'b7 Arzq cr)"Ptoat'aphers, but 

! 

tl:at a, a ma.trix v1th in4icatiODS ot route to be fol...lawed in inscribina aQIS 

1iU'a tbltm au.t aacord1D& to auotber rau.te. And ben the thi;aa is complicated 
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eqU19&lenta, you tee. Bere are •cme at tbe names o:t f8.1110U8 or well-known 

olt!et.trs ot that period. I have With me today the c:om,p.let-'2' set of cipher 

boob uae4 ~ the fed~ An1f duriDg tbat pe:t"'iod, and af'ter my- talk thoee 

at 70U wbo Yieh .:t come up aDd examine them, topther Y1 th certain other 

abibita, 'rhe :aext al14e 1• a picture or a message sent to General Graa.t in 

one ot those route ciphers. I shalt not take time to read it. 

After tbe Ctv1l War 1 ar War :Between the States, the use of cr)'P'tQtF&phJ' 

1a United State• military atf'a1r• vent into a decliDe tor a lODS period ot 

peace ~ broken only brietly by' the Spe.n!sh--k!erican War. In 188; the 

War Depa.rtlllent published a code called. "CcdP to Insure Secrecy at Telegrams". 

It 1e a eryptograplrt~ cUt"ioait;y aDd no tribute to the iua,gU.tloo of 1.he officer 

Who vas re•ponsi'ble -rr:r ite production because he copied &l.moat word t01• var4 

the t1Ue J'11113'& 1 the inetruetiona for use, and the arl'a11J ,.,.,t ot content• :f':roa 

.. a,. 
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in either Service. 
eS.pber •ebtMa vve bela& i.JMJa'tipt.td at" iDftA~ Aa tar ~ic 

ei tber Ser'ttce, and, tor that matter, in 
O'pU"atioaa ... -wu, tltere Juat. were AOII8 vlatever iAjt:be wbol.e sovermae:At. A 

institution near Chicago, the Riverbank Laboratories, 
Jl'iV&te :reH&rCll/): 2 t *I ot vls1ch I happened to be a ..aber, work!D& in a 

aJQ' CJ~Dtol.osic work. '!be ColOMl wu riabt, f011 CD 6 AprU 1917 the u.s., 

It -... about wba lt 414 u iobe reaul:t ~ a aice pieee of ~ic Wl"k -
cryptanalytic 

'bJ' ._. .. 1tUb/_,. t.l 1D Loalcm. '!be -aaae tira~ cae tr~ the Germn 

aeat 011 to the GeraD. IUAiater 1D. Maic:o C!tJ'. Here•a tbe ..... in tbe tara 

lri'Uib aolftl s.,, tar Wa 1Jrfolft4 tM recooa'tl'uctioa or tvo rat!ler J.arp coclea 

-23-
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and about 
abOut the poJJ.tical ett'ec"t. ar the aol.ution, ~ lritilb clAWwrDeaa 1ll the 

because it 
..,.,Uac ot the cue/1• • &ood 1lluetration r4 :beN utute, 41,pl.OIIIlt1eaJ.l7, 

tlle7 111"81 - M I b&Ye al.reaAy Aid.t it :resul.te4 :Ill briDg WI into the W&l" on 

their 11«e. Bere 1a tile 'tranalation ot the tbbs· It vu i~~Jpartau.t becauee 

warfare and th1a part, here, 4ealiq vitb a propoaal to 'be -.18 to Mexico, 

VW7 lulrew'&rm towarcl the 14ea ot our gettiDa into the War-.. 011 either •i4e ..... 

Azoi&ema to Jluico., \hat wu IOJethiDS elae spin. So, ve aot into the war 

1rlthia a oW)le ot weeks a:tter the Brit11h save ue aDil we bad eatabl1ebe4 tb.e 

qo tba telegraaa aDd epillcxlet wu the eubJect ~ one r1 the aeries ot Walter 

810• I broufJht a ean vith • tor 70U to look at later. 

as a belli~rent 
VeU, aa I said a tw minutes aao, on 6 AprU 1917 ve were in the var/ard 

mc.ro :people u4 4oizaa liOH lolutiou wcxr'k--al.l. paid tor b,r Oolcmel J'a'b7an. We 

tbat dealt with our neighbor on our southern border as well as messages 
W --.ae• to •olve/t!lat 4eal.t. witb 't.!le act~ d e--.r ..-w en+ • ...,,, 
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'ftltre wu aa.e ratber 1.Jrte!teat1Da cue, 1a which I happened to Pla7 a 

1I1Jlor role. %Ia 1916·17 the Genau t1D&IlCf!d a J.arp ~ ot Jlirduc. ill 'tbeir 

•ttea,pU to a'til' up a rebeUiCD ill ID41a1 t1w 14• be1J:Is to cauae eo atch 

trou."bl.e 1a IDI:la 'tl:lat tbe Jkt1t1ah vou.1A 'be torce4 to vit:tdraw' tr00}18 :tra. the 

We•tern JlrOD\ to pU 41etut"be.Dcea in ID41a. Tblae B1D4u wre DeSot:latiAS 

tor t.lle purcbue ot anae u4 seamU;iOD in tbe Un1te4 St&tn aad MDlills tbea 

over to Wia. SiQce the u.s. vu aeutNJ., it vu .,.spat ouzo own laVa to 

J*Nit ACh Ulld.erta&iDp .. :tu~ a f'r1eldl.7 :aa'tlao. So 'Che b\la1Deea ha4 to 'be 

o0Dilucte4 •ecret.JJ &Ill tat 1a bow C1')'JVtoal'au entere4 illto tbe picture. Here 

-27--
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... 
fi'OGt-l.iJM c1pber 'Jit._ -.4 liT the h&ach. It vaa a t.raa.;poe1t1oa a;rates, 

Wwld War :r. .a,atn, it ia ODl.J a 'tar1at1an ot tbe ol4 V~ •JStem. Ben 

,.. • al.ftw.w o~iat!ca ot t.vo •'Uio4a. We call e4 1 t the ADJGYX o~p!M!Ir 
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beadacbM tor the Allied ~ta until it vu 41•covered Ju.at bow a 

eolut1on could be achieved. 'l'tle aoluticm was not a pneral one bu.t. d•peDde4 

upon special cues; bon'ver i these happened so often tlat we coul4 bank on 

Geran h1&b c(li!IDI!Ind ead conaequentl.J aC~Decme aoon diacovered that 1t JOU. l'tBde 

could diiCO"YW certain thi:ap about t.be tacttc&l situation 8Qil1 mare 1mportaz:rt1 

in three or four days 
you cOUld.,. Wi tb ·~ degree or uaurance, predict w"bat might bappen/ at a 

a.rtaiJl sectOl" ot the trOD.t. llere 1B an example ot such a cl:lart baaed upo~~. 

tbe ADJ'GVX intercepte. Thia, aentJ.eJaen, 1s the t!ret 1Uuetration tbat I know 

wbat we call 
ot ill b.ietaey of ODe or the basic priAcipl.ea of /traffic analye18 and t.ca1'f1c 

iD.teUiae®e (Jb.pl.&iA chart.) The next al:tde gives a ;picture ot the aart at 

.AlJIGfX -..sages were rM4. Here 1a one ot a set ot •••ases, dll.ted November 21, 

l91BJ at cou:rae the war vaa over b;y tbat date, but thie aave very deta.ilecl a.xv1 

aut!leJrt.1c •••aae. 
for tactical ••laSE"• the Dri tiah and .Amer1caus !11 World War I used a 

method Jmowu u the Playtair Cipher, a.l.legedly invented 'b7 Lard Iq'Oil nqfa1r, 

-.19-


