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In mviting me to address the staff and students of the Senior School

- .. -
! g 'y

" . of the Marine Corps on the subject of "Commmmications Int_eiligence and
ﬁamzﬁicati.;:n B;cu.i'ity“ I assume *t;hnt General ‘I‘wiﬁing'a objective is to make o
.h f&u._w'are of th: role that these two brancbe_s of the science of cryptology

have played in the past u.n’d' can in the future again play as a vital military

ﬁ‘l apon . -

Al ]
- - {

Y

Soon nfter the closa of Vorld Wa,r IL, the comudnntl of owr various

-i'_...

neﬁice -chooll ‘bemsn to ask the cryptologic agem:iu ot‘ the Armed Forces for

k)

T

D '-.'L.Qcture;-s to te]zi_ their student officers lcmething about our eryptologic

.activities during the war. There vas ai first serious question as to the
A .. . - A

-

_sdvisablility of 1frt1_ng the security veil sufficiently to permit discussion of
the subject, but m time an affirmative decision m mde ‘I’he official views

of the Naval War College on the matter were:nta.ted in & Tetter dated 5 February

..+ 3946, from the then President of the College, Admiral R, A. Spruance, to the

L]

éh:.lef_ of Ntwa.i 'C'o'mmi'cn.t_iona , Mmiral ¥, E. Stone. In commenting upon the fine

&

;preientatioﬁ made by & certain lpealwx; ’ Admiral Sm-ua.ncewn.li;u

“His ti‘ea.tnént of the subject matter e—mpha.ai'zed th': velue of
c,ommicatiun intelligence to nn.va.l comnders, the vital importance of
mintaining the security of our own commication 1nte111gance activities, ‘
u.nd the neceuity for cbserving tha principles of conmmicatiqn security
‘i.n defense -yinat eneny coumm:lcation 1ntelligence. I consider that the

* value to ‘ba derived from the 1ndoctr1nntion of senior officers of the Navy
in theae p.'im;.iples fa.r outveighs any poui’ble 1053 of security resulfing
from a pa.rtial revelation of our activiticl in the past var, particularly

“m viev of th,g disclosurcl which have been made in the press.
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' «

., % appears axiomatic that the £ull benefit of commmication intelli-
gence can be vbtained only when all seniar officers realize its poten-

- - tinlities for winning and losing huttl;n afd vard, and vhen their actions

B afe tempyred YLy coumplete knovledge of the alements of communication

- igte))tgench, rather than by mmpleie and inaccurate information obtained

through the channels of gossip.”

I'?.l‘

- My talk being d1vided into three period, I‘wil]. give you first some of the

- = *

" historical background of cryptologi. Next will come a presentation of the

1}
-
-

munner snd the apparatus vheredby Commmication Becurity, or for short, COMSEC,
* 43 ¢atadlished and maintained; mnd finally will come a prégentation of the basic

Pinciples, procedures, machinery, axd arganization whereby Commmnications

Xatelligence, or, for ih!;rf., COMINT or SIGINT, in RBritish terminclogy, is

obtained, hov it ua:.‘be Properly used and safeguarded, and =ita unrivalled

-

Y ¥ "

7 wiility as an intelligence weapon in the conduct of modern varfare,
¥irst, then, "for historical tuckground.

X n)enet! my rémarks by referring to the science of cryptology as a vital

i
» -

“wilitary weapon, but it has not always been regarded as a weapon, let alone a

) wital weapon, "I am here reminded at this point of & story that I came across

»
]

in sn o}d bock qn cryptology, a story which is probably apocryphal but which

" X give for what it may be vorth.

>

4t
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lived
It seems that about tvo thousand yesrs ago there mms a Persian queen named

vheas - aane vma Semireais amd vho took an interest in cryptoiogy.,. Whether it

for reasons
vas because of that intarest or /other uonatural adwcuwstswess, such as

curiocsity about vhat people call secrets, the record dossn't say, but anyhow

it vas reported that she met an untimely death. Presumadbly she weat to Eeaven,

she that
or perbaps to the other place, but mwmimg left isstructions asebacdiesdkiapoadicdon

were to be placed in a golden sarcophagus within
xaf her earthly remaians/ shepubuiktzforxier an imposing mmusoleum dmsosdhtabmdmsx

which,
sescaghugeerynacpiaasldc oo the outside of thexamsusubenx; on its front wall,

to be saying:

there vas/carved a message, mbskah:gmidyx

Stay, weary traveller!

Irf thou art footsore, hungry, or in need of money-

Unicck the riddle of the cipher graven below-

And you vill be led to riches beyond all dreasms of avarice!

and

Below this curious message wvas a cryptogram Feossooey ok ey St s yomn

vhaix thxkoohed sbidesx for several hundred years the possibility of sudden vealth
to many

served as a lure Mmmikctise experts who tried their hands at deciphering the

message ;. They were.&ld without success, until, one day, along came a long-batred,

be-vhiskered, and bespectacled savant vho, after working at the roject for e

cons iderable length of time, solved the cipher. It gave him detailed instructions

for finding a secret eantry into the tomb. When he got insidg he found an instruc-

tion to open the sarcophagus, but he had to solve another message in order to do

s0. FPoesibly it invalved finding the correct combination to a S-tumbler lock!

Well, be sclved that one too, after a lot of work, and this enabled him to open

the sarcophagus, in vhich he found a bax. In the box wvas a message in plain

<3~
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language, and this is what is saids

¢, thon vile snd insgtiable wonstar! To disturb these poor bones!

If thou hadtst lesrned something more useful than the art of
decipbering,

Thou would 'st not he footsore, ngry, or in need of money!

Many times in the couree of the past forty years Ifve had occasion to

wish that X knev the old gal's address so that I could write her, as a first
indorsement to bar basioc commmication, the single word "Concur.®

| This being a TOP SECRET lecture it will appear a bit incongruous that I
should begin by resding from a sowrce which youtll all recognize--TIME magazine.
I'il resd from the 17 December 1945 issue and I will preface the reading by

7 remiwding you that by that date the war was all cver--or at lesast V-E and V-J
days had been celelwrated some wonths before. You'll rewenber the lowd clamor
co the part of certain voeiferous nenbers of Congress who had for years been
insinting upon learning end disclosing to the paople of the United States the
ressons vhy we had been caught by surprise in such a disastrous defeat as the
Jayanese had inflicted upon us at Pearl. This clamor hed to be met; the matter
could not longesr the hmshed up, they contended, by the need for military secrecy.
Thers had bean and still were investigations--a half doxen o mxe of them--and
aow thers wvas to ba & grand finale Joint Congressional Investigation into the
Atiack on Pearl HEarbor. It was this investigation which aot only itself brought

into the open every detail and exhibit uncovered by




REF ID:A63362

yrnnenindein: its own lengthy investigation and hearings but, 1t also disclosed
1o Americe andl to the whole world everything that had been said and shown at
&ll the previcus Army and Navy investigations--about & balf dosen of them.

There cams a day in the Congressional Hearings vhen Geameab=fsmqperdx

the of the 5-star General George C. Marshall,
Mnwabatky Chief of Staff/U.8. Army at the time of the Pearl Barbor Attack,/wss
called to the witness stand. He testified for several long, long days. Toward
the exd of the ordeal he was guestioned about & letter it had been rumored hetd
written to Governor Dewey in the Autumn of 1944, during the Presidential
long and
Campaign. General Marshall balked. EHe plesied/most earnestly with the Committee
ot to force him to disclose the letter or its contents, bul to no avail. He
majority of the

hed 10 bow to the will of the/Committee. I now read:

'U. S, citizens discovered last week that psrhaps their most potent
secret veapon of World War II was not radar, aoct the YT fuse, not the
ator borb, but & harmless little mmchine which cryptographers pains.-
takingly constructed in a hidden room in Fort Washington. With this
maching, bullt after years of trial and ervor, of inference and deduction,
oryptographers have duplicated the decoding devices used in Tokyo.
Testimony before the Pearl Harbor Committee had already shown that the
mechine known a8 'Magic' vas in use long before December 7, 1941, had
given ample warning of the Japs' sneak atteck if cnly U.8. brass hats had

been smart snough to realize it (TIME - Dec. 1#). Now General Marshall

continued the story of "Megic's"™ magic. It hads

=5
iy -
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"Enabled & relatively small U.S. force to intercept = Jap invasion
fleet, win s 4scisive victary in the Battle of the Coral Sem, thus saving
Avatralis and New Zealund.

"Given the U.5. full asdvauce informetion on the sizxe of the Jap
forces sdvancing on Midvay, enabled the Havy to concentrate ships which
otharvise might have been 3,800 miles awvay, thus set up an ambush vhich
proved to be the turning-point victory of the Pacific war.

"Directed U.5. submarines unerringly to the asea lanes vhere Japanese
convoys wvould be passing.

"By decoling messages from Japan's Ambassador Oghims in Berlin, often
reporting ianterviews with Hitler, given ouwr forces invaluable information
on Gorman var plans."

And then TIME goes oo to glve mwre details of that story. We shall return to
1t later in this talk.
It iz hardly necessary to tell you how carefully Nagic was guarded btefore,

very
during, and after the war. It is stil) cearefully guarded., Even the fact of

its axistence was nown to only & very few persons at the time of Pearl Harbor-~-

that is an impartaat element in auy attempt to explain why we wers caught in
such & devasting surprise attack. Let me read you a bit frow page 261 of

the Repart of the NMajJority in the Joint Congressional Investigation of the
attack: MENbliegicxtadedidgrromowmacgmemmbons it Jor Mapu ORI RIOTIRINK

sboncheapiog diooonidandhadtaremmort b omereniinealcc FOORIIODE POOBEORG I NN
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"The Magic intelligence was pre-eminently important and the necessity
for keeping it confidential camnot be overestimated. However, so closely
held and top secret was this intelligence that it appears the fact the
Japanese coles lmd been bwroken was regarded as of more importance than the
information obtained from decoded traffic.”

R TIME says, in connection with this phase of the story of Magic during
World War II:

"8o priceless s poseession was Magic that the U.S. high command
lived in constant fear that the Japs would discover the secret, change
thair code machinery, force U.8. eryptographers to start all over again.”

Row I don't want to seem to over-emphasize the importance of COMINT in
the Pearl Harbor affair but I think it warranted to read you vhat the Majority
said about it in its Report. The following comes from p. 2323

"..e 81l witneases familiar with MAGIC material throughout the

var have testified that it contributed enormously to the defeat of the

eneny, greatly shortened the war, and saved many thousands of lives,.”

General Chamberlin, who was MacArthwr's G-3 throughout the war in the
Pacific, has written: "The information G-2 gave O-3 in the Pacific Theater
alone seved us many thousands of lives and shortened the war by no less than
tvo years." I hardly need say that we can't put a dollar-and-cents value of
COMINT in the saving of lives; but ve can make an estimate of wbat COMINT meant
in the vay of shortening the war by two years means. I made a calculation and

found that $1.88 spent for COMINT is worth $1,88§ spent for other activities

and matexrials.
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In short, vhen our commanders had COMINT in World War II they vere abls

to put vhat small forces they had at the right place, at the right time. But

when they didun't have it--and this happened several times--their forces often

took & besting. Later on we'll sote instances of each type.

I hops I've not tried your patisnce by such a lengthy preface to the

real substanck of my talk, s0 let’s get down to brass tacks, and since a bit
of history is always useful in introducing a subject belonging to a special
and not-to-well-kumown fisld, I'll begin by giving you some historical information
sbhout cryptology, which comprises two related sclences, that of cryptography,
ani the othwr of cryptanalysis. They are but opposite faces of the same coin,
for progress in one inevitably leads to progress in the other.

If time permitted wa could go far back intc history to see the earliest
begionings of secret communications and this might take us to the very dawa
of ths art of writing because there is room to vonder vwhich cams first, ardinary,
intelligible writing or unintelligible, that is, secret writing. Instances of
¢ipher are found in the Bible, for instance, and we nov know that some of the
sncient Egyptian hieroglyphic writing wvas someiimes enciphered. But wve wmust
quickly pass over the history of the early days of oryptology with the fore-
going rief mention. Thers iz, however, ope item in that history which is worthy
of special notice, the scylale, which is the earliest cipher device history
records and vhich was used by the ancient lacedawonians or Greeks. They had a
wooden cylinder of specific dimensions, around which they wrapped spirally a

8-
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piece of parchment; they then wrote the message across the odges of the parchment,
umwound 1t, and sent it to its destination, vhere the recipient would wind the
~ ~ parchmnt around an identically-dimensioned bylinder, and thus bring together

propirly the bits of lettars representing the message. This diagram, incidentally,
is ot correct. The writing was done along the edges of the parchment, as I said
before, and not as shown in this picture. And, by the way, the baton which the
European field mmrshal still carriea as one of the insignis of his high office
derives from this very instrument.

Casaar, of courass, is well known in history to have wsed cryptographys~-
& very simple wethod, cobvicusly, because sll ha did vas to replace e¢ach letter
by the one that was fourth from it in the slphadet. Cicero was one of the
inventors of wbat is nowv called shorthand. He had a slave by ithe name of Tiro
o wrote for Cicero his records and s ou, In shorthand or Tironean notes, as
they are called,

The beginnings of modern cryptology caan be traced bmck to the days of the
aarly years of the 15th Century, when the science was extensively euplioyed by

(%.18) the princes sud chanceries in the Papal states, about 1h#8. I show next an

alphabet of that period which is interesting merely becauwse it shows that in those

sarly days they already had a recognition of the basic weakness of what we call
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single or monocalphaheti¢ subgtitution. Solution of this type of cipher, as you

all konow, is scecomplished by using data based upon frequencies. I don't have
to go into that because g1l of you, at some time or other, have resad "The Gold
Pug®, sod understand that sort of analysis. But this slide shows that the arly
Italian cryptogrsphers introduced a mathod of disturbing the normal frequencies,
by having the high-frequency letters represented dy more than a single character.
I vill add that the esrliest tract that the world possesses on the subject of
eryptograply, o for that matter, erypltanalysis, is that which was written in
1474 by 8 Neapolitan, whose name was Siceo Simonetta. He sets forth the
principles and methods of solving ciphers--simple eiphers no doubt, but he
descridbes thex and their solution in & very clear snd concise form. The fivst
book or extensive treatise on cryptography is thet by a German abbot named
(245.2)Trithemius, who wrote his mogumental work in 1531. ¥He planned to write four
volumes, but he quit with the third one because he wrote so cbscurely and made
such fantestic claims that he got cherged with being in lesgue with the Devil.
They burned his books, as & metter of fact. This may bde & good place to present
{151) = slide which shows that the necessity for secrecy in this business was recognized
(ak2)
from the very eurliest days of cryptology.
We are golng to Jump & ways nowr to some examples from the more recent
{3.5) history. This slide shows & gipher alphabet ani system used by Mary, Queen of
Beots, in the period 15k5, or thereabouts. There was an Italian cryptographer

whose nams was Porta and who wrote a book, published in 1563, in which be showed

gertain types of alpbedets that have coms down in history aod are known now as
-16-

oy B




REF ID:A63362

Porrta's Alpbabets. Hexre's an example of the Porta Table, showing one alphabet
with key letters A or B, another alphabet with key letters ¢ or D, and so on.

I don't want to go into sxactly how those bey letters are used, but it ia
sufficient to say that aven to this day eryptogrems using the Porta alphabeis
are coonsiomally encountered. Incidentally, Porte wes quite a fellow. There
are lots of peopls wvho refer to his book but mve never resd it. I took the
trouble to have it translated to see Just what he did say, and he vas, in my
opinion, the grestest of the old cryptographers. Incidentally, also he was the
inventor of what we know as the camera cbscura, the progenitor of owr modern
camexras. I think also he vas cne of the earliest of cryptanalysts able to solve
& aystem of keyed substitution, that is, where the key is changing conaistently
az the message undergoes encipherment. Porta's table was actually used in
official carrespondence. Here is a picture of a table that wvas found among

the state papers of Queen Elizabeth's time, used for commnicating with the
English Arbassador to Spain. It used Porta‘’s alphabets.

The next slide I show is & picture of what eryptographers usually call the

Vigenere Square or Vigemere Table; a set of twenty-six alphabets successively

displaced one letier par row, with the plain-text letters at the top of the
squure and the key-letters 4t the side. The method of using the table is to
sgree upon a key word, vhich causes the equiwalents of the plain-text letters to
change accarding to the manner in which the key changes. Now, Vigenére also has
an interest to me because although he is commonly credited with having invented

~]l~
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that square, he really didn't and, vhat's more, never seid he did, Heve's a
{5.1) picture of it as it appears in his own book. I goss considerably beyond what
tha ardinary references gay about his tadble, but I won't go into those
differences Becaude they're technical and perhaps of no great intereat to you
today.
The next cryptograpber I wish to mention is a Frenchman, Francois Vieta,
sn sminent smthematician, founder of modern algebra. In 1589 he became
Coumcellor of Parliament at Tours and then Privy Counselor. While in that jodb
he solved a Spanish cipher system usaing more than 5§# characters, so that all the
Bpanish dispatches falling into French hands were easily read. FPhillip II of
Bpain vas g6 convinced of the safety of his cipher that when he found the French
wero swvare of the contents of his letters to the Netherlands, be complained to
(5.2) ihe Pope that the Fraach were using sorcery against him. Here's a slide that shows
one of the hundreds of ciphers the Cowrt of S8pain was then using Vieta vas
¢alled on the carpet and made to explain how he'd sclved the ciphers. Here
is another sxample of another old official cipher. Here are the alphabets; and
(3.7) » aliding card, which could be shifted up and down, was used for changing the
(3.8) bay, or as a means of changing the key. Here is another, called the “two-square
aeipher”, o« *two-alphabet cipher®; it lavolives coordinatess here is one complets
alpiabet and here is another cae, the coordinates are used to represent the
letters. That was actually used in Charles I's time, 1627, in communicating

with France and Flanders.

b

-12-




REF ID:A63362

I vant to Jump nov to the period of the American Revolution, in U.5.

history. The systems used by the Americans and by the British vere almost

1dentical! Xw ons ¢ase, in fuct, they used the same code book'! Here's a listy

Ciphers

Americant . British:

&. Simple monoalphabetic substitution. a. Nonoalphabetic substitution.

b. Mouoalphabetic with variants by use b, Vigenere with repeating key.
of long key sentence ala ¥Franklin. ¢, Orilles.

¢. Vigeners with repeating key.

Codes

Distionaries. Dictiocnaries.

Keybook using words. 1. BEatick's

Syllabaries. 2. Bailey's
Small siphadbetic l.part codes
of 695-T#9 items and code names.
Ordinary book such es Blackstous -
page, line, no. of words in line.

Becret inks.
Erilles
VYarious concealment methods.

In addition, code or conventional words were used to represent the names
of persons and places. The British used code names:

Agericaen Generals - Hames of the Apostles:
Washington = James
Sullivan = Netthew

Fhiladelphia
Datroit
Delnvare
Sumquehsnna
Indians
Congress

Jerusalem
Alexandria
Red Sea
Jordan
Fharaisees

Synagogue

§F 8 8 1 & &

I know that there was an Avarican who seems to have been the Revolutiont's

cne-mkn BSA; for he was the cipher expert to Congress, and, it is claimed, he

musged to decipher nearly all, if not all, of the British coie messages intercepted

By the Asericans. Of course, the only way in vhich eneny messages vere cbtained

]

~¥3.
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in those days was to seize couriers, knock them out or off, and take the
possages from them. Rough stuff coumpared to getting the material by radio
intercept The next chart shows a picture of a code or "sylisbary", as wve
call it, used by Thomas Jefferson. This syllabary is conatructed on the
s0~called tvo.part principle. This is a portion of the decoding section.
You will note that the numerical groups are in consecutive order but their
meanings are at random. They have no alphsbetical order at all. It simply
means that you have to have another section, the encoding section, in which
the words are ln alphabetical order, and their squivalents are in random arder.
This sort of system even today is in extensive use. Jefferson was an all-
around genius, and I shall have scmething to say about him and oryptography
a 1little bit later on, 1 hope.

I'm sure you've learned as school children all about the despicadie-nnd.

of the American Forces

treascosble conduct of Benedict Arnold when he was the Commmnding General/at
West Point, tut you mrobably don't know that practically all his exchanges of
communications with S8ir Eenry Clinton, Commmnder of the British Forces in
Anerica, were in cipher, or in invisible inks. He even used cne trick that was
quite similar to one used as recently as in 1957 by the Russian spy Colonel
Abel who wvas arrested in New York in June 1957, tried and convicted, and is
stil)l languishing in a Federal prison. The trick was to inclose bits of
writing in specially-constructed hollov bullets. EHere's an intereating alide

shoving one of Arnold's cipher messages, in which he offers to give up West

ak -
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it off post haste to London for solution. But, of course, Clinton knew it
vas going to take & 1ot of time for the message to get to London, be solved
sud retwned to America--and he couldn't afford to wait that long. Now it
bappened that in his command there were cue or two officers who fancied them-
salves %o be cryptologists and they andertook to solve the message, a copy of
vhich had been wade before sending the original off to Lomkion. Well, they gave
8ir Henry their solution--which happened to bve wrong and Clinton's operation
turned out to be zrather a dismal faillure. The record doesn't say what Clinton
d41d to the two amateur cryptoiogisis when the corract solution arrived from
London veeks later. DBy the way, you amy be laterested in learning that the
British bave operated a cryptanalytic buresu ever since the year 1548, save for
a few years from about 1854 to 191k,

There's alsc an episode I leearned about oaly very receatly, which is so

Fa

aumusing I ought to ahare Wmxfam with you. It seems that a certain British
ascret agent was sent a message in plain Boglish giving him instructions from
his superior. But the poar fellow was illiterate and had to call upon the good
offices of & friend to read it to him. What he didn't kaow, however, was that
his friend was one of Washington's secret agents!

If interest in cryptology in Ameérica wasn't very great, if it existed at
all after the Revolution, this was not the case in Burope Books on the subject
were written, not by professionals perhaps, but by lsarned amateurs Here's a
pleture of the froutispiece to a book in French dealing with espionage and
counter-espionage, and it has s section dealing with cryptology.

sl -
-16-
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way, of cowrse, and makes no sense, but 1f you read it beckwamrds it makes
sxcelleant sense: “If I should be in s boat off Aguis Creek at dark tamorrow,
VWednasday svening, cowld you without ianconvenlence meet we and pass an howr o
two with me? (Sigaed) A. Lincoln.” I think the President was kidding e bit,
ut he way have lacked confidence in the officlal oryptosystews in the same
way that Fresident Wilson lacked confidence in the coldes of the State Depart-
mant, as cak be seen in the slides which I nov show. (Nos.

Tventy-five years iater, in the days Just before Pearl Harbor, certain high-
lavel officers ia cur Army lacked confidence in the Army'!s highest level
cryptosystems aud yreferred those of the Navy--at least, thet's whai ouc of
then zaid durisg the Congressional Hearings on Fearl Harbor. What these
oftiowrs forgoet by the time of the investigation, if they'd ever Enown it to

begin with, was that the Army and thw Navy were both ueing the very same

L3

invented

sachine, one based upon cryptuprinciples apspcaasd by Army cryptographers, bub

Jointly Army and
iit funder direction of Mavy cryptograpbers. /

T™his is a photograph of a page o two fiam the code book and cipher

system used by the Federal Ammy. They bad vhat is called "route ciphers™,

that is, a matrix wvith indications of route to be folloved in ilnscriblug and

transeribing the words of the messsge. Hera’s how you write the meesage ing

tha first word, secunnd, third, fouwrth, fifth, sixth and s0 forth; then you

taks them out according to snother route. Aund here the thing is complicated

by the use of arbitrary equivalents far the names of important pevple.

.29




REF ID:A63362

"Preaident of the U.B ™ is represented by "Adam" or "Asia®. It had two

eguivalents, you see. Here sre some of the names of Tamous or well-known

officers of that pericd. I have with me today the complet> set of cipher

books used by the Fedearal Army during that period, and after my talk those

of you who wish my come up and examine them, together with certain other

exhibits, The next slide is m picture of a message sent to General Graat in

one of those route ciphers. I shall not take time o read it. .

S oo xeexk b kg coumen’ et o i A bonr TRy SO RO 3 SN SRS SN A S S A

Fhoockagmacinesk eommcacnd xmmaxt xond Ao s xodomerarent g x sodixitod S oo Sank 6k
oot oy s p koo X

After the Civil War, or War DBetween the States, the use of cryptozraphy
in United States military affairs went into a decline for a long period of
peace wukxwxy broken only briefly by the Spenish-American Wer. In 1885 the
Var Department published a code called "Ccde to Ingure Secrecy of Telegrams™.
It i3 s cryptographiz curiosity anmd no tribute to the imagination of the officer
vho was responsible for its production because he copled almost word for word

the title page, the instructions for use, and the arradimpent of contents from
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then Captain FPurker Hitt; and the title page of & smll rochure by the then
Ideut. J. O, Mauborgne, But these vere almost private ventures; officially,
a8 regards oryptographic preparations, no nev codes were in preparation in
aither Service; no mev ciphers were being dremmed up; no cipher devices or

in either Service.
eipher machines were being investigated or invented/ As far cryptanalytic

either Service, and, for that matter, in
operations--well, there just wers acne whatever in/tbe whole government. A

institution near Chicago, the Riverbank Laboratories,
rivate research/dxtwwstuoxy of which I happsnad to be a member, working in &
totally different field of science, began stuldying cryptology and soon certain
wesbers of the staff vere vorking on msssages sent to the laboratoresfor atudy,
mess s which were furnished us
by varicus government depsrtemnts and agoncies in Washington. Most of
these messages vere solved and returned io Washington, and the staff beceme
more and more adept. But mind you this was not even a quasi-governmental agency,
it vas operatéed as a patriotic gesture and at his own expense by the man who,
in 1915-1916, as an astute and vealthy business.men, Colonel George Fabyan,
foresav the inevitable entry of the U.8. into the war, wholly unprepared for
any cryptalogic work. The Colonsl was right, for on § April 1917 the U.S.,
almoat suildenly it sesawed, declared wvar on Germany. How did this come about?
It came adout vhen it 4id as the result of a nice plece of cryptanalytic work
cryptanalytic

vy She British/experts in ILoodon. The message first came from the German
Foreign Minister in Berlin to the German Azbassador in Washington; it was then

sent on to the German Minister in Mexico City. Here's the message in the form

in which 1t vas traasmitted to Mexico. I woa't go into the story about how the

British solved 1%, for this involved the reconstruction of two rather large codes

-23-
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and represtnted a firat-class plece of work. But I do want to say & few words

and about
about thw political effects of the solution, fee British claverness in the

handling of the “::;:1.15: god illustration of how sstute, diplomatically,
they are, feoy As I bave already said, it resulted in Wring us into the war on
their sids. Nere is the translation of the thing. It was importent because
the message said the Cermans were going to reasume unrestricted submarine
vexrfare and this part, hare, dealing with a proposal to be made to Mexico,
wad the straw that broke the camel's beck. People in the Middle West kad been
very lukevarm towmrd the ides of our getiing into the War--on either side--
but when the Germans began talking about returning Texss, New Mexico and
Arizona to Mexico, that was sowmething else again. 8o, we got into the war
within u couple of weeks after the Eritish gave us and we had established the
authenticity of the translation of “the Zimmermann Telegram". A year or so
ago the telegram and episode vas the subject of one of the series of Walter
"Cronkhite's *Tou Are There” television programs. And m book of almost 25§ peges,
dsnling only with that telegram and episcle, was published just about six weeks
ago. I brought a copy with me for you to look at later.

Well, as I sald a few minutes ago, on 6 April 1917 wve wer:inat::lt:g‘/aﬁt

things began popping, especially in my own little world at the Riverbank

labvoratories,

We began training

wore people and doing more solution work--all paid for by Colonel Fabyan. We

that dealt with our neighbor on our southern border as well as messages
bad messmges to solve/that dealt with the activities of enemy agents ssucominoesdeds
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There was ane rather interesting case, in vhich I happensd to play a
minor role. In 1916-17 the Germans finsnced & large mumber of Hinduw in their
sttempts o stir up a rebeliiocn in India, the idea being to cause so much

trouble in Indis that the British would be forced to withdraw troops from the

Western Front to quall disturbances in India. Thess Hindus were negotiating

for the purchese of srms and ammnition in the United States and sending them
ovar t0 India. Since the U.S5. was aeutral, it vas againet owr owan laws to
porait such undertakings sgainst s friendly nation. 8o the business had to be

conducted secretly and that 1s how cryptograns entered into the picture. Here
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is ona page of & long, seven or eight-pags letter that was intercepted between
the top Hindu agent in the United States axd his chief in Switmerland. The
latter consisted of groups of figures, in vhich wveres interspersed sowme plein-
text words. I recogalzed metty quickly that the letters of the secret text
had been replaced by numbers which indiocated specific letters in & book. Ewch
@roup of numbers represented the page number, the line aumber, and the position
nwsber in the line of the lstter. All I nesded wes the book, but wifortwately
the Eindu falled to tell me what the bock was, 8o I had to go abead and try

to sclve the message without it. It was solved, and I'll shov you very briefly
the metbod. As I said; there wvere words, plsin-text words, interspersed
throughout the cipher text, and I would mske a guess at wbhat the aunerical
group before or after a plain-text word represented. Here, for example:
"Formed scoething, with somsthing”. I sssumed that this first "something™
would be the word "committes", and that meant that on page 65, the fourth line,
the second letter in the line wvas & C; the third to be G; the fourth M; the
£ifth ancther M, but the sixth letter in that line wvas not indicated. Instesd,
e next group Susped to ancther page, from which the letters I, T, T, and so
o wire takmn. Well, by substituting souwe of these guesses in their proper
positions and making tabulations of this sort, I assuned that the first five
letters of this vord "committea” came fyom the vord “"comsunication” on page

65, line 4; the next three, from & word having "TTE" in it, such as "attention";
but the last letter, X, came from snother page altogether and I could oaly sdd

mre date tefore making any guess as to what the word ¢n page 72, line 2,
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various btelligerents becsuse, these vere used, especially for tactical paxrposes,
in preference $0 vodes and cole systems, which came s & later development.
Here's & piotura of the cipher system used snd misused by the Russians, You
will note that 1% 1s nothing but the old Vigeossre priaciple all over again,
using numbers instesd of letters. It-rcmunu & case involving only & set
of 7 a 8 alphabets uvséd repetitivaly, by a key nusber, for substitution.
This vas the deciphering table. Russian ineptitude in commnications and
especislly in eryptogrmaphy cost them the Batile of Tannenberg and contriduted
%o their being knocked out of the wvar. ‘!hemxtllmeuapictunoru.
front-iine cipher system used By the French. It was a transposition system,
the colums being here transcribed according to the columnar key; in addition,

cartain distuwrdbing elements cams iato the method by taking off the letters in

disgmals. And hexe is a picture of the system used by the Italian Army in

World Wear I. Again, it is only a variation of the old Vigenere systex. Here
is & aystew used by the Germans; it was invanted by them, or, I should say, it
was & clever oscedization of two methods. We called it the ADFGVX cjipher
bPecauss the cipher text consisted exclusively of those letters. An alpbabet

in ere, arranged acoording to some pre-axranged plan, with the coordinates
ADIGWX; the letters of the mwsaage were then replaced by pairs of coordinates;
for sxample, the latter R is remresented by AG, and so forth. Then a mmerical
key; dsvelopsd from & key ward, is written over ths X's, A's and so forth, amd
the letters are theam taken out in colusms according to the kay order. That
syaten vas & brand nev thing in military cryptography and caused no end of
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bendaches for the Allied cryptanalysts until it was discovered Just how a

solution could be achieved. The solution was not a genesral one but depended

upon special cazes; however, these happened so often thet we could vank on

them occwrring practically every day. That cipher systex was used by the

Serman high command and conssquently someone soon discovered thav if you wade
transmitted

& ahart based upon Just the number of ADFGVX nmessagos xakeeosphaky why you

could discover certain things about the tactical situation and, mare important,

in three or four days
you could, with some degree of amsurance, predict what might happen/at a

certain sector of the front. Here is an example of such a chart based upon
the ADFGVX intercepts. This, gentlemen, is the first illustration that I koow
vhat we call
of in history of one of the basic principles of Araffic analysis apd tcaffic
intelligence (Explain chart.} The next slide gives a picture of the sart of
"sommuniques" ve lssued, "Bulletins® we called tham, that we put out when the
ADFGVX messages vera read, Here is one of a set of mossages, dated November 24,
1918; of course the war was over by that date, but this gave very detailed and
very important information about the withdrawal of Mackeusen's army in Roumania.
There is the German text and there is the translatioa, an interesting anmd
authentic message.

Yor tactical messages the British and Americans in World War I used a
wethod Mnown as the Playfair Clpher, allegedly invented by Loxd Lyon Flayfair,
Wut he didn't invenl it--Sir Charles Wheatstone invented it, By the way,
Vhentatone, who is credited with laventing the electricel tridge that is kaown

by his neme, dido't invent that bridge--a chap numed Christy really did. The
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