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Mftlemn, we will begin the final session in my series of talks. IL will be

T .

_ﬁwdﬁed to fclnn' main topics. Pirst » what sort of todes and ciphers were we
\+.. confronted with immedimtely vefore and during Warld War II? Second, what

Wers we able to do with them, and how d1d we do 17 Third, vhat sort of

protective meABUrés were taken to ena.ble— orur hig'{; level authorities and

companders to use the results ‘of the COMINT efforts and ac{;ivities? Finally,

wha_f: are the progioatications for the future?

-

' Ile‘ig's begin with the #irst of these four topiea. What codes and ciphers,
ce more technically ;péakins, vhat cr—yptoayutems confronted us immediately

~

\;efqre and during it participation as a belligerent in World War II? In the

- Eurdpean Theater, there vas df course the probléem of tackling a multiplicity
'\: %7 : i .
. 2 )
- ni metty high grade cryptosystems of the Germans. Take first the diplomatic

i ox::ea of vf-xich' there wexre two veyy high grafe systems. One of them we

talled b;'r"the- code pamd, which the British uséd , FLORA DORA. It consisted

L4 Y -
:

of an additive lyl’tén, -a,pplied'to a besic colebook with numerical code groups.
. 'l‘he-code_ group wvag large to begin with and the mdditive :dystem, I think you

all understand wbat is meant by that, you add numbers from a book or list to

. . .
- - REPRY . . -
IR .- - + . re

the numerical desigoations of the code groups and that then becomes the

wooa N
%

" gnciphered code text. in the FLOHA' DORA system the Germans had two separate

sdditive 'boék‘s, each oue consisted of 18,899 five-diglt groups. TYou can see

2

that this yro_&'ugaa- a large nuber of gx;;aups when you ¢sn taine any ¢éngé of the
18,088 of one group as & starting point and snyone of the 14,899 groups of the
I;cond book aa- the starting point and ‘!‘;hele are added together and the sum of

. - : e |_ X
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R tbp*tvo adgitivea u _t.hexl applied té:the eolle group.’ yté vere able with the
s ’h;ly of tye _m-i'biah' éozllin'?iora.tively to read ms;st of tiae 'n-nesaalg;s- m that
T ) ‘_ R SRR
' “ . There was ﬂwther hz\sh-gfa:df syiten _usfzd Yy the Germans wfhich was & oné- |
,. -%msystem, ‘no called Eva‘:fbod;; thorught it m a oné-time 'si-l't'ém. B;\r this
- -_, .;[.:méar__f_a s'ytstem. of the sart which I ];\ave 3ust'desc1:*1'bed ‘but using the sddifive
- -"unee and only oncé..' No;r 1;.he:¢: msua;a- 'passe;l from Beriin to la.ll' of the
oL - N ) . - sl -
t .d,i‘plu;ntic posts-‘a;:vroad in quantity by radio and for & couple of years the : ;
N . ms:i;ges were amply put aside. 'l'he;r were ct;xisitli;zrea héé:bie';s. They gave
'-:};’:., Wéry:evﬁ‘ence o;being in & one-tine pad _s;‘l'l-:exi’i'."' Oue day & mn ﬁrav;alling as ;
s im m:dinarytra.veler s '.Ipusing th_roug;; ‘the Ihnmm '\Cana.lz,. was é;estioned and
ﬂ T"-lzk;ez-e mreaaon t-o' su;-pgc*\; .'ﬂm.t he might 'b; &--Ge:;mx; aeer‘et ‘aéent. Secretly
oo+ pis ‘belo::_sg.ingk weré searched u.nd‘ sure enough there ?rexje discovered among
; X ,, =tho§e§e10ngfnga ;mg one-time ‘baﬁs"’é;hichﬁhé w;.a cat‘rying f;n-.- émne destination.
] . ;-.'.l'heae‘ wéré“semiated from the gentlem;n m qu.eaﬂb;nhd were trought to
) Wnshi.rigtm 'I_'he'j vere —"s;ﬂ; aside 'too 'hecaus; they gave evéwy'_ev'idence of
'bein._g the ordinary sart of one-time pad--you use & page, tear it off, and
R C L f P L - ; :
,‘u lmrr: 1tat&te@r ymlr‘hwe used 3;!: ﬁut there‘ he.pi:ened %o be one dr' two people
) :Giné.rﬁw Secur:lty Agency at 't;nt_'!l;m‘e:irho 1ooked at ti:e.se' peges of pad sdditive k
| ﬂthe; mtent]y i'jarlumgéh:tin? and they came.to‘ the cong;ﬂncn thet those _;
: ' ;"Additi‘:re groupu weré ot mde by ccmelitndan action, mchineat some sort
S w.fng 'ie_fl']_lzc{z:c;;ﬂ:; nofse. It vas souh Apparent that thé yages of additive
] _": Wé derivsd'by the uc’oion uf a;u;‘{soril; ;f: m.chine vhit:h gave c;e'v.ijdence of :

‘Jp-r -_'-\- ‘.’_.I.




- - -~ ST S e T - ar
- . v s " H Q[F
% . - .
’ | » 3395
s h okt ) cE Lt o F ID Aﬁ
» x
' E A - & - . . 4.
v b —— : - - A
A _\ n e - e _,':.; - . Ry .-_ . - - on .
- EE 3 -
P ] . - o
’ . . ! . - . - -’
X - -
- . ‘\ P - -n .o .. L]
L " L g = . ‘g
k]

'beixgageneratowcfmesartcrmhher Tomkea.longntoryahort ‘we

R o tliscovered the way in which thi- m.chine Opera.ied to produce the groups on
- . .:‘—__._- . \,H..}:‘_\.- )

N £ - 'Qi_g:b:pnge bitt"th_ei'e rem_s,ined dna difficuiti. ’ ft éeems that the Germans in

R . e I

R mkina up thnsa pad- hacl the ma.chine prinf. thése pages in duplica'be and these

¥ T .- -; e‘ e

.- . T - 3 ' .ﬁ'

T ;pa@el, lingIe -heets, vere then put ona h.rge table and somebody went arcmnd

. ” i i *u B r ) -_ B A
"n tnd tock a.'page" from cne pile and then a paae ‘ﬁ'om' a.nother pile and Juat : *
L valied gt randan over and over--vhat you_wou'ld call a réndam-valk in mathematics

ln\! In thiu way the pads vere made in duplicate. What was the ‘problem then?

a

R we ha.d ‘been able to reconstruct the mch:lne but’ hw to rind out: which pege of

CrEL 3 given ut:rea.m of cheracters or group;s was uaed fm' a apeciﬂc nessage. Ve

NS devaloped s mchine fm.' ta.king a hessa.ge n.nd pusing the cod.e groups of that
- R -~ - o h

SR msﬂaqe amimst the :product of the mchme ganera%qr at a very high rate of

-ﬁ:"“:}' ;;_—- . :‘_'t ﬂ __‘-—" , " K - - r -~

lji!éﬂ"a'nd dq.-te-n-pin_:_u'xé in _i:h{n va.y t!-:e_ p&ée that' m used far the enciphermenf

] e
.._- S ; - PR N . : 4 .
T . -

T o the code groups o & :pecific messa.ge Thi; hvolved a 1ot of work but

[ - .;.

. 4 ..E- s ) PR ) . .
s "‘i‘b pa.:ltf great dividends. We were a.ble to read pretty nearly a.ll of the

. & &
— _;v.’

. ‘ neuages m‘.‘ter the elements ed? the lyl‘bem ‘had been recomtructed

3 <« <
3 PR __;,.:4; . . .

L » tl\rter_ 'bhgwar vas ovm:, e.nd we had teams going a.round i"olluwing the
;-4".- a,.-‘. [ ““ i ';m . Tl - . -:: - *---: “yan. . ‘ e
d; . . ﬁ,rg. tmrious n.rmies L we ca.p?:u{rid scma records of one of the cry:ptologio sgencles
SO T .. S A
L LT Qf tbe Germ.n forcea a.nd ‘Ehere we found a canplete deacription of thia
. .?- "' ’ - . -, .
ﬁchinq dm-imslyfthnd‘be uffa‘edbythemmfaﬁwufaealetothe B
A . \ '|— . -‘ {"}h \l R , F 1. .. . -
R Bﬂiiah on the npen marhet semetime 1n 1935 )
. ‘:‘; ._' '.'\ -- ' L. - A W : - ' - v N
T a . Hq'cme now to '!;he cryptosyntems employed by the Armed Forces o:f the
""-.'!.'.&_ ""l-" . B -
CreT AT T E { Y L f AR o
o i d‘qmgn: 'fhere were J.cvw—level codes 3 1 trxink ve cw.'ld atart now with 'hhe
‘--r:. h:’:‘ - ':‘; '.‘._:;'- :-" .l-;;.:‘ :‘b:;;: -:".!’ % . ‘-L' - ':1". —': ."i' 'r\!'f= . ) . )
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, #irst slide. That's an example of vwhat was calied the AL§A, an Air Force

- .
“, - - . . ‘- L. ot I
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-I ' -~ . " ~X w .
2L iystem. "I won't go into that. It changed e.veryday but through careful

.‘ u“
; s
SO L © s

rollawing t‘he codes were read from day to d.ay.

o a o=
- . e fﬁ' .
oL " ey R - . - - s - .- ‘x
»” - r -
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51 Ngit they had a uyntem called the double PIAYFAIR, I won't undertake

...,- ~ -
e -

to go through that--it 15 & nttie complicated £airly seture, but most of

“imar s L - -
"‘ T :-.' > N « P ¥ - 5 N
L ]

a

the traffic in ﬂ:a.t was read and they had a thing called RASTER, "Rasterschluessel."

- -
- \ - - . - a3 ~
e ~ ’ _,' -« he y

-2 * - Al

It was a matrix vith holes in it ’ disposed randomly and you had to know where

*ﬂr'w‘"
. - ." - ‘ - -
1-

..!! i as ) - " 1' - K " '-:'

to 'begin. fi'i:eré vas & key, an indicator, u.nd you 'began a certain pla.ce and
L 3

e - ' .
¢~. 4 IR - .I**‘

'you Vi'ote the lettera of your message 1n the open spacea ‘and took them out from

o éo:_Lumni a.nd_‘ th_é roste':_r changed very fréciuently--l ‘don't remember a.t thé moment,

. . %

- .
']

1fi'b m£ tda’i;y' .qr “hot R but 11'. chu.nged very freq'ue'-i':tly. We didn't have too
ry -

s - -
- Y - - S
. SR - .
~ i - . .~ "

much luck with it. It was a pretty complicated thing but 11-. was used for the

Ll L E T e S :
. mé'aiun Igvéi ¢cmmnleaticns. h

- - F
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I Then, of courne, we had the ERIGMA, used by the Army and the A:lr Force-- ~
. ok . . ) , .

'_’ S 1Y wotor oy b
e ) - b

L " a three wheel mchine » I think I showed 8 picture of that with the plugboard

- e A - 4 2
* R YL L B ,-. -, R :e”.,. e LT
o—a-"f _:.2 * 3} L

Btecker as they ca.lied it. The Navy version of the ENIGMA was a four-wheel

- “ - 4 L]
. EEEENEY - . -.,‘ ., * e ] «
E4 ’“ . r >~ LIeN J&'

= machine and tcward the end ocf the war, vhen the Germans 'bega.n feeling a little

-, . - . e ) .
- :'.._‘.‘ € " i -:- ,_r_ ’ ' J..- - - . - ..
'bit unea.sy a'bout the ENIGMA, they proposed to mke a reverling wheel which
. s SoSel e . -
-..f. e R P
. wéula” , “that 1is, 5 the 13, the 26 conta.cts in T'.ha.t réversing wheel could

- oY

X - ~ . .
N 13

L] ‘s - ‘ vy "

.* be pligged at random and cbanged 'ahny or more often. This ve celled mm.t DICK
; s S . T i .

.. and via& a very serious threat but the war came to an end before they actually
\-.- -?* h ""r-“ " --._- __‘ ‘ : o~

got the %hins going.

'r-a.‘g . - F o

Y
T

llow the Germana s,lao hhl a. series of machines which vent by the general

-y e
s
-3

eodename of the finhes. The firast lucix mclfine"m ca.fiié'd TUNNEY It wa-s a

l.” -
“a ERY)
3

.
F R
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Yeleprinter ciphering machine and they called it the HANDSCHRIEBER, There

'-._:'?_ B - , . S0 h o . ¥ - R ] . “w
s . e e . : b n._.‘ “ . 1.‘ ‘. "‘.." - " -\.-- -,.. _- . -
& | were about five different n‘Lodels progreasively Increasing in complexity. They

¥

.

*

-~ - * ~
. ~~ - - . -
B L > . -
.

I ﬂm:;: pgfv;gd';t tm'ﬁeéinhim a8 the result of:_finding of messages in depth,

P T " .

a

-

-~

-

7. t-that is,

! wgy of secret Gommunications were German--ENIGMA.

‘théf}éeﬁti'_in_g points, I think this is, oh, that is just a Gerian key

2

A . -~ - -~

e

[y

P

. h_:l,-l_itéz-'y forces, _‘t'h‘ef vere pretty well disorganized and what there were in the

P . _ ] x
el I - L]

* In the Pa.ci:g_‘:!:c Theater tﬁ'e_Jﬁpaneséufor their t_iipiomatic systems used
niml;le codes, one for , purely fgr-, echonom.y j)u-z-poaét-a'. Another enéiphereé code
using a bug.c _E:o&e. which was changed every 80 often and the code groups of

: AP o0 s . Lot

" %hich were then subjected to a transposition and the transposition key changed
. ] ~- . il ot -

-

-y - . . . . . )
) daily. We were “able to Eée;_; up with that particular type of aystem. Just

- o

., . "

ca ‘x‘before the var, ouF i:a.i-ti_cii:atlon in 1%, the Japanese Foreign office used

- - o~ “ - i, T

. 1i#t for the ENIGMA--they had many of those captured. This 18 a HANDSCHRIEBER,
_T- ',. E:' o :.{- L t-:__.‘ , ‘_;'_‘ Lo ’ . ) -
. rather coqxp}icate_d looking g;.dget. I won't undertake to go into 1t but ve
read a good deal of traffic in that particular machine and its descendents.
.I'_ 7. The Italiansg didn't count for very much.” They had codes, codebooks and en-
’“E -, ¢iphered codes . By the time ocur forces were in direct contact with the Italian

Jald ."'l'

*.. ..& machine vhich ve called the RED. It vas a ‘cipher machine. Oh, I forgot to
v’ .tell you sboit that one. That was the German 5G-41, a mechise which they
. NI AT - . ‘
pé'opmed to pui;‘intd use but never -actually aid. ‘I doubt véry mluch-if there )
v 'u‘ad-d_’._;hy traffic. They stole Mr. Hagelin's ideds and had a fixed pinwheel and’
) _' a cage with al-i‘ding bars. W'imt they added was a keyboard and the printing

G _f;ge‘éha.ziium.. I'h\'fu a tréméndously _he'av"y tﬁing; very unw:feidy and I don't khinik

"’;:" :.:'t" 2 I ,? - _:

N - ST, ~5-
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e think they could have operated it auccessﬁxlly.

>
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v W " . N . .
- 'l‘hs.s 1: whnt we u-ed to read the .Tapaneae diplomatic messages in the RED

e . c'.[pher mcﬁine. We ';'e%fer dld a‘ee a RED machine. It was reconstructed, the

e ST hld &
* . T L. b i " ) ‘e
- ~ - - - f . - Fl
A

nyntem was ' econatructed without having knowledge of 1ts actual physical

S A A ' ‘ * means of
mbodimnt 'but we could duplica.te vhat the machino 414 'vy/a celiuloid disk

1""‘1, "“s .” P -
A

vhi,,c‘h vas steyped 1rregular1_v going to certa.in keyu. I thizﬂ: ‘that this

[
.- M

pleture reﬁéﬁ'h%s' the Japunesé’“ﬂa-vy sersion of the RED cipix“«'si' machine captured

N ]

somiﬁime ihoz;;._l,y ‘after the war was’ over.’

. s . - " - . v e s et PN
o - 2" . # . - oo

Then the Japanese had, well that is the Navy's equivalent to solve the RED
'.=_... I i D‘-- ’ w7 . E ’ L" s r

“-Japanése ﬂﬁx Naval Attache méssages--this was the Navy's version of their

.
- 7

We come now to that famous PURPLE thing uned by 'the Foreign Office for

. . - N -

¥ ’ z

Ats _highegt i;vel communications. You all know that the basis for the solution

4 .
" - . - - - .
T B = EY P . ¥

~ & ciphers is the principle of frequency. Frequency &f the use of letters,

- H - - - -
S N - N - ¥ T

e'ha.ra.cr_ﬁeru. " This means that the distribution of the characters in normal
P, T I R .\ ,

' ﬁlaiq text ::1: not homgonoua, 1t is 'ra.ther' raggeci , high spéts and low spots.

Now, the Ja.panese who designed ‘their me.cﬁine figured that sioce fequenc:lea

1 . L . .
L . - - “ LA ;

~

':“'l;- 'iréx"e the keystoue of cry;t.nalybic solution, they would build a mchine vhich

!‘ A
e e n '-i' -
Bl o - % f-' ; .- ™,
- ,‘ - .r' -
L - '

. would suppcreu ftequencies in other W s, within a certa.in length of text s

-

- mi
= _‘ .l. - .
. -t - — ~ -

"i'f- was inpossﬁ)le tha.t a.ny le'bter coulni be represented by ‘the same cipher

L -.

“_equiv_?ilent.: This mesns that in their PURPLE inachine"which was a 26-character

*"wéhine", in evor’:; "1ine of %-letters of te:d'.,' there could be no dual ortriple

“e _ F] T - N - .

x‘“ﬁpl'eaentation of tbe sane pla.!.n text letter. This was the fatal flaw. This
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- 'h vha.t ena‘bled uu to get our rirst wedge 1hto the system. It wvas soon after
r & rf l s -
that tﬁi- phenomena viLe discovei'ed that we were on the trail and we had some -

r --.- - "‘_'_ -
1 ¢ ) = -:.

help from cribs the.’b eonuiuted of portions of text that we felt would be

L e
- . - o, - n-‘ !
~

- -z :’ . -

found in J‘ape.nené diplomatic notes to our Gavernment. The work was slow and

3 - - ) e

P R
. r - 1
- i I

" f‘painful, very hrduaua This vas done ‘oy the Army crew &nd there came a day

-.'. -

- -,
s

. ,-ifben we had about exha.usted our resources. We ha.d reco‘vered some severai

-~ A
0

ﬁufdred }.éttez-'é of bext and’ gt mde sense but at the end of that period there

waa l ﬂeriea of meuages whieh appeared to me to be the English text of a

-
o E - . [ . -
: o
. .

long no’(".e irhich the' Jape.nese Government had ’handed to our Government , our

<. P ot " T * % - . e

Beepetar);_ of State 2 deaiing with the ‘anhouncement of tl;e Economice Treaty
i “ ~. - * T oy :, . ) ]
. 'bhat hgd b;en :ln effect'for' several yea‘rs':.. The Japaeeee wére very anxious
- A .

1.

'ho ha.ve tﬁat treaty kept in effect. Well, I worked with my colleagues on the
-~ ."_ 4 hd . ]

" meaaagel and X came f.o the point where I felt pretty sure that there was a

- - ¥ P ’I-
. F'- 's.-..'-' R N : :
méusage and it mut be in the Department of Sta.te 's files. Now, at that
! ] -
. ’.- -I' - 5 ‘ - i

N t.tme, ue vere under very Btrict instructions not to go &Jrselves to seek

9. LY

“
-

’ collfa‘i‘;ersf_f .t'n{crmf‘ﬁi’dn but alvays to work Jt.hrough a deaignated representative

" 5 . .
- > ~ . = . -
- - - 'l:‘

s*,.:1n G-.’é and 1 went to this cl:np a.nd I uked him to look for a message, such and

lf-"--.-y.' K

L8 such a date d’ealing with the Econcmic Trenty. He said he would. A couple of '
I 23R D 3 i :

Y~ _"

veeks pe.ssed by, I d:ldn‘t hear from hin. Ve were struggling with the thing.

a’ e A
-

Ve wb\_ild—gei' my‘be he.li"a'.'dozen lef.".bern out"i'n one day's wex:k.- "I asked him,
- imil, 'el-xef:'i'boui; 'F.ha.t' message? And he siid, there {s no such message. Well,

-'l" ';-

I felt disheartened a.nd went back to my 1air and continued to work, a few more
S ol

L I L3

LR d-..TA,r

1etterl, another week, and I became a little bit more sure that there must
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‘4 T, -t . * e
% .n < be such @ mes sage so I went to him again a.nd I said., “Ms.Jor, viil you please

%
Lt e EY ."'--’T"l 2

N f_chgék ana :?'i'ify that there is no such messaée " And 'he m.z.id, ‘;I 'll do that') "
! :'.‘.a i. R "' '“‘...i- - N ._”‘ 3 % . -~
R And a week went By and he didn't come to see me. I went to see lkim him.
P !"_ "‘? ™ - - A -
:_ - "Y}ha.t a‘}'zout ﬂ; Ma.va: - I asaure you ‘!‘;hc:.-rf is no such messa.gti Well, I wa‘.a
:,=‘ I’ . - -.n‘- v “ ~ * -...=. * ""' -

. .H -
”3.-—1 ¥ 'srery nﬁ’féh hinheax-tened but I vent back, a.uured my pe0p1e that we ought to

T kgep ‘gc;:g‘:‘ it wes mpcttant. Rélucta.ntly,' thef'[ cbn‘b'inuei’f and ve ébt a few
o0 TRl A S A ko e
mre letters. By that time » I made up ny mind that there must be the measage
ﬁ S
lb in ﬂg:}a:tion of my ve.ry clear-cut Inatructiona , I weat myself to the Chief
D N O - >
L of the Ccmmmications and Records Divinion 5t thie Department of State and it
".‘ T Ds . . *-"','., PR
T happened to be a. friend a.nd 1 sat down 'Wha.’c can I do for you toda.y“‘r v
. -,,;hhink there is n message here which I would like very much to see in your
.‘_‘,'3.-.;. IR A e . B N
21 gilen.”  He sald, "Well, if 11-. 18 hera, I will be glad %o try £o'pind 1t.
- -_ S : R . R
e Wé;’ie -m‘g .aome daf?a. 1 {y;.ve hm the da.te, au'b.ject. He punhes a button and
ol - ‘l;his gi.rl eounen in and within two minutes, that book with the text of that
A e - CeT
r . meusa.ge wiia oﬁhed' before me. And I said ,"Da.ve ’ I n;ed this." -He said,
_H._@..q ¥ ) _“ ;"5;;.;;. . ) ", . L . -

“You kncw what my instructiona are, you lmow you can't ‘have it. I said,

Ca e, T 2 .‘" c - .
T' -t: ""‘ "' n

: 'rDa.ve, fcr soodneus sa.ke ’ ‘ don*t you have to go out to the can'." "He éaid,. "Yes ,'
wh by the ir'ay, Y d_c;;'. 1 cépiéd H;h&' message. That gave us an u'l:t"a.wfully great

_ gmhtcrwurdi‘rcu then on ve weré vbll on th'e' va,if. Ve constructed by band
- s T . P ) y - - . -
- - & very a:hnple device which wve could use to duplica.te the wo:rkinga of that
- l_=::.-- .'\4"';“ " _n - ' " - '.‘ .' ) . ,‘-I-\ '1‘ ’
RS F Mchine » fairiy canplicated I ha.ve ahown you the fron'b of it, 'back of it
-'-'.;,_,. “r T R ST o

I fpll ot’ w_iring Ve never a1d see a .:l’apa.ne&é HJRPLE machine.’ "l‘ixey were >
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. f.ﬁ Qeatroyed by mtructions 3unt before the a.ttack on ‘Pearl harbor. The only
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: t;hing we evés ﬂid. see vas a Wry badly beaten up mchine burnt and o on m
-‘..- f":'_- « -‘“" I _ " - __- ‘_, " . » . ::‘
i ” t% 'ba.aement of thc Ja.pa.neue Cha.ncellery in Berlin. Oh, we d1d have a few
: :. . -,_'::’ . -.‘ vy o - :
e ieces. T &on't know wheiher I -hould i=m tell this or not. After the Army
IRIE $L. s .
e T Y iy T, N '—- 1 - . - ’ H '
’ ’ £ \. ! ¢ b - []

; ;;,—'t ii'.nﬂ. the Havy got together o.nd plnyed in the cryptologic aurden, there came a

';_“{,T_.;« s = '.. : .
; _,‘,-,'A'd.a.;r when ve ha.d reconatructed this PURPLE machiie and. then I 'had a telephone

1.

v “ ! Sen
& u.q_. . ,,
"

Qa.ll from the ﬁeu.d of the Lu.bora.tory of the l?ederul Bureau of Investigation and

"? i" : d W ""‘ U .
- they ha.d a. clpher unit too. He ca.lled up and sald, "I gb‘b somethix;g here that
_"&':—_,_._ SRS --_;_1‘___.._ LT B
N might mteres'l: you" I isaid, "Well, I'll come over." ‘So I vent over and he
SO told me this stcn-y ’:!.n 5113 office. 'i'ha.t on . the day of the attack on Pearl
;# ¢ " ﬁ'ar'bor a coupla of their opera.tiven were wa.tching the Japa.neue Embassy in
e
- "’“ Y L . .

¥ ,“a _.a N . N 1

::“ _ﬂexlcp Cj‘!fy_' and 6. couple of Ja.paxiese gentlemen -came out carrying two suitcases

. i.nd they got into a black limousine and they da.nhed off to the city dump The

L S S - e L . - .

"gi:érativea fdllmied u'-cl'osely a8 they could and wn.f.ched. The Japanese put

PI 3 . -

,_\},\'. --.-

e lcmething on “the city dump add reburned to their .utomobﬂe and after they
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[ * . . H - -
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hﬂd left the opera.’E:lves went to see what there wvas and they came across a

. - N
3. . i ) <

,! 4
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in;! lot od.' pe.rts tha.t had 'been pretiy badiy beaten up a.nd they assembled

cen A B _
- .t - ~ . _-_
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th.em, sﬁlpped them in & 'box and they ére in the nexf room,” he satd, I put

"‘.. ""’_. . : R L ..
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'bgem an tﬁe ta'ble well, I went there and I took one 1odk and I aav that it

b - . -, - .

i ‘T v i
* " bed the type of stepping rehys that vere used in this J’npanese PURPLE mchine ’
R :": ; . N ._.1
o “ua€ hn.ve iaeen. we bad to dupiicute the - i'eln.yh, 'Eelephone relays

-..:: M ’Ehere I m conrronted with a problem. What to safy? Well, I stalled, \Irent

'ba,ck an& we ﬁad a little talk with our friends in ‘l‘.he Navy and this 1s what
’ \ﬂi ﬁeclded to do. The FBI vas very anxious to reconétruet that machine. We
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‘_,,,;r.s \’r'ei'e wry inixio\m that they not so ve sént two men, dne from the Army and one
~ Ca 4 3. _‘ r.. -E' N ~ SN El . : 4
J‘g;‘m the Navy, oiir Very best technicilms , to mke sure that they didn’'t put

-
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- it iogether properly ST T
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£ u-Well, ‘Ehey had no functions in the field of diplmnatic military commmica-
;,::‘K. i b ©w. . - [
ﬁ____'u L - 5" .-_ [ = ..f_ . : e . . -
M -ﬁ-- g - - e 5 .

,s 'Eiml - 1I’heir functions were purely in the area Of domestic counter esplonage

, -t They 'L.l-. -_---- - - - TR . ;
-?- .J s h . + . . - 3 -
< md we thought tha.t ’t;i:ey should stick to their knitting. 'l'he'y did, as a matter
' n o '-ib ' N .. -7 .n.: vy
B ‘ Vot fa.'ct ’ afte.r ve ha.d an agreemnt ‘worked out Yk among us, ‘the three org;ni- '
S .t 3 »- 3 .'_, . i'ﬂ‘u‘ e e
) ., T e, - U N I
o :'f sations. : & TN D A e
b -;.Icw,'ao much far the Ja.pa.neae diplomatic people. When I opened my talks
1 read you aomething nbout the meaning of the solution of tha.t thing. This
.- :— .g‘t,'-'-:;‘ ‘__-'1 P “?. . __;' - . - .- + . . . - -
ST . Ty our recoxi‘utruction a,fter we got underway 'l'his proha.'bly doesn't look at a.ll
; e Tt R e . _‘ ..
T ‘5 l:[ké tl_{e .fnpanése ?ﬁachine d14 ‘but tha.t 's our ‘récoﬁatrué'ﬁion. I “think mybe
':. ] '-_‘ b . . i ) . ) i
T i there'l a.no“:har picture--showa some of the wiring in the back--there were three
syt
o & -" L - ‘r - . )
' ‘ :néts ort equ:lva.lent to coomutators. ‘
.:Z"::f-{' 7 {“:. ..“ ST L . - ) . : T . .
ST -llow w.-. “take up the Japanese military thinga. The Attaches hed an enciphered
PR, k-‘" .:-&é‘é";__'.;,-"* wl T - T R .

: =3 cod e, a comp‘lica,ted thing. You reme;'n'ber‘nw 'Eelling yt;u about how we were vei'y

. - - -
A = s .
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,u‘ much di'uébﬁbo'bulated {whezi the 063 without authorii';y or rather without the
Aol LT e s L . . ) ,
S knowhdge "orl' the nilit:ai:j u’:d “naval authm'ities made that raid in Lisbon and
i, l_ g
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" put us out of xmﬁiness for » while. The Kaval Atta.ches used & machine. T think

o "f-s .. . sar s - .

e P e Frafl m

* tha'b thu.‘ﬁ hu aamething to do with 1t—-we11 that #x the machine, the set of
- B *"_ ':rg FCI . -

o mchines that ve used , to read the .Ta.paneae military enciphered code systema.

o “ fe e.lwayn tr:led vherever pouible “to reduce these hand-Opérated aystems to
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?-,"_._ maehime opéx‘ﬁiom 80 that we could save time and people. The ground fcorces
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. ‘F ,,had propoued b6 use™a mchim that ve cailed the 'BREEN It vas captured
- -\ ‘

.t Ex .“’ =% T:"" Pk - ’ : - I
R ‘;in action and nhiypea to Was‘hing’ton immedia.'hely It was 6£'field ‘teatwhen
,‘_Jﬂfv"‘i,_.' o AR ) _. o : R
. "f "'vlt ‘ima ca.i:tured. And ve decided tha.t it they w'vere going to use the machine
L4 e ,- -y
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Y 2
N

e adght to get om'selves in poaition to decipher measa.geu in a hurry There

. . el K - : 5 .
- [ { " L Te A a g Y- - -
&5 o

ey e " 1s the keﬁ»oard ?oa: thnt thins and 80 we ’huilt machinery to s-oi:re GREEN cipher

Cae . -, . : ' «;_ -
ﬁ.’cﬁing lheuages 1.'f' 't_'.hey camé In. None did . The machine vas not succesaful. !
T -..‘- ..: - - -" ' t" ‘ - - N . ._ r * * \
Bt It vas rea.lly 8 vtry poar piece of engineeri.ng The Germans furniahed the

Ja.pa.neae w.tth some ENIdMA mchines and we thought ror a while that they were

¥
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N o ' " It would
T go;.pg to'go in ?m ENIGMA and fortunately they didn't, Feeyxxsuikt have made
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"'+ Jife a good deal more difficult to be confronted with that.

L ‘,:‘:1_.'_. -.-'l'he';j'aiﬁnese Nav’y Uaed--%'reli,.tha.t 18’ & -:ode, a Japanese code which vas

b :\. . . - S
. uaed by ’ﬁhe Ground Furces and they enciphered it by cmnplicated g.\dgetry, I
-—.-.‘ s’ .y , v,
» -, mean complicated hand-opera.ted. things R additivea a.nd 'Ehey disguised the
:'-' ' ’I . \'._ s ‘c: o X x : - . »
i imaica.tors—-l used the ward additive L I ahouldn't “have ‘beco.use they didn't
; "2_': - e . ;‘J.\; I' & _,‘ ‘e i - ” .
_ a.(:tua.lly a.fber a while use the code groups as additive, tﬁey uaed the code
‘_’ J -L‘iv s r . 3 Coe - ; -
- w

‘,groupa of "t;hé.-~ keyixig ta.blé as 'i:ey groupa to encipher thenm ’by means of a square
ER L : R - - . .

-

~ ., : N " ‘ h .
s ot' this nature . _ . .- 80 on.
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- The \Ja'.pane_l'sg’ 'ﬂiwyk_imec.i 8 n'ystem whicin v'ma an ells;boratii;n and l;uite an elabora-

-
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'I;ion on the atrip c:lpher, called the JR-25 and to the glm'y cd’ our Navy, they
-u , " 4 e - "4.,, a , - -
" ) Wré \ibp_'bﬂ top of Tt most of the timamic'ep{'.' 'v'hen' éome'body' s;ilt the bea.n's
) 'iﬁ' ) ) ) T .. . h o . R » " ’ N , -
) j.m! would“publinh noﬁ:féthing like how’ﬁidvé.y ﬁa.ppened"td be won a.nd that sort
e ut thing i think Marshall Kall could proha'b];v tell you's good denl about that
-_“;13 N o 3 o e . L s .

.,,.f’r

R lnd a.lio Dr. Tompkina would have more direct eonta.ct to that than I. I mentioned
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. . - ~the Japﬁ.nése’ Naval Att;:che machine which was a good deal iike the PURPLE.
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5 % AS ong as :é_ are talking about machines and enemies, we might as well talk

. - -
-3 -

-'_,_‘_,: !;‘1!’?\}1.; some of-'the machines used by the Russians.
E - l -
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.- “In the firat place, Russian traffic nowadays is difficult to identify,
. - . a

’.;: 1 mean by tghat ) ;xtérmuy' very often you ca.z'x“h tell from the message itself
R T . . .0 )

o vh;i‘,l;ez-' 1t is f\:irrl‘grcé o Navy or Ground Force or diplomatic. It's all one

- = s r

T mo you i:'avef at the very beginning a problem of idolating the traffic into
¥ ' ’ - e ) Yo . T -
rs;mtémé. " Now soon after World War I was ended s the Russians built a mechine,

» - - M -
» . - - -

; There I ;how you the old .';5'—21i of Mr Hegelin's, the Swedish inventor and this

- aC
¢ s . . -
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. 18 tixe inside f that machine which I showed just imediately vefore. I want

~

' are
you to take no‘he of cave, that 1s vith the s11ding bars and here :tx the

; -emmta.tom; , these a:gg not a.ctual rotors ‘that were used in the ENIGMA but

- . a”

N - -
'1" 1 - .

- they are scmwi:at 1ike rotors. What the Russians did vas to build a machine

It ;
"“t:ond.ng that B-211 a.nd modifylng 1t only to ihe extent of making it a 38-

r

i

charhc’tér 'inchi_.-x;e instéad of the 25, which the old _Swedish machine was and

r
[

t_hey added a bla.ck/to the side so that they could change the connections to

- - - L LN
- - -
. - . ’

“those commtators., That machine wvas in use for about & year or so--we had
"f'- L . N N ’ * :‘ S - o :"_ i Tl - : 5.
" 'no 41fficulty with it. There vere other systems that they used which we were

ey

» = ~=
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.+ ‘fortunate to find answers for--oue called COLERIDGE and cne called LONGFELLOW,

OUR Q’Ode dé:giﬁationa. 'I'hey bad one vhich was of Iparticulw‘interest to me.

~

It vas called PAGODA a.nd it was a teleprinter enciphering nystem which they
-1- , ¥ J -

e

;. had copied absoluteiy, 11terally from a paper which vas pu'bliahed in the

2 -
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. ‘-’~ ‘Proceedinga cf the IRE in 1922. 11". was a d;'mble tape 'nyntem Just exactly like
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. I showeﬂ }on in oxlxe oi' the slides yes'l'.erda.y where you had two tapes revolving,
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o -_ ;maducing ﬁjr théir i&ter-actidi; a key wh.{ch vaa then a.pplied to the text--the
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T e T T T S -
. qu",-."ﬁhe Ruaa'ia.na even with th'at very 'simi)le system couldn't work it. In
v ‘:‘-':x" 14 A 3 ‘ ' .

the firat pla.ce, they gave 1ots of ieptha a.nd in the aecoml place, after they
) ‘.5'2:-:-:.: X _.-5 ’ ‘y- ‘- --.. ] “ - 7
found they couldn't work ik two te.pes ’ they wm.'ked one ta.pe und they couldnt't

s — éﬁren woi'k that a.nd tixey had many, many deptha. 'I'hey gave 11: up. I imagine
K ' tha.t they had lom " people studying their cryptograpﬁy m-itnix intensively
- ..-- ) 3 . a2 ..,er' e . * .
'hgcause 1_1; wa.sn't very 1ong beforre we found ourselvea up a.ga.inst some very
e d:lrricult things. They atud.ied hard and they ha.vé‘gproduced something which
f:‘;a \ ) . ) v - v -

. thua 1‘;1- is quite baffling. 'l'hey use one-time pa.ds. A:h one period of their

\:f' ,, _...r. - . -
LR LI N ’Q -r. -

LY rhiatary, %'hey used’ these one-time rads twice--this is . What they did

S -,"ré,'a' tJ ugé say pad 14 between Moscow and Buenos Airea in égp@ber to December

L]

S 19ML yo: that na:me pad would tw.'n up, say thre_e‘ or four yea.rs later, 1957

ﬁetweqn B3y Moscow and Ottawa. The trick vas 'bo £ind the dauble use. Why

lﬂ‘ r’ . O . " . ' -
.- ﬂf"‘ -' R P ¥ + -
) they uaed a 'book, a pa.d, twice and not three times, T don't hnow a.nd nobody
l‘.f‘a' ." “I' &. -v . ‘l . . = - A \
dan gi_ye me the a.nmier to t}'mt. 5o far as our mﬁeatig&"bidﬂs have i;pne, they

. j' mvgr tued me more than tw'.lce and ametime 1n 19l+8, h9, I rorget now, ‘the
M ,_émxiio 'u‘se.'c_zéug_}} and -ge have since then not e'v_én _'beeri able i".'o prove whe;ther
I," a b. A . o :. —-—- . - ] . - .. - L " .

T A “’ théy are using them twice. _.Dx‘-. Engstrom mentioned the

Of course, if war
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AT ‘\ !Ihouig com ;ml 1t -s);ouldn't be over in ten days or twenty days, the Russians

1 - -
T - W T
s { - X% -
SE e . .
L L. N .- . -
. vt }" s ¥ A ot
sy oE R S & Fos . .o =13-
7 ¢ . b l. e 0 . N + _I-’ it (KN & -
. 3 -




SO A © REF ID:A63395 .

, 5 T S v - - .
N 'x'cﬁld not be a.ble ‘to cperate their one-time pe.ﬁ s;ystems 'becuuae ve think, we o
4 hc':rie , ’l:hat- i:he-z;r would not be able to get new pads dis{;ri‘buféd..'- There is a -

Jan 3 1imlt to the numbey.’- of pads that yoi;. can store and therefore they would have

to use ‘:iénieti_x'ing else. At the moment the Russfans have not any éne of their

+ fwo importa.n%- cipber machines snyplace cutside their o teri'itory with the

exception, yo-u can ¢411 East Germar;y thetr tefritory I suppose. There is

f
- - - - - L -
. -

f ’ something in 'B_erlixi but that is all. They don't usé their machines for

v e
* s,

c&mmriiqa%iéhs ‘a.‘b‘z"ded. This does not néc‘assarily mean that they don't have

e LT

_ them. . 'ﬂey Snight have them in readiness but nobody can téli.
2t Row, Itm going ‘to--I think that's the end of that series, let's see--wedl

. ' “« - -~
ha . ) LA

WAy ‘hhat's 'tht;inner vorkings of that M-211, as we called it, the Russian machine,

. . 1’ i’.hink tﬁai"'s the last of the serfes. S _
: _ T ‘- - briefly ) ’
R ¥ going to talk EemexaXty ebout some general mrinciples and then we will

. - '-1
A : -

- ha.ve a break and then we'll resume. Now some + of this will be "old bat" %o
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., ;otne of you bu:b fm'.' the newcomers, perhaps it's wise to mention the principal ,
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‘ o;peratians upon which commnication 1nte111gence activitles are baﬂed. First ,

" - d.
} of course, t‘here comes the 1ntercept--you've got to have them——?m
is no small trick, % modern electrical high-speed commmicationf require
i n" ) C - ) " .
high-speed intercept operations ’and together with the intercepl -y there must
% - - _;’ é 2 ~ "

irection ﬂnding, when you are working on the Acoumnmiaa.tiona of Aa.rmed.

Povces, gl yovexpaot. The Russians, for example, have cenp?;\iea%edi callsign
Vs
o syqtémh ,_-complica. hshifting of frequencies » 80 that it ia- impartant to be

. ;Lble to identify transmissions either by direction fimiing or by one off two
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d‘hher types “of op;ara‘bions One is ca.lled ra.dio fmgerprinting, vaich eimply

‘k|g - - ..?a_ “r' _"l' * - 3 3 . o . -~
; -y tge‘i;ifvery transmitter emlits, electro-magnetic radintions whtehrimve
*T‘“ "\ T Mﬁ% T
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‘Ai 1’(‘. 1s poaaible therefare %o identify a transmitter ‘by aﬁudying the cha.rac’ceristicn
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ﬁaf “1ts emna%ions. Tt 1s also possible to identify ‘-haad-opentud Morse
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- f telegraph ccmmmlca‘%iozs ’l‘hat is, every oparatw- ha.a characteristics of his

W a.nd you mit can ‘ny studying tks transmisaions of-Merse

.

el
"  Wermser o wlamns HRax vt

om identify them,\ This is very uaeful Much work remains to be done

’ ,-*_' :J,n/irection /{;Lnding, M)(a.dio {in@rprinting and in Morse Qéerator ,'éentifica—
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ng‘mmin-a« .’Lf ths—-shn;pe oi' the vuves—is“vm‘m There

* o %
r
¢

v ——dots,
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w of dota, thn éiﬁerenca--between dot& anci dashes sud"-xengbhs ot

e
-

‘&p:ahes .thg. chnracteristics qf each opertmx (Now_nut the. .J.antﬁrn. Qﬂ‘.
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W The next step after 1nterception is tr&ffic analysis s that is, the
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reconstruction cxr the ru.dio nets of the enemy e.ml the 1ocation of their

R transmittor stations Th:l.s gives very mpcrtant mforma.tion on two counts.
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) 'First of all, cisf.abiis-hix;'g or reconstructing 'the nets glves you order of
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‘ba.t‘ble whic'h ib very lmpurta.nt. The reconstruction of the networka is not an

. éasy thing fcn' when the ca.llaignn a.nd frequencies are changed rapfdly. It 1a

o ¥ £ curimm thing tha.t the Germans seemed to be a.’ble to chs.nge their cs.llsigns
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