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INTRODUCTION TO CRYPTOLOGY IV
BY WILLIAM ¥. FRIEDMAN
—Cof Hdentinl—

Cryptology in the Civil War

A detailed account of the codes and eiphers of the Civil War in the
United States of America can hardly be told without beginning wvith & bit
of biography about the man who became the first eignal officer in history
and the first Chief Signal Officer of the United States Arwy, Albert J.
Myer, the man in vhose memory that lovely litile U.S8. Army post adjacent
to Arlington Cemetery was named. Myer was born on 20 Beptember 1827, and
after sn spprenticeship in the then quite new science of electric telegrsphy
he entered Hobart College, Geneva, New York, from which he was gradusted
in 1847. From early youth he had exhibited a predilection for artistic
and scientific studfys, snd upon leaving Hobart he entered Buffalo Medicel
College, receiving the M.D. degree four years later. His graduation thesis,
"A Sign Language for Deal Mutes," contained the germ of the idea he wvas to
develop several years later, when, in 1854, he was comuissioned e lst
Lieutenant in the Regular Army, made an Assistant Surgeon, and ordered to
New Mexico for duty. He had planty of tm,u this far-away outpost)to
think sbout developing an efficient system of military "serial telegraphy,"
which vas vhat visual signaling was then called. I esphasize the word
"system" becsuse, strange €0 say, although instances of the use of lights
and other vigual signals can be found throughout the history of warfare,
and their use between ships at sea had been practiced by mariners for
centuries, yet down 10 the middle of the 19th Century surprisingly little
progyess had been made in developing methods and instruments Cor the
systematic exchange of military informstion and instructions by means of
signals of eny kind. Morse's practical system of electric telegrsphy,
developed in the years 1832-35, served to focus sttention within the militery
upon systems and methods of inter-communication by means of both visual
and electrical signals. In the years immediately preceding the Civil War,
the U.8, Army took steps to introduce and to develop & system of visual
signaling for general use in the field. It was Assistant Surgeon Myer
who furnished the initiative Iin this mstter.
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In 1856, two years after he was comissiocned sssistant surgeson, Myer
drafted & memorsadum on & new systam of visual signaling snd obtained &
patent on 1%. Two years later, a bomrd was appointed by the Wax Department
to study Myer's system. It is interesting to note that ome of the officers
vho served as an assistant to Myer in demomstrating his system before the
board was 8 Lieut. E. P. Alexander, Corps of Engineers. We shall hear more
sbout him presently, but at the mmment I will say that on the outbreak of
war, Alexander organized the Confederste Signal Corps. After some succeasful
demonstrations by Myer and his assistants, the War Departmsnt foastered a bill
in Congress, which gave its approval to his idess. But what is more to
the point, Congress appropristed an initial smeunt of $2,000 to ensble the
Aray and the War Department to develop the system. The mmey, as ststed
in the Act was to be used "for manufacture of purchase of apparwtus and
equipment for field signaling.” The act also contained another Smportant
provision: it authorized the sppointment, on the Avwmy staff, of ona Signal
Officer with the ysnk, pay, and allowances of & major of cevalry. On
2 July 1860, "Assistant Surgeou Albert J. Mysr (wes appointed) to be Signal
Officer, with the rank of Major, 27 June 1860, to f£111 an original vacuncy, |
and two weeks later Major Myer was ordeved to report to the Commwanding |
General of the Department of New Mexico for signaling duty. The YWar
Department also directed that two officers be detailsd ss his assistants.
During a several months' canpeign against hostile Rswvajos, as extensive test
of Myer's nev system, using both flags and torches, was conducted with much
suctess. In October 1860, s lieut. J. B. 3, Stuart, later to becoms famous
as a Confederste cavalry leedsr, tendered his services to aid in signal
instruction,

Less than & year after Major Myer was sppointed as the first and, at
that time, the only Signal Officer of the U.3. Ammy, Fort Swmpter was
attacked and, sfter s 36-howr bombardment, survendeysd. The bloody four-
year war between the North and the South began. The date was 1k April 1861.
Myer's system of serial telegraphy was socn $0 undergo #s real baptism under
fire, rather than by fire. But with the ocutbreak of war, snother new
system of mnuryzfmﬂlemm:eauon, signaling by the electric telegraph,
vegan to undergo its first thorough test in cosbat operations. This in

sy,
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itself 18 very importent in the history of eryptology. But far more
aignificant 4{n that history is & fact that I mentioned at the close of the
last lecture, viz, that for the first time in the conduct of organized
wvarfare, rapid and secret military communications cn a large scale became

practiceble, because cryptology end electric telegrephy were now to be

joined in & lasting wedlock. For when the war began, the electric telegraph
had been in use for less than & quarter of a century. Altheugh the first

wse of electric telegraphy in military operations was in the Crimean War in
Burope (1854-56), its employment was restricted to commmications exchanged
among headquarters of the Allies, and szcms cobservers were very doubtful about
its utility even for this limited ussage. It mey also be noted that in the
annals of that war there is no mecoxd of the employment of elactric telegrsphy
together with mesns for protecting the messages against their interveption

and solution by the enemy. .

On the Union side in the Civil Var, nilitary signal operations begsn _
with Major Myer's arrival in Washington on 3 June 1861. His basic equipment
consisted of kits containing a wvhite flag with a red squsre in the center
for use against s dark background; & red flag with a vhite square for use
against & light background; ard torches for night use. It is interesting to
note that these are the elements which make up the familiar insignie of our
Army Sigaal Corps. The most pressing need which faced Major Myer was to get
officers and men detxiled to him vherever signals might be required, and to
train them in vbat had dome %0 be called the "wigwag system,"l the moticus of
vhich are depicted in Fig. 1. This training included learning scmething sbout
codes and ciphers, and gaining experieace in their usages.

Fig. 1 4-2

But there was still no such separate entity as u”ss.mu Corps of the
Any'f Officers and enlisted men were merely detailed for service with Major
Myer for signaling duty. It was not until two years after the war started that
the Bignal Corps was offically estsblished and orgsnized as a separate dranch
of' the Amy, dy appropriate Congressiomnal action.

In the meantime, snother signaling organization wes coming into baing--
an organizetion vhich was sn outgrowth of the government's taking over control

1I"2nd, of course, the G.I.'s of those days had s pet name for the users of the
system. They called them "flag floppers.”
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of the comercial telegreph companies in the United States om 25 February 1862.
There were then suly three im mumber: the American, the Waestera Union, and

L

the Southwestern. The felegraph lines ganerally followed the right-of-way
of the zaSlvosds. The shen Secretary of War, Simon Cemercn, sought the aid
of Thomes A. Scott, of the Pexmsylvenis Bxilroed, who brought scas of his
men to Waghington for railroad snd telsgrephic duties with the Federal
Goverrment. From a nuclsus of four young telegraph operstors grew & rether
‘lup' military telegraph orpanication which was not glven forgal status until
en 28 October 1861 President Lincaln gave Secretary Cameron authorisy to
set wp & "U.S. Military Telegyuph Department” under & men named Amson Steger,
wio, 8 general supertntendent of the Vestera Unicm was called to Weshginton,
camissioned & captein (later & calomel) in the Quartermmster Corps, snd
made superintendent of the Military Telegraph Depariment. Omly about a
dozen of the members of the Departmert became commissioned officers, mnd

_they were aade officers 20 that they could yveceive and disburse funds asd

" property; all the rest were civilians. The U.8. Military Telegraph "Corps, "

a8 it socm came to Le desigmated, without warrant, was techaically under
Qartermastey Genexal Msigs, dbut for all preactical purpomses it was undar ;
Abe {mmwdiste and dizech control of the Secretary of War, af situstion Vi
sdnittedly acceptsdle to Meigs. There were now two organixations or signeling

in the Army, and it was haxdly to be expected that no difficulties would

ssue from the duality. In facs, the difficultiss began very soom, as can

be noted in the following extrect from & lecture before the Washington (ivil

War Round Teble, esrly in 1954, by Dr. Georse R. Thompson, Chief of the

Eistorical Division of the Office of the Chief Signal Officer of the U.S8.

Arny:

The first need for military signals arose st the important
Yodaral fortress in the lower Chesapeske Bay st Fort Monroe.
Early in June, Myer arrived there, cbtained & detail of officers
and men smd began schooling them. Soon his pupils were wig-
wgging messeges fron & small bost, dirvecting fire of Union
batteries loeated on an ialet in Hmmpton Roads against
Confedersta fortifications nety Norfolk. YVery soom, too, Myer
begsn encountering trouble with commereisl wire telegrephers
in the axwa. General Ben Butler, cosmmnding the Federeal Depart.-
ment in southwast Virginia, crdeved that wire telegruph facilities
and their civiltan workers be placed under the signal officer.
The civilisns, proud and Jeklous of their akills in electrical
magic, cbjected in no uncertain terms and shortly san order
arrived fras the Secretary ¢f War himself who countermsnded
Butler's instructious. The Arny sigoal officer was to keep
hands off the civiliaz telegraph evan when i% served the Army.
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I have purposely selected this extrest fyrom Dr. Thompsca's presentation
because in 1t we cen clearly hear the first rumblings of that lengthy snd
scrimonious feud between two signaling organizations whoss uncoordinsted
operations and rivalry grestly veduced the efficiency of all signaling
operestions of the Federal Army. As alresdy indicated, one of these
organizations was the U,S. Military Telegraph "Corps, " hereinafter sbbrevisted
88 the USMIC, & civilian organization which operated the existing comsreial
telagragh systems for the War Department, under the direct supervisfon of
the Secretary of War, Edwin M. Stanton. The other orgmization was, of
course, the infant Sigoal Corps of the United States Army, which vasnot
yet even estadlished as & separate Branch, vhereas the USMIC had baen
estgblished &n Octcbeyr 1861, as noted sbove. Indeed, the Signal Corps had.
to wait util Maxrch 1863, two yemrs after the outbresk of way befoxe being

eatablished officially. In this comnection it should be noted that the
Confederate Signsl Corps had been estoblished & full year earlier, in April
1862, Until then, s I'vemid before, for signaling duty on both sides,
there were only officers who were individually and specifically detailed
for such duty from other branches of the respective Amies of the North
and the South. Trouble between the USMIC and the 8ignal Corps of the Union
Amy begsn when the Signal Corps becams interested in signaling by electric
telegraphy and began to scqaudre fecilities therefor.

A9 eaxly as in June 1861, Chief Signal Officer Myer had initiated action
townrd scquiring or obtaining electrical telegraph facilities for use in
the £ield but with one exceptiom nothing happened. The exception was in
the case of the episode in the military department in soutbeast Virginia,
comsandaed by General Benjsmin Butler, an episode that clsarly foreshadowed
the future road for the Signal Corps in regerd %o electrical signaling: the
road was to be closed and barrved., In August 1861, Col. Myer tried again
and in November of the same year he recommended in his anmnual report that
$30,000 be appropristed to esteblish an electric signaling branch in the
Bignal Corps. The propossl failed to meet the approval of the Secretary of
War. One telegraph train, howver, vhich had been ordered by Myer many
months before, was delivered in Janvary 1862, The train was tried out in
an experimental fashion, snd under comsidersble difficulties, the most dis-
heartening of which was the active opposition of persoms in Washington,
particularly the Secretary of War. So, for practically the vhole of the first
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two yesrs of the war, signel offiscers on the Northera eide had aeither
slectrical tslegraph facilities nor Morse cperutors--they had to rely
entirely om the wig-weg system. However, by the middls of 1863 there were
thirty "flying-telegraph” trains in use in the Federsl Army. Here's &
plcture of such a train. The normal length of field telegraph lines was
five to eight miles, though in scme cases the instrumsnts had worked st
distances as grest as twenty nxiles. But even beforw the Signal Corps begen
Pig. 3 4-3
to acquire these facilities, there had Deen agitation to have them, as well
&3 their S8ignal Corps operating personnel, &ll turned over to the USMIC,
which had grown into & tightly-kait orgmnizstion of over 1,000 men snd had
becane very influentisl in Washiagton, especially by virtus of its support
from Secretary of War Stauton, As o consequence, the USMIC hai 1ts way.
In the fall of 1863, it took over all the electric telegreph facilities emd
telegraph operators of the Signal Corps. Colonel Myer sadly wrote: ™With
the loss of its electric lines the Signxl Corps was crippled.”

So now there wore two competing signal orgssisations cn the Northern
side: The U,B. Army's Signal Cowps, which was couposed sntively of mtlitexy
persomnal with no slectric telsgruph facilikies (but was oq,uip,;d with neuns /
for visuel signaling), and the USMIC, which was not & part of the Aray, being
staffed almost entively with civilisms, sad which had electric telegraph
facilities snd skilled Horse operstors (but no mesas or respomsibilities for
visual signaling or "serial telegrephy" which, of courss, was old stuffy. v
"Electric telegraphy” wes now the thing The USMIC had no desire to share
electric telegraphy with the Siganl Corps, & determinmtion in which they
vere most ably assimted by Secyetary of War Stamtom, for ressons that £ail
outside the scope of the present lecture.

Howevay, from & technical point of view it 1is worth going into thts
rivalry just & bit, if ooly to note that the personnel om both crgmisations,
the military and the civilimn, weye not mevely signalmen and telagraph
operators: tMyumddmchmﬁwhwmmm
with the necessary cipbar books smd cipher keys. Because of this, they
zaturelly became privy to the important secrets conveyed in cryptographic
commmications and they therefore enjoyed shatus as VIP's. This was
particulerly trus of mesbers of the USMIC, becsuse they, and only thsy, were
suthorized t0 be custodians and users of the oipher books, Not even the
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commsnders of the units they served had sccess to them. For iastance,
on the one and only occasion vhen General Grasat forced his cipher operstor,
& civﬂiagx nemed Beckwith, to turn over the current ciphey book to &
colomel on Grant's staff, Beckwith was imredistely discharged Ly the
Secretary of Wer snd Crent was xeprimanded. A few days lster, Grant apologised
and Beckwith was restored to his position. But Grant never sgain demanded
the cipher book held by his telegraph operstor.
The Grant-Beckwith affair slone is sufficient to indicate the lengths
to vhich Secretary of War Stanton went to retain control over the USMIC,
inclunding its cipber ocperstors, and its cipher books. In fact, so strong -
2 position 314 he take that on 10 Novermber 1863, following a disagresment over
vho should operate and control all the military telsegraph lines, Myer, by
"then full Colomel, and baaring the imposing title "Chief Signal Officer of
the United States Anyy," & title he had enjoyed for caly two months, waa
perenmptorily relieved from that position and put om the shelf. Notlomg af'ter-
apd, and for a similar xesson, Myer's sucoesscr, Lieut. Col. Nicodsmmus, was
likevise sumarily relieved as Chief Signal Officer by Secretery Stantom;
indsed, be was not only Yemoved from that position--be wes dismissed from ',
the Sexvice without even the formality of trial by court martial. Stsnton
gave '‘phoney” reasons for diemissing Col, Nicodemus, but I am glad to say
that the letter wes restored his comuission in March 1865, by divection of the
President; also by direction of the President, Colonel Myer was restored
t0 his position as Chief Signal Officer of the U.S. Army om 25 Pebyuary 1867.
When Col. Myer was relieved from Suty as Chief Signal Officer in
Novesber i863,‘he was ordsred to Catlro, Illinois, to aveit oxders for a new
assignment. Very soon thereafter he was either designated (or he may have
himself decided) to prepave & fisld menusl om sigealing and there soon
eppeared, with a prefatory note dated January 1864, s paxphlet of 148
pages, & copy of which is now in the Rave Book Room of the Library of
Congress. The title page reads as follows:

"A Mevoml of Signals: for the use of signal officers in ths field,
By .B&Albc'rt J. Mysr, bignsl Officer of the Ammy, washington,
- D.c._, l -'

Even in this first «dition, printed on an Army press, Myer devoted
nine pages to a reprint of an ariicle from Harper's Weekly entitled
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"Curiceities of Cipher, " mad in the secomd edition, 1866, he expended
the section on cryptogzephy %o sixty pages. Mare editions followed mnd I
think we may well asy that Myer's Manual, in ft severnl editions, wes the
pioneer Amsricen text on military signaling. But I'm sorry to say that
as regavis cryptology it was rather & poor thing. Pos hed dome better twenty
years before that in his essay embitled "A fev words om secret writing".

Becsuse of 1is historic hature, you may like to sse what Myer's
original "wig-weg code”was like, It was called "a two-element code"
becsuse {t employed only two digits, 1 and 2, in permutations of 1, 2, 3
sl 4 groups. For exmuple, A was represented by the permutation 22; B,
by 2122; and €, by 121, ete. In flag signaling, & "L" was indicated by
& motiom to the left, and a "2" by a motion to the right. Iaxter these
wotions were reversed, for reasons which must hitve besn good but sye now
not cbvious. Here iz Myer's two-elemsnt code which ¢omtinuwed to be used
wmtil 1912

GENERAL SERVICE COIR

=
3

SRE.ERcRERy
NEERE . REER er

RGN OUQU:
[ IO T B DO TN ONF RN B B A B |

Note: ¥o. 3 (end of word) was mads by & forwanrd dowmwerd motios, called
"front". There ware sboat A dozen more signals, for mumbersls, for
frequently used short senteuces, ets,

We mumt tum our stiention now to the situstion as egards the organization
for signxling in the Confederste Amy, It is of considersbls interest to note
that in the first great engegement of the War, that of the first Bull Rm
battle, the Confederate Signal Officer was that ymmgz Lisutemant, E. 1;.
Alexandsr, vho had assisted in demonstrating the wig-wag system before s
board appointed by the Wear Departmmt to study Myer's system. Alexmndey, now
a Ceptain in grey, ueed Nyer's system during the batils, which ended in disaster
for the Union foxces; and it is said that Alemsnder's contribution by effective
signaling was s important factor in the Confederxate victory. Dr. Thuupsom,
vhom I have quoted bedove, says of this battle:

Thus the fortmmes of war in this battls saw Myer's system of | p

signkls succesd, lronically, om She side hostile Myer. Because or N

mmwnmnmmummmw,
North hadleither wig-wag sigeals nor balloon ohservatioms.
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The only commmication aystem vhich succeedsd in efgnal work for ~

-the Union Army wes the infant USMIC. But the Confederate system under

Alexander; off to & good start at Bull Rm, throughout the war cperated

‘vith both visual and electric telegraphy, snd the Confederates thought highly

onough of theiyr signal service to esteblish it n an officlal besis, on 19
April 1862, lesa then & year efter that battle. Thus, although the
Confederate Signal Corps nover became o distinct sad independent bremch of
thé Army ss did the Union Signal-Corps, it received much eariier recognition
from the Confederete Govermment than. did the Signal Corps of the Federal

The Confederats Bignal Corps was thus estsblished nearly &

year earlier than its Federsl counterpart. I3 was nearly s lxpge,

numbering some 1,500, most of the number, however, serving on detail.

The Confedgrate Signal Corps used Myer's system of flags end torches.

The men were trained in wire telegraph, too, and Impressed wire

factlities as needed. But there was nothing in Richmond or in the

£ield camparable to the extensive and tightly controlled civilian
military telegreph organization vhich Secretary Stanton ruled with an
izon MEne from Washington.

We come now to the codes and ciphers used by both sides in the war,”
and in doing so we must tahe into considerstion the fect that on the Union
side, there were, as I have indicated, two separate orpganizations for
signsl cammmdcations; one for visual aignaling, the othar for electric,

%e should therefore not be too astonished to find that the cryptosystens
used by the two campeting organizations were different. On the other hand,
en the CQnredq:;-a.te B8ide, as Just noted, there was only one organization for
signal camnmications, the Signal Corps of the Confederate States Ammy, vhich
used both visual and electrlc telegrephy, the latter facilities being taken
over and employed when and where they were availsble. There vere :‘!auécms
for tbis marked difference beiween the way in vhich the Uniom and the
Corfederate sigal operstions were organized and administeyed but I do not
wish to go into them now. One reason, strange to aay, had tc do with the
difference hetween the crypto-commmunication arrengsments in the Union snd
in the Confederate Arxmiea.

Wo will discuss the cryptosystems used by the Federal Signal Coxrps first
end then those of the Confederste Signal Corps. Since both corps used visual
signals as their primary means, we £ind them employing Myer's visual-signaling
code shown above. At first hoth sides sent unenciphered messages; but soon
after learning that their signale were being intercepted and were being read
by the enemy, each side decided to do sumething to protect its messages.

Ini%ially both decided on the same artifice, viz, changing the visual-signaling
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equivalents for the letters of the alphabet, so that, for instance, "22"
was not always "A," etc. This sort of changing-about of values soon became
impractical, since it prevented memorizing the wig-wag equivalents once and for
all. The difficulty in the Union Army‘'s Signsl Corps was solved by the
introduction into usage of a cipher disk invented by Myer himself. A full
description of the disk in its various embodiments will be found in Myer's
Manual, but here's a picture of three forms of it. You can see how readily
Fig. 3 u4-b

(Leave half-page)
the visual wig-wag .equiva.lenta for letters, figures, etc., can be changed
according to some ‘pre-arranged indicator for Juxtaposing [concentric disks. -H"
In my Fig. 3 the top left disks (Fig. 1 of Myer's Plate XXVI) show that the
letter A is represented by 112, B, dy 22, etc. By moving the two circles to
a different Juxtaposition a new set of equivalents will be established. Of
course, if the setting is kept fixed for a whole message the encipherment is
strictly monoalphabetic; but Myer recoxmends changing the setting in the
middle of the message or, more specifically, at the end of each word, thus
prodiucing a sort of polyalphabetic cipher which would delay solution a bit.
An alternative way, Myer atates, would be to use what he called a "countersign
word," but which we call a keyword, each letter of vwhich would determine the
satting of the disk for a single word or for two consecutive words, ete.
Myer apparently did not realize that retaining or showing externslly, that is,
in the cipher text, the lengthe of the words of the plain text very seriously
impairs the security of the cipher message. A bit later we shall discuss the
security afforded by the Myer disk in actual practice.

In the Confederate Signal Corps, the system used for encipherment of visual
signals was apparently the same ag that used for enciphering telegraphic messages,
captured a number of times, it was apparently disdained by the Confederates, who
preferred to use a wholly different type of device, as will be described
presently, for both visual and electric telegraphy.

So much for the cryptosystems used in connection with visual signals by
the Signal Corps of both the North and the South, systems which we may
designate as "tactical ciphers." We come now to the systems used for what we
may call "strategic ciphers,” because the latter were usually exchanged betwsen
the seat of Government and field commanders, or among the latter. In the
case of these communications the cryptosystems employed by each side were

quite different.
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On the Northern side the USMIC used & system based upon what we now call
transposition but in contemporary accounts they were called "route ciphers”
and that name has stuck. 'I.‘he designation isn't too bad, because the processes
of encipherment and deciphermsnt, though dealing not with the individual letters
of the message but with entire words, involvee the following prescribed paths
or routes in e diagyam in which the message 1s written. I know no simpler or
more succinct description of the route cipher than that given by one of the
USMIC operators, J. E. O'Brien, in an article in Century Magazine, XXXVIII,

September 1889, entitled "Telegraphing in Battle”:
The principle of the cipher consisted in writing a message with

an equal number of words in each line, then copying the words up and

down the columns by various routes, throwing in an extra word at the

end of each colum, and substituting other words for important names

and verbs.

A more detalled description in modern technical terms would be as
follows: A system in which in encipherment the words of the plain-text
messege are inscribed within a matrix of & specified number of rows and
colums, inscribing the words within the matrix from left to right, in successive
lines and rows downwvard as in ordinary writing, and tsking the words out of
the matrix, that is, transcribing them, according to a prearranged route to
form the cipher message. IThe specific routes to be followed were set forth in
numbered booklets, each being labelled "War Department Cipher" followed by
& number. In referring to them hereinafter I shall use the term "cipher books,"
or sometimes, more simply, the term "ciphers," although the cryptosystem
involves both cipher and code processes. It is true that the basic principle
o%' the system, that of transposition, makes the system technically a cipher
s%tem a8 defined in our modern terminology; but the use of "arbitz"?ries "
aa‘ they wers called, that is, words arbitrarily assigned to represent the
names of persons, geographic points, important nouns and verbs, etc., makes
the system technically a code system as defined inour modexrn terminology.

There were in all about a dozen cipher books used by the USMIC throughout
the war. For the most part they were employed consecutively, but, it seems
that sometimes two different ones were employed concurrently. They contained
not only the specific routes to be used but also indicators for the routes and
for the sizes of the matrices; and, of course, there were bits of code words, /
with their meaningas. These route ciphers were supposed to have been the
invention of Anson Stager, vhom I have mentioned bafore in connection with the
establishment of the USMIC, and who is said to have first devised such ciphers
for General McClellan's use in West Virginia, in the summer of 1861, before

McClellan came to Washington to assume command of the Army of the Potomac.
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Aneon Stager and meny others thought that he was the original inventor
of the system, but such a belief was guite in error because word-transposition
methods aimilar to Stager's wvere in use hundreds of years before his time.

For instance, in 1685, in an unsuccessful attempt to invade Scotland in a
conspiracy to set the Duke of Monmouth on the throns, Archibald Campbell , 9th
Barl of Argyll, guffered ‘an unfortunate "aceident”. He was taken prisoner
and beheaded by order of Jamee the Second. The communications of the poor
Earl were not secure, and vhen they fell into government hands they vers soon
deciphered, The method Argyll used was that of vord transposition, and if

i / you are intarested in reading a contemporary account of how it was solved,

o

3

“look on pages 56-59 of that little book I mentioned before as being one of
the very first books in English dealing with the subject of cryptology, that
. by James Falconer, entitled Crypiomenysis Patefacta: Or the Art of Secret

Information Disclosed Without a Key, published in London in 1685. There you

will find the progenitor of the route ciphers employed by the USMIC, years
after Argyll's abortive rebellion. .

The route ciphers smployed by the USMIC are fully described 1n a book
entitled The Military Telegraph during the Civil War, by COloneJ. Hilliam R. Plum,

published in Chicago in 1882. I think Plum's description of them is of
cansiderable interest and I recoxmend his book to those of you who may wish
4o learn more about them, but they are pretty much all alike. If I show you
one example of an actual message and explain its encipherment and decipherment
I will have covered practically the entire gamut of the route ciphers used by
the USMIC, so bdasically very simple and uniform were they. And yet, believe
it or not, legend has it that the Southern gignalmen wvere unable to solve

any of the messages transmitted by the USMIC. This long-held legend I find
hard to believe. In all the descriptions I have encountered in the literaturs
not one of them, save the cne quoted above from O'Brien, tries to make these
ciphers as simple as they really were; somehow, it seems to ms 2 subconscious
realization on the part of Northern writers, usually ex-USMTC operators, of
the system's simplicity prevented a presentation which would clearly show how
utterly devoid it vas of the degree of sophistication one would be warranted
in expecting in the secret communications of a great moderm army in the decade
1860-1870, three hundred yeers after the birth of modern cryptogrephy in the

pepal. states of Italy.
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Let us take the plain text of a message vhich Plum (page S8) used in
an example ol the procedure in encipherment. The cipher book involved is
No. b and I happenf:{ to have a copy of it so we can easily check Plum's work.

Haxe's the message to be enciphered:

Washington, D.C.
July 15, 1863

TFor Simon Cameron

I would give much to be reliesved of the impression that
Meade, Couch, Smith and all, since the battle of Getiysburg,
have striven only to get the enemy over the river without
another fight. Please tell me if you know who was the one

. corps commander who was for fighting, in the council of war
on Sunday night.
(Signed) A. Lincoln
Plum shows tha word-for-word encipherment in a matrix of seven columms
and eleven rows. He fails to tell us vhy a matrix of those dimensions was

selected; prosumably the selection was made ot random, which was cartainly

permissible.
Fig. %
1 2 3 h 5 6 T
(heavy) (county) (square)
(null) (nu1l) (null)
Incubus Stewart  Browsn Norris  Knox Modison
Woshingtom, D.C. TJgiy 15t Y- N 3 for
sigh man Coammexr on flea I wood
Simon Cameron . (pericd) I would

glive mach Toby trapmeled serennde impyession that
glve much to be relieved ol the impression that

bear ax cat children and awl
Meade . {comma) Couch 7 (comms) Smith and all
bat since the knit of ties
5 (comm) since tha Dattle of Gettys

ass have striven  only o get
burg s (comme) have striven only to get
yilisge skeleton turnip without  another optic hound
the enemy over the r.ver without  another fight . (period)
Pleose tell ne it you no vho
Plcase tell mo it you know who
vas the Harry Madrid locust who was
vas the one corps comander  who was
f'or oppressing biteh quail counsel of war
for fighting , (comma) 1in the council of war
on Tyler Rustle upright  Adrien bless him
on Sunday night Signature A. Lincoln (null) (null)

§Monkey) (silk) (Martyr) (suicide)

null) {null) (nu1l) (null)

3Ruled paper wes provided to aid in accuracy.

pair of lines of writing is the cipher, the lowver one, the plain text.

In the diagram the upper of each



-

REF ID:A62848

Simon Cameron was Lincoln's Secretary of War until Jan
1862, vhen he was replaced by Edwin M. Stanton. If this
message cited by Plum is authentic, and there is no rea-
son to doubt this, then Cameron was still in friendly
contact with Lincoln, possibly as a special observer.

Note the seven "nulls" (non-significant, or "blind" words) at the tops
and bottoms of certain columns, these baing added to the eipher text in
order to confuse a would-be decipherer. At least that was the theory, but
how effective this subterfuge wae can be surmised, once it became known that
employing nulls was the usual practice. Note also the two nulls (bless and him)
at the end of the last line to complete that line of the mabrix.

The cipher message is then copied} howh}folloving the route prescribed
by the indicator "BLONDE,” as given on page 7 of C.pher Book No. 4. The
indicator tould have also been "LINIMENT."

Fig. 5 poge 7 No. 4 photograph

To explain the diagram at the top of Fig. $ I will show you the
"Directiozﬁ for Use" which appear on the reverse side of the title page of
"War Department Cipher No. L,” because I'm afraid you wouldn'’t believe me
if I merely told you what they say, In Fig. 6 is a picture of the title page
a.nd/I follow it with Fig. 7, a photograph of what's on its reverse side of the title
page:

/Title page No. L--back of the page--photos--Direction for Use"/
Figs. 6 & 7

Do you imagine that the chap who was responsible for getting this
cipher book approved ever thought about what he was doing when he caused
those "Directions for Use" to be printed? It doesn't seem possible. All he
would have had to ask himself was, "Why put this piece of information in the
book itself? Cipher books before this have been captured. Suppose this one

falls into enemy hands; can't he read, too, and at once learn about the

1nte‘v3ed deception? Why go to all the trouble of including "phoney" routes

anyway? _If the boock doesn't fall into enemy hands what good are the "phoney"

routes anywayt Why not just indicate the routes in a strajghtforward manner, as
had ‘been done before? Thus: "Up the 6th column (since "6" is the first

number at the left of the diagram), down the 3rd, up the 5th, down the Tth,

up the lst, down the 4th and down the 2nd. This matter is so incredibly
fatuous that it is hard to understand how sensible men--and they were sensible--
could be so illogical in their thinking processes. But there the "Directions

for Use" stand, for all the world to see and to Judge.
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Now for the tronsposition step. The indicator “BLONDE" signifies a
matrix of seven coluxms and eleven rows, with the route set forth above, vig,
up the 6th column, down the 3rd, ete., so that the cipher text with a
"vhoney" address and sigpature ,“ becomes ag follows:

TO A, HARDER CALDWELL, Washington, D.C.

Clipher Qperator, Army of the Potomac:

Blondz bless of who no optic to get and impression I Madison
squure Brown cemmer Toby ax the have turnip me Haryy bitch rustle
8ilk Adrian counsel locust you cnother only of children serenade
fiea Knox County for wood that awl ties get hound who was war hi‘n
suicide on for was please villege larg® bat Bunyan give sigh
incubus heavy Norris on trammeled cat knit striven without if
Madrid quail upright martyr Steward man much bear since ess skeleton
tell the oppressing Tyler monkey.

(Signed) D, HOMER BATES
Note that the text begins with the indicator "BLONDE". In decipherment
the steps are simply reversed. The indicator tells vhat size matrix to
outline; the words begiming "blese of who no optic . . ." are inscribed

within the matrix: up the 6th column; then, cmitting the "check word" or N

Kiae

"m1l" (which in this case ie the word "square") dowa the 3xd columm, etc.
The final result shcild correspond to what is cshowa in Pig. 4. 5.lhere then
follows the step of interpreting orthographic deviations, such as inter-
preting "sigh", "man,” "cammer," snd "on" as Simon Cameron; the word “"wood"
for "would", etc. The final step reproduces the original plain text.

Savg_ for one-exception, all the route ciphers used by the URMIC conformed
to this basic pattern. The things that chenged from ons cipher book to
the next were the indicators for the dimensions of the matrices and for the
routes, and the "arbitraries” or code equivalents for the various items
comprising the "vocabularxy,” the number of them increasing from one editiom
to the next, Just as might be expected. The sole exception to this bhasic
patiern is to be seen in Cipher Book No. 9 and on only one page of the book.
I will show you that page:

Fig. 8
P« 12 - Cipher Book Fo. 9

What we have here is a deviation from the straightforward route
transposition, up the. . .columm, down the. . .columm, ete. By introducing
one diagonal path in the routa (the 6th, Tth, 8th, 9th, 10th words in a
message of five colums, and the lst, 2nd, 3xd, 4th, Sth, and 6th vords in a
message of six colwms) the shple up and down route no longer holds true. The

1IF:[t. vas the usual prectice to use for address and signature the names of the
USMIC aperators concernad.
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words on the diagonal interrupt the normal up and down paths and introduce
complexities in the method. In fact, the complexities, seemsd to be a bit
too much for the USMIC cipher operators because, as far as available records
show, these complicated routes were never used.
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I now wish to make a number of general and a few specific comments
o Plum's description of the cryptogystems used by the USMIC.

First, ve have learned that although Anson Stager has been credited
with inventing the type of cipher under comsideraticn in this study,
he wvas anticipated in the invention by about 200 years. Also, he is
given the lion's share of the credit for devising those ciphers although
he did have a number of collaborators. Plum names four of them, pre-
sumably because he thought them worthy of being singled cut for partieu-
lar attentiom. Plum and others tell us that copies of messaeges handled
by the USMIC were sometimes intercepted by the enemy but not solved.
He cites no suthority for this last statement, merely saying that such
intercepts were published in the newspapers of the Confederacy with
the hope that somebody would come up with their solution. And it may
be noted that none of the Confederate accounts of war sctivities cite
instances of the solution of intercepted USMIC messages, although there
are plenty of citations of instances of interception and solutiocn of
enciphered visual transmissions of the Federal Army's Signal Corps.

Plum states that 12 different cipher books were employed by the
Telegraph Corps, but I think there were actually only eleven. The
first one was not numbered, end this is good evidence that a long war
was not expected. This first cipher book had 16 printed pages. But
for some reascn, nov impossible to fathom, the sequence of numbered
books thereafter was &s follows: Nos. 6 and 7, which were much like
the first (unnumbered) one; then came Nos. 12, 9, 10--in that strange
order; then came Nos. 1 snd 2; finally came Nos. 3, &, and 5. (Appar-

antly there was no No, 8 , or No. 11 - at least they are never mentiocned.)
ic
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It would be ridiculous to think that the irregularity in numbering the
successive books was for the purpose of conmmication-security, but
there are other things about the books and the cryptosystem that appear y
equally silly. There may have been good reasons for the errotic \/ /
numbering of the books, but if so, wvhat they were is now unknown. I
Plum states that No. i, the last one used in the var, was placed into
effect on 23 March 1865, and that it aud all other ciphers were dis-
carded ca 20 June 1865. However, as noted, there was a No. 5, which
Plum says was given a limited distribution. I have a copy of it, but
whether it was sctually put into use I Qo mot kmnow. Like No. 4, it
had 4O pages. About 20 copies were sent to certain members of the
USMTIC, scattered among 12 states; and, of course, Washington must have
had at least-one copy.
We may assume with & fair amount of certainty that the firat (the
unnumbered) cipher bock used by the USMIC was merely an elaboration of
the one Stager produced for the communications of the governors of
Olio, Indians and Illinois, and of which a copy is given by only one
of the writers who have told us about these ciphera, namely, David H.
Bates. Bates, in his series of articles entitled "Lincoln in the
Telegraph Office” (The Century Magazine, Vol. LXXIV, Nos. 1-5, May-Sept,

1907)* shows a facsimile thereof (p. 292, June 1907 issue), and I
have had as good a reproduction mede of it as is possible from the
rather poor photographic facsimile. The foregoing cipher is the pro-
totype upon which all subsequent cipher books were based; the first of
the War Department series being the cae shown by Plum.

* The seriesws then put cut in bock form under the same title by the
D. Appleton-Century Company, New York, 1907, reprinted in 1939.

13
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Fig 9 The first Stager list for governers

When these ciphers came into use it was not the practice to misspell
certain words intentiomslly; but as the members of thelBMIC (who, as
I've t0ld you, not only served as telegraph opsrators but algo as
cipher clerks) developed expertnees, the practice of using non-
standard orthography was frequently employed to make solution of
messages more difficult. You have already seen examples of this prace
tice, and cne can find hundreds of cther examples of this sort cf
artifice. Then, further to increase security, more and more code
equivalents were added to represent such things as ordinal and cardinal
numbers, months of the year, days of the week, hours of the day, punc~
tuation, etc. As a last step, additlooal code equivalents for frequently
used vcrds and phrases were introduced. O(me good exawmple of two typical
pages from one of these books will characterize thea all.

Fig 10 Photo of p. 14~15 from Ro. 12

You will motice that the code equivalents wre printed but their
meaninge are written in by hand. This was usually the case, and the
reason is obviocust! for economy in printing costs, because the printed
code equivalents of plain-text items in cipher books belonging to the
seme series are idantical; only their meanings change from cne book to
another, and of course, the transpositicn routes, their indicetors,
and other variables change from one book to another. I sam fortunate
in baving six of these cipher books in my private collection, so that
camparisons amocag them are readily made. The first feature to be
" noted is that the code equivalents are all gocd Euglish dicticnery words
18
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{or proper nouns), of not less than three nor more than sevem (rarely
eight) letters. A careful scrutiny shows that in the early editions
the code equivalents are such as are not very likely to appear as
worde in the pkin-text messages; but in the later editicns, beginning

with No. 12, more than 50% of the words used as code equivalents are

such as might well appear in the plain-text of megsages. For example,

words such as AID, ALL, ARMY, ARTILLERY, JUNCTICN, CONFEDERATE, etc.,
baptiam}_ nanmes of persons, and names of citiea, rivers, bwys, etc.,
appear as code equivalents. Among names used as code equivalsnts are
SHERMAN, LINCOLN, THOMAS, STANTON, and those of mny other prominent
officers and officials of the Uniom Army end the Federal Government,

a8 vell as of the Confedarate Army and Government; snd, eveh mors
intriguing, such names vere employed as indicators for the number of
columns and the routes used - the so-called "Gowmencement Words." It
would seem that names and words such as those I've mentiocned might
occasicnally h_ave brought about instances where difficulty in deciphering
nessages arose from this source of confusion, but the literature doesn't
mention them. I think you already realize why such coemonly-used
proper names and words were not excluded. There was, indeed, msthod

in this madness.

But what is indeed astonishing to note is that in the later editicns
of theae cipher books, in great majority of cases the words used as
"arbitraries,” differ from cne ancther by at least two leters (for
exauple, LADY, end AMB, IARK and LAWN, ALBA snd ASIA, LOCK and WICK,
MILK and MINT), or by more than two (for example MYRTLE and MYSTIC,

CARBON and CANCER, ASRES and ATIAS). Onme has to search for cases in
19
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wvhich tvo wvords differ by only cme letter, but they can be found if
you search long enough for them, as, for exsmple, QUINCY and QUINCE,
PINE and PIKE, KOSE and ROSE. Often there are words with the same
initial trigraph or tetragraph, but then the rest of the letters are
such that errors in transmission or reception would essily manifest
themselves,as, for example,in the cases of MONSTER and MONARCH, MAGNET
and MAGNOLIA. All in all, it is important to note that the compiler
or compilers of cipher booke hed sdopted a principle known todgy as
the "two-letter differential,” a feature found canly in codebooks
of a much later date. In brief, the principle involves the use, in
a given codebook, of code groups é&iffering from one snother by at
least two letters. This principle is employed by knowledgeable code
compilers to this very day, not cnly becsuse it ensbles the recipient
of o message to detect errors in tremsmission or reception, but also
to correct them. This is made possihle if the permutation tables used
in constructing the code words are printed in the codsboocks, so that
most errors can be corrected without calling for a repetition of the
transaission. It is clear, therefore, that the compilers of these
cipher books took into consideration the fact that errors are to be
expected in Morse telegraphy, and by incorporating, but omly to a
limited extent, the principle of the two-letter differentisl, they
tried to guard against the) possibility that errors might go undetected.
Hed artifiasl S-letter groups been used as code equivalents, instead
of dictionary words, possibly the cipher bocks would alsoc have cone
teined the premutation tables. But it must be noted that permutation
tables made their first appearance only about & quarter of a century
20
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after the Civil War hed ended, and then coly in the most advanced
types of commercial codes.

There is, however, ancther feature about the words the compilers
of these books chose as code equivalents. It is & feature that meni-
feats real perspicacity on their part,and you probably aleady have divined
it. A few moments ago I said that I would explain why, in the later
and improved editions of these books, words which might well be
vords in plain-text messages were not excluded from the lists of code
equivalents: 1t involves the fact that the basic nature of the crypto-
system in which these code sjuivalents were to bte used was clemrly
recognized by those who compiled the books. Since the cryptosystem
wvas based upon word tramsposition, what could ba more confusing to e
wvould-be cryptanalyst, working with meseages in such a system, than
to f£ind himself unable to decide whether a word in the cipher text
of a measage he is trying to solve is actually in the origimal plain-
text message and has its normel meaning, or is a code word with o
secret significance-~or even a mudl, s non-significant word, a "blind"
or a "check word,” as those elements were celled in those days? That,
no doubt, 1s why there are, in these bocks, so many code equivalents
waich might well by "good" words in the plain-text messages. And in
this connection I have aiready noted an additiocnal interesting feature:
at the top of each page devoted to indicators for signaling the number
of columns or rows in the specific matrix for a message are printed
the so~called "cosmencement words," or what we now call “ipdicators®.
Now there are nine such words, in sets of three, eny cme of which could
sctually be a real word or name in the plain-text message. Such words

21
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vhen used as indieators could be very confusing to enemy cryptanalysts, i
especially after the transposition operation. Here for example, are

the “commencement words®™ on page S of cipher book No. 91 Army, Anscn,
Action, Astor, Advance, Artillery, Anderson, Amwbush, Agree; on page T

of No. 10: Cairo, Curtin, Cavalry, Congress, Childs, Calhoun, Church,
Cobb, etc. Morecver, in Nos, 1, 3, 4, 5, and 10 the “line indicators,"
that is, the words indicating the number of horizsmtal rows in the
matrix, are also vords such as could easily be words in the plain-text

messages, For example, in NHo. 1, page 3, the line indicators are as

follows:
Address 1 Faith Assume 6 Bend
Adjust 2 Favor Avake T Avail
Ansver 3 Coafine Encamp 8 Active
Appear 4 Bed Enroll 9 Abgent
Appeal 5 DBeef Enough 10 Accept

Note two things in the foregoing list: first, there are variants--
there are tvo indicators for each case; and second, the indicators are
mot in strict alphabetic seqguencyg, \'Eu.a departure from strict alpha-
beticity is even more cbviocus in the pages devoted to voacabulary, e

-‘ract of much importance cryptanalytically. Note this feature, for
example, in Pig. 10, which shows pages 14 and 15 of cipher bdook No. 12.

In this respect, therefore, these boocks partake somevhat of the
nature of two-part or 'randomized” codes, or, in British terminology,
“natted” codes. In the secomd lecture of this series the physical
difference between one-part and twoe-part codes was briefly explained,
but an indication of the technical crpptanalytic difference between

these two types of codes may Be useful at this point. Two-part codes

are much more difficult to soive than one-part codes, in vhich both

the plain-text elements and their code equivalents progress in parallel
22
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sequences. In the latter type of determination of the meaning of one
code group quickly and rather easily lesds to the determination of
the meanings of other code groups above or belov the ciie that has been
solved. Por example, in the following short but illustrative exampls,
if the meaning of f)i¢ code group 1729 has been determined to be "tben”,
the meaning of the code group 1728 could well be "the", end that of

1728 -~ the

1729 -~ then

1730 -- there
the code group 1730, "there". But in a two-part code, determining the
meaning of the code group 0972 to ve “then", gives no clue vwhatever

7621 - the

0972 -~ then

1548 -- there
as to the meaning of the groups 7621 or 1548. For ease in decoding
nessages in such a code there must be a section in which the code
groups ere listed in numericel sequence, and are accompanied by their
meanings, which, of course, will be in & random sequence. The com-
pilers of the USMIC cipher books must have had a very clear idea of
vhat I have_just explained, but they made a compromise of a practical
naturs between a strictly one-part and a strictly two-paxt code, because
they_mwwe of the latter sort is twice as bulky as one
of the former scrt, besides being much mde laboriocus to compile and check
the contents for accuracy. The arrangement they chose wasn't too bagd,
80 far as cryptisecurity was concerned. As & matter of fact, and
speaking from perscnal experience in decoding a rdher long message
addressed to General Orant, I hed a difficult time in locating many of
the code words in the book, because of the departure from strict alpba-

23




REF ID:A62848

_ betisity. Y omm across that messags in & work<book in my collegtion, the worke

of the data I've presented in this lecture. On the fly-lsaf of Plm's wrk-book
there appesrs, presumbly in his owm bandwriting, the legend "W. R. Plum Ch? O
with Oen. G. H. Thomas". Nere's ome of the me ssages be encipbered in cipher bock
¥o. 1, the bock in vhish, he says, wmore Important telegrams were sent thmn in sy
other:

g 11
Kote how many "srbitraries” sppear in the plain~text message, that {s befoye
transposition. Afber transposition the mlange of plain-text, code words, indi-
cators and pulls makes the sxyptogrem mystifying.® ind yot, was the system as
inscrutable as its users spparently thought?! It is to de remmdered, of course,
that messages ware then trsnmmitted by vive telsgrephy, mot by radio, so that
ememy mssages could be cbtained only by “tapping” telagraph lines or ospturing
couriers ©r hsadquarters with their files intact. COpportuities for thase wethods
of acquiring eneny traffic were not frequemt, but they 4id ceeur fxom time to
time, and in cne case a Confederate signalman hid in a swvump for several weeks and

) tapped & Foderal telegraph line, obtaining s good many mussages. gzzomua.

if any, 414 Confedsrate cryptanalysts have in their atitempts to solve such.
URMIC exryptogrsms as they did interwept? We shall try to answer this questiom in
due time.

As indicated earlisr, there wers no comppting sigml oxgmnisations in the
Confederscy as thare were on the Union side. There was nothing st the center of
government in Richmond or in the condat xons comparabls o the extensive amd
tightly=condrollad civilian military telsgreph orgenization which Ssoxetary
Stanton yuled with such an iron hand from Washington. Almost as s concomitant
it would seen, there was in the Confederacy, save for two wxceptional cases, one
and only one officially established cryptosystem to serve thes need for proteciing

the shoot it

1ook up the indicators for a matrix of six rows snd efhht colmns. They twrmed out
LIRCGIN Aﬂongn&oguv.g.amg~. The

o ......»o.
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Cipher, whigh spparently ws the c¢Lipber authorised in an official manual prepared
by Capt J. M. Alewnder ss the partial equivalsut of Myer's Maped of Sigwals.
You won't find the name Vigensre in any of the writings of contemporary signsl
officers of either the North or the Sxth. The signalmen of those days called
it the "Court Cipher”, this term referring to the systea in common use for diplo~
ut-ic’:or "eourt” secret commwmiemations about this pericd in history. Yt is that
cipher vhich eaplioye the mowcmlled Vigenén Square with a xepeating dey.* Here

is the square which Plum calls the "Confederate States Cipher Key" amd which is

followed by his description of its menner of employment!

Fig 12

To put into cipher the Tirst message, which is put up by using Man-
chester Bluff™ as the key, and the second by the key term, "Complete Victory",
find at the left-hand side of the table the first letter of the first word
to be ciphered, and columms in which these letters are so found, will be
seer the arbitrary letter with-eosh successive letter of the message and
key term, repestimg on the lattér i)l findshed. Thus, "Sherman is victorious,"
put in cipher by using the first key, would read, as shown by the eapitals,
Ce0RepPrletete@Venl=gCat-p=r=y,. C-0-m-p- Of comrse, sny change in the key
UVQGXEG M8 DXVHPP KCGH
ward, term or phrase changes the arbitraries, apd if neither she real message
nor the ksy is known, it would be soweghat vexatious working it out, unless
there vere scame such suggestive words es occur in Davis's message above,
vhich imdicate the ciphered words very clearly; e.g.,

"By which you may effect” o tpggexyk "above that part" hJ opg kumct

. & crossing of the river
" Thie meaning occurred to the suthor, at first sight, and doubtless would be
to any one familiar with military affairs in that section. Harving guessed
real vords, it is very easy to work out the letters of the key. The following
two important ciphers wvere transmitted as divided below; i.e., each word vas
sent separately, not all mixed, as in the Pemberton cipher. This divisicn
does mct facilitate trsaslation by the key at all, but materislly sssists
without it, and was, therefore, bad practice. We give below, each message,
vith its translation, because these telegrams were very important. The curious
reader may, at his leisure, by using the key boerd, study cut the key terms,
oue of which will be found entirely sew apd quite apropos, in the light of
vhat speedily followed,

CCNFEDERATE BTATES OF AMERICA, MILITARY TELREGRAPH, Dated Head~
quarters, February 25, 1865, Received at Rickmond, Va., 12:25 AM.
TO HON. J. C. BRECKEMRIDGE, Sec'y of Warie-I recommend that the
taysmee fn qoutwp rfatvvmy ubwagbqim exfvxj and iswagjru kiwtl are not
of immediate mecessity, uv kpqfmbpgr mpc thnlfl should be lmghtsp.
(8igned) R. E. 1EE

TRAMPLSTION.--1 recommend that the removal of public property, mechinery,
stores and archivea which are nct of immediate necessity, be commenced.
All powder should be secured.

* A keyvard is employed to chamge the alphabets cyclically, thus making the \
cipher what is called today a periodic or mmultiple-alphabet cipher coutrolled v
by the individual letters of s key, which may consist of a word, a phrase, or

even of a sentence, repeated as many times as necessary.
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HERAD-QUARTERS C. 8. ARMIES, March 2k, 1865.

GEN. B. KIRBY SNITH, comdg. Trans-Miss. Dept., Gemt--
Vvg ecilmympm rvcog Ui lhomnides kfch kdf wesptf us tfefsto
abxc bJx szjkimgjsiimivbceq gb ndel ueisu ht kfg auhd egh
opca wfs uvajWh xrymcoci yu dddxtmpt iu icjgkpxt es vvjau
mvrr tvhtc hbxc iu eoieg o rdegx en ucr pv ntiptyxec rgrariyyd
rgzq 3spx rksjcph ptax rsp ekex raecdstript msmsedb acgg nafqvvel

T g smhe ftre wh @vy kkge pyh fefm ckfrlisytyxl xJ Jtbbx

rq htxd wbhe awvy fd acgg avxwzvv yciag oe nzyfet igxa scuh.

I sm most respectfully your obdt. gervt.,

(3igned) R.E. IXZE

TRANSIATION .~~0ena: The president deems it advisable that
you should be ohlirged with the military cperstioms oo both banks
of the Miss., and that you should endeavor as promptly as
possidble to cross that river with as large a force as may be
prudently withdrawn from your present Dept. You will accordingly
extend youp command to the east bank of the Miss., and meke
arrangaments to bring to thi-side such of your presemt force

a8 you may deem best.,
1 am most respectfully your cbedient servant.

There are certain comments to be made o the foregoing messages. In the
first place, note that in the first message certaig words are left uneséiphered;
in the second place, in both the firast and second message, the ciphers retain
and clearly shov the leagths of the words which have been enciphered. Both of
these faulty practices greatly weaken the security of cipbers dbecause they
leave good clues to their contents and can easily result in facilitating solution
of the messages. We knovw todsy that cipher messages must leave nothing in the
clear. Even the address and the signature, the date, time and place of origin,
ete., should if possible be hidden; and the cipher text should be in completely
regular groupings, first, so as not to disclose the lengths of the plain-~-text
vords, and seccd, to promote aceuracy in tramsmission and reception.

80 far as my studies have gone, I have not found a single example of &
Confederate Vigenere cipher which shows peither of these two fatal wesknesses.
The second of the two examples is the only case I bhave found in which there are
no unenciphered words in the text of the message. And the only example I have
been able to find in which word len%u are not shown (save for cne word) is im

the case of the following message.
Vicksburg, Dec. 26, 1862.

GEN. J.E. JOHNSTON, JACKSON:
I prefer omavvr, it has refsrences to xhvkjqchffabpzelregpzvnyk
to prevent anuzeyxswstpjw at that point, raselpsghvelvtzfautlilaslt

lhifmaigtsmmlfgecajd.
(Sigbed) J. C. PEMBERTON
Lt. Gen. Comdg.
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Even in this case there are unenciphered #Words‘Which afforded a clue which
enabled our man Plum to f£ind the key and solve the message. It tock some timg,
however, and the story is worth telldng.

According to Plup, the foregoing cipher message was the very first ome
cdptured by USMIC operstars, and it vas obtained during the siege of Vicksburg,
vhich surrendered an & July 1863. But note the date of the message: 26 December
1862. What was dohe with the captured message during the months from the end of
December 1862 to July 1863t Apparemtly nothing. Here is what Plum reports:

VWhat efforts General Grant caused to ét:c aade to waravel this mesaage,
we knov not. It was not until October, 1864, that it and others came into
the hands of the telegraph cipherers, at New Orleans, for translatiom ....

The New Orleans cperafiors vho worked out this key (Manchester Bluff)
were aided by the Pemberton dpher and the original telegram, which was
found among that gemeral's papers, after the surrender of Vicksburg; also
by the following cipher dispateh, and one other.

Plum gives the messages involved, their solution, and the keys, the latter
being the three cited above. It would seem that if the captured Pemberton
message had been brought to Genmeral Grant's attention and he did nothing about
it, he was not much interested in intelligemce. Seccedly, the solution of the
Pexbertcon message and the cne message with its plain text (the Peaberton message)
and two messages not, only with intersparced plain-text words but also with spaces

i
shoving word lengths. But Plum does not indeate how long it took for solutiom.
Note that he merely says that the messages came into the hands of the telegraph
w“
cipherers in October 186k; he dces not tell when solution was reached.

In the varicus accounts of these Confederate ciphers there is cne and only
one writfer who makes a detailed comment on the two fatal practices to which I
refer. A certain Dr. Charles E. Taylor, a Confederate veteran (in an article
entitled “The Signal and Secret Service of the Comfederate States”, published in
the Confederate Veteran, Vol. XL, Aug-Sept 1932), after giving an exsmple of
encipherment according to the "court cipher” says:

It hardly needs to be said that the division between the words of the
original message as givem above was not retained in the cipher. Either the
letters vwere run together comtinuously or breaks, as if for words, were
made at random. UntEY tie folly of the method was revealed by experience,
only a few special words in a message were put into cipher, vhile the rest
was sent in plain laoguage. This . . I think it mway be said that it was
impossible for well prepared cipher to be gorrectly resd by any cme who d1d
not know the kay-~word. BSometimes, inffact, we could not deciphexr our owm
messages vhen they came over telegraph wires. As the cperators hed no

meaning to guide them, letters easily becams changed and portimms, at least,
of messages rendered unmeaningly (sic) thereby.
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Frankly, I don't believe Dr. Taylor's comments are to be taken as char-
acterizing the practices that were usually followed. No other ex-signalman who
has vritten about the ciphers used by the Camfederate Sigmal Corps makes such
cbeervations and I think we must simply discount what Dr. Taylor says in this regard.

It would certainly be an unwvarranted exaggeraticn to say that the two
weaknesses in the Coanfederate cryptosystem cost the Confederacy the victory for
vhich it foufght so mightily, but I do feel warramted at this mcment inmying
that further research msy well show that certaim bettles and campaigns were lost
because of insscure crypto-communications.

A fev moments ago I said that, save for an exception or two, there vas in
the Coafederacy ome and only one cryptosystem to serve the need for secure tecti-
eal as well as strategic commmications. One of these excepticns comcerped the
cipher used by General Beauregard after the battle of Bhilch (8 April 1862). This
cipher was purely monoalphabetic in pature and was discarded as soom as the official
dpher system was prescribed in Alexander's msnual. It is interestimg to note that
this vas done after the deciphered message came to the attention of Confederate
authorities in Richaond vis a northern newspaper: It is also interesting to aote
that the Federal War Department had begun using the route cipher as the official
system for USHIC messages very proamptly after the ocutbresk of war, whereas not
until 1862 4id the Confederate States War Department prepare an official crypto-
system, and then it adopted the "court cipher",

The other exception involved & aysten used at least cance befcors the official
system wvas adopted and it was so different from the letter that it should be
menticned. On 26 March 1862, the Comfederate States President, Jefferson Davis,
sent General Jolmston by special messanger a dictiomary, with the following accom-
pepying instructicms*

I send you a dictionary of vhich I have the &uplicate, sc that you may
communicate with me by cipher, telegraphic or written, as follows: First
give the page by its number; second the column by the letter L, M or R, as
it may be, in the left-hand, middle, or right-hand columms; third, the nume
ber of the word in the columm, counting from the top. Thus, the work
Juaction would be designated by 146, L, 20.

The foregoing as you no dcudbt have aleady realized, is ome of the types of
eryptosystems used dy both sides during the Americam Revolutionary Period almost
& century before, except that in this case the dictiomary had three columms to
the page instead of two. I hamen't tried to find the dictiomary but it shouldn't
take long to locate it, since the code equivalent of the word "Jumction" wvas

* Battles and Leaders of the Civil War, New York: The Century Co., 188k, Vol./
P. 581.
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given: 146, L, 20. Moreover, there is extamt at least cne fairly long messsge,
vith its decode. Hov meny other messages there may be in Naticnal Archives I
doa't know.

Coming back now to the "court cipher," you will probabdbly find it Just as
hard to believe, as I find it, that according to all accounts three and oaly
three keys were used by ths Confederates during the three and a half years of
warfare from 1862 to mid-1865. It is true that Scuthern signalwen meke mentiom
of frequent changes im key but only the following three are specifically cited:
1) COMPLETE VICTORY 2) MANCEESTER BLUFF 3) COME RETRIBUTION.

It seems that all were used concurrently. There may have been a fourth key,
IN GOD WE TRUST, but I have seen it cmly omce, and that 1s in a book explaining
the "aourt cipher”. Note that each of the three keys listed above consiats of
exactly 15 letters, but wvhy this length was chosen is not clear. Had the rule
been to make the cipher messages contain only S-lstter groups, the explanation
would be easy: 15 is a multiple of 5 and this would be of practical value in
checking the cryptographic work. But, as has been clearly stated, disguising
vord lengths was apparently mot the practice even if it wvas prescribed, so that
there was no advantege in choosing keys vhich ccutain a multiple of 5 letters.
And, by the wvay, dcesn't the key COME RETRIBUTION scund rather ominous to you

even these days?
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Soonex or later a Confederats signal officer was bound to eoms up with
a davice to simplify cipberiang opermtions, and a gadget devised by a Cuptain
William N. Bardher seemed to weet the need. Nyex's Nemmi thers is a picture
of ons form of the device, sbown beare in Fig. 13. I don't think 1t necessary
1o axplain hovw 1t worked, for 4t is almost self-evident. Beveral of these
davices vare captwred Auring the war, ons of them being among the items in the
WEA Museum (Fig. 14). Muat here's a photogreph, Fig. 15, of the one found in
the office of Coufedarste Becretary of Btate Judeh P. Ben)smin after the capture
of Rielmond.

CIFEER IRVICR TFig. 15

How many of theee devices were in existence or use is unknown, for their
constructicy vas an individual matter--spparemtly it was not an item of regular
i:;mtoml of the corps.

In practically every aceowat of the codes and ciphers of the Civil Wax
you vill find references to ¢ciphers used bty Confederate ssoret searvice agents
engeged in esplopage in the Forth a3 well as in Camads. In perticular mach
attention is given to a set of lettars in cipher which ware interceptad dy the
Hevw York City FPostmaster and wvhich were involved ia a plot to priant Confedarate
currency and bouds. Mach sdc wes made about the solution of thsse ciphers by
cipher operators of the USMIC in Washington and the consequent breaking up of the
plot. But I won't go into these ciphers for two reasons. First, the alphabets
vers all of the simple monoalphebetic type, s total of six althgether being used.
Since they were composed of sysbols, a different serie: for esch alphabet, it was
possibls to compose & gipher wood by Jjumping from one series to another without
any external indication of the saift. Howver, good eyeaight and a bit of
patience vere all that wes required for solutios in this cese because of the
inept manner in vhich the system wis used: +hols word, sometines several
suecassive words, were enciphered Ly the same slphabet. But the second reascn
for my not going into the story is that my colleagus Kiwin C. Fishel, whom I've
mamtioned before, hms done somm reseerch among the records in our NMational
Archioves dealing with this case and he has found something which is of great
interest and vhich I fesl boindd t¢ lsave for him to tell at some future tiwme,
a8 thet 1s his story, not mine.
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fo very fragaantary ws the smount of cryptologice informstion nown to the
general public in these days that vhen there was found om Jobn Wlkes Booth's
body a cipher sqguare which was almost identical with the cipher square vhich hed
been mourrted cn the ciphar reel found in Confederate Becretary of State Judah P.
Bonjemin's office in Richaond. The Federa)l authorities in Washington atteapled
to prove that this necessarily meant that the Coufederste lesdars vers implicated
in the plot to assesaimate Lincolm, and hed been glving Booth instructions in
cipher. Here's a picture of the cipher square found on Booth, and also in a
truak in his hotel room in Washingtom.

rig. 15

The following is guoted from Fhilip Van Doren Stern's book entitled Sesywt

Missicns of the Civil War (Pend MeNally ewd Co., New York, 1951, p. 320):

Everyons in the War Department who was fuxiller with eryptography

kney that the YVigenere ums the customary Confederste cipher and that

for & Confederate sgency (vhich Booth is know to have been) to

possess a sony of a waristion of it meent no more than 1f & telegraph

operstor was eaptured vith a copy of the Morse Code. MNmdreds--smd

perhaps thousands of people ware usiag the Vigmerse. But the

Covernmant was dasperztaly seeking evidence sgainst the Confederata

lesders so they took sdvantage of the atmospbers of mystery which

has alwys marvoundsd cyyptopraphy snd used it to canfumse the public

and the press. This wdby triek gained mothing, for the lesders

of the Confederscy sventuslly had to be lat go forr lmeXk of evidence.

?%gguﬁﬁgwguggggang
in the War Department who was familiar with cryptography knew that the Vigeners
wvas the custcmmry Confederate cipher.” Probably not one of them hed evan beard
the name Vigsnare or had ecven sesn & copy of the table, except those captured
in cperations. I doubt whether anyons on either side even knew that the ciphar
used by the Confederscy had a nams; or least of all, that & German Army ressrvist
named Kasiski, in a Book published in 1863, showed how the Vigsnere cipher could
be solved by a straightforwerd mathematical method. i

I have d&avoted o good deel more attention to the methods and means for
crypto~commmisxtions in the Civil Waxr than they deserve, bocause professicaal
eryptologists of 1961 can hardly be impressed either by their effigacy from the
point of view of ease and rapidity in the eryptogesphie processing, or Ly the
degree of tha teehnical security they imparted to %he messages they wers intended
to protect. Not much can be said for the security of the vimml signaling systems

used in the combet zope by the Pederxl Signal Corps for tactical purposes, becsuse
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they were practically all bhased upcn simple moncalphabetie cipbers, or variations
therect, as for instance, whan whole words were emciphered hy the same alphabet.
There 18 plenty of evidance that Comfederate signalmen were more or lsss regularly
reading and solving those signals., What can be seid about the security of the
routs ciphers used by thelUONIC for strateglc or higheosmand commmications in the
sone of the interior? It has slready deen indicated that, accoxding to sccoumts
by ex-USMIC men, such ¢iphers ware beyond the aryptemalytic capabilities of
Confederats cryptanalysts, bdut san va reslly believe that this was trus? Consldering
the simplicity of thesea route ciphers and the undoubted intellsctual eapecities
of Confedarste officars and soldiers, why should messuges in these systems have
resiastad eryptanslytic attack?! In meny cases the gameral subject matter of a
messsge and psrhaps & number of specific items of infurmation could be dstectad
by quick inspection of the messsgs. ~Certainly, i1f it were not for the so-omlled
"arbitraries” the gmeral senss of the messege could ba foud by & few minntes
work, since the basic system must have been kmown through the capture of cipher
books, & fact msntioned severs)l times in the litersture. Capture of Wt one
book (thay were all generally alike) would have told Confsderate signslmen exactly
how the system worked and this would maturally give awy the beasic secret of the
mperseding book. 5o we must see that whatever dagree of protection these route
ciphers afforded, measage sscurity depanded almost sntirely wpon the nusber of
"arbitraries" actually used in practice. A rysview of such messages as are availadle
shovs wide divergencies in the use of "arbitrsries”. In any event the mmber
actually present in thess books must have fallen far short of the mumber needed
to give the real protection that a well-constructed gode can glve. Thus 1t
seams to me that the spplication of native intelligence, with some patisnce, should
have been sufficient to sclve USMIC msssages--or so 1t would be quite logioal
to assums. That such as assuption is well wrranted is readily demoustrable.

It was, eurlously enough, at about this point in preparing this lesture
that xy friend aund colleagus of my NEA daym, Mr. Edwin C. Fishel, gave me just
the right msterisl for such & &emonstration. In Mime of 1960, M. Fishel had
glven Mr. Puillip Bridges, vho is aiso a member of NSA snd who lew nothing sbout
the route ciphers of the USHC, the following authentic message sent an 1 July 1863
by Gensral Geoxrgm G. Mosds, at Harristurg, Femasylvania, to Genersl Couch st Washington:

(Message to be furnished) Mes. 1T
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It took Mr. Bridges only & fev howrs, five or six, to solve the cryptogram,

and he handed the following plain-text to My. Fishel:
™Hhomes been Iteweees"Nulls"
Yor Parson. I shall try snd get to you by tomorrov morning a
relfiable gentlemsn sd some scouts who are scquiinted with a
comtry you wish to know of. Hebels this wy have all concentrated
in direction of Gettyshurg and Chamdersburg. I occupy Carlislds.
Signed Optic. Grest battle very scom. troe mush dsal "Mulls”

The foregoing solution is ecorrect, save for one pardonable error:
"M"ieﬂu"mﬂ"“miﬂmfummormmw
the route. "Parscn” and "Optic" ayve code janec and I imegine that Mr. Bridges
recognizsed them as such but, of course, he bad no wy of interpreting them, except
perhaps by making & careful study of the svents and commendars involved in the
impending action, a study he wmm't called won to undertake.

The foregoing message was encipbered by Cipber Book Ho. 12, in whish the
indicator THOMAS specifies a "Message of 10 lines and 5 colums”. The route wms
quite sizple and straightforwsrd: “"Dowm the lst (colums), wp the 3rd; down the
2nd; up the 5th down the hth."

It 1is obvious that in this exampls the absence of msmy "arbitraries,” made
solution & relatively sasy matter. Wbat Mr. Bridges would hawve been able to
do with the cryptogrum hed there been many of them is problematical. Juiging by
his worksheets, it seemsd to ma that Mr. Bridges 4id not realize vbean he ws
solving the message that a transpostion matrix was involved; and on questioning
him on this point his snswer was in the negative. He realized this only later.

A minor drass in the fortunes of Mejor Osnerel D. C. Busll, one of the high
compenders of the Federal Arwy, 1s quietly and tersely outlined in two ciphers
telsgrems. The first one, semt om 29 Sept. 1862, from Jouisville,Kentucky, was
in one of the USMIC ciphsar books, sl wes extermally sddressed to Calomel Anson
Stager, hasd of the USMIC, but the internzl addressee wes Major Gemeral H. W. Hallack,
"Geperal~in-Chief" [our pesent day "Chief of at-rr"] . 'The nessege was externally
signed by Willism H. Irale, Buell's cipher operator, but the nams of ths sctual
sender, Busll, was indicated internally. BHere's the telsgram:

COLCHEL ANSCN STAGER, Waeshington:

Austria swait I is over to requiring crders rature bhlissful
for your instant comssnd twaed and Instrurtions and rough looking

furthar shall further the Camden me of ocemn Swptember poler twemty
I the to I command obedience repeir orders quiekly pretty

wwnammmmwmmmm&zm
nine have twenty twom have to to to alvord lmsty.

WILLIAM H. IRAKE
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Rather then give yor the plain-taxt of this message, perbeps you would lile
to work it out for yourselves, for with the information you've alrealy received
the solution shomld not be 4ifficlt. The message contains one error, which was
mede in its origlml preparation: one word was cmitted.

The second telegran, only one day later, was also from Major General Buell,
to Major General Halleck, but it was in encther cipher book--spparently the two
booke involved were used copcurrently. Here it ist

(EORGE C. MAYMARD, Washington:

Bagulars ordered of my to public out suspending received 1862

spoilsd thirty I dispatch comwend of continue of best otherwise worst

Arebia my comeand discharges duty of my last for Lincoln Beptember

period your from sense shall duties the wntil Beward ability to the I &

ranoval evening AMsm herald tritnme.¥®

PEILIP RNIMER

As before, I will give you the opportumity to solve this meseage for
yourselves, (At the beginning of the next lecture I shall present the plain-
text of both zessages.)

Next you see 3 photogreph of an important message vhich you mey wish to
solve yourself. It wvas sent by President Jefferason IDavis to General Jahnston,
on a very significant date, 11 April 1865. TFor esse in working on 1t I give
also a trsnscription, since the photogrsph is wery old and in poor state. I
bslieve that this message does not appear in any of the accommts I've reed.

Fig. 18

To return to J. ¥. Brow, vhon I've menticned before snd vho glves us most
of what little soumd information there is about the cryptanalytic successes of
both sides. First, let"s ses wdat the Union signalmen could do with rebel
ciphers. Here are some statemmts he mekss (p. 214):

The first deciphering of a rebel sisnlJ. coda of vhich I

£ind sny record was that mede by Capt. J. 9. Hall end Capt. R. A.

Taylor, reported Nov. 25, 1862. Four days hter, Maj. Nysr wrote

to Capt. Cushing, Chief Bignal Offiger, Army of the Putomec,

not to permit it to becowme public "that we translate the signel

mssages of the rebel mrmy”.

April 9, 1863, Capt. Fiahay, near Falacuth, reported that one of his officers

bhad read a rebel nmesssgs vhich proved that the rebals wexre in possession of

our code. The next day he was informed that the rebel code taksn (from) &
rebel signal officer was ldemticel with one taken previcusly at Yorktown.

HBe received from Maj. Mysr the following oxdars:

*A curious coineidence-—or was it a forsuitous foreshadowing of an cmt far in

the future?~-can be seen in the sequence of the last two words of the eipher
text. The message is dated Septembar 30, 1862; the New York nn-uc. tht
New York Tribune combined to maks the New York Herald~-Tribune on s 192w

62 years later!
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"Send over your linss, fram time 3o time, messages which, if
1t is in the power of ke enamy to dscipher them, will leed
them to balieve thet ve camoot met may clew to thalr signals.”

"Send also ocecasiimally messages wbtrus, in reference to immginery
military movements, as for instance,--"The 8ixth Corps is ordsred to
reinforce Keyes at Yorktown."

Undoubtedly, vhat wa bmve here are references to the general cipher systea
used by the Confederates in their elsotric-telegrapk commmications, for note
the expression "Send over your iines”. This could bardly refer to visual
communications. Here we also have very early instances, in telegraphic
comumications, of vhat ws call cover and deception, i.e., supleying certain
rules to try to hide the faect that eneny siguals could be read, mnd to try to
deceive him YLy sending spuricus messages for him to resd; hoping the frand
vill not be dstected.

Brown's sceowmt of Union eryptamalytic suacesses continuves (p. 2185):

In Cotober, 1863, Cuwpt. Merrills party deciybered a code, xd
in N¥ovesber of the same ysar Cept. Thickstun sod Capl. Mareton
deciphered another in Virgiaia,

Lieut. Bowgate and lieut. Flook, in March, 186k, dsciphered

code in the Western Army, and at the same time Iieut. Baymer found
one &t Alexsndris, Virginia.

Capt. Paul Babeock, Jr., then Chief Bignal Officer, Department
of the Cumberland, in a letter daied Chatlancogm, Temnesses, April
26, 186k, tranmaitting » copy of the rebel sigoal colle, sayst

Capt. Cole and Liewt. Howgnte, acting Sipgnal (Cficers,
ocaupy & station of commmication and observation on White
Ceak Ridge at Ringgold, OGa. . . . On the 22nd fust. the rebels
changed their code to ths one anclosed, and om the same day
the above-mantioned officers Ly untiring seal snd energy suscesdsd
in translating the new code, snd these officers haw been sver
since reading every messeges sent over the rebel lines. Neay of
these messages have furunished wvalusble informatisn to the general

commanding depariment.
The following is elso from Rrowa (p. 279

About the first of June (1864), Sergt. Calvin wss stationed
at Fort Strong, on Morris Island, with the ssveral oodes herstofore
used by the rebels, for the prpose of reading the enexy's signals
if possible. For nsarly two weeks mothing could be made out of
their signals, buat by persevering hs finally succeeded in lsarning
their codes. Messages ware yead by him from Beach Inlet, Battery
Bee, and Yoxt Johnson. Gen. J. G. Yoster, vho bad assumed comuand
of the Department of the South, May 26th, was so much pleased with
Sergt. Colvin's wrk, that in a letter adiressed to Gen. Halleek,
he recommended "that he be rewarded by promotion to Iieutenmnt in
the Sigml Corps, or by a bdrevet or medal of honor." This recam~
nendation wms subsequantly scted wpon, bus, through congressional
md official wrangling over sgpointaents in the Corps, he was not
waum wntil Ney 13, 1865, his conmission dating from Ped. 1k,

*

(p-281) During the month, Bergt. Jolvin added additional
laurels to the fame he had earned as & successful interpreter of
rebel signals. The enemy hed addpted & new cipher for the trens-
migsion of important sedsages, and the labor of deciphering it
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the desired result, snd e was aghin able so transiste the im
portant dispatokde of the enemy for the betafit of cur commandemts.
' The informssion thus gained was freguently of special valne im our
operations, and the peculiay ability exhibited by the sergeant led
Gen. ¥Yoster once more to yecommend his promotion,

(p-286) About the sems time s» expedition under Gem. Potter
was organized to ast in conjwmetion with the navy in the vicinity
of Bull's Bay. Iisut. Fishar was with this ecsmand, and by mmin~
taining commmications betwsen the land snd naval forces facilitated
greatly the eonjoimed action of the soumand. Meanwhils every means
was amployed to intercept rebel messages. Sergt, Colvin, assigned
to this perticular &uty, read all the mmssages vithin sight, and
whsn the svecwation of Charieston was determined upon by the epamy,
the first notification of the fact cane in this way before the re-
treat had sotinlly somsmenged. As a reward for conspicudus services
rendered in this capecity, Capt. Mexrill recommsnded that the
sergeant be allowed & medal, his zeal, energy snd labors fully
warranting the homor.

After the ceeupation of Charlestom, commmications was eatablished
by signals with Fort Strong, on Morris Island, Fort Johnaon and James
Ialand, Yount Plaasant, snd Stymmeyer's Milis. A line was also
opened with the positien ocoupied by the troops on the south side of
the Aahley river.,

With regard to Confederats reading of Uniomn visual signals, Drown makes
the following observaticns of sonsidersble interwst (p.27h):

\

The shsoluta necessity of using & cipher vhen signalling in
the presance of the enewy was damonstrated &wring these sutumn months
by the ease with vhiich the redbels resd cwr mesasges. This led to the
issuing of en arder that sll iImportent messages should be seat in
cipher. Among the -miltitude of messages intercepted by the enemy, the
following were scas of the more inportantte

Nrown thereupon cites 25 such messsges but he gives no imdication whatever
a8 to the source from whish he obtained these exsmples or hov he knew they
bed been intercepted. They all appear 0 be tactical messeges sent by visgual

signals.

In many of the cases aited by Brown it is difficult to tell vhether
wig-wvag or slectric telsgraph messages were inwlved. But in one cese,
(svmcuation of Charleston) it is perfectly clear that visual messages were
involved, when Brown says that Sgt. Colvin "resd all the wessages within sight.”

Further with regard to rebal cryptanslytic sucesss with Union messages,
Erown bas this to say (p.213):

The reports of Ideut. Frank Markoe, Sigual Officer at Charleston,
show that during the siegs thousands of nessages were ssnt from ome post
to anotheér, snd from cutposts to headgquarters, most of vhich ¢ounld have
been sent in no okther way, ani many were of great importance to the
Confederate muthorities.

Iieut. Markce suys that he resd nesrly every msssegs we sent. He
was forewarned of our attack on the 18th of July, 1863. He aidds regret-
fully, howaver, that through earelessness of the staff officers at
headquarters 1t lealed out that he was reading our meassges. Our officers
then began to use the siphwr sk, In iugust he intercepted the following
messaget "Send ma & gopy of rebel code immsdistely, 1f you have one in
your possessicn”. He theasefore chengsd his eode. ... A little later our
officers used & cipher which lisut. Merkve says he was utterly unsble
to wmravel.
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It 1s wfortunate that neither Ideut. Markoe, ths Confederste cryptanalyst,
nor Broun, the Union signslman, tell us what sort of cipher this was that
couldn't be unravelled. I assume that it vas the Myer disk used properly,
vith a key phrese of some length and with successive letters, not vhole words,
being enciphered by successive letters of the key. But this 18 only an sassmgption
end may be entirely erronecus.

In the forgoing citations of cryptanalytic successes it is significant to
note, that visual meessages were intercepted and read by both sides; second,
that Confedsrate telegraphic msssages protected by the Vigemers cipher were
read by Union personnel whenever such messages were intercsepted; and third,
that USMIC telegraph messages protected by the route cipher apperently inter-
cepted occasionally but never solved. Iater I shall make some ccamments on
this last statement, but at the moment let us note that technically the Vigenere
cipher is theoretically much stronger than the route cipher, so that we have
here en interesting situatiom, viz, the users of a technically inferior
cryptosystem were sble to read enmemy messages protected by a technically
superior one, but the users of s technically superior cryptosystem were not
ables to read enemy messages protected by a technically inferior one-a curious
situation indeed.
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"Send over your lines, from time to time, messgges which, if
it is in the power of the enemy to decipher them, will lead
them to believe that we cannot get any clew to thelr signals.”

"Send also occasionally messages untrue, in reference to
imaginary military movements, as for instance, --"The Sixth
Corps 1s ordered to reinforce Keyes at Yorktown'."

Undoubtedly, what we have here are references to the general cipher
system used by the Confederates in their electric-telegraph communications.
Note the expression "Send over your lines". This could herdly refer to visual
communications. Here we also have very early instances, in telegraphic
communications, of what we callcover and deception, 1.e., employing certain
ruses to try to hide the fact that enemy signals could be read, and to try
to deceive him by sending messages for him to read and be misled by undetected
spurious messages.

Brown's account continues:

In October, 1863, Capt. Merrill's party deciphered a code, and
in Novenber of the same year Cept. Thickstun and Capt. Marston
deciphered another in Virginia.

Lieut. Howgate and Lieut. Flook, in March, 1864, deciphered
& code in the Western Army, and at the same time Lieut. Benner foumd
one at Alexandria, Virginia.

Capt. Paul Babcock, Jr., then Chief Signal Officer, Department
of the Cumberland, in a letter dated Chattanooga, Tennessee, April
26, 1864, transmitting a copy of the rebel signal code, says:

Capt. Cole and Lieut. Howgate, acting Signal Officers,
occupy & station of communication and cobservation on White
Oak Ridge at Ringgold, Ga. . . . On the 22nd inst. the rebels
changed their code to the one enclosed, and on the same day
the sbove-mentioned officers by untiring zeal and energy succeeded
in translating the new code, and these officers have been ever
since reading every message sent over the rebel lines. Many of
these messages have furnished valuable information to the general
commanding department.

Brown continues with the following observations of considereble interest:

The absolute necessity of using a cipher when signalling in
the presence of the enemy was demonstrated dmring these autumn months
by the ease with vwhich the rebels read our messages. This led to the
issuing of an order that all important messages should be sent in
cipher. Among the multitude of messages intercepted by the enemy, the
following were some of the more importent. . .

Brown thereupon cites 25 such messages but he gives no indication
vhatever as to the source from which he cbtained these examples or how
he knew they had been intercepted. They all appear to be tactical
messages sent by visusl signals.

The following 1s also from Brown (p. 279):

About the first of June (1864), Sergt. Colvin was stationed
at Fort Stron, on Morris Island, with the several codes heretofore

44




-

REF ID:A62848 ’

used by the rebels, for the purpose of reading the enemy's signals
if possible. For nearly two weeks nothing could be made out of
their signals, but by persevering he finally succeeded in learning
thier codes. Messages were read by him from Beach Inlet, Battery
Bee, and Fort Johnson, Gen. J. G. Foster, who had assumed command
of the Department of the South, May 26th, was so much pleased with
Sergt. Colvin's work, that in a letter addressed to Gen. Halleck,
he recommended "that he be rewarded by promotion to Lieutenant in
the Signal Corps, or by a brevet or medallof honor." This recom-
mendation was subsequently acted upon, but, through congressional
and officlal wrangling over appointments in the Corps, he was not
c%:missioned until May 13, 1865, his commission dating from Feb. 1k,
1865. y

(p-281) During the month, Sergt. Colvin added additional

. laurels to the fame he had earned as a successful interpreter of
rebel signals. The enemy had adopted e new cipher £5r the trans-
mission of important messagesy and the laebor of deciphering it
devolved upon the sergeant. Continued watchfulness at last secured
the desired result, and he was again able to translate the im-
portant dispatches of the enemy for the benefit of our commandants.
The information thus gained was frequently of special value in our
operations, and the peculiar ability exhibited by the sergeant led
Gen. Foster once more to recommend his promotion.

(p-286) About the same time an expedition under Gen. Potter
wvas organized to act in conjenction with the navy in the vicinity
of Bull's Bay. Lieut. Fisher was with this command, and by main-
taining communications between the land and naval forces facilitated
greatly the conjoined action of the command. Meanwhile every means
was employed to ihtercept rebel messages. Sergt. Colvin, assigned
to this particular duty, read all the messages within sight, and
when the evacuation of Charleston was determined upon by the enemy,
the first notification of the fact came in this way before the re-
treat had actually commenced. As a reward for conspicuous services
rendered in this capacity, Capt. Merrill recommended that the
sergeant be allowed a medal, his zeal, energy and lebors fully
warranting the honor.

After the occupation of Charleston, communications was established
by signals with Fort Strong, on Morris Island, Fort Johnson and James
Island, Mount Pleasant, and Steymmeyer's Mills. A line was also
opened with the position occupied by the troops on the south side of
the Ashley river.

In many of the cases cited by Brown it is difficult to tell vhether
wig-wag or electric telegraph messages were involved. But in one case,
(evecuation of Charleston) it is perfectly clear that visual messeges were
involved, when Brown says that Sgt. Colvin'read all the messages within sight.”

Once before in this lecture it was mentioned that the visual signalmen
of each side were reading the visual signals of the other slde. This led to

the use, by both sides, of ciphers to protect the signals transmitted by the

visual method. But in addition, discovery that Confederate operators were

4<
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intercepting messages by tapping the telegraph lines when possible (which, it
is to be noted, certainly represents one of the earliest, if not indeed the very
earliest instances of intercepting electricelly-transmitted messages), let to
the adoption of curlous sibterfuges to thwart such interception ylelding good
intelligence. The following account of an episode of this sort is taken from

& book published in 1907 entitled Lincoln in the Telegraph Office, by David H.

Bates, one of the members of the Military Telegraph Corps:

During Burnside's Fredericksburg campaign in 1862, the War
Department operators discovered indication of an interloper on the
wire leading to his headquarters at Acquia Creek. These indications
consisted of an occasional irregular opening and closing of the
circuit and once in a while strange signals, which were evidently
not made by any of our own operators. It is proper to note that the
characteristics of each Morse operator's sending are just as
pronounced as easily recognized as are the characteristics of ordinary
handwriting, so that when a message 1s being transmitted over a wire,
the identify of the sender may readily be known to any other opersator
within hearing who has ever worked with the sender of such signals.
[Bere we have the earliest reference to what we now call "Morse-
Operator Identification"./ A scmewhat similar means of personal
identification occurs every day in the use of the telephone. ﬁe must
remerber here that Bates was writing in 1907. Alexander Graheam Bell
invented the telephone &.decade after the close of the Civil War./

At the time referred to, therefore, we were certain that our
wire hed been tapped at an unguarded point. In some way or other
the Confederate learned that we suspected the presence on the wire,
and he then disclosed to us the fact that he was from Lee's army and
had been on our wire for several days, and that, having learned all
that he wanted to know, he was then sbout to cut and run. We gossiped
with him for a while and then ceased to hear his signals and knew, or
believed, that he had gone. ﬁhat shall we say sbout the naivete of
these early intercept operations and opera.torsﬂ

Meanwhile, we had taken measures to discover his whereabouts by

sending out linemen to pabrol the line; but his tracks were well concealed

- and it was only after the intruder had left that we found the place where
our wire had been tapped. He had made the secret connection by means
of fine-sllk-covered magnet wire, so-called, in such a manner as to
conceal the joint almost entirely. Meantime, Burnside's operator was
temporarily ebsent from his post, and we were obliged to have recourse
to0 a crude plan for concealing the text of telegrams to the Army of the
Potomac, which we had followed on other somewhat similar occasions vhen
we believed the addressee or operator at the distant point (not provided
with the cipher-key) was particularly keen and alert. This plan consisted
primarily of sending the message backward, the individual words being
misspelled and otherwise garbled. We had practiced on one or two dispatches
to Brunside bef6re the Confederate operator was discovered to be on the wire,
and we were placed to get this prompt answer, couched also in the same out-
landish language, which was, however, intelligible to us after a short study
of the text in each case. The general and ourselves soon became quite expert
in this home-mAde cipher game, as we all strove hard to clothe the dispatches
in strange, uncouth garb.
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In order to deceive the Confederate operator, however, we sent
to General Burnside a number of cipher-messages, easy of translation,
and which contained all sorts of bogus information for the purpose
of misleading the enemy. General Burnside of his operator at once
surmised our purpose, and the general thereupon sent up in reply
a lot.of "balderdash,” also calculated to deceive the uninitiated.
[ﬁere we have an early instance of "cover and deception" in electrical
commnications./

It was sbout this time that the following specially importent
dispatch from Lincoln was filed for transmission:

November 25, 1862.

MAJOR-GENERAL BURNSIDE, Acquia Creek, Va.: If I should be in
boat off Acquis Creek et dark to-morrow (Wednesday) evening,
could you, without inconvenience, meet me and pass an hour or
two with me.--A Lincoln.

Although the Confederate operator had said good-by several days

before the date of this message, we were not sure that he had

actually left. We undertook therefore to put Lincoln's telegram in
our home-made cipher, so that if the foreign operator were still on
our wire, the mesgsage might not be readily made out by the enemy.

At the same time extra precautions were taken by the Washington authori-
tles to guard against any accident to the President while on the visit
to General Burnside. No record is now found of the actual text of this
cipher-dispatch, as finally prepared for transmission, but golng back
over it word for word, I believe the following is so nearly like it

as to be called a true copy:

Washington, D. C.,
November 25, 1862.

BURNSIDE, Acquia Creek: Can Inn Ale me withe 2 oar our Ann pas
Amn me flesh ends N. V. corn Inn out with U cud Inn heaven day
nest Wed roe Moore Tom darkey hat Creek Why Hawk of abbott Inn
B chewed I if.--Bates.

By reading the above backward, observing the phonetics, and bearing
in mind that flesh is the equivalent of meat, the real meaning is easily
found. It cannot be said that this specimen exhibits especially clever
work on the part of the War Department staff, nor is it likely that the
Confederate operator, i1f he overheard its transmission, had much
trouble in unraveling its meaning. As to this we can only conjecture.

Burnside readily translated this cryptogram, if it may be
dignified with so high-sounding a name, and replied in similar -gibberish
that he would meet Lincoln at the place and time specified. At this
meeting on the steamer Baltimore was discussed the plan of a movement
against Lee's intrenchments which was made three weeks later, and which
resulted in our army being repulsed with the loss of meny thousands of lives.

Another special transposition of this type was used in 1865 when
Lincoln was staying at City Point and Richmond. After 6 April the route
transposition cipbers were no longer used for presidential dispatches.
/D14 they continue to be used for military communications? Plum states
that "No. 4 and all other ciphers were discarded after 20 June 1865, "
but he goes on to say that No. 5 was sent to about 20 U.S. Military
Telegraphers, so presumsbly that cipher book may have been used for a short
time. Plum adds that the books were retained by these recipients "until
they were discha.rged"J The reason for this abondoment of cipher is not
clear: the operator may have felt that now that the war was believed
practically over--Lee surendered three days later--cipher commumications
was less Iimperative. In any case, telegrams were sent in plain text thereafter.
[Commmnications security discipline became very lax, now that the war was over/.

M
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For an important message sent by Lincoln on 3 Aprill a special type
of clpher was used, closely resembling that to Burnside. The reason for
the unusual encipherment was a desire to conceal the news from cipher
operators who might happen to see it while relaying 1t t6 Washington.
The ruse resorted to was surprisingly simple: +the order of the words
was merely reversed and nonstanderd spelling adopted! The text is as
follows:

City Point, Va., 8:30 A.M., April 3, 1865.

Tinker, War Department: A. Lincoln its in fune & in hymn to start
I army treating there possible if of cut too foreard pushing is
He 1is so all Richmond aunt confide 1s Andy evacuated Petersburg
reports Grant morning this Washington Secretary War. Beckwith
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intercepting messages by tapping the telegraph lines when possible (vhieh, 1t
is to be noted, certainly represents one of the earliest, if not indeed the very
earliest instances of intercepting electrically-transmitted messages), let to
the adoption of curious subtexfuges to thwart such interception yilelding good
intelligence. The following account of an episode of this sort is taken from

8 book published in 1907 entitled Lincoln in the Telegxaph Office, by David H.

Bates, one of the members of the Militaxy Telegraph Corps:

During Burnside's Fredericksburg campaign in 1862, the War
Department operators discovered indication of an interloper on the
wire leading to his headquarters at Acquia Creek, These indications
congisted of an occasional irrezular opening and closing of the
circuit and once in a while strange signals, which were evidently
not made by any of our cwn operators. It is proper to note that the
characteristics of each Morse cperator's sending are just as
pronounced as easily recognized as are the characteristicas of oyxdinary
handwriting, so that vhen & message is being tranemitted over a wive,
the 1dentify of the sender may readily be known to any other operator
within hearing who has ever worked with the sender of such signals.
/Eere we have the earliest reference to what we now call "Morse-
Operator Identification"./ A somewhat similar means of personal
identification occurs every day in the use of the telephone. /We must
remepber here that Bates wvas writing in 1907, Alexander Graham Bell
invented the telephone a decade after the close of the Civil War./

, At the time referred to, therefore, we were certain that our
wire had dbeen tapped st an wmguarded point. In some way ox other
the Confederate learmed that we suspected the presence on the wire,
and be then disclosed to us the fact that he was from Lee's army and
had been on our wire for several days, and that, having leammed all
that he wvanted to know, he was then sbout to cut and run., We gossiped
with him for s vhile mnd then ceased to hear his signals and knew, or
believed, that he had gone. /What shall we say ebout the naivete of
these early intercept operstions and operators?/

Meanwhile, we had taken measures to discover his wheresbouts by
sending out linemen to patrol the line; but his tracks were well concealed
and it was only after the intruder had lef't thet we found the place where
our wire ba? been tapped. He had made the secret comnection by means
of fine sllk-covered magnet wire, so-called, in such a manner as to
conceal th: joint almost entirely. Meantime, Burnside's operator was
temporarily absent from his post, and we were obliged to have recourse
to a crude plan for concealing the text of telegrams to the Axvmy of the
Potomac, which we had followed on other somewhat similar occasions vhen
we believed the addressee or operator at the distant point (not provided
with the cipher-key) was particularly keen and alert. This plan consisted
primarily of sending the message backward, the individual words being
misspelled and otherwise garbled. We had practiced on one or two dispatches
to Brunside befure the Confederate operator was discovered to be on the wire,
and wve were placed to get this prompt answer, couched also in the same out-
landish language, which was, however, intelligible to us after a short study
of the text in each case. The general and ourselves soon became quite expert
in this home-made cipher game, as we all strove hamd to clothe the dispatches
in strange, uncouth garb.



REF ID:A62848

In order to deceive the Confederate cperator, however, we sent
to Genersl Burnside a number of cipher-messages, easy of translation,
and which contained all sorts of bogus information for the purpose
of misleading the enemy. General Burnside of his operator at once
surmised our purpose, and the general thereupon sent up in reply
a lot .of "balderdash,” also caloulated to deceive the uninitiated.
[Bere we have an early instance of "cover and deception” in electrical
commmnications./

It vas sbout this time that the following specially important
dispatch from Lincoln was filed for transmission:

Novenber 25, 1862.

MAJOR-GENERAL BURNSIDE, Acquis Creek, Va.: If I should be in
boat off Acquia Creek at dark to-morrovw (Wednesday) evening,
could you, without inconvenience, meet me and pass an hour or
m ﬁth m.“%-

Although the Confederste operator had said good-by several days

before the date of this message, we were not sure that he had

sctually left. We undertook therefore to put Lincoln's telegrsm in

our home-made cipher, so that if the foreign operator were still on

our wire, the message might not be readily made out by the enemy.

At the same time extrya precautions were taken by the Washington authori-
ties to guard against any accident to the President while on the visit
to General Burnside. No record is now found of the actusl text of this
cipher-dispatch, as £inally prepared for tvansmission, but going back
over it word for word, I belisve the following is so nearly like it

as to be called a true copy:
Wu%m, D. C.,
ovexber 25, 1862.

BURNSIDE, Acquia Creek: Can Imn Ale me withe 2 car our Ann pas ..
Ann me flesh ends N. V. corn Inn out with U cud Inn heaven day
nest Wed roe Moore Tom darkey hat Creek Why Havk of sbbott Inn

B chewed I if.--Bates.

By reading the sbove backward, observing the phonetics, and bearing
in mind that flesh is the equivalent of meat, the real meaning is easily
found. It cannot be said that this specimen exhidbits especially clever
work on the part of the War Depsxtment staff, noy is it likely that the
Confederate operator, if he overbeaxd its transmission, had much
tr¥ouble in unveveling its meaning. As to this we can only conjecture.

Burnside readily trunslated this cryptogram, if it may de
dignified with so high-sounding a name, and replied in similar gtbberish
that he would meet Lincoln at the place and time specified. At thias
meeting on the steamer Baltimore was discussed the plan of a movement
against Lee's intrenchments wvhich was made three weeks later, and vhich
resulted in our army being repulsed with the loss of many thousands of lives.

Another special transposition of this type was used in 1865 when
Lincoln vas staying at City Point and Richmond. After 6 April the route
transposition ciphers were no longer used for presidentisl dispatches.
/D14 they continue to be used for military commmications? Plum states
that “No. 4 and all other ciphers weve discarded after 20 Juns 1865,"
but he goes on to say that No. 5 was sent to sbout 20 U.8. Military
Telegraphers, so presumebly that cipher book may have been used for a short
time. Plum adds that the books were retained by these recipients "wntil
they wvere discharged”./ The resson for this abondoment of cipher is not
cleay: the operator may have felt that now that the var was believed
practically over--lee surendered three days later--cipher commmications
was less imperative. In any case, telegrams were sent in plain text thereafter.
[Gomnmications security discipline became very lax, now that the var vas ovex/.
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For an important message sent by Lincoln on 3 April a spacisl type
of cipher wvas used, closely resesdling that to Burmside. The resson for
the unusual encipherment was & desire to conceal the news from cipher
operators vho might happen to see it while relaying it to Washington.
The ruse resorted to was surprisingly simple: the order of the words
vas merely reversed and nonstandayd spelling adopted! The text is as
follows: -

City Point, Va., 8:30 A.M., April 3, 1865.
Tinkey, War Department: A. Lincoln its in fume & in hym to start
I army treating there possible if of cut too foreaxd pushing is

He is s0 sll Richmond awnt confide is Andy evacuated Petersburg
reports Grant moming this Washington Secretary War. Beckwith
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I can hardly leave the subject of the cryptosystem used by the
USMIC without citing a couple of messages which appear in nearly every
account I've seen of the codes and ciphers of the Civil War. These
are messages which were sent by President Lincoln under circumstances
in which, allegedly, the usual cipher could not be or, at least was
not, employed. The first of the two was sent on 25 November 1862 from
the White House to Major General Burnside, Falmonth, Virginia. The
circumstances are so bizarre that if I merely presented the cipher
message to you without some background I doubt if you would believe
me. And after I've presented the background, I'm sure you won't know
wvhat to think - at least, I don't really know what to make of the inci-
dent. Let me quote from an account of it in the book by David Homer

Bates, one of the first members of the USMIC, in his Lincoln in the

Telegraph Office (D. Appleton-Century Co., New York, 1939, pp. 58-61):

"During Burnside's Fredericksburg campaign at the end of
1862, the War Department operators discovered indicatioms of
an interloper on the wire leading to his headquarters at Aguia
Creek. These indications consisted of an occasional irregular
opening and closing of the circuit and once in a while strange
signals, evidently not made by uwur own operators. It is proper
to note that the characteristics of each Morse operator's sending
are Just as pronounced and as easily recognized as those of or-
dinary handwriting, so that when a message is transmitted over
& wire, the identity of the sender may readily be known to eny
other operator within hearing who has ever worked with him. A
somewhat similar means of personal identification occurs every
day in the use of the telephone.

"At the time refereed to, therefore, we were certain that
our wire had been tapped. In some way or other the Confederate
operator learned that we were aware of his presence, and he then
informed us that he was from Iee's army and had been on our wire
for several days, and that, having learned all that he wanted to
know, he was then about to cut out and run. We gossiped with him
for a wvhile and then ceased to hear his signals and believed that
he had gcme.
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"We had taken measures, however, to discover his whereabouts
by sending out linemen to patrol the line; but his tracks were
well concealed, and it was only after the intruder had left that
we found the place where cut wire had been tapped. He had made
the secret comnection by means of fine silk-covered magnet wire,
in such a manner as to conceal the joint almost entirely. Mean-
time, Burnside's cipher-operator was temporarily esbsent from his
post, and we had recourse to a crude plan for concealing the text
of telegrams to the Army of the Potomac, which we had followed
on other somewhat similar occasions when we belleved the addressee
or operator at the didant point (not provided with the cipher-key)
was particularly keen and alert. This plan consisted primarily of
sending the message backward, the individusl words being misspelled
and otherwise garbled. We had practised on one or two despatches
to Burnside before the Confederate ocperator was discovered to bé
on the wire, and were pleased to get his prompt answers, couched
also in similar ocutlandish language, which was, however, intelligible
to us after a short gudy of the text in each case. Burnside and
ourselves soon became guite expert in this home-made cipher game,
as we all strove hard to clothe the despatches in strange, uncouth

garb.

"In order to deceive the Confederate operator, however, we
sent to Burnside a number of cipher messages, easy of translation,
and which contained all sorts of bogus information for the purpose
of misleading the enemy. Burnside or his operator at once surmised
our purpose, and the general thereupon sent us in reply a lot of
balderdash also calculated to deceive the unihitiated.

"It was about this time that the following specially important
Adespatch from Lincoln was filed for transmission:

Executive Mansion, Washington,
November 25, 1862. 11:30 AM.

MAJOR~GENERAL BURNSIDE, Falmouth, Virginia: If I should be in
boat off Aquia Creed at dark to-morrow (Wedneéday) evening, could
you, without inconvenience, meet me and pass an hour or two with
me? A. Lincoln.

"Although the Confederate operator had said good-by:.several
days before, we were not sure he had actually left. We therefore
put Lincoln¥s telegram in ocur home-made cipher, so that if the
foreign operator were still on our wire, the message might not be
readily made out by the enemy. At the same time extra precautiocns
were taken by the Washington authorities to guard against any
accident to the President while on his visit to Burnside. No
record is now found of the actual text of this cipher-despatch, as
finally prepared for transmission, but going back over it word for
word, I believe the following 1s so nearly like it as to be called
a true copy:




Washington, D.C., November 25, 1862

BURNSIDE, Falmouth, Virginia: Can Inn Ale me withe 2 car our Ann
pas Anon me flesh ends N. V. Corn Inn out with U cud Inn heaven day
nest Wed roe Moore Tom: darkey hat Greek Why Hawk of Abbott Inm B
chewed I if. BATES.

This sort of subterfuge is hardly worthy of becoming embalmed in
the official records of the war - and apparently it wasn't. But several
years later, one of ldentical nature did become so embalmed, for the
message appears on Page 236, Vol. 45, of "Telegrams received by the

Secretery of War":

Hq. Armies of the U.S., City Point, Va.,
8:30 a.m., April 3, 1865

TINKER, War Department: A Lincoln its in fume a in hymm to start

I army treating there possible if of cut too forward pushing is

He is so all Richmond eunt confide is Andy evacuated Petersburg

reports Grant morning this Washington Secretary War. BECKWITH

Both Plum and Bates cite the foregoing telegram and their comments
are interesting if not very illuminating. Plum says merely: "By reading
the above backward with regard to the phonetics rather than the ortho-

- graphy, the meaning will be appaeent". Bates says:

"The probable reason for edopting this crude form was to
insure its reaching its destination without attracting the special
attention of watchful operators on the route of the City Point-
Washington wire, because at that crises every one was on the Qui
vive for news from Grant's advancing army, and if the messege had
been sent in plain language, the important information it conveyed
might have been overheard in its transmission and perhaps would
have reached the general public in advance of its receipt by the
War Department.




"It is not necessary to give the tramslation of this cipher-
message. To usee a homely term, 'Any one can read it with his eyes
shut.' In fact, the easiest way would be for one to shut the
eyes and let some one else read it backward, not too slowly. The
real vording then becomes plain.

Can you imagine for one moment that a "cryptogram" of such simpli-
city could not be read at signt by any USMIC operator, even without
heving someone read it to him backward? Such a "cryptogram" is
hardly worthy of a schoolboy's initial effort at preparing a secret
message. But I assure you thet I did not make this story up, nor
compose the cryptogram.

Ruminating upon what I have shown and told you about the crypto-
systems used by both sides in the Civil War do you get the feeling, as
I do, that there was, even for those days, much room for improvement
and that the cryptologic achievements of neither side can be sald to
add lustre to itswdoubtedly great accomplishments on the battlefield?
Perhaps this is a good place to make an appraisal of the cryptologic

efficiency of each side.

First, it is fair to say that professional cryptologists of 1961

can hardly lbe impressed with the cryptosystems used by either side.

In both the Union and the Confederate Armies, thelr respective Signal
Corps at first transmitted by visual signals messages wholely in plain
langusge and such messages were often intercepted and read straight-away.
Then both sides begen enciphering such messages, the: Signal Corps of
the Federal Army using a cipher disk invented by the Chief Signal
Officer, the Signal Corps of the Confederate Army using the Vigenere
cipher. In both cases the use of cryptography for tactical messages

was quite inept, although it seems that from time to time the Federal




signalmen had better success with the Vigenere-enciphered visual
messages of the Confederate signalmen than the latter had with the
disk-enciphered messages of the Union signalmen.

With regard to the cryptosystem used by the Confederate Signal
Corps, although there may initially have been cases in which mono-
alphabetic substitution alphabets were used, such alphabets were
probably drawn up by agreement with the signal officers concerned, and
changed from time to time. Nowhere have I come across a statement
that the Myer disk or something simple and similar was used. In any
event, messages transmitted by visual signals were read from time to
time by Unlon signalmen, the record showing a number of cases in which
the latter "worked out the rebel signal code” - meaning, of cwurse, that
the substitution alphabet involved was solved. When did the Confederate
Signal Corps begin using the ¥igendre cipher? The answer seems to be
quite clear. In a letter dated 6 June 1888 from General J. H. Alexander
(brother of General E. P.) to J. Willard Brown* we find the following
statements:

"At the first inauguration of the Signal Service in the
Confederacy, I, having received in the first place the primary
instruction from my brother, Gen. E. P. A., then a colonel d¢n
Beauregard's staff near the Stone Bridge at Manassas, was assigned
the duty of preparing a confidential circular of instruction for
the initiation of officers and men, in this branch. I did pre-
pare it, in Richmond, in early spring, 1862, and surrendered the
copy to Hon. James A. Seddon, the then Secretary of War at Rich-
mond. It was issued in form of a small pamphlet. I had attached
a_table for compiling cipher dispatches - which was printed with

the rest of the matter - and the whole was issued confidentia
to the officers newly appointed for signal duty. (My emphasis

* Op. Cit. , p. 206




I have italicized the last sentence because I think that the
"teble for compiling cipher dispatches" can refer only to the Vigenere
square table, for that and only that sort of table is even mentioned
in accounts of the ciphers used by the Confederacy. Ome could, of
course, wish that the writer had given some further detalls but there
are none. However, the statement about the table is sufficiently
explicit to warrant the belief that it was Gen. J. H. Alexander who
officially introduced the Vigené€re square into Confederate crypto-
graphy; although he may have obtained the idee from his brother, since
he states that he "received in the first place the primary instrucéion
from my brother".

In the Federal Signal Corps it is quite possible that the poly-
alphabetic methods Myer cites in his Manual for using his cipher disk
(changing the setting with successive words of a message) were used
in some cases, because there are found in the record several instances-
in which the Confederate Signalmen, successful with piff¢ monocalphabetic
encipherments, were completely baffled. One is warranted in the belief
that it was not so much the complexities introduced by using a keyword
to encipher successive words of the plain text as it was the lack of
training and experience in cryptanalysis which hampered Confederate
signalmen who tried to solve such messages. In World War I a German
Army system of somewhat similar nature was regularly solved by Allled
cryptanalysts, but 1t must be remembered, in the first place, that by

1914 the use of radio made it possible to intercept volumes of traffic

entirely impossible to obtain before the advent of radiotelegraphy;




and, in the second place, would-be cryptanalysts of both sides in
the Civil War hed nothing but native wit and intelligence to guide
them in their work on intercepted messages, for there were, so far
as the record goes, no training courses in cryptanalysis on either
side, though there were courses in cryptography and signaling. To
cryptanalysts of 1961, a century later, native wit and intelligence
nevertheless should have been sufficient to selve practically every
message intercepted by either side, so simple and inefficient in
usage do the eryptosystems employed by both sides appear today.

No gystem employed by the Federals, either for tactical messages
(Signal Corps transmissions) or strategic messages (USMIC trapsmissions)
would long resist solution today, provided, of course, that a modicum
of traffic were available for study. Although technically far less
secure in actual practice than properly or even faultily enciphered
Vigenére messages, the route ciphers of the USMIC seem to have eluded
the efforts of inexpert Confederate cryptanalysts. Ex-USMIC operators
make the statement that none of their messages was ever solved and
that thecConfederates published intergepted messages in Southern news-
papers in the hope that somebody would come forward with a solution;
yet 1t must be remembered that those operators were Northernmers who
were very naturally interested in making the aclHevements of the Union
operators, both in cryptography and in cryptanalysis, appear more spec-
tacular than they really were. And it is probable that they wrote with-
out having made a real effort to ascertain whether the Confederates

did have any success. A "reai effort" would have been a rather imposing

undertaking then - as it still is, I fear. Now it must be presamed




that if Confederate operators had succeeded in solving intercepted
traffic of the USMIC they would have recorded the facts to their own
credit. But in his severm volumes on the campaigns of ILee and his
lieutenants, Douglas S. Freeman does not mention a single instance of
interception and solution of telegraphic messages of the Union. Perhaps
Freeman was seeking 100% confirmation, which is too much to expect in

a field of such great secrecy. This failure of the Confederate crypt-
enalysts is the more astonishing when we know that copies of the

USMIC cipher bocks were captured and that, therefore, they must have
become aware of the nature of the route ciphers used by the USMIC,
unless there was a lack of appreciation of such captures and failed to
forward the books to the proper authorities, who could hand them over

to their experts. In those books the USMIC route ciphers would have
been seem in their naive simplicity, complicated only by the use of

code equivalents but sometimes hardly to the degee where a message

would be entirely unintelligible because of thelr presence. It seems

to me that there can be only four possible explanations for this failure.
Let us examine them in turn.

First, it is possible that there was not enough intercept traffic
to permit solution. But this is inadequate as an explanation. The
route cipher is of such simplicity that "depth" is hardly an absolute
requirement - a single message can be solved, and its intelligibility
will be determined to a large degree by the number of "arbitraries" it
contalns. Where there are many, only the dim outlines of what is being
conveyed by the message may become vislible; where there are few or even

none, the meaning of the messages.becomes fairly evident. But the




abundent records, although they contain many references to intercepts,
fail to disclose even cne instance of solution of a USMIC message.
Thus we are forced to conclude that it wes not the lack of intercept
traffic which accounts for lack of success by the Confederates with
USMIC messages, but some other factor.

Second, the lack of training, experience, and patience cn the
part of Confederate cryptanalysts might have been at the root of
their failure to solve the messages. This sounds plausible until we
look into the matter with a critical spirit. The degree of intelli-
gence possessed by Confederate officers and men was certainly as high
as that of their Union counterparts who were up against a technically
far superior cryptosystem, the Vigen®re, than that underlying the route
ciphers used by the USMIC. We may safely conclude that it was not lagk
of intelligence that prevented them from solving messages [(enciphered
by the USMIC route ciphers.

Third, it is possible that Confederate high commanders were not
interested.in commnications-intelligence operations or in gathering
the fruits of such operations. Such an explanation seems on its face,
fatuous and wholely unacceptable. We knowp of the high estimate of
value minor commanders placed upon the interception and solution of
tactical messages transmitted by visual signaling; but an appreciation
of the extraordinary advantages of knowing the contents of enemy com-
munications on the strategic level may have been lacking. My colleague

Mr. Pishel thinks that "intelligence consciousness" and "intelligence

sophistication" were of a very low order in the Union Army, and of a
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markedly lower order in the Confederate Army. But to us, in 1961, to
disregard the advantages of a possible reading of strategic messages
seems almost incredible and I am inclined to discount this sort of
explanation.

Fourth, it is possible that Confederate cryptanalysts were far
more successful in their efforts to solve USMIC transmissions than
present publicly-available records indlcate; that Confederate com-
manders abtained great advantages from their communicatioms-intelligence
operations; that they fully recognized the supreme necessity of keeping
this fact and these admantages secret; and that the Confederate States
Government adopted and enforced strict communications-intelligence
security regulatiomns, so that the truth concerning these matters has
not yet emerged. Let it be noted in this connection that very little
information can be found in the public domain today about Allled
cryptanalytic successes during World War I; and were 1t not for the
very intensive and extensive invedigations in the matter of the Ja-
panese at¥ack on Pearl Harbor on T December 1941, very little, if any,
information would be known to the public about British and American
successes in communications-intelligence during World War II. Immed:-
ately following the capture of Richmond and before Confederate records
could be removed to a safe place, a great fire broke out and practically
all those records were destroyed. It is possible that this is the
reason why the records of their coonmunications-intelligence successes

have never come to light and that Confederate cryptanalysts kept their

secrets to themselves? We know that the zy.(ecords possessed or taken by




certain Confederate leaders have been gone over with great care and
attention, but what happened to those retained by other Confederate
leaders such as the Secretary of War Seddon, or his predecessor

Judah P. BenJamin who later became Secretary of State, etc, ete?

Here is a fascinating speculation and one which might well repay
careful, painstaking research. I shall leave the delving into this
speculation to some of you younger aspiring professional cryptanalysts
vho may be interested in undertaking such a piece of research and

with this thought I bring this lecture to its close.
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I cen hardly leave the subject of the eryptosystem used by the
USHMIC without citing a couple éf messages which appear in nearly every
~ account I've seen of the ccdes and ciphers of the c:.vil War. These
are messages which wei-e sent. by Pi-esident Li.ncoin under circumstances
in which, alleedly, the uauai cipher could not be or, at least was
not, employed. The first of the two was sent on 25 November 1862 from
the White House to Major General Burnside, Falinonth, Vlram‘ia.. The
circumstances are so bizarre that if I ﬁﬁre]y presented the cipher
measage to you without adng background I doubtl 1if you would believe
me. And after I've presented the background, I'm sure you won't know
vhat to thigk - et lesst, I don't really know what to make of the inci-

dent.. lLet me quote from an account of it in the book by David Homer -

Dates, one of the first members of the USMIC, in his Lincoln in the

Telegraph office (D. Appleten-Century Co., New York, 1939, pp. 58-61):

“During Burnside's Fredericksburg campaign at the end of
1862, the War Department operators discovered indicaticns of
an interloper co the wire lesding to his headquarters at Aguia
Creek. These indications camsisted of am occasicual irregular
opening and closing of the circuit and once in a vhile strange
signals, evidently nct made by wr own operators. It is proper
to mote that the characteristies of each Morse operator's sending
sre Just as promounced and as easily recognized as those of or-
dinary handwriting, so that wvhen a measage is transmitted over
a wire, the identity of the sender may readily be known to any
other operator within hearing who has ever wvorked with him. A
somevhat similar means of personal identificaticn occurs every
day in the use 01’ the telephone.

-"At the timc refereed to, therefore, we were certain that
our wire had been tapped. In some way or other the Coufederate
operator learned that we were aware of his presence, snd he then
informed us that he was from lee's army and had been on our wire
for several days, and that, having learned all that he wanted to
know, he was then ebout to cut out and run. We gossiped with him
for a while and then ceased to hear his eignale snd believed that

he hed gcne.
%ﬁwﬂm— |
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"We had taken measures, however, to discover his whereabouts
by sending out linewen to patrol the lime; but his tracks were
well concealed, and it was only after the intruder had left that
we found the place wvhere our wire had been tapped. He had made
the secret conpecticn by means of fine silk-covered wmaznet wire,
in such o wamner as to conceal the Joint almost eatirely. Mean~
time, Durnside's ciplier-operator was temporarily ebsent froa his
post, and we had reccurse to a crude plan for concealing the text
of telegrams to the Army of the Potomac, which we had followed
on other somevhat similar occasicns vhen we believed the addressee
or operator at the didant point (not provided with the cipher<key)
was particularly keen snd alert. This plan consisted primarily of
sending the message backward, the individual words being misspelled
and otherwise garbled. We had practised ca one or two despatches
to Burnside before the Confederate cperator was discovered to be
on the wire, and were pleased to gst his prompt answers, couched
also in similar cutlandish langusge, which was, however, intelligible
t0 us after a short g&udy of the text in each case, Durnside and
ourselves soon becems quite expert in this home-msde cipher game,
as we all strove haxrd to clothe the despatches in strange, uncouth

garb.

"In order to deceive the Coafederate operator, howaver, we
sent to Burucide a number of cipher messages, easy of trauslatiom,
- and vhich ccntasined all sorts of bogus information for the purpose
of mislsading the enemy. Burnside or his cperator at omce surmieed
our purpose, and the general thereupon sent us in reply a lot of
balderdash also calculated to deceive the unihitiated.

' "It was sbout this time that the following specially :ulpartsnt
_ Qespatch from Lincoln was filed for tronsmissioms -

Executive Mausion, Washington,
Hovember 25, 1862. 11:30 A,

MAJOR~GENERAL BURHSIDZE, Falmouth, Virginia: If I should be in
boat off Aquia Creed at dark to-morrow (Wednesday) evening, eculd
you, without incoavenience, meet me and pass an hour or twe with
me? A. Lincoln.

"Although the Confederate operator had said good-by several
days before, ve were not sure he hzad sctually left. We therefcre
put Lincoln¥s telegram in our home-made cipher, eo that if the
foreign operator were still on our wire, the message might not be
readlly made cut by the enemy. At the same time extra precautions
were takem by the Washingtan suthcorities to guard sgainst any
adccident to the President while ca his visit to Burnaide. Ko
record is mow found of the actual text of this cipher-despatch, as
finally prepared for transmission, but going beck over it word for
vord, I believe the following is s0 nearly like it as to be called

a true copy:
B« @?wW&MTEAL - ,

NGO,
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“, ' Washington, D.C., November 25, 1862
BURNSIDE, Falmouth, Virginia: Can Ina Ale me withe 2 ocar our Ann
pas Aon me flesh ends H. V., Corn Inn cut with U cud Inn heaven day
nest Wed roe Moore Tom darkey hat Greek Why Hawk of Abbott Imn B
chevwed I if. BATES, _

This sort Of subterfuge is hardly worthy of becoming embalmed in
the official records of the war - and apparently it wasn't. But several
years later, cne of identical nature did became so embalmed, for the
meecsage appears oo Page 236, Vol. U5, of “Telegrame recém_red by the
Secretary of War™: ' '

. Armies of the U.8., City Polint, Va.,
8130 a.m., April 3 1865 .

TINKER, War Department: A Lincoln its in fume a in hymm to start
I army treating there posalble if of cut too forward pushing 1s
He is so all Richmond aunt confide is Andy evacuated Petersburg
reports Grant morning this Vashington Secretery War. BECKWITH 7
Both Plum and Bates cite the foregoing telegram and their comments .-
are interesting if not very illuminating. Plum says merely: "By rea'.&mg.
the above backward with regard to the phometics rather than the ortho-

-—- —- graphy, the meaning will be appaeent”. Pates says:

P T

"The probable reason for adopting this crude form ves to
insure its reaching its destimation without attracting the special
attenticn of vatehful operators on the route of the Clty Point-
Washington vire, because at that crises every one wae on the Qui
vive for nevs from Grant's advancing army, and if the message had
been sent in plain language, the important information it couveyed
might have been overheard in its transmission and perbeps would .
have reached the general public in advance of its receipt by the
War Department.

B
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"It ig not necessary to give the translatica of this cipher-
maaage.- To use & homely term, 'Any one can read it with his eyes
shut.’ In fact, the easiest way would be for cne to shut the
eyes and let some one else read it backwa.rd, not tco alowly The
raal wording then becones plain.

Can you magine for one moment that a “eryptogram" of such simpli-
vcity could not be read at sight by any USMI’C operator, even withmt
having soneone_rega 1t to him ‘backvard? Such a "cryptogram” is
hardly worthy of a s_choolboy's _initial effort at preparing a secret
message. But I assure you that I did not make this étory up, nor
composs ths cryptogram. . '

Ruuimting upon vhat I have shown end told you about the crypto-
systems used by both sides m the Civil War do you get the feeling, as
1 do, that there was, even for those days, mch rocm for improvement
and that the mtologic achievements of neither side can be said to
add lustre to itsundoubtedly great accomplishments on the batthfielﬂi
Perhaﬁs this is a good place to make an appraiscal of the eryptologic
effieiency of each aide. g ) |

mrst, it is fair to say that professional ‘eryptologists of 1961
can hardly be mpressed with the_., exryptosystems used by either side.

In both the Union and the Confederate Armies, their respective Signal
Corps at first transmitted -Sy visual signals messages wholely in plain
langusge and such messages were often mtemeptéd &nd read straight-awsy, .
Then both sides began enciphering such uéasagcs , the: Sighal Corps of
the Federal Army using e cipher disk invented by the Chief Sigaal
Officer, the Signal chfpé of the Confederate Army usn_:g ti;e-vmném |
| cipher. In both cases the use of cmtoéraphy for tactical messages
was quite inept, although it seams that from time to time the Federal

e 3%NT5AL
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signalmen had bétter guccess with the Vigensre-enciphered visual
messages of the Confederate signalmen than the latter had with the
disk-enciphered messages of the Uniocn signalmen.

With regard to the oryptosystem used by the Confederate Signal
Corps, although there may initially have been cases in which momo-
alphabetic substitution alphsbets weve used, such alphabets vere
probadly drawn up by agreement with the sigdai officers concerned, and -
changed from time to time. Nowhere have I come ecross o statement
that the Myer disk o scuething siixpie and sinilar vas uged. In any
event, meseages transmitted by visual signals were read frem time to .
~ time by Uniom signalmen, the record showing a number of cases in which
the latter "worked out the rebel signal code" - meaning, of(mrse, that
the gubstituticn alphabet involved was solved. When did the Confederate
Signal Corps begin using the Vigendre cipher? The answer seems to be
quite clear. In & letter dated 6 June 1888 from Gemeral J. H. Alexander
(brother ‘of General E. P.) to J. Willard Brown® we find the following
statements: : -

' "At the first inauguration of the Signal Service in the
Confederacy, I, having received in the first place the primary
instruction from my brother, Gea. E. P. A., then a colmel én
Besuregard's staff near the Stone Bridge at Mansssas, was assigned
the duty of preparing a confidential circular of inmstruction for
the initiation of officers and wen, in this branch. I 4id pre-
psre it, in Richmond, in early epring, 1862, and surrendered the
copy to Hon. James A. Seddon, the then Secretary of War at Rich-
mond. It was 1ssusd i form of a small psmphlet. I had attached
a table for campiling cipher dispatches - which was printed with

the rest of the matter -~ and the whole was iesued confidentially
‘o the officers newly sppointed for signmal duty, (My eumphasia)

* Op. Cit. , p. 206

COMEIT .
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1 have italicized the last sentence because I think that the
"table for campiling cipher dispatches” can refer coly to 'tne Vigensre
Qquare tabl.q » for that and only that sort of teble is even menticned
in accounts of the ciphers used by the Confederacy. One could, of
course, ¥ish that the writer had given same further details but there
'are none. However, the statement about the table is ‘sufficientl.y
‘explicit to warrant the belief that it vas Gen. J. H. Alexander who
officially introduced the Vigenere square into Confedera.te erypto-
graphy; although he may have ‘obtained the idea fram his brother » since
' he stetes that he “received in the first place the prmry instrucsion
from uw brother”. v

In the Federal Signal Corps 1t is quite poasible that the poly-
alphsbetic methods Myer cites in his Manual for using his cipher disk
(changing the setting with successive words of a meesage) were used
in some cases, because there are found in the record several imstences
in which the Coafederate Stgnalmen euccessful with gigdsd nonoalphabetic
encipheruenu, were couphtely baffled. (he is warranted in the belier
thnt it was not 80 much the camlexities introduced by ueing & keyword .
‘o encipher successive words of the plain text as it was the lack of
training and experience in cryptanalysis which hanpered Confederate
‘ signalmen who tried to solve auch nessages In World War I a German

- Army system of somevhat smxm nature vas regular]y solved by A.‘I.l.n.ed.

cryptml,ysts, but it must be remembered, in the first place, that by
101k the use of radio made 1t possible to mtercejst volumes of traffic

entirely impossible to obtain before the advent of radiotelegraphy;_"
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and, in the second place, would-be cryptaualysts of both sides in
the Civil War had mothing but native wit and mtelligence to gutderl
them in their work cn intercepted masagaa » for there ‘were, 80 far
as the recard goes, no tasining courses in cryptanslysis on either
side, though there were courses in cr_iptography and signaling. To
cryptanslysts of 1961, a centurj-later , native vii and ‘int,elligence
nevertheless ahdﬁm h#ve been sufficient £o solve practicany every
mescage intercepted by either a.ide, so simple and inefficient in
 usage do the cryptosystems eployed by both sides appear today.

No eystem employed by the Federals, either for tactical measaées |
(S1gnal Corps transmissions) or strategic mﬁéagee‘ (USHIC transmissions)
would long resist soluticn today, provided, of course, that s modicum
of traffic vere” available fbr studyi Alflmu@z technicauy far less
gecure in actual pre.ctice than properly or even faultuy enciphemd
Vigendre messsges, the route cxphera of the usm'c seem t0 have e].uded
the efforts of inexpert Confederate cryptana]\ysts. Ex-tﬂlﬂ'c- operators
make the statement that none of their messages was ever solved a.nd
that the ;Ccnrede:ates pﬁbusm mtercepted messages . in Southern news-
papers in the hope that somcbody would come forvard with a solution;
yet it must be remssbered that th;iée_ .operato:a vare Hortherners who
were very naturally interested innaking the achevements of the Unica
- gperators, both in cryptography and in cryptana]ysis ’ appear gore spee-
tacular than they real.ly vere. And 1t is probable that they wrote with-
out having made a real effort to ascertain whether the Confederstes
di4 have’la,ny euccess. A "resl effoﬂ;" would have been a rather imposing
undcruking then ~ as it still 1s, I fear. Now it mst be presamed
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that .tf Confederate operatora had succeeded in aolving mtercepted
| traffic ot the USMIC they would have recorded the facts ‘to their own
credit. But in his seven volumes on the campaigns of lee and his
11eutenants,ﬁou§],as S. Freeman does not mentioh e ainéle ﬁ.nstance._br
interception and solution of telegraphic messages of the Unlon., Perhaps
Free:an vas seeking 100% confirmaticn, which is too mnch to expect in

s field of such great secrecy. This- t‘ai].ure of the Confederate crypt-
analyats is the more astonishing vhen we inm thaﬁ copies of the

USMIC cipher books vere capturea and that; tberefore, they mist have
. become avare of the natm'e of the route ciphera used by the USMIC,
unless there was a lack of appreciaticn of sueh eapt.ures a.nd tailed to
forwvard the books to the proper authorities, who could hand then over-

to their experts. In thosé books the USHIC route ciphers would have
been seen in thetr ngive simplicity, complicated only by the use of

code equivalents but somet imes hgfdly to the degee .wher-e a hessage
| would be entirély unintelligible because of their presence. It seems
._ to me that there can be mly four possible explanatiuns for this failure.
Let us examine thea in tura. _

First, 1t 15 possible that there was nct enc'tugh- intercept traffic

t6 permit soluticn. Zut this is inadequate as an explanaticn. 'JZhe

route cipher 18 of euch suplicity that "depth” is hardly an absohrbe

' - requirement - & single nessage can be solved, and its mtelligibility

‘will be detemined toa h‘rge‘degree by the umber of "arbitraries” it
contains. Where there are many, only the dim cutlines of what is being
conveyed by the messege may become visible; vhere there sre few or even

‘none, the meaning of the messsges becomes fairly evident. But the

CONFIDENTIAL
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abundant reeords, altbough tney contain uany raferences to intercepts,
fail to disclose even cne inatmce of soluticm of a USMIC message.
Ihusmamfmodtacmchnlethat 1twasnotthelackof1ntercept
traffic’ which accounts for lack of success by the Confederates with
US&&IC messages, but some other factor.

Second, ‘the lack of' training, experience, and patience on the
part of Confederate cryptanalysts might have been at the root of

. their failure to sclve the meas#ges. This sounds plausible until we

lock into the matter with e eritical spirit. The degree of intelli-

gence possessed by Confederate officers and men was certainly as high

as that of their Unica cmmterparts who were up ragainat a technicnny | .
far superior cryptosysteu, the Vigenéere, thm that underlying the route. |
ciphers used by the USMIU. We mny sarely cencmﬂ.e that it was not lack |
of intelligence that pi-evehtea them from solving messages 'f‘encipbered
by the USMIC route ciphers. | -

Third, it is possible that Confederate high calnndex;s vere not
interested ' in cmmicatima-mtélliseme ‘operations o in gathering
the fruits of such operaticns Such an explanatim seem on its face,
fatuous and wholely unacceptable. We nowd of the high estimate of
value minor commsnders placed upon the ix_xtercgptim and sclation of
tactical meseages transmitted by viﬁﬁgl ufgmmg; but an eppreciatiocn
of the extraordinary advanteges of kmowing the comtents of enemy com- |
munications on the strategic level may have been lacking. My colleague

Mr. Fishel thioks that "intelligence ccosciousness” end "intelligence

sophistication” were of & very lov order in the Union Army, and of a
~ONFIDENTIAL
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markedly lower order in the Confederate Army. But to us, in 1961, to
disregard the advantages of a pﬁasible reading'of ‘strategic neesages
 seems almost 1ncred1ble and I am inclined to discmmt thia sort of
explauation.. .

- Fourth, it istpoasi_ble that Confederete cryptanalysts were far -
more successful in their efforts to solve USMIC trensnissions then
present publiciy-available records mdica.te, tha.t Confederate com-
nanders abtained great advauta.geu fram their ccmmicatims-mtelligence
operations; that they fully reeoaﬁzed the supreme neceasity of EKeeping
this fact and these admantages aecret, and that the Cmfederat.e States
Government adopwd and enforced striet counnications-intenigence -
secm-ity regulaticna s 680 that the truth cmcemmg these matters has
-not ynt energed Let 11; be poted in this coumection that very little
m:formtion can be found m the public dcmain today abcut. Allled
cryptana.l.ytic successss during World Var I; and were it not for the
very intensive and extensive mveﬂigat.icns in the natter of the Ja-
panese at.tack on. Pearl Harbor cn T Decemwber l9'+l, very 1ittle, if any,
mfomtion would be knowa to the publi.c about Britmh and Anerican
successes in cmnicatim-mteuigence during Worm War II. . I-nedé-:

' ate]y followving the captm‘e of Richmcnd and before cgnfederate reccrds i
could be removed to a safe ‘place, 6 great fire broke out. and practically
all thosg :ecqrds were destroyed. It 16 possible that this is the
resscn why the reccrds of the;f_ cmicattcnsaﬁteuiganc'e succasses .

' ha.ve nevei- come to light and that Confedorate crjpfmlysta kept their
-secrets to thenéelves! We know that f.be ryecords possessed or taken by
F"O%ﬂ AT WTIAL
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i certein COnfederate leaders have been gone over with great ca.re and
: &ttention, but waat happened to those retained by other Confederate
leaders such as the Secreta.ry of - War Seddon, or his predecessor
Judah P. Ben jamin- who' later beeame Secretary of St.ste , ete, etc? |
Here is & fascinating speculation and one which might well repay
,careful, painstakmg resesrch. ' I ahall leave the delving mto this_
» speculation t.o sme of yrm younger asplring professional cryptam.lysts |
- vho ma.y be interested in undertaking such a piece ‘of research and

with this thought I bring tbie lecture to its close.

_er
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beticity. 1 came'acrosa that meseage in a work-book in my coll.ection',"A

the work-book of cne: of the 1mportan’c members of the USMTC - none

- other than our friend Plum, from whose book, The Military Telqga}gh

dux;igg the 01v11 War, comes much of the data. I've presented 1n this

'-lectux'e. On the fly-leaf of Plum's work-book there appeers, presumably

in hia ovn handwritmg, the legeng "W. R. Plum Chf Opr with- Gen. G. H.
Thomas Eare 8 one of the messages he enciphered in cipher book No. 1,
the book in which, he sg-y_e, more 1mportant telegrams vere sent than in
any other: B ‘ |
| F:.g ll

Note how many arbit.rariee" appear 1n the pla.in-text mesaage » that is

‘ before traneposition. Aft.er transposition

2l



' REF- ID: .116'2848'.

D
-

beticity. I came acyoss tha.t nessage in_a work-book in oy colleqtion, the inrk‘- :
book of one of the important membere of the URIC -- nons other thon our friend |
Plum, from vhose book, The i‘ﬂlit;ary Tel_ggph during the Civil War, comes much

t

of the date I've pa;-esentea in thio Jecture. On the fly-»leaf.‘ of‘ Plum’s work-bock
there sppears, premm‘bly in his owm mmmtmg, the legend “W. R. Plum Chf Opr
with Gen. 3. H, Thomas". Bere s one of the messages he enciph,ered in cipher book
Ho. 1, the book in vhich, he szws, more inportent telegrams wexe sent than in any
other. . .
| i?ig n |
Iloté how many "arbi&a.ﬂetz“ supeny 1n£he’p1ain~te::t measags, that is ge_t_p_z_-_g
transposition. After tramsposition the relenge of plain-"f.ekt - code words; indi-
.} estors end mills mims the crypbogran mystifying.® And yet, vas the eystem as
A mscmable a8 its users syparently tngu@t? Tt is to be remembered, of icciir's'é s ‘
that messages u&re then transmitted by vire m:.egéa@w, not by radio, so that
en_enw messeges could be obtained only by "tapping" tele@:aphlines or copturing
_ couriers oOr headquarters with their files intaet. Opportunities for t.hese methods :

ofm&drmgemwtwﬁcmremtﬁmwnb, buttheydidoccurfromtimeto

time, end in one cace a Confederate sipgnaiman nig :Ln a mm for several weeks and
tepped a Federal telegraph line, obteining a gcod many mssagas. What mxecese,

if any, 4id Confcdcmte cxwptenalysts have in their attempts to solvve such

USMIC cryptogranms as they d.id mtemept‘? Ve shall try to answer this question :Ln

- dus time.

‘As mdicatea egrlier, thgre mre no competing sigma.}. ormﬁizo;tioﬁs in tﬁe‘v'
Confederacy as there were on the Union side. There was nothing at the center of
govermnf in Richmond or in the combab zone comperable to the extensive &nd
tightly=controlled civilion military teleg;;n};h organization vhich Secretary
Stanton ruled with such an iron hand from Washington Amost as o concomitant
it would gsem, there wa.s in the Confederacy save for two exceptionsl cases,. one
and cnly one officially esﬁablisheﬁ cryptoaystem to cerve the need for protecting
tactical as well as strategic commmications, and that was. the Go-called Vigendre

¥In searching for o £004 cxAUple Iy eye caught the words "lincoln Shot! at the 1eft
of the matrix end I fmmedistely thought that the message had to do with Booth's :
assassination of the President. But after hurriedly translatihg the message and
finding nothing in it having anything to do with the shooting it occurred to me €5 .
look up the indicators for a matrix of six rows and eight colums. They turned out
to be LINCOIN (message of 8 columms), SEOT' (6 rows). The word SMALL beneath the
"Iincoln chot" is & variant for GHOT, also meaning "6 rows".
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Cipher, vhich epparently was the cipher authorized in an official rauuel prepared
by Capt J. H. Alexander as the pe.rtie.l equivalent of yer's Ha.m:al of Signals,

You wem't find the nome Vigendre in any of the wit:mgs of contemporary signal
officers of eithor the Yorth or the South, Tae sig;_aa.mgﬁ of those days called

. 1t the "Court Cipher", this temm referring to the systen in common use for diplo-
matic or "oourt” seeret cqnmmiéaticns about thic period im history. I’a' is fhat
cipher vhich employe the so-talled Vigendr Squave with o reposiing key.* Here
1s the square which Plum calls the "Confederate States Ciphe