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Dl'l'OOIRX.'7X<II ~ CRlPJ.'OLOOI IV 

BY WILt.IAN p • :r:RDIJCQ 

Cbdftdeutial: 

Crzptolos.y 1n the C1Y1l War 

A deta:lled eccOUDt ot the codes aud ctpben ot the C1TU War 1n the 

United States ot Amerf.ca can biLrdly be tol4 without beg1DD1n& v1th a b1t 

or b10Sftph1' about tbe -.n vho became the tint aipal. otticer in h11Ro!7 

and the tint Chie:t Sisul ottieeJ' r4 the United state• A%t6:11 Alben J. 

Myer, tbe an in vhoM -..or,y that lOYel.y' litUe u.s. Arrq post adJaaent 

to Arl.ingtoD Cemeteey was ~. Myer aa bOJ'D on 20 September 18271 and 

af'ter an apprent1ceah1p 1n the tben quite DeY 101eme ot el.ecrtr1c telelftoPhy 

he entered Hobart. Collep, OeiiiiMI, Rev Yol'k, tl'QI 11h1ch he wu gredlated 

1n 181+7. l'rta early 10\Rh be had exhibited a pftdUect:l.ou tor artinic 

and ec1ent1t1c at~, and \QXm 1eav1n& Robart he eutezred Buttalo Medical 

College, rece1V1l18 the M.D. depee tour )'e&ra later. !11 gnduat1011 thelia, 

"A Sign :tanguap ~or Dea:t Mutea, .. contained the sea ot tbe idee be wu to 

develop uveral ,.an later, vben, ill 1854, he wu coad.1s10Ded a lst 

Lieutenmt 1n the Be&U].ar Army, .ae an Aaliatant Surpcm, and ordezed to 

j lin Meld.co tor duty. Jle had plelty ot tt.1n th11 tar-avq outpostJto 

think about develo;iD& an ef'ftc1en't •zatem ot 111l1t&u7 "aer1&l 'telesnpby, 11 

vbich vu vb&t nsual a18M' tng wa then call.ed. I emphu1ae the word 

.. ayatem" becawle, 8'tniD8e to aq, althouah 1natance1 ot the use or llsht• 

and other Yia\Bl atgD&l.a can be totmd thl"'U8hout tbe history ot -.rtan, 

and their uu betveeD 8hips •' _. bad been p1'8e'\1eed by arinen tor 

centuries, yet dovD to the 'Siddle at the 19th CentUJ7 aurpr1a1nsl7 little 

pl'OS.fts• had been a4e in &neloping metb.oda aDd instrument• tor the , 

ayReMt1c embau&e fd aUitar,y 1nt~t1on and 1nstNlt1one by Jle8D8 ot 

aigaata or~ ld.nd. Mona'• p:ractical e;vatea ot elecUic telegraphy, 

developed in tbe ~an 1832-35, 1el'ftd to focus a~tion v:f.thin the 11111t&r7 

upoo .,.a~ ad •thod• tJt 1Dter-caaunicat1on by .au ot both Yi8\.&l 

IUld electrical sigDa].e. ID. 'the ;yware 1 !Uately pnee41Dg the CiTU war, 
the u.s. Army took sap. to izJtroduce and to deftlo.p a syatem ot viaual 

sign•l:Jng for general UN 1n the tield. I-t 1IU Aeai1taDt Surgeon ~r 

who ~shed ~ 1Ditiat1Ye 1n thia atter. 
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In 1856,. two ;yu:ra atter be .. ccaa1aa1coed uuatant surpca, ~ 

c1rartec1 a MllOIWldl.lll oa a nev ~ ~ nl\&1 atsa&ltna and obtained a 

patent em it. 'l'wo yu.n later, a board 1IU appoJnted by the War Deputment 

to ·~ lf;:fer' a .,n... It 1A mte:reatSna ~ note_ that_ one or ~be ottteal'l 

vho aerred as an *Sa1naut to M)er 1D demaastrattns hU a,.-tem be:tOl'e the 

bcud .a a Lieut. B. P. AleMnc'er,. Corpe or BnctDMl"le \fie ah&1l bear .oft 

aboui hill preaentJ.7, but at the -...nt I w.Ul ~ that on the outb:NU. at 

wr, AleXIDder organti&ecl tbe Contedemte Sisnal COI'JI•• After aaae aucceaatul 

c1.escxllt.rat1cme b;y f(yer ad h1• anistenta, the War ~= toatend a bill 
I 

1n Coqrea, 111hieh fJ1&'I8 ita ag,ptatal. to his 1cteu. !uti what is IDOI'e to 

the »>int, etmsnn ·~ u initial ~ o:t 412,000 to enable the 

Artq aa4 ~ War ~ to c1lmtl.op tJJe 8l'fta· lfhe ... 7, u stated 

111 the Act _. to be U8ed "tOI" aanutactuft ~ purchue ot appamtua u4 

equi.»>aent tor :tiel4 a1gn&l11J&•" ~ act al.ao cCDt;a1nec\ .other i!lportant 

p1"0Y1aions 1' author1hd the~~ 011 tba ~ atant, ot ooe S1sDal 

otttcer v.tth the ~Wonk, pq, end &U0118r1Ce8 ot a a_1or ~ C&YaJ.r.y. On 

2 Julrl86o, "Aaa!etea.t Surpca Albert J. )(1er (wu QpOtnted) to be Stpl 

Otticer, Y.l~ tlJe ftDk ot Ma..1ol'1 27 JUDe l86o, to tiU an 01'l&1D&l. "NC11D07,l\ 

and two WileD later MaJozo ~ ,.. OJ'&tftd to nport to the ecw.naJq 

General or the Depat tuent ot lw MeXico tor stpl ins duty. !rile ,.. 

De~ also d1l'ected that tvo otricen be tSetailed u his uaietanta. 

Dur1Ds a eve~ 1IOiltha' c~p apinst hoat1le le;yaJoa, u exteuive teat 

ot }ltyer'• DeY S)'Stell, us1Ds both tla,p ad tofthes, .. cCildueted With llUCh 

•uccesa. In Oetober 1860, a Lieut. J. B. :a. St:ua'rt, later to becca taaous 

aa a Ccat.-zoate oaft117 leedar, tendltftd h1• ~· to aid 1D a18ft&l 

Leu than a J'MI' after MaJor ~r .. ap,potnted u the t1ftt and, • 

that tille, the CDJ.7 Sipll. Ott1cer ~the u.s. A:N:r, :ron Blllpter,.. 

a'\taclatd atld, attR a 36-hou:r balbardMDt, ~ftt. The' bloo4J tour­

)eal" war beu.en the llarth u4 the Scnl\b be-. '!he d.ate vu 14 April 1861. 

~r· • aystem ot •rial telepaphy _. aoca to undergo~· nal beptia UD4er 

ttn, ntber than b7 t:tre. ~With the Otdb~ or 111r, another new 
- "I 

•;yatem or m1ll:iar;y ~1pal j ecanmtcauoa, aipaltll£ b)' the electric tele;raph, 

began to underao ita fiat. thaztoush teat ill ctllbe\ ope:ratsonaa. '1h1• 1n 

.... ' 
I 
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1taelt 1s vel71llponant a 'the h1nory ot ci'J'jltology. But :tar :ane 

aigr:d.ticant 1n that h1sto17 1a a tlct that I •ntioaed at the eloee ot \he 

last lecture, Ti¥• tba" :tor the first tU. 1D ~ etmduct ~ oqanlsed 

wartan, rapid 8D4 secret aUitaq ca.aun1catiou en a l.a!p acale bee._ 

p!!Ct1cable, becauae cr;yptol.oQ' and electrle tele&ft1Ph1' wre now to be 

Jos.Ded 1n a lut:lD& wdl.ock. ror when the wr beSIID1 the electric telepaph 

b&d been 1n use :tor leea ~ban a quarter ot a centuq. Althaup the tint 

\1118 or e1ectnc tel.egm,Ph7 in mUitary oper&tioaa ws 1D. tbe Cl"Dnn W&r in 

Bu.rope (1854-56)1 ita emplo,.nt was restricted to ccnmrmicationl e~hapd 

11110'0& headqlal"'tera ot the A1Ue1, and •~ obul'ftrs wre ft%'7 doubtfUl about 

1 u utili t7 eftn tor this l1JIS:ted Ufla8ll• It ay al8o be DOted that in- the 

MD&la of that war ~N 1• no :acOid of the ap1~ ot elaetric telepaphy 

tose~r ws:t.h meau tar proteatiDg the ••ease• aptDn ~1r 1Dtel'vept1oa 

and solution by the •DIIIQ'• 

()A tbe Union aide in the Civil 'War, 111111t&z7 aip&l ope:ntiODI bepn 

with Jfa3or llf3er's ani.Tal in llaah1D&t<m oo 3 June 1861.. H11 basic equi~ 

consisted or kiv ccmta1Dtag a wh1 te t1ag with a red square 1n tbe center 

tor use ag~t1o•t a dark backgrouad; a l'ed fiaa vJ.th a white aqua:n :tor u• 

aeatnet a llsht background; sad to:rebea tor night UM. It is illte1"811'c.i,n& to 

aote that theM are the e.l.aellta Yhich uke up the twmltar 1ni18Dia ot our 

Af:m7 Sipal Co:rpa. '!'he aost. J)ftesiq DHd which t.ced MaJor 111er _. to get 

arncen and •n detailed to h1la vheftftr •1gnal.e slsht be requtzed, ad to 

tr&in 'them in what bad OCIII 'o be called the "111pag a,.-ta, " 1 the aotiou ot 

Which a:re depicted 1D :rtg. 1. !rhia traiD!ng 1Dcluded l.earrWsg acmatb1Dg about 

? -->· ,, 
But then vas nUl 110 suc:ll Dpsrate entity as a S1SD&l Corps ot tlMt 

t! 
~. 01't1cera IDld al.iated •• wa •l'el:r deta1le4 tor aemce nth MaJor 

~r to7 aigna'Uag d\lt7. It .a DOt \IG11 two )'8U'8 after the wr atarted that 

the 81pal. Corps wu otticall7 eetabUehed and orawmized as a 1epuate b1'8llCh 

or the Arrq, by app:ropr1ate Ccoanaa10Dal. action. 

In the 11Nntime1 aother sigD&1.1Dg or~attcm,... comtns in'<> be1Da--

lAnd, ot coune, the G.I. '• ot those daJII bad a pe-t u. tor the uaera ot the 
s,-atem. The;r called thea "tl.ac tloppera." 

? 
·' 



REF ID:A62848 

at the c~tcial. MleanPt CGIPI"iH ill the United 8taWa CD 25 Pebn.ry 1862. 

Tbere wa thea a:a:L7 thrM b a\llber: tbe .a..rt.eaa, the Welten Uaioa., .a 
the So\fthwnen. !he telq;ra;pb uaa atMml.l.1' f'ollowd the risht-ot .. _,. 

ot the atl't:'CJ8da. !be ~ Secmary ot Vv, Silloa C..l"'D, ~\ ~ aid 

or~ A. Sea\t., ot the Pes~Qylftllia Rail.!'oad, who bJIOUght ... ot hia 

'Mil to W.abinpoa tor I'&UJioad &acl tel.esn.phic d~a v.tth tbe J'edenl. 

GcwetDIIIilt. ~ a n~ ot tour ~ ~laaraph (11J18.1aton Sft'W a :ra~r 

l&r!lt &1111&!7 tele&J'&l)h ~attoa which ws DOt stven ~oa.J. atawa l.IIRU 

011 28 October 186J. Pw•14nt Ltsaln _,. Secl'etar,r C..J"'Jl authoJ'i~y to 

at lW a rto.s. Mllltar.Y ~le~ ~" UD4er a .. ua.c1 Juan stapr, -
11bo,. u 81J11tJa1 aupe~t ot the Venen UJd.oa ,... called w ~~ rJ 
cQIIId.aeioud a 08Jt&1D (lt;t.er a cal~) 1D the Quaf'tle~ Corp, tmd 

.ac1e aupe~\ or the Mtl1ta17 Telepaph De~. ~~about a 

doPA at the .-..ben ot '\he ~-~ e~Hicaed ottieen, act 

, .bT vua .a art:leen ao tiat •he7 could -=e1'ft ad d1eb'll!W tuad8, 884 
I 

---~- ~1'J all the rest Wft eiv1l'lan•. 1'be u.s. MUitai".Y Tel.egraph "Corpa," 

aa it .ace c.e to be 4elfi(ll'e*«l1 without wzaxaut, ._. $echa1cal.l.y under 

~ Qeaezal Mdp, b\1\ for an pnctical ~ 1t .... ua&tr 

the ~ w ~ contl"Ol or tbe Becretar,y ot War, .J a1tlat10D ,. 

&41dttecll,y accaptllble to ltllip. Thea wze aow two OZ'pld.satiODa k a1snf.J fq 

1n tha Arw:/1 aDd it .. hal'dl.7 to be Q~M~Cted that DO clift'1crult1ea wuld 

ensue 1:1aa the duali'Q. In hc\1 the ditficul'tiea bepa "n»ry aooa, as can 

be ao\e4 1D the toll011ag dtnct f'rc:a & lec'Wre be:t'Oft the WUbiDgtoll CiYil. 

war Jbmd 'fable, ..,.1.7 1n 1954, b7 Dr. OeoJp R. !bcapaoa, Chiet tst '\he 

Biator1cal J)1V181cm ot tiblt or.tiee or the Ch1e~ S1fPI&]. otficer ot the u.s. 

The- tint nee4 tor Jd.l1t&17 •18M3• a.m.. .-t the 1Jrportau:t 
J'acSal'&l. tOI'tftaa 1n t.ba 10.1' a.~ ~ a JtOJ't )IQmloe. 
:Barly 1D J'WIIt., )b'er amftd. tbl:re., obtaiDed a dartaU r4 ot'ftcera 
tmd •n a4 ~ .... ~ehooU.ag thea. 8ooa hU ~1la wnt v.l&· 
Wis'DC ........ t1'am a 8Ml.l b~., ~ tiN at UDi<lll 
'batteries l.oaaMd. c • 1&let :1a lflllptoD. Boaae •stiNt 
CaDtedel"ate tft'Uficatiaa. Mflr Jlortolk. Ver.~ IIQCD1 too, M1ar 
beSBil ~~ trouble Yith e~i&l Y.l.ft tel.egnlphezo. 
1n ~ana. OeDe:ral. Bm ~J.u~ a-a s ;dina the .Pedeml. l:lepuot .. 
.at u. 80iil\bMn v~ ardand tba w.tn telegn.ph :racruu .. 
and t.beiz" civ:llJ.eD V01"kua be placed ~r ~ rigaal. o:t'ticer. 
'!'he ciYU:Iaaa, proud ad Jealous o:t' their ak::lU. in ~tJ'ic&l. 
-stc, ob~11ed 1Jl DO UJSeertaiD tenia &ad ahortl.7 an ~ 
am.Ted ~ the Seeft'tar7 ot war hiael:t 1lho c~~ 
Butler•• lut2"uot1c:.a. The Am:7 •18aal atncer .. to keep 
haD4a ott the ci~U.. tele&l"&l'h nu ,._ 1• MJ'Yed tlJe Artq. 

.' 

;:/ 
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I haVe p~el7 eeleoted ~~ utftct ~Dr. ~IOD'I pft...w.tiOil 

beeaua in 1t w CC1 clarl.7 bur the ftnt ruaibl.ilap at ~t 1~ fiD4 

ecr.baoftioua ~ betwea t110 stgnal1as orpad&.ntou whose uacoordiD.ated 

operations and r1val.r:Y ~ Jieduced \bt efticienc7 ot &U tdgnal iq 

o.peattaa• ot the l'e4arel A1S¥· u ~ iDdicated, coe ~ the• 

~atio:l8 vu the u.s. M111t&l7 'felesra.Ph "Cor.Pe," heft1B&ttezo abbreviated 

aa 1i.be USMre, a eiY111aa orp:a1sat1on vhich opera\ed the ex1at1Dg cc=-:reial 

teleszoaph systems tor t~ War DepaJ'tlnt, 'lm<Wr the ~t aupel'riaiOD ot 

the 8ecftta1'7 ot war, ld1d.D H. Stanton. The ~J' orpt:lz&tion .. , ot 

coUl'M, tba 1nhn't Sigaal Corps at the United states ADry, 11hich Vllao\ 

~t ewn eatabllllhed as a .. puaw Brach, vbenu the mHrC had been 

e.tabllabed 1n Ootober l.86l.1 u noted llbOYe. I""w, tbe SSpal Co~ bad_ 

to wit untu Much 1863, two pan after the ~ftek ot s bef'Oft beinS 

eatablished atticially. In this c011118Ct1cn it ahould be DOt.ed that the 

Coatedemte S1ga&l Corps bad been esw.blS.e.d & 1"ull. ,.ar earlier, 111 April 

1862. Un.tU tt.n, u I''" aid betoN, ~or a1gn.cltus dut7 CID both ltidea, 

thea wre on1.1' oft'icen ..to ve:re lDcU:rtd~ and .tpee~S.Cally a-tailed 

tor 8llf!b duty trom othar bJ"aDChea ~ the aapect.ift ANiea ot the lonh 

and the South. 'bouble bet1leen the tJIJm: aud ~ 81pal Corps ot the Union 

A%'ffl3 bepn vben the S1p.l. Corps became inteNated in aip•l ins by electric 

telegnphy and bepn to ecq\lire ~acWtitls thafttor. 

All early aa 1n Jtme 1861, Chiet SigrW. o.tticer ~r had 1Jlit1ated ectioa. 

tove:rd acq~ or obtaining electrical telegraph tac1l1t1ea fOJ't use in 

the tiel.d but with cme exce»t10D. not.hiag happeDed. The ucept1oo ftl 1D. 

tbe oue ar tl$ epiao&t 1n tbe militar;r department in souttean Virgf,Bia, 

emnNu1ed by General Benjam1D Butler, 8D ep1aode that clearq foreshadowed 

the Mure road ~or the Sigaal. Cor.P• 1D 1'8prd to Ctlectrical. aigaal1ng: the 

road 1fa8 to be cloaed IIDd b&l'ftd,. In .Ausat 1861, Col. ~r t.ried aga;tn 

and 1n lfcwember ot the .- )'MZ' he ftCCRIIU.1ltld in hie annual npoJ"t that 

~o,ooo be awropriawd to eatablilh en elActl'ic a1gnA11DS branch ill the 

SigD&l. Corps. The pl"Opoa&l. h.Ued to ..t the appJ'OT&]. ot tbe SecJ.'etaey ot 

Var. ODe telegraph train, howwer, Vhich bad bee Ol'dered by~~ -.:rq 

JDODths bef'on, wa del1vend in JanU&1'7 1862. !he tn.in vu tried out in 

a ~tal tuhion, aud under ccuideftlble ditticultiea, \be mat dis­

bearteJUng ~ 11h1®....., ~active opposition ot pencma 11.\ Vub:1ngtOD, 

pa'ticularl.y the Secretary ot War. So, tor practically the vh.ola ot tbe first 
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two ~ ot ~ war, •1CMLL artiMft GD the 1foJthera ~ b84 ..S.ther 

elAictr.tcal. telegraph ~WU.. aor ~ ~.....tbq had to l'el.7 

eut1nly ca tt. vs.s-vae S)'Stal. Bowwer, by -tbt m1d4la ot 1863 theft ..en 

~ "fl.1Us-telepaph" u.1Da 1Ja uae iD the h~ Anq. Bere•e a 

p1ctutw ot sueh a train. '1'ba mmallugth ot tleld ~11'8Pb l.biK _. 

:tive to .tsht ld.lea, thaush b ._ cue• -u. iDatNIDts W 1IO:I!'te4 n 

4111tancea .. great ae twa;y Jlllea. But ..,. bdoa the S1pat Cor,pa W&a4 

Pis· 3 4-3 

to uquint tblse t.::1lJ.tjft, theft M4 ben e&ltat!oa \o lUmt them, u wll 

.. ~ Si&ae,) Cor.P• opt~St.lq pt!'8CXIDel., aU -tumec! OYer 1;o tbe taft,'C, -~ 

ti'CIIl Sec~ ot ww stu.toa~ ,.. • eoa.t~equuoe, the t.alfC hd 1u ..,. 

In the taU ~ 1863, it took GVV aU. the elec\1'1c t.lefiiiiPb racrutt.• .a 

tele81'Qh operaton 1:1 the 81ga&l. COJopt. Col.oaael Jb-*r ~ 'tfrOM: "With 

the l.otfs ot ita •1ec:tr1c UDe• the Sipal. Co~",Pe ,.. utppl.ed." 

So JlOV theft Wft two c:aa;et1Jac aipa.1. OI'IM<il*tiou ca 'the lfortben 

eide: 'lbe U,S. As'IV'a Sipal. Cor,pa_, which-.. CQIItMd ~ ~ .ut't;U)r 

penoaul. 1d.th DO eleetri.c telegn.ph tac111"1•• (b\1\ ._ eq~ WS.\11-.. / 

tor 'YS.tnal. •1p&UDS)1 ad the lJSM!C, wh1ch ._. DCJt a~ est t!Mt Arrq, beiDa 

Hatted alaost ~ Yl\h c1Ytl1Ma1 ad 11bich W elecUic 'telesnpb 

heil.1ties IDSd ekilled Hone o_vuaton (but .-o __.or ZHJQllib1lit1ea tor 

naual ldgnaltng or "Mr1al telApapby" 'llb1e:h,. o:t CCNZW1 .._ ·ol.d nutt~-

"Bl.ectnc Wle81'&PhT" .. aow ~ ~ 1'he tlEieC bed :ao auu. -to ear. 

eJ..eet:rie ~&ft&»hy 'With ._ S1&Ul COI'Pa, a ~:tOD 1D 11btch thq 
i'l 

•n JIOSt ably ani-'ed by ~ ot War staatca, ~ar 1'WUOU that tall 

oute1de the ecope at tblt pre.-At ~. 

RowvU, bca a trhntcaJ. poiat ot 'V'1n 1' ia won11 101»c 1!RQ tJaU. 

1'lva..l.r.1 Juat a b1t, 1t OA17 to not. th*t the »eftODDel ca both ""'Pft:llat:iou, 

the ld.lltuy ad the c1"filiaD.1 ,... nat •al7 aipelM» and telegraph 

~: they RrvK also .. 0~ and Wft ~O'l"t G'trusted 

v1tb the .aeuuy eipblr boob .a. ciJMI" -,.. !fecawle c4 tM.a, the7 

•tunl.l.7 beeam pl"i"fY to the ~ 88CI'eta COD.ft,.ad u ~OSI'&Ph1c 

ca,.,ndc&Uau ad 1;be;y theretcmt ajo)'ed ..._ u VIP '•· rue _. 

pvttculAI.rl.7 true ot IZifJ!Iiben ot the uaftC, ~ t.t.71 ad only the71 WN 

•ut.hor!sed to be euato;Uana and uaen ot t.t. oiphttr booka1 !Jot evu the 

' v 
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cc wrs ot ~ 'W11w the7 MrN4 had acceu to '\he!a. ror 1Utalce, 

OD the' one aad OJll.y OCCUica 1lban OeDeftl. Grat tOZ'Ced h1a ctp.r operator, 

a c1nlian u.aed Beckw1tb, to t'ID'D Oftl' the cUI'ftll't cipher book to a 

qolcnel 011 Clmt'• atatt, !eckv11;h,... ~ d11cba.r&ed b;y the 

SecfttarT ot War 8lld Grant wu np~ A t'ev dqs l.atel', Gl'lllrt IPOlOSUed 

and -.ckwith,.. ftRon4 to hU poa1ttcm. But 0nm.t DeVer qa1Jl tl!fi!Mded 

tht' cipher book ~ld b7 b11 telesnph o;puatol-. 

The aru.t-~tb attair al.oDe ia auttictent to iDdicate the l.engtha 

to which S.Czet&Ft ~War Stantca. wnt to retain control ewer tbe USHl'C, 

1DclueUns ita cipher~~ -.DA it.IJ cipher books. In 'tact, ao stroq -

a poait10ll 414 he take that 011 10 NO'Ielliber 1863, :tol.lowias a dia~t OYer 

W.o ahou1.d open.te and ccmtl'ol. &1.1 the 11111tary te~ UDes, ~r, b7 

. thn. tuU Colonel.,. uc1 bear.f.ng the iapoailJ.& Utle uChiet SigD&l Orti9r ot 

the United Statea Artq," a titla he bad enj~d ~~ CDl.y two moatha, ,._ 

peremptorU.y reUeved troll tblR poe1ticm and put em the lhelt. 'Ret loag after· 

~~ and tor a a1Ddlv NUCil, ~r•a aucoeaaor, td~. Col. Hicodemua, WILl 

11kn1H 8'UriiDIU'ily l"ftl..i.ewd u Chief S1.wWl or.tieer by Secmtte.ry staza.tcm; 
;--

indeed, he we not 0Dl7 :NIIONd tJal tha't »>S!ticm-he ws d1aiaeed lb"ca 
. ~ 

the Serr.tc:e without rm1 '\he t01"111J.1t.7 ot tZ"1&1 by cOUJ't martial. Stantcm 

r,ave "phoney" reuOill- tor d1Blning Cat. Jf1coae.u.., but. I a glad to say 

that the l..&tte2:' ._. :l'ltStoftd his c:QIIIIisaiOD 1n M!Lrt:h 1865, b7 dil'ee'Um ot the 

Prendent; also b1 du.ctia ~ the Pfta1aent, Coloael ~r -.. ~etoftd 

to his po8it1on .. Chief' Sipal Of'ficer at the u.s. Aritt:r c:m 25 l'ebl'Uaey' 1867. 

When Col. ltfer _. nliewd hal duty u Ch1er SigDal otficer 1n 
• ' I 

'flovtabe1t 1863, he was orcleftd to Ce.iro, Il.l1lloia, to aw.it ordera ~or a DeW 

ass1gament.. Very aoon thereafter he as either des1gnated ( ar he 111q baTe 

hiiUie:lt decided) top~ a fteU man,.l ca atgnal:tng ad thea soon 

tq)pearad, with a pret'atoq note dated Julal';1 18641 a pempblltt ot 148 

pagea, a oow ot which 1a na.r 1n the Rue Book Roalll or the Librart ar 

~··· 'the title pase l'HU a roU.ow: 

"A Mlmual at Sigaal!: f'or tbrl UM r4 •tpl atticen 1D the t1eld. 
By CCii. Alben J. ~~ SigDIIl. Officer ot 'the Amy, Wubington1 
D.c., 1864." 

EYeD 1n this tiftt edition, pr.t.nted on aD Artq pnsa, ~r devoted 

Dine p&&el to a J.'Vpr1Dt at an utiele tl'CII Ba!per'a !f!!kll entitled 



-----..:.-::-

REF ID:A62848 

"Curiodtt•• at Cipher,"' aad 1a the ~~eeoad. e41t1on1 1866, he •:JPUAed 
I 

tbe secti~ cm c~ ~ a.xt;y paen. Jloa ediUcu toll.owd .Del I 

tldnk w W«< wll _,. that -.,.r'a Mla'l&l., 1n it. ..,.l'*l .aitiCXUI, ,.. the 

p1crJieer .A.ft:lcan text oa111.Uta17 af.Sn&liq. But I'• IO"ft7 to ~that 

u ag81Q c~ it wa :rather a poor th1na. Poe had dCIIMt better twJrt.7 

YHft beton that 1:A hla eaaq ell\1tled "A tn 1I01"ds aa ucM m.t:ln&"• 

:aec .... ot S.ta h1Abrlc ~, you a;r like to- 'What. ~l"'• 

orJ r;f.nal "viS--a co6li' wa l.i.D. It _. called "a no-.e~nt code" 

becauae 1t epl~ OJil.7 two diclt•, 1 ad 2, m ptl"'lateet1~• ot 1, 2, 3 

a4 4 SJ'OU.PS• Fo:o .-.pla .. A WI repreMDWd b7 the ]ileJIIUtat:ton 22; B., 

by 2122; Ud 01 by 121, etc. Isa f'la& ai&MU»a, a. ''1." wa 1D<U.c&W by­

a ~ioa. to the Wt, 8lld a "2" b7 a aoti.Oil to~ J!'lpt. Later tbeM 

.atiGu •• ZWNJ'M'd, tor ~IIOU which llUit haft bMa sood but a:re now 

JlOt obvious. Btft ta lf1n''• ~t ooa. 'Wh1oh ~oatillued to be UMd 

uatU 1912: 

.l'. .. " 
B • 21.22-
C- 121. 
D .. I 2221 

·- l2 .., - 2221 
G- 22ll 
B • 122 
I- 1 
J- ll22 
K .. 2J2l 
L - 221. 

B• 11 
o- 21 
p - 1212 
Q .. l2ll 
a ... 211 
s- 2l2 
'l .. 2 
u- ll2 
v- 1222 
v- ll21 
X .. 2l22 
z- 2222 

• -uu 
iDs- 2212 

t10ft - lll2 

XDd at WOl"d - 3 ' 
Bldot -~ -33 
l.a ot -·up -333 
A.ttiftative - 22,22.22.3 
Re:peU -121.121.1.21 
~ -2)2'121 

lfota: lfo. 3 (eais. or VOid) ... ..,. b7 a 1'oJ:w.r4 ~ IK't1ca, call.ed 
"troa:t". ~n -wea &:1..1t a dCIIIMa 110ft ldpal.a, tfllf :n\llbe:rala, tor 
t'ftquotl.y u.d ~ ........, etc. 

W• IIUit tUIIl our attentic. 1101r w tba •1tua:S.oa u JWIU'da the OZ"SI"dz&ti.cm 

tor fl8n&l"•s 1D ta Ccmte4uaw Azq. It- 1• ot coaa14aabla ilrte!H't to DOte 

1ba\ iJl the tint snat n.-er•nt c4 tbe War, that t:l the tint Bull,Jibt 
' 

batUe, the Coa:tedeatie S:l.pal otticer 11M that 7DUDg ~, B. P. 

Alexa&tr, 1lho W -laW 1Jt. ~iag ~ 111&-..c ~ Wan a 

boatd appoi.ated by 'tM v.r ~t to at'u41' IVU' • •)•tea· Ale:aw1er, JlOW 

• ~is f!l'l!8'r1 UMCl tertr•a •78t*a duriq '\be battl.a, whiCh ea1edin 41..Wzo 

-ror the uatOD t'QI'CeaJ .a 1~ ia M14 that AleMnlJ'& ccat.rJ.butiOB b7 .UecUft-

aipa\1Da ... - ~ ,."*' 1a the~ vinoi'.Y· Dr. '!bcapaoa, 

whCIIl I have Q,\lOttt4 blllo1re 1 _,.. at tb1a ba\'Ue l 
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The cml7 ccmmnmScat1011 QStem which 4ucceeded in a1gnal. vork t~ 

- the Union Mlq 1BS the illtant USMl'C. But tha CaDteden.te syatem under 

Alexander; ott to a good stArt at Bull Bun, tlu'Qughout the liB!" o;perated. 

vtth both Visual and electF.le telagl'aphy, $ld the Ccmtedel'ates tbotasht h18h1Y 

onough ~then siGMl service to establish it em. an articial basis, on 19 

Apr.U 1862, leS3 than~~ artier that battl.o. Thus, although the 
' I , 

Cont$de:mte Sigoal Cor,ps' %leVU' becGme a distinct. and independent bnmch c4 

tbe Azrq as did the Union Sigoal::Corpa, it. nceived much earlier ~ognit1on 

b'aa the Ccmtederate Govei'amDDt tban. did the Signal Corps err the P'e<1e3L 

. Gove1'11rllet¢. P?1n quotiDS nr. 'fhcqpson: 

!ehe Confedez'ate S1saal ~8 wa thus established nearly a 
,_...earlier tbau its Fede$1. cmmterpart .. It we nearly aa large, 
mnber:f.DG scme ~1500, most ot. the number, however-, serv1n,g on detail. 
The Ccmtedqmte S1SQ&l Corps used Myer•s system~ tlags end. tcm:hea. 
1J!he men Wft tl'Sined in WS.:n telegraph, too, and 111Jp:rened w1ft 
tac1llttes as pee<led. Bu1; there ws nothing in R1cbmond or 1D the 
field cc:u.parable to the extensive and 'tight)¥ controlled c1\'Uian 
mUt-taa-;r t-Uegl"aph ~1cm 'Which Seerete.ry sta.ntc:al ruled ld.th an 
17= !Jar\~ f .rail tlash1ngtoD. ' 

We cane now t.o the coctee and ciphers used by both sides 1n the war,­

and 1n doing so we Jl1\l8t take into considel'&tion tho ftlct that on the Uni<m 

eide, there wze, aa I have ind1ea.ted, two aeparate. orVJm1zations for 

signal c:arrmmicat1onG; one tor- visual SisnalJ,ng; the other ~or electric. 

We should tberefoze not be too astcmisbed to tind that the· cr;mtoeyatems­

utJed by tbe two cCDpeting ~aticns wre diftertmt. On the other hand, 
1 

co the Conf'~te 1J1.de, as just noted, thel'e lias OD17 one organization tor 

signal c:armnmications., the Sisnal- Corps ot the Contedente States Ar:rr~h WS.ch 
I 

used both·v1sual and electric telegmpby, the latter 'tacU:I.ties being taken 
< I I 

over ana emplo,ed whtm 8Dd wbem they wre ava1lable. There w:re teuoua 

tor tbia Dlfl.l$ad d:.l.ft'enmc:-e be\wen the way in which the Un1on and the 
' 

f 

COD:tecle:rak· aisnal oper&tioruJ wre orsan!zed and adm:l.niatewd but I do not , 

\i, wish to so ~<> them nov. One 1"e880n., strange to 111JT, had to do Y.1 th the 

diUGI'ence between the cr:mtoooeamaunieation ar.re.ngements .111 the Union end 

in the Contederate Al'm:lea. 

tJ 
I 

'We v1U discuss the czon>'tosy$tems used by the Federal Signal Cor.Ps first 

end then thoae at the Conte4emt• Signal Corps. Sinee both corps used visual 

signals as their pl'1mary means, lie t1nd them employing )tyer's V1sual-a1SDalJ,ns 

code sham above. A~ f1rtlt both sides scmt un.eneipbered. 1DQSs&ges,; but soon 

~er .leam:!Dg that their e1cnaJ.s ~ being 1ntueepted aud -were being r$ad 

by·t.be Gnf!lq, each side deoided to do sanetb1ns to pJ'Otect its mesaases. 

Init:tally both decided on the same artifice, viz, changlng the viiN&l-signaling 

,•, - 0 
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equiwlents for the letters of the alphabet, ao that, fo::r instance, "22" 

was not always "A," etc. This sort of ch&nglng-about of values soon became 

impractical, since it prevented memorizing the wig-wag equivalents once and for 

all. The difficulty in the Union Army's Signal Corps was solved by the 

introduction into usage of a cipher disk invented by M.Yer himself. A f'ull 

description or the disk 1n its various embodiments will be found 1n Myer'a 

Manual, but here • s a picture of three forma of it. You can see how :readily 

Fig. 3 ~-~ 

(Leave half-page) 

the visual wig-wag equivalents for letters, figures, etc., can be changed . 
according to some :pre-arranged 1Ddica.tor tor juxtaposinS,concentric disks. 

In my Fig. 3 the top left disks (Fig. 1 of )o\yer' s Plate XXVI) show that the 

+~-·/ 

letter A is represented by U2, B, by 22, etc. By moving the two circles to 

a different Juxta.posi tion a ne'W set of equivalents will be established. Of 

course, if the setting is kept fixed for a whole message the enciphe:rment is 

strictly monoalpbabetic; but M;yer recOllalend& chan8ing the aettiDB in the 

middle of the message or, more specifically, at the end of each word, thus 

prodUcing a sort of pol.yalphabetic cipher which would delay solution a bit. 

An alternative W&lY, Myer states, would be to use wbat he called a "countersign 

word, 11 but wh1~h we call a keyword, each letter ot which would determine tbe 

setting of the disk tor a single word or tor two consecutive words, etc. 

M,yer apparently did not realize that retaining or showins external.ly, tbat is, 

1n the cipher text, the lengths ot the words of the plain text very seriously 

impairs the security of the cipher message. A bit later we shall discuss the 

security afforded by the ~:r disk in actual practice. 

In the Confederate Signal Corps, the system used for enc1pherment of visual 

signals was apparently the same as that used tor encipheri~~g telegraphic mesBages, 

captured a number of times, it was apparently disdained by the Confederates, who 

preferred to use a wholly d1ffezoent tn»e of device, as Will be descrlbed 

presently, for both visual and electric telegraphy. 

So much for the cryptosyatems used in connection Vi th visual signals by 

the S1gne.l. Corps of both the North and the South, systems which we m&7 

designate as "tactical ciphers." We come now to the systems used for what ve 

may call "strategic ciphers, 11 because the latter were usually exchanged between 

the seat of Government and field cODJJ:DBndere, or among tbe latter. In the 

case of these cODDIIunications the cryptosystems employed by each side were 

quite different. 

I 
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On the Northern side the USMTC used a system baaed upon what we nov call 

transposition but in contemporary accounts they wen c~d "route ciphers" 

and that name has stuck. The designation isn't too bad, because the processes 

of encipherment and decipherment~ though dealing not with the individual letters 

of the message but with entizoe words, involves the follOWing prescribed paths 

or routes in e. diagram in which the messase is written. I know no simpler or 

more succinct description of the route cipher than that given by one of the 

USM'l'C operators, J. E. 0' Brien, in an article in Century Magazine, XXXVIII, 

September 1889, entitled "Telegraphing in Battle": 

!be principle of the cipher consisted in writing a message With 
an equal number ot words in each line, then copying the words up and 
down the colUIIDB by various routes, throw1Dg in an extra word at the 
end of each column, and sUbstituting other words for tmportant names 
and verbs. 

A more detailed description in modern technical terms would be as 

follows: A system in which in encipherment the words of the plaiD-text 

message are inscribed vi thin a matrix of a specified number of raws and 

columns, inscribing the words 'Within the matrix tram left to right, in successive 

lines a.nd rows down'W8l'd as in ordinary wri tiDg, and taking the words out or 

the matrix, that is, transcribing them, according to a prearra:Jged route to 

form the cipher message. The specific routes to be followed were set forth in 

numbered booklets, each being labelled "War Dlpartment Cipher" followed by 

a number. In referring to them hereinafter I sball use tbe term "cipher books," 

or sCIIIBtimes, more simply, the term "ciphers," although the cr,yptosystem 

involves both cipher and code processes. It is true that the basic principle 

~ the system, that of transposition, makes tl1e system tecbnicaUy a cipher 

s+,tem a.s defined in our modern terminology; but the uae of "arbi~ries, •• 
'l 

as they we-re ce.lled, that is, words arbitrarily assisned to represent the 

names of persons, geographic points~ important nouns and verba, etc. , makes 

the system technically a code system as defined incur modern terminology. 

There were in all about a dozen cipher books used by the USMTC throughout 

the war. For the most part they were employed consecutively, but, it seems 

tlla.t sometimes tvo different ones were employed concunently. They contained 

not only the specific routes to be used but also indicators for the routes and 
,.~, 

for the sizes of' the matrices; and, of' course, there were bits of code words, I 

with their meanings. These route ciphers were supposed to have been the 

invention of Anson Stager, whom I have mentioned before in cormection with the 

establishment of the USMrC, and who is said to have first devised such ciphers 

for General McClellan's use in west Virginia, in the summer of 1861, before 

McClellan came to Washington to assume command of the Arm:! ot the Potomac. 
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Anson Stager and m.ay othera thought that he was the original inventor 

of the s;yatem, but IIUCh a belief was quite in error because word-transpoa1 tion 

methods a:1m1lar to Bte.ge:r•a veze in use hUDdreds ot years before his time. 

For irlstance, 1n 1685, 1n an UDSuccese:tul attempt to 11\Tacle Scotland in a 

conspiracy to set the Duke of Momnouth on the throne, Archibald Campbell 1 9th 

·-Earl ot ArQU, suffered· an untortUDELte "accident11
• Be va& taken prisoner 

and beheaded by order of Ja.mes the Second. 'l'be caamUDicaUODB of the poor 

Earl were not secure, and when the;r fell into gcmtZ'IJIDellt baDda they we:re soon 

deciphered. The method Argy'U Wlecl vas that or word transpoaition, and it 

J I you are interested in readiDg a contempora17 accOUD.t ot how it was solved, 
J 

.. look on pasea 56-59 of that little book I mnt1oned before aa being ODe of 

the very ti:rst 'boob iD EnsJ,tah deali:OC v1 th tbe subJect of c:r;yptologr, that 

_ by Jaaes Fal.co:aer, entitl.ecl gmtomeDYS1B Patefac'ta.! Or the Art ot Seczet 

Intomation Disclosed Without a Kez, published in London 1n 1685. TheN you 

Will 1"1Dd the progeDi tor of tbe route 01pbers employed by tbe UOO'C, years 

after Argyll's abortive rebellion. 

1'he route ciphers amplo,ed 'by the usrec &l'e fully described 1n a book 
;· 

• , II 

' 

entt tled '!'he M111 ta.ry 'l'elegrs.ph during the Ci Til War, by Colonel William B. Plum, 

' ' I 

published in Chieaso in 1882. I th1Dk Plum's descripti011 of them 11 of 

ccmsiderable interest and I zecCIIIIIIer.d his book to those ot yOU 'Wo ma7 w1ah 

to learn more about them, but they an pretty Jlll1Ch all alike. It I show you 

one e:xazqple ot an actual message B.Dd explain 1 ta enctpheZ"IDIUlt aDd deciphel"DDent 

I will have covered prac:tical.ly tbe entire guut ot the route ciphers used b7 

the tafl'C, so basically ve7:7 atJD.ple 8lld unitom were tb.e7· And yet, belien 

it or not, legend baa it tbat the Southern aignn.J.men vere unable to solve 

aey o:f' the ••saaes tra.u.a1 tted by tbe USM'l'C. This lans·held legend I tiDd 

bard to believe. In all the deacnptiODS I bave encountered in the 11 terature 

not one ot them, save the one quoted above traa O'Brien, tries to Jake these 

ciphen as simple as they really were; somehow, it seeJIIIS 'to ~ a subconscious 

reaUzaticm on the part ot' Northam writers, usually ex-USM'l!C operators, of 

the system's eimplicity prevented a presentation which would clearly ahov boW 

utterly devoid it vas o'f tbe dagJ:ee or sophiat1ca't1on <me would be warranted 

in expectiDg in the secret cOIIIUD1cat1cms or a area't modern e.rrq in the decade 

186o-1870, three h\Uidred years atter the birth of JIIOClem cryptography 1n the 

papal states of I~. 
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Let us take the plain text ot a mesaase which Plu. (page 58) \USed 1D 

an example or tbe procedure in enciphel'IDI!Int. itle cipher bodt inVolved is 

j No. 4 and I bappentf{ to have a copy of 1 t so ve caa eu1ly check Plum's vom. 

Here's the message to be enciphered: 

Washington, D.C. 
Ju.l.y 15' 1863 

For Simon cameron 

I would &1TB much to be relieved of the impression that 
Meade, Couch, Smitb and all, since the battle ot Gettysburg, 
have striven ODl.7 to set the ~ over the river v1:thout 
mother tight. Please tell me it you know who wo.a the one 

. corps cODII!IBDder who was :f'or :fight1Dg1 in tbe council or war 
on Sund.o.y night. 

{Signed} A. Lincoln 

Plwn shows the word-.for-vord encipherment in a Jllltr.S.X of seven colUIDDS 

::md el~n rova. He ta.ua to tell us why a 111atr1x or those dimensions \188 

, selected; prosuma.bly the Gelection was made at random, whlch vas certaiDly" 

permissible. 

1 

(heavy) 
(null) 

2 

Incubus Stewart 
WaahiJlSton, D. c. July 

sigh 

SimOn 

3 

Brown 
15th 

Norris 
1B 

Cat~~~~er on 
Cameron 

5 

(county) 
(null) 

6 

(square) 
{null) 

Mlldison 
3 

flea I 
• {period) I 

7 

ror 

wood 
would 

give 
give 

much 
much 

~oby 
to be 

trallm8lod serenade 
relieved oi~ the 

imp~ssion that 
illlpl'eSBion that 

vil.J.ase 
the enelrtf 

Plea.ea 
Please 

for 
f'or 

on 
on 

bear ux 
7TcoliiDB) Couch 

cat children 
:-f CODIDB) Smith 

awl 
aU 

since 
since 

the 
the 

of 
of 

get ties 

ass have 
, ( cQlDIIIl.) have 

striven 
striven 

skeleton turniE wi tbout 
over tbe r-ver w1 thout 

tell 
tell 

me 
DIQ 

H!U::Y 
one 

if' 
it 

Madrid 
corps 

owres&ill§ bitch quail 
fighting , {c01121M) in tbe 

to 
to 

Gettys 

aDother 
another 

optic 
1'1gb.t 

you no 
you know 

locust who 
cc::mDlnder who 

counse~ 
council 

or 
ot 

tzler 
Sunday 

Rustle 
niiht 

uprig!lt .r'\drio.n bless 
Signature A. Lincoln (null) 

(Mollkey) 
{null) 

(silk) 
(null) 

(Martyr) 
(null) 

get 
get 

hound 
• (period) 

vho 
Vbo 

was 
vas 

him 
(null) 

(suicide) 
(null) 

3RW.ed paper was provided to aid in accuracy. In the diagram the upper of each 
pJ.ir or lines of writing ie the cipher, tba lover one, the plain text. 
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Simon Csmeron was Lincoln's Secretaey of War until Jan 
1862, vb.en he was replaced b;r Edwin M. Stanton. If this 
message cited by PlUDI is authentic, am tbe:re is no rea .. 
son to doubt this, then Cameron was still in :f'r1endly 
contact with Lincoln, possibly as a special observer. 

Note the seven ••nulls 11 (non-significBilt, or ''blind" words) a.t the tops 

and bottoms of certain columns, these be1J:Is added to the cipher text ill 

order to contuse a woul.d·be decipherer. At least that was the theory, but 

how effective this subterfuge wae can be surmised, once it became known that 

employing nulls was the usual practice. Note also the two nulla (bless and him) -
a.t the end of the last line to complete that line of tbe matrix. 

~ cipher message is then copied1 d.own}following the route prescribed 

by the indicator "BLONDE," as given on page 7 of C~pher Boolt No. 4. 'l'he 

J._ 

indicator -could have also been "LmiMElfr." 

Fig. 5 pase 7 No. 4 photograph 

To explain the diagram at the top of Fig. 5 I wiU show you the 

"Directi~ for Use" which appear on the reverse side of the title page of 

"~ar Depe..rtment Cipher No. 4," because I'm afraid you wouldn't believe me 

if I merely told you wbllt they say. In Fig. 6 is ·a picture ot the title page 
/ 

and I :follow it With Fig. 71 a photograph of wba.t's on ita reverse Sl.de of the title 

page: 

f.Ti tl.e page No. 4--back of the page--photos--Direction for Use::J 

Figs. 6 & 1 

Do you imagine that the chap who wa.a reaponsibl.e for getting tbia 

cipher book approved ever thought about what he vas doina wben he caused 

those 0 Directions for Use" to be printed? It doesn't seem possible. All he 

would bave had to ask himself was, 11Why put thia piece of information in the 

book itself'? Cipher books before this l'Jave been captured. Suppose this one 

falls into enemy hands; can't he read, too, and at once learn about the 

inte~ed deception? Why go to all the trouble or including 11phoney" routes 

an~t the book doesn't taJ.l into enemy bands What good are the "Pbanay" 

routes anyway? ~ not just :f&Dd.icate the routes 1n a straightforward manner, as 

had been done before? Thus: "Up the 6th column (since "6" is the first 

number at the left of tbe diagram) 1 down the 3rd, up the 5th, down tbe 7th, 

up the lat, down the 4th and down the 2nd. This matter is so incredibly 

fatuous that 1 t is bard to understand hov sensible man--and they were sensible--

could be so 1Uogical 1n their thinking procesaea. But there the "Directions 

for Use" stand, :for all the world to see and to Judge. 

. .. 
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How for tbe trc.nspoai ticm. atep. The 1Jldicator "BLOJOB'' 11pif'1es a 

matrix or seven colUES aDd el.even rows, Vith the :route aet forth above, Via, 

up the 6th coluam, dcnm the 3rd1 etc., so that tbe cipher text vi tb a 

"phoney" address aud sipature, J,. becomes as follova: 

TO A. HARDER CALDWELL, 

Cipher Opera tor 1 A1."'ll¥ ot the Potc:aac: 

Blcmda bleaa ot vbo DO optic to set u.D1 1Jr.pl'e&lion I Mt.dison 
aq\li.U"e Brown cuar 1'oby ax the have t.zmip me Ifarry bitch rus$ 
ailk Adrian counsel locust you cuother ODl7 of ch1l.dren aere~ 
flea JCDox CoWlty for wood that aw~ t1ea pt holmd who was var ~ 
suicide co for vas please Tillage large bat Bunyan give s1sh 
incubu heavy lforris on t1'881leled cat knit atriwn Without u· 
Madrid quail upright II&Z't)'r steva.ri man mucb. beo.r • iDee us skeleton 
tell the oppresaiug 'l':/ler DIODkey. 

(Signed) D. mJIER MDS 

Note that the text besiU vi th the illdicato~ ":BIDJrDB". Ill decipb.el'Bient 

the atepa a;re silqply reversed. 91e indicator tells wb&t eise matrix to 

outline; the vorda 'beg1m:L:lng "bleea of who no op'Mc ••• " aze inscribed 

vith1n tbe mtrb:: up the 6th colUIIIIl; tben, om1tt1D& the ''cback word" or ' 

"DUll" (which in this cue ia tbe vol'd "square") dow. the 31"4 colUIID., ate. 

b f'iD&l. result shOUld correspond to what 1a shown 1D Fig. ,. • 1ha:re tben 

toll.oV8 the step ot inf.er»ret:t.ns orthographic deviat1oua, such as inter-

/ preting "sigh", "Dl8D1 '' 
11ca.tl'," and "on" aa Simon Caaltron; the void "wood" 

/(' 

tor "would", etc. The tiDal step repl"'duces the origirlal plain text. 

Save for one-ezception, all the route ciphers used b;r the tJEJrl'C cODf'orad 

to tbia bas.Lc pattern. IJ.'he tb1nga tbat chaDa'ed f'rom 01111 cipher book to 

the next were the iDdicatore .tor the d.imezlaicma or the mtrices and tor the 

routee, and the "BJ'bitraries" or code equivalents fa..- the various ite• 

eompriaiDS the "voae.'bu.l.az'y," the number of them inc:reastDs f'l'CIIl one edition 

to the uext, Just as might be expected. Die sole exception to this 'be.lllc 

pattem ia to be seen iD Cipher Book No. 9 o.ud on onl¥ cme page of the book. 

I will. show fOU. that page: 

F1g. 8 
P• 12 - Cipher lk1ok Ro. 9 

Wbat we have he:re is a dertat1on tram the atra1ght:f01"W&l'd route 

t.ra.Daposi ticm, up the. • • colUIIDl, down t.be. • • collalli, etc. By 1ntraduc1Dg 

cae diagonal path :1D tbe route (tbe 6th, 7th, 8th, 9th, loth words in a 

message or f'iw colUDII:UI, &lid the 1st, 2Dd, 3Zd, 4th, 5th, aDd 6th vol'da tn a 

message ot stx colwms) the t!llapl.e up 8Z2d down roate DO lcmpr holds true. ·1'he 

"It vaa the usual practice to use tor addftas aDd •:lSD&ture tbe Dallies o'f tbe 
USM'!C operators conceraed. 

•• \1 
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complexities in tbe •tbod. In taet., the cmqpl.exitie•, e._d to be a bit 

too much tor the USirl'C c1pher optratora becawse, u tar aa o.vailable :records 

shaw, theM ccm:pUcated 7:0utes \Jere never used. 
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I nov wish to lake a DUmber of pural ad a few specific c~ts 

OD Plull' s deacriptiaD ot the cryptogatea uaecl by the tJSM:ro • 

Firat, we bave learned tbat althoup ADeem Stager bas beeD credited 

with 1DveDt1Dg the type of cipher UDder CC\DiideratiOD 1D this study, 

he was aDt1c1pated 1D the 1DveDt10D by about 200 :years. Also, be 1s 

given the 11oo's sbare ot the credit tor devisiDS those ciphers althaush 

he did have a DUJDber of collaborators. Plum DBDieS tour of thea, pre­

swab]¥ because he thousht tta. wort~~¥ of bei.D& sinaJed out tor partieu· 

by the USM'lt: were aCEtimea iAtercepted by the eumy but Dot solved. 

Be cites no authority tor this last state.Dt, •re}¥ aq1Dg that such 

1Dtercepts were publ.ished 1D the newspapers of the CCID1'ederacy with 

tbe hope tbat scaebody woul4 caDe up with the1r aolutiOD. ADd it uy 

be noted tbat DOlle ot the CODfederate accounts of war activities cite 

:I.DStucea ot the aolutiOD of 1Dtercepte4 USMrC aesaagea, although there 

are pl.ellty of c1tat1DDS or 1Dsta.DCea o'f 1Dtercepticm 8114 aolutiou ot 

enciphered visual tr&DBiliasiCDS of the Federal. Ar~Q''a Sipal. Corps o 

Plum states that l2 different cipber books vere employed by the 

Telegraph Corps, but I th1Dk there were actuaJ.l¥ ~ eleven o The 

first ODe vas not numbered, aDd this is good evidence that a 1oDg var 

was not expected. -rbls :first cipher book ba4 l6 printed pages. But 

tor some reasca, now impossible to fathaa, the sequence of Dllllbere4 

books thereafter waa as follova: loa. 6 aDd 7, which were IIIU.Ch like 

the first (unnumbered) ODe; tileD cue loa. 12, 9, 10--i.D tbat atruge 

order; then came Nos. 1 8114 2; fiDall¥ came loa. 3, 4, aD4 5o (Appar­

ut~ there vas no No, 8 , or Boo 11 -at laaat they are never •ntiouedo) 

1' 
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It voul4 be ridiculous to thiDk tbat the irresui.arity iD muaberia& the 

aucceaaive books was for tbe purpose ot CaiiiiUDicatiOil•securit;y, but 

tbere are other tb1Dg8 abwt the books aad the cryptos)'Sta tbat appear 

equally ai~. 'l'bere may bave beeD goocl reasou tor tbe ¢otic 

Dumber!Ds of tbe books, but it so, vbat they were is DOV UDJmown. 

Plull atatea tbat lo. 4, the last one used 1D the war, vas placed iDto 

effect em 23 March 1665, and tbat it alld all other ciphers were dis­

carded OD 20 June 1865. However, as Doted, there was aBo. 5, which 

Plum says was given a limited distribution. I bave a copy ot it, but 

vbether it vas actual.q put iDto use I do DOt mow. Like lo. 4, it 

bad. 4o pages. AbOllt 20 copies were set to certa1D _.bers ot the 

USM'lC, scattered aaoag 12 statea; 8114, ot course, WaahiDgtcm IIWJt bave 

bad at least-oae copy. 

We ay asauae with a fair amouDt or certamty tbat the ttrat (the 

"DmUDbered) cipher book used by tbe USMTC was Ere~ 8D elaboration ot 

the ODe Stager produced tar the cCIIIIIIUD.icatiODs of the gDV'emora of 

OHo, IncU.au. aDd Ill1Do1s, and ot which a copy is given by C1DJ¥ one 

ot the writer& who bave told us ab011t these c1phera, Dallely, David H. 

Bates • Bates 1 1D his series ot articles eutitl.ecl 0 L:l.Dcol.D 1D tile 

Telegraph Office" ('1\w Cea.tury Mapz1De, Vol. LXXIV, Boa. l-5, May-&ept, 

1907)* shows a facs1m1l.e thereof (p. 292, JuDe 1907 issue), e.D.4 I 

have bad as good a reprocluctiOJl .-de ot it as is possible fraa the 

rather poor photographic tacsillila. Tbe toresoillg cipher is the pro­

totype upoa. wbich all aubaequent cipber books were baaed., the first ot 

the War DepartlaeDt aeries beiDg tbe CDe ahowD by Plwa. 

* ibe aeries 188 tbeD put out 1D book fora UDder the sa~~e title by the 
D. AppletCD.CeDtury Caapa~~.y, New York, 1907, repr1Dte4 ill 1939. 

' \.' 
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Fig 9 The f1rat Stager list tor goveroera 

When theae c1pbera c- into use it vaa not "tbe practice to misspell 

certain words intentiooa~; but as the meaben ot tbetSMrC {who, as 

I've told you, not ~ served as telegraph operators but alao as 

cipher clerka} developed expertDeaa, the practice of usiDg noD• 

staDdard orthography wa1 trequently employed to llake aolutim of 

messages more difficult. YCAl bave already seen exuplea ot this prac• 

tice, and cae can find buDdrada of other examples of this sort of 
j ' 
1 artifice. Then, turtber to 1Dcrease security, more aDd more code 

equivalents were added to repreaent auch thinp as ordiDal &ad cardi.Dal 

numbers 1 months of the year 1 days of the week, hours of the day, punc• 

tuatiOD., etc. As a last step, add1t1CJD&l code equivalents tor :f'requ.ert.t.Q­

used words and pbrasea were introduced. Q:le good exaaple of tvo typical. 

pages fiUl cme of tbeae books will characterize thea all. 

Fig 10 Photo of P• 14·15 fr~ Ro. 12 

You wUlllot1ce that the code equivaleDts lire printed but their 

meaaiDgs are written 1D by b&Dd. 'lhia vu ua~ the caae, awl the 

reasOD is obv1ouat tor eCODOIIQ' in prilltiD& costa, because the pr1nted 

code equivalent• of plaiD-text iteas in cipber booka belcagiag to the 

same series are i~tical; ~ their aeaa1Dgs cbaDge fraa one book to 

aDOtber, &Dd of course, the tl:aD&positial routes, their i.Ddicatora, 

&Dd other variables cbange trca oae book to Mather. I am fortunate 

1D bav1Dg aix ot tbeae cipher booka 1D rq private collecticm, so tbat 

oc:aapariacma aaong them are readily -.de. 1be tirat feature to be 

noted is that the cede equivalents are &ll seed Eqlisb dictiODal'y words 

l8 
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(or proper DOUD8) 1 ot not lea a thaD three nor aore thaD seve. (rarely 

eight) letters. A careful serutia¥ ehowa that iD the earl¥ e41t10DB 

the code equivalents are auch u are Dot very likely to appear aa 

warda in the plltn-text messageaJ but in tbe later editions, beg11m1D& 

with Mo. 12, mare tbaD 50f of tbe words used aa code eiU1valenta are 

such aa might well appear 1D the plaiD•text of ••ayes. For example, 

words such aa Am 1 AIJ.1 ARMY 1 ARTILLERY, JUliCTIGI, COI.IFEDERATE, etc. 1 

baptismal names of persooa, and names of cities, rivers, 'b'ays, etc., 

appear -as code equ1valeDts. AlloDg Dames used as code equivalents are 

SHERMAU, t.mcom 1 THOOS, STANTON 1 aDd tboae ot llaDl other prcmi.DeDt 

off'1cere and oft1cial8 ot the Unioa Arm¥ aDd tbe Federal GoverDIIIeDt, 

aa well as ot the CODf'ederate Arm::! lU1d Gove.rnment; 8Dd, eve aore 

1DtriguUI&1 aw:h ~ were employed aa 1Dd1cators tor tbe DWIIber of 

eol'mm• and the routes uted - the ao-calle4 "eOIIIDBiloemeot Words." It 

would seem that DBJDea aDd words such as those I •ve ment toned might 

oeeasi~ have brought abc.ut 1Dstancea vbere difficulty 1D dec1pher1D& 

messages aroae traa thia source of eontu&ioo, but the literature doean 't 

~~entioa. tbem. I think you already realiZe wby such cCJIIIDonJ~·used 

proper DalleS and words were not excluded. There was, indeed, •thod 

iD this madReas. 

But wbat 18 Uldeed &atCili&biDS to Dote is tbat 1D the later ed1t1CI18 

err these cipher books, in great II&Jority of cues the vorda used as 

"arbitrar1ea," dti'fer fraD cae another by at least two letera (tor 

exasaple, lADY" BDdW!m, LARK, aud IAWll, ALBA 8Dd ASIA, LOOK and WICK, 

Mil$ a1l4 MINT), or by aore than tvo (for example MYRTLE end MlBTIC, 

CARBOI aDd CAICER, MiJliS and ATLAS). ODe bas to eee.rcb tor caeea ilL 
19 
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vhicb tvo warda dif'fer by CDly oae letter, but they can be found it 

you search loDg sousb tar tb,erJ, aa, tor exampl.e, QUINCY u.d QUINCE, 

PINE and PIKE, NCSE and ROSE. Otten there are words with the nae 

1D1t1al trigrapb or tetrqrapb, but theD tbe reat ot the letters are 

aucb that errore 1D tr8DSJil1aa1on or receptioa would eaaiq JI&Diteat 

tbellaelves,u, for exsmple,in the cues ot MONSTER and M<JlARCH, MAGNET 

aDd MAGIOLIA. All 1D all., it is iJilparta.Dt to Dote tbat the ccspiler 

or cc.pUera of cipher books bad adopted a principle mow t~ aa 

the "two-letter ditterential," a feature fOUDd CDl.y in codebooka 

ot a much later date. lD brief, the prillciple iDvolves tbe use, 1D 

a given codebook, of code groups dif'teri.Dg frcm one another by at 

least tvo letters. This pr1Dc1ple 1a elllployed by knowledgeable code 

ccapil.ers to this very day, DOt ool.y because it eD&blee the recipiat. 

ot a message to detect errors 1D tr&D&aisaioo or reception, but also 

to correct them. 'Ibis is made posaibl.e it the peraut.aticm tables uaed 

1n cODatructiJSS tlle code words are printed in the codsbooka, so that 

aost errors caa be corrected without call1D& tor a repetitic:a ot the 

tranaaission. It is clear, therefore, tbat the ccapilers ot these 

cipher books took into consideration the tact that errors are to be 

expected iD Morae telegrapby 1 and by incorporating, but ~ to a 

llmited extent, the priDaiple ot the two-letter ditf'erential, they 

tried to guard agaiDat t~ poaaibility that errors a1gbt go undetected. 

Had artif'ial 5-l.etter groupa been used as code equ1val.enta 1 iDStead 

ot dicti(Zat"y words, poaaiblp the cipher booke would al.eo have cgn­

ta1De4 the prea.ltat10D tables. But it IIUSt be noted. that permutatioo. 

tables made their first appearance ~ about a quarter of a century 

20 
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atter the Civil War bad ended, aDd theA ~ ill the .o.t ad.vanced 

types ot c~rcial codes. 

There ie, however 1 another feature about tlle vor4a the cc.~p1lera 

of these books chose aa cede equivalenta.. It ia a feature tbat maDi• 

festa real perspicacity em tbeir part,and 7au. probab~ alllady have diviDed 

it. A few aoaents ago I said that I voul4 ex,plaiD wb71 in the later 

and s..proved editicm.s of these books, varda which aight vell be 

vorda 1D plain•text ••aaaea were not excluded f'raa the lists ot code 

equivalents: it 1Jlvolvea the fact that tbe basic D&t\ll"e ot tbe crypto­

ayata 1n which theae cede equivalents were to be used wae clearly 

recoguized by those vho caapil.ed the book&. SiDce the cryptoayatem 

vu based upon ~ traupoeitiou, what could be more ccmtua1Dt; to a 

vould•be cr;yptanaJyat, vork1Dg vitb 11easasee 1D euch a 1yatea, tbazl 

to find himaelt UDable to decide whether a word 1D the e1pber text 

of a aesaage be t. tryiDS to aolve is actually 1D tbe ortciDal pla1n· 

text message aad b.u ita normal ManiDg, or 1.8 a code word vith a 

secret a1gDU1cuce--or evea a JI.UiL!l, a DOU•a1gnU'1ca.nt word, a "blind• 

ar a "check word,• a.a those elellenta were called 1n those clayef 'l'bat, 

no doubt, 1s 1d:ly there are, 1D tbeae books, so IIBDY code equivaleDts 

wb1cb might vell b7 "good• words 1n tbe plaiD-text •asagee. ADd ill 

thia cODDectica I have already' Doted an additiczal illteresting teaturer 

at tbe top of each page devoted to i.Ddicatore for aipal.i.Dg the n'Uiiber 

ot col.umDB or rows in the spec U'ic aatrix for a ••a age are pr1Dted 

tbe ao-ce.llecl "c~ceB!Ilt warda," or wtaat ve nov call "1Ddicatora•. 

low tbere are Dine such vorda, in seta ot three, &0¥ cae ot which could 

act~ be a real wor4 or -.. iD the pla11l•text -•aaae. Such vorcla 

21 
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wbell uaed as iDdicatora could. be ft'Q cClDtuaiD& to eDell1 crnataaal¥ata, i 

eapec1a~ after tile tr_,.,.1t1CD aper:at1aA. Be~ tor ._..,., are 

tbe "c~nceMilt worcle• CD page 5 ot cipher book lo. 9t AJ:a.'i .ADieu, 

Acticm, Astor, Ad.vuce, Artillery, ADderaca, Allbush, AgreeJ an pap 7 

of Bo. 10: Cairo, Cv.rtiD, Cavalry, CC~~~geaa, Ch1148, CalhouD, C!mrch, 

Cobb, etc. Moreover, 1la los, 1, 31 4, 51 aDd lO tbe "11De 1Dd1caora," 

that 1s 1 tbe vorda 1D4icat1Dg the DUmber ot boriacatal rova 1D the 

mtr1x, are also varcla such as coW.d eaa1q be var4s iD the plaiD-text 

messagea, ror eumple, ill lo. 1, pap 3, the 11De 1D41catora are as 

tollowr 

A44reaa 
AclJuat 
Al:laver 
Appear 
Appeal 

1 hitb 
2 Favor 
3 Caaf1De 
4Bed 
5 Beet 

6 
7 
8 
9 

10 

BeD4 
Avail 
Active 
Abast 
Accept 

Rote two thiDSs 1D tbe toregoiD& list z f1rat, tbere are nriaDta•• 

there are tvo 1D41catora for each case; &D4 aecCD4, the 11141catora are 
---..... ... _ 

aot 1D etrict alphabetic aequeDCr, 'Dlis departure trcm striCt alpba­

bet1c1ty is eva 110re obv1oua in tbe paaea cleYoted to vacabular7, a 
_..J 
tact ot JIDlCb 1JiportllllCe cryptazaal.Jtic~. lote this feature, tor 

eXS~~ple, 1n Fig. 10, which shows pagea l.4 and 15 of cipber book lo. 12. 

ID this respect 1 therefore, tbeae booka partake ac:aevbat of the 

aature ot tvo·part or 'rudc:.aized • coclea, or, ill Brit1ah tera1Dolo11, 

"batted" codes. ID tba aeccmd lecture ot th1a aeries the physical 

ditfereDCe between one-part aDd two•part codea waa brietq explailled, 

but a11 11a41cat1CG of the tecbDical crpptanal.ytie differtmce betwen 

theae two typea of coclea SIB¥ ~ uaetul. at tbia po1Dt. Two•pa:t co4ea 

----~~~~--~· are aucb aore 41tt1cult to solve tbaD CDe•part codea, 1D vbich both 

tbe plaiD•text e~ts and their code eq,uiftlellta progreaa 1D paztallel 
22 
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sequences. ·tn the latter type of detera1Dat1ca ot tbe M&Jli.Ds ot one 

code group quickly aDd rather eaa~ l.eada to the detera1Datioo or 

the M&n1Dgs of other code groups abwe or below the CDe tbat baa been 

aolved. Far example, 1D the fol.l.owiDs 1hort but illustrative exapl.e, 

if the meaning of f:N code group 1729 haa been detera!Ded to be "then" 1 

the MAA1Dg of the code group 1728 could well be "the", aa4 that of 

1728 -- the 
1729 --then 
1730 -- there 

the code grrup 17301 "there". But iDa two-part code, detenaiDiD& the 

mean1Dg of the code group 0972 to 'be "then" 1 gives no clue wbateYer 

7621 -- the 
0972 .... then 
1548 ...... there 

u to tbe meaDillg ot the groups 7621. or 1548. For eue iU decod 1llg 

mesaase• 1D auch a code there IIWit be a aectioo 1D which the code 

groups are listed in D\llleric&l. aequence, and are accaapanied b7 their 

meaD1Dg& 1 which, of eourae, will be 1D a randCIIl sequeDCe. 7he com· 

pilers ot tbe USifl'C cipher b~ llWit haYe had a veey clear idea of 

what I bave_Juat explained, b\lt the7 -.de a caapraaise of a practical 

D&ture betweea a atrictly ODe•part aJ:&d a strictly two-part code, beeauae 

t 
they__.rolicecJ -~ ,..,__code ot tbe latter aort 1a twice aa bulky u a:ae 

ot the former aort, besides being much acft laborious to ccapile and check 

the ccatents tor accuracy. 1be &rrangeMUt tbeJ chose vun •t too bad, 

eo tar aa cryptl-security wu concerned. Aa a utter ot fact, and 

speak1Dg frca persoaal ex,per1ace 1D decodiAg a r&er lODg message 

addreased to General Grut, I bad a difficult tiM 111 locatins ll8llY ot 

the code words 1D the book, becauae ot the 4eparture traa strict alpa· 

23 
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Cipber, WJ.oh ~ 1U 'b o1Ji*r ~ 1Jt c o1"f1cial •••' ~ 

- Capt J • •• Al.....s.r .. 1i1le ,..ua1 equtftlat 0~ --·. ~ ot @pt'l!. 

1'ou1Q'l•t t1Dt tmt na-a. ~ 1a cz:r ot the wit.t.up ot coa~ aipl. 

oftleen of either tbe loa-th or to¥ South~ 1bl as.-Jwen ot tbo• dap e&lle4 

i.t - ttcourt Ci})her", W• 'MI'II :referring to the ~ ill eo em 'WNt t~ ti:plo• 

•tid or nooun" eeeret ea atea~iou about We perlo4 1D bieto17. I~ te 'tbat 

c1Jaber 'Wb1ch eawJ.oye tlle ao-nJltd Y:t~~ v:tth a npeatac •·* J'lln 

is the aquare which Plull calli tile "CCilf'ederate States Cipher Key" aad wbich 1s 

followed by hia deacriptiOB ot ita aaaaer of e.ployment1 

Fig 12 

,. 

To put 11lto c1pller the first •aaa&e, wb1cb .a put up b;r ueiDg ')tu .. 
cheater Bluff" as the ke7 1 aad the aecCDi by tbe key tera, "Ca.plete Victory", 
f1Dd at tbe le:tt-b&Dd aide o:t the table tbe tirat letter ot the tirat von\ 
to be ciphered, and colu:aa 1D wb1ch theae l.ettera are ao :tOUDd, will be 
aeea the arbitrary letter vitA,.,.... ll&iACCeaa~ft letter o:t the ... •&&• aDd 
key tera, repntiag 011. tbe la:btu :bW t'U1sbe4. Thus, •aerua ia Tictorioua," 
put 1D cipher by ua111s the :tirat key, vcul4 read, as ahcma by tbe eapital.a, 
c•o-a-p-1-e-t--ev--1-c·t-o-r-y. C-o-m-p-. 0t com-ee, auy chaD&• 1D tiae uy 
UVQGXEG MR DX:VHJP JCCGB 
ward, tara or pbraae ch&Daea tbe vbitrariea, ucl it uitlael" ae l"!!Ll •••ase 
Dor tbe ke;y 1a mown, it would be sa.e'fbat vexatioua vorktD& it out, \IDleaa 
there were aaae such auageetiye words u occur 1rL ))av1a'a ••aase abon, 
which 1B41cat.e tlt.e ciphered worda very clearl.¥J •·I•, 

"By which you. .,. ettec:t" o tpqgeJeylt •abcwe tbat pet" bJ opa kllllct 
. a croaatDg ot ~ river 

Tb1s meaaiDS occurred to the autllor, at tirat sigbt, aD4 doubtleu voW.d be 
to 8DY one r .. uiar with ailltary atfaira 1D that aect1CD. B&Tin& gueaae4 
real words, it ia very easy to work out the letters ot the ke,-. 'Dle follo'w1D8 
two illporta:Qt cipbera were traua1tted as divided below.; 1 .. e., each vor4 waa 
aezat ••parately, Dot all 111xe4, aa 1D the PembertCD cipber. Th1a d1via1ca 
does aQ't facU1tate traaalaticm. by the key at aU, but Dter~ aaaiata 
without it, and vas, tberetore, bad pract1oe. We give below, eacb -•age, 
with its traaalati0111 becauae these telegraM were Yery illportazat. 'Dle curious 
reader a;y, at hia leisure, by uaiDg the key board, stud7 cut the key terM 1 

aae of which vill be tOUDd entirely aev aDd quite apropoe, 1a tbe li&bt of 
What apeec!~ follovwd. 

CONFEDERATE BTATI'S 01 AMIRICA, KILITARY T&LlrllBAlR, Date4 lead· 
quarters, February 25, 1865, Rece1Yed at RicllaaAd, Va., 12:25 AM. 
TO HC8. J. C. IREICIIRIOOI, Sec '7 of War S••I rec• w•D4 tbat tbe 

tsya•e tD q.ou.tvp rtat~ ubwaqbqta exfnJ &D4 bvaqJru ktatl are Rot 
of 11Ded1&te uceas1ty, UY kpq:tllbpgr IIPC tbaltl should be laqhtap. 

(81glse4) ft. I. ID 

~If'l'IQI. -·I rec~ tbat the J'8IIOV&l ot public prc>pert;r 1 -.chiDery 1 
store• &Dd arcl:aivea wta1cl:a are aot of ~iate aceaa1ty, be cc-aneed. 
All powder shaWl be aecured. 

* A keyward is employed to chua• tba alptaabeta cpc:l1call1' 1 thua ll&kiD& tbe 
cipher wbat ia called tod.ay a periodic or mul.tiple-alpbabet cipher e~cctrol.led 
by the 11ldiv14ual. letters ot a key, which 11&7 conaiet of a word, a phraae, or 
~ ot a auteDce, :repeated u -:r tiMa u nece•aary. 
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BUD~ C. 8. ARIUE 1 Marela 2~ 1 1865. 
GD. I. KIRBY Slll'J.'B, ccaJ&. 'l'r&Da ... illo llept.l Gea&-­

Vvg ec111Q11pa :rvcog 111 ~14ea ktcll k4t WU:Ptf ua t.tcfato 
abxc bJx azJkbmgJI11111Ybce~ q,b Ddel ue11u ht kt& auhcl ep 
opcallts ·v&.1Wil la7*0Ci yu 4d4xtla;pt 1u icJgkpxt •• wJau 
IIVrl' twhtc lr.bxc iu eoie& o rdep eD ucr pv atiptyxec r~inb 
raz~ ppx rkaJcph ptu_.r•p ekes raec4•trspt --•b acg aafqYYf 

... __ ·~g abe ftrt vb iiYv kJr&e pyla tefll cktrlis)'t;vxl xJ Jtbbx 
rq, htx4 wbbz aWVY t4 acgg aYXVan yc 1&& oe uytet 1pa acull. 

I a most reapecttul.q yCJJr ob4t. ••nt. 1 
(S1pe4) R.I. 1U 

T.RABSIATiaf ... ..Qea: ibe presideat 4e- it a4T1Able that 
you shotlld be oiMiraed vitb the a111taryc:perat1au ca both baDks 
ot tbe M111. 1 ad tbat you. abould. ucleavor u pr~tl¥ u 
pos1ible to c:r01a tbat river with u larp a force u ._.,be 
pru4etq v1th4raWD tree your praea.t Dept. You will accord~ 
extelul YCMJ!. cc zm to tile eut bult of tbe Kiss., aDA .U. 
arrenpM"ts to brillg to thi ... id.e 1uch ot your prea•t farce 
u you ay de• be•t. 

I aa aoat re1pecttul.q JCN.r obed.ieDt aerY&Dt. 

'lbere are certaill c~t• to be JUde CD the foresoiD& •••ace•· ID tba 

finst place, aote tllat 1D tbe fir1t •••aae certatq. vorcla are lett u•••Upbere4J 

1D tbe •ecca4 place, ill both the tirat aDd 1ec011d. •••aa•, tbe cipber• reta1D 

aDd clear}¥ sbov the la&tha ot the wards vbic:h bave beea a.cipberad. Both ot 

these faulty practicea areatq veaka tbe security ot Ciphers because they 

leave good clues to tbeir ccmteata &Del cu eaai)¥ re1ul.t 1D tacUitatiD& aolutiOD 

of the ••aagea. We lalov tcdq tbat cipher Mlaegee mat leave ll0t.b.111g 1a tbe 

clear. IYen tbe addre1s aDd the •18Dature, the date, tillll &114 place of or1&1D1 

etc., should if poa11ble be biddeaJ aac1 the cipher text abwld be 1D cc.plateq 

regular grwp1.ap, :first, ao aa aot to disclose tbe leDgtbs of the plaiD-text 

worda, 8114 secelld, to prcaote accuracy 1D traasaiaa1CD 8114 recept1cra. 

So far u s:1 atudie• have gcae, I bave Dot fOUDd a a1JI&].e exa~~ple of a 

CODfederate Vtsenm cipher W.ich ahowa aeitber of these two fatal we&Jme••••· 
Tb.e aecODCl of tl:le two exaii.Ple& 11 the CD]¥ case I bave fewld Sa wb.ich there are 

ao UDeDC 1phere4 words ill tbe text of the •••as•. ADd the caq exaaple I bave 
a 

be&D able to t1D4 1D which word leD~ are not ahOWD (aave tor ODe vorcl) 11 1D 

the case of the followiD& ••ease. 
Vicuburg, Dee. 26, 1862. 

GER. J .& • JOlUISTO!I, JACIBOR: 
I prefer oaavvr, it baa refereace to xhv,kJqcbttabpzelrevs~k 

to prevent aauzeyuwatpJY at tbat poillt, raaelpapnlvtzfautlilult 
lbit.aa1gta-.lfgccaJ4. 

(S1&M4) J. C. .PIMBJRI(JI 
Lt. Cell. ca.~a. 
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eaabl.ecl our ..a PlUII to t1D4 tM ay u4 aolft tbe •••ace. It took ecae tillf, 

howver, IID4 the at017 1a worth teu&a. 

Accori1D& to PlUJJ, the toreco1D& cipher •••aae vu the vert tint cae 

cAptured b7 U8lll'C o.peratara, ~ it vas obtailaed 4lD"i118 the otJiep ot VicbblP'a, 

which aurreDdered CD a. Juq l.B63. Bllt aote the date ot the •••aae• 26 ])ecellber 

1862. What waa done with the captured •••age clur1q the aOilt'ba fraa tbe eD4 of 

Decaiber 1.862 to ~ lt63t Appareatq Doth ill&. Bere 18 vbat Pl• reporta: 

~t etforte Gelleral Graat cauae4 to f. ma4e to l;IID"avel thie ••aaae 1 
we lmov Dot. It waa Dot wrtil October, 1864., tha't it aDd others o- 1Dto 
the tumaa ot tbe telep-a~ cipberer• 1 at Jlew Orleau, for traDil&ticm •••• 

Tbe lew Orlaaa oper~~~ Vho worke4 out thi8 Jre7 (Mimcbeater Blutt) 
were aided by the PeabertCil dpher aD4 tlw oriailaal telesr•, which vu 
tCIUIId •cas that paeral' a paper•, after the sUl"''Wader ot Vicbburg; alao 
by the tollov1Bg cipher d.iepatcb1 u4 aae other. 

Plwa gives tbe •ssasea iDYolfttl, tbair aolutica, ad the ke;ya, tbe latter 

beiDa the three c 1ted above. It woul4 ••• that it the captured Pellbertou 

•••ap bad bea brouaht to Geaeral Graa:at 'a atteDticm aa4 he 414 DothtDg abwt 

it, be wu aot DlCh iDterested 1D illteUipllCe. Secc:edq, the aoblt10D o~ the 

PeabertaEL •••aae aD4 the cae •••aae with ita plaiB text (tba Pellberta:l •••aae) 
&D4 tvo •••ape DO\ CDq with 1Dteraparce4 plaiD-text vortla but also vith apacee 

1 
shav1D& word leD&ths· But Pl.ua cloea Dot 11:dcate hov lema it took for solutice. 

Note that he MrelJ aays that the •••ace• c- illto tbe haD4a ot tbe telegraph 

c 1pb.erers in October 1864; ~be 4oea "ot teU vbeD aolutiaD vae reached. 

lD the varioua accCUD.ta ot these Ccmte4erate cipher• there u c:De 8114 ClDly' 

one vr1tter wbo Ekes a deta1JH ca.mt CD the two fatal practioea 'to wll1cb I 

refer. A certain Dr. Cbarlea E. Ta7lor, a CaatecJerate veteraD (iD an article 

eatitlad "The SigDal and Secret Service ot tbe Ccate4erate States", published 111 

tbe Ccmte4erate Veteran, Vol. XL, Aua-sept 1932), after &iviq u •XIIIIPle or 

euciphe~t aocord1D& to tb.• "court cipher" ••1111 

It bardly ueda to be said tbat the 41via1CD betw• tbe wor4s of the 
oriaiDal •••aae as sivea abOYe vas Dot reta1De4 1D the cipbar. li"ber the 
letters were I'Uil taptber ccatilluowaly or breW 1 u if tor vor4a, nre 
.ade at r&lldaa. Ulatl!' the folly of tbe •tha4 vu reveala4 by experinae 1 

0111¥ a tev apecial vord.a 1a a •••ase were put mto cipb.er, while tbe re•t 
vas sat 1D plaiD l.ua"ll&P· 'Dais •• I tll1Dk it ay be aaid tbat it wu 
iapoaaible for well preparect oipher to be correctq J"ee4 by uy mae wb.o 414 
not Jmov tbe ay-vard. Sc-.tmea, 1Dttact, we cex&l4 Rot decipher our on •••aae• when tbe;r c- OYer teleii'•Ph virea. Aa tbe a,peratara bad. ao 
•miD& to guide thea, letter• easiq bee- cbllllp4 ud particae, at leut, 
of -.aapa reDIIered urmean1Dal1' (ate) tbereby. 
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Fraaklt, I dee 't belieYe Dr. Taf'lor 'a c~ta are to be takea u ct&ar­

acteriaiD& tbe practices tllat wre uaual.q tollOIA!d.. lo other ex-sip&~ wbo 

baa vrittu al'IOilt tbe cipbera uaed 'b,- tu Cc;atederate Sipal Corps -.tea auch 

obaenatiCIDI aD4 I thillk ve 818t aillpl7 41acfND't what Dr. '1'&7l.ar says ill tllis reprd. 

It woul4 certaill~ be sa uuvarraate4 eXS~Pr&tica to Ia¥ tbat the two 

wakr.aeaaea 1D tile Caate4erate CJ7Pt08)'8tea coet tlle CClDte4erll07 tbe V1ctQl'7 ~or 

aich it touNb.t so a1ghtil.J, but I do feel warraate4 at ttda .-.t 1a aytD& 

that fUrther research ay well abow that certaia bettles &D4 ca.paipa were loat 

becaue of 1DIIecure crypto-c~icat1CII8• 

A tev acaeata aao I aa14 that, save tor aa except.ioza. or two, there vu 1a 

tbe Ccate4eracy cme aDd ~ 01le crwtoa;vatea to sene tbe aee4 for secure tacti­

cal as well u atrategic cc.8QI\1Cattcaa. Olle of tbeae except leu ccacenaecl the 

c1pllar uaecl by Geaeral Beaureprcl after the battle of Skiloh (8 April 1.862). 'Dlia 

cipber wu pureq IICXloalpbabetiC 1a aature 8.114 vu 4ilcazocled aa aoca u tlae official 

dpher a,at• vaa preacr1be4 1D AlexaDier'a II&IWal. It 11 11ltereat1ag to Dote that 

tha vu 4c:ae after the 4eciplaereC •saqe c- to tl:le attel&tiaa of Ccafenrate 

authorities 1D RS.cbacDd. via a 11orthera aevapaper: It 1a &lao iatereat:lllg to aote 

tbat the J'e4eral War Departaent bad be&UD us1D& the rou.te cipher u the oft'icial. 

a:yetea for USIITC •••ase• ftrJ prC8,Ptl,J atter the CMtbreak ot war, vtaereaa aot 

wtil 1.862 414 the Ctmf'e4erate States War Depa.rt.at prepare u otf101al crJPtO• 

aratea, aad tbeD it 114opte4 the "cCNrt cipher". 

The otber excepticz 1Dvolve4 a •11t• ued at least cace betare tb.e official 

IJSt• wu a4opte4 aDd it vas so d.utereat trca tbe lAtter tbat it ahO\lld. be 

.-ntiCDed. OA 26 March lB62, tba Caa.teclerate States PruideDt, Jetteraca Davu, 

set GeDeral Johutca by QeCial •••eaaer a 41ctiaD&I7, with t11e 1'ollovizl8 accca­

~UIS 1Datru.ct1aa'* 

I seD4 you a 41ct1aaar,y of which I ban t1ae 4\lplicate, so that 7rAl aay 
c~icate with ae by cipher, telegrapbic or vr1ttea, u toUowl: rust 
&1ve tbe pap b7 ita DllberJ aecCDI tbe colu. bJ' tbe latter L, M or R, as 
it ~ 'be, 1A the left•baD4 1 a1d4le 1 01' riabt•bUd CO~J th1r41 tbe DUll• 
ber ot ttae vorcl fA 'tile co~, couat111g trca tb.e top. Tlaua, tbe vorl. 
3\metica wat.al4 be 4eaipate4 b7 1Jt6, ~. 20. 

The toreaOilll u yo&l ao 40Gbt have alaa47 realiu4, is cu ot the t;vpes ot 

cryptoayaW. uecl bJ' both aides 4v1D& the Mertou levol\JtiC~D&ZT Perio4 al.lloet 

a cctv:r,- before, except tbat 1A thia case the 41ct1ca&r7 bad. three col\Bu to 

the pap iUtead. ot two. I --.•t tried to t1114 tba 4tot1CIW7 but 1t shoul4D't 

take lcaa to locate 1t, siJice the cole equ1valeat of the word. ".1uact1ca" •• 

*Battles an4 Leaders ot tbe CivU War, lev Yorks Tbe CeatUJ7 Co., 1.8811., Vol./ 
p. 581. 

I 
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give: JA6, L, 20. Moreover, ther. 1a exta:at at leaat one tairlJ lcmg .u:~a~e 1 

vitb ita decode. Hov ~ other •••ace• there •Y be 1D Natit~~al Archives I 

dOll' t 1m ow. 

Cc:.iDg bact aov to t'be "court cipher 1 " 70U will probably t1ncl it JU.st as 

har4 to believe, u I t1:D4 it, that accordiDg to all accOWlta three ud cal.7 

three 0,.. vere used by the CaDte4eratea durmg tbe three aD4 a halt ,_ara ot 

warfare tr~ .l.B62 to aid-1865. It 1a true tbat Soutbern sipat.D ate MatiCD 

ot frequent cb.aaga 111 key but ODq the toUOifi.Da three are apecit1c~ cited: 

l) CCICPLETE VICTORY 2) MAKCHISTER BLUFF 3) C<JE RETRIBUTICIJ. 

It aeeaa that aU were uae4 OCDCurreat]¥. Tbere Mo7 bave beeD a fourth key 1 

III GOD WE TRlET, but I have ana it c:al7 once, &ll4 that 1a 1n a book expla1Jl1ag 

the "aourt cipher". lfote tbat each or the tbree keya liate4 abore couiata or 

exact~ 15 lettera, but vby thia lqth :wu choaea ia not c.l.Mr. Had the rule 

ben to .U tbe cipher ... aaaea cGGtatn ~ 5-letter IP"OU.P& 1 the explaDatiCD 

voul4 be eu7: 15 ia a .Utiple or 5 all4 tb.ia w01ll4 be ot practical valua 1D 

checkiDg the cryptosrapb.ic Wat'k. But, as U. beea clearl7 atated, clispiaiq 

word leJI&tha vaa appareatly 1\ot tbe practice eva 1t it vu preacribed, so that 

there vu ao adY&Dtage 1D chooaia& D11 vlltob. cCGtaia a .W.tiple ot 5 letters. 

' ADA, by the way, 4oean't the k.e7 C()Mg RETRIBUTIOK sow:ad ratlaer c.inous to you 
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8ooD.a" ~ later a Com"eaerat& a.iptl otf1eer .. bour14 to eo. up With 

& 4eTice to sim;plltr c~ Q)ti&t.iou, M4 a ...s.t t\n1.8a4 D;r a c.pta1n 

Wi111u •. Jarillr • rae4 to ...t tAt lw.cl. JCye:r' • .!!!mfi theN 1• a pi.etw:e 

ot OM tom ot the 44tv1ee, lhc:ra ba11t ill liS. lS • I don't 1:hiak 1 t J:aeeella:.t7 

to explain boY it -.:>r1184, 'far it it alllolt Hlt .. 'd.det. Seve~ ot these 

&nice a WH cqt\U"ed 4ur1n,a the w.r, OM of the ~ uaooa tbe 1 teas 1n the 

'JSA Jl1.leua (Iii. ~). lklt hiiX'6' • a ~, 1'11· U, ot tbe au rCNDd. in 

the ottiee ot Conh4en.te Beczoetar;r Q1f St&t. ~ P. leujsm.iA e.tt.r the capture 

ot BielDl'ad • 

OUilllt WflCI 7:l.g. 1.5 

lbv ~ ~ tbeee deTicea WJ"e iD ~ or ute: is \11l.kDoe, tor tlleir 

coutruc::Ua111U m 1DUY14lual •t~q it •• DOt~ item of 1"&f5Ul,ar 

Ill practical.q e'YQ7 ~ o-L the code a and cipbft• ot tblt Civil War 

you will tiD4 reterec:ea to e1:pMra UMd 'by Contederate MCret Mrrtce aemte 

engaged in espio!.ae in tM ~rtll u wll u 1Ja Cua4a. In }IU'ticUlar much 

attentioa 1a gt.wn to a •t or letters 1D cipller Wlieh wre illtercepM<t by the 

lev York City Polttalter auctlidch wre :tnvolwd. 1a a plot to pri:At Coutedan.te 

currene;y an4 ~. lb:h adD ,.. .a about 1oM 80l.ut1oo. ot tbe.e dphera by 

cipba' ope1-&ton ot tba Ullr.fC in Wub.1Jtctoa ud the conMqUI!mt brMld.ng v;p ot the 

plot • !ut l von • t rP into tbe.. c1»ben tor tvo JWJK)Jl8. J'irst, 1l1:la al.pbabets 

wre all ot the •illpl.e ~bet.io ~, a total of l1x &ltq.tbar bei.D&' Uaed. 

Btnc. they wre ~ ot ~·~ a 41tf'exeat •rie"'s f'or Hell al}iaabet, 1t \IU 

poaaiba to oz z He a Cli»bu ~ b.T jU~pina tro. eD1l lft'iea to u.other vitbout 

~ exterlW. iDd.ieation ot the ~~hit\. 1bwner, .,:>oct .,.up\ aa4 a bit ot 

p&tienee ¥11"& ell t.Aat w.a ~tar toluU<». in thi• cue 'becaalM at tbe 

iJ::I.ept tamer 1A *ieh the 11•tea vu \ttd.l Woa 1101"4, eOMt~• Mveral 

~taive wrda ~ 'Ware encipherel. 1q th• ._ eJ.Pwl>et. :But the Mcon4 reuon 

tor '1rJ' not fPiD& into the stoq 1• that 'II¥ eoU MC'• Mw1n c. Filhal., .,_ I 'Ye 

..ticaed before, 1Ju 4CD& ~ J"eteaz'U IID'X1C tbe ncol"da in our Katiooal 

Archiefts dealina Yith thia e&ft url!ae baa to=4 .,_thi.D.& lddcla 1• ot gea.t 

ateren end "'Cb1c!l I teel. bo\m4 to la:ve ~ h1lll to tell at ~ tuture ta., 

aa that ia hi a ~, DOt 111M. 
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they ¥~We :pnc:tieallJr all. baMcl\lfOD .t,.t. trlf)l"tt()A]pbebetiG dpben, or TU'iat1oat 

tbereot, u tor inataooe, 1llml -.a 1IOl"U were mw1~ 'to' tbe ._alphabet. 

1fbere 1s platy ot ev:t&mce that ~te aiplam ~ 8:)l'e or leu zoe&Ql,arly 

re.4tns mil 10lv1Da tboae aipal•. ll:&at oen be 11&11. Qog,t tlle secruriv ot tb$ 

l"O~ cipbera UM4 lt,y tMlDft'C tor atratq;Le or hif;be'= rnd ctnPadaat1c:c• in tbe 

sone ot tM interior? It baa~ 'beleu 1124ic&ted that, acco:rdiD& to aeCO\lllt1 

07 ex·tJSiri.'C ~~~n, INCh ~itMr'a wre ~the ~to Qll&billtie• or 
~t. ~at•, lNrt oa:n • rea.l.ly believe that tade _. truet Ooaa14er1Jla 

the IIU!plicity ot tl»ae rautA eiphua and the tiDdov.bted inteu.atual. ~1tiet 

ot ~ oftice:ra C¥1 ~era, W;q shoQ14 ...... , in theM qlt4u ht.'ft 

reaiated c:ey:pt&nal.ytie attackf Ill J11a:1;Y euea the ..-ra1 hhjftt •tter ot a 

m..-.. W. p!lil&p• & nuaaber ot ~Uic iteu ot ~tioo coa1cl be ~ted 

by quick 1U,pecti011 ot the • .._. ~, U it are zaot tor tbe eo-o-1 '*' 
"arbi trarlet"' the paeral. ._.. ot the ., .... eoul4 be t'ouD4 117 & tw llimttee 

wrk, ·~ the basic s,ynea -.wt U.w 'been :lrnowD. tb.rQ\1atl tbe ~ture ot cipher 

boob, a tact .nt1CIDI4 NYU'&). U.a in t:t:. U terature • C&pto\l:re of but oae 

book (t.ha7,.... all~ al.U:a) liOUl4..,. UAI. ~te •1 .. 1Ma exactly 

hov tbe .,-at- ~ksd. an4 thia110Ul4 -~ 11• aw:r tM bUic eeezet o! tbt 

au;per-11n& book. Bo w 1IZU8t ,.. tbat W.te'ftl' c1apft o.t }tt'Otecrtiosa the• route 

eipbera ..U01"4ed, ••-.. aeourity 4epe4ed al.wMt llltirel)" upJil tb!r male ot 

.. arb1trari&t11 actually 'Uid in l'l'*ltiee. .A hT.f..ev or wch • ...,.. aa an &'V'&il&Ole 

a.taow ~ 41.ftrsenc1•• in tM UN o~ "arb1trviea". I:n fZq eYmt tbe !l\lllbe:r 

w:tuell,. pruent in theM boolta mat haft tallen tar Jb:)rt Ot 1;be DWber needed 

to c:t-.e tM real pt"01;ect1on that a wU-e~te4 ~MD ai'ft· !iDa tt 

8IMIIIJ to - that the appl1.cation o-r u.u.,. 1AW.ll1pnce, 1d.tll l<:.t p.t,!eH, llluNl4 

ha-ve been. wtf'1.ciftt to 101..,. oaaa ........ -or 10 tt 'IOU14 be qu:tte 1.o11n1 

to u-. bt N!h u autDI;Pt1on 1• wll w.n:ute4 11 reMt 1T ~. 

It-.., eur1~ con&", at about tail point in prep&:tin& th11 a.ture 

tbat rq trandi!Dd coll•p ot rq JrSA 4ap, Mt> .. Wn c. J'i.ael, pw a ~ 

tht ri&bt aten&l tor such .. 6M!Utrat1on. In~ ~ 1960, •. J'1Jbal had 

si"f'8n Mr. Jtdlllp lh-idpa, 1lbo 1• a1.ao a ~r r4 liU. D.4 'lbo kMw DOtb.1na about 

tbe route ei.»)::err ot tla USIClC, tM toll.oYin& autbctic ...... MJrt. aD l ~ 1863 

tv Oenenl o.cr .. <1. KDe.de, at !la.rr11b\ara, Juns;rl.~a, to OIIDe:rd. eo-b. at lfuh1Dgton1 

(Me ..... to be tum.i*-4) Jb. 11 
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It took Mr. BM.d&D• <mq a tev ballra, tiw or lix1 to mlft the ~~ 

8114 he biDde4 t.a. toUow1J1S :pla'a-text to Mr. rt.abel.: 

~· been it • • . "llulla" 
Por JaHoo. I lb&l1 t.:r7 ad get to 7011 ,. ~~~ ~ a 
rel1•"'• gentl-· -.t ._ ltCOUts 1llbQ ue ~ vith a 
ccust:ry you wilh to mow t4. Bebeb w.a w;r !law all CODCCtrate4 
1a 4irect101l ot ~ ID4 Chsdc•burc· I ocwp;y carut~Ja. 
SSCM4 Optie~ c:JrMt battlA wry toea.. tree .0 cla&l. "llall.a" 

TtMt fcnFi- t10luticc is eon"Nt1 save tor ooe ~error~ 

"'DKiwlt" is DOt a lfnull" llut a JaUoator for t.a. d'wn-10Da or the .at:r1x 8D4 

t.:t:w route. "!ar801111 and "~" are ~ l1aL1ec aDd I 1•11• that Mr-. lr1..cJaaa 

reolP1rA4 tA. u sueh but, cd cour•, he hal ao w;,r ot iuterpnt1DC ~ ucwpt 

pe%'!la;ps bT •lriDC a earet\11 ltal,r ~ tba nata u4 ~ iJnol.wd 1D tbe 

'.-l'aa actu., a ~he --·t M.)led \JpOD to ~. 

!he 1\u-.o:tng • .._. _. acq+ered by Ci.Pier lbok Bo. 12, 1A ~the 

tael1cator 'lKIUS 1);18Cifiea a "••-. ot lO UDea 81114 5 col.,,.,ff. 1be route ._. 

quite a111p]# a.D4 atra:4shttoxwil'4: "Ik:Na tbl! 1st {coltwo), vp tile 3Z'd.J 4mc tha 

2114; u;p the 5th dow the a.t~a." 

It ia owtou that in tb1a .,..,..,. the abMiice ot ~ "arbitl"U'1.ea, " ..sa 

~ a rel.ati...:q eaq -"-'"· ll».t Ill". Br14pa 1DI1l4 t..w bee a1Wt to 

4o Y.f.th t1w ~ w. t~~en bee 1WI.Y t:Sr ~ ta ~t1cal.. hl!&lac bT 

hi a wrlalheeta, it • 9'7 t to • that Jll:o. lr:t.dpa 414 ~ lW!l S M "'-l he wa 

aolviJtc the ••-ae tbat a ~an matrix-.. 1Jnolwd; ud 011 Q.lalltioaiDs 

h.iJI. ca tbia point hia ..-r,.. in the Depti.-. Dt ~JtH4 th11 ODlT later. 

A ld.Dar·4:r-. in tbe tortw.a o~ 111Jor a..nl. D. C. llwU, C1D1t ot 'tbe hi6b 

c<W 1 "den ~ tbl .P'e4ftal Artq, ia quatq cad. ter.J.y outJ..iDec1 in two ~ 

tele;rao. 1be t1:ret oraa, -.rt ca 29 Sept. l.B6e, traa Loa1n1l.1e ,ll'alltucq, ,.. 

1n OM or t» usee cipbu' boo.U, ..t 'Wil8 ext.an&l.ly e!S4ru.ed to ColoDel. .AuoD 

stapr, -- ot tbe tDIJ.IC, ~ tbe 1aternal &Atl•••• .. MaJor Oalr&l. Jl. w. lfalleck, 

''OeDeral·iD-Cilie~ [Ot:fl" l'ft~ 4q "Chiat ot Stan" J .. !be •• ...,,.. exterDa1ly 

si&r*\ b7 WUlta H- Ikallt, ..U'• cipher operator, but the - or tl:wJ actual 

MDdar, bll, -.. 1D4icate4 ~· &t.re'a tM ~: 

COIIIIKL Ali'S\fi mwam, ~: 
Austria nait I ia a.r to requir1Dc 01:61ra rature bllaaM. 

tor ,our 1natcrt C' tr' tm:JMICl and~ aD4 rOQib loold..Dc 
f\lrther aball fQrtbuo tile..._.._, me ot oc-.llptat.r polatr tRDtt 
I tblt to I cC!Wie!!d obe41..,. repair 01'61ra ..Sok\T pret;ty. 
lnd1!!Qq)Ol.ia your h1:a iMJOO:ltl1~ JQ' tourt1a JWet'N4 1862 ww""ed 
n1D& ha.Ye twnty turn baw to to to al....::wr4 ltut7· 
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!:Mber ~ 11 ve ;yow& tt:. .P.\a11l•tat t:4 W• - .... , Jedlllpl )'OU wo.14 lUit 

to w:>rk it out tor JOilr-.1.,.., n.r with tile ~em ~·w ~ received. 

tbl aolutioll ~4 DOt be cUttiC\1lt. 2be ••-. coa'tallla oae error, llbieh •• 

made 1n ita orii1Dal prepa;ration: one wa-d •• 01111 tted. 

b eeeoDd telegrat&, ~ one d.,- later, ,.. al..lo rrca Major General bll, 

to Major General U.Ueck, but it •• in ClOtber c1}iler book-appe:rent]T the two 

books !n-.olved-... uH4 ~· Here it ill 

(ll(ll(ll 0. IIQJWU), lluh1.rcttm: 
BI&UJ,ara ordered of rq to public out ~ rece.1 wd J.862 

apo11A4 thirty I di..,.tch .:~v'l ot conti.ma of beat otMnrtM WJ'St 
Anbia JIG" eo 1 M 41~ dJ.tt7 at 7q laat fo7 UDcolll kptember 
per1ocl ~ f'J'Oa MnM llaaU &ltiea the untU ~ abUity to the I a 
twJDYal ~ .Maa heralA tri'bu:H ... 

AltJ before, I Y1U &iw JOU the a.pportuait7 to IOl'ft this ••nee tor 

youraelves. (At the~ ot the nut leetur.t I aba1l p.reeent the pl.a1n­

text of both ..... 0) 

11ext 70U Me a photograph ot an illlport.nt •• ._ *ioh )'VU ~ villh to 

10lw yourae.U'. I~ ,.. aent 'b7 Prendut JettenoD I&Tia to Olmeral. .Jatm.ston, 

on a wr.r 11go1t1cant date, U April ~. J'ort eue 1a V01'td.:Da 011 1 t I Sift 

also a tftUCZ'ipt1011, since the pbotognph 11 ft17 oldt .d in :poor Rate. I 

l»lieve that th1• u.asaae 4oe:a DOt eppu.r 1n vrr or the accounts I've NIUl. 

Pic· 18 

'1'o rttturn to J. w. Jaoown, ~ I'• .nt1CI184 before &124 'Who gives ua IW)Bt 

or 11bat little .auDd ~tioa there is about tM Cl'7Ptan•lyt1c succe••• ot 

both atdel.. J'irst, let•a Me -.t the tm1.cm ~&M)JMI'l could 4o with rebel 

ci~s. Blr& are 10111 ••taeta he IUaa (Jt. 21.4)' 

~ fir.t dee1}iler:f.Dg r4 • rebel ei.p&l coda ot llbich I 
find any record w.e that JIIIAe b,- CI.Pt. J. 8. Bill and Capt. R. A. 
'l'a¥lor, reported Kov. 25, l86Q. 7our daiY• later, MtJ • N.Yer YI'Ote 
to Capt. Cuabing, Chie:r SigDal otfteer, km:f o-r the ~' 
not to :pendt it to beca. public: "tbat • t:nnlllate the ldpel 
•a._a ot the rebel. &nt\Y" • 
.AprU 9, 1863, Capt. f1sbar, uev hl.aouth, reported tll&t ODe ot hia officer• 
bad ru4 a rebel. ••laP llh1oh ]II'Owcl that the re~ ~ ill :po.tMaa1oa of 

our code. 'l'he DeXt - he -.. into!WN that the rebel OD4e talatR ( :r.n.) a 
rebel aipal. otttcer waa 14est1c&L 'With one ta1ran preY!louaq at Yorktom. 

Be received. traa Maj. l(yer tbe follDving ordera: 

•A eurioue co1De1AeDce--or wa it a :tortuf.tou f'tn'e8ba4ov1Dc ot a ewnt tv 1D. 
the tuture'l•-ctm. be Hen in the nquace ot 11M lut t.o 110rb ot tbe cipher 
text. !he ••sage ia dated. ~r 30, 186e; tbe In York ~dad the 
:lev l'arit ~bune cCIIIlbiMd to .a the JJev '!Ol"k ~b\me oc. Jlaroh 19, 1~ 
6Q ,are later~ 
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"leDcl oftr your .llasa, t:raa tbl to tu.t, ....... lllbloh, ~ 
it 1• 1a the ~ or \M ...., to IMl:Paer tua, Y.l11 ,..... 
thMl to ~ .... - ..-ot 8ft ...,. clAw to tbl1r 11 ........ 

"a.A a1.o ooeaatt«-117 ••••ce• ...._, ill reteNDte t.o t•c:tiWR7 
Jlilit&17 aoftMJltJ, u f't>r iJlltance,--"!!ae 81xth Cor»* ia oi"Ure4 to 
reiDtoroe JGI;re• at YarktOWD." 

lbloub~, what w l:aaft here ue reterenn1 to the poenl. oipber qat. 

UM4 b;y the Conhderatea 1D their elecrtr1c~ co micatiou, tor note 

the n;praaa101l "IJead Oftr ;your 1.1Dia1" • Thia ocna1.4 ~ ft1\tr to naual. 

e,._mtcat1cma. Bare w alao have 'ftrT ear]¥ iJlnaDcu, 1D tel.esra»hic 

COIIIJ.mieationa, ot 1d:lat w call cowr cd deaept10!l, i.e., apl.oJ1q certain 

rulel to tl"T to hic!a the taet that etMIIV liptll ~be read., .a. to tl7 to 

4eoe1w h1a bT HD4'DI lplrloua .. .._. tor b1a to rewt; hoptna the fraud 

Vill. DOt be &.teoted. 

Brown' • accomst ~ UAion o~ic nacea.aaa coatimJH (1'. 215): 

ID October, 18631 (!Qt. llltrrU!a :JU"ty dea1',Jibuel.. a oodl, aD4 
ill •OVIE.Ier of tb.e ._ .,._ Capt. 2hicltna fiiMl OaF. ~ 
dee1)1bera4 uotbar ia Vl.rstaia· 

Lieut. Bowpte aat U.etR. Jlook, 1n MILl'ch, l8Q, daoiphere4 
a code 1D the V.Pel"'l J.m:r, ai at tbe ...- tt. Lint. JJarmer tCNDd 
oue at Al•u:adria, V1rc;1D1a. 

Capt. :hul. Babcock, Jr .. , tb.-. Chief li.,.:J OftioeJ', ~t 
ot the eu.berlaDA, 1n a letter 4ata4 Obat'tllaoCtlla, ~ ... , .-n1 
26, lBQ, tnmatttiDc a CO'J1T ot tba rebel 11.-,1 ooa., 11p1 

capt. Cole aD4 L1MI.t. Bowpte, acttac SicxwJ. Gtftcers, 
OC4l\I.P7 & atation ot o._..m1eat10D ADA o'biU"V'&tion on Vhite 
0a1t Jl14p at tt....,.,., Ga •••• Qa '\he 1Gb\~. tM nbel• 
cbanp4 their co4e to tM ODe celoa«., u4 OD tbe .._ 4IQ" 
the abaft....utf.CDIId ot:tioera b7 uzatir1Jl& s-.1 a4 eDtJ'Cf ~ 
in t:taDilatiD& t..H an co4tt, 1114 the• offlcea haft 'bHC ewr 
aince reecJtq flftrt' - ... • MDt o?ft' tbe rebel l1aH. JluT ot 
these ...... Jaw ~tbed m\:IUle i.Jatomt.tS.. to tM -r&l. 
q.,...nA1DC ~· 

h toUow!D& ia &1Jo trca k<Ml (:p. 2T9) s 

About the firat ot ~ (~), 8eqt. Cal. TiD •• .U.UODI4 
at ~ Btrona, Oil Jbrria lJI1.M4, 1d. tb the M'RNl oo&t• bere'tofOft 
Wid by the nbels, tor the JUl"JJM ot l"'Mdina t.M .._, •• aipala 
it poasibl.e. Far DAI&r.l7 two web aotbJ.ni cou14 be -. out ot 
their •tsna1•, but b.T Jft'NftriDCJ. :tiD&ll7 ..... tra ill l.HI"Dmc 
t!Mtir codea. Me•..._• wre read b7 Jl1a troll 81aola lal.et, la'Mr7 
:.e, a4 J'ol"t ..Jolmeoa. Qaa. z. Q. Poater, wbo W u~ ooraanA 
ot the ~tot tM brth, J11;r 26th,_.., IIIC1l plaan41d.~ •rat· Colvi.Jl'a vorl:, that, 1D • letter tMII:1.reaM4 to am. Jal.laok, 
he ft4SQIB1!md.ed •that he lMt nw.rW. b,- pro.3tion to IJ.euttma't 1a 
tM 11c-1 Co~, Qr by a -.,.t a. 8'C1al. of boGol"." !hie Heaa­
MDbUon _. w~ actea u;pOD, "'N\1 tl1roqh eonpuaic:aal 
Cl4 offlcUl. Vl"'ZZI]ins Oftr IIII'POint.D.t• ill the Corpa, he ,.. not 
~alioned untU-. 13, 1.865, ll1a ccaaiutoe 4a'Uq t1'CII h'b. 1~, 
1865. 

(p-281) Dlr1D& tbt *>11th, Berst. Colvin lld48d acW.tiooal 
laurel• to the t'IIM Jae ha4 eamed aa a sueceaatul interpreter ot 
rebel lisaaJ.a. !be ...., Jla4 ...topted a new cipber ror the ti'IElU• 
ld.asion of ~t ....... , a1'l4 tba labor ot decipbll'ilte it 
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4e101,_ UJ011 tbe llft'8••to Contiaud atchfullleu P 1Ut aeeured 
the ~•1n4 ruul:~,..,. be_, '*'fiR able WI~-~ t,.,.. 
portaat 41~ ot t1la ~ tor * be6atit ot our 4H sa tate o 

· • 1Dt01"111&'Sion tiWa p1lael .. rz~ ot ~ veJ.;ae 1a ovr 
operatiou, aD4 the pecu1iuo abW 't7 .ai'DiW 'b7 the Hrp&ll1i led 
Gen. Joater ouce exe to l'eecwr sP4 hia )iJ'OBIC)tion. 

(l.-266) Abou.t the ._ time a a;peti ticm uoder Gen.. Potter 
,.. orptrhe4 to ut 1n can.1-..tiCD ld.tll tbe nav in the vicinit)r 
ot .U '• 111.7. L1eut. rtabar _. witll thia e<Jrrm4, a4 by ahl· 
tdntq ca-m1cat1fta lMitweo the l.u4 all u.val. fOrces ftcWtate4 
~the t~OIJ,JoiaeA ee.ticm ot the eOIIII&TJ4. ~ ewry -.u 
... ..,loy.d to mteroept rebel • ....._ •• lerp. Colv1n, aaaipe4 
to W• pertieular My, ru4 all tlle ••--• Yitbin ailbt, and. 
"tdlu tba e'VUla'tion of Cllat>l.eeton ,.. atenda.t \JIIOil by th8 ~, 
the ttrn notitieation ot tM Acrt .._ 1a tbia _,. betore there­
U.t W ~ eowmoe4. All ,. rnv4 tor COD.,ifti!Wa Mr'Vicea 
~re4 1D Wa ftJU1V, Capt. Marr1ll recGasDISecl tlat t.Ae 
Mr&eUt 'be a1l.ow4 a 84&1., hia seal, eMJ"D' Cl4 labor& tul.q 
-..rrat;f.q the haur. 

Attar tb.e oenpat1on ot Cllarleato»., oo 1 1t1o.at1on1 wu eatabliiiW 
by •1 pel • w1 tb. J'ort Strona, on lbrzia I11MA, J'orl .Jobnaon a4 ~· 
lalan4, libmt P'.l.MIIIlt, -.4 IQDM1~ 'a MUla o A l.1De _. &lao 
opene4 w1 th V. poal tien OC011J1e4 by tbe troop• on the lOuth 114e ot 
the .A.Ibl.ey ri ft1' • 

llith reaaz'd to Conte4erate rea4ia& ot tmioo 1'1aual •tcnal•, lk'o1fD ..-. 

the toUowiDS 9b8en&tiona of acma14erable mte:reat b.~): 
I 

!be ao.ol.ute aeo.u1v o~ u.iD& a cipr .._ a.,.nsnc m 
the preeence of tu ...,. -. ..._,nstratei 4ur1q theM autula wontha 
b7 the ..... witll cielt. tM l'Wbela r.e4 CAll" -·--·. 1'bJ.a led to the 
1N\11Da ot 8l1 a:r4er tbnt lkll ~ ...... llboul4 be -.\ in 
c1J)Iar. McDa • --.lt1~ ot •uaae• intere~ b;y the enn;r, the 
toUow1n& wre ~ at ~• ~ i.1lportMt t ... 

.Brow therw;xm e1tea 25 a1dh .,,....but. he 81ft• no 1al1cation whatever 

aa to the JIOUI'Ce troll whieh he olrta:Lne4 theM ua;plea or hov he kDeY t.he7 

bac1 be& intercepte4. !hq all ~ar w be taotioal. ••aap• Hnt ~ Y11U&l 
' 

ID acq ot the caeea oitet bJ' liro1ll'l it 1• d1tf'1cult to tell Vhf!tber 

Yi&·'WI& or ~tric tel.eerQb ....... vere involftdo Jut ill cme cue, 

(evac\l&ticm ot Charleston) it 1• petfeetl7 clear that Visual ••-.• 1fere 

in'Vol ve4, 1lbea .BroVD llaT8 that 8ct o Col v1n "real all tha ••uce• v1 thin si&bt. n 

JUrther Yith reprd to re'bel ~ic .ua• .. With Onion ....... ., 

:sro- b&s this to A:t (p .213) 1 

~ ~· o~ Ueut. frMk lfukDe, 81.-1 Otfieer at Cbeleaton~ 
ahov tb&t 4ur1D& tU ai ... ~ ot ....... wre unt hca ~ poat 
to a.oth*r, .uti rrc. ou.tpona to he.a4tar'ten.1 110at. ot Vhioh c.oul4 have 
been sent in DO ~ ,.,-, aut JI8DT wre ot cr-t i.JQortaaee to the 
Cont'ederate .wtllor1 tte•. 

U.ctUt. Markle _,... iba'\ lle rM4 Dear~ ewey ...... w MDt. Be 
vas tol'ftU'f18d ot our at 'beck on tM 18th ot J\117, 1863. Be a.&1a rqret• 
tul.l3, howwr., tb&t ~ eaftleaae•• ot tbe atatf otticen at 
bead.q1artertl it lea•4 CN.t \hat lale •• reading our • .._.. Our otf'1cera 
then bepn to UBe t!te cipMw tiJtk. X. ~ he 1ntercepte4 tlae tol.l.ow1ns 
•• ._, "lad. • a ~ ~ rebel coa. 1 tUately, it JOU have one in 
;your poaaelaiCIIl". & ~ etc .. d. h11 eocle. • • • A 11ttlQ later our 
oi't1cer1 used a- cipher "'lh1cl1 Ueut; .. ~koe &ql he vas utterl.Jr 'lM-bla 
to t.mrawl.. 
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It ia untortunate tb&t De1tber 14.wt. Jlarkoe, the Contl4erate ceyp~ .. 

nor Brown, tbe thion -1palJWD, tall ua ldlat 80J't or cipher this wa that 

c0Ul4n't be unr&ftUed. I U8\Dt that it-.. the _.r diak used properly, 

with a .kley phrase ot tome length and Y1 th euceesa1 'ftt lettera, not 'Whole V01'4s, 

beinS enciphered by woceas1ve lettera of the by. But W• 1a ouq u &a8\DI!Pt1on 

and ~ be entil"ely erroneous. 

In the toraoiDs citations at cr,ypt.anal~io euceee~ea it 11 a1&n1tic:ant to 

note, that visual mesaap• wre intercepted and read b7 bath aides; second, 

that Conte&trate telegraphie •• ..,..protected by' the Vtpmera ctpber wn 

read by Union perSODllel ~ IRlCh ••sase• wre intercepted; ad third, 

tbat t.JSMl'C tele81"f&pb. ••~e&e• protected by tba route cipher apparently inter­

cepted occasionally but Dever tolwd. later I Dll. _. SCM c:CIIIIItiDtl on 

thie laat ata~, but at -u. ..ant let ua DOte tb&t teehnicall¥ U. Visuere 

cipher 1e theoretic~ DlUOh lltJ.ooll&V than the route cl,Ur, ao that w bave 

here en interesting ai tu&t1Cil, Viz, the users ot a tecJmically 1Dter1or 

ceyptoayatem. 'W8H able to read enem;y massaae• protecrt4M1 by a techni~ 

rn.zperior one, but the uaer• or a technical.ly 8\tpftior er;yptoayat.em. wre not 

able to read ene~Q" me&S8811 protected by & teclmi~ interior one-a curiou 

situation indeed. 
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"Send over your lines, from time to time, messtmes which, if' 
it is in the power of' the enemy to decipher them, will lead 
them to believe that we cannot get any clew to the:f:r signals. " 

"Send also occasiona.ll.y messages untrue, in reference to 
imaginary military movements, as f'or instance, --"The Sixth 
Corps is ordered to reinforce Keyes at Yorktown' • " 

Undoubtedly, what we have here are references to the general. cipher 

system used by the Cpnf'eaerates in their electric-telegraph communications. 

Note the expression "Send over your lines". This could hardly refer to visual 

communications. Here we al.so have very early instances, in telegraphic 

. 
communications, of' what we callcover and deception, i.e., employing certain 

ruses to try to hide the fact that enemy signals could be read, and to try 

to deceive him by sending messages for him to read and be misled by undetected 

spurious messases. 

Brown's account continues: 

In October, 1863, Capt. Merrill's party deciphered a code, and 
in November of' the same ,ear Capt. Thickstun and Capt. Marston 
deciphered another in Virginia. 

Lieut. Bowgate and Lieut. Flook, in March, 1864, deciphered 
a code in the Western Army, and at the same time Lieut. Benner f'ound 
one at Ale:xandria, Virginia. 

Capt. Paul Babcock, Jr., then Chief SignaJ.. Officer, Department 
of the Cumberland, in a letter dated Chattanooga, Tennessee, April 
261 1864, transmitting a copy of' the rebel signal code, says: 

Capt. Cole and Lieut. Bowgate, acting Signal Officers, 
occupy a station of' camnunication and observation on White 
Oak Ridge at Rl.nggol.d, Ga.. • • • On the 22nd inst. the rebels 
changed their code to the one enclosed, and on the same day 
the above-mentioned officers by untiring zeal and energy succeeded 
in translating the new code, and these officers have been ever 
si:cce reading every message sent over the rebel lines. Many of' 
these messages have f'urnished valuable information to the general 
commanding department. 

Brown continues w1 th the following observations of' considerable interest: 

The absolute necessity of' using a cipher when signalling in 
the presence of' the enemy was demonstrated dmring these autumn months 
by the ease with 'Which the rebels read our messages. This led to the 
issuing of an order that all important messages should be sent in 
cipher. Among the multitude of' messages intercepted by the enemy, the 
following 1'rere same of' the more important. • • 

Brown thereupon ci tea 25 such messages but he gives no indication 
whatever as to the source from which he obtained these examples or how 
he knew they had been intercepted. They all appear to be tactical 
messages sent by visual signals. 

The following is also from Brown (p. 279): 

About the first of' June ( 1864) 1 Sergt. Colvin was stationed 
at Fort Stron, on Morris Island, with the several codes heretofore 
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used by the rebels 1 f'or the purpose of' reading the enemy's signals 
if' possible. For nearly two weeks nothing could be made out of' 
their signals, but by persevering he finally succeeded in learning 
thier codes. Messages were read by him f'ran Beach Inlet, Battery 
Bee, and Fort Jolmaon, Gen. J. G. Foster, who had assumed command 
of' the Department of' the South, May 26th1 was so much pleased with 
Sergt. Colvin's work1 that in a letter addressed to Gen. Balleck1 
he recommended "that he be rewarded by prqmotion to Lieutenant in 
the Signal Corps, or by a brevet or medal.lof' honor." This recom­
mendation was subsequently acted upon, but, through congressional 
and official wrangling over appointments in the Corps, he was not 
commissioned until May 131 1865, his commission dating f'ran Feb. 141 
1865. 

(p-281) During the month, Sergt. Colvin added additional 
laurels to the f'ame he had earned as a successful interpreter of' 
rebel signals. The enemy had adopted a new cipher :6Br the trans­
mission of' important messages,, and the labor of' deciphering it 
devolved upon the serseant. Continued watchfulness at last secured 
the desired result, and he was again able to translate the im­
portant d!l:spa.tches of' the enemy f'or the benefit of' our commandants. 
The inf'ormation thus gained was frequently of' special value in our 
operations, and the peculiar ability exhibited by the sergeant led 
Gen. Foster once more to recommend his promotion. 

(p-286) About the same time an expedition under Gen. Potter 
was organized to act in conjunction with the navy in the vicinity 
of' Bull' s Bay. Lieut. Fisher was w1 th this command, and by main­
taining communications between the land and naval forces facilitated 
greatly the conjoined action of' the command. Meanwhile every means 
was employed to intercept rebel messages. Sergt. Colvin, assigned 
to this particular duty1 read all the messages within sight, and 
when the evacuation of' Charleston was determined upon by the enemy, 
the first notification of' the f'act came in this way before the re­
treat had actual.1y camnenced. As a reward f'or conspicuous services 
rendered' in this capacity, Capt. Merrill recommended that the 
sergeant be allowed a medal, his zeal, energy and labors fully 
warranting the honor. 

After the occupation of' Charleston, communications was established 
by signals with Fort St~ on Morris Islar:J.d1 Fort Johnson and James 
Island, Mount Pleasant, and Steynmeyer's Mills. A line was also 
opened w1 th the position occupied by the troops on the south side of' 
the Ashley river. 

In many of' the cases cited by Brown it is dif'f'icult to tell whether 

wig-wag or electric telegraph messages were involved. But in one case, 

(evacuation of' Charleston) it is perfectly clear that visual messages were 

involved, when Brown says that Sgt. Colvin ''read all the messages within sight." 

Once before in this lecture it was mentioned that the visual signalmen 

of' each side were reading the visual signals of' the other side. This led to 

the use 1 by both sides 1 of' ciphers to protect the signals transmitted by the 

visual method. But in addition, discovery that Ccmf'ederate operators were 



REF ID:A62848 

intercepting messages by tapping the telegraph lines when possible (which, it 

is to be noted, certainly represents one of the earliest, if not indeed the very 

earliest instances of intercepting electrically-transmitted messages), let to 

the adoption of curious subterfuges to thwart such interception yielding good 

intelligence. The following account of an episode of this sort is taken from 

a book pUblished in 1907 entitled Lincoln in the Telegraph Office, by David H. 

Bates, one of the members of the Military Telegraph Coz:ps: 

During Burnside 'a Fredericksburg campaign in 1862, the War 
Department operators discovered indication of an interloper on the 
wire leading to ht.s headquarters at Acquia Creek. These indications 
consisted of an occasional irregul.ar opening and closing of the 
circuit and once in a while strange signals, which were evidently 
not made by any of our awn operators. It is proper to note that the 
characteristics of each Morse operator's sending are Just as 
pronounced as easily recognized as are the characteristics at ordinary 
handwriting, so that when a message is being transmitted over a wire, 
the identify of the sender may readily be known to any other operator 
w1 thin hearing who has ever worked w1 th the sender of such signals. 
/jere we have the earliest reference to what we nov call "Morse­
Qperator Identification ".J A somewhat similar means of personal 
identification occurs every day in the use of the telephone. jjfe must 
remember here that Bates was writing in 1907. Alexander Graham Bell 
invented the telephone li..1decade after the close of the Civil War.:] 

At the time referred to, therefore, we were certain that our 
wire had been tapped at an unguarded point. In same way or other 
the Ccmf'ederate learned that we suspected the presence on the wire, 
and he then disclosed to us the fact that he was from Lee's ar.my and 
had been on our wire for several days, and that 1 having learned all 
that he wanted to know, he was then about to cut and run. We gossiped 
with hd:m for a while and then ceased to hear his signals and knew, or 
believed, that he had gone. {jibat shall we say about the naivete of 
these early intercept operations and operators!7 

Meanwhile, we had taken measures to discover his whereabouts by 
sending out linemen to patrol the line; but his tracks were well concealed 
and it was only af'te:r the intruder had left that we found the place where 
our wire had been tapped. lie had made the secret connection by means 
of fine- silk-covered magnet wire, so-called, in such a manner as to 
conceal the Joint almost entirely. Meantime 1 Burnside 's operator was 
temporarily absent fran his post, and we were obliged to have recourse 
to a crude plan for concealing the text of telegrams to the Army of the 
Potanac 1 which we bad followed on other somewhat similar occasions when 
we believea the addressee or operator at the distant point (not provided 
with the cipher-key) was particularly keen and alert. Thi-s plan consisted 
primarily of sending the message backward, the individual words being 
misspelled and otherwise garbled. We had practiced on one or two dispatches 
to Brunside be£6re the Confederate operator was discovered to be on jihe wire, 
$Dd we were placed to get this prompt answer, couched also in the same out­
landish language, which was, however, intelligible to us a.t'ter a short study 
of the text in each case. The general and ourselves soon became quite expert 
in this home-made cipher game, as we all strove bard to clothe the dispatches 
in strange 1 uncOuth garb • 
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In order to deceive the Confederate operator, however, we sent 
to General Burnside a number of cipher-messages, easy of translation, 
and which contained all sorts of bogus info:nuation for the purpose 
of misleading the enemy. General Burnside of his operator at once 
sumised our purpose, and the general thereupon sent up in reply 
a lot .. of ''balderdash, 11 also calculated to deceive the uninitiated. 
ffiere we have an early instance of "cover and deception" in electrical 
COliiJIImications.J 

It was about th:ts time that the following specially important 
di~atch from LincOln was filed for transmission: 

November 25, 1862. 

MAJOR-GENERAL BURNSIDE, Acquia Creek, Va. : If' I should be in 
boat of'f Acquia Creek at dark to-morrow (Wednesday) evening, 
could you, without inconvenience, meet me and pass an hour or 
two with me. --A Lincoln. 

Although the Confederate operator had said good-by several days 
before the date of this message, we were not sure that he had 
actually left. We tmdertook therefore to put Lincoln's telegram in 
our hane-made cipher, so that if the foreign operator were still on 
our wire, the message might not be readily made out by the enemy. 
At the same time extra precautions were taken by the Washington authori­
ties to guard against any accident to the President while on the visit 
to General Burnside. No record is now found of the actual text of this 
cipher-dispatch, as finally prepared for transmission, but going back 
over it word f'or word, I believe the following is so nearly like it 
as to be called a true copy: 

Washington, D. C., 
November 25, 1862. 

BURNSIDE, Acquia Creek: Can Inn Ale me withe 2 oar our Ann pas 
Ann me flesh ends N. V. corn Icn out w1 th U cud Inn .heaven day 
nest Wed roe Moore Tom darkey hat Creek Why Hawk of abbott Inn 
B chewed I it.--Bates. 

By reading the above backward, obserV"ing the phonetics, and bearing 
in mind that flesh is the equivalent of meat, the real meaning is easily 
found. It cannot be said that this specimen exhibits especially clever 
work on the part of the War Department staff' 1 nor is it likely that the 
Confederate operator, if' he overheard its transmission, had much 
ilirouble in unra.ireling its meaning. As to this we can only conjecture. 

Burnside readily translated this cryptogram, if it may be 
dignified with so high-sounding a name, and replied in similar ·gibberish 
that he would meet Lincoln at the place and time specified. At this 
meeting on the steamer Baltimore was discussed the plan of a movement 
against Lee's intrenchments which was made three lreeks later, and which 
resulted in our army being repulsed with the loss of many thousands of' lives. 

Another special transposition of' this type was used in 1865 when 
Lincoln was staying at City Point and Richmond. After 6 April the route 
transposition ~iphers were no longer used for presidential dispatches • 
./jJid they continue to be used f'or military communications'l Plum states 
that "No. 4 and all other ciphers were discarded after 20 June 1865," 
but he goes on to say that No. 5 was sent to about 20 u.s. Military 
Telegraphers, so presumably that cipher book may have been used for a short 
time. Plum adds that the books were retained by these recipients "until 
they were discharged";] The reason f'or this abondoment of cipher is not 
clear: the operator may have felt that now that the war was believed 
practically over--Lee surendered three days later--cipher communications 
was less imperative. In any case, telegrams were sent in plain text thereaf'ter. 
ffi'ammmications security discipline became very lax, now that the war was oveiJ. 
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For an ~ortant message sent by Lincoln on 3 April a special type 
of cipher was used, clbsely resembling that to Burnside. The reason for 
the unusual encipherment was a desire to conceal the news fran cipher 
operators who might happen to see it while relaying it to Washington. 
The ruse resorted to was surprisingly simple: the order of the words 
was merely reversed and nonstandard spelling adopted~ The text is as 
follows: · 

City Point, Va., 8:30 A.M., April 31 1865. 

Tinker, War Department: A. Lincoln its in fune a in hymn to start 
I· amy treating there possible if of cut too foreard pushinS ils 
Be is so all Ricbmond aunt confide is Andy evacuated Petersburg 
reports Grant morning this Washington Secretary War. Beckwith 
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:1Dtercept1Dg •••aae• by tapp1ns the telesraph linea vhen possible (which, it . 
11 to be noted, certainl.7 repneenta one or the earlleat, 1t not indeed the very 

earlieat inataDcea ot 1ntercept1DS electric..Uy-tmuattted meaaasea), let to 

the adoption ot cur.Loua aubte~• to thwart auch interception ;yield1na good 

intellisence. !rhe f'ollowiDB account ot an episode ot tbia 10Z't 11 taken hal 

a book publ18hed in 1907 ent:ltled L1ncol.D in the Telepaph ott:lce, by Dsvicl H. 

Batea, one ot the memben ot tile M111t&J')' 'lelegzaph Corpa: 

During Burna14e '1 hederickaburg c8111p&1p 1n 1862, the War 
Dep&J"tmnt operato:re diacoveftd 1n41cat1on ot au interloper on the 
v1re leac11ng to hie headquarters at Acquta Creek. Theae 1n41cationt 
conaiated ot 1111 occu1onal 1 rragular opeJliDB and clo11Da ot the 
ci~u1t IID4 once in a wt~ atftwp aignal.a, which were evidently 
not made by any ot our cqm opea~. It 1• proper to note that the 
cban.ctel'ia'tica or each Morae operator's aendiDg ue 3uat u 
pronounced u easily ncop.iaed as are the cbaftctenatica ot oJ'dinary 
handVI'iting, ao that when a ••use is being tnnllllitted over a vin, 
the ident~ ot the sender ~ nadUy be lmcnm to any other open.tor 
within hearir.lg who haa ever woZ"ked with the aender ot euch aisoaJ.I. 
fjiere we have the earl:leat ~eftDce to 'Wb&t we nov call "Morae­
Operator Iclent:tt1cat:l.on ";} A aamevh&t e1m:tlar mean. at penonal 
1dent1ftcat1on occura ever, dq in the uae ot the telephone. ~e muat 
remeaiber heze that Jatea ,.. wit1DS in 1907. Alexander Gftbam Bell 
inveDted the telephcme e. decade after the cloM ot the CiVil War;} 

At the time zeterae to, thez-efore, we wel'e certain that our 
' wizoe had been tappe4 at an ~d point. In aaae way 07 other 

the Ccmteaerate l.e&med that we auapected the pzelleDCe on the w11'e1 
and he then d1acloeed to ua the tact that he w.a ti'CIIl Lee •a &l'Jq and 
had been on our 1d.ze t~ eeveal aa,., and 'that, haviDs 1eamec1 all 
that he wanted to mow, he •• then about to cut and run. We gossiped 
with him tor a while 11114 then cealed to hear hia a:f.ga&l.a and knew, or 
belieYed, that he ha4 acme· J!ibat .lhall we 8&7 about the naivete ot 
these early intercept; opeftt1ona and operatora YJ 

Me~mwh11e, we had taken JDeUUI'eS to d:f.acover hia vhen&bouta by 
aendins out linemen to J&trol the line; but h1a tracka -were well concealed 
Blld it vu ODl.y atter the :l."ltruder had le:f't that w tound the place where 
our wire be, been tapped. Be had lll8da the 1earet connection by meau 
ot fine ai.Lk-c.avel"ed -snet win, ao-call.ed, in auch a D8Diler u to 
conceal tlr.: j~1.Dt almoat ent:lftly. Meantime, Bumaide 'a operator waa 
~absent tram bia poat, an4 we weze obl:lpd to have ncOUJ'Ie 
to a crwle plan tor concealiDS the text of tele8JUJ8 to the Arrq ot the 
PotCIIIBC, which we had followed on other aCIDitWbat aSmilar occaaions when 
we believed the &ddreaaee or operator at the diatant point (not provided 
with the cipher-key) wu particularly keen and alert. This plan c01111111ted 
pr1mar1ly or aendi.Ds the me11qe back.wud, the ind1.vtdual woZ'da being 
mi.aapelled and otherviae p.rbled. We had praat:f.ced on ace or two diapatchea 
to Brunaide before the Confederate operator waa d:f.eOV"eftd to be on the vs.ze, 
and we vel'e placed to set 'thil praapt answer, couched alao 1n the aame out .. 
land:llh language, wh!ch wu, however, 1ntell1Sible to ua after a short atudy 
c4 the text in each cue. '.rhe general and ouraelvea aoon became quite expert 
1n thia haue-Dade cipher ,_.., as we &l.l atnwe ~ to clothe the diapatchea 
in atrange, uncouth gub. 

---
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In ozder 'to 4ece1Te the CoDtedeate open.tor, hcMtftr, ve lleD't 
to Genenl Buma1de a nlllber ot c:lpher-••uae•, eur ot t:renalatton, 
IIDd vbich conta1DeC1 &1.1 aorta ot boau& 1Dto~t1on tor the P\U'I)Oie 
ot mllead1Ds the tmeJV. Genel'Bl Buma1cle ot bia operator at once 
aum18ed OUI' purpoM, &Dd tb8 pa.e:nl. thereupcm Mnt up 1n raply 
a lot. ,of "balc2eJI'd.uh," &lao calculated to deceive the un1D1ti&ted. 
fjier:e w baTe an earl7 1Datance ot "cover and deception" 1n electrical 
ccammicatlona.J 

It wu about thl.s t1me tbat the tolloviDs apec1all7 import;aDt 
dispatch trca Lincoln .. t1le4 tor tn.Dald.aa1cm: 

Rovember 25, 1862. 

MAJOit-GIDRAL BURHSIDI, Acq,uia Cleek, Ya.: It I lhould be :1n 
boat on Acquia Czeek at dark to-aorrov (VeaiC!q) even1Ds, 
coulcl)'OU, without 1ncODYentenoe, •n • 1114 pua an hoUI' ol' 
two with •. -·A Ltuaoln. 

AlthouiJb 'the Ccmtedel'&'te operator hac1 aa1d S004-b7 aeve:ral. c1ayll 
beton the date ot Wa •••aae, w weze Dot wze tbat he had 
actl&ll.7 left. We undertook 'bftatoft to put Liucatn' 1 teleSNB 1n 
OUI' halle...ade cipher, 10 tha't tt the tonlp opeatozo wre atUl em 
our w:t.a, the ••A&W llf.sht not be nad117 .-de out b:r the eneJQ'. 
At tbe •- ts- e.xtza p:ft!Cautiou wze taken b7 tbe Vuhinaton authori­
ties to &uu4 aatinet &117 acc1deB to the President vhUe on the VSiit 
to GeDezoal Bui"D.atde. llo aaozd 11 nov found f4 the act1&1. text ot thia 
c1pher-d1apatch, u flnal' 7 Pftpand tor tftniDiiaaian, but go1Ds back 
over S.t wtm1 tor wom, I belieYe tM tollowtD& ia ao nearJ.7 like :lt 
u to be c&ll.ed a trua cow: 

VU~OD~ D. e., 
Oftili)t;r 25, 1862. 

BtJBlfSIJ8, Acqu:la Oftek: C8D Izm Ale • Vithtt 2 oar our Arm pu Q'l 

Am1 • flelh eD4I B. V. co:rn Inn out with U cu4 Inn heaveD 4&7 
neat Vecl roe ~ TCIIIl c1&J'ke7 hat Creek Wh7 lr&Yk t4 abbott Iml 
B chewed l it.--Batea. 

:87 nadiDs the above baclawald, obeewtq tile pbonetice, aD4 'bear1Ds 
in mind that tlelh 11 the eqUivalent ot •at, the real •anins ta eutl7 
tOUDd. lt caunot be Mid that this apec!IBn exh1b1ta eapec:t.al.l7 cleVer 
voJ'k on the )lU't ot the war ~t atat.t, DOl' :la it l1kel7 that the 
CODtedel'&te operator, 1t he aval"beazd ita tran1Dd.aa1on1 hacliiUCh 
trou1)1e 1n UDI"aVel1D& ita .antns. Aa to th1a w can cml.7 con.1ecture. 

Buna14e ft841l7 tftDal.&ted th11 cr,ypt;opaa, 1t S.t ~be 
di&Df.ftecl w1th eo h1Sh-aoUDCUug a ua., cut nplled 1D asmnar s1bbel'11h 
that he wuld IIIMt Lincoln at tile place and t:t. apec:lf:led. At thil 
aet1q OD the ate .. r Bal.tilm'e wa dtacuaed the plan ot a .,.._,at 
api,Dn Lee.. :ln'tftDOhlmltl 11hlch .. ..ae thne waeu later, and vhich 
reaulted 1n our &1'117 betna npull84 vS.th the loaa ot .aq thO\IIImda ot 11vea. 

Arlotbel" apeclal t.anapoa1t1on ot thia t7P8 ,.. uaed 1D 1865 when 
LS.Dcol.D WI at&11Ds at City Point au4 Mchllcad. After 6 A;pril. the I'OUte 
tl'tiMpoa:lticm cipher~ wft no tonser Ulled. tor pna1dent1&1 dtapatchel. 
jjJ14 they con'tinue to be uae4 tor 111l1tal7 cowmscattona'l P1111 atatea 
that "Ro. 4 and ~ other c:lphen wre 41acarc1ed after 20 June 1865," 
but he ace• on to ~ tliit lfo. 5 wu aent to _,out 20 u.s. MU1tar.Y 
'!elepapben, 10 pna'UIIably ~t cipher book ~ have been uaed 'for a ehort 
time. Pla &dda that the boob Wft retaiDed b7 theae nc:lp1enta "untU 
the7 11eJ'e d11Charp4 ":7 ~ ftUOD tor thil abondaaellt ot cipher 11 not 
cleU': 'the opeator 187 have felt that nov tha't the war vaa belieYecl 
pract1call.7 over--Lee aUNnaend ~ 4IQ'8 J.ate•--ci:pher ccwnmtcat:lou 
,.. lee• ~Z'Uift. In arq eue, telepaa wn Hilt t.n pla1D tezli the:reatter. 
~cat1ona aecUZ'1t7 cUaciplJ.ne beca. ve17 lax, DOV that tbe var .. OYei/· 
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ror au important. ••aae aent b:y Lincoln on 3 Apzi.l a spec1111 t;ype 
ot ciJber wu uaed, cloeely nlellblin& that to Bumlide. 'rbe reuon tor 
the unuaual enc1phel'III8Dt wu a dea1ft w cca.ce&l the new ti'CII c1pber 
open.1;os'a vho :.!Sht happen to aee 1t while rel.a11ns 1t to Vaahinstcm. 
'the Nae naorted to ,.. auzpr1a1Dgl.:y ai~Qle: the order ot the worda 
wu merel7 l"eYeraect and DOI18tandud apel.liDs aclopted! ~text 11 aa 
tollova: 

C1t;y Point, Va., 8:30 A.M., ApJ'il 31 1865. 

!1Dker, Var Depu'tment: A. Lincal.D 1ta 1n fuJle a in~ to atart 
I umy tzeatiDg then poaa:lble :lt ot cut too toze&ld puah!.DI :loa 
He 11 ao all Rlcbmond aunt ccmtide 11 ~ encuatect Petenburg 
nporta G:rent momiDS thia WUhingtcm SecJie'ta17 War. Beckvith 

' 
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I can hardly leave the subJect of the cryptosystem used by the 

USMl'C without citing a couple of' messages which appear in nearly every 

account I •ve seen of the codes and ciphers of' the Civil War. These 

are messages which were sent by President Lincoln under circumstances 

in which, allegedJ.¥, the usual cipher could not be or, at least was 

not, e~loyed. The first of' the two was sent on 25 November 1862 f'ram 

the White Hause to MaJor General Burnside, Falmonth, Virginia. The 

circumstances are so bizarre that if' I merely presented the cipher 

message to you without some background I doubt if you would believe 

me. And after I've presented the background, I'm sure you won't know 

what to think - at least, I don't really know what to make of' the inci­

dent. Let me quote fran an account of' it in the book by David Homer 

Bates 1 one of' the first members of' the USMit! 1 in his Lincoln in the 

Telegraph Of'f'ice (D. Appleton-Century Co., New York, 1939, pp. 58-61); 

"During Burnside's Fredericksburg campaign at the end of' 
1862, the War Department operators discovered indications of' 
an interloper on the Wire leading to his headquarters at Al[uia 
Creek. These indications consisted of' an occasional irregular 
opening and closing of' the circuit and once in a while strange 
s igDals, evidently not made by uur own operators • It is proper 
to note that the characteristics of each Morse operator's sending 
are Just as pronounced and as easily recognized as those of' or­
dinary bandwriting, so that when a message is transmitted over 
a wire, the identity of' the sender ms;y readily be lmown to any 
other operator within hearing who has ever worked with him. A 
somewhat similar means of personal identification occurs every 
day in the use of' the telephone. 

"At the time refereed to 1 therefore, we were certain that 
our wire bad been tapped. In some way or other the Confederate 
operator learned that we were aware of' his presence, and he then 
informed us that he was f'rEml lee 's arJDiY and bad been on our wire 
for several days 1 and that 1 having learned all that he wanted to 
lmow, he was then about to cut- out and run. We gossiped with him 
for a while and then ceased to hear his signals and believed that 
he bad gone. 
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"We had taken measures 1 however 1 to discover his whereabouts 
by sending ou.t linemen to patrol the line j but his tracks were 
well concealed, and it was only after the intruder had left that 
we found the place where art wire had been tapped. He had made 
the secret connection by means of' fine silk-covered magnet wire, 
in such a IIIEimler as to conceal the joint almost entirely. Mean­
time, Burnside's cipher-operator was temporarily absent f'rom his 
post 1 and we bad recourse to a crude plan f'or concealing the text 
of telegrams to the A.rrtly of' the Potomac, which we had followed 
on other somewhat similar occasions when we believed the addressee 
or operator at the dilibmt point (not provided with the cipher-key) 
was particularly keen and alert. This plan consisted primarily of' 
sending the message backward, the individual words being misspelled 
and otherwise garbled. We had practised on one or two despatches 
to Burnside before the CODf'ederate operator was discovered to be 
on the wire, and were pleased to get his prompt answers, couched 
also 1D similar outlandish l.arlguage, which was, however, intelligible 
to us after a short Etudy of the text in each case. Burnside and 
ourselves soon became ~ite expert in this home-made cipher game, 
as we all strove hard to clothe the despatches in strange, uncouth 
garb. 

"In order to deceive the Conf'ederate operator, however 1 we 
sent to Burnside a number of' cipher messages, easy of translation, 
8ZI4 which contained all sorts of' bogus information for the purpose 
of' misleading the enemy. Burnside or his operator at once surmised 
our purpose 1 and the general thereupon sent us in reply a lot of 
balderdash also calculated to deceive the uninitiated. 

"It was about this time that the following specially important 
.despatch f'ran Lincoln was filed tor transmission: 

Executive Mansion, Washington, 
'November 25, 1862. 11:30 Attl. 

MAJOR-GENERAL BURNSIDE, Falmouth, Virginia: If' I should be 1n 
boat otf' Aquia Creed at dark to-morrow (Wednesday) evening, could 
you, without inconvenience 1 meet me and pass an hour or two with 
met A. Lincoln. 

"Although the Conf'ederate operator had said good-byr.several 
days before, we were not sure he had actually left. We therefore 
put Lincoln's telegram in our home-made cipher, so that if' .the 
foreign operator were stJ.ll on our wire, the message might not be 
readily made out by the eneJQ'. At the same time extra precautious 
were taken by the Washington authorities to guard against any 
a.ccideDt to the President while on his visit to Burnside. No 
record is now f'ound af the actual text of' this cipher-despatch, as 
finally prepared for transmission, but going back over it word for 
word, I believe the following is so nearly like it as to be called 
a true copy: 

~ 
CONFIDENTIAL ' 
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Washington, D.C., November 25, 1862 

BURNSIDE, Falmouth, Virginia: Can Inn Ale me withe 2 oar our Ann 
pas Ann me flesh ends N. V. Corn Inn out with U cud Inn heaven day 
nest Wed roe Moore T01Dl. 'dar key bat Greek Why Hawk of Abbott Inn B 
chewed I if. BATES. 

This sort of subterfUge is hardly worthy of becoming embalmed in 

the official records of the war - and apparently it wasn't. But several 

years later 1 one of identical nature did become so embalmed, for the 

message appears an Page 236, Vol. 45, of "Telegrams received by' the 

SecretBry of War": 

Hq. Armies of the U.S., City Point, Va., 
8:30 a.m., AFil 3, 1865 

TINKER, War Department: A Lincoln its in fume a in hymn to start 
I ~ treating there possible if of cut too forward pushing is 
He is so all RichmcDd aunt confide is Andy evacuated Petersburg 
reports Grant morning this Washington Secretary War. Bl!X:KWITH 

Both Plum and Bates cite the foregoing telegram and their CCIIIIeDts 

are interesting if not very illuminating. Plum says merely: "By reading 

the abDV'e backward with regard to the phonetics rather than the ortho­

graphy, the meaning will be appaeent". Bates says : 

pr reason for adopting this crude form was to 
insure its reaching its destination without attracting the special 
attention of watchful operators an the route of the City Point­
Washington wire 1 because at that crises every one was an the 9a1 
~for news from Grant's advancing arJDy", and if the message bad 
been sent in plain language, the important information it conveyed 
might have been overheard in its transmission and perhaps would 
have reached the general public in advance of its receipt by the 
War Department. 
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"It is not necessary to give the translation of this cipher­
message. To uee a hanel.y term, 'Any one can read it with his eyes 
shut. ' In :fact, the easiest way woul4 be for one to shut the 
eyes and let sane one else read it backward, not too slowly. Tbe 
raa.l wording then becanes plain. 

Can you imagine for one moment that a "cryptogram" of such simpli-

city could not be read at signt by any USM!'C operator, even without 

hlw:lng someone read it to him backwa.rd'l Such a "cryptogram" is 

hard!¥ wm:tby of a schoolboy's initial effort at preparing a secret 

message. But I assure you that I did not make this story up, nor 

compose the cryptogram. 

Rum.1Da.ting upon wbat I have shown and tol4 you about the crypto-

systems used by both sides in the Civil War do you get the feeling, as 

I do, that there was 1 even for those days 1 much room for imprOV"ement 

and that the cryptologic achievements of neither side can be said to 

add lustre to itsUDdoubtedl.¥ great accomplishments on the battl.efield'l 

Perhaps this is a good place to make an appraisal of the cryptologic 

efficiency of each side. 

First, it is fair to say that professional cryptologists of 1961 

can hard!¥ be impressed with the cryptosystems used by either side. 

In both the Union and the Confederate Armies 1 their respective Signal 

Corps at first transmitted by visual signals messages whole!¥ in plain 

language and such messages were often intercepted and read straight-away. 

Then both sides began enciphering such messages, the~ Signal Corps of 

the Federal ~ using a cipher disk invented by the Chief Signal 

Officer, the Signal Corps of the Confederate Army using the Vigen~re 

cipher. In both cases the use of cryptography for tactical messages 

was quite inept 1 although it seems that from time to time the Federal 

._;oNFIDl£NTIAL 
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""""' signalmen had better success with the Vigenere-encipbered visual 

messages of the Confederate signalmen than the latter bad with the 

disk-enciphered messages of the Union sigDalmen. 

With regard to the cryptosystem used by the Confederate Signal 

Corps, although there may initially have been cases in which mono-

alphabetic substitution alphabets were used, such alphabets were 

probably drawn up by agreement with the signal officers concerned, and 

changed from time to time. Nowhere have I come across a statement 

that the Myer disk or something simple and similar was used. In any 

event, messages transmitted by visual signals were read fran time to 

time by Union signalmen, the record showing a number of' cases 1D which 

the latter "worked out the rebel signal code" - meani.Dg, of cxrurse, that 

the substitution alphabet involved was solved. When did the Confederate 

Signal Corps begin using the Yige~re cipher? The answer seems to be 

quite clear . In a letter dated 6 June 1888 fran General J. H. Alexander 

(brother of General E. P.) to J. Willard Brown* we find the following 

statements: 

"At the first inauguration of the Signal Service in the 
Confederacy, I, having received 1n the first place the primary 
instruct ion from my brother, Gen. E. P. A. 1 then a colonel cll1 
Beauregard's staff near the Stone Bridae at Manassas, was assigned 
the duty of preparing a confidential circular of inStruction for 
the initiation of officers and men, in this branch. I did pre­
pare it, in Richmond, in early spring, l.862, and surrendered the 
copy to Han. James A. Seddon, the then Secretary of War at Rich­
mond. It was issued 1n form ot a small pamphlet. I had attached 
a table tor caa,pili.Dg cipher dis;patches - which was printed with 
the rest of the matter - and the whole was issued canfidentia 
to the officers newly apPointed for signal duty. ~ emphasis 

* Op. Cit. I P• 206 

~ 
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I have italicized the last sentence because I think that the 

"table far compiliDg cipher dispatches" can refer only to tbe Vige~e 

square table., for that and only that sart of table is even mentioned 

in accounts of' the ciphers used by the Confederacy. One could., of 

course., wish that the writer had given some further details but there 

are none. However 1 the statement about the table is sufficiently 

explicit to warrant the belief that _it was Gen. J. H. Alexander who 

officially introduced the Vigenere square into Confederate crypto­

graphy; although he may have obtained the idea fran his brother 1 since 

he stues that be "received in the first place the primary instrUC"'ion 

f'raa my brother". 

In the Federal Signal Corps it is quite possible that the poly-

alphabetic methods Myer cites in his Manual f'or usiDg his cipher disk 

(changi.Dg the setting With successive words of a message) were used 

in same cases 1 because there are found in the record several instances· 

in which the Confederate Signalmen., successful with~ monoalphabetic 

encipherments 1 were ccmpletely baffled. One is warranted in the belief' 

that it was not so much the complexities introduced by using a keyword 

to encipher successive words of the plain text as it was the lack of' 

training and experience in cryptanalysis which hampered Confederate 

siplmen who tried to solve such messages. In World War I a German 

Army system of' somewhat similar nature was regularly solved by Allled 

cryptanalysts 1 but J.t DDlst be remembered, in the first place 1 that by 

1914 the use of' radio made it possible to intercept volumes of' traf'f'ic 

entirely impossible to obtain before the advent of radiotelegraphy; 
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and, iD the second place, would-be cryptanalyst& of both sides iD 

the Civil War had nothing but native wit and intelligence to guide 

them in their work on intercepted messages, for there were, so far 

as the record goes, no t:caining courses iD cr;y:ptana1ysis on either 

side, though there were courses in cryptography and signaling. To 

cryptanalyst& of 1961, a century later, native wit and intelligence 

nevertheless should have been sufficient to solve practically every 

message intercepted by either side, so simple and inefficient in 

usage do the cryptosystems employed by both sides appear today. 

No system employed by the Federals, either for tactical messages 

(Signal Corps transmissions) or strategic messages (USMITO tr~smissions) 

would long resist solution today, provided, of course, that a modicum 

of traffic were available for study. Al.thougb. technically far less 

secure in actual practice than properly or even faultily enciphered 

Vigen~e messages, the route ciphers of the USMITO seem to have eluded 

the efforts of inexpert Confederate cryptanalyst&. Ex-USMTC operators 

make the statement that none of their messages was ever solved and 

that thecConfederates published intercepted messages iD Southern news-

papers iD the hope that somebody would come forward with a solution; 

yet it must be remembered that those operators were Northerners who 

were very naturally interested in making the acHevements of the Union 

operators, both in cryptography and in cryptanal.ys is, appear more spec-

tacular than they really were. And it is probable that they wrote with-

out having made a real effort to ascertain whether the Confederate& 

did have any success. A "reaa. effort" would have been a rather imposing 

undertaking then - as it still is, I fear. Now it must be presamed 

~ 
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that if Confederate operators had succeeded in solving intercepted 

traffic of the USMIC they would have recorded the facts to their own 

credit. But in his seven volumes on the campaigns of lee and his 

lieutenants, Douglas S. Freeman does not mention a s 1ngle instance of 

interception and solution of telegraphic messages of the Union. Perhaps 

Freeman was seeking 10~ confirmation, which is too much to expect in 

a field of such great secrecy. This failure of the Confederate crypt-

ana~sts is the more astonishing when we know that copies of the 

USMro cipher books were captured and tbat 1 therefore 1 they must have 

become aware of the nature of the route ciphers used by the USMTC, 

unless there was a lack of appreciation of such captures and failed to 

forward the books to the proper authorities, who could band them over 

to their experts. In those books the USMI.'C route ciphers would have 

been seem in their naive simplicity, caaplicated on~ by the use of 

code equivalents but sometimes bardly to the dege~e where a message 

would be entirely unintelligible because of their presence. It seems 

to me tbat there can be only four possible explaDations for this failure. 

Let us examine them in turn. 

First, it is possible tbat there was not enough intercept traffic 

to permit solution. But this is inadequate as an explanation. The 

route cipher is of such simplicity that "depth" is hardly an absolute 

requirement - a single message can be solved, and its intelligibility 

will be determined to a large degree by the nWDber of "arbitraries" it 

contains. Where there are JDa1ly, only the dim outlines of wbat is being 

conveyed by the message may become visibl.e; where there are few or even 

none, the meaning of the messages~becomes fairly evident. But the 

CONFidifNTtAL 
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abundant records, although they contain many references to intercepts, 

fail to disclose even cme instance of solution of a USM1'C message. 

Thus we are forced to conclude that it was not the lack of intercept 

traffic which accounts for lack of success by the Confederates with 

USMrC messages, but some other factor. 

Second, the lack of training, experience, and patience em the 

part of Confederate cryptana~sts might have been at the root of 

their failure to solve the messages. This sounds plausible until we 

look into the matter with a critical spirit. 'lbe degree of intelli-

gence possessed by Confederate officers and men was certain~ as high 

as that of their Union counterparts who were up against a tecbnica~ 

far superior cryptosystem, the Vige~e, than that under~ing the route 

ciphers used by tbe USMIC. We may safe~ conclwie that it was not l.alik 

of intelligence that prevented them from solving messages Aencipbered 

by the USMTC route ciphers. 

Third, it is possible that Confederate high C()lll!!flDders were not 

1Dterested~in communications-intelligence operations or in gathering 

the fruits of such operations. Such an explanation seems an its face, 

fatuous and whole~ unacceptable. We mow~ of the high estimate of 

value minor C()II'IIII&Dders placed upon the interception and solution of 

tactical messages transmitted by visual signaling; but an appreciation 

of the extraordinary advantages of knowing the contents of enemy com-
-

municatians on the strategic level may have been lacking. My colleague 

Mr. Fishel thinks that "intelligence ccmsciousness" and "intelligence 

sqmistication" were of a very low order in the Union Army, and of a 
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markedly lower order in the Confederate ArJ119. But to us, in 1961, to 

disregard the advantages of a possible reading of strategic messages 

seems almost incredible and I am inclined to discount this sort of 

explanation. 

Fourth, it is possible that Confederate cryptBDBlysts were far 

more successful in their efforts to solve USMro transmissions than 

present publicly-available records indicate; that Confederate com-

manders abta1Ded great advantages fran their cammmications-intelligence 

operations; that they ful.ly recognized the supreme necessity of keeping 

this fact and these adaantages secret; and that the Confederate States 

Government adopted and enforced strict communications-intelligence 

security regulations 1 so that the truth concerning these matters has 

not yet emerged. Let it be noted in this connection that very little 

information can be found in the public danain today about Allied 

cryptanalytic successes during World War I; and were it not for the 

very intensive and extensive invedigations in the matter of the Ja­

panese atVe.ck on Pearl Harbor on 7 December 1941, very little, if any, 

information would be known to the public about British and American 

successes in cammmicationa-intelligence during World War II. Immedi­

ately following the capture of RicbmaDd and before Confederate records 

could be removed to a safe place 1 a great fire broke out and practically 

all those records were destroyed. It is possible that this is the 

reason why the records of their communications-intelligence successes 

have never come to light and that Confederate cryptanalyst& kept their 

secrets to themselves'l We know that the 1 ;ecords possessed or taken by 
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certain Confederate leaders have been gone over with great care and 

attention, but what happened to those retained by other Confederate 

leaders such as the Secretary of War Seddon, or his predecessor 

Judah P. Benjamin who later became Secretary of State, etc, etc? 

Here is a fascinating speculation and one which might well repay 

carefUl, painstakiUg research. I shall leave the delving into this 

speculation to some of you younger aspiring professional cryptanalysts 

who may be interested in undertaking such a piece of research and 

with this thought I brtng this lecture to its close. 

~ 
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I ce.n bardly leave tbe subject of' the c~yptosystem used b;y ·the 

OSI·tro without cit112g a c;ouple of messages which appear 1D nearly every 

account I've seen ot the codes aDd ciphers ot the CivU War. 'lheae 

are .asages which were sent by President L1DcolD UDder circumstances 

1D which, alle~dJ¥1 the usual cipher could not be or, at least was 

not, eal'loyed. The first ot tbe two was sent on 25 November 1862 tran 

the White House to !-121.Jor General Buraside, Falmonth, V1rg1D1a. The 

circumstances are so bizarre that 1f I merely presented the cipher 

message to you without aome baekgrOUDd I doubt if you would believe 

me. And after I've presented the backgrOUDd, I'm 8\U"e yatl wcm't know 

Wbat to tbink - at least, I dm't r~ know wbs.t to Eke ot the 1Dc1-

deut. Let me quote f'rCIIl &D account ot it 1D the book by David HaDer 

Dates, .one of tbe first Jllellbers of' the USMTC, iD his Lincoln in the 

Telegraph Office (D. Appl.etou.Centuey Co., New York, 1939, pp. 58-61): 

"During Buruide 1a Fre4er1cksbure cam.paigD at tbe eDd ot 
1862, the War Department operators discovered 1Qdicat1Cils of 
f.toQ interloper a1 the v1re lead1Dg to ht.a headquarter• at Acuia 
Creek. Tbese 1Dd1cat1ons cau1sted of aa occasioaal irregular 
o,pen1Dg end clos1Dg of tbe circuit aDd cmce 1D a wbile strau,ge 
stpals,. evideJltl:y net 1184e :t>y mr om operators. It is proper 
to Dot$ tbat the cbarscter1at1ea ot each Morae operatar•a aeDdtog 
are Just as prODOUDCed and as easilY recQSD1zed as those of or­
di.nary baDdwr1tUig1 so tbat. vbeD a mesaage is trL\DSaitted over 
a wire, the identity of the aeDder -.y rea41~ be lm0WZ1 to any 
other operator Within heariDg who bas ever worked vith him. A 
saaewhat sillilar means ot pereaaal identification occurs every 
day 1D tbe use ot the telepllcne. 

"At tbe tiac refereed to, tberefore, we were certain tbat 
our wire bad been tapped. . In acne vay or other tbe CCDtederate 
operator learned that ve were aware of his presence, aDd b.e . tb.eu 
ioformed us tbat be was frc:m tee•s army and bad been an our wire 
tat' several daJa, aDd that, having learned all tbat he VBDted to 
Jmov, he was tben about to aut out and rua. We. gossiped with bill 
tor a wbile and tbeD ceased to hear bia a igMl.s and beUeved tbat 
he be.d gone. · 



"We had takeD measures, however 1 to disc ewer his wberea'bouta 
by seDdillg out l1DelleD to patrol the l1Be; but his tracks were 
well cascealed, aD4 it vaa CDli1 atter tbe intrUder ba4 left that 
we tOUDd tbe place 'Where ~wire lla4 been tapped. He bad ude 
tbe secret cc:anectica by ~~eau of fine a11k--c~e:re4 -.e;uet v1re, 
1D such a 'lJ!aDDAr as to ccmceal tbe joiQt a1llost eutirely. MeaD• 
time, BQrnside•s cipher-operator vas teaporar1~ abaeat traa his 
post, aDd ve had reowrse to a crude plaD for coace!UiDg tbe text 
of telegrea to the Amy of tbe P~taaac, which we bad followed 
oo other eaaevbat similar oco&aiOQS 1ltleA we believed tbe a44ruaee 
or operator at the elUant poiDt (llO't provided vitb the cipher-key) 
was part1eular~ keeQ aDd eJ.ert;. This plaD oouiated priariJ.¥ of 
seDdUig tho aessage backward, the 1Dd1v14ual warda be1Dg misspelled 
aDd otbenriae garbled. We ba4 practised on cme ar two deepatcbea 
to Burnside before tbe CODf'ea..rate operator 'WaS discovered to be 
on tbe wire, emd were pleased to get b1s praa;pt 81\8vers, coucbe4 
also 1D oimilar wt.l.an41sh l.aaguage, which was, however., 1Dtellis1ble 
to us atter a abort &ud¥ or tbe text 1D eacb cue. Dunis14e aDd 
ou.raelves soeQ becaae quite expert 1D this bCillt-made cipher g&lll!!l, 
a• we au strove bard to cl.otbe tbe 4e.epatcbes 1A straDge 1 UDCWth 
garb. 

"In order to deceive the Cc:ratederate operator, hoWever, ve 
seDt to Buras1de a nuaber ot aipber .asaota, eaay of trauslatioa, 
aDd wb.icb cCDtaiDed au sorts ot bogue 1Df'Ol'llat1cm tar tbe purpcee 
of mielead1Dg the ~Ill¥· Bumside or hie. •rator at. CJIQe aurat.eed 
our purpose, aDd the general tbereupoD sent us 1D repl¥ a lot ot 
balderdash also calculated to deceive the UUUl1t1ated. 

· ~It vas abwt tbia tille that tbe toll.ov1Dg apec~ -Ql"tut 
, 4espatch frc.a LiDcolD was f1led tor trausm1aa1cau · 

Executive Mau1CG1 Wash1ngtc:G, 
November 25, 1862. 11:30 All. 

MAJOR4(Jm~ERAL BUrulSIDB, Falmouth, Virginia: l:r 1 shculd be 1D 
boat ott Aquia Creed at dark to-aorrow (WedM8ky) even1Dg, could 
you, Withwt 1neoaYeDienae1 meet • and pus ao hour m: tvo with 
11181 A. LmcolA. 

"Althoggh the Conteder&te operator ba4 ntd good-by aeveral 
daya before, we were not sure be had actually lett. We tt.retore 
put LiDoolD's telegram 1D wr bale•-.cle cipher, ao tbat 1t tbe 
toreigD · operator were stiU CD our Wire, tbe IIIU&ago lll1gbt not be 
readi]¥ ll84e out b7 tho eDeJI\Y· At tbe 881111 tille extra precauticas 
were taka. by the Wasbillgtco autboritiCJS to gUard ap1Ut aay 
&®14at to tbe President Vbile CXl b1s visit to Burnaide. lo 
record ia ac:rv tound of the actual text of tbia ctpher-cleapatch, as 
filially pz'epared tor transatas1CD, but go1Dg back aver it word tor 
word, I believe the followiQg is $0 near]¥ like it u to be called 
a tt'Ue copy: ~ . 

. ~.' .o·~.., ~~ih ;~~r:.w ~~Tt A_ L . '--J' b ' ~' ~ ., t:._.G' ~ ~ -"'@ ~ 
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W~h1Dgta1, D.c. 1 Noveli'ber 25; 1862 

BURNSIDE, Falmouth, Virgi.Dia: Can Ina Ale me witbe 2 oar our .Aun . 
pas Aim me flesh ends N. V. Corn Iml out with U cud Inn heaven day 
nest We4 roe Moore T~Ldarltey bat Greek Why Hawk ot Abbott 12mB 
chewed I 1f. BATES • 

. 
This-_scrt Of subterfuge .is hardly worthy ot beccai.Ds embalmed 1D 

the official records of the Y8.l" - 8Dd apparently 1t wasn't. But aevf!ral 

years iater 1 one of identical nature did bee cue ~o emba.lmed, fOl." tbe 

message appears i::o Pase 236, Vol. 45, of "Telegrams recei~ 'by tbe 

aeCretBrY o:r War 11 
: 

Hq. Armies of the u.s., City Point, va., 
8f30 a.m., Ap-U 3, 1865 · 

TmKER, War Department: A t1Dcoln its 1D tume a.iD hymQ to start 
I army treating there possible it of cut too forward pushing is 
He is so all R1chmmd aunt confide is Andy evaeuateo. PeterablU"g 
reppna Grant mom.ing this Wash1Dgtco Secretary War. BECKWI'm 

Both Pm. and Bates cite the foregoing telegram aDd tbeir c~nts 

are interesttmg if uot very illuminating. Plum says merely: 0 By read!Dg 
. . 

tbe above backward With regard to the phcmet1cs rather than the ortbo-

.-- -- grapby, the B~e&Dins wil:l_~ an-ent". Bates says: 

"Tbe probable reuoa. tor adopting this crude fora vas to 
1Dsure ·ita reacb:ing its destination without attractiDg the special 
attent1c;o of watchful operators OD tbe rau.te of the City Point• 
Washingtca. wire, because at that crises every- cae was co the ~ · 
!!'!!?. tor Dews trca Grant'e adva.D.ciDg e.ra,y, aDd 1t the JBeSeage had 
been sent 1D plaiD language, the illlportaDt 1ntormat1ao it cco.veyed 
might have been overheard 1D its tr8128111ssicm and perhaps would. 
have reached tbe general public 1D advance of its receipt by the 
War Department. 

• 
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"It 1a not necessary to give the 'translatioo ot this cipher• 
message. To uee a haaely term, 'Any one can resd it with hiQ eyes 
shut.' In f'act, the easieet vay would be for one to shut the 
.eyes 8lld let sc.e one else read it backward, not too slov.cy. '1be 
rtial word:l.Dg tben becomes plaiD• 

CaD you imagiiie tor ~ m.aDellt that a ''cryptogram" of such s111lpl1-, 
' . . . . 

city cou14 not be read at sisb.t by any USMrC operator, even Without 

having sCJDeoue read ·it to him ·'baekwardt Such a "ceyptogrua" is 

bardl,y wrthy ot a schoolboy's initial effort at preparing a secret 

-.esssge. But I assure you that I did not make 'tbis story up, nor 

c~oae the cryptogram. 

Ruii1Dat1Dg up(ll what l have shown and told yw about the crypto­

systems used by both s·:ldes 1D the Civil War do you get the teeliJig, as 

I do, that· there was, even for tbose days, mcb. roca tor ill,provement 

8Dd tbat the cryptologic achievements ot neither side can be satcl to 

add lustre to itsl.lldoubtedly great accc:.pliabments cai the battleti.eldf 

Perhaps this 1• a good· place to IIIBke 8ll appraisal of tbe cryptologie 

efficiency ~.each side. 

Firat; it is fair to s~ that prot~asiCDal cryptolcgists of 1961 
( . . . 

can hardlY be i.Dqlressed with tbe cryptcsysteas used by either.· aide. 

Ill both tbe Union and the Canf.Serate Armies, tbeir l."e&pectiv'e SigDal 

Corpa at tint transaitted by visual signals messages wllole~ ill plaiD 

laaguage and auab meseaaee were often intercepted 8Dd read straight-away. 

lben both aides began encipberiils such messages, tbe .: Sigbal Corps ot 

tbe federal A'nq usSDg a cipher disk illveated b7 the .Chtet SigD8l 

Officer, the S1&Dal Corps ot the. CCIDtederate ArrJy UiS~ the· Vtge~re 

cipb.er~ In bctb cues the use of cryptography far taet1cal ••sages 

vas quite inept, although it seem& that trca time to tille the Federal· 

~o~~;~i;;:~i~NTIAL 
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sigDalaeD had better success with tbe Vtge~re-encipb.ered v18ual 

iBeasages of the Ccmtederate sigbalru thaD the latter bad with the 

disk-eDCipbered messages--of the trn1co sigDalmen. 

With regal'd to the cryptosystem- used by the CODfederate SigDa]. 

Corps, altbausb there 1118.¥ init~ have been caaee -11:1 wbich IIICAO• 

alphabetic subst1tut1cm alphabets ware used, such alphabets were 

probabq dra'WD up by agreement vitll. the sigDal. otficers ccmcenwd, aDd­

cba~Jsed frca time to time. Nowhere ~ve I came e.croaa a statement 

that the Myer disk ar saaetbing simple and s1m1lar was used. Ia-&Dy 

event, messages tranqitted b7 visual s1gn&ls were read trOll tille to 

t111e by UniOD signalmen, the record shc:nrins a number _or aaaco ill which 

tlle latter "worked out the rebel signal code" .. meanil:lg, of CDUrSe 1 tbat 

the eubat1tut1CD alphabet involved vas solved •. WheD did tb.e Ccmtederate 

S1gllal. Corps begin using theY~~ c3,pbert The answer seems to be 

quite clear. In e letter -dated 6 J'uDe 1888 ·from General J. H. Alexander 

(brother · ot General. E. P.) to J. Wil.lard BrOWD* we tiDd the foUow:iJIS 

statements: 

"At the first illauguratiOD of tbe SigDal B<U'Vice 1D the 
CCDfederacy, I, haviDg received 1il tbe first place the pri.mllry 
1Dstruction trcm 11J3' brother, OeD. E. P. A. , tbeD a colcael 611 
Beauregard • s staff aear the Stcae Bridge at Mauassas, was asaiglled 
the duty of prepar1n8 a ccmf'idential circular of .mstructiaa for 
tbe il:aitiatioo of ot't'icers and men, 1D this branch. I 414 pre­
pare it, 1D ntcbaoDci_, 1n ear~- epr1Dg, 1862, and surrendered the 
copy to Hem. J~~Z~eS A. Seddon, the then Secretary ot War at Rich• 
mm4. It wu issued 1D form of a small pampbl.et. I had attached 
!-.table tor eazrpU1fl6 cip!ler dispatches - vhich was pr1Dted with 
the rest ot the •tter - 8Dd the whole vas isaued cODfidat 

* Op. Cit. , p. al6 
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I baYe 1tal1c1ze4 the last sentence because I thiDk tbat the . 

"table for caDpiUDg cipher diape.tcbes" can refer ~to tbe VigeDe're 

square table, for that aD4 .~ tbat · s~ of table is even meuticmed 

1D accounts of the ciphers used b1' the COlltederacy. ~ coul4, of 

course; v:i.ab tbat the writer bad given saue furtber d~ils but there 

8.re DaDe. However, tbe •statement about tbe table is sufficient]¥ 

explicit to warrant the belief tbat it vas Gen. J. H. AlelC8Dc1er vho 

ott1c1a~ introduced 1;he vs.senere equare :l.Dto CODf'ederate crypto-

grap~J although he 111&1 bave obta1Ded the idea trca bis brother, si.Qce 

be atuea tbat he "received in the first place the prtma.ey illstruc\iOD 

traa .rq brother". 

ID the Federal 31goal Corps it is quite possible that the poly­

alphabetic methodS M,er Qitea 1ft b1a M&Dual. for usms his. cipber disk 

(chal!giDg tbe setti.Dg With successive words ot a messase) were used 

1D ac:ae cases, bE!cause there are touncl 1n the record se-teral 1Detances 

iD wbicb the Coatederate S1Qtll}lmen, succ:esstul. with ~ ·llDDoalpbabetic 

eDCipber~~eAta, were c~teq battled. Ckae 1s WB.n'811te4 1a. the belief 

that it vu not so a1Ch the c~lelt1ties iDtroduced by uetns a keyword 

to euc1pher successive words of the plaiD text a~ it vas tbe lack of 

tra1111Dg 8114 expertenc:e :I.D eryp~io which hsapered Ccmf'ederate 

sigaal.llen w!lo tried to solve such -.esaagea. ID World War I a Ge1"'I8D 

. AISI eyatea of scaevbat similar nature vas regular]¥ solved by AlJ..ied 

c~sts, but it JlllSt be re..mered, iD the ttrat pl.aee, that by 

1914 tbe use ot radio made it possible to iDtercept vol.uDN ot traffic 

entire]¥ 1111poss1ble to obta1D before the adveat of racl1otelegrapby; 
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and, 1D the secaad place, would-be c~ts ot b¢h sides 1D 

the CivU War bad Doth1Dg but native wit aDd tntelligeme to guide 

tbul ill their work co intercepted me• sage;, tcsr there were, so tar 

as tbe record goes, DO taa1A1Dg courses in cryptanalpis on either 
' . 

~ide, thoush there were cours~a iD cryptography aDd s1gDal.mg. To 

crn»tanaly&ts ot 1961, a etmtur;v later, native Vit aDd intell1gence 

nevertheless sbOuld. bave been autf1c1ent to solve practicalJ¥ every 

measage intercepted by either a14e, ao sillpl~ aod mett1c1ent iD 

usage do the cryptcs~tems employed by both sides appear .today. 

No system em,Ployed by the Federals; either for tactical messages 

(Stgrial. Corps tnmsmtsaiaw) .or stratesic messages (um.tre trausmtss10DB) 

waUd long resist solutica toda7, provided, of ec:urse, tbat a aodiawa 

of traffic were available tar stud7. Although teolmical.J¥ tar less 

secure 1n actual practice thaD properly or even faultily enciphered 

Vtgenel:-8 ••sages, tbe ~cute ciphers of the USMro seem to bave· eluded 

tbe efforts of 1Aeltpert Ccmfederate ceypttmal.yiita. Ex•USH!'C · operators 

aake the etateaent tbat DCDe ot tbe1r messages was ever oolved aDd 

that .the _CCDfederatea published 1Dtercepte4 mesaages . iD Soutbern DeV~J• 
. ' . . 

papers 111 the hope tbat sc:cebody voul4 ecae forward witb a solution; 

yet 1t IIDSt be ·reJ~aberfJ4 that tbose o.pera.tors were tfartberuera who 

vere very natural4r 1Dterested 1D aaktng the acbeve~ents of the UA10B 

· operators, both iD c::cyptagrapby aAii 1n eeyptaDa]¥e ie, appear eore spec ... 

tacular thaD the1 real4r were. And 1t 1a probable. that they wrote with­

out baviDg made a. real. effort to ascertaUI vbether the C~eder~~ 

414 bave aD¥ auecesa. A "rea:l effort" YOilld bave beea a rather 1mposiag .. ' 

uadert&ki.Dg then .. as it ~till zear. Now it ~t be presaEd 

<::ONF-~DENTIAL 
)')-
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tbat if Cont~te operators bad succeeded . in solviDs _ intercepted 

· tratfic o:f the.~ they would have recOrded the facts to tbair OVD 

credit. But 1D his seven volumes cm tbe campaigu of lee an4 his 

11eutenants,Douglas S._ Freell8D does uot mention a single iData.Dce of 

1ntu-cept1cm -and solutim of tel.egi.aphie messages of tbe UDicxa. Perhaps 

Freeun ¥88 seeking 1()0'/., cODfirmation, which is ·too mw:b. to expect 1D 

a field of such great secrecy. Tbis failure ot tbe Caofederate crypt­

ana~ta is the more 8stCD1shtog when we know -that capies ot the 

USMro cipher 'booka were captured aDd tbat, therefore, they la18t bave 

beccae aware- of' the -Dature of the route c1pbera uee4 by the USMIC, 

unless there was a lack of appreciation of such captures aD4 tailed to 

fOrward the books to the proper authorities, who could bBDd thea over· 

to their experts. Ia thoee books the t.JSMrC route ciphers would have 

been seea 1D their- D&ive sillpltcity, ccilplicated (Gly by the use of 

code equivalents lnit scmetiDiea hardl.J' to the degn where a message 

would be entire~ UD111tellts1bl.e because of their pres~. It ~ 

to me that there can be ~·tour poasible axplaDat1CJDS tor this failure. 

Let us exaa1De tl'lell 1D tum. 

First, it is possible tbat there was not enough 1Atereept traffic 

to pel'tllit solutico. - But this· is i,Gadequate as an explBDation. Tbe 

route cipber 18 of such siapltcity that •depth"" is b.ar4l¥ au absolute 

requ1T8EDt • a sillg].e meaaage cau be solved, 8Dd its 1Dtellig1bU1ty 

· will be determined to a large degree by the !lU1Iber of "arbitraries" 1~ 

cCDtains. · \'here tbere are J1aD¥ 1 mJ¥ the dia oatliD.es of vbat is being 

caaveyed by the meseege may bee~ v1s1bleJ vbere ~an tew or even 

Dmae, the lle8DiD8 of the messages becC*es fair~ evident. .But the 

·CONF,~Oef'ITIAL 
')(p 
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abundant recor4a, although they ctotain IIBDY references to totercepts, 

rau to disclose even one illstance of e()luticc ot a USMre ~~essage. 

'J.bus ¥e are farced to CCIDOlude tbat it waa not the lack ot interCept . 

tra.f't1c · wb.ich ·accounts for lack or success by tbe CCIIlfederates vitb 

USMre messages, but acae Qther 1'actor .. 

SecODd, the lack of tra1n1Dg, experieACe,· and pat1euce ClD tbe 

part of Cmtederate ~taal¥8ts migbt have been at tb.e root of 

their failure to solve tbe messages.. This eOUDds plausible until we 

look into tbe atter With a critical spirit. '!be degree of 1Dtell1• 
. ' 

guce poase8se4 by CCDt'ederate otticera aDd lieD was certa~ as high 

as tb&t or "Weir thliCD epunterparta Who were up apiut a tecbDicaU7 
!· 

tar l!up&rior crJPtoeystea, the Vigenere, tb&D tbat uraderlyiDg the route 

ci-phers used by tbe USMro. We 11!Q' sate}3 cOilClude that it was net lack. 

ot inteU!geDce tbat prevented tbell trca solviDg messages j.encipbered 

by the USMl'C route c1pbers. 

Third, it is p0$s1bl.e that COQte4erate bigh c,._ndera were aot 

1Dtereste4 · .1D CtiiiiiUDicaticma-1DtelligeQCe · operatioas or in gatber!Dg 

the fruits of ~uch _operatioa.s. Such an expl.qatiosa seelas CD its tace~ 

fatuW. 8lld wholely w:w:ceptable. We know~ of the b1gli eatilaate ot 

value lli.Dor cceJI!!Mera place4 upon the 1Dtercept1cm and solution Of 

tactical 111tasages traDSm1tted b~ visual s1gual:1118; 'but an appreciaticm 

ot the extraordiDary advaotagee of katnr1Dg tbi!. contents ot en- caa• 

I.IWlications OA the atrategic l.evelay have 'beeD· lacklag. 1\Y coll.eague 

Mr. Fishel tb113ks tbat "illtelligeDce CCDac:lousa.eaa" aD4 "iDtelligeDce 

sopbisticatioa" were ot a veq low order 1A tbe t1n1ca i.rrq, aDd of a 

/ 
(. 
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markedly lover order iD the Ccmtederate Arf111 •. But .to us, iD 1~1, to 

disregard tbe advantages of a poaaible read~· of strategic measages 

seems alllloat .incredible and I ara inclined to d~acount thil!l sert of 

explallat1on. · 

Fourth, it is possible that COllfed.ere.te cryp~sts were far · 

llOre suec:oss~ 1D their efforts to solve USM!'C tre.nslliss1ons thaD 
.·--, 

present public!1-available recorda 1Ddicate; that Coofederate ccm­

IIBDders a'btained great advaDte.geo fr.an thc1r cc:mmmicatiC:as•iDtelligence 

operaticos; . that they f'ul.:cy recognized .the supreme -necessity of keepiDg 

this tact Q4 thes_e ad11antases secret; and tbat the Confederate States 

Goverlllllellt adopted ud enforced strict C.OISUlDtcatiCDB•intelligellce 

security regulatic:as; so tbat the truth ccccern~ these mttera b.u 

not yet emerged. I.et it be Doted in this camectioo that very little 

1Df'~t1oa can be tOUDd iD tbe public dc.ain tpday about Allied 

crypttmalytiQ suaeesses during World 'War I; eJ1d were it not tor tbe 

wry 1Dtenaive 8114. extensive UweJttgati~ in tbe aa.tter ot the Ja­

panese attrack m Pearl Harbor CXl 7 I>ecellber 194~, Vf1rY l~ttle, 1t ·any, 

iDtorll&tiCD .Would be kaown to the public &btftlt British and AaleriCall . 

succesae1 :t.rl c~icatitaa•1ntell1gence 4urii:\S Wod.d War II. · n.edi­

ate:cy toli.owuig the capture of R1cbmolld and before Cczfederate records 

coW.d be reiiCWed. to 8 sate place, . 8 great fire broke out aDd pra.ctic~ 

all those· recorda were destroyed. It is possible that tl'lis 1& tbe 

Z"eUOil vbf 'the recorda of their c~icattcms;..irltelligenee 8UCCUSe8 
. . 

have aever ccae to ligbt aDd that· Ccmteclerate cryptaaalyats kept their 

·secrets to the111Belvea1 We lmov that the :recorda possesnd or taken by 

~­
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' . . ·. . . ~~ 
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. certa.in Confederate leaders have been gone over with. great care and 

·attention, but what happened to those retained by other Confederate 

leaders such as ~he Secretary of· War Seddon, or. his predecessor . 
, ' 

JWim.h P. Benjamin· who later b~eame Secretary of' State, etc, etc'l 
. ~ . . 

_Here is a fascinat~ .~peculation and cme w~icb might well repay 

careful, painatak~ research. · I shall leave the delving into this . 
. . . . . ' 

. speculatiOn to .s~ 6r you. yOUDger aspiring professional cryptaual.yste 

who may be 1Dterested in_ undertaking such a piece ·of research and 

with thiS thought I brtng this lecture to its close. 

-~ 

CONFiDENTIAL 
'>-( -
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beticity. I came acrose tliat message iD a work-book 1D my collection, 

the ·work-book of one· of the imPortant mem~rs of the USMrC ..... none 

other than our. friend .. Plug~., from whose book, The Military Tel.egraph 
• • • • p 

duriDg the Civil War, comes much of the d8.ta I've presented 1D this 

· · lecture. On. the fly-leaf of Plum's work-booJ:t there appears 1 presumably 
. ·~ . . .· 

in his own handwriting, the legeDf "W. R .• Plum Chf Opr with Gen. G. H. 

li.ere's one of the messages he enciphered iD cipher book No. l,. 

the book 1D wbich 1 he ~Y\1, more important telegrams were sent than 1D 

any other: 

Fig ll 

Note how many "e.rbitr~ies II appear 1D the plail:L·text message.. tbat is 

before transposition·:· After ~ransposition. 

·, •· 

· .... / ·-
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book of one o-r the ~rtant members or the ml·li'C - none other tho.n o\ll" b:'iend 

Pl'UI!l, from. ll!lQse bo(Jk; '1be !·lilitary Telegraph during the CiVil War, come$ much 

ot th& data I've. presented in thio lecture.. <:h the ~~leaf of Plum's wrk-book 

tb,ere appears, preouinab:b' 1n his ow ~tins, tM legend uy. R. Plum Chf' ~. 

with oen~ a. n. Thonasn.. Sere's one of the messages he enc1ph,ered ·in cit>her book 

No~ 1, the boOk in ~ch, he ~~ ~ ~~t telegremc ~1-oe ~t than 1n m:iy 

other: 

F.f.Sll 

llote hov ma.ny- "arbitra..~eorr ~o.r :ln the· pla.1n•te:tt mes~, that is before . 

transposition. ~r t~sition the ~lange of' pla.1n•text,. code wrds,; ~-

inscrutable as :tts usero ~tly tl:-.~t? It is to~ ronem.'bered., of' .eolirsa, 

that messeges were t~ trans.mitted. b1 ~ telegrapW, not by radio, so-~~ 

eJiell\V IIJ!S~a eoulA be 9bte.ined on.l.f by "tal>P~ tele~ ~o or capturillg 

'; 

! 

. couriers or he~uarters vith the:Lr files intact. Opportunities tor these methOdo 

of a.¢qu:f.r.tng eneil\1 tratf'ic 'lilere DOt f'.requeD:l;, but they 414 occur troln timo to 

time, end 1n one cace e. Cont"ederate _ s~a.l.mNl hid in a :~ f'or severai weeks and 

tap;pec1.a .Fedem, ~graph _lille, obte.1ning a good m:my meas~s. What success, 

if aey, did Confederate ·e17Ptena:cy'Sts ~ve 1n tlleU' atten¢s to solve wch.:": · 

t1Sn'C c~Ogrm!I.S as they did intercept? l>Te ShaU tey to tu:U~wer this question 1n 

ctue time. 

As indicated earlier, ~ ~re no caqpet~ sJ.sna.1. organizations in the 

Conf'e~ra.cy as there wre on the Ul!on &:$ide. Thel'e -was nothins at· the center of 

gove~t in Ri~ ~in the combat. &one c:onq-JtU"ab~ .to the extensive t:nd 

tisht~ontro1.led e1v111o.u militc.ry telegro._ph or~zation Wic:h Seeretcry 

stanton ~ vlth G\1Ch an iron lla,ud from ~lli:l)gton. Almlst a.s c; concomitant . 

it would oeem, thel.-e liaS. in the~' save for tw exceptional caseo,. omt 

and only on.e offic~ established eryptosystem to cone the need for protecting 

tactical at 'Well as strategic eonrmmications, and tba.t vas. the ao-cal.led, Vige~re 

*iii seo.rchins tor a good example ey eye caught tbb wrds "Ltneoln shotn at the left 
of' the matrix e.ncl I !Imnediateq thought that the mes~ hs.d to do W1 tb Booth' a 
assassination of the Presi(lent. M after hurrie~ tnt.nnlatijg the mesaa.ge and 
tinding nothing 1n it ho.v:tng anyt.h.ing to dQ with the shootins it occurred to me to . 
look up the ·indicators tor a matrix of' six row end esght columns. They turt~ed out 
to be Lmcom (nessage of 8 columna), SRO:i! '· ( 6 row) • '.the . word SUALL beneath the . . 
"Li..rJ.eoln shot" is a variapt for SROT, elso meaning n6 rowan. . . 

24 
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Ci!Jher~ \lhich. e.ppa:rentl.y ~ the cipher authorized in an officinl rna.nual. prepared 

by Cts&t J. H. A,lexaDder as the partial. equivalent of IVer'o !·fe.tru81 of Siezna.l;s• 

You won •t find .. ~ ~ Vigene're in any of the v.riti)lgG of c~ sigDal 

o'ff'icera of either t~ ITorth or- tOO SoUth~ 'lhe signalmen of those~ called 1 

it the "Court Cipher", tbis term referr:i.ns to the system. in common use tor 4iplo- -

mat1c f'l:" ''court" soc:tet e0l!Jm.UJ1icat1ons a'bout tbia periocl in bisto.ry. It is the.t 
_.l 

ci:Pb,er uhich employe .the so-ea.U.ed Vi~~ Square vtth e repeating key.* Iiere 

is the square which Plum calls the "Confederate States Cipher Key" and wbich is 

followed by his description of ita manner of employment: 

Fig 12 

. To put into cipher the first message, which is put up by using 'kan-
chester Bluff" as the key 1 and the second by the key term, "Complete Victoey", 
find at the left-bBnd side of the table the first letter of the first word 
to be ciphered, and columns iD which these letters are so found, will be 
seen the arbitrary letter with each successive letter of the message and 
key term, repeatillg an the J.atter. till finished. Thus, "Sherman is victor1:ous," 
put iD cipher by using the first key, would read~ as shoWQ. by the capitals, 
C•O•m•p-1-e•t•-eV••i-c•t•o•r•y o C-o-m-p• Of COJJrSe 1 SDy ChaDge in the key 
UVQGXEG MN DKVBFP KCGH 
word, term or phrase changes the arbitraries, and if neither the real message 
nor the key is· known, it would be aome~~t vexatious working it out, unless 
there were some such suggestive words as occilr 1n Davis •s message abcive, 
which indicate the ciphered words very clearly; e.g., _ 

"By which you may effect" o tpqgexyk "above that part" bJ opg kwmct 
a crossing of the river 

This meaning occurred to the author, at first sight, and doubtless would be 
to any one. familiar with military affairs in tbat section. · Havirig guessed 
real words, it is very easy to work 'out the letters· of the key. '!be following 
two important ciphers were transmitted as divided below; i.e., each word was 
sent separately, not all mixed, as 1D the Pemberton ~ipher. This division 
does not facilitate translation .by the key at all, but materialJ.¥ assists 
without it, and was, therefore, bad practice. We give. below, each message, 
with its translation, because these telegrams were very important. The curious 
.reader may, at his leisure, by using the key board; study out the key terms,. 
one of which will be found entirely new and quite apropos, 1D the light of 
what speedily followed •. 

CONFEDERATE STATES OF AMERICA,, Mn.ITARY TELEGRAPH, Dated Head- . 
quarters, February 25 1 J.865:J Received at Richmond, Va., 12:25 AM. 
TO HON. J ~ C. BREX::I<ENRmGE 1 Sec' y of War: ••I recanmend that the 

tsysmee fn qoutwp rfatvvmy ubvaqbqtm extvxJ· and iswaqjru ktmtl are not 
of immediate necessity, uv k.pq:t'mbpgr mpc thnlfl should be JJnqhtsp. 

(Signed) R. E. LEE 

TRlUfSI!ATION. -•I recommend that· the removal of public . property, machi.uery 1 

stares and archives Which are not of immediate necessity., be commenced. 
All powder should be secured. · 

* A keyward is employed to change the alphabets cpelical.l.y, thus making the 
cipher what is called today a periodic or multiple-alphabet cipher controlled 
by the individual letters of a key, which may consist of a word, a phrase, or 
even of a sentence, repeated as many times as ~cessary. 

25 
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·· HEAD-QUARTERS ·c. s. ARMlES J March 24 J 1865. 
·GEN. E. KIRBY SMITH, comdg. Trans-Miss. Dept·., Gen:-• 

Vvg ecilmympm rvcog ui lhomn1des kfcb kdf wasptf us tfcfsto 
abxc bJx azJkhmgJs iimiv'\)ceq qb ndel ueisu bt kf'g auhd. egh -. 
opcm mfs uvaJwh xrYD;lcoci yu dddxtmpt iu icJqkpxt es vvJau 

. mvrr twbtc_ abxc iu eoieg o rdegx en ucr pv· ntiptyxec .rqva.rlyyb 
rgzq rspx rksjaph ptax~sp e~ raecdstrzpt mzmseb acgg nsfqvvf 
me ·kfg smhe ftrf wh iiiVV kkge pyh fefm ckfrlisytyxl xJ. Jtbbx · · 
rq htXd wbhz awv :f'd . acgg avxwzvv yc iag oe nzyfet igxa sc\.m. 

I am most respectfully your obdt. servt. 1 
· (Signed) R.E. LEE 

TRANSlATION. --Gen: 'lbe president deems 1 t advisable that 
you should be charged with the military cperations au both banks 
of the Miss. 1 and . that you should endeavor as promptly as 
possible to cross· that river W:ith as large a force as may be 
prudently withdrawn from your present Dept. You will accordingly 
extend your. command to the east bank of the Miss., and make 
arrangements to bring to thi-side such of your, present force ;' 
ae you may deem best. . 

I am most respectfUlly your obedient servant. 

There are certain cOIIiments to be made on the foregoing messages. In the 

first place, note_ that iD the first message certain words are left unelldiphered; 

in the second place, in both the first and second message, the ciphers retaiil 

and .clearly show the lengths of the words which have been enciphered. ·Both of 

t~se faulty practices greatly weaken t~ security of ciphers beca~e they 

leave good clues to· their_ contents and can easily result in 'facilitating solution 

of the messages. We kllow today that cipher messages must leave nothing in the 
.· 

clear. Even the address and the signature, the date, time -and place of. origin, 

etc., should if possible be hidden;· and the cipher ~ should be in canpletel.y 

regular groupings~ :f'ir~t, so as not to disclose the lengths of the pl.sin-text 

words, and second, to promote accuracy in transmission and reception. 

So far as ~ studies have gone, I have not found a single example of a 

Confederate Vigenere ci~her which shows neither of these two fatal weaknesses • 
. . 

The second of the two examples is the on_l.y case I have found in which there are 

no unenc iphered words til the text of the message. And the only example I have 
. g 

been able tq find ·iti which word lenxhs are not shown (save for one word) is in 

the case of the folloving message • 
- Vicksburg; Dec. 26, 1.862. 

Gm. J .E. JOHNSTOa.~, JACKSON: 
I prefer oaavvr, it has reference to xhvkJqch~fabpzelreqpzwnyk 

to prevent anuzeyxswstpJw at that point 1 raeelpsghvelvtz.fautlilaslt 
lhifnaigtsmmlfgccaJd. 

(Signed) . J. C. PEMBER!ON 
Lt. Gen. Comdg. 

26 
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Ev~n in tbis case-there are unenciphered words which afforded a clue which 
. . ~ . ~ . 

enabled our man Plum to find the _key and solve the messag~,. It took some ti.JDFI, 

however, and the story is worth. telling. 
' ' 

According to Plwp, the -forego:!.Dg cipher message was ~the very first oD.e 

c4ptured by; USMTC operators, and it was obtained during the .Siege of Vicksburg, 

which surre~de~ed on _4 July ~863. But ~ote the date ~f t~ .message: 26 DeceiDber 

1862. \-lbat was done· with the captured ~ssage during the mollths frOIQ the end of 

December 1862 to July Jll63t Apparent4' nothing. He~e is wat Plum reports: 

What efforts General Grant ·caused to be made ·to llllt'avel this message, · 
we know not. It_ was not untU October, 1864, that it ~d others came into · 
the hands of t'be telegraph c1pherers, at Mew Orleans, for translation •••• 

The New Orleans operators who varked.out this key (f4ancbester Bluff) 
were aided by_ the Pemberton cipher and the ori51Dal telegram, which was 
found amorig that general's papers, after the· surrender of Vicksburg; also 
by the following e ipher d 1SP$tch, and one other. · 

Pl~ gives the messages_ ~volved, their solUtion, and the keys, the latter 

being the three cited above. It would seeua that if the captured Pemberton 

message had been brought to General Grant 'a attention and he did nothing about 

it, he was not much interested 1n intelligence. SecOJldl.¥,. the soluti~ oi' the 

Pemberton .message and the one message ~ith its plain text (the Pembert_on message) 

and two message_s not. only with intersparced plain-text wards but als·o with spaces 
. 1 

showing word lengths_. But Plum does not indcate ~ow lang it took for solution. 

Note· that he merely says that the meosages came into the bands of the telegraph 

cipherers in October ·1864; he does ~ot tell when solution was: reached. 

In the various accmints of. the~e Confederate ciphers there ~ one and only 

one writter who makes a detailed caument on the two fatal practices to Which I 

refer.· A certain Dr. Charles E. ~lor, a Confederate veteran (in· an article 

entitled "The SigDe.l and· Secret S~rvice of the Confederate States", published in . . . 

thf:_ Confederate Veteran, Vol. XL, Aug..Sept 1932), after givirlS an example of · 

encipherment according to the "court cipher" says: 

It hardly needs to be said that the divisicm between the words of the 
original message as given above was not retailied in the cipher. Either the 
letters were run together cont inuOilfily or breaks 1 as ·if for words, were 
made at randan. Ulltil tht;! folly of the method was revealed by experience, 
cmly a few special words in a message were put into cipher, while the rest 
WQS sent in plain .language. 'Ihis •• I think it mai be said that it was 
impossible for well prepared cipher to be correctly read by aDy cne who·did 
not know the key-ward. Sometimes, in .. fact, we coW4 not decipher our own 
messages ltheJ;J. they came.· eve~ telegraph wires. As tbe operators had no 
meaning to guide them, letters easily became changed and port1Cil8 1 at least, 
of messages rendered unmeuing~ (sic) thereby. · 

27 



REF ID:A62848 
(. 

Frankly, I. don't believe Dr. Taylor's comments are 'to be taken as char­

acteriz1Dg the practices that were usua~l.y followed. No other ex-signa.l.mEm who· 

has written about the ciphers used by the Confederate Signal Corps makes such 

observations and i thiDk we must simply discount what Dr. Taylor says in this regard. 

It would certainly be an unwarranted exaggeration to say that the two 

weaknesses 1n the Confederate cryptosystem cost the Confederacy the victory for 
' . 

which it fOUJ{ght so mightily, but I do feel warranted at this moment ~eying 

that further_ research may well show t~t certain battles and campaigns were lost 

because of iDsecure crypto-cammunicatiOD$. · 

A few moments ago I said that, save for an exception or two, there was 1D 

the Confederacy one and only one cryptosystem to serve the need.for secure tacti-

. Clll as well ae strategic communications~ One of these exceptions concerned the 

cipher used by General :Beauregard after the battle of Shiloh (8 April 1862). 'Ibis 

cipher vas purely monoalphabetic in nature and was discarded as soon as the official 

dpher system was prescribed in Al.exander's .manual. It is interesting to note that 

this was done after the deciphered message came to the attention· of Confeierate 
' ' 

. authorities 1D Richmond via a northern newspaper: It is also interesting to note 

that ·the Federal War Department had begun using ·'the route cipher· as the official . . -. . ' . 

system for USMTC messages very promptly after the outbreak ·or war, whereas not 

until 1862 did the Confederate States War Depart~t prepare an officia~ crypto­

system, and then it adopted the 11Court c-ipher". 
' . 

The- other exception involved a system used at least once before the official 

system was adopted and -it was so different from the letter that it should be 

mentioned. On 26 March 1862, the Confederate States President~ Jefferson Davis, 

_ sent Gener~l Johnston by special messenger a dictionary, with. the followillg accom:-

pa~ying instruction:* ·. 

I send you a dictionary of which I bave the duplicate, so that 'you may 
communicate with me by cipher 1 telegraphic ·or written, as follows: First 
3ive the page by· its number; second the column by the letter L, M or R, as 
it may be, in the left-hand, middle, or right-hand columns; third, the num- · 
ber of the word in the column, counting from the top. Thus, the wora · 
junction would be designated by 146, L, 20. 

The forego1Dg as you no doubt have aleady realized, is one of the types of 

cryptosystems used by both sides during the American Revolutionary Period almost 

a century before, except that in this case the dictionary bad three columns to , 

the page instead of two. I haven't tried to find the dictionary but it sbouldn 't 

take long to locate it, since the code equivalent of the word "junction" was 

* Battles and Leaders of the Civil \'far, New York: The Century Co., 1884, Vol. L 
p. 58L 
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given: 146, L, 20. Moreover,· there is extant at least one fairly long mes_sage,. 

with. its decode. How many other messages there may be in Natianal Archives I . 
I . 

don't know. 
·, 

Com~ back llOW to the "court cipher, II you will probably find it Just ~8 

hard to believe, as I find it, that accordi.Dg to all accounts tbree and only 

three keys .were used by the Confederates during the three and a halt. years ·or . 

warfare from i862 to m1d-l.B65 ~ It is true that Southern signalmen make mention 

~· . 

. of frequent -changes in key but onl.¥ the followillg thre~a are specifically cited: 

. l) COMPLETE VICTORY 2) MANCHmTER BLUFF 3) COME RETRIBUTION. 

It seems that all were used_ concurrently. There may have been a fourth key, 

IN GOD WE TRUST, but I have seen· it only once, and that 1s in a book expla1n1Dg 

the ''court cipher". Note that each of the three k~ys listed above· cOnsists .of 

exactly 15 letters, but why this length was chosen is not clear. Had the rule. 

been to make the cipher messages contain ~ 5-letter _groups, the explanation 

would be easy: 15 is a mUltiple of 5 aDd this wauld" be of 'practical v8.lue in 

checking the cryptographic work. But, as h8s been clearly stated, disguising 

word lengths was apparently not the practice even if it was prescribed, so that 

there was no advantage 1D choosing keys whdch contain a multiple of 5 ~tters. 

And-, by the way, doeenit the key COME RETRIBUTION sound rather cminous to you . . . ' 

even these days'l 

29 



·-REF ID :A62848 

Sooner or l.o.ter a. Confederate siguaJ.. officer ws bound to ~ome ~'With 

a davice to ~f,y ciphering operations, and a ~t .~vised by a Captain 

WU.l:f em N. ~ker seemed to meet the ~ed. ~r • ~ lbnua.l. there is a picture 

of oD,e forJn ot -the device, show here ~ Fig. l3· I don't think it ilececsa:ey 

to explo.in hov it wrked, for it is ~st self-evident. Severe.l o~ these 

de'Viees owere captured dul;1.ng the war,· one ·or them being among the itens in tl:le 

NSA lril&etml (Pig. l.4). But here's e. photograph, F::Lg. 15; of the- on~ found 1n 

the office ot Confede:rate Secretary ~ state ·JUdah P. SAAjem1n sfter the capture 

ot Rtcbmond. 

Cll'RER lEVICE Fig. ~5 . 

ltolr ~of theoe ®v:tces w~·in exis~e or use is 'UDk:tlOW, fqr th,eir 

eo~ruction ·'Was an inclivl.Ctual matter-apparently :f.t ws not o.n item of regula,r 
/, . 

,issue to members of the corps. 

1n prs.ctigaJ.ly eveey aecOlmt of the c~s and. ciphers of the C1v11.War 

you vtll find references to ciphers used by Confederate se,cret service agents 

engaged: in .eaptoiJ.age 1D. the l1ol'th as mll as 1n Canada. In particul.sr mueh 

attention io given to · s ~t of' l.etteto.s 1n e1~r Wich liere intercepted by the . 

ltev York City Postm.ster and Wich. -were. involved in e. plot_ to .print Confederate 

t:Urrenc~ and bonds. l.f11cb ado ws made about tM' solution of these ciphers by 

cipher ope;:ators of the W.f.OO in .. 11ashington· arut· the consequa»;t brea.Jdns U.P of the 
. . . 

plot. But I won't go iJlto these ciphers for tw reaoons. First, the alphabets 

11ere all ot the simple monoa,lphabe~1c type 1 a totaJ. of s1x altheether being used .. 

Since they wre composed of symbols, . a different serie.,s :!?or each aJ.phabet,· it we 

possible to COJ!l.POSe s cipher wrd. by jumping trom one series to another without 

. e:t13' external indication. of th~ shift. KoRver, good eyeeight end a bit of 

patience -were au that ws required tor solution in this case becauee of' the 
. . . 

inept ~er iJl ~ch the' ey$tem w.a used: whole wrct, sOIJDtimes several. 
.. 

eucccssi w wrd.G, vere enciphered by the same. nl.phabet.. :Bu:t the second reason 
. . 

for m;r.not going into the oto:ey'.1s that rrq colleague Ed.win c. Fishel, \!hom I've 

I:le$1oned before, bas done some :ra~ among the recorda in otir national 

Archieves deaUng with this .esse and he has f;'Ound something Which 1a of great 

interest and Wich I teel bound . to l.eaw ·for him to teU at SOllva fUture time, 

as that is his story 1 ~t m:Lna. 
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So ve:ry ~tary was the. ecount of cr:vptologie infOrmation know to the 

genercJ. public ill the$e ~that We1l there •s found on Jobn tlilltea Booth's 

~c. ci»>ter Sqtl&.Te ~ell, <was almost identical with the cipheJ;i' $quare 'Which ~d 

been mounted on the ciPher reel found in Confederate_ Secretar,r of State Judah P. 

:BenJ~' s office 1n R:t~. The ·Federal authorities in Wa.olrl.ngtcm sttem,pted 

to prove that this neccosari:cy nna.nt tho.t the Conteclerate leaders were. iiripllcated 

in. the plot to asoasDinate Id.npoln., a.n,d. had been Si~ Booth instructions in 

cipher. Irere'& a picture ot the cipher square tO'Und. Oil Booth, end. a.l.SQ 1n a 

tru;nk ~ his hotel room 1n l·Tas~ll· 

Fig. l5 

!Lhe tollov:f.ug is quoted :from "Ph!Up Van lbre~ Stet'll' s book entitled Secret 

Missions of the Civ:U. War. (Rand Mcla.1,4r and. eo., New York, l.95J,, p~ 320): 

Ever.vone in the "War Department· ~0 \ias famil.iar with Crn>tography 
knew that th& Vi~re ws the cuatomar;y Contedentte oipher tmd that 
tor c. Confederate agency ( WW.ch Booth 1a mown to haw bee:ll) to 
posooss a CO'JN of a. variation ot it meant no more than it e. telegJ;aph 
operator -was capt~ ~ tb a cow ot the !-Jorae CoQ.e. ltundreds--and 
perhap$ thousands of people -were uSiJlg the Vigenere. But the 
GoverllllV!nt was desperately seek.l.ng cvldence against tl:J.e Confederate 
lenders so they took advantage ot the atmosphere of Z%zy'steey 'Which 
has alw.ys surrounded ceyptogra~ mtcl used it to confUse the public. 
and the p.rees. 1'bis shabby ~!ak sa:tnecl nothing, tor tho leaders 
of the Confecteracy eventuell;y bad to be let go for lack of evidence • 

. · To the foregoing l v.U1 eonment that I 4ou,bt ver:~ much whethe:r "cveeyone 

1n the lT~ Iepertment TMho ws ft!milia.r 'With ceypto~· -knev that the V:lgenere 

we the custOIQarY Confederate cipher." l'roba'bl;Y not one of them llad. even he8.rd • 

the name Vigenerc or had even :seen a. copy of the table, except those captured 

in opetations. I doubt 'Whethe1· a.qone on either side even lm.ev that tlle· cipher 

used by the Confederacy had a name.; or lec.st of ell, that ·a Gel"JDS.n .Arm:! reservist 

named. .Ka.siski, in ~book pu.bl!Ghed in 31)63, ehowed how the Vigenere cipher eoultl 

be solved by o. stra.!sbtforwa.rd mathemticeJ. method. 

I h$ve devoted e. ~od deal l!lOre attention to the me~ c.tld nen.nS for 

e~tO""Comittllllice.t:.tons in the Civil War tbtm they clesezove, because pro1'essional 

cryptolo~sta of 1961 can llard4r be. impressed. either b7 their e:ff1cacy from the 

point ot vtev ot e~. ant3. rapid.tty in the ceypt~c~ processing, or by the 

degree ot the teahnictll security they.iDxge.rted to the nessages they were intended 

to protect.. Not much. can be caid for the security of the visual aignaltns systems 

\Wed 1n the cotubat .zone by the Fedete.l Signal Corps for tactical. purposes, 'bocatule 
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they <were practi~ sU ba.~ upon ~ mDnoalphabet1e ciphers, or va;r1at1ons 

thereof, as for instauce, 1ihEm lllole wrds 1iere enciphered by the same aipha.bet. 

· There is :plenty ot ev.ldenee that Contederate siaqalmen wre more or less regular~ 

rea41n8 and solving those. siSQ.Bls.. What co.u be said about •the FJeC"Q1'1ty of the 

route cipbers used. by ~mtro for: strategic o.- hieh~OI!Illmd c~:iea.tions 1n the 

· zone of the interior? lt has alre~ been· indicated tbat1 . ac:COl."diDg· to accounts 

by ex"'~ m!ll, ouch ciphers wre bqond the c~ic capa.b111t1es ot 

Ccmfed.erate ~ts, but can we ~ believe that this was tl'\1.e? Considerin$. 

the sinq)l1e1ty of these ~ ciphers 811d the Ul'ldoubtect:f.Dtel.lect\Jal eD.l)ae1t1es 
'". ' . 

. of Conf'ederate officers and soldiers, ~·should messages in these systems have · 

resisted c~ie attack? l'n mezv- eases the general subject matter of a 

mesa&ee ezu1 perhaps a n\1lllber of spec1f1c items or intcmDation could be detected 

by quick inB,peetiOl'l ot the message. Certain.:cy, it it wre ~t tor tJl.e f3o-called 

11arbitrarl.es" the genemi senSe of the message could 'be foun4·'b7 a few minutes 

work, since the basic wstem·lllllst haVe been lmQw. tJnooueh. the capture of cipher 

·books, a tact J~Jmti~d several tims in the llterat\ll"e. Capture of but one . 

book ( thet "Were e.U sene~· alike) ~ bs..ve told Confederate si(glal.am exact~ · · 

hov· the system worked $lei thio wul4 na~ give ~ the ba.eic secret or the 
' . 

supersedinG book. So -we mwrt. see that vhatever degr:oee ot protection these route 

cip'bGrs e.tforded, ZII)ssag'e oecurity depena.ea, a.:I.!!Dst entirel.y upon the number <>t 
- ~ . . 

''erbitrariesu sctunl.:b used 1n practice. A review of sueh messages as are avaU.able 

sho1is v.tc!e· diversencies in the use of "al'bitranea"·· In 8JJ:1 event the n~ 

actuaJ.q present in these books must ~w te.Uen ftr.r short ot the numbe~ neecle(l 
.. 

to give the real. protection that e. well~ted code ean give. ~ it 

seemo to me· that. the appUcat1on of :native tnteJl·1.genee1 with some patience, shou1d 

have been sutticient to solve Uml'C uessages .. •or so it wuld be quite logical 

to as&ume. bt such as e.s~tion is wll ~·is ree4:lly. de!l¥)nstra'ble. 

It was, cuzo1.ousl$ anough, at abo11t this point iD preparing this lectm-e 

that 11\Y' Mend and colle~ ot nv NSA ~' 1-!r. Edv1n c. Fishel, go.ve me jUst 

tho rigbt matcrtai ~r ~ a demonstration. lh JUne ot· 1960, r:fr. Fishel. bad 

given Mr. l'h1ll.ip lb:i.dges, vho is el.so a member ot NSA. and Who 1mow nothinG about 

the l"QUte ciphers of tbe USl·!OO, the following ~thentie · :rooesage sent on .:t ~ 1.863 

by General George G~ ~Jeade, at IIe.tTiobura, PeDneyl:vaniil., to General Couch ~t Waehington: 

(Message to be ftimiabect.) F:ts. 17 
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It took Mr. Bridges only e. few hours, five or six, tO solve the ceyptogram, 

end he handed the following plain-text to Mr. Fishel: 

Thomas been it~ ... ··--uNulls" 
For Parson. I ehaJJ. try and get to you by tomorrow morning a 
reliable gentlemen·'; e.nd some scouts- w.o are. acqua.inted. with a 
country you Wish to knov of. . Rebels this '\oJaY have e.U. concentrated 
in direction of GettysbUrg and Chambersburg. I I)CCUJ?Y Carlisle. 
Signed Optic. Great battle wry Soon. t·ree much deal "Nulla" _ 

The foJ;"egoing solution is correct, save for one ·pardonable error~ 

tl1homas" is not a "nullu but an indicator for the ~nsions of t~ matrix and 

· the route. "Parson" and "Optic~ are code ~'Ialnes·~ and. I i.Jna31ne that Mr· Bridges . 

recognized them as &uoh but, of course, -he had no wey of interpreting thei!l, · ·except 

Pel"haps by making e. i:ttretu.l stuay of the events and commanders inwl ved in the 

impendi.ng a.otion, e. study· he 'Wa.Sn •_t ce.Ued upon to l.Dld.ertake. 

'lb.e foregoing n;osage w.s enciphered tzy" Cipher Book No. 12, in -which the · 

ind:1catoJ;" TRCMAS 6precifies a "Message of 10 lines and 5 columns". '!he route was 

quite simple and atraightfOl"Waid: uDown the ist (coiunm), u.P the 3rd.; dow the 

2ncl; up the 5th down the. 4th. '1 

· It is obvious· tbst in .this example the absence ot many uarbit:re.rief;l," made 

::tol.ution a. relati vol;Y' easy matter. What Mr. Bddges would have been able to 

do rr.tth the cryptogram hail there _been Im;\lly of them i'S problematiceJ.. Judging by 

·his worksheets, it seemed to ·IQe that Mr. l3ridges d.1d not realize 'When he w.s 

solving tbe mcseage that a transpostion matrix vas involved; and on·. questioning 
. . 

him on this point his answer l$.8 1n th~ negative. He rea.Uzed this only later. 

A minor drama in the fortunes of· Major General. .n. C. _Bueli, one of the hish 

commanders of the Federal AY:rey, is quiet:&.y end tersely autllned in tw ciphers 

,· telee;rams. The first one,. sent ()ri 29 Sept. 1862, from Unlisville,Ken~ucey, was 

in one of the USMl'C cipher. books, e.n,d ws · exterri.al.ly addressed to_ Colonel. .Anson· 

Stager, head of the UEMIU' but the internc.l addressee 't'IS.S Major General. a. w. Halleck, 

. "General-in-chie~' [ oU.r present day "Chief of Staff'] ~ The- mess8ge \mG e~rnaJ.ly 
signed. by WiU1am H. D.ra.lm, Buell's cipher operator, but the nmxe of the -aci.tUDJ:. 

. . 

sender, BUeU, vas 1ndi<!ated interna.l.ly. Here's the telegram: 

COLONEL ANSCl1 STAGER, 'Washington: 
. .AUstria a.wit. I is over to requiring orders rature blissf'Ul 
for your instant connnand turned and :t.nstl"W!tiona end. roU(91 looking 
further shall further the Camden me ·of ocean September poker twenty 
I the to I cotmnancl obedience repair orders quickly pret:ty. 
Indianapolis your him ace or~ ~ fourth received 1862 'WOUlld.ed 
nine be.ve twenty tum have to to to alvord hasty. _ -

\ 
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Rather then 31.~- ;you ·the pleJ..n-text of'" this mes~, perlls,pa yqu ~uia. l.1ke 

to wrk it out -for· ~oolves, to~ vith tbe Wormat1on youive ~ receiwd 
. . . 

the ~olUtion -abould not:~ cUft'icult. ~- nes~ eonta:J.ns OM en-qr, wteh -.s. 

~ :tn. 1tt:J ~ pre~tion: ~ wra ue.B omit~. 

· ·~- second telegtem, · ~ one aa.y later, ~ at.ao· ~ r~or Oene.ral BueU~ 

to ~jor Oenerel.1Ielieck, bUt it ws· ill e.nQther cipher boQk•~t~ thf) t'WO 

boolw invol~ -were used ®n¢urrentl.v. ~ it is: 

GEORGE c .. l.wm'Alm, Wns1JingtQn: _ · . . . 
Begu.'J.ars ordeted o~ m;v to publ.1.C out -~ ·.received 1.862· 

.spoi~ tbirty'· I dt~ c~ of eont1:nue et best othe.rW!ee Wl'$t 

.Ara.bia Il\Y ~a di~ duty -Qf·rq last tor 1'.4lleQ;m .September . · 
peri<:d your·-~ ~.nee Sbal1 dut1~a ·~ untu ~-1e.rd abU.it;r to the r a 
~ e~ ~ berel.Q. tribune .. •:: · 

~-1U'itltG:B 

As· before, l v.Ul..g.tve ·you -the· ~unity to tl0l.W·1;his mes~_for 

yourselves. (At the -beg!~ _of the next- lectu:;.oe I .oh$11 present tlle plain""' 

text ot 1»th me~a.) 

· .Next you ·13ee a photo~· ot ;Q.'n impt>rtant B!$sege llhich vou rtJti3 'tri.tlh to 

solve ~~l:t. It we -~ 1;w J:Tes14ent. Jetter~ ~vis- to Geneml. JObnston, 

on a vet:; s1gnificant elate_. U •il. 1865" For< ease_ in ~lting on it I give 

also a transcript!, on; since th~ photo~ is vaey _ol.&~ :tn po<n- state. I 

bel:i,~ve' that. ~s mas~ does net appear iD, e:tl1 tit tbe ~ounto f1 ve rend. 

F!g, lS 

!1'o re~ ~ J •. \1 •. ~llll, Well\ x•ve ment1ened before--~ imo ~vas ua mst 

ot 'What little eou;nd.1nfol'IDilt10ri. there is about-. the c~1c auccensea of 

bOth sicles. ~' l,et•4l see '\dlat the union s:tgual~'_; eoUl.d do Vlth ~bel 

ctpb.era. · ·Jtere s.re SOI:le at$tements he ~a·(}>. 214)~ · 

~ fl.J'Eit -<lec1pnerins ot $ rebel. $ignal ccXte of Wicb ! 
f'1hd ~record w.s. that ·!!ll!de by Capt. J~ s; ~end Capt. R. A. 
i'fqlor) ~ Nov. 25, 1862,. Four -diJqs· later, M$3. l-t/er wrote 
to Capt. ~, Chief Si!Jla1 Of't1.eGl-, ·Arrq of the Potctnac, 
not to pemit it to beec>me publi~ 11t~t \lte' translate tJle s1gnaj. 
mes~s of the_ rebel. ~''. . _ 
Ap:rU 9~ 1863, Ct.q)t. Fieber. ~r Fal%n0uth,· reported that one of his officers 
bad z:oend a zoe'bel .mes~ 'lib;tch prOVed. that the rebels wzoe in possession of 

.. ~ ~. 1be ~ dttQ he 'li8S 1ntol"med that the l"ebel. cocle tal«m (trom) a 
rebel. s:lgrml officelr ~ iclenti~al with one taken prov.t~ .at Yorktown. 

lte recei ve4 f'rclll MBj. t4Y'er the folloWinG ol;"ders ~ 

*A curious coiiiCiaimce-or \BS- :t~ Et. to~uitoue toreabaclow1ng of an event far 1n 
· ~ MU\"8? --ean be· seen- 1n the sequence of_ the last two 'W'O:rds. ot the cipher 
text. !).he. ~ssage is &lted SeptembeJ"" 30, l862l the New York liere.l.d ~ the 
Uew York 'ai.lnme ccmibined to~ the Nev York lbraltl•!tribunc on Mi:rch 19, 1924 ... -
62. ~s later~ 
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Rathtr than :fl1~ · .70'1 the platn ... text; ot tbia me:sssae, ~~s you ~ l:Ue. 

to 110rk it. out· for ~ves, for With the ii'Ltormat1on ~u've· -~ recet.vad. 

the solution~ !JOt be ~cult .. ~ .meseege CQQtatns·O!W -et"rO~(J Vbi¢h -was 

mtu1e 1n ita~ p,l.'e~tloB: 01le Wrd -ws omitted. 

!lbe second. td.esram, 0113t. CllO ~ later', l&S a:J.so ~rom -.,;or· GezMtre.l Blell, 

to MaJor Gela~Jral_lr&Ueok, but it 1Bfl. Ul another etpher book~t~ the te 

. books ·mmved Wl'e used cone~~.; lfere it 1EU 

atooaa Q. MA'mA!U), ~: . 
Be~s · 01'dm'ed or 11\V' to pUb11c out ~ reeeived 1862 

BROiled~ I dis.pateh ccxnmd of CQiltin'Qe ot -~~otherwise VOl"t3t 
Arab!& Jr.V COlliDQtld discbarse ~ ·t>t rq l.&$t tor Lin<:oln ~­
period ~- fran, JHmfJe· il'AJ,l ~ies the until ~ e.billty to- the l a 
remo'Vl\1 ~Y.::J Ms:m ~ tribune .. • · 

l'taLIP am:a 
.¥ berOJ'e, . .t 'WU1 stve y¢t..t the.a.PJ?Ol'tlm1ty to. .oolve this aes~ tor 

~ws. (At the bc&tnnins ot the next lee~ l Gbal1 present the pla1n• 
. . 

text ot both mtasaees.) 

·Next you see a photosr&Ph ot an ~rtent •s&a(J: which JOU._.1iish to 

eolve 10llr.U• It \111.\S ·S!nt by be.oitlent Je.tterson .~vis to Oeneral Jo1maton, . . 

on a very ~Ca:nt aa.te, ·u Aprl.l ·186S. F~ ~aee in wrlc1ng on 1t I glw 

a1.so a t~r1pti0l1, $tnce the ~ 1s W:ry ()].& d in poor Gte.te.. I 

beliew, that this ILY:s.saae does not e.ppent" in an.Y ot the ae~c:Q'I.ts I've 1'\eOd. 

Pis· lS 

~return to· J. v. Brow., ~ X've menti<med before and Who gtw~,; us stD$t 

of 'dlat little .ciound itlfo~ts.on ~rc 1u aboUt. the Cr.n»~io succeuses ot 

both aides. nran, 1et•s eee 'Wb.&t tbe 11zlton signalmeu·; c~ do Yith rebel 

ct~era. Sere al-e same· sta.temmts he ·~s (p .. 21.4): 
. . 

~ f'irst decil,'henns of a rebel signal code ot vhieh :t 
f1n4 81\Y :l'eeord. 1laS ~ 11184e·})y eapt .. J. s. Be.U Dn~I capt-- n. A. 
~lor, repo;'ted 'Itov .. fa;, 1862. . Pour ~s later, leJ. f.tyer 'Wl'Ote · 
to Capt. Ollabtng, Chief' Sisna1 ot't1eeJ:, Amu ~the Potomae, 
1')0t to ~t it. to become- in'Jllic t'tbat ~ translate the siszmj. 
mesaa,ges of the rebel ~,. · · · 
~U 9, 1863, C«pt. Fisher, mar i?almoutb~ l'ep0rte4 tb.at one o~ his officers 
baa;~ a. nb&l. mossaae ~ch proved that. the rebelS -wezoe in :po-.aalou r4 

our eocle. !1'he »Xt d6;1 he 'feiJ !ntol'mecl that the rebel e.o4e t.ken (tra:l) a 
rebel sl,graal. offleer i8S 14ellt1ealllith ODe t-.ken prertOWJlT at 'torkto'vn. 

lTe .received fran MaJ. ~:r the fol.lmt!rls ~t 

*A eunous eo1nci&m¢e-o~ laG 1t • :f'ortu,itous f'~~ -ot an ewnt tar 1n 
the tutU.re'l--can be sean 1n the seqUt!nce of the last two wrds ot the cf.:pber 
texi;.. 'lbe meu•sase in 4ated ~l" )G, l.862i the Nmt York Bera1d end. the 
Hew York ~bWJe .eOJilbined to make the nev York &raJ..d ... Tribl:me on Hlrch 19, 1924-­
~ years later! 

., 


