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COMMUNICATIONS SECURITY

ceatlemen,. this period will.be devoted .o the sybject of -commmications

msecurity, how. it-can-be-esteblished and “mEinteined.

Savernall ,
'Hweeaex four years ago there was being hammered into our ears over the

radio in Washington a slogan concerned .w_‘ith‘a.utomobile traffic safety. The
. R T T s

-sloga.n was: "Don't learn your traffic laws by acc:l.dent. i think the slogan

dne 27 o COMMUNICATIONS SECUR\T‘r,

" useful as a sub-title for my talk Abut I'1l modify it a little--"Don't learn

F R "—5‘ )
your COMSEC laizrs by accident." - -begin-my. talk-by reeding the Webster
Dietvionarytdefinition of the word "accident”. I know, of course, that W
only a few of you will ever be directly concerned with COMSEC duties, but as

a. daction

potential future commanders of fighting units $ke defln:.t on of the word
S0 400 Lo
"accident" should be of aeaiL interest in connection w:.th e seid- in
a.magent or i_'.wé, §@ I will read Webster's definition )if you will bear with me.
"Accident: Literally a befalling; an event which takes place without
one's foresight or expectation; an undesigned, sudden and unexpected
event, hence, often an undesigned or unforeseen occurrence of an
afflictive or unfortunate character; a mishap resulting in injury to a
person or damage to a thing; a casualty, as to die by accident.”

I will now make the defimt:.on releva.nt by remind:.ng you of a mlnor




[ )

important episode ofisise—war oﬂAthe Pacific during World War II, amd I will

I PVY S MM% Bk daning pur pailicpation v
v % e the account of that episode 'by'?:;-g Mﬂg_tbt‘m t:t

Wodd h)awI e, accompanied by a good ma.ny VIP's,
’\President of the United States, Taneaxwioraii-Gisief ‘

w Jjourneyed several times half-way around the world to attend special

maxktopsxomk conferences. They apparently could go with safety almost anywhere.

with no accidents. On the other hand, the Japanese Commander-in-Chief of the

Combined Fleet, Admiral Isoroku Yamemoto went on an inspection trip in April

v —— -

1943, the sequel to which may be summarized by an officisl Japanese Navy

¢ .
communique reading in part as follows:

Qual "The Commander-in-Chief of the Combined Fleet, Admiral Isoroku
Yamamoto, died an heroic death in April of this year in air combat with
the enemy while directing operations from a forward position." WM
As-is~oflen.the - easa; the comun:.que did-not -tell the.whole-truth.

AYa.mamoto didn't die in air combat with the enemy while directing operations--

he met with an accident. I don't know who first used the following terse

i i was--Jimmy: Walker , . then-Mayor- off New-York:City,
statementfbut it is decidedly applicable in this case: "Accidents don't happen,

they are brought about".,sleS«Navy-ecmmunications-intelligence -experts were quite

reasdi fically all beeause its cryptosystenms
the _Japanese Navy's.isgismsesmeni messages /-id_ were not stoure.

down

we daball
In the case o:E‘ Ya.mamoto 8 inspect:.on trip our Navy had h:Ls, schedule paeun_pat,
Ty W B b L el ) sdoamx to the day, hour and very minute.

XK > 0 5 G 2N 25 AR50 502 25
gt xiaomed dook soone X T ric) X Kos et K08 XKeX WX E AR ey MRS s

"ﬁrﬂh-ﬂa,, -
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TS FEENTETR, AT IMBEERERE  They also knew what his air escort would be, and
se-om. It was relatively easy to bring about the "accident™ Yamamoto was to

suffer; and—iits-eioriewe—thms his death was no accldent in the dictionary sense

Ainxyexit because his communications were insecure, The Yamamoto incident

later gave rise to a somewhat amusing exchange of TOP SECRET telegrams between

-
LY

Tokyo and Washington, and after the war was all over certain of them turned up

5

in the Forrestal Diaries, from which I will now read (Page 86):

se "The formal surrender took place on the deck of the U.S.S. Missouri
off Tokyo Bay on September 2nd. The mood of sudden relief from long and
breaking tension is exemplified by an amusing exchange a few days later
of urgent TOP SECRET telegrams which Forrestal put into his diary. Ia
the enthusiasm of victory someone let out the story of how in 1943
Admiral Yamamoto, the Japanese Naval Commander-in-Chief and architect
to the Pearl Harbor attack had been intercepted and shot down in flames
as a result of the American ability to read the Japanese codes. It was
the first public revelation of the work of the cryptanalytic division

and it brought an anguished cable from the intelligence unit already

engaged at Yokohama in the interrogation of Japanese Naval officers. Dlas ca,()-(._




bordy Gkt

[ Asar EKYamamoto story in this morning's paper has placed our activities in

very difficult position. Have meticulously concealed our special

A Ry prud Frvualod pndingoletid 1Rt

knowledge, we now become ridiculous.”, They were even then questioning
the Japanese officer who had been responsible for these codes and he was
hinting that in the face of this disclosure he would have to commit
suicide. The cable continued: "This officer is giving us valuable
inf;orma.tion on Japanese cryptosystems and cha.:'mels and we do not want him
or any of our other promising prospects to commit suicide until after next
week when we expect to have milked them dry...." U/W%MG

Washington answered with an operational priority TOP SECRET dispatch.

Quoli "Your lineal position on the list. of those who are embarrassed by the

Yamamoto story is 5-,692. All the people over whose dead bodies the story

was going to be publishe;i have been buried. All poséible schemes to
localize the damage have been considered 'b'ut none appears workable.
Suggest that only course for you is to deny knowledge of the story and
say you do not understand how such a fantastic tale could have been
invented. This might keep your friend ha;p;‘py until suicide time next week

which is about all that can be expected.” = as

- . B " -
¢ o eme VT RS R ,,ﬁf%ﬂw -
But not many years pa.ssed before the 'Japanese began to realize w/
' Il
*t' P 38 o Pl o, ©Re PRSI I . &=
Aip-andeinone: W EE S Tad- bappelied to’fﬁém—h&l-um s a.nd recently published books
hracomeawednodtn s e et oo sooe %R ko xOBIRRR X S R et B
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Japomase.

ANavy officers come out quite openly with statements atiributing their defeat to

poor COMSEC on their part, and excellent American COMINT and COMSEC. For example,

) -
*om-és Captain Fuchida's book entitled Midway: The Battle that Doomed Japan,

Chapter VIII, p. 131t

-

- —

Quot "If Admiral Yamamoto and his staff were vaguely disturbed by

persistent bad weather and by lack of information concerning the doings

of the enemy, théy would have been truly dismayed had they known the

actual enemy situation. Post-war American accé)unts make it clear that the
United States Pacific Fleet knew of the Japanese plan to invade Midway

even before our forces had started from home waters. As a result of some
amazing achievements of American intelligence, the enemy had succeeded

in breaking the principal cole then in use by the Japanese Navy. In this

way the enemy was able to learn of our intentions almost as quickly as w'e

had determined them ourselves." M*OE-

W7 Somaacll fou Yimd lulR odbusslion 1o HRis porrod em. COMSEC ; dand mowr
u’\Qf rHere-as-

-aside-whet-Wenger—told~as 4o ﬁ:s’oeller—-lmecrypts.).

AN @I Agwrw. Xp Afe m’&a,)ﬁzag,.

"a‘ It is bhardly necessary to tell you that with the advances made in the




invention and development of chsmnarry meonsubneiramceeesl weapons of warfare,

:fncluding communication systems, the/so-called “pencil-and-paper ciphers", the

and
hand -operated small cipher devices, /the codes mmixceriecmsywhinex of former days became

completely inadequate. Military, naval ,Aaii.-rmd“&ipi:emti;acrﬁtogm.phic..

bests avmin- 1o produsce. 102,

communications had to be s;peeded up; and obviously ihe Kr«d—aleng which-exypbo-

Abecssory FRvI drcelapunadl of chaybTs -oppariliva by noe ikl
M&W&Mtﬂiﬁmm ga ‘{

__..-.\»-a'-“"'

==

e&ee#re-meeha&ioa%appuahx;,‘peed in crypto-communications would at least begin

tc approach the ever-increasing speed of electrical communicat? AR X D

XU TG LR 252 ok X Ve X Kok ¥k And let me remind you that|the impetus for
devising and developing better mmixfawmer means for crypto-connrunication came
not only from the need for speedier crypto-apparatus but also-iand perhaps more

importantly-~from the need for much greater s;curity in those gommunications,

which were now largely by radio and were therefore susceptible |of interception

and study by the enemy. by oopeidcdooidly Greater security was needed becsuse

w—cryptanaiysis had been made_much more effective by advances in

F -
ibat science, aided.-b¥ new cryptanalytic tools.

A brief history of the invention and development of arypiocdoviees.,,

orypioatmehinacyw=aikd crypto-apparatus will therefore be of some interest. We

L.

will proceed now with some slides.




Aside from the much earlier Scytale used by the ancient Greeks, the earliest
A5  cipher device known to history is the cipher disk, first described by an Italian

cryptographer named Alberti, who wrote a treatise on ciphers in Rome about 1479,

EﬁMhm}MMmmmyhmm XWX X P KISR0

45 The next slide shows a similar sort of wheel which appeared many years

P

later in & book by another Italian cryptographer, Porta, who recommends the

"y

R
ﬁm‘ use of the cipher disk with keywords. I have the Portakwith me.
A5 4 The next slide pictures the U.S. Army Cipher Disk, which was used in the

period 1914-1918, and which follows exactly the same principles that Alberti

®
L4

recommended. It seems to have taken a long time for the Signal Corps to get

caught up with Alberti!

=e - L. e

Now I know it tekes a long time to nurse a patent through the United States

4 1 v

. , : - = . ; :-
Patent Office, but Alberti's device was finally patented in 1924k. Here it is.

Next is s picture of the Wheatsténe Cryptograph, the first real improve-

'M.nz(\-o -
ment on Alberti's device. I have the only ag?y in the United States, maybe in
the world, and I've brought it with me. Sir Charles Whemtsitong interested himself

in cryptography and invented his device in the latter part of the decade 1876.

Hodsneb-Jusi. a-simple~cipher disk. It consists of the ordinary alphabet on

mfuqce,a...
the outside and am%?lphabet on the inside) HGhe—fatter-betmgzmixet-sequences

omnd.
but there is one additionalhimportant feature~-~the alphabet on the outside contains
27 places, the one on the inside, 26. There is a differential gear in the device

so that as you encipher a message and turn the big or "minute" hand to the letters

ﬂf the plain text, the small or "hour" hand advances one step for each complete




M revolution of the "minute" hand » Just as in.a clock. , At—the-elose-of- :ﬁg ~period
09@»62. ao % Shrieemd. owsd T fovandl .

those—-of:-..younwho-mum.l:.ke-mvexamine iLhe -devicemay-do s0.
wow In 1917, in casti.ng- about for & field ciphe-r device for use on the
Western front, our British allies reSIgcita;bed Wheatstone's principle, embodied
}9 &J}b it in a little different mechanical form, and made thousands of them. Here is
4“( one of them and here is an American copy of the British model. It bas a 27-unit
alphabet on the outside and a 26-unit one on the inside; but there is now one
additional and very important feature. You will notice that both alphabets can

now be made variable mixed sequences, whereas before, in the original Wheatstone,

Nowr rg Rise devmes
only the inner alphabet could be varied. En-faed, a good many, were Just about

t0 be issued to field units, not only British but also French and American. All the
-xot: bﬁ@f%%xnpﬁe\«b bﬁi‘ea ALed Foreats wern s, oﬁﬁz%pm ;lSag'&ahw
forces-were to-use-i¥, But even before they could be put Into use it was s

by grngy wpakasL Mk m%mm Foose CrusplemapSorntruat & avns,
and—%hey-m-wa.:hhdm———!-—had—

t‘lm-’b—'we—-aeeiw_aﬁ-:tha devi

Wxﬂh—@mﬁmﬁm Aheinsecurit we-tnd “when I
Mx;&o Rverbank_ as « challengg . e W&oﬂ&«%‘ m»aat,bad.i

rea.ched American GHQ in France about three months later I found I wasn't a bit ’

T

populanfesansctRoon. MRowoamds i} haatatins dorsees whik fadbeb M

W&iﬁ&hmemh —Anerican cryptulagista«- ,Relis&noe .j..’

Acont:.nued to be placed in codes.

Yomative w. R 1¥900/ I(

49.4 Next—romeg—bhe—~eipher eyliader. A R French Army reserve officer, Commendant !

g Bazeries, tried to interest the French Army in a device which he called the \
) P

"Cryptographe Cylindrique", or cylindrical .cipher. His device consisted of
& series of disks with a central hole so that they can be mounted upon the

shaft; each disk bears an alphabet (of 25 letters in this case) in disarranged
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sequence, and the mixed alphabets are all different, each bearing an identify-

ing letter or number for assembling them upon the shaft in some key order, so

.that the correspondents have the same sequence of disks on their cylinders.
frerphans

'You *lb your message imbeweipher 20 letters at a time (because there are 28

rings), by rotating the rings to align the letters of your plain text

horizontally, whereupon for the cipher text you can choose any gt one of

the other 2k-rows of cipher text. (Bazeries used a 25-letter alphabet.)

This principle seemed to be a very good one and messages in it appeared to

be qui'be safe, but Ba.zer:.es never got a.nywhere in his attem;pts to get the Army

to a.dopt a.ny of his ciphers } WAQU.C!M

In 1915, an American Army officer, Captain Parker Hitt, awewt whom I have
wewtionsd- 5&%@'\@ 2
teoié-you, conceived the crypto-principle of the cipher cylinder independently.

{60 He knew nothing about Bazeries. His device, however, took the form of strips, @ds

you see. This was Hitt's wegy, very crude first shot at it, and, as a gift

the interesting items in
from him, it is among(-y-t__ collection. Here is a better model, %&e’\

-~
made in 1915, with the paper strips mounted on wood--wooden sliders. That
CLe USA
device was brought 1o the attention of the then Signa.l Corps Major Ma.tl‘borgnef)
in Washington, who Eiat he'd thought up someth:.ng new when he made a

cylindrical form of the thing, going back/ unknowingly to Bazeries'®' model.

ay?} Here 1s Mauborgne's model; it is made of brass and is very heavy. -And here's

wo,2 -+the final form of the device, as adopted in 1922 by the U.S. Army. It became
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Simpre= 1

weeb-we=eadid Cipher Device type M-94 ,Aused by the Army, the Navy, the Coast

Guard, and the Treasury. A couple of years after the M-94% was put into service

a friend showed me a write-up of something he'd come across more or less accidentally
in the Library of Congress, among the papers of Thomas Jefferson. Jefferson was

the first to invent the cipher cylinder principle, and he anticipated the Frenchman,
Bazeries, by a century. Here is the first page of his description of his device,

which he called "The Wheel Cypher.” Here is the second page. You see his calculationg

giving you at the bottom the number of permutations that his particular device

-

affords--a whale of a large number because Jefferson proposed a set of 36 disks.

In studying the degree of security provided by the M-9% both Army and Navy

cryptologists soon came to the c‘onclusic;n"bha.t security' would be much increased

" variabl T

by the use of cha.ngea'blel\ instead of fixed alphsbets. Among other versions, I had
one made which used metal rings on which we could mount slips of paper and fasten

them; thus we could change the alphabets as often as was felt necessary. Navy
Retiveen. Preoss, ourds ‘\L\az-
tried other versions. k".&hat—wa.s—-the—begi»mi:ngvof--—the various forms of strip

wene M&ch_ oud. comma, o ba,

cipher devices Aused by the Armed Forces, and later by the State Department and

u.s.
the Treasury Department. Here is a picture of the final ,\Army strip cipher device.

The strip ciphers carried an enormous amount of traffic - amd ' "‘J"Q'-L w«»ﬁ'
DL e wons. po-olledShoumd-operatid v il cund. pipee ciphena, wRalwe

- a machine.called the Kryha, invented b i b
B v o e 2, e Kryha, i y a German, in about

the year 1925. According to its inventor the Kryha was the last word in the way of

mechanical cryptographs, and he tried to interest various governments in his

machine. There isn't time to explain the machine, but
veaked. Wrens maatig
-18- o Dethie deviecs.,

%—. o2 o2 in e e
P e fg,.':l_.:a




5-5’ here is a dissertation on the number of perxputatioﬁs and combingtions the

Kryha machine affords, written by 8 German mathematician. All I have to say

-

about it is that in this case, as in many others, merely the number of

permutations and combinationsg whic‘:h 8 given machine affords, like the birds
noi'.kiing or
that sing in the Spring, often have [little to do with the case. Much depends
upon just what kinds of alphabets are employed and exactly how they are
employed. Large numbers of permutations and combinations don't frighten the
cryptanalyst at all, For example, to give you a simple illustration, take a
simple monoalphabetic substitution cipher. The number of alphabets that can
be produced is factorial 26--that's a large, large number--4@3 quadrillions,
291,451 trillions, 126,685 billions, 635,584 millions and a few more,but you
know as well as I that you don't solve e monoalphabetic substitution ciphers

‘Wﬂhw ¢

by an exhaustion method. There are very much simpler ways of it ~Take

envther-exemple: v«Smposg,,xguﬁ_,_hg.veu_a. wachine. thah provides hundreds -of-millionss

il
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st N TR e
L .

-
P

presented succedsively in a fixed sequence.\ Such a machine would give poor
N A r

o

of mixed alphabets f017 in enciphermep{, that is, the alphabets are

2
r oz 3 s
urity becaygé in leavy traffic many m*ess&és(-_yould be enciphered by the

\ yd AN

P PP
th" .\ When this is the cas€ he proceeds to solye>th(eh set of messages

7~ AN \\
LY ad
vertically, Eolurgp ﬁy column, and wheh he's finished he can' read the messages

1/‘i 4
horizontglly and eureka! +the business” is ‘guccessfully terminated. When

\ ’ \
alphabets a.re\u‘aed the -ﬁjé{:an be done with just two messages.

WWLWM crypto-machines 3 it became clear

that there was a pressing need in the military and naval services for two

types of automatic machines, fhst~itsy~machines-wkick-would-get—out-of.-the

v2eQanienal
reedm.of-hand ~operated-gadgets. Firsi,we needed a small '\ma.chine for low

echelon or field use and asdl-meehksnictlly second, we needed a la.rgez:, st ohrhaps

high-security,
electrically-operated machine for Am high-command use. Let us take

up the first of these two types and see what happened.

Haenca.

-I—ehw-y\au—next—ar-&eve!:opnent model-eof a machine constructed by the
ol 193 4

Signal Corps Laboratories A deueloped without guidance from Washington. The
Director of the Laboratories at that time was a great believer in autonomy

and he wasn't going to have Washington tell him anything about how things were
4 ’
to be doneA. When it came to developing a cipher machite ;, he decided that he

and his staff could produce a really good machine without the help of the WMQ\»‘»-aﬁ'h

“cryptanalysts. So he proceeded on this basis to use up the tiny bit of money

e not permitted
that was,\available--$2 ,088. We in Washington were MW even to know what

C iy sz

Aoz o veen




Mﬂ

Sowoa bt e B B

was being built until the #smwxl model was completed and ready to be delivered

to us. When we finally went to pick up the machine, I talked to Colonel So and
So, who told me w:f:‘bh some pride that his machine was all mechanical and that there
was nothing in the way of an electricsl machine or operation that you couldn't

do mechanically. I aske:d:_ "Colonel, c?,n you lig-h;:"a room mechanically?" To

which he replied: "You've said enough--get out. There's the machine, take it

The Colonel never was given ‘the 0pportun1ty to mprove hls model,

with you." lehez 5 SO 200

180 ax we Nolacd m«;.e.s wwmvm .
'beca.use the crypto-prlnciple was veory fa.ulty aﬁ. 1‘he la.'bora.torles de elopment

Now we come to a development which is of considerable interest to us.

HEere's a picture of a gentleman named Boris C. W. Hagelin, a Swedish engineer )

who was responsible for the invention and development of one of the machines
that all the Asezw:;‘fees used in World War II in great quanti‘bies) Moo Hagelin

g.--‘-—-""""" .

and-f -beceme very -good .friéfis-afisr-the.war. I was opposed to NE- Hagelin's

amd, 3—» burg_
device AAGMNIL-Lom-rensons bhet ki preseily ReOUe...C LEAT _I'b wasn't a case
ok Fotlon,. adr T
of NIH--Rnot invented here“'\ bu‘t'ﬁxe decision to Ahave—them made--for-and: used

-12A-

o iy o
L Y d

- [ \._._..JE




o et ezl

i b

wed) mads albowl 1939 oo

by-the-Uaited -States Arnws-—.wa&.a-deci&ianneﬁ a level higher than my own, and

i

Q__ et i

mdopipiaccapkedoidx 1t turned out. DMEiolsixy that my superiors were right, for

owr troops at least had something for low-echelon crypto-communications, whereas

if I'd had my way they'd bave had nothing but pencil-and-paper ciphers, or the

M-gh device, or the strip cipher device--all, too slow.

” P . W
Now Just & bit about Mr. Hagelin. He did what X best describa{as 8
- - ‘ .
hysteron-proteron. That's a four-bit-word from the Greek meaning to do a thing

- -

"ass-backwards™. I mean that usually you go into cryptographic work and then
‘WA.

you have a nervous breakdown. He did it the other way, He had a nervous

breakdown and I\ vering he invented this machinee-amd He made

“Tre
sesew]: million U.S. dollars from his invention. That's not at all a poor sort

of hysteron-proteron if you‘re going to do one.

EQ Here's a picture of Hagelin's very first machine. I've brought one'\aﬂ-hia 2

T e

= £

R e e ., e

l)% vekyp-fiugi-models, in fact, number one, PFeusgour--inspectiont --Ib.was a present
from Mr. Hagelin, for my museum. Ichsxmxsooyx oxkereesinlmpminulkasz From thet
prototype he built better models and interested the Signal Corps in them. As
a consequence we built in America, for World War II, this six-wheel Hagelin

Wa fruilie o,

machine, vhich many of you no doubt know as Converter M-2¢09. Exraihmk
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ean-Buropean-setric measuremenis-and- tools) end we-butli.an astonishing-aumber

of them--over one hundred and ten thousand, w~ %ﬂ&t ng WeRR pnndl ‘ea te\-L
Mvva, , Ba 'ng and You Marme- Conge

Many~of -you -Bey know Lthat the..Mv2¢9 had ‘8 Ferious ;-d-very serious security

¥eaknesty..ghout whteh-$41Y suy“a"rew'wds later., This is a picture of one

owr M-209 o tow
of Kne—ﬁagﬂ:tn machines as modified by sqme O ow” GI's in Italy. The M-2§9

B pw\hﬂ\
"0.3 has no printing mechanism and you know how resourceful Gl's can be. ﬁeeaple a 2!

] ) A
Wrey -

@i-Chenm -aerounged parts here and there egd improved their machine to make it

a printing model. See, here's the keyboard, and here's the printing mechanism.

Inside the cover N e cartoon of a couple of GI's getting ready to test a

™

home-made still for the production of you-know-what . The caption at the bottom

of the cartoon says: "Yes, but will the dammned thing work?"

continmmnd WM&"E#Q
diogy Mr. Hagelin p:ekeeéed to improve his machine and A : -gide-view
deEQUM

-—%E)—i' Mhisnhtest -models--the -0X -5@ %t printi not only the plain text but
also the cipher text, land ’\Hdnm:m'hed_a_mh«amprored .ciphering -mechanism,

wﬂ{ WDU-M JJ\M)\A“\ mﬁmm. Wm,ﬂm Dﬁm Mﬁm o
because the. wheeiny -iftrrtema bl being permapently. £ixed upon -thé shufty-ere

demeunitable -un&wean‘ﬁse-rearranged in 720 different ways. -The stepping motip
[ //
--ﬂﬁ‘é'i for some

m.xheaemheeleﬂ;é ‘complicated. -We've.gtudied this improw

Mﬁ& ef"ﬁ:is moment ve 4de-nob-kaow how, Ve Eiphers"“produceu” by

'- Y e e wip T T

T'—-——- .--..__:z.,
this-machine. M&Ww serious weakness, Wi when two messages

’

are in depth, that is, as—divewexplained eariiery when they are enciphered by

the same keying sequence, they are m solvable. . JIfdime -permitted I

eould . show-you-HoW e8ETly tHIs is Hone;-but you'll. just have to _take my ward
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fol it. When there are, several messa.ge;s in depth the solution pecomes even

f

easiér. And the bad part about this from the sta.ndpoint/‘ COMSEC is that with
~

a solution b¥ depth the recovery Xhe key-~-the whole” setting of the machine--

~

of ten p X
i/s./ﬁot at all diffjcult. en, of course,\ the sglution of all other messages

enciphered by the s ‘elements is an easy matter.

That is the fat f the typxh the M-289 and is the big
&c{blem in conn e Of what we call key-genexator Mm
mwwm

e o pactne "3 fada.

an improvement security-wise over

'\Corps is a double M-209
\
\

the single M-}ﬂ , but/f'm sorry to say that %t too has the ssfle weakness of an

think we will have
easy solution wh O Or more messages are in depph. bl xkewwmosXookeinek

It doesn't have

A inted record .

Now for a quick review of the development of what we call electrical-

rotor machines. The first one I show--also a product of the Hagelin Company
in Stockholm--was not a real rotor device of the type we use today but I

don't want to go into details. I merely want to show the device, which is

mew connected to a Remington electric typev.rriter s BO i‘.ha'b instead of writing

down letters one by one you can make much more speed by having a printed record.

T

Up to that time devices of this sort were only of the lamp-indicator-type of

You'd asnetin would move ‘Myou'd

machine. ff press a ke;DAand a light would light; ZwWea® have to write down

sy ofeany

the letter flashed on the light bank and then Abhe - edpber srtep

-15-

5 Ams e
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The next forward step was taken when Hagelin mede the printing mechanism
LS’ an integral part of the machine itself. Here is the keyboard, the printing

mechanism is in here, and now the whole assembly is very much smaller and more

compact.

e

5"{ Now I show a German machine known as the Enigma, g commercial model,
wlieh s avalodile sl Wtlow come w32 power.
invented end -put-on-the.markei-in-about--3983«ak. It comprised a keyboard, a
sk ey

light bank, a set of Rlectnie—wheels called rotors, and a smedd dry cell for

power. In this case the enciphering-deciphering circuitry is more complicateds

e cuwrnen =
i"\ goes from a key of the keyboard, Mhreugna contact on a fixed entry

cud %wﬂm»aﬂa
plate or statorAi-ho these stepping rotors,aﬁﬂy—nemﬁ a reflector or

plate Wl hernce MR Curment 2l rotn 0 duffiRrn patis
reversing -*hr_; back through the cipher rotors @) one of & bank of lights e sewbhat
ﬁe current goes through the rotors twice, which complicates things a good deal.

‘Each time a key is depressed at least one rbtor steps forward and &Mzé,w)m Www‘i'&

( the—stepping.of-the " FTOTors 15 Such that the machine~has s ratier-short-eycle.gs

psuch things .go,~tese-. than 263+-.i.tms' w 1ittIe léss than 237 becasle of vertain
waed & ua&%s&a:b.,bm ,yg;tﬁa_ E:WL"&MG" Ak )ﬁma, Lok Hie. war nweatlels.

faciore-into-whrich -it isn't Hecessary to go.

& ) ] robew:-machines
WW‘&gvelopments of.. djsatx machdse -Chr'SUEH Wortd

x

Wear—tI+—a%--Lhe -momeni, .andin. period .of -time--to anticipate Germamraé&velopments”
Mow~
m-ﬁe.u’\ I want to go directly to the American developments in rotor
"“ machines. First, I show a picture of the late Mr. Edward H. Hebern, a

Californian, who seems independently to have thought of rotor machines. I

asked Mr. Hebern one day how he happened to get started on such things and he

said, "Well, you see I was in Jjail". I said: "In Jjail, what for?" He said:




"Horse thievery." I asked him: "Were you guilty?", whereupon he said: "The
Jury thought so". It was while he was in jdil, then, that Mr. Hebern conceived
the idea of a cipher machine. Here is his very first model. It is possible
that he built it as an item of occupational therapy while in jail.but=Z-think-
is-mare likely .tbhat- be built-it efter he got owt—of-jail. It has a keyboard,

a left-hand stator, that is, a ring of 26 stationery contacts arranged in a

T

circular fashion to one of which the current goes whern a keyboard key is

depressed; a rotor of 26-points, and an exit stator of 26 contacts on this

LY

side. It is important to note that there-was no reflector rotor; the type here

is what we call a “stréight through" rotor machine. You press a key and a

lamp lights. There was just one roto; in his first model, which he built in

ST ..
1922 gt/ 24 for the-ﬁ*u.Klux Klan. Here is the first printing model made by

Mr. Hebern--still a one-rotor machine--with a keyboard and, now, an electric
typewriter connected thereto. \Omr—~tnterestifif tHINg about Mr. Hebérn's- rotors
35ltely Tixed wiring, as in the German
Eolgua. rohors, -for these are detachable wires, showing that at an early date
be—-soncalived.the idea -of varjable connectidps-im rotors. ~This i5 an extremely
{né&. Wm
This shows his nextlfteph
Now we have three rotors in cascade. This, too, was a very important step--
the cascading effect was a great advance in connection with rotors. Here I
"% show his next development--a 5-rotor machine. Here-are the rotors remaved.

:}3(/'thmu:he_maehinE‘to“shcw'you what they look like. .They were.still varieble
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connee-t—ion-changere«you,could..takefwrirgts.sand rearrange. lbem -as and when you

pieased. There is an interesting story connec_ted with that M}lymvy

rspee&te»-—eommicationrfrom Washington ta_the Fleet Commanders and s of course,

o~

fop—indre-fieet—communieations. The Navy thought this Hebern model a suitable
Rad don S Y Myp-.»g«!&,

machine and they opriaticn.for.tle murnagse, a large sum of money

for those days, $75,0068. They proceeded then to negotiate with Mr. Hebern.

I was asked by the President of the Naval Board that had been appointed to study

the Hebern machine to give him my personal opinion of its security., ¥F~hmd-no

wachips.and.-the Navy-had only twe,.both undergolng service tests. ~-But I

" o

persuaded the War Department to purchase A machine from Mr. Hebern. , £se®
ami—sbudicd~it-for- some weekesw=three or .four weeks- (The whole of my outfit )’Kmu

consisted of myself and a World War I veteran, an ex-prize fighter, with

crossed-eyes, pug-nose and cauliflower ears; the only thing he could do was &

|

typpeyand- I-may -say. that he could copy from draft letters or-eipher-text with

wperdie. a Typawadin.. h""-@ﬁt 3N

mut&mmnqx,_mtman -he -esaid-do —--‘i'hem was up to me.

—§e uﬁ:n. weahs wilkoud avew a gQ-mum
deo—i-sey, I studied the Heber ma.chine idea for & solution.ceme:to
Sudderdsy s cormn to we S thasd Ltmxm—gv,ww P““t% govk,

m% vhereupon I went over to the Navy Section, which was then in charge of a

Lt. Struble, wee now i Vice Admira.l_S'bru_ble » Retired, with an enviable service

PO

record. I said to Struble, "Lieutenant s I don't think that machine is quite

-4 &
L

- .- TF
as safe as you think it is." He said:- "Oh, you're crazy!" I said: "Does
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Ly 4, ﬂ:—
__L—a—-'-wr
winiSB

. s Xmf U X

this mean that you challenge me?" whereupon he said, "Yes". So I said:

"I accept.” He asked: "Well, what do you want in the way of messages?"
L .
Sty Jown mﬁfw-@m&?‘» ol

I said: "How about ten messages put up on your ma.chin%?“ He gave me the ten

messages and wille-sene—byping-heip-fromthetex=prize~fighter I worked on them

until I got to a place one day, at the close of business, when I had reduced

the te)t oonne of the messages to simplest terms: I knew A }

sl thembaui. of -that pessagesthe letters which were the same,but I didntt

know what the letters actually were. Let us say, for

Fre -
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ad
instance, that the first, the seventh > the ninth letiers were the same, what-

PYAN lirw? FACTINULLN
ever they were; the second, the seventeenth and the twenty-third were the same,

and so on. That's all I had when I left for home that evening. We were going

X Mesr wdantitisa avena. apph iy ik

to some sort of a party, Rad-i—haﬂ—t-hese—-lebtersuxn my-mind ,—at -least- the-ones
Rm.tmw-identical-md ~$heir positions. As I was tging a black tie, it

suddenly came to me, and I can't tell you to this day Jjust how or from where,

but the whole line of text fell into place with all the repetitions in the proper

place: "President of the United States." I could hardly wait to get to the
el Wew

office i—*-%he morning,axd té’ my intense gra.tifica.tion;l found that my sub-

conscious guess was correct. I reconstructed the ten messages, turned them
over to Lt. Struble, and there was a considerable amount of excitement after I
showed him how I'd reasoned out a solution. The Navy Department cancelled the

order that they bad placed; the Hebern Compeny, which had been selling stock c&t’ f&'zi‘-’-"
bw.w-n \MMZ mo.c"em-:;a ;h,i—h Na-ua,,&u“m.tq_ ‘*o....«.;,Q o(.-u.ej'u'f
on the basis of great prospects A went to pieces. omrsceslievamRexackmmatixkniy

wanaieieedofiie xEchexnxf rnxt aniRecdokoanizRegged: % aniter $akegxhaglk .  Mr.

ar

Hebern, trying to recusitate what he could from his unfortunate encounter with

an unknown cryptanalyst, bought'\stock in the Southern part of California at
Lg¢ and sold it in the northern part of the state at about $2.6¢. The

California Blue Sky La.ws didn't like that sort of conduct and Mr. Hebern spent Wtﬂa

giving him lots” of time a.nd opportunity to think up improve-
# year in prison,/ ’ ' i ac

ments on his machine.
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Despite my solution we thought that the Hebern principle was still a

good one, and,\Navy went ahead with Mr. He'bern a.fter he got out of prison. He,*@wg&:
472.18 HRu_'s—&_pl&tu:e gt_i:ha..last—mehine-he--huilt for..Lhe. Naw f\Hebern wanted

az LTy ke
to get paid for !itémzlm but there was just one hitch--the machine

wouldn't work.gpl when this was pointed out to him he sald: "Show me where

"

it says in the contract’\ it has to work"™, and when they couldn't, he was

paid off. The Navy then decided tha.t they had had enough of Hebern and

mﬁ@ww%w, T

went into research and development themselves, a laboratory being-established L ~

it Wk wan Hory, called
 +4m the Navy Yard. Years later the Hebern heirs brought suit in the United

[
F ) . - Fa -
H Vo

States Court of Claims against the qute_d States for $56,000,008, which was

At Loy o . , .
se:;‘l%a,\qu at a Bonsiderable discou.nt, $3¢,M¢,AM"’}° ad'ﬁm‘gfﬁm.w

Pm—gai.nﬁ:o Ou-NOW & few— slldes—.ofﬂthe Army developments in rotor-

type crypto-machines. !.‘hdMAfter the debacle I've told you about, wes-the first

shetuthet we in the Signal Intelligence Service in the Office of the Chief

Lo Krae 5t foirnotien, %ﬁ Suuall T T broleries cn

Slgnal Officer, in Washington)hud-et developing a machine for the Army. )’ijlhsm a.

b’%d‘,

17¢"( Mwm, 5 -rotors, and noy. an interesting fedture--an

external keying mechanism, I -come to the cwo that internal control

mk‘cha.nisx;ag for stepping rotors had a fundamentel veakness; that is, _I*"T'elt
s o

r . ’4‘
thh;\y not make the rotors Uend upon themselves for the stepping, and

Ramatne T L L 2 8

“
-
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I-{hink the principle is still quite safe, especially if the tapes mren't :

f N .

e OVEIhHKQGHEdainhﬂﬁageg{?ﬂﬁﬁhiSuanothenﬂYiew10f_thg_ﬂﬂmg_ggghigg::hgxg_ia‘the

tape-transmitter, -the_rotars, the keyboard, an electrometic typewriter, .etc.

~J-think this-was ope-nf the Verm y models. ) We bad hoxes of about 144 -key

tedes—Eram which you could make the-selection for the day 8&d0raidg to-the

keying document. A serious practical weakness, of course, was ‘the necessity

Those

Yeor—productiea-emidistribution-of-tapes. ‘%e- machines functioned all right

but before even ten of them had been produced we had hit upon a new principle

Ty danrubacrn

for the control of the rotor stepping. I tried my very best to get ‘ehe-ﬁs:gna'l

chif

k‘.orgps to change the development right there and then, and shift to the new type
of control. I was practically thrown out of ~of-the-chief-of:
dimmigion with the remark, "Go back to your den--you inventors are all alike. A

new and better idea every day. If we listened to you inventors we*d never

get anything out." So we had to put the idea on ice, that is, in secrecyf&tL a.w%,

Ak mmm Ny Rad 5 Mok T ECM, o
-MARK -Z«ECMy~Lhe electric cipher machine, desiguned.

developed and built by-the-Newy without any help from Mr. Hebern. It-had e
new.type of control-mechanism-for-rotor-siepping,-based upon the use” of Bowden

winreg—or-flexible-eables ~~They wére tricky and gave rise Lo-a lot of difficulty

~22-
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o T YT

Q-_‘V

produced e
Qut-ever-and-beyond -that the-machine bhad.a fatal security weakness .i--Li j@Swec

«m tremendoty IBHpth - but~with - onty-15 d:_ljfere’ﬁf starting poinis.

anlagf
Yo rr-rememer-what I said about such-a situation g few minttes ®go.
/ Bew-tirts..o8RE_ES. be. the: case~E-do not knowy £0s jhere wasn't any eeerdinertivme

Bsen., N

we collaboration in those days wkeh Army eryptologists--we didn't even know that

such a machine had been
- built by Navy. Each service went its own way. When

there came a change in commend in the Navy code and signal sect:.on)the new head

Re . o) ¥ Mok L ECM wan gomed

decided 'bhzb development had-gone -far enough and he wanted some help from

the Army) if he could get it. He came to see me one day and told me that they

were in difficulty and needed new ideas,f-we-bad-mny. I said: '"Well, we

or I
have a good idea but it's secret." He asked: "Well, what do you/have to do to get

it released so that you can
/tell me?" I told him: "I*1l have to get permission from the Chief Signal

Officer", which I proceeéed to do. I mention this specifically and ask tha.t

you believe tha.t this was the situation in those days--there were Army secrets

and Na.vy'\sec ts, and never the twain did meet. When I told the Chief Signal

Officer what Navy wanted, he promptly said: "Of course, let them have it".

7 L S T\
So A told the Navy about thxm idea for rotor control,l.vﬂ showed them the

amosborde . Pz Sihadh adion & wanndier 5 Meur
circuitry NM@% delayfhe%x%ﬁe@ mx_uamuzi

Navr‘dm'bhat*'sﬂfftcten'bwmt
o cmudph&ahtamd.tmmh sets. of 1¢ re. ralorss-

M-etec&ii frork: had -to-be.dones

ing-vontaet™troubles -with.their rotorse/ i&chimsuvm build
.y

by the Teletype Corporation, a very competent orga.nizat:.on and—veremh:.ghly e

MWM%M

{f‘( 2 hsuccessful. Here is a picture of the MARK II ECM, Navy terminology, or the

SIGABA, Army terminology. If it hadn't been for the fact that we got together

before we became belligerents in World War II, N would have been extremely
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T, T e e

R

Arwy: and-the-Navy to have had any inter-communication at all

h)cfQL UM—I

with great sa.tisfaction on both des. I might add, in closing that incident,

that, to the best of my knowledge, this is the only gadget that was withheld
Wroughewt Wbl War I,
from our British Allies A Taey knew that we had a machine of this

character and although we knew all about their type of machine, in fact, the

Navy was using it for communica:tion with the British, xesixmels

it was U. S. policy on the highest level in both the Army and the Na.vy to

withhold our machine from Koe-British.

on this point until the recalcitrant

see the t. The trouble that when the téchnicians «Esured them thet messages

i
is machine” couldn't be read without hqygg('me current key list--

-

ut up by

g
1 -, e
a

that we ouxsélves, Army as well as Navy, had tried very hai;a Jt_“o.. do so and

f}i ed--they just wouldn}‘hglieve it. One reason for thfs"' adamant palicy was

7 s
t they were daily getting 26<ecr ts that wez’fg being produced from Gg;'nﬁ,
~ /

Japanese meéa:s and ‘they ,jué"t didn't feel like takifg/a.‘ny ch:ge.

. perhaps_entlxely needlgssly,
I don't know‘how many millions of dollars were spent
7 - \\ 4

in establishing means for inter-conmgntca.tioii‘ﬁith the British. -By this.I mean




f
e

ﬁritlsh had ©

o

But by the

end of 1953 we were abligjo Egﬁvince the authQrities that it would “he all right

and finally jhé British were allowed to haye -our machines magbil-they. could ™
\“-

te their developments and be on their owne I think it would be nice if

there were time to explain the crypto-principles of the ECM-SIGABA but suffice

Yedd MML&-

it to say that we know of no case of solution of thie-maah&ne system
througbeut.bhewaxr, and it is still in service as a high-grade off-line machine.

During its use in World War II there was one possible compromise which raised

W\ "
guite a storm when it was discovered that some Frenchman had liberated a U.S.

Army truck and trailer-~the latter carrying all the 28th Division's HQ cigpher

machines and materiel. But the stuff was soon found where it had been dumped

w auuﬂfghwer w&um'h&w&% M‘L:J,Mﬂqwmxo
Aby the Frenchmenq-in.a.neanbann;xeg‘ The episode was one which caused the

Signal Officer and other officers to be tried by court martial. We had and

still have very strict rules indeed about safeguarding this gadget, and in

|
mentioning this point I should say that we werentt worried by the thought that

our messages couwld be read if the Germans would capture one. We were worried

by the thought that they would learn how good it was and would copy it--thus

cutting off our COMINT. I can hardly refrain from telling you one of the funny

ond WnXER
things about our not giving the machine to the British when they needeqkit 50

desperately. I mentioned the strict rules about safeguarding it--who could see

~— - s - —

. ' " -25-

o~ o, 2 ~ 45——
Wi 3 oo &

%
' .




REF ID:A63360

the thing, who could service it, and so on, and we saw to it that these rules
were strictly enforced. But there came & time in North Africa when all our

maintenance men were knocked off and there was nobody to service the machines.

However, a very skillful British RAF Officer, an electrical engineez:,was pressed

into service and he masintalned our SIGABAs there for a while. I'm sure you

won't be astonished to learn that when he got back to London he built for the

RAF a machine based upon the ECM-SIGABA principle!

t to shoy-ydu next the cipher machine which was used very extensively

from the market.




yai-nan-sees. ttbetteron the- ‘stide, Here are the rotors--they are exactly

\ N
the sa.me physically as "l'.hey vee on the \commercial model » but w{.th different
N \\ f’ ‘ 5,
wirings of coyrbe. Now let's see wha.t th?’godlficat:.on was--the \addltlon of

; /’ N\ N\
a plug pdard by means of which onefcould change the connections ‘bet'een the
.\ ’!' ‘\
~
<keys of the keyboa\.rgl and tl}g ’ﬁmps on the lightbank. There were 13 plu‘gs and

N\ N

b
Jacks and this number was not chosen by accident; +
‘-- \ =
> N
A"

apparently bad mathematicians

N

figure out a_.bsélutely the bés_t number of plugfing arrangements for this particular

A ."'j i \\
michiné. There were certain weakness€s in the German Military Enigma but the
R \ "
AN .
absolutely fatal weakness was-fhat they couldn't,or at least they ¥ldn't,change
N ¥

\ :‘,‘0! Ll
their rothirings at 4

e \
couldn't have §orde anything with their traffi_‘gQrb with them we?g-a.‘bié to

1 throughout the war. Withou} the rotor wir:?.‘:gwe

S6

engineers, in collaboration witn tne Signal Corps, devised this modification of

the then standard printing-telegraph machine to make it a printing-telegraph

T -

- R
. L]
-d ‘I—l - —-—-’-ﬂ -
] .




cipher machine, using circular key tapes of random characters. Great faith

was placed in this’'machine but it was not put into use until the war was over.

T A e

Y

By that time I had come back from Fran'ce s rejoined the Riverbank Laboratories
and accepted a challenge to solve this kind of cipher system. It's too long
a story to go into right now but as a result of the solution the Army dropped the
dashoroli.
project. I think it was )in a vay, too bad, because when we had a 'Peed for
teleprinter ciphering in the early days of 1942 we actually had nothing except
this thing. The big trouble,of course,was the production and distribution of
these key tapes, and it is a problem which is still with us. Here's an early
model of a machine for meking key tapes. We improved such machines very greatly
in the next year or two, so that we could produce hundreds of thousands of good
N el
-~ . i
tapes in a hurry. 6w modera-key-bepe manufacturing apparatus—ms'%m;nmtorh—
WWW# “he-random-impul seT - fur “pinching the tapesa:
This is a rotor machine, the SIGCUM, which the Army developed in 1942-43

Whiths wod Qstﬁq{ﬁ, Pﬂ«m

a.ndhused very successfully’\to enclpher teletype communications. It uses not

perforated tapes but rotors which step in an erratic fashion.wc

awmmm - Bervigg,~it-had. wesknesaass E;'ery once

in a while, when we discovered new cryptanalytic techniques, we found that SIGCUM

L

had wesknesses which could be exploited; whereupon we would proceed to tighten up

things by changes in the method of usage or the method of stepping the rotors,

and so on. The machines are still in use, doing valilant service because we were

able to incorporate more and more improved features in it. ¥Hs.pew.designation

3
-
F]

.
-

S, T s
. - -28-

ae s e

- - _ ™
[ R - = L
Nt mar Ak e d mwm W gn- T verl
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Now we have to say a few words about certain other types of ciphering
apparatus. For example, it is necessary to send s with security, weather and
situation mapse -3t wae-desirable 1o have-a -machine which' can-encipher -and
deeipher—favsimile. The generic name we gave to machines for ciphering facsimile

was cifax.  -Here is gne guch machine that was developed by Army far.the purposg,

telephone
called. SIGMEW. We also had need for machines for enciphering/conversations,

to whetdh ot

machines ,\m the generlc name ciphony equipmentsg s the. first. shob-at-ibe-

a develaopment. by. the -Bell Telephone- des, called SIGJHIP:— It was-& gyp

/
Ww& Jou much mor§- feeling of sEemrity than was warranted by the
-l

e

-

cireuns Mvmathng em_igh_e,_red_ by means, Qf that. thing conld be read,

eadily.avd.ig gll.knew. this but il was only an_jgter im piece of eguipment.

The "Telephone Company)pmeee&e&m‘bh’ its-work, in collaboration with engineers

: Ao nelope R

from the Signal Intelligence Service a.mi 'l'.he Signe.l Corps, Knd a very high-grade

U R Iy

ciphony system which became known as SIGSALY wn--&mlly developed snd was
G .g.n£A~oG~,i£«uu; weha, Aoreams,

extremely successful IN Lach termina.l)'\cost over a million dollars,and-ithere-wewe

sexen-of~Lhew.

The professional cryptologist is always amused by the almost invariable
reference by the laymen to "the German code", "the Japanese code", "the U.S. Navy
code", etc. To give an idea as to how fallacious such a notion is, I will say
that there are hundreds of systems in simultaneous use in '*o conmunication servicesq

-ﬁsu\ﬁ,d

s, to meet specific

cinalllerge~governmeniss. You not only have to have different ki A

types of communications but you have to divide up the traffic for two reasons})

-29-
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first, so as not to overload one system beyond the safety limit, and second, so

a.QQ Prove 1R pawe mactiane, n%p*mzdcm.

that not everybody can read everyb :ﬁy else's messages,, even-im-the: same samily»

Tora ot o fraR, w commaetion wih 16a Nawgs Awmu,»ﬁﬁ Buttha »1)\"% ad K

W happened primarily because this last principle wasn't in effect

at that time in U.S. Naval communications.

-
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This-slide shows the number of Acryptographic systems in effect ea-7-December

MMW’IW

2206 M%tober 1945 in the U.S. Army a.loneA A _rl-iterd{ly htmdreds

Sf-tirean-—-The newe slide shows the number of holders of cryptographic materials "vf
- P owat aluedd 6,000,
wouh &\-ﬁa, w i
during the same peried,-December -l9hl-9ctuber—»i:9k§,\ and, mind you, this §s-8+5.

e Roans
V.S Army and ,\U.S. Army Air Corps alone. It does not consider U.S. Navy, whieh-had-

. nor
ag—great or- perhapsqgneatewﬁistri‘but‘lm, (the State Depa.rtment the Treasury,

and the many other,\agencies that use cryptogra.phy

€ £

Keeping track of cryp'bo-ma.teria.i a.l.nd- a:c'co—untin-g foct_'r ;'.‘t is a big headache.
There is no way of getting around this that I know of and it is important that

the rules for the protection of the material be followed absolutely to the

also
letter. blmogoEngxkexs Moy o nhmpmtioxaiidesx The Japanese/had very

definite and detailed rules for accounting for crypto-material. They were

2‘3"“‘“‘

snp‘?oeed to burn the codebooks, the cipher keys, the cipher tables, and so on.
They were enjoined to scatter the ashes and then make a certificate, witnessed
by a fellow officer,, as to the complete destruction of the material. —Qccasienetiy

these—wertiTitates-were-sent. by-radio and. iben.we-would find a-case Léke  this,

VY heTeTtwecohEDE
¢ woerarmseiy- hed- cervifted -the-destruction.. by hurning and.the scattering of

one chap m&n.;—
rencivpns Butb * was observed by binoculars when he took a spade and dug a

in
hole, dumped the codebooks and the tables in that hole, and poured/ some water .

T due 1 into the
AN AR —-diedl, jn due time, some of our people sneaked out, dugrﬁe

‘Enovn- awd. .
hole, got out the material esd brought it inm:m;“heing\driedn out.

7
Aol ok

This Arecovery of crypto-material helped a great deal because it saved us an

and labor and set of tables.
enormous amount of time/to reconstruct that particular code/ Tuewewere:
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QUTIN YRR 1 o
tmstances-of this sort every now and then. —~By “the wa¥E,, the Japanese were
_ SO = WE\‘A pRTIVS
worried a.bout this-business.of the:.r,\securlty. N that something

wensy comdolep aud. Aoy uﬁ&tmaf)\'ﬁmmnmw{ Yd’#@g %auﬁm,&mnﬁ«a

Mwmecy systems, was wrong and the only thln viawk they could imagine

A
We rgad amh wort amasad B}W%ﬂh
was that there were spies all 'round them. Khomwmml-‘-ﬁhevtim-

requiring the commands to go through their guarters and look under the beds

and into all closets, hunting for spies. Of course, that wasn't the case at

all; we were solving their codes and ciphers because they were not secure.

Poma &
You have seenthe important World War II developments in crypto-apparatus
and now it's time I Rglldl you a bit e new ones, conceived, developed

a.nd in some cases produced by the now centralized cryptologic agency of the

Armed Forces, the Na.tlonal Security Agency. In general the trend has

been toward these things:()making the machine more manageable as to size and
weight, by miniaturization, the use of transistors and other solid state com-

(2)
ponents, and by better packaging; W making the machines more secure, by

®
incorporating better or more advanced crypto-principles, and'\pmieularly by

simplifying the procedures. The aim of bhis-dest set-of<immrovemeants., simpli-

wherever practicable, by eliminating as many features

fica.tn.on/ is accomplished )

and procedures which,because of operators' errors, lead to crypto-security

D

weaknesses. That 15, we've been trying to make the machines as nearly

oA %vqepa.a E DMQLJ ‘)
automatic icable as wepgurds-their . keying-and functiocniang,

A
50 as to eliminate weaknesses caused by human error. We must take into account
wlo
the fact that the machines have to be operated by human beings) and—human beings

occasionally aadtrEvTtably make mistakes }\ ey are prone to errors of omission
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I‘L_.- |--
wm@ﬂ -'-'n

-
[y

and commission. Experience has proved that in the past it has been these
errors teel-weaknesses in the-eryptusystems and muehines

thensadsae that have made solution on a regular basis possible.

sad,—1f _possible, .entirely.sutometic so far -gsconcerns the human operator and
user..of the machine-and- system. ..Complexities can be introduced; inctrporated,

or-applied-at-NSA, where there are extremely well~trained and experiemced crypto-

-

ine@rs-end thelr helpers.

You understand, I'm sure)tha:b we depend for crypto-security not on

keeping the construction or design of the machines deep secrets. This means

that the machines must be based upon crypto-principles such that even if the
machines fall into enemy hands, by capture or otherwise, without possession of
the exact key for the day, for the period, or for each individual message itself,
the enemy can never learn by cry_ptana.lysis -the contents of the messages, or at
lclea.st he can't for a very large number of years. At the same time there is a real

point in keeping the machine ) spferqbusOR-Ayalen itself in s classified status

as long as possible, because in the case of well-designed crypto-apparatus if

you don't ggses know what the machine looks like, or its general principles of

ciphering, you can't even make a start at cryptanalysis, or, to be more accurate,

it will take a considerable length of time and more or less involved study to

-

ascertain vhat you must know before you can *ke an attack on the messages with

some hope of success. In a nutshell, then, we keep the machines in a classified
Amwﬁaw M*p.ku,(.c;, M%cﬂv\nf}mdg% ‘f@.}w\ﬂua s heal) atfack it

cc.. Gard., guu& b '8 -33-W - @fﬁwah..a"{a&
wa&Qm MW aam
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as long as possible Ain order to ay the enemy's real attack on the

» 1

chines 3 Buby~of- se;"':bherels-k'he'»ethert i';a.eoa,viurf-zﬁ sbe

For field use\we now have in place of Converter M-249 a s off-line
e \.
W{ Kigh security machine ‘Jesignated the M-T. It has a keyboard and pr'h{bs the

T
AY

\

c:lgﬁr text. PFor electrid power it uses any 2h~volt sourfe. This ma.chine\is

\ ‘ / \

\ " \
now the work-horse for tacticgl cryptocommnications, and, by the way, several

\ /
thousandé of them have been issued to our NATO a ie -
‘\
5,2"} Next we Jpave the KW-9 , an on-lipe or off-lin eletype encipherment machine
‘\

that uses rotorg instead of key tapes is vety muc safer than the old SIGCUM
)_UL—B\G/ 91- KW-2 I showed you. Here we have ‘the new KW-26, wh:.ch 18 in fact becoming
i‘ , N \,

the work-horse of fixed station teletype ong-r\?nge commtmica‘,t\ion systems. It is

. / N
an on\-line synchronous teletype cip}}er system wit \1ink-encryption, that is, so

. j
\ far as e¢nemy intercept is concer,néd it is impossible ‘to tell when the circuit
3 Y 4
3 \ /7 \\
is idle and when it is carryié a message. '.\

This a.nd J‘he next s {de are ‘g bit out of order but I did\'t have glass
slides for them ynd lNave 'bo use the' small 35 mm. ones. This onYhowing the
!g 36r KL-36 is the one I mentioned before as ha.ving been developed for the Marine Corps.

The next o is the pneumatic rotor ma.chine that we think would serve nthe needs

(Q:Iﬁ;tter_ than the KL.-36 and be far safer. A,
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,Xf-'-é’{'—# Here's a hine designated the KW-3, now undergoing test. It is an off-line

™~

teleprinter cipher machine“bpt it ha:yonveniences of g.\n on-line machine

\'-
and ®liminates some of the weaknesge Kf. the latter. The machine generates the
\ ‘.."k.

X

key as well as-the indicafors for messages. the operator has to do jif to
"

N

type the address; punth a starting key on the machine, e.nx}{xen proceed to type




off the plain text of the messages, whereupon a cipher tape is produced, which
\|

”

#
can he put on any teleprinter circuit for transmission. At the receivi? center

the operator puts the cipher tape into a reading head, the start 'butj‘.o’n is
s

pushed, the meskage sets up its indicator and key, and the tape produced is the
plain text of the orjiginal message. The KW-3 will become the ’{real work-horse of
\\ 7
\ 4

our Armed Forces high-command cryptocommunications.

p o s 2l Next I show the KW-3T7, Gesigned for Navy Fox or'{roadcast transmissions,

f’f
and now undergoing service test. ' It is a machine which embodies a teletype
' Iz
£

'

printer and uses an IBM card for keyl purpéses. So far as the ship is
7

concerned, the radio operators aboerd }r'd'n t even see the cipher--the messages

within the conmunication center ‘abogai'd will be in plein language; the ciphering

. ’ "\
is done elsewhere on the ship. The system is a synchronous one, meaning that
P -

both ends of the circuit ;ré constantly and eutomatically kept in step; also,

s

and related to this :g"g'.c't is the fact that the system is such that the intercepting

r } &3
¥ v « [

enemy can't te.U'., jrhen a message 1s being transmitted and When the g\j:rcuit is

y s
N

idling, giving what we call "link security", a very importent element in

-
4

Y

communication security.




}719/ Nex't, we have the KY-3, a ciphony or telephone security equipment. It has

very high seéx{rity and excellent quality, and is not a push-to-talk machine.

\
It's range is lb-\lS miles but this can be extended with good repeaters.

LY

W’ Here's the KY\-§, a smaller version of the KY-3, occupying less than one

cubic foot space and weighing between 1§ and 15 pounds. /J'It's for gir-to-air and
\

\ /
air-to-ground talk with high security.
\_\ ‘ ,f
ﬁ}\/" Next we see the KY-9, a.'grea.t improvement ove;r. its predecessors, one of
\ .

A\ l,’

which was the SIGSALY I mentioned a few minutes ago. It uses the vocoder
Y
/
principle, which yields talk that is intell/ig'ible but of poor quality. What it

[y

%

lacks in that respect it makes up by bhavijg excellent reliebility. Moreover,

you can use it on any commercial tele obicircuit in the U.S. or circuits of

\

terminal of World War II days, wbich cost over ‘%:Mﬂ ,888. The KY-9 gives

Z/S(equivalent quality abroad. For coy’a.rison ag to size I show you again a SIGSALY

V4
equal security and costs only/é.bout $66,008.

ALY
\

.‘\\

a1 Finally, I show you the KY-11, the crypto-portion of a microwave telephone
Co 5
system. We have this bq};ween Fort Meade and our former h\a.dquarters at the Navy

v
i

Security Station in W/shington ;zhere our COMSEC operations é\e conducted, and

where also is locajed the Navy Security Group. The telephone \n{lcro-link is rented
\

LY

from the telephone company. We also have a similar link between ‘%b:e Navy Security
Station and I)i'lington Hall Station where the headquarters of the Army Security

Agency are located.
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In-what Ttye.just. shawedu‘you'&l m‘hica-—‘hhe -emphasig pla.ned on telephone
security devices and systems, and on automatic teleprinting systems. The days
of hand-operated devices is over, and thoee of semi-automatic off-line crypto-‘
graphic machines are drawing to a close. And, last to be mentioned, NSA crypto-
engineers are doing development work in civision systems--enciphered television--
which will doubtless come into use within a few years.

But with all these modern improvements I dont't think the day has yet
dawned when it can be said that human factors that make for crypto-insecurity
have been altogether eliminated. Perhaps it's true that at the moment COMSEC

& posenlle B

technology can be said to be ahead of COMINT technology; 'but Sr-lneressing

+ha CDM;NT
Wemwtie apparatus -the-gap-con-and-perhaps. wi be closed »

unless-the-SOMSEE-enmgineers: keeppam'ﬁhat‘“apparm In short, it is the
age~o0ld battle between armor and ermor-piercing projectiles. In the meantime,
communicators must keep their guard up and enforce the rules supplied ithem for
operating their crypto-equipments. ZIa—eiesimg—this~period let me remind you,&ux 2
skeCollowingsr—(3) that the establishment and maintenance of communications
security is a responsibility of command; _ (2) that there aren't any short-cuts to
achieving communications seeurita;; and (3). that the rules of COMSEC must be
followed to the letter by everybody connecte& “With COMSEC ,but most especially
rro- - -

by crypto-operating personnel. If these reminders are followed » the chances are

good that you won't learn your COMSEC E.u.'las by accident!

3 - -
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With the-feregoing remarks P hrinpg-to 2ol ose iy tatk -on " COMINT -and~COMSEC,,
If there is any last word or impression that I would like to leave with you

let it be that, in my opinion, COMSEC, though less spectacular and less interesting

than COMINT, is ywfes the more important.of the two, There are two reasons for

this opinion. The first is that ssedeay In the conduct of modern large-scale
LLOMBEQ

military operations, ground, sea, air, aud para-military, '\is of the highest

importance)'boj&% without secure communications there-can be -Little
GReRCLARATLCY.y-and- whbhout secrecy nearly every such operation is doomed. The
second reason is one that is not so obvious. It 1s that your COMINT successes
will soon be eliminated unless the communications over which the traffic and the
final results must pass to reach those who can use them are secure. Therefore,
COMSEC is doubly important, omee-amd first, to protect our own plans and move=-
ments, and cnee-eagainy=or second, to protect our COMINT product and sources. I'd

therefore like to present for your consideration and rumination the following

statement of what I*1ll immodestly call Friedman's Law--something patterned after

£

Pipfecapcox Parkinson's Law: Your eryptologic coin, like any other coin, has two

faces. If you're ui; é.gainst equal or ;:v'eh supé€rlor forces, and if the COMINT face
. L] < -

1
“ = .

L

of the coin is 'bright’ aﬁd"ghiny, your 't-:hances of winning are good--maybe smdé at
-‘ r‘F . i _" '=
times excellent; but if you let the COMS?EC face of your coin become tarnished and

dull, you'll sure as hell lose.

“Thownke

ﬁﬁmkhﬁ you for your patience in listening to my rather lengthy

discourse and for your courtesy in paying such careful attention to what I

~36-
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v

o P

have presented for your information, lei-me-inwviie Those of you who care to

O jnnridBd

examine some of my exhibits,to come up to the table here and we can look at

them as long as you ‘.fish.




