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INTRODUCTION TO CRYPTOLOGY -

e - 53_ ngmm F. FRIEDAAN

This lecture, the sixth and last in this series, deals with ¢ ) in

the pericd fram the end of World War I to the end of World War II (Unclassified

material “_;11! The emphasis in this lecture is upen communications security

COMSEC) not because in the five ced lsctures the is vas placed

very lar u conmmications intelligence (COMINT) but also because.al /

t0 National Security than COMINT.

‘Iou will recall that in

" L mkﬁ;\'\MﬂMa{F\ﬂE’ MAW«L,

the first lecture I called to your ettention an article which appearad

Haak

based upon a letterAthe late General George C. Marshall, then Chief of Staff of the

[ 4

K
Army, wrote to Governor Thomas E. Devey, Republican candidate for President in the y}

Nena o WM“& Mwnﬂo Gaokod ob ot

1oLk election campaign. A In that letter,which was written on 27 Sept. 194k, General

Marshall practically begged Governor Dewey to say unothing during the campaign about

8 certain piece of very vital information which General Marshall had reason to belileve

s
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This, the sixth and final lecthure In this series on the history of
K.

cr,yptoloq,wﬂl be devoted %o a presantasion of Awm- and developments of
significance or importance in thas history from the end of World Wax I to the
end of World War XI.

I$ would be entirely too ambibious a project éven %o attempt to coupress
within & lecture of only 50 minuses all tha$ should or could be $ald in that
segnent of owy history of crypsology. In a mukshell, however, it can be said that the
most significent and imporéant events and developmenss during that quarter of
a century were directly concermed or comnected with the advances made in the
Frofuction of more camplex mechanicel, sleatifesl end eloctrontc crypbographic

s teBan Yo Lnehroonii of Ao e dads. %Waizav Wﬂwﬂeﬁa’% LA St Comanan.
appaxatm,\md with the concomitent advances in the production of more

sophisticated mechanioal, electrical ,end eleatronicc:\%%rnﬁl FMM rekas Ao A’éw_i

 Soiuilensf:the-massages Frofused vy HeRi? inoreasingly complex cryphographic

=9

v

machines. These two phases are inker-pelated because, %o use & sori of simple

RueMaa. Gt Arareris,
enelogy, cryptography and ¢ryptaualysis represent the Ama focen of 2 ningle

coin, amd. ‘jf?«

Qé’&nv\ﬂ,
wouldbeniceifxcouldgo%into,\dmﬁmremdtow

inereasingly complex matters but security considerations prevents my doing so

because.-tho-alasrtr EAVION o Wiese-Tectures; yiz; CONFIDENIIAL, 36~ SR Tonest

EEASPToRRibts. A to fire edvences in the development and use of more Comphis o vneS.

/

sophisticated crypbogrephic apparatus I will only note ot this polut a couwnent

,+ vhich Ceneral Omar Bradley makes in his quiet but very intersting book enditled

A Solater's Story:

\? Wew York: Henry Holt and Co., 1951, page 4Th,

la
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Signal Corps officers like 40 remind us thats "slthough Congress
can mpke s gendral, it takes coamnriloakions 40 make him & comender."

ztnmmhmmmw'-mmm-

is how I wish he had wvorded 1%

Bignal Corps offficers like %0 rexmind us shas "although Congress
can make 8 gehersl, 1% takes rapild and secure aoammmiocakions $0 make
him & good commmnder.” —

- T

This will in fact be dhe keynote of this lechurs. In other words, ;
communicudions securidy, or COMSEC, will be ité main theme and the one X wish

%o enphasize.

Eub before coming %0 $hab pert of our history perifss & bit more attemtion
mst be devobad to events and develomments of cryphanalytic significance o
dmportance during $he period 1918 %o 19i6. By far the moat spectaculsr and
interesting of these ars dhe one vhich were so fully and dlsasbrously disclosad
by the varlous investigations conducted by the Army and Navy very secretly
muemwnmummmwssjm.homnmmmwmm
close of homsbtilisies. The investigations vere intemded to ascertein vhy our .
Avmy and Ravy forces in Hamweil were caughtd by swrpeise by the sneak attack on

Pewlﬁarborbythehmueonthem@ndnsof?h&c@erlﬁy They wexe also

intended 40 asedriain and pin the blame on vhoever was responsible for the d.ebacle‘\\,

1
1

i)
1

N

I dom't think I should even attempt to give you my perscnal opinion on these
sonplex quaskions, which were ghudied by sevan Aifferemd boards within the

Services end finally by the Joint Congressionsl Commitbee ont the Investigabion

gttheaeulagg_yorm. I mantioned the labber investigation in ny first

- o

wnii
mmmnwmmmmxmm..mmu%mm
- V‘ \“

Pindinger oonciuklons. snd-aweamandaiions-in-Y0UG, begmn i¥s vork in Septesber

\,
hl
A

1945 with acerot hearings ,but on TO days subsequent to 15 November 1945 up o emd \

including 31 May 1945 open hesrings were conducted, in the course of vhich some

-4 bgf
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ey [

15,000 pagad of tesbimony wede taken and s total of 183 exhitdts meivgd
Fn Awea \qate Yoo Covamctita. W*‘@‘
incident o an examination of 43 witmesses. Wﬁewao-ﬁm

T A

3 geb

Bl s o i

a‘ﬁempmmmmm mo:my (signed by six Democratic snd two

Republican mem;ems),md one by the Minority (signed by two Republicen mewbers).
The Minority Report was not nearly as long as that of the Majority but it

brought into focus certain troublesome points vhich still form the subjech of

B Yorna
sarfmonious discussions and mums who believe the attack was "engineered” by

-P,pesuent thMA MWM* ektd‘g*@*\%f wn ww wWe a.s QJP%
For MMW iuhmsﬂng fant I that both the Majority and mnority

Remhacmtabﬂwﬁgmmtotherdeplwbycmmmto@eamam
(NSAT %&Jm&\/ﬁ 'SENM&—QI\%F;
mpmuipminwwm War IX. Tn my first lecture,I presented a brtief

extract 4n this vegard taken fram the Majority ReportSf but here is what the

/( lﬂmﬁwneporbsayaonmmaect%é

W,AP"L’A- 6. 'm:aughthemammvintemsmesmiceq,mms H ormation
@ was pecuved respecting Japemese ver plans and de - Ar/
o end decoded Japanese gesret messuges, vhich indicat the g.-oﬂng
;}q&"‘f danger of wvar and increasingly afber November 26 the fuminence of &

Japanese abtsck.

With extznopdinary skill, zesl, ahd watchfulness the intelligence
seyvices of the Army Signal Corps and Navy Office of Neval Conmmnications
breke Japanese codes and intervepted messeges betweeft the Japanese

© Govermment amd fts spies and asgents eand exbassadcrs in all peyts of e
world and pupplied the high authorities in Washinghon relisble secret
information respecting Japanesc deslgns, decisions, and operations at
home, in the Tnited States, and in other countyies, A}though there were
delays in the tranalations of mny intercepts, the intelligence services
hed furnished 4o those high authorities a layrze nupber of Japancae nessages
wiich clearly indicated the growing resolve of the Jepanese Govermment
on war befare December 7, 19k1.
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The Majority Report mede five main yecommehdajimns, of which the pecond
igs of special mberest?{‘/

mbmmmamewmwmmmmmme
ggengies in owder to mvold the pitfallis of divided responsgibility which -
axperienceé hns mpde so abhundhntly apperent; thatuponaﬂecunga\muied\
intelligance, officers be selacbed Jor intelligence work who popsess the N
backgroimd, penchant, and capaciby for such work for an eéxbended pariod [
.o:rmmordunmtheywmuswmthermﬂﬂcaﬁomem .
refineménts of thelr £ield emiemploy this reservolir of knowledge in N n
' evalunting material vesetved, The assignment of &n officer having &n ;
aptituds for such work should not impeds his progtess nor affect his i
promusions, Rfficlent intelligeance servicss are just as essantial in ta.nF
of peace a8 in war, and fhis branch of our armed sexrvices must always
ba ascorded the important yole which 1t deserves. 3

JToken ,A
Iummmmaﬁummdaﬁmmmwmemea

tub how faP 4% hus been possitle end practicable to insure thab dhe recomendstiond \\
has been carrded out or will be I do nob know. In this somestion I think 4t )
may be of iiberest to cibe vhat the distinguished commnder whom I have already
nentioried, General Cmer Bpadley, has to say on this point:¥

In thetr intellipmmce activities at Allled Farces Headquarbers, the
British ezpily cutstripped thelir Amevican colleagues, The tedicus years
of prevar studies the Britdsh had devoted to mrems dhroughiout the world
gave them a vast advantege vhich we neve overcame, The Anexricen
Arvny's long negleed of intelligence wraining was soon reflected by the
insptness of owr inddtal wndertakings. Far $oo mmyy years in the yveparation
of officers for commnd dssignwents, we had overlocked the nesd for specialization
in such activities ez intelligense. It i uredlistic o assume that evesy
officer has the eupacity and the inclinaticn for £ield sommand., Many ere
uniquely qualified for staff intelligence duties snd indeed would prefer o
denoté thelr cipeers to those tasks., Yet inptead of gromming qualified officers
for indelligence assignments, we robated them through conventional duty tours,
making corpaspondingly 1little use of their special talents. Misfits frequently
found themselven assigned to intelligence duties. And in scoe gtations
C~2 betame a dunping ground for offidéers 11l suited to line ¢onsmand. I
recall how serupulously Y avoided the brending that cames with an infelligence
agdigrment in my own caxeer, Had 1% not been for the wmiquely qualified
repervisty who 80 capebly filled so many of our intelligence jobs throughoub
the wvayr, the exmy would have found itself badly pressed for competent ‘

Have saré of you pondered over the resson vhy an off'icer vho yeapheg

the hMghest level of Gommend in an eymy, owrs a8 well as in £ oveign mrmies, is

ealled & "general officer" or"mm?'\',? It 1s vecauss he 18 supposed to heve




P aliats . W qgidE ol ofpenieos Cwndpra.
rn—o'ﬁqﬂ.im of exyptology as spplied in nodm'\
aorte Yoo .qvpﬂw ”t)”‘?:ﬁ}’aﬁ‘a‘ w Fa B\J-M_,
Bud les us lexve S Bx_\ecul‘.st:lou/\ interesting as they may be, and
! | ohanal. appleatens L Yoo padss

. continue with our hintary,\ Lek us firss dispose of ceriain comments in the

COMINT arsdlof that history, omsh W@ZS fa pols. Hoohs (O M0

(o Manio ") pRasod , wob by Lo Ta foauly prosadng K
C«ﬁ'a«;?:w (o Weoalrew ,@-&S‘ﬁ"aﬁﬁc e Mo %&-&M‘;,?g})

M Qs ‘:"“"I\.E' u.n,af‘aa “Tlsetea.

—_ & -



REF ID:A62839

had become known to Governor Dewey, it having been "leaked" to him by perscms not

authorized to disclose it. The information dealt with the fact that the U. 5. had
: eoitiiw Sugbfuok
been mdingAJamneae codes and ciphexseven before the attack on Pearl Harbor. The

vital point vhich Gensral Marshall wanted to convey to Covernor Dewey was that not

- /

1

only was the information which had -urreptiton:‘ly -been given to Governor Dewey true

2 : -
but more important we Aﬁo cta)htlnt (1) the war vas still in progress; (2) the

Japanese vere still using certain of the pre-Pearl Harbor e;yptenysté-_-; and (3)
the U. S. wvas still reading the secret coommications in these systems as well as
certain other enemy commnications. Therefore, it wvas vital that Governor Dewsy ’

not use the information which had come into his sesom as, to our r-ad:lng Jap~

okt Farnt van. o0 ol i B fa . TEAT Xbu it Shen DA vt Frit o cogPe by s

anese secret commmications prior to the attack on Pearl ErborA- Isadd in

first lecture that I might later give further extracts from TIME's account und,jv

v ecnt:lnuﬁ the extracts
A
they are:

/6/' : /Geneul Marshall had a long series of bad mtments after U. S.

‘ flyers, showing a suspicious amount of foresight, shot down Admirel
Yamaoto's plane at Bougainville in 1943. Gossip rustled through the
Pacific and into Washington cocktail parties; General Marshall got to

( the point of asking the FBI to ﬂnnanorﬂeerlhhocmmuemm

example of ¥ (The FBI, fearful of looking like a Gestapo, reﬁued)

Once a decoder was caught in Boston trying to sell the secret.
Once, well-meaning agents of the Office of Strategic Services ransacked
the Japanese Embassy in Lisbon, vhereupon the Japs adopted a new code
v for military attach€s. This code remained unbroken more than a year
\/ laterY The worst scare of all came during the 154l presidential campaign,
vwhen George Marshall heard that Thomas E. Dewey lmew the secret and
might refexr to it in speechest-

Yet for all these fears, the Japs never discovered thet the U. S.
was decoding their messages. Even after the surrender, the Army still
used Magic as a guide to occupation moves; though it had once been planed
to send a whole army into Korea, Magic showed that a single regiment
vould be encugh.

The lstter, on stationery of the Chief of Staff‘s Office, bore a bold
heading: TOP SECRET, FOR MR. DEWEY'S EYES ONLY. Candidate Thomas E. Dewey,
his curiosity piqued, read np:l.dly through the first two yarsagraphs:

WMVW MSM g;m@m., a20. afend Iz Bur
MmWMﬁm — W.FF

-—z,-



¢ jpproaching & grave dilemma in the political reactioms of
_o?:u " mm& & pol

%

zﬁw’ ) ageept it on the basis ¢f your not caimmiilcating its con-

REF ID:A6283% )

’(mvpitingmvithmxhthe knowledge of any other
person except Admiral King (who coucurs) because we are

o regrd!ng Pearl Harber.
What I have to tell you below is of such a highly
secre® mature that I feel compelled to ask you either to

£ tent.tonnyotherprsonandzeturnfngthhmurorn&/
rea&ins any further and returning the letter to the bunr

Tom Dewey looked up from the typewritten page. As he did the word

e fev paragraphs delow, flashed into his vision like a red

traffic 1light. He made his decision quickly, folded the letter, handed
it back. Colonel Carter W. Clarke (in mfti), who had flown from Wash-

T e o o T T B ot &

"YOU HAVE MY WORD," It was September 10kh. The campaign train -(Fua-"-
rolled up through the Midwest, returned to Albany. A days later
Tom Dewey received another visit from Colonel Clarke

The Colonel, again in eivilian clothes bhanded over another letter
from General Marshall. The General had changed his mind somewhat:

/:I'. am quite willing to have you read what comes here-
after with the understanding that you are bound not” to com-
mmiuta 10 any other person any portions on which you do
not now bhave or later receive factual knowledge from some

Mw,«ﬂ"’ other source than myself . . . You have my word that neither

“the Sesretary of War nor the President has any intimstion
vhatsoever that such a letter has been adiressed to you. /...

THE LOCKED FILE. This time Tom Dewey resd on. As he turned the
pages, hs became the first man outside the high command to know the
full story of "Magic” and vhat it vas accomplishing in the War against
the Jape.{fgmabcipady The letter closed with a plea:

/Lm preaenting this matter to you, for your secret
information, in the hope that you will see your way clear
to avoid the tragic results with which we are nov threatened
in the present political campaign.™™

Tom Dewey locked the letter in his files, went back to hiselection-
eering. Though he had known before that the U. S. had cracked the Jap
code, had suspected that this information cast grave doubts on Franklin
Roosevelt's role before Pearl Harbor, he held his tongue. The War Depart-~
ment's most valuable secret was kept out of the campaign.

MEETING AT A FUNERAL. Recounting this story at the Pearl Harbor hear-
ing last week, GCeneral Marshall reecalled that he and Tom Dewey never dis-
cussed the matter in person until they met at Franklin Roosevelt's funersl
last Aprils "I asked Mr. Dewey to come with me to the War Department and

I showed him current Magic showing Japanese movements. His attitude was
friendly and gracious™

Had Marshall ever told Franklin Roosevelt of the lettera to Dewey?
Said Marahall: 'The President died without lmowledge of it

SECRET LOST

AN

The Pearl Harbor Cocammittee blithely tossed away one still-seeret U. S.
Sovesnmend veapon. George Marshall’s letters to Governor Dewey
mentioned that the U. S., with the help of the British, bad deoc German

as well as Japanese messages, George Marshall begged the Committee to cut
out these references. The Comuittee refused.

Publication of the letters thus gave the Germmns their first knowledge
that their code had been broken. It wes also a breach of diplomatic confi-
dence with the British, wvho had let the U. S. in on the gecret ou the under-
standing tlnt 1t vould be kept.

W“‘A m,um.. > BIRE Aoak e Tl helfow oo doded 550 plokc

L.,.&-.e't?a,., ) W s&mw& ‘,0 *"0@@;.»(

MMA M-\Ad}ﬁ ﬂ i"“ )‘aﬂ‘ MMMMIQ% 2"“? ""G /““ﬂ%i

~ W e Ah.d Aolues 3 Fiu a.i ﬁa-.u,-—--'uU-:.-\"'
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The Marshall-Devey correspondence is so important in cryptologic history that
f 4
I feel that the vhole of it should be included even in this brief history. When

the letter was written it was, of course, TOP SECRET,and 1t wvas only under great

nows
prenm&lp certain members of the Joint Congressional Committee op—bheninwvestig-

g A2

that Ceneral Marshall revealed kb eontents, &f

] yr =4
tha-labow. m)xbom'mintothembncdmmmmymﬁnnryw

wod W o P\-Mu‘w m.ﬁen-

thatGeneullhrlhunPtophce it :lnevidenee-ki-iﬂuuuled-

sation in the newspapers - but also when the 40 volumes of the Hearings of that

Committee were published

and put on sale by the Super-
intendent of Documents of the Govermment Printing Office. The disclosure of the
contents of the Marshall-Dewey correspondence was indeed such a sensation that
LIFE magazine printed the whole of it in its issue of 17 Decesmber,1945, with the
following intreduction:

{ARSBALL-DEWEY LETTERS™
GENERAL TOLD CANDIDATE WE HAD BROKEN JAP CODE

During the 1944 election campaign General George C. Marshall
wrote two letters to Republican Candidate Thomas E. Dewey, telling
him that Army oryptographers had broken the Japanese "ultra® code.
This fact was first revealed in a story by LIFE Editor, John Chambar~
lain, vhich appeared in LIFE, Sept. 2h. Marshall's purpose, Chamber-
lain wrote, was to tall Dewey's revelation of that fact in a pos-~
gible attack on the evelt administration'’s Japanese policy before
Pearl Harbor. The actual text of the letters remained secret wntil
last week, vhen General Marshall appeared before the Congressional
Coammittee investigating Pearl Harbor and made the letters publie.
They appear below.

When he had finished resding the first two paragraphs of the
firast letter, Governor Dewey stopped because, as the Chamberlain
article reported, "the letter might possidbly contain material which
had already come from other sources, and that anyway, & candidate
for President was in no position to make blind promises.”™ (Ceneral
Marshall sent the letter back again with an introduction which re-~
v’ li¥ved the governor of binding conditions. This time Dewey vesd the
letter and after mush thought and discussion decided not to make use
Quring the campaign of any inférmation he previcusly had,

So far as I em avare it has neither been ascertained nor di-eloud,if known, who
gave Governcr Dewey the information. But it is a fact that as a patriotic ecitigen,

he acceded to General Marshall'’s request - he made no use whatever of the vital secret
information during the campaign or after it. TIME's aceount specifically states that
Dewvey "held his tongue. The War Department's most valuable secret was kept ocut of the

campaign.” S hwewr s to fa Vs, — W EF
—.u-
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FIRST 1LETTER

—PCP-OECRED—
(FOR MR. DEWEY"S EYES ONLY)

25 September 194k

My Dear Governor:

I am writing you without the knowledge of any other person ex-
cept Admiral King (who concurs) because we are approaching a grave
dilemma in the political reactions of Congress regarding Pearl Harbor.

What I have to tell you below is of such a highly secret nmature
that I feel compelled to ask you either to accept it on the basis of
your not ccemunicating its contents to any other person and returning
the letter or not reading any further and returning the letter to the
bearer.

I should have preferved to0 talk t0 you in person but I could not
devise a method that would not be subject 40 press and radio remctions
as to vhy the Chief of Staff of the Army would be seeking an interview
with you at this particular moment. Therefore, I have turned to the
method of this letter, to he delivered by hand to you by Colonel Carter
Clarke who has charge of the most secret documents of the War and Bavy
Departments.

In brief, the military dilemma resulting from Congressional polit-
ical battles of the political campaign is this:

The most vital evidence in the Pearl Harbor mstter consists of
our intercepts of the Japanese diplomatic camminications. Over a per-
iod of years our cryptograph people anslyzed the character of the mach-
ine the Japanese are using for encoding their diplomatic messages.
Bagsed on this, a corresponding machine was built by us which deciphers
their messages.

Therefore, we posgessed a wealth of information regarding their
moves in the Pacifiec which in turn was furnished the State Department-
rather than, as is popularly supposed, the State Department providing
us with information - but which unfortunately mmde no reference what-~
ever t0 intentions toward Hawaii until the last message before Dec. 7,
vhich did not reach our hands until the following day, Dec. 8.

Now the point to the present dilemma is that we have gone ahead
with this business of deciphering their codes until we possess other
colen, German as well as Japanese, but our main basis of information
regarding Hitler's intentions in Europe is obtained from Baron Oshima's
negsagesd from Berlin reporting his interviews with Hitler and other
officials to the Japanese Govermment. These are still in the codes
involved in the Pearl Harbor events.

To explain further the critical nature of this set-up vhich
would be wiped ocut almost in an instant if the least suspicion were
aroused regarding it, the Battle of the Corel Sea wvas bagsed on de-
ciphered messages and therefore ocur few ships were in the right place
at the right time. Further, we were able to concentrate on owr limited
forces to meet their advances on Midway when otherwise we almost cer-
tainly would have been same 3,000 miles out of place’y

We had full information of the strength of their forces in that
advance and alsc of the smaller force directed against the Aleutians
which finally landed troops on Attu and Kiska.

Operations in the Pacifie are largely guided by the information
we obtain of Japanese deploymsnts. We know their strength in verious
garrisons, the rations and other stores continuing available to them
and what is of vast importance, we check their fleet movements and
the movements of their convoys.

The heavy losses reported from time to time which they sustain
by reascn of owr submarine action larirely results from the fact that

B S R LT e

- 5....
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we know the sailing dates and the routes of their convoys and can
notify our submarines to lie in wait at the proper point.

The current raids by Admiral Halsey's carrier forces on Jap-
anese shipping in Manila Bay and elsewhere were largsly besed in
timing on the known movements of Japanease convoys, two of which wvere
caught, as anticipated, in his destructive attacks.

You will understand from the foregoing the utter tragic conse-
quencesg if the present political debates regarding Pearl Harbor dis-
close to the enemy, German 9( Jap, any suspiaion of the vital gources
of information we now possess.

The Roberts' report on Pearl Harbor had to have withdrawn from
it all reference t0 this highly secret matter, therefore in porticns
it necessarily appeared incomplete. The same reason wvhich dictated
that course 1s even more important today because our sources have
been greatly elaborated.

As a further example of the delicacy of the situation, scme of
Donovan's people (the 058), without telling us, instituted a secret
search of the Japanese Enbagsy offices in Portugal. As a result
/ the entire military attache” Japanese code all over the world was
changed, and though this cecurred over a year ago, we have not yet
been able to break the new code and have thus lost this invaluable
information source, particularly regarding the Ewropean situation.

A recent speech in Congress by Representative Harnees would
¢clearly suggest to the Japanese that we have been reading their sodes,
though Mr. Harneass and the American public would probably not draw
any such conclusion.

The conduct of General Eisenhower's campaign and of all oper-
ationa in the Pacific are closely related in conception and timing
to the information we secretly cbtain through these intercepted
codes. They contribute greatly to the victory and tremendously to
the savings of American lives, both in the eonduct of curreant opera-
tions and in locking toward the early termination of the war.

I am presenting this matter to you, ror your secret informatiocnm,
in the hope that you will see your wvay clear t0 avoild ths tragic re- ‘
sults with which we are now threatened in the present political canm~
paign. I might add that the recent action of Congress in requiring
Army and Navy investigations for acticn before certain dates bas ,
compelled me to bring back the corps cosmmander, General Gerow, whose
troops are fighting at Trier, to testify here vhile the Germans are
sounterattacking his forces there. This, however, is a very minor
matter compered to the loss of our code information.

Please return this letter by bearer, I will hold it in my
gecret file subJect to your reference should you so desire.

Faithfully yours,
G. C. Marshall )

SECOND LETTER

—POP-SRORER
(FOR MR. DEWEY'S EYES ONLY)

27 September, 19ib
Mr Dear Governor:

e

/ Colonel Clark, my messenger to you of yesterday, Sept. 26, has
reported the result of his delivery of my letter dated Sept. 25. As
I understand him you (A) were unwilling to coamit yourself to any agree-
ment regarding "not commnicating its contents to any other person” in
view of the fact that you felt you already knew certain of the things

T T EEI e & .. -
‘k?f’q_g Lok e M«MAM ek G TRe "Seaoud ..
FT ) Bk —WR

_{,’-
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probably already referred to in the letter, as suggested to you by
geeing the word "eryptograph,™ and (B) you could not feel that such

a8 letter as this to a Presidential candidate could have been addressed
to you by an officer in my position without the knowledge of the Presi-
dent.

As to (A) above I am quite willing to have you read what comes
hereafter vith the understanding that you are bourd not to communi-
cate to any other person any portions on which you 4o not now have
or later receive factual knowledge from some other source than myself.
As to (B) above you have my word that neither the Secretary of War nor
the Preaident has any intimation wvhatsoever that such a letter has been
addressed to you or that the preparation or sending of such a commmi-
cation vas being considered.

I assure you that the only persons who saw or know of the existence
of either this letter of my letter to you dated Sept. 25 are Admiral
King, seven key officers responsible for security of military communi-
cations, ard my secretary who typed these letters.

I an trying my best to make plain to0 you that this letter is
being addregsed to you solely on my initiative, Admiral King having
‘been consulted only af'ter the letter was drafted, and I am persisting
in the matter because the military hazards involved are so serious
that I feasl some action is necessary to protect the interests of owr
armed forces.

(The second letter then repeated substantially the text of the
first letter except for the first two paragraphs).

LIFE failed to note that the last- two sentences in the penultimate paragraph
of the "First Letter" were omitted :l‘ron that paragraph in the “"Second letter,” but

)

there is no explanation for the omissicn. Perhaps it wvas simply for the sake of

Id

brevity, but this seems improbable.

In my first lecture

I called attention to the fact that the acoount given in the TIME %-zicle gives
credit to Army /A'yptnulylts for providing the secret commnications intelligence
“which enabled our Kavy t0 win such spectacular battles as those of the Coral Sea
and Midway, and to waylay Japanese convoys,” - vhereas the credit for the commmi-
cations intelligence which enabled our Navy to win these battles was produced by
Navy cryptanalysts. One cannot blame the editors of TIME for making such a bad

Howacal

error because the source of the error can be traced directly toAlhrshsll'a letter

——

>
itself. Several years ago I asked by friend Colonel 0151-1;‘, who had carried General

Marshall's lettsr to Governor Dewey and who was at the time a high-level officer

T ¢ - “Qitqb"«'. b} "
\/Qg\‘wﬁqﬁ w! Weag s ad ... Mi& b‘ui-,»e‘-@-ﬁm‘a

“Qia | Boteed, o e | %ﬁ.
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in G-2, how such an error bad crept into General Marshall'’s letter, and was told

that the letter which had been prepared for General Marshall's signature did not
i

meet with the General's whole-hearted approval and that the General himself had

’

modified it. Perhsps that is how the error to which I have referred crept into AT .
}mﬁ’m could hardly expect General Marsball to be entirely familiar with
the technical cryptanalytic details involved in what be wanted to tell Governor
Dewey, nor should one oriticize him for not being able, in his very busy days and
under very heavy pressure of events, to bear in mind or even to know about the dif-
gerences betweean the enemy systems worked upon by the respsctive and separate Army

and Navy cryptanalytic organizations. It is of courss possible, mm,.n}‘.g-géa%ut’

Ral s Ko casar o coKaim voluatle CoMiNT

W’ m S mval opontimAeane from messages read by Army crypt-

analysts, and thiuwgfl:t confused Gemeral Harlhnll zeg w‘ %w&%

el o
Sinfe the hriod during vh:lch the discloaureu %Jomt Cmgreu:loml Tne '8""

vestigation vere mads, disclosures vhich wvere dlsastrous so far as concerns the ‘%

£
important accomplishments of the two services before and after the Pearl Harbor

i/
attack in the field of commmnications intelligence, ‘-ﬁﬁ\m been written

' a0

and is nov in the public domain regarding 'thoee accomplishments, but fortunately
no technical details of significance have been disclosed. Hints here and there
are in abundance in the many books and articles that have been published by U. S.
. G
’\writerl since the end of World War II; but more than hints of the great part played
by COMINT in U. S. military and naval successes are to be found in bocks and articles
published by Amezdcan-eféisone-aprweii-ss--by officers of the beaten Japaneae, Ger-

man, and Italian armed forces. Time does not permit citing in this lecture many

-8‘.
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of these hints or definite statements, but the following two are of particular in-
terest because they concern the Battle of Midway, which is considered the one which
turped the war in the Pacific from a possible Japanese victory to one of ignominious

defeat: EF‘% 33
If Admiral Yamamoto and his staff,were vaguely disturbed by the
persistent bad weather and by lack of inforntim concerning the do-
ings of the enemy, they would bhave been truly dismayed had they known
the sctual enemy situation. FPost-war Amarican accounts make it clear
that the United States Pacific Flset knew of the Japanese plan to in-
vade Midway even before our forces had sortied from home waters. As
& result of some amazing achisvements by American intelligence, the
enemy bad succeeded in breaking the principal code then in use by the
Japanese Navy. In this way the enemy was able to learn of tene
tions almost as quickly as ve had determined them ourselves.\
k) * 2 % 3 e

The distinguished American Faval historian, Frofessor Samiel E.

Morison, charscterizes the victory of United States forces at Midway
"a victory of intelligence.” In this judgment the author fully

concurs, for 1t 1s beyond the slightest possibility of doubt that the
advance discovery of the Japanese plan to attack was the foremost
single and immediate cause of Japan's defeat. Viewed from the Jap-
anese gide, this success of the enemy's intelligence translates itself
into a failure on owr part « a falluwre to take sdequate precautions
for guarding the secrecy of ocur plans. Had the secret of our intent
to invade Midway been concealed with the same thoroughness as the plan
to attack Pearl Harbor, the outcome of this battle might well have been
different. But it vas a victory of American intelligence in a much
broader sense than just this. Equally as important as the positive
advancements of the enemy's intelligence on this occasion was the %
negatively bad and ineffective functioning of Jupsnp’ intelligences

w

It is the mecond extract above which is of special interest to us at the moment,

and, in particular, the portion vhich refers to "the negatively bad and ineffective

Sk,

functioning ¢f Japanese intelligence."” '.I.‘ha Jalsegme author is . bit too severe on

the Japanese intelligence organisation. I say this because their cryptanalysts were

Arcat— 08’
up against much more sophisticated cryptosystems than they,;hﬂ, or vere qualified to

solve. In fact, even if they had been extremsly adapt in cryptanalysis it would
have been of no avail - U. S. high-level cammnications were protected by crypto—
systems of very great security.

Midway, The Battle that Doaled Japan: The Ja se Navy's Story.by Ma
Fuchida and Matasake Okumiya, 1955, pp. 131 and 232 !ﬁ o ~eaoa

2 Py Rl swm&m% %w,
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This brings us to a phase of cryptology vhich is of highest importance « the
phase which deals with commmications security, or COMISEC, and I shall confine my-
-t "'“‘k- T8, T
self largely to its Ahistorical background in w Armed Forces. The background
is a very broad one because it should include the backgromd of the developments of

m’ ¢ »)

Y
each of the three components of cmsncx ,J.(rnto-emityehtrmuuim security, and
®
kphmical security of cryptomaterials. But since time is limited and because I think
you would be more interested in the phases pertaining to eryptosecurity, I will omit g\mﬁfe
v bo Ko Rlakony of o daveliprat,
references to theivisterpmel the other two ca:ponent’\. And even in limiting the data
to cryptosecurity, I will have opportunity only to give some of the highlights of
Peseads
the development of the items that comprise ourheryybmterhh, omitting conments
on the history of the development and improvement of our teclnigues, procedures and
practices, all of which are extremely important.
I shall begin the story with a definition which you will find in any good Eng-
lish dictionary, a definition of the wvord “accident."™ You will get the point of
what may seem to you right now to be merely another of my frequent digressions from
the main theme, but if it be a digression I think you will nevertheless find it of
interest. The word "accident™ in Webster's Unabridged Dictionary is defined as
Tolleows:
1. Literally, a befalling.

&. An event that takes place without one's foresight or expectation;
an undesigned, sudden, andi unexpected event.

b. BHence, often, an undegigned and unforeseen occurance of an afflictive
or unfortunate character; a mishap resulting in injury to & persen
or damage to a thing; a casualty; as, to die by an accident.

There are further definitions of the word but wvhat I've given is gufficient for our
purposes. But why define the -ond?\nl-t has it to do with COMSEC ¢

During our yarticipation in World War II )the Preaident of the United States)accm-

10 -
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panied by many of his highest-level assictants, journeyed several times hslt-vay F
g

and Hany~ vatler B ner %. &~

arowd the vorld. He journeyed in safety—hermet vith Rectdent” /on the other ?

haml, in April 1943, Admiral Isoroku Yamamoto, Commander in Chief of the Combined ii

Topenil to Qe

Fleet of the Japaneae Ravy started out on what ms Just an ordinary inspection trip g}

S H%owaoawb‘%%wr‘% 5.):
but it turnedouttobeame-nytrip fmmmmw ?21-

'\an official Japanese Navy communiqué stating that the Admiral had met a gloricus end #

vhile directing operations in a naval engagement against superior enemy forces. }P
o

But’ we know that this vas simply not true; Admirel Yamamoto "met with an accident(?) {
But some bright person hﬂ' vas the late Jinmy Walker, when Mayor of New York Citysa
\) [

~@Bials, who said that “accidents don't just bappen - they are brought a.bout.“’\lb

’)’"‘b“ﬁ*‘b

v 4

v
Cad

Admiral Yamamoto did not die pfsfpis by accident; he died because our Navy knew the
VY-

schedule of his trip dowm to the,}ast detail so that it was possible to set up an

ambush with high degree of jpesedsde succegs. Here i3 the stor.y'i'ta told in an inter-

esting manner by Fleet Admiral William F. Halsey, U. S. N.yw ﬁu& M M’J&&

Adrnnel Wuleats Sy 28/

\&j W@\{WMV-HHL New York, 1947, pp. 155-157

I returned to Noumda in time to sit in on an operation that
vas smaller but extremely gratifying. The Navy's code experts had
hit a Jack pot; they had discovered that Admiral lIsorcku Yamamoto,
The Commander in Chief of the Imperial Japanese Navy, was about to
vigit the Solomons. In fact, he was due to arrive at Ballale Is-
land, just south of Bougainville, precisely at 0945 on April 18.
Yamamoto, who had conceived and proposed the Pearl Harbor attack,
had also been widely quoted as saying that he was "looking forward
to dictating peace in the White House at Washingten.” I believe
that this statement was subsequently proved a canard, but we accepted
its suthenticity then, snd it was an additional reason for his being

No. 3 on my private list of public enemies, closely trailing Hirohito
and Tojo.

Y&?b;s%‘\?\z\ & ¢ '*hv:?f’w

T

v,

Eighteen P-38's of the Army's 339th Fighter Squadron, based at
Benderson FPield, were sasigned t¢ make the interception over Buin,
35 miles short of Ballale. Yamamoto's plane, a Betty, accompanied
by another Betty end covered by six Zekes, hove in sight exactly on
schedule, and Lt. Col. Thomas G. lamphier, Jr., dove on it and shot
it dovn in flames. The other Betty was 23130 shot down for good mea-
sure, plus one of the Zakes. . . . We bottled up the story, of course.
One obvious reason was that we didi't wvant the Japs to know that we

e R
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had broken their code. . . . Unfortunately, somebody took the

story to Australia, wvhence it leaked into the rapers, and no -
doubt eventually into Japan . . . . But the Japs evidently did

not realige the implication any more than 414 the tattletale; we

continued to break their codes.

Admiral Halsey's Story contains a good many more instances of cryptologic

significance and interest to us. Other authors, both American and Japanese) cite
similar instances. One Japanese author states in categorical language that Japan
wvas defeated because of poor COMSEC on the part of the Japanese Navy and good COMINT
on the part of the American Navy.

But lest you get the impression that enemy intelligence agencies had no suce-

cess at all with secret communications of U. S. Armed Forces, let me tell you that

D
ledo, p.110)

by

they 414 have some success and in certain instances, very significant success.

&y

-2
There is not time to go into this somewhat disappointing or dissillus:kning state~

3 3 amalatir~

ment but I can say that as a general rule the successes were attributable not to
“e keuz. Casn
technical weakneasses in U. 5. ecryptosystems but to their improper use Aof certain

and
low~level ones, by unskilled x’mproperly or ingsufficiently trained cryptographie

,uep*.-w-.-a

clerks. I may as well tell you right now that this l\has been true for a great many

MMQQA’W

”'E‘.;;s

A oty
Thamass , v paeh, s W

aud

LAANTVLELIE. g
1%&'(-

years, for centuries as & matter of fact, because as long ago as the year 1605

Francis Bacon, who wrote the first treatise in English on the subject of cryptology,

)

o
)

fiye

o

This Arte of Cypheringe, bhath for Relative, an Art of Discypher-
inge; by supposition unprofitable; but, as things are, of great use.
g %?‘ For suppose that Cyphars were well mannaged, there bee Multitudes of

K/ them which exclude the mamrer. But in regarde of the yawnesse
J’;O * and unskillfulnesse of thé handes, through which they passe, the
greateat Matters, are many times carryed in the weakest Cyphars.

Wi
("'

ClarBa. w
c

¥hen electrical and particularly radio transmission entered into the picture 2
additional hagzards to commmications security had to be taken into account, but

many commanders have failed to realize how much intelligence can be ggined merely
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y—
from a at\ﬂy'qf the procedures used :l.nAtrumiuicn the direction and flow of
fodia Taddpe, )

Am the call signs of the tranamitting and receiving stations, ete.,

(" J.73
all without solving the commmications even if they Rner in eryptic form. Follow-
‘l'en.u. % Mt\mﬁk

ing mA from a document entitled Gersman Operational Intelli-

gence, published in April 1946 by the German Military Document Sectiom, a Combined

British, Canadian, snd U. 8. Staffs

E"'--‘--) Wﬁa}a—’ﬂﬂnﬁ% o COMH'H_'J

v /éigml :I.ntelligenee,\ns a chief source of information in the
German Army. In the eastern theater, where there was offensive
wvarfare primarily, the signal intelligence service was well-organ-
ized with well-defined purposes, efficient persomnel, and adequate
equipment. In the course of the campaign, it was reorganized to
exploit to the fulleat the success already experienced, and, by
1943, there existed a complete and smoothly functioning machine

/ sufficient to meet all demands.™ q,_g“)

Most of their signal intercept success came from low echelon
traffic. Armored and artillery radio nets passing opsrational traffic
ware followed closely and were one of the chief sources of signsl
intelligence. Artillery radio nets were given first coverage priority.
Apart from messages intercepted in code or in clear, signal procedure,
peculiarities of transmitting, and characteristics of Allied radio
operstors provided enormous assistance in helping to evaluate signal
information. The Germaus noticed that call signs were often the same
for a unit over long pericds and that even frequencies remained un-
changed for weeks at a time. ,(Pg)

Much tacti izportant informaticn was drayn from the enenmy
It ye(¥ assumed that.an imfependent net gerved

PV o of Sigmal Intelligence During the N Invasion: {E=2%%

During the invasion, the G-2s in the West drew about 60 per cent
of the operatiocmlly important information frem signal intelligence.
The remaining 4O percent was derived from all other fields of intel-
ligence. The amount of information decreased during the months of
mobile warfare. During the retreat, although the possibilities of
obtaining information became less frequent, the amount of information
from signal intelligence remained high. Most of the information was
deduced from the organization of enemy radio traffic networks, from
decoded messages, and from tha radioc nets of the ensmy Air Force lia-
ison off'icers who were attached to ground troops. Based upon this
information the evaluation center of aignal intelligence often came
Yo conclusions vhich, at first, sounded hypothetical to the opern-
tional command and were therefore doubted. In 90 percent of all these
cases the events verified the signal intelligence information so that
eventually more credence wvas given to its conclusioms." (‘2,:,7.)

-13 -
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A great many exaxplss of intercapted messages of tactical content are cited
in the aforementioned document, vhich is replete vith informaticn of deep mterost)
although the document wvas originally issued with the lowest security classification
then in use (U. S. "Restricted”] British-Cansdian "For official use only”".) I wish
there vere time to quote at greater length from this useful brochure.

Coaing directly now to the history of the development of cur cryptomaterials
thamgelves, I hardly need reiterate vhat was pointed out in previois lectures as
to thes profound effect of the advances in the science and art of electrical commun-
ications in the 20th Century. Those advances had a direet effect upon military
commmications and an indir-ect effect upon military eryptology. Hand-operated ciphers

fteane Gamd. Arcation
and, of course, codabooks became almost cbsolete “the need £ tar,\lpeod of

&m&o&wwmw

eryptographic operations Ato match as much as possible the very great increass in

the speed of communications brought about by inventicns and improvements in electric s

awd podian Houss veny Soow
telegruphy The need for cmtognphic apparatus and mchineshbeuu quite obvim“

Jm&mmm mw,\w,.wm;ﬁ
QMJJMJ.;

M
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Until the advens of electronic cipher mahcines most cryptogrephic apparabtus

* Coweznlnie Aurd an.
and devices were duilt upon or around Ae:lrcular rotating nmenbers eﬁ cipher

A w‘a,ew‘:%, F"“QW -
vhegls, cipher ddsks, ete, Aw-eaﬁmt-me the earliest,picture of
"o dovan o
such Am appears in a drastise by an Italisn eryptologist nemed Albertl whose

Trattatd in Cifra was written in Rome about 1470, It is the oldest tract on

cryptography the world now possesses. Here's a photo of Alberti's disk (Fig. 6),

but I wenit take the time to explain 1% except to say that the digits 1, 2, 3, &4

to cakl o o2 tin. Ao the
were used 4o encipher code groups anahthat the letters of the cipher or

reVaJ:lns alphsbet vere in mixed order. In Farta's book, firss published in

1563 1n Neples, there sppear several cipher disksiend in the copy vhich wvas

ML

_ammuamwcmm&qmﬁmmmsconuﬁm. Here i8 8

pletiure of one of them (Pig. 7). In this versicn the device used synmbols as
cipher characters. And epparently nobody thought up anything much better for a 1ong)
o |
long time. It seems,in fact, that no$ only did nobody thinkAmything new or even
eome improvements on the emginal Alberti ormuaks\‘but those who 414 any _
thinking at all on the subject merely "invented" or "re-invented” the sanme thing
again, and that happended repeatedly in successive generations. For insSance, in
Lecture No. & of this seyies you were shown a pleturé of the cipher disk "invented"
by Mejor Albert Myer, the f1irst Chiel Signal Officer of the U, S. Am)who
obtained a patent on his invention 4in 1865. Eexe's a picture of the patenied
ﬁm“mx&h“ . wna:)a,ag,o 3
diek (Fig. 8) and the explanation of 44 (Fig. 9). g You viid remeuber that
signalmen of the Confederate Signal Corps mechanized the old Vigenere Square and
put 1% oub in the form of a cylinder (see Figs. 13, 14 and 15 of Lecture Fo. IV).
The cipher disk used by the Signal Corps of the U. 8. Ary dwring the decade

N WM“WM ,,eemﬁuuﬂt w
1910 %0 1920, that is, during the period mlmns'\imrld Var I, was nothing but

16
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vhite celluloid Miriabion of the original Alberti disk of he vintage of 1470
o

/ (except that it wvas even sinpler dhptrits progenitor,because in the latter the

oipher alphebets produced were mixed alphsbets vhereas, in the Signal Corps

/ diek )the cipher alphabets are simple reversed standard sequences. We all know

that it generally takes a pretity long time to get a patent through dhe-acmplex
workshops.of the U. 8. Patent Office, but in 1924 the ancient device was
patented in 1924 by S. H. Humdington, (Fig. 11). Here you can see a great
inprovenent over the Signal Corps versione--a blank is added to both sequences o
Pnducation of, worh ppacs.
/7 that the space between voxrds could be enciphered. %, as you have learned, ia
& fasal weaknepss if seen in the cipher text; in the Hunbingbon device the spaces

between words would be enciphered but the cipher text would have space signs,

although they would not correspond to the setunl speces between words in the plain

text, JM*&JL &u«“\ \5\ a&m 2. )l-c&- A-P’-‘v:& h/kw )ﬁb Q*J‘FQ.QL«‘ )eQd:t- MuQéL_,

. = Z'U-Af‘ M T, AT B -
De o ARt m,d 28000 e xR XS0, ey {;é; ol ,)weo un«-Q&
v 13 15 Sntererting £ note that 1n 1936, during the days then the

German National Socialists were banned as an orga.nizatia?), the Nazis used this
wariation of the old diske~i% had the 10 digits on both the outer end the inner
sequences for enciphering digits (Fig. 12).
The first significant improvement on the old cipher disk was that made by
/" 6ir Charles Wheatstone, vho(invented \some time before _:@_'Q}a cipher device which

T

v v/ be called i Gryptogragh. He described 1t in & volume embitled Afhe Sctentific g

Ve Fepers of Sir Charles Hhea.ta‘bonﬂ, publiched by the FPhysical Society of London.

"/ Here 1s & plcture of Wheatstones device,/vhich is in my privits. collectifon (Fig.13).

7
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What Sir Charles did wes %o meke the outer circle of letters (for the plain text)

comprise the 26 letters of the alphabet plus one additional character to

) S
represent "space.” The immer eircle, for cipher equivalents, containg& only

Con
the 26 letters of the slphabet and these ,s.mm' be disarranged in a mixed sequence,

ot S mne.

Twolmnds,likethehourandninutehmdsoraclock,memided,/\mdercmtrol

Wz
of a differenbial gear mechanism, so that as the long or "minute" hand is sdvenced

to make & complete circult of the letters on the outer circle Pf letters/mn—the

fase-of- the cmtomph?the short or “howy'hand advances one space or segment
on the inner circle. of-ledbers Lho-Lfase~of-4P rypbogrsrir. In Pig. 13, for
- )t—\a/\/ l/.\) C:-P: Ac
example, the plain text letter G is represented by the cipher letter A,A I -

the lomg band 18 now advanced in & clockwise direction for ocne revolution, Gp
‘ ST (5 RIS W {y o e /wklf Qfm.

2 e

will be represented no lenger by Ac but by Gu./ In encipherment the long hand is ¢ m

xéa.fﬁu r)acuawwa)

alweys moved in the same direction (elockwise, for exa:mle) and 1s pleced(c-ver

Qs owi¥e. outer ainel. B oranmg o The &
the successive letters of the plailm=téxt message, the cipher equivalents being 3
~ ~§=~
vecorded by hand to correspond with the letters to which the short hand poing;' z§
each encipherment.’ In this way, identical letturs of the plain text will be g
. , ol

represented by different and varying letters in the cipher text, depending upon f‘zo%

P“)

<

how meny revolutions of the long hand intervene between the first and subsequent u,<
o uni‘eu')‘en-&%aa p»?www«.“»a, iSMMWMM«gG‘ Ac_,kﬁg, ma\fgy_rx

a.ppemnes of the same plain-text letfer. ACOrrespondenta mst naturelly agree
upon the mixed alphabet used in the inner circle and the initial positions of the

two hands at the beginning of the encipherment of a measage. In decimmt)the

T Mnm*e\-e S Paad, povwls *o
operator moves theli.ong handjm-nlockwise, scoking the cipher leﬁtu;d in the

M ’m}ﬁJ "“ra‘w w ,A'ULVJ Q‘?ﬂn’\xzﬂ;\&- M’)e\.e, 2‘?"-‘-"
1nnp(er cirele, and nokéng the plain-text 1et.t the J.ons hand m {,

Toens SRR EE cﬁ?m«\mu g e ey e S

R'l:r the outer cirvele, ,eh R-TFE

During World Waxr I, soie time in 1917, the British Army rescusitated
, 18 ( B
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.
e

}

Vheatatone's cryptograph and ingproved it both mechanically and eryptographically.
»~ Here's & plctwre of the devise (Fis. lh))in which it will be seen thab thére ave

»  now ne longer the "minute” end ';{m“huﬂsbntasmemuthanmmg
x Yo b
wmmﬁammmnaumummm la.ndelnhuletten,
WMWM& Lowd @ Irade Mm%mé.wtw

Y A,ﬁeinQercmlecraem.gs Justagosed-in-an-sosemieicammmes sgainet theoum

e W A ] S AR~ LTS Ml P TS,

/ circle of segaemts,{which are made of & substance upon vhich lebters may be
raras smesas AR s '
mmmmuwWthﬂemmmmm

both sequences of letters ere now mixed sequénces. Making the outer circle

also a mixed sequence added & comsidersbls degree of security to the ¢ipher.
When 1t waz proposed that all the Allied armies use this device far field cxyptoe
camnmications and its seewrity had been approved by British, Freach, and
American oryphologists (both et GHQ-AEF snd at Washington) an opportunity to
agree or disagree with the sssepsment of these cryptologists was glven me while
. Ean still at 4 Riverbank,bebowwhortes. I was abi2 to show that the modified
Wheatstone cryptogreph was still insufficiently secure for military puxrposes
and the devices, thousanis of vhich had been manufactured and issued, were \
withirawt. If you are interested in the method of solution I used you will find AN
/1% in Riverbank Publication No. 20, entitled Seversl Mechin e Ciphers and Methods
kit adrou 192 3.
for thedy Solutim,%ﬁ. A better method of solution wasl\dm:ed by ne seme
yuEFE=Iaber,
Sowe
s ’@mmi}%u,mmswmmarme,xlmmusam
machine vas in the musewn of & egtatn amall town in Connecticuid named
£
v Hemden., I was iInterestad and wrote to theeuml?rotthe mageun, requesting
that he lend the device for a short peried 4o me as prineipal cryptanslyst of
the Var Department. Imagine xy astonisiment and pleasure wvhen I unpacked the

'bon:sentne, and found a device, beautifully made and encased in & fine mahogaty
19
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¢

;// eue, vith 2ts inventor's name, Datius Wedsworth, and the datey LALT, ipraved on
tﬁetmeafthemhme, m&mnmbwmmmwmmmm

M ﬂﬂv&omahf'f Heve's o pleture of 1% (Fig. 15). zmmmwumm

by ELi Whitney, Wtﬁmwmmmmmm,m%
that the outer sequence hid 33 charanters, tho fnney 26, so thab the differential

mmtmdwﬁngmmmﬁoaﬁoasmnwmmmuo33@026

; C‘)'QGV\@Q. , - s ,() )5 A,M
~ M,MWM,@WWMMMdeA%
. - x

" (an sssoctate of M4 Whitney) has anticipated Str Mmﬂm“‘”’m’ %

R | Ay erpiteling.sls

youys In this iaventicn, mmwmmmhbyame¢m

&

mwmmwmmmm,mmmwmmm)
mmmmwmwwemmmmmu. T™hes

:smolau‘lynhammﬁs. 1Gasmdsﬁomw=e@mee,m1bmm

MWMH&TMMbh&M & Hhat”
m_mwmmmwmAxmmmtmaswmm |

;'\
\

I fetuined e device o good many years ago and It 18 now on dispiay 4n the
Eli Vhitney Roam of the New Heves Historical Society's Musmum. \
/ ' _mmwxmwmammasfmmm.maam@e

Invented by & Pranch Aviy peservist, Comsndent Bazeries, who ¢ some 10 ymw&a_x%

X
mﬁnmmammum:m~mmmmm

- Orgphrale Cylonbiqpa, on

6 description of his device,uhich he called his WW

mammnmmzmmMs 15 He had, kovever, described his device

in an article sntifled "a‘-.mwe a 20 ramdellene-aliphadets (25 1@“%‘ » /W ’\

umt}**mummmm@/mwamamuammamﬁmmm

T5™ 745 chdffres seoyets dévoitéa.
16 Comptes Rendus, Marseilles, Vol. XX, pp. 160-165.

20
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mmmmmmwmmywmsamwmﬂ;w

Cu--'&e
Wﬁf25mmﬁeh &ed&mywﬁa—wmm

wwwmg\ The fixrsd 20 lettarn of the plain dext of b massugs

m 48 peen SﬂHGf 17 mmﬂ HDELH “"-._.: BEE = ”x s Wuen) % W
O, M,Qm.rﬂmé wafo \OMMW }Um M&Qu\% GG.M-“‘&Q MM

ALtwgas -

Ammmﬁutmwmmmarmmahmwm wt g

o B o paper o e P 24 parws of it Jm/&a‘»
[Miich are yesrded, Then the meorbipébel20 platnetest Lestmkw, otz
Mm% o
To deaipher o mzage,,‘m takes the fivst 20 cipher letters; aligne, them
oo postien T : e e e e

o the device, &emm@gm“mammemmnme@

o -

themmeréeynm am&wwmmmwlmaaamm
e /__/’——\_

- e N e m———e

ove. Gad_
for a yow of lotters vhich form inbelligible Zexs, 'ﬂimﬁnbekmlymmh

row, and the plaine.text letters sre yecorded. Then the dext £0 letters of cipher
_mmnmuhmaw,mewsaem,;:;m

messagzes propered by mrano of the Bazardes cylindricsl cipher could be 714:1%&.”

Maybe thet {s why Baverfes wasn's too successful in his abtempts to get the

Franch Atmy 40 adopt his device. Bub in the U. s.m@wm

Who encounterkd either vhat Baseries op de Viaris wrobe on %hs subject, Capt. Payker

Hitt, U. 8. Army, whom I hove meniioned in o yrevicus lecture, in 1015 fuvented

a deviae hased upon the Bazeviep ppinciple but tiod in the form of disks mounted \,

wpon o central shaft. Ingtedd of AQigks, ﬁ%’ﬂ%ﬂeﬁdﬂiﬁiﬂsdﬁﬁ.ﬂmm

(\’( n) \?
uaﬁﬁmﬁmmmsmmammmmmwmiﬂs “"»\?jff

. Z
7 ) o . \T?
mlgeh.w mzxwmmam@mmmm.TMesgm‘ ‘

\',;ﬂ
- : Y
at Rivervank, #nd solved one challenge messixe pud up by Mre. Hité, a Riverbenmk

P racatrionn 100 choallises fndoatefpliiColul, i, bos / &v%
guest for a day. Iﬁi&x‘tmmythmnkeﬁzntconmormnuel

ﬂ«/, i7 §{Zﬁ de cmﬁr& gb de déchiffrer les deﬁches seerttes, Parls, igg3. P 100. |

21- {
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rM‘de vm% - aeoment T ETITNR

Wbeeause at that time I hadn't yet come across the de Vieris
book. X 9017&% the nessagely guessing the key Mes. Hitt enployed to arrange
her etrip alphabets. She wasn't wise to the quirks of M&ianced eryptographic
alerks; she used - RIVERBARK-LABORATORIES aaz the key, Just as I suspected she
‘ wnld 'ﬁe device she brought with her was an improved model: the alphabets
3o o, oo wmany .
were on paper stripa glued to  strips of wood, a8 seen inPig. 19, .. .o .. v
Capb, Hitt 'brougtrb m device to the attettioncof the then Major Mauborgue,
wham X have alao mentioned in & previous lectire and vho wes then on duty in the
" Office of the Chief Sigmal Officer in Washingtéh: There is some question as to

whether 1t wite Hitt whoA'broughe his device to Mauborgnels attention; Mavborgne

mm tald me that he had independently conceived the invention ]noneavar,

hed made a model using disks instend of strips. I have that model, a present

. Jw/ac
from Ceneral mubome meny years latex. . It is mude or(brass, mheavy,
the peripheries orthhe d4sks of\which he had engraved the letters of his own
specially-devised alphabets, In 1919, after my return to Riverbank from my service
o (the ]
in the AEF, Mauborgne sent Riverbenk the fivet 25 letters)of & et of sue 25 &
oo nessages encipbered by his device and alphsbets. He also sent the same data
;?/.

to Major Yardley, in G-2. HNobody even solved the messages, even after a good Genl
of wark and even after Mauborgne told us that two consecubive woids in one of the
challenge npessages were the words "are you," Many yeéers later Y found the reason
for our complete lack of gucesess, when I came across the plain texts of those

e %K\L WW wn o oA MMMWQB
megsages in e dusty old file in the Office of Chiefr Signal Officer. Here is a
ploture of the beginningsof the first six messeges (Fig. 20). Mauborgne, when

) ¢ ch:.ded him on the unfairmess of his challenge messages, told me that he hsd not

prepered them himself--he had an underling (Major Fowler was his name, I still
22 ’
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|

. - Mr
/| Jefferson enbicipsted Bazeries by over & cenbury. cvi W oth - coel ‘m(x‘ K L*l
. wl

. Strip Ciher Device Type,M-138-A (Fig. 23.). This form used an alumum base

REF ID:A6283%

remenbey ;.t!) prepave them. In our struggles to solve the challenge massages Wi~
had assumed that they would comtain the usual sorts of words foumd es the inftdel
1;1;52'!13 of militery messages, It was the completa failwre by Riverbank and G=2

to solve the challenge messages that induced lawborgih to go ahead with he
duvelommb of hip device. It culminated in vhat became known as Cipher Davice,

Typanagh nmiee.pictmdﬁ(m 21), m'adeucemmmzzedam
SR VS By ??T'

o

used for a$ least 10 years hmmm’m"@&wﬁ Camtag; Comt Mmasdd ‘rﬁm Wt

gufk T cxf‘gw:. i

In 1922, amﬂmemem,mntecm John M, Manly (Prof. and

_ Head of the Departmt of Englich 8t the University of Chicago) byowght to my \

attention & photostat of a holographic matuseript in the \collection of Jetferaon p

Papers in the Librery of Congresa. It consisted of two pages entitled "The |

Wheel Cypher” and here is & ploture of the second page (Pig. 22) showing Jéffmm\x's
basis for ealcuwlating the maber of permutations affoxded by the set of 36 wheels
of his derice. He dldn't attempt 0 ke the wiliiplication; he d1dn't have

an electronic digital compiter-~fa¥ the totel mmber is astroncmical in eize.

LI o
RS !

It Soon becems sppavent to both jthel Army and 2 Ravy cryphologists that a
great inoyeass in cryphosecurity would be obbained if the slphabets of the MO}
devicé could dbe mede varishle instead being fixed. There began efforts in both

services to develop & practicel instrument bagsed upon this prinsiple. I won'd

_take time to show all these developnents but;\vﬂ&-ahwthe final form of the Army

W

into which chamneles were cut to hold paper cexfboard strips of alphsbets ehich

: ‘ e
toild be glidressily within the chammels. It mykx_mest 26-you to learn that

+

23
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aItthadgivmuymwattmtatoﬁndaﬁmMchmuIdwcoﬂdm

A ‘ .
A @’m(\IGM+E£ \-“'fl ~ AQAW:\ owe furn

el B
sush /d grooved devices in quantity, Mre. Frieduan suscesdedr-on Dehals offﬁer oun ° e

0 LL@'% g Al

Olwxxcf
group @the U. 8. Coast Cuard, The alusimm Strip Cipher Device Type M~133«A was
M el -\.-,X-. H“"M \M ’vao
tsed from .193'5 4o 1940 or 1942 by the Anv the]ﬂavy, ithe 'Const Guard md the
Panasd.

tebewmt Itmusedasabaek-upmmmmerthetwoseﬂices

st Dt and ‘“’*“‘f"’w waded
88 wall as tha Departnendh of State began employing m eipher machines

of high speed and gecurity.
%
Thus farr we have been dealing with cipher devices of the so-called "hapd-

operated” type. None of them can really be considersd as being "mochines,” that ,‘

is epparatus employing mechanically-driven members upon which alphabetic sequances“;‘
Ae ;\\\.‘}
- cen be mounted so that/constm‘bly—aha.nging/(m of eiphar alphebets are

prodused. Wecmenawto;(type)ot apyexﬁtuswhiehcanbecauedf/mchinej Mkm
o tctracrinnid Ak _
.suchkn-thnmahm:mm. 24k, It 18 called the KRYHA, the name of its.

German inventor, vho un:cr&mtaly coammitted suiclde a few years sgo, perbaps

RNV ¥ »WM Q&MM %&aﬁﬁ«ﬁ-‘ )}v t.w—w Fw%@dm&v.aﬂ Mﬂ{é’f a"?a-awf.g

Mo, The Kryha hes & f1ied

semi-circle of letters against vhich is juxtaposed a yotateble circle of letters.
Both sequences of letters can be made mixed slphshets (the segments ave removable
and mtavha.nseable on each aequence) The handle at the right gerves to wind &
. clecke
Tather powerful Goiled steal spring which drives the rotating member on which
- the letters of the inner circle are mounted. In Fig. 25 can be seen something
of the inuer mechardism. The lavge vhesl at the yight has segments which are open
or closed, depending upon the "getting” or key. This vheel controls the

angular displasement or "stepping” of the cirecular rotating platform upcn which

the letters of the cipher sequence are mounted, The initiel Juxtaposition of the

24
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of the inner o moveable alphabet against the outesr or fixsd cne a3 well &g the

cmﬂﬁmdﬂmeMWawMo@mm. .

The cipher equivelents must be recorded by hand. After emch emtirherment, the

\
~
~
hY

button you sew in the center of the panel in the preceding Fig. 24 is pushed down,\ \
NNe
. I AN

theimerm::avmea:.,a, 3,&...@@,6&&@&;, ™
end the next letter 1z enciphered, ete., The plotures I'veshmyouapplytolthe '
ummwmm;ufemmrmm, Mchemm,the‘mb \\
somatime in the 190'n)acmm1cm produced an imgredsive brochure N
showing how pexy different permutations end combinations the machine afforded.

Here's a pletwre of & couple of pages of his desgertation (Fig. 26) but even

" in thoge days professional. exyptanalysts were not tobaoimpressed by caloulations

of this sort. With modern electwomie computers guch celeulatdons;have become
of even lsss significance.

et us nov proceed with Nome more complex and more secure machines. In
this next slide (Fig. m)mgaammewmchwamm \
WWamﬂchﬂmm‘themaahmthusfw. It -\
asmmmmmmmmuwmm. Here for
the first time you see & cryptograrhic machine provided with & keyboard similer
tomtmmmmmmr. rmmamakeymmwfems
al;mtoummm;orWelettersmthemdieatmbmkabmthekeybom.
At the top of this machine cen be Seen four wheels in front of two reap vheels.
ﬂhe_rmrmthwheelsmthegmﬁmgelmmmm“themmﬂem;
the latter are electrical commrtators that seyve as com:mim-chma to chienge

the circuits between the keys of the keyboard and the lamps of the indicating L

board. There 1sn't time to show gou the inbernalwrks vhich comtyol the rotating
' ' 25
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-~ ~

Wmuphmm (you will see them later) btut X mmst show you
the next step 1n the improvenent of such cryphogreptils mchives, which made 3¢
possidble to elinminate the tedious job of yeewrding, but hand on paper the
rosulte of emcipherment or decijhemment, msmamb;»ma&ﬁm

mechsniem which was associated with the cryptographic. machine. Heve is & slide
. f e
(Rsg. %)m&mm“smMeMLthoamonAwt&,

mtobammwwmwmm W&W of sourss,

T ®

mmnwmm?,fﬂ:emmwumuwmmmmmm

mmmdmecmeomphumnw MAymmueinmmtmdc

(Fig. 30), Sn which the four petating menmbers referved $0 in comestdon with

m.mmmszhuemmmomﬁmemﬁm

%%W C&QQRA*@:.QM‘D&W%‘
eleu'larsam mmu—wmatmamtmm

~~ - gy = Fadll iy ]
pr— = . -
ol - - £ - .;...v—;_\. & -

v
mwwmmmmammaﬁmmm »
" csuses the proper Lebtar $o be printed upon the moving paper tape sean ot the
front of the mashine,

Now we cone to the nemiand a very fumportant development, ons £irsh

r

conceived by a Ruropean m} = was followed soon W,m

18 ’
mmwawwnmémmmmemﬂwm

e ¢
mamwﬁwmmmammﬂuhmammawd -
"M Mmm-&mw
mmbusemedm oy ﬁmmﬂuﬁxmmpum

the mavket for purchase by anyone desiring cie 1s shown in the next slfde (Fig. 3).
The machine wab appropriately namsd thé ENIGM--for solutlon of messages enciphéed

by its means was believed to be !npoﬂsible, ornuﬂ;rso. ‘ \

\L/ae\m W%&mﬁf Mk&a?aﬁvuz‘:b m&ul‘l“’”“w%

“““"‘P*""“ Radlians Mo 107, ?M.n "

e ﬁ"”
ﬁ‘“ | ,(,’*B

,«M V\M . o
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In Fig, 1 at the lert (labeled I) ic seem the machine with the top cover plate
closed. At the fromt is the keybosrd; sbove it the indflcator bosrd, consisting of
lamps underneath glass disks uponm which letters bave been inseribed. Above the indiestor
bosrd and to the left are seen the peiryheries of fowr metal notohsd wheels, at the
isft & sw;tch button which can ba set to "encipher'r, "dqci:her" or "nem}gl" positions.
At tng'nght in Fig. 1 (1abelad II), the top cover yplate has been removed, exposing
the imternal ciphering mechaniem. ‘Three rétors or commection changers "in cascade”
can be seen sttached to notehed rings. The rotors sxe-pokssabiesemd serve to change
the circults bétween the keys of the Leyboard to the lemps of the indicator board,
’mm;mmthcreiaacimlieer%m-smedc;ntmtsonthelertfactmd
& similar circle of contacts on the Pight face; wires passing through to rotor connect
the contacts on the two faces, two by.two, and these connections are arbitrarily made.
mmamwmdwmm@ummsmasmmsorm
alzhabet which letters can be seem through mmall windows in the cover plate, so that
;hé:vmcmbgmmammmuummm; At the left of the first votor
stator

s u‘fumt&,onthe‘mmryafmmmmo%ut‘hemoftkﬂmbet. This sterter

L
W

&ls0 hes a cirele of 26 equally=spaced ch, bnt/these are bnly on its right face

)

and ths contacts are comnected by wires to 26 doudleepole, double~throw switches
operated by and associated with the 26 kaysf of tbe keyboard., The commections
o staler
7 between the 26 contacts on the starter and the 26 switches of the keyboard are fixed.

staken e
g Bubthegwummmnmnamsnionatmtmcnnalaobesmthrmhn s

- Rt
m,masmm 1(1),aothntthainitmmungofthemmthe
tMearetaracmbsuenthmnghthsfmﬁmw. mm_tmmmﬁofthepe
fouwr elements constitute the key ..for the starting point in ciphering operations.

I used the exypression "in caseads” o moment ago, in refereimg to the totors, which

-2~
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- “y
’
"o st & 5

smmmmmtmww@mssmamwmmmms

wmmwmmnwmtmmmmfmmamorm

indicator doard. mmm,mmwmt‘mmmd[\,mu’m

I

thatmm,wmmmmmwmmgamor

. w T oa VRO
26 contacts, but these are only its left face. This stator ‘is.fixed,om nom-rotstable,

B

and 145 contacts are connected,two by two,by 13 internal wires. This etatar,

d Ma'm,vmgmammm,Mehentaﬂmmuthsaé

- - - otber
eenuetsmtheﬂghbracea:thethirdrotor,‘baekintoonepfthezz\cmtsm

o/
mwtmwmtm,mmkwkmmmmrueortm

Sl

mtw%amtmtmtherightfmcftheaemnﬂwmdﬂam
/  to & contact on the right face of that left-band stator, ircuitry in this machine
ingures that if Ay=K,, for elample, then Kp=A., in the same position of the rotors,

that is, the cipher process is reciprecal in nature. The circuitry can bef seon in
/ - , w , =7
Fig. 32. It also hn.s'\a consequence that no letter can encipher itself,thet is, Ay,

for e:mle)can never be represented by Ay, po matter what position of the three

rotobs and the left-hand stator happens to be. The same 1s trus of all the other 25

a

lotters of the alphabet, The three rotors are interchangeable, so that 3x2x] or six

Y

\
yermatative arrangements of these rotors is the maximer yossible, since in this construction

the rotors camot be inserted in an "upside-down” yosition. In other typss of such
machines the rotors are made so that they cenm be inserted in either a "rzghtsm:.%p"
A oo

or upside~-down” yosition, This makes possible & maximum of 6xkx2 or 48 permrtations

Jofmmwwmn. Of course, if-Shewe-epe more than three rotors are
availdble,from which a selection of three cen be made ythe :pa's;ibinties increase very
considerably. The stator at the 1&ft can be moved only by band; the mu,ndwgi'

. \ X

right is fixed in this model of the ENIGMA. Depressing & key of the keyboard

causes the first rotor to advance one step, thus changing the
._7__3/-

o s L ————————— S —— - —-—
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circult from the left-band stator, thence through the rotors to the reflector, thence
baok through the rotors to the left-hand stator thus csusing & seccnd depression
of the seme key to yroduce a different equivalent. I won't take the time to tell
ahomast 1000
m»wtwmmrsmcmedwm“tMtAm&emm
beemipheredbermthe'ﬂnﬂwmmwsttbormdrotorsretmtothairinitml
alignment. ~ [The total mmber is mot in this case 263 or 17576 but 16,900 (26x25x26)
for technical reasons which there isn't time to explain.] Fower for the electrical
cireults is provided by small dry cells in the box at the upper right in Fg. 3 (II).
The original ENIGMA enjoyed a fair degree of success in sales hut it was by no
means spectacular, When Hitler came into power, furtber sales were prohidited.
| Buffics it to say that it becefigo the basis for machines used by the German Armed
Forces in World War II. | |

. e ofouk 1410, T dew
In the U. 5., acnifornia inventor md Hebexm ndepemlycmeivedamhine

Yo fook appluttiemLo o US Ww flad o

mehheemedan "electric code". -Fi-wss similar to the ENIGMA but with some important

difrermcu:' the ciyher alphsbets produced by it were not reciyrocal and, moreover, &

Izl

;

Counay e fsn it gl ol

plain-text letter could represent itself in the cipher text. Hebern managed to avoid these

two uasknesaes'by incorporating & switch plate which could be set one way for
enciphering and deciphering another wvay. On the other hand, not as is the case of the

r
ENIGMA, the electrical currents made only one traveyse through the rotoxyrather than
oo o P cane v e ENamMs By TRe Webiern, s 2o/ v one batis
m,h,m encipherment the current through the rotorsand in

aecipmmt in the reverse directiunh Here 1s & slide (Fig. 33) vhich ehowe Hebern's

very first model, which he constructed for commmications of the Ki Klax Klan, You
wlumtethatthbmde_lhubutonerotoré ah'o, the cipher muchine is comnected to

an electric typewriter so that hand recording of resultal,"m no longer pecesgary. One

additional virtue of the Hobern machine was that the wiringhs in the rotor were varisble,

a feature not incorporated in the ENIGMA rotors. Hebern interested our Navy in his
. - . ,
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L
'
¥

large machine requiving considerable amounts of electric power and hence wmsuited for/

. : ~ =
use by small units in field operations. In the late 1930's the Arm‘beemfipte";esteﬂ
a
in & small mechenical machine maw;sﬁushengzneermdxgeﬂn.

Prad
4

Modifications desired by Army were imeorporated in the machine; which wes called
. Vd
Converter M-209 and over 100,000 of them were manufectufed in the years 1942.194% by

.«fﬁ

the Smith-Corona Typewriter Co. st Graton, New York. Here's a plide (Fig. 36) showing
&
e ,_n‘”g
Converted M-209, vhichwasusedbyﬂ.lgﬁihmdl"orcea in World War LE, and bere

/f

i another (Fig. 3%). Hhenpopgrﬁyueditgaveahighdeg‘eeotsemw; vhen

. /“‘

improperly used, as vas 9ften the cage, its security was rather 1llusory. This machine
~

- - ..: j,{‘ 1
oparates on vhat i.sftemd the key-generator principle and when two or more messgges are

//

P

a encimere the seme key stream or purbiohs there of, solution is relatively a simple

T NPA Toohmeal Joswnm oy Vol 1 No., Apak i)

P

o

 ma buat I cannot go intod that now,

g
Qund
Sl 4

e Beaitibin-Sdnnbicotiaf. sutonsti mm telegrazh or tewg
Woebuness ‘%"M ’

commmmications the need became mressing for a reliable and grectical cryytographic

[N
MMW M 2! .

mecheniem to be assoclated or integrated with the—%okpm The firet spieratus

p

ey e
No. 2. ¢

11

of this sort in the U, 8., pmmmsré;i; (Fmﬁ),mmbdevelopedbythe

5

\ r)ymww TSR

@A ggz\/
.ate.

American and Telephone Co., in 1018, as & more or less simple but ingemious modifteation Y

T«s/ /Q)m M @WMP)\. mii& y
of its ordinary printing telegrayh. First, s few explnnatﬁy words a‘bont sho-2ailer
Q¢ may'beuaeﬁn. Ww is calledtha"aa.udot Code", that is asystem

X7 in Mch acerd- i o Lonent s ads to represent chm.cters of the

-

eif ?2 “ m,i’* o meng, as awd bs mw&.x 29 %&mm
3 @hahet.z These two elements w be positi:‘ra nega.tive ctn'rents of eleetricity, .

s tRa ¢

-

o u.,uxgl)m (> R

§ 2 - D‘%‘“‘*' m«ﬂw?e.:.. " P a-u-az
ig tfm and Bbsenice of Here is & slide (Fig. 39)’;&:10!1 dépicts the %Z

Bandot or S-mitcodemthetormofapapertape in vhich there are holes in certain

positions transversely to the length of the tape. The holes are produced by &

Ldg]

o

g -
ﬁﬁémdww-WM e

perforating meehanism; the snifll holes mmning the langth of the tape are "feed-holes”

.»d-ﬂ‘;%‘

'bymeans of which the tape is advanced stepby step. You will note that there are

...f,q“ (43"“

Yoy aom.
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. Pive-levels on which the,\ww appear. The letter A, for example,
; ows /7

is remuted by,e-hole dn the lst and 2nd levelsy the 3rd,rlith and 5th levels Ju,,m.‘,.m:j
e T m%»«%‘mh%mmm@

‘ ,\m—mg; the lstter I,\by holes in positions 2 and 3’/\“" Towvard the right-hand
" Wa Rvglob alpbafiel wmase 2 I Ra 32 poraTatons, Ha g St b aitadidies
Aend of tepe are~two permutations labsled "letters” and "figures", respectively.

These are equivalent to the "shift" and "unshift” keys on & typewriter keyboard,for /
"lowver” and "upper” case. When the "latters” key is depressed, the characters J,
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