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IlmlODUC'l'IOD 'lO CRIPl'OLOGY • VI 

yn uam p. Fri.edJaan 

'lb.1• lecture[ the sixth and last in this eertes!J deals with crntoJ.o&y 1n 

the P!!'!od floal the end ot World war I to tbe eDd or World War II~~Uncl.asa1tied 

~~ ~~ !he empbuia(in th1a 1~]1• !PO! eemcat10t18 seour!!f 

(Ca.JSEC) DOt only because in the t1Ye l!'!gedi!!g lec:turea the eg!laais 'W88 

@!Qed yerr l.Fpl;r 1.JN!l conmm1cat1ona 1n¥11genc,e (C<Jmi'l) but al.ao because) 

&ltboush not u spectacular u CCJ1Ilfr, in the tiDal ana.l.ya1a)CCI4SEC is !'!8lll 

DIOl"e Y1 tal. to BatiOMl Secur1!% tlum C<I!Ift't • 
...., X 'X. ~ X >( )(_ X 

/~9aia1 the I1Xth aDd tiDal lecture :bl this series on the hilltory of 

cryptol.ogy 1 \JUl. 'h deYOted to a ;pnaentatS.an ot the evente aDd deYelopaenta ~ 

aip1ticaace 01' 1D\pol'tence in that h1atol7 fl"CIIl the ea4: at WCJ'ld war I to the 

end ot VOl:'ld War n. 
It woal.d be erlt1Z'el.7 too ambittows a proJen enn to attem;pt 'b cCIII;Pl'en 

within a lectul-e ot Olll.y 50 minutea aU that ahoul.d or could be told 1D that 

/" segment ~ our hiator,r ~ cryptoloq). In a nutaheU, however, it can be said 

[ [ tbat the ..,..; atsaW.cant 8lld ,_,.._t -ts 8lld d~ 4»r1Dg th&t 

v" quarter ot a ce!ltury were d1rectl7 ccmeel"''Aad or ccmnected nth the adTances made 
" 

t 

1D the product1cm ot more com,plex meebaal:lcal., electncal., and electronic 

c:ryptographlc appatawa 1n Ol'der to increaae or to tacrutate greater cryptosecunty 
4~~ 

C# ~ own ~ocCJII!!UDScatiau; .a" with the cancOIId.taat adYUCea 1n the 

IR'Oduct1cm ot JIOl'e •oph1stieated JMOlvmical, el.ec'tr1cal 8lld el.ectraDic cr.ypte.u.l..ytc 

appnoatua in ozrder to speed ~ or to make possible the e~uticm ot enEIQ' 
~ 

CQ!I!!IUD:Jc&ticma produced b7 their iMl"~~ c~ex ~pbic mecldnea. 

Dleee two }ilaaea are mter-related becauae, to use a ;{crt at s1m,ple analogy, 

02eypto~ and ~1a np:reaeDt the obverse e.ad ::L"eV«1'aa ft&ces of~ .a 
C.,....},. ,_.. 

':" ; s1Dg1.e coin/ .. Uld ~t woald be Dice it l could go into acme det&1l. in regard to 

tbese 1Dcreas~ cOJrplex matters but aecUZ'1t7 cOlillideraUone pr:oevent 7111' doing 

As to adwneea 1D the dev'elopnent and uae of more oQ1IUillex or more 

aol'h:lsticated CZ')'1Jtogn.:pbic apparatus I w1ll cm1y note at this point a COJIIDellt 
~ .. ( ~ ....,- r 

"~, ·., '-'- '\\;>,~ ,.r which Oenenl Qaa.r Bradl.t11,K"makes 1n his quite but very intereatiDg book entitled 
1.: / \ 1'\ 

A Soldier' • stoqt¥ 

'\Y Nev York: HerJl"y Holt and Co., 1951, page 4T4. 

- \-
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Sigaal Corpa ofticera like to rem1Jld us tbat "al.tho'Ugb C<msnae 
caD JD&ke a general, it takes calllllUilications to !like him a c""'Mft<'Jer." 

It is~ to emend General B:radl.q's NIBZ'k but1bis 1• how I wiab 

he had WOJ."dBd 1 t: 

Signal Corps otf'icers like to remind ua that "&l.thoash Congreas 
can make a genft'al1 it takes gid &ad HOW'e cnnnm1cat1ou to DBke 
him a good eQIII'Ifllldar. " 

'l'his w:Ul 1n tact be the k~ote ot thia lecture. In ctbezo WOl"da, 

cOIIIIl\Dlicattona sseur:tt.y, or CCNSEC, w1ll be ita atn tbemet and the one I wish 

to ~ize. 

But before cCIDing to tbat part at 0\U' bistar;y pel'ha.ps a bit 1II01"e attention 

must be devoted to eventa. aDd' denlO}IIents or ~1c •igDUicamae or 

importance durillg the period lsn.B to 1946. By tar the moat epectacUl.a:r end 

lntereattng ot these are the one 1lb1ch were so ~ and d.1..utroualy disclosed 

b7 the wrtoue :blVelltigat1ona ccmduoted by the Aztq aDd N&'9'y Terry secretly 

Wile worl.d WI.!' u was stm 1n progresa, and both aecreti.y and open1.y after 

the close oE h1stU1t1es. ihe iDTeatigaticma were iateDded to ucerta1n why 

our Arlrf¥ and Navy forces in llavaii were caugbt by JUr.PI'ise by the sneak attack 

on Pearl. Hal"bor by the .Tapanoe OD the lllOl'A!r1g ot 1 December 1941. ~~ were 

also :lntended to ucezota1n 8114 »in the blame em 'Whoevel" waa :reapcmaible tor the 

debacle. I don•t tb1Dk I should even attempt t.o give 3"011 rq peraanal opiDion 

on these campl.ex queationa, which were atlJdiecl b7 seven dU':rerent boa:rde witbin 

the Servlces and :f1nel '7 by the Joint Coagreasicmal COI!IIIlittee em the 1Dveat1gation 

ot the Pearl Ba.rbor Attack. I Jlel'ltioned the latter iDYeStigaticm 1D my first 

lecture and nov w:1ll add to what I then said. ihe cOIIIIittee began ita work 

early 1D September ~94-5 with aecret heazo1Dg8, but on 'TO dqa aubsequent to 

15 Novembe ~94-5 up to aDd 1ncl.udift8 31. MEq l945_,open hear1Dgs were cond~ted, 

1D the courae of which ICIIe 151000 pagea ~ tell'tiJI<my were taken and a total ~ 

' 183 exhibits received 1De1dent to an examination of 43 witnesaea. In J~ 1946 ,...., 

the ca:amittee put out a t1Dal. Rep?rt ot 58o paaea ccmta1n1ng its f':!Dd1nga, 

conclus10lU1 and recamnendationa. 1he Report wu acccmpan1ed by a •ct ot 39 

TOlumea of teatimoll7 and exhibits. 'Jhe ~was really nQt a e1Dgl.e zoeport: 

there vu one by the M&Jonty (signed by s1x Democratic emd tvo RepublicaD 

members), and one by the Minority (signed by two Republlcan members). 1he 

Minority Report was not near~,. as lcmg as that~ the MaJority but it brought into 

focus certain troublesome pointe which atUl. tOl'lll the aubJeet of 8Cl'1Dlan1ous 

d.1scuas1ona and witings by those who believe the attack was "enginee1"ed' by 

President Roosevelt, tmd tbat certain authol"ities in WashiDgton vere aa culpable 

as were certain camnanders 1n the Arm:! and 1n the Navy 1n llavaii. 
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For thU lactuz-e1 howenr, it ia an inteftatinS tact that botb the Ma.1or1t7 

aDd Mirlari~ Repcn:-ta eouta.ill gl.cnd.Dg tributes to the role p1.qed b)" CCMIH'f l;)efo:re 

aDd 4ur1Dg our partieipattcm 1D Worl.d War II.. In rq tint lect\IJ'e1 (NSA 

.... 

Although reference• to COIUNT &bOUDti, in the Repon of the Majority .... :~: 

as well u in the Report of" the Minority. there are al•o ~ reference• 

having to do with COMSEC in both Reports. aa nll ... in the 39 eoe~ 

volum.ea of' testilnoDy and exhibits. SOllle t.chnic&l Jld.aooaceptioaa wlth re

gard to those subjects are ~ere, too, and I will only oom.ent tbat it is 

quite oam:prehens1blo tha.t there should be ... 0~ the part or la~ but 

to encounter a. se~tioua one in a book b;r an exparieuood h!£}1-lft'el cGIIIRI.ndor 

in World War II ia a bit di•ooaoezoting. Listen to thia pl.l'&£r&Jil h-. a 

w 
l"ctoeDt book by one euch oCII"'IB1!lde¥"1 

r !rhe arguunt hal been ad.• that .... ooul4 not afford to let the 
J&pal18ae know we had broktm. their cod•• But thia argument ap.iaat a 
Presidential ~ doe& not llold 118.'\er. I~ •• uot a. ._.. •tw 
ot ha:ving broken a spMit'1o •odet llha:t w hl.d done 'R.B to dmae a 
maohino which could~~ (authw•a eapb&ds) oode prarided it was 
ted the right cC)IIIbiDati ... Jii our utr-17 able ud g.l.fted crn-tographera. 
tne JapaD.eaa kept ohup:a& tb.eil- codes throuthout the war ~· ad 
,.. kept breald.Dg thea al.oat b ·a. •tter f)l rouu.e. J · 
I don't know -.here Geure.l Wed-.rer obtained hi1 Wora'\ion about 

that wonderful machine he Mnti.cma.. I i:aagi!le that there are any other 

persons 'llho think tb.ue ia aoh & •chine beoa.uae ot all they hear and see 

about those marvelous •ole..tt-oeic braiuti whieh are capable of" pe~t.foraing 

ncb ..-.sing feata in solTiD.g all kind1 ot probl-.a.. inoludh& ma.th.-.tica.l 

~ I daresayl "WOn't be 'WrOIJ{; iu &Siuming that any of you do iad"d 

wish there were such a maohiae Iii 'iat mentione4 b7 General Wed~. Nobod)r 

doubt-. th.&t eleotzocmic dit;ital oomputera O&ll do lota ot thiJJ«I ill cmtologlc 

re1earoh• and DlD1 ~raou cmt.ertah speculation. a.• to the rol• th.,. •1 

pl.Q _111. th•t.Jo po•J1'blo app~1~1;1cms 1xL oQJJJ)!•i!iOllwith IU~ J"eat!U'el\ ia" 

tut\qte -.rs. But let' a le&Te auoh speoula.ti9Da, intereat~ aa th~ -.y be,. 

and continue with ov his·hey fit past applioatioJla. LeiJ' • tirst dispose ot a0118 

OOIIIH:Ilta in "the COMINT VN. ot that history not only dJa. the nexrta precedi:Qg 

the Puzl Ha.rbor a.ttack. but alco 4n the \l'*••a ailita.ry. xaa.val ILild air op.. 

erat:lone 11hich ensued in th• P&oi£1c aa ... u aa 1n th• 'Eurepean !bMtn•• 

Yw will recall that h ay first leotur• I called to your •ttailion an 

.,.tiole which appeared in -the 17 Decabw 1945 iaaue or TDm •gad.i1e• and 

which •s based upon a 1ettet ~~. ~e late Gen&n\1 U&r•hall wrou ~G~~ 

Dowoy • Republican CQlldidate .tw ~ent in the 1944 oamptlign. Her.• a 'b4llr 1*• 
' 

-(_c:,/ two prinoipal;-looke_d_a:_t_th-f_ ~-~~!1t· 1). In the lett;;. 'flhioh~-~~J,:ll,f 

~The 79th Co»greaa. 2Jid Seasion., Swate Document Bo. 244• Waahingtona The 
, ... ;Gartlr'ZIIIJJJnt Pr.t.nti~ Ottios, l9fS• P• 232. 
'V ,Ibid, page 614. -~ Wed-.eyer, Gq.eral Albert c. Wed..,., Reports, Ncnr Yorks Hem-y Holt a.ud 

-------------- c~, 1ssa. P• <~30. • 
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1 27 September 1944, and 1ftLS h&nd-canied by Colonel Carter w. Clarke, a 

high•lovel officer in Ant:~ G-2, to GOTezonor Dewy, General 1Jarahall beggett 

the G0T8111or to say nothi.ng during tho oa.mpaip about a certain piooe of 

vory 'Vital intol'JII&Pf.on whioh had become known to the Gowrnor, it havitJ& 

'been "leaked" to him by persona UDlau:nm and una.uthorized to disclose it .. 

The intonation dealt "With the tan that u. s. Govermaent authorities had" 

been roadiug Ja paneso ood&s and oiphe:re before the attack on Pearl Ha:rbo:-. 

The points which Gn.eral Uarshall wua.ted to oOJlYe)" were that not only wa.a 

_ the 11leaked" 1nto:rma.tion true, 'but mQh more impozttax.:t nre the fa.ota that. 

(1) the war was still in progtteSSJ (2) tho ~apaneae 'Were still using oertain. 

o~ the }U"e-Pearl Harbor cryptos,ystema} and (3) the u. s. Govenaent •• still. 

readi~ highly-aeozoet Ja.paaeee massages in those syne~~a, .as weU a a bighly

s.ecret .-asages o£ other enu:~¥ govermnenta. 'fh~•• it 11a1 absoluteq 

.Yital that· Gowrnor Drny not use the top seoret W~tiOJl t.ll political 

amrmmition in hie ca.m.pa!ln• 

_ Atter merely tlanc~ over the tirst _two ~phs ot the letter, 

GoYOrnor Df1wo7 handed 1~ back to Colonel Clarke nth the oamment that he did 

not wish to read &:1:1¥ f\ttother-, whereupon there was nothing for Colonel. Clarke 

to do but return iDmedia.tely to WashiDgton. Ha~e• .s a photograph ot the Col

onel (Fig. 2}. Judging by tho soowl on his hand•o:u oountenanoe I thiDk it's 

poea~ble that the picture was taken when he got baok to h~· desk in the Pen

to.gon. Well. Genera.l Uushall ade certain ch&Dt•• 1n the opening t!t LgJ"&phs 

or the lette:r and again ColO'Ilel Clarke halld-oar.ried it to the Gavo.rnor, w!1o 

then read the whole ot it. In 11r1f tirat lecture I said \ih&t I might lo.tfitr 

giTO f'urther extracts from. !M1 s acoount of this ep:hocie but ther~ isn1 t tima. 

Cw~-.. ~ Instead, h011'8Ter, I've pu't the whole •ocount 1n an ~ppendix to the present 

leoture. The Yarllhal.l-Dn'ey ccuespondenoe is so important in cryptologio 

4 

G 
history tha.t I han deemed it useful. to put the whole ot it also in the Appendix. 

The information diaclosed during the various ottioial iuTesti~tions 
eOlllft 

ot the attack on Pee.rl Harbor. so tar as concorns the imporballt/\aohie'ftiiWAts 

ot the .A:rsq and the lfa.TJ' before &ad after that attaok, ._. classified inform

a.tioa. ot the TW'J' hi&h••" ••ourity 1.-nl, and the disclosures wore therotoroe 

highly detrimsnta.l ;f)o oUP national seourity. th\ch ho.s been written about them 

sineo tho end of host1lit1ea and &lthough all that formerly top seoret info~ 

ation is naw in the p1blio d01118.in, tortunatoly vary tew dotaila.. of teabnioal 

'"' Ji• ...... .)/~"":..·o:: . ...t' 
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atpd.fioqoe or •lua oa.n be touad theroein. llillta &1111. ftWl bl~ atat--.ta 

aboltt tho geat J"Olo pla.yed b1' COli:DlT h u. s. ld.lit&ey", Dll.T&l and air opera

tiou uo found in books and a.rtioles publimed by u .. s. GOTG!'mii8Jlt ottictlh 

· · · · ·aud Azu.r:1can of!'icert, as wU u \7 ottioera of th• b•ten Ja.panose. o.r-n, 

• 

. 'J 
qd Italian armed torces. flme a.t mg disposal persii;a oitiDg only .a.~- -.plea.'· 

b reguda disclosures bJ u.s. G~t oft1o1als and otfioera, I oa.n 

begin with thOIIO of the late :vr. Cordell Bull, who ftl!l s•oretar)- of State at 

the tbl& of the Pearl Harbor attack. In h1s memoir a are ~ retcrenoes ( onr 

a. dozen •••) to tho content• of 1n:torcopt;ed and solTed Ja.x:-neae Foreip.. 

Ottioe meteasea'il/ The la.te Yr. Henry L. S'tilUon, Secrsta.ry of WQ' at that time, 

makes olear reterenoea in hia autob1ogJ;~aphy to COMINT aucoeaaes and CNJ" tailUH 

to ue them priOl" to the attaok'fr" Dr. H•bert Feia, who was Ur. Hull' a adnsv 
-

on ~tional eocm.omio &tta!Jo• frcm 1937 to 194S.&and troa 19M to 1944 •s 

Ur. S'timacm•s Speoia.l Couvltaut, haa a good deal to sat~ the Hle pla.,pl 

by "llagio" in a book WJ*ittm a1 & mab8J' ot the Innitute fOf' Advanced S~, 

ca.t _PriJloet~ Admiral Ki-1• olte ot tho two CORIDand~• ~n Rawaii ab'lma time 

~ 
of" the a.~ck .. ill de.teJldU. hblaelt in hie book, o1toa IIIII.JV "Jiagic"- useagee. 

And UJl.jOJ> Genoral Sherman Jliles, hM4 of G-2 a.t the tiae of the att&ok,. h&a 

much to say about ·"lfagion 1n u article published 1n 19-fB~ As regards die

cloSUHa by .termer enomr ot'fioera, the following are ot fAl"ticulv il:J.*enst 

becauae th•y c011cern the B&ttle of' Jliday, which 1• ccna1dered the ou tha:t 

turned the t1de of' war in the Paoii'ic tram a possible JaiWJl•s• viotoey to OJW 

of igunaan1oua deteata 
., . I 

"@'A good bibliVSophical aurYe7 ot ii;maa ooncarniJ2& tho a.ttaok up to the yea.r 
1965 will b& f'ound in the toll~• Yorton,. Louis. "Pearl Harbor in. Per.speot1n." 
u.~. Na~ Inatitute Proceed!Sia, Vol. 81, no. 4, Whole No, 626, April 19561 pp.461·~ 

W The llemoirs Of Cordell Hull, )Ter YoJ"kt Tho liloJlillan co., 1948, Vol. II, PP• 
998,1013. 10!5, 1os5, 1odl:?, 1oeo, lOBI. 1osa, 1074, 1011, 1087, 1092• 1095• 
1096, 1099-UOO. ,; 
\§/'Stimson, HOJU7 L., and JloGoorge Bundy. )u. Aot1Te Ser'rioe in Peace a.ud 'War, 
New York: Harpor & DJ>others. l9-i7 • pp .. m:l', 4U:5. s 

'VFsia, Herbert# The Raa.d to Pearl Ra~bor. Priaootonz The Prb.cwtoa "'Oid.veraitJ' 
~9'• 1960. P• rli, iid PP• 219-!10, l!•aia. (SM 1adex 'Wider "llat;io" on p.Sso.) 
V K~-n. llua'Daail Eo• Admi.n11tu..l. 1 a Stoq, Chioa&oz H81U'f bcaV7 Co •• l954o 

'4}/'JU.lea, Sheran_, "Pes.rl l!az'bor il1 Retroapoct," i'he A.tl;!Pi• ilo~ Vol. 182• 
lio. 1, My 19!48, PP• $5-72. . 



.......... ..:J.f..Ad:D!i:el~ and h11 statt ~g. 3J were ~ d1a1ourbed by 
~1'8~~ther aDd 'by lack ot 1ntorraation coneeming th~ doings 
Qt tbe en~, the7 ....... h&Ye been truly d1~ had they known the 
actual enem;y s1tuat10D. JDB.ke it "' .... -~ 

tJnited 
even 

result of sane by 
enezey- bed succeeded 1n breaking the principal code then 1n use by the 

, .. ' ... · · Japanese Navy. In th1~ ~ the en~ wu abl.e to learn r:4 ~~ .mten-
/ 1 t1ons almost u quickly as we had dete:rm1lled them ourselves-~ 

~ -;:- ~ ~ ...;<"' ~ 

_ _l The distiJJgUished American Naval hUtpnan, Professor samue:t.E. 
i Monson, characterized the victory of tJn:l ted stif!a f'orees at MidW!I\1 
~ u ·-... Vlctofj or iiiteU!ieDCe. w Xii tbli j\i1ieiilit the &iit1iOi t\llJi 

caneul'a, t~ it 111 bqond the al.ighteat possibility ot doubt'tbat the 
ad:vanee diac0TeJ7 ot the Japaneee plan to attack wu the t~t 
aibgl.e aDd :1medi&te cauae ot Ja]:'lUl18 deteat. Viewed t1"CCIl thtil Jap
aztese aide, this aucceae at the enemy* • ilrtelllpnce tftD8J..ate8 itself 
into a t&Uure on our part • a tailure to take adequate preeaut10J'UJ 
for g\1IS%'d1ng tbe aecrec,- of Olli" pl.ana. lfad the leoM ~ OUl' intent 
to 1lmade Midwq betm coaee&l.ed. 'With the .._. thozougbne.a u tl& p1.an 

lP 
to attack Pearl ltar'bor, the outcome ot thie battle lligbt vel.l. hl:ft 
'beelll different. "But it was a rtetory of Amm.ca 1Jltell.1sence 1D. a much 

~ bl"OadeJO aenae tbea Juat tbia. EquaJJ.7 u ~~ u the po•itive 
,r-("""._-::.. ~~----- ~the elle&J3''S :ll1tel.l.1ge:nee OJl th1a OCcasiOD 'W&8 the / 

~... negatively bad &D4 1Mfteative fUDct1oniDg ot Japanue 1ntel.l1gea.ce~ 

It 1a the aeccmd ~t above 'Which is ot a,peci&l interest to ua at the 

maDent, eel, 1n pe.rtieuJ.&r, the pon1on which l'efen to "the n,egatiTel:T bad 

and tsitftect1ve f'urlet10D1Dg of Japanese intelllgeDce." IJhe autbOJ' is, I 

think, a bit too aevere OD the Japanese 1ftt.ell1ge:a.ee orsamu.t1on. I sq 
. j 

tbU bacauae their ~,were up age:Jnst much ~ eophiaticated 
I 

~ than they 4zteiUilt of, or were Q,lal.Uied to ao1Te. lD fact, even 

1t the,- bad 'been extt'emety adapt~ c~ta it voaJA haTe betm ar 110 

&T&1l. • u. s. h1sb-level ctmmnm1eat1ou were p.fOtected by~ ot 

ve17 gre&t • .aec'Ol"ity. 

tis bringS us to a ))haae d cznrt;o.logy which ia elf higbeat 1Jitportance • 

the pbaa& *ich d.ealil 'W1 th ec:mpmmicationa aecun ty, or CQISD:C, and I shall 

ecr.tr!ne myself' largely to ttB develo~ and hi~cal b~ in our 

Armed Porces. Dle back;grotmd is a ver'r broad one beoauae S;t; ehou1d iftclude 

the beck{sro'.m.d ot the det'elopaenta of each ot tho t.bltee ccuu;pune.uts c4 

CO!SEC, rl~, (1) or;yptosecurit)", (2) tx'anllrdsa1on secunty, and (3) ~ic&l. 

eecrur1 ty ot or.fPtamater1&'JA. But since time u Um1ted end bee&uae X th1Dk 

l'OU WtJUJ.a. be mo" ~ 1o tbe :phalles pertaining -to cr)'Ptoaecur1ty, I w1ll 

cmtt f'urtherr l'eterencea to the other two c~, or to the h1atox7 ot the~ 

deYel.o;cent. And even in lJmitins the data to crwto~urit)r, I 'tdll biNe 

oppol"t;im! ty 0111.1· to give acme or the hi~gb:tr~ at the d.enl.opllent ot the 

1~ that caD,pJ."iM our present c~, aattt!Dg c()):lllti!ltta on the 

hi~ at the dentl.opnent and ~anent r:tt our teclUrtquee, proced.uZ'es 

and praot1ces1 all of which era ~ impo'rtant. 

I lhaJ.l begin the 1tot'7 -with a def'1n1tian which you will t1Dd 1n ~ 

__ gooa. Br&gl:brh d1ct1oa&1:7, a def'1Dit1on at the VO%'d ".cc1d.ent". You w1ll get. 

the point ot wat ~ ._. 'to 70\1 rlght flOW to be merel7 ~ of I(Y 

'fltequimt d!gteasicma fram the mU.n 'theme, but tt it be a. d1gzoeas1on I thiilk 

:rou "W'1ll net~e:tesJJ fiDd 1~ r4 inte:L"est. ~e word "acaiden~" in Webatei''s 

UDabl"id.ged D1ct10D&r7 is detined as :follows: 

S Battle that Doaned Ja 
Fuch1 ake Okumiya, u. s. Ne: In8 itute c on, 1•, l~~! 
pp. 131/ and 232. .Adm1r&1. Morieon actuall.Y' wote: "M1dwq was a victory ot 
intelligence breavel.y and w1sel.3' applied." See Vol. IV or his History of u. s. 

:
11 Corel Sea, ~and SUbmar1De Actions, ~ 

-. ·=¥· ~ 
- - ' - ·, ;._~ ,. c·~ 
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-- -----~-
~ l__. L1 terally • a. bofalliDgJ 

/ 

a. An enm:t that takes place without cae•a toresigb~ or expectatiODJ 
an ~1graect, audden, lll1d unexpected/event. 

-· ...... o.4'> ..o.-~ ..... b. Bence, dtt_._,. an llftdeai.gned aDd ulitoreseeo occunaoe ot m · 
atfl1ct1ve OJ' 12Zitortunate cbaracterJ a 111~ resulti.Dg 1D iDJ\117 
to a person Ol' damage to a tb1Dgj a cuual.tyj u, to d1e by an 
aceideat. 

I 

'!here at"e further detiDltiou at the W01"d but vhat I've given is SUfficient 

tar OU!' purposes. But why detine the vol"d? What bas it to do :with CCitS!X:? 

__ ~our parl1c1pat1on in World W&r II, the Pnaident ot the United 

states, acca~Q)&Died by~ at his h.isbe8t-level. mU1t&ry, naval aDd civUian 

auittante, JOUI'I1e)"ed HYe1"8l. times b&U'-wq ~the world. He IU2d they 1 

Journeyed 1D aat:ety ... net'tber he nor tlley met vith an "accident". Here's a 

f~ ·'t picture taken at the CasablAmca Ccmterence in JeallloZ'Y' 1943. (Fig. 4). 

TJM,g1ne the d.1Baater it would have been 1t the pl.aDe c~ this diatinguished. 

srou» had been shot dcnm IU:Id loat 1D the Atlantic or the Mediteri'aDe&n. On the ~. 

other hand, 1n Apr1J. 1~3, Adm1ral Iaoroku Yamdtoto, Conander 1n Chief' of the 

Caubined Fleet ot the Japmeae Daper1&1. Navy ataJ'ted ou,t on what was to be Just 

an Ol'd.1zla.'ey inapection trip but ,p:crned out to be a one-~ trip for him. Hera' a 

.r~. S"' a. good picture of the A.dmU'al (Fig. 5) 1 who WILl the &%"Chi t~t of the at:tack 

l 
! 

an Pearl Harbor. 111s death wu azmounced 1i1 an ottic1al Japmese Nav;y 

communique/ stating that the Adm1ral "had~ a glorious 6nct. whUe directing 

operations 1D a J'lEtV&l ~t against superior ~ forces." But we know 

that this was aimpl.y not tru.e' AdmS.nJ. Yamamoto "met with &D accident .. " But flKDe 
-

br!gb.t person-I tbiDk it wu the late Jimmy W&lker, when Mqor ot New York Cit~ 

who said tbat "accidents don't just bappen~.i.tbey are brought about. n J~ 

'Walker 1s caaaent ~ true in this case at least: Adm11'el. 'Dmllmoto did not die 

by accident; he died becauae our Navy krlev the schedule ot his tnp dCM1 to the very 

last detail so that it was poaa1bl.e to aet up an ambuab with high ~ ot 

success. Ben iB the •tor.Y as told 1D an 1.ntereet1ng 'llt.IUSer by neet Adm!J:'&t 

William F. BaJ.sey, u~.s .. B., ill his book entitled Adm1r&l.ll&l.!ey'a storz:l3 

' 

I returned to Noumea in time to eit in on u operation tb&t 
w.e ..Uer but extremely grat~. 'lbe NaV71s code expert• bad 
hit a jack pot; the)' had discovered that .Adm1r&1. Isoroku Yallmoto,. 

/JJhe CCIIIJI&Jlder~:tn-Chiefi(,f the Imper1eJ. Jcr.l!Bilese Navy, was about to 
Via1t the Solomons. 'In f'act, he was due to ~Vf! at B&Jlel e Ial.eDd., 
just south r£ :Bouga!nvUle, precisely at 0¢5 on A»ril.l8. Yamamoto, 
Wo had concelTc and proposed the Pearl. Harbor attack, had also been 
wid~ quoted u 8lcy'iDg that he w.s "~oold.Dg fonat'd. to dictating 
peace 1n the White Bouse at Washington." I believe that thie state
ment as aubsequeutl.y proyed a canard, but -we accepted its 
authenticity then, and it was an addit10D&l reason -ror h:la being 
No. 3 an rq private list of publ.ic enemies, c1osely tnJH.ng Rirohito 
end Tojo. 

.. 
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Rf.Chteen P-38 'a of the Arttt¥' a 339th ftshte!' Sq'aa.dltarl, baaed at 
!leDdenal Field, were uaigDed to mke the irrt;eJ~eeptiOD. over Butn, 
35 m:U.ea abort ~ 'BaJ.l ale. n.m.oto • • plene, a Betty, ace~~ ed 
by' another Betty uri c~ by aix Zekea, hove in ~ ~ on 
schedule, and Lt. Col.. 9lCIM.& G. Lamphier, Jr.<~ "'" Cll it Blld. lfhot 
it dow 1Jl fleJaea. !J!le other Betty wu al.ao shot down 'for aooct 
~, pJ.ua one ot the Zekee ••• We bottled~ the sto17, or couree .. 
cae obdoua teuon 'liM tbat ve didn'" Wl.l1't the J~ to 1mov 't'.l:mt W: 
had b%-oke their code • ~ • tmf'ortlmatel7, BOID'!:bQC17 took the 
1to17 to Austftl.1&, 11hence l't leaked 1nto tM PLperll, a:ad no 
doubt eYem.tually into Jape.tt .... BUt the Zaps evidtmtl7 414 not 
realize the ~cation arq Jl\01"e then did the tattletale; w 
cont1l'IW!d. to bl'e8k theiJ:> eod.u. 

$iga1ticanee 8Zld int~ to •· other author., both Amerf,CUI aud Japmeae,..__c1te _ 

eimtJ azo 1il8t~Dcea. [one Juanese author atateJ in categorical l.anguase tbat 

Japa.u was detested beoauae ot poor- CCJ4SEC or1 the part or the Japmeae ~and 

good c~ on the iC"t ot the hlsertcan Navy J 
Bu.t lest )"OU get the im,preaa!on that ~ 1ntelllgence egenetea ba4 no 

sueceas at au 'W1tb secret el"'!!!IM\1eationa of u. s . .Armed Fcrces, l.et me 'tell 

you that the7 d1d. !lave same wccese and 111 e8l'ta:!D :t.nstanaes, vtn:7 a:tgnif'ieant 

succes$. '-he:re ie not t:.ble to go into this eaawat d18appoint:f.ng or 

d.i~u.!oni!Jg statement but t can aq that as a senerat rule tbe e:ucceseee 

wet'e attributable not to t-ecbntcal weaknell& ill u. s. c~ but to 

1m.P:r0Per~ or 1n8\1ftic1entl.y t.ft.tned ~Pbio ele:rkl. I Jf!I!J:T u well tell 

)'Oil right new that thie weakness in cryptocQftmcati0'118 ba.s beeD true ~oz- a 
~~c:s> 

grea-t man;r ~·, for centunea as a matter ot tact, ~ u lang 0 the year 
' " 

l6os Plucis :eaeon, ~o 'WI'Ote the firat treatise in F.bg.Ush on the aub~ect at 

c~, 'DI8de tho f'oUowing ttCI!IHI11;~/ 

~" A:rte of~~ hath for Belative, en An of D!a~er
~; by auppoMtf.oii\ii.lili'Qfi1i8:ble; but, a& tb:lnp are ot great use. 
~~ae that Cypbars were vel.l mMneged, the:re bee Multitude$ at 
~ wh1eh exclUde t~Je DS..eY@erer. But :1n regade or the rawnesse 
8lid unak1U.f'tllnes8 or the bandea, ~ugh 'Which thq puse ~ the 
greatest Matter$, at"e ~ times oa.t"l')'ed in t.be ve&kNt g,;pb!!s. 

la1eD el.ectrieal aDd pe.¥'ticul..U"ly ftldio tmnamiaaion entered into the 
' 

~ 

" < 

<' 

ptcture.JIAditionBJ bazm:da to ccmmm1cat.1one ucurity had to be taken :Uato t.~ 
~~~w,.;~~· lrr>_ /'1 .. ~~ ~............&..~.&._~d.-e-...~ !'.t 
&cccnmt-, 'butAfl'ca a~ ot the procedures used in the tra1'1emii81CC at~~ 

as well u tzocm a study of the dil'ect1on and flow ot i'8d1o ua:ttic, the eaJ.l signs 
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. 
ot the tranaai\t!.ftg aDd Nae1'11ng et&tiotlfl, etc., aU w1thou.\ IOl.Yilla 1ibe 

.. ' 
I 

c._imtcati.OJUJ, even if' they' wre iD cJ7,Ptio fOl'!ll. Follow1Dg are two ~JY 
\ 

extracted ftala a" docUrDeDt entitled aezman Operat1o:aal, lzRel"S!M'-' publlaheB. 
I 

1D .ADtU 1946 by 1ibe Clel.wm MU1'te3.7 Doc'U2ent Section, a Ccab1Decl Bi"1t1ah,,: 

C8Md1an, aftd u. s- sta:tt: 

~~· , S1gnaJ 111tel.l.1genee (L_e., cannunsaat10D8 .tnteU.1ges1Qe or C<Jlilfl) 
~~ _ ..-- --~-a ~ef' s~e of_~~~on~~~ ~, tbe s1ga&l. 
~ ~ 11ttelJ.Sgence aft"11ce- wu veU.•organized ·W1t.b well.-d.e:tiDed ~~ , 
~ ~ etn.cifjft.t p8:rllormel., 8lld a4equate equipneut. Dl i:M cOUNe ot the . 
~¢..- cupip, it vas J'e0l"81LD1zed t.o expl.c1t to t.b.4t tull.m the aucoua ~ 

apll!ll-ieDCed, aDd.., 'b7' 1.943, there ex!ated a oc:iJUIIrte and ~ 

,, 

f ·'- · tunct10D1ng echiae BUU1c1erat to meet au derude. (P. 8) 
~ +" .:;: * -if. 

/ 

I' 
I ' 

'• ' ,. ', 
' ' 

' 

I 

' 

I 

Moa't ot their a1gDal ~ept aucceu came :r.ca low echel.Oil 
t.nl.fftCJ., A:naOJted ad &l"t1Uey HMo nets :puaf.la« opuatiOU&l. tmtttc 
wee toll.owed w~ 8D!l wee one ot ~ chio:t soarees at &iSDAl 
~. AJotUl.eJ7 l'ed.to »*tar wzre 11...- :tint coverage p.r.tor!'t7. 
Ap.tl't tl'Cil .. ~ages mtel'Qepted 1il code rr 111 ol_., atgnal procedll1'8, 
pecuiai"1tiea or ~tt!IW, &rld chaftcter18tiee of All.ied l"'ldlo 
opetatoft prot1.ded -elloDlOtJS aenstt=e in hd.piDg to eveJ.uate ftgbAl 
in:tCJl'SII&'tton. IJ!le ~ notieeA tha'\ call aigna were often the ISim& 
t:ar a unit cwer lcmg periods and~ wen h'equenaid ~ =
cbugett tor weeks at a time. (p. 8) 

A great JDIZQ' «J!'P"'(pleat at :lrltez'aepted meseasea ot tact1c&l ccmterrt aft 

cited m th& &tONII!it,iczed doculaeftt, v!d.ch 1u ~ete vtth 1ntarmat1cm ot 
~ 

deep ~n ~~'thougb tbe dOe'U!Bellt \1U ~ U$lecl wt~ the 1owe1t 

i*~ty claQification then 1a uae (u.s. "ReatrtQ'tecl"; Brt~ 

"FFR OITICIAL USE ONLY",.,1)) I vi8h ~were t'-- to quote at greater length 
I -

fl"<lll tbia uae1"u1. brochure. 

Cce1!18 cl11'ee~ now to the biator:y ot the dflftl.Ql~Df~Dt of <J\11' cr.yptcmatenale , 

theat.Mlvea, I hardJ.Y need reiteftr.te What vaa poi,Dted OU't 1D previous leet\JJle& u 

to the protcrur&d e:ttect ot the advance& 1n the ac1eaoe wxt 8l"t ot el.ectr1cal. .. 
c0311all11'dc&ticms- :f.D the 20th Ceut:tl:ey. 1!loae &dviDcea had a cUrect etteot·"1JPO!l 

Jd1Uital7 C(I\MHiftdc&t10J18 tmd 811 1D41rect eftect uporl m111'tt.J7 ~ogy .. 

v.act-oper&ted ciphftlil e.t141 ~ cou:ra'~ codebooka becalle a1moft obsolete because 

the JSeed taz pteate'l' eaad ~~ speed ot ~pb1c Opa'aUOJUJ beeame 
I 
I 

' obvious 1n c:rder to •tab u much u' poasible the Te%7 s:reat ~· m 

. the speed at cCJIIl!lmteationa bzto'Qsht &1.>0\Jt b7 inTent1CJQ and. 11upl:ro"telller.lt8 1ll 

elec1:r!c v1re azsd rad!o-tel.esa»bY~ The ued tar ~»hie apparatua e.nd 

' 
1 liii!SebSMB t.h11a ~ soon 'becDe quite obV1oua,,. but 1t took quite ~ t1-.e to 

I ~· 

,/ 

/ aatiat.Y that need 1n a mvmer tba't aoulcl be CCillidered to gift adflllUI.te security 

for mtl.it&1!7 OQIII1'Dic&tiCIDB. 

'lhe ld1tol7 Of the invention aad deyelopment ot oryptograpb1c dw:tcea, 

ach1Ma and aeaoe1ated appe.n.'tua and mater1&1. 1• lCDS aDd ~s\Ug. 

Let 'WJ begin vith a rJ~ of the earu.t. item. ot im,port&Dae 1n that history. \ 
\ 

.. 

\ 
\. 

·~ 

\ 
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tliitil the adVent at el.eetrollio cipher machines moat ci7.{Jtograpbic appantus 

8JJd devices wve built upon or U'cnmd coDCentric cireul.a:r' rotatms membere liUCb 

ae cipher 'Wheels, cipher d1eks, etc.. A very early, perhapa the earl1eet picture 

ot 8UCh 11 device appea:rs in a ~tise by an Italian cryptol.ogf.ast namd Alberti J\ 

'Who~ Tre.ttat1 in Ci:f'm 'W8.$ vritten 1n Kame about 1470. It is tlle oldest tract 

an ~pb;J the world now poueaaea. Here's a ]ilhoto at Alberti• a d1ak 

{Fig. 6), but I wantt take the time to expl.a1D it exoept to aq tbat the digits 

1, 2, 3, 4 were Ulled to encipher code groups 8llid to cell your attenticm to the 

fact that the l.etters ot the ciJ;her or MV'Ol.ving alphabet were :f.D mixed order. 

I'D. Porta.'s book1 first pu.b.Uehed 1n 1563 1n Napl.ea, then appear ~eral 

~ipher disks; 1n the eeJ!I:I wich was given me as a gUt ey Colonel J'ab.Yan ,_they 

are st1l.l. :ln work111g ccm41t1on. Here is a picture of one ot them (l'ig. 7). 

In this 'Vefticn the device uses ~ols as c1phw character.. And ~ 

nobody thousht up anytbing much better ,tor a lang, le11g tim&. It aeema, in 
" -

tact, tbat not ODly did nobody tb!nk up anytb1Dg new or even same illq)rovememta 

em 'the or1g1Da.l A:lberti or~ disks but those who cUd &JQ' tb:!ftk1ng at aU on 

the subject merely ":lmented" or ~-invented" the aame thiDg again, and that 

- bf~ed repeatedly in succes8ive generat1ona. For wtance, iD Lecture No. IV 
i-1 

of this smea you vee shown a p1ctl2N r4 the c1ltler d18k "invellted" bJ Major 

Alber M;rel-1 the f'il"at Chief S1gMJ. otficer ot the U. S. Artq, who obtained a 

patent on hia :tnvention in 1865. Here' e a picture or the l,l&tentacl disk 

(Fig. 8) and 1a2e exp1.8na't1on ot the invention (Fig. 9). You may also ~ 
~ 

that s:lgnal'Jleft o£ the Conf'ederate Signal. Corps mecbsDized the old Vigenere 

Square and put it out 111 the tom of a cylinder (see J'igs.; 13, 14 &1.Dd. 15 ot 

Lecture No. IV). ~e cipher disk uaed by the Signal Corps of the u. s. Arm:! 

during the decade 1910 to l.~O, that 1s, during the peoriod 1ncl.ud1Dg our 
a...r

pazot1c1pat1on aa a belligerent in World War I, 'WB8 notbiDS but 'White celluloid 
\\i·"fl-~_.:t:" iA 

w.r:taticm of the or1g1n&l. Albel'tiA-di.lk ot the vinta.ge at 1470 (except tba't it 

was even .simpler then its pJ'OgeDitor, because 1n the latter the cililezo 

alphabets »rodUCed vee mixed alphabets whereas, in the Signal Corps disk, the 
.r- ~.i 
Ll~.~t:>p 

cipb~ alpba'bets BN s~e re'l'ereed stenda1"d sequences. We all. know tbat it 
" genezoa.U.:v take• a pretty loog time to get a patent through the u. s. Patmt 

Office:, but m 1_. the ameient dence was patented 1D 1$24 by s. B. Huntington 

{Fig. ll). Here you can aee a great itqprovement over the S1gDal COl"Pa version

a b.l.ank 1St added to both sequence~~ ao that the space between words could be 

ene:t];ibered. Indicattm ~ word spae'
1 
a.s )'Ull have learned, is a :tatal. weakness 

\ 
I, 

\ 

\ 
' 
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tt seen 111 the ci»ber text; in the Buntington cleYic:e the ~Jp&Cea between worcta 

wuld be~ but the cipher text would have space si~e, &tthougb. thq 

ID 
• 

the mmtiftgtcm device, the apace eigna in the cipher text Wllld be a b~t 

malea41ns but nbt t.o an f!JC\tl«d.ez&ced ~' vbo voul.d •ooa JIHU~ that 
- r:;f ' 

the,y do not ac~ ~ ~n in the pl.a1n text. A . 
It is :l.nt.ereat1Dg to note t.bat 1D 1936, dlJii.ns the dl\T8 when the GoJma.n 

Na1klnal Soc:falista were tcmed aa Cl ~zation 1rl Auatrta, the Nazis use4 

thi8 van.a:ttcm. ot the old d1ak-1t had l.O disita em both tbe outer e4 the inner 

sequences tor enaipher.tng d1g1ta {Fig. 12). 

- 'Ae fll:;st aigntt1cant ~ement on the old cil'bel' diJk wa that made by 
~ lgb~,~k 

Sir Charles Whea.tnone," wbe-. b:hne be!ele 18" ilmmted. a cipher derice Wich 
- - _ ........ ~ 

he called n:he ~· lie described it :!11 a "'''l.ume ~tled !1'he Scientific 
-1a19 

t=aperp ot Sir Clw"les 'Wheatstone; publiBhcl'b)' the Ibyaical Society ot ·~· 
--~·""' "1{-.)b. '\ 

Kel-e ill a ~e at ~tilton&' device , 'W t &a 1a xq private collection 
ft. " 

(Fig. J.3). What Sir Cha:rl.ee di4 wa.a to make the outer c~e ot letters-.. ~ r .-
---='-""----· 

1 
I (~or the p.1.8.i.n text) c~ae the 26 letters of tbe Alphabet 1 plue one adtitional 

11 
I ehuactw to :te:p%etent "B}BQe. n ~e imler circle I ~or cipher equivaJ.ent•' 

conta.i.n8 on:ty the 26 letters ot the ~ a11d theee can be di~ 1n 

a Dd.Xbi ef:q11tmee. Two he.ncls, like the hour and minute banda or a clock, were 

PJ'OV'ided and tbey are und• cotl'lirol. or a d1fte.rent1&1 gear mec:ha:A11JD, so that 

when the~ or "Ji1rNte baM." is ad:va!lced to make a c~ cUml!t ot the 

~etters an the oute::t' c1rcle the short or "hOU1' band n adval'leeG one space or 

segment on tb.e ~ eueJ.e. Ill Fig. 13, far e:x&DQ;Qe, the pla1n-text ~etter 

G .. is "p:reeented by-itbe cipher l.etter A, that is, <1p = ~· It the long hand 

1a nov a4'9anced iD a cl.ockw1ee direction !for one ~ut1011_. Gp w1ll be 

repreaemted no l.crlgR 'b7 Ac 'bUt by Gc 1 tbe letter immediately to the Y'18bt or 

Ac on the s.nner c11"Cl.e. lJl enciphe!uent the .lons hand 1a &l:waye maved u the 

same direction (cl.ockv1se., tar example) &M ita a~ is placed auceeniTely 

over tbe l.etters on t.he outer cizrcle accOl'ding to tbe eucceaaiva lettel-s ot 

the pla1n-text message 1 the cipher equivalents being :recorded. by hand to correBpaDd 

with tha lettel'B to Wich the short band po1UU on eatJh encilJhement. In th1a 

way, identical letters a£ the pla1n text vUl be l'&'pl'ellented by d1f'terent 
-

end ~ ~· 111 the cipher text, depending upon how iDa.1ey' NYol.utiona of 
r 

the lcms lw1d 1fttevene between the f'int and su'baequent appe81'8DCea of the same 

" plain-~ letter. ~, with the al.~ shown 1n Fig. 13, and with the 

initial. setting ~ = A\:1 the vord "ref~e" voul.d be repl'esected 1n cipher 

as follow: 
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R B 't E B. E 11 C E~~in which it w11l. be Mill that ~tecllnten :Ul the ]iL1.a1n text 
X Z Z Z E G Q A MJ are Mpl"UClte4 by dittwent lfttera 1rl the C1~ ~ 
Cor.teapoDdenta .uat ~ 86Nft \\pOll ~ att.xed &l.pbabet u.~.a. 111 the er 

c1fcle 8l1d the S..!;tial.. poait1cma ot the tvo bu4a at tbe beg:tttniDe; ot the 

ea.otpheftlellt ot a Masage. In dee!pheftWI'J1t, the operator ,_., the laDS W 

e.a*in cl.ock'wUe, untU. the hour hand pointe ~ the eipheil" l~ ill th~ plA!Jl•t«&t . ----

letter "Which 1& seen ~ the ape'l'tUre at the- eDd or tbe long bend on the outer 

cil'cJ.e. 1Jhul, m the ~ ·~ the exaapl.e a1ve11 above the ci];htr 1.etten 

./-- XZAABaQAM wW. be :rOUDd to ftgftaeat the VOfd ,-l!!Hif.\.~~ 
/ 

DLll'"1Dg Worl.d ~ 1 1 SCM ~ in 1917, the BrltUb ArJtY ftiiCUiltated 

Vhatstone1a c~ ad ~ted it both mecbaftS~ ad Ql7ptogn.pb1naJly. 

f.{\r \~ Bel'e'e & netute or the deYtce (rig. 14,) h'l 'Whi. it wUl. be •• tba't there 

a:re 1lOW no longer the "ad.mJt;e• aDd "llcnJr" baWl• bUt a •:t.ngta W v.lth a:n 

operdJ:tg or 1t'1z2dotrT -t t111ulta.r1eoualy d:l.scloaee both the .pla1a &114 the c!pb_. 

1~111t M•• ... 'WherJ. the 4'!Jigl.e baDd 18 tumed, the imi• c1rcle of 

segments, vhich are made ot a 8\ibat.anee upoa 1itlioh letta:ra 111&)' ~ 1tti'tten 1n 

ll_ 

' pel\CU or $ll f.n1t 18 sdWDced eco~ and 41P!nst A &Sm:Uar~-Mde outer 

cUel,e ~ aegments. In tbia implo'veant on the ar.t~nal Whee.~ dertce 

both Mq.Ue!let$ t4 l.etteP ~ DOW lldxecl ~~ )faldng thet ~ <:U.Ue 

&teo a Jdxed sequeace a&1ed a CODI1derable ~fir security to~ oipha"". 

When 1t "'WaS ~ that au the Allied Qftlielf ~ this dwioe f~ tield 

~~cat10l11 and. ita tJeout"lV W. 'Hen ~ b7 Br1ti11h, Ftelleb~~-

&Dd Allllrican e~ologieta (both at GHQ-ABP *Dei at ~on) a op:pc:ortmd:ty to 

ae;ret or "i~e 'W'ltb tbe ••eelfr.tllmt f41shea& ~ vaa gtvem • 

wue $'b1U at ru.~. I vas abl.e to show tbat 'the mod1t'1ftd Wb.est8tcJD 

~ ws atul. Wutticient:b' aeou:ta ~C# m!l!~ pur.poan fD1. tha dmees, 

th~·~ Wich had beea ammuraotured ana. 1uued, were v.t~. tt you tate 

tld;eeated 111 the~ ot IOluttcc I uaed you vUl. tiDd it m :MTe:J.'bank 

P\.lblJ.c:at10lllfo. 20, entitled Severel. MM!!!ne C1J!h!!! .ana Metho4a for theil

SolutioaJ ~191f}). A bette- method of soJ.uttcm llU devised by me a~ 
' . 

1~3. 

SoJae ~later, ad al.IDoat by ehew good fmame, I leeaed 'tb&t a 

oipb.- •ab1ae .. tn the :111\lH'Ilrll ot emalJ. town in e~ DSaleld ...:; 

Rarteta. I wu 1nte1'elt.ed at14 14'0te 1oo the curator tiE tbe llUHUIII, ~que•ttng 

tbat be lend the 4w1cl' for a aban period. to • Bl priDcipal ~ or 
t'he WIL'l"' De1,1artment. lnes;:;b&e li\Y ~t and pl..,_.. Wlm I unpacked the 

," 
bax u,pon 1 t8' ftCfi1pt 8Z!d f'ound a device, beautttul.l7 Iliad$ and e:ncaaed 1ti a ttne. 

/ 
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rt-"')l~.;-1:~-·~~~ '!f1th iu 1Jmmtor'a Dime, Dec1u w.dewarth, ml the date,l.~lT,.~ 
' J 

engraved on i;he face or tbe JIII.Cb1ne# whiCh wu nothing but $.!10tber Ten1on ot 

#, .... the 'Wheatstoa.e Cryptogl'aph. Here's a picture 'Ot it- (lN.&. 15).. 'fb.eN are good I 1q, I) -
I 

!'eUODS to·~ tbat ~model vas made by' Eli Whitney. Mechan1~ it~ 

«bJrrlq to the :Britiab.III:Od:1:tiea~ exc~ tb&t iihe outer ~e W 33 

ch8nctere, the :lJmer 26, ao tha-t tbe ~ geu" ~ r# operating OJl 

the at1o o:J!-27 to 26 was now on the ratio 33 to 26. 'lhua; Cclonal Deeiua WdJworth J 

who wae then.. the fi:ret Ch11!tf ot OidDance ot the: U. s .. A=s:;-, bad ar:tt1cipated 

lfb.eatJStcme by ~ 6o ~· 111 \b18 1Jrnmt1Cil. Jie &laO antiCipated the Bl'it:!.td1 
~Wd..f:'\~ WM 

.tu:r1q ~ltffiby a wbOl• centur3 in their 111CXU.tticat1on ot Wheatatone•a 
A \ 

'· 

~~ beeause 1D the wadnorth dence, too 1 th.e:re 'WN only one haDd. and both \ 
'\ '\ 

alphabets eould be -.de mixed sequence•. Th1$ ia V'e'f'1 el.earl.y ehown 1n Pig.. 16 

-u-:regude iii tb.e outer sequenee., and I be.Ueve the 1J:Dler cme coul.d. also be 

~ but the piature does not cl~l.y show th1$ to be me caae, so that 

I e llO.t ll'.lN es to this point. I retumed the devi.ce a goad !'limY yean 1180 aid 

it 1$ now an di~ 1ft the ELi Whitney Roan ot the l'few HaYen liie-tonoaJ. SoCiety's 

!J!he next defic.e I bring to your attention u ahow. m FS.g. lT, a device 

1.Jmmted by a F1"ench ~ ~·errtat, Ct'cpnandant Buer.tea, wo tor acme l.O 

years· ~ but UEUIUCCe&~ tried to $et the ftaCh Am$' to ~ it. 

Be mcl.Uded. a deilcriptiOZl ot ~ device, W1ch he cal.lttd h1a "~Jbe 

-Cyl.indrtquetl ar ner,yptogl'BJ~bio eyl.ind.er," in a book publlabed in J.90l 1n Pe.rta.~5 

\ 
' ' 

He had, howeve1"1 ~OUSlY deecr1bed hia de'lice in 811 artiCle ent1.tled "c:eyptograpbe 

}. 20 l'CDdellea-alphabett (25 J.etttes par a1pbabet) 1 " publUhad ~-~891~9-r' ID 

this dev'1ce there 1a a central sbatt on which ean be DlOUllted. 20 numbel'ed. cUaka 011 

the p&1'1pher.tea of which are d.U'teren~ miXed alphabets Of 25 ~etters euh. 'lhe 
f'r>v A~ ~,l t~ lli{)t-h Jv.t;:f3X:~ ~ ~~ c:.c:...- £e_ ~~-~ 

diiks can be aaaembled ill eot111t ~or ke:y aequence"w then lock~ into 
c:_. 

pos1tica(C1i't. the e.hatt by puabtng 1D the loOld.llg 41sk at the extreme 1~. ~ 

firSt 20 lettera at the pl.a1Jl text ar a menage aaoe :tiNt allgned.1 as seen 1n fig .. l.7 , 
(JE SUIS ~ = "'am 1ndec1.phent.ble"); the dUke are then locked :1nto 

~ poa1t1<m~ao that the wole uaem'bly can be "tutbed,J ,and•, as cipher text one ~ seJ.eet 

any cae ot the othe:r 24 l'OW8 ot letters~ whloh ee ¥"eCOS'ded then by band OD paper 

\ 
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/ \ 
!1!ul1 the uxt 20 plaiJl-teJft l.~ are aligfted, one ot th& otbv ~!J. l'OV8 at l.et'teft 

eel.cted 8i14. l'GCotded, fate. !o dec!ph.- a ~ >1ib.e dUlal ~ batt u..nea 
on tall ~haft. m accOS'daeo wtth the ~ or ~q MqUeMe 1one t.&kea tbe 

~ 20 CS.»her let'ten, aUp at'l4 then~ them !lito poli.tion • tiJ6s&flf1we:; Ukl 

tbelt t\ll"'lS the whole ~~ ·~ tor a .-ov ot l.etterl 'Wbicb :toa 

~text. !htre wUl ll* 011e at1d ~ cme web row, &Dd the ~teft 

letter~J are zoeoOl'decL 1!1a the aext 20 letten at ctliler aft aligfted, ete, 

.Anotlber ~ eJeyPto:Lasf.at, tbe Marqu1iJ dt vtar.ta, aoan -ehowed bov 

Jlteliiii8Q ~ by --.u ar the Buer.loa c~ ctphet' cOUld be etftd.l.7 

MaYbe isba 1a ~ ·Eazer:tet ._. ·~ too •\lCCJ..-tu:L m h:ta ~ to set 'the 

benCh A'l!ll:f_ to actopt hi• amce. But 1n the ~· s.. then Wftt ~ lldJle 

vho ecountwea eitner W&t l!Uel":l•• or de~ wrote an the 8'\lbc1eet. Capt. 

~ ll1t't;, u. s. At.wy, llhom 1: have tnentiCl~Qed i.D a previous 1~, in 1915 

~ a dMce 'taled qMm. the llaterlu ·~pte 'but DOt 1n the f'Ol'JI at disks-

-mOdsltecl "PC*. c~ ~. Inltead lot dllk*~· mtt'a1 deWic$ WJed al.id1Jlg 

str.lp ..a her. a a p1ctu!'e at his wt'Y t~ d.n (Fig .. J.6), which he 
_ II f"' 

1'1"'./-
ptellented: to mt .ame t1e:t ill 19'23 61' 1.~4. E!Jii'lft;). M X ·1~ about 

1\ 

hU d.efiete some t1a i111917 whUe .-t1ll. at Bl~, ad tol.Yed cma 6ball.enge 

meuase 'PUt~ by~· ~t'b, a B1verbaftk guut tor a d.!Q'. In meet1ng the 

cb&U~ ~ c•ch bl:oaglxt a 'bcct ot chocolate• fa¥! Mrs. ~ ~ 

Mn. B1-) X didn't uae ~like what I odUld.. ar lldsbt bave l.ea11D:std 

',,,~ 

~,, 

I 

\ 

\ 
- ::. 

\ 

\ 
\ 
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from c1e V~ia, because at that time I hadn't yet come across the de Viaria 

book. I solved the massap b;y guessing the ke7 Mrs. Bitt employed to arrallge 

her strip alphabets. She wasn't Vise to tbe qairks ot inexperienced ceyptograpbic 

clerks i abe ued RIVEEmAmC IAB>RA'IORIES as the key, juat u I suspected she 
-~ ~ 

vould. The device she broUght with her was 8Zl improVed D3del: the alphabets 

were on Japer strips and the latter were glued to strips of wood, as seen in FiS· 19.-

1 capt. Hi tt brought his c!evice to the attention 0~ the then Majer Mauborgne, 

vbom I have also mentioned in a previous lecture and vbo was then on duty 1n the 

Office o:f' the Chief Sipal. Officer 1n Wash1.Jlgtcm. 'lhere is some question as to 

whether 1 t wu Jli tt who tirst brOUght his de'Yice to Mauborgae' s attention; Ma\lborgne 

later told me that he had iDQep!ndently conceived the 11m!nt1on and, moreover, 

bad~ a model usi.ns disks instead ot stripe. I have that modal., a poesent tram 
.... _ - --

OeDeral. Mav.borgne maJ'll" ,.ears later. It 1e made or very heavy brass diska on the 

peripheries of Vhich be bad asraved the letters of his own Sl_:leci&lly-dertsed 

alphabets. In 19191 a.t'teJ" ri13' return to Riverbank trom m:1 service in the AEF, 

~ sent Riverbank the beg1nn1ngs (the first 25 letters) of a set of 25 
\ 

messages enc1pbered 'b7 hie aey1ce and al.:pbabets. Be also sent the &8me data to 
I 

Major Yardl.ey, in G-2. Iio~ ~ 110lved the melaqes, even atter a good deal 

of work 8114 even after Maugorpe told u that two consecutive worda in one of the 

oliiJileDge maaseges were the words "are you." ~ ;years later I f'cnmd tbe reason 
-
for our -compJ.ete laek of aucceu, vben I Cllllllt acroas the plain texts of those 

\ 
messages in a dUsty old ~ile~iD one ot the rooms occupied in the old Mlm1 tionfJ 

Building by the otfice of Chief SigDa]. OUicer. Bere is a pieture of the begimdngs 
' 

of the f'il'st eixe mesaages (Fig. 20). Mauborgne 1 when I chided h1m in the 
( 

unfairDesa ot his cballeJJge mesaagee, to1d me that be had not ];Jl"epared them himselt--

be had an \mderl.i!JB (MaJor Fowler was his name, I atill remember it!} prepared them. 

In our struggles to solve tbe challenge messages we bad aa8\1111ed that they WO\Ild 

contain the u.aua1 sorts ~ vords found as~1n1tial. vorda of milltar)" messages. 

It was the complete failure by Riverbank and G-2 to solve the cbal.J.e1lge messages 
,. 

tbat 1nd\1ced Mauborgne to go ahead with the developneut of his dertce.. It 

culminated 1l1 what became lmown as Cipher Device, T,ype M-94. Here is a picture 

f\ ~l-l of it (Fig. 21). That device vas stemdardi~d aDd used :for at least 10 years U1 

the U. S. by tbe knr3, the Navy 1 the Marine COrps, the Coast a,.ard, the Intelligence 
tl ~.> ,, ' 

Agenc1es ~ the 'l're8Sll1"7 De:pa.rtment, and perhaps by other -aenciea. 

\~ 
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In 19221 a war-time col.l.eaeue1 the late Capt. J'olm M. MaDly (Prot. and Bead 

o~ the ~ Of E!Jillsb at the Un1~1ty of Chicago) brovght to rq 
ot~ ~f.\G'Gl ... 

attenti011 e. lilotoe'tat ot a hol.OfP'alilic 1D811W1Cl'ipt 1D. the l..alp eou.ction of 
A t1 . ~ () -' • 4i-'_ 

~~ ~~ M:~--~~ ' 
JefteriiOD Pap!!• 1n the Li'brer,y ot CotJgreas. a" eeMlste~ ~t A. We ~· entitled 

"The Wheel cntler" and bere is a picture of tbe second pp (Fig. 22) shov1Dg 

JerteriiCD '• baei• for eaJ.culat1D8 tbe DVIIIber ot pe:uuutation• attoraa4 by the aet of 

36 vheela ot' hia device.. fh dicb;'t attempt to lllll.k$ tbe tmltipU.cati<m; be didn't 

ba've a elect!'ODic 41&1 tal comptter .... for the total INIIlber ia aatroncmd.cal in size. 

Jeffer&oD anticipated Jazeriea b7 over a centur)", and the R1tt .. Maborgne cODbiD&tion 

-~ a.tmo.t a centW7 ad a bal:t. 
r ' 

It 800D became a~ to both Arrrl:l IU1d N&Vf ceyptologiets th&t a great 

iDcftue in cryptoaecur1t7 would be obtained 1f tbe alphabets ot tbe M-94 device 

coal4 be made variam1r Wtead of 1DVa."rlant. 1'heZ'e 'be8Ul efforts ill both services 

to ~wlop a pn;ctical 1nstrumel1t baleci upon this pdnc1ple. I p •t take time 
~~~~~ 

-~ show &1.1 tbeae deV'elopamta but ~ the f'1ll&1. form of 1\ t~. Army~-S~ip' Cipher 

De'rie<! TY.Po 1 M.-138-.A (Fig. 23). This f'orm U88d an ah:iad.mn bUe 1%lto Vhicb 
w','l(. ~verha.-..A_,...,~ ed..ge$ ~ .. ' 

clwmele" were..., rib to hold eari'board stripe ot &lpb&bf:ts vb1cb could be\ slid 

easil7 VithiD the- clemlela. It may 'be~ interest to you to learn tbat after I 
I 

ba4 g1 ven up in rq atteDQJta to find a firm Wiob would or coUld ma1te such 

&l.UIIlimlzl grooved devices 1n ·qaamtity, ML-e. Fr1e&IID1 by wmanly viles end cajoleey 

OD behalf of her own grou,p ill tbe u. s. Coatat OL1ard ncceeded in inducillg or 

enticiDg ODe firm t.o make tba tor ber. ADd that's how the ~irat models of 

strip ei}'her devices ma4e at al't1Dl1 num b7 the extruioD poocess came &bo1lt 1 and how 

tbe v. s. Arlq1 'b7 a&aini.trati"Ve c()()Jer&tiOD on arf. illter .. Service level aDd 

tedmical coop!l'&tioD on a Jll&l"it&l leYel1t'ound it practical to develOp· and produce 

1D 'q_Ualltity its strip Cipher Device, 'l'ype N-138-A.. This waa used trom 1935 to 

1~1 or 1942 by t1'm Arm:!, tbe· lfavy, the Mar1J1e Corps, the Coast Guard, et &1.1 

l~~ 
inelud1J2g the state l)e~. It vas used u a 'back·\IP system even a:rter tbe Arme: 

f\ ~ 

Sel"V1cea u well as the Deprtment ot state 'beg&ll employing much better and Dl)re 

aopb.iatieated ci»}le:r mac~s of high speed ad security. 

'l'hua far ve bave been dealiDg Vith cipher devices of the ao-ca.lled "hand· 

operateal" type. Nol2e of them can readi)3' be considered u be~ "machines," that 

1~ aPl*l"&tus empJ.oy1.rJg mechanica.lly-ariven mtlllbera upon which alphabetic aeqtZenees 

ean be :acmted so that constant~-cbang1mg seqUenCes ot cipher a.l.pbabeta are 

~. We come n; to types of app!Ll'atua which can be called mach~D4a1 and one 

INCh macb1m is -.hown 1n Fig. 24. It is called the KRYBA, the DIIZII8 ~ ita Geman 
I 
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1DVentor1 w'bo u.rlf'ortunately aOJB1tted aucide a tev ,ean ago, perhaps because 

tile last model ot his 1111proved D&Ch1rle tailed to 1JU)nss proteas10JJ&l. Cl"1Pto

J.os1sta. IJhe Kryha has a fixed aellli-circl.e of letters eaatnet which is Jwdla

posed a :rotatable circle ot letters. Both sequences ot letters can 'be Bade 

miDd alphabets (the sepersta are ftiDO'ftbl.e &lid :lnterchaDgeable em each sequence) • 

'l'b.e hudle at the risht se:rvea to wind a :rather powerful, steel clock spr1Dg which 
~c:rtc~ c-rr'l 11rt .. -.,.,~ 

drives the ~' memlHtr em vh1ch the letters of the d.nner circle are IIIOU'D.ted. 

In Fig. 25 can be seen somethias ot the 1rmer mechaaism. Tbe la:rge wheel. at the 

right has se~~DUts vhich are open or closed, depeDdiDg upon the 11sett1D8" or ke)" • .... 
This wheel controla tbe BDSQl.ar displacement or ''stepping" of the circular rota

tinS platfOl"lll~~ vht'cll-1'.1m"""llitfA1"'ar ot the-ei~Wf.ftRr~~ IIi)~ '!he 

1D1t1al ~uxtapos1tion of the inner or IDDftable alpba'bet apiDIJt the outer or tu:ed 

one) as well as the composition ot these alphabets 11s soverned by some key or other 

prearraDSement. Tbe cipher equivalents JIIU8t be recorded 'b7 baad. After each en• 

ciphel'lllent, the button you sav ill the center of tbe panel 1n (the pzeced1DS) FiB• 

2,. is pushed down, the i:oner wheel is advanced 1, 2, 31 4 ••• steps, d.epelld1Dg 

on the ke;r1 and the aext letter is enciphered, etc. The pictures I've shown you 

a:ppl.y' to the latest model of the Kryba; as regards the tint model, which came on 

the ma.rket sometiDie 1D the 1920's, a GezaD IBthellaticiaD pl'Oduced' 811 1D~Jresa1ve 

brochure ehow1Dg how marlY different pe:nau.tatiODS a!ld eomb1Dat1oll8 the IIIB.Chine 

afforded. Here's a picture of a coupl.e ot paces of his desaertation (Fig. 26) 

but even 1D those days pl"'f'eas1onal cr,ypta.Dalysts were not too 1Dipnaaed 'b;r cal .. 

culatiolla of this sort. W1 tb modem electroDic computers such cal.cul.atiollB bave 

became of even less significance. 

Let us nov proceed w1 th BO!IIIt more complex aDd more secure aaebines. In this 

next slide (Fig. 27) you see a mach!De which represents a rather Ja~~ked illlprovement 
~· 

by a Swedish cJeyptographic tim upon the oDes show thus tar. It ie •chanieo-
, I\ 

electrical mach1De desipated as CryptoJral!h! B-211
_. Here for the first time you 

aee a cryptographic machiDe provided with a keyboard s:l.m1lar to that oa an Ol'diD&JT 

typevrt ter. Depressing a key on this ke)"board causes a lallp to liSht UDder ODe of 

the letters on the 1nd1cati11g bank above the keYboard. At tbe top of this mach1De 

can be seen f'our wheels iD tront of two rear wbeels. The f'our front wheels are 

the rotating el.ements which drive the two rear wheels; tbe latter are electrical 

cOIIIDUtators that sene as cOl'ltleotion-chaJasers to cbaDp the eircui ts between the 

keys of tbe keyboard and the lallps of the 1ndicat1ag baud. There isn't t:ble to 

• 
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41aouaa ln dft:a.il the ~1 -.ric• 11blol\ aon:trol the roat!Dg ele;&Cts 

·ud clpherl.Dg 11heel•• or 11b1oh )'ou(U "• a gl:l.apte later. 1Nt I •It lhow 

you the next .tap .$..1l. the iap.rOTem.eut of noh &JIJI.l'8.'\ua1 wbioh -.de 1t pota1b1• 

to elilninate tbe really ttlClioua job ot rooording• by hand on p&peP, the results 

ot oporation. l'hia •• dou by JDe8.J18 of assoo1a:bbc a b).IISI'ritw with the 

orypto-oc.ponent. Rve is a piotu.re (Fig. 28) whioh ehowa the &Baftlhl7 -

the B-21 coanooted to a ROJiiJJgt.on electric> typewtiter • II.Oditied to be actua:ted 

by iapuleea troa the orypto-m&.ohiae. Ot oourlae, it- •• 1J,&.tura,l that the 

next step would be to Jake the reoord!Dg 118oha1li.._ an inte&ral part ot the orwto
f ;i __ .. -. l·, •chine• Tb.ia you can see in the um picture (Fi~. 29-A), in 'Which the tour 

'rotatlns IU!IIIlbera referred to in cGIUlect1on with Fit• 17 and llhich contrel the 

two c(J811Ut&tozoa also aentioned in oomeotion with .... that fi.&UJ'e are. aeon. The 

slide-'bar aeobanism ill rig. 29-8, at the right. 1a oalled the "cage" Ql' ~·1·" 

and control• the displac-.nta or 1:he printing wh"l• oausint; the proper letter 

to be 1'r1ntod upon the moving tl.pe seea. at the ~t o£ the ma.oh.ixl•'· 
-

Now we ctme to same TOry important 11mr t,'pea ot eleotrio oi}i1w •ahillea 

:f'irst. oon.oe:t:nd and developed 1n Eu.J'ope. but Vt/1!"/ lOft th.en&f'ter, and prN&bl)" 

independently, al10 in the U4t S. In tho ortpto-oa.pcuut of theae aob.SpeJ,. 

the eloctrica.l pP.tb.e betweea the elomeat• representiD& the plain•text ebuao:ter• 

and those reP.osenting their cipher equivaleata &J'• conatantl7 ftl"ied by mlti)le 

ocnmection-clumgeJ"a w1~iJ1 the ceypto-ooapOJLent. In .arly E\utopeau aodela of 
Ot-

this ~ or machine tho oOQD.ectiOIDI-oha.JJI•r• oondsted o.f" t:rame upon 'Whioh · 

tuul&ted. w.lros were aounted to oOJUWot in. 8Jl arb1 trary lllf&liD.er a aeries ot COJ1-

tacta on one aide of the t:ruua to a similar 11U1Dber of oonta.et1 oa the othet" 

side of" the frame. TM.a fl-aM -.a alid b..t:nea tft ttxGd oo:ntaot-bearbg JII.8:Dibera, 

one em. eaoh aS.do of the traaa. By alid!Dg the .tram& bnween the two fixed ....,. 

bora, 1ihe paths b .. a tAe oppodte contacts on the latter could be va;oied as 

a whole set with a •illgle ao1aont or the aUdS.~ t:raM-• A OCIIDJleo.1d.ODoio'Ohanger 

of this aort is ~own in aoh-.tio form in Fig. So-A_. wher• the slid:l:ag member 

10, slides botwea:n fl.x&d IM!IIIbera ll and 12, thus cb&D&ing the eleotrioal pe..tba 

bebeen the keyboard 8l1d the printing meohaaia. The oonnectic•chdger 10 ia 

moyed to the lett or richt 11 2,3, • •• poait1ou, aa deteu1Uncd by a cam meah• 

ani.sm. We won•t go into thil type of •ohble ~ turther beca.u•o it n.su•t lO!ij;' 

'betore inTentor~J aaw tho adwJ1ta&ea of' uatnc.,tnaisead ot 1l:l~ol.e conneotion

cha.ngora_. meoha:rd.•u per:torm1JIC a similar tunetion but of a. rotatable 1111ture 
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which we na oall "eleotric roUx-••" and whioh rotate1 uiUiollJ ate~bJ-atep, 

between cuoulu, tised, ocmt&~eariJlc .-hera called "dlatora. • RotQI"I 

and stators ot t.b.U tne ~in sehe~a<tio form in Fle.SO.B, ther"e beiJI& · 
l;,.,.J 

a l~lwld nator labeled 1. three rotOl'• labelled 2a, 2b• 2c., and a rich.._ 

hand nator labeled 3, The oozmootions loadi:a,g aw;r from ata.~r 1 toard the 

lett go to the key. or the keyboard1 those 1-.cling away i'l"am rcrtv S tCJIIU'a th•_--: 

right go to the sg».eta of the prilxter. About these elements we Gall explailL 

some details presently. 

In Europe,. the tirat •ch1J:Le UJS1Dg rotor• and ata.tors •• that denloped 

b:r a. Germ&.n firm," tbe Ciphw-aaahiae Coa~ of Berlin, and •e appropriately 

naud tho ENIG11A. Here's a. picture -of *• Fig. so-o, in whioh yeN. aee a kq

board,. a aet of eight :P:otore juxtapoaed in line6 or. aa n 11.0\11' generally aa:y. 

tt juxtaposed in oasoade," and a printer. Thia maohine •s appazoentl7 too com

plicated fer practical uaac• and waa superseded b;y a. aeoond aodel, which alao 

printed and was alao unauooesatul. ono of the dif'ficultie• with these two 

JBOdels -.a that a multiple .tWitch witb JDaD,y contact• to be a.de siJmltaneoualy 

wa.s requi:recl in order to eata.blilh an operati-re an.cipher-deo1P1eP relat1ouhip, 

so tha:t; it in encipher1Dg the letter Dt 1 tor OZ&llple, and the corre•ponding 

key OD the ke~oa.rd 1a depreased, a. cipher letter, sa.y F;e, 1a printed, then on 

deoiphe~ilag the letter F, ,and tho correepcmding key 0112. the t)'Opftriter ia de

pressed, the plain-text letter ~ 'lrill be p.rinted. In this aohine this could 

only be done by making the C\U'l"at tor deo1phel'lleD.t traverse exactly the same 

path through the rotors and stator• thl.t it had traveraed in enoipherment. This 

wa.1 the function or the multiple nitch sham acheaa.tia&lly in Fie. so-n, in 

which a aohine with only six chazoa.oters (A to F) is depicted. In the lett-hand 

oiropit diagram,. D t~ ia being ellciphered and produces Fe. J 1n the J>i~t-hand 

circuit diagram F~. produces D~ • But the switohizl« meeh.anias 4 and 4;• 111 rig. 

\'~\ Sw--J) so-D make thing• a bit acmpltcated bsoauae they are within oae awi:tohiDg mea-

bor that operates in 01l8 or two poaitions, 1)11& tor enciJherae»:t .. tAe othel" for 

deoipbenaeu.t, o.nd '1ll!A'll'1 coataot• Dl8t be established 1B aae tell noop so to apeak. 

l wantt go into 1\u'ther detail• as to iu oCIIlatructicm beoauae a. ol~ ~tor 

of tha'b German :ru. oaae "P with a new idoa 'Which greatly simplified matters. 
t 

no~ onlr iz1. regard to the crn>to-CGIIIpOn•nt but also in reg~d to '\;he indi~ing 

.. chanisa. W. -.;y quickly explain haw the •tter of •A .... attq abtpll.t'yi.D£ 

the 12ld1cat1ng mecbaniem wu o.ccomplished• namely, by el1Jid.Dat1ng the print~ 

altogether .and roplo.cing it w:l:th a simple bank of flashl1£ht type laapae w.•11 
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1kip the ·~ •del of the IIIGJil, "'lhieh -.. .ty a. al1$ht17 aillpler Tereion 

ot the twrth liOdel. 'Whi.ch 18 lhCIIIf.L in ric• aw. !hie one oewtpri•ea a. te,-. 
boa.rd, a bank or 1ndicat1ng laaps. and a aet or ~ora and ata.tora. but uo 

printer.-

In Fig. 31-A is aaen the achine with its ccrrer-plate down. At the front 

ia the kefboardf abon it, the ihdi~tor board.. cona1rl1J2& o£ 26 lamp• benet. til 

glass diaks upcm llhiah lette.r.slha.-w ~een inaCJ"io.cl. AboYe the indicator board 
I 

are aeen t0\11" oval aperture• wi:th acmtra, throulh which leirtera can be eeen. 

To the rir)lt of each aperture oan be ••• the J*>ipheriee ot tour aotal eoal.loped 

whoo.l.s. the tir•t boizi$ UJ~,J~Uked bv.t the :aext tlhree being labeled 1. A nitah 

lner 1een a.t tho right ce.n be set to encipher, decipher, or neutral positiala.-

(.9 ~ 1- B In li'it• U·B is aeen the •ollil:l.e with the covar-pla:te removed, expoling the 

mterm.l orypto-c011ponent. !'hree rotorJI, labeled -lin thi* tigure, are ... n, 

and affixed to them ar6 the ao&lloped uta1 r1Dga, -which are not labeled. A 
··-

f'ouzoth scalloped ring.. label-a. 11 in Fig. 3W, 1a a.ftlud to ~+.her- rot~ 

like aembv labeled 8 in that .f'ipre. ~1• JM!Iiber looka l.1U an ordinary rotOJ" 

in thi• p1ci;ure but is ree.lly a na~or et special ofJIUitru.<rl;iOA to be deao:tibed 
' 

presemtlr. Pel'haps it would be useM at thia poiat to abow you what In DIGJIA 

G~ ~ 1- (__ rotozo looka likG end thia oan be feen in-· ~. !D. eaah of th.eae mor• I 

thezoe is a cil'olo ot 26 equally-spaoecl contact pint on cme faco of the rotor 

\, ., (Fig. 31-c-I) e.nd a circle ot 28 equa.lly-epa.oed oonta.ot SUJ"tacos o.u the other 
\ 

tace (Fis. 31-C-II). Insulated wires cOJUle<lt the contact piu on OS. hoe to 

the conta.ot aurfa.ces on ~e o'tb.er ta.oe., theae oo=eo1d.ca being ada ill q u

bitru'7, &fat .. tic., or ~-tio manner, dopen.d!.JI« on oerta~ oiro_...,_., 

into whioh we n&ed not go. Wllea the rotors are juxtapHed as seen 1n Fig. Sl-c

Ili. the oOlltact pins .on ono ~otor are brought aga.i:lld tA• contact aurtaoH on 

the a.djacent rotor,. eo that an eleotrio ourrent will tra:nr•• all three rotor• 

via. a certain path. !he large sot.ll.oped rilles ar• tOJ' aet'Uq the rcrtera in 

aligm:ilat -.nually 11hen they ara juxta.poaed and rota.tH to .tor. a. po:rtion ~ 

the key--sett~ ( ... E•Z•I. 1n i'i&• Sl-C.UI). The tooth~ ..tal riBg aeNL ill 
ik (1:1 

Fie• Sl..C•I ia aaaooia'Md w1 th a oaa uchaniaa ao tha.'t ;«' rotor" will be a.4vanced 
- c ( .R) 

oae step ,e_ea the px wp,Gimc ro\Or" ba• JO&c1e a nti'icieat maibez" ot atep~- te per-
o...1: 13 :h.~~tn~'t't..:... . "b ~ (.,, '\- f r:- ,- ~\ • 

mit a. Odl to tall mto a JIO'toh/\in theA riDe-(- Sametbae• a cc.plne r...-olut1on 

v.r.i.ll bo- noQe::t.sary botoJ"e thia ha.ppena. depea.cU.~ upon the init1al k~a~i:qg. 

l'b.& tirat rotor immediately to tho lett ot tho at&tor at the extreme right in 
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Fie. ~-B,. howner ... ~ :akes ne nep with eaoh depreadon ot the k87 

em the keJboazod. The ad'tu.M ot the raton u li•'l.ar to that Gt the •••1• 

ot a OGUZRer like tha.'b ot the od..ner OIL fOUl" autcaobilee 

We oa.e nw to the attar ot aimplif'yixlg the omto-ocaponont ot th• 

ENIGMA $bon. 1u Fig. 3l•B to elimina.te the multiple switching MChantam shown 

'"' 1n Fis•~ w:ttb.out Dllch loss in security (or 10 it "M>uld seem. at least). 

Let us see hcnr thia simplification was acoomplillhed in the ENIGMA,. by shOWing 
~ 

Fig. ft-n, in ooxmeoticm with the t1r.at. ENIGMA. Mdel. For thia purpo•• I ahs 

)"OU ncnr PiC• 31-D,. in which the encipher-decipher circuitry- 1s clearly seen. in 

a machine ha~, tor iUQtratiw- pll'poaes, ozU.y three rotors. labeled 1.2.z, 

rotatable betheen two sta.tw•• the one on the lett labeled 4• tha.t on the right 
5"" 

labeled 5. Stator 4 ls fixed or non-rotatable in this modol, and 1t has 26 

ca6ntaota ot1 its left faoe, only two of whioh are shown. These contacts are 

connected fixedly to the k..,a of the keJboard and to tho lamps of the lamp-
4 

bqard. statOJ' 5 is rotatable, bu· only mnuallJ, and it has 26 contact surta.ce• 
A-

on ita right ta.oe, only two or which are shown. But in thia stator 1\ 'Wle 26 con-

tact suzota.ces ~o i.JI.ter-oounooted iJ1 p&UI by lS .iuuJ.a.ted wiros paaaing tbl"ough 

the umber. 'l'hua. a current enter1ng one of the 28 conta.ct surfaces on the 
a1;4 

rie;ht A.oe goes through the stator and returu to one of the r-ining 2.6 con-
A , A 

(7 .,.. 1- 'j ~ 7 .·· .I .... ' .. ~ .... -. 

tact aurtt.ces. i'or this reuon 11# is called a "reflector," and sGl"fts to 
t.. 

return a current that has caae frGm one of the 26 c•tacts on tho fixed ata.tor -=:. 

at the extreme right. then through ~e rotors and into the :reflector vi& one 
s 

path. retunul throUgh the rotora u.d bact into the trtator "fit. a differeut path, 

emer'£il:Jg at one ot the 25 other oan.t&ots em. tho left face of the atl.tor at th• 

extreme right. Tbia cil"cuit17 asaures that in a particular setting of the 

mach1no., if Yp • Zc, for oxample, then z~; ~" that 1a, the cipher 11 reoiprooal 

in nature. It also has as a. consequence that uo letter can bo enciphered b)" 

itself', that is. Yf • for example, O&llD.Ot be repreaented by Y c. • no -.tter what 

the aettin£ of the oeypto-cCIIIpOllet ia and this is true ot all the otho:r letters 

of the alphabet with retard to the ElttGVA.. 

U 10U like you •7 trace tho path tra.yenod b)" the current ill Fi&.:Sl-D 

in eno1}ii.U'Jil8nt and deoi!ileNent. where t~ • Yl!. and Y-e;; Zp., but Z p cazmot be 

Tep:resented by Zc • -.or can Y \"> be represented by Y c • 1 hATe ah-eacly told J'OU 

brief'ly' about how tho rotors are adw.noeA. In the ElliGU! ehown6 the total 

JlUIIber of encipheruats that oan be JDil.de be.fore the key-aett.!Df; of' the u.chiue 
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\ 

& t• ••••* • *• lhRi»c JCIU. the first picture ot the t~ .octal 
~l l ~ ~ 

DICIIl. i• u.soo. M- II • aa4 ~ 16 • tor teolud.oal r••GM :I woa•il co 
/ 1\ 

into Jlri• 
_I 

I 
'I 

, , -~. 1'h1a ao4el anjeJ&d a fair decree ot tiDmoial suooesa. but 11haa 
I 

tu.tl• oaJU mto ponr further promotion ad .... et the EBIGIIA. ._.. proldb1te4• 

Sutf&.oe 11: to •It¥ tbat lt be~ ~~ basis tor JI&Ghbl.ea uaed by tu Genan 

.Armel Forces in World 1liLI" n. 
I 

ln the Vnit•cl Sta.tea, 1a abwt the 'IOU' 1910, a California in"'''llltor -...d 
' 

Edn.rd u. Rebern (ftc. 81) becan to denlop olpt!er •chine• but h• •• -.nl-1 

tzoaveUbag al~ roada +Jua.t had thus fait lad oth• lnTeatora nowhere• Ia about - u 
the~ 1918 he·~'* out alcmg a mnr path in -.nca. :•on•t bMr 'llh.-v 

he indepadatly oou.S.<ted the idea of a -.ohi'lle ua1xtc u. eleotrlc rot••• 

bad• iD. hS.s reHU"ah o.a e.~• patma a~ 'ftJ7 reoetl7 iiJ.Teuted Ear• 

op...._,leotrioal cipher •ahia••• A't aJ17 rate. llebera•a ftrat applioat:lcm 

for- a pa."eat o~ a rotor ••S... which he Q&Uecl a "eleotrl.e code,." •• 

filect on Mu-ch 31. 1921, a:a4 a pateat •• isauecl on SO Sept.be,r 1924. B•r• 
-A 

1• a p:l.ctuzoe (Fi&• 33) which eon the machiaa that he hS.elt told • Glloa 
1\ 

JIBD¥ ,-ears ago hetd buU:t tor the Eu lluz nan.. You will note that the ol"Jl)to-

CQJilp011Gi;. had but •• rotor • u.d like the early models of the DIGMA it wu 

aaaoclated with a print1q •abani-. a vnaowriter operated eleotrloal.J.¥. 

Ilebon.• • ol:Pter a;yat• •• alao a'.,S 1 ar in nature w1 th that ot the firlt two 

:JBIGIJA models - a tul1 l'ft'U'Iiag awitoh •a eaactlal alnoo the eleotr1o our

rent had to traverse a:aotl,- th• .., p~.th in deollJherun,t as 1t haci ill CllO:lph• 

81"JJIO1i;~ _ ! don't think tkat he e"Nl" oO'IlCelnd the id• ot using a ref'leotorJ 

perhaps he •• too lata. At a:tJ:¥ rat~. he Jle'fVI' incorpwated that 14• 1a Uf 

of h1a •ohtnea. UoraOWJL• 1 dou''t think he had fU1¥ idea. aa to tho OI'JPi;Oloclc 
C) 

acl'wan'ta&•• ad 41sa4'ftZita&•• ot a ornt;oo-oOJlP.lu.t uaD& a "smcJ,e 't%-aftrae• or 
t.. 

n~dpt thruup" .,.-. ot ro,era,aa 001IJIU'ed *with one using a "double-

-tra""e• Gil\ "twlce-tbrCJUCh* ql'l;ea ot rotors with a retloator. ~t 1N wall'\ 

co into that llere. tar l't • a pretty 1JlYOl.Ted piece ot ~t.a•••• 

But Bebera•a ro'tiora had a Tirtuo not poa••••~ bJ' thoae or tbe DlGMA 
~ 

maohmea. aa4 Dot lacorporated 1n the rotors of the lahw • ....,17. the 'W'ir!Dga 

ot the rotors could ra&411f be ohazaged b;y 11he user ot the llebern ••'-• a. 
fwJ. ~:-~ -.B 

f'eo.ture of great importmco in crypto-aeaur:lty. J\ llebern :lntere•te« lUI" Ba"17 
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in lUa 1\aolhlaf G.nl~ Q.:J fl. 'l'OGult or C~.:>l'c)UCOf'J wit:l ::a.-v:f Ol"'J11l;a.nn.lystu he 

'built the &-rotor 1:10clol ttd.ch is S'-ou is Z'i~. 3!. Anoth~· vory inpol"tant 

c:cur1t:f .fon.tul•o I 'ho:vo thus to.r failed to mention au :rccordc -~o ::cbozon 

:re-:O~rc me t!w.3:; ·~;h.oy could be in&tortod in a "risht-sidc upn or in a.u "upsido

dO'L11n 1_):toition iu "'".ho :m.oh1no, lmieh ccr.llt1 not bo dono trlt.'b. \..t.:-J ::.:IC"!JA rotorc. 

~o ::!c.-vy lil..oocd t:1c. 5-roto:r ooecl, ev-..:;n thouch it v:n.o not c; !lri~iZ.3 mohine, 

:, , ~ ~~~~.~~Gao~ #PporJ¥; that ~-- . idc1ed 1atet', ~ ~~1"$fori7• th~. '!~~ ·_p};,.cecl 
I 'I" '1. ~-- l '1. I - .. • \ - - ~ 

c:-----:,:;~~1~... ~1'•--~~- --- .. ------
ebastits a rather Dual,;~-;t tbem later.- ¥-~!lteaant Stzoubel1 ~Ch~ef O~t? 

~ ~...J ~ ~~ Vri.A..-A~~ 
the Navy's Code am. Sipa.l f;lect1oa of the Offic~ ot Naval COII!D!l1J1icat1cms~ asked 

" me to stl.ldy t.ba mch:.lDe for its cr,ptosec\11'1 ty. Navyo had 'bu.t tvo machilaes, Dei tber 

ot whic-h could be made available 1 sc I induced tbe Ch!e:f' SisaaJ, Officer to bu_y a 

couple of them for Artt.r¥ study. 'lhe Ol'der vas placed 011 7 October 1924. The rotor 

wir1J18s of the Army''s machillae weze altogether d1fi"erent from those of the Navyo, 

-~{.' ~ 
\ I 
~0 --

' I 
I I t)-:J 

a tact which I discovered silrJply 'by askh'8 Strubel to encipher a few letters em 

h1s ll&chine1 usiag se'tti!Jp I specified. After sosre stud7 I reported that iD 

'llf/1 op1D1cm the security of tbe machizle was DOt as peat as Navy thoupt. 'l.'be 

resul't vese a cbal.leage, 'Wbich I accepted. NaV7 gave me ten mssaces put up 011. 

its mach1J1e Gild I was success.tul iD solviug thea. There isn't time to so 1Dto 

tb.e methods used, but it ;you are interested you cau. fiM tb.em described 1D m,y 

br_ochure -entitled A~~ \'""-..c&.o,. ·.;;r]-~.Q ~)r~I~~)~.T~9J4\.rYt-.1f(\>.3.S"). 
1f Hebera bu1lt several mo:re models tor Navy aDd these had p:r1Dt1Dg mechaDisms asso

ciated with them, but Navy dropped DeSotiatiOZIS With He'bel'D vheD 1t beCBDe obvious 

that he was not competent to bu1ld what Na17 VBDted tmd needed. Navy then estab· 

lished 1 ts own cryptogl"aphic :research &Di deve1opmqt UD1 t at what is now kDmrn 

as the Naval Weapou PlaDt iD Waa~. Az'IQ' developed at the Sipal Corps 

La'bo:ratories at Fort Maalouth a mach1De kDom as Converter M-134, aDd here • s a . -
:)'5""- slide (Fig. 35) showing what it looked like. Army ar&d Navy went ee~te ways 

./ 

1n such work for a Dumber of ,ears but filially, illl938 or 19391 close colla'bon

tiDS brought as a result aa excellent machine which was developed &.Dd produced 111 
I 

o"' I ~ 1 .... .. "' . \ 

quantity by tbe Teletne Corpomticm ill Chicago. This maehille was dis'br1~uted ' ' 

8Dd used very successfUJ.l.7 b;y all our Armed Forced from 1~0 to the elld of loforld 

~ 6ic.~..,,Jo. ..... ~ ~·~~ 'Y\OWJi~~& ....... ~~)~r 
War II and for some years thel"'after. ?'h1a...,.. &->R~ () i w~ 
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wu c28d&D&ted u t'be SIGABA, 1D ~ vlth a D811111Clat.N 1D w111cb 1teu of S1pa1 

~~ 
eozp ~ •ten..l~ ss.va abort title• nth tbe 11d.t1&1. tr1&r&:ph sm. 

f&,QI 

]iGVer Ul41111Ch 'tojl~ to be cazor1ed abou:t by a dgDal. Operator ptft'cmdrlg t!eld ..m.ce. 

It vu aaftpanJea. with extzema cue aDd 1lllder atrS.cteat -.cantr ftplat1eas dm"1tls the 

.. - ..., ___ ~ 

/ .~-- ~ 

, aad Britiah fOJICee)• &aaptor.) .. deYelQed .•. ao tba't1 'li)- 1lle of the latter ia111 S'M 

..:-~~:7"'~-,."" J ,.. .... .., /) -'"-"\....-"l.L..( ..;. ... A <:"-v•-.:;r.,.. 

&til UlilbAUWPIICM·;SDI~l menepa cw1d be ucbnged 1D cl}lber ~:Br1t1ah liDitll,. 

, 
ef}lld:Y*1 !Mf;Q::t,......._tea cme !Ill bees ile;e~ '111111 system of 1nter·e~'c~t1on 

' _ __, 

worked aat18faetor1~ and secul"ely. r 

- - ~~~~~b\"~~~ 
\_ CertaiD· imptOVel!lenta in tl:le metbod Of usage anc;J.I.I•.• lt • compments, to be assoeiated 

\ 

\ 

1 \the war-*ime empl.o,ment of these machine&• But the SIOABA-!CM as org,nauy developed and 

w-Dw.r.v (}w..j.. ~. 
~ produced became obaol.ete same years after the close of hostU1 ties ~ newe~ machines devel.op-

ed by NSA er,r.ptologista 8.114 engineer&: replaced them, but not because there were ever e:tJ.y' 

-
indicaticma that messages enei];lbered on the machine had been deciphered by' the eneJQ". As a 

matter oi"~~atori~ tact it 1J1IA'¥ be atated that"all. en~ efforta to aolvel~b messages 
r ' 

, were ~Ueaa, 8Dd it is slao a :tact that no1 machines were ever, captured by the enemy; nor were 

"'V 
there ev~r BI1Y euapiciO)U that a machine bad been expoaed to enemy inapection at aw time. 

Once and~ once were there tJ1J:¥ appreben81ons 1D thia regard, vben, t~ a careleas 

d11ft"e8Srd ot apecific 1natract1ons 1 a truek and an attached trail.er, 1D. wtiah thia machifle 

aud associated material were bolued, vere stolen during the night when pa.rkd in front of tbe 

/
~ 

. 

"' 



--

Let • add tllat ACh &Plftheuioas u wre ezrtene.iDecl at tlle ~ ot thia taa:solarr loss 

amaU o1;Dber macb1De tor field ue bee-: obviou. !be atrip cipbe:r qatem vas DOt a'll1 table 

%~~t ..-P..c~~''"" .{ "f~ .. ...t;6" ~ ,1\D~W 
for this pD"JJS81 1101" wu tbe A1'JQ"'a~~eillieat}mac"'De1 CoDftt tat M-].31t., suitable, for 

, nucma ~ :lll-.dS.cated 111 eomaectlcm with the SIO.ABA. TlB aum of $21000 wu 
'-

~ .. 
· Jumaed the mea-sea ad 'tbe 'IIIOdel OYer to me u teclmical. direct~ ad I t'GI'Ded tlal over 

to two of rq uatlltellta. 1'be reaecm tor t\1rJ:d.JJ8 OYer tbe moc1el vitb tJ2e :meaaapa aa that 

1 t aut be Ull\lllled tbat UDder field cODM. tiona DBChiDea W111 be captu:red. ODe ot t!le 

two teat measapa was eo1ve4 1n aboat 20 mimltea; the other took lDDpr • 35 ld.Datea. This 

teat brought an 180=1DS.oua end to the SCL deYelopaeDt, ~rought about 'b7 t!le failve em the 
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til' 81lt.f'e2'e4 .., 1'eiiiOne w1wm I 1eame4 aboUt tbe ...., aaoeaaflal. attacklt em M-209 

I k'at.flo, tht.Jse mlJ.Its• wn PDG"&W 'bJ" rq 4 ot JanDg tailed mpelt to Wllk 

~~~ oJt~~ 
up •ometh1118 better tha tbe Y...209 aeqs.te the wh~t .. ._. ot the 11111ta:r;r 

of ita GnU.Da17 ~ telepaJ:Ib. Brst1 -~.1'ev eQ1.allato!7 vordll about the baaic 

~'1'1£.. 
:priDct~• of/4.1/IOdem te~rsr be 111etu1.. ~ poiDci»lJt eapJ.oJ~~ what is ca1le4 

tlJa ":aavaat Coae", tbat 1•~ a sptea 1a vld.ch ~1ou fd tw dS.ftereat elemelrl;a 

tall:eD in..,.,. of ftw-~to .......... ..--.. of r· ~ 
o/ eJIDtllb.1 FNDcie :S.Coa ,... t!ae firat to em;p1.oJ' neb a "co&t" w.,-~ 11a tile ear]¥ 
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...._p r-t (' f , ' f I , - .I" J '\..o.,. ... ,A.J,; {of v~ (-.. /l t~(..t' .J/.. u~-l, ~~~ ~( ..... -:f ... -tc •. s• ('-;1 ) v-. (A 

telqratl;'- cipber BBCbine, or, to pat 
1
, the ;pl!'tat!Dg teleSraph ei"Pber macll1M"' tbe 

/,' 
( I 

I 

American !e.lepbone 8lld 'l'el.egr&l)b ~ ,... fart\mate 1n haY1JIS .at 1 ta d18J.10Al ' 

~)-~ ~ : (r=~-39) -

~~ tblt aerrtce~ of a ~cwotn'e~iou ~r D811ed Gil.bel-t s. Veraam_,Yho ~e1ftd 

~~~~~~~1r~~~~ ~~~~- '·/ 

/ 

a br1l.l:1aDt princil'].e~A. !hat JB!~ turned out to be ao uaend and valuableJ'r\Ot"a><~ ~~-.. 

""-'~u.s.~~~ .. ~~~ ~ ~~v~~_,''~ 
tllat 1 t baa come to bear hia - Ud 1a on.efn N1'erred to u tbe A "VeJIIllllll nle • ft 

",J \\ -.J , ..... 

«.{ '{~v:t,. ......... , 'M.O"zl-2.. ~) ~. 
Vet'mlll aaw tbat U' 1ft ac:~ wi"th 80Jiit geDe1'&l. bat 1aYari&Dt rule the marldDg 
(\ 

'(~-"" .... / 
the aeme lr.q1Dg grcN,p ill accordance w1 th the SiaDe seaera1 rule ,.:)lti the f:l.na1 

~~ ~ ~ ~'-"'~ lcrr
reaUtat 1fO\lld b6 the OrisimLl cha:reoter. Vema. eahwh' ~~· 1 dea-$e mtr tt 
~ ~~~ \~\"\• 3-~~~~'lc~~~~~~('.A..~~U.l.\fJ,.,~\~J 
A~e'bJ• t• ~ et,.._. .,., • .,.._ Mle)INAM!t• u4 a ai,P!!est::twt·~iliili"'Fw 

~~~~~~~~~~~k~O")~) 
1\, ~led in the v. s. Patent ~ce em 13 September 1918, and Patent lfo. 1 1 310,719 

"2.2..~ \C\,,,c~ 
vas g:rate4 on"the 1Jmmt1on entitled a "secret SipiJiDS Syatem." _. aa ~ iJlSt; 

~· who .. uaoc1ated with Mr-. VerDIIII at the time the 1Jmmt1on vu 
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Message cbaracter 
REB{eX[D : A62 83 7 

Cipher C".caracter 
Key 
DeciPbered Character 

+ + - - -
+ - - + + 
- +- + + 
+-- + + 
+ + - - -

It was 1 however 1 recognized tbat the opposite rule would work 
equa.J.:cy well, two like elements when combined giving a mark and 
two dissimilar elements a s:pace 1 thus: 

Messae;e Character 
Key 
CiPber Cbaracter 
Key 
DeciPbered Cbaracter 

+ + - - -
+ - - + + 
+ - + - -
+-- + + 
+ + - - - . 

other patent applications filed and later granted described 
the corres}X)nding - "off-line" - method, where the enciPberment 
is recorded in punched tape form for later transmission, but a 
single one-time random key-tape is used; the sim:ul.taneous use of 
of two endless key tapes, as described below; a scheme for eliminat~~. f-.y.--r-r- ..-

-. "st\mt11 C.Qii61Ditions-:-· "bells" 1 ''-~iHI.:'Ihiftu- .and "the ·like - and -· ( · · .; ;; .. · · · -.. ~ 
· -' • ~- other'j.1ieae and (levices in thii 'fieia. · .~I : · · . ? .. ·~-,""' · I:: 
'. .... '; .. . .. . . ... · . 

' . ' . ' 
~ ~ :. .. .!, •". I , f' I I .. .! ~\I J' • lo 

"I ... ' 
.. ' ., ,? ."1 " . ~-~· .. ... -: .. ,..._~,..,, ~ 

·. " ~ . 

.. 

'nere i~ an extract from a paper by Vernam. himself. 
which in simple language; explains 

how his invention worked in.<e- system developed during World War I for use of the 

Su./ 

. jo 

Signal Corps, u. s. ~?W 

CIPHER MACHINE - MI7DIOD OF OPERATION 

'!he messages are first punched 1n a paper tape by meals of the keYboard 
perforator [Fig. :II of this lecture). • • • 

The cipher ''key" ma.y take the form of another tape of s1m1lar form having 
characters punched in it at random and with every tenth character numbered, so 
that the tape JDS.Y' be set to any designated starting position. 'lhe key tapes are 
prepared in advance, the original key being perforated by band, as by working 
the keyboard at random, add1 tional copies being made automatically by the machine. 

'lhe message tape is passed through a unit lmown as a transmitter, where 
the holes in the tape serve to control the positions of five contact 
levers, each of which makes contact with eilib.er of two bus bars. 'lhe key tape 
controls the contacts of a second tape transm1 tter. The contacts of the two 
transmitters are connected to a set of five magnets or ~s as Shown in Figure 
9 (Fig. 4o in this lecture). ~ magnet will be energized if the correspondingly 
numbered contacts of the two. transmitters are against opposite bus bars, but 
not if they are making contact with s1m11 a.r bus bars. In the d1fml"BD11 contacts 
1 and 2 of the messr:me transmitter, are against the left or positive bus bar, 
this setting representing the letter 11A11

• Contacts 1, 4 and 5 of the key 
transm1 tter are aga.:lnst the positive bus bar; representing the letter "B" in the 
printer code. This will energize magnets 2, 4 and 5, which combination 
represents the letter 11G11

• 

All of the possible combinations resulting from various characters 1n the 
two tapes might be shown 1n a cipher square which would have 32 characters on 
a side instead of 26 {as 1n the case of the ordinary VigenE\re Square] • 

The characters of the cipher messages, formed 1n this way, JDIP.Y be recorded 
as perforations in a third tape. For this purpose a ''machine perforator" is used. 
This device is similar in :many res_pects to a keyboard perforator and is shown in 
Figure 10 [Fig_. R in this lecture]. The tape, from a reel. on the top of the 
machine, p&'sses through the punch block at the front left corner or the machine. 
Here it passes under a die plate and over a group of si.llt punches, which may be 
forced up through the tape by the action of an electromagnetic hammer. Five 
of these punches are too short to be acted on directly by the hammer and are 
pushed through the tape only when an individual "selecting finger" is interposed 
between the punch and hammer. Tb.e five selecting fingers are actuated by five 
magnets 'Which :may, be controlled by the relays shown in Figure 9 [4o). A 
ratchet-operated lstar-wheel feeds the tape forward after each character· has been 
punched. 
~Vernam, Gilbert s. "Cipher Printing Telegraph Systems i'or Secret Wire and 
Radio Telegraph Cmrmnmi cations. 11 a paper presented at the Midwinter Convention 
oi' the A. I. E. E., New York City, 8- 11 February 1926 • 
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Ci)iaa'~ .., 
Dlcill*ed~ 

•+··· 
+••++ -·+·++ 
+•·++ 
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It-., bowteJ"1 reooptse4 that tile OJIJOalte n1.- --.1..4 t10rk 
•-~ wu .. two lU'a el manb wbeD CCDb'l*l Ci'Y1111 a -.rk a4 
tvD 4t-m1 ]&r ·~ • q&ce, thu: 

++··
+••++ 
+·+·
+••++ ····-

-

,-- ---- - -- -- -
: I 

-. 

• -a•• -·-- ......... "' 
-----... -r•H ~ ""( , .... '*"; _.. ... _ - -- .. ~<: 

,. ' ' ' . ' ._•: .~ i#= 1 "\ 
1 

... ..., • .,.. I .,""•'It! A ft' 

.I , ... ~ ... :~~ I > • l. 

1 

It., ~ "'~.": (; __ , ________ B.,r- ...,. -·~ '..r __ , ___ .J1-- - ··- ·- "- ,_,_::"'llr"; 

e !a I!Ul ~~a paper bY Ver:uam hWou. whioh in simpl.e ,..,..,_.___ .- --
--c,~ ftpla\.'W\.$ 

how btl :llltllltiGD varked tf .,atG 4fn'el.ope4 4\11'1Da Vo&-14 1lal- I f~ ~ ~ tale 

--
8187'&1 Cas"»*' u. s. I.J!Itlt~. .._;. .;. ,.._..,.,._ ' \. -' \' 

.. • ., ' -....... -: ~ 1'-\ '\ -c:-, 
-·~._. ... ,,. \ ) 

ClHIBB MACBlJIB • WiffiOD CW u.r6MA.I.va ~" \\ \ .._ \-
...... ' • . 

.. ....... an nton p1110hecl m a ~ t&pt - ~- ,dr •• ke;vboll:td .-oatcw c;ss. 11 ot w.a ~]. • • • --

'lbe ait.taer "k8J" Jlllitq take tale :tCIII'Il ot aDOthar -.,. r:4 *imflw fOl'll ha:lrJs 
~ pmobect :lD itA at ftD!aa aza4 Vitti. ffN1rl 1;eii1l chaNi:tteZ' 11181ibcre4, ao 
tbat tbe ~ .,- be Nt to ~ 4eti'SM1;a\ ~ p:S.ts.aa. !be ke;r tapee azre 
~ m a4ftace, the Cll'1g1Dal key be!DS ;pea-toatect b7 lulll4, u b7 1IGrk!llc 

: the~ at nna., a441ticwal coplea 'beSD8 .sa autca.Uftel17 'bJ the mecb:!De. 

/ •. 

~ ..1) 

!be _.laP tapt 1a peaed th'tDu&1r a Uldt Jmom u a tnDal~, wheft 
the hal.• Sa tbe -.. ~ to ccmtral the pJa!Uaaa ~ ftw coatut; 
1.,.,., -* ot 1fhtoh JUett ocrat&ct v.ttll eltlwr ot '- baa 'be-a. !Dae ke,7' taJe 
~the cOZitaeta ot a Meabd tape taaad."-· 'But occtaata t:tl the 1Na 
~~ are CICIIIDIO't$1 to a aet ot fl.ft --~-~ ~ u 801111 ill~ 
9 (fts. 4o m 'tia lecture). Blah •sn«wU1 be •ei'B!Md tt the oo.rz~ngt;; 
mllft...,_ ccr&taota r4 the t;wo ---.s.tt~artt ae api»d. ~~- -w. ban, ln1t 
DOt U tbe.7 ue JBldns oc:JDtac1J nth «tmn• bU ._.. JD ttae ~, ~ 
l. aD4 2 at ............... ~, 11ft • .,"' 1:ibe left 01" JIOeitift bua -.., 
tJd.l, ~~tile letter "A". CCIIltllate 11 4 &1111 5 at tbe ke7 
tftmD.f.tW U'tl aptaat tlae potliUft 'bus lal"11 *'*S*t••UD& the~ "Ba 1B the 

~ JIII'!IIW coa.e. 111:d.a ldll __..s.se aapeta 2, 4 aD4 5, vb:loh cCIDb1aa.Uoa 
ftPIMCta tbe let_. non. 
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;r 

- 'J!le-,.ci~~~ 11l th1a ,_. s.a ~b1e .sn ~crra 
ea1 .., w ~ w the &-Walr~ .-uca ._ -......- CJit b7 -.u, ~ tt ~. 
tt ._ be ~tted "b7 'Wh'e ce ~o u4 t-eJI'OC\llled by another ,.,,,. pertoatar 
at; t1:ae ftCei.Yms »otJd. h o~ tape 1a tbele i'tUl tbJrouab the _..._ 
~..-, ee:re ita ~ o~ with thoM at a dluOJ,tta'\e ke7 tape to 
~ad\111,. the OI"1S:1D&1. .,_., vb1ch ..w. be ~ m 1a ,._ 
....,...,.tma. 

r,:mam al D'f TAR 

vt'th U1e Q"Btsl u 4ncftbecl abon, tile ke7 t.ap, IIID8t be at 1-.it ·.a 
~ U the .,.. of all the IISIIqe ~8 uaed v:l.th it, U the ... _.. will 
loae th8U' ·~ to ecma ateDt if. the key tape u un4 npeate417.. DLe ue 
ot a ehar't ~ keJ JIIQ' slw auttic:lent M01'te7 t~ ac. uaea, hovevw. 

A 1"'QU d 1apt 8 illahel 1D 4:1..ter c~ aboiD 900 f'Mt ot tape aa4 
1IUU1cl aefte to eoiJber about 18,000 'W'Oida c0Uilt1ac ftft prlnte4 ~ 
ar.d a qaae PW VOl'd, 111~ I'Qe&tms tbe kq. xt Milt at •. ..,. ... apeea. 
ot 45 1101'41 pel' ~ 1bta ~ ot. worda WOtil4 l'eq\d.l'e 40o ~ ~..near~ 
1 bou:ra to t:N.Isald.t. ; 

- JJl order to ftllw)e the ...t ~ k.,- tape ~ ~I# "'""' i'll lMp ' . 
.-at• or::, the "do\1bl.e •" .,.ts .. a.t1all.~.-' Ia tlWI ~ 1M> 
ke7 iia»M 14, t.be eD4t ot ekb 1I&Jie 'be1Ds slued topther to tana a lao» 
~eelllfo' 88YCl ten Sa oil'cw.tet"eeiCe. !tie tapta ahould cJ:Sfter in 
1eQBth b7 ODe ~ or by -. ll18ber wb1eb 18 Dot a ~ ot tile ~ 
ot ~ SD e1the te;e. A ~ ~tte 1• tiM! ~- eaob tape, ~ 
1114 the~ ot the two ke.Y ta:Pe• are OCIIiMDecl; 'b7 a aethod -'""'~~~'to \ 
1bLt llbolm 1n ~ 91 1d,th thoae ot the ....... tqe 'to ~011'11 the 01Jiler _.llq8. ' 

' 
a• ftnl.• u •• ..... thol2ab • two ke7 ......,_ we.n ~ odllbiDect -. 

to Jl'o4uce a 1-ces atngle JlO!l-t'epl&tiDs kq, 1Moh,.. later cCIIib1ned with the \ --••sa t&»e· !!d.• laq, a1Dgl.e kerlil Dot:~ ~ .,_k'ng, a ~ -*'• 
teJ' ~ ita lAD81Ib .. ~- 1• ada 'Up ot ccemattcaa ot the tva ~ 
., '"*IU'&ti~ eon keT ,... •. !he ~ SD - leer 4o 'Dot repeat I 

b 1IQ - ~· at cOIU*fat1Y617 6art ~ !Dteftll•, how&Mr, u 'WOIIl4 
be •• oue tt anl7 coe ke'.Y t6~ loop nZ*e \lHd. · , 

91e &\1llbe ot ~ 1n 'tb1• ~--e keJ'ia equal to ., 
tbe proc1urrt or the ll\IDbw ~ ebl:ractes :1D tbe tvo 'ta;e 1oapt, all4 ..... ut. 
e:t~eeed 6001000 wcee 810" }111ft at the ke7 'MI'"• to 'I'Qeat. It Jlf'OlW ~ \ 
t• tat.~ use the..,.._ 110 aa to &TOS.A s1'dD8 ilifoa-.Uoat to t.11e.....,. ',, 
~ tal-stU «the two •7 tape 1oopa or tl1eU- :isDitsal ~ eD4 · · 
to &'fOld the poae:lbUi'Q' ot 8YW ~tq • lU't ot the J:UUJ.taat •tasle , \ 
ke7, tld.a qat-. u --~ ~t to '=-t ev• 'b7 a. c.pecrtr ~. '\ 
baYSDs • l&l'SfJ mliber ot ....._.. aDl h11 kDovl.ed&e at tlul caaatYao1;1CIIl ot the ~ 
.ab'hJe aDA t.u utbQd ot o,petat!ca. \ \ 

I 

tttree ~ o1nvltt 111d.ch ,.. wed ttt~t tataro~ 8IIODS r~ atatf.cT-
, l r -~~t''t::t•,"' ol '. ) 

.~~-··· ~ 
~ ~~ lf\W' YCI'k, Boboken ea. !IOI'fal.k, eD4 11b1oh ecoCJII'd1Dg to ~ '-\ 

~\ 
\ 
'·' 

~ tootaote 21. ab<ml~ t'CODtiiNed in ope:ra'ti• t"' U&\TIICII1'tha1 I!JVeD after the ead·~<\ 
\ 

·' ' 

~ \ 
ot the ,... Ill lddttioa, a m 1M' ao.:t:liB C\~ .,. Ol'&UI1ze4 to SQ to Baztope vt.th '-

/ \ 
I 

/ DeW equ1plalt tl# ~em ot ~-tel~ o1rouib 1D J':t'*...ue. ~· 
' 

.... 

- ' -"_ .... 

Col.cMl ,.,_, t.he Cb1e.f SSeMl otfl.aer, the D1ftotar ~ M:llita17 ~e, .-1 the 
>r" _, 
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I 

;t I IB ' at .. c:1• a chaUap b7 the S1sDaJ. C(II'J8 to JIOft ll'a~18 cOJdlctie. 

. ~ ~~\.~-.. ~~~f~," '~ 'ct\9>a-d.~~j'o~ 
"!' 'r '11 the eilber tapes ~about i:5o message• selected flraal ~e. dq'a ~ic . ' 

___ ... .!::.~--Sr:-~~~~··d~~-~Y-~~~ 
, ----· ·-f>l·~ -a-.. em tlle aal.llU<a, ~ ot a bu1e ~ IJ 

,, 21 tnNM:1tteD pages, aa AdcleDdula. 1 ot 10 pap•, .(. NldeAcl\1111 2 at 25 papa .ancl ~ __ _ 
~ ' ~ 

-" 

~~~~--~---~ ~~.!,~-~-!.~!~_Jt-;~~ 
~~~ws-~~~.~~~~ .. ~~~~~~ 
A_. a perf'Ol"&ted. oipber-measase tape to each ot the offtee)l namect above. ID 01"der to 

~ tbe8e -- ""' Cbiet St8M' Officer !lad J,.. bU"';;:: ta;ee, -
( 

t I I t !& • , / . 
JQ:'Of1D8 tbat DOt OAlJ' W R:l:verbaDk $o1ved \he .,._ but had z-econred 'both ke7 

-.-... ·- Your "'ffl!7 'bZ'WJ.allt actentUic achievemea.t retlecta great Cftdlt 'llpCIID 
7CJU and your whale pa.-sODDel.. n 1IOUld be ~·ible to exagerate :lD ~ -
you ancl Bive:rbarak the desertecl tribUte ~or this Yfii!T ~ aaccmpl.1ahJnerlt • ...,_.. 

'!he paper by Mr. Pazrker (see ~ootnote 21) closes 111th the fallow!Dg t1nal. 

PelisPS aa~tt c1q Mr. J'rieaman v.tU tell ar t11e pa:tt that he aDd the 
BS:V'erbaak L&baatorl.es p.1..IQed :tn the ~:I.e pbue ~ th1e dft'el.opa8Elt. 

Mr. PiiZ'ktll" •• not e.wazoe or the ~act that wtuLt he auggelted had DOt 0DJ.7 baeD 

disappeanace .tJ1 the VolV7d!lous fUes ~ 'b\lre&UC1'SCJ7 • '!he 118COild t!ae 1M8 SOOJl after tbe 

~ 

' 
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, 

I ~ ~ rrq own tUea and ~ tho ~tten JDIZ1Uiorlft ot certaill 

-
lJU1;a at llbat l had written at the elose ot the aucceastul solution U tbat ayatem 

., I 

tbe sub-title or wb1ch u "CeD
1
Cl7PtolOS1c histo!')r :repeat 1taelf't" lt 18 poaa1ble 

/ 

Hr'. ~'• paper (see footnote 2l above) devotea a good deal. of ap&ce··~ the 
' 

., 
\ 1 ' I ._,.,I 6 l I . ·' 

' 
"o .. iiled. abOut the d1ft1oult1ea tb&t ~be expca1enced 111 the pre:pan.Uon and 

d1atribut1oa ot ~tme r'NldaD. ke7 ta:pu, aDc1 a..-.. :1JlolSJI8Cl to disa~ ot the 
" 
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. 
&114 aJtJOtl&l.U'ge h~ where tile Yol:\lle at tt&ft1c .1utttied tb• use of tz.~a·-·· 

' 
eqv.iprlmt. !he prSac1pll ad'falltqe wa the ~tv at c~tiaaa~. men 

-
~eA.!' .. a. f. ~ Pr!lrt!Ds !elesr&Iih C1JI&er equipaen,~ecl 'b7 the 

- -

cWIIra.utl.ed. But after I lett Rtvez'bak at the end ot 1920 8114 bad .1+ the Cblet 

. ) 
SJsnal orno_.. aWt s.n ~~ I 1Dlucet tbe Oh1e:t stsu1 o.tt1cer to reacuattate two ~ 

. c~~$ 
eqUS.liJIIII'lte. 91ue I C!lqp1.0J"d, bal1eYe it or DOt, :trl cod•, o&lled ntvtaton Field 

A 

t)rpe. 

" ' 
CQI'lt1DUe work SD W•f f:la1.4 waa the lAOk ~ S1gna1 aor:pa :tuDd8 t~ reeeueh and 

; 

/ 
cleval.opuent ror-~ W011t. However., the leed1ng 1181lben ot tlle s.. l. s. IDI.1.Ilta1De4 a 

., 
I, 

'I 
'I 

'' 
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CJWtocG~Sadea\iau 'b7 J'l41o, 'Dle ~ or sta'M ftC1\18atecl the 8eoz'etU7 ot war 

wh1~rJ....1:lftlheliask~a~~-~/tii;e~~·li·t~~ 
to •'~ tbe .o\1MJf'.rca the »>!Jlt ot 'ttev or ••m\T. r~ tb1a ~·· muaasea 

" 
-=~ 'b1 tbe Chief' ot tbe CCJIIIIIUDicats.ana 4Di ¥OJ:da D1'Y1a1Cil ot tibe ~t 

Here~~ ~~1\1,gt'f~~~~o..o.J..~·.._.·5~ 
or state wre ~. , It :La a IICIIIftfl or ~&t:f.llhatlioa to be a'ble to tell :p~~~~ 111&t t11a "'-\t 
s. x. s. ~ ao1ved tbe ten muaase• 8l'ld tbefttrot'e HpOrted ~the MCb1De wa ~ .. 

r 
~ 

quite iuecur6J but :1.1; 1a w1th INCh ~ tllat l lllUit DOW tell you who ~ Ud <-
"' , • • 'iii' 

de'lel.oped the ;liiiOM~., It vaa~a ~ ~.: ot ~ S1sDal ~ aact ncme otller' tb&a l 

I 

1nadepc1ea ~ b1a bft.1n chUd. As- 11 ao ofte the om4e, 1lheD a campete!D~ 
. ( 

teohrd.c11D bas to nes1eet h:lS technical atudies beCause ot the J:INIIINre ot ~ts:ve 

it w:r.! ao f'&Ul:ty, ~ further work an j,t. Cdtm.el Jlitt, I • sla4 to ~ 

iee41:~ 11ftivel the dl~ m1 'WU wU eJl01.S8h 1D 19112 to be able to ftttdl'D 

\ 
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r'(er:;.\)f'e-M~.,..t' 
its lJmd connonieations and JcdAed kl!frJ:r ~ the ,_MPe:t:opaett~ th-.of. 1!1$ D~Cbi:aea. 

wesoe J)!'Oduced 'Witb ~ rem'kable epeed b.Y 'the Tel~ Corpoft.tion. ~ ot tht!ll 
I 

'·· 

or :t'a.csim.Ue ~emisa1~ and aP'IIU&tus ~~ protecting CIBIOBY tranamdstd.ona 1 ~~ _--·

UJ~ CCIIIIIIUI1C!&t1011&;wee &lao clenlo:ged. ·- th+'t fdJae to softa 
det&Ua 'W1 th regard to maohmes and apps;t"&tua tor thoe l.ut 'two categories ot 

ltv :l. -\ 

the apparatua .. ,produced by ec:ameroi&l neeuch and d~opaent :tiJIII& v.l.~ dirHt 
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deYel.oped and built by the A. T. & 'l!. C~. It wu c&lled SI~. 'lbere 
' -- ~ 

were eix tendnals, each c4 vbich coat afer $11000,000. But NBA cr.r,ptologista 

and engineers have produced sm&Uer aDd better equipaenta buec1. upon Sl-Y 
- -~ 

wars in the future, 

----So IIIUCh t~ the histozy ot the developnents. ud progress in cryptographic 

a~tus at this point. I ahall. retum to tb&t phase of ~ogtc history betore 

t 
the cose r4 this lecture. B1gb.t now I ahaJ.l. sq a tev wordS about the history ot the 

A. 

develo]jiDellts aud progzoeas 1D c~ic appa:ratus. 

' 
'lhe solution ot modern cmto-cOJIIIUil1e&t1on systems has been fa.cUitated and, 1n 

same cases, Dade possible Cllll7 by the invention, denrel.opnent, and application ot 

One must UDderstalld the baa1c nature ot the problem which cODtroDts the c~t 

when he attem;pta to solve one of these moclem1 ver:r complex Cleyptosyatema, Firat of 

&1.l he must be given the cr)'Pto-cammurd.ca.tions 1n a tom vh1ch make_s,them Visible far 
·' 

inspection abd study. U8\18J.ly they azoe cha1'8.cters (lette!:'G or DUmbers) in the case 

ot 11 teraJ. comml'Q1 cations 1 or they are elect::rieal aigaal.a ot a recordable type in the 

case ot c1tax ~ cil'hcmJ ccmmun1eat1cms. Next he must have a.ve.Uable to h1m 

1.natrumental1tiea tht 'Will assist him 1n his anal.ytical. work, ftCh as macb1Del7 for 

~ 

/ 
J!Zking ~counts, c0!11J.1Brisons of seq;uences, etc., and this, in the case of 

/ 

cazilex systems, nrust be done at high speed. ~1a at modem cryptosystems 

requires teathig a ~ gree.t number of ass'UIIq)t1ans and hypotheses becauae sometimes 

·- ·~ ~ 
~ca.U.y large number ot possib111t1ea) i.e., ~t101l8 aDd combfnat1ons~/ 

~_,---~ .-
o-\:~e.r 

must be tested one,J.tter the eqtaw until the correct ansver 1s :.tcnmd.. Since the 
- ~-- - 1\ - -~~. 
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'b7 these aatl'onam:lca.l.l;y great ilUJiben ot poaa1bU1t1es. 

Bl.1d1Dg strips or paper could scaetias tacU1tate reaching a solution to a 

4 v the u ~ s.. is the ane 8bown 1D 1'18·1 ~ 1 Wich ia a pietuJ'e t:4 what l made at B1vetbaak 

\.· 

But I did now ad then d.eYelop BDd try out certain ideu tor ~c a1da1 

Bect1cm had scae IBI macb1nea or two, and 110' cbasJ"1D vas ~ ~bl.e: Not lcmg / 

I ) 
~the Mtm1t1cms Bnild1ng had an Ia11Jl4ta.1.1at1on W:~ bad ~ed tor ~c~iDg 

(' 

purposes in c~eetion 1d.tb tbe C.C.C•·the C1'YU1an Cons~t1on C~1&atabl1shed to 

I ""'-. 

Pl'OV'ide ~and subsistence tor young men who could find no Jobelin tlw: depreas1cm. 
l 

'1:1. .. 

I also learned that a Dew of'ficer had Just beetn assigned to head that particular division-
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_,/ 

and that be 3ust had no uae for the new-tangled ideas ot hie pedeeetsor and wanted 

to get rid~ tboae DUty Ill« machines. But the c.ontzoact with IBI atUl bad same 

expiJ'atton. IJhis amto;Ted me., but it &lao f!IJ.Ve me an iclea.. I wrote a meii0%'8Ddum 

ili3v/ and hel'e'«J a pict-tu:.e ~ 1t (Fig.4.3 ). x•u :read you ~tit eap: 

30 Octobel" 1934 

Ma3or Alwu In J111D7 ~ eet"t'1ce, here I haft nwer once "set BG" 
hee.rt on" gett1Dg aometh1rlg I :r~ de811"&ble. But in this case 
I have set ~ bean on the atter because ~ the tremtmd.ouB 1~ 
it would lift on au our backa. 

'J!le bailie idea or. _using waab:lfteJ7 tor code ccmpUatiQll is lline 
and is ot JIM!l'&l ~"a)atanding. 9!e fletails of the proposed 878tem 
W8l'e developed 1n col.laboratiOB w11ib Mr, case 1 or the IDt. Bus. Macbines
Corp. 

I regard~~ u one ot m;y moat 'Y&luabl.e eontributicma to the 
pramotiOll of the VOl"k far which w are reaponaible. 

Pl.eue d.o ~ utmo.t to put tb.S.. a.croaa tf# me. If' you d.o, 
we can real.ly beS1D to 40 ~Ue ~ie work. 

\ 
Attached to the me!QO was a briet expl.aaation ~ing to 'Wbat I've told you \ 

about that X!tl mstalJ.aUOD 1n the Ol'r1ce at the ~ a.aen1. Note tlle.t \ 

\'--

I 

on :toreip Cl"l'P'tosystems bad been. a l"e8pon8ib:Uit1' at 0-2 ot the General statt untU 

iN~-~ 
l$129, A :reapc;maibilley W been trans:tern:d to 'the Ohiett S1gDa1.. otticer and the 81gnal 

Cor,ps 1n the year~· But the Chief' Signal otfic~ bad Wll::f little money to ~e tor 

l. "-~·~ ,_ -; 

speeit1call.y ree~cted crypt;anal.Jt;1c operationa on foretsn e+ ••ontcationa to -.rt1me. 

-l 

' ,. ,.__ 
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&Z\'YWhere 1n or o$1de the u. s. But tbat'a an~ atorr and I'll procHd to tbt 

otnce at tbe ~ Ckmeral. to JilT ow 'W8.n'en 11'1 the Office ar the Chi.t 

Once havillg demonstl'ated their ut111t.r to the Cbiet S1gnal 01'ticer the almost 

prema~ temin&ted contract with IBM-.. renewed--and soon expanded. I don't 

Lf-4 a picture (Fig. 4:lf) ot one ot two vbol.e wings ill cae ot CNr buj 1 "'ngs at Arl1Dgton 

We built or had built tor us by lBot and otber conceru adaptors to vork v:tth 

E'len were time ava.Uabl.e I coUl.dn!t shw you pictures of acme ot the b1gb.-cl.Ua ; ', 

\ 
~ ' 

l \ ,, 

I 

about them, even tho.uab it is no longer a deep "~that electronic caa.puten a:te,1 

fl'all a. Russian book entitl.ed 

and be.low it 1a 'What it says 1n EDgH eh. 

cane to ~1gbt as, 'tor exazqple 1 1n the various :f.DTestigations (4 the attack 011 Fear1 
I 

' 
~~ are DIUCh more taac1natins tban those of ~lhet-a, whose e.ohievementa· 1n 

~~~<>-" 
their tield appea.rJ\to be dull or tedious to the~. But long consideration ot the 
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Jd.lituy importance of COUSEC t.l t.cainR COMM leads M to ret\u"Jl to 

sOIIethiDg 1 Dmtioned at the T&:ty begimling or th1a leotuz-e. 11ben l ad• 

a Ra.'\..ent to the ei'teot. tha-t cryptography and oryptanalyaia npreeent 

the obverse and reverse .taoes or the •amo a1Dgle ooin. In closing this 

lecture I rill expand 'that eta.te.unt a bit, and in so doing pvhap• forall&te 

a dictum whioh we IJaY call the law governing the minting and us~e of the 

oeyptologic combat com. It would run aometb.lug like th1ar 
' 

When. a.n officer la aeleot.ecl to oOlllll&nd a tighting unit, u eft1oioat 

appointiJJg a.uthori ty giTes hilll &Jill entru.ta iJlto his care a top secret, 

magic ta.liUIUl of croa~ potenq.. a. coin which 1• called his oryptolo&io 

Qomba.t coin. and whiah• u 1• uaual in the oa.ae ot all but trick coin$, 

has two faces, a COIID!l' tao. a.nd a COMSEC ta.ce. When g1nu to hJ.Ja that 

coin should be in mint cOAditiOJL, it should be bright and &hiD¥ oa. both 

faces, and he should .trln his utmost to keep tb• both that ay. It', 

to bes,1n with, he is ginn a coin that 11 tan:sished a 'bit on both ta.oee, 

he is really startbag out wlth a great handicap, no matter how good he 

and hia foroes ~e 1n re1pect to s1s•• eq1\1]:'&8nt, training a.ud ability. 

It he keepa OJ'1l.y the COMINT :ta.oe bright and a~, he 1tands & good ohuoe 

. ot wi'J1Dll2g a battle erven 1t hb foroe1 ue iDterior in si&e, etc., compared 

with those of the eneJV• But it he leta the COJISEC face or hi• coin bec..

dull traa indiffvence, CQ"eleaanen, or ip.ol"&Jloe, he will almoat surely 

lose the battle, even if' hi• .toroea are nperior in size, otc., ocap&J"ed 

with those ot the oneJD¥• 

As a PEJ~D&rkable ezample ot the ftlidity of the forego~ diotta, an 

exa».ple that comes dil'ectly tram tho two Japanese Na"f7 oftioer• who W'J"ote 

Uidwa.zs !he ,.Battle tha.t Doaud Ja.pa.n (a .. f'ootnote 12 abOTe)let u quote 

the 1n1t1al paragraphs of the Preface to theil" book (p. :d.il) 1 

For Japan, the Battle of W.dw.y ,.. indeed « tragic def•t• The 
Japanese Coab:\ned Fleet, placing ita :taith in "quality rather 'Wlan 
quantity, n had long tralud and prepared 1aa ~ defeat a D.'Uilerioall.y 
superior enqr. Yet at Jlidway a atrongv Japanese force went d01111 to 
def•t bef())."e a. weaker --:1• 

Not only were our participating aurtaoe foroea .far superior 1n 
number tq those of the enemy. but the initiatin was in our banda. 
Nor were 1IQ inferior, qualitatively, in the crucial element of air 
strength• which played the Mjor role throupout the Pacific War. 
Ill •pita ot this we sut'fered a deoiaift deteat such as the modern 
Japanese Na..,. had nO"nr before experieaoeci or wen dreamed possible. 

- - ------ -------
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~liw ia ~1• lecture (toe P• ), I q\lRed two otheJ" J?U'&Ir&pb.a 

tr• ilh1t ..- book. 1A 'llhiob the Japanete author• 'ake til perttctq olear 

the :rea•ODI tor the lola ot ~e Battle ot W.dn.J, ,. ... , ... 11hicb haTe alto 

beou stated b)" other writera. The crtptologio combat ooin our :tla'97 entrutted 

to A&Diral Nim1t1 w.s highly polished and br1ght en both BidesJ the •• the 

· Japanese 1&1'7 entruated to A.Oiral Yauamoi;o •• dull on both aidN to begin 

with. A.dJDir&l Yamae'So not only didn't nan knew' how tarnlshed it ••• he 

lost his life because ot his iporanoe a ooupl• of yea.rs l&tv. Nel:ther 

he nor hia superiOl"t had the uperi.eno• and lc:nqwlodge that were neoeta&r1 

to po111Jh up tnat ooiJt. It took almost ten ~ara for the truth ot that 

dictum I tornW.ated lor JOU a JDGMD.t or two ago to beeome c:leu to the- Ja.p

aneso Na-r,. Had they taken quick and full advantage of the uni'ortuDa.te 

~; ~---:!~~;~~-J~f the vital c~.-~ . ....--.•~. !h• Battle of W.~t ~- ',_-~ -· .. ~ ,t• 
'tl- .. " ~ ~ ~, ~ l~ -- J"' ,,f -. ~.!: •: ' - ';.. ; "'~ -~ ... • ¥ -' ~ '1 .&. w' < 1 

7.::.. .. -_._,c· - ~ "ct:ra1:4" ~a ~perhapa would have b-Cille t'o the ~ conclusions long ·bM'ore ~ - ··..... · 

they did. F.ho kncJwD mat tho roaulte migJ\t ha.TO boon, and the effect thoreof 
. ........-------- - -- - - - - ~ r -

on the outooma or tb.a 'WU' !a •• PMU'i•' ·' " 

One other le11on -*da ollt. Th• "-riean. Intltllicenoe IS)"atem 

\siio-~dod in penetra.tiJ:ls the ~ s 110at oloael.J parded .. orna -weU 1Jl 
~.4.,....a of event•• Thus Adllliral Nimitz, albei-t 'the weaker. -.. twiee 

a.blo ·to oolloentrate all the forces he had in •~lent stre~a~th a.t 
the right time and plaoe. lfhen the hour atruok tnis proved deoia:tn. 
'Th& importuoe ot ae_..oy a;N the conaequenoea of leakage of inter"ll• 
ation are here proola.iDid. · 

:rt will probably ••• to JIIIUlY o£ rq U.atenera and readers that I ,have 

pa.ld more tributes to tho achievements of our Uavy oeyptanalyata 1n World 
- ' 1-he;-r 

U'-ar- II tho to those ot ~ Army and Air Foroe oppoiSite nUJibera. It I han 

done so, I can only sa)" in extenuation of -what 7JJA:y appear to be i'aTOritim ........., 
tcmllillfa.'V')" and neglect taw&l"d J.nr13 aud Air Force, tha.t three tt.otore ue 

here in'Yolved. Firat, as regal"da m;, apparent oTerlooking the oontr1butious 

ot tho USAF, I need but r.em:lnd you that i-t •an't UD.til a.ttor the -.r •• 

all over tha.t the .A.rr1t3' Air Corpa beo&M auttmaou•J before then the technical 

e.chienaoD.ts or crypt&al,...ta of that Corpa 'ftJ"e merged with tboae of the 

ArJq. Second, as a -.ember of the Arrq' 1 Sipal Iatelligence Senioe., and 

thon the A.nir¥ Security Ageuay durinc World War· Il, i't ia fitting_ 't.bAt •om.e-. 
·, 

body other than I blow 1:ihe i;rwa.pet• in celebration. ot our Arrq' a cryptanalytic 

aob.ievementa. All I will say ia that they were aa im:portant as those of CNl" 

·Javy. but for 'VU'ioul rea:aona they have not rec•1Ted :ouch publicity. wh:l.eh is 

juat &8 well !'rem the point of view of National Secna:1 ty • Aa a ma.tter of" 
raot, the pUblicity regard1~ our Ua-vy' a cryptologic auooeasea o0110a veey 

largely trom former en~ officers and troa the T&riou. ottioial ~veati

l&tions into the attack ou Pearlllarbo, and not 1"rom. u;y u.s. lavy personnel· •• 

Third, there has been ftyY little leakage with recard to Arn\Y' 8 oryptualytio 

•uo~aaea except aucb aa can abo be traced beck to those PearlHaJ'bor invest-

igations. General E1eeDb.O'if'QJ'1 a Crusade ill Euroi!• ha1 not one word to 8&)" 

on tho nbjeats ot aigu:l intellig81lce, oeyptau.lya1a1 oodea, oi}i181'11• OJ" 

aip;al au~curity, etc •• althoUC}l he doe1 ake a t• rather oauatic remark• 

about the ta.iluret and error• or h1a own tntelllceMe l!ft&tt. Ga.enl. Bndley' • 

~l'he Binge of h.~•. Vol. tv.. :Sostcma Roughton YU'tliu co., 1950, p.252-3. 
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laook 1a eq1all.J rnio•~ ••••• nb3ena ~ 1 •'llllft refn.ia tr• 

quo't111& one ra.ther Ull18iac ep1aode haS.»c to do wi11la. COMSEC1 

To 1datif7 h111a,. r•d jUDoti.Gila,. aad t~thout our g1'V'!»c 
our plau a•7 in the eTCl't ot au •UIII' tap 011. thlt wizoo,. I had keJ 
teaturea m.lllbered 011 mr war •P and aave oopiea ot thoao n\1111bera t• 
the div.lsion oGIIIII'Uiders. It •• a lllkeellift pr1.,.te oode, lax enough 
to aauao Dicka01l[Bft.dle)''• G-2)W01'17 crrw the security of our plaa. 

Ou aorzd.ug 11ha I aalled r.l).t&jor-G.-.1 !vey Allen,. ho ret..-ra4 
to aa obaCUl"e oroaa•road by :lte JI.UJIIber 1n thi• priftte code. · 

11Just_a mimlte,. !erry.11 1 •1d. "X oaa•t ftad th&t muaber on DiY 
•p...• 

"Well,. liaton caref'ull7.a Bn.cl," he aa1d. •1'he eDGIIr¥ my be listeJJiDC 
1D. l' 11 aa;t tho ILUID of the place as taat aa I can. " 

Dickson onrhear"d. tie COI1Teraa-t1• and thrn up hia banda. "secur-
1t7 wouldn't be .cm ot a problea," be aaS.d, •it GDl)' iihere. wre fewer 
genuals in the &1'11\Y'•,. 

G8Aft'l.l Hap Arnold' a book I 1Te ~~Rt1~ed before, u.cl haw taka ou · ~ · 

e:dlraot .from it. Daere ue several otheJ"& X ldgbi; han u.ed• but thoy are 

aot too •igD.iticau.t 1zl reTelatiou. 0. YD11ZM of" the hlstoZ7 of "?he u.s. 
- -

~ 1ZL ftforld \lar Il:. entitled 11ftle Sipal Corpa1
' oou1:aina a. tew retereuoea 

' 
to the acld,8"1'8J10J1t&~~ of the Sipal. lntelU..ceace Senioe.'but- tb.eae, too., are 

D.ot very U11Dil1Dati1lg. ln 0Dl7 au book 'b7 a f'o~ tr.s. Arlq officer, Col. 

-Robert s. Allen., entitled ~uS' Fo:rwardt 2.'h& hlltqrz of Patton'• 1'bird #fl51.l ~ 
do 1 tind a specific referaae to the help the SIS C&Te fai:Hn. ln tel11Dc 

about Pattcm.•s aipal oftioer. Colonel B81PIIlpd. Allc wi'tea1 

OJLe ot his aae a.its •• tbe SIS. A l'lldJ.o-btercaptia &c02107• 
OOJ!DJlded by Ua~or Cbu'lea n:f.ut. & yo\D&C• triggV•aDJ't expert. it 
worked cloael:.r w:1. th G-2 oa. a dual ILiaaiO'Ilt -.izltab.Sllg a vigllult 
aecuri.ioT ohaok on Mendly coamm1oa:biOIUI ad ~-••pt!.Dg ellfJDW' 
••sages. ~e \Ud.t perto,_d o1l~ltaudiu&l.JJ 1a bfth tieldt• 

Ita roporba plQCged up 8.11 Ull'ld.~ leU: troa a Kechd.izod Ca'IO.lry 
source, cape.ble ot r.naliag brporiu.t troop.IIOTaant ini"Ol'.ation to 
the ennw. Aac1 at a oritica.l period ln. the Battle ot Baatogne. the 
unit broke a German coded •••c• that eabled hoav loeaes to be~ 
tlicted upon the redoubta'bl• 6 Para Din•ioa.. !Jlo SIS ._, puotioul&rlJ' 
fruitfUl 1D. breakthroupa and tluld aitu:t!.OB& whc the ellG1IW was on 
the run and had to uBe Pad1o .. 

rile toragoitJC eztract :La. of cavae. tar t'ram. apeota.oular. Iucloed. 

I iml.giD.e tb&t it will hazodl.y 'br1J1e; forth ure ~a polite ,awn from 
I 

~members of an audience that haa alraq l.8U'Jted about the leJI.I&'ts...-1 

rh'elatiou ad• dving the TQ-ioua PoarlHarbor lawatigations. and abou'l 

those futllus letters that General !larshall wote to Gcrnrnor Dne1• But 

~- Yorks The Vauguard Pre••• Inc •• , 195'7 • P• •• !he author J:ia.kea ... 
quite caustic comments abaut the failure of 'Wle 12l'hll!.gence ata.f.'fa to 
-.ke uae of the blteUisace they were turJz18hed. 1'hey are worth r-.d:l.Dg. 
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there raaina this .much JIN'a to be aaida the &ol:d.trnii8Jl1;a of our .A.n\1' • 

ceypt;ologio- units botb ilL Washillgton and 1n the field,. aa well aa o.-bl 

Still unaiaolosed top 1ecret 8UOC88888 0~ Gar Bav,r•a UDita aShore aad 

afloat. are locked ••:r in arohiwa where they will probablJ reain ro:r 

a long,. 1cmg time. Jlc»'e than this 1 aa not at libeJ"t7 to tell :rou 1a 

thi• leoture. 

\lith thia atataent 1 briDg th1a aeries to a rath• ucb"alatic but 

I hope mcaaiDgtul close. lwillwiDd ii; up by puapbraa1Jic the last 

ae'\iace ~ the .IJl'tJ'oduotion to that important book !he Ba;ttl~ of :tidway 

frCHIL tvhioh I have quoted at aGE lqth. fhe lnt:redu.ctlon as :wrtt'ben 'bf 

Admiral Hobutal:a KOJSdo. the aa.lor livtnga w+•w oowa»der td -the ~or'IIJBJ: 

Im.p81'1allfa:vr, who participated in that battl•l oloae this aeri•• with 

the hope that DW lecture• w.lU sene &I •tedal tor ori'blola ad retleotlon. 



REF ID:A62837 

rt 
~ L14 machtne and bllilt tbe 5-rotor model vbich yo• sea iD thia alide (ns. ~). '1'ba rotors 

!~~t 
~~ ..... ~ - """ be iuerted ~r1gbta1da-11;11" 01' ~1-"; tile im.......:L 

~ ~1 W1rill8 e011l.d be read117 chqed. But this was DOt a ]irinti.D& .abiDe. Power 'liaS 

t1i~ ~A.,...,.r~\.JA~,;.!-Ij'f~fiw~ ~~~- ~ ~3o~'1~ 
}']~ t\U"D11bed. by the smaU ~au $&en at the 1ipP!r lett. '!be BaTy" vu eonaideriDg 

-,~ ~:;'- ~Q~,. u 
~ psrchasiJl& a rather" nUmber ot ~- machht&a •& Li~t stru.'bel, the Chief' ot the 

{J f !llny'• ~and S:lgnal Slctio& ot: tile Ot:n.ee ot: llaYal c-tcatiou, aabd.,. to 

~ 1n~ 
11~1 T at~ the machine tor ita ceyptoaecarit,-. DaYy had but tvo macbjnea, u1ther or which 

~- iw~~.~~~ 
~ .1 c01:1ld be made a'Y&Uable, so I 1D<blcecl tbe Cbief' / Sipal. ott1cer to "bv\Y a coupte or them" 

J~~~ ·~~.,ru--~\~3'\. ~"+M ~ ~~ 
~ 't I{* • !rbe rotor Wi.riDg.( were al.togetber ditterut from those ot tba Baty, a tact vbich 

J"Si~· ·-,!! i1~ I Cl1acclvve4 81llqll.y by as!dJII ~to enci~ a t:fN ltttten oa bls lllllcldlle)uailll 

·~1 :ett!.JIIa I a;pecified. At:ter...,. a~ I rep>rted that in~ op1D1oa the aeourl.ty ot: tile 

~ ~~ 
maobine vas not as great as Bt.T.Y tbaUsbt. The re8\1lt vas a chal.le~~ge, which I aeoepted. 

~ 
~ ~ ·, B&"YY gaye me ten measqes p&t 'liP OD its maebine and I vas suceeas1'ul in aolviJlg them. 

( ""'!1 ~I c./ rii. ~ :There ien't time to so 1Dto the methode use~, ~ ~t ,ou are ~rested JOU._cau f'ind ?.;;..-.),.!". 
~~-?·~~ ~~h~ ~~~~c-... ..,....,~~ ... ~tl.\..':~~)(-'he>ll. eQ._.., 
~~~ -::1-·" wo.---....ra=-,.1t-~ ·, lj~-~---~~f~-._.\o~~ 1q~{,. ~~ 
J~l''t\ _ tbtm. deseribed in my "-brochure tntitled t- J • , 

1
1\ 

"} ~ I ;ct :J~ Bebem b\Ult H'Vet'&l more moael.e tor Boy and tbe~e bad print~ meehenisms associated 7 

l- § ~l w.; IC\~4. s $ eJ ~ 1 ~'~with~!~ :N&'fY' dropd ~1at1ons vith Hebern!.\W'ben 1t becmae obrt~ ~the _. 

1 ~.1tctf~~~~~~-!;~;a~~;;~~~~~~~~t:i:~~~ 
J~i1 vu JJOt ccoipetent ~~ ~ ~~~4_a.,,f~ded~ ~ t~ eatab~ ita__::/ 
]":L ~ -~ C1'7,Ptograph1c reaeareh IIDd det'elopDent 11111t at vliat is DDV - as tbe i'llm&l Wea}lODil 

!~~~ ,_ \ 
~~~.' 
1:.~ t~ PlJmt in Wash1llgton. A:'iiq CleYel.op!d at tbe Siarl&l Corps laboratories at Fort Ml!lzmu:)uth 

~ 1:: ~ {Ia Jll&abine known as Comerter M.-134, and fare' e- a slide (Fis. 35) ~ what 1 t 
t\ ____ / 

looked like. A::rq and B&'YJ' went separate W11f8 1n 8\'ICh work for a llUIIlber ot years but 

/tiJiall;r, 1n 1938 or- 1939, cl.olle eollabatat!~~ aa a .. IA1l.t ""excellent llllcll1ne 

vbieh waa de"nl.o)Jed and produced 1n ~tit~ the ~letY18 CQ'r'fCr&tion}i Cbicaso. 

'l'hi• macbi ne was d1atr1buted and ued ftr7 neceaaf'Ul.:cy by &lJ. our Armed Forces f'rom 

. ~ tf-s<- 1'1~ ~T ~-c 
1~ to the end ot World War n and tor soma l'eU'a tbsreatter. 'Wii! • ,., a Wit•• 

- '3o - I\. 
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) ~~dt,~~ 
~- the internal works which control the rotating elements and ciphering 

. 

~(-\..~~~~ 
wheels .(you will see ,.tbe"lb later) "but I must show you the next step in the im-

provement of such,cryptographic machines, which made it possible to eliminate 

the tedious job of recording, by hand on paper, the results of encipherment or 

decipherment. This was done by means of a printing mechan1sm which was associated 
~~~~-

with the c~c ma.cliine. Here is a slide {Fig. 28) which shows the assembly-

" the B-211 connected to a Remington electric typewriter, modified to be actuated 
~'CO 

by impulses from the cryptographic me.sh:i.ae. Of course, it was natural that the 

next step would be to make the recording mechanism an integral part of the crypto
~..{A 

graph1c machine. This you can see in the neat sl1de (Fig . .JG~, in which the four 

rotating members referred to in connection with Fig. 21 and which control the two 

commutators also ment1oned in connect1on with that figure are clearly seen. The 
"~ I':"- Uf-(j 

slide-bar mechanisiri"at the right, called the "barrel" or "cage", controls the 

d1splacements of the printing "torheel in front of it and causes the proper letter 

to be printed upon the moving paper tape seen at the front of the machine. 

Now we come to the next and a very important development, one first conceived 

by a European inventor, who was followed soon thereafter, but independently, by 

an American inventor • ..l:8'" In this advance the circuits between the keys of the 

keyboard and the lamps of the indicating board are varied by electrical circuit-

chalJgers called "rotors" 1 which rotate between fixed members called "stators". 

In Europe the first of such machines put upon the market for purchase by anyone 

desiring one is shown in the next slide (Fig. 31). The machine was appropriately 

named the ENIGMA--for solution of messages enciphered by its means was believed 

to be impossible• .oP :aeul:y o&&. 
,__ ' ~"(> ....;~ 1..-:. 

-I' 

In F1g.~l ~-{~-I1 1s seen the machine with the top cover 
f. 

plate closed. At the front is the keyboardj above it the indicator board, con-

sisting of lamps underneath glass disks upon which letters have been inscribed. ~r~ 
tf'-'V\. ~~·~·-~·..Cr-,1-Q.!I'" ~l~ ~--,t... "-~._t.., ~~-~ 

Above the indicator board ~t&-the=lef.t. are seen;\~; fefitPheries of four metal r~ 
~ WtJ>..d'.;... 1..! 't~-.<.. .&"'-"-C.-~ \ (,:~ _,c.,c!.,.z... ........ -%' ~- '"'\ ~~~.(. . ~~I 

notched vrheels,,
1 

a.t tbe--lefiT-.,A. switch~ which can be set to "encipher", "de- :ff,!_::::-.... 
\/.1 .o-~...u- • l" ~ J.?eitt. I ~~ J·t~ 

cipher" or "neutral" pos1 tions" A:t;..-tJ:ie.-1-~.;&. n Fig.~l-.!(3:e:bei~ the top To ft,. 
,\.. ....... ,..Y .. I 

/ I " I~ 
;, ....... '\. 

cover plate has been removed, exposing the internal ciphering mechanism. Three e: fJ[.r'" 
c~_t' .. c ... ____ _ 

~~~~~ ~gv I have some doubts o~~his ~estion of priority of invent1o~ in this case. 
~L~""T:~ ... - ,.Hebern began working op.·'iJle'~l~e.t'ln.l910 or 19ll1 although his fi~t u. S. 

.. '(OI.C• 'l'n..!\U1. '"'&. ,.. .. • -w. u c.. 
" appl~cat1o~ was filed on I" f"1~v _\.. \CJZ-1 • The date of conception may be ear ier than 

7:: . on •• ,r ---~9~*' I do not kflo~ vrhat ~t' :Wis'?'"TI;e date on which _:the'" application f~r a patent 
~~r' on !FA rotor mac~ine was filed in F;urope in lfa....,~~~;:-~ 1 by S'fl~ inventor named 
~-..: o A,~..,.. S~~ ~ ll ~.s~y.-:\:>~""". • vt \7 · · \ 

0 v C? D 9 ;; l,. o · ........ - = ..... t"" 0 /J 
~ ~ / 

/ , / 
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ahoY ,ou the interaal. works vbich contzool. tbe rotat!Ds eleaats aDi c1pheJ'1Ds 
wJ..t ~~~ 

wheels but F IIIR aile¥ ,..,... the next step 1D tbe 111-

proveJm.t- of such c~pbic D&Cb1nes, which llllde it possible to eltmiDate 
I 

the tedious job of recol'diDS, by baDd OD paper, tbe results of enciphermD't ozo 

dec::Lphe:rment. 'lhis vas dcme by 118&DB of a print113g •chaD:1em vbich was associated 

with the cryptosz'aphic mch111e. Here is a slide (FS.S. 28) which shows the assembly

tile B-211 cODDected to a Rem1Dgton electric t;ypewri t.er, modified to be actuated 

by impulses f'roiD the cl')'ptosraphic IIBCb1De. Of course, it was stural. tbat the 

next step would be to make the recordil28 •chau1sm Bll irltep-al. part of the cr;ypto. 
:.<t:-,{1 ..... 

,'l 1 gnph1c •clWle· 'lh:1s you caa see in the ne~t slide (F1g. 30) 1 1D which the tour 
, I 

~tat1D8 members ref'ernd to 1ll comaection with F'18· 27 and wh1ch control the two 

cQDDQtato:ra also llltDtioned in cozmection v1 th that fipre are clearlJ' seen. Tbe 

slide-bar macbaD1sm at tbe r1ght, called the "buTel" or "cage", controls the 

displacements ot the printiDs wheel in tront ot it and causes the proper letter 

to be p:r1Dted lJI»OD tbe 110'9'1118 paper tape seen at the front of the DBChiDe • 

. Nov we COIIB to tbe aext ud a very' 1JD.portaDt deftlopaent, cme f11'st coaceived 
.._ - I ""' 

r)\. / 

/ 

by a Earopean irlvento:r/ YhO,...,. followed sOOD thereafter, but 1Ddepemently, by 'f! - A 

BD ~rtc&D inventor.'~ Ill this advaDCe the cil"cuits between the keys of tbe 

keYboard aDd the J.am.ps of the 1Ddicat!Ds boazd aft varied by electrical circu1 t

chaJisers called "rotors"1 wh:l.ch·rotate between fixed mem'ben called "stators". 
I ~p.,.J~--"'-&1-~ •. h ... 'frr t( ~.J ~ •• _" - ~ .... ....t.... ~ ...... --.c.....:. ....... ,._.;,_. fi~ ._ ?.<.,.., ... .: ...... , 

In Europe the first ;-.Of' such mach1Des put \1POD tbe max"ket for purchase 'til' ~ 1 

desir1Dg one 1s showD 1D the next slide (Fig. 3l) • 'l!be machiD.e was appropr1a.tely 

.Da~Bd the ENIGMA--tor Go1U'UOD. of messages eneipbezed by its means was believed 
- -, 

to be impossible. e :aeuiy "'8\t' • ..._ --
Ill Fig.31 at·tbe lett (labeled I) is seen the machiDe with the top cover 

plate: cJ.osed. At the f'rorlt is the keyboud; al:late it the 1Dd1cator boal'd1 con• 

s1st1Dg ot lamps tmde!'Death glass disks upon which letters bave 'been iDacribed. 

Above the 1Dc11cator 'boal'd aDd to the le.f't are seen the peirpheriea of four metal 

notched whee~, at tbe lett a av1tch buttoD which can be set to "encipher", "de

cipher" or "neutral" positiODS. At the right iD Fig. l. (labeled II)., tbe top 

cover plate has been removed, exposiJ:IS the interrml. cipherillg mechaD1sm. 1'h1'ee ')~ "' ... fr.,..) 
' ,. 
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rotors or connection changers "in cascade" can be seen attached to notched rings. 

The rotors serve to change the circuits between the keys of the keyboard to the 

lamps of the indicator board. In such a rotor there is a circle of 26 equally-

spaced COIJ.tacts on the lett face and a similar circle of contacts on the right 

face; wires passing through to rotor cozmect the contacts on the two faces, two 

by ·two, and these connections are arbitrarily made. The rotors have engraved or 

painted on their peripheries the 26 letters of the alphabet.J which l:e'4i11eN can be 

seen through small windois in the cover plate/ so that the rotors can be aligned 

to the initial key setting. At the left of the first rotor is a stator, on the 

periphery of -which are also 26 letters of the alphabet. This stator also has a 

circle of 26 equally-spaced contacts, but these are only on its right face and 
. 

the contacts are connected by wires to 26 double-pole, double-throw switches 

operated by and associated with the 26 keys of the keyboard. The connections 

between the 26 contacts on the stator and the 26 switches of the keyboard are 

fixed. But the stator is rotatable and its position at aDY' time can also be seen 

3\, through a window, labeled 3 in F1g.31 (I), so that the initial setting of the 

stator and the three rotors can be seen through the four windows. The initial 

settings of' these four elements constitute the key for the starting point in 

ciphering operations. I used the expression "in cascade" a moment ago, in referi:ag 

to the rotors, which simply means that the current initiated by depressing a key 

of the keyboard passes through the stator and then thro1J8h all three rotors be-

fore reachiDg a lamp of the indicator board. In the 'F.NIGMA, when the current 
,...... 

./ exi~ts from the third rotor, thS.t is, the last rotor at the right, it enters - ow 
.,/ into another stator also having a circle of 26 contacts 1 but these are only" its 

left face. This stator is fixed, or non-rotatable, and its contacts are connected, 

two by two, by 13 internal wires. 'Dlis stator, called a "reflecto~ serves to 

return the current, which ex[/ts from one of the 26 contacts on the right face 
.:;' 

of the third rotor, back into one of the 25 other contacts on the right face of 

that rotor, thence back through a contact on the left face of that rotor into a 

contact on the right face of the second or middle rotor, thence through the first 

rotor to a contact on the right face of the left-hand stator. The circuitry in 

this machine insures that if' Ap•Kc, for example, then Kp•Ac, in the same position 

of' the rotors, that is, the cipher process is reciprocal in nature. The circuitry 

can be seen in Fig. 32. It also has as a consequence that no letter can encipher 

itself rat is, A_p, for example, can never be represented by Ac, no matter what 
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' paiBted 021 their peripheries tbe 26, lette:ra of the alphabet) which lette• can be 

-
settiDp of these tour elemsDts constitllte the ke:r for tile startiaS point iD 

' 

c1:pherillg opezoatiODS. (I used the expnssion "1D cascade" a IICIII!Ilt ago, ill nter1111 
L-

-
ot tbe roto:ra, that is, tbe cipher ~ess is :reciprocal iD mture. 1'he circllitr,y 

- ~~~~ 
caa be seen iD ~· .32< It also has as a cODSequence that DO letter CBD eac1pher 

itself that is, ~..g, tor eumple, ca never be :represented by Ac1 DO matter vbat 
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position of the three rotors and the lett-hand stator happens to be. The same 
// 

is true of all ~ther 26 letters of the alphabet. The three rotors ~· inter-

changeable) so that. \x_2J(l or six permutative arr&Dgements of these r~t'i;s is the 

' f maximum possible, since~ this construction the rotors cannot be~nserted in an 
...... tv.i '1.'-1)\ - +c.,A. 

"upside-down" position. In ~ther t~s of such machines the rotors are made so ' ~ , \ p 
~ , 

that the;y can be inserted in e~ ther a "rigb.tside-up" or i~ "upside-down" posi-
\ . 

tion. 'Ibis makes possible a maximum of 6x4x2 ort: lf8tations of tJ:Le three 

rotors. Of course, if more ~ ~e rotors are a: ilable, from which a selection 

of three can be made, the possibUities increase./ ey considerabl;y. The stator 

at the lett can be moved oDl.;y b;y ha.Dd; ·~t.~ ector at the right is fixed in 

this model of the F.NIGMA. Depressing a ke ~of the keyboard causes the first rotor 
/ \ 

"" to advance one step, thus changing the .lircuit~,from the lett-hand stator, thence 
/ \ 

through the rotors to the reflector,/~nce back ~ugh the rotors to the lett-
• \ 

hand stator, thus causing a sec depression of the·.._.~ ke;y to produce a different 
\. ' 

equivalent. 1me to tell you about h01! the rotors are caused to 
\, 

advance so that almost 17, letters can be enciphered before the window settings ... 
of stator and rotors re to their initial alignment. (~total number is not 

'?-~}-~c."' n ,----
in this case 2~ or ):7,576,but 16,900 ~6x25x26),for technical ~sons which there 

-isJ?-'t time to e+n.). Power for the electrical circuits is prov~d b;y small 

dey cells in box. at the upper right in Fig. 31 (II). \ 

The o ginal ENIGMA enjoyed a fair degree of success in sales but i ~s b;y 

no mean spectacular. When Hitler came into power, f'urtb.er sales were prohi~d. 

ce it to sa;y that it became the basis .for machines used b;y the German Armed 
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poa1Uoa ot tile three IOto1'il 8lld tba ~ stator~ to be. b .... 

1• true of aU the other 26 .letters ot tbe alphabet. } 'J!ba three roto:ra are 1Dter-

/ ehugee.bl.e, so tbat 3'12'J..,l or six J$Z'IIIUt&tive azor&Z2881111!!D'te ot these rotol'8 1e the 

mrtwm poas1ble, s1Dce in th1s cCID8tructiOD the ro'tora caDDOt be 1Dserted. 1D aa 

"•ide-do'WD" poa1tiOD. Ill other tJpea ot e\ICh acbtMe the roton are Bide so 

that tbet caa be 1Dserted ill e1tber a "rishtaide-Up" or 1D an "u;ps1da-dtND't poa1-

t1CD. 'ibis Jlllkea possible a Jllt.XiJm*l ot 6zU2 or ItS pel'llltatioaa of the thz'ee 

rotors. M eo\11"8e, i:t mZ"e tlum three rotors ue &.vailable, trom which a select1cm 
. ~ 

ot three caa 'be IIIB&i, the poaa1'bWt1es ~ase veq CODS1derabl.y. 'l!le stator 
~,-·~-~ t-N ~ 

·r:\~:i}- at :u· 1.8-rt_ e~. ~-~ ODlT by bald; the reflector at ~>~_et is t1xec1 tA 

r-,;:."<!A -~: this IIIOdel Qf tbe ENIGMA; A DepressiBg a ke7 ot the ~~cauaee the t1rat rotor 
~~ ..... • ~-~ 4-v ".-.;..,· % _,_ ft s. ~ ·.l'·if"·· _ 1\.-... _a.t.r ~~ , . 

4 
• '-to ~VBDCe cme step, thus. cltaaa'na 'the c1rbu1 t tram the[ len.-haDl statolj," thence 

. tbrov8h. tbe rotor..,.:to tbe l"etlecWl", tbeace back tbro\llh tbi .rotoZ'S 'lto tha )j..n

h.a.Dci\ statorJ th'I&S eaue·illg a~ seccmd depression ot the same ke7 to produce a ditterezrt _, . 
equival.elrt. I wcm•t take the tiDe to teU you about bow the roton 8.J'e eaused to 

""..,. w,_-.~ Orth~~...Jf ~o.,... -i-. }{:.,. WI'C1:4o.~ t... ,,.,. • ·.~. tt.-. ..,Q..~.:.... --. o~o--~--.;. c.......t< .,:;..~..,_._~Ji. 

advallce,..so tbat al.IDost 11,000 letters caD be enc11Jhend before tbe~ov sett~a 
.. <:-<.-\ k,. l'w-b~ 

ot ~te.tor am!, Z'O~ :re'brn to their 1Jd tial a11 gnmnt. ('Die total lUBber is DOt 

/ 1a this casa,...26j or 17,576,but 16,900 (26z25x26);tor teclmical reaacme which there 

.J 

·1BD • t tiE to explaiD. ) Power -ror the electrical ei:rcui ts 18 prortded 'b7 s.U 

dr,y ceUs 1D. the box at the upper riSht ill Fig. 31 (.II). 
~ -..~!#J~~ 
ibe OrJ.Sl.D&.L ENI<JI!A eJoyecl a tair degree of 1\lCceas 1A sales but 1 t was by 

Do JDeaus spectacular. WheD Hitler cama 1Dto power,. turtber sales were prohib1 ted. 

sut:f1ce it to say tbat -1t 'becaa. tbe basis tor PBCb1ms used by the Ge1'11Ul Arled 

Forces 1D World Wazo II. 

In tbe u. s.,_ 1D about 1920, a Cal.ifomla iJ:mmto.J" 118184 Hebem !Mependently 

COBeei'ftd a -'*Chine vhich he called aD "•lectric code". l:leben•s tiZ'st patent 

application 1a datfod 1"3 ~ll)"l.l aDd covers ai'.JDaehiDe aoaawhat s1JD11•r to tbe 
tt-_, I,J... { ~ •• h 

ENIGMA. but vi th saae important d1tferenees; the cipher alphabets produced by it 

were DOt reciproeal 8Zld, morecmtr, a pJ.aiD•text letter could represent 1 tsel:t m 

the cipher text.. Hebel"'l .mDBg8d to avoid these tvo walmesses by' 1Dcorporat1Dg 
.. _ ,..v .. -;1 .... ,,J' ~ ~r .. / 

a. av1 tch plate 'Wbich could be set one WB.7 tor eBC1pber1Dg B.Dd dac1pher1Dg another 
' "\{.. )J..., ( r 

way. On tbe other haDd, not as 1s the ease ot 't.Jie ENIGMA, the- electrical cun'ellta 

made cmJ.7 one traverse through the rotors .• :rather 'tlllm two tra'Yenes: 1Jrto the 

rotors via ODe circuit aDd back tbro'ash tbela via aaother circuit, as is the case 

1D the ENIGMA. 1D the HEBEHN, 1D enc1phermtnt the cunent went 1D cme d1rect1ca 

tb.rousb the roton -aner·:m dec~phenmrt 1D tbe l'eftrse direction Tia the 88118 path. 
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r 
'lhe Marlhall•Dewey corre8p0ndm:e 1• 10 important 1D cryptalog1c hUtary 

that I f'eel. that the whole of it should be 1Dcl.ud.ed even 1D tb1a briet history. 

When the letter was w1.tte:D it was, flf course, !OP ~and it wu only' lmdw 

sr-t pre&IU1'e traa certa:sn members ot the Joint Cougresaicmal. Caaaittee 

that General Mal'sb&'U revealed 1te cantents.8 91ue, 11i came 1:ato the public 

dcmain not oul:y on the vetr.Y dq tbat General Marshall was f'orced to pla.ee 

tt 11\ evidence-ita publication cauaed a great a~Uon 1D the nevapa:pers •• 

bu't a1.ao wbe th~ 4o vol~ ot the He!!!l!!gs ot tbat CCllllld.ttee were publ1sbed 

and put on Ale b)" the ~t of Doo1.11118!l'ts fir tbe GoVemlumt Pr1nt1Dg 

Office. 'lhe 41ecl.oaure of tb.e contents ot the Maraball•Deve7 COlTeapandmce 

vas indeed such a eanaat!cm that LD'E magazine pnnted the whole ot i't in ita 

iesue ot'-lT December 194-5, vith the foll.owiDS iDtroductton: 
i\ 

MABSIJALL-DEWft t.m'J!EBS 

GEl'lERAL '1'0LD CA.NDillM!E WE HAD :BBOXER JAP CODE 

Du):':!.1Sg the 1944 election c1211P'oisn. General George c. .MarahaU 
wrote two let'tet'e to RepUblican Ce.nMd&te 'lhaaaa E. Dewey, tel, 1ng 
h1m that Arm:! ~era had brakeD the Japanese 11ultl"a" code. 
'lhis taot was tir8t re"tealed in a ator;y by' t..tPE lditor1 Joh:a Chamberlain, 
wich appeazoed 1n LIPE, Sept. 24. Marah&U'a ~ae, ~wrote 
wa to foreeta.U Dewey's revelatiOll of that :tact 1n a possibl.e attack t\ 

· on the Rooeevel.t adm1n18'fa'at1on'a Japanese poU.ey before Pearl. Baztbor. 
!the actual text of' the letteftl rem&1ned secret uutu , ast wek, wen 
Qenetial Manhall appeared bet ore the Congre8s1o:nal. a~ ttee 
1nvest1gating ~l Ba:rbor and made the letters pu.bllo. 'lhey 
appear below. 

When he had f~ed re&A1ng the :f'irat two pazoagrapha ot the 
fU'st letter, Ga'le$0l' Dewe7 etopped becDh, as the ~lain 
article reported. "the l.ettel' misht possibly contain •terial 'Which 
ba4 already caae fran other sources, &1¥:1 tbat ~, a candidate 
for Pns1dent "WU in no position to make bl.1nd prauiaes •• , General 
Marehall aent the letter back again 'ldth aD intro4uct1on which .re
ll..-ed the goyeaor at b1ming coradi:tiou.. 91U time Dewey :read the 
l-etter and after J1UCh tb.ougbt aDd diecusaion decided not to make 'Wte 
durtbg the ~ of ~ tnto:rmat1on he previ~ hid. 

(POll MD.. ~'S !ml OELY) 

My Dear GoVe1"Z1Qr: 

I am writing you w1 thout the kt\ofllec!ge of an.Y other persou ~ept 
A&D:1r&1. KiDg (\lho concurs) becauae w &1'e approaoh1Dg a grave dilemma in 
the political. :reactions ot Congress regarding Pearl. Harbor. 

8 So i'a:t u ! em aware it has neither becm ucertained nor diacloeed, u 
knownl,Who gave Covemor Dewey the :tn:rarmation. But it u a. tact tbatAaa a 
patriotic citizen,. he acceded to General Marahal.lts request--he made no use 
1lbateYer ot the Tit&l secret inf'ormatian during the c-.pai.sD ~after it. 

(TIME's account specifically states that Dewey "held hia"' tongue. 'lhe War 
Department's most valualbe secret was kept out a£ the campaign." I know 
this to be true. ---WFF:-
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You w1J.l. understand trca the foregoiDg the utter tragic conae• 
quences 1f the present political debatea regarding Pearl Harbor dis
close to the enem.y, German or Jap, efl'3 suapicion. ot the dtal sources 
of infomation we nov possess. 

["'> 

'lhe Robert~~) report on Pearl Harbor had to have withdrawn from 
it all reference to this h1gbly secret DBtter, therefore 1D port10DS 
1 t necessarily appeared inc<m;alete. ~e same reuon mtch dictated 
that course 1s emm more 1mportant todq because our aOUJ"eea have 
been gsoeatJ.y elaborated. 

h a turtber aemple of the delicacy ot the eituat1onl\scme ot 
Donavan's people (the OSS), without telling UG 1 1astitutM a aecNt 
search of tbe Japanese l!lmbuq orticea 1D Portugal. As a J"elul. t 
the entire m1l1tar.Y attache ... Ja,panese code all ontr tbe world wu 
changed, and though this occurred over a year ago, we have not yet 
been able to break the new code and have thus lost tbia inTaluabl.e 
i.Df'Oftlation &CNl"Ce, p&rtic\1l.a.rl.y regarding the Bul'epeaD s1tw\t1on. 

A recent speech in Congress by RepJ:oesentat1ve Barne1a would 
cl.early suggest to the Japanese tbat we have been read1ng their codes 
though Mr. Be.mesa and the American public vau1.d probably not draw 
any such CDDCl1Ua10D. 

'lhe conduct of General Eisenhower'• c8111P&ign and of &1.l oper. 
ations 1n the Paoif'ic are cloael.y related 1n conception and tim ng 
to the !Df~iOD we secretly obtain through these intercepted 
codes. 'lbey contribute greatly to the Victory aod tremendouslf to 
the sa.vinp· of American 11vea, both 1n tbe conduet at CU%'Z'eJI't operations 
and 1n loOking towa:rd the early termination ot the war. 

I am Pl"I!Sent1ng this mtter to you, for your secret 1nf'Ol'llation, 
ill the hope that )"011 v1ll see your WQ' cle&l' to avoid the tragic 
result& with w1cb ve are now tbreatensied in the present pol.it1ce.t 
CtUiq)lign. I might add tbat the recent action ot Caagreas 111 requiring 
Arrq and NftJ' !DVe.tigat1ons tor action before certain d&tea bas 
compelled me to briDg 'back the corps cODDander, General Gerow, Whoee 
troops ee fighting at 'l'.rier, to testify here whUe the Ge1'118.DS are 
counterattacking his f'orces there. 'lhia, howeYer, is a verr JQ!nor 
matter compared to the loss of our code irlformation.~O 

Please :retUZ"D thls letter by bea:rer/I v.Ul hold. it 1n JQ' 
secret f'Ue subJect to your reference sbold you so desire. 

SIJ:OND LFJl!1'Ea 

'fePSHeBI! 

Fa1 thfu1.ly yours, 
G. C. Manhall 

(FOR MR. DEWEY'S lM!S OBLY) 

21 September 1944 

J.ty Deal" Governor: · 
// 

Colonel Clarke 1 J1J/¥ measengeJt to :you of yes~, Sept. 26, has 
reported the reault of his delin¢7 of~ letter dated Sept_,.. 25. A8 
I understand him you (X} were 'UI1Will1Dg to caratt ycurself' to any agree
ment regard.ing "not communicating its contents to &BY other person" in 
view ol :the fact that ;you felt you~ knew certa111 of the tbings 
probably~ :referred to in the letter, u auggeated to you by 
seef.Dg the wrd "ceyptograx.b," 8%ld (8) you could not feel that such 
a letter u th1e t? a Presidential. oezXliM.te could have been add:resaed 
to you ':!7 an officer in~ position without the knowledge of the 
President. 

10 ihe last tvo ser.tences 1A this paragraph were amitted f'ram the Second 
Letter. Bee footnote 11 below. --WFF 
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I 

As to <•> lhoV'e I a quite vUlinS to;haTe you :read what comes 
hereafter with the unde1'8tanding that you are 'bouDd not ~ cCIIIIImi
cate to e:ti¥ other pt:l"Son ~ porticu on Wicb you do not nov haVe 
or later recei Te ~aatual. lmowledge b'ca acme other aouzrce tlwl JO"Self'. 
A8 to (B) abcwe you haTe...., word that neitber the Secretary of War nor 
the President bu 1m7 int1Jaation Wataoever tbat such a l.etter baa been 
addreased to ,-ou or that tbe preparation or sending at such a CQIIIIDJDi• 
cation vas being cou1dered. 

I &eiJ\Il'e )"'U that the o~ pereone who aa'll or kDov ot the existence 
ot either this letter ¢' '111:1 letter to 70u dated Septi 25 are ~ 
King, seven k-ey otticen responsible tor securtv of m:Uitu'f aOIIIIINDication.sll. 
auy '111¥ secretary wo typed theae lette:rs. 

I am tr.Y1DS f11:1 best to ..- pla1n to you that this letter 18 
being addresled to ,-ou solely on 'l1l3 1n1 tiative 1 Admi:ral. K:1rJs bavi.Dg 
been consUlted only after the letter vu ~~ and I am peJ"&ieting 
izl the matter because the milite.ry h&zarc1s involved are eo aerioue 
that I feel acme action 1a neoesaar:y to protect the 1Dtel"eats ot our 
armed forces. 

('l!le second letter then :repes.ted aubatanti~ the text ot the 
first letter except for the first two paragraphs). 

LIFE faUed to note that the l.ut two sentence• in the penultimate 

paragtaph ot the "Pirst Letter" were cmd.tted tram that paragraph in tJle 

"Second Letter," but there 1a no expl-anation far the Clllliaston.ll Pezbaps 

r1t was simply tor the sake of brevi t)", bUt tbis aeema tmprobable. 

! In rrq firllt lecture I called attention to the :tact that the aeoourrt given 
--\-' I 

/ I - , 
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: 1n ~ TIME artide g1.vea cred1 t to Arrrq czoyptanalya1e for proy1d1ng the secret 
ti / 
' ,, cCIIIIIIUD1cat10DII !n1:el.l.igeDce "which enabled our 1'iavy to v111 BllCh spectacul.ar 

battles as tboee of the Coral sea and Mi~, and to wa;yliO' Japanese canvaya," 

wereas the credit 'for the c<w!!mJicatione intelligence which enabled our Na.'V'Y 

{ 

l . 

to win these battlea wu produoed by Navy c~ta. One cazmot blame 

the ed.1 tors of TIME -ror maldng such a bad enoor 'because the source ot the a-ror' 

can be traced direc~ to General Maraball.' e l.etter itself. Several ye~ ego 

I &$ked uq ~iltd ColOZlel Clarke, who bad carried Geberal. Marshall's letter 
I 1,_1 

to Gavemor Devey and 'Who was at the time a high level otficer 1D G-2, bmr 

sucb an error had o:rept into General Marshall' a letter/ and vas told that 

the letter which bad been prepe.red far General Marah&ll. • s signature did not 

meet vitb the Genen.l.' s W.ole-heu-ted a.pprovaJ. and tbat the General. himaelf bad 

moc11:t'ied it. Perhaps that is haw the error to which I have referred crept into 

~ 7'" it.- ·0ne caul.d butdJ.y expect General Marshall. to be entirel.y famUiar with 
I 

the teclmicaJ. cryptanalytic deta:Us involved 1n what he mmted to- tell Governor 

.. 

'\ .(\ 

Dewey, nor Should one cri~ze h1m tor not being able-, in h1a very busy~ ~ 'i: 

n The sentence beg1zming "I might add. • • " and tbe one beghm1ng "IJhia, 
however 1s • • • " were aDi tted. --WFF 

i ~ ... ~ 
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under TfiZ'T hea1'7 pzoeaaure ot events, to beU' in m1M or even to know about the 

ditfe:rencea between the en_, ..,..._. Y01"ked upon by the reqect1Te aDd aeparate 

A7sy aDd Ba'¥7 c~ic organ1:r.at10b. It is o:t couru »e>••1ble, indeed it 

JJJa:1 be ,_tbat 1D the cuea or certain 1m;portaDt JlaVal operat1ou 'nluable camr.r 
/' 

came fZ'<:II ••asea read by Arlq ~· and this ~ be 'What cCilfuled 

General. Marshall 1D 11llply1ng that all t.he czoedit belcmged to th• 'beoaw.e of 

their solut101'1 c4 the Japeaeae higbeat-l«mtl dipl~c c~eu, the one 

,... that used the ao-cal.l.ed "Purple Code," vbich -..n 't & "code" but a cipher 

mechiue. 

S1Dce the period dtu:'1Dg Wich tbe diacloeu:rea ot the Jo!Dt Congressional 

Inn litigation were -.de, disalo.uree vhicb 'W'ee d1sutroua so te:r aa concerns 

) the 1mportaut acc<D,Plisbmenta ot the two aeni.cea, betore and a:tter the Pearl. 

'1.· Harbor attack in the field of eC11111lUJJJ.cat1ou 1nt.el.l.1geDCe,, ud-. much lese hu been 

written and 11 nov in the public dCJIDI-in regll.l"diDg those acccm,pl1ebmenta, but 

fortuna~ no techD.1cal details ot sigD1f'icance have been d.Ueloaed. ll!nta 
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The Majority Report made five main recommendations, of' w.blcn me secuuu 

,1.1 REF ID: A62 83 7 
is of special interest;~ 

That there be a complete integration of ~ and Navy intelligence 
agencies in order to avoid the pitfalls of divided responsibility Which 
experience has made so abundantly apparent; that upon effecting a unified 
intelligence, officers be selected for intelligence work who possess the 
background, penchant, and capacity for such work for an entended period 
of time in order that they may became steeped in the ramifications and 
refinements of their field and employ this reservior of knowl~ in 
evaluating mteriaJ. received. The assignment of an officer having an 
aptitude for such work shoul.d not :iJnpede his progress nor affect his 
promotions. Efficient intelligence services are just as essential in 
time of peace, as in war, and this branch of our armed services must al.ways 
be accorded the important role which it deserves. 

I assume that due note of this recommendation has been taken by the 

services but how far it has been possible and practicable to insure that the 

recommendation has been carried out or l-Till be I do not knol-r. In this connection 

I think it may be of interest to cite what the distinguished commander whom I 

have already mentioned, General Omar Bra.dley, has to say on this point~ 

In thefr intelligence activities at Allied Forces Headquarters, the 
British easily outstripped their American colleB6Ues. The tedious years 
of prewar studies the British had devoted to areas throughout the world 
gave them a vast advantage which we never overcame. The American 

"-79th Congress, 2nd Session, Senate Document No. 244, Washington: Government 
Printing Office, 1946, p. 232. 

'J"Ibid, page 514. 

Y/ Ibid, page 253. 

~Op. Cit., page 33. 
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Arrri:f' s long neglect of intelligence training was aeeon reflected by the 
ineptness of our initial undertakings. For too :ma.uy years in the 
preparation of officers for crnrnnand assigoments 1 we had overlooked 
the ~eed for specialization in such activities as intelligence. It is 
unre8J.istic to assume that every officer has the capacity and the 
inclination for field command. Many are uniquacy qualified for staff 
intelligence duties and indeed would prefer to denote their careers to those 
tasks, Yet instead of grooming qualified officers for intelllgence 
assignments, we rotated them througb ccmventicmal duty tours, making 
correspondin.gly little use of their special talents. Misfits frequently 
found themselves assigned to intelligence duties. And in same stations 
G-2 became a durJ«)iDg ground for officers m suited to line carmand. 
I recall how scrupulously I avoided the branding tbat came with an 
intelligence assignment in 1Q' own career. Bad it not been for the 
uniquely qualified reservists iho so capably filled so :ma.ny of our 
intelligence 41:pbs throughout the war, the B.1'ID1' would have fcnmd. itself 
badly pressed for carrpetent intelllgence perscmnel. 

Have same of you pondered over the reason why an officer who reaches 

the highest level of cOII!!!!Btld in any &l'JIW 1 ours as well as in foreign azmies, 

is cal.led a "general officer" or "General?" It is because he is supposed to have 

by diligent st~ and first-hand experience learned sanething about everything 

connected with military operations. But a high-level generalist is not a specialist 

in all the operaticms under his cognizance and responsibility. As a field 

camma.nder the generalist could conduct his operations satisfactar;S:'ly w1 thout 

being a specialist in aJ.l the phases of warfare before the latter became so 

complex as it has become in modern times. Be can perform satisfactorily even 

brilliantly, even now 1 provided he has competent specialists to assist h:l.m. 

And it is in the very- iD.q)ortant areas of cryptology 1 in COONT and CCH3EC for 

m:l.li ta.ry 1 naval and air operations and services that you; if' ;you become real 

specialists 1 can be of utmost assistance to field ccmwnanders 1 the generalists, 

That is where you cane into the picture--as their responsible and qua1.if'ied 

special.ists 1n the quite complex operations of cryptology as applied in modern 

warfare. 

But let us leave speculations as to the possib1e applications of cryptology 
wM"""' _, 

in modern [are in the tuture, interesting as they ma.y be, and continue with 

oUr histoey of such applllcatious in the past. Let us first dispose of certain 

camnents in the Cao:NT area of that history, and specif'ical.ly to the rol.lt that 

C(M[NT (or "Magic") plqed., not only in the events preceding the attack on 
wi,.~:.Civ 

Pearl Harbor but also in the m:Ui tary, naval and air operations" ensued, not onJ.y 

in the Pacific but also in the European IJheatre. 

You will recaJ.l that in the first lecture I called to your attention an article 

which appeared in the 17 December 1¢5 issue of TIME :magazine, and which was 

based upon a letter that the late General George C. Marshall, then Chief of 

Staff' of the A:1:l1ly 1 wrote to Governor Thomas E. Dewey, Republican candidate for 

President in the 1944 election campaign. Here is a picture shOWing how the two 

a7J principles looked at that t:l.me (Fig. 1). In that letter, which was written on 
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Arltr'a lODS Mgl.eot- ot tatell..S.geMe tft.1tstq WU Heaft !'eflected by the 
~·· at our 1D1151&1 ~.. "8~ too IIIU\'Y ,..... :ln the 
~ttan of off'ieen tw • ad -isat'•'a, ve bad c:mtrlOOked 
the need. teN apeetaU:zatiOD. s.a IIUOh 80'\t"f'i\ies aa 1ntel.l..tgence. It 1a 
\ial'e&U~ic to ultUila tba.t e1tlt7 oftic• u.. the capi!I.Ci'tr air1 the 
1ncl=Jaatton for :field ftC"poltiUl• Jfatq' &'I'll Uld.~ qual.it1ed tor art&f'1: 
intel lfgeme dU\iea aJ'14 lDdeed 1mUld pftt_. to dtmOte their cu-ee:ra to thole 
~.. Yet msteaA ot ~ qua11tted ortte-. tar ~ 
aaa1gmlr:nta1 we Jtetated .,._ tbl'ougb QOJWent!cr&tll. dut)r to\1nt 1 l'!llktng 
c~ little uae of" their ~ t&1.er:rta. M:latite f'Jtequentl1 
touad tbiiiMlvn aaa!gaed to f.atelligEt!U!e 4\tU.et. All4 s.n .. ttA.Uou 
a-2 be¢at~e a 4UIZip1IJg gOUI1d tor ofticen 1U autted to lJ.fta CC~Dzut. 
I :reea.u. how ~ouaJ.y I &To1ded the 'brlmdt.rts: that came· 'Vltb an 

-~ u•1gtu;ent 1n 'llf1 ow ~. Jfad 1t not been tor- the 
untq~ quali1'!ed ~ Who ao eax-.b17 f'W.ed eo IIB1Q' t!f our 
~ J9bs thtoUShout the war, the e:l!ffl1 WOttld have found Itself' 
bad1T Pl'ftlled tor~~·~. 

Rave ec111tt of )'GU ~lJ'tc the ftU08 .- an offic.,. who ~ 

the h1RhH'tl ~eve:t. ar c ...-.a ill - (Aftq, ·Ol.U'S aa ~ .. u t~ allllea, 

1a oalled • "geaeftl. ~" f'd "Geleal. t" It ia beeawae he t• I'UppOiaecl to lumil 

by~~ and f'~ experieaee 1~ ~about~ 

cannectad nth 1dlttary opara.'t!OilB. But • hl&h•1evel. -~ u *" a •peatutart 

in AU the opet$:fi1dd \1Jltde bu ·008111~ azt« J~ibi.U:tr • M a field 

~the~~ o~uet b1a ~ou .-~17 ;4tbout 

be1rlS a jpec!al.1~ in aU the pb.Mu Cit vitft'8Z't! befCJe the l.atter b ... so 

ec:apl.u • 1t hu 'beOame :tn ~ ~. B• can p&S'f'orm ..Uti'~ ev~ 

~. e.b uov, pJ:'O\'tdet he has CJ~ apec1a.l.:!ns to aaatn b.1m • 

.bd it is 1n th& Vf'lf1!1 ~ areas at ~~ 1n Ca.tt:lr.r D1 0.~ te 

) m1l.itaz7, Jl&Yal.- ail" oper&t10D$ a:o4 ~that 70UJ u :fOl1 ~ale Z'e8.1 

spec18l.i.ts, can be ot utmost usutence, to ttel.d c:~, the ~N. 

!~!bat 11 wb.eJe 1c:ftt eane iDto the pi~ tbe1:r ~ble and qu&U.fted 

~fal1ate. 1n the ca.Uiw e~ex CJPEtfttiOU ot ~cmr ae ~ect 1n JIOderr). 

But 1e.t ·ua lu:ra .apeculat!ODa as to the poaetble appUea\tQU ot ~ptcdogy 

1JJ ~"~ SD -- f'u.t"ure, ~ M tb.,- .- be, and eantSlrnt! v.tt.Jl 

OU1" h1ator.f or ISUCh appU.ei1.Ucu til the pan. Let ua :rtnt diapoee or eerta1n 

e....u m the C<Jtafl' uea of tbat hiato171 I!LI.tC1 ~ to the I'Ole that 

ca4IN'! (or "'"""" .. ") pJ.qod, not aDl.)' 1ft the ·ersw ~the attack on 
~ ~ -

~ lfilzbo1" but a1ao ttl the· JIIU1~, Mftl. and &Sr opeatiomt"euued, not cm.1.)' 
!\ 

111 the Pao:l.fie but al.ao 1n the European 'lhea.tft. 

tou v11l. HCaU. tbat in 'the 1'i1'8t lectul'e I c&1led w JOUr ~tt.?n a article 

T 

~~%,~} 
Ste:f'f ot tbe Arnry, 'Wl'Ote to aovemo.r Thew• 1. newe:r~ Repulilioan cand1de;te tor 



-------:----------------------- - -

i REF ID:A62837 

27 September 1944, General Marshall practically begged Governor Dewpy to 88.7 

~ nothing during the cBDqlBrign about a certain ~e of very Utal.. information 

which General Marshall had reason to believe had became known to Governor 

Dewey, it having been "leaked" to h:lm by persons not authorized to disclose it. 

The :lnf'ormation dealt w1 th the fact that the U. S. had been readiug certain 

/ high-level Japm.ese codes and cipher.seven before the attack on Pearl Harbor. 

j 

The vi tal point which General Marsha.ll wanted to convey to Governor Dewey was that 

not onl7 was the information which had surrept1 tously been given to Governor 

Dewey true, but more important were the following facts !!!,, that (1) the war 

w.s still in progress; (2) the Japanese were stUl using certain of the pre-Pearl 

Harbor cr,yptosyatems; and (3) the u. s. was still reading the secret J~~""""e..se.

ccmmmications in these s7Btems1 as well as certain other enemy cammmications. 

'l!lerefore, it was vi tal that Governor Devey' not use the information which had 

came into his possession as to our reading Japanese secret cammmications prior 

to the attack on Pearl Harbor and that he not use as political BZIIIIDmi tion the 

unproved assumption, or even if the assumption were true; that the attack should 

not have caught us by surprise. I said in that first lecture that I might later 

give further extracts from TDm 1s account and, to continue the extracts fran 

that account, here they are: 

General Marshall had a long series of bad :manents after U. S. 
f'ly'ers, showing a suspicious amont of foresight, shot down Aamiral 
Yamaoto 1 s plane at Bouga.inville in 1943. Gossip rustled through the 
Pacific and into Washington cocktafi parties; General Marshall got to 
the point of asking the FBI to find an officer "who could be made an 
exam;ple of." ('lb.e FBI, fearful of looking like a Gestapo, refused). 

Once a dec!.oder 'WB.S caught 1n Boston trying to sell the secret. 
Once, well-meaning agents of the Office of Strategic Services ransacked 
the Japanese Bnbassy in Lisbon, whereupon the Japs adopted a new code 
for military attach;/s. This code remained unbroken more than a year 
later.6 !~!be worst scare of all came during the 1944 presidential campaign, 
when George Marshall heard that Thauas E. Dewey lmew the secret and 
might refer to it 1n speeches. 

- ... 
Yet for all these fears, the Japs never discovered that the U. s. 

was decoding their messages. Even after the surrender, the Army still ~j 
used Magic as a guide to occupation moves; though it had once been ~ed l 
to send a whole 8.1'2Q' into Korea, Magic showed tbat a single-regiment 
would be enough. 

~"/#pPf ... 
'lhe letter, on stationery of the Chief' at Staff • s Office 1 bore a bold 

heading: TOP ~Rm', FOR MR. DEWEY'S EnS ONLY. Candidate Thomas E. Dewey, 
his curiosity piqued, read rapidly' tbrougb the first two paragraphs. 

S If' I ever learned about the Boston incident, I have forgotten all about 
it. But I shall never forget about the Lisbon episode. --WFF 
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27 SeptEaber 19441 Genenl MIZ'8ball practical.ly begged Govel"D~ Dewey to l8r,Y' 

V ~~ nothing during tbe ~sn aboUt e. certain ~e ot ver.r vttal intematicm 

which Gelleftl Mlreball had :t'eUOJi to believe had 'beocme kl1om to ~ 

Dewey, it haTing been "leaked" to h1m by persona not authorized to d1saloae :tt. 

/~/ 
f 

I 

1he !Df'Oftll!lticm deal.t with the teet that the u. s" had been ftait''JS certa:S.D 

h1sb•leVel Jqu.e.se code& $¥1 c1P.,.ef
1 

even betOM_ the attack on Pearl Barba%". ·- \ 

Tb.e Vital poblt Wich GeBera.1. Mli:rahaJ.l t4mted to convey to aovemor Dewey vas tbat 

not ODJ.;y wu the Ulf'Oim&t1on 'Which had aufteP'titoual.y been stVen to ~ 

DJtWeY .,_I) but mere 1mpol'tant ~ the tal.l.OViriS :taeta Uz, 'tbat I (l) the 'WU' 

was at.Ul :1n pJ"Ogrees; (2) the Japanese wel'e stul. ut11DS certain a£ the pre-Pearl 

JJ.e.rbar cryptosyutema; .u;a- (3) -the u. s. vas at1U reading the see:ret Jo..po..v-~ 
I 

coumnm:lcations 1n these syatema)u well Ill oeftain ~ ~ Cdll'II!Uii'lca.t1ona. • 
Ml~~.-«.-.1~~~ ..... 

IJ!b.eretQXif:1 it was vital that~ Devey not use the infotmatian~lell hat 

- Jzoteb1• poa-ail 'tie..,... l'&A'Itug ~~ 
~ the att•e'r ea PeullJel!bor, am ·tbs~e ~j;JU'tttteai maunttt......t!m 

...,--- / 

Ue§fQ Jll4 M8W@tic.aiT ......... - re e.:s~:tcrt 11(4[0 .., .. 'ha-. ~k~ 

~ bevt aettSlft 1BPb'1~f:ee,. I said 1n that firtlt iecture that l might later 
~\t..-.IJ.. U)'IJ!J. k /.,,.._J. -..... /'-; : :__ ~ :......._' j..;. .· 

give furtber eJttracts f'rCin iJ.IIME's account and, to o0l%'9iaue the extracts tram 

tbat aceOUJ'It, he!"e they are: 

aenemt Mtl.nb&ll had a longuserlea a£ bad momenta after u. s. 
t:cyers, showiJlg a suspicious amqnt of foresight, eot down .Admit'al. 
~'• plane $-t Bouge.1nV1ll.e'ln 19'4-3. Goesip NStled through the 
Pacllic and into Wa.Bb1.tlgton eockt&U pa.rtiea; General. Mal:ehal.l got tc 
the po1!lt at asJdng the P'BI to t1nd an cd'ficer ''"who cOUl..d be made an 
exampl.e -ot. n {'lhe !'BI, feartu:l of ~oold.Dg like a Gestapo.~ ref'utled). 

once a decoder was caugb:t ~ B0.8ton trying to sell tbe tteoM. 
Once, we.U-meantng agents of the <>r:rice ·a£ Strategic Sel"Ylcee ~ked 
the Japanese .Ealba$sy/:lD Li8bon, whe:-eupcm the Japt:J 6iiopted a i1ew cede 
tor m:Uitary atte.ehes. 'l'.b1a code re=ained unbroken mate thaD a yeu 
later. 6 IJlu:t 'WOZ'8t scare of all. oe:ma- during the l.~ presiderltieJ. campe.!gn, 
when George Mal'ehall. hea1'd that 'lhcmea E. JJewey knetl thG secret at1d. 
m1e)lt ~e:r to it in speeche•~ 

. -· 
Yet tat: au theae tears, the Jape never di.scO'V'eled tbe.t the u .. s. 

was decod:S.ng their mesiJ86eil• ENeu atta- the eun-end•, the Artriy etUl. 
used l.tt.gic as & guide to oecupat1on JILOVel; though tt bad onee been ~ed 
to send a llhole ~into xore&1 Mag;S.c ehowed. tbat a single-regiment -'\ 
would 'be enough. 

~BEl! KEP.I! --:::;;: --
!the letter, on stationery of the Chief or stafi'•s Office, bore a bold 

beading: TOP SEXmEf1 FOB MR. DEWEY'S Ex:m ONLY. Clllc3.1date ~C!DS$ E. Dewey, 
his curiosity piqued, read l'apidly through the firS-t two pB:tagrapbs. 

S If' I ever l.eamed &bout the Boston incident, I h&ve forgotten all about 
it. But I shall never forget about the Lisbon episode. -WFF 
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I am writing yqu w1 thout the lqlowledse of B.nY other ...R.Ea:Scml....§.~ 
Admiral King (wbJL£2n~~~l..P.!-<!.~1!B_e -~ ~~ ~aRF-...P!S~~-aJE!Ve d&l.emma. iJ! 
.the po1itical reaction! o,t~,£esp r.§!..@-!d~ .E!e,!tl .... ~.£!:: 

What I have to tell zou below_!.s of such a hiS'h!X secr,!j;, natm:! .. ~ 
I f'eel £0111PeJd.ed to a!!._z9_!U!'!aJ.er .. to accept it on the basis of ygur not 
communicating its contents to g_o~er person and.Jeturninp; this letter 
or not r~~ further and returning the letter to the bearer. 

Tom Dewey looked up i'rom ~e typewritten page. As he did the 110rd cryptograph, 
a f'ew paragraphs below 1 flashed into his vision like a red tra.tf'ic light. He maa::e 
his decision quicl:l.7,f'olded the letter, handed :!t back. Colonel Carter w. Clarke (in 
mufti) 1 who had f'lown f'rom Washington to Tulsa to catch up with Tom Dewey's campe.6gn 
went back,his mission uncompleted. [Here's a picture of' Colonel Clarke, (Fig. 2). 
Judging by the scowl on his f'ace the photograph :m&y" have been taken on the return 
from his f'irst visit to the Governor1 

, "!ou hav~ ~JfP:rd." It was September 1944. The campaign train rolled up 
througbt tlieJfid1-rest, returned to Albany. A f'ew days later Tom Dewey received 
another visit f'rom Colonel Clarke .1 

The Colonel,again in civilian clothes,handed over another letter f'rom General 
Marshall. 'lhe General hand changed his mind somewhat: 

"I am quite willing to have you read wbat comes hereafter with the 
understanding that you are bound not to ccmnunicate to any other person 
any pDl!tions on which you do not how have or later receive factual. knowledge 
f'rom some other source than :m;yself'. • • • You have-my word that neither the 
Secretary of" War nor the President has any int:lmation whatsoever that such 
a letter has been addressed to you. • •• " 

THE ~OCKED fiLE. 'Dlis time Tom Dewey read on. As he turned the pages 1 he 
tecaiii.e the first man outside the high command to know the f'ull story at "Magic" 
and what it was accomplishing in the)l6.r against the Japs~ (see above). The 
letter closed with a plea: 

I. 
"I am presenting this matter to you, f'or your secret i:nf'ormation, in 

the hope that you will see your way clear to avoid the tragic results with 
which we are now threatened in the present political campaign." 

'I 

~ 
I 

Tom Dewey locked the letter in his f'iles, went back to his .electioneering.' 
'Dlougb he had known before that the U. S. had cracked the Jap code 1 had suspected 
that lihis information cast grave doubts on P'ranklin Roosevelt's role before Pearl 
Harbor 1 he held his tongue. 'l!le War Department's most valuable secret was kept 
out at the cam;pa.ign. 

MEErDlG AT A FUNERAL. Recounting this story at the Pearl Harbor hearing last 
week, "!!"General MarsiiS.il recalled that he and Tom Dewey never discussed the matter 
in person until they met at Franklin Roosevelt's f"uneral last AprU~ "I asked 
Mr. Dewey to came w1 th me to the War Department and I showed him current Magic 
showing Japanese movements. His attitude was friendly and gracious." 

Had Marshall ever told Franklin Roosevelt ot the letters to DEnrey'l Said 
Marshall: "'l!:le President died without knowlegge of' it." 

'lbe Pearl Harbor committee blithely tosseda~B.Y one still-secret U. S • 
.. 1 tsaBIIIIt weapon. George Marshall's letters to Governor Dewey (see above) mentioned 
tbat the u. s., with the help of the British had decoded German as well as Japanese 
messages, George Marshall begged the Comm:l ttee to cut out these references. 'l!le 
Committee refused. 

Publication of the letters thus gave the Germans their f'irst knowledge that their 
code had been broken. It wa.s also a bl"Jillch at diplomatic mf'idence with the British1 
who had let the U. S. in on the secret on the understanding that it would be kept. 

,7/ ''A few days later. • • " But note that the First Letter is dated 25 September 1944, 
~e Second Letter, iahli 21 September. It is possible that Colonel Clarke we.:) 
unable to deliver the letter immediately but '1113' recollection is tbat he did deliver 
it the next day---WFF 



-
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· What I haYe to tell 70U below 111 ot 11uch a htsbl7 seem Datura that 
I feel cCIQ8l.led to ask JOU either to accept :lt on the buia of JOUr' DOt 
ccmmmicat!Ds ita contenta to &Ill' otb.er penon Bid munms tb!a letter 
or not read'"' u_v turther IID4 Z'ft11l'D1Ds the letter to the bearer. 

/" 'lalll Dewe.r l.ook.ed up tJ!'CIIl 't,a18 tnMM1-tten JB&e• As he cU4 the 'IDl'd ~@_, 
a tew ~ below6 tlaabecl mto his Yia:lcm Uke a ~ Vaftic 11sbt. Be Dade -

' b1s decision qui.;&l.J""fol.cled the letter, har1ded :& back. ColCIIlel Carter w. Clarke (1D 
mutt:l), who hacl tl.ow freD 'Wa81d.qtoD. to 'lldea to catch up with 'laD Jlew'e7'• c~ 

'}) ... ,t well't back,~a lliaaion \JDCOJII»leted. 'CJ:'lere'a a pictuzoe of Co1onel. ~,!r: (ng. 2)~ 
( f ' Juds'ns b7 the ecowl. ca Ma tace the pb.atoSI'&Pb J1JE9' baTe beea takeD oa tbe returD 

-, fran his nr.n vielt to the aovemor~ _ _ -

-

"You have '1113 WOI'd." It _. september 1944. 'lbe CIIIIPisD tn1D Z'QUec1 ~ 
~ tbe Midwest, Mumed to ~. A few c1q8 latezo Tcll1 DeweJ received 
8IIOther rtait fl*clll Ccdcmel Cl&l.'keW 

!be Col.aael.l\apiD 1D c:lv!lla cloth~:-ned over aDOthel' letter tzram 0enen.1. 
Manhal.l. !l!le Geilenl .. cbaDBed bia • JMD8Wbat: 

"I • qUite VS1Ung to have J'OU read vbat caaes Jut:re&tter with the 
~ that 70U are bOUDd not to cCJIIIIIN!d.cate to 8IQ' other pencm 
arrr »ort!au 011 which :,you do DOt ilow have or later NCei'Ye tactual lmowledge 
f'l'al'l SOIIl8 other source thaD IO'ftl1'. • . • You have._ wozd tbat &either the 
Searetal7 ot War nor the P.NsS.deftt has aD¥ 11ltf.Bat1on whataoever that such 
a letter haa bes 14dresae4 to JOU• ••• n 

). .c.r.lvf.}. 'l'BE LOCKJm Filii. 'lbia time 'l'ciD Dewe7 read on. Aa he tuned tbe pages, he 
"' bec.a the n.rat IBl outside 'the h1sh CCI!IIII!ftlld to Jmov the :tu.U. &tcn7 .of ''Ma81c" 

(( • <... • v and Vh&t it was accampllahillg 1D the )lftz' ap-1DI~ tbe Jape . (see abaft). 'Dle 
letter closed with a plea: - 1 

y. 1 

' v 
-- ...... 

../ 

/ 
" (. 

"I am pzoeeatmg this atter to JOU.. tor JOUZ' aeozoet 1Dtoaatton, 1D 
the hope tbat JOU wUl aee ;roar ,._,. clear to avoid the trasic t-esUl.ta with 
which we are now thnatened. 1D the pnaent pol.1t1cal caqpa1p." 

faa~ Dawe7 looked the letter 1n his t:Uea, weat back to his electioaeeriag'":"t-
'Dlclu&b he bad kDow 'before that the U. s. had cftCked the Jap code, had auapectecl 
that !Jh1a 1Df~t1cm cut 81'&'" doubts on l'nnkUn Rooaevett•a J'Ol.e bef'ore Pearl. 
Jla:rbor 1 be held b18 tempe. 'DJe 'War DepartlaeDt 18 lll08t 'Valuable 8ecret 'VU kept 
out ot the OSIIIPL!P· 

----~-

MEE'tDO A'l A FUIEBAL. RecountSDg thia 8tQZ7 at the Pearl Jf&1'bor hear.tng 1aat 
week, Geneml Maraha1l recal.lecl tbat he aDd 1'om Dewey raenr d11CW1H4 the •tter 
in peNOD unt!l they met at lrftutkltn Roosevelt's faen.l. lal1; AprU; "I asked 
Mr. Dewe7 to came with me to the WU' lleJ;IU'tmeA1; &ad I llhowed h1m c'Uiftllt Maa1c 
ahow1.Dg Japanese ~. B1s attitude wu ft!~ ud. snc1oua." 

Bad Maraha1l enr told PraDkliD BootU!'ftl.t ot the let-ters to DeweJ'f Said 
Manhall: "'.l!le Pl-ellideat died wtthout kDowlelge ot it." 

smcm:.r LOft 

'Jhe Pearl. JJarbor C0111Dittee bli~ tossed~ one a'tiU-seczoet u. s. 
[GoYezmaea:\1 wea:pon. Geozoge Manbal.l.' a l.etteN to Govezoaol- Jln87L (aee above)\ aeatloned 

tbat the u. s.# with the help ot tbe Bri:t1~ha4 decoded Oez'JBl u wall as Japaaeae 
message'JI Qeozoge Manba1.l. begged the CCIDIIL'lttee to cut out these zoererencea. Die 
Ccmatttee Ntwsed. 

Nbllcat1on ot tbe letten thus gave the GezaDa their t1Z'st Jmowlec)ge tbat their 
code had been brake. It was also a bJ:'ahch ot dipl.aaatic CDf:lcleDce with the British 

1
\ 

who bad. let the U. s. 1D on the aecnt on tbe \1Dde1"8taad'ns that 1t would be kept. ' 

',T/ "A fev CLij8 l&tezt ••• " But note that the Pint Let'tel' ta dated 25 September 19'1-41 

~e secand Lettezo ,C datedJ 21 September. It 18 poeaible that Col.cmel Clarke wa 8 
UD&ble to deU'ftl' the letter 1mmecl1atel7 but IV recoll.ectiCD !a tb&t he did deuver 
it the Dext ~--wr:r. 


