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telling any outsiders what they were pl.anning to do, and the now, when, and where 

of the impending operation. Mutua~ confidence must be estab~ished, so that the 

COMINT producers ~earn what the operations staff is pJ.anning,; they support each 

other. 

This ends the COMINT portion of my presentation. In the next and final 

period we'll devote our attention to CO~E9. 
• • • 
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The interception of the traffic is not only a complicated but also a very 

expensive enterprise, costly in numbers of personnel and equipment. If there 

were time I'd show a few slides of typical intercept stations and intercept 

positions. You surely must realize that the business of intercepting a message 

while similar to is hardly identical with that of receiving a message when the 

receiver is a legitimate member of the radio net. The intercept operator can 

hardly break in and say: "Hey, bud, I didn't get that l.ast group. Repeat it, 

please". The detection and copying or recQrding the intercepted enemy traffic 

passed over modern high-speed communications systems is a very complicated but 

important step--and getting the intercept copy back to where it can be worked 

on, that is, getting it there in good time, is also complicated and highly 

important. Much of the traffic has to be forwarded electrically to be of 

~ -: .. 1\w. ~~! fncca .*o ~.J'.~t.J.o N~A . -
anything more than historical interest, and this requires 1\ special communication 

e.$2 ... ~~ ~ ~ ..... J.~:J .o~l•j ~,"J'I..t~l))~ F'~ ~ So~ \1..~ 1 

kef 9'11'---.own .. -e-yet.ems-.. NSA is the largest user of electrical communications in 
. . -

the world; its communications center at Fort Ueade handles two million groups 

a day; it is the largest center in the world. It is fairly obvious that it's 

our communications peoples • job to get the tr,!ffic to the desks of the traffic 

(\ analysts and the cryptanalysts as fast as pos~ible and as accurately as possible. 
7).,./.p,·" 

.1 -----':;? 
.r.."~\.~'{ ~ ~ ~ 

The next step after interception is traffic analysis, that is, the 

reconstruction of the radio nets of the enemy and the location of their 

transmitter stations. This gives very important information on two counts. 

First of all, establishing or reconstructing the nets gives you order of 
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telling any outsiders what they were planning to do, and the how, when, and where 

of the impending operation. Mutual confidence must be established, so that the 

COMINT producers learn what the operations staff is planning; they support each 

other. 
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~ . - .. . 
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If there is any last word or impression that I would like to leave with you 
~ -
co'"' ~li c. n 

let it be that)in my opinio~the,..f'or.mer, though 4IJI' less spectacular and ~ 

Cnr-''' H·-.1,-. ~ ·\vv 
interesting than iil:le --latter, is/\"i;b.e more important of' the two. There are 

) ~ -
two reasons for D!J\ opinion. The first is that secrecy in the conduct of '"YI'\.~ 

~2f-focAk~"· ,p~., ~~ ~~~-,._~~~-; 
1\. military operati~s of' the highest im_p9l'tance t9~ success; ~ without 

~j. w\.~o--l, ~·~~~ .. ~h ...... \C ~t'W\Atl. 
secure communications ther~ can be l~ttle or no secrecy,A The second reason is 

~ 
one that is not so obvious. It is that your COMINT successes will" be eliminated 

-h4~~~~ 
unless the communications over which theAresults must pass to reach those who 

~ 1~~ ~ 'f'+"'C.r.t ,.""" c~ ·t~- ~ cwA ~to.) 
can use them are secure. Therefore, COMSEC is doubly important, once":£-ar_ itself' 

Q.q.~~,t~'-~~~"-"""a..,+o ~~ ~ Cot-\triT p.'!b.t-:.t o-J.. s~. 
~ and onceA~-COMINT protection. I'd therefore like to present for your 

consideration and rumination the following statement of' what I'll immodestly 

~J~b 
call Friedman's Law--something patterned after Professor Parkinson's Law: ~~~ 

In thanking you for your patience in listening to my rather lengthy 

discourse and for your courtesy in paying such careful attention to what I 
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OW'ta1A aeWcal. tn-• at intells pace, ncb u •taaal 1ntell1 pnce ••• 

aaS we W. too little faith 1n \he benetita ot agrea•1w UJ4 Ul'll'ecitting 

Jll.trol.l.:iDa "7 cc.b&t troops .. • • .. ~ ~ 'Jia&ic '• or aipal 

1rtteraepta • waa ~ 1 p&rtieul.&l"l7 at hl&ber echelcna J when tbe Germans 

~ ndto .~, our tourcw ot 1ntar.t10Q were &trout biJ;ved .. 4t 

Ia vbat I read. ~TIM£ 1A tbt tir•t period, the wrcl "JWJIC" •••me4 to 

l'ttfer ~to tM JVh1ue tba.t,. rocoaatrWltecl fot: •olviD& Japmeee l'oretgn 

ot'f'iee oO"WBBicaUcal. l&l Nal.i'\7 tbe warcl MA.GlC wu uae4 aa • aort ot code 

-- IUIC'ClS the 1Aitiate4 atd 1Ddoetl'U.te4 ,PenOU vbo ~ eat1t.l.e4 to receive 

ta. tat&Kl7 aearet 1at~ti011 tblt came &a. tbe •olut10J:a ot CJeraaD, ltaliu., 

.-! J&piQeH HQ1'et c~icattoas. '1'be 'terll wu 1ntr04ueed to u 'b7 the :Brituh 

wbm ve 'bqfiA 'to p.l.q tcptber iD tbe ~o earieMJ ve tamd. it llaetul 

u4 ..Soptel it, too. Later on vtt ca1111 to uae otbm' aecnt. worda to 4u1pate 

th1a •-crt ot tntell1pnce Mi to elw.up ~ vatda trc. "t. to \taa, far aeevrit7 

reucu. c~, cacnr.r 1a cOIIpOH«l at three t)"pel or eateaariea ot 1ntelll

....,., u4 liT tv the areate.t ;pe;rt at it ea.. trca tAWrceptiDc, NC:Ol'41DS, 

aJil •twl.J1.na ___, zwtio traft'ic. Tbe three~ CR" catecad.ea area 

(l.) 8plc1al. iatelltpnce, 'Which COI88 fto011 the •olut10Q Ud. proceaaius ot the 

~ .. ..,.. tbemlel.vea ard tJ» ruult 1a iAtOI"'at.tc:.. ot h1abeat reliability 

'blcaUH 1t ~, ao to aplllk, •ri&h't out ot the horae'• atUtb". (2) T.raf1'1c 

1zlt:.e:'llipnne1 vbich cc.n trOll tba atu4T or vb&t are ceU..S "tbe ~' ot 
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thee• ..._,data appl.ica'ble to aw:h thtap u ~1r calla1SQ81 the trequaciea 

~~ tbe 4~1cm ar toutiap1 &114 ao OG w &011t tbia cc.u iatorat:I.OA 

trca the at\1117 ot 'Uae- eDIIIQ''• veat.ber ••eacea, vbicb in wart• u4 even 1n 

PMO.tS. to a a.rta1n decree, ar. ~. ID. t.bia a11111ace tt•• har4J.T 

aeceaHZ7 w ~Ettioo bow 1llpc:lr1;&n1; a :role ~ natber :plqa in tM coaduct ot 

,..,. Receu.tl1' DA-. al.ao 'beeA uaipl(l onr.....U N&pOaai"bU1"J tar BI.Ill'r1 

tr tiaotrcatc ~. 'but I YOC •t so iDto 'tl:lat 1D tl:a1a talk. 

'EbeN 1a Ur417 Melt tar • t.o sift :rou a 4etWtiCR ct CCMIJfl', 'b\&1# 

perh&,. .X aboUlt\ cite ita tllree priAcil*J. o'bJecti..... nnt, to provide 

aut~aen·Uo Wc:c-..tiOD ~Oft polJ.q ..._.., to app-S.e tMa or the reaJJ.tiee ot 

t!le 1Jrte1"Datioal. a1tuat1CID.1 at t'be war mking e&pl'OUi'tiM aD4 wl.Ditr&'bWtieB 

of tat."*ip cOUil'tl'iee, aid at the ilrteD.'tiou of thoae cOUJI'triee rit.b reapect to 

UO'tlle:t OOQiltq. 'tAtr41 to prorlae Wlip iDto:L'Wat:l.cxl UHAtial. to the 

noceeatul proM~cvt1GD1 u4 Yital to a~ ot, the Jlel"io1 ot *tUitiu. 

It vu 1a r.ponee -to thia tb1r4 Mil lut obJective ot CQCiliT tlat World 

Vaz> n pw a 'b&'Ul1aa:t auve1".. I'a nre J'tN. voul4 tiD! tM 4eta1l.e4 RCJl'7 

ot tbe ••ce• ... Gt .fia'¥)'1 Arrq1 U4 Artq .Ah' Cc:rps ~ta, aDI1 ot •tr 

oppite •~D~r• 1a tJ:ile .. :ltieh Serrtc:ee c:m. Oeraxl, Italiaza ..S J'ap~Wne 

-·--- 111 Wcrl4 W.Z. II- l:dabll' ~atias lMti ~ _,_t 1aatt t:t.. I 

tbiDk tbe coctenta ot t.lMt Mlr•bal.l-Deve;y lett., trca vbicll I ree4 a bit 1a tbe 

_,_ 
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flrat ptr1041 vUllaTe to autf1ce .. Boveve, 1t h iteelf 11 autf'icient to 

a;iw rou a ]IIN't't7 fPOI14-. ot 'tM CCIG't&-1~1caa CtiCift a4e towar4 our v1xm'D& 

Varl.d. W.r II. lt 1a wa:tartwtate t.M.t QeQeral. ~sbal.l'a lJit1ic" vaa diaclosed 

4l\D'1D8 '\M Coaareaaiccal lfeciap tor it•a no;r 1I:L tM ;public 4c.1u aa4 ita 

eontata an \lOll~ now bovn 1A all tbe illpor't.Mt claDcer1ea and var 

otttca t4 -u.e varlA. Gneral. Mal"aball, JW'U r...-zbcr, 1A twa letter to 

CloYerDar Devq, aut 4ur1D8 tbe lKJt pol.it1eal. eft1111P1p ~ 1944, vu Ult:f.ns 

~ CloYerDar DOt to 11M certain inf'oratiOA DenJ aot lrt' aurnpt1tioua chalmellt. 

Bare are •~ 4iZCtl'l.eAt 1UUitr&t10DS ot 'the -.nn«r ot u;pl~t at CCKIH'lt 

41•ow tM point to "the p-ues1t d11Mm:a ie that ve have SOQe 

a-.. vitA tb1a b\\lineaa ot 4eci;pbtr1lla tbeir eodelt 'WltU w posses• 

ot:ber cu1a1 ~ u well u Ja~ao, but CIUl" .m bu1a ot 1ntarma-

t1(11 rqardias Bitl.el- 1a intatioaa 1n :~\&rope U obtained traa !~~.ron O.bia•• 

---sea traa Berlin repclt'thl& h1a int.er'Yiwa ¥1'\h Kitl.Atr aD4 other 

ortioi&la to tbe ~ ~t. 'l.'laue are atiU 1D. tbe co4H 

1nwl.w4 1A the Pear1 Harbor 8'VQ.ta. 

-t'o apl.&1n f\lrtber the critical. •tw:• ot thta aet-u.p vbieh would. 

lie v1pte4 out .W.O.t 1n an !Aatan't ~the leut. auapicioo were arouaecl 

~1D& it, tbe Jattle ot tbe c~ sea wu .._.... oo 4ec1pbered 

--..• ~ tberetcre Qll" ~- ahi~ Yel'e in the ri&ht place at tU 

ri&ht tU.. J'urther, ve vwe &'ble to caacn11rate OZL our lia1t.ed t~ce• 
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yauJ4 haw beel:l •a. 31 ••• 1l1l.d wt ot ,place. 

"We bail fUll. 1Dtanat1oo at the ·~ ot tbeiz' torcea 1A tbat 

.aftl\Ce aDA &lao ot 'the uall co farce cU.recte4 ap1 ut tM Al.eutiana 

which f1na'J11' '•"".-1 tl'OO',pl Oil Attu u4 lla:ta. 

"':peratioaa in the l?&oitie are lar&Ul7 pt4ed 'b7 tbe intarat:f.co. w 

~ ot ~· ~ta. Ve kaaw tbeir ·~ 1n various 

~ta of tt.ir COD.\'01il• 

"1'he be&'Q' loeaea reporte4 trOll t~ to tu. wb1ch thq austaizl 

'b7 reuOD ot our ~iDe action lar&el¥ resUlu t'roll tM tact tlat ve 

alltiai,pa'&;ed 1 1Jl J:l1a deatructi "Y'e &'ttacka • 

******•*•*• 

W'!b,e coa4uct t4 General Eiaenbover 11 au;pa.1p ad ot all operat10118 

ill tba l'*C1t1c are ol.oael.7 related in COACeption and ts.J.ns to the 

in:taratico w •ecretl.7 obtain throush ~ 1nterceptlld cod••· 'fbe7 

COiltr"i'tnrte sre&tJ.7 to tbe Victaey aD1 tremez¥1CNS~ 1;o the a&Ti.qe ot 
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~ liV'fllt J bath 1n tbe OODiluc'\i ot currat optrat:loM aad 1r& 

l.OCC1DS towv4 tbe earq t.raiA&tioll a£ tbe var." 

It will bl he.l.ptul to lla't. in ••Q.\ISAC• tbe •te»a iAYolved in tbe product1011 

iJ1tm:cept operatiOGa, M4 toptber vith tba int.ercqt there J~Nat be 4h"ect1011 

t1Dt11Di1 vbeA 10U are vorki.zla au tbe mo'bU. COilimll11c&t1cas ot ~or foreisu 

G"'W1 forces. The au.aJ.a.M., tar naaple, bave oco;plex c&llaip •1W'tea1 

oaqpl1cated lq ellitt1Qg ot tre~ia, ao tat it 1a illpartaD't to be able to 

148Ati.f) tranamaaiOWJ e1tber 'by direction ti.Qdi.IIS or b7 CID8 ot two otber 

t)pta or a.peratiOAa.. ODe 1a caJ l.t radio ~intuas, vhich tu:ee a.d.vaotap 

or the tact that every wazwaitter .Uta el.eetro---pet1c 1'841atiou eharacter:t.tic 

~ tbat t:raumitter aZI1 it 1a poas1bl.e therefore to 14at1t7 a tra.o.untter w 

ri\d)'iDS the clara.cte:rutio• ot ita e~~~D&ticma. Wlaa ii.be o-i~a Nt'Ve4 

'b7 '\bia traullitter aDl tbe t:raoaittina at&tic:a *"""*• tbe -.we ean be 

tollow'ed. bJ 2III!Ma6 ot the tr&Dilllitter*• '!inpr:FiJrt", ao to apeak. It u &J.o 

poea1'ble to 14entU)r operatara 11 Morse t.elesraph cc.am1catioae. That 1a 1 

ll'ftlr7 operator' hu cbu'acteriatiaa at hU owa, an4 70'l can 1:17 a~ tbet1r 

~. Much VCJl'k re"MiD• to be 4cae 1D direeti® tildill&, ill radio ff.Daer· 

:pr1At1D& a4 1Jl Morae opmrtar 14a\titication. 
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De ~ at tbt 'tiratf'1e 1a DOt ~ a c(Upl.lcated 'but al.ao a vt11:7 

expc:aaive a~, costly :lA nUIIIber$! of ~ &114 efllip~~ent. It there 

wn tbw I •4 ahow a tfN al14ea c4 t7,p1aal. iutercept at&tior&~~ &134 1Dtercept 

pi'tS.O.. You avel.T uuat nal.ise t!at t.'be business ot i.nterceptiDg a mua .. 

W1lA a1wnar to 1a ~ 14eut1C!&l. With tb&t or reaeiviD& a meeaap wben the 

naei.,... 1e a lAg1tia&'M ~ Ctt tM radio aet. 'fba iate:rcept opera.tat." ctm 

~break 111 a:D4 .q: 11Jlq1 btd1 I 414n 1t pt that lut 19-"0UIJ• Repeat it, 

:p'••". ~ ~oo ad copJina or reccri:iDa the 1ntercepted enar.r trattic 

pu•.S ovw lfii'Jd~ ~1p-apeed casm.1cat1ona •;pte. 1a a Vt1J!Y cClrllpl.tcated wt 

~ ste)-...-4 ptt1JI& tbe ~ cow ~ to wbere 1t can be worked 

oa.., that 111.- ertt1118 it t'blre in &oo4 tU., 1a wo cCIIIIplJ.cated &114 ~ 

1Jipartant. MUch ot the tr&:Uic hu to be ~orwarded electrioal.q to 'be ot 

~.are than bUtorie&l intereat, ad tbie requird •pecW cCIIIJI.Ill1cat10A 

ot OUt' own.,.. __ . liSA 18 the larpaii user or el.eetric-.1 eCBmmScatiOQS in 

~ VCC'l4J ita OGmaUDi<*tiOJW center at J'ort Mea4e banc.'lles two llill:loo &rtNpe 

a bfJ it u tt. lal;"pat ~ :ln tblt vcrl.4. It u fair~ obvioue tb&t it's 

oar ca.m1oat1CWJ peopl.Ata • Jot. to pt tbe trattic to the club ot tbe tra:rtic 

..:bsta aa4 the ~te u :t'aat aa pcw~a1ble aDit u &eC\R"&te~ u poaatble. 

'l'lla ue.x:t •te» after intereeption 1a trati"ic ~ia, that ul the 

noonnruct1on or tM r.d1o ""'" or the eM1IiY and the loca"ion at their 

tl'aJu&ai ttel" a'\at1oaa • '1'll1e s1 vee vtJ'r7 1Jip01"tant 1ntorat1on on two counte. 

l'kat at all1 eate.bl1alli.D6 or reoonstructtns tbe nata pve• you or4er or 
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ba'ttle vhicl:l 1a 'VWJ ~t. The r~cOA.It.nl.ctiou ot the .utvo.rka 1a not &ll 

-7 th1.na tor vJMm tbe caUaigna aD1 treqaenc1ea are cha.tlge4 ra.~. l:t ia 

a cur1ou tb1Ds tbat tAe aer..u •fMdled. to lie able to c:baDp tbeir c&llaigDa 

.wl tre~ies without too lllUCb troUbJ.a ..... ;tt pva u. a4 the :8r'ituh a good 

4e&l ot tr~ aa4 we bed to kAMp & &004 -.zrt people Wt"kiq &t it all the 

~--
Tlae nccal soocl reuoa tf% •naa&' na in traffic ~ia a that ever7 

oaca in a 'DUe 10lJZ ~1a Meeta a roadblock IWil)'OU. don•t :baw

COMift 1 :LA vh:1.eA can tbe 0111.7 thi.Jls JCN. have to t&U ba.clt upon u-. a.on.CCICIHT 

&004 ator-.tiou :troa trat'fic ~ia tram aillpl.y watcbi.IJ6 tbe ebb aDd tloW 

ot tr&t.r1c, cmmaee 1J:L rmrtinp, etc., tr'Ca. vhiah you. can aka illf'erencea ot 

vlat 1a ~or 101.1.\a ~ b&PJ~R. llow tbeae• Jh1al you, are iAterencea ... 

tbe7 are AOt ri&ht out of tAe :bar-He mouth aa decr)'pta are. 

!be AeXt •tep1 ot ~oar.ae, u CJ.7Pt&Dal)'81a, to vAich l •u return in a 

tw ... nt. 1 &tter l•ve out.l.:lAecl 'W!.etl¥ tbe IU.CCeaUq •tex- iA COMirfr 

;prol\IC'tl.OQ.. It u o\JYi~ tb&t t.be 4ecr)'pta, 1t tl:ley ve ill fareip J~, 

have to be '\i.raUlate« into good Engl1•h aid Vi tb t:be traul&tiOD ~e ia 

1n reception, u4 error• by cipber cl.eru ud ao Oil. fban tile nut thiD8 1S 

larp acal.e p:Qdu.cticm or exploitation. tou we not "ealina vit.h a~ or 

Juat a fw --•aau a 41Q'··there are tbou.aarlds or tbem. I • U show 7au. a 
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lilabtr or pencma ... Us thea to &Jl abaol.ute minimum. .All at tlwm have to have 

-ll.-
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he e~a Up with th6 anaver 1 aboutiDg Burek& I Well~ that picture 1a tar 

fl"CIIII the truth t!leae dqa, ~or cr;yptanaJ )"81a and CCMIIIT 11 "big 'buaineaa" 

nw--v.rr bis W.ine•• 1Ddee4, beca\18& ve•r• apeDdiD& nll over half' a 

billlon 4ollar• em 1t 1/Necy year AOW. 

~ia ot modern crypto-ayatems bas been tacUitated, if AOt 

.-Ae poee1ble1 b7 the uee and applicaticm Of apecial crntaDalyt1c aida, 

IIOI'tly ve device aDd u.• JIOC1Uicat1au ot them. More iapcll"tantl¥, we b&ve 

~tl7 ao.ne into tbe 1nvent1ou1 developDeAt 1 &DI1 prod.uct1c:m ot ~ 

apec1Al1SIId el.eet.'r-cmic c:rntanaJ Jt1c seA&etry. At 'this poillt I must take 

a fw momenta to elarif7 the picture and 1n aim,ple ~ teU you vbat 

aa4ceta clo tor ua. M l aa14 betare, the Mre number ot permu.tations aDd 

canbillatiODS atf'or4ed 'by a cr)"ptoaJ8tea pr •• un•t too aip.1f1cantJ it'• 

vhat they aaaunt to or 1Avo1Ytt 1n terms at cryptoaraphic ~ess aDi 

c~t;y. In moderll cr~1~ attacks OA tbe Cl")'l1to-cCJ~~~~~Unicat10A& ot 

Jmowle4pable SQ'9'8l"nmtDta what J'OU are up aa&Srwt uoe uaual.l.y quite complex 

eryptoayatema which~ involve, tar their aolution.,tbe making ot a 

areat mul.t1pl1c1t;y at ~heaea each crt which lllWit be tested wt, one atter 

the other, UD.tU J'OU tind the correct one. 'rhe Job ot the cryptanal.yat 1a 

to deTiae short cuta tar test iDa the ~beses 1 abort cuta otten balled upon 

the uae ot atatistica and at&ti.Jst1cal. theariea havibg to do with the relative 

-12-
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tnqpezac7 of letters. J*ir• ar ee\a ot ~ttua, 110l'4a, aeta ot vardl, aa4 ao 

•· Ollce had.JII 4n1ae4 the ;pl'oper test or te~tta tor each 1Q:potbea1a, or tor 

several c:OAQllft"ent bJpothe&ea,. buam labor owJ.d be aet to vark DBlc:ln& the 

llll.lical!l ol testa 1a ar4er to titd the COII."l'ect JJnotbeais ar :to cut out. tbe 

vut aJorf.tJ f4 izaconoect oa.ea. Wha eech teet :ltl coapl1t:ated, (# leD&'t!v'1 

it 18 obY1ou that JOU'4 bave to laaft, u ve uae4 to aq, factorial. a Cb'NMn 

to 4o the Job, or elae the job vou1.4 take •one ot time. llut it 1s our 

experteuce that~ teat which caD be M4e b7 bha.l:ld can be aech&D1ze4, act 

lt 1a turtber our experience tbat in ..,.t caaea it 1a practicable to build 

aab!Dn vbicb vUl a1re the teats. I 4oo.•t have to tell JOU. tat 118Ch11lee 

lc:a''t tire aa n.pi4.l7 a1 bU11111W1 1 tlJq don't AH4 JIUCh aleep, or tille out tor 

-.1.•, or ~or reereat1cm cno tor aut-b th1Dp u ehopp1DC, J.ave .. meJd Dfb etc ..... 

•tter than tile "care atl4 teediDs ot human t.tDp.w So, ve have ~Jata 

Who 4eviae the teatsJ tbeD we bave Cl")'ptana~1c uailleers who mec:bazume the 

tena, t.ben 4w1ae, 1nveut, 4enlop, G4 p.-oduee tbe acbSaes to ::pel".tara \be 

testa at high epeed. We bave to bave a1DteAance "'' neers to keep the -.ch1Dea 

5.rl. &oo4 vork!Ds orcle; aD4 t'be cr,y:pt&oal.yt1o uaiataDta wo exud M tbe 0\lt}Mt 

or tile •cb:I.Dea and vho are us~ able to take the correct qpotbes1e ar 

~- correct oraes and so on vitb tbea to tbe t1Ml stage vbere a. ke:r 1a 

~econre4. Bat 'We 111Q' have to have other •chiaes vJaicb ~ the recOYere4 

U,. to apecifie es-.s .a produce~ tbe plain teat. trom thea. »ut 1D all 

-13-
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~ perto:rm, at a h1sh rate or speed, prooeases vh1ch the hU~~BD bra1A aud 

'1"h1a ~ be a &Ocxl place to rea4 a ;para&£'aph or two trca a ver'¥ receAtll' 

conceptlOAa about 017PtolOQ' can 'be entertained even 011 tbe highest levels. 

General WedeJI!II.Ver states~ 1n aC~mtK;t1on vith b1a 41acuaaion or U.s. culpab111'tJ 

:fJl the Japaneae a-ttack co Pearl Barbo1'1
1 that Prea14ent .Rooeevelt ha4 uple 

tt. to 'broatlca.t a vai'DJ.Da1 &D4 be soea ca to ~qa 

'"IIMt arsu-at hu 'bea ..S. that n coul4 .aot aft'ard to let tbe 

~14ential wanams «oea DOt :bold vatc. lt .. IIOt ..... •tter or 

Jla'rills woken. 8pta1t1c co4eJ 'd&t ft 1114 4cme 'VU to cleY1H. achiDe 

which coul4 'bnak .., code p-09'14ecl S:t; YM te4 'tile rtpt cab1Dat1ooa _. 

OUZ' ext.\'-~ a1tle al s1tte4 or~•· arbe Jap&Dele Dpt cbua'1Da 

'tbet.r coda ~ tJ.- war aJIIV8¥• Aa4 we kept 'breaktD& thea U..t 

u a ~~atter ot I"OU'tiM." 

Voul4 that we W !84 •uch a .chiDe tbeA··ar that,. W 1t nov, tor :tt 

.. 
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•laple tbQU&bta.. It 1a to \e boped \bat tha reat ot OeDeral. 1ledemeJW'a boolt 

.IOW"1 I wa:Dt to ehov 70'1 ,;obat some ot these machines l.ook like. Here ie a 

h:l&bJJ' .. spec:t.e.lized World War II machine tor decipheriDS measaps; we call it an 

-.plain, z•u 887 We: In a c~ic proceasina center, va try to duplicate 

vith a ffN poople what tboual\Dila ot people OD the enerq aide are doiQa, 'for it 

takes thoUsaDda ot aoltUen to enc1;pher IU14 decipher 'tbe masaages of' tbe mB%Q' 
.... 

lwta4qua.rterrt 1J:Lvol.'¥'ell in 1ntercocwtni catioa. All theae •ssqes, or most ot 

oertain nuaber r4 :people to pt'oceaa them. It JOU 'have tM ke7 or kqa, then it 

1;o 4ee1pber the JDJesapa. As I said bef'ore, tbe machiaM gq DOt have aq 

wbat tbeu acld £\Ill c!o, u4 do so at & htp. rate of spted. Bare •a a picture or 

ncb a 4ev1ce. In tb1a AUt alicle you •ee a tabulato:r, a at8114a.rd tabul.atar 

" c&l.l "brute f'Ol'oe" optn"at1on.91 where you a:re tr,i.la& to solve a tbfug on the 

"bula at repetit1ou which are tw and scattered QV'er a l&rp volume or •••--· 

V.U, it ltiJU •ve cot aUlloos &DI1 miUiOWt ot letters 1 or co4e ll"O\lp& 1 the 

1ocatiou o~ those ~epeti tiona is a pretty laborioua tbiag if' ,.ou bave to do it 

-15-
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Gl" I8Tbe ha!lologiea, ua it 4oee it n.utOIII&tic~. These ntl.qs are •• 1; u.p 

Here is. a •eh1De Yh!.ch I personally call "Rodin", after the piece ot 

1110 coodJ I•U 1&0 back and take up the Dext one." AD4 eo on. It teata the 

Wlat •a caly oue a.U. •eottOG ot the machine. 

a f'w of 'thft. 
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Bee&UM ot tbe complexity r4 IKidcn Aish .. srado orJPt.o-•,.atelD8, the peat 

-.1ar1t7 ot that. cannot "be aol.ved iD the tielA, either &t tbe 1Atercept a1te 

• at a rear bea4quartere. Cc't&il1 lov-p-ade e;pteml and a certain UIOWlt ot 

tratr1c ~1• cu 'be pertc:&'Md 'by field units. Ita I•Ye already •aid. acme 

CC*Ift J*'OCe••i.Da can bet doae u the f'iel4 to •et certain 1.,..,iate n.teda 

ot ~iel.d c:a- bue cOPMpds 1 ar tar:cea a:'loat; bu.t u 1ibe cr1}Jto-a;yatems get 

__.. cOIIpllcatect l a11 'beg,.an1ag to be doubttul. Aa.l tar th1e cube puahed 

'Yflr7 llalCh farther .. 

kch Service prov14ea tcxr ita CJWU apecial need• in thU cateso:r:'7 but 

camrr proceaaing 1a esaent1al.ly a com;pla actirtt;y u4 -.cia ot it cao. be 

4oaa veU ~at a_JQl" proceaaq centers vllere the JJ.a1W numbora o:t h1.8ill~ 

u1ll.S peraonMl can 'be coacatrate4 aDii very apec1al.ized a:aal7tic -.chil:ler7 

ean be iDStal.led .aM a1Dta1Ditd. I'\ 1e not enoush to 1Datall. tbem--JCU. knOw 

tbe7 baft to be~ aDd that'• DOt tiU'¥· There is no pool 1D. civU 

oc~tiau trr ~ic agi.n~Mring and JBinte>.lu.oe ptt!r&oxme~--tlWJ ia 

aa impat"ta.nt f'act to :remeaber. We tve sot to tnJ.A our awn 1A pretty aaarq 

all oases. 

I want to eq a tw YOI'4a &bc:N.t tbe IL"e&t 1mpartaJ:lce ot coordiDatille 

CCIII1R act1v1tt. rith otbtr :in'telllpDce operatiou lUll vith tbe tactical 

ait.tioo. Altbo\lab c:<:la1tT 1JI tbl .aet rel1able1 tbe 8QIIIt tu.J.7 ud, iD. tbe 

1oDa run, tbe al8't inexpenaiva k1DC1 ot intell.:tpnoe, it JIIU8t1 u I've aaid 

~GL'"e1 atUl be e'V'8l.uated1 col.l.ated1 can"elated U.S coardiDated vith 
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~ cc:a1Jaa haa other aource•, it tat'~ tll1a reaiODI to poov14e 

4&a t~ cOYer &rill Jll'Gtecrtion ot C<ICifi aou:rcea.. Wbea a 4ec1e10Q baa been ..Se 

to take actiCIIl bue4 Cl1 camrr, carehl. .ttorta awt be .ale to iDaure tat the 

Mt10G oaonot be attr1Nted to CCIWiT aloue. 'l'h18 1a WJr71 wry isportant. 

Wba po.~•1ble1 actloo -..t al.V8.111 be preceded b7 auitabl.e recoana.iaHACe AQ4 

otlJer 4ecaptift -.urea 1 otberviM the SOOS• tlaat laya the soJ,4eD. esp YUl 

be kW.ed. I - &Oilaa to SiW cme trXIPI;Pl• ot vlaat 1a --.nt W CCIWIT cavw. 

CD a OC"'ta1n 4q 111 •oveaber 1~1 an Aeipiberecl code .. up wu MAt by 

& octain Japmeae •tatt MCt101l to & oertai!l Ja;paDeM Air rarce: unit, repst1DS 

&1Jo eacart tar ~o aca¥0J8 caz'Z71Dc troopa to reentar:-ce 't» HlW:ppiDu. 'lbe 

.. ...., s&ft the ll•wnber or ah1p1 1 tanker•, eaco.rt 'WNaela, date c4 cl~, 

port aDI. route, ud. J.IOOD pc»it1oaa tor the nut seven d.a)ta. The Maaap was 

lf01ve4 in WubiJagtoQ. 'lvo U,.. an.r tbe oonvcq lett, one N}IQl't, in a 

.... ..., Vbich vu alao iD1ieroepte4 aDLl aal'f'8d1 at&te4 tbat it bll4 been •i&hted 

b7 a B-29, vith atroos 1all1cati008 that tbe ~ o0G"f01' W. &leo been ei&bted. 

A tw boura later 1 ••aasea rrca tbtae coo.va,va reported looMe u toll.<Na a 

aix ahips 4etizdte~ aWJt, ODe 4iaabl..ed, cme on :ru-.. le:tc ve J.earne4 troa 

&DatMr aource that CJOa aircraft earrier wu &leo SUDk. But 414 ;you happen 

to DOtiee tb&t NSI&p about the B-29! It Jut didll•t happm to be cruiaiDg 

a:rCNDil there; it vu aent tbc'e to be owerwd. 

ot courn bawWaa aa4 experience point to tba aeceaaity ot explo1t1Dg 

•V'fll'1 )CMI•ibl.e wl"l~Ultaae a tact1cal 11tU&t1on &t'f'orCla, aad the tellptatiCIIl itl 

•tural.l¥ "'fW'3' snat, 1A tbe beat ot battle, to uae CCIIIlfl vheDeve:r aXllll wherever 
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it it a.vaUa'ble. This ma;{ lead to ouele33nEi&S vh1eh quiek.Q" J€'opard:tzes 

COMnl'1' sou.rcea.. Of cow;oae, tba full V'Cl.lue or eOM:mT cannot ~ rce.l.ieed unless 

opsraticmal uae 1a ..:te c4 it; OO:Pver 1 "ben ac-tion bued on it 1s oontel:plate4, 

pa1ble oaa.promiae 0: sour:o mutt aln.J& be bOt"ne 1n m.tn4 ad the da.'lpr or 

cQUpromiee w1gbed ap1Dat tbe mU:lta.t"y advutase• to be g.e1ne4. A minor 

military adva.o.tage ia Dever alone s\.o.tt1c1•nt e;ro.JUds tor riskiq tbe loss or 

the aource-·tbia ia a car41Dn1 ~1nc1~1e. 

Also -"e li'Wtt. u.ar 1n mind tbat. en-toaystoms "':!.'e -uauru.J.y vorl4-W'1de Ol" 

aoea ... wide in cliatr1'butio.n ana. c.lHllJc..oo n~B.1e aa ~ result or su.spie!('ln or 

CC8Jj~Z'adee tJWq theret~e bave * tar -reaoh!ne: c-or..~equenoe on tbe a'b!l!ty to 

prod.uce Cctmfl.l ehevbere. Tile C"~er seekins a. atnor ad'Va.Utaae by 'Cs1zls 

CCMI:lft in ane loeal.itr ~ thus deprive- &notber Co:r.w.n"n ~ ~~Uch ueetf>l" 

adv'rwtap or- even 4eny it 'to & Comn~~.ndel" ot a mJm.• operntiou. 

J'ina11~; aaother &Gpect of COG:"d1nat1on ia tbat 'be'b~en tbe Ol"eratialS 

officers cd the CCIIIm ot'ficero. The C<J.tt..lfl' authco:-it1e& should be co:-~ 

oriented to CiYG the opt.!Jawa COV'el&£e ror Opel"&tion& 1D pl"ogt'eSS • 'J.'here &l.'e 

Just so 1ZJq fa.cU:I:t1e4 tl.l:liS reraOilM'!.. a.vaUable, &:14 Dll.l.7 a part ot t~ 

aarmous am.ouut ot t:rat1'1e can 'be ot,tt'.~ and processed. Tbe:re:f'tn"e it 1a 

eaaential 1.hat the COML'1l' »t"o!.ucel'a be cot&StMtly !utorme~ ot eurrent and 

pl•Aned o.perat:!ona ao u to direct attentf.Oll where 110st nt:!ede{{. This liM a 

veey-, vc.r:~ 1Jn,partaut point to get a~oa• • It vas a d1:f'f'1cult Qlle to get acroes 
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tell.illa &Q.J c-~siders wbat tbe7 -.rere planning to 4o, aD4 'the hov, Yhea, u4 v:bere .. 

Witb tbe fO't'egolns 'Z'emarks I bring 'to a cl.oee ll,Y' talk 011 CCIE:IIl eDl COOIR. 

Xt t.here 1a a.::q las-; vord or b.press1on that I vould like to leave with you 

:Satereating tl:lan t.he latter i !s the !!!Ol"l! important or the two. There are 

tvo r-.sOJla t~ Zf¥ opill1on. Tbe ~1r!;t is that secrecy in tbs collduct ot 

ailltar¥ opera~iona 1z of tle higb~st :fl!lportance to their eueceae, aa4 Without 

aecur. cOPP'Dm'Jcatio.os there can be l.ittle or no seere~y. '1'he eeccul reuon is 

cma that i.e not .;o obvious It 1s tllat 7CJUr OOMift eucces•• will be el1a:l.aated. 

u4 OACe for COMm protecttOil. I'd the-re:f'ore lib to pra•D'I; tor ;roar 

oaa.a1derat1on au4 ruml.nation the :!'oUoving ata'terent or vbat I •11 1JamocleatJ.T 

cc»mc .. 
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have llt'e.sented for "jOUr 1.nf0!"!11at1oll1 let 0!- inVite those ot you who care to 



- ~ .... -~._,.._, ........ "' .. , •• ,, ......... '! ~: .... , ......... - ... ... 

and ~est same of you jump to the conc~usion that I've sudde~y gone psychotic 

and am suffering from a delusion that I •m a reincarnation of the great Admiral 

Maban, I hasten to expain that the "C" in such a tit~e for my talk is not the 

~ 
word "SEA" but the letter "C" and it stands for the word CRYPrOLCXUC. The ,.._title 

of the talk would therefore be: "The Inf'luence of Crypt~ogic Power on History." 

As a sub-title I would offer this: "Or how to win battles and campaigns and go 
~ ,. 

. ""' . .. .... . ... .. 
down in history as a great tactician, strategist and ~eader of men; or, on the 

campaigns 
other band, how to ~ose battles and~ and go down in history as an incompetent 

• !. 
I ~ ~ 1: .. .-.: 

coi'IDII8Jlder, a military •no-good-nik •. 11 

At this point ~et me hasten to deny that I'm casting any ref~ections 

upon certain successful--spectacularly successful commanders; names wil~ occur 

to you without my ca~~ing them to your attention--and there wil~ be names of 

men in each of the two categories--"how to win" and "how to ~ose" batt~es and 

campaigns--and entire wars, for that matter. 

--.:;> ~_;t- tv-. ._ a.!\o_~e\, ...... 
' - I:: 

Sometimes the course of history is materially changed by the amount and 

I ~.,.-- "' 
~Ua.lity of the COMI!ft and COMSEC avaiiable to fie~d commanders and also how 

. 
well they use these offensive and defensive weapons. Sometimes it is material~y 

changed by the absence ot cOMINT'ana COMSEC where it had previoualy been in 
* • 

Rc....~ o.~~\.. p .... - • 

existence and used. We · IHI&;ll. not~nciden~ et ell'ka -~and-we- may~e-tart-
- -r----- -. ·~ 

ld.:th,...an. 41Miiden'41 of the first type, ~-ia which 3.ots of first-class COMINT was 
1v..a,.c.Q......J..,.1q.,--~ (Q\\<\Irl'r ~J; ~ 8.¥ ~ 4ttt..~.t~ ~ r~-~ t{~"f 1 

available) ~-Uiu.y .. men'hiO&-t~ na": Peg.r.J.,~b.cr.~-many-·of you vil.l~no- . 

W .... ~t ~ ~-t~ , ... ~ 1, c- ~.1.~~~-""- ut \--("4.-~ ~~· ) O'M. w_ ~ .. \,.... 
<Lonbt th-i.Dk :that~ •m: ''RO"i-ttg "to go into tbat---st1lj_) ctmti'over"siarana a1s'astrouif" 

14 .-.....,.,],'7.-....,. "' "- 9......1-._ tt.~ e.,, .. \, l'lT fr..·t ;.a.. ......,..'!"'-",-;~ ~-
~isode. iD. :talk.,. .• Qm -I 1m- 11Gt-rJ:i.ld..U.,. however, us.e. . .J.t_.fil.,lil .Jt. jumping-off' 

\ 
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bel 1 eaai!: l!le"We! al. ~-tbeii11f-·4oraeti""'UC ENA~t& :liBil't1 II'. --"i!rone f'amo1lS-tJ!'ru 

:J--f..-_ ~ .... I-... \-.. uNW-
~~ameas the Battle of the Bulge,~a serious catastrophe was barely 

,._ 

averted because our G-2's had came to rely too heavily on COMINT, so that when 

it was Una.vaila:ble they seemed to lack ~ information or at least they felt '\-l..:t d. 

~I said that a serious catastrophe was barely averted but even 

so the losses were quite severe, as can be seen from the following: 

"According to Eisenhower's personnel officer, American losses in 

the Battle of the Bulge totalled 75,89~ men, of wham 8,6~7 were killed, 

47,139 wounded, and 21,144 missing. Over 8,~~~ of these casualties were 

in the 1~6th Division. Because of heavy German attacks, 733 tanks and 

tank destroyers were lost. Two divisions, the 28th and 1~6th, were 

nearly completely annihilated, although the 28th Division did subsequently 

enter combat after being rebuilt. nl 

~Robert E. Merriam, Dark December, 1947, p. 211. 

What happened'l Why'l 

In an article which is entitled "Battlefield Intelligence: The Battle of 
-- ,.. .. 

:. - . - • . . -
the Bulge as a Case History", and which was published in the February 1953 issue 

.. 
. -

of Combat Forces Journal, Hailson Baldwin said: 

"Intelligence deficiencies and an astigmatic concentration upon our 

own plans with an a1most contemptuous indifference for the enemy's, set the 

-8-
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stage in December, 1944 far the German successes in the Battle of the 

Bulge--a case history in the 1dos and don 1ts 1 of intelligence. 11 

illadequac ~~ 

There was a variety 

11In General Sibert 1 s word~ 1we may have put too much reliance on 

certain technical types of intelligence, such as signal intelligence • 

and we had too little faith in the benefits of aggressive and unremitting 

... 

JL-/ 
I 

patrolling lJT COIIlbat troops ~~..§U~~..,SJ:Jer.,- "i'lm..aerial 

~;;i;' ~.J!P-.badliiiihll!!' '«-~--
' o~~ty·itrgett~, 

11Dependence upon 1Magic/, or signal intercepts, was major, particularly 

at higher echelons; when the Germans maintained radio silence, our sources 

of information were about halved. 11 
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communications. 

The term was introduc~d to us by the :Br:l. ~ish when we began to play together in 

,• 

the cryptologic gardens; we found it useful and ~dapted it, too. Later on we 

came to use other secret words to designate this sort of intelligence and to ~ 

"'1 
change the words from time to time, for security reasons. ~ COMINT -::: • 

is composed of tbree types ar ~ategaries of inteLligence, and~ far the greatest~:! 
part of it comes from intercepting, recording, and studying enem;y radio traffic. Jj 
The three types or categories are: (1) Special intelligence, which comes from ~ '* 

~~-..t~\o ~~~t.Y~~~.~·~" 
the solution and processing of the encrypted messages themselves,\ (2) Traffic 

intelligence, which comes from the study of what are called "the externals 11 of 

those messages, data applicable to such things as their callsigns, the frequencies 

~~~,~~r~~~-k~. 
employed, the direction or routings, and so o~~and (3) Weather intelligence, ~ 

which comes from the study of the enemy's weather messages,... which in wartime 

and even 'in peace time to a certain degree, are encrypted. In this audience 

it's hardly necessary to mention how important a role the weather plays in the 

~ - J. 
conduct of war.~ ~5A ~~ ~rJL ,~ ~~-:~~ ift 
~L..\NT) ~~~er~o--u..)~..S ~~ w..l·g~-'t~~. 

There is hardly need for me to give you a definition of COMINT, but 

perhaps I should cite its three principal objectives. First, to provide 

authentic information far policy makers, to apprise them of the realities of 

the international situation, of the war making capabilities and vulnerabilities 

. 
of foreign countries, and of the intentions of those countries with respect to . 
war. Second 1 to eliminate the element of surprise from an act of aggression by 

-lf/J-
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another country. Third, to provide unique information essential to the 

successful prosecution, and vital to a shortening of, the period of hostilities. 
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.. :~ ILCtivitiea vitb ~r- :lntellipnce opl!trations and with the tactical situation. 

:. ~i · ~~,!~. ·~;~ ~t reU.~le, the ..,.t t~ ·~;:~~ 
.;t' :· :· .• ; '".= ',_' .• ·;-::::; . ··.. • . . .__ - . . . -

. '-inexptna:tve 1• +M: l ••&~4'Wit .__ lLieeit taeKpeuaiu• kind of intelligence, it must) 
·: 

"·· ~-~~-p~~ ~J -
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1o "' •"- a • 

• ' · · '. ;!i~~t;;~ ~ aourCea) ~ t:or ODl7 :::-...... on:~ to provide data tar 
I"'" a I ~I ... • ~ 

t' r • II -
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1
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~ ~ ,., .. ·., -- ~ t. : ,.~:-=--:- ~ -.. . -:~:a .. 

t~ .... • ..... .. .. , - .. !" ~ • .. 

... ~ .,_ action· ~ed ~ ;CbMm, cUe:tul-eff'arta DIWJt 'be mde to lna~e that the action 
.'· ., -:=:·'-- . ~ .- . -. . .. '""' . ..A 

..- .......... .. c, J, • - IN.e 
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-.. ·~~)>e 
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--~,· ~ ~-
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.. 4< ; .. .~· ,; ~'I"' - - ~ 
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.J- • I> ' ~--- ... I - - - a -
.. • 1 • ,..., I "" .. '" ~ 1 • 

- •- - 'J- I ,f ~.. .. .. .I'· .t:' • r"' ~ • :r- . Jr ' • ' • ':" 
J ,• ~ ,. - .. ,a:o.-=. I • • • n "' .. .. ..._ ' - .. 
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- ... '- . . ~ -
• • \,. I 0 l ,. • t :. 0 .. t I T" I 
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_.a.. - . . ' -
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. ;lUst d:tc1n•t ba.p;pen to be cru1ain8 around there• 'tnrt sent there to, be observe4. 
···j\. . - .) " ·! 

\ ' - . - -

-. -~-- Ot. ~~-8-~ ~~le:dp and e~:!.e~e point to t~- necess i t;y or' explo1 t:lng 
- .. . """ 

.. I - .... f.. ,... • ~. • I "':. • ·.: 

tve:ty ~pc)sstb~ ~:-m~ a. tactieal. situation &:rtord.s)a.nd. the temp~~ion is 

•. '. .. ~ ~t /~ tbe heat at battle_, to use COMlli'r whenever IUld ·wherever 
-.. ..::: , : _.. .. - ..... - .. - .. - ' ... 

,. 

,., . · i~ is availa1ile. This m8.)r leaa to carelessne·s~ which q~ckly Jeopar41a:~'s COlW'f.l' 
'f "1.'"' • • .. • _, • I ,. 

-.~ 

.. :r~ u:oe"·ia ~;at it~ bowevi!r, when action ;,:.ed on i.t~onteaq>i&ted, 
.. ,· ... ' 

,· .· . -. :r'ast'bi~ _ _:anpranise at source must aiwa.Y-s be barr.e in mil.ld and the danger ar 
.· 

· ··~ompr&ae ~1'i;hed a.1nat the milltlu"y a4va.nta.ges to be gained. A minor 
- r .. 

• , .I .. ... • 

l!l11itary advan:tage 1a newr eil.one suf'ticient' grounds for risking the loGs ot 
- ,; ... - ~ 

., ... ~. 

r. 'the so\.U"ce--th~s is ~ cardinal. prineiple. 

_, 

Ale~ we ;,_,~ ~ in mind that cryptos)rstems are ~ua.ily world-wide or 

.. 
' 
' .. ··~~~-'Wide iri diatri'but1ori anc1 cba.Qges irade aa··a resul.t a? susp1c1ro. of 

r._ll:l • • •_. r 'a' 

.. _ -- r ... ._ ... - . 
• • "" ... I .. "t' 

~OOipl"omiae may- therefore have a :tar-reaching consequence 011 the a'bility to 
-.,;. -- I "~ . . .. -..· 

p-a!uee COMmr el.aewere. 

~ u: .-..r 1 
- - -- -- . ua na 

The Commander seeking a minor advantage by utq 
.· 
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