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SUBJECT: REFORTS OF THE UK/US COLUNICATION SECURITY CONFERENCE
: 1. ‘The J.C.Se 2071. series provides the following backgrounds

fa_ The British ch:lefs of Staff proposed that there be a camplete inter-
changeo cryptographic principles and policy on a reciprocal basis in order to
solve the problem of the replacement of the Combined Cipher L‘aeh:lna, as well as
other combined comuni.eact.ion security problans

be The U.S. Chiefs of Staff informed the British Chiefs of Staff that
thoy were unable to accept the proposal for full exchange of information but re-
camriended exchange of cryptographic information in specific categordes, A 7-rotar
cipher machine under development in the U,S, was proposed for possible future use
aa a Combined Gipher Hachine, -
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2o In conferences in Vashington, commencing 21 September 1950, U.K. and
U.S. representatives ed that cryptographlc principles of the 7-rotor cipher
machine be adopted as/a replacement for the pressnt Combined Cipher liachine, Other
eryptographic. systems within the categories agreed on were demonstrated.and discussed,

3o The Chairmsn of the U.S, and U.K, Delegations jointly reeanmsnd to the U.S.
Chiefs of Staff and the British Chiefs of Staff that:

8, Immediately and on a continuing basis, therebeacanpleteml;mlnnge
of techn:l.ca.l details of the cryptographic systems discussed in this conference and
that technical visits to accomplish this be arranged.

b, There be ammual emfetrenees on theae aub;]acts for the next four years,
- to be held alternately in London and Wiashington, and that the first of thesé taks
place in London appraximetely nine months after this conference (July 1951).

8o The U.S.~U.K. JCEC (Joint Communications-ilectronics Gannittee) con=-
sider and rasolve as ‘a matter of urgéncy the cambined operational requirmnts in
the fields cavered by the conference,

do Interchange of information oa other items of combined interest such
as security aspects of IFF, authentication systems, and kay-tape generators be
discussed at future conferences, and that combined requirecments for general
point-to-point on-line encryption be discussed at the next conference..

Lo In the process of coordinating the Reports with the Armed Forces Security
dgency Council and the Joint Cormunications-flectronics Committee, it was brought out
that the conferees had agreed to disclosure of the T=-rotor cipher machine to the British.
Comxomwealth, . The Director, Armed Forces Security Agency, has recommended that die- -
closure, without prior agreement, be limited to the United Kingdom, Canada, Australia,
and New Zsaland in accordance with current policles of tha State=Defense lilitary In- '
formation Contrcl Committes and of the Joint Chiefs of Staff (J.C.S. 927/89). :
rocommendation would preclude disolasut'e of- tl the new eombﬁ.ned hnr machine to

or t!n Briti.ah Chiels afy cnntai.ned 1n ‘Enclosm ngn of J.c.s, 2(7!1./7.

5. . The British Chiefs ofShaﬂhmlndicatedaccepume of the aubjeeb repm'ta
. (JoCeSe 2074/8). £O 3.3(0)(2)
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6o Rismemndsdﬂnttbjdntncmmuﬁaoftmchdmamcah
feress be approved, subject to the limitations described in paragraph 4 above,
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