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UsCI®B:  23/30 '

8 Ostober 1951 ST
MEMORANDUM FOR THE MEMBERS OF USCIB: —
Subject: Pertuguese Communicaticne Sesurity, -

i. Purguant e USCIB declesion at the 68th Meeting, the attached -

detalied repert has been prepared by CIA and Department of State
represetatives.

2. Thie report will be considered in cenneetion with item 3 of
the sgenda for the 70th USCIB Mecting.

Y i JONES ' ’

J. W, PEARSON
Seeretarist, USCIB

Inclosure 1 Dept. of State mes dated 4 Ost. 1951,

UsCIBs 23/30
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DEPARTMuNT OF STATE -
wASHINGTON

4 October 1951

MEMORAND Uit FOR TyJE CHAIRJAN, USCIB
SUBJECT: Portuguess Communications Security

o

l. At its Sixty-eighth Meeting on 10 August 1951, UXIH decided
that the Departmeant of State and the CIA should prepare jointly a
detailed plan for a direct approach to the Portugusse Government
based on the proposal contained in paragraphs 11 and 12 of the /d Hoe
' Committee Report to UCIB on this subject (UCIB 23/22 duted' 7 .ugust
1951). The deteiled plen which has been prepared and approved by the
Department and Cla 1s pressnted ir the paragraphs whioch follow in
terms of its objectives, bases, the means available and the procedures
to be followed,

24 Objeatives of the plam,

o, To obtain assurances that Portuguese representatives
in NATO will observe requests of US ropresentatives
regarding the handling of classified information
made aveilsbls by the lnited states;

ba To reduce the leakago of COu#IC ard NATO TOP StCReT
and SECRET information through the insecurity of
Portuguese Communicationss and

. ¢, To imduce the Fortuguese Govermment %o make more use
of the authorized NMaTO cryptographic system (TYPiX)
and to compile their own books of cryptoyraphic sete
tings for use in commection with tha TYPkh,

3, baeses for the plan, The approach must demonstrate that;

_ @o The security of highly classified US information
, ard plans has been jeopardized through mishardling
by the Portugusse;

L

‘ be GObMIG :l.nformation has been involved; 1

Co The mishendling has included (1) disregard of the
request of a U3 repressntative making -the informa-
tion available and (2) violation of waTO security
practices;

Inclesure with USCIB 23/30 dated & October 1951,
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do-‘The US has received indications that the Portuguese
do not coensider TYPX a reliable cryptographic
system; and

e, The US considers TYPEX to be entirely suitable
and that its mliabﬂity can be demonstratsd
by appropriate US or KATO officials,

4o Means avajlable,

n, Direct access by the US Ambessador in Lisbon t.e :
- . ‘the Premier of Pertugal. g

Co Lfr Iobt.aimd
om & source in western .urope who had in turn
obtained the information from a- contact through whom
he had had brief access to a copy of the cable from
Jlri.ch to bis Govamment, The source and his original

of ahich the US Governmeni kas direct kmowledge.

5 Prccednreg. -

as The matter is to be bandled personally and exclusively
betieen Ambessador MacVeagh and Premier Salazer and is
to be known only to the Ambasszador among US Embaasy
porsonnel in Lisben,

bo Ambassador ilacVeagh is to recoive his instruction i.n
this metter in washington. ‘

~TOP SECRET SUEDE—

PL 86-36/50 USC 3605
3.3(h) (2)
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d, If considered suitable by Ambassador MacVeagh, his
appreach to Fremier Salszar is to be made along the
following linss: .

(1) Establish.the delicacy and urgency of this
problem to the US Government.

(2) Present the evidenoel |
pointing out that the or source
reliability are not known. but that most of the
_information contained in the report is known to
7" ba trup by the US Governument, and that it must
' be assumed, therefore, that those facts contained p\M
in the roport to shich the US Government is not
directly privy may also be correct,

PL 86-36/50 USC 3605

MO 3-3th1 2] (3) Point out that, if this assumption is correct,

the US is greatly concernsd over: (a) the leakage

of critical US olassified informaticn; (b) Ulrich’s
apparent disregard of the specific requesat for

speclal handling of the information contained in

para @ of the report; and (c) the apparent Portugueae
disregard for the authorized NATO cryptographic system.

(4) Require catsgorical essurance from the Fortugusse
Government that {a) its ropresentatives would
-obgerve the requests of US representatives regarding
the handling of classified information made avail-
‘ able by them and that (b) NaTO security practlces,
including the use of the authorized MATO eryptoyraphic
system, would be obaaerved at all times.

(5) Otfer the assurances of U5 Government that the
1Yrid is a reliable cryptographic system and that
its use as required by wATO security regulations
is a necegsary seourity precaution; pointing out
that, if the Portugusse require further assurance
of this, they might request a demonstration of
the security features of the muchine from either
the U5 Government or the security Coordinating -

omnittee of the haTO Stard Grou

AFSA FORM 781-C10S
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6o A copy of the | |to be used in this
approach 1s attached here¥o as Enclosure I, It oconsists of a
translated exiract from

7. Imbassador NacVeagh is expected to arrive in hashington for
consultation on or about 5 October, In ordsr that this matter may be
taken up with him while he 1s here, it is requested that USCIB ccnsider
this plen at its meeting on 12 October and that the views and concurrence
of the british in the general approach have bsen obtained by that tirme,

EO 3.3(h) (2)
PL-86-36/50 USC 3605
/ /8/ wo Perk Armstrong, Jr.
n. PARK ARMSTRONG, JR.

Special Assistant;, Intelligence

knclosura




(XTRACT = TRANSLATION)

A usually reoliable source, with excellent contacts in western
European diplematic circles, has provided the information set forth below
without, however, identifying the contact from whom he obtained the ;aporte

l, Rui Ulrich, the Portugusse Ambassador to London, recently cabled
a report to his Government covering a recent mseting of NATO representa-
tives in Lomdon, The salient points were as followas

bo

do

a, £

C
Co

The discussion at the meeting centered around the qusstion
of the admission of Greece and Turkey to the Atlantic Pact
organization,

Several members of the NATO group, notably the scandinavians,
opposed the inclusion of Greece and Turkey imto the NaTO and
proposed that a Eediterranean Pact be established which would
be composed of the major powers, and to which Greece and
Turkey would bo invited,

Ths president of the meeting did not agree with this pro-
posal, indicating that & Mediterranean Pact would merely

cause duplication of the NATO organization and would cause
unnecessary complications in political and military aituations,

The president added that the imsorporation of Greece and
Turkey inte the Atlantic Pact would not necessarily be cause
for war, but might increass politicel and economic pressures
on Greece and Turkey.

Regarding air bases, the president expected that Turkey
would make facilitiss available as had the other NATO
countries, but stated that the United States would admit
Turkey to HATO even with limited use of airfields. ; Ulrich
reported that this information was o ssnsitive that the
representatives were aszked not to telegraph it to their
governments, a precaution which he psreonally felt was not
necasaaryo

Ulrich concluded by advising that the Paot machins (sic)
was not sufficiently secure for sensitive informatien.

nt, Source states that the Jack of spscific details in the

report should be attributed not only te the fact that the informatien
mag received seaond-hand, but to the extremely short period of time the
information was mede availeble to him by his centadt,

Deputies.

dashington Commsnt. It has besn determined that the discussion reported
above took place at the 5th of July, 1951, mesting of the NATO Council
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UNITED STATES CCOMMUNICATIONS INFELLIGERCE BOARD

mcmmmm
Reference: USCIB: 23/18

1. At its 66th Meoting, 13 July 1951, USCIB approved the reforenced
Report, vhich roccomended that:

5. Ths U.S. Delegation to the U.S.-U.K. Conference on Frumch

comamications gecwrily be continued s an 8d hoc body to asesrtain
the exact extemt to which present HATO practices mey provide sscure:
ways end mssne, ¥ithin the framswork of these practices, to solve
_ the Partuguese problem.
¢. Further comasideration otmept:lomi, MMM

ingrove Portugusse communicstions security be deferred pending

(1) completion of the study reccmeenied wmer b sbove and (2) ESC |
and USCIB dscisions whether such action is to be taken vis-a-vis
the French Govermuent.” | | y

2. The Ad Hoc Committes has continued its otudy of the prohlem,
mmwmmumlnetsmammnmmmum.

3. 'The EATO security system apd regulations designed to protect
sengitive RATO information are adequate for the pwrpose®. The definitions
"COSMIC" and "NATO" information are clesr end susceptible of being
applied with precision.

#1¢ is enticipated that a rew docwment, D.C. 2/T, vhich wvas approved by
the Standing Group snd the Military Representetives Committee of NATO
on 13 April 1951, apd vhich is now awvaiting fimel approval by the
Couneil Deyputies, will soon become effective. The nev document will
werely amplify and, in small measure, clarify the curremt security
system and regulations. :




h. Some Portuguese commmicaticns vhleh contein information that
clearly fulls within the limits stipulated by the definitions are secure,
since these commmications are being transmitted by the authorized crypto-
systems, vis., TYPEX with simplex settings. Nowever, even in cases where
thePartuguesehaveuwaT!PEx, theirlackor "knuwhm“mthecmi
cation seewrity (COMSED) ﬁeldnmlthemmr in which they use the machine
mke those messsges possibly vulnerable to eryptavnslytic attack and weaken
the HATO TYPEX system as o vhole.

_ 5. Some MATO commmications, however, contein information which may
be characterized by the designation "HATO fringe trmffic”, and which
consists largely of national cosment on "COSMIC" or "RATO" matters and
documents. At the time that the definitions of COSMIC end HATO informa-
tion were elaborated, the question whether nmatiomal compent wes to be
consideved COSMIC or mo information wvas discussed and specific pro-
vision that it be 80 comsidered was excluded. This exclusion wvas st
' the Yequest of the Department of State, which, inter alia, did not wish
ite ovm representatives to HATO hampered in regmr& to this matter. In
the case of Portuguese ccmmnications, it is both COSMIC or HATO material
and this "fringe traffic” which comstitute the prinmcipal sources of in-
security of HATO snd U.S. information. ' |

6. In tmnmitting mt.tom.l comment, the Pmugweee member of the
Couneill Deputies in London prefare touse & Pm'tugusse cryptosystem mther
then TIFEX becsuse he fears thut the British might resd TYPEX messages,
since the settings ere provided by ths British. The Portuguese erypto-
systems used for this purpose is the Hagelin C-38 machine with such poor
procedures that in 8li probebility the U.S.8.R. and other coumtrias are
reading these Portugusse messages, even though they imy be transmitied
Yy rire systems.

7. Om 25 April 1551 2ll FATO membsr nations vere informed by
S%-616-;§1 that the Signatory lstions of the Horth Atlantic Treaty
&ganisatim were suthorized, in eddition o eoastructing thedir own

“TOP SECRET SUEDE |



Lo

Plugbonrd setting keys, to prepare individual netionn)l Books of Settings
for TYPEX, should this be desived, ™n order still further to preserve

the discreet nature of the chenmels provided for Maticnsl use.” They

wmmw;tfhemfmmt "the U.K. have prepared a
memorandum describing & secure method for the compilstion of simplex
settings and & copy vill be made availsble to other mesber mations 1f
desired.” The transmission of natiopal ccmment by TYPEX machines with

/PL 86-36/50 USC 3605
”o 3.3(h) (2)

nationnl settings is not prohibited.

8. mmmcmmmmmmmtnotaamgbmof
mMcmmsmmm&itmuoftheWtwtocmﬂa
wwmitsmmtiemlmw&ttingaﬂ,wmofmmmw
gantedtoccnstrm 1tsmmtiom1phngnardsettmy 'I.'herem,
inthemeoi’l’orm@l minﬂicatimsofaaintmtimtodomintha

near fubure.

10. The Ad Hoe Commitiee cmiﬁwed s pumber of proposals For action
which might be tmdarte.km to correct thi.s situation. Prel!.mimry to 1%:

deliverations the Commitiee agreed tlsst t.he nroteetim of

interests iz still the overriding fa.etor in this caae, ani that any
solution vhich would definitely pz'eduﬂiee them ahould e uwndertaken only
as & last resort. Of seven p!oposale worthy of serious comgiderstion it
attentively studled three which wh..:l.e appearing to offer the best chance
of nromxcing immsliate or, at lewt proapt, raneﬁial results, at the

% lineethehntmeetingofthehﬁkoecm-ttee information has srrived

indicating that as of 1 Auvgust Belgium has reported national assttings
for TYIPEX but without recourse to the basic British instructional mewmo-.
ranium.

ror SEOREE SUBDE _'



sape time would present the lesst denger or security risk to the U.S.;

'the Cosmitiee then unmanimously selscted from among the three the ome

which 1t deems the most feasible and best under the circumstances. The
doteils of the propozal thus selaeéedaredeﬁeribed in paragraphs 11 and
12 below; all proposals eve get forth in Enclosure "A", togetber with

emta -

v

1l. The proposal Pimally selected by the Ad Hoc Camumittee iz baged
. ' ' EO 3.3(h) (2)
upon these three premises: PL‘~\§6—36/50 UsSC 3605

c. A prompt emelioration of the present imscecure eituation can
be expected if the Portuguese could be:
| (1) Forces to comply with HATO security reguwlations;
{2) Given further infceirination so that they would acguire
f£ul1 eonfidence in the security of TIPEX;
(3) iInduced to meke more use of the HATO authorized erypto-
sssm(m); and
(4) Persuzded to take advamiags of the permission granted
HATO memibers to c@m their own netiomal books of
settings for TIVEX.

12. a. Thke selected proposal, hamed upon these premices, involves

& direct, and apparemtly (to the Portuguese) unileters). {U.S.) approach

o & Govermment~to-Govermment level, with a view ¢o delivering e shock
to tke Pmse'sovermmt by showing thet:

-5-




(1) Its representation on the Council Deputies {s delibver-
ately violating not omly a well-defined NATO cozmuni-~
cation security regulation to v!.ﬂ.ehl the Portuguese
Govermment solemnly subscribed, but alsc manifests
1fttle hesitency in disvegexrding an expresaly stated
reguest by the Preeidwt of the Cocumcil Deputies that
certain information be transmitted only by courier; and

(2) The security violation involved the disclosure of
highly smi_tive U.5 information of a charascter clearly
politicel end of highest importance to BATO end U.S.

E0-3.3(h) (2)
Security. _ ' PL 86“'—*'36/\75\9 USC 3605
b. The means or vehicle to be employed for this pln'poaevomd
be aetusl evidence based on irformation

C. Ihe Portuguese Governmemt would be informed that the U.S.
Gavmmt is so incensed and comcerned ahowt this flagrant violation
directl,v affecting its own security, as well as that of the vhol.e of
RATO, that it eonsiasred refwr:lng the metter to the Council Deputies.
Eeva'theleas 1t vas reluctant to take such action, prmrided that pcrmwt
steps would be taken to confect ‘the situstion sind that essurances
would be given by the Portuguese Government that the sction it will |
teke will prevent & repetition of ouch violation end dieregard of
gecurity procedures in future.
| c. These cgsurances mst ccuprise:

{1) Assurance that a reguest by & mezber govermment pre-
senting infovmation to & WATO body that such informe-
tiom be tmnamitta&.only'by sccompanied bag will be

_ strictly oberved; and
(2) Assurence that, vhen electrical trensmission mast de

employed, only the authorized NATO eryptosystom (TYFEX)

°6-




wﬂlbause&forthetrmmﬂ.aeionofﬂ&'lbinfm— _
tion, es provideﬂ in KATO eee\n'ity regn:nt:l.ons.

e. The epproach thus far would not go beyond the point of
taking cave of the security of COSMIC apd NATO TOP SECRET end
SECRET information [Ehe cbject of point (1) of paragraph 11cf; 1t

- would not take care of leakege from natiomal comment on FATO metters

|/fue object of points (2),

(3), and (&) of paragraph 1llc/. Therefore, the approsch should go
further and attempt to give the Portuguese suthorities positive

assurance that the TYPEX 15 o sseure mesans of commmication, but

This could be done by pointing

out, that: |
(-i) Unless some conirol were placed on the cryptosystems
enployed for the mwm of HATO information, ;
PL 86-36/50 USC 3605 :
BO 3.3(h) (2) © idemticsl or guite similer watter might be transmitted
in es rEny as 12 differemt systems; apd
- {2) A &@ingle erypeosyam,. i%., TYPEK, was selected by
the HATO Council after dus deliberation because of
~ the high degree of gecurity it affords when properly
| Shenl& doubt remain, 1t sould be suggested that the matter be referred

toﬁ);eStanﬁingeroup.

13 The Ad Hoc Comittee 1n\man1mm1nits opinionmtthil
m-opossl ghould e adopted for the following reasons:

‘p. It eppears to offer the only prograa for pronpt md:uu.
aetionwhieh affords both seenxrity avd a Feacopable prospect of
being eﬁective It is recognized thet, to be effective, any aprrosch
to the Pcrt!qgnese on this subject must shock them. This "shock” must
e of such.a nature that it will insurs their compliance with KHTO
security regulauons governing the treasmission of classified NATO -

Mmmtion |




'WFﬂ -
' PAVEALNY AN NS
| “PL86-36/50 USC 3605
EO 3.3 (h) (2

.Themofthefmgoingsppmaehaxﬂthecholceofl
e v:illprodmethis "shock”, since this
|::|commns these mtaubelments. (1) & violstion of a
'meﬂicmmwmmmmtdmcmﬂmputMmttom

=it the information except by courler; (2) a statement clesrly in@
dieating thet the Protuguenp repreeeutativu srrop.tes to himsslf the
apsbinty of raversing a jJudgment of the President of the Coumeil
Doputies as to the necessity for secrecy, and (3) e statement re-
valhgthemuattimontheuseofm _
b. _nmummtmmmqmmm
. positive evidence that the Portuguese sre violsting mo security

" regulsticns and that their commmicetions consitute s gmve risk to
'the security of the U.8. snd EATO hes beem

c. I‘baluopmvmsmmmorbmity_to indoctrinate
mmmmat_mmmtmmmmm security of the
TYPEX system; it can be conducive to getiting the Protuguese %o
use it for COSMIC, EATO TCP SECRET end EECRET information; and it
mey lesd them to compile their own TYPEX settings for trens-
witting nationsl cmeﬂ.t.involving such information.

k. Itwiﬂhemeessaryto&tninthe concurrence of the London
Signal Intelligence Board (LSIB) to this gropossl, which should be com-
mmicated to that Board without delay 1f it is sceepted by USCIB. A
draft of o suiteble mﬁmnﬂ:m to 1SIB is contained in Emnclosure "C".

15. a. The Ad Boec Committee ie of the opinion ibat the approach
to ths Portuguese outlined in psragraph 12 can be undertaken vithout
referring the matter to the National Seeurity Council (ESC) apd without



avaiting the HSC decision on USCIB: 14/132 | , gince the
roposed actiom does not involve f

b. TheCmitteealsofeelsthatthemctdmuaotmkmg

the approach, the specific U.B. oﬁ’icial or ofnei.als to be designated

to make it, and the specific Portuguese offiem urofﬁ.cia]:s to be
appmhe&,shmﬂdbedecideﬁbythebmtof&ate. A draft
ofamtﬂhmmmmmtatm&mmwsuwusattmm

Enclosure "D". ' PL 86-36/50 USE 3605
EO 3y 3(h) (2)

16. The Ad Hoe ccmittee conaiders thsks

. ALl the other proposels m forth in m:xom-e "A" except
Proposal B | eve
sui.table only es long~-ternm progmm

b. It would bes afivissble %o m..tiste action on one or move of

thogse proposals as prouptly as pmcticahle 80 a2 t0 sssure aend ex-
tend the beneﬁts viich may flow frmthe Ad Hoe Commitiee's selected
proposal for immediate action, es outlma& in paramph 12, if that
proposal is upwaveﬂ. and exccuted; a.nd

¢. Suck lopg-term actiom may also lay the groumivork for Proposal
B should it become recessexry to resé?rt to that proposal.

17. The A Hoc Comittee further considers that Proposals A, D, E,
end G, vhich are outlined in Enclosure "A", do not fall strictly within the
cognizance of USCIB, although they are ofintarest to USCIB: that they
shw.l.d. be studied in datail 'cy the W: security authorities
-wmmmuﬁmwmme,mmtmywwrema

to these svthorities by the State and Army mewbers of WBCIB. It mey be
'@t@thtsm&melm-mmmhmmmmm
senge that they would reimforce one another and would de most effective
12 underteken tégethar uder the semz autbhorities.

18. Mmally, with reference to the directive givem the AR Hoe
Committce in USCIB: 23/18 to explore the possibility of instituting



safegusrds imvolving greater use of courier service anl of bringing
this sbout through au approach to the Supreme Alli;d Commender Eurcpe
(SACEUR), the A2 Hoc Committee wishes to point out that the presemt
Portugueze insecurity involves commmications which are on the diplo-
mtic level an& not between militory personnel. For this reascm the
matter {c one in'which SACEUR has no jurisdiction.

RECCISERDATTONS
19. It is recommended that:
a. The action propoged in Paragraph 12, and Emclosures "C"
ard "D" be approved; | |
:b. The lomg-term proposals outlimed in Enelop&a "A" be

aceep%ed 1n.princiyle, for reference to the keeurity

authortties cr the nepurtmantn ot state and Defense.

PL 86-36/50 USC 3605
EO 3.3(h) (2)



PROPOSALS STUDIED BY THE AD HOC COMMITTEE
70 CORRECT THE
INSECURITY OF PORTUGUESE COMMUNICATIONS
" DANGEROUS TO U.S. OR NATO

1. PROPOSAL A: That an effort be made, through the Security Coordinating
Committee of the NATO Standing Group, to convince the various NATO members requir-
ing indoctrinati:;n, including particularly the Portuguese, of the security and the
adequacy of the TYPEX cryptosystem and procedures which have been authorised for
the transmission of sensitive NATO information.

COMMENT
This proposal might produce either prompt or long-term remedigl results
but the Committes feels dublous sbout the efficacy of such an approach aince it
has no elements of shock necessary to impresa the derelict NATO members. Past
_ experience affords no basis for a bellef, or even the hope that such a simple ap-
proach would be effective. The fatuous confldence which, as a general rule, those

~11a well knoun

and no reliance can be placed in this approach to the problemor the insecurity
of Portuguese commmications containing COSMIC or NATOTOP SECRET and SECRET

PL-86-36/50 USC 3605
information. /EO 3.3(h)4{2)

2. PROPOSAL B: That e direct U.3. or Q";S./U.K. approach to tl'i\'é\“?artugque

Government be made,

| The objective would be to force ipimediate adherence to COSMIC security
regu]ations',. thus producing panpt remdinl results, and Yo assure an eventual
reorganization and improvement in the seqﬁrity of all Portuguese communicatione.

a: This proposal is prect;!ii:ally fdentical with that proposed in

USCIB 14/332 in regard to | and involves a direct approach to the

Portuguese at the higheat governmmental level, vis., the Secretarj of State

| ~21 -  Bpslosure %A® with USCIB Ad
e Hoc Committee Report dated

S % 1?..

+




‘through the U.S. Ambassador in Lisbon to. the Portuguese Minister of- Foreign
Affairs (MFA). ' '
b. Such an approach necessitates bringing the COMSEC situation to

the attention of the MFA in a manner so dramatic as to shock him into taking
/PL 86-36/50 USC 3605
“EO3.3(h) (2)

speedy and effective action.
¢ The disadvantages of such an approach in the csa of the

Portuguese are:

* general insecurity-uindedness and loguacity ot the Por! se 1o “ .
whole make - this course dmm ° . [

(2) In the case of the purpose of delivering such

a shock-1s to bring about a drastic overhaul of the cryptoayst— and pra.c-

tices

There is, however, not only no immediate or ovezh-rid:lng

necessity, from the point, of view of U.S. aecnrit.y, of briug:lng this a.bout

in the cass of the Portugueae,

provided that segment of the insecurity which involves leakage of GOSMIC or

NATO TOP SECRET and SECRET informstion can be eliminated

/

3. PROPOSAL C: That a high-level approach to the Poituguese Gonmmnt
be made, disclosing our positive knowledge of Portuguese violations of th& COSMIC

security regulations | the

disclosure would be made ostensibly with a view to insisting upon Portuguese ob-

servance of those regulations, thus producing prompt remedial results.
COMEIIT
This 1sthepropoaalunanimﬂyagreodtobyth30m1tteemdis
discussed in deta,:ll in paragraphs 12-15 of the basic peper.

ko PROPOSAL D: That there be established a NATO courier service which
" would be adequate to support the presemt NATO agreement that all possible COSMIC,
NATO TOP ‘SECRET and SECRET information be tranemitted by pouch.




CUMMENT

Tha Ad Hoc Committee studied the’ ntter of. greater uae ot courier
gervice by NATO members and mrkhar uplored ‘the posuibﬂity of Instituting
safeguarde in the form of a note to rec:lp:lenta of sensitive NATO information
stating that befors the information is releaaod there must be assurances that )
it will not be forwarded by any electrical comwmilcation means; but if _nec_es-
sary to forward, that secure ecourier gervice would be utilized (ses paragraph
24 of reference Report). The Committee finds that:

ac The current regulations* relative to the trensmission of COSMIC
information and documents (Paragraph 14, Annex "B® to D.C. 2/7) clearly requirs
that courier service be given first priority as the means of transmission;
‘electrical cryptographic trensmission Mshould only be utilized when time does
fiot permit the use of accompanied bag "

_be u.s. Air Force, Army, and State Department air courier services
have bemn placed at the disposal of NATO governments to the limited extent that
such servic;ﬁ are available. However, even such of these 'sarvicea a8 are at
thelr diaposal are not used by the NATO governments for the transmission bf
national comment, since they are umrlling to rely upon the Mddabiiit.y of
pou_ches not acconpanied by one of their ows national courders.

ce A NATO courier service would not only be extremely costly but
also there is nothing to 1nd1¢.;a.te that the NATO governments would put much con-
- fidence even in a NATO courler service unless natiomal couriers of their own
selection were provided to accompany the pouches in each case of such trans-
mission. The availability of such courlers is questionable, in vimr of the
expense to each government, and, moreover, there are times when electrical
transmission must be used, so that the door would still be left open for secu-
rity violations in such instances, since the mt concerned might still
use its insecure nationsl system for national comment on COSMIC information.

5 P_R_O_PdS_A_L__: That there be established a security training program,
curriculum, and school for all eleiant_a of the NATO érganiut:lon,' bcrth. civilian
and military.

# Ses footmote to para. 3 of this Report.
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COMMENT

See comment under Proposals-F and G.

6. PROPOSAL F: That & bilateral U.S.-Portuguese security survey, similar
to the recently completed tripartite U.S.-U.K.-French survey, be made and that
this survey include among its objectives (1) the attainment of mutually-agreed |
standards for persomnsl and physical security and|

COMMENT

EL 86-36/50 USC 3605
See comment under Proposal G. EO 3.3(h) (2)

7. PROPOSAL G: That an effort be made to obtain adoption throughout
NATO of the Tripartite Security Standards now being considered for adoptiom .
by the UcS., U.K. and France. '

COMMENT _
a. The basis for Proposals E, F, and G is to be found in the
following extracts from NATO documents:

(1) Para. 3 of Appendix to D.C. 2/7, 13 April 1951:%#

s A the St level: The Security Coordiogiing
Committee. A Security Coordinating Committes of the Standing Group

ie constituted, composed of Fremch, United States and United Kingdom
representation, Security representatives of other member countries

or spokesmen from Reglonal Security Committeez will be called upon for
asslstance when necessary. The Security Coordinating Committee is
responsible directly to the Sianding Group for the supervision of secu-
rity within the whole of the NATO system at all levels and for the
periodic eaﬁimtion of the functioning thereof. Any security policy
affecting NATO as a whole will require final approval at the Council
level.®

*Seemm.topm.ioftmnmrt.
-l - Enclosure MAM with USCIB Ad
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(2) Para. 5 of S.G.-41/3, 10 April 1951:
w5, The Security Coordinating Committee Shall:
&. Be responsible to the Standing Group for recommendations and

gu:lda.pce concerning security policy.
bs Supervise and periodically examine the functioning of the NATO
Security System including COSMIC registriss end the COSMIC gystem of com-- |
mindcation. The authority of the country to be examined will be obtained
before the examination is carried out and it will be conducted by and with
the assistance of the country concerned.’™
b. Thess extracte are quoted to shtlm that perdodic Security Coor-
dingting Committes reviews of the NATO Socurit& System and its actual mnner of
functioning have been specifically authorized. '
¢ The Ad Hoc Committes has learned f.hat some of the NATO countries
do not oven have a doctrine or document dealing with such matters as physical or
personnel security, let alone standards to which their authorities should strive.
d. The physical, persomnel, and industrial standards of security
recently elaborated by the Tripartite Group, if approved by the three_ Govern-
memts concerned, will be applicable only to those members of NATO; members such
as Portugal will not be bound by those standards. If, however, these standards
were adopted by all NATO countries, this would be conducive toward improvement
in those phazes of security throughout NATO. Ths desirability of doing so is
beconing more clear &s NATO is growing in strength. |
@. Under the cover of such periodic reviews as those referred to in
gubparagraph a above, the Security Coordinating Committee, through the Standing
Group, could institute enquiries with respect to the existence of national secu- |
rity standards and the observance of all NATO security regulations, including
those dsaling with the use of eouriai- service and ele;ztrieal transmission.
f. However, even if the Tripartite Security Standarde were ndcpted
throughout NATO, training in their practical application and usage will be re-
. quired and courses o.t instruction of several weeks? duration will be necessary
as an initial step. Such courses could well -include mot enly the three above-
mentioned phases of genersl security but also the basic elements of commmication

~

w15 w Enclosure WAV with USCIB Ad
Hoc Committee Report dated
6 August 1951.
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security, and the proper usags of the authorized NATO cryptosystems. Such
indoctrination should be provided et all NATO levels, including that of the
Council Deputies. In order for this to be effective, continuous supervision
and review of the way in which the training is being applied in practice will
be meceseary. It s clear, therefors, that to be fully effective, the action
contemplated in these last thres proposals is heceessarily long-term and con-
tinuing in character.

. g The Conmittee is of the opinion that, in regard to all the
foregoing proposals, the matter must be discussed with the U.K. authorities
before ing approach to the Portuguese is made, especially if a proposal

PL 86-36/50 USC 3605
EO 3.3(h) (2)

- 16 — Enclosure ®A® uifh USCIB Ad
Hoc Commuittee Report dated
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ENCIOSURE "B"

# Underlining supplied,

=19 = | Encloaure "B" with USCIB
Ad hoe Committee Report
Dated 6 August 1951



ENCLOSURE "C®

Memorandun for Chairman, Lendm Signal Intqiligengé. Board
Subject: '~ Insecurity of Portugusse Communications
Enclosure: Report on Portuguese Wutim Security

1. The enclosure is a Repart spproved by the United States

" Gommmications Intelligence Board on ~, and involves actimn

proposed to remsdy a sitvation dangerous to U.S. and NATO security,
arising from the insecurity of certain Portuguese communications.

3. Early telegraphle rep]ywouldbe ﬂ;p'pra_ciateda

EO 3.3(h) (2)
PL 86-36/50 USC 3605

« 20 - Enclosure "C" with USCIB
' : Ad hoc Committee Report
Dated 6 August 1951
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ENCIOSURE mp®

Memorandum for: The Secretary of State

Subject: Proposed action by ths U.S. Government in the matter of
. insecurity of Portuguese commmications

Enclosures Report on Portuguese Commmication Security
1. mmhmuahpouwwwmted%atu
Commmicaticns Intelligence Board on _ s and involves actlion
proposed to remsdy a _éif.uati.m dangerous to U.S. and NATO security,
arising .from the insscurity of certain Portuguese commmications,
2. The action proposed by the United States Commmications
- Intelligence Board as ocutlined in paragraph 12 of the Enclosure has
received the concurrence of the London Signal Intelligence Board.
3. It 1s nquested that the action pmposed to correct the
danger to U.S, and. NA’I'O arlsing from the :I.neeeurity of Portuguese
cocomunications, be implemented at the earliest practicable date,

- 21 - Enclosure "D" with USCIB
Ad hoc Committes
Dated 6 August 1951
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DRAFT AS REVISEDA26 JULY 1951

REPORT OF THE USCIB AD HOC COMUTTTEE
to the |
UNITED STATES COMYUNICATIONS INTELLIGENCE BOARD
on

PORTUGUESE. COIMUNICATION SECURITY



D-R-A-F-T o . D=R=A=F-T

REPORT OF THE USCIB AD HOC COMKITTEE
_ %o the
UNITED STATES COMMUNICATIONS INTFLLIGENCE ROARD
| on
PORTUGUESE COMMINICATION SECURITY
Reference: USCIB: 23/18

1. At its 66th Yeeting, 13 July 1951, USCIB approved the reforenced
Report, which recormended that: |
"b, The U.S. Delegatioh to the U.S.~U.K. Conferénce on French
conmunications seéﬁrity be continued as an ad hoc bedy to ascertain
the exact extent to vhich pfesent NATO practices may provide secure
ways énd means, within the framework of these practices, to solve

the Portuguess prdblem.
¢. Further consideration of exceptional, direct action %o
improve Portuguese communications security be deferred pending
' (l) completion of the study recommended under b above and (2) NSC
aﬁd USCIB decisions whether such acticn is to be taken vis-a-vis

the Frencﬁ Government,, ¥

2. The Ad Hoe Committee has continued its study of the problem, and

has developed the additional facts and conclusions set forth below.

3. The existing NATO reguletions designed to protect sensitive NATO
information, as set forth in D.C. 2/7, 13 April 1951, are adequate for the
purpose, if strictly enforced. The definitions of "COSMIC" and "NATO"

information are clear and susceptible of being applied with precision,

4. Some Pbrtugﬁése commuhication; which cortain information that
clearly falls within the limits stipulated by the definitions are secure,
since such cormunications are being transmitted by the authorized erypto-
systens, viz., TYPEX with simplex settings. ‘Howéver, even in cases where

the Portuguese have used TYFEX, their lack of gsecurity and the manner in .



vhich they use the machine make those messages possibly vulnerable to

cryptanalytic attack and weaken the NATO TYPEX system as a whele.

5. Some NATO ecrmunications, however,‘contain information which may:
‘be characterized by the designation "NATO. fringe ﬁreffic", and which

consists largely of national comment on COSMIC or NATO matters and docu~

ments. At the time that the definitions of COSiIC and N&TO information
were elaborated the cuestion whether national comment was to be

considered COSMIC or NATO information was discussed and specific provision
tha£ it be s0 considered was excluded. This.exclu31on was at the request
of the Depariment of State, which, inter alia, did not wish its own repre-
sentatives to FATO hampered in regard to this matter. It is COSHIC
material and this "fringe traffie” ﬁhich constitute the principal sources
of insecurity as regards NATO and U.S. information; ard which, in the case -

of Portuguese communications, are causing serious damage to security.

6. In transmitting natiomal cormment, the Portuguese membef of the
Council Deputies in london (and diplomats of other NATO governments)
orefer to use their own national cfyptosystems rather than TYPEi because
they fear thaf the Rritish might read TYPEX messages, since the setiings
are provided by the British. In the case of Portupal, the national
cryptosystem ugsed is the Hagelin C-38 machine, with such poor procedures
| that the messages are easily solved. It may be assumed with eome certainty

that the U.S.S.R. is reading these Portuguese messages.

é, Oﬁ és April 1951 ell-NATb member nations.were informed by
SGM=616=51 that the Signatory Nations of the North Atlantic Treaty Organ-
ization were authorized, in addition to constructing their own plugboerd
setting keys, to prepare individual National Books of Settings should this
be desired "in order still further to preserve the disereet nature of the

channels provided for National use.” "They were also informed at the same

TOPSECGRET-SUEDE-



EO 3.3(h)(2)
- PL 86-36/50 USC 3605

time that "the U.X, have prepared a memorandum descpibing a éecure method
for the compilation of simplex settings and a copy(ﬁill be made available

to other member Nations if desired."”

8, The Ad Hoe Committee is attempting to ascertain whether any NATO
country has yet availed itself of the ooportunlty to compile its own
"National Booke of Settings", or even of the authority granted to compile
its owvn National plugboard settings. It ia obvious hcwever that Portugal
has not yet availed itself of either opportunlty and there are no 1ndlca-

tions of an intention to do so inr the near ﬁuture.

lO. The Ad Hoc Commiittee has studled the matter of greater use of
courier gervice by NATO members. - It has further explored the possibility
of instituting safepuards in the fprm of a note to recipients of sensitive
NATO information stating that beﬁere the information 15 released there rmust
be assurances that it will not be forrarded by any eleetrical communication
neans; but if necessary to forward that secure courier service weculd be

utilized (see paragraph 2. of reference Report) In this connection the

Ad Hoc Committee finds that: f

a. The current regulatlons relative to the transmission of COSIFIC

_1nformation and documents (Paragraph 14, Amex "B" to D, C 2/7) clearly

require that courier gervice be given first priority as the means of trans-—
mission; electrical cryptpgraphic tranemission "should only be utilized

wvhen time does not permiﬁ the use of accompanied bag."




b. A NATO courier service has been considered. Such a service
would cost about $100,000 per month. Although the cost of such service
might not Se too great in view of the importance of keeping certain matters
secure, there is nothihg to ihdiéate that the NATO govermments ﬁould pﬁt
mach confidence even ih a NATd cburier service uniess national couriers of
their own selection were provided to accompany the‘pouches in cach case of
such transmission. The availability of such courieré is guestignable, in
view of the expense to each govefnment; and, moreover, there are times when
electrical transmission mﬁst be used, so that the door would still be left
- open for security violations in such instances, since the government
concerned would still use its insecﬁre national syétem for national comment
on COSMIC information,

¢. A better ahd far less expensive answer might be to provide
indoctrination and training in the production of ﬁational‘sqttings and in
the proper use of the TYPEX machine for GGSMIC and NATO material as well

as for "fringe trafficn,

11. The physical, peraonnel; and inﬁustrial standards of security
recently elaborated by the Tripartite GrQup; if approved by the three
Govermments concerned, will be applicable to only those membefs of NATO;
menbers such as Portugal will not be bound by those standards. 'If, however,
these standards were adopted by all NATO éountries,'this would be conducive
toward improvement in those phases of security throughout NATO, The desire

ability of doing so is becoming more clear as WATO is prowing in strength.

12, TEven if those standards were adoptéd throughout ﬂATO,'training in
their practical application and usage willlbe.required and courses of
instruction of appraximateiy.three weeks' duration will bernecessary.- Such‘
courses could wsll includg not onlylthe three above-mentioned phéses of
general aecurity-but alsoltgq_basié-elements of cammunication security, and

the proper usage of the authpxigg@_NATO cryptosyetens.,

5
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47. a. Paragraph 3 of the Appendix te D.C. 2/7 reads as follows:

//’J "3, Esﬁablishment of Agencies to Control and Coordinate Security.
a. At the Standing Group level: The Security Coordimating

Committee. A Security Coordinating Cormitiee of the Standing
Group is-cbnstituted, composed of French, United States and
United Kingdom representation. Security representatives of
~ other membey eguntries or spokesmen from Regional Securipy
Committiees will be called upon for assistanée when necessary.
The Security Coordinating Committee is responsible directly to |
thé Standing Groupvfor the supervision of security within the
, whéle of the NATO systém at all levels and for the periodic
examination of the funetioning thereof. Any security policy
affecting NATO as a whole will rquire final approval at the
-Council level." ///
b. Paragraph 5 of S.G.-41/3, dated 10 April 1951, reads as follows:
///"5. The Security Coordinating Committee ahall
i a. Be responsible to the Standing Group for recommendations
and guidance concernlng seeurity policy.
b. Supervise and periodically examine the functioning of the
NATO Securitj System including COSHIC registries and the COSMIC
‘ system of communication. The authority of the country to be
E8§63§63(520) USC 3605 examined will be obtained before the examination is carried out
and it will be conducted by and with the agsistance of the
country concerned,® .////’
¢. These extracts are cquoted to show that psricdic Security

Coordinating Committee examinations of the NATO Security System and its

functioning have been specifically authorized.




~

Dw-ReA=F=T \ DeReA=F=T

“—

———

REPORT OF Tlic USCIB AD HOC COLMITIEE
‘ to the
UT#ITED STATES CO.‘;MH‘IIC.—EIOI‘ES JGTBLLIGERCE BOARD
on

- PORTUGULESE COLHUNICATIUN SiCURITY

TOP-SECRET SUEDE



DoReAeF-T : D-R«-A-Fn‘l'

REPORT OF THE USCiB AD HOC COMYITTIEE
|  to the
UNITED STATES.COHMUNICATIONS INTELLIGENCE BOARD
| on
PORTUGUESE COMMAUNICATION SECURITY
Reference: USCIB: 23/18

1. At its 66th Meeting, 13 July 1951, USCIB apprbved the referenced

‘Report, which recommended that: '
"b, The U.S., Delegation to the U.S.-U.X, Confefence on French
cormunications security be contimed as an ad hoec bﬁdy to ascertain
‘the exact extent to which present NATO prapﬁices may provide secure
ways and means, within the framework of thesa practices, to solve -

the Portuguese problem.

- ¢. Further consideration of\exﬁeptional,-direct action to--
improve Portuguese communications security be deferred pending
(1) completion of the study recommended under b above and (2) NSC
and USCIB decisionalwhether such action is to be taken vis-a-vis

the French Government,®

2. The Ad Hoc Committee has contimued its study of the preblem, and

has developed the additlional facts and conclusions set forth below.

. 3. The existing NATO regulaiions designéd to protect sensitive NATO
information, as set forth in D.C. 2/7, 13 April 1951, are adequate for the
purpose, if strictly enforced. The definitions of "COSKIC" and "NATO"

information are-cléar and susceptible of being applied with precision.

h;. Poftuguesa'cemmunicatibns which contain information thét clearly
falls ﬁithin the limits stipulated by the definitionslaie gecure, since
guch communications are being transmitted by the authorized cryptosystem

.viz., TYPEX with simplex settings.



5. Some NATO communicatlons, however, contain information which may be
characterized by the designation "NATO fringe traffien, and which consists

largely of national comment on COSJIC or WATO mattera and documents. It is

this "fringe traffic" which constitutes the principal source of insecurityias
regards NATO ;nd U.S. information, and which, in the case of Portuguese
cormunications, is causing serious damage to security. At the time that the
definitions of COSMIC and NATO information were elaborated, the qﬁestion -
whether national comment was to be considered COSMIC ox NATO inrormation was
discussed and was specifically excluded from the definitions. This exclusion
was at the request of the Depertment of State, which did not wish its owm
representatives to NATO hampered in regard to this matter, and at the same
time did not wish to "cheat® by having its diplematic representatives use

U.S. systems conirary to the WATO agreement.

6. Such national commeni iz most frequently originated by officials of
the Foreign Office or of the Diplomatic Corps rather than by members of the
military departménts of the NATO governments. This is particularly true in

the case of Portugal,

~ 7. A1 the TYFEX machines allocated to NATO members by the British
have been distributed and are in use. However, the holders gre all in the
military departments of those*NATO-couniries, and no macﬁinea have been
allocated for use on the diplomatic lewvel hyvmambérs of the Foreign Offices
or Diplomatic Serﬁieea. ﬁowever, it appears that additional allocations of
TYPEX machines for use on the diplomatic level would not accomplish the

- objective, for the reason given in the next paragraph.

8. In transmitting national comment, the Portuguese member of the
Council of Deputies in London (and diplomats of other NATO governmente)
prefér to use their cm national cryptosystems rather than TYPEX because they
fear that the British might read TYPEX messages,isince the ssttings are pro-
vided by the Britiéh. In the case of Portugal, the national eryptosystenm

2



used is the Hagelin C-38 machine, with such poor p&ocedures that the messages
afe'easily solved, It may be assumed with some certainty that the U.S.S.R.

is reading these Portuguese nessages.

9, On 25 April 1951 all NATO member nations were informed by SGE-616-51
that the Signatqﬁy Nations of the North Atlantic Treaty Organization were
authorized, in addition to constructing thelr ovm plugﬁoard setting keys, to
prepare individual National Books of Settings should this be desired "in
order still furthér to preserve the discreet nature of the channels provided
for National use.". They were also informed at the game time that "the U.K,
have prepared a memofandum deseribing a secure method for the compilatién of =
simplex settings and a copy'will be mads available to other member Vations

if desired.n

10, ' The Ad Hoec Committee has no information as to whether any NATO
country has yet availed itselr of the opportunlty to compile its om -
"National Books of Settings" or even of the authority granted to ccmpile its
ovn National plugboard settings. It is obvious, however, that Portugal has
not yei availed itself of either opportunity and there are no indications of

en intention to do go in the near future.

EO 3.3(h)(2)
~ (b)(3)-50 USC 3024(i)




12, The Ad Hoc Committee has studied the metter of greater use of
courier service by NATOAmembe:s. It has further explored "the possibility
of instituting safeguerde in the form of a note to recipients of sensitive
NATO information stating eﬁat before the information is released there
mus£ be assurances that it will preferably not be forﬁarded‘by any elec~
trical communication means; but if'ﬁeceeeary to‘forward,'that secure courier
'serviee would be utilized" (ee paragreph.zh of reference Report). In this
comnection the id Hoe Committes finds that:

&, The current regulatlons relative to the transmission of COSMIC
information ard docunments (Paragraph 14, Annex "B" to D.C. 2/7) clearly
require that courier service be given first priority as the means of trans-
mission, electrical eryptographic transmission "should only be utilized .
when time does not perymit the use of accompanied bag.‘

1/// b, U.S. Adr Forcs, Army, and State Department air courier services
have been placed at the disposal of NATO governmemts to the limited extent
that such services ars availsble, However, even such of these services as
are at their.dispesal are not used by %he WATO governments for the transg-
mission of national comment, since they are unwilling to rely upon the
invielability of pouehes not accompanied by one of their owm national .

{,ceuriees. _ ; : | o | _ ‘ ',;////

c. A NATO courier serwice hae:been considered. Such a service -
would coet about $100,000 per month; a fairly slzable amount withia far-flung
systen which is becemieg larger with each additional count:y that enters into
NATO. Alﬁhough‘the cost of such service might not be too éreat in view of
the importahce'of keeping'certain mattefs sscure, there is nothing to
1nd1cate that ‘the NATO governments would put much confidence in even a NATO

- courier service unless national couriers of their ovn selection were provided
to accompany the pouches in each case of such tranum1551on. . The availability
of euch.cOuriers'is questionable;<in view of the-expense'to each goverhment,

and, moreover; there are times when electrical transmission must be used, so

A



tﬁat thé dbor would still be left épen for security viclations in such
instancee; since the government coﬁéerned would still usé its insecure
national system for nationallcommént.on COSKIC information,

"d. A better and far less exp nsive answer might be (1) t§ furnish
additionﬁl,TYPEX machines for use on the diplomatic level, and (2) to provide
indoctrination and training in the production ¢f national settings dnﬁ in
the proper use of the machines for NATO "frings traffic" and purely national
éomment on communications having a begring on NATO affairs,

13. The phyaiéai,.personnel, And industrial standards of security
recently elaborated by the Tripartite Group; if approved by the three govern-
mentse céncerned, will be applicable to only-thoée‘members of NATO; members
such as Portugal will not be bound by thogse standards. If; however, these
.sta.nda.fda were adopted by all NATO countvies, this would be condueive toward |
improvement in those phases of security throughout NATO. The desirability
of doing soiis.becoming more clear ag NATO is growing in strength. The '
proposed integration into a single military force of the five separate forces
of France, Italy, Western Germany; Belgium, and luxembourg increases the

importance of a single set of standards of security. |

1. Even if those standards were adopted throughout NATO, training in
"thelr practical application and usage willAbe required and courses of
instruction of apprdximately three weeks' duration will be necessény.' Such
| coursés could well include not only the thpee.abovénmentiohed phases of
general security but also the baéic elemahta of communication security and
cryptograph?, ﬁarticularly ih regard to the application.and‘usage of the
 authorized NATO cr&ptosystems. Such courzes cﬁuld‘be éstablished under ther
authority of the Council of Deputies.with SHAE designated as executive

egent
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15. Action such as indicated in paragraphs 13 and'lhxis by its nature

long-term in character, requiring at least one or two yearéé The current
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© with respsct to the observance of the regulations in regax;a\“tp‘-thje' use of
courier serviée and especially of TYPFX In so doing.-.rt_',he enqﬁ::iea would
lead naturally, and trithout arousing suspicion as to motives, to \\'cn;iéstions
regarding the compilation of national settings for TYPEX as authbrigéd by
 the Stamiing Group on 25 Aﬁril 1951, Such cueries would bs all the more
innoccuous if it were pointed out and if it were true that the U.S. and the%\
- U.K, were usmg their ovm nationally corpiled settlngs for TYPEX in national

comment on NATO matters in view of the high security of the TYFEX system and

its guerantees of privacy for purely national communications, /

21. Should this plan prove feasible, the first ‘g‘oveiiﬁment to be
.. ;approached should be Portugal, who should be ;s'sistéii'? in‘--eir'ery"f!éyﬁ“boésible
to institute the: compilation and use of mational settings for TYPEX at the

earliest practicable moment, ,

22. The foregoing plan should and probably could not be instituted

_ wi;t.hout prior agreement. with the U.X, anthorities, and negétiatione with "
ISIB should be initiated immediately. Drafts of telegrams to the appropriate
authorities are contained in the Enclosure, |

;5]?4E)g[l_ ESEEE'EEEI} ]Eg; ? : .;,1-. |




~ ENCLOSURE "A"

Long=term Program for Introduction of Remedial Heasures for a General

Improvement in the Security of NATO Communications

1. Security Cpordinéting Commi ttee (SCC)‘of the Standing Group (SG)
undertakes a review of NATO security regulations in accordance with
provisicns bf paragraph's of Appendix to D.C. 2/7 and paragraph 5 of
SG=41/3. ' |
2. SCC recommends to the SG thats

ac.fhe physical, personnel; and industrial security standards elabo=
rated by the Tripartite Security Group be a,dopt;ad throughout N4TO and
be épplied throughout all NATO levels including that of the Council
Deputies (CD). ‘

b. With a view to insuring and faeilitating strict compliance with -
¢ho regulations set forth in paragraphs 14 and 17 of Ammex “B“.to D.C. -
2/7, indoctrination of NATO authoritics in the use of TYPEK be provided
at all ewvels, 1né1uding that of the CDj; such indoctrination to\include an
explanation as to &hy TYPEX was solected, it; proper use, compilation of
- National settings, ete.
3. Following approval and aeceptance by the CD of step 2, the SCC recommendé
to the SG that thefe‘be established under the auspices of_the CD, with
SHAPE as executive agent, traini£g coursés of approximately.three weeks!?
duration, such courses (1) to inc;ude not-only the elements of pﬁysicalg
personnel and industrial security but also tﬁe basic elements of communication
seéurity and the proper use of the authorized NATO eryptosystems, and (2)
"%o be open to military and ecivilian personnel seléctéd by each NATO government

. on the basis of the need=to=know,



EO 3.3(h)(2)
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ENCLOSURE ngm

§ Frogram for Immediate Remedial Measures to Correct the Insecurity of

Portuguese Comnnications EO 3.3(h)(2)

PL 86-36/50 USC 3605

| 1. Pollowing appréval‘by the National Security Couﬁgil 6f USCIB in regard

USCIB requests concurrencexbf ISIB to the making

of a direct unilateral (U.S.) approach to the Pbrtuguese Govermment at the
highest 1eve1 with a view to correcting the current 1msecurity of Pbrtuguese
communications dealing with NATO affalrs. x

2. In presenting the matter to ISIB the ' proposed steps would be indicated

as being the folloving:
a. ‘e U.S. Secretary of State, through the U.S. Ambassador jn Lisbon,

notifies the Portuguese Minlster of Foreign Affeivs (MFA) that the U.s.

Covermment has a report from a usually most reliable scurce that thg

COSMIC or NATO elassified informstion be transmitted either in TYPEX with
simpiex settings provided by the British or in TYPEX-With simpiex settings
of matiomal producticn.

3; Upon acceptance by LSIB of the steps outlined in paragraph 2, to make

the approach to the Portuguese MFA as indicated°
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REPORT OF THE USCIE AD HOC COMMITTEE »
i to the
ITED STATES COMMUNICATIONS INTELLIGENCE BOARD
on _
PORTUCUESE COMMUNICATION SECURITY

Reference: USCIB: 23/18

| 1. At iis SSth M?eting, 13 July 1951{ USCIB approved the referepcéd
* Report, which recommended that:

"».. The U.S. Deleéation to the U.5.-U.X. Conference on French
conrrunications eecurity-be continued as an 2d hoc body to ascertein
the exact extent to which present NATO pfactices may provide éccure
'wéys and meaﬁs, vithin the framework of these practices, to solve
the Portuguese problem.

c. Fu;thef éénéideration of excepticnal, direct sction to

_improve Po:tuguese commmunications security be deferred vending
(1) completion of thelstudy recoemended under b aﬁove and (2) NsC
and USCIB deciéions vhether such action is to be taken vis-a-vis

the French Government.”

2. The Ad Hoe Committee has contimued its study of the problem, and

bas developed the additional facts and conélusious set forth below.

3. The existing NATO regulations designed to protect sensitive NATO
information, as set forth in D.C, 2/7, 13 April 1951, are adequate for the
surpose; if strictly followed. The definitions of "COSMIC" and “NATC“

information are clear and susceptible of being applied with precision.

AFSA FORM 781-C13S - :
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k. Some Por:tuguese commmnicetions vwhich cbntéiu information that
- clearly fallsAwit.hin the umita stipulated by the vdef:lnitions are securé,
since these conmnmicatibna are 'being‘ tra.hémitted by the author:lze_ed crypto-
systeus, v:lz., TYPEX Vith simplex settings. However, even in caées vhere
the Portuguese have used TYPEX, their lack of COHSEC "know-how" and the
manner in uhich they usé the machine make those messages possibly vuluqrable

to cryptanslytic attack aﬁd veaken the FATO TYPEX system as a whole.:

" 5. Some NATO communications, however, contain information vhich may

‘be characterized by the designation "NATO fringe traffic”, and vhich

consists laréely of national comgrit on’ '_'COSMIC" or "NATO" matters and
documents. At the time that the definitiohs of COSHIC and NATO information
were elaborated, the question whether national comment was to be

considered COSMIC or NATO information was discussed nnd specific provision
‘that it be so considered was excluded. This exclusion was at the request

of the Department of State, vhich, inter alia, did not wish its own repre-
sentatives to NATO hampered in regard to this matter. In the case of
Portuguese commmicationa , it is both COSMIC mater#al and this "fringe traffic”
 vhich constitute the principsl sources of insecurity of NATO and U.S.

"information.

6. In transmitting national comment, the Portugueaé member of the
'Council Deputies in Londén prefers to use a Portuguese cryptosystem rather
then TYPEX because be fears that the British might resd TYPEX messages,
since the sett.tnga are provided by the British. In the ecase of Portugal the
Portuguese cryptosystm used is the Hagelin C-38 machine, with such poor
Procedures that in all probability the U.S.S.R. and other countries are
reading these 1>_ai-thgnese messages, even thougiz they may be transmitted by

vire systems.

AFSA FORM 781-C13S i
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‘T.- On 25 April 1951 all NATO uwepmber nations were informed by

M=616-51 that the Signatory Netions of the Nori;h Atlantic Treaty Organ- |
ization were authori,.-.ed in edditlon to constructing their owm plug;‘board
setting Eey’s fo prepare ind.ividual National Bmks of Settings ahould this
be desired "in order st“ 11 further to px'eserve the Giscreet nature of ohe
che‘rméls provided for KFational use." They were also informed at the sane
time that "the U.X. have prepnred a memoreondum describing a secure method
for the com’pilation of Burmlex settings and a copy will ‘be wade availa’ble
to other member Nations if desired." . The transmission of National comuent

by TYPEX machines’ with National settings is not prohibited.

8. The Ad Roc Committee bas ascertained that not a single one of the
NATO countries has yet. availed itself of the opportunity to compile its own
"Netinnal Books of Settings" » or even oi the authority granted to compile

its own National plugboard sett;nga, There are, ir %h= cose of Portu_gé.i,

© no indications of an intention to do co in fhe near future.

EO 3.3(h)(2) ' -

PL 86-36/50 USC 3605
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Eo33(h)(2)

PL 86-36/50 USC 3605

10;%“Thexﬂghﬁnc Committee considered a mumber of prenoszls for action

which might be-under%éﬁénﬂtohggrrect this situation, Preliminary to‘its

deliberations the Committee agreed that

interosts was almost an over-riding factor in this case, and that any
solution which woulé definitely prejudice them should be underteken oily
638 a last resort. Of seven proposalé worthy of serious consideration

it attentively studied three which while appearing to offer the best
chance of producing immediaste ory, at least prompt, remedial results, at
the same time would present the least danger or security risk to the U.S.;

| the Committee then unanimously selected from among the three the one

vhich it deems the most feasible and best under the clrcumstances. The
proposal thus selected is described in péragraph 11 below; the remaining
proposals ars set forth in Enclosure "A", together with comments,

11, The selected propusal is based upon these three premises:

»

c. A prompt amelioration of the present insecure situation can
be expected if the Portuguese could be (1) foreed to comply with NaTO
security regulations; (2) given some indoctrination so that they would
acquire full confidence in the security of TYPEX, (3) induced to make
more use of the NATO authorized cryptosystem (TYPiX), and (4) take
advantage of the permission granted NATO members to compile their owmn
nationsl books of sattings for TYr:X.

12, a., The selected proposal involves & direct, and apparently
unilateral (U.S.) approach on a government-to-government level, with a
view to delivering a shock to the Portuvguese Government by showing that:

(1) Its representative on the Couneil Deputies is deliberately

1
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EO 3.3(h)(2)
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~violating. not oqu a well=def1ned NATO commtnicatlcn .security

‘regulation to which the Po;tuguese Government, solemnly subscrived,

"but .also menifests little hesitancy in disregarding an oxpressly
statea request by the Pre51dent of the Council Deputies that certain
iniormat«on not be transmitted by telegraph, dnd

/ (2) The security violation involved the pos cible disclosure

of high13 sensitive UaS, infornation of a character clearly political

and of hdghest importance to N4TO and U.3. security°

éa The Porfuguoée'covernmeni would be info&med thatithe U.S.
Govarnment is'oo iﬂeénoéd and coneernod about this. flaarunt violaﬁioﬁ éiroctly
uffncting its ovm security,as uell as that of the vhole of NaTU, that it is
acriouoiy eonsidering referring the matter to the Counczl Deputies, horever9
the U.S. Goverwment is reluctant.to taka such action, provzded prompt steps are
taken to correot fﬁé\situation angd -agsurances are given by the rortuguese
Governmént thaf:tﬁe action it will take will prevent a ?epotition of such
violation and disregard of security pxoceduresu

do -These assuranaces must conoriseﬂ

| (1) Agsurance that the &uthorized NATO crystosystam (TYiiX)

-léili hefegfoerjbe used for ‘the transmiésion of all GUSEIC,VTOP SACRET
on& SECRST NATO information, and nitional comment on sueh information; and
| (é) Assurance that a request;‘by apgovernment tabling information
boforn e JA;O body, that such informdtlon be transmitted only by couriar

wilx be at ictly ebserved,

6 JuL Bl B



EO 3.3(h)(2)
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[ e. The Portuguese authorities would then be given positive assurance

vhat the TIYEX iz a zscure means of cewmunicetioﬂ

F This could be done mérely by pointing out thet TiviX

was selected by the NATO Council after due deliberation because of the high |
degree of aécufifv-it afford? when properly used. They should then be
induced (1) %o dlrect the crvntogranhic burean of the winiutry of Foreign
Affairsz (EEA) to complle national settings for qutuguese TL-LX communication§
and (2) iolissue 4 directivé that when transmission by zecompanied bag is |
not feasible bacauss of the time factor‘and electrical transmission must be
employed, all Portﬁguesg communicétiqﬁs:dealing direétly or indirecﬁlylyith
COSMIC oy TOP SECRET ARD.SECRET 1i5TO information will be transmitted either
in 722X with simplex-setﬁings provided by the British or in TYFuX with
simpléx settings of national préducﬁion.

13, The Ad Hoc Comm;ttee is umanimous in its opinion that this pronosal
should be adeopted, for the foliomlng reagsonss

.‘a. 1% appears to.offer.the oitly program for prompt remedial

acfion which affords both éecuriiy and a roasonable prospect of being effective.
It is recognized that to b? effective, any apm?oach to the Portuguese on this
subject must shock them, This "shockd mast b2 of such a nature ‘that it will

E ingurs their cormpliance vith HATO soeLriuj regulations governing tle trqnem

_mission of clagsified NATO information,

Fill produce this "shock®, for these

nbssagss containAthese important elamanta: (1) = violation of a spscific
request by the President of>the,Coumcil ﬁaputiaa not %o transmli the infor—
mation by electriesal meanss (2) a gtate mond clearly indieating that the
Portuguess repreacnbative arrogates %0 himself the capability of Leversing
a judgment of the Pfesident of the Council Deputies as to the necessity for
secrecy; and (3) a statemént rovealing the Portuguess sttitude on the use
of TYFIK, - B | |
R b. Thé thréatened aetionglviz., Lo bring tﬁe ﬁiolatién to the

atiention of the Couwncll Deputies, would no doubt greatly alarm the
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Fo*tugunse chernment and it would orobably congent to almost any reasonable

request if doing so would avoide such action.

dg It also provides an exeéllent-ppportunity to indéctrinate the

Portu"uese at the hlﬂbest lcvel in the actual security of the TiraA gystems

it will be cinducive to getting the Portu~uese to use it for Uuui xbg TOP SECRET
and SECRLT HATO information, and it will probably lead them to compiling their
own TY?EX settings for transmltt¢ng national comment on such informationo '

4. It will be neeessary to obtain the concurrenece of LSIB to thls

, préposal, which shculd bs commnicated to that Board without delay if it is

acceuted by USCIB. A draft of a suitable telegrem is contained in Enclosure "C",
1150 a, The Ad Hoec Conmitiee is of the opinion that the approach to the
Portuguese cutlined in Paragraoh 12 can be undertaken without referring the

matter t0 the Lat:onul Security Council {KsC) and without mwaiting the

NSC d@cxsion on UUCIBS'14/132

b, The Commitiee also feels that the exact details of making the
apnroach, the specific U.S. offlcial or officials to be de ignated to make the
approach, and the specific Portuguese official or officials to be approached,
should be decided by the Devartment of tateg' A draft of a suitable memorandun
Yo the Sgcretany of State is set forth in Enclosure npe,

| 1,61.'31 The Ad Hoc Committee considérs thats

an All the other provosals set forth &n mnclosure nA®, except

Proposal B L are suitable only

as long=term programs;

AFSA FORM 781-C13S |
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b. It would be advisable.to'initiatg action on -one or nore of
. those preposals as promptly as practicable so as to assure and extehd the
benefits which may flow from the execution of the.nd Hoc Committee’s selected
provosal for immediate action, es outlined in paragraph 12; and ' |
éo Such longétgrm.dction may also lay the ground=work for Proposal
B shpuld it become‘necessany to‘resort to that proposal° |
' 17. The‘Ad Hoe Commdttee fuither considers that, except for Proposal
B, all the proposals outlined in Enclosure "A", whilé of interest to USCIB,
do not fall strictly within the cognizance of USCIB, and should be studied
in detail by the proper body or bodiss of NATO. It may be noted that several
of the long-term proposals are interdependent in the sense that they would
reinforce one anothsr and would be most effective if umdertaken togethor under
the-same authorities. With this in view the memorandum set forth in Eﬁclosure
"E"™ has been prepared. . | o
18. Finally; with refercnce to the diréctive given the Ad Hoc Committee
in USCIB: 23/18 to explore the possibility of instituting safeguards involving
greater use 6f éourier servige'and of bringing this about throﬁgh an gpproach
to the Commander of SHiPi, the Ad Hoc Committes wishes to point out that the
present Portuguese irsecurity involves communications which are on'the diplo¥
matic level and not betwéen mi;itary personnel, For this reason the matter
is one in which SHAPL has no 5urisdictibn, and an approéch through ShHaPE would .
not only be inadvisable but alﬁo very probably quite ineffectiwve in bringing
about the results desired, -
RECOIZERDATIONS
"19. It is recommended that: -
. &, The action propdsed in Paragraphs 12,14,15, And 17, and knclo-
sures "C","D", and "E" be approved; | |
b. The Ad Hoc Committee be directed to maintain contact with this
| problen in order-to inform USCIB from time to time as to progress.made in its-
solution and to notify USCIB éhen a satisfactory level of commﬁnication éccuritp
haé been attained by the Portuguese in the‘transmissipn of classified informatin

affecting the security of the U.S. and KaTO.

9
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ENCLOSURE "A®

PROPOSALS STUDIED BY THE AD HOC COMIITTEE
, ~ TO CORRECT THE
EO0 3.3(h)(2) - msmmrry OF PORTUGUFSE COMUNICATIONS

PL 86-36/50 USC 3605
3 ' DANGEROUS T0 U.S. CR NATO

| 1. FROPOSAL A: That a non-intensive effort be made, through the
ESecurity Coordinating Gammittéé of the NATO Standing Group, to convince the
%arious NATO membsrs requiring indoctrination, including particularly the
Portuguese of the securlty and. the adequacy of the TYPEX cryptosystem and -
procodures which have been authorized for the transmission of sensitive

NATQ information.

COMIAENT
~ This propossl might produce either prompt or long-term remedial
result% but the Committee feels dubious about the efficacy of such an
approacﬁxsincevit has no elements of shock ﬁéeessary to impress the dereliet
NATO meﬁﬁgrs.; Past experience affords no basis for a belief, or even the

y hope thataﬁuch a simple approach would be effective, The fatuous confidence

‘- vwhich, as a general rule,

is well knovn and no reliance can be placed in this

approach to the problem of the insecurity of Portuguese conmnnicatlons

contalning COS”IC or TOP SEGRET and’ SECRTT NATO- 1nformatlon.

2. vfgpPOéAL B: That a direct U.S. or'U.S./U.K. approach to the‘

Portuguese Govefpment be made

The ‘objective would be to force irmedieste

adherence -to COSIIC security regulations, thus producing prompt remedial
results, and to asspre an eventual reorganization and improvament in the

security of all Porﬁpguese comrmnications.

: COMMFNT
é. This proposal is ‘practically identlcal with that prOposed in

USCIB: 1&/132 in regard and involves a direct approach to the

Portuguese at the highest governmental level, viz., the Secretary of State

© AF5A FORM 731-C13$ i
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'throuyh the U. S. Ambassadoy in Lisbon to the Portugue.,e Finister of Forelgn‘
Affairs (MTA).

b. Such an approach neceésitates bringing the COMSEC situaticn to
the at'be_'ni:ion of the E:—:inisterv of Poreign Affairs in a manner so dramatic ag
20 shoek him into taking speedy and effective action,

¢. The disadvantages of such an approach in the case of the
, EO 3.3(h)(2)
‘,L*\86 36/50- USC 3605

Portuguése are:

The general insecurity-mindedness and loquacitv of t.he Portuguese

people as a vhole makes t.hia coursu danpex ous,

(2) In the case of the purposa of deJivenng auch

a shosk is to br:.np about 2. drasrtic overhaul of the crvptosystems and

practices of

,ﬁere is, however, not only no lnmediate

or over-riding necesslty, from the pomt of view of U,S. security, of -

bringing this about in the case of th@ ”ortupuesc but alcm it would .

provided that segment of the insecurity

which involves leakage of COS')A’IC oF WATO SECRET and TOP SECRET
Anformation can be elimimated without a complete ovcrhaul cf Pcrtuguesp

cr:rptosystems and practices,

3. PROPOSAL C: That a higrh-»le-:rcl spproach to the FPoriuguese Govermenc

be made, disclosing our positive knowledge of Portuguese viclations of tm«x

COBMIC security regulations

ooux‘ces 5 the disclosure would bz made ostensibly with 2 view to insisting
upon Pom..umnase observance of those regulations, thus produclng prcmpt
remedial resulisz.,

. COMMENT
"“h:.s is the propo.:al umnimous‘!.;r agreed to by the Gommittee zmd is
discussed in detail in paragraphs 12-—15 of the bagic paper,

-
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), PROFOSAL D: That thers be established a NATO courier service which
would be,adequaté t¢ support the preéént NATO agfeement that a;l possible
COSMIC, TOP SECRLT and SECRET NATO information be transmitied by pouch:
COMMENT

-Thé A Hoe Committee studied:éhe matter of greater use of courier
service by NATO members and further explored the possibility of instituting
safeguaf&a in the form of a néte to recipients of sensgitive NATOIinformation

stating that before the Information is released there mst be assurances

zhat it will not be forwarded by any électrical communication means; but if

necessary to forward, that gecure courier service would be utilized (see

paragraph 2, of reference Report). The Committee finds that:

| a, 'The current regulatioﬂs,felative to the transmission of COSMIC
informatiqn and decuments (Paragréph 14, Annex "B" to D.C. 2/7) elearly
requiré that, courier serrice be given first priority as the means of trans-
mission;-eleetrical eryptographic transmission "should only be utilized .
when time does not permit the use of accompanied bapg."

b. U.S, Mr Force, Army, ard State Department air courier services
have beén placed at the disposal of NATO povernments to the iimited extent
that sﬁch éervices are available. Ho%ever,'even such of these.eervices as
are at their disposal are not used by the NATO govermnents for the trang-
mission of national comment , since théy are unwilling to relg upon the
inviolability of pouches not accompanied by one of their own national
couriers. |

c. A NATO courier service would not cnly be exiremely écﬁtly but
also there it nothing to indicate that the NATO goﬁernmeﬁts would puat rmuch |
confidence even in a NATO courier serviee unless nationalfcouriers'of their
cvm selection were provided to acécmpany the poucheg in each case of euch
transmission. The availability of such couriers is questiomable, in view
of the expense to each éovernment, and, moreover,‘there are times’when
electrical transmission must be ﬁsed, 80 that the door would still be left
open for security violations.in such instances, gince the governmemﬁ Cot-

cerned might still use,its.insecﬁr@ National system for National ccument

~on COSKMIC information.

12
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5. PROPOSAL E: That there be established a gecurity training program,
curriculwn, énd school for 911 eléments of the NATO organization, both

civilian ond militery. /TONG-TERY RESULTS./

EO 3.3(h)(2)
COM/FRT PI‘;~.,,§6.—36/50 USC 3605

See comment under Proposals F and G,

6, PROPOSAL F: That a bilaterel U.S.-Portuguese security survey,
similar to the recently completed tripartite U.S. -U.K.~French susaj, be made

and that this survey include among its objectives (1) the attaimment of

mutuallybagread standards for personnel and physical security and (23 the

. COMUERT

See comment under Proposal G.

7. TROPOSAL G: That an effort be made to obtain adoption throughout
NATO of the Tripartite security standards now being considered for adoption

by the U.S., U.K. and France, /TONG-TERY RESULTS./

| COMMTNT _
a. The basis for Proposals T, F, and G is to bo fourd in the
fOIIQW1ng extracts from NATO documents: |
) Par, 3 of Appendix to D.C. 2/7, 13 Apz'il 19512

3. stablishment of - Agencips to Control and Coordinate Securitg

- a, At the Standlng Group Level: The Security Coordinating
Committce. A Security Coordinating Committee of the Standing
Group is constituted, composed of French, United States an&l
United Klngdom repreeent¢tion Security representatives of
other msmber countries or spokesmen from Regional Security
Ccmmltteeethll be called upom for asszstanca when ‘necessary.
The Security Coordinating Committee;is responsible directly to
the Standing Group f&r the supervision of security within the

whole of the NATO sy@tem,at'all levels-and for the periodic

6 JUL 51 . v -




examination of the functicning tkereof Angr security poliey
affecting WATO as a whole will _require i‘:i.na.l epproval at the
Counecil level,® '
(2) Par. 5 of $.G.-41/3, 10 April 1951:
w5, e Security Coordimating Committee shall:
' a. Be responsible to the Starding Group fo'f réccznmendations
and guidance coneerning security policy. , ' .
b. Supervise and periodically exsmine the functioning of the
NATO ‘Security bystem J,v.ficluding COSIIC registries and the COSMIC
system of commnication, The authority of the country to be
examined will be obtained 'before the examination is carried out

and it will be conducted . by and with the assistance of the

-country concerned,® ' EO 3.3(h)(2)
‘ - PL 86- 36/50 USC 3605

'b ' These extracts are quoted to show that periodic Securit.y
Coordinating Committee revieva‘s of the NATO Securi‘ty Syata,m and its actual
manner of functlonm.g have been speciﬁcally avthorized,

c. The Ad Hoc (‘}omittee has learned that some of the NATO countiries
do not even have a doctrine or document dealing with such matteq;‘s as ‘

- physical or personnel security, le£ alone standards to which théir authorities
should strive, .

d. The Committes is of the oplmon that, in mgard to the subject

of ph;slcal and personnel security, a unilateral (u.s.) approach 2o the

Portuguese Government would offer amrantages.

This applies to '

Proposals B, C, and F, _
@, The physical, personnel, and induétriai standards of security
recently elaborated by the"l‘riﬁartita Group, if approved by the three

Governments concernsd , will be applicable only to those members of WATO:

v

N
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members such as Portugal will not be bound by those standards. If, howsver,

these standards were adopted by all FATO countries, this would be conducive

toward improvement in those phases of security throughout NATO, The desir~

ability of doing so is becoming more clear aa NATO is growing in strength.
f. Under the cover of such perledic reviews as those referred to
in subparagraphs a2 and b, the Security Coordinating Committee could work
through the Standing Group to institute enquiries with respect to the
existence of national security standards and the observance of all mnfo
security regulations, including those dealing with the use of courler ser-

-vice ard alectrieal tranam1881on.

g. However, even if the Tripartite secﬁrity standards were adopted
throughout NATO, training in their pmactical application and usage will be
required and coﬁrses of instruction of several weeks? dﬁration will be

necessary as an initial step., Such courses could well include not only the

‘three above-mentioned phases of general security but also the basic elements’

of communication security, and the proper usage of the authorized NATC
cryptosysteme. Such indoctrination shouid be provided at all NATO levels,
including that of the Council Deputies, In order for this to be effective

continuous supervision and review of the ways in which the training is being

applied in practice_wili bes neceséary. It is clear, therefore, that to be

fully effective, the action contemplated in thess last three pzspozals is
necessarily long-term and continuinmg in character, o
h. It is also obvious that several of the lomg-term proposals are

interdependent-in the sense that they would reinforce one anbther and would
be most effective if undertaken together°

-_ia Following approval of the Gouncll Deputies there could be set
up under SHAFE, in order to afford instruction in the standards of security
elaborated by the Tripartite Group, a training course of épproximately three
weeks for individuals selected by the different NATO countries; such a course
to include not only elements of physicai, personnel and industrial-security
but also the basic elements of.commnnicaiion security‘and-cryptpgréphy,
particularly in regard‘to the applicatidn ard usage of aﬁthorized NATO

eryptographie systems;

15



' J. Action such as ‘that contemplated in Proposals A, D, K, F, and G
docs not fall strictly within the cogniza.nce of USCIB but of NATO aut.hqrities,

Hence, such pmhosa.ls should be referred to those authorities as being of

interest to USCIBR but for the consideration and action by NATO.

\
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DRAFT AS REVISED27 JULY 1951

REPORT OF THE USCIB AD HOC COMLITTEE
_ to the |
UNTTED STATES COMTNICATIONS INTELLICENCE BOARD
on

PORTUGUESE ‘COLMUNICATION SECURITY




DeRwfuFe? DeRehal?olT

REPORT OF THE USCIB La HOC COMMITIER
4o the |
- UNTTED STAYTS COMMUNICATICHS INITILICENCE ROARD
' on .
PORTUGUESE COMUNICATION SECURITY

Reference: USCIB: 23/18

1. At its 65th l?:-feeting s 13 July 1951, USCIB apprsved the z‘sferenéesd
Report, vhich recommended that:- ' .

"b, The U.S5. Delegation to ths U.S.-U.K. Conference on French
communications sacurity be continuved as an gd hec body to aseeriain
the exact extent to which preseat NATO rractices noy provide sesure
ways and msans, within the framswerk of these pwactices, to solve
the Portuguese problem. 4 o .-

c.' Furthgr sonsideration of exesptiocnal, di;,at_astion ic-
.'w:iprc:ve Portuguese communications security be deforred penda.mg
{3) cowmpletion of, the siudy recommended under b above and (2) NSC
ang USCIB declsicne whether such action iz %o be taken vig-a-vis
the French Government,®

T

2, The Ad Hec Cormittes has contimued 1ts study of the problem, and

. has developed the sdditional facts amd conclusioms set forth below.

3. The existing UATO resgulations designed to pratect'&en&iti%e>NﬁTO
information, as set forth in D.C. 2/7, 13 ipril 1951, ars adequate for tha
purpose, if gtrictly enforced. The dafinitions of "COSIICY apd "NATOY

information are elear and susceptible of being applied with pracision,

k. Sqﬁa Pbrtugu@sa.cammuﬁicatioas which contain information that
clearly falls with;n the iimits sﬁipulateé by the defimificna_ars gsecurs,
sincé these communications afe boing tranamitied by the anthoyizéd crypto-
systens, viz., TYPEX with simplex settings. lowever, oven in cases where

the Portuguese have used TYPEX, their lack of security and the manner in

2 -
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which they use the machine moke those messages possibly vulnerable o

orrpbanalyide shiack snd weaken the NATO TYPRX sysiem ag a whele,

o5

5. Some MATO eommuniecations, however, confain information which may
bg characterized by the desigpation "NATO fringe traffic", and which

consiste largely of nationsl comment on COSHIC or NATO matiers and docu=

ments. Ab %he tlre that the definitions of COSVIC and NATO informaticn
TS élébcrated; the question whether national comment was to be
congidered COSMIC or NATO information was discussed and.spescific provision
that it be so considered was excluded. This exclusion was at thz roouest
of the Departnent of State,vwhich5'§§§§£ alla, did not wish i%s own repre-

. sentativee to WATO hampémd in regard to this matter. In the ;a_ae of
Fortuguese ccnrmnicatiéns; it is COSMIC material end this ﬁfriége traffic®
whish comstituie the principsl sourcaé of insseurity a3 regaﬁ&e'HATO énd
U.5. information.

6., In transmitting national comment, the Portuguese member of the
Counsil | Qépuiies in London (énd d;plamats of oither NATO g@#ernmentﬁ)
rrefer 4o use their own national cryptosystems rather thaﬁ‘TYPEX becaﬁee
they fear that the British might reazd TYPFX messages, since_tﬂe sontings
are provided by the British. In the case.of Pertugal, the'nationall
qryptosyetem uged is the Hagelin CnéS machine, with such poor procedures
that the U.8.3.R, is reading these Poriuguese meséages, even though they

may be transmitted by wire'systamég

7. On QS.April 1951 all NATO mepber nations were infermed by .

) SGH«616w5l‘tﬁat the Signatory Nations of the North Atlantic Treaty Organnl :
jzation were avthorized, in addition to constructing their own piugbqard _
lgetting keyas'tc prepare individual Nationzl Books of Settings sheuld ihis
be desired "in ordef s5t111 further to preserve the digcreet'nature oi' the

channels provided for National use,." They wers also informed ai the same

3

AFSA FORM 781-C13S
6 JUL 51 M



time that "ths U.K. have prepared a méma?andum dezgeribing a secura method
for the compilation of simplex‘settings and a copy'wili ve made aveilabie
_to obher nember katlons if &esired % The transmission of Nationel comment

by TYPEX machines with Mational setiings is not pfohibited

8, .The A Hoc Committee is attempting %o aséefté&n whether any NATO
country hgs yet availéd.itsalf of the opportuhity to cempile its owm
"National Books of Settimgs®, or even of the: authority granted to compijg’

ts ovn Mational plugbcard settlings. it is obvieas however, thab Pbrtﬁgal

hae not yet availed itself of either oprortunity and there are no indica-

E03.3(h)(2)
' PL 86-36/50 USC 3605

tions of an intention to do so in tne ngar future,

10. The &4 Hoz Cormittes has s udLeA tbv duttpa of grestey uee of

courier sérvice by NATO members., It hasffurther explored the-posa;allity

bf ingtitﬁting safepuardse in the form»oé a note to reciplents of samsitive

NATO infermation stating that before uh” 1nf@rmat10n is released there must
~be assurances that it will not be fcrvarded by any eleetrical cemmunlcation.

meang; but if unecessary to forwarq; that secure courier service would be

utilized (see.baragraph 2k of re@érence Report). In thls connection the

\d fioe Conmittee finds that:

a, The current regu;atlons relative to the Lransnisaion of COSsI’IC
1nformation and documents (Daragraph 1, Aanex "B" to D.C. 2/7) clearly
require that courier servicm bz plven first prio?ity as the means of trans;
migsion; electrical cryptograpnic trangmissicn tighould only be-utilized

vhen time does not perﬂlt the usz of dccompanled bag it
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b. ‘A'NATO courier service haé been censidered. Such a service

would cost about £100,000 per month, Although the cost _

might not be too great in view of the importgnce of keeping certain matteré
_secure, there is nothing £9 indicate that tﬁe NATO governments would put
much»confidehce even in a NATO courier service unless natiomal couriers of
their ovn selection were provided to accompany the pouches in each case of
such transmission. The availability of such couriers is questiénabie, in
view of'thé»expense to each government, and, mbreover, there are times when
u'eléctrical transmission must be used, se that the dcor would still be ieft
cpen for security violations in such instancea, since the gcvernient
- concerned might still use its ingecure National éystém for National cormment
en COSMIC information. o |

¢. A better and far less expensive answer would be to instill
confidence of NATO members in the security of the TYFEX system, and to pro~
vids indoctrination and training in the production of National settings amd
in the proper use of the TYPEX machine fof COSMiC and NATO material as well
~ as for "fringe traffic"“ - |
11. The physical, persomnel, and induétrial étandards of security

recéntly elaborated by the Tripartite Group, if approved by the three
Governments cdncerned, will be applicable to only those Qembers of NATO:

nembers such as Fbrtugai will not be bound by those standards. If, however,
these standards were adopted by all NATO coﬁntries, this would be conducive
toward improvement in ﬁhose phases of éecurity throﬂghout NATGo The desiry-

ability of doing so is becoming more cledr as FATO is growing in strength,

12, Fven if those standards were adopted throughout NATO, training in
théir'préctical application and usage will Ee required and courses of _
instruction of approximately three weeks' duration will be necessary. Such
courseé could well inelude not only the thres above-mentioned rhases of

general security but also the basie elements of_ccmmunication securily, and

the proper usage of the authorized NATO eryptosystems, Such indectrination

ghould be provided'gﬁ 211 NATO levels, including that of the Council Deputies.
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13, To bz fully effeciive, ths action indicated in parsgrephs 1l arg 12
must be long-term in charaster. The current damage to ¥.85. and NATO gecusdsy,
arizing {ram the viclation of CCSMIC regulaticns and the insecurily of

»

Porvuguese communications, is; howsver, seo fr*a.:w,u that orarpt seidon is neses-

1%, The Portuguess prablem resolves itseif inte two main phases:
&. leading the Povt ugm’s'a w0 intreduce improvemsnte in their
geﬁrjﬁ.ﬁy a%mmgemanm; and
b, Inducing the Por ~tuguese to compiie their own Nablongl TUVFRE
settings and to use TYPIX f{or messages contalning COSMIC, - NATO I‘OI ET
ervi SECRET information or Matioual cammént om NATO msiters; for uniil and
um.m'" they do sc the currsni damage to NATO ¢ fﬁ U8, security will net

enly contimxe but ?raii. increasa,

15. The Ad Hoe Committes is of the oplaien that, in regend to the wub-

Jeet of phyddcal amd personnsl seéuri't.y, a unilateral (U.5.) appioach to

the Portuguese Governnent would offer advamtages,

' r, e
n the neixd

[

The basls for such an approach is ivdieated

paxragraph.,

EO 3.3(h)(2) .
PL 86-36/50 USC 3605
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