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Ojﬁce Memomndum e UNITED STATES GOVERN T

TO : Consultant, Special Staff DATE: 25 August 1952
FROM : Chief, Plans & Policy Division

o e A

SUBJECT: Qon—Conmnnncatlons Sighal Surveillance Act:.v:.t:;sD

1., On 21 August 1952, Mr. Dingley of the Office of Research and Development
requested that I forward Inclosure 1 to you,

2. This Division has drafted a related paper, a copy of which is attached
as Inclosure 2 for your information and comments, When the draft has been
coordinated with all AFSA elements concerned, it will be put in final form as

a report to DIRAFSA.

RUSSELL H. HORTON
Lt Colonel, SigC
Asst, Chief, Plans & Policy Division

Inclosures - 2

1. AFSA Serial 00547, dtd 8 Aug 52, subj: Support
of COMINT Activities.

2, Draft, dtd 8 Aug 52, subj: Relationship between
COMINT Intercept and Processing Activities and
Non-Communications Signal Surveillance Activities
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T - DEPARTMENT OF DEFENSE

ARMED FORCES SECURITY AGENCY
WASHINGTON 25, Do Co

Sexial: 00547
8 August 1952
SUBJECT: Support of CUMINT Activities
TOs Asaistant Chief of Staff, G=2, U.S. Axmy

The Pentagon

Director, Naval Cammnications
U.S. Naval Security Station

Director of Intslligence, U.S. Alr Force
The Pentegon :

1, The volume and usefulness of COMINT produced by this
Agency is grestly dependent upon ths thoroughness and efficiemcy
of the COMINT collection program. Deficiencies in Service inter-
ception of conmmications for COMINT processing at this Agency
are brought to the attention of asppropriate amthorities ss they
are noted. One notable problem requires your consideration:
transmissions which probably would be vital sources of COMINT,
sexploitable for strategic and tacticel purposes, are sppearing
regularly on experimental and operational commmications circuits
in fvequency bands which are toe low or too high for coverage at
most COMINT facilities. In many inetances, these trensmissions
could be recorded suitably, if certsin facilities of the Armed
Forces engaged in non-COMINT activities, such g8 slectyonic
counntermeasures activitises, were ussd.

20 Until such time as the nscessary COMINT fecilities are
available, I would be grateful for whatever support you msy
furnish. The type of support required would be preperation, for
forwarding to this Agency, of recordings of commmnications sig-
nals, and unknown signals which may bs cammnications signals,
observed in the course of non-commnications intsrcept activities.
It is expected that such observations would be made frequently
during spectrum ssarches for non-commnications sigrals.

3¢ In some instences, the requirements for such support
have been recognized and fulfilled (not necessarily upon requests
from this Agency) by authorities in the Services. The purpose

Inclosure 1 with Chief, P&P Memo dtd 25 Aug 52
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Serial: 00547
8 August 1952
SUBJECT: Support of COMINT Activities

of this correspondence is to obtain whatever additional support may
be fumnished upon formal request. Therefore, it is requested that,
vithin the limitations of existing capabilities emd directives, all
non-communications intercept activities comtrolled or coordinated
by be instructed (in whatever detail you mey consider appropri-
ate to fumish the greatest possible support of the type indicated

2 above. It is suggested that whatever assistance 1
nd.ghtf\mdshinthemofprepaﬂ.ngdetaﬂedinstmtiom,pm-
viding certain recording msterials, etce, be arranged on & working
level between Mr. R. Eo Miller (Ext. 60289mthertagonexchmg@)
of my staff, and perscnnel ororganiwt.im designated by you.

4o Reciprocsl su by this Agency to appropriate sctivities
of the three Services (l.e., furnishing them recordings of non-com-
mmications signals observed in the conduct of COMINT activities)
is alreedy in effact. Although such support has not necessarily
baen requested it mey be understocd that it has bsen fumnished to
the greatest possible extent, and will continue indefinitely.

Director, Armed Forces Security Agency

Gopy tos My, WoBoRyan/P&PDiv/60543/gam/5Mug52
AdJo Geno (3)

“Flans & Policy Dive. (3) MEMD FOR RECURD
0£f. of Opns. Intra~Service coordination of nen-

Offso of R& D commnicetions intercept activities is
_ performed by the addressses, The coxr-
respondence otherwise is self-explanatory,




REF ID:A66%933

1. COMINT intercept and procesainé activities and KCSS activities
are conducted separately as a matter of well established national j)olicy.
Relationships betm these COMINT activities and NCSS have not been given
much consideration heretofore principally because, until recently, fhoro
has been virtually no relationship of ‘a type which would cause the conduct
of one to be affected by the conduct of the other. For example:

a. Communications sighals and non-communications signals ordinarily

were transmitted in separate portions of the frequency spectrum.

b. Personn§1 and equipment specialties were dissimilar.

2. It is now considered necessary to clarify the rela.tionshipa be-
tween COMINT intercept and processing activitles and NCSS activities, and
to plan for their coordination, as required, in the interests of cfricicncy.
and economy principally bccauu_inconmlete -coveragc of so-called non-com~
mnications signal bands indicates that there is a trend toward wider use
of these bands for commmications signals. AFSA therefore should determine
(as a continuing project) which of these communications signals can and

should bs copied.

3. As this trend continues without clarified relationships and planned
coordination of tﬁc activities in question, an sppx'éciablc amount of dupli-~
cated effort will develop, and at the same time, neither activity will
.bcnaﬁ.t by the specialized 'abuiuss of the other. For example, the fol~
iavd.ng situations are foreseen: . |

a. NCSS activities may handle certain COMINT functions, such as (1)

interception and analysis of "unidentified" signals which later
prove to be cammunications signals and, (2) iﬁtercéption, analyais,
and exploitation of operating instructions and other communications
8ignals appearing on circuits used primarily for non-communications
signals. |
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P&PDj'.aAugﬂ

b,  NCSS astivities may intercept, identify, and discard certain commun- '
ications ﬁ@ﬂs which might be of important value to AFSA.
.e. AFSAmay have to deﬁlop certain personnel and equipment specialities -
B simila:r to those now exployed for NCSS purposes, in lieu of arrange-
:_nimta whi'ch. might be ma_.dn for a sharing of these specialiti.u;

h. Proposed rela.tionships between the COMINT and NCSS activities in
question and planning for coordination of thoae activities may follow one of

several possible general courses, such as:

a.I Organigzation of NCSS activities within the framework of ANSA and the
"Service Cryptologic Agencies. This is the course taken by the British,
who conduct both under GCHQ. The U.S. Navy also is organigzed along

‘these lines with both activities under OP~202, but always makes the
distinc::t.ioh between cryptologic offoz;b and NCSS effort as far as
'Joint activities are concerned. The U.S. Army and Air Force havo.

| kept NCS3 opcrat.ions :oparato from cryptologi.c operations s both
joint and intra-Service; NCSS operations are under Signal Officer
direction and Intelligence Officer coordimation.. There 1s no joint

e or ﬁat’ioml agency or coardinatihg authority for NCSS Matters as
co'mll:.er-parh of those for 'crypto];ogi.c matters. By placing the
COMINT and NCSS activities under a single authority, the problem
.ot clarifying relationships would diminish, and coordination might
be insured. However, complex problems of logistics, clearances,
and ot.her administrative details wouid be introduced and it is
‘expected that the Services would be strongly opposed to the estab-
Sl_ishment of such an organization.

b, Estsblishment of g joint NCSS Agency. A proposal for such an Agency
is now Be:l.ng studied by JCEC., If it were established, scordination
between the COMINT activities and the NCSS activities would be ac-
complished by contacts between APSA and the new agency and
coordination would be greatly simplified thereby. Controversial
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matters would be~referred to JCS. owever, although coordination
would be simplified, it would still oe necessary to 'ha.ve clarified
the relationships between ihe COMINT activities and the NCSS ac-
tivities.

¢. Relinquishing of certain COMINT rosm_n_a.ihilities to KCSS activities.
Under this course, arrangements would be made whereby NCSS activities
would be responsible for handling .all s-igna.ls (including communica-
tions signals) appearing on non-commuﬁications circuits; or all
"unidentified" signals in certain bands, etc., calling upon the
cryptologic agencies for assist;ance when required. -

5. The recommended position of the Director, AFSA, on proposéd relation-
ships between COMINT intercept and processing activities and NCSS activities >
and on plans for coordination of these activities is outlined below.. Upon
approval by the Director, AFSA, Plans and Poli&y Division will initiate act.ion.
toward adoption of this position, as a National policy, by all concerned:

a. Existing responsibilities of AFSA and the Service Cryptologic Agencies
will not change for the purpose of establishing the relstionships and
"eoordination in question (i.e., no COMINT responsibilities will be
relinquished to, or sharéd with non-COMINT agencies, and no non-

_ COMINT functions will be assuped by the COMINT agencies).
b. In accordance with existing responsibiiit.iu, the_. COMINT agencies
| will handle. all COMINT tasks including £hose_ which may border on
non-communi cations intercept and analysis, such as:
(1) Unidentified signals which might reasonably be expected to be
communications signals. _
. (2) Communications signals f@ stations which ordinarily transmit

, non-~cammunications signals. '

| (3) Communications signals on bands which ordinarily are empl.oyed.

for non-communications signals.
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A Joint agency for coordinating the NCSS activities of the Services,
and for coordinating with AFSA on all .iCSS matters pertaining to
COAMINT, should be es_tablished.

nirective.s should be promulgated by appropriate authority to insure
that all COMINT materials obtalned in the course of non~COMINT
activities are furnished to AFSA (with provisions for reciprocity).
Agreements should be reached on the extent to which COMINT agencies
and NCSS agencies will asaist each other in performing certain
intercept and processing functions (as distinct from responeibilities).
For example, in the interests of National securiiy, it may be agreed
that certain NCSS facilities should be placed under the operational
controi of the Director » AFSA, at the sacriﬁ.ce of non-communications
coverage; eortain,noﬁ—communioations signals mqv have security features
based on cryptologic principles and may be handled more suceeuﬁ_xlly
1f analyzed by AFSA technicians.




