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SUPPLEMENTARY INFORMATEION AND CORRECTION SHEET

for use with

FM 11-35, SIGNAL CORPS INTELLIGENCE
(2 September 1942)

pending publication of a manual on the
MISSION AND FUNCTIONS OF THE ARMY SECURITY AGENCY

l, In general, the organiszation, fynctions, and responsibilities of the
Signal Intelligence Service, which are described in FM 11-35, Signal Corps
Intelligente, 2 September 1942, apply to the present signal intelligence and
communication security organiszation for the Army ~ the Army Security Agency.
Pending publication of a field manual on the mission and functions of the'
Army Security Agency, the supplementary information contained herein, and ‘
those portions of FM 11-35, which are listed in paragraph 2, below, may be
used as interim substitutes for the new manual,

2. The information contained in the portions of FM 11 -35 whi~h era
listed below is considered-to be sufficiently current to be used as a grae,
in the instruction of Signal Corps ROTC classes, providing thal referercez

to-the "Chief Signal Officer" are chdnged to read "Chief, Army Security

Agency®; "Signal Corps” to SArmy Security Lgency'; "Signal Intelligence
Service" to "Army Security Lgenmcy orgé nizations"or "Army Security g

"Signal Officer® to "Army Seeu:i-itx Agency Iiaison Q:f:lu;ar“; etc. Other minor
‘ \
changes, principally in terminology, are indicated after specific references,

belows
, 8¢ Chapter 1 '~

' Paragraph 1 - Delete.
2 = On line 5 change word “assigned" to read
"allocated".
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3 -~ Delete.

4 = Delete subparagraphs a, b, ¢, and d. (See para-
graph 4 of this correction sheet for current
definitions.) | . .

5 = Delete. (See paragraph 5 of this correction sheet
for a list of current supplementary references.)

. b, Chapter 2
(1) Section I =

Paragraph 7 - DeleteS (Seelparagraph 3a of this correction
' sheet.
8 - Delete,) See paragraph 3b of this correction
9 » Delete,) sheet. ‘
‘ 10 - Change first sentence to read "Signal com=

munication personnel may be directed to assist
in signal intelligence and communication
! securlty activities in addition to_ their

Slgnal communication duties."

11 - Delete, (See paragraph 3c of this correction
sheet) )

12 « Delete.

, (NOTEX The information contained in paragraph 3d
of this é¢orrection sheet should be added to Section
I, Chapter 2, immediately following peragraph 14.)

- (2) Seectioh II =

Paragraph 16 = Delete subparagraphs b and c. (See para=-
graph 3c of this correction sheet.)
17 # Delete. (See paragraph 3e of this correction
sheet. )
28 - Delete subparagraphs e and g.

(3) Section III ~ Sihange title to read "IHEATER ARMY SECURITY
AGENCY, "

Parag-rpa 24 “elate (See paragraph 3b of this correction
vha_t,)
25 - JGluTQS (Sec paragraph 3f of this correction
~Faat,
, 28 - ‘leto subparagraphs b and g.
29 - Dalete subparagraphs d and £, Ohange word
“Army" in line 2 of subparagraph g to read
"thoater'.
' ’ 30 - Chdnge first two sentences to read "This sub-
section performs a limited amount of original
cryptanalysis, It 1s.dependent upon Army .

Securit ney., War De nt, for agsis-

tance in the solution of the more complex
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Snemy cryptosystems.” Add the following sub-

paragraph: . "e, Cryptanalysis of simple field
cryptosystems.™ ’

(NOTE: The information contained in paragraph 3g
of this correction sheet should be addod to Sec-
tion III, Chapter 2, immediately folldwing para-

graph 300)

ce Chapter 3
(1) Section I =

Paragraph 31 ~ Delete scntences 4, 5, and 6, and substitute
- the following: "Radio intelligence com e8
are allocated to varjous commands as ‘reguired.™
32 = Dclete. ‘
35 = Delote. (For information on communication
security procoduros and objectives see
T™ 11-469, Communication Security.)

(2) Section II -

Paragraph 39 - Dolete; (See paragraph 3h of this correction
sheet.

(3) Section III -

Paragraph 40 = In third sentence, change reference to
"Assistant Chiof of Staff, G-2" to read

"Director of Intelligence, War Department
Gencral Staff.!

d. Chapter 4 (See paragraph 3i of this correction sheet for general
. * comments on this chapter.)

(1) Section I - -

Paragraph 50 - Delete.
51 - Delcto,
, 52 = Delete., a
53 = In subparagraph 2; change the ruference to
"enemy equipment identification officer" on
line 4 to read "Army Securit ncy lianison
officer." Delots subparagraph b,
54 = Change first sentence to read "The Army -
Socurity Agency linison officer to whom
captured cryptonetoriels are reported will
agsign an” offizor tc mnke a ptudy of the
- captured materia. nr.d to propars a detailed
report with suif:cient copies for distribu-
tion as_roquired."
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55 « Change reference to "enemy equipment identi-
fication officer" in line 1 to read "Lrmy
Security Agency liaison officer."

56 - Delete subparagraph b and substitute the fol-
lowing: "b; Tho 2rmy Seeurity Agency
1laison officer will report to tne director
of the '.Ehem:e* A"n.x Securlty Agency. Tho

Director of the Thouter Army Security agoncy
¥ill direet the utilization or disposition of

captured cmtomnterml in accordance with

instructions from the Chiof, Army Security

dgency, War Dopartiment."
57 - Deleteo

59 = Change the referenco to "enemy equipment
identification officer™ on line 6 to road
! "Director of the Theater Army Security .
60 - Delete subparagraph a and substitute the fol-
lowing: %g, Inteorrogeted by the Army

Security ngency liaison officer to augmont hig \

report and to devise for better operation and
. utiligation of the captured oquipment."

61 =~ Delcte and substitute the following: '"61.

PROTOTYPES TO THE CHIEF, LRMY SECURITY AGENCY--
The Director of the Theater Army Security

Lgency or the senrior Seeurit cy

o liaison officer will, upon receipt of cnecmy

itorial, send two protot ot8 to the
Ghief, Army Security .gency by tho guickest
mggng of available ;;anggorggigg, or_report,
required should be
.86 two _shi her than 8 e
I _only on m t

gagturgd and 1t is to bo gent %o the Chiof,
- £rmy Security igency, it should be sent im-
_gm_not waiting for e sccond gr_g_i_'.g_x_n_e.
Ag soon as anothor 1s captured, the second
dtem phould bo sent.”
62 - Dolcto caption and first sentence. Substie
sute the following: "62, INFORMATTON
REQUIRED, --Tho_following faetors will be con-~
Bidored in the report forwarded to tha
- Director of the Theater Army Security_igency

or_ the Chiof, Arny Secvrity Agency, War
Department."

e, Chapter 5 (Sce paragraph 3j of this correction sheet for general
comments on this chapter.)

(1) Soction I -

Paragraph 63 -~ Dolcte all except the last sentence of this
paragraph,
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Paragraph 64 - ) A STRATER
§ e Il ek of this correction

chole

68 - Delete all except the:last sentence of
. this paragraph
/

(2) Section III -

. Paragraph 72 ~ Delete first sentence. Change second sen-

tence to read "(ooperation with exis:ing
eivilian facilitiia ia not pogsibie and con-
gequently a large foice of si rhelligence

and communiceticn fecurity monitoring pei-
gonnel will be required.™

f. Appendix I ~ Delete. Also delete references to this appendix
which appear throughout FM 11-35,

gs Appendix II - Delete. Also delete refrences to this appendix
s which appear throughout FM 11=35,

3. SUPFLEMENTARY INFORMATION.--a.. General.--The Army Security Agency .
was established by War Department directive on 6 September 1945, It is com= r
posed of all wsignal intelligence and cmmunicatio;i security establishments,
units and personnel of the Army, except cryptographic personnel of aignal
and message centers opergted by other military orgahizations, tactical radio
traffic control personnel, and the technical .:lntelligence personnel who
deal with captured enemy signal e:;uiment which is not of eryptologic interest.
The Army Security Agency operates under the conmtrol of the War Department
vwhich is exercised through the Director of Intelligence, War Department
General Staff. The reorganigation of the War Department on 11 June 1946
(see War Department Circular No. 138, 1946) made the Army Security Agency an
integral part of the Intelligence Division, War Department General Staff.
The Chief, Army Security Agency, ‘Hax: Department, is charged with the ac~
complishment of the signal intelligence and communication security missions
of the Army. (This information supersedes paragraph 7 of Section I, Chapter
2, P 11-35.) |

b, Theater Army Security Agencles.-=In each theater of operations

there 1s a Theater Army Security ABGH%WS the theater commander In
5 .
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signal intelligence and communication security matters in much the same manner

as Headquarters, irmy Security Agoncy, servos the War Department. Th;ater
Army Security .\goncles are similar in organization to the Wrr Department
Agoncy but op e roduced scale. The scope of the theater agéncies' .activities '
are determined by the local tactical missions and the signal intelligence and
communication security functions which may be performed for tho theaters by the l
Lrmy Security Lgency, Yar Departmont, Theater A!'ny Security Agencies have at
their digposal various sighal intelligence and commmication sseurity organi-
sations which they may allocate to subordinate commands within the theaters to
perform local missions. Some of these organizations may be retained in a
general reserve for assigmment as the military s:tuatlion dictates. Other units
may bo rescrved for the performance ofs missions” for the ‘theater headquarters, .
Balow theater levol, and for certein independent commands under the Wer Depart-
ment, the signal intelligenco and communication security activities ars handled
by .lrmy Security 'g'ency linison dotachments, (The above information replaces
paragraphs 8 and 9 of ‘Section I, and paragraph 24 of Section III, Chapter 2,
FM 11-35.)

c. Sigpal intelligence and' communicantion security organizations,--
The Signal Radio Intolligoneco Compeny, T/0 11-77, reforred to throughout
F¥ 11-35 is now obsolote. Roferences to T/0 11-77 should bo deleted. Replac-
ing the Signal Radio Intolligence Compnny are the folloring organizationss:

(1) .ir types: -

(2) Radio Squadron, Mobile T/0 & E 32-1027 (o signnl
' intolligence orgenization)

(b) Redio Security Detachment, T/0 & E 32-952 (a communi-
cation security monitoring organization)
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(2) Ground types: %m

(a) Signal Service Company, Radio Intelligence, T/0 & E
11-500* (a signal intelligence organization)

s (b) Signal Service Compeny, Radio Securitys; I/0 & E 11~500+
(o communication security monitoring organization)

It will be noted that the communication security monitoring functions of the
old radio intelligence company (T/0 11-77) have been divorced from the signal
intelligence fm\ctions. The two functions are now performed by the separate
organizations indicated in (1) and (2)’, above. The four types of organiza-
tions 1listed above are the basic information gathering units of the Army
Security .goncy. Through these units the Army Seem:ity Agency obtains most
of the material for its study. In addition, thore are smaller units which
have more restricted functions such as cryptographie production, c'litribution
and accounting teams; laboratory toams for the employment and detection of
secret inks, microphotographs, and dlsguised writing; cryptoequipmont main-
tenanco and repair units, and wire intercept teams. Army Security Agency
units and personnel are allocated to various commands in the types and
quantities required to meet the local military situntion. (The above infor-
mation supersedes paragraph 11, Section I, and subparagraphs b and c of
paragreph 16, Section II, Chapter 2, FM 11-35,)

d, Coordination of lLrmy Security Ageoncy Activitles.=--Overall
coordination of all irmy Security Agency units is accomplished by the Chief,
army Security Agency, War Department, in gccordance with War Department
policies., Complete coordination of all signal intelligenee and communication

gocurity activities which comprise the responsibilities of the Army Security

L

* Pprtions of T/0 & B 11-500 which pertain exclusively to Army Security fgency
funetions will be republished shortly in /0 & E 32-500, Communication
Reconnaissance Organization. ’
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Agency is necessary because of their complementary and interdependent nature.

Coordination is effected through a special technical channel which exists to
facilitate complete and rapid exchanges of signal intelligénce and communica~
tion security information. Thus the full power of each activity is exerted
to effect improvements in the other, Maximum economy is achieved by eliminat-

4dng duplication of effort and establishing common standards of performance.

(The above information should be added to the end of Section I, Chapter 2,
FM 11-35, immediately following paragraph 1li.) _ ‘

e« Duties of the Chief, Army Securlity hAgency, HWar Department.--The
Chief, ‘Jsmy Security Agency, War Department, is responsible to the Director
of Intelligence, War Department General Staff, for the accomplishment of the
signal intelligence and commmic‘ation security missions of the 4Lrmy in accor-
dance with directives formulated by the War Department. He coordinates the '
operations of all Army Security Agency 1_mits and personnel of the Army. He
maintains liaison with other groups in Intelligence Division, Yar Devartment
General Staff, which are concernéd with the functions of tho Agency, and with
the Signal Corps, Navy and other govermmental departments, and vith friendly
foreign governments as directed by the War Departmont. He is the technical
advisor to the Diractor of Intelligonce ori signal intelligence and cowmunice-
tion security matters which‘constitute the responsibilities of the Army
Security Agency. (The above information supersedes paragraph 17, Section II,
Chapter 2, FM 11-35,)

f. Duties of the Director of the Theeter Army Security Agency.--The
Director of the Thogter \Army Security .gency is responsible for tho suczessful
accomplishment of the signal intelligenco ard zommunication sscurity mlsaions

of the theater which are received in the form of general directives from the
theater commander. He m:l.hta:lns“‘o:_l'.g_pe ison with other theeter intelligence
VTl
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services- acts as technical advisor to the theater commender in signal intelli-
gonce and communication security matters, and coordinates the operat.ions cf
all theater allocated Army Security Agency orgenizations in accordence with
éeheral War Department pol:l._eies and theater policies formulated mithin thei.-
fPamework. (The above information supersedes paragraph 26, Section III,
Chapter 2, FM 11-35,) . .

g Army écurit,y &igency operations below theater level.--Fieldlforces
subordinate to a theater h?adquartpra s down to and including division and com-
parable headquart}ars of air forces, will be served by Army Seécurity Agency
liaison détachments and such signal intelligenco and communication sscurity
units and personnel as may be necegdary. The pr':n.mry mission of each Lrmy
Security Afency unit is to support the command to which it is allocaced, Mis-
sions are assigned by the local commander. Th' functions of the ..rmy Security
Agency liaison detachments are to advise local commenders on gignal intelli-
genco and communication security mattors; proper employment of the Army Security -
Agency units allocated to those com_anaers; plan and direct the employment of ’
Lrmy Security Agency units, and coordinate their operations with those of the
signal intolligence and communication securit;' wnits at the next higner rnd/or
lower levels. (The above information should be added to Section III, Chapher
2, FM 11-35, immodiantely following paragraph 30,)"

+ hes The information on authentic;ation systems and proceduz"es contained
in War Department Training Circular No. 74, 1944 (as amended by WD TC No. 33,
1945, and VD TC No. 1, 1946) replaces that which is contained :I.n paregraph ?
Section II, Chapter 3, FM 11-35.
i, Insofar as captured enemy signal intelligence and communicaticn

gsecurity equipment and documents arse concerned, the ..rmy Se¢urity Agency

A
’
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operates a service similar to that dehseribed' in Chapter 4, FM 11-35. The
Lrmy Security Agency service 1s concerned only with eryptologic itoms,

Jeo Army §ecurity Agency offers assistance to censorship by ezar! ni“.g"
documents for traces of invisible writing, and microphotographs and in thu
solution of open codes, shorﬁha.nd writing and unauthorized cryph os.:.rstomm
Except inlofar as Army Security Agency fac:.lities may bo usod to moriicr,
electrical commmications over which literal, voice or facsimile trenzmissinns
are passed, the censorship activitios describod in paragraphs 64, €5, and 66
of Section I, Chapter 5, FH 11-35, are tho reaponsibiiity of other iatelli-
gence organizations or of the operating agencios, themselves.

4. Definitions.--The following are current definitions for t.runs used
in this correction sheet &nd in FM 11-35: . .

a. Signal Intelligence - all intelligence derived from the study of
radio tmnmisoions and other communicetions.

b. ' Gommmicg_ti_.gg_seﬂi-_;u “he protesction ~esuHing from ail
measures designed to dony to unsuthorized persons informatiosr of valun which
might be derived i‘rom com:mications.

gmg_sggu_iilﬂ = that component of comuniontion security wnizn
results from the provision of techaically sound cryptogmphic systoms and
their proper use.. ! )

d. Transmission sesuriiy ~ that component of communication security
which results from all men‘aures designed 1o proteszt transmissions from Iin--

terception and traffic analysis.

Physical security - that component of commmicgation security
which results from all measures necessary to safagunrd classifiei comruaica-

tion eéquipment and material from access thereto by ﬁnnuthorizad persons.

AR PR
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f. Cryptology - that branch of knowledge which treats of the pro-
duction, use, and solution of the means and me’thods'of secret ~cmmmicast .07,

g. Cryptogmarhy - that bhody of knowlodge which traata o" the -o~.cus
means and methods of rendcering plain text uminieli{ig:ble and ~gzonverilng .n-
intelligible lext into intelligible language, .or the Aprlieet.on fheien”,

h. Cryptanalrsis - the steps and nperaticns perf-imec ir corrorting

into fntelligibili:y encrypted literal, spoech and facsimile transmissions

mithout knowledge cf tle sysiem and/or the specific key employed.

{. Iraffic_aralvsie - thet bransch of s:l.gn;zl intelligence analysis
vhich deels with the stidy of the external chavecteristies of signa.. communi-
cations and related mat.e‘*iais for tho purpcse of obtaining inferme suca ron-
cerning |the orzanizat.on and operation of a communication system, ™his in-
formation 1s used (1) as an aid to cryprannlysis, (2) as a basis for drewing
doductions and inferences of veluc as intelligence even in the absonee cf
specific knowledge of the contents of the mossage, and (3) as a gulde to
efficlent intercept op?ration.

Jo Interception - the process of gaining possession of communizations
intended for others either by copying or recording or by other means.

k. Monitoring -~ listening in on one's own stations or on stations
of friendly forces, with a view to maintaining security.

l. Open code - a cryptographic system using external text (emrelo?ing
text, apparently imnocent} to hide a secret toxt.

5. Reforences.--Supplemsntary information may be obtainsd from the fol-
1ow:|.ng=| '

TF 11-205 Safeguarding Military Iaformetion - Cryptographic
TF 11-2044 Radio Trarsm!ssicn Security

LR 3B0-5 Safegunrw:ﬁomtion
81l LA

11




L P REF ID:A65567
-1 . "RIAETp o
E:-ﬂ& 5 XY iﬂ'

TH 11-469 Communicetion Security (references in this manual %o the
"Chief Signal Officer? should be changed to reart "Chigf,
Lrmy Serurity Agoncy", and "SPSICP to "WOGLS-£2'.)
TM 11-484 E.smontary Military Cryptography
™ 11-/85 ALavanced Mf1litarv Cryptography '
WD TC 74, 1944 .iulhentication systems (imonded-by: WD TC 33; 1945,
Soction II, Luihenticetion systems, and WD TC 1,
1946, Luthentication systems.)

6. Charts of the organiszation of Lrmy Sscurity lgency at Wer Departuoat
level and in the theator may be construe¢ted from the information containod in
Sections II and III, respoctively, of Chapter 2, FM 11-35, as amended by this
correction sheet. Charts so constructed will be essentially correﬂt.' Tre

exact detalls of organization cannot be disseminnted for security reasona.
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