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!acloaUN (B) Bepor& -'t.iD& tartb the reeulta of the ~17 
achartge ot 1n.tonaaU.on Oil oenain Ol)'pto,(p'aphic d~~Nl.ap!leftta. 

3. The 8Ub.1ee' ccmtennce prawd to be a JIID8\ aacoeaeN oM f:rcll'l 
bot.b the u.s. ami Br1Uab ~a, aD4 .I feel tllat. a pod toandaU. 
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TOP SECRET 

:L!OPSESE! --
BRI!ISfi....umtUD STA!ES OO!JlUUIOATIONS SECURITY OO!IFEREl~E 

UiliUmS OF 

~·Final Uee'ting ot the Plenary Comcd;\;tee of the British-United 
States CCillr.liliDioo.tions Seour'ity Collf'or·ence was held at 1515 on 2'7 October 
l9S> 1n Room l2l2g u.s. :lay Security Station9 Vla.shington, DctCo 

REPRESEilTATIVES PBESE~ 

UNITED STATES --
Mr. t'i,F,. Friedman,~ Cba.i.rman 
Rear Admiral Earl E. stone, usn 
Captain LeFe S~f'ord, USU 
Captain l!oOe firmsen, USN 
Ca.pta:tn J.s. llarpore USN 
Ooloml llsCo Saarsli' USAF 
Colonel John a. Arrowsmith. USA 
Colonel Roy H4> Lynn8 USAF 
Colcmel Orville Laird8 USAF 
Lt. Colonel ReiL. Horton,. USA 
Lt. Coloml Xelso G., Clow s USA 
Oomm.SlJder GeWo Liim8 USN 
Dzoe Ae Sinkit:w 

,, 
UlliTED K!lDDOM 

Mr. ToRello Burton taller 
Ur .,_ J .u.G. Polla.rd 
llrigad19r J oRo TU tuum 
Commander JoReGo ~rechman, RoNo 

SECRETARIAT 

' ' 

\ 

\ 

~-= 

LT J orlco Pearson• USN 
Mro HcDo Jones 
Uiss Catherim Uo J'ohl'ISon 
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AmmlAL srorm ·call eel tbe moeti.nc to order., Ue said that he had ~ 
ceivatl a :noflli W ~dier Genera UoClal lmd in nhich he expressed his 
RgN't at nat; b$1ng able to attend tho closma Plenary sessione Tie explainacl 
that official. business had requited General UcCle1 J and • s presence 1n srm 
Antom.o, 'l.oa8 and the Goneral had asked that his apologies bo convoyed to 
all ccmcemecl a.M that his best Td.ahes bo ext~ to the Mtish delegates. 

AD7:ImA.L S'l'Oim them stated that the Session had before it tinnl vend.ons 
of ~ raper&; 'EO 'be approved f9r f~ng to the respective ~tish and 
u.s. Chiefs of Statf~ lie suggested that~ 'Unleea there was fwtber comant, 
the final V81'Sions of the reports bo signed e.ii that ticleq 

. AD!.tmAL STOIS and. MR. Jm.T.'JtR proceeded 'Vd.ih tile sigoing, and ~ 
of coP!Ga, Ol Ge l5iil repo'iG. 

mrmAL srozm: said that he wished to express his apprecl ation for ihe 
Wa&"k ill!Ch bid &en accompl :J sbed1 add1na his feeling that a f'irm groundwork 
fGtl' fut'Ul'S operations in the Conlmnications Security field had been laid. 
He expresaed his opinion that the coof'erenco had been most Worth\mile~ and 
said that he tllougbt much good_ would came of 1 t. 

.Amggi S'i'OU~ asked 111-. lliller it he had ·81\Y' comments he wished to makeo 

MR. I.m:LER responded u:ith the foll.olrl.ng ~~ · 

11ib.ank. you V9X7 much for your recarks abouli the Conterence. May I 
aJ.so thank you on behalf' ot the other members of the Br'itish team 
mo wore not ah1.e to be here for the close o£ this Conf'erenceo As 
you '1DD3' kno\"t, Capt.. Cairns is al.relqr in EneJ,and, and the machinery 
1s pra.ct1c:al.q set £or the retum ot the others o£ our group. ur. 
Jcll.oy is 11!81ting in Uew York, and r~t. Cole Hezm-Collins is ~ 
Canada, b'oJ:I. mence he will return to 181 Yom and ~ home tram 
there. So far as the Confox-ence is concerned, I muld. thoroualll.v 
endorse ~ remarks tha~, the Cont'orence has been an out;standing 
succoss~ It has been a landrllBl'k in this particular _art, It. is a. 
l..andr.mrk in teltlS of its success, and in that it has covered ·a far 
~er field than has ever- bean oovered be£ore, and I !'eel that aU· 
items 'Wel'e. discussed with areat tranknass and breedoc. I would JJ.ke 
to thmlk aJ,1 the members o£ )'Olll" ~ on evar.y laval tor tlltd.r 
cooperation and personal kindnessJ w have thor~ enjoyed our 
part 1n the discussions and also the lighter vein which has been 
introduced fZ'Oill time to tir.leo In EMlJY discussion we have learned 
a awat deal., and n w:Ul go back home Td.th a lot of' iarOl'mtltLon 
Which 'Will be ·wJ.uable to us, mld I hops that we have la.ft behind 
scmothing \mich will be of "Value to you. 
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"1!.1ere 1s one aspect i."'llich ha8 ~en ~t .,_,. ~ homB to 
aeo· IlLl2hl we stoo~ :i.n dire li!SGd .of .a combinad cypher macld.nao ... 
'llte ~waa exam1ned and :tt wu fOund that tile Ue~S. ami Jklt.i.sh'. 
o.f'P}ler machiue8 ~ h'rGc....U.Sble. alld it was b.v luck tm4 1Doo 
eem41q, nthe tht4t1 b3' fazrathouaht, that. the cma ·wbich w i1&"N at 
tbifJ moment was deviSed and 'R8 vsed almost throudlout the war. 
It Tla81 h0118Va'1 a macllins d1ich '1148 1aa secure than tbe ~e.ah 
an4 u.s., flaticmal Il1chiDes. ·Hayi.Dg made those 1'SD8rka, 'Which Dd.ght. 
aeer:L ~~ I would l1ke to ~ that that mmdline Tlithout; 
a bbt was our aalva:t.ton. In 1950,; • bave had the Britisb and: 
u.s. Omzun'catiODs Sec1irity' Ccmterencs, and once more we fil1d 
that in reapa~ to scat of the 1taaa. d.iiJcussed, dewl.opment by' tbs 
British end u.s. ·baa 1'8acl1ed a~ Tlhca-e i-econcW.aticm of tile 
rao'hines · u· .tbey' stand 111 gOliJg to be ext.ftmely ditfioul't. '!'he . 
leuon I have leaaied 1s that if u are gOing to achiwe satu­
.tactor.v Qomb1ned Coml:iunications, ~should have xre~ and trequent 
discussions ~ theae. matters before designs sre frozen and moditic.­
tion bac<mtea impossibla. 

"I think I b~ no~ elsa to say other than to thank ;vou tor 
your personal ld.nclnoSs. We look .f'omszd to havina you join us :In 
London next 7ear11 and n hope that wa can reciprocate in some 1117 
the kindness 'Which we have recet ved at yo'Ull" handso11 

.ADLIIRAL S'lUlS tbanked l.lra lfi.llor for his rema:ncs, ·and said t.bat he 
wuld J!ki9 t6 a.preaa his appreciation to all merabera of the lh"it:tsh 
teamo lie expressed regret th.at the antire lll'itish delegation could not be 
present at this· fiDal Session, and asl<Dd that l..lr. UUler conve.r to them 
tho best rdahes of tho UaSo dalesates •. 

AD!!IRAL sTOrm than asked for 111\V' twther comments. 

~ ~ :none, and the Ueetirlg \1os declared &djou:m.ed: at, l535. 
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1. Appraval of tile Rspol't to tbe U'.So and Brl~ Jo'J.ilt Chiefs or 
SWI bJ' tale BmJSA oa.mi~on SecNri.'t7 Ccmference. 
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lo 'fhe olold!J& Caiid.Dfd ~ ot • B11BA Cai""'ew"oaMml SCCIUI!V 
~ 1dl.1 be W m IDea 1212s lla7 SaearLtr SUt.i.ODo • 1500 
e M*W~ :Jf1 ~ l950o . 

2o DIG tollomlq ad.te4 Statae peraDDe1 liN tari.W to &'Mad 
this •et1Dc· 
PL'BIARr CX»JJIID'J::I 

Rear Admiral. Barl E. a-.,. usr 
ik\101" Ooueral·Bo Bo IIIOl.U.&!IId., 18AP-t­
Colaael s. Po Co'llbo8 1BA · 
Captdn J ........ . 

· Col"Del R. B. LJrm., 1BAJ' 

SERVICE CBlP'lOU)(I[C AOiNULiS . 

Bri.pdier O..ral 1Jil.U.a 1'. 01~, 'USA+ 
CapfJdll Le s. lloRretb, tBlf . . 
ColoDel OPd.lle J. ~ lB.AI' )(.. . ~ 

~DIBC~ 

lifo '1'0 'I o JloJ.edmaD 
~B. Oo BaD88111 1BR 
Cmpba1n Jo So Jlarpa:r1 .1811 
CoJ.aael ~ Co Sean• USAP 
~t Colcmel R, Ro Borkma 1IJA 

Si.CBE!ABIAi 

~" Jo 'l'o 1\)a:NGD, 1BB 
Hi'o ll!o n. Jaaaa 

CHAIIiWf 11 SUBCmlli1HBI A 

C&ptdxa Lo l'o Saf:f'cllf4., 18B 

CBAilfiliAW, SUBOOIIIrf!lm I 

Dl'o Ao SiDb'cr 
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12 October 1950 

SlJ.BJ'ICT: BRUSA Communication Securi t7 CoDfereDCe 

TO: Mr. W. F. Fr:Iedman 

lo The Combimd lbltcutive Colllllittee Mast1DS and tba closing 

Combined Plenary Session of the lmtSA COIIIIIUnioatton Secwrit:" Conference 

scheduled for 1000 and 1100 hours, reapect1YelJ, Friday, 13 October 

1950, have been postponed until ao:mat~me after 23 October 1950. 

. 2. Ini'or.mation regarding e. new time and date v111 be furn1aheci 

as soon aa available. 

~~J.2~~ 
WILLIAM P. rRI:m4Alf, 

Chairman, EDcut1Te Co1111l1 ttlle 

SECRET 
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5 October 1950 

SUBJECT: BRtJSA. Ccmmunication Securit;r Conference. 

TO:· Individuals listed :ln paraaraph 2. 

l.. The closins Combined Maet1ng r4 th$ BROlSA CoJIIIDUilication Security 
CODterence will be held in Boom 1212, Na-q Securit7 Station, at UOO 
012 Fridq, 13 October 1950. 

2. The tol.J.ov1ns United States peraCJ~mel are invited to attend thia 
meetiDg. 

Rear Aclmiral l!arl E. Stone 1 tJSB 
MaJor General H. M. McClelland, USAF 
Colcmel s. P. Collins11 tJSA 
Captain J. N. Wenger, USif 
Colcmel R. II. !Jnn, USAF 

SERVICE CRrPl'OLOGIO AGENCIES 

:Brigadier General William N. Gillmore, !J'SA 
Captain L. s. Howeth, tJSlf 
Colonel Orville J. Laird» USAF 

"DICUi'IVB C~ 

Mr. W. F. Friecblan 
Captain B. o. Hansen, USN 
Oapta:ln J. s. lfarper, tJSlll 
Colanel R. c. Soars, USAI' 
lj.ieuten&Dt Colczel R. Bo Borton, tBA 

SECRJ1rAmAT 

LieuteDa.Dt J. W. Pearson, mN 
Mr., lla D. Jones 

CBAIIIWf, stJBCOIIMITTD A 
Captain L. I. Saffard, USN 

SECRET 
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Seating arrangement for the Plenary Session, BRUSA Communication Security 
Conference, scheduled for 1100 hours, Friday, 1' October 1950. 
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Schedule of Meet1nss for thfJ Week BegimLing 9 October 1950 

MD~, 9 OctOber 1950. 

lOOC MeetiDS of Subcammi ttee A. 
1330 Continue meeting ot &.1bcommittee A. 

Tuesda.J, 10 October 1950. 

1000 Completion of discussions and drafting o'l rsporte b7· 
SUbcommittee Ao · 

1330 Completion of discussions and drafttQs o'l reports b7 
SubcOJID'Jl1ttee B. 

• 
Weinesclq 1 ll October 1950. 

0800 'l'.fpiDg of reports. 
1400 EXecutive Committee meet1us to ocosider the reports of 

Subco:amd:ttees A and B.. Meeting in Room 12126 Na"7 
Secu:rit;r Station. 

~acJQ 1 12 October 1~0 

1000 EDcutiTe Committee meeting_, if required. ~tins in 
Room 1212, l1aV7 Securiii7 Station. 

1300 Re'Qp:lns ot final reports. 
~ 

J"r·).d&J, 13 October 1950 

100() Executive Oomittee maetq to approve final re:porta, 
Room 1212, l'la.\'7 Securit7 Station. 

1100 l?le~"7 co~ttee '1!!99ting, Roam 1212, Ba'IPJ' Securiv station. 

SECRET 



5 October 1950 

SUBJECT: BRUBA OODJD1UD1cation Security CoDf'erence. 

TO: Individuals listed 1D paragraph 2. 

1. The cloeins Combined Maetins of the :BROSA CODIIIIlmication Securi t7 · 
Conference will be held. in Boom 1212, NaV7 Securit7 Stat'J,on, at UOO 
on Fricla7, 13 October 1950 .. 

2. The fol.'tovins UDited States persarmel are invited to attend this 
meetiJ!s., · 

Rear Aamiral Earl E. Stone, 'OBI' 
MaJor General H. M. McOlel.land, U3AP 
Colcmel s. P. Collins11 USA 
Captain J. 1. Wenger, usm 
Colonel Ro H. Jirnn, 1JSAF. 

SERVICE CRYPl'OLOGIC AGENCIES 

Brigadier General William B. G1ll.mare1 VSA 
Captain L. s. Howeth, USB 
Colonel Onille J. Laird, tJSAF 

lL'XJOOa.rm c~ 

Mr o w·. F o FriedEn 
Captain H. 0. Baneen, USN 
Captain J. a. Bar:per, llB1V 
Colonel B. C. &aars, U8A!' 
LieuteD&Dt Colonel R. B. Jtorton, lEA 

SllUR&'J.'A'RIAT 

Lieutenant J. W. Pearson, USN 
Mr.. B. D. Joms 

CBAIRMAB, SUBCOMMITTEIC A 
Captain L. F. Safford, USN· 

CHAIRMAB 1 StmCOMMITTD B 
Dr. A. Sinkov 

<1J;vv.a..._3~q~ ... ~ 
~ F • I'RDDMAI, . 

Cha~, Executive Committee 

SECRET 
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~ SeptedleJ:' 1950 

Subjeotc ~tatiw MiDutes of' tbe First Kee1Atng,. 

1o b subject .Dd.nutes are toftarded he:rew:l th f'~ 70DZ' 
conslderatiano · 

2. Ple&se ad'Vise tb8 ·Secretal'iat, located 1n Roca m, 
BuUcting 191 u. s. Nav S3cuftt;r Stati.cm, tel.aphcme extenal.on·~ 
3.548 ot ~ OODIIDeDta imd/,. conCl1Z"'NNlce. 

~~ 
J • VI • PEABSW 
Ho Do JQIBS 
Secretariat 

TOP SECRET 
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BRITISH - UNITED STATES COMMUNICATIONS SECURITY CONFERENCE 

MINUTES 011' 

THE FIRST fB.:h"TING OF THE PLENARY COMMITTEE 

The First Meeting of the-Plenary Committee of the British­
United States Communications Security Conference was held at 
·1430 on 21 September 1950 in Room 1212" U o So Navy Communication 
Station, iVashington, Da Co · 

Representatives Present 

United States 

J.ear Admiral Earl .ll! o Stone, USN -
Major Genera:l Ho Mo McClelland 11USAF 
Brigadier General ,_.lo ~o Gillmore,USA 
Colonel R-.. H·o Lynn, USAF 
Captain Lo S., Howeth!) USN. 
qglonel Oo J., Laird 11 USAF 

vColonel So P~ CollinsR USA 
Captain Lo F o_ Safford, USN 
Captain J o 1: o ·~fenger 11 USN 
Captain J. So Harper 11 USN 
Colonel Ro Co Sears 9 USAF 
Captain Bo Oo Han~en9 USN 
Lt., Colo Ro Ho Horton 11 USA . 
Mro ·.'lo F o Friedman 
DrQ Ao Sinkov 

United Kingdom 

!fro ToRoWo. Burton Miller 
Captain, the Earl Cairns, ReNo 
Mr o Kenneth Perrin 
Mro J.MoGo Pollari 
Lto ·col., C., Ao Henn-Collins 
Mro E., Ho· Jolley 
Brigadier Jo B. Tiltman 
Group -Captain Benjamin Ball, RAF 
Commander JoRoGo Treohman, Ro No 

Secretariat 

Lieutenant J., ·rfo Pearson, U.S.,N., 
Mro Ho D., Jones 

W.iss Catherine Mo Johnson 
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ADMIRAL STONE opened the First Plenary session of the Bfi­
tish - United States Co~unicat1ons Security Conference bt wel­
coming the British Delegation on behalf of the Uo So Represen-· 
tatives Stating that this Conference was another link in the 
chain of friondly U. So - British relations, Admiral Stone em­
phasized the advantages ·of collaboration in the vitally i~por~ant 
related fields of Communications Intelligence and Communic~tions 
Security, and remarked that this Confer~nce represented a further 
step in British-U.So collaboration in that it was concerned with 
Communication·seourity developments of a rather wide scopeo He 
continued by stressing the importance of combined communications 
security, and stated that all concerned were striving to ass~re 
the maintenance of udequate·security in combined communications 
on various levelsn He added that it was his hope that collabo­
ration would ·do more than to as~ure the maintenance ot adequa.te · 
security, explaining that in the reciprocal exchange of c~ypto­
graphic information,· the United States· Technical Rxpertsa al~ 
though feeling· that they had much to off·er 9 knew that they would 
gain much us.eful technical information from the exchaqge wi~h 
their British colleagues, and further that such information 
should have beneficial effects on the security of purely U .. So 
Communications, and ~hat reciprocally, it was hoped that what­
eve.r information U .. So Technicl.ans could provide, would prove 
beneficial to the security of pure~ British Oommunicationso 

Concluding his remarks by expressing the hope that the 
visit of the British Delegation to the United States would be 
a. pleasant one 8 Admiral Stone invited th~ members of the Dele­
gation to call upon.him for any personal assistance that he. · 
might be able ~o rendero Ue then invited !Jro Burton Miller, 
Head of the British Delegation, to address the Conference;. 

MR .. 'MILLi!:R, ·speaking on ·behalf of the British Delegation, 
thanked Admiral ·stone tor his words of welcome 9 ·stating that 
they had been looking forward to their visit, and to getting 
on with the discussion of the items on the agenda~ He re= 
marked that discussions on same of the items had.been held 
before. and that they had proved very profitable., He stated 
that one or two aspects had presented stumbling blocks 8 which 
had been satisfactorily removed, and therefore-he saw·no 
reason why decisions could not be reo.ched at this time on 
which both parties could build and forge aheadQ He pointed 
out that notwithstanding the name "Initial Exploratory Con­
ference"• he felt that decisions oould be reached on certain 
items which would be or mut~al benefit to both parties, but 
tbat much benefit could be gained from exploratory discussions 
of other items on which firm decisions could not be reached at 
this time., Stating his desire to make the maximum contribution 
during· the deliberations and discussions to follow, Atro· Miller 
concluded his remarks.(> 

• 1 ~-
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ADMIRAL STONE thanked ·Mrp Miller 9 and. invited General 
McClelland 9 Diractor9 Communications-.~lectronics and Chairman 
of the ~oint Communications-Electronics Committees to address 
the Co.nterencee-

GENERAL MCCLELLANDv extending additional words of welcome 
to the British Delegation 9 recalled that since the establish= 
ment of his officep approximately one year ago., he had noted 
increasing collaboration between the Ua KQ and the Ua So 9 · 

·/ 
particularly with regard to the Military· Services o_f the t~':l 
countrieso In explaining the functions of his office 9 Genera.l 
McClelland stated that it had been established under the Joint 
Chiefs of St·aff to· provide overall coordination ainong tha 
communications~electronics activities of the three Serviceap . 
and that control and· supervision was vested in the Joint Com- /· 
ji1~lnications~lectroni.¢ Committee which operated similarly to · 
BJCBo He continued oy saying that the Joint Communicatio~-
Electronics Committee was a completely integrated organizations 
having two Colonels from the Army 9 two Captains from the Navy» 
and three Colonels from the Air Force; he emphasized the fact 
that his own position was co.mpletely neutralo 

j GENERAL u:cCLELLAND pointed out that the D1rector 9 COJ'r.muni= 
"/ cations~Electroni"cs also served as the Chairman of the Joint 
v' Communications~Eleotro~ics Committees the Chairmanship being 

rotated among the three Services every two yearsn He remarked 
that a great deal had been learned from the British during the 
';•Tar concerning Qormni ttee Government 9 particula~ly the principle· 
of unani.m.ous decisions 9 and that while· he had the .. authority to 

/

resolve a split vote~ it had never been necessary for him to 
do soo He concluded his·remarks by pointing out that the Joint 
Communications-Electronics·coma\ttee had a responsibility to 
the Armed Forces Secu'rlt,y.Agency in that it \Vas charged with 
providing communications for that Agency 9 s communications 
intelligence activitiesQ 

ADMIRAl ... STONE thanlced General McClelland 9 and: stated that. 
the Conference had progressed to a point at which he thought 
it would be appropriate to select a Conference Chairmana On 
behalf of the United States Delegation» Admiral Stone stated 
tl!at he was pleased to offer the Chairmanship to the British 
Delegation~ . 

r~a ~LLER 9 ·thanking Admiral Stone for his offerb ·commented 
that he was.not sure if it would not be advantageous to have an 
Am~r1can Chairmano 

ADMIRAL STOllE replied that the American Delegation would · 
be .very happy t·o have the British· p1•ovide the Chairman 9 particu-= 
larly in the person of Mro Miller~ · 

.-
.,.· 2 ... 
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MR~ MILLER stated that he was happy to accept the 

Chairmanship., 

Before turning the Chair over to Mra Miller, Admiral 
STONE said that there were several matters that needed to be 
covered; he requested Mra Friedman to .present a statement 
setting forth information that would be useful as background 
tor the Conf'erenceo 

I MRo FRIEDMAN stated that he thought it necessary to in­
. vite the delega~~ attention to the fact that· there are in 

existence certain agreements between the United Kingdom of 
'Great Britain and Northern Ireland and the United States 9 and 
between the U a Ko· Chiefs of Staff and the U o So Chief's of 
Staff' with regard to ("1) security measures for the protection 
of' classified military information disclosed by or exchanged 
between the two goverilments 9 and (2). arrangements for the 
protection of the rights of inventors of equipments disclosed 
by or exchanged between the two governmentsn 

\j\~ ~U:)'the c:;e!~::!m!!~nr:::~d~!: ~~!:~i~~f!!~e a::!~!::n~;om 
which entere~ into force on 27 January 1950: 

"Article. V 

"lo Each contracting Government will take such 
·security measures as may be agreed in each case between 
the two contractin~ Governments in order to prevent the 
disclosure or compromise or any classified military ar­
ticlesp servicesp or information furnished by the other 
contracting Government pursuant to this Agreement 0 

"2o Each contractin ~ Government wi"ll take appropri­
ate measures consistent with security to keep the public 
informed of' activities under this Agreamento 

"Article VI 

"lo The two contracting Governments will negotiate 
appropriate arrangements between them respecting res­
ponsibility tor claims for the usa or inf'ringeme~t of 
inventions covered by patents or patent applicationsr 
trademarks_ 11 or copy rights, or other similar claims 
arising from the use of devices 11 prooessesn or tech~ 
nological information in connection with equipment, 
ma~erials, or services furnished pursuant to this Agree­
ment, or furnished in the interests of production under­
taken by agreement between the two contracting Governments 
in implementation of the·pledges or self-help and mutual 
aid contained in·the North·Atlantic Treaty .. " 

- 3 ... 
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Continuing his remarks 9 Mro FRIEDMAN pointed out that it 

was assumed that this Conference would take cognizance or the 
foregoing article~ in the Uo Ko = Uo So agreement 9 and that the 
representatives of the respective Governments would govern 
themselves accordinglyo He emphasized that in order to be on 
the safe sides it was to be understood that all information 
disclosed during the Conference would be regarded as classified 
information 9 regardless of whether such classification is in 
the military sense or in the sense of "Confidential" as used 
in the processing of patent applications through the Patent 
Offices of either or both governmantso · 

MRa FRIEDMAN concluded his remarks by stating that Admiral 
Stone had designated Lieutenant Pearson as his (Admiral Stone's) 
representative to receive requests for any written technical in~ 
formation or drawings which might be desired by the British 
Mission 9 and that such data as might be available would be trans~· 
mitted from Admiral Stonees office to the Head of the British 
Mission" · · · 

ADMIRAL STONE said that he would turn the Chairmanship over 
to Mro Miller at this time 9 stating that he would be pleased to 
assist the Chairn1an in any way· possiblec 

lmio MILLER replied that .upon reflectioni he felt that it 
would be better if Admiral Stone assumed the Chuiro 

ADMIRAL STONE stated that he would be pleased, and if it 
were agreeable 9 he would take the Chairo He suggested that it 
miBht be well at this time to review the Conference Agenda~ ex­
plaining that it was comp·osed of two 'parts: (1) Replacement for 
the Combined Cipher Uachine 9 and (2) Exploratory" He pointed 
out to Mro Miller that he had altered the order of the items as 
a result of their discussions on 'Vednesday 9 20 September 1950., 

MRo MILLER repli~d that the order of items on the Agenda 
was agreeable to himo 

AD!fiRAL STONE continued by saying that as had already been 
indica~ed 9 U, S., Authorities hoped to come to some specific 
understanding on the first item on the Agenda 9 and that he had 
designated Captain Safford 9 U oSaNo 9 who had had a great·· deal of 
experience with the seven rotor BCM9 to be his representative 
in disclosing and discussing that machine~ He suggested tbat 
if it were agreeable to the British Delegation~ he would set 
0930 9 22 September 1950 9 as the time tor showing the seven rotor 
machine in Room 319 of Building 17 9 stating that the Ua So 
Delegation were prepared to spend the remainder of the morning 
discussing the mach1ne 9 and at the pleasure of the British 
Delegation 9 the discussion-s would be resumed in the a:f'ternoono 
He inquired ot Mr~. Miller if the foregoing proposals were 
agreeableo 

TOP SECRET 
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MRo MILLER replied in the affirmativea 

ADMIRAL STONE remarked that it might be possible for the 
Conference to proceed on Monday of ·next week with the explora= 
tory discussions 9 pointing out that Uo So Representatives had 
prepared a suggested for.m 9 Enclosure A to the Agenda 9 which 
showed the scope of the discussionso He inquired if the Agenda 
with Enclosure A were generally satisfactory t·o the British 
DelegationQ 

MRo MILLER replied that the Agenda 9 with Enclosure 9. was 
-sat1sfactory 9 stating that they had already had an opportunity 
to study some of the.problemsa He explained that one exhibit 
and quite a number of papers were supposed to have come over 
with the British Delegation on the ~ueen Elizabeth 11 but presfult 
in1ioations were that they had not een aboard 9 however9 he 
added 8 he had taken steps to have them dispatched as soon as 
practicable a 

ADMIRAL STONE stated his appreciation of the situation9 
and added that perh.aps it would permit the British Delegation 
to remain in ·.vashington longer than had been anticipatedo 
Turning to the next item of the Plenary Agenda 9 he ·proposed 
that the matter of Committee Structure be considered next~ 
He observed that a paper 9 indicating the Uo s .. representation 
on the Plenary Committee9 Executive Committee 0 and Sub-Com~ 
mittees A and B~ had been distributed 9 and suggested that it 
might be advisable to ascertain the names of the British repre~ 
sentatives for the Executive and Sub-Coa~ittees at this timea 
With regard to the selection of Chairmen ror the several Com­
mittees9 Admiral ·stone suggested that the British Delegation 
designate the Chairman for the Executive Committee and sub­
Committee B 9 but stated his preference for retaining Captain 
Safford as Chairman of Sub-Committee A 9 in view of the fact 
that the United States was the disclosing authorityo 

MRo MiLLER indicated his agreement to Admiral 'stone's 
suggestion8 stating that his delegation was so small 9 they 
would work as a team on most of the itemso He stated his 
preference for restricting British membership on the Com= 
mittees to the Delegation 1tself 9 reserving the privilege of 
calling in various British ,..esidents of ~·Tashington from time 
to timeo 

Indicating his agreement with Mro Miller's remarks~ Ad= 
miral STONE said that he, assumed that the full British Dele= 
gation would be a part of the Plenary Committee 9 unle.s$ Mr~ 
Miller would P!efer some other arrangemento 

llao MILLER replied in the affirmativeo 

.... 5 "" 
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r ADMIRAL STONE announced that there would be·a meeting 
of the Executive Committee immediately following the Plenary 
Meeting at which time the times and places of future meetings 
could be arrangedo Turning to another subject,.he recalled 
that the matter of standardization of rotors had already been 
mentioned in a paper which had been forwarded to the British, 
and that U. So Authorities were of the opinion that the inter~ 
change of rotors on-whatever machine is agreed upon tor com= 
bined use was of utmost importance; he proposed therefore 9 
that the subJect ot· standardization of rotors be included in 
the discussions on the .replacement of the Combined Cipher l~ch1nen 

, !4Ro MILLER agreed to the proposalD 

ADMIRAL S'l'ONE then requested Mro Miller to act as 11 or 
designate. the Ci"hairman ot the Executive CoJ:'lmittee 9 ~t least. 
on a temporary basisc. 

MRo MILLER· replied that he himself would assume the Cha,.r­
manship of the Executive Committee. at least for the Meeting 
tOd81'o 

ADMIRAL STONE inquired whether there were any further 
comments to be made at this timeo 

CAPTAIN HOWETH stated that he would like to take this 
opportunity of welcoming some of his old friends to '.'/ashingtona 

ADMIRAl, STONE introduced tlle members of the u. So Dele­
gation,.and welcomed Group Captain Ball and Commander Trech­
man to the meetingo He stated that Mro Friedman, Colonel 
Collins. and Colonel l.yllll would be his representatives at 
the Meeting of the Executive Committee to followo 

T.he meeting adJourned at 1456~ 

- 6 ... 
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Office Memorandum • UNITED STATES GOVERNMENT 

TO 

FROM 

SUBJECT: 

AFSA-14 

DIRAFSA 

DATE: 24 August 1950 

u.s. - British Conference on the Exchange of Cryptographic Principles 
on a Reciprocal Basis (AFSAC: 63/1) 

Please draft appropriate opening remarks for row use at subject conference. 

URL B. STOD 
Rear Adlli:ral. u.s. Na'IJ' 

Dil'eot.or, Ane4 •oroes SeOUI'it'f ,__., 
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DRAFt 

It ia with a great deal ot pleasure that I nleou the Br1t1eb 

Deleaaticm £rem GC"!lQ t·o the _'O:n1te4 Statal and to the Arlled Force• 

Seaurity Agency. I am aure 70U are all aware ~ thia ,.. _.Agan"7, 

. . 

which •• cr•ted a little oYer a year ago and hall brou;1ht about a 

further integration or the aryptolo;:ic operation• conducted h1 and with-

. . 

1n the A.rMd i oroea . of· the Un.:lted Statea. In Wlinl the word CQJ?toltg1o 

I •ean t.o intlicate that liSA 1a now in a poait1on to deal with the 

whole co1D1 one side of which. represe'!lta the ~iaatioJ:l illtelllgence 

act1Y1tiea, the other, the a~1cation eecur1t7 act1Yit1ea of the 

.&ne4 loroea ot the Unitecl ertatea. tW·SA ie, in tact, now an orpniution 

:rather •~.ilar to GCHQ, wbiob w, on thla aide ot the •ter, haYe alway• 

adaired tor ita grMt aco011pliahaents tl!ld moe•••• throughout the para 

ot our aaaooiatlon. 

Britiah•U.s. ooilaborat1on in the oOMmwlication ~ntellilaDCe tiel& 

· •• Yl1'1 .o.&.oae during World 1&1' II, eo cloae1 ln fact, that ita bene1'1o1al 

SECRET 
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re1ult1 repreaented·a major contribution in the .aoce•atul outca.e 

ot that •r. The detail• ot that ato!7 are prett7 wll known to all 

ot ua here todq and neect not be elaborated on at th1• tlllle, axcept 

to 1&7 that the oloH a~tiae collaboration ln that !1eld haa been 

ext.ended to our preunt ao-a.dlecl peaoe-tille. 

. . . 

Al.lo dUl'ing World War II, there •• Brit1ab-U.s. collaboration 

in the coaun1oat1on aeourity field, a no le11 iaportant aot1ritT,. 

ancl 1D aatae raspecta aYin more -iaportant t..han tM COUIBl', or, •• our 

Britiah ftienda aq, the SICIIll' field. The collaboration •• not 

aa ooaplete, perhapa, ainle 1t 1Dvolvecl l'or the mollt part onq the 

aeaurity r4 highest-level Coab:lned COIIIIDWlicatloua. nut, again, IIUCCeae .. 

greeted our C011b1Ded ef'forte, wen though it •ight baye bnn noted ill 

leas spectacular faah1on. 1~be pre•eut Conference repreaent• a further 

etep .1n 7!rit.iah•V.s. collaboration in t.he tield ot oryptolog:r, tor 

it :la devoted to caaunicat:lon aecurit7 Mttel'a of falrq wide· scope. 

lot o.n.q will there be cliBcuaaioaa on Comb1De4 COIIIIWl1cat1ona ot tbe 

- 2-
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bi&he.t lR"el, and apecU'loalq on the COM, but alao we expect to dliCNH 

Coabioed eo..unicatlona ot_all l.rell and to go. to a.oertaln extant lnto 

the I8D&'I'al i"i'eld -of 017PtOP"&I)hic principlel to iDolude thoae underq1D~J 

.other typea of literal oipher machine•• aa well aa ci~ho~ and citax 

devioea. Not onq are the u.s~ repreaentatiYII prepared to dlaeu~a theae 

IUbjecta but, .&110 the7 will be Slad to ·d~onatrat• certain det'iCel ~ 

the tol'll ~- final equ1pmenta. or eng1neer1q· aodela. or ~read.boar4 

. . . 
•odela. of certain new equipunta. 

1ft the u. s ......... roroea_ tbe queiltion haa otten ariaena which 

. . 
11 the 110re important. ·or the two close~ aaaociated aepenta of CJ'lptologic . . ·. . . 

ers ·Ned in the former aaturalq re ::ard their field u paruOUDt 1 thoae 

. . 

eqagec1·1n the latter regard ·their_ own as beiq t1rat 1n lllportanoe, 

ed ao a1101mt. 4)f' arpent_ will oODYince thea otherwise. liowwer, 1t 

bUked into a corner, the COlli~ epecialista w1U ad~1t. that ·ahould 

-~tera ..-er come· to ao a~1oua ·a cri•il that a dec1aion would ba'fe to 

be .a. to abandon one 'or the other' 8\':ti't"ity, tbq .reel sure ot 11hat the 

' ' 

j". 

I 
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anawr would be, &ad thq would. reluctantq tuld up their tenta. I 

have no doubt aa to mere the meabera or .the Britiah ~elegation atand 
. . . . . . 

on that question. I will U!m1t that in 11\Y position.it is aometimea 

· ditficult. to in&k:e a decision baaed on tbe relative importance of. the 

. . 

two, :n.t 1n the preeent instance ·x t'eeJ.. t.hat •• are all of · one rdnc!. 

un the aafety of' our COP'.J&W:d.cations llea "!ot only t'tte eU'ety of . our 
. . 

COIIIl'.r activit ~•••. but alao the aecurltY: ot aU ottr Btrater,ic and 

. tactical mil1ta17, .naval, and air· piane and operations, the aatet7 · 

of our own A.med f'orcea, and hence the ·security· ot our Go'rern!aente~ . 

We hope ne1rer to be 1n a pos~tion •,t'h~re, in torthri ... ht parlance, 

•telegt'aphing our punahea" J•eaulte in the loaa ot· a lit~, a battle, 

a campaign, or a war. Ot cc;une, n 1n the 017Pf.ologic ·aervice d.o 

not have the eole reeponelbWty in that rtl'~r(i, becauae t,h.e caMumdere· 

·. ot furcea afie~, atloat, and in the alr are the actual.uaers of the 

. . . 

equipment. v-11 conoeive, deelp, and proYida. Their• ia· the :reapona1bil1tt 

to ••• that· the equipment is used proper}T and efficacioual.J• But we. · 

a&Dnot dodge the· reaponaibility or prcwld11J1 adequate aecuZ'1t7 together 



. .-.. 
../ 

with -.z1aua ope:rabUit7. When .. have doae t.h.at, then and onq then 

oan our consciencea be cJ..ar aa regard•. our reaponetbill tie a ln tbe 

matter ot c011111Rln1oat1on aecu:rit7 •. 

. 'the praaent Conference ia a pral!minary atep 1ft pavlft8 the wq 
~ . 

toard achi.V1Di- adequate ae~itl' 111 Co~b1ne4 COMUD1oat1ona ot 

. .. . 
variou.a lev&ls •. ·But. I hope that it will do more than that. For in 

the reeiprucal exchab&• ot Cl"JPtogJ"apb1c principles the United Sts.tea_. . . 

technical experts, althou...~~l t~-:~ey J.eel t.hat tbq baYe mucl-1 to oH'er, teel 

. equalq · aura t.heit the7 can anc1 will. :Jain mu_r.h uaetul technicAl i'ltorma-
·.·. 

. . . . 

tion from their British oppc,.ite numbe;l's 1a the diacuaa1ona. ~c~ 

info~t1on w~ll baYa bane.ficial etfecta on the aecur1ty of pUN~ 

u.s. communicatione and, rec1proc~, we ~ope that such information 

aa. U. s. technioi&ral aan provide will prove b&Deficial to tho security 

ot. pureq _8r1tiab .-aioationa •. Thua, w will all benefit• u.· S. 

. . 

communicatiuna, Bl'1t1ah c011aun1eat1:;ne, · and COIIlbined OOIIIIUnicatlona, 

·will aU be imprond. 

Batore prooaecllng further \C;1tb Conference lN•ine•a, I • nl'a •• 
. . 
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l.S September 1950 

SUBJECT: BRUSA Communications Seeurity Conference 

TO: Individuals listed in paragraph 2. 

1 •. The opening Combined Meeting of the BRUSA 
Communication Security S·eouri ty. Conference will be 
held in Room 1212, Naval Communication Station, a.t 
1430 on Thursday, 21 Sep·tembe·r 1950. 

2 o The follo\"ling United State·s personnel have 
been invited to attend this Meeting: 

Rear Admiral Earl E. Stone, USN 
Major General H. M. McClelland, UBAF 
Colonel S~ P. Collins~ USA 
0 apt a in J ~ N ~ Wenger, ~USN' 
Colonel R. llo ·Lynn, USAF 

\Plenary 
( Commi tte_e 

J 

Brigadier General William N. Gillmore, USA't · Serviee 
Cap·tain Lo S •. Howeth~ US~l . )c-Cry!Jtologic 
Colonel Orville J. Laird, USAF J Agencies 

Mr. w. F. Friedman 
Captain H. o. Hansen, USN 
C ep·ta in J". S. Ha1•per, USN 
Colonel R. Co Sears~ USAF 
Lieutenent Colonel R. Ha Horton, USA 

Lieutenant J~ w. Pearson. USN 
Mzo. R. D. d"ones 

}
-Execu:iiive 
Comm5. ;,;·tee 

· >Secretariat 

Captain Lo F.· Safford, USNs Chairman._, Subcornm:i. ttee A 
Dr. A. Sinkov, Chairman, Subcom.111it~ee B 

C2t}~~ 
' W' e F o ·FRIEDMAN 

Chairman, Executive Comdittee 

-------·-·---
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AGENDA }~OR U. S. - BRIT.L«;JI CONFF,RFlfCE ON THI F..XCHAtmt·; OP' 

CRYP'J'OORAPHIC i'RIHCIPU-3 

a. Speai&l PUr,poee Teleprinter SJitema.tor 
the ~ban&e ot Intelli~nce lfaterial. 

b. Low lchelon (Jilnor War Vessel•) Telep,raphic 
. Sfltella. 

c. Jlerchant Ship 'felegrapb1c Sfateu. 

d. Jlet.eorolog:l.cal Securi v Syat.Ma, .Inc1udin« 
1acaildl.e, Teleprinter and TeleiJ"aph. · 

e. Voice Securl ty Syateu tor Tactical 

Pun»a••· 

It is Pl"opoaed that each ot the aboh typea of ayat.eru 
be diacusaed accordir~J to the schedule aet forth· in F.ncloeure A. 
hereto. · 

... 
I• 

'l'OP 8ESRB! 

T·OP :sECRET 
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!Dcl.oaure A 

·I. ~airable Charact.erietiaa. 

·A. ·oen.ra1 

. l. Objective 

. 2. · !7P• _or· ·1enl ot lmplO)'ID8nt 

: B. Operational Characteriatica 

· 1. Securit;r · . 
. . 

a. Cz7p~eecurit.7 

b. Badiat.ion Security 

c. 'lran-.ie~iC?n Sec~ ty 

2 •. PUDct.:l_~ Reqlli.NMnta 

. 3. B&dio Inter terence 

4. Pcnrer Raquremen\8. 

· S. Special Requireaente 

c. Pb,yaical 12laracter1aUca 

1. Weight am Voluae Faatora 

• 

2. Operation, 'l'ranaponatioaa, Packaging 
and Storage ~riM$ 

3. Deetruction ~equ1reaent.a 

D. ·.Operation and llainteM.Ilce Cllaracter1stica 
ot Equ1saent · . · 

E. Oaint ~oation• witl\ Reapect to Oonae­
cp.~encee of Capture of lqqipaent 

TOP SfGRET-
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II. Preeent Equi~nt - U.S. 

A.· .Demonstration or Oeecription 

B. , Diacuaaion c·onceminc Adequac7 Accorciinl 
. to I (Interia1 .toDg-range, Bllergency) 

III. Preaent Equipaent - U.K. 

A~ ·naacription.or.Ubdel ne.onatration 

B. D1acuae1on concerning Adeqoac7 Accordinc 
to I· . 

IV. Jo!quipa.nt wner Develo}aent - U.S. 

A. DeacripUon or J.fodel Deaonatration. 

B~ Adequacy according to · ~ 

C. PreHilt Sta.tua 

. D. Plana 

v.·. Equi}Mnt Ubder DwelopmaDt- U.l. 

A. Deacr1pt.ion or Model n.onstzoatlon 

B. Adequaq accoftlin& to I 

c. Preeent Statue 

D. Plane 

TOP SECRET 
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·TUE Fllft i£llftl·M OF ~ Ex::BmJTI'!fE C\OlVIWT'l'EE -

~ Fifth ~6tlng ot the ExeGutiva O~ttee. of the 
B~itis~- Uclt$~·sta~®s·comm~icmticne. Seouri~y conterence 

.· ~e .. bsld ~t 1400 em· 27 Ooto~r 1950 i~m Room 121~··9 Uo .. So 
. ··~&Wf ~~~~t1 StetiOllrl 9 · Waslli.rngtcn 0 Do C, 

Mr Q '.9'. F. J'ri.edm.an, Chairman 
Rear Admiral Earl E;, Stone 11 ,U oSoN'o 
Captain t.. ·F. Satf'crd:, U .SoN. 
Captaillll H. o·~. Uausn, U.S.N. · .. 
Ca,Ptailll!. l.o s. Harper, U.s.N. · 
Colonel R. C. SSars9 U.S.AoFo 
Lt~ Colonel Roll~~ Borton,·U;,S.A• 
Lta Colonel !also Go Clew, UoSoAo 
D:E' o A. Sil!ILkc'U' 

United K:i.ng;dom 

iHro T.R.Vf. Burton Miller 
liro SoMoGo Pollard 
Brigadier Jo H. Tiltman 
Commander J.R~G. Trechman, 

Secrste.lf'iat 

Liel!lte.Daflt l o W, Pearson, U o SoN. 
Mro Ho Do JOD.SS 

Miss Catherine M.-JohQson 

TOP SECRE·T 
- - --------~----·--- -
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I:Tm lo. APPROVAL OP THm MINUTES OF THE FOURTH. MEET.iNOo 

. &o FRIBDDI .s~.ted:·t~t the minntea of the -Fourth Ueet­
~ns .. : were stil.l .1n PteP.ar@t;i~.,n and were not available tor oon~ 
··'$l~~.ratio.mCI ne exp,;J.~~O.~.ct: ... that it was reali~~. th~~' this w~uld 
·.b:~· ... ,llle case, ·.ho~e~~~(~:t·as· believed advisable··~o .. lnolutde this· 
.. ~~t.~ o.m tllhe. aaend~ ... >f@r ~~~@r!G Df ~eoor4 o . 

.. . ·-· 

•. . . 

. · .. · .. ::.: .. > .··.': HR .• 'fWDIIAH s:n.<tr~mllll«!lt4i tlll.ie item for c)onEd:cttii·~~tion, eta• 
: · ·· ·.:;t:tfa8 that • probl:~ai~f ~l?@~. ~ Committee ~--: ··'iiD.iir·:~·t cheoki.ag 

. ·., .. t.c sse ~t· ~ 1rew~~·~.©U a~®cl to at the lli'S.~; .. :tft~~~1116 ·had been 
·. · .. ··= ·:·recordsd properl.r·iE( ~ra .~i~ll. papsr Which .waa: i1btfl('befoJre the 
· -' ..... ··.pcmlllidttee~ H~a aslce.ct.:i~ .... fofll•>members had had an .. opportW11ty to 

.. =:· ... ··atudJr thll!l paper~·~ ._. ..... ·. · · .· · . 
. . . . 

· ·: · . . MR., IIILLER rep·l1&d !n the e.ftirmati ve and· safd· .that the 
.. ;:·,.::·<···:1:"~nal vereion met w!:tlD. his approvalo ...... 

•' . , .. : ·.:<'': . . . 

·. : ... ·· ·. ·. · ·· CAPTAIN SAFPORD expre:as:Sd .his satisfac't~o.o.. with the final 
. ·: :··ve~ion• . .·-

· The CoM! tt~e. -~~eed ·: ·t·o· approve the Third Re.po·rt o:t S~b-· 
Committee A. as ~evi~sed at the Fourth Meeting .of the ExecutiYe 
Co.mmitteeo 

MR. FRIEDMAN asked tor c.omments on the final version. .o:t 
this report. which includt~ changes agreed to at the Fourth 
Meetlngo · · . 

DRo. SINKOV said that he had read the final paper care­
fully to see that the agr·eed changes had been madeo. He added 
that he was entirely satisfied with the papero 

MRo MILLER said that~ he, alao.8 was sa.t!s:ried with the 
final vers1ono 

. The Committee agree~ to approVe the Second Report ot 
Sub ... co•lttee B1 as revised at the Fourth Meatiq of' the 
Executive Committee. 

1 
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IBM 4o APPROVAL 01'. '1"fiE REPORTS TO 'lim U.S. JOIH CBlEFS Qt 
sTAff lW 'MI· ·BRITISH id1fi cidifs 171 S'l!Aff. if Tills 
BkUBl dOIUJticA'i'iOIS siCURiW do!D'ERliibi. 

MR. FRIBDI4AH "i.o.t-rod11c.eci the final item tor oooideratloa 
8D.d sageste4 tJU:l~·. the ·two t1.nal reports be ooneldered para- · 
CI'JlPh bT parasrap~.- This suggestion was accepted and the 
members ·prooee4ed to oo.nalde~ the first at two reports~ 

Report oa .Rep~acament of the COM 

MR •. FRIEDMIR·read the basic report and Appendix A thereto. 

· Atter a brief diso11ss1on the Committee agreed to accept 
the report as !fl"itten1 except tor the following chaf18e& on 
page ; (in Appendix 41:. . 

Subparagraph (a). Change to read aa follows: 

"(a) 1'h&t there sho11ld be 1ss11ed ·20 rotors to the 
set :ror each eldating COM in lieu. ot ,present .uwo.ber ot 
10. This is to become effective as soon as practicabl~9 
bu·t s~ll not precludfl' issue ot sets or· 10 rotors in the 
.interim. Key lists for 20-rotor sets sho11ld be so -pre­
pared that no rotor will e•er be effective on two suc­
cessive days. within the same key lists for eaoh. crypto­
channel·!·· so· as ·to· ·permit setting_·up tv1o baskets. for two . 
success ve days from a single set of 20 rotors thus ob• · 
vlatlng the need tor duplicate sets of rotorso" 

The secretariat arranged for the immediate publication 
of a new page 59 including the above change, copies· of which 
were inserted·· in all copies ot the su.bj~ct. report in lieu of 
the existing page ~o 

Report on the Explorator1 Conference 

MR. li'RIEDUAN then -read, paro.gra_ph by paragraph 11 the re­
port on the Explorator,r Conference, and the members· noted the. 
previoualf-agreed changes which had been incorporated thereino· 

After brief discussion the members approved the.final r~ = 

port witho11t ohangeo. · 

. MRo FRIED!IAN asked for a.oy further ·comments on the reports 
Just approved., . · 

Tll~re were no f11rther commentao ·. 
. . 

URo FRIEmiWI then declared the Meeting adjourned (at lS.lO) 
and announced that there would be a brief recess betore· the 
fiul Meeting of tlle Pl&llU'J' Commltteeo ' 
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· MI\'WTIS OF 

Ta Foart!a M®e1i.l!718 of th~D Exeoutl'fe Comm1ttee. ot ·the 
British = 1Jsdtfl4 States Commw!loatlons Saoarlty OoDf'ere.noe 
we held at 1400 c~ VfeclRaGis4a.re 25 October 1950 in Room · 
12121 v. s. law:. Seourl~r s~atioae Washington, D. c. 

ljeDf!8eatatins Pres.ent 

United States United K1pgdoe 

Mr., ·'• Fo Frleclman, Cha1l'lll811 lfro T.R.W. Darton Jdller 
Rear Admiral·.Earl . .m.· Stoae 1 U.s.N. Commander 3'.R.G. 'l'reohman8.· R.N'o. 
Captain L~- F-C' ·Safford, U.s.a. 
Captain J. s •. Barpere U.S.N.: 
Colonel R. C~ Sear~,· U.S.A.FJ. 
Capt~a·s.·oo·uanaen, u.s.H. 
Lt~ .Col. K. G •. -Clow 8 .u.s.A. 
Lto Col. R. H. Horton, U.S.A. 
Dr~ A. Sl.nkov · 

secretariat 

-Lieutenant J. ~'I~ Pear.on, u.s. H. 
Mro H. 'Do Jones 

Miss catherine Mo Johnson ·. 
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Prior to oons1derat1on·ot ~he· t1rst 1tem oo the agenda8 
MRo PniEDMAN weloom~~ L.iellt•.P&At Colonel Y.elso G~ Clow, ·Sen­
lor U41tel4 States· L181aon Oftl~er, London, to the •et~ngo 

ldR. FRIEIIUJl.lnqu1re4 1t· there. vera 841 comments or 
coi'rec\iona to be ·.-a.a to 'he 1'1nal !tU.utea ot the Third 
Meet1QB ot the ~aoQtlve Committee. 

· · MR. MILLER !lepl1e4 tliat ·then were none tre&~· t~e 
Br1~1sh Delegat~oa~ · · .· . · 

. . . 
!AR •. FRIEDMAN,- mak1ll8 reterenoe to the first paragraph 011 

page two,_ stated that the second line should have road in part 
"AFSA Otflce of Re~earoh·and Development"· to avoid contusion 
with the· Research and Development Board of the Departme~t of 
Det~nsee . . · · 

- . 

The 3xecutive Co~ittee approved the Final ~inutes of the 
Third Meeting as written. 

In coGneot1on with the min~tes under consideration, Mr" 
FRIEDMAN referred to the last parasrapb on page s1x0 a~ in­
quired ot Mro·Mlller whether he had received approval from 
GOHQ, on· the use ot the code word "BRUTUS"~- · 

. ·MRo MILLER replied that such approval had been obtained 
· prior to the T.bird Meeting of the Executive Committeep and 

explained ·that he had inquired about the use of the codeword 
"AJAX", and had found that it was already in ase, JJ.owever,f 
he add•d that he was agreeable to using "AJAX". 1n British_:.,. 
u.s. papers and cQrrespondeaoe as the designation tor tho 
, ... rotor cma. 

DR. SINXOV suggested that perhaps the U. s~ c·ould reoon ... 
. aider the matter5. and find another aame thttt d14 not cont.l1ct 
with British codeword ter.minology. · 

ADMIRAL STONE remarked that since the conflict was on 
tbe British side, and since Mrv Miller had indicated his 
w1111nsneas to go ahead alld usa· the ·v,ord, that he. ~a of the 
opinion that it should then be_usedv -

MR. MI'LLER commented that the signal he had received ·from 
. GCHq was not indicative as to what the word ''AJAX'' had been· 

assigned to. but that he would. like to make a ~ese-rv.ation to 
the ettect that he would be agreeable to ~he. word's use 8 .pro­
vided that it ·had not been ass1gne.d to some coiiUilWI.1cat1ona 
project, in which case a co.rifllct oould conceivabl¥ ooouro 

1 
·-· 
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ITEM 3 o ~O!ISIOBRA'l'IO~ Ol p SICORD UPOJ'r OF SUBCO~'Pl'D "B". 

. lmo FRIE114AN axplalD.ed that. Item 2 on the agenda would be. 
4aterre4 until Ccmmacder ~reohmaa'a ar.rlval. Be auggeate4 that 
the COJIIIDlttee o~~de.r Xtea 3, aa4 requested Dro Sillk~v •a· 
OOJIIID8ats,. · . · 

oa. SDitOV' nad CJi(i ooooaa repo~ ·ot SU.b=Coalttea "B"~· 
He po1Ate4 out 1ibat -idle J'.1t~st Report; hflcl aot beu oomplete la 
that ~he appelldloes .ooate!al.q ~rlet daaorlptiocs of the 1 teu 
41aaaasae4 ha4 DOt beea aetaohedo !a GX.Plalaecl that those ap. 
paAaioes had aow been md4aa-. aloms wl\h th~ amendments agreed 
to at ·the 'l'h1Jt4 Mee\S.~ag.,. · . . · 

After·a·brlet dlacMBs!oA lt was asree4 tbat the tollowtag 
amell4menta wo~tld be macle to tile SeCond Re.Port or SUboOiimltt" 
"B-tt: 

1. Amend par.arapb 1~. to read as follows: 

"1 •. SU~Oo.-1 t'tee B ba made u ezobaqe ot tech• 
nloal lntomatloa ooaoeralag ·varloiliJ or,ptoeyatema 
falling in the· seaeral catesor,. ot •speolal p"'poae 
teleprinter systems to~ tbe ex~haase or oommuAloa~ona 
lntelllgenoe material .• ' 'l'he 9i-tptosystems d1sausse4 
are divided ·into the toll~~ groups: · 

NON-SYNCHRONOUS 

RO'l'OR MAZE KEY GENERA'l'ORS . 

ASAM 2•1 

U.K. ..,.·..;.. ·.- .. Rollick 

S!'NCIIRONOOS 

AFSAM-9 0 if provided with 
Sl'llOhronous teat"'rea.~· 

5 u.c.o. 
(Seoratype)" 

2~ Amend paragraph )a. to read as follows: 
. . 

~3. a. We note that Rockez is presentlY being 
used for the exchange ot oommun1oat1ona 
tnte111senoe material.," 

.3o Amend par~~aph 4b~ to reQ4 .as follows: 
. . 

"4• b. EltJler ·maolline ls available 1.n allfti·­
olent quaatltt·to mset current requirements 
ln the exchange of oommunicationa 1ntell1-
gence material;_":~; · · 
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•. ~F _!D:~6_7~_63 · ~·ep SECRET 

4o 4~ Ame!ld parqraph S to read as tollowa: 

"5 ... In ~e ooarse ot the ·dlscusalo.ns OJ& equlpments. 
11aiag ooe-tlme tapes, a bl'let. ctesor1p1;1on was given ot 
Br1tlsh progress in keT-ta_pe production eq,ulpmeot. In 
Ylew ot ~e olcae esuaooRa~loa ot such t~qu1p•nt with · 
one-time apt;em&. ~ 1·t. is reo OIDIDeftded that the SllbJeot of 
production eqQ1pmant be added ·to th~ agenda of the next 
Brlt18h-tJ.s., q~MSIC oontereaoen" . 

S&lbJeot to ULe. to~egoi·as ·amelld.lllenta, the Kzeoat1ve c~ 
mittae approved the seooad RepQrt Df SUb-C~1ttee ~"· · 

Commaa4e~ Treobmao·Jo1ne4 the Comaltt~e ·at 1445· 
. . 

•" ,. ,.,.,. ••· •• • I • 
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~~ 2o.· OOWSIDJRATIOR 0'1 2.p 'l'BIRD. RKP01l'l' ~ SUB·COtmTTill· ''A". 

· URa .rRDmwt !'8qu.esla4 Capf;ai.m sSt-to~ t;o rea4 the 'l'h!.i-4 
Report of &Lb.-C.ommlt~~ "An.• · · 

. . 

· CAP'l'Alli SAFJ'OQD Nacil ~lie lr~pc~. alld attaga oocalde~ble 
~iaoassioat, the Coa!t~<e~~ ~~ t@ amana ~b.e H.Port as follon: 

1. Amend par~ph ~ to :reacl as foliowa: 
. . 

~4. ~lth \he im~~odaotlom ot the new BOY or,rp~o 
pricoiple, the folle~~ oparatinl taoillt1ea will be 
available: . . · 

(a) .Texts COBns1·st1ng either Dt 26 letters 
plua sp•e but not lt10lwl1q llWJLerals. ore 
alter~t1ve1T, ot lO·Aumerals plus ODe 
add1t1oaal ~bol plus apace ~ut not 1n­
olnd1DS letters,.~ b•· enor,rpte4. ·on· 
.deoryptloD. "'-" Will prlnt as "X" as \dt.t&. 
the preaeat COM. 

(b) Rona of the ad~~loaal raclli 'lea, tor 
exf!l~Dple •· · a mixture of let tel'S &Ad ·tigu:rea, 
offered by a standard Teleprinter will b~· 
available 9 .,. 

2.. Amead ,paragraph 5 to read as follows: 
. . 
"So The u.s .. alid the British are ourreatl.T balld1.ng 

n,. ott-llne o.rphtir •chines capable ot emplo,-1ng the 
7•rQto~ BCM principle aDd orrerins soma or all or tbe 
tao111t1ea inherent ··ln standard Telepi'1nte.ra •. 'l'.b.e teoll­
!U.que by wh1oh these facl-11 ties will be provided is 
different ln·the UoS, des1go from that employed la the 
Br1tlsh·desip, due to clitterenoes in operating requ1~e­
manta, aa set torth lA ,Paragraphs 7 and 8, · belowo" 

3.. Amend paraBraph ~. in part, as tallows: 

~•6o Both nationa are agreed that the following 
general requlremellts, it poss1ble 11: be met:" 

. . 

4o ·Amend paragraph 7 as follows: 

"1p· The British Operational Stott. require that ott• 
llne maohlll8s which- are to. provide automatic·. eo.cryptlota · 
and decZJption··shall be capable or: · 

.4 
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"(a) Aooeptiac a tape. pertorated o.n &liT · 
~leprinter employing the Internati~aal 
Telegraph ~lphabet Mo. 2. (Sae page 
265, 'relegraph Reg~lat1oas • Cairo 
ReV1~lon ot 1938) · . 

Q(bJ Presentlag a"tamutioally ln page torm 
tbe decrypted .veraioa identical with 
the or1s.1nal.text.· Tbus, tor example, 
all the !elepriatar tunot~ona required 
t:~.~: ~·f;lbulatl~n which appeared· 1.n. the. 
or1·s1nal text aust be rep~o~uo .. e.d. ·4ur1ng 
4eo"rypt1on a.ad be. capable of·. o,peratlng 
a stands:~ .IJ.'eleprlnter.r. '' · 

. . 5~ Paragraph 8 ~ .net.ta "ol~arly d.,f1.aed" and subst1~ 
tll te "exactly spec1t1·e·d."·~ · · 

. 6., Amend J)ar~~aph sa. and. 8b. to rea~. a~ ·r~.llows: 

" (a) Use some :bu.t not .all ot the upper . oaae 
ollaractersD · (Numbers and slultt';;;.m~rk 
are uise!!l~' 

"(b) In,s.~~- ··1carr1age Return•~. alld. ·!'Line Feed'· 
d~!~ · deo'r,yption only at t4~- · ~nd .. ot 
elioh 11no y .· 'l'hus the or1g1na tor.-1$ · tab· 

· :u;atlon cauot be reprodu.oed:.,. 

1 o · Amend p'aragraph 9 to reed as follows: 

''9. On 20 October a working party .ot Subcommittee 
A visits~ tb.e Teletype ·Cej)rporation to· inspect and ·dis-. 
cu.ss the., U.s. '1'014' in ··the hope that some .me·E\ns might 
be devised \vhereby ·the· .. ,u,s. cipher maohinEJ 'PCM' plu.s 
the CSP SOOQ ·(Automatic Ott~Line Equ.lpment) and the 
British oip}le,:.- machine· a 'PENORAGON' or 'SINGLET' could 

· 1nterwork11 wh't,J.E,. ·a till being capable of l'iorldng w1 th 
· ex1stins cipher machines ot the nation oDncerned and· . 
also providi.og the facili-ties ~quired by that ilatio~ .• " 

· So Delete paragraph l.O(a) .·and reletter su'bpa~graphs. 
10 (·b) · to read 10 (a); 10.( c) t·o read 10 (b) , 10 (d). tQ read 10 ( c·) , 
lO(e) to read lO(d), and lP(t) to read lO(e)o · · 

9" Paraeraph lO(a) :: .... I~ert "functions, upper ·case 
. characters, and other" between "Teleprinter" and ''fac111 ties" o 

lOo Paragraph lO(o) .- ne.lete -"as a m.att.er or ursenc,-" ~ . 

' . 
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11" Parasra~Jl 10(~), ... Inse3:~ "The.t.00 batore "einoe" la 
tl~at. !.ina.,.. , · 

12~. Amend pa~aph.10(e) ~o read .... follcYia: 

"(e) 'l'hat J.GtGlRhaaie of vlewa; iJa. part.loular, 
· 011 racommGdatlons (b)~ (o),. amd icl) above. 

be coilt.1mau~a. • . · . 
. . . . 

sub~eo~ to the· torsso1ag ~~meat•D the _Third Report ot 
SUb-Committee "A'' was approvGtd· b1 the· Exeoutive Cculttae., 

6-
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RIPOR'l ON PA'§Jm! PROBL!eo 

&., I'RXEDMAH stated that Captra1n Harper Jlad soma 
1ntormet1on perta1~iBS to »ate~t rights to briqg before the 
Committee at this ~~-~ 

OAPTAIR ~ER ~m$r~d ~ha~ ~~a 1ate~t a~~@~m~y haa 
broaght to his attentloc Article V:X amd Annex D·of ~he IUtGal 
Defense Assist.anoe AgreemeA:tt. ~tween ~be United Stat'tif!!!!& ot 
Amerio~ and .the Unltea Xil.asdom ot GNat Britain and Northern 
Irelen(l', ·which lle read as tollow .. -: 

AR'l'IC'LE 'WI 

"l.. The ·two. oQAt~ot·:lng GoY®i»mllents will negotiate ap""' · 
propriate arrangements betweem tbem respecting responsibility 
for claims fer the use or intr1ngsment of inventions covered · 
by patents or patent appl!~at1ocs 1 tradamarks,·or copyrights, 
or other similar claims arising trom.the use ot·devicesD·pro­
oesses, or technolos1ca1 1ntormatiom in comaection with ~quiP"· 
ment, mater1als 1 or services furnished pursuant to this Agree­
men~, or tarnished 1~ the l4terests. of produoti~n undertaken 
by agreement between the two oontraatiog GOV(IrM'le.nts 1n im­
plementa~1on ot the pledges ot selt-hslp and mutual aid con­
tained in th' North Atlantic Trea\yo 

ANNEX D 

"During the course of the nesot1atlons ot the I~Utual 08'"' 
tense Ass1staDDe Agreement, the represeAtatlves of. the two 
oontraoting Governmonta hav~ reached the understanding that 

. the tollowlng points \dll be couldered in the negotiations· 
provided tor 1n Article VI: 

(a) The 1ccllls1on ot · u u.c4ertak1ng whereby each 
contracting Government w~uld assume the reapcnslb1l1ty 
tor all the patent or similar claims of its nationals 
referred to in Article VI of th~ said Agreement and for 
such claims arising in its jur1sd1otio~ of aationals 
ot an,r country not a party to this Agreement~ · · 

(b) The ter.ma on wh1ch.1Avantions \WOuld be communi­
cated to contractors·with a ~lew to protecting the com-· 
mercial rights ot 1nv,ntQr~~ · . · 

(c) Rights 14 improvements ·or other med1tications · 
of patented inventloos .. 

1 
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. "(d)' .. Arransements for the protection or secret· gro·­
oesees and secret techmolosloal iotormatloa, as dl~tlnot 
from patente4 and patutable 1Aveat1oDS •. · 

. (e) '!be &Jstem tor di,oloalng the users and the ex­
tent . ot the ~se of the· paMds,· trade secrets and copy­
rlshta referred to !~·Article VI." 

. CAft.AIH BABPER· a44etl ihat he .bad diacaasaect . the matter tur-
. ther with t.he JU'JIT's J'.adge Adwooate General·•a D•par.tm.entli and 
that the1 were of the oplnloa that c11a~loeuzoes ot. ·p~tenta, .or 
inventions covered bf patent applloatS.o~s" would be.:to ~he 
·~enefit ot the United Stataa Government, and consistent with . 
the. rights· which ·thEfUA1te4 ·states Oovermaant WDilld. normallJ 
h~ld\' 

Mao · PRIEmwf remaratl that he ·had a memoran~um frDa Cap­
. t.a1A Barper•a.· patent attoroe.v wh1oh .was oons1ste~~. with tbe 
.~4tormat1on that Captain JI~per !Uld just presut.ad·;. He read 

· the memoraaclwa to tb~ Exeou t1 ve Coillml ttee as follows: . 

. "lo The latest· ·tc>rmal' asret~ment apeoitlcal),.y 
deliaeKtlng the rights aad d~tles ot the Unlte4 Statea 
aDd British Governments relative to patents aDd 1ave~­
tioqa was the·so-oalled Pate~t Interohanse Agreement,. 
uw expired.;· 

. 2o The Mutual n,tease. Aile1stailce Treaty ot 1950 . 
·(Atl~tlo Pact} ooQtalns a olaU.se obligating· the United 
States and the UQ1te4 Kingdom to negotiate a new.agree• 
meat on saoh·matters ·- aDd there 1s a ballet ourr~t 1D 
the Pentagon that any new undertaklas w111 be very simi· 
lar to the 'Patent Interchange Agreement, bl1 t no new ar­
ran3ement has as yet been. exec1.1ted . .,. 

3\' In the· absence ot a speoltlc understanding, 
.1 t is ~he view of the Arl03 JAG and the Legal Division 
ot the Signal Corps that th~ convent1on~l 11oense ob­
tained by the Government trom lts own employees. as well 
as from contraotors •. whloh.lloense permits m,nufactura 
and 11se tor ·governmental RDrposeg,. jQst1tles the con•. 
veyance of technical lnloma·tlon as well as equipment& 
involving inventions covered by ~nited States patents 
or patent applications~ The view·of the sroups men­
tioned is, in other words, that goverAmental use ls 
virtually synonymous wl th governmental advantiie\. 
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"4(1.· As far as· is kAOl!ll'lll in the Office of the .TAG, 

notw1 thstandins large and varied shipments of equip.... · 
ment to foreign ·countx:oies dur!Ag and following i'lorld. 
~·lar II.· AD· casas have arisen 1n the ooarts which could 
result in a J~dicial determination of the indicated 
interpretation of ·the exprassion governmental !J!o" 

CAPTAIN ·SAFFORD remarked that he woulci" lib· to··. bring up 
a new subJect before go~.ng· .. i>m to the .Gsxt 1 tam on the agenda,_. 
He made. refeNnoe to paragraph_?d of the First Report ot .Sub-=­
CoDIDittee "A" d"atecl ~·o ··september ·1950 which read as tollo~: 

"do ;Rotor··· 011 both U oSo al;ld British VtU,•a·~.ODS 
of ,tbe 7-rotor· OOM to ·b®· ph,ys!e-.l.l.Y .. )~~ 
or.rptographloally iAterchangeable ~· ·. This 
means that manutacturlna 1 and wi~1.ng de• 
tails to.· be ··f'urnished to the British for 
this .pll!"pose o ... 

OAPTAD SAFl'ORP oont1.ou.ed by ex.plai.mlog that at. the time 
the report was wrS.t.ten, it was proposed that the- British 
wo.11ld ase the ftPEX adapter developed by Comma.cder .Se1ler 11 bot 
-that s1noe the visit to the. Teletype Corporatlc.n. :Mr .. Miller 
and -the other engineer& had decided to·use th~ ready-~de unit 
rather than the one developed by Commander Seiler.,. and that in 
view or the toregoi,Qg, it would be· preferable to. ·:u.se 21" rotors 
aru1 make them standard thro~ghout the Britis~ Se"1c_e., 

MRo·MILtBn remarked that on the draft report to the UoS~ 
and British CU1iets ot Staff~ about to· come before.·. tb.e Committee 
for oonsideratio~" he was in complete qreement with Captain 
Saff'ordo He ootlt"inued by emp.hasizlng that he· did· not desire., to 
co~it the Brit~sh at this time, but would"l1ke tp·reoonslder 
tt;le matter as a whola.,. He added that he would be .happy to 
·standardize on r;>ne or the other 11 ieeo s:· either the CSP 1700 
or the·· PCM. · · 

MR. FRIEDMAN inquired or Mr.; Mills!' it he would SUf':B&St 
some specific changes in wording ot t~e draft report~ 

MRo MILLER replied that this item should override the 
agre~ent in the earlier one 0 and that such should be re~ .. 
fleeted in the minutesc· · 

Betore proc.eeding to the next item on the agen~n, Mao 
FRIEDMAN inquired it th~re w~re any comments on the completed 
First Report ot Sub-Col'JDlittee. "B"o 
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. DRo SINltOV pointed out that 14 Appen41x "A", AFSJ\!1 7, 
under the ~eading "Cryptographic Featureaw the let line 
should read WEight 36 point ~otors"• 

MR. FRIED~ inqu1~d abo~t the word "permitting". 

D~. SINKOV repliecl that the wordiq .. Jlad been suggested 
by Colonel Hem-Coll1iis8 · .sad -that the U .• s. wordiDS would be 
"literal cipher maohiasw~ 

· · AmiiRAL STONE :i~qu1re61 if then nre oe~aln terms in 
the paper wh1oh .might make it advisable tQ prepare ··a glossary., 

DR. SimtOV ~eplie~ that most ot the words could be found 
in the current o~nfldeQ..tia·l list ot · asreed .terms,- and there-
to~e._he saw ~o need for a glosaarya · 

MR •. FRIID~ pointed out that same of'the Appendices 
had headli~es·and that some of them did not. 

.... MR. MILLER explained that they had been compiled in 
great baate~ ·and.thet it had been agreed that 1n oraer to 
publish them as~ aoon as poss1))le, )lta.ndardlzat1o.i1 wo11ld ~t 
~~d~. . . 

1'.1R o J'RIEDIIAN s11ggeated . tba t the paper· be turned over to 
members of Sub-Committee .. "'J" tor the purpose of res.olv1ilg 
the d~screpanoes by. the time or the f'i.aal meet!ngq 

· rm. MILLER observed that he was the only remailii.ag 
British member of the Committeeo · · · · 

DR. SINXOV suggested that perhaps l!r~ Douglas could 
represent the u •. ~o members of the Committee ~or this purpose.· 

10 
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CONSIDERATION OF THE PROPOSED REPO~ TO THE U.So 
AND U o Ko JOIN'l' CHI reFS or STAFF BYE BRUSA COM­
MDNI0ATIONS SECURITY c6HriRENCEo 

. . MRo FRIEDMAN thanked Mr"" Miller for his assistance in 
. · · p~ep_-aring the two draft:·. ~-p~rts to the Bri tlsh. a·nd U. So Chiefs 

. · ;"·:: '·ot·' Staff P and· suggested· ·'tffa·t.' the report on the replacement of 
.· ·. ;the COM be considered at -tlffs timeo .. 

. ':f,'he Executive ·'Ci~- ttee -agreed that the_ to-!.Lowing amend= 
.rn€t~t;s w~uld be made- ·t.IJ the report: 

. 
·. 2o . Amend parEl$~S.ph lo-· to read as follows': 

"1. As ,,figre.ed by the British and us Chief's of staff* 
a British/US:· Conf~renc.~· to consider the replacement of :·.·· 
the existing. Combined Cypher Machine opened :1n' ~7ashi.agton 
on 21 Septembe·r .19-50 9 as a result ·of which tJ).e senior Bri.... ·'''· 
tish RepresentatiVfJ recommends that the Bri"ti·sh Chief's of 
Staff accept the otter by the UoS .. Ohietii" ot· ·Staff' of the 
7-rotor BCM pri.ocipl,e as the long-term solution of the 
replacement for the present combined cipher machine (COM"} o" 
3~ Amend paragraph 2o to read as fol~ow~: 

"2., Jviany related cryptographic. devices and f'eatllres 
were demonstrated and discussed-o Summaries of the pro­
ceedings at these meetil'J.Bs· have. been prepared and these . are 

. held both by the Director11 A~ed Forces Security Agency, 
Washington! and the Seoretary 11 Cypliar Policy Board 11 Londono 
In our est mation this Conference has- been of' unquestioned 
value in the field of Combined Communic.ations Security,,. 

4~ Amend paragraph )p·in part, as follows: 

'')o It is recomm~nded: 

··(a) That immediately and on.· a continuing basis 
there be complete interchange of' technical 
details or "'the devices discussed in this 
Contere~e·~ This should include tech~ical· 
visits ... " 

11 
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5.··· .~nd paragraph 4 as follows: 

"4o The geDeral recommendations in paragraph 3 above 
together wit.h the ciet~~led technical reoommendations of 
the conference w~ich e;~e attached as Appendix A to this 
report are· sm~t·ted for approval by the ~ritiah and U·os .• 
Chi ets of Staf~··o?·" 

6o Appe.o.dix··A, amend title to read 11SnNICAt. 
RECO:W.mNDATIONS11 ,;·· 

7 o· . Appe.n~ix A9 delete "7•J:'ot,or. BCM" where1oever appear­
iDS in the Appendt:• and s~bstitute msRUTOSw. 

. -

a·.. Appendix A9 Replacemen1P ot the _ kiati·ng CCI&. 

a o Amell.d paragraph (a) ·to read as follows: 

" ( 8.'") That the or;rptographic principles ot the 
7-rotor BCH (or.rptosystem BRUTUS) be . . 
adopted as a replacement tor the CCM 1n. 
combilled oommuolcat1onso 11 . . 

b·o Amend parag~ph (d) t~ read as ·f~llows: 

i•(d). That insofar as practicable rotors ot u.s. 
and British ve.rsiona of the ~RU'l'US crypto­
sys:tem. be phys1call.7 and oryptograph1oally 

· i"nterohanseable &Jld that to this end the 
Br1.t1sh should adopt one or .more ot the 
sizes ·to be used by the UoS~· F~rther 8 

· that .all data, manutactur1ag 8_ and wiring 
details be furnished to the British tor 
tb.i_s purpose o " 

9o ~ Ap~~d1x A~. Tem2orarx Isprovem~nt to tho Ex1st1y CCM. 

aa Paragraph (a).·. delete "henceforth" and a·ubstitute 
"as soon as praoticable"o Second line, insert 
"existi-ng"' between "each" and "C0!4"o .Delete 
second sentenoe·o Delete last sentence in paren-
tbesls.o · 

b.; Paragraph (b).,· delete "after su1tabl.e rot~re be­
come ava1lable'':o 

12. 

TOP SEC.RET 

.r,.:..· 
';. ~ 

··; 



• •· ,,. .REF ID:A67163 

SECRET • 
· .The. Executive Comp:1itt~e. then agreed that the following 

·amendments would be .made to the Re~ort to the J;!;rit.~~h and 
u.·s Chiefs of Staff' by the British/US Communication. Security 
Exploratory Conferenc··a: 

·· lo Amend the·· t'i.tle to read as follows:. 

If 

--------~~----~----~~ 
__ 2o Delete "E~ploratory Conference for,. ·~h·e'-•·· ·i-,:rom the 

·heading 1mmediate~y below the ti tleo Subparagraph ·(e) 11 in­
sert "Communication" between "of" and "Intellige~ce", 

3~ Amend p·aragraph 2 to read as follo'AS: 

"2o swnma:r.~es of the proceedings at the meetings· 
which followed bave been prepared and these. are held 
both by the Direc·tor.; Armed ]'otoces Sec_urity · Agency 11 

. Washington., and the Secretary 9 Cypher Policy Board, 
London~ In our estimatlon this conference has been 
of u.nquestionec;l value not _only .in the field. of Com= 
bined Commu.nicatlons Security but also· in t·he field 
ot US and .Brit·~~sh Intra=Oommunications Securityo" 

4o · Amend paragraph 3 to read as follows: 

")., It is recommended: 

(a) That immediately and on a continuing 
basis 9 there be complete interchange 
ot the technical details.of the sys­
tems discussed in this c·onf'erence.., 
This should include technical visitso 

(b) That discussion and interchange of 
·technical information on certain 
other 1 tems of combined interest.ll suc·h 
as the security aspects ot IFF 0 authen­
tication systems 9 be au.thorizedo 

(c) That security evaluations be made and 
exchanged on all items discussedo 

(d) That the UoSo~UoKQ JUEO consider and 
resolve as a matter of urgency the 
operational requirements in all fields 
of O.ombined Cryp.tographic Commuilicatio.nso 

1) 
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''(e) That there be annu.al conf'eren.ces ·on . 
these subjects tor the next four years, 
to be held alternately in London ana 
in :fashington, the first of these to 
take place in tondon in approximately 
nine months time.q_ ·~ 

5o Amend paragraph 4 to reed as follows: 

·n4Q The general -recommendations in paragraph) 
above togethel" with the. detailed concl11si·ons of the 
Conference \vhicb. are .attached as Appendljt' A- ·;to this 
report are stlbnd-ttea. .. tor the approval of the British 
and u. So Chiefs O.f st•td'foVP 

. · 6~ Appeadix Au p·aragraph Ao (2) .r Insert "bf ·the fore-
:$ri.1.4.g" between "a.ny''" ·ana: "pllrpose", changl.ag ".P,urp.o·sen to 
·.read: "pllrposes•v o Be.to·re the word "possible'v insert "some" o 

7 o Appendix A"o ... par.ag~_aph A~ (3) 9 amend ·2nd sentence to 
read, in part: "Some p·ossible devices are:·" 

So Appandix A, paragraph B, amend to re·ad, i:n part, 
as t'ollows: 

. . 

"Bo Merchant Ship Telegraphic Systems. . 

A machine sy~tem of'·at least equivalent secl!rit,v 
but taster than CU.rsex.9 which is unde~.conside:t"at1on9 
s.hould replace it, whe·n avr:lilableSI and that such a 
system should be selected within the next 12 monthso 
Some possible devices are:". · 

9o Appendix AD paragraph C(2) 9 insert "some" bei'o~e 
"possible''c 

. . 

lO_o Appendix Au paragraph. C()) 9 insert "some" before 
"possible" o · 

llo Appendix As paragra'ph C (3 )(b) 9 delete 90BCfl .. 7~' and 
substitute "?-rotor BC~o 

12o Appe.cdix A; paragraph D(J) 9 insert "Some'0 before 
"possible"·o 
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· 13 c. Appendix, A, add new paragzaaph Z as follows: 

"Eo 

(1) It there 1s to be an immediate substitution tor 
ROOKII a. selection oan be mad® tram the tollowins machines: 

ASAM 2 ... 1 

(2) Either mach1Ae 1s awailable in satt1o1ent qaaa­
tity to meet current requirements in the ·exohange of 1n­
telli!&noe materialoft 

!be meeting adjoornsd at l717o 
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DIOIWmUU r.oR .,.JB or m EIECU!DB COII1ft1B 

SUBJE0'11 Sellednled 1fNti1Dgs of tile &asluU.'N Camad.t'tee~t BR!IIA 
Cmiii!UadodlOD Seaui'tr ~ 

lo !he foUah•a aea1dDp ot ilae ID.-td."fe ~. BmBA 
CGminRdcetiaa Seeud.'V ~ ._ 'bala .....ae~a 

1400 25 Octaobar 1950o Jlfee1d.laa ot OanM,1184 l:aatatti• CCIIIIIIL't.tae 

1400 'II ~ 1950o ft.Dal 1fasUDs Gt Oeb!·Nd '1111mtl.w 
Calul\tae 

2. 1foniDp .'d.U be ba14 in loa 12128 :IA1SICS!Ao 

Jo IV ,oal' illtol'llllt.1.GD tbe .f1.ae1 ~ seaslCID has bGIID 
Nhe&Jled .r. 1500, ~. :n anew 1950• 1a BDB 121a, lfAVSICB'lAo 

Cft)~a._ . .~' 
WILLIAll Po Pm::r 
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BRITISH · .... UNITED STATES CO.DUJNICATIONS SECURITY CONFERENCE -
MIIUTES OF 1 

THE Tm.RD MB:ETING OF 'l'HI!: EXECUTIVE COMliJimJC 
I . 

The Third M®etiq of tbe Executive Committee or ·tlle Br1"" 
tish - United States Cllmmunlc·otioas Securltr Conterenoe was 
held at .l400.·on 11 October 19SO in Room 1212 11 U~ S .. Navy . 
Secu.ri ty StatioA, WasbJ.ngton·11 Do Co 

Repres~ntatlvea·Present 

United States· 
• 

Mr?. t~/(0 Fo Fr1edman 8 Chairman 
Rear Adiniral.· Earl Eo Stone 11 USN 
Captain L~ Fa SaftordQ USN 
Captain JQ So Harperu ·uSN 
Lt.:~ Colo·G~ Vo Johnson, USA. 
~to Cola Ro Ho Horton, USA 
2&ljor·G .. Eo Parr11 USAF 
Dr., A o Sinkov 

United Kingdom. 

~.b:'o To Ra Vlo Burton Miller 
Captain, the &arl Cairns, R .. N~· 
Brigadier John .Ho. Tiltm~· 

. Secretariat 

Lieutenant J .. ~~ Pearson, USN 
Mis~ Catherine Mo Johnson 
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JTEM ls APPROVAL Oli' MINUTES OF FIRST AND SECOND MI~ETINGS: 

.MR~ FRIEDMAN inquired. i"f there were aay comments or 
cort"ections:to bra -made to tlll.e Mirmtes ot the. First and 
Seco~d MeetiQgSc 

There ·were no.m&o. 
. . 

The·c~ttee approwed the minutes ot the First and 
Second Meet!4Bs·o · 

Afiio FRIEDMAN made ra~a~~~oe to~ part of-~he minutes of 
the First Exsc"tive Meeting which reed ·as follows:· 

. .. ·- . 
~ooooo making rsterence to the ~ackg~ound stataments 
that he had read at the First Noetins of the Plenary 
Commit~eep Mr·. FriedDJ.an ·inquired ·it 'the British 
Delega~ion had any objections. or.comments to Diake 9 
particularly .with regard to the article.& quoted from 
the agreements. it · 

"Mr. ».~iller replied the-1t his Delegation had no com ... 
ments on the art·ic les quoted. from the agreements 11 
but that they would like to.ma~e certain thut they 
unde·rstood theft., ro · 

He inquired. of Mro Miller .liS to whether he had hud an 
opportunity to stu.dy the articles in question~ .. 

l·.R~ MILLRR ·replied in the affirmative., and stated that he 
wo!J.ld lik:e to make cel"tain that his interpretation of tho nrti= 
cles was the same as the U ~s·o interpretation... He continued by 
explaining that it was his understanding 9 that if British. Au ... 
thorities desired. to cop.r something trom· a U oS·o· plan or d.evice" 
they could do so without waiting tor detailed negotiations be-. 
tween the two Governments 8 provided.that .arrangements were ~ada 
with regard to patent rightso 

.lVII~. FRIEDMAN stated ·that he thought Mro Miller was oo.rrect 9 
but added ~hat be would like to review Article VI as follows:. . 

"lo The two contracting Governments will negotiate 
appropriate ·arrangements between them respecting respon ... 
sibility for claims tor t~e use or infringement ot in­
ventions covered by patents or patent applications 9 · 

trademarksp or copyrightsp·or other similar claims 

·1 
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"arising f'rom.the use of dev1ces 8 processes,.or 
technological im'Drmation in connect!olr! with equip­
me.nt·, mat~rials or services furnished pursuant to · 

·this ··Agreement • or fUra1$_hed. !Ell the 1ntere~t;s of. pro~ 
duot1on undertaken by agreement· between the two oo4-
tract1'ng ·Govts·r.runents olin inplementatioa ot the pledges 
ot selt-he.lp·aDd mutual aid contained in the North 
Atlantic· Trsat.Va" . . 

He contin~ed by saJing .that he· had requested t~e patent 
section ot the~Otf!ce .or Research and Dev~lopmeDt to make a 
study whic·h would help to clarity aKJW questions v1hich might 
a.riseo He s·~~tea. that he had not yet rec.eived the report • 
but would have it ready for presentation at the next 
meeting of the ExeQu.tive C·ommi ttee. 

. . 
CAPTAIN ~PER r.~markod that· he thqught tt.at it was 

generally cons1dere·d that experimentation was the same as 
research 9 and as such did not come within the scope of 
pat~nt rights~ He ·added that. patent rights· per·tained to 
·construotion:·or use. tor commercial!. purposeso 

·rmo ·MILLER a.Breed 9 bu.t stated that he wa.s. of the opini'on 
that th~ matter went. :fiJ.rth.er .than that; he explQined that he 
thought thnt one. Goverament might copy the .patents .of the ot.ber. 
as l.ong as the patent :copied. v~ere used for purely governmental ·. 
se·rvice., He continued ·b.r ~aying that. patent.· rishts were i.a­
volved when a· Government sells the pKtent to a commercial firmo: · 
or when they try .to. pror1t trom 1tq · 

MRo FRil!:DMAN commented that the understanding that UDSCJ 
Authorities had with respect to the· protection of information 
was that it would not be published in a journal~. He stated 
that he thought the arrangeme.nt was ot a reciprocet'l naturefl. 
that is, if the British Government desired to incorporate· cer­
tain things f'or purely British Governmental use from ideas 
covered by UoSo pate.11ts 11 then the U.S, Government w~ull.d be 
t'ree to make similar use ot ideas covered by Briti~h .patents,; 

CAPTAIN HARPER stated that he was.a. 9 t sure· 1.f }.~ro Friedman •s 
remarks were entire~y correcto He pointed out that some patents 
were taken out in- an individual'S na.ID49 8 and t.ha Government wa~ 
given full and free u.se of them,~~ but that this d.idn't mean that 
the opposite government would have tree usage ot tl~e.m.~ He added 
that probably the same thins· was true trom a British stundpo.1nto· 

CAPTAIN SAFFORD remarked that the Goverrun.e.nt he.d the 
riBht to transfer the use ot a patent to another Government 
on its own termso 
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MHo FRIEDMAN stated· t~at there was a paragraph in the Lend= 
Leas.e Law to the effect that the UoS .. Gover.mne.at wo11ld Ulldertake 
to protect the rights ot 1n~ento~s under the Le~d-Lease arrang~­
ments c. He added that he tho~ht it a question for the legal 

· p·eople to allS\V&Z"o . 

. CAPTAIN HARP~R stated 11· tor the &Rice ot "tho record 11 that 
he was of the op1nio4 that· the usage ot·un1 idea for research 
purposes is unrest~1c~ed excspt as to p~bl1cation for the sake 
ot secur!t.rc 

MRo FRIBJlldAN stated ~ha~ ine thought 'that, in o..m,r event 11 
many _precedents could be found :from ~"'crll.d ',"Tar Ilo He reiterated· 
that he would have the report from the legal s~otion·which he 
would pres~at to the Commi~~ee at the ne~t.Meet1ngo 
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ITEM 2., CONSIOERATIOI OP' TliE SECOND Rl!."'PORT OF SUBCOWUT'l'EE ''A" o 

MHo FRIEDMAN requested Captain sartord to present the 
second report of Sub-Committee "A'i o 

CAPTAIN ·SAFFORD recalled that the first report ot Sub"'! 
Codllllittee ."A" had oq'lered the encryption of l.ltara~ textso He 
remarked that· the .o.ext .item that the Committee had co.o.sidEired . 
W&S the questiO.C o'f the ·enceyption Of !lWilerals plus "XVP or· 
''Slash" i"or purposes of weather, and pointed out that. the Com­
mittee had ·agreed that the -~ecessary fa~i!ity should be pro­
:sr1ded as sooa as 1 t is ."ava!la~le • .where required o 

. •. 

~lth respect to Encryption of Letters, Plus N~erals, Plus 
certain Other Teleprinter Characters, Captain SAJi'FORD stated 
th~t the Committee ·had not been able. to oo~e to ·complete agree­
ment due to the fuct that differ~nt operotioaal requirements 
were invol~edr. He continued by saying th~t a possible compromise. 
between these conflictintz; developments hed recently be.en .pllt for­
ward from the u .. · s~ sidep and a working party oonsisti~~ or him­
self, Commander Se1ler 9 Commander L1nn 11 Lt., Col, .. Irenn-Colli-~s; 
and Mr., Jolley had been appointed to 1n~est1gnto the proposal~ 
He added that oil :Fr1day 11 20 October 19.50 8 he planned ~o·esoort 

. the British members of ·the VIOrking party on a visit to the Tela-. 
type Corporation where the PCM (CSP ~700) and -the new Off-Liae 
Automatic Equipment (CSP SOOO) · \vere 11nder develOp!l!ent, and . that 
the working party would resume its discussions on 1.:o.o.d~ 11 2) · 
October 1950 11 and would report in due course to Sub-Committee 
"A''o He pointed out thut this was the only point to be cleared 
up 8 and that it y~uld necessitate the reconvening ot Sub~Com­
.mittee "A" f'or the purpose of rendering a tinal report and re­
commendations o~ this point alone; he remarked that .if no f1_rm 
understanding could be reached.9 then Sub-Committee "A" woUld 
have to submit some kind or a recommendation to defer decision 
tor approximately a yearo 

In the WB.J' ·of explanation, ~.mo MILLER pointed out tho.t Bri­
tish· operational people had asked for e.ncipherinent or the whol.e .. 
teletypewriter series~ but that the Uo So ·requiroment dns .~asical­
ly for the enciphorment of letters and·numerals onlyo . . 

. r.'IRo FRIEI.~l\N inquired ot Captain Safford· ·1r this would 
· apply to the BCMo . 

· CAPTAIN SAFFORD replied that it would have application to 
the new BCMo He explained that agreement had been reached on 
the BCl! principle» and that 1 t . had been accepted as far liS the 
CSP 4800 was concerned.. He poi.nted out ··that. the BCM had been 
accepted_, and that it would be sent to London with no strings 
attached" .but that this other matter we.s in add1 tion to that in . 

4 
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that it was being recommended that th~y e~ one step further, 
and make provisions for the enoipherme.mt of' numerals, ''X" or 
"Slash no 

CAPTAIN SAFFORD commented that·the next repo~t of Sub­
Committee 11A" would deal with the matter in greater dotallo 
He· pointed out that the Army and Navy desired a smaller and 
light~r machine, and tha~. particularly rrom a Nawy stand­
point, it would be advantageou.s to use the same muchine tor 
low as well as hiGh echelon npplicat1onso . 

. . 
ADl!lRAL STONE r~.marked 8 that since. this matte.r remain.ed 

to be cleared l!.lPs. he sav1 no reason for havln8, the. Executive 
and Plemarr ~eatings scheduled tor Friday~ 

. ·CAPTAIN SAP'FORO comme.oted .that ·while ·tbe .rermai.ri1n8 po1.o.t 
was· a small one i.m. 1 tsellf ,· · 1 t ·was· a very importf.Ul t one with · 
respect· to the conmtructiolll ot t~e maoh!D:eo 

DR~ SlNKDV stated tbat since the working g~oup· would deal 
altogether with the e~ha.age.-ot int'orma.tioJ!! on ~e·co.MINT side, 
it might be well to close the worf( of sub-Commi,.ttee ''B" by 
transt~rring the teleprinter problem to the next Conferenceo · 

. Mit, FRIEDMAN· replied that he die! not believe su-ch action 
would be valid 8 since the COR!SEC Conference nad been authorized 
by the Joint Chiefs or Staff only for the exchange of crypto­
graphic principles., .. and for action in regard to a replace­
ment f'or the CCrJo This view was shared by other members ot 
the ~xecutive Comm1tteeo 

MRo 'FRiliDMAN then stated that it it were agreeable to the 
Committee the Executive and Plenary Committee r,feetings 
scheduled for 13 October-1950 would be cuncelleci .. · 

The Committee agreed~ 

~m6 lfiLLER stated that it was bis understanding that after 
Sub-Committee "A" had· Stlbmitted its 3rd report 9 and af'tor Sub­
Committee "B" -had submitted its 2nd report, then there would be 
a final meetina of the Executive and Plenary Committeeso 

MRo FRIEDMAN.ngreed, a~d inquired if the Committee ap­
proved the Second Report of Sub-Committee •vA" o 
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CAPTAIN HARPER suggested that the use of PCM in the re- . 
port JI1ight be confusing to both British and Ua Sa representa­
t1ves.. He pointed· o11t ·that PCM me.arnt "pulse co(\e moau.lation'', 
which was us~d in a considerable number of machines, 

MR .... MILLER remarked that if' quotatioa marks were placed 
around PCM it 'wuld be acceptable to himo 

MRo FRIEDMAN s~aggested ~hat tJlle. a'bb.rewiat~.CRR MBCM be 
used in place ot PCM; h® req.l!estecll Captain Saf'tord .to commel2L1lio 

. . 

CAPTAIN SAFFORD explai~ed that the machine had bsen called 
a .miniature cipher ·machine, and tll:wt thra word. "portable" had · 
been used to ·describe· the mao~i~e d~s to the lack of a better . 
warda He.mdded that they had .met been co.moerned with the "pulse 
code modulation"a · · 

DR, SimroV Slllgg8Bted that the. parens be removed :from. 
around "CSP 4.700".,_and that PCM be. deleted altogethero 

. . . . . 

ADMIRAL STONE remarked.that he had-seen the title BaM • 7 
.used in one of the pap~rs 11 and suggested that possibly BCM-7S 
would be u appropriate d~signaticnl! . · · 

CAPTAIN ·HARPER observed that SBCrK ini.".ht be a better 
designat104o · .· · 

CAPTAIN SAFFORD stated that the desi~at!on used in coa~· 
trttcts with tho Telety_pe Corporation w~s PC:Mo 

DRo SINKOV pointed out that PCt4 was used in the report· of 
Sub-Committee '0B" as well as in the report under oons.ideration, 
and that he thought it might be well to be c~nsistent throughoUto 

n.lfR"o. FRIEDr.fAN in.quired if the Committee were agr.eeable to 
a.dopti~g ·Mrc Miller's suggestion,· v1z0 that quotation marks. 
be placed around t.h~ designation PCPK throughout both reportso-. 

The Committee agreedo 

MRo FRIEDlaAN thea asked it the Committee were agreeable 
to accepting the Seoond·Report of Sub-Committee '0A" 1 . as amendedo. 

The Committee agreed to accept the report as ~ended~ . 

~mo MILLER recalle~ that a suggestion had been made that 
a common title· for the 7-rotor BCM crypto ... technique be .adopted&. 
and that the codeword "BRUTUS" had been propcs~d.o He explained 
that he had signalled GOHQ ia the pre~ses, aad had received a 
favorable replyo ;He added that he felt that this matter came · 
under the cognizance of Sub=Conmittee "A" bu.t stated that it 
migh~.be well for the Executive Committee to know that the 
word was acceptable to the Britisho 
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CAPT~\IN SAFFORD stated that hs could 40~ state defiaitelfe 
bu.t that it was his understanding that "BRUTOSr? was bs!ng ussd. 
elaew~~e in the Uo So Ar.med Forces, hO\Nver8 he added that it 
was not llstad or.rpto=wiseo 

ADMlRAL STONE' suggested that the Uo So deleget!cn accept 
thli word "BRUTOS111 . su.bJeot to determining w.hstb~ll? it ia alzrGady 
beli.ag used.. · 

. CAPTAIN SAFFORD recommeJmded that tiMill word '9AlAX!9 ba adopted 
as the dsslsnation fo~ the present COM ~n a~ of !ts fo~so He 
1aqoi~ed whether Mr~. M!ll~r oo~ld request clearance o~ "AJAX" 
as well" 

MRf. !at:LER replied in the a:f'f'irmutive, stating t!lnt b.e 
would do so by signal~ · 

~m o FRIEDMAN inquired if the Committee ·were agreeable to 
proceecling on the basis that 'vBRUTUS" would be adopted as the 
designation for the 7-rotor BCfl! orypto-techn.ique 8 subject to 
the determi~ation that no conflict exists in U~ So terminology; 
and that vvAlAX" would be adopted as the de&1Bnation for thfii 
present COM in an,j ot its forms 9 subject to the deteminatio.n 
that no conflict exists in British ter.minologyQ 

The Committee so agreed~ 

CAPTAIN• TH~ EARL CAIRNS inqQired if the aforementioned 
desi~na.tions would be stamped on the machines ... 

O~PTAIN SAFFORD replied th~t they would be used in an 
unrestricted status in correspondence, on key lists~ instruc= 
t1ons, .and name plateso 

r.mo I.VJILLER inquired if the word "AJAX!' would signify the 
5orotor CCM cr.ypto-technique employing staniard rotors with 
noB-rotatiag.cam-contourso 

. DRa SINKOV replied i.n the negative, explaiJllin.g that rvAJAX'' 
denoted the basic crypto system regardless of the rotors 
involved~ · 

. rllRo FRIEDMAN remarked. that certain ·11\JAX"cr,rpto techniques 
might be interchangeable with another '~JAX''u.sing the same cam. 
contolllrs~~ He po:l.nted out that 1:f' one didn"t u.se them and the 
other d1d 8 ·it might result in contusion.,. 

MR~ MILLER commented that it had boen ·agreed that rotors 
s.b.ould be standard·ized insof'ar as the BOll was c o.nc erned., He 
explained that the PCra: machine inclt,~ded the BCM technique but 
that the British would no~ want the responsibility tor produo14g 
rotors ot the size presentl~ employed in the PCMo 
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DR~ SINKOV stated that he thought that Mrn Miller was 
speaking ot two wholly difterent conoepta of' the word "BRUTUS" 
as applied to a crypto syste,m whioh uses a diff'arant :neahanism.,.. 
He added that it might call tor different size rotorsn 

r.t!Ro MILLER replied that ''BRUTUS'' was employed ln. both the 
PCTA and BCM8 and··lnquired if it w&re agreed thH.t· only BCM ro-. 
tors would be ln.terohaageable be~ween the British and Uo So 

. :.!Ro FRIED!HAN inquired of' ~o· Miller 1f he desired a note 
in the record to the eftect that he (Mro ·Miller) was not pre­
pared to commit himself' regarding the interchangeability o~ 
BCM and PCM: rotorso · 

HRo UILLER replied 1.n the af'tirmativeo 

CAP'l':\IN 3.1\FFORD remarked that as far rts the PO!K was con­
cerned, there was no reason for believlns that the rotors would 
be any dif'terent froa anythinrt else" 

c 
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ITEM 3(' · CONSIDERATION Oli' 'l'HE.FlRST Rl!."'PORT OF SUBCOMMITTEE "B''• 

f!Ro FRIEDMAN requested Dr. S1nkov to present the first 
report of ·sub-Committee "B".• 

DR. SINKOV stated that he rcgre~ted that th~ report had 
not been available at an earlier date, but explained that·the 

·J!.ast maoting or the Sulp-Comm.1~tee had beem held. the previo&as 
day? He pointed out that the report was nQt yet complete iA 
that brief. descriptions ot the equlpaents mentioned were being 
prepared, and would be attached to·th~ report as appendiceso 
ne then read th~ report to .the Comm!~toe. · · 

. . 

. ~;:uking refer6ll«:'a to paragraph 2 ot the ~port, Captain 
SAFFORD inquired !f there wer.e any reas~n for omitting the 
Stromberg-Carlson TSS Ciphon.r Syst9Jil f!'om··thtit list. He 
poi~ted out that there was no teohnicnl description of the 
equipment ava~lable at· this t1meo · 

·. 
MHo 14ILLER inquired if there would be an opportunit7. to 

discuss this equipment or to demonstrate it. 

CA~AIN SAFFORD r~plied that it· would be very \vortb:\vhile 
to have 'Ltc- Coln Hen.ra. ... _Collins examine the equ.ipmcnt.o 

DRo SINKDV pointed out that a number of equipments had 
'l;leen discussed without having been s.een, nnd suggested that 
someone who is familiar with the device· might oxplain its 
design principles and operation • 

. MRo MILLER·suggasted that this item be included in the 
second report of Sulb ... Comm1ttee "B''o 

ADMIRAL STONE said that he tho~t Oro Siakov and Cap• 
tain Safford should examine the f'acts 11 "and bring the matter 
up at the next meeting. 

MRo FRIEDMAN inquired if the Committee were agreeable 
to including this item 1n the next report of SUb-Committee "B"c. 

The· Committee so agreedo 

The 3xecut1ve Committee considered the first report of 
Sub-Committee ''B'' .in its entirety" As a. result of this con ... 
sideration it was ac~eed that the following changes would be 
made (Comments are included \Vh$re appropriate): 
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lo Title·- Change-to read: "First Report of Sub­
Committee '0BIIV to the Executive Commit~eeo" 

2" Paragraph la "" amend t·o read: 
. . 

eo "Low EChQlon (1ncl~d1ng mioor.war. 
vessels} Telegraphic systems.- n-
clu.d1ng combined assault codes ~nd 
tao~1ca1 17stams to~ all military 

. Se!":'iCeS c . 

)., Paragraph 2 - amend to read as tollows: 

· i•2. During_ the course ot the dis~usslon ··and 
demonstra~ions 33 crypto Ststmas were consideredo 
Technical descriptions ·or 29 of these are inclQded 
in the appendice~ as follows: 

MACHINES CIFAX CIFHOmt HAND SYSTEMS 

a" AFSAr4 7 f o ASAX 2 ho. ASAY 4 mo ASAD·l 
.b., AFSAM 9 8!» NRL Cif'ax io ASAY 6 

UoSo c., 7 Rotor BCl\4 Jo. ASAY 8 
·do '"})CM'11 k., .AN/TRA 16 

no Running Key 
Cipher 

e c MOM· 1· ... TSS 

Oo J.::.ercur,y u~ METFAX Yo ·nallJuark ,Yo P~ayf'e.x 
Po concert VI, sorcerer Zo Linex 

U\)Ko qo Rollick Xo D ?0 aa .. Cursex 
ro Singlet bb.o Otmetco 
So Pendragon COo Alametco 
.to OOP 1 

"Four others, tho ASAM 2-1, the CCM, the Strip Cipher, ·and 
the M-209, have. no de~cr1pt1ons. attached because of their 
familiar status in both countrieso Brief mention was made 
of a modification ot the M-209 which has been proposed by 
HagelinQ A description which he has sub~tted is included 
in the appendixo The appendix also includes soma mis-
cellWJ.eous notes on general 1 temso 9' · 

4n Paragraph 3 ~ amend to read as follows: 

"3o None of theee cryptoa;rstems wau subjected 
to serious deliberation as tar as -security ·ts con~ 
cerned and on.ma~ of them·no se~urity studies hav• 
.ret been madeq · It is the aim of the Sub-Committee 
that.these .systems shall all receive security oval= 
uations during tho interim bet\~en the close Qf this 
c.o_n:rerence and the opening ot the nexto" 
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-· • s., Pa~agraph 4 - add the following sentence at the ~nd 
or· the parasraph: 

"This. agre.ement wo11ld lirlli t the number·. ot 
different types of rotors emp~oy~d and th~reby 
facilitate the interchaf18e&bility bet'lte.en, :UoKo 
and U oSo SOUrCSSo" . 

61).· Paragraph ·5A. ~- .a1r1en.d to read in pa-rt· as fol.lO\'IS: 
. . 

·"Ao · Lmv Echelon (including Minor ·:rar ves­
sels) 're1Legrapb.1."' systems .... including· combined 
u.ssau.lt·· codes and tactical systems for all 
military Serv1cee9" . . 

7n Paragraph 5A) .... amen4 to read as follows: 

").co .·.'lo -note ·that both US. and UK. htive a 
number or· new machine systems.under devolpp- · 
mente but that none ot these is li~ely to be 
availHble tor general combined use before 19S4o" 

8 ... Paragraph 5.M.a - amend to retid as follows_: 

"ao No machine system is likely to be 
available tor general combined uae before 
1954..-" 

94) Paragraph SA4b 01;1 delete "devices" and substitute 
"systems'' e . 

lOo Paragraph SA4c • enclose PCM 1n_quotation ma~kso. 

llo Paragraph SB2 - amend to read as foll~ws: 

"2o '.'fe recommend that a machine system of 
at least equiva~ent security but taster ~han 
cursex ·should replace ltp when ~vuilable, and 
that such a system should be selected within 
the next 12 monthso Possible devices are: 

"PC!4'' 
DUP 1 
AFSAM 1 

·MOM" 

12o Paragraph 503 - amend to read as tollorm: 

"3o ~Ve note that with tha exception of th~ 
Air-Gro_und $.Ystems no.ne of. the syst~ms under' de;.. 
velopmen.t is likel.Y to be avullable for general· 
combined use bet ore 19S4o· '' 
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13~ Paragraph 5C5a_- delete '', soy, 1953o'' and 
substitute "1954" '' 

14., Par~graph SC5b(2) - add "Pencil and paper 
system tor very low 
echelon pur~osesnR 

l5o ·Paragraph 5C5b()) "" delet·e -"'(to be described 
un:ler Item E)"" 

16~· ParaBraph 5C5c(2) .... enQ.lose ·PCM 1tl qu.otntion 
markso Add following to 
end· of' list~ "Pencil and 
paper systems,'' 

l?o Paragraph 5C5c(4) - amend.to read as follows: 

. ''(4) Cifax ... ASAX 2 
NRL C1f'ax 
)l;t!;T,F AX" 

18., Paragraph 5C5c ... delete "this cutegor,y" from 
the Note at the end, and sub­
stitute ~·category ( 4) '' o 

19o Paragraph 502 = .amend to rend as tollows: 

"2., ~·1e note· thnt both the UTt and the U..'3a have 
a number of new systems under devel~Pment but that 
none ot these is likely to be av~1lablc tor general 
combined use before 1954~" 

20~ Paragraph 5D3a - delete.,., say, 19S)o 19 and sub""! 
· stitute "19S4.; '' · 

2lo P~1r1,1graph. SD3c(l) - insert ''can be used only" be­
tween "attachment;., and "over'' o 

22o Paragraph SD3o(3) - delete "'tachical" and sub= 
stitute "tactical'' o 

23o Paragraph 6 - amend to· read as follOi~: 

"69 The Sub ... Committee·has the following 
recommendations to make: · 

"ao That immediately and on a continuing 
basis, there be complete interchange of the tech­
nical ·details .of the sJstems discnssed in tbis 
exploratory cont.erenceq·. This should include 
technical visits~ · 
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oi I. •• • . "bo That discussion and. interchange of 
technical-intormation on o~rtain other items or 
combined imterest, such as the security aspects 
ot IFF aad authent~cation syst&ms, be authorizedo 

"c. Thot·security soqaluatio.rns be made and 
exchanged .on all items discussed. 

"do T'hat a oopy of the tinal··report or .the 
contereace· be submitted to th~ UoSo•U.K. JCEC and 
tbat· the ·u .s.•tJ o teo JCEC be requested to con·s!der 
an~ resolv&'as a matter ot urgency the operat!o4al 
requirements in. all fields ot Com~ined Crypto-
.graphlc Oo.m.wdcatioD.s.. · 

. ·.''e., That there be •umual ·co.nferences on 
these subJec.ts tor the next ·toll!t ·years-. to be 
held alternately in London and !~Washington, 
the fir~t. of these to take place in London ln 
approx1matel1 nine months time~" · 

·with respect to future ~eetings, l4R. MILLER suggested 
that the .Exeeutive Co0111ittea .meet after sub-committee ''B" had 
made its second report so that !f the worki.ng:group had any­
thi~c: of interest to report, they CQuld do so at that timeo 
Be added that it might 'tie desirable to pass a copy of the 
conclusions to the COMINT ·Conference tor their in:rormatio·no 
lie pol.nted out that he saw no need tor t.he· I~xecutive com .... 
mittee to meat again until after the Sub-Committees had sub~ 
m.l tted their next reports, ·.which would be sometime· attar 23 
October 1950o · · 

MR .. FRl]!D!-.iAN inquired 11" there tvere. a.ny obj~ctions to 
ltrQ Miller's suggestions4 

There were noneo 

The meeting adJourned at 16256 
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MEMORANDUM FOR . DIE MEMBERS OF THE EXECUTIVE COMMITTEE: 
. . 

Subject: 

lo The subJect minutes are forwarded here• 
with tor your consideration. 

2~ Please udv1se the Secretariat. located 
in Room 19=2111 u. So Nav7 Secur1t1 Stat1on1 (Tale= . 

·phone: Code 131. extension 60354) of your comments 
and/or concurreaceo 

~~· 
J·o W o .PE,ARSON 
Ho Do JONES 
Secretariat 
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BRITISH· .... UNITED STATES COI\UJNICATIONS SECURITY CONFERENCE -
i 

/ MINUTES OF /. 

I I THE Tm.RD MEETING OF 'J.U BDCUTIVE COMMITTEJI: 

~ ~ ~e Third Maet1Ag of the Ezeou,1va Committee-or ·the Bri• 
/ / tish • United S~ates C,mrawdcat!ou saourit7· CoWf~U"®noe &s 

/ held at .1400. ·on ll October 19~;o 1D Roo.aa ·1212, u. So Nav,v · 
1 ·security Statio~, Washi.o.gton9 D. 0. 

I 

United States 

Mr?_ t~{o:o Fo Friedman, Chairman 
Rear Admiral ·Earl Eo Stone, "D SN 
Captain L.l. F o Safford, 'USN' 
Captain J o So Harper., _·'OSN 
Lto Colo ·Go Vo Johasoa, 'USA 
_Lt~ Colo Ro Ho Horton. USA. 
Major·G. Eo Parr, USAF 
Dr~ A o Sinkov 

United Kingdom 

"f.Jlro To Ro VI. Bu.rton .Miller 
Captain, ~he ~arl Cair4s 8 ~oN~ 
Brigadier John. Ho_ Tiltman.· 

. Secretariat . 
Lieute.ue.nt J o w~ Pearso4, USN 

Mist~ Catberiln.a IIJl.o J'o.Rulsca 

TOP SECRET 



ITEM lQ APPROVAL Olt' MINUTES OF FIRST AND SECOND MEETINGS: -
MRo FRIEDMAN inquired it there were alll,f. comments or 

CtJrreotions:· to ·be made to the Minutq~e ot the First and 
Second Meetingsc 

There ·were no!ile.o 

T.he·oomm1ttee approved t~e m!notes of the First and 
Second -'!eet iJlgs-o · 

MRo FRI.IIDMAN made re~e~ence to a part .of. the minutes of 
the First Executive Meeting which ~ad ·as follows:· 

.. .. . 
.,.o u a. making r®terence to the b.ackgroun.d statements 
that he had read ut the First Moet!D8 of the Plenary 
Co.mrtli ttee, Mr·o Friedman ·inquired ·if 'the BJ"i tish 
Delegll~io.n had any obJections or. comments to make, 
particularly w1 th regard to the ·article.s qu.o·ted from 
the agreementsa '' 

"Mro J.:illcr replied that his Delegation had no com­
ments on the articles q~oted from the agreements 9 
but that they wollld like to ma~e certain· that they 
Ulld-erstood the.ra., " · 

He inquired of. Mro Miller as to whether he had had an 
opportunity to study the articles :in qu.estion ... 

LRc MILLER replied :ln the affirmative, and stated that he 
would like to make certain that his interpretation ot tha arti­
cles was the same as the :U ... s·., interpreta.tloA.a He continued by 
explaining that 1 t was his undel"StRJlding 11 ·thu t if British. Au­
thorities desired to copy something frOlil· a U ..-S· .. · plan or d.evice, 
they could do so without ·waiting tor detailed negotiations _be-. 

·tween the two Governments, provided that arrangements were ~ad~ 
with regard to patent rights .. 

. lVIR .. FRIEDRJ!A.N stated ·that he tb.OU@')lt Mro Miller was co.rrect, 
but added that he would like to review Article ·VI as follows: 

. . 

"lo:o The two contracting Governments will negotiate 
appropriate arrangements between them respecting respon= 
sibility for claims for tne use or infringement of in-
ventions covered· by patents or patent applications 11 · 

trademarks, or copyrights,· or ot.be.r sialilar claims 

·l 
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"arising from .the u.se of devices a processes-,. or 
technological i4format1on in connection with equip= 
ment·, materla~s or serv1Ges furnished pursuant to 

·this ··Agreement • or f'lllrds~ed. i~a the interests of pro-. 
duo ticu1 undertaken by agreeme~rtt· between the two co.a­
tract1l!lft ·GOVQt·rmnenta on iapllem.entatiol!l ot the pledges 
or selt-help·aDd mutual aid oamtained ia the North 
Atla.ntic·Treatyon 

He ccatin~ed b1 safiag .that he had requested t~e patent 
s~ction of the. Oft'Sl.c·e or R~searoh am Dev~lopment to make a 
study whic·h would help to clar1f'l7 f!lOll' questions Vlhich might 
ariseo He s~~ted that· he had Mt· yet rec.ei~ed the report, 
but would JlhaYe ·it read7 for presentatio~ at the. next 
meeting of .the Exeouti:~a C·o11JJ:l1 tteeo 

. . . 

CAPTAIN HARPER remarked that· he tho~ght ttat it vms 
generally considere·d that expeJrimentation was the swne as 
research and as suoh did not come·w1th1n the scope of 
pat~nt rlghts., He ·added that. patent ri·ghts· pertained to 
·construction· or use. tor com.'!lerclall purposes"· 

a .~ • 

MRo·MILLER agreed 11 but stated that he was.of the opinion 
that the matter went :f&li.rth.er .than that; he explQ.ined that he . , 
thought thnt one Goverament might copy the .patents .of the ot.b er., 
as l_ong as the patent :copied. v~ere uaod for p111rely governmental · 
serviceo · He continued "by ~ay!ng that patent· r1~hts were in­
volved when a Government sells tho pt1tent ~o a commercial firm" 
or when they try .to. profit trom it., · 

. ' 

i:da., FRIEDl'JlAN commented thut tho u.ndersta.nding t.hut U o.So 
Authorities had with respect to the· protection of information 
was thnt it YIOU.ld not be published in a ·jourlllalo.· He stated 
that he thought.the arrangement was of a reciprocal na.turer. 
that is,_ if the British Government desired to incorporate·ce~ 
tain things tor purely· British Governmental use from ideas 
covered by UoSo patents 9 then the UoSn Government would be 
free to mate similar use of i~eas co~erad by Briti~h .patents~ 

CAPTAIN HARPER stated that he was.m 11 t sure if 1.-:ro Friedman's 
remarks were e.~mtirel.v correcto He pointed out that some patents 
were taken out in an individual~ name 8 and the Government was 
given full and tree use of them, but that ~his didn°t· mean that 
the oppos:l te ·government would have fl"8e usage of themo lie added 
that probably the same tbiag was true from a British standpointo 

CAPTAIN SAFFORD remarked that the Government had the 
ri~.b.t to· transf'er the use ot a patent to another Govern.nient 
on its own termso 
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P!Ro FRIED!t\N stated t~at there was a paragraph in the Lend= 
Leas.e taw to the effect that the UoSo GoverE~ment would undertake 
to protect the rights of !nvento~s under the Le4d=Lease arrange~ 
ments c· .ne added that he tho~ht it l.l· question for the legal 
p·eo ple to answerv . 

. CAPTA!·N HARP.lm statsd 1! t·or the sake ot t.b.o. record, that 
he was of the opia!on that:tbe usage o~·aay idea tor research 
purposes is u.o.restric.ted except as to pG!bl1cation fQr the sake 
ot securit.r'e 

. MRo FRIElJvlAN stated ~hat he thought 'that, in al!l1 event 11 
malAf .Precedents c.culd be found from World ~far Il.o He reiterated 
that he ~o~ld have the report from the legal seotion.which he 
would pr"esE>nt to the .Committee at the ne;xt .Meet!~o 
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ITEM 2o CONSID.ER.ATlON OF TIL~ SECOND Jlli"'PORT OF SUBCOWI&ITTEE 19A" o 

MRo .FRIEDMAN request~d Captain Safford to present the 
second report of' Su.b-Committae ''Aw o 

CAPTAIN SAFFORD mi!Called that the firs~ report ot SubG! 
Committee ."A9

' had cu~vs:red the enor.vpticn of lltsrl:l~ textso He 
remarked that the ll!ext 1 tem that the Committee. had considlired . 
was the ques"'io.D of t.be ·enceyptio.m ot' owmerats plus "r' or· 
''Slash" tor purposes of wea~her. ·ami pointed out that. the com­
Iqittee had ·agreed that the ·neicessa:rr··f'a~ility should be pro­
~1ded.as sooD as it 1s:ava1la~le, .where req~iredo 

. . . 
With respect to Encryption of Letters~. "Plus Numerals. Plu.s 

Certain Qther Telepflinter Characters, Captain SAFFORD stated 
tha.t the COID11li itee ·had not been able, to come t.o ·comp.late agree= 
ment due to. the fact that d1ffer~nt operational requirements 
were involved, He continued·. by saying that a possible compromise 
between these conflictin~ developments bad recently been.put tor~ 
war4 from the U o So. side 11 and a working party consistine or him­
self11 Commander Seiler, Co!l'lrlnnder I.inn 8 Ltl) Col-~.IIenn-Collip.s9 
and Mrq Jolley hud be~n appointed tQ :l,nvastiga·te the proposaL. 
He added that on Friday 11 20 Oct~ber 1950 11 . he plfinne.d ~o escort · 
the Sri tish members "Of ·the working party on a vioi t to the Tel e-. 
type Corporation where.the PCM (CSP 4700) and the new Off-Line 
Automatic Equipment (CSP 5000) were .under development, and.thut 
the working party would. resume its discussions on l:ond~ 9 2) 
October 1950 11 and would report in due .. oourse to Sub ... com:mittee 
''A" .. He pointed out thut t.his was the only point·to be .cleared 
up 9 and tb~t it would necessitate the rocon~ening or SUb-Com­
mittee "A" for the purpose ot rendering a final report and re·­
comm.endations on this point alone; he ~ema~ked that .if' no ti.rm 
understanding could be reached, then Sub-Committee 19N' woUld. 
have to submit som0 kind of a recommendation to defer decisio4 
for approximately a yearo 

In the w~ of explanation, :&lo I~LLER pointed out that Bri= 
tish operational people. had ask~d for enciphetinent· of the whole 
teletypewriter series 8 but that the U o S., ·.representatives desired 
the enoipherment·or nwmerals onlyo 

. r.'fRo FRI:!IDMJ\N inquired or Captain Safford if' this would 
· · apply to the BCMo · 

CAPTAIN SAFFORD replied that it would bave application to 
the new BCMo He explained that agreement had been reached on 
the BCl:..1 principle, and that it .had been accepted as far as the 
C~P 4800 was concerned.. He pointed out··thet. the BCM had· been 
accepted, and that it would be .sent to London with no strings 
a.ttachedt~ .but that this other matter was in add! tion to tliat in 
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•• 
· that i"t was being recommended that they go one step further, 

and_muke provisions tor the enc!pherme-nt of numeralsD "X'' or 
"SJ.ash ''.. · 

MR .. MILLER pointed out that British operational people 
h•&d asker~ for a machine which would provide· enc~pherment of 
upper ani lower ca.ses-11 both letters and numerals, but that 
~~e U.,S~ operational people did AOt desire full teleprinter 
ooeommo".iations im that they were onlf 1mtsrested in the . 
. t'«lwer r;asec. · · 

1 · . CAP.TAIR. SAFFORD commented that the next ·ireport- ot ·Sub.;. 
;Committee -~A~ wQuld d$al with the matter in greater detail., 

/ Be pointed _out that the Army and Navy desired tt.· smallelt" and 
' ligl:lter machiae., and that • ·particularly from a Nav1 stand­

po~~nt, it would .be advantageous. to use the same machine f'or 
l~~ as well ~s ·high ecbelon ~ppl!cationsQ 
/ .. ' ADl.URAL·. STONE reJUr:ke6l 9 that since this matter r~mained 

jto be cleared. up 11 he saw _no· reason. tor having the Nxecutiva 
./ and Plenary }Jleet!Kngs sohoduled tor Frida.Y a 

-' CAPTAIN SAFFORD commented ·that while the. rema1a1ng point 
was a small one in,itsslt 8 it was a ~er.y 1mport&At oae with 
respect to the construction ot the ~c.hine·a 

ORo SINKDV sta~ea that since the workiDS group would deal 
alto13ether with the exchange or 1.atormation. o!li the COMINT sida·fl 
it might be well to close the work of Sub=Com:nittee "B" by 
transferring the teleprinter problem to. the next Conferencen 

J.!.RG FRIEDMJ\.N replied that he did not believe such action 
would ·be validw since the COMSEC Conference had been authorized 
by the Joint Chief's of Staff on.ly tor the exchange of cryp to.;..· 
graphic p~inciples, and not ror action in regard -to a replace~ 
ment for the. COMa This view was shared by ·o.ther members ot 
the Executive Committee. 

w~ .. FRIEDMAN then stated that if it were agreeable to the 
Committee the Executive and !'le./lla.ry Committee Meetings 
scheduled tor 13 October 1950 would be cancelled ... · . 

The Committee agreed, . 

.MR., MILLER stated t.b.at it was.his understand"ing that after 
sub ... committee "A" had submitted it&· )rd report, and· after Sub ... 
Committee "B" had submitted its 2nd repo;rt, then there would be 
a final meeting ot the 3xecut1ve and Plenary Co~ttees~ · 

•:.Ro FRIEDMAN agreed, aDd inquired it the Committee a~ 
proved the Second Report of Su.b-;..Comm1ttee ".A". 
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:- cAPTAIN HARPER stiggested that the use of PPM in the .re..,. 
port might be confusing to both Brl tish and U o So .representa ... 

. tives.. He pointed· out that PCM me_an.t "pu.lse cod:e modulation", 
which was used in a considerable number of machines~ 

MR,. MILLER re1na:rked that 1:t quotation marks vsere placed 
around PCM it 'vould be acceptable to himo 

. MRo FRIEDMAN suggested that the- abbreviat~.on M~CM be 
used in place of PCM; he requested Captain Safford .to comm.ento 

CAPTAIN SAFFORD explaioed that the machine bad been called 
a lninia.ture c iplle·r ·machine 9 and that the word. "portable rr haci · 
been used to describe· the machine due to the lack of n better 
word., lle.added that they had not been concerned with the "plllse 
code modulation'' o · 

DRo SINKOV suggested that the.parens be removed from 
around "CSP 4.700'' 11 . and that PCM be. _deleted altogeth_ero 

ADMIRAL STONE remarked.that he had seen the title BCM = 7 
used in one· of the pap~rs 11 and suggest·ed that poss1bly BCM-7S 
would be an appropriate designationo · 

CAPTAIN.HARPER observed that SBC~K mi~ht be a better 
designatlo.no · · · 

CAPTAIN SAFFORD stated that the-designation used in con=· 
trfJcts. with the Telety_pe Corporation was PCMo 

DRo SINKOV pointed out that PCM wns used in the report of 
Sub~Commi ttee !'B" as well as in the report under cons.iderntio.mp 
end that he thought it mieht be well to be consistent throughoUto 

MRa FRIEDr.fAN inquired if the Committee were acr.eeable to 
adopti~g ·Mr,_. Miller's suggest1on 9 · vizl) that ·quotation, marks 
be placed around th~ designation PCM throughout both reports" 

The Committee agreedo 

MRo FRIEDMAN then asked if the Committee were agreeable 
to accepting the Second ·Report of Sub .... Committee ''.1\." 11 as amendedo 

The Committee agreed to accept the report as ~end~d~ 

~ma MIL~R recalled that a suggestion had been made that 
·a common title· for the ?~rotor BCM crypto=tec.hnique be adopt~d&· 
and tha·t the codeword "BRUTUS" had bee.n propos~d.9 He explained 
that he had signalled GCHQ, in the premises 11 and had received a 
favorable replyo ne added that he felt that this matter came . 
under.the cognizance of Sub ... committee "A" but st(lted that it 
migh~ be well for the Executive Committee to know that the 
word was acceptable to the BritishQ 
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CAPTAIN SAFFORD stated that he could not state definitely, 
but that it was his understanding that "BRUTUS',' was. being used. 
elsewhe]fe in the Uo So .Armed Forces, however9 fi.e.- addecl that it 
was not used crJpto-wiseo · . ~· 

ADMIRAL. STONE suggested tha~ the u·o So delegation accept 
the word ''BRUTUS"· su.bject to determ1n.1ng whether it is·. already 
being used, 

CAPTAIN SAFFORD recommended that the word "AJAX~~- bo adopted 
as the designation tor the present CON in any of its fo·rmsa He 
inquired whether Mr., Miller could req~est clearance on "AJAX" 
as well". 

MRo MILLER replied in the aft1rmntive 9 stating thnt he 
would do so by sig.aaliJ 

~mo FRIEDMAN inquired it the committee were agreeable ~o 
proceeding on the basis that "BRU'IUS" would be adopted as the 
designation for the ?-rotor BCf! crypto-technique ~ subject to 
the determination that no conflict 'exists in Uo So teX'm.inology; 
and that ''AJ'AX'' would be adopted as the designation tor thf,i 
present CCM in any of its for.msp subject to the determinntion 
that no conflict exists in British terminologyo 

The committee so agreed~ 

CAPTAIN, TH~ EARL CAIRNS inquired if the aforementioned 
desi~nat1ons would be stam._ped on the machineso 

0!\PTAIN SAFFORD replied thf:l.t they- woUld be u·sed in an 
unrestricted status in correspondence, on ke1 lists, instruc= 
tions 9 and name plateso · · . 

MR& MILLER inquired if the word "AJAX" would signify the 
)•rotor COM crypto-technique employing stan~ard rotors with · 
non-rotating.cam-contourso · 

. DRa SINKOV replied in t.he negative 6 explaining that '~3Axn 
denoted the basic cr,ypto system regardless ot the rotors 
involvedo · 

M.Ro FI~IEDMAN remarked·~. that certain 1\J'AX"crypto techniques 
might be interchangeable w1 th another '~J'AX''using· the same cam 
contourso He ·pointed out that it one didn·Qt use them and the 
other did 9 ·tt might result in co.afusiono . 

MRo MILLER commented that it had been ·agreed that roto~s 
should be standardized insofar as the BCM was concernedo He 
explained that if they accept the PCAf machine and adapt it ·to 
work with tho SINGLET 11 tlLen they woUld not want the responsi­
bility for standardizing rotorso 
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DR" SINKOV stated that he thought that }.fro PAiller wa.s 
speaking of two wholl1 different conoepta ot the word "BRUTUS" 
a~ applied to. a cry];t(r sy:,:ste,m Which u.ses a cU.tterent m.~chan1sm .. 
He added that it· might call tor ditterent size roto~s~ 

MRo MILLER repl1\Bd t.b.at VVBRUTDB"· ~as !DPlO.f8d ,in both 
the POM and BOM, and inquired if it were agreed that rotors 
would be 1Bterchangeabls to~ the BCMo . 

·. .YR., FRIEDMAN. inquired of' Yr., M1llor it .he desired a note· 
in the rec~rd to the etteot ~hat he (Mro Miller) had no commit­
ment to make_with regard to the interohan.ge~bil:!ty of BCM and 
PCM rotors.. . 

~-L' ~LLER ~plied ia the aftirmati"e" 

CAPTAIN SA1FORD remarked thttt as rar as the FCIJI was con­
cerned, th$re. was .110 reason. for believing that the rotors would· 
be any· dirferen·t trom un.vthing else., 
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ITEM .3\\ · CONSIDERATION OF TRE.FlRST REPORT OF SUBCOMMITTEE "B'9 
.. 

!mR~ FRIEDraAN requested Dr. Sinko~ to present tne·first 
report t:Jf ·su.b ... commlttes. "B".o 

DR~ SINKOV stated that he regretted that the report ~ad 
not bee.n.nvaila.bl.e at an earlier elate, but explained that the 

·last meeting of tbe su~Committee had been held. the previou.s 
d&fo He pointed out that th~ repc~ was nQt ret complete in 
that brief descriptions ot the equipaents m~ntioned were being 
prepared, ~d·woul4 be attachea to·the report as appendiceso 
He then read the report to .the Committee. · 

. J.:aki.rng reference to paragraph 2 or the report, Captain 
SAFFORD inquired if there were any reason for omitting the 
Stromberg-Carlson TSS Ciphony System f'rom··th~t list. He 
pointed out that there was no technical description of the 
equipment ava~lable at this timeo · 

·. 
MHo MILLER inquired it there would be an opportunity· to 

discuss this equipment ·or to demonstrate ito 

CAPTAIN SAFFORD replied that it·would be vorr worthwhile 
to have Lto Coln Henn•_Collins e:x;a.mine the equ1pmo.nt. 

. . 

DRo SINKDV pointed out that a number ot equipment~ h~d 
been discussed without having been seen, nnd suggested that 
someo4e who is familiar with the device· might explain its 
design principles and operationo 

:MRo MILLER· suggested that this 1 tem be inc ludod in the 
seco.md report of Sub""Co.mm1ttee '9B'' o 

ADMIRAL STONE said that he thought Oro Sinkov and Cap­
tain Safford should examine the facts,:· and bring the matter 
up at the next meetingo 

~~o FRIEDMAN inquired if the Committee were agreeable 
to including this 1 tem 1n the next report of' Sub-Committee "B" c. 

The· Committee so agreedo 

The 3xecut1ve Committee considered the first report of 
Sub-Committee "B'' .in its ent1ret7o As a result of this con"'! 
sideration it was ag~eed that the tollowing changes would be 
made (Comments are included where appropriate): 
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lo Title ... Change to read: "First Report of Sub­
Coounittee •~svv to th~ Executive Commit~eeo" 

2" Par~raph la - amend t-o read: 

a~ "tow Eoholon (including minor.war. 
vesse1s1 ~legraphic systems - 1n= 
c~mdi~ combined assault codes ~nd 
tactical ·systems for all military 
ser=Vioes " · . c . 

)o Paragraph 2 - amend to read as follows: 

· n2o During the course of the d1s~ussion ··and 
demonstra~ions 3) crypto systems were consideredo 
Technical descriptions ·or 29 of these are included 
in the appendices as follows: 

MACHINES CIFAX CirHONY. RAND SYSTEMS 

mo ASAD·l ao .AFSM.Ji 7 f o ASAX 2 ho. ASAY 4 
. .b .. AFSANL 9 g~ NRL Ci1'ax io ASAY 6 no Running Key 

Cipher UoSo c!l .7 Rotor BCM j.; ASAY 8 
·ao "PCM" ko AN/TRA 16 
e., MCM· l.o .TSS 

Oo ~ercury Uo METFAX Yo ·Uallmark .Yo P~ayfex 
Po Concert Wo Sorcerer Zo Linex 

UoKo qo Rollick Xo D 70 f::Ul~ Oursex 
ro Singlet bbo Otm.etco 
So Pen.drngon COo Alametco 
to ·IlJP l 

"Four others, tho ASAJJl 2-1, the CCM, the Strip Cipher, and 
the M-209, have no descriptions attache4 because or their 
familiar status in both countrieso Brief mention was made 
or a mDdif!catioa ot the M-209 which has been proposed by 
Hagelino A description which he has submitted is included 
in the appendixo The appendix also includes some mis-
cellaneous notes on general itemso" · 

4~ Paragraph J ~ amend to read as toll~vs: 

")o None or theee cr,yptoeystems wau subjected 
to serious de.liberation as far as -security "is con­
cerned a~d on.many of them no security studies hav~ 
yet been made<> · It is the aim of the Sub-Committee 
that these ·s.rstems shall all receive security eval­
uations during the interim bet\veen the close qf this 
c.onference and the· opening ot the nexto" 
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... • 
5 ,, Pa~agraph 4 .. add the following sentence at the end· 

or th~ paraeraph: 

"This ·agreement \'lould lirt1i t the n~I!lber of 
different types ot- rotors employe_d a~ad · th~reby 
facilitate the interchangeabilit.r betw.e:~n UoKo 
and U eSo SOU.rCSSo" . 

6 .. · Paragraph ·SA.: ... : amend to read iii part as f'ollows : 

"Ao. Lew Ech$1.on (including Minor ·:tar Ves­
sels) Telegrap.tl,io systems ... lncludi.Dg combined 
assault·· cOdes and tactical systems tor all 
m111 tary ssrvice~ 0 Ill • . . . 

. . 
7 .. Paragraph 5Al .... amend to read as tollD\"'S: 

•r)o :·1o ·note that both tW. and UK. have a 
mwmber ·or new machine systems under devol~p- · 
.nwnte but that none ot these is li}Cel,v to be · 
availf:lble tor ge.11eral combined· use before 1954 .. 'v 

B ... Paragraph 5A4a - amend to read as follows.: 

"a(l No machine system is likely tp be 
available tor general combined use before 
1954o" 

9ol Paragraph 5A4b - delete ''devicesn and substitute 
"systems"o 

lOo Paragraph 5A4o ... enclose PC'! in quotation marks.o ., 

llo ParaBraph SB2 ~ amend to read as follows: 

''2~ '.'/e recommend that a machine system ot 
at least equivalent secarity bUt. faster than 
Cu~sex ·should replace it, whern avuilable, and 
that such a system should be selected within 
the next 1~ monthe.o Possible devices are: 

"PCM'' 
DUPl 
AFSAM 7 

·MOM" 

12~ Paragraph 503 - amend to read as follows: 

·''3o ·.tl~ note that with the exception oi' the 
Air-Gr~und systems none or the syst~ms unde~ de~ 
velopment. is likely to be avu!Jl.able for gene·ral· 
combined use before 1954o '' 
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13o Paragraph 5CSa - delete "• say, l953o'' and 
· substitute ·"1954 .. 'v 

l4o Par~graph 505b(2) ... add "Pencil and paper 
systEm. for very low 
echelon pur~oses .. " 

lSo Paragraph 505~(3) 

16~ Paragraph 5CSo(2) 

~delete ~cto be-described 
un:ler Item E)''" 

•· eno.lose ·_PCJ.~ 111 quotation 
markso Add following to 
end· of list~ ''PenCIIil and 
paper systems .. '1 

17~ Paragraph SC5C(4) - amen4.to read as tollows: 

· '' (4) C!t'ax - JUJAX 2 
NRL Citax 
P~TFAX" 

18o Paragraph 5C5c - delete "this co.tegor1" from 
the Note at the end, and sub­
stitute "categorJ (4)''o 

19o Paragraph 5D2 .. ,. amend to rend as tollcws: 

"2-o ,:le note thot both the UK. and the U.S .. ho.ve 
a number ot new systems under devel~Pment but that 
none of these is likely to be av~!lablo tor general 
combined use before 1954~" 

20~ Paragraph 5D3a - delete ", soy 11 1953o rv a.nd sQ.b~ 
· stitute 'vl954o '' · 

2lo Paragraph 5D3c ( 1) - insert ••can be used only'' be~ 
tween. "attachment;., and ''over''_ c. 

22~~ Paragraph 5D3c (3) - delete "'tachical'v and sub= 
stitute "tactical"o 

2)o Paragraph 6 - amend to· read as follows: 

"6o The Sub=Committee·has the following 
recommendations to make: · 

"ao That immediately a.ad on a continuing 
basis, t.here be complete interchange of the tech ... 
nical ·details- .of the systems discussed in this 
exploratory cont_erence;., .. 'l;'h!s should include 
technical v1s1 ts ~ ·. · 
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lo I • .. • 
. "bo Tha.t discussion and interchange ot 

technical information on certain other items of 
combined !nterest 8 such as the securitr aspects 
ot IFF aad authe~tlcation syst~s, be authorizedo 

~'co 'rho.t ·.security evaluations be made and 
exchanged on all ltems discuesedo 

"do Thut a copy ot the final ·-report of .the 
C04f'erellCe be submitted to th~ UoSo-U.,K., JCEC and 
that the U.s.,~UaKo JCEC be requested to consider 
.ana reso1ve'as a matter ot urgency the operational 
requirements i~ all fields of Combined Crypto-
.graphlc CommuicatloD.sn · 

. ·."eo That there be annual oo.nferem.ces on: 
these aubjec.ts tor the ne:xt four ·rears. to be 
held alternately in London and· i~Waohington, 
the first: of these to take place 1n London in 
approximat&lJ' n.i.ne months time'!" 

With respect to future meetings, MR., MILLER suggested 
that the .Exeeutive COllllllittee meet after Sub-.Committee ''B" had 
made its second report so that if t·he working.· group had any­
thing or interest to report, .they cQuld do so· at that timeo 
He added thut it might tie desirable to .pass a copy of the 
conclusi~ns to the co~aNT ·Conference tor their i.ntomationo 
He pointed out that he sow no need for the· Executive Com­
mittee to meC3t again until after the Sub-Cmr.mittees had sub­
mitted their next reportsg ·.which would be sometime· after 23 
October 1950o · · 

MR .. FRJ;EDMAN inquired if' there were. azn.y obJ~ctions to 
Mr4 Miller's suggestionso 

There were noneo 

The meeting adjourned at 1625o · 
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BRITISH "" UNITED STATES CO&~f:4UNICATIONS SECUFi.lTY CONFL'l\ENCE 

MINUTES OF 

THE S.EX:OND MEETING OF 'l'HE EXECUTIVE COMilliTTE.E 

The Second Meeting of the Executiwe Committee ot the 
British ~ United States Communicatio~s Security Conference 
was held at 1000 on 2~ September 1950 in Room 17 ... 318 11 
Uo S. Nav1 Secu~it1 Station, Wash1ngton 9 Do Co 

Representatives Present· 

United States United Kingdom 

1 

Mr. 'II. F •. Friedman, Chairman 
Colonel s. P. Collinsp USA 
Captain L. F. Safford, USN 
Captain J. s. Harper, USN 
Colonel R. c. Sears~ USAF 

Captain, the Earl Cairn®, Ro~o 
Lt o C·olonel C. Ao Henn-Collins 
Commander J.,R.Go Trechman, R.N. 
Brigadier John T. Tiltman 

Lt. Colonel R. H. Horton, USA 
"Lt. Colonel .G.. V.. Johnson, USA 
Dr. A. S1nkov 

Secretariat 

Lieutenant J. w. Pearson» U.S.N. 
Mr., Ho D. Jones 

Miss Catherine M. Johnson 
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A T ~li:_ I~:Jl§J!63 • 
• I UP !'Jt:C~t:T . 

ITEM 1. CHAmMANSHIP OF COMBINED EXECUTIVE COMMITTEE 

MR. FRIEDMAN stated, for the record, that the Chairmanahip 
f'or this particular .meeting had been changed, by agreement, from 
Mr. ~iller to himself. 

ITEMS 2 AND 3 - BRITISH AND U. S. COMMENTS 

. MR. FRIEDMAN commented that the draft agenda which he bad 
prepnred was by no means all-inclusive, but would serve as a 
basis for d1scuss~on. He· invited the members to br1ng_up an,­
additional matters which th$y wished to have considered. He 
"then asked if any members of the British delegation wished to 
comment upon general progress of the Conference to date. 

CAPTAIN, THE EARL CAIRNS expressed his opinion that things 
were going well indeed.. He .said. that· the completion of the 
Sub-Committee A assignment had taken rather longer than some 
had hoped; however, he thought the Sub-Committee had done a 
good job. He added that he would have additional comments 
when Item 5 of the Sub.,..Committee B assignment was cons,dereda 

MR. FRIEDMAN said that he thought Sub-cormn~ttee A was to 
be congratulated for having completed its work in such an 
expeditious manner. Be refer·red to the minutes of the first 
meeting of the Execu.t1ve Committee, s.tating that he had hoped 
to have ·them available ror consideration at this meeting. He 
assured the members that copies woqld be distributed momen­
tarily, and any propoaed changes· could be submitted at the next 
meeting. 

ITEM 4. CONSIDERATION OF F.EPQI-,T OF SUB-COMMITTEE A 

With regat•d ·to the processing of final Conference papers 
MR. FRIEDMAN explained that the ~ecommendat1ons of the 
Conference would be subject to approval by higher authori:ty 
on the u. s. side, in that it would be necossary to submi~t 
them to the u. s. Joint Chiefs of Staff v1a t.he Armed Forces 
Security Agency Council •. He commented that this would take 
time but he thought it could be accomplished within· one month. 

COLONEL COLLINS agreed with this estimate,·adding his 
presumption that the entire Conf'orence report would be forg 
warded at one time. 

CAPI'AIN, THE EARL CAIRNS commented upon the large amount. 
ot work to be done b'y. 1 January 1955, and .said that the sooner 
a f1rm.agreement could be reached the better. 
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COL~NEL COLLINS said that it might be possible to foz··~Jard 

the Conference recommendations in two separate parts~ letting 
the Sub-Comni ttee A recommendaticn·s be submitted in advance of 
the remainder or the Conference report .. 

. CAPTAIN SAFFORD explained that the U. S .. Joint Chiefs of 
Staff had already .approved and submitted to the· British the 
proposal f.or adoption or t.ho 7-Rotor BCM. He said that upon · 
British approval o·r the broad p:ropos·al 9 1 t ·would be nacessar,­
to Obtain additional approval onl} on minor details. 

MR. FRIEDMAN suggested t~t it might be well. then, to 
forward the Conference repor-t in two separate parts. 

COLONEL COLLINS .agreed, explaining that the two separate 
matters had been .combined only for· convenience. · 

All members appeal'ed to f'avor this procedure. 

MR. FRIEDMAN then stated that, unless there was objection, 
it would be agreed that the report of Sub-Committea A would be 
handled as a s~parate matter and would be sent forward for 
approval immediatel1 after the Combined Plenary Committee has 
reached tinal. agreement \d th raespect to it. · 

There was no objection to this decision. 

NRo FRI..lmMAN invited the members' attention to the report 
submitted by Sub-Committee A4 He suggested that each member 
study it briefly before proceeding with a detailed consideration 
ot ito 

"After a· brief study the members considered the report in 
its entiret~o As a result of this consideration it was agreed 
that the following changes would be made in the ·report as subo 
mi tted. by Sub-Comi ttee A (Cormnents ar•e included where 
appropriate) : 

lo. Title~ Change ""o raad: "First report of Sub-Comnittee A". 

2 .. Paragraph 7, Line 3 ... delete "Agreements", insert 
91 recotnmendations". (Comment: It was agreed that the 
Sub-Committee could only :recommendo · A~reement vill 
be sought from higher autbor.it;y.) - -

3o Pa:.r·agraph 7b - Change to read as follows: 11Except by 
mutual agreement, disclosure of the 7Mliotor BCM 
principle will be lim1 ted to the Uo So and to the 
British Commonwealth. '!'he British ag~•ee to notify 
the u. So authorities when any issue of a combined 
7-rotor BCM system is made to a nation of the 
Br! t1sb Commonwealth. or 
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4o Puragre.ph 7e(7} = Change to read as follows: "And 

similar technical matter, • 11 

5. Parar,raph 7e, final 3 sen1;'&nces - Change to·read as 
follows: "Upon completion of these studies the 

e. 
7. 

a. 

u. s. and the u. K. will exchange technical papers 
through established channels. If necessary, a 
specia.l meetine·to·reconcile ~ivergent views maJ 

·be held in London (or Washington) at some later 
date. 11 

Paragraph 7t_, Line 2 -. Cha.l')ge "Purposes" to 18 Purpoae" 0 
.. 

Paragraph 7t, Line 2 - Change "Ageement" to "Agreements"., 

Paragraph 7gfl Line 3 ... Delete "Given", insert 11l~de 
available o (Comment: Change required for cono 
formance to existing law:.) 

9. .Paragraph 7h - Change to read as follows: "Make 
available to the Bri t1sh the tools and dies tor · 
MARK I rotors (for old TYPEX adapter) • " 

10. Paragraph 71 "" Change to read as follows: "Make 
available to the British the tools and drawings 
of old TYPEX adapter, new design of TYPEX adapter 
rotors wi~h tires, and parts and drawings for new 
TYPI!:X adapter•" 

11.,. Paragraph 8 ... Change opening sentence to read as follows: 
"'l'he following recommendations were agreed upon 
regarding improvement of security of present CCM . 
until. supersession date-< 1 Januar.,. 1955 as proposed 
by the Uo_.So JCS in 2074/2 dated 27 December 1949o 11 

12" Paragraph Be "!' Change to read as .follows: "Matters 
such as the rate o.f supersession and specific times· 
of supersession are to be left to the established 
agencies charged with such matters."" 

MR., FRIEDMAN stated that the above ctanges would be written 
into the Sub~Committee 4. report and distribution would be made 
at an early dateo 

CAPTAIN HARPER asked 1f this report should be forwarded to 
the Plenary Committee at once,· or held unt'l the submission o.f 
the final report tram Sub-Committee A. 

CAPTAIN SAFFORD said that he would prefer to have it forwarded 
without delay~ 

All members agreed c 

TOP SECRET. 
3 

;_ 



. . ef~~~~ e 
CAPTAIN SAFFORD departed from the meeting. 

MR. FRIEDMAN asked 1f anyone wished to exam1r.e the retyped 
version 9f t~e r·eport just consj.dered, before 1 t ·was forwarded 
to the Plenary Committee. 

No one desired·a reoexam1natSon, and MR. FRIEDMAN assured . 
the m~bers that every· precaution would be taken to insure that 
the cHanges were correctly made. He added that copies would be 
d1str1buted to all Comm1ttee·members. 

ITEM 5 ~ PLANNING FOR WORK Ot SUB-COMMITTEE B 
.· .. 

MR." FRIEDMAN asked Dr. S:tnkov if he wiah&a to comment on 
plans for Sub-Commdttee B. 

· . DR. snncov replied that rio ctmcrete plans bad been nade, ln 
anticipation of receiving seneral 1nstruct~ons trom the Combined 
EXecutive Committee. 

MR. FRIEDMAN asked Captain, the Earl Cairns if he had any 
particular desires ·with regard to the work or· Sub-Committee ~· 

CAPTAIN, THE EA~L CAIRNS suggested the possibility ot having 
both morning and afternoon meetings. ' ' 

MR. FRIEDMAN asked if this plan would be satisfactory with 
the u. s. members ot Sub-Committee B who were pursuing their 
normal du t1 es o 

DR. SINKOV replied that it would depend largely upon hour 
long the Sub-Commit tee continued to. rune tion., ~,_ 

COLONEL COLLINS suggested that ~o meeting& be held on Saturday 
morning ~nless absolutely necessar7. · 

DR. SINKOV proposed that t~e Sub-Committee meet everJ after­
noon and two mornings per week~ 

CAPTAIN, THE EARL CAIRNS agreed with this proposalo. 

The members agreed to schedule the first three meetings tor 
Wednesday afternoon, Thursday morning and Thursday afternoon-~ 
additional meetings to be scheduled as a neeQ for them was 
determined. 

DR. SIHKOV asked it Sub-committee B should meet with the 
worldng groups concerned or meet as a Sub-Committee above and 
call in members of the working g:roups as necessary., 

CAPTAIN HARPUt s·a1d that it was contemplated that there would 
be s1multaneoue meetings ot the working groups., . He said that it 
such was not practicable it would be best to call the members 1n 
on an individual basis!>··· · 
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DR. SINKOV said that this procedure seemed best to him. He, 
said he could have the American members of ~he working groups·· csti 
call and available whenever they were neededo 

MR. FRIEDMAN asked which item sho~l~ be considered f1:r-st. 

DR. SINKOV said that the u. s. representati.,es were prepared 
to discuss the subject tar Wo~k1ng Group No. 2. 

CAPrAINJI THE EARL cAmNs aak~d lf were intended that the items 
would be considered in order of their listing. 

MR. FRIEDMAN suggested that 1 tema "a·" and "b" be consolidated. 

·cAPrAIN, THE EARL CAIRNS remarked that mu·ch work had been done 
on Item nan and suFsested that the two items be kept separate. 

This suggestion was agreed to b7 all members. 

DR. SINKOV th,~ su~gested that each item first be discussed 
generally on a b~oad basis, followed by a presentation of the 
u. s. and British v1ewa on the subjeoto 

CAPTAIN HARPER asked that Sub-Committee B meet as soon as 
practicable to inspect a model or a small device, which 1t was 
necessar,- to .1•eturn to the contr.ctor at an earl1 date tor 
further development work. · 

Ilro COLONEL HENN-C.OLLINS commented that bis group bad some 
devices which ·theJ wished to send back to England aa soon aa 
possible tor the same reason. It was agreed that the Sub-Committee 
would meet at 1000, Thursda7, 28 September 1950. 

MR. FRIEDMAN stated that the time ot the next meeting of the 
Combined ~xecut1ve Committee was unc~rta1n. He said thaf he 
would be awa7 on Thursday and Friday but would return Monda7. 
He would be willing to try-to call a meeting on Monday aftar_noon, 
he said, if there was sufficient business for the Coll!nittee ·to 
consider. 

I ." 

It was agreed that the next meeting of the Combined Executive 
Camadttee would be held at the cal~ of the Cha1rman9 

The meeting adjourned at 1055. 

. . 
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29 September 1950 

MEMORANDUM FOR THE MEMBERS OF THE EXECUTIVE COMMIT'l'J!!E: 

Subject: Tentative Minutes of the Second Meetingo 

lo The subject minutes are forwarded herewith 
for your consideration,. 

2a Please advise the Secretariats loc.ated in 
Room 19-2118 Uo So Navy Security Station, (Telephone: 
Code 155~ extension 353 or 354) of your comments and/or 
concurrence a 

w.~ 
J o W o PEARSON 
Secretariat 
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BRITISH GO UNITED STATES' corvtJfUNICATIONS SECURITY ·coNF.I£EENCE 

MIN'U'rES 0 F 
·.· 

THE ·sECOND MEETING OF -TH.E EXEC~UT IVE C OM:MITTEE 

The Second Meeting of the Executive Committee of the 
British ~ United S.tates Communica tiona Security Conference 
was held at 1000 on 27 September 1950 in Room 17-318, 
Uo s. Navy Security Station, Washington, Do Co 

Representatives Present· 

United States Un1 ted K1 ngd om 

Mr. w. F. Frie.dman, .Gre b!n~Chairman 
Colonel S. P. Collins, US~ 

Captain, the Earl Cairns, R.No 
Lt. C·olonel Co A. Henn-Collins 
Commander J.R.G. Trechman, R.N. 
Brigadier John T. T11tman 

Captain L~· F. Safford, USN 
Captain J. s. Harper, USN 
Colonel R. c. Sears, USAF 
Lt. Colonel R. H. Horton, USA 
Lt. Colonel .Go V. Johnson, USA 
Dr. A. Sinkov 

Secretariat 

Lieutenant J. w. Pearson, U.S.N. 
Mr. Ho Do Jones · 

Miss Catherine M. Johnson 
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ITEM 1. CHAIRMANSHIP OF COMBINED EXECUTIVE COMMITTEE 

MR. FRIEDMAN' stated, for the record, that the Chairmanship 
for this particula.r meeting had been changed 11 by agreement, from 
Mr. ivfiller to himse-lf. 

ITEMS 2 AND~ - Ef;ITISH AND U. S. COMMENTS 

MR. FRIEDMAN commented that the draft agenda which he had 
prepared was· by no means all-inclusive, but would serve aa a 
basis far d1scuss1on. He·tnv1ted the members to br1ng_up any 
additional matters which they wished to have considered. He 
·then asked 1r any members of the Bri tiah delegation wished to 
comment upon general progress dt the Conference to date. 

CAPTAIN, THE EARL CAIRNS expressed his opinion that things 
were going well indeed. ·ae said that the completion of the 
Sub-Committee A assignment had taken rather longer than some 
had hoped; however, he thought the Sub-Committee had done a 
good job. He added that he would have additional comments 
when Item 5 of the Sub-Committee B assignment was cons,.dered a 

MR. FRIEDMAN said that he thougl1i Sub-Cormnittee A was to 
be congratulated for having completed its work in such an 
exped1 t1oua manner. He refer·red to the minutes or the first 
meeting of the Executive Committee, stating that he h~d hoped 
to have them available for consideration at this meeting. He 
assured the members that copies would be distributed momen­
tarily, and any propoeed changes could be submitted at the.next 
meetilig. 

ITEM ·4. CONSIDERATION OF f.EPOI·,T OF SUB-COMMITTEE A 

With regard to the processing of final Conference papers 
MR. FRIEDMAN explained that the recommendations of the 
Conference would be subject to approval by Qigher authori:ty 
on the u. s. side, in that it would be necessary to subm~~t 
them to the U. s. Joint Chiefs of Staff via the Armed Forces 
Security Agency C ounc 11 •. He commen t.ed that th1s would take 
time but he thought it could be accomplished within one montho 

COLONEL COLLINS agreed with this estimate, adding his 
presumption that the entire Conforence report would be farQ 

.warded at one time. 

CAPI'AIN, THE EARL CAmNS commented upon the large amount 
of work to be done by. 1 January 1955, and .said that the sooner 
a firm agreement could be reached the bettero 
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COL:>NEL co~ls said that ft might be possible to for:ward 
Confe~ence recommendations in·two separate parts, letting 
Sub-Committee A recommendations be submitted in advance of 
remainder o.r the Conference report .• 

CAPTAIN SAFFORD explained that the U. S. Joint Chiefs of 
Scaff had already approved and su~mitted to the British the 
proposal tor transfer of t.he 7-Rotor .BCM. He said that upon 
Br1 tiah approval dl'tbe broad propos·al, it ·would be necessary 
to obtain additional approval onlJ on mdnar detai~s. 

MR. FRIEDMAM suggested that 1t might be well, then, to 
forward the Conference report 1n.two separate parts. 

COLONEL COLLI~S agr·eed, explaining that the two s~parate 
matters had been combined only to~ convenienceo. 

All members appeared to .t•avor this procedureC! 

MR. FRIEDMAN then stated ·that, unless there was objection, 
it would be. agreed that the report ot Sub-Commi_ttee A would be 
handled as a·s~parate matter and would be sent forward tor 
approval immediately after the Combined Plenary Committee has 
reached final agreement 1d. th :respect to it. 

'!'here was no objec·tion to this decision. 

MR. FRIEDMAN invited the members' attention to the report 
submitted by Sub-Committee A. Be suggested that each member 
stud-y it brietl,- before proceeding with a detailed consideration 
ot it. 

After a brief study the members considered the report in 
its. entirety. As a result or this consideration it was agreed 
that the following changes would be made in the ·report as sub~ 
mitted b7 Sub~Committee A (Comments are included where 
appropriate): 

1. Title: Change to read: "Fiz;ost Feport of Sub-Committee A"o 

2a Paragraph 7, Line 3 - delete "Agreements 11
, insert 

"recommend a tiona". (Comment: I.t waa.. agreed that the 
Sub-Committee could only recommendo Agreement will 
be sought from higher authorit,-.) 

3. Par·agraph 7b - Change to read as follows: "Except by 
mutual agreement, disclosure ot the 7-notor BCM 
principle w1.11 be limited to the Uo S., and to the 
British Commonwealth. ~·he Br1 tiah agree to notifJ 
the u. s. authorities when any issue ot a combined 
? ... rotor BCM system is made to a na t1on or the 
British Commonwealth." · 
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4o Puragraph 7e(7} c:r Change to read as follows: "And 

similar technical matters." 

5. Parar,raph 7e, final 3 sent~nces - Change to read as 
follows: "Upon completion of these studies the 
u. s. and the u. K. will exchange technical papers 
through established channelso If necessarr, a 
special meetine to·reconcile ~ivergent views m~y 
be held .in London (or Washington) at· some later 
date." 

6. Parag~aph 7t,, Line 2 -. Cha,nge "Purposes" to "Purp&Se". 

7. Paragraph 7t, Line 2 -Change "Agreement" to "Agreements"o 

8. Par·agraph 7gt1 Line 3 .. Delete ''Given", insert rr3lade 
available o (Comment: Change required for con­
formance to ex1st1ns law~) 

9 •. Paragraph 7h ... Change to read as follows: "Make 
av·ailable to the British the tools and dies for· 
MARX I rotors (for old TYPEX adapter)-.. " 

10. Paragraph 71 - Change to read as follows: ".Make 
available to the British the tools and drawings 
or. old TYPEX adapter, new design of TYPEX adapter 
rotors with tires, and parts and drawings for new 
'l'YPEX adapter." 

llo Paragraph 8 ... Change opening sentence to read as follows: 
"The following recommendations were agreed upon 
regarding 1mprove~ent of securit7 ot present CCM 
until supersession dat..-·' .. 1 Januar;, 1955 as proposed 
by the Uo So JCS in 2074/2 dated 27 December 1949 .. 11 

12.. Paragraph Be "'!' Change to read as follows: "Matters 
such as the rate of supersession and specitlc times 
of supersession are to be left to the established 
agencies charg~d with.such matters~" 

MRo FRIEDMAN stated that the above cbanges would be written 
into the Sub~Committee A report and distribution would be made 
at an early date. 

CAP!'~IN HARPER asked it this report should be forwarded to 
the Plenary Committee at once, or held untjl the submission of 
the final report tram Sub-Committee A. 

CAPTAIN SAFFORD said that he would prefer to have it forwarded 
without delay~ 

All members agreedQ 
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_CAPTAIN SAFFORD departed from the meet1ngo 

. MR. FRIEDMAN asked 1f an7one wished to examine the retJped 
version ~f the report just consldered,. before 1 t was forwarded 
to the PlenarJ Committee • 

. Nb one desired· a re..;·examinatJon, and MR .. FRIEDMAN assured 
the members that every precaution would be taken to insure that 
the. changes were correotl7 made. He added that copies would be 
distributed to all Comm1ttee·membera .. 

ITEJ4 5 .. PLANNING FOR WORK OF SUB..-COUITTBE B 

MR. FRIEDMAN asked Dr. Sinkov if he 'll!ished to comment on 
plans for Sub-Comm1tt$e B. 

: . . 

.DR. SINKOV replied that_,no concrete plans bad been nBde,.in 
anticipation of receiving general 1nstruot3ona trom the Combined 
Executive Committee~ 

MR. FRIEDMAN asked Captain, the Earl Cairns it he had an7 
particular deai rea with regard to the work of Su.b•Commi ttee B .. 

CAPTAIN, THE EARL CAIRNS suggested the poasib111tJ of having 
both morfting and afternoon meetings.. · · · 

MR. FRIEDMAN as~ed if this plan w_ould be satisfactory w1th 
the U. s. members ot Sub-Committee B who were pursuing their 
normal du t1 ea o 

DR. SIKKOV replied that it would depend largelJ upon he. 
long the Sub-C~1ttee continued to functiona 

COLONEL COLLINS suggested that ~o meeting& be held on Saturday 
morning unless abaolute~J necess&rJo · 

DR. SINKOV proposed that t~e Sub-Committee meet every after" 
noon and two mornings per week. . 

CAPrAIN, THE EARL CAIRNS agreed with tb1a propoaalo 

The members agreed to schedule the first three meetings tar 
WednesdaJ·atternoon, ThursdaJ morning and ThuradaJ afternoon-~ 
additional meetings to be scheduled aa a need for them was 
determined., 

DR. SINKOV asked if Sub-Committee B should meet with the 
worldng groups concerned or meet as a Sub-CQmmittee above and 
call in members ot the working groups as necesaar:yo;o 

CAPTAIN HARPJ!fi said that 1t was contemplated that there would 
be simultaneouEJ meetings ot the working groupso . He said that if' 
such was .not practicable 1 t would be best to call the members in 
on an 1ndi"t1dual basiaa··. 
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nR. SI~\KOV said that this procedure ·seemed best to him. He 

said he could have the American members or ~bet working grout1a· dh 
call and available whenever th&J were needed. 

:MR. FRIEDMAN as.ked which item sho"ld be considered first. 
, 

DR. SINKOV said that the u. s. representatives were prepared 
to d1souas.the subject for Working Group Noo 2. 

CAPl'AIN~- THE .EARL CAIRNS asked 1f were intended that the items 
would be eonsidered in order of their listing • 

.MR. FRIEDMAN suggested that 1 tema "a" and "b" be consolidated. 

CAPl'AIN, THE EARL CAIRNS remarked that much work had been done 
on Item nan and su.rsested that the two 1 tams be kept separate a 

This auggestion was agreed to by all memberso 

DR. SIHKOV then su~gested that each item fjrat be discussed 
generallJ on a bt•oad basis, followed by a presentation of the 
u. s. and Bri t1ah views on the subject. 

CAPTAIN HARPER asked that Sub-C.omm1ttee B meet as soon as 
practicable to inspect a model ot a small device, which it was 
necessarJ' to 1•eturn to the contractOr at an early date for 
further development worko 

Ill'o COLO~L HElm-COLLINS commented that his group had some 
devices which theJ wished to s~nd back to England as a.oon as 
possible for the same reasono It w$a agreed·that the Sub-Committee 
would meet at 1000·. Thursday. 28 September 1950o 

MRo FRIEDMAN stated that the time ot the next meeting of the 
Combined ~xecut1ve Committee was uncarta1no He ~aid tha~ he 
would be away on Thursday and Friday but would return Monda7. 
He would be willing to tr7 to call a meeting on Monda7 after.n.oon, 
he said, it there was sufficient business for the Comni ttee 'to 
consider. 

I ,' 

It was agreed that the next meeting of the Combined Executive 
Camadttee would be held at the call of.the Chairman~ 

The meeting adjourned at 1055o 
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Combined Executive Committee -
Meeting on 27 September 1950 

AGENDA -== 

1 ~ Chairmanship or Combined Executive 
Committeeo · 

2o Comments by British M1as1ono _ .. __ r,/U. ~\en L 
/~l~ lc....rt \"tl k p;~ --\ 

)~ Comments by Uo So .Mi~siono '-~ · 

4o Consideration ot Report ot Subcommdttee Ao 

5o Planning tor work ot Subcommitte~ Bo 
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MRo MILLER inquired as to the a2:>rangemente f'or recording 

the proceedings or the Conference~ 

MRo FRIED'~ replied that the Secretariat would .publish 
the min~tes of the Plenary and Executive Committee Meetings in 
s~ry form~ but that verbatim minutes would not be taken 9 
subject to the wishes of the British Delegation.. lie pointed 
out tha~ in tim~ recorders would be appointed for the Working 
Groups and the Sub .... Committess.. Turning to a new subJeot 9 he 
stated that oftice space had been provided for the British 

. Delegation! and also spaces f'or the ~'forking Groups"· With re .... 
gard to the meetings. for the SuboComm1ttees 9 Mr~ Friedman sug­

.gested that they be held daily in the afternoons starting on 
:.M:ond81 9 25 September 1950 9 at one t~1rt.v or two·ovclock~ ex­
_pla1ning that the u .. s~ Representatives were prepared to St81 
as long as necessary for the completion of business each 
afternoono 

~mo MILLER replied that one thirty o'clock was suitable 
to himo 

MRa FRIEDMAN observed that it would be advantageous to 
keep the M~etings as small as is consistent with good worka* 
bility 0 however 0 he emphasized that in event any Group or 
Committee Chairman deemed it desirable to call in technical 
assistance 9 he should feel free to do soo Turning to Mro 
M1ller9 ~nd making reference to the background statement$ 
that he had read at tlle First Meeting of the Plenary Com~ 
mitteeD :Mra Friedman inquired if the British Delegation had 
any objections or comments to make particularly with regard 
to the articles quoted from the agreernentso · · 

MRo MILLER repl·ied that his Delegation had no comments 
on the articles quoted from the agreements 8 but that they would 
like to make certain that they understood themo 

. MRo FRIEDi4AN stated that he would make a copy available 
to the British Delegation fo~ their stud~o 

lARo MILLER recalled that a meeting of 3Ub=Committee A 
.had been set for 0930 P'riday morning 11 22 September 1950 9 and 
inquired whether there would be a meeting in the afternoono 

. . 
CAPTAIN SAFFORD replied that the question of whether a 

meeting would be -~eld in the afternoon would depend upon the 
proBress of the morning meetinga and the wishes of the British 
Delegationo ~e emphasized that the Uo So Authorities did not 
wish to appear hasty in the premises 9 e.nd invited the British 
to take as much time as they neededo · 
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BRITISH - UNITED STATES COMMUNICATIONS SECURITY CONFERENCE 

MINUTES OF· 

THE FIRST MEETING OF THE· EXECUTIVE COMMITTEE 

The First Meeting of .the Executive Committee-.-Q.t the Bri­
. tfsh - United States Communications Securlty Co~erence was · 
. ·held at 1500 on 21 September 19.50 in Room 1212.il. U.,·. So Navy 

Qommunica.tion Stat1on 9 washington 11 D. co · ·· ·. . · 

· R~,e_resentat1ves Present 

United· States . > United Kingdom . 

1 

Mro Wo .. Fo Friedman . 
Colonel Sa Po Collins; USA 
Captain La F o -Sattord9 USN 
C~ptain ;r.. so Harper 9. USN 
Colonel Ro C .. Sears» USAF 
Captain H. 0 D. Hanseri. 11 USN 
Lt .. Colo Ro Ho Horton9 USA 
J;>r o A" Sinkov 

Mro·T.,Rc.Wa Burton.Miller9 Chai-rman 
Captain3 the Earl Cairns, R .. No 
Mr ~ Kenneth Pe~r,in · · '' ' 
Mro J' .M .. Go Pollard · · 
Lt~ Cola Ca Aa Henn~Collins 
ltro Eo Ho Jolley 
Brigadier tT a Ito Til tman 
Group Captain Benjamin Balli) ·R.AoF a 
Commander tr .R .. G·c. Trechmang RaN.· 

Secretariat 

Lieutenant J. ·~vo Pears.o.n 9 U .. SoNo 
Mro H. Do Jones 

Miss Catherine f.Jl." Johnson 
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MR. c 1AILI.J!:R stated that he \-ras most anxious to get- along 

with tbe proceedings& ar-d inquired if it would expedite aad 
simplify matters if he stated at this time ~hat the Brlt~sh 
views \¥ere favorable ~o t~e acceptance or the seven rotor 
m.achine :f:'or combiJled use; he obse£'\ted that. he 'IJJasn't sure 
\'Jnat.b.er this tiJ'Ollld limit 111 any way the a:t!Dunt ot demonstra~ 
tion necessarya 

CAPT.AIN &Ui'FORD replied that such information ntight slm­
plii'y and streaiilline the whole procedure, adding that pQs~il;lly 
the raatter of l.idopting the sevell -rotor maehine for cotnbined 
use could be settled on F~idAY, September 22ndD 

CAPTAIN HARPER said that to finish the matter in one dey 
was~ in his estimation, a very optimistic o~tlooko 

Captain, the Earl CAIRNS observe~ tha~ he thought the 
matte~ of replacement of the CCM ~ight take three dayso 

COLONEL COLLINS pointed out that discussions of the rotor 
problems would probably result in complications which mi8ht 
take more time to resolve than had been an~icipatedQ 

On the other hand 8 f,ffio FRIEDMAN remarked t.t"lat if Captain 
Safford's optimism Nere well :rounded» and the CCJJI bu.s1ness 
;inished on F~idny, the~ Sub-Committee B could meet on Saturday 
morningo He sug&estea ~nat for the sake of the record it might 
be ?rell if !-ira Miller could designate the B1•itish membership on 
Sub-Committee A at this tlmeo 

~ffia iULLER replied that he would like the whole visiting 
British Delegation~ and in addition Brigadier Tiltman from ti~e 
to time, accreeited as members or Sub~Committee AQ 

OOI-!.JANDER 'l'RECHMAt~ remarked thaL he and Grpup Captain 
Ball wer~ interested only if matters relative to the North 
Atlantic Treaty Organization were to be discussedo 

CAPTAIN SAFFORD e:plul11ad that he did not anticipa~e aD¥ 
such discussions s~nce the Uo So representatives were not 
a~thorized to consider North Atlantic Treaty-Qrganization 
matters. 

~.mo FRIEDM.L\N aom.m.e.uted that Sub-Cotumi tt.ee B members could 
be designated at a later date, but it was his unJers~anding that 
Mro Miller desired the whole of i,he v1sitiQ6 delegation ac­
credited to the Plenary and the ~xecutive Oommitteeso 
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MRo ·MI-LLER replied in ·the affirmative; he stated that ·he 
understood the function or the Executive Committee was to hear 
the findings of the Sub .... commi tte~s_6 

MR •. FRIEDMAN replied ·that such was correct,· and that the 
Executive· Committee would report.· to the Plenary Committee a. 

UR., MILLER stated that he then could reduce the· membership 
on the Executive Committee con,s14erably 9 that the British repre ... 
sentation on that Committee would consist of himself and Captain, 
the Ear 1 Cal rns o · · 

MR11 FRIEDJJCAN suggested that Mro Mill~r might name the 
Chairman of' Sub...Committee a· at this tim~ if' he so desired, 
pointing oat that Admiral Stone desire.d Captain Safford to be 
the Chairman of' Sub ..... Committee A. · · 

MRo MILLER replied that he himse~f would chairman SubQ 
Committee Bo 

MR., FRIEDMAN inqu_ired whether Mro Mi;Ller desired secrecO! 
tarial assistance for his of'fice_q 

l4Ra MILLER replied in the negative 9 stating that most of 
. the re·cordi.ng would be taken care of at. the meetings.o.-

MRo FRIEDMAN inq.uired of'· Mr., Miller as to. when he expected 
his exhibits and drawings to arrive" 

. MRo littLER replied that the next sailing of -the ~ueen Marz 
was .scheduled for September 21st,. arriving in Ne1.v York in about 
five days; and - allowi·ng two days for the material to reach 
Washington 9 it should arri~e.on or about September 26tho 

COLONEL COLLINS suggested to· llro Miller that when he ·was 
r~ady to call a mee'tl.ng of .Sub-Committee B that he consult Drq 
Sinkov who headed. the U 4 So .·representatives on the Committeec~. 

· MR4 FRIEDMA'N .. lnquired if there were any items ·the British 
. Deleg~tio.n wished to· add. at this time·o· · . 

MR a MILLER replied that he would like def'ini"tions .of two 
or three of the itemso 

COLONEL COLLINS remarked that most of the pres~nt agenda 
was DJ.'rely an amplif'icat.ion ·or the agenda that Mro. 'ft!iller had 
received~. · · 

. :·-··· ·••.:.....·. ... . _:..._ .. • .. 
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MRo FRIEDMAN explained that the agenda that Mr~ Miller had 
received didnvt contain the CCM item and stated that the other 
change consisted of the shifting of what is now Item.2e from its 
previous position of. 2ao 

Referring to item IoAolo of the Enclosure to the Agenda 9 
MRo MILLER inquired as to whether a machine or function was 
meanto He said that he would like to have some idea as to the 
significance of the various categorioso 

MRo FRIEDMAN replied that a function was meant with regards 
to the item in ques.t1ono 

. . 
f!Ro MILLER then inquired as to how item IoBo2o differed 

from item IoAolo 

DRo SINKDV replied that IoAol., was a general statement of 
purpose 9 while functional requirements in IoBo2o meant how the 
equipment would actually function~ 

· MRo MILLER requested a clarification and distinction 
between items IoCo2o and I.Do 

CAP.TAIN SAFFORD replied that. the di~tinction lay between 
the machine on the one hand 9 and the operator of ·the machine 
on the othero 

Making reference to item 2oao of the agenda 9 Jmo MILLER 
inquired whether "telegraphic'' was !~eluded to distinguish 
from "telephonic" o 

. CAPTAIN SAFFORD replied that the word ''telegraphic" was 
intended to mean = within the scope of Morse code telegrapha 

MRo FRIEDMAN remarked that Uo So Authorities had con­
sidered combining items 2oaa and 2a bo irito one ':.'forking Group 9 
due to the fact that they were closely relatedo 

. DRn SINKOV explained that the reason for the. separation 
of the two was that the Merchant Ship Problem had been con= 
sidered .'important ·enough in itself _to. be considered separately a 

.. 

MRo MILLER agreed that it miBht be confusi.ng if both were 
considered together.o 

Uaki.ng reference to Enclosure A to the Agenda 11 item III A. 9 
Description or MOdel Demonstrations lmRo MILLER stated that this 
was one case in which they would be limited to descriptions only9 
but that his ~elegatio.n would be bapp.r to describe th~ various 
undertakings presently in progress at home o .: 

.;., 4 ,;, 
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· MR o MILLER inquired of' Mrb Friedman as to how long in 
advance or meeting dates he woul.d like ·pertinent p~pers cir­
culated - he asked if 48 ho~rs in advance would be satisfactoryo 

MR~ FRIEDMAN replied that 48 hours in advance would. be 
.satisfactory~ · · 

MRQ MIL~R inquired if there were an, other items to ·come 
before the Committee.o· . · ·· 

There were noneo 

The meeting adjou~ned at 1533o 

TOP SECRET 

--- ---------------~-· __ . __ 
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Z1 September 1950 

Subject~ Tentative 1:1nutes of the First lleetingo 

lo ihe subject minutes are !ornal'ded herew:i. tb for '7t1a1f 
ccn.sideratiODo 

2. Please advise the Secretariat, 1oc&ted in Room 211, 
DuUd:ing 19, U o So Uav Securi '1i7 Statt.cm, telephone extension 
354, of your comments andfor concurrence. 

~~ 
J • l1o PEARSCJ:l 
Ho D. JQ~ES 
Secretariat 

•.:. 

TOP SECRET 
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BRITISH = UNITED STATES COMMUNICATIONS SECURITY CONFERENCE 

MINUTES OF 

THE FIRST MEETING OF THE EXECUTIVE COMMITTEE 

The· First Meeting of .the Exec11tive Committee o.f the Bri­
tish - United States Communications Sec11rity Conference was 
held at 1500 on 21 September 1950 in Room 1212 9 U .. S .. Navy 
Communication Station 9 Washington9 Do Co 

Representatives Present 

United States 

Mr~ W~ Fo Friedman 
Colonel So Po Collins 9 USA 
Captain Lo Fe Safford 9 USN 
Captain Jo So Harper 9. USN 
Colonel Ro Co Sears 9 ~SAF 
Captain H .. Oo Hansen 9 USN 
Lto Colo Ro He Horton 8 USA 
:Oro Ao Sinkov 

United Kingdom 

Mro TaRoWo Burton Mlller 9 Chairman 
Captain9 the Earl Cairns 9 RoNo 
Mr~ Kenneth Perrin 
Mro J.M .. Go Pollard 
Lto Coln Co Aa Henn-Collins 
'tro Eo Ho Jolley 
Brigadier J o IIo Til tman 
Group Captain Benjar.1in Ball 9 R .. AoFo 
Commander J.RoGo Trechman 9 ReNo 

Secretariat 

Lieutenant J. ;vr. · Pearso.n 11 U .. s .. N .. 
Mro H .. D.. Jones 

Pfiss Catherine Mn Johnson 

TOP SECRE·r 
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MR~ MILLER inquired as to the arrangements for recording 

the proceedings of the Conference~ 

MRo FRIEDMAN replied that the Secretariat would publish 
the minutes of the Plenary and Executive Committee Meetings in 
summary form~ but that verbatim minutes would not be taken 9 
subject to the wishes of the British Delegutiono lie pointed 
out thats in timE%. re-corders would be appointed for the ~·forking 
Groups and. the Sub=Committees('l Turning to a new subject 11 he 
stated that office space had been provided tor the British 
Delegation» and also spaces for the Working Group~e with re= 
gard to the meetings for the Sub-Committees 9 Mro Friedman sug= 
gested that they be held daily in the afternoons starting on 
Monday 9 25 September 1950 11 at one thirty or two ovclock 11 ex= 
plaining that the Uo So Representatives were prepared to stay 
as long as necessary for the completion of business each 
afternoono 

~mo MILLER replied that one thirty o'clock was suitable 
to himo 

~mo FRIEDMAN observed that it would be advantageous to 
keep the Meetings as small ·as is consistent with good worka= 
bility 9 however 11 he emphasized that in event any Group or 
Committee Chairman deemed it desirable to call in technical 
assistance 9 .he should feel free to do soo Turning to Mro 
Miller 11 and making reference to the background statement$ 
that he had read at the First Meeting of the Plenary Com~ 
mittee 9 Mro Friedman inquired if the British Delegation had 
any objections or comments to make ·particularly. with regard 
to the articles quoted from the agreernentsQ -

fmio MILLER replied that his Delegation had no comments 
on the articles quoted from the agreements 9 but t~at they would 
like to make certain that they understood themo 

MRo FRIEDl~N stated that he would make a copy available 
to the British Delegation for their studya 

MRo MILLER recalled that a meeting of Sub=Committee A 
had been set for 09)0 Friday morning 9 22 September 1950 9 and 
inquired whether there would be a meeting in the afternoono 

CAPTAIN SAFFORD replied that the question of whether a 
meeting would be .held in the afternoon would depend upon the 
prosress of the morning meeting 11 and the wishes of the British 
Delegationa He emphasized that the Uo So Authorities did not 
wish to appear hasty in the premises 9 and invited the British 
to take as much time as they neededo 

- 1 ""' 
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MR., MILLER stated that he was most e..nxious to get along 

with the proceedings 9 and inquired if it VIOllld expedite and 
simplify matters if he stated at this time that the British 
views were favorable to the acceptance of ·t;he seven rotor 
machine for combined use; he observed that he· wasn't sure 
whether thls would limit in any way the amount of demonstra= 
t1o.a necessaryo 

CAPTAIN SAFFORD replied that such information might sim= 
plify and streamline ·the whole procedure" adding that possibly 
the matter of adopting the seven rotor machine for combined 
use could be settled on Friday, September 22ndo 

CAPTAIN HJ\RFER said that to finish tl1e matter in one day 
wus 9 in his estimation!) a very optimistic outlook<> 

Captains the Earl CAIRNS observed that he thought the 
matter of replacement of the CCM might take three dayso 

COLONEL COLLINS pointed out that discussions of the rotor 
problems would probably result in complications which might · 
take more time to resolve than had.been anticipatedo 

On the other hand 9 MRo FRIEDtJIAN remarked that if Captain 
Safford's optimism were well founded,. and the CCM business 
finished on Friday 9 then Sub-Cormdttee B could meet en Saturday 
morningo He suggested· that for the sake of the record it might 
be well if Mro Miller could designat~ the British membership on 
Sub~Committee A at this timeo 

hffio MILLER replied that he would like the whole visiting 
British Delegation 9 and in addition~Brigadier Tiltman from time 
to time)) accredited a~ mernbers of Sub=Committee Ao 

COJ~~NDER TRECHMAN remarked that he ·and Group Captain 
Ball were interested only if matters relative to the North 
Atlantic Treaty Organization were to be discussedo 

CAPTAIN SAFFORD explained that he did not anticipate any 
such discussions since the Uo So representatives were not· 
authorized to consider North Atlantic Treaty Organization 
matterso 

lmu FRIEDMAN commented that Sub=Committee B members could 
be designated at a later dates but it was his understanding that 
Mro _Miller desired the whole of the visiting delegation ac= 
credited to the Plenary and the ;~xecutive Co.mmitteef[lo 

TQf) SECRET 
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MRo MILLER replied in the affirmative; he stated that he 
understood the function of the Executive Committee was to hear 
the findings of the Sub-Committeeso 

· MRo FRIED!&AN replied thut such was oorrect 9 and that the 
Executive Committee would report to the Plenary Committee~. 

lKRa tULLER stated that he then could reduce the membership 
on the Executive Committee considerably9 that the British repre­
sentation on that Committee would consist of himself and Captain 9 
the ~arl Cairns~ 

MR., FRIEDMAN suggested that Mro Miller might name the 
Chairman of Sub-Committee B at this time if he so desired 9 
pointing out that Admiral Stone desired Captain Safford to be 
the Chairman of Sub-Committee A. 

MRo llrLLER replied that he himself would chairman SUb= 
Committee Bo 

MRa FRIEDMAN inquired whether M.ro Miller desired secre= 
tarial assistance for his ofticea 

tARo MILLER replied in the negative~ stating that most or 
the recording would be taken care of at t·he meetings .. 

!ARo FRIEDMAN inquired of Mro Miller as to when he expected 
his exhibits and drawings to arriveo · 

· MRo l~LLER replied that the next sailing of the ~ueen Mary 
was scheduled for September 2lst 9 arriving in Netv Yor in abou-t 
five days; and - allowing two days for the materiul to reach 
Wash1ngton 8 it should arrive on or about September 28tho 

COLONEL COLLINS suggested to lAra Miller that when he was 
ready to call a meeting ot Sub-Committee B that he consult Dro 
Sinkov who headed the Uo Sn representatives on the Committeea· 

MRo FRIEDPAAN inquired if there were any items tha British 
Delegation,wished to add at this timeo· 

MRo MILLER replied that he would like definitions of two 
or three of the itemso 

COLONEL COLLINS remarked that most of the present agenda 
was merely an amplification o:f' the agenda that Urn ~iller had 
received"' 

... .3 .... 
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MRo FRIEDMAN explained that the agenda that Mr~ Miller had 
received didnwt contain the CCM item and stated that the other 
change consistei of the shltting of what is now Item 2e from its 
previous position ot 2aa 

Referring to item I~Aolo of the Enclos~re to the Agenda 9 

Affio ~ULLER inquired as to whether a mHchine or function was 
meanta He said that he would like to have some idea as to the 
significance of the various categorioso 

MRo FRIEDMAN replied·that a function was meant with regards 
to the item in question~ 

r.m" MILLER then inq ui. red as to how i tern I .. B o 2 o differed 
from item I.,A,lo 

DB.a SINKOV rep.lied that IoAol., was a general statement of 
purpose 9 while functional requirements in IoBa2o meant how the 
equipment would actually function~ 

idRo MILLER requested a clarification and distinction 
between items laCo2o and loDo 

CAPTAIN SAFFORD replied that the distinction lay between 
the machine on the one hand~ and the operator of ·the machine 
on the other., 

Maklng reference to item 2oa, of the agenda. 9 .MRo MILLER 
inquired whether "telegraphic'' was included to distinguish 
from "telephonic"~ 

. CAPTAIN SAFFORD replied that the v1ord rttelegraphic" was 
intended to mean = within the scope of Morse code telegrapho 

MRo FRIEDMAN remai"ked that Uo Sa Authorities had con­
sidered combining items 2oao ail.d 2ob, into one ~.1orking Group~> 
due to the fact that they were closely related<, 

DRn SINKOV explained thn.t the reason for the separation 
of.the two was that the Merchant Ship Problem had been con= 
sidered· important enough in itself to be considered separatelyo 

~.mo MILLER agreed that it might be confusing if both were 
considered togethera 

Uaking reference to Enclosure A to the Agenda 11 item III·Aa 9 
Descriptj.on or. Model Demonst:rat1on 11 MRo ·MILLER stated that this 
was one case in which they would be limited to descriptions onlyp 
but that his 1elegation would be happy to describe the various 
undertaki.ngs presently in progress at homeo · 

.;,. 4 ... 
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· Mao MILLER inquired ot .MrQ Friedman as to how long in 

advance of meeting dates he would like pertinent papers cir­
culated - he asked it 48 hours in advance would be satistactoryo 

MRo FRIEDMAN replied that 48 hours in advance would be 
satisfactoryo 

.MR<I MILLER inquired l:f there were any other items to come 
before the Committeeo 

There were nonea 

The meeting adjourned at 1533o 

.... 5 ... 
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COIISEC COIPEBEHCB 

Working Group Noo 1 
17 October 19;0 

SifJHB! 

Chairman• s Memorandum lfo" 6 

Working Group No. 1 met with combined subcommittee B 

on 17 Octobero The proceedings of the meeting will be recorded 

in the minutes of subcommittee B. The chairman or subcommittee B 

into~ed the chair.man or working group Boo 1 that the work of the 

latter group is completed, and that no formal report 1s required. 

It an, further meetincs of the group are required members ot the 

group wlll be so advisedo 

cca All members Working Group lo. 1 
APSA-04T (Dr. Sinkov) 
AFSl-12 (Col Borton) 
AFSA-OOT (Mr. Friedman) 

Arthur E erlin 
Commander, USNR 
Chairman. 
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BRUSA COMSEC CONFI~CE 

SECOND REPORT OF S\JB=CCWITTEE B TO TH~ ~~cu·riV!l: COfAIIITTEE 

Sub-Committee B resumed on 17 October after the arrival of 
Captain Hodges trom Ot.tawa. · 

The second report or the Sub-Coumdttee is attached heretoa 

... 
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SI(X)ND R&PORr W SUB-CQ\DilT'l'EE B 'fO THE EXECUriVi CQJall'fTIE 

1. Smb-Co.lttee B haa Jllllde an exchange ot teclm1cal. 1ntonaat:loa 

coneend.ng vurioua ci'J'!)t.oiJStema r 1ll1n~ 1n the general aatego17 of 

•Special purpose teleprinter &Jatieu tor the exch:lap dl communicatJ.CIIIa 

1Dtel.l1gance •terial. n The cr,.,toaJatema discussed are diviclacl into t.ha 

to.llaring groupas 

u.s. 
• 

U.K. .. -- Rollick 

SDCHftOIC!US 

APSAII-9, 1t prod.W wltrh 
IJ'ftCim'wao1al teatarea • 

5 u.c.o. (Se~pe) 
20 !be AP'SA!lll-91 lLSAlll 2-1 8llcl Roll1ck are covered 1D the ~ repore. 

of Sub-Canait.t.sa B. A d.eacr!ptioa ot tbe 5 U.C.O. le attaahecl bento. 

3. 'fbe Sab-Ca.lt.t.ee baa the tollaw1ng obaanatlons IUICI aonclui.ona 

to report. oa spacial purpose ttQ.epriater &Jilt.. tor the excbanp ot 

oaaaa'lcat1olle 1Dt,ellipnQe material. 

a. We note that. !lockex 18 preaentJ.,J be1D& uaecl tor the uoban&• 

ot CCIIIIUid.catioDa 1Dtel.l1pnce •ter'lal. 

b. 'He note that the 5 u.c.o. 1a 1n production azad has ...,. 

under teat. tor the pLat dx lllOfttba, durina part. at ttd.a 

period betweea Londal :and Ot.t-awa. 

Co It 1a the 'Brit'llh naluat!.OD that t.he 5 U .c.o. 1a a true 

. . 
cl. It. is the evaluation ot the U.s. that the ASAIII a-1 Td.t;h 

euit&ble cme-t.!ae procedure, attorda the naceaaaJ7 aeaurlt7 

tor lllandl.1Dc all claallit1oat1ona ot t ratn.o • . 
Ita ;fe CODClade that: 

•"1-

-.... 
"".. .. .. 
~ . 

~ ' . 
a. It there 1a to be &D ~te aubatitutioa tor Raolca& a 

... 
•lection ClrD be acle troa the follOIIina madl1neaa 

. ,., .-
.\8&\JI 2-1 ' . 
5 u.c.o. -· • 

~ 

) 

., 
.. ::. 

'b. Elt.ber aacblna 18 available 1n autticient qv.aat!t.7 t.o ..­

CUI"I'ttllt req'IIJ.Nunta 1n the a.c:banl• ot c....,udcat.S.ou 

' .. 

. . 

' 
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So In the course of the discusSlons on equipnents using on ... tiiiB 

• tapes 1 a brief description wc1s given of Br1t18JJ progress 111 kq-tape 

production equipnent. In v1ew or the close association ot such eqai.-nt 

with one-time &Jsteu 1 it. is recODIIILellded that the subject of production 

equi~nt. be added to t.he agenda or t.he next. British-U.s. CQI~ 

conference a 
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Apparatus S UrC,O, Single Channel No2 1 

On-line teleprinter cypher system, 

Size and iVeight. 

6V lt 19° X 20" 

sao pounds 

• 

Outllne Description - Duplex on-line sfllchronous one-time teleprinter 

cJPher system giving traffic flow securityo 

Technical Description 

C;rxptosray;tic features ·- Cypher key is p-ovided by cont1n,uously moving 

one-tiate S unit tapes, A spool of tape lasts about 4 hours .. 

JUectrical features ... Incoming telepri~ter signals are stored and 

transmitted. synchronously at 50 bauds after one-time element by element 

encypherment.. The signals are regenerated before transmission to ensure 

perfect masld..ngo The received signal is likewise regenerated., A tull 

range ot automatic alanns against potent.1al insecurities is 1ncorporat.edo 

Por OOHQ operation special racillt.ies are provided. to secure exact one 

to one correlation between characters encyphered and decyphered (at the 

d1at.ant st.ation) o . These tacillties are tor handling 32 ·character intercepts 
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aRUSA COMSEC CONFERENCE 

SECOND REPORT OF SUB-COY.MITTEE B TO THI!; EX~CUTIVE COIJMITTEE 

. Su.b-Collllld.ttee B re8UIIled on 17 October after the arrival of 
· Captain Hodges from Qt.tawa .. 

. . 

The second report ot the Sub-Cou~ttee is attached heretoo 
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.IJ1USA CCJISEC CCEF~CE 

SECOBD REPOR'f OF SUB-COJ&I'rrEE B TO TH~ l!:XECUTIVE C'ODlltTEE 

1. SUb-Committee B has made an exchange of t.ecbnlcal 1Dto1'1Bt1oa 

concerninl Yarious CI7.PtOsJBtems ta11111g 1n the general catecoz7 ot 

"Spec1al )Jilrpose teleprinter &Jst .. tor the exchaage ot J.nt.elligence { 

•terial, 0 The Cl7pt.o8)'8t.a diacwused are divided :Into the tollo1rin8 

groupe: 
No"" -.S)t..) 

RareR t'\1\-'l.~ 
NQ!HDCHROIOUS UI OIKERAT<BS SDCHIUOOS 

AP&\II.c] AS.'\11 2-1 Al'&\11-9, it proYicled with 
8JDCbroa011e features. 

--- lolllck 5 u.c.o. 
(S.crat.JP&) 

2. !be AFSAK-9, ASAII 2-1 and Rollick azoe covered in t.be first. report, 

of Slab-Coalaittee B. A deacript1oa of the S U.C.O. is attached beret.o. 

3. The Sub-COIIIIId.tt.ee has the tollclr1nc obaerwat.1oaa and conclusioae 

to report CD special pUl'poaa teleprinter &J"&tema tor the excbanl• ot 

1DteJ.l1&cce mat.eriala 

----- a. ~'i'e note that. Rockex ia present~ be1Dc 1.\Rcl tor the exchan&e 

ot"~ material .. 

ba We note t.bat. t.he 5 u.c.o. ia in production zd baa bean 

under teat tor the paat aix montha, durirJc ,P&rt. ot th!a 

period between loadan and Ott••· 
c. It is t.he Britieb evalvatiOD that t;ha S u,.c.o. 1a a t.na 

cl,.. It ia t.he &Y&luation of the u.s. t.hat the ASa\11 2-1, with 

suitable oae-time procedure, attorda the neceaa1:117 aecuaolt7 

tor handJ.lnc all claasit~ations ot trattic. 

4. Yfe conclude that: 

· a. It there 1a t.o be aa immediat.e nbatit.utioa for !locka a 

eelect.101l em- be made troa the following machines: 

ASAII 2-1 
5 u.,c.o. 

b. &ither •chln.e is aY&Uable 1n autt1c1ent. quant.itJ' to meet. 

current requir•ente in the excharJ8e of lnt.ellilcce •terialo ----
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5. Ill the course ot the d1acusa1CI'l8 on equipaent.s uaing ane-tima 

tapea, a brief description was given ot Bl'itieh progress 1D kq-tapa 

product1GD equ1)118nt. In riew ot t.he close assocktion ot such equipaent 

with Clle-tiae &)'Stems, it is rec0DIIl8nded t.hr.At the subject of product.1on 
~-l)~~~ • .-K 

equ1)a8Dt be added to the &&erda ot the next, conteence. -- I 
A 

fePSEIIr 

2 
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Apearatua 5 U9Cn0o Single· Channel No2 1 

On-line teleprinter CJpher ·system • 

. Size ·and ·nSghti 

611 X 19n X 20" 

500 pounds 

• 

Out.l.1De Description - Duplex on-line 8J11chrol_loua cme-time telej)r1nter 

c,pher s.yat~ giving traffic flow security • 

. Technical Description 
. . 

Crzptogr&@ic features .... CyPh.er key is provided by continuousl7 aoving 

one-time S unit tapes. A spool of tape lasts about. 4 hour.,. 

JUecLrical features - Incoming tale printer signals are stored and 

transmitted. aynchronousq at. 50 bauds after one-time element by element. 

encypherment.. The signals are regenerated bet ore transmission to ensure 

perfect maskin&. The received signal is likewise regenerated. A tuu· 

range of automatic alarms against potential insecurities is incorporated. 

For OOHQ ope~tion special tacil1tiea arl!l prov1d.ed t.o ·secure axact ·one 

to one correlation bet.ween characters enc1J)hered .and decypbered· (at the 

'diat.ant. station) o . These- tacill:t.1es are for handling .32 ·character 1ntercapt.s 



--- -·- i .,. ...... ~ 

~- ~_.:.4...,; 

!he aeetlnga of Sub-CcBl\t.ee B bapa. CD 'ZI September 1950 and 
cont-inued int.ermit.t;ent.q t.hrouah 13 October 1950. 

'l'be 1n1t.1al report at the SUb-Canudttee is attached h.-eto. !be 
minut,aa that were kept, of the aaat1Dga gift onl)r a 8UIDAI"7 ot the 
highllghta ot the various subjects dlacuased. 'l'heJ are on tile with 
t.he recorder. 
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13 October 1950 

DRUSA COUSKC CONFmENCE 

FIRST Jlli'PORT OF SU:a-cCJ.Wirr~ B TO ·me; 4~uriV.b: COJOI.ITTEE 

1. Sub-Committee B has made an exchange of technical information 

concem1ng various cr,rpt.o systems falling under the ·rollating it• headings: 

a. lml _.l&chelon (including. Jlinor ifar Vessels) .. Ttllegraph1c s,.t.ema -

includiDg caabined assault. codes and tactical srst-ema- tor all 

military Services. 

b. Jlercban.t Ship Telegraphic Systems. 

c. Meteorological Secu:rit7 Srstems, 1ncluclina Facs11111le, Tele­

printer and Telegraph. 

do Voice Securit7 SJBt81118 tor Tactical. Purposes" 

2. During t.he course or the d1scuss1on and demonstrations 33 c17'J)to 

syatelll8 were considered. Technical descriptions of 29 or these are· included 

in the appendices as follows: 

a;. AFSAI 7 
b;. AY~AM 9 
Co ? ilot.or .BCJI 
d;, 11PCM" 
8;, Melt 

Oo Mei"CUJ7 
p. Concert. 
q.;, ftollie11: 
I"~ S1Dglet 
8 0 Peaclragoll 
t.. DUP. 1 

CIFAX 

t •· A&1. 2 
g. NRL Cifax 

s .. JI&TFAl 
Q 

CIPHOHY 

h •. ASAY 4· 
1 • .\SAY 6 
j. i&S•~Y 8 
k. AM/TRA 16 
1. TSS · .. 

"· Hallmark 
w. Sorcerer 
x .. D '/9 

IIAHD SYSTDIS 

m. AS4D 1 
n. Runnina lte7 · 

Clpher· 

· 7o Pla7tex 
z. JJ.nax 

ea. Curaa~t 
~,~co 
cc. Alailat.co 

Four otbers11 ~he ASAJ!. ~1, the CCII, the Strip Cipher, and the JI-2Q!} 1 have 

no descriptions attached because of their familiar s~atua in both c~ries~ 

·Brief mention was made of a modi.rication or ~he M-209 which has been proposed. 

by Hagelin. A descrip~ion which he has submitted is includecl in the_ appendix.,. 

The appendix also includes ·some miscellaneous -notes on general· items .. 

3.. ~one ot t.hese crypt.o systems was subjcct.ed t.c_ serious. deliberation 

as. far as security is concemed and on many or them no &'3curit.y st.udiea have 

yet. been made.. It. is the aim. of t.he Subo!=Commit.tee that these systems ~ll 

all receive security evaluations during the interim between tbe close ot 

this conference· and t.he openin& of the next.. 

l . .. 
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4. Incidental to the discussions of the various cr,ypto systems 

considerc1tion was given to the problem ot the number ot different sizes 

or rotors which are eontem~lated fbr use in the mechanical crypt~ sya~s. 

The Sub-Committee feels that the 26-pc)int rotor may have to be ·used for 

a long time to come but that some rut.ure agreement. is necessar,. as to a 

selection among the )1, 32, and 36-point. rotors. This agreement would Umit. 

'he number ot different. types of rotors amplo,red and thereby tacilit.at.e the 

interchangeabilit.7 between U.K. and u.s. sources. 

5. The Sub=Committ.ee has the following observations lind con~us~ons 

to report tram ita deliberation on the four it.ems on its agendat 

A. low Echelon (~.ncluding :U1nor :var Vessels) Telegraphic; systems ... 

1nclwU.ng combined assault codes and tactical syst.e• tor all 

militar7 Services. 

1. ~1e note that. the lleet Code :lftd Combined Assault. Codes 

are under discussion 1n t.he UK -US JC~. 

2. -_"le note that. there are no other low ®halon &,1Btams yet 

·un4er conside~t.ion tor comblned use. 

3. iYe note that both US an.d UK have a numb1tr or new ~t:dne 

syatem.a under development but that none or these is likeq to be 4va1lable 

· tor general combined. use before "1954 o 

4.. ;te conclude: 

a o No machine system is likely' to be ca.vail.able ~F 

general combined use before 19S4 ... 

b. U combined systems are refluired for any pur~e in 

the interim period.• possible s,atema are: 

Strip 
Lin a 
Cursex · 
Play tax 
Running Ke1 Cipher· 

co To meet. the long t.e~ requirements tor low eeholon 

cambi.ned systems selections should be made within the next 12 mon~~o 

Possible devices are: 

DUPl 
AFSAII 7 
11.flCM11 

AFSA.Jl 9 
iiCir 
cem&ert 
aoilie:ie 

e 
tr©rP §~erRSlET 
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B. Merchant Ship Telegraphic S,Stems. 

1. i1e note that. Cursex is under consideration in the U~ 

JCEC and ·is likeq to be adc)pt.ed as the interim solution tor Allied Jlerchant. 

Ships. 

2. 'ile recommefld that. a machine s~tem of a~ least. equivalent. 

~ecurit.7 but taster than Curaex. should replace . it, when available, ·and that 

such a system should be selected within t.be next. 12 months. Possible devices 

are: 

IIPCJ(ft 

OOPl 
AFSAII 7 
IICJl 

Co Met.eorological Security Systems, Includi.ng Facs:lm1le, releprinter 

.and Telegraph. 

1. · \te note t.he lack or aey ·suitable combined ceypt,o system for 

meteorological purposes. 

2. le note that. both the UK !Uld US have Wiler developneilt new 

meteorological a7atems in. the following .categories& 

Air-Ground 
Telegraph 
Teleprinter 
C1tax 

3. · ·,'fe note that with tbe except,ion ot the Air-Ground s,-st;ems 

none Of the SyStems under developnent is likGq fie be available for general 

combined usa ~tore 1954o 

4-c. ·ae · note that requirements and characterisfiics tor combined 
. . 

plain t.ext. tacs1rid.le equipment s have not; yet been ~ed Upollo 

5. We concludea 

a. lo machine cl"Jl)t,o system tor meteorological purposes 

1s like~ t.o be avaUable· for seneral ccmbined use before 1954a 

bo If combined systems .are required for inetec)rologlcal 

pm-poaes in the intar1m ·period• possibl• dtrd.cea are: 

(1) Air-GrOIUIII - ASAD 1 
at..t.co 
Al&lll8tco 

· (2) Telegraph - ·CCM (modltied tor weather encipher~) 
· · Pencll and. paper ayst.•· tor Yar'J' low 

echeloil rmrpoaee .• 
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(3) Teleprinter ... ASAU 2-1 

(4) Facsimile - None available 

co· To meet the long term requirements for enc1pherment. ot 

meteorological data selection should be made ·within the next 12 months" 

Possible devices are: 

(1) Ai~ound- ASAD 1 
ctmetce> 
Alar.letco 
Any available cipbofl7 system 

{2) Tel·3graph - BCK 7 wit.b poovis1cn . tor weather encipher= 
ment 

AFSIW 7 
IIPCJid 

Singlet. 
Pendragon . 
DUP 1 • designed tor weather enciphermen~ 
Pencil and paper systems 

(3) Teleprinter ... AF&AH 9 
.ASHK 2-1 
Conc~rt 
Rollick 
l!ercury 

(4) Cifax- ASB1·2 
HRL Citax 
~'TFAX 

BOrE: Selection in cat.ego17 (4) JJJAY not be possible untU an 

. agreement. 1a reached in· the n-us JCAC on the requiraaent.a 

and characteristics tor plain t.ext tacs.tmUe equipmenta 

and associated transmission sy_atems for 111Bteorolog1cal useo . . 

D. Voice Security Systems for Tact;.ical Purposes. 

lo . lie note that. there are no ciphony systems under consideration 

tor combined useo 

· 2o iVa. note that both the UK and the US have a number of new 

systems under development bu.t. that none of these is likeq t.o be available 

tor general CCIIlbined use before 1954. 

3o We conclude: 
·. 

a. No cipho117 system is- likeq to be available for general 

combined use before 1954. 

. b. There are no possibilities tor suit.able devices in t.he 

interim period., · 

· c. ~o meet. the long term requirea8nts tor combined clph0117 

syst.ema select.1on should be made ,rithin t.he next l2 monthso Possible devices 

are: 



'POP S:OS~'T 

(1) ASAY '• 

(2) A3AY 8 

(3) Hallmark 

(4} Sorcerer 

(primarily designed as a low echelon 

ciphony attachment; can b~ used only 

over. circuits or. r.e:rmal bandwidth) 

(designed primarilY for airborne uee; 

possib~ suitable for general low 

echelon use; can be used ~ith VHF 

transmissiOn only and is capable ot 

group working) 

(primari~ designed rar tactical point 

to point circuits using VHF or wide­

band circuits; could be used to provide 

secure point to point. teletype and 

facsimile transmissions) 

(primarily designed far paint. to point 

ciphony over long and ~hort distar.ca 

circuits or normal band width) 

. (5) AN/rRA 16 (primarily designed for microwave point 

(6) D-70 

to point. radio· relay links, carrying 8 

voice channels; can handle teleprinter 

with treq~ency multiplex) 

(primari~ designed tcr microwave ·point 

to point. radio relay links, carr~ 12 

voice channels; can carry facsimile or 

~~leprinter .;ith rrequency multiplex) 

6o The Sub..Commit.tee has the rcllowine reccmmendations t.o make: 

a.; Thai immediately and on a continuing basis, t.here be complet.e 

interchange of the technical details of the systems discussed in this exp1ora­

tory conference., This should include taehni~al visitso 

b., Tha~ discussion and in~erehange of technical information on 

cert.ain other it.e.ms or canbined int.er-est., such as t.he security aspects or IFF 

and authentication SJSt.ema, be authorized. 

c1 That securitY ,y~~~~!i~f ~~ mad~ an~ ex~ar.ged on a~ i~ems 

discussed~ 

• TOP :H!X:ftlf 



-- - ·- -. . . 

'f'OP 3E611!! 

d. ·That a copy of the final report or the conterence be submitted 

to the UoS~-UoKo JCS:: and that. t.he U.S.-U.K. JCEC be requested to consider 

and. resolve as a matter of urgenc7 the operational requirements in all fields 
. . 

ot Combined Cryptographic Communicatlonso 

e~ 1'hat t.here be annual conferences on these subjects tor t.he nan 

tour years, to be held aaernateq in_ l.Qndon and in ~·la.ahington, the t1r~ ot 
. . 

these to take place in london 1n ap~aximat.elJ" nine 1_110nths time et 

6 

TOP S~CffR~if 
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Size -
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• 
a -

AFSAll! 7 

OFF-UNE P~TIID CYPHER Mi\CHmE FOR TACTIC,~L WE 

12" wide by .12" high by ~" deep, approximately', less case. 
14" wide by 14" high by: 8" deep,. approximately, in caseo 

We&sht ·1s lbs less case; 22 lbs in case. 

Outline Description - A keyboard operated, tape-pnnt.ing crpher machine 

24 v DoCo operat.ed (wit.h adapt,or tor 115 v - 2.30 v AC operat.ion). Encyphers 

let.t.ers and figures. 

Technical Description 
~/ . 

CrzPtograehic features: ~ig~t~-poin~ rotors with independent 

alphabet and notch r~s.. 26 way input .:~.nd out·put, 10 paths be.iM re-o-entrant.~ 

Rators 1-3, 5-8 turn.. Motion is electrically controlled by sensing not.ch rings o 

Motion is "!nt.erloc~ed cascade," rotors 1 t.o 3 providing a dilated c;ycl,.c.met.er 

giving a. guarant.eed minimum C)'Cle. Machine is considered secure under all 
. . 

usual sorts of misuse. Read before step operation. Clear indicators are usedo 
"-. 

· ·Mechanical Features: n flYing type wheel printer is used carrying a 

pUlse generator on the same shaft... 0n depressine a key ~ circuit is· set up 

through one stator coil in tha pula a generat.or. . 1\t. t.he appropriate time a 

pulse is genera~ed in ~his coil which tires a thyratron operating the prir.t 

magnet." 

St.a~e ot Progress •a In an advanced st.ate ot devt:lopment, 
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AI'SAU 
OJf-LDI S WAY J'liMOtllP ClPHij§ UAQJtiH& Fat. NifRDJ'l'"iR U§§ -

J6rr x 12" x 6~'~ lHa cue 
JBII X J4D X 81t \11th 0aa 

Vlair.Ja, Apprax:imatol.Y Z1 lba ltlss oaaa 
Approx.\matoll' 35 lbs with caa 

91tllr!p pe~ - A taotJ.cal bich eecoriv talaprirdier cipher 

maobiae a.ocept1DI tel.Bprintc- rd.gnale u an 1Jiput ud Fcd&lcing teleprinter 
. . . 

a1pls aa an output .. Iillp:I.DJS 8tart-etop ~hronizatl.cm. 
. . ' 

l!n!Pment - For ·use· aNtrar· teleprinter is · eiDpl.O)'ad :1D tactical 
" 

eohelonao .(%actical W.e ot· teleprinters iB plarmad on a bxwd scala as 

lw aa ~ fill battaliOD). 

Tecbpicql Desor1pUon .. Accepts an·aput telotqpe aicmU, stores tb8 
. . 

tive 1nte:l.l1pnoe ·bauds, t;ranalatoa to one hot. :alre of 32,. pcm:mted in a 

:rotor .mase,. the ciphal- s!e;na' traaalated to the five unit code tor storage, 

aD4 then transmitted in· t.imo aeqwmceo . Capabla ot opazio.tlna at. tolaprintar 

epeeda !rem ~0 to 100 wrds per minute. 

Cgptoqephio teaturea ·;- PlDp.\OJB Dine 36-point rotors ~ the ~ 

with 4 cdrcuite recmtriod to rowce to a 32 c!nmcter anc1pheftlallt. Elgbt 

r~ora ~ in. an interlocked cascade t'iith the center rotor nol; mov:l.ng bit. 

fized for the dq~ 1bree l'O~rs GlltGmatical.:b' sOroiZGd to a pre~ 

poaition betoro~ ea.ob maesace. . Planned tor use in a 5-latter olDar t~ 

indioatcr w.ith no restr.lcrii1011S aa to uae •. 

§tate ~ rromsa - ·In advanced cie'Nlopment. PrototJpo iaodels apocted 

Spri.aa 1951.. 
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J ROTCR BCM ( CSP kSOO) 

q:F-LINE 26aUAY PERMUTING Wi.CHINE 

She 16•s w.ldGl b7l2" hish b7l218 de~~p8 appraxillnt~ 

Vlair,b1 100 lba sppraximD.tel.l' 

pstllne Doscription - "1 rotor mchaniam using the, carcase of CSP 1700 . . 

(CQ[ 1D.t II) with a. .einele tapo printGl" and a .ncm-J.ccldng kGtboa.X"do 

Tschnical Desg.ripticm. ... 

9£.vptoeyapbic Foaturesg 7 rotaJr non,;..rsciprocal mazeo Planned to 

. uoe removoabl.G not.ch rinco and a.lphD.bet tyros. Rol#orn are reversible. PrOm 

gZoes:dcm is DDtch cont:rolled.o Lilml,y orde of drive is 4 6 2 7 l. S 31 with 

4 6 and 2 .f~ a c:yclcm!ster a.nd thG rGst. moving as in CCM. Rotors 2 and 6 

always step backlim'Ueo Altelm.tion ot tho direction o£ rota.tio.n ot any rotor 

involvos nl)clum1cal. -aorko :Maze is rood before ateppingo Bo.cktmrds and. 

forwarcla notion occur sir:W.t.anoousl¥o 

Mochanical Features 8 ·Non-locking ~ k01board with the .nwnerala 

l to ~ on the top banko . P:rintor is mapt opomtedo 26=-letter. sinele case 

enc:vphermos onl.7• Printer lns 26 lettOX's, space and numsr8ls 1 to J6 on]¥o 

Facilitios 'SVT.~:-tcb eives following conditions a 

o- off 

P .... pl.ain {in this co~tion o.1l keys 8.1'8 eff'octive) 

D- docypher 

E c. encyp:tm> 

R ... rGset (in this condi tian the rotom can be scat. by thG f~ 

bye l to ?) 

Ha..nt;t...dr.1 ve i'acillt7 ot ~ 1700 has been a.bandmled, and the ~ration 1s ~ 

lor1 voltage. An AC nOtor is :r:s.:ttcd• arid the priDt.er, otco is direct]¥ AO 

oporo.tedo 

Another facilit7 srdtcii changes from CSP 4SOO to CSP 1700o In the 1700 

condition blank rotors are inserted in positions 2 and 6. (the 'bacla-arda rotors) 

and theso rotors will turno . . 
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OFF:J..WE ~U.jJ P~JUTlllG .W10IImE 

Kechipiaal. Features• (Continued) 
- -

A variarlt ot th1a mach~ for wathor operat1oD.· (i.e, mat) was also 

&hom.· ~ \'BOa.tbar ant~ ~eta the ti£ure~ 1- to ,;. ~co and x a 

cm~t -1;o the maze. ana em deeypherln~. c~cts the. appropriat• mue 
. -

outpllta to the uum.er1~: ~ ot -the ~ter.•. . 

Ae an a.ltemative to _tllis scheme the- same facilitica r.ay be prOvided 

lJ7 ua\ng spacial plllga and sockets ccmnected into- the Gnakea. 3oinins the 
. -

· scrazabler t.o t.he macld ne baaeo . -

2 
-\ 

IECIBJ 
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Size i cubic toot. - 1211 x12" x 611 approximat.eq . 
~ 

. Weight. lS pounds 
. . 

. Techriical Descript.ion - T~is· machine is crypt.~raphicall.y identical with 

the CSP 4800o The rotors, apprax!mat.ely 2~" in diameter will use removable 

notch rings and alphabet. t.ireso Permits direct. encryption ot numeralso 

state ot PrQtresa ~ Engineering model_t.o be tt.elivered about. 15 November 
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Size -

CSP-3600 (J.!CW.) 

OFF-LINE JiAGgLIN-TYPE CI.PHiia I!Ait~_IE 
• '· ... ~ ;;_:~~-· •• •·; ' • r .. 

10" wide b7 10" high by 6" d6ep ~Pi>ro;x:~t,elyo 
~:·:=::;;_ ..... ·:~...-~~ ~~ :.:·."·:. .. ·. · .. 

•vei;tt 12-16 lbs approximately o 

Outline Description .. Keyboard operate~! --~~~~f~~ting ~~~~~ W!'-~ _ 
intended tor ve-cy low ec~elon ttseo Hand powe~~- !.~~~~--~visio~ ·'~~?-~~~If 

. . . - :_:. ._.. . _. __ , - ~~ '<#-~ 
cation to motor drive o 

Technical Description : ::. 
. ;·. 

Q.rzytographiC lt"eaturee: 12 Jll ... 209 pin wheels add~,~q~~ ~g~~~~ 
o I •, "' ' -~. ~ : .. ·~-~···:-•'-.: .. ~-~ 

effect to a co!Mlon drumo K~y is the result of two steps ot ~~~ _ ~ ~:~~~-o 
··; . .-..:, 

Pins and lues are aettable, with a maximum of 6 lugs to a ~!! · :: : __ ·-.·~( 
.. ~ .:-':-~:j •, . . ·. .• :.. . .' _ 

_; State or Progress ... In development with one prelimin~y-, ~21!?.'-~-- . 
. ,.._.·$;.:1if·,"'":'~ ... ~~--'"'"4;. 

model available .:;-- ·· ·-~~:: · ·- ·':. ·'·: - · .. ' <·:·_:d: ·: 

. ;··:~:f·f~;~~; 
. ·"·· . . ~-' .: .. : ... 

.... ;ro 

_oM. : ~ ~~ =:. c ' 
...... ~--~ .. 

'• 
. . .. ;' .. · - t 

' ....... . 
'"r :' . : .· .. : 

.··; ···. 
·' ··. :...-·:-

:· .. :· 
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ASAX 2 

l Rack approximately' 2410 X 2611 X S411 

1 Power supply ap~te]¥ 1411 x 24" x 1011 

Including approxhstely 150 vacuum tubes o! which l30 are dual 
triode so 

lieight. 400 lbs., 

Outline Description- Medium-high ochelon.11 ·high security citax, trans­

mitting multitone cipher at effectively 1009 elements per second, produced 

·by' synchronous birw.ry addition of' 2-level quantized facsimile signal and 

~level keyo 

Technical Description 

Crxptotechnigue: S1x basic sequences produced a~ 6000 elements 

par secon~ are combined in a CCI!Ilplex mnner to. produce a 2-le-.:·el key at 
. . 

1000 elements per second., The basic sequences are produced by six contlnu .. 

all.7 rotatiilg relativel,y pr!me wheels (in the range 101 to llS).o 

Electronic Feat.ur~: The ASAX 2 is designed. to t.ransmit over 

.3Q0...27SO cps land-line or IJF radio., either or both being in~luded in a 

single circuit o Cipher at a l millisecond rate is read successively into 

.four channels 1 each ch:1nnel being amplitude :nodulat..io~l or ~ :1udio subcarriero 

A ,ntth subcarri:er is amplitude modulated by a SO cps signal !or ~ut.omatic 

· ... phase c:ontr~lo The composite signal is transmi~ted. directly on land-l~e ~ 

IIIIOdulates a conventional (double sideband AU) HF radio tra.nsmittera 

The receiver port.ions or the ASAX. 2 are equipped for automatic sta.rt.ing 11 • . . . .. 

SJilchronizatiOn, continuous ·phase correction, and 8J..arndng, including indi­

catlQn ·Of each function .. ·. A frequency standard .is included fol' use when manual 

~ntrol is desired, ... 

State of Progress ~·rwo terminals," originally designed f'or engiri~ering 

· test.s, have. gone through limited service testing on land-line and on HF radio 

~ks up to 1000 mileso TechnicallT, performance ot the equipment· was 

sat.istactoey over normal ranges -'9! room temperature., 
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NRL CIFAX 

CIFAX TR.'\NSCEIV .tm 1'\lR BLt.CK-~'II"di'rM; WEATHER COPY 

Can be convert.ed t;.o .tull·duplex by addition of a second key generat.or~ 

•ieiBht 

Transmission equipnent. 16" x 19" x 72 11 apprbx1mately 'i' 
Key generator 1611 .. ·x 19" x 24" approximate]:y._· 

OUtline Descrfpt~tiJl ... · ~gh security, . shipboard and. base station citax, 

. ·_.;:t'~smitt.ing mult.1tone cipher _at errectively 1000 element.·s .per second, 
. ' . . . 

· .. ·:produced ~7 ~nchronotia · binaey addition of a 2-level quantized facsiniile 

·signal. and 2 ... 1eve1 .:kf1y~ 

Technical Descri:ption 

Crxpt.otechnigue: Eig~t basic sequences are repr()d~ced at 1000 
. . 

elements pe.r second from continuously rotating wheels that are relativel.7 
. . 

prime. Eight. wheels are selected r~ a set 0~ 28 in the range 101 to 199!1> 

Four sequencee are biriary added t.o produce X key, whic~ ~s recorded as a 

continuously traveling magnetic tape having 10 reading ··h•ads. A four stage 

ri~g p!Cks oft X key tram various preselected reading heads t.o produce Y kayo 

X key and '! key are binary added to produce the _final out put. ke7 o Two or 

the unused basic sequen~es are· added "Boolian to determine when the foUr 

stage ring is reseto The remaining two basic sequences determine to which 

position the ring_ is reset v~en a reset -is demandedn 

Electronic Features: Th~ NRL citax equipment. transmits All sub­

carriers ~ the r1111ge: 2000-3750 cps, e]&ht. channels beir~g tra11smit.ted over 

Class A telephone _llne Or HF single sideband rac11o. The equipnento incorpor"lltes 

preciSian tre~ancy sLanda~s with provision tor manua). or automatic phase 

correcUODo 

Stat.e ot . .Progress - Two models have z:eceived engineering tests and. 

ope~ate sat.1stact.or117o Four se~ce t.e~t models are pre_sently be:l.cig 
. . . . ~· . . . . . . . .; .. . 

~ample~ed-by • oqntra.ct~o 
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ASAIIt 

. TIME DEIAY SCIWI!BIE CIPHONY SYST.l!2! 

~ 1211 X 1211 X 1811
, ·est.imatedo-

Weir.ht; lS pounds, estiJD&ted a . 

· Outline I>ascriptJ.on =The individual elements within a group ot 20 

elements" are delayed different amounts nr time ·befof'e transmissionn 
. ) . . 

• "! 

· Technical Description.,.. A 17 x 20 element matrix code b01t controla the 

delay of t.he specific elements of speech in each group or 20 elements. The 

same code is used for at least one co~rsation •. · · The key code control is on 

a tape and is ,advanced one step to .a new . pOsition. ·,~hether chi:U'lge is to be 

on ·a oessage .or time basiS has not .fat been establl,!3hed. 

State of Progress - &tgineering models are now under dwelopment.., 
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ASAY 6 

Size Three bays appraximatel.J Si. x 2~ x 1! teet"' 
. . . .. 

Weight Approximately 2;0 pounds per ba7 plus spare pazot.s and test. 
equipment. 

Technical Description .. SpeeQ!l is col'l'lert,ed into a 1500 baud per 

second on-ott sign&l by means ot a vocoder and PCJ.( coder. To this signal 

is added a ket sequence trom an ·associated key generatoro Transmission 

is acccmp~shed by eight. frequency multiplexed channels located. in the 

standard voice treq,uenc7 band. S!x of these ·channels are tor _speech · 

inf'or•tion, one is tor syilchronization. and one is tor statiaa selection. 

The .receiviq end accanplishea the reverse operations or the transmitt.ina 

end. Each t8rminal is tull duplex0 

Crxpt,ol!"aphic Features • The key generat.or makes u·s.e or the geared 
. . . 

t.imiDg mechaniam to produce six basic sequences or 1011 10.3 • 101, 109 11 

113, and 115 elements length. These sequences are combined by addition 

and multiplication in eieet.ronic circuits to prodUce o~put kq at .lSOO. 

elements per second. The basie patterns ere chanseable as well as the 

individual starting points.or each sequencea 

State or ~sreea - Three models or th~ equipment are under construction 

by a cont.ractor. These will be engineering and servic• t.estad to dGermlne 

neceasar,r modi~ications. 

ittiBEJ 
I 
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. ASAY S 

SINGLE CHANNEL PCU CIPHONY·SYSTEM 

Size - 2 cases ·each 12" x 12". x 1811 estJ.mat.ed . . 
1ie1Bht SO lbs. , estimated. 

General • The system is intended for general airborne tactical usage by 

. VHF radioo 

Outline Description ... A single channel Fell s19tem which emploTS "push to 

.talk" t.ranscs1ver element scrambl.in8 or a block or 32 pulseso 

Technical Description 

CrrptmraJ?hic Features: The PCK coder output is 11tlat.tened11 by 

means of ,.a~to key t.echniqueso" The least w~t baud or each· speech sample 

(4 digit FCK) is deia,ad muJl.t.iples of five elementso This causes it to b8 

added to the 8 weight. bauds of tho next sample, to the 4 weigbt bau4a of the 

next sample after that • and the 2 weight baud of t.he next. sample ~t.er ~th 

A. CQde card o~ rotor system is us.ed to determine a transposition 1n a block 

ot 32 elements .. 

~ate ot Uevelopnt - Early developnent.. 2nd ~ineering model to . . 

be built by contractor. Air tran&miasion test plaon.,_ o~ lab (lodel. · 

ltCREl 
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AN/Tn.A~l6 

8 CHANNEL SPEECH SYSTEM FOR MICRQ-WAVE RADIO 

§!!.!. 1 4i !.I baY'S (counting 100% standby) 

~eight A~out l ton (2000 lbs) 

Outline Description = Enciphered Pew. syst.a~ trans~tted by o~of.t 

pulses over micro-wave radio. The channels are in time division multi-

plex. 

Technical Description 

Cryptographic F~atures: The machine employs a key generator 
I 

using tour whee_ls. or length ll; 13, 20, and 28. 'lbe motion of those 

wheels is· controlled by plain text PCU elements cllld partially enciphered 
. . 

PCK eleiaantBo 

State or Progre!! - TwO terminals are nearinr. completion for use in 

a special experimental-radio linko· Several terminals without complete 

keyer circuits are available, 

IEGHET. 

.. 
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Tactical speech encipherment system primarlly tor aircraft ·useo 

Size and ~'Ieight -.About 1011 x 1011 x 1811 and weighs 39 poundsa (This 

is 18 element model.,) 

Outline Description -.A TDS system cr encipherment. applied to PAll 

speech samples. Uses a fixed salt-conversing code changeable . bJ means ot 

a switch matrixc~ 

. Technical Features - The set employs a rotoey beam tube instead ot 

a more conventional ring circuit to control the TDS operation. Two medals 

or the system have ~en built, one em~loying a 12 element TD.:i the other an 

18 element TDS. A 5 to lO kc channel is r_equired to~ transmission., The 

system a,nchronizes phase automaticall.7o 

~ate ot Progress - Two models at each ot t.he two types will soon be 

- available tor testing., 
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SECRET, • 
m -

ASAD 1 

la ASAD 1 is · ~ silall han:d substitution device·, designed . for use in 

multiseater aircraft r~r the transmis~on or ess~tial meteor~logical . 

~formation. 

2. It. consists or a bla~k box about .1211 X 71" X .l~li in. dimension~ 

containing a·letter. k~yaroll which can be r~t.ated horizontally and over­

l.'lid by a ste~il which can be rotated vertically. The stencil containS 

~, 11J)es each designated by the type or _inf'onnaticm involved (e.:go c~d 
. . . 

~e~. visibllitt, et.cq") and_ containing up to 20 holes desitnated by · 

numbers, directions' et_c. Ttius, at any position or t.he .-st.encU or key­

,roll, there ar• lJ lines showing different types or J.r:lr.brrntion, _and the 

·, :.~ct detail can be~ designat-ed by. the letter appearl,ng; i~(.thc_ appropriate 

hole on the· line. 

3o The key-roll _is J)rOd~ced so that a let,ter never repeats wit.hin a . 

. ~aries ot 20.; The stencil is ~·signed so that it cove~j 8,veey other lin~-
. . 

and colUIIIl Of. the ke.r; the~ are thus tour indeptnde~ keys on the roll. 

'l'he roll can be set in 100 .po.i~ions and the stencu· in 26 ~1~ionso The . . . . . 

setting .numbers are sut;,stitute'd into ran dOll digraphs by means of' an. indi­

cator table which tits into a slot above the wind~ at the device. 

4;. The crypt.ographiQ Principle is simiiar. t.o that. or the British UCO 

or AlAW!.'TOO, and the ~st-.em · can be used ~or t.ransmitt.ing t.he same ~d . ot 

intormat.iono A wider choice ot ~11s ~vailable owing t.o t.he·leagt.h .or t.he· 
~ . . 
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IS:R~1T 

RUNNING Kl!:Y CYPHER 

lo RKC is a literal hand substitution cyphe~, designed to give a 

high degree or security on strategical links wher3 machine systems are 

not· availableo 

2. The cypher comprises a book ·or random l.H.eral l<ey-groups, and 

a book or random 26 x 26 letter substitution squares, one tor each day 

ot -the mont.ho For po:tpt-to-point working, the keybook would be used 

"once through" each day, commencing at a point chQsen at randcm in the 

table; the system can also be empioyed for group working, choosing a 

·;random starting-point for each individual message. The encryption 

process consists or substituting each plain-text letter in turn against 

its associated key-letter, employing the substitu~ion table valid tar 

the dafa 
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MERCURY (LATE TYPEK We 10) 

~hronous on-line teleprinter cipher machine. 

Size One 586" raCk and four special tableso -
·weight 450 lbs 1 ve'Z7 approximately 

Outline Description - 31 way rotor perlll1iting cipher machine using 

s~parate turnonr control and ciphering mazes. 

Technical Description 

Cryptographic Features: A 4"rotor.cyclometric maze controlling 

.. a,:·t, rotor .ciphering maze. Rotors consist of Z:ll"l cuter. annulus· (carrying 

progression notcbes) · with scrambled wiring und a separate inner rotor. 

:The two parts can be assemb.led in 62 dif'terent ways. Current traverses 

t;~ t.he outer rOtor section~then through a scrambled t.um around end. 
plate and then returns through the inner rotor sections. Cryptcgraphicall.7 

therefore the mazes consist. ot 9 and l3 :rctors respectivel'o 

Mechanical Features: IareW, is a· duplex on-line s7nchronous 

·~ipber sy-stem. In-comin& teleprinter signals are tried o~ to 31 wais and 

ted onto altemate storage devices. :iignala are .f'ed stnchronousq to the 

maze and t.heri reconvert.ed to 5 unit code tor t.ran.smissiono The maze is 

stepped s1ftchroriousl7,o In the no tra~ic condition the. letters function 
I ' . 

is. sent ••en clair" to line o 

State or Progress ... One circuit on traf'tic experiment;al.l7o '. 
I 

1£811£1 
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CONCERT 

ON-LINE TEIEPRD.'T3R SYNCHRONOUS .CIPHim MACHINE 

Size 1611 X 8 11 X 811 _approximately a 

Weicht. ·40 lt~a approximtel.fo 

Qptline Description • A synchronous on•line subtracter teleprinter 

cipher machine tor general tactical usageo 

Uaace • The device is planned tor larg~ scale t~ctical usageo 

·Technical Description 

Crypto&raphic Features: Maze consists ot 11 wired rotors periods 

41, 4J, 43; 45, 45, 46,· 46, 4?, 4?, 49,. 49o Rotors 1, ~- 511 ?·.f) ·9,- 11 turn 

regul.ar}T one step per elemento Rest st.ay stillo 8 ot the 49 paths through 
. ' 

the ·maze "drop" ott" at various points. · 24 or. 49 inputs are energized with 

battery through push-buttons and seven or the ·u outputs are tapped and 

fed into rel&J'Bo The seven relays perform modulus 2 addition in aeries Qn 

the plain teleprinter element tor enciphenuento Rapid clearance ot push-·. 

buttons is providedo Rotors not interchangeable; ~otateable ~lphabet tyre:> 
. . 

The device is capable ot providing several streams of simultaneous key and 

will still '·be secure 0 

Mechanical Features: The maze t.urns, cont.inuousl7 driven, through 

a ditterential gear. box tor pha~ing purposes trom a magnetic amplified 

contirolled motor i.t high "Q'1 circuit is used to~ time· control. Element 

storage is provideda · Traffic is enciphered on an element by ·&lament basis 

including at. art and stop signals thereby giving toraffic _flow securito7 a . 

~ate ot Progress - Two lab models made tram drawings are under t.est.o 
. . 

Development or the tilsle control features is ~CQJD.pletoe .. 

~y 
'@E6l'J.:JMBQ--
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SECRET 
.a 

.Jlu.'R 
Olf.i;JIE TELEPRnrrm OIPHm DMCE 

· .a. Ole 41611 telegraph· melt an castors· 

Vldnht 100 lba ap~tell' 

•• 

09tlln! Descr1pt1cm - Ia oiec~ operated balf.-duplox ov,..11ne 

telspr.lntor 811'btra.ctor anciphement dstr.Lce. 

. . 

. Crzptographio Foatu.roa: See notes on Coc1G-Rob1n. ·(Itaa ee). 

1ba oiphc:a- kay is· senerated by cold cathode gas tubes. ProviaS.on 1s made. 

tor genera.tiug rand.an iodica.tora not umler conti'Ol. ot the oporato.r and 
. ' 

tor autaDaticalll' posit10Dins the key genarator to tbeae indicators. 

Mechanical Features 1 'lbe . molo equip:lent is electranioe Moot; 

clr~ta ·use ~ cathode au tubes. 

·. ~ - · 1he ~1'1ca 1a intead.ad initiall7 tor 11se on GCIQ land 11na 

circUits. A bU:1o concept baa beaD the uae ot electroniC teo~a 10 
. . 

aa to .paad.t ~ mass pl'Oduct.i.ODo 
•, 

nata 9t P£2mal - .,_ models now beins baUt for 'UGr trialao 



.. 

• 
Gopgrfl - Sinalot is a keJboo.rd operated motor-driwn• tape..p~ 

ott"..J.ine pezmut.iug cipher macb:lnoo Tha k~Qboard col'iuponds axactl.l' to a 

irtandard. ~printer .ke7hoard aeept that there 1a ~ ad.ditiorJal k8f ca1]a4 

a. "Bigram. K'87"·· 'lho tull r~e of ~printer lower and upper case ~plbols 

U'8 avaj1]ebJ.e but, four latter kla;ra and _carriage-retum and ;Line-teed reqube 

the pre-OpemtiOD of the b1grem kltJo 

1'he machine is designed to 'liork · i'rcrll l.C0-.125 volts or ~250 wlts 

45c-65 c/e m1agls phase. It can be .taken through tha batch at .a Sll.mmrineo 

· Deta1Jr .. ibe machine 'Will have a 26-wq mau with 7 or .IDQN roto~ 
. . 

operatiug 0!1'1 BCU p!'inciplas but co.n also be used u tor CCJI world.ng. It all 

use Jaor1can tJpe rotorao 
. . 

Ug fqr Hoteorol.e-l'pi'tl.J, • The inclwlloil ot .fu.ll·Cas~ 

tacil!tioa· eDablos ~a mcbizza to be ued tor metecxrt-ological traf~co · SlDce 

noB~ ot the bigramrad ld.~ e_rct used for th1e type ot traffic the ope~ati·OD 

of the lceJboard ill axactll" the 8QID8 aa that of a ll't;a.adud teloprintaro (lot 

a waathar ke.Jboard) o 

staB of Proms• - 1ho unchiDa 1s stiU 1ll1dar development. A develop­

ment conliract ~or proto1i'Pe pro_du.ctiQD models will p:robabll' be placed 1n the 

SUmr:ler at 1951 • 
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Qenegl. • Pendragon is ~ otf-llne cipher nnah!ne ~inG ~ perforated 

tepe 1Dpa&t and prociuciDg a pase-prin1;ed "copy on. a temprinter and ~so., U 
. . 

required, . a perforated tape on· a printins reperlorato!to 

Dle :lDput tape can be prepared. on a atandard. teleprinter perfaratar 

· wd.nS tho full rona~• ot toleprinter signalo. ~ e1gnals are auto-
. . 

. . 
m~cal.l¥ iDaerbod by the aquip.mont 11h1~ has a. 26-wq pe:mu.tiDg maze 

uactq the samo as. tha.t used :ln Sinaleto 

Pendrqon w:lll int.erwork td.th Sinclat rmd can also bo ·used for Cal 

. Qr' J3CU .\'farldng. 

Dota11 1 a 'lha min unit w!U be identical \U th SiDglati except that 

the koyboal"d_ Gnd. pr:l.ntors will be ~pla.cod b7 o. control WJit tar inserting 

carriage return and 1ine-toed, etc. 

·SQ.te· at Proe;reas • Devel.opnent is proce~ in· par~l 171 th the 

~ OD Siuglet and it is e,Zpeotecl that; bot~ singlat and Pendra.pl will 

became avid 1We .ab9U.t the . same t!me • 

.. 

~ 
U&;al~ 
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9Eera1 - OOP 1 1s an oft-line hand op8ro.ted tap~ cipher 

ma.ch1Da with _an electrical ~tirJB maze, 1N1gb1zJa about l8 lbso Its · 

~naions are ~" z 6~11 x '"• Oft the model demonstn.ted, 'libB 1Dpa 

ia controlled h7 a netting knob alm:tlar to that of H 209 'but ka7bcard 

opemt.ian could be arrangodo·· Elactrical pC!l'IOr is supplied b7 a s~­

ccmt;a1ned 45 volt ch7 batt.er.v wtdch nivos ao,ooo operations or JD0!'8~ . 

For 10\7 tampezoature operation, an oxtemal sourco of pcmar is nocesaar,y. 

Dptai 'I - Tho maze 1s ~ and has 8 rotors at whic:h 1 and S are 
. . 

fast turniD& 21 3 ami 4 be1ne driWD c~calJT b7 1, ami 61 7 and 

8 CJOl,amDtricall.T driven bT So 

1be ~ bavo alpha.bet tJres rotatable with respect to turn,..or_. 

patt8l'D81 ami :NIIJIDV'able 111r1nc iDserts which can be ·fitted ~ aD1' one ot 26 
. . 

. . 
positionao 'l'ho turn,...Onr pattCB"D 1a the aame on eYGJ!7 ~ in a set and 

. . 

th~ t.\1'8 16 w1r1nc: 1naerta to each sat.o Compralliso at the machine and 
.. 

1'1J.rin8~ 1s . cscm~~"ed b7 the tact that adequate seaurit7 1s s:l:fta. in the 4ailF 

set tins. 

Uae. fqr l[oM9roJ.og1ca1 'l'tatAc - Propoaala ue und.- ccmalderat1011l 

tar encipherment ot DUIII81"8la and the latter. X b7 the uae of .a anual.J.:' 
. . 

operated case abifto 
. . 

§,tate of' Pnmna•. - One ~ •de .model has_ bee ccmpletect and a1x 

more are UI'Jder cODBtrw:ticm. A d8Ye10pm&nt coDtract ·baa been placed f~ the 
. . . . . 

.manutacture of 50 mod.ela ~ared for large soale productian and 1Dtonded. 

tor Service triala.. Del1YeJ7 ot these protot)'pe procmctiQD modela 1e . expected 

to CCIIID.Gnce dariDg the_ Snamar ot 1951. 
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a. 

9'Pm4 • Ltli.N'AX 18 a SJBtem far tho onc1pherod k'aD&niaaiOD of black 

and Whito ~teorolo{lical aharbao It. is intomlod to aet a requirement. tor 

the tmnamiaa:1on of oba.rta ~n x ]6n in D. time ot not .r.10'.l'e than 30 mim1tea 

with a definitiOD ot 100 linaa per inch, the tra.nsr:d asion abalmol (liDe or . . . 

H.Fo) hav1na a ~ ot 300 to 3,400 0/S. 

The encipbsring ecpipmant; v4ll conolst ot one mok 20•• wido b7 6• ~ 

empl.oJ1Ds ab011t 200 valw•• 1he cie~horiog equipment 1.s ot about the aama 

Aoc:ord1.ns to present proposals the intell:lgence w1ll be cmcipheioec:l. in 

aD 8-1Ria7' elootrical p81'JDL1tins mase 'IIO:rld.Dg cntirel.y ele~o 

Details·:- 'lhe picture 1ntell1gonco is quantized 41500 tmas per seaon.d• 

tlult 1s a~ twice· the .aaa1nal picture elemont rate &D as to a'IQld de~tiOil . 

ot detild.tioa. Groupo of 3 quantized elamants are comrerted to signals on 

ono ot eight wires having a reCU!'1'8DCe rate of 11 500 per second. 'lbose 

a5gnala aN pel'r.Dlted ood convorted to e1gna1s havinG ona ot eS..Pt l.ovela 

for tranard.asion b7 · F .u. 
'lho p8fllll1ter 1d.ll have eight stases (i'Wheele11) with pluggable tumOfti'l 

patterns and changeable wlriDBBo 1he latter w1l1 comd.st ot pa:zolin CU'de 

with r.totalized strip connoct1onae The variables w!U be turDanr pattemg 

order ot progresa1.on and l'lirinso The deciphOI'ins oqdpmerit lllU be started 

:mtaDaticalll' aD1 its speed w1U be controllod b7 differantia.tion ot the 

!noornina algmls. 

stamp of Deyel.opupn\ - ~k to lxLok labora.tol7 testa bave beep Jade 

ua5.Dc bread-board asaaublio&o Jhoeo.d-boarcl aperklcts at . the transmisaian 

aquipn.ent are proceediag. 

'l'he alactronic p8J'Ciltlr JJB:T later ·bo replaced b7 a Boll1ck kD7 generator. 
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lh\hi:MAfllt 

PCI4 CIPHCNY SYST.I!ll FOR ;r ACTICAL USAG.tj; 

Sizer and ~Yeigt!t - lab models consist; ot one S'6n rack.· iYeight, 300 lbs 

appraximatelf., Pac~aged equipman~ tor vehicle use plannedo 

Outline Descrip~ion -· Duplex .32 level PCll subtracter encypherment. c1phorw 

system tor pqint.-t.o-poirit service 11 

Ted'lnical Description·-

Cryp~ographic Features: Subtracter encyphermen~ using b~ry key 

from a group ot ~ransitiO.n counters o! inodull between 2 and 29., Counter~ 

are reset autamatica~ by a maze a~ periodic ~~ervals .. 

Technical Features: Duplex opera~~on using a common key generator 

giving different. key t.o go and re~urn channels.. ~aming, synchronuation, · 

.-.z~ st;.epping, e~c .. is automatic .. 
. . 

st.at.e ot Development - 6 ·copies ot lab models being made for special 

GCHQ circuits. Development contract placed tor engineered models tor field 

use, 
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. ypPamR SPEDI Smnml' Sl'SB FOR GgimAL USAGE 

(Plalmed) 2 doubla ald8cl rackB 5'6" high 

600 lba 

Os'Wpa DgscmJ.pt!op ... P.CU Vocodar anall'ais and Qntheeis qstem 1d. th 

aubtraotor ~t for operation Oft!" c:lrCilita ot rmmal_ bmlw:!.dt.bo 

!tchnical Descr1pt4.0g 

Cpptographic featpl!&l lm~t rill be .by using the OociG-. 
• 

El.Bqt;rJ.cal faatureaa Ona pitch and e~t epcectrum cba.Daels. 

Pitch ohamlOla ~ defined to 16 steps• the apect.rum to 8 atepait Opt1oml . . . . 

prov:l81on ot two tranamlaaion qstems1 one rcr lanclllne and ·VHF raclioa . . 
I : • 

Oparatins at 1800 bauda, ~ a Dlll.u.abannel V .F. Q8tall 170 cpa apacing 

aDd a 100 baud speed on each cbaDD&l. Proriaion em be .made tor a aecun. 
. . 

tel.Gprinter channel i'or order .. win parposaa it requirado 

§.tato ot lley!1.pp;eit - Developmsnt Contract plaood nith a contract-.~ 
. . . 

~,. ·. ~LIWJJJc:r-
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MULTI...CHANNEL C~TDIEl'RIC· RADIO RELAY .EiUIPMi!M, 

S~ze and Weight - Duplicate equipment consisting ot 4 transmitters~ 

4 receivers 1 antenna usts, etco, carried in- one vehicleo DUplicate PCM 

multiplex e~ca~ carried fn a second.vehicleo 

Outline De.scription - Centimet.ric radio relay syst. 811\ providing l2 

top s~cret speech channelso 

Technical Description 

CrzJ?to.sraphic Features: Encyphe~ent is carried out by th~ 

. Cock-Robin prin_ciple (Item ee)o 
. . 

Electrical Features:. The equipment is full7 duplicated with auto-

_matic·change-over tac111t1eso The 12 PCU channels are carried b7 F.M on a 

6em radio linko An engineering channel is also p~ided using the spectrum 

below 4 kc/so Pel( syst.em 18 analogo~s t.Q Hallma~~-" 

• 
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SEB~~W • 

l. 

PLAYFEl (SI!ALL SHIPS CYFHl!Jl) 

1. Pl.a)'fex 1s a t.act.ical band syst.em, designed to. _effect a verr rapid 

change ot code with a minimum or dOcwaentation and product-loa. It. is cs~c1ti­

cal.l7 intended tor use in small ships 1 and could be anployed tor any trattic 

where short. t.erm security is r8f!Uired and where a quick enceypt.ion process 

on a basic ~~ is operat.iQD&lq accept;abl.8 .. 

2. In i~a presmt form·· it consists or a two-pal"t. (hat~ecl) basic code­

book, 1n which each vocabul81'7 s!pit1cat1on is given a two-olett.er group, . 

. omibt.ing double let.ters mi. t.he lett.er J. The groups traa.t.be basic code­

.book are ·then encyphered by a double Playta:l.r ·process, based on a pair ot 

5 x 5 squares ch&JI&\ng every tm hours. The keybook CQnsists ·of 31 det.acha• 

ble pages, each containing 24 squares, di~ded into 12 pairs designated by 

~he two-hour pe_riocl tor which they are ~1d. Each ba.ic ·group is enc17pt.ecl 

on the lett. hand square, aile!" the resulting digraph encrypted on the right 

hand ~re. No Wicator is required other than the date..;;t.ime group ·of the 

message. 

3. Tbe keJbock is designed· so that squares val:!d tor a period short.er 

than 2!+ hours can be issued -tor. aho:rt tront Une operat.ions. It a higher 

degree · ot securit.7 is required, t.he ba$l~ ~k can be changed monthq, 
. . 

t.he ~ic groups writt.en -o~ on' a k87lengt~_, and t.he P:taytair encrypt.ion 

applied to- the verliic;al digraphao 

. 4o The small ships basic book and some edi Uons of the kqbook have 

~en produced and are rea.cV tor issue it required., Field t.est.s have proved 
. . . 

. , .. <.. ' . . .. . .... 
. ~· : - ~ 



• 

... 

•• 
LINEX. 

1. . Linex is a 11~eral hCU'ld substitution cypher, designed to give a 

hiP, degree· ot security tor f()rward-area .strategical traffic, where machine 

systems are· no~ available •. lt ~s ~een in use 1-n the British Army forward 
•.' . .. . 

of Brigade.since 1944. 

2. · The _cypher consists or· a book o£ 25 pages or mixed alphabets, use(! 

in association with.lO cards known as cursors. ~ach cursor is designated by 

two or three letters, and contains a mixed alphabet along the top _margin and·. 
. . 

a hole cut in one ot ten positions on ~he right margin. The user selects one 

ot the cursors and· marks a letter in the mixed alphabet, as determined b1 the 

indicator. He tinds the starting ... point in the keybook, . and places the marked . . . 

letter UDder the firs~ plain-text letter ot the message; the cypher letter 

is read trom the hole cut a~y on the· right margin or the cw;osor. The CUI"SOI" 

is then moved down one alphabet in the keybook and the -process is repeated 

tor. th• second plain ... text_ ~etter; anti .so on~ letter ,b7 letter through the 

· 'message, using a new alphabet tor each encrn>tion •. 

3. The -message indica~or consists of a tour-l~tter group selected from 

·a page ot random grOups; the two_ pairs· or letters are encrypted.by a sing!. 

Pl.a7ta1r process,_ to give the cursor aild st.art.ing-point.. tor .the message • 
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cu.RSEX 

1. Cursa is a literal hand subst,itution cypher, designed to give a 

high degree or. security for strategical tratfic where machin~ systems are 

not. available. It is· specitiaally intended for use as a combined. merchant 
. . ·.· 

ships' CJPher, and would be suitable for. use on strategical links or· as a 

general back-up to machine systems. 

2. The cypher -consists of a book ot Uteral key, used in association 

with a frame containing a horizontal~~ &.vertical- sliding ~eysheet made 
. . I 

up or· a number ot mixed alphabets. The plain text is written under the 
. . . 

gro1Jps in the keyl;x)ok, starting at a point determined by_ the indicator, .and· 

each of the keysheets is set. up at one ot 26 positions in t.he .trame. .Each· 

letter or the text is then encr,ypted on the alphabet indicated by the 

~s:.sociated key-letter. The key-letter is found in the alphabet on the 
. . 

horizontal keysheet' and the subst#~lltiori alphabet is. ~aken ~ the vertical . .... . . . 

ke7sheet, t;he process being·. tacilltateJ by ·the use ot a cursOr sllding . 

vertically over t.he frame. . I 

3. Several specimen frames ·and keyshe~s have been produced, and .field 

test·s have proved satistact.ory. 

.. .. 
\ 

0 
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Ol'IE'rCO 

1. Otmetco is a hand substitution cypher, designed for providing 

essential meteorological 1nto~tion to aircraf~ returning from operations. 

It can be used to transmit baraaetric pressure_, tollow~d by visibility and 

cloud-base it required. It is intended to place the minimum burden on the 

aircraft.. 

· 2. All ground~stations hold a .book containing 1000 ~·~alphabets, 

each designated bf an 1nd1cator number. Aircraft are provided with a prof'orma 

card, com.~ing an extract consisting of three alphabets from the book, a 

key baromet.r1c pressure and one or more letters indicating "plus" or "minus". 
. . 

The kef pressure is obtained oeparatelJ by each ground-station, by app~ 

a da1q-chaDPng key-number to the actual baromet.ric pressure observed at the 

station. at a precletvmined time. 

3. When the aircraft Z.8t.~a t.o base, the ground-station trans:nit.a the . 

· barcmet.ric pressure as tbe dleviat.~on ~ ad.llibars from the k87 pressure, in 
. . 

the torm. ot a two-let.t.er group; the first lettel"' indicates "plus" or "minus", . . . . . . . . . 

t.he second letter the deviation in millibars up to 25, as cietermined bT the 

tirat. · alphabet on the card. If required, t~e ·cloud-base in hundreds ot te.~t 

(up to 25.00) ia transmit.t.ed as the appropriat;e lett.er from the second alphabet,, 

··and ·the visibility 1n hundr~s ot yards (up to 2500) from .the t.bird alphabet.. 

4. In ~tion to the st.at.ion key pressure, all aircraft. in an area are . 

pven a da1:17-chang1ng diversion ke,y press~. It an aircraft. is diyert;~d troin 

base, .it requests a. repoJ1o b7 transmitting its 1nd1cator.pumber, and the 

ground-stat.ic;>n bases its repl7. on ··the diversion k&y pressure. 
. . 

5. Each indicator is allocated to ·one operation only, so that the key 

is virt.ua117 one-time, the only repetition being when a· ~~ibilit.7 or cloud­

base alphabet on one operation may be used as a barometric alphabet on another. 

6. The ~yatem is at. present. being given ~ield tests, and prelimi~ry 

indications are t.bat. it will prove aatist~ctior7. · 
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• 
ALAME'l'CO 

lo Alametco is a hand. substitution cypher' designed tor the 

transmission ot meteorological infor.mation between ground-stations-and 

aircraft a It 'has· been in. use .in the RoA~F. since the latter part of the 

war. 

2. Aircraft are ~vided with .protoi"ma cards, ·containing a number of 

lines devoted to various items of meteoroloeical information, with blanks 

left tor the insertion· ot letter keys (similar to the stenci~ on ASAD l) a 

Before an operation, the ground-station tills 1n the card with a number ot 

mixed alphabets ·derived !ran a master key-book and changing daily". Any 

item can. thus be expressed as the line-number in t.he proforma followed by 

the letter appearing· in the appropriate space. Each aircraft normally 

carries more than one card, a different series being employed for area 

broadcast so 
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26-lloint Rotors 

REF~jpl163 
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ROTORS 

• 

It has been agreed on Sub-Committee A that rotors on both u.s, and 

British revisions or the 7-rotor BCM should be physically and cr,yptographicallJ 

interch~eable. The size o~ rOtor proposed (3~" diameter) is that now used 

on CSP 1700, ~t is= also propo·sed that the physical design shall as and when 

possible take the f'orm of' a rotor with a solclered-in wiring b~bbin, a 
. . 

removable turnover cam:; and a removable alph·:lbet tyre each o.r which are in 

ettect capable of rotation, The rotors m23 be reversed by interchanging the 

position or the turnover cam and the alphabet tyr.e. 

For li~tweiSht machines· it ha:s been proposed that a rct.or or simiiar 

design but having a diameter of' 2~" (as used on PCM) should be ~ployed, 

l! Point Rotors (U.K,). 

A 31 point. ro~or ot ~pe~ial design is. used in Mercury (British on-line 

teleprinter p~ting system), 

The rotor consists of'. an outer reversible scramble-wired annulus with a 

tixed turnover pattern and fixed alphabet tyre, 1n which is inserted a second 

scramble-wired cij.sc. The insert may be fitted in a117 one ot .Jl positions and 

is reveraibl.8. The maze circuits first pass t.hrough· the inserts and t.hen 

return via the end plat~ throUBh the annuli., 

36 Point Rotors (U,S,)" 

'nle U,S, is developing a 36. point rotor tor use in new cipber machine 

developments. The figure 36 was chosen to allow encipherment or the 32 
. . 

charact-er teletype alphabet, the 26 character literal alphabet, and various 

ayst• wirings, Two ph)rsically' identical fi;ypes of rotors are being developed; 

one ~t whose wiring is _capable .or being "plugged" to ·any desired scramble,- and 

a .-cond whose scramble wiring 1a "printed•• on a replaceable ,Plastic ~sert., 

Eaeh rotor concd.ats ot 4 part.s, a main body, a not.ch ring, an alphabet. 

r~, and a lock rlng. Tbe main bod7 contains .36 flush commutator con~act.s 

an one f'ace and. 36 plungers on the other face. The notch ring is inter­

changeable between l'Otora andg aitho\18h it. is not reversible, can be · placed 

in 36 dittere.nt positions with respect.· to· the alphabet. J,"ing~ Th~ riotch rlna 

SEBR(i 
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• 
dd - Rotors (continued) 

provides stepping control for t.he maze. The alphabet ring is used as a 

drive ~~ and tor message indicator set.~ings and contains 10 blanks en 

its peripheey" Opposite the letter "011 is a depression used to "zeroize" 

the rotor. The lock ring holds the assembly" together. The daily set. up 

wUl consis.t ot assemb~ the al~abet ring in the proper juxtaposition 

to the main ~~ s index mark, picking the pro~r notch ring and placing 

i~ in prQper· j~apos~tion to the alphabet ring and lock1ng.the assembly 

by means ot the l"ck ring. 
. . . . 

i'he design goal was to produce a new rotor which would ease: tJle rot~r 

wiring problem and be c:apable ot large scale pl-oducti~. 
. . 

'l'h.e di,meinsions are 3.7" oo. 0.,4211 thick, and .a hub bore ril 0.30". 'l'he 

expected normal. lite is .o~er 200,000,000. operations .• 

.. 
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COCK-ROBIN 

1. Note: Cock-Robin is a basic cryptographic principle, and has - ~ . . 

lll8ll7 applications. It can be produced both electronic:1Uy and mechan!call¥. 

It ·is described here in one·application as a key genera~or (Rollick) tor 

on-line teleprinter encipherment but other applications are mentioned in 

descriptions ot devices using it. 

2. Components: · The generator has 9 cold cathode "decade counters 

divided into three sets A, Band C. Each set has one counter.lO, o~e 9 and 

one 1. All three count~ra within a set are driven simultaneously by mean~ 

ot an ori/ott gate. .ieveral ot the cathodes in each set. are tapped, strapped 

togetru.r, and led Qft to control the. other two gates. Another. sel:~ct.ion, 

possibl.T overlapping, of the ·cathode is made to produce three streams or 

mark/space ke7 X, Y 1: z, which are added III!Ddulo 2 to produce the final _key 

element • 

.3.. Motion1 The "motor" output of set ·A ·turns Gate B on·· if there is a 

voltage :present, and t.urna Gate C on !.f there is no v~tage present.. ~ B 

controls Gate C and A, and Set C cont'i"ols A and B 1D the same .wa7. · A ·gate is 

therefore onl.7 ott it there is. no voltage trOm the preceding set and there is 

a voltage from the following set. ;'lben the nUmber· ot tappings _in the various 

seta aatiatr. a certain eond~tion, the. cycle is the guaranteed maximUm or 

· 10 X 9 X 7 cubed. 

4o Key: Stream X i• ·obtained by tappings from the lO ccnmters··in 

Set. A, the 9. in B and the 7 in. C, these tappings being litr.apped to gi,e Boolean 

addition. _ Y is obtained from the 10 in B, the 9 in C and the 7 in A, and Z !rom. 
. . 

the 10 in C, the 9 in A and the 7 in B. X, Y and L are then added· modulo 2 

tor the final ke7 element, which is added to t.he plain teleprinter element. 

5. .;-lettings: All the -tappings ot. cathodes for key and motorization· 

are co.raplet.e~ pluggable, ~d obviously change of plugging, which will 

probabl¥ be dail7, gives a change ot machine. Ueasage settings can generall.T 

be produced automatic~ (see descr1~1on·of Rollick). 
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CIPHONY SC~ FOR GROUP ~IORKING 

Outline Description ot Proposal 

A scheme tor quant;,ising speech into sa;v 8 levels and permuting 

these levels 1n bot.h electronic ahd. mechanica.l. (maze) permuterso 

. Synchronization ot the 8lect.rcm1c circuUs can be acheived on a pu.sh ... 

to-t&lk basis 9 the :mechanical part;,s by a clock mechania. In this 

manner the advantages ot permutation can be used 1n mitigation ot loss 

of security due to transmission in depth. 



JnUSA COJIS.IOO CONFERENCE 

Jfis} REPCRT OF SUB-Cot.a4MEE B TO TIJ!!; ·!!;XKCUTIY~ COMIIITri!:E 

The meetillga ot Sub-Committee B begiln on 'Z1 Sept;ernber 19SO and 
continued 1nt.ermittentq through lO Octobero . . 

l'he final. report. ot t.he Sub=Comad.tt.ee 1a att.ac;hed hereto. The 
minutes that were kept or the mestings give onlJ a summary ot the 
highliahta ot t.he various subjects discusaed. The7 a~e 011 tile wit.b 
t.he recorder. 
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'POP SSSRE'l · · 

R~PORT CF SUB-CC:.'MI'fl ~ B TO Tlr~ ~X3CU"riV E CCMMI'rTEE 

.·19 Sub-Committee B has made an exchange or technical· information 

conce~ing various cr,rpto ~ystems falling ~er the following item headings: 

ao low &:hel~n (~ V~ssels) Telegraphic Systems ,;,. 
. ~ 

including combined assault codes and tactical systems tor 

aJ.l military Se_rvices o 

b.. Merchant Ship 'lelegraphic Systems:. 

c. Meteorological Security Systems, Including Facsimile 11 

Teleprinter and ~elegrapbo 

d. Voice Security SJStem& for Tactical Purpos.eso 

2. During the course or the c:liscussion ~ d~nst.rations .31 ceypt.o 

s,.-st.ems "Were considered. Technical descriptions ot 27 ot th~ae are included 
. . .· . .. . . 

. . . . . .. :.· .···· 

1n the· app~ices as follows: 
. .. ·. ~ .. · . ..... 

a.; AFSAJI 9· 
bo Mereu17 
Co. Cone~ 
d~ Rollick 
e~ 

1
AFSAH? 

to \ PCMU 
8.~ Singlet 
he. Pendragon / io DUP 1 

'/I 
j~ MC14 
ko 7 rotor K:M 
1. ASAX 2 
mo NRL Citax 

·n.;. J,ti!;'l'FAX 

j 

Oo ASAY 4 
P~. ASAt 8 
q .. Hallmark 
r. Sorcerer 
So D?O 
t. AN/rRA 16 
u. Pla;ytex 
Yo Lin a 

. w. Curs ex 
' ASAD 1 X a 

7· Otmet.co 
Zo Al.ametco 
aa. · Runrd.ng Key Cipher 

Four ot.hers 11 . the ASAU 2-1~ the co¥. t.he ··oif.rip Cipher,' ailcf t.he 11-209, have no 

description& at.t.ach~··becau~e ot ·t.heir' familiar· sta~u in both countries. 
. ' . . 

3. None or these crypto systems was subjected t.o serious deliberat.ion 
' . 

as tar as security is concemed and on ma.D7 ot them no aecurit.7 studie~ have 
. . ~ 

yet. been made .. It. is the~ ot the·Sub.Committee that.· t.hese systems shall 

all receive securit.y evaluat.iona M aeh: able dur.lng the 1Jlt.er1m between 

t.be close ot tll·l.s~ >ncl the openiDg ·or the· next.. . . 
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4o Incidenta~ to_the discussions ~t the various:cr,ypto s~s~ems 

·consideration was given to the problem ot t.h~ number ot ditt~nt sizes 

ot ·ro~ors which are· Contemplated tor use 1n the mechanical CZ7pto ayatemso·· 

The Sub-Committee feels_ .th&t the 26;-point rotor lll&7 have to be wJed .tor_ a 
long time to come but .that some tuture agreement· is necessary as· to a 

~leet~n illllOJ18 the 31, 32, and · 36-poirit rot.~ .. ao 

Sa :The Sub-Committ.ee -has t.he toilwinl observations and ce11cluaiom . . . . .. 
. . 

t.o report from its deliberat-ions 011 the tour itema on it.s agenda·; 
. ~ ,·· ... · 

A\o Low .Echelon (Minor War Vessels) Telegl"tl}iii~ .Syat.ems ~-l' . 
· including combined assault codes und tactical systems 

tor all military Sel"'fic;:es~ 

lo We note . that t.he Ple~t.· Code and Combined Assault. Codea 

are under discussion in t.tle UK - US JCECo. 

2_o We note that t.here are no o~her LoW- Echelon 87St~ yet. · 

under consideration f'qr combined use •. 

4. 'lfe conclUde: · 

. a.: ··No machine. S78tem is-likely' to be availa))le tor 
. . . . ' "\'\S""4 . 

general c~in~d. use ·befora~ . 

· . b. I.t. ccmbined a,.tema are required .tor. D.n7 purpose in 

t.he interial period, poasibl!l ~are-~ . ' 

~rip 
· Lia.ex 
Cursu. 
Pla7fex . 

. Rumina Key Cipher 

c •. :'l'o meet. the long t;em reC!uireDlent.s .tor ·lOw echelon 

combined syat.ema.select.1ans sh~ be made Wi~bin the next 12·mont.hs. 

Possible devices are: 

DUP.l 
.AP'SAJf? 

''~" .. APS.W 9 · 
JIC){ 
cOncert," 
Rollick· 

B. Merchant, Ship Telegra~ic S7st.ems~ 

1. We riOt.e t.ha~ Curaex is under ·cOMS.:cieJ'at.i~n· in t.he. uS.UI 

JC~ and is llkel7 t~ be adoPt.ecl as t.he int.erim. sol uti~ t.or ~ed · Jlerchut. 

Shipe·~ 
2 
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P~P~m f©hR ©~©H~I!~~ 
2. .le rec"""""d ~ha~ a machine s:ll:~ faater than Curaex 

should replace. it, when available, and that such a syst.e~ _should be selected 

within t.he next 12 monthso .. Possible devices _are: 

y. ·EQ~ 'I 
OOPl 
Al~ll 7 
MCH 

Co Meteorological Securit.7 Syst~s, lacluding Facsimile, 

Teleprinter and Telegr&pbo 

lo He note the lack of any sUitable combined ceypt.o system 

tor ms~aorolosical purposeso 

20 We ·note that both the· UK and US have under development. new 

m~eorolog1cal. sT&t.ems in the .foll.ovd.n£ categcr1esa 

Air-Ground 
Telegraph 
Teleprinter 
Cit ax· 

3o We note that •dtb the exception or the A~und ayat.ema (A·. 

nonq, ot the systems under ~evelopment is 11keq to be available tor<tmN 
. . . l~$"~·· 

.:*'ct'ea ~at a general -comb1n~ use betore,_p,_A!b 

4o We note that requirements and charact.er1et.1ca tor caabinecl 

plain text. facsimile equipment& have not ,et bean agreed upono 

So . We conclude I 

f.o No machine cr7pto system fer meteorological purposes is 

llkel)' to be available ror gener:JJ. ccmbined use betore;~4\-~§a a 

. bo It combined systems are required ·tor mateoroloaical 

purposes in the 1nt.ir1m. period, posaible devices are1 

(1) Air-Ground - ASAD 1 

(2) 

(3) 

(4) 

otm.etco 
Alametco 

Telegraph ~::~.c~~~~~~; xa.ther enciph _ 

Teleprinter ... ASAM 2-1-"-••-·-~-~~~ 

Pacs~e - None available 

Co To meet the long term requirements tor enciphe.rmen.t ot . 
. . 

meteoll"'lO&ical.data ·selection should .be made within the ·next· 12 mcmt.ha .. 

POssible devices a~z 

(.l) ASr-Ground .. ASAD 1 
. Ot.inat,co 

Alametco 
An7 available cipho!Q' ·system 
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(2) Telegraph - BCM 7 with provision for weather enciphennent 
AFSAM 7 . 

t.. Pall\ 
SingJl.Gl'i. 
Peadr&gon 
DUP 1 - .designGlo't to·r weather enciphermu 
r~·~~~ 

(3) Telepr.Lftter- AFSAM 9 · b··.- -
ASAU 2-1 
Concert· 
Rolllck 
Jiei'CUI7 

C,J 
i10'11'!$:: Se!act,ion 1n S\til!ll catefJYl"§f\mtq no~ be ~sible until atm 

•Nam~fr. is reaclhed in the UKcoUS JCEC on the zoequirements and charactariat.ice 

toro plaiD t~ fac~ird.l(!l equipnents and associated transmiesiOD &Jat.~ for 

.mt.e0Jrolog1cml 'll!Ho 

Do Voice Sacv1t.7 S,St.ema for Tactical PurposeaD 

lo We note tba.t there are no c1ph0ft7 s)'St.ems UDder consideration 

tor ccmb1Ded uss" 

2co t1fs .. note t,hat beth the Ult an~ frbe u~ ~· a ~rll.~ new 
~~~~\4 ..,to~. 

-~~~£:-· 
3~ W~ concl~s: · 

a., lo c!.pho117 system is l1lcel7 t.o be a~ailable tor general 
. .,~,~·· . 

combinGd use bef01"~·....,21'p& l9Se= · 

'bo · There ~ no poas1bllit.1es tor ault.able clevices il1 tile 
~ .. 

-~ 

c., . ·to meet the long term requirement. a tor CCIIIbinecl c1phoft7 

syat,ems selection ·shoulOJ. be mad~ within the next; 12 ~ha. Possibl~ dev.iaee 

(l) ASAt 4 

(3) 

(primar11.7 designed as. a low eDhelon ciphQ111' 
, .. ~~~~ .. 

attachment f" anr ~Ucuite ot norma:f :bandWidth) 

(desip.ed priilariq tor aii'~cr• ueez possibq 

su1tab:b tor gen~ral low echalCft use~ can be used 

wi~h _VHF t.ranam1ss1on only and is capable ·or group 

. ~ 
· (primaril.7 des:Saned tar t.achical po~ to point. 

oircu.its uaina· VHP or wide-baDd circuitaJ COUld. 

bo used t.o provide aecUl"e ~ t.o .,Oiftt. t.elet,.Pe 

ami taca1.111le .tranadasi~) 

4 
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(4) Sorcerer 

(S) Atl/l'RA 16 

(6) D-?0 

(primarily designed tor point to point ciphony 

over long.and short distance circuits or normal 

band width) 

(primarlly' designed tor micro•ve point to point 

radio relay links, carrying 8 voice channels; can 

handle teleprinter with frequency multiplex)· 

(primarily designed _ior microwave point to p~int. 

radio relay links, carrying l2 voice channels; 

can carey tacsimUe or teleprinter with f'requenc7 

multiplex) 

6a The Sub-Committee ro1S the follovdng generul recCIIIIIl&ndatiOn& to make: 

.a. l'ha\ L~nuilig·basis-~/ 
complete interchange or the technical details or. tho systems discussed 1n 
~ ... 
- explora~017 conrerenc,. this ohould include tecbnical viaita. 

f(o That security evaluations be made and exc~anged on all ite• 

diecWiaec;~~~"\)~·~ \k~~A._ · 
~ ~ c\c •. Tbat"~UoSo....UoKo JCEC k:.~~~sider and resolv!Jwbluseo-a c:...... 

<tal., t'h~nal requirement. a in 11U fields ot Co~ined · Cr;yptcgraphic . 

... -· ,..Q •. .l\ 
~ . '"·' ·. ;;.:~ \1.1., ~~ 

.~&-et!PY181l conterencei~ be held ,...ln ~bout n~e months/\. to ;;,ive 

Communicationao 

selections ot items t.o be reco1DA18nded tor qcmbined ado~i~ ~. 

-_--.;~to That. discussion and i~terc~a.nge dt technical intormat.ion on 

cert;ain ot.h er it. ems ot combined interest • such as t.he security a spec~• 9£ IFF 

and authentication systems, ·be authoriz8clo 

s 
teP SBaftS! -rop s@:e69 ... ·-~ 
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&:;PORT CF SUB-CC::~al'l' E;i; B TO Tlf~ ~X::!:CU1IVE COMMITTE!!: 

·l'J Sub-Committee B has made an exchange of technical information 

concerning variouS cr,ypto systems falling ~er the following item headings: 

ao Low Echelon (Minor iar Vessels) Telegraphic ~stems -

inCluding combined assault _codes and tactical systems tor 

all mili~ar,y Services 0 

b., Merchant Ship Telegraphic Systems·. 

Co Meteorological ~curity Systems, ~eluding Facsimile, 

'feleprint.er ana Telegrapho 

do Voice Security Systems tor Tactical Purposes., 

2. During t.he course ot the discussion :ind demonstrat.1o.ns .31 cr,ypt.o 

systems were considered. Technical descriptions ot 21 o:t th~se are included 

in the appendices as follows: 
.· ·. ·. 

a. AFS.W 9 
ba MerC\117' 
c., Concert. 
do Rollick 
e~ Al"'SAM 7 
f., PCI\i . 
g~ Singlet 
h.. Pend.ragon 
io DUP 1 
j. MOH 
k., ? rotor D 
l., .!\SAX 2 
m. NRL Citax 
· .n.. J!i!,"l'FAX 
IDa ASA! 4 
Pa. ASAY 8 
q., Hallmark 
r., SQil"Cerer 
s., D 10 
to AN/TRA 16 
u. Playfa 

"" Lima w. Cursex 
Xo ASAD l 
y., otmetco 
s ., .A.la.lut.co 
&&a Running Key Cipher. 

Four others, the ASAU: 2-11 t.he CCU 11 tJui .-it.rip Cipher, arid .the K-209 1 have no 
. . • .. 

descriptions attached because ot their. familiar ·at.at.us in both co~rieaa 

3 a None or these crypto systems was subjected to serious deliberation 

as fa~ as security is concerned and on maD7 ot them. no security Studie~ have 

yet been made. It is the aim of the Sub.Committee that these systems shall 

all receive security evaluations on each side during the .interim between 

the close or this session 3DQ the opening ot· the nexto 



• 
4.. Incidental t.o _the discussions or the various crypt.o systems 

consideration was given to t.he problem of the number or ditf'erent, sizes 

ot rotors which are contemplated for use in tho mechanical C17J)to ayst.ema0 

The Sub-Conmittee f'eela 't.ha._ the 26-point rotw JDa7 have to be used .tor a 

long time to coma but ~hat soma tuture agreement is.neceasary aa to a 

selection among the 31, 32, and 36=-point roto;rra. 

S., The Sub-Committee -has the tollowina observations and conclusions 

to report_ tl!"Om its deliberations on the tour iteme. on its agenda& · 

Ao Low Kchelon (Minor '.'far Vessels) Telegraphic: Systems ~ 

including combined assault. codes und tactical systems 

· f'or all m111,t.ary .Serviceso 

lo We notoe that ·the FleQt. Code and CombinQd Assault. Codes 

are under discussion in the UK - US JCSC. 

2. We note that there are no other LcM Echelon qs~eu )"8t. 

under consideration tor Combined use .. 

3. c'le note that both US and UK have a number ot new machine 

systems under development but it is unlikel.J' that aD7 ot these could be 

generallf introduced in quantity tor CCDlbined use betore, aa7, 1953. . 

4. 'iifii conclude: 

a ... Jo machine. syat• is likeq to be available tor 

general cc:ablMd use before, say"' 19_53 ~ 

b.. If' callbinecl sl"St.ems are required tor any purpose in 

t.he interim period, possible devices are: 
. . 

o#.rip 
· Linex 
. Ouraax. 

Pl&Jfe.x 
RWIDing Key Cipher 

c. ·To meet the long tara re~ui.rements tor lOw echelon 

combined s,J'Btems selections abo~ be made Yd. thin the next 12 months·. 
. . 

Possible devices are: 

DUPl 
AFS.U(? 
PCH . 
AFSAN ·9 
ill eM 
Concert. 
Rollick 

B. Merchant Ship Te.l•sr&J:flic S;rsteru o 

lo W~ note that Curaex is under consideration in the US.UI 

JCJ£ ardie likel7 to be adopted as the interim solut.ion. for Allied Merchant.. 
. . . 

2· 
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2., .ie recommend that. a machine system faster than Cursex 

should rePlace it, when available, and ~hat. such a system should be selected 

within the next. 12 mont,hso Possible devices are: 
.. 

PCH 
DUP 1· 
AF.:iAU: 7· 
iDl 

Co Meteorological Securit.7 S7atems, Including Faca~e, 

Teleprinter and Telegrapho 

lo Ne not.e the lack of at17 suitable ~ined crypto system . . 

tor me~~orolostcal pwrposeso 

2o We .note that. both the DX and US have under development. new 

meteorological, systems in the tollcming categories: 

Air-Ground 
Telegraph 
Teleprinter 
C1tax· 

3o .We not.e that .,.,it.h the exception ot t.he A~wad syat.ema 

none ot the syst.eais under developaent is 11keJ.T t.o be available tor intro­

duction into general combined use before, sa7, 19Slo 

4o We note that. requirements and characteristics tor ccmb;l.ned 

plain text. tacldrrdle equipment.& have not. yet been agreed upon .. 

So We conclude 1 

&o No machine crypto syst.em tor met;eorologic&l. purposes is 

likel.J t.o be avaUable tor gener3l·ccmbined use before, say, 1953., 

bo It combined systems are required tor mat.eoroloeical 

purposes in the inter.l.m. period, possible devices are: 

(1) Air-Ground· - ASAD 1 
otmat.co 
Alametco 

(2) Telegraph - CC»A (modified for weat.her enc1pherment) 

(3) Teleprinter - ASAU 2-1 (to be described under Item E) 

(4) Facsimile - None available 

Co 'l'o meet the long tsrm requirements tor enc1ph8l"JJIeDt. ot 

msteoroloaical ckt.a ·selection should ba made within t.he next. 12 months., 
' . 

Possible devices are: 

(1) AJ.r-Ground • ASAD 1 
· Otdnetco 

Alametco. 
An7 available ciphony syst• 
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'fei' St!iSESP . 

. (2) Telegraph ... B::M 7 with provision for weather encipherment. 
AFSAM 7 

. PCM 
·Singlet 
Pendr.agon 
DUP 1 - designed to~ weather enc1pher.ment 

(3) Teleprinter - AFSAII· 9 
ASA!l 2-1 
Concert 
Rollick 
JlercUJ7 

(4) Citax - ASAX 2 
NRL FAX 
MET FAX 

NOT.E: Selection in th-is categ017 may not be possible unliil an 

agreement is reached in the UK...US JCEC on the requirements and dlaracteristics 

tor plain text tacsimU~;~ equipnents and associated transmission systems tor 

meteorological useo 

-D<> Voice· Security Systems tor Tactical Purposeso. 

lo We note that there are no ciphoey systems under consideration 

tor caabined useo 

2a tVe .note that beth. the UK and the US have a number ot· new 

systems under developnent. but. it is unlikely that any of these could be 

gener~ introduced in quantity tor caabined use betare, say~ 1953a 

.3o We conclude: 

ao lo ciphony system is llkel7 lio be available for general 

combined use betOl'e• sa.y. 1953" 

bo There are no possibilities tor suitable devices in the 

interim per1oda 
. . 

Co To meet the long term requirements for caJibined ciph0117 

. systems selection should be made within the next. 12 :nonths. Possible devices 

are: 

(1) ASAY 4 

(2) ASAY 8. 

(3 ) Hall.lllark 

(primarily designed as a low echelon ·ciph0117 

att.achm$~t; over circuits of normal-bandwidth) 

(desig~ed primar117 tor airberne use; possibly 

~uitabl8 tor general low echelon . use; can be used 

with VHF transmission only and is capable of- group 

working) 

(primarily des1tn~d tor ta.chical point to point 

circuits using VHF or wide-band circuits; could 

be used to provide secure point t.o p()in~ telet.ne 

and tacaim1le.traasmiss1~s) 

4 
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(4) Sorcerer 

(5) At~/TRA 16 

(6) 0 ... 70 

(primarily desiened for point to point ciphony 

over long.and short distance circuits of normal 

band width) 

(primarily designed for microwave poiitt t.o point 

radio relay links, carrying 8 voice channels; can 

handle teleprinter with frequency multiplex) 
.· . 

(primarily designed _tor microwa"!e point. to point 

radio relay link_s 1 carrying 12 voice channels; 

qan carry facsimile or teleprinter with frequency 
. ~ . . 

multiplex) 

6o The Sub..committee has the following general rec~ndations to make: 

ao That immediately and on a continuing basis there will be .a 

complete interchange ot the technical details of the systems d~cussed in 

these exploratory conferences., This should inclu;ie tec~ical visits0 · · 

bo That security evaluations be made and exchanged .on all items· 

discussed c. 

Co That the u .. s .. ...u .. K .. JC.EC be invited to consider and· resolve without 

delay t~e operational requirements in ~11 fields or Combined Cryptegraphic 

Communicationso .. 

d. That a .further conference be held 1n about nine months t.o arrive 

at. final selections ot items to be recomaended for combined adoptiono 

eo That. discussion and interchange of technical information on 

certain Qther items of combined interest, such as the security aspec~~ of IFF 

and ~uthentication systems, be autharizedo 

5 
. ·.cop s.a;caa . 
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lo All ~ ia 'b ...-.1 ~ ot 8Doiee4"'- &, t!lda 

hbwed."- WGa WWI!IIII4 ca a5 ~ 1950 to 41Ca194sr tiD ZBMIIlP fl4 

-~ ~ p1lul m88N1e p1a ~ ~ ~ ~s 

11111111 * ~ ICI'l .... ~. 

z. Sabo«MMI.ttas A has ala._. n....,.cla4 tbat tllla ~ CCII 1rl 

np1s.Oil4 1Q' t!ie ~ 101..,... ~ls D'A lLdalr trim 1 ialmni7 1955• 

:Jo !hb ~'1sa.- am be ~ 1W 1in'liL 1Ddi.GIII8 _. ~ lld8t­

Slll& eqld.p:lat ad/or _. t.at&ncl'lldal liDif1 <ICI,Id.~ 

4o at~~ tba ~ ~ tile DJW ICDI _,.,.. pr~M~pla, tJae .foUad'W . 
opaa'ld.DI teallltl.ee 17ll1 bra aftllafdlas 

(a) fedll ocmalaid.llc ei~ ot 26 lntea pl.• apaoa 'bD -' S.. 

olJadl!ts ~. •il 4~wlJ'1 ot 'ltD lll2lBIUS1II pla ars 

adAti.GiBI!l ~ pl.& fiiP.* ... -' s.l111ii11c ~., liii!IQ' 

TD;a ~ Ql d6Git:rs»Ma IIIII '11111 -- at Ill• - til'lla .. 

~CCI. 

('b) laBI ot \be addlu..al taa\LU.tiM• f.- Dii!IP~., a aft11'1qfe of 

ld8leN aDd tlp:Na1 o.ftue4 llJ' a -.-. !s~ ,.s.n 

llza smaU&lQ.e. 

5o tJrra u.s. 1114 tba B:rltialla an ~'Ill~ Ml1 oa-u. QJ:plia' 

'MG1d.Daa apable ot 81PlcQtllc t!lae .,._~ Ball pJ'!Dd.ple ali ~ -

orllll or tala taolU.'td.ll& ~ ID ~ telapall-... !be~ 

bT asa •• tadU.111ea w&n be ~ s. ~ m • u.s. d~Qlp 
tin tba'b aap1.oJwd ill .. Bllt1alla .......... to ~ iD GIJIII'&1illlc 

:Nqll~. II& ... ~ ia ~~~~~~ '1 I!Dd s. btlatr. 

'· .. -.tt. ..... .,... ., • !'ollair!Ds IJIII8ft1 .. ~. 

U poad.ble, b& as 
(a) 8be ad 'II81IJI' ot ths ....,. --' all& a adard ~­

~ \id.tb ~ •!fb'lla•· 
(b) ~--' ba •"--tis ilo t1le INC'-' poealble edalt 

Q1ld to u. laee' ~ <NIIala&o 

(e) Hsolwdaal mild ~CIJII'Pid.a d9i5l.ai~D1daa !bnzadl ia iillae CCK 

aacl <11diG' DC!!hS.a .n ba elfatppGtldo ~ ~liiWI.tr 
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ad. simpler ID!d.D...__ce tmc1 ad.1ast.!llreD:t lllU8t al.se 1'8 

pay.lde4o 

(d) lsNIIbial Teleprinter t&elU.ties lllllri; be p~ 

It is in tbe illtel'p~GD ot tld.s lan ~ that 'fs2!G U.So s.d 

Br! U.sh 'dna U8 at Ya:l'l.m$oeo 

?o !he B'rltisb OperatiODal Staff nquire that. oft•U.. ~ t;bio!a 

are to p10vlde a'Ut.otlati.o aDO,-pt;icrD. m4 ~- ab81.1 be capable ata 

(a) Acceptiag ~ tape- pertoate&i a ~ ~elep~ eDSPlcV'lDI 

the ~1dGM3 !elep'liph .(J.p1amltfi lloo a. (See pap 265. 

felegrepb ·Replati.CDS, Caii'O IfBw1aiaD fd 1938) 

(b) Prese1iin1 au'f;clltGioallf' in pep fOB tba decW.fpW wi'BI.oa 

ideDt.iNL with tbe orJ.cim4 tGJED. ,Dlus, tor '!":aJJI)le8 all 

the telapr.I.Jater blcttaas recpiRd te t.abldatd.oa wld.ela 

appaand. f.D tbe orJ.gb£ tea IIIIISt be repmdacal d.urlJis 

dsa~Jp1d.aa 11114 be aapable ot opezrati.D& a ~ !ele­

P~• 

So •• U'.So opera1d.cma1. ~' hu not bearD SO ~ apaoUlecJ. 

The tel,'~~ "Esaei!ti.al!~ l'aclli14es0 bas bam empl.OJQCI 8214 la 0Uft'8D~ 

irlkrpzetG.d. b;r tba deaipen as l'eqdztJ'I that the_.,. illll8t be oag»able 

of noeri.D& a fta1.D Lfmpap !ape pertOzaW aa 111f18 siHBndllz'd TeleprJ.Dtar 

mel lll18't prcdaae the de017Pte4 ftftd.GD !a .1!1! 1bnl. !o Jftrida thaBe 

.f&Ci.ll\ies the UoSo deaipe:nu 

(a) Use so• bit 11ft aU o~ tile upper case ~. (11111Nre 

aad a'lalat.-lmk are uaal) 

(b) ~ .IICarrJ.a&e RetuiDB ad RLiJie feaclC d1Jri.ns ~ 

.aall' at the and ot each lbeo . 'lima tile Cld.ILMUI'0 s 

_talml•t4GD oii'DIIDt be repadUeed. . 

(o) Raplace tba le\ten 11Z" &Dd· 11JII ill \h8 deai7PW WN1cra 

·. w.t.th nx• a 11!"11 :respeaU.Tel¥• <•~s., ~oae.,• "Itilro:." 

. ~-· ·~··> 
9o ~ 20 October a -*iDa. p_.. ot Subcalial.ttee A wld.te4 tbe 

!ei.etne Corporat.t• to iupen ad dl.lieus the v.s. IIPCIF m tba hope 

tlurt .... mea:ns·lldgJ$ be ~eel wbeN'by tile u.s. al.pher •• ,. IIPCJIII 

plus -u. aJP 5000 (Autollata.o ott-Lf.l:le Equt.,...) and 1&be Brit:lala cd.plat 

2 
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(e) '.rhat interch~go of vias,. in particular, on recommendations 

(b)_, (c),and (d) above, be continued. 

! • a. 'l'o Bml:OOI m;ra 
~, Brit:i.ah Deleption 

4 
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. BRUSA COMSEC CONFJ!:hENCE 

Third ~aport of ~ubc~1ttea A 

24 October 1950 

1. As recorded in the second report of Subcommittee A. tb!a 

Subcamadttee waa reconv6nad on 23 October 1950 to consider the 

matter or enorJPting letters plus numeral• plua certain other 

'Dilepr1nter character• • uaing the .,_rotor BCII Cl'JPtO techa1que. 

2. Subcommittee A has alread7 recomr.endad that the present 

CCM be replaced bJ the 7-rotor BCM crJPtO principle not later 

than 1 Januar7 1955. 

3. This replacement can be effected b~ bo'h nationa bJ 

mod1fJ:lng ex1at1~g equipment and/or b7 intrcduolng new equipaent. I 
4. With the 1ntroc!uc tion ot the new BCII cr,-pto pr1ncf ple, the 

tollow1ng operating tac1lit1es will be available: ~~ ~~ 

(a) Texts consisting either or 26 letters plus space~orJ 

(b) 

alternat1velJ
1
_ot 10 numerals plua one additional 

~14.-\1"~~ 
•JIIbo~p~~·~ b& enal-JPt.ed. On il!eci'JPUCIII 

"Z11 will~': as "X" as w1 th the present CCM. ~ 1-.w.. 
Hone ot tbtt aden tlonal tac1itt'f::f,r:Z.~ ~ ~b<\ 
standard Teleprinter will be available. 

5. The u. s. and the british ar~ currentl7 building new 

ott-line a1J)her machines capable ot emploJins the 7-rotar OOK 

principle and otter1ng some or all of the fac1llt1as inherent !n 

etandard Teleprinters. 1'ba technique by wh' ch these f'acili ties 

will be provided 1s dittarent in the u.s, design from that 

emplo7ed in the Brlt1~:.1~~alc ~*i;:; 
the- opa~atli&g r&qttlraueuta aa ftel&aed b) eaub liiition Hitter. 

wt•!IJII~oth nations are 611r gszzu~iiti; agreed that the 

tol owing~requ1remente)lt posa1bl~be met: 

(a) Size and We1sht af the =must shOII a 11111rked 

reduction compared with f\ machines o 

(b) EncrJPtlon must be automatic to the greatest possible 

extant and to the lowest possible eohelono 

(c) Mechanical and crJPtograph1c det!clenc1es tound in the 

CCM and earlier machines must be elim!natedo Greater 

rellabil!tJ and simpler maintenance and a~justment 

must also be provided 9 

(d) Essential Teleprinter facilities must be prcwldeda 
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It is ln the interpretation of this last requirement that the 

u. s. and British views are at varianceo 

7. The Br1tiab Operatjonal Starr require that ott-line 

machines wbioh are to provide autamat1o encrtpt1on and deorJpt1oD 

shall be capable ot: 

(a) 

(b) 

Accepting a tape, pe1torated on an7 Teleprinter 
1... 

emplo,-ing the International Alphabet lo. 2. 

Pl'eaantins aut .... uoall7 in p- t'orm the deorJP;_~j ~~ 
version identical with the original text. (Thu~~~l 
the Teleprinter tunct,ons required tar~ 

, 
tabulation which appeared ln the or!ginal text must 

be reproduced ~decryption a~d be capable ot 

operating a standard Teleprinter.) n~,~ 

~~Tbe u.s. operational requirement haa not been eo~~~ 
~~ The term "Essential Teleprinter Fuc111tiean baa been 

~~}A(Thua the orlginator 1a tabulati~ 
~not~;? 
' (c) Replace the letters "Z" and "J" in the decrJ,Ptad 

version with "X11 anCI 11'Y 11
, reapectivelJ'. (e.g., 

"Xone'1 " 
1'Xero"" "YanuarJ", 11 Adyuat".) 

9. On 20 October a working party ot Subcommittee A vlelt~ 

t~e Teletype Corporation to 1napect and discuss th~:;:•ii.•~ . ' I 
in.t.lie-·bope.,that 11ome means might be deviaed whereby tbe u.s • ... 

11 PCII,. p~SP 6000 (Automatic ott-Line Equipment) and the 

B~ "P.Is."NDRAOOB" or "SINGLET" could 1nterwork, while still 

be1ns c~ble ot work1ns with ex1eti~nae ot the nation 

concerned and alao providing the tacJ11t1ea required b7 that aationo 

I OP SECRET 
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10. We have further considered the matter or Teleprinter 

raoilitiea and make the following recommendations: 

(a) 

¢ 

R ee A,name 

prinoip a of the 

tiona" 

or Subcommittee A be made 

ava1lab1e to the UX/US JC.EC with the request thati, 

aa a matter ot urgeDCJ, dS.aouaaion be opened on f\ IJ'_ I 
~ • ~.)~ v-pa,ro.r CA4.L- ~o..»-4tO"f~ 

whatVTeleprinterA~•c1~1tiea should be provtded ln 

new ort-11ne Combined CJPher machines which permlt; 

automatic enGl'JPtion ana decryption in page torm. 

That the Bri t1•h, aa a matter ot urgenOJ. p:i ve 

consideration to the u. s. proposal that B1gramm1ng 

and functional aignala far Br1t1ah machines emplo)ing 

th~ 7-rotar SCM crJPtO technique should be achieved 

b,- the use ot the following primary characters: 

Pr1mar,-
' To Be 

Character Punct,on Linked to 

1: BiRr am D 

J Figure Shltt y 

v Letter Shift (Both1ns) 

z Space X 

C/R Carriage Return c 

L/P Line Peed 0 

That the u. s. consider the 

possibility ot providing tull Teleprinter tac111tles 

in tuture mach3nas emploJin~ the 7-rotor SCM crJPto 

technique. by utilizing the Bigram function included 

~ ~ dea1gn of the Br1tleh 11 PEBDRAGON". 

(fl jBIIlOe ~ov1don bee been made in tbe Br1U•b "PSIIDRAGOB" 

tor ~~~~ Fa,d 11 .and "Carriage Return" signals to be 
\'I._ \ 1 \ 
generated wher~ required b7 suitable counting . 
mechanisms, the Br1t1ah should g1ve oona1derat1on 
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to abandoning B1gramm1nq and accepting the loss 

ot' two lower esse oha:ractera (J and Z) and three 

upper cuse characters (upper case J, upper case z, 
aDd upper case V) as ia at present contemplated in 

~ u. a. dea1p. 

y-'> That interchange ....e!: vi~, Sn p:(tlcular, on 

recommenc:Jatjona ~ ~, and Ji'?' above, be 

continued,.~ e•laN!ag=-elaaraa"ld;a;o 

T. R • W • BUR TOI JIJ.ILLim 
Chairman, Bri,ieh Delegation 

4 

{.!~ 
Captain, u.s.w. 
Chairman, u.s. Delegation 
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BRUSA COMSEC CONFEREtr;E 

Second Report of Subcommittee A 

10 October 1950 

le As directed, Subcommittee A was·recouvened and met on Monda7, 9 October, 

and Tuesdq, 10 October 1950, at which time. the following recommendations to 

be forwarded to the Executive Committee f'or approval were unanimousq adopted 

b7 the Subcommittee: 

a. Encryption o£ Literal ~exts 

This aspect has alrea~ been covered in the f'irst report of 

Subcommittee A. 

bo Encuptw o.f'_lwnerals 1-lus •xn or "Slash" 

On the assumption that there is a Combined requirement tor the 

encryption on the agreed Combined cryptosystem of texts consisting or the 

nwnerals plus '1X" or 11Slash, 11 we recommend that ·the necessacy facility shall be 

provided as soon as it is available, where required. 

c~ Encmtion of Letters, Plus Nwnerale-1 Plus Certain other 

Teleprinter Characters 

It is- apparent that the U.S. and the British have been called on 

to meet diff'erir.:c:s ·operational requirementse This has resulted in .the deeign 

authoriti~s or·the two·countries proceeding along different lines of development. 

A possible compromise between these conflicting developments has recentl,J been 

put forv.ard from the U. s. side and a working party consisting of': 

u.s, 
Captain" L. F. Safford, USN 
Commander D. ~- Seiler, USN 
Commander G. W. Linn, USN 

British 
Lt. ColoneTc:A. Henn...Collins· 
Mr. E. H. Jolley 

has been appointed to investigate tha proposal. On Friday, October 2oth, 

Captain Safford will escort the British member·s of the working party on a 

visit to the Teletype Corporation where the PCM. {CSP 4700) and the new Ot.r~Line 

.Automatic Equipment (CSP 5000) which materially af'£ect this aspect are under 

development. The working party will resume discussions on Mond~, 23 October, 

and report in due course to SUbcommittee A·o 

1-~r!Lt~.- . '· ~ ,. T. R.. W. BURrON MILlER 
Chairman, British Delegation Captain, U.s. No 

Chairman, u.s. Delegation 
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• BRUSA COM3EC CONFERENCE 

Fi.re·t Report of Subcoumrl.ttee A 21 
(As modifietd by the Combined Executive Committee o:a 27 September 19?0) 

26 Sepwmber 1950 

·1. Subcoumrl. tttte A haa held five meetings to date, viz., morniDg ud 

a:ftornoon of 22 September, mor:miDS of 23 SeptE,mber, afte:rno~a of' 25 September, 

ad a:f"ternoon of 26 September. 

2. Mambereb:ip of the Subcommittee: 

British Members 

Mr. T. R. W. Burtoa Miller, Head c~f Mission 
Captaill, the Earl Cairns, R. N. 
Mr. Kenneth Perrin 
Mr. J. M.G. Pollard 
Lt. Colonel C. A. Benn-Collins 
Mr. E. B. Jolley 

U. S. Msmbera 

Captain L. F. Satford, USN, AlSA·CO.X., Chairman 

RB~senting JCEC: 

Commander F. C. Concannon, USN 
Lt. Col. T. J. Trainor, t'SA (Alter-nate: Major J. R. Carpenter, USA) 
Major J. M. Anderson, Jr.,USAF (Alte~te: Maj .. R. W. Larson, USAF) 

Representing Service Cr.Jptologia Asencies: 

Mr. Richard Batte7, ABA {Alternate: Mr. Warren Beok) 
Cdr. F. C.. Concannon, USN, Op-202 (Alternate : Cdr.. G. W. Linn, USN) 
Major Ph-illip Evans, USAF, AFSS (Alternate: Maj .. G. E. Parr, USAF) 

BeJ~aenting ~SA: 

Commander D. W. Se 1ler, USN 1 AJ'SA -or.. 
Dr. A. S1nkoT, AFSA-o4 {Alternate: Mr-. R. B. Shaw) 
Colonal R. C. Sears, USAF, AJ'SA -03 (Alternate: Mr. Leo Rosen) 
Mr. Mark Rhoads, AFSA-111-, (lofemb•!lr and 1\ftcorder) 

3. The first maeting was attended b7 the following parsons in addition 

to the regular members : 

.Admiral Earl E. Stone, USN . 
:Brigadier John H. Tiltman, British SLO 
Colonel S. P_ Collins, AFSA-OOA . 
Captain R. o. Hansen,. AFSA-o4 
Mr.· W.. F . Friedman, AFSA-OOT 
CoDIIIEllJder J. B. G. Trec~n, British ~rSM 
Lt. Col. Ruaeell :a:. Borton, AFSA-12A, Recorder 

4. The fi"ret. meetiDS wae devoted to an outline of the scope of tJle subjects 

to be covered by Subcommittee A, viz., the replacement of the CCM b:y the U. s. 

7-rotor BCM and/or the U.So PCM, c0rta1n auxiliar,r automat1e equipment, 
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improvements in rotor design, and ~curity improvemnta of present CCM 

as proposed b7 tbe u.s. JCS in 2074/2 dated 27 December 19'1-9. The 7-rotor 

:aCM (CSP 4800) was exhibited ancl demonstrated at this meet1DS. 

5. At the second Jlle&tiDg the British outlil:lad tbeir geeral problem. 

'l"'.oey are w1llii38 to accept the 7-rotor BCM cr,ptographic pr1nc1ple, and 

·discussions ensued aa to how ita adoption would fit in vith present and long 

l'"BD8" plane. .Also discussed vas ~ow and wbat automatic teleprinter equip­

m&nt could be used with tlJe 7-rotor BCM, and hov tbe small version called 

the PCM fitted into the picstUG. 

6. The third meet1Dg on Saturdlcy morn1Dg., 23 September, iDCluded 

exhibition and operation (where practicable) of: 

a. CSP 5100 Blader working with 7-rotor BCM (CSP 1&800). 

b. CSP 1700 (modified b;r subst1tut11)8 DG-308 translator 

tor EJil-lo8 printsr) workiug with tlJe AD/GGA-1 Of1'-11:oa EfauipJ~Bnt .. 

c. Ih-~ving of the CSP 5000 (mall Off-lim Equipment). 

4. PCM (Mock ... up, photographs and stepp1DS diagram ;&c:bematio -
d1agram not availabl!/ ) 0 

· e. !CM :!)Dd 130M rotors, with eDJilPleB of int.erche.rl88able notch 

patterns and bobbin wirina. 

1. The fourth meeting was held on ltbndq afternoon a1'ter tlJe :British 

had had an opportunit;r to discuss the u. s. exhibits amoug tbe:mselves.. After 

som1 diacueeion tbe follow!~ reo01lJBJ8ndat10DB to be fol"Warded to the Executive 

Committee for upproval were UDaDimoualy adopted bJ the Subcolllll!i ttee: 

a. Tlae :British will accept tbs or;yptosraphic principles of tbe 

7 -rotor BCM as a replacemen~ tor the CCM in oombinsd commun1oat1ona. 

b. Except b7 :mutual asreeant, disclosure of tlJ8 7 -rotor BCM principle 

will be limitecl to the u.s. and to the British CoD~~~WJnwalth. The British agree 
. . 

to notif;r tbe u .. S. authorities vhen &llJ iss\18 of a combined ·1-rotor BCM s7stem 

is made to a nation of the British Colmonwealth. 

c. The target date for full implementation of the 7 .. rotor ECM ia 

set aa 1 JanU&ey 1955 or soomr if' circumstances permit. Limited 1ntrodl10tion, 

vlJere a amall xaumber at machmea would be izrrrolwd, should be implemented at 

tbD earliest practicable date. 

2 
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d. Rotors on both u.s. and British ftraions of tb8 7-rotor :SCM 

to be pb;rsical'-7 and OZ7Ptograph1cally interchaDgeable. This means that 

the British will cha.Dge to the size now used in CSP 1700. All data, 

:ma.nufacturins, and wiring details to be furnished to th6 British tor this 

purpose. 

e. The British end :u.s. will make iDdspendent securiv studies 

on tha 7-roto:r BCM, includiDS the following items: 

(l) Possible ohangea in stepping order. 

(2) Notch patterns fer steppins control. 

(3) Tne of rotor wirins ( 1ntet"Yal, random, or compoe1 te). 

(1~) Preparation of ke7 lists. 

(5) Indicator p;roceduro. 

(6) Rltstrictions on operational use ot machine for security 

reasons .. · 

('i') And similar technical matters. 

Upon complet'ion of these studies the U.s. and tls U .R. will exchs.J.lp technical 

papers through eatablish&d cbanDI!Dls. If necea&ar71 a special meeting to 

reconcile div1n•gent 'Views mq be held in London (or Washi-ngton) at so• later 

date. 

t. The British and U. S. will prepa.:re and exchange separate papers 

for purpose of reach1DS agreements on operatill8 iDBtruct1ons, •intenance 

instructions, cZ7Pto-secur1't7 precautions, and other procedural matters. 

g. Models (vban ava1lable ).~~ draV1DSe, apecifica.tions, and 

operat:1ng 1Datl"Uct1ons (vhere neceu:a88.17) of tm follovi:as equipments will 

be madtt aTailable to the British: 

BOM ( CSP 11800) 

POM (CSP ~700) azul PCM t-7pe rotor 

Tape Reader (AJ'SAM 12 o1• CSP 5100) 

CEJP 5000 Ott -line automa.tio equipmant 

DG-3o8 Translator for BCM (CSP 14800) 

Rotor refi:aeii8Dtll tor Mark I (3•) • Mark II (3 l/2") • and ,. 

Mark III (2 1/2") rotors 

AD/GGA-1 (Instruc't1one onl.J) 
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• 
~F riR;A§-7163. - _Qp .JC:C:Kl:l 

h. Mama available to the British the tools and dies for Mark I 

rotors &'or old T;ypex adapters)~ 

1. 1\isk.e available to the British the tools and drav1ugs of old 

T;ypex adapter, mw deeign of !l)'pex adapter rotors with tires, and parts and 

drawings for new T;ypex aaa.pter. 

~ Tm tollaw1Dg NCOll:lliSDC1a.tions were agreed upon regardi:ns improTement 

of securi t7 of J)l"esent CCM untU supersession date 1 Janu.a.r.y 1955 as proposed 

'by the u.s. JCS in 2074/2 dated 27 Dacembor 1949: 

a. BoDOsforth theN will be issued 20 rotors to the· set for 

each CCM in lieu -:4 present n'lD'Jiber of 10. i'h1s will baooma effective 

with ~e mxt issue of new rotors. Xe;r lists will be so prepared that no 

rotor will ever be effectiw on two successive da;rs, within the sama key 

lists for each or~n>toohalmel, so as to permit setting up two baskets for 

two successive da..Ts from a sina].e set of 20 rotors thus obviatins the nsed 

for duplicate sets of rotors.. This will result in no substantial increase 

in the number. of rotors to be fabricated under present plans. 

b o R&movable tires will be introdl.tced as soon as practicable after 

suitable rotors become available. 

c... Matters such as the rate of supersession and apaci:fic times 

o:t auperssasion are to be lett to the established agencies cbarged with 

such matters .. 

9. The U. S~ will prepare criticism of the British machims, "Pendragon" 

and "Si»slet." 

10. Subcommittee A will reconvene after Subcommittee B has completed 

ite deiiberatione. It is hoped that f'urtJwr agreement may tben be reached 

re~~iug the long-raDg8 provision of facilities for automatic operations» 

using off-liDB combined cipher equipmsnt. 

13:-. The :tilth mBeti:DS was called for committee approval of tiJe wordins 

of the foregoing i tams .. 

~ft/L~..., 
T. R o W o .BORTON MIL.I.Im 
Cha1..."'DDB.n1 Bri tieh Delegation 
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BRUSA CCIISJ!D CONFERE~E 

~ ~ ~ Subc0111111ittee A 

~. 
{ 

26 September 1950 

1. Subcomittee A has held tiYe meetings to data, viz., morning and 

afternoon of 22 September, morning ot 23 September, afternoon of 2; 

September, and afternoon ot 26 September., 

2. Membership ot the SU.bc.aittea: 

British Members 

llr. T. R. I. Burton Iiller, Hee.d ot Mission 
Captain, the Earl CairDa, R.N. 
Mr. Kenneth Perrin 
Yr. J. Jl. G. Pollard 
Lt. Colonel C. A. Henn-Coll1ns 
llr. E. H. JollBT 

U. s. Members 

Captain L. I'. Sattord, USB, AFSA-OOX, Chairman 

Representinc JCEC: 

Co11111aDdar I'. c. Concannon, USN 
Lt. Col. T. J. Trainor, USA (Alternate: Major J.R. Carpenter, USA) 
llajor J. M. Anderson, Jr.,USAF (Alternate: Maj. R.W. larson, USAF) 

Representing S81"1ice C17Ptologic Agencies: 

llr. Richard Battt17, ASA (Alternate: llr. Warren Beck) 
Cdr. F. C. Concarmon, USR, Op-202 (Alternate: Cdr. G. W. Linn, USN) 
Major Phillip Evans, USAF, APSS (Alternate: Maj. G.B. Parr, USAF) 

Representing AJSA: 

Comander D. w. Seiler, USN, .AFSA ... 04 
Dr. A. Sinkov, .AFSA-04 (Alternate: Ur. R. H. Shaw) 
Colonel R. C. Sears, USAI', .PFSA-03 (Alternate: Hr. Lap Rosen) 
Ur. Mark Rhoads, AFSA-14 (Member and Recorder) 

)o The first meeting •a attended 'b7 the following persona in addition 

to the regular members& 

.. 

Admiral Earl E. Stone, USN 
Brigadier John H. Tiltman, British SLO 
Colonel s. P. Collins, AI'SA-OOA 
Captain B. 0. Hansen, AfSA ... 04 
Yr. I. F. Friedman, AFSA·OOT 
Comander J .R.G .. Trechman, British JSII 
Lt. Col. Russell H. Hort-. AFSA ... l2A Recorder 

4. The first meeting •• devoted to an outline of the EJCope ot the subjects 

to be covered b7 SUbcommittee A, viz., the replacement of the CCM b7 the u.s. 
7-rotor 00.11 and/or the u.s. PCU, certain auxU!ary' automat10 equipment, 
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1mprov8Dlenta in rotor design, and security improvements ot present CCI 

a.a proposed 'b7 the u.s. JCS in 2074/2 dated 27 December 1949. The 7 ... rotor 

BOll (CSP 4800) •s exhibited and dUlonstra.ted at tbia maatingo 

5.. At the second Mating the British outlined their general problao 

They are wUling to accept the 7-rotor BOll c17Pf,ographic principle, a.ncl 

diacusaioDa ensued as to hcnr its adoption would tit 1J'l with present and long 

range plana. Also discussed as how and what automatic teleprinter equip... 

ment oOIIld be used with the 7-rotor BCI, and how the small version called 

the PCII fitted into the picture., 

6. The third meeting on Saturd91' morning, 23 September, included 

exhibition and operation (where practicable) of1 
,< ... ~~ •\"'f 

a. CSP 5100 Reader working with 7-rotor BCII (CSP 4800) .. 

b.. CSP 1700 (moditied bJ' substituting ENG-308 tra'lslator 

tor E&lOS printer) workin! nth the AN/GGA.ul ott•line Equipment. 

c. Drawing ot the CSP 5000 (amall ott-line l"iuipment) • 

• d.. PCII (Mock-up, photographs and stepping diagram £schematic 

cU.a.gram not availAbl~7. 

e. PCM and Bell rotors, with exampl&s o£ interchangeable 110tch 

patterns and bobbin wiringo 

7. The fourth meeting was held on Yond~ atta~noon after the British 

had had an opportunit7 to discuss the U. s. exhibits among tnemaalves. Attar 
~.wau~ 

some discussion the following ••••••• to be f'onrarded to the Executive 

C01111ittee tor approval wre ummimousq adopted bT the dllbOa.ittee& 

a. The Bri tiah wlll accept the cryptographic principles ot the 

?•rotor 11:11 as a replacement tor the CCII in combined communications. ~ 

b. -pt by ~z.-t~t;,_~ 1~~ 
wW be llaited to tbe u.s. IIDII•Britiab c_....-J.th. Tbe 8 111"'0 J 

~~~,~~ra~ . ~ .. 
to notii)' the UoS• authorities when &Ill' issue is ada to a ot the " ~ British Commonwealth. 

Co The target date tor tu1l implementation ot the 7-rotor Blll 

is sat as 1 Ja.DU&Z7 1955 or sooner it circumstances per1nt. Limited 

introduction, where a small number ot machines .,uld be involved, should 

be illple~~~entad at the earliest practicable date., 
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d. Rotors on both U.S. and British Ye:rsions of the 7-rotor 

BCJI to be p1J.ysicall3 and crntographical.q 1ntercha.Dgeable. This means 

that the British w1ll change to the sise now used in CSP 1700. All data, 

manutactur!.nth and wiring detaUa to be tarniahad to tbe British tor this 

purpose. 

a. '!'he British and u.s. will Eke :lndependent security studies 

on the 7-rotor S:M, including the following items: 

(1) Possible obanges in stepping order. 

(2) Notch patterns tor stepping control. 

(3) 'f7pe of rotor wiring (interval, random, or composite). 

(4) Preparation of ke,r lists. 

(5) Indica ten- procedure. 

(6) Restriotiau.. on operaticmal use of uchine tor security 

'"'"' " II. ' ~ ' l-o • ~-Moo ~ 
t' ' aill•ss liJI lJuSa/8'.1. 11• It necesBB.r7, a special meet1ng.eQI8.Y 

- A , 7\- -~ 
held 1n London (or Wash1Dgton) at aaae later dat~o.::;1 _ I ':t• aliaaas::t ) --~ ' :;:;..._ ~' /e ...wyn r o • &;:, ... :. QR fQ.e OB(.i) . • ~ ~ ~-

f. The British and u.s. w111 prepare and exchange separate papers 

for pgrpoaeJ of reaching Jill agreemen15on operating instructions, Eintenance 

instructions, Cl'1pto-security precautions, and other procedural matters. 

I• llodela (when available), drawings, apeciticationa, aDd 

operati.Dg instructions (where neoeasar.r) of the following equipmenta will 
~~Ao ... 

be p;rerr to the Bri tish1 
t\ 

BCM (CSP 4800) 

fCM (CSf 4'700) and PCII type rotor 

Tape Reader (AFSAII 12 or CSP 5100) 

CSF 5000 ott-line -autOEtic equipment 

DG-,308 'l'ftlllalator for BOll (CSP 4800) 

Rotor refinements for lark I (3•), lark II (3 1/211 ), and 

llark III (2 1/2•) rotors 

u/GOAco~rptioS~ RET 
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~ ····~ ~ 

· ho Mak~defin!t 1 1 alia!. to British.~ tools and dies for 
·- j \ "' 

Marklrot.,Jft.~~~ ~ . 

1. Make :ktdef'inUa laM enljii'• to British ~tools and draw-= '" ..... " ings of old TypeX adapter, new design of TypeX adapter rotors with tires, 

and parts and drawings for new TypeX adaptero 
~~~.J.~ 

8. The .following "'fP'BUUtPt._e ~made regarding improvement of· security 

of prssent CCM until supersession date 1 Januar,y 1955 as propose4 b,y the 

u.s. JCS in 2074/2 dated 27 December 1949: 

a. Hencefort~ there will be issued 20 rotors to the set for 

each CCM in lieu or present number of 10. This will become effective 

with the next issue of new rotors. Ke.y lists will be so prepared that no 

rotor will over be affective on two successive d~s, within the same ks,y 

lists for each cr.yptochannel, so as to permit se~ting up two baskete for 

two successive days trom a single set of 20 rotors thua obviati.'>lg the need 

for duplicate sets of rotorso Thia will reSult in no substantial increase 

in the· number of rotors to be rabricated under present planso 

_bo RemoYable tires will be introduced as soon as practicable after 

suitable rotors become availableo 

. co Matters such as the rate of supersession and specific times · 

of supersession are to be lett to·~,~~·;~ JCEC 

charged with such matterso 

9. The U.. S. rill prepare criticism of the British machines, 11Pendra.gon" 

and "Singlet. •• 

lOo Subcommittee ~ will reconvene after Subeommittee B ~~e completed 

its deliberationso It is hoped that further agr~em~nt· M8J' then be reached 

regarding the long=re.r~ .proviaicm of f'Militierr fer automatic opera.tior1s, 
. . :" . •. . 

using att=line combined cipher equipmento 

11, Ths fifth meeting was called f'or crumnittee appro':fal of the wording 

of the foregoing itemso 

~~~a~ 
I I ~..-
T. Ro Wo BUR!'OR 1111LLER 
Chairman, British Delegation 
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