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SUBJECTs Boptrts of the United Kingdom-linited States Commundsation
Seowrity Conference,

Enclosure: ne ¢opy of subject reports.

1. As per our recent ccnversation, I an forwarding herewith for
your information, an advance eopy of subject reports, which are being
Mtted to AFSAG for consideration and approval prier to submisaim
to the Joint Chiefn of staff via the Mrector, Comunicationgidilectronics.

2. The reports consist of -

ég Repart on the Replacement of the CCH,
B) Heport setting forth the results of the exploratory

aaemnge of information on certain oryptographic desveloprments.

3+ The subject conference proved to be a moat sucosssful one from
both the U.S. and British standpeints, and I feel that a good foundation
for future effoctive collaboration in the cryptographic field has been

established,
EARL: E, STONE
. Rear Admiral, U.S. Nav¥y
Director, Armed Forces Security Agenoy
Copy to:

AFSA-)12

AFSA-00T@ummamemces @l

AFSA-123

RADM Earl E, Stone/dk/l Nov 50
AFSA-00, Ext, 528

—OP-SECRET

Leclassified and approved for release by NSA on 05-21-2014 pursuant to E.O . 13526)
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BRITISHUNITED STATLS COLEIUNICATIONS SECURITY CONFERENCE
MINUTES QF

THE FIVAL IEETING OF T/l PLENARY COILTITTEE

The ‘Final Meoting of the Plenary Committes of the British-United
States Communications Seourity Conferonce was held at 1515 on 27 Ootober
1950 in Room 1212, U.S. Navy Security Station, Washington, D.Co

REPRESEITTATIVES PRESENT o/
UNITED STATES UNITED KINGDOM
lire 7oFs Friedman, Chalrman ~ Mre ToReWo Burton Miller
Rear Admiral Earl E., Stone, USH Mro JolleGe Pollard
Captoin L.Fs Safford, USH Brigadisr Jol., Tiltman

Captain E,0, Nlansen, USN - Commander JeR.G., Trechman, R.Ns
Ga.p‘ba.'ln JQSQ lwrs USN .

001051 ReCo Sears, USAF

Colonel John C, Arrowsmith, USA

Colonel Roy H. Lymn, USAF

Colenel Orville Laird, USAF

- . :j- J. { .",. ;I]‘;:-'L
Lto Colomsl RoH. Hortom, USA L e
Lt. Colonsl Xelse Ge Clow, USA R
Compander GeW, Linn, USN : e
Dr. As Sinkow : B\
SECRETARIAT \

LT Jofc Pearason, USN
m.ro HeDo Jones
Iias Cathorins M. Johmson -
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ATROITIAL, STOIE -called the meeting to onder, Il said that he had re-
ceived 3 note irom Brigadier Generdl 1ioClalland in which he expressed his

rogret at not baing able to attend tho closing Plenarxy Session. Tle explalnad
that official businsss had required Goneral leClelland's presence in Sen
Antoniog, Texns, and the Goneral had asked that his apologles bo convoyed to
all concernsd and that his best wisher bo extomded to the British delepates.

ADITRAL STORE then stated that the Session had before it final versions
of two reports TO be approved for forwarding %o the respective British snd
UeSe Chiofs of Staff, s suggested that, wnless there was further comment,
‘the final versions of the reporis be signed at that time,

AD:IJRALSTONE andMR. HILI.ER procseded with the signing, and emhange

ADMIRAL STOUE sald that he wished to express his appreciation for the

work Which nad been accomplished, adding his fecling that a firm growndwork
for future operations in the Communications Security field had been laid.
He expressed his opinion that the conference had been most worthwhile, and
soid that he thought much good would come of ite

ADNIRAT, STONE asked lir. 1Hillexr if he had any comments he wished to make.
MR. MILLER responded with the following xremavrks::

%Thank you vexry much for your remarks about the Conferente. May I
also thank you on behalf of the other members of the British team
who wore not ghbls 4o be here for the close of this Conference, As
you may knowr, Capt. Cairns is alyeady in England, and tiw machineyy -
iz practically set for the return of the others of owr GTOUDs e
Jollay is waiting in New York, and It. Cole Herm=Colling is in
Canada, from whence he will retuin to New York and fly home from
therg. So far as the Conference is concerned, I would thoroughly
endorge your remarks that the Conference hges besn an outetanding
SuSCOgsS. LIt has been a landnark in this particular art., It is a
landnark in tems of its success, and in that it has covered a far
wider field than has evor been covered before, and I fecl that all
itens ware discussed with preat frankness and fresdom. X would 1ike
to thank a]l the members of yowr team on every leval for their
cooperation and personal kindness3 we have thoroughly enjoyed our
part in the discussions and also the lighter vein vhich has basen
introduced from tine to time. In every discussion we have learned

a greab deal, and we will go back home with a lot of information
which will be valuable to us, and I hope that we have loft bshind
sonothing which will be of walus %0 you.



UThare is one aspact vivich hag baen browght very firmly home to

neo: we stood in dire nséd of a cambined cyphor maching,
. The pro was exained and it was found that the U.S. and British

oypher machines were irreconcileble, ard iy was by luck and ine
goniity, rathar thdn by fapethought, that the CCH which we have at
thiz moment was devised and wag used alwost throughout the war.

I% was, however, a machine which was less securs than the British
and U.S. National liachines. Having made those remarks, which might
seen disparaging, I would like to pemark that that mdxinewiﬂmut
a doubt was owr ealvation, In 1950, we have had the Rritish and
UsSe Commmications Security Confersnces, and once mors we £ind
that in regpoct to sons of the items diBoussed, dewvelopmant by the
British end U.S, has reached a point whare reconciliation of the
nachines as they stand is golng to be extromely difficwlt. The-
lesson I have learned is that if we are going to achicve satise
factory Combined Comitunicetions, we should have segulayr and fieguent
discugsions on these matters before designs are frozen and modifices
tion bocomes impossible,

"T think I have nothing else %o say other than to thank you for
your personal kindness. Ve look forward to having you join us in
London next year, and we hope that we can reciprocaie in asome way
the kindness which we have recelved at your hands.®

ADUIRAL STONE thanked lire Millar for his remarks, and said that he

. woul,

teamo

expreas his gppreciation to &ll members of the British

He expressed reopret that the entire Dritish delegation could not be

prasent at thls final Session, and asimwd that Mr. Miller convey to them
the best wishes of the U.S., delegates. .

ATFITRAL, STONE than asked for any further commentgs

There ware none, and the Meeting wos declared adjournsd at 1535.

@
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BRUSA COMSEG CONFERENCE
Flenxry Conmitice
AGENDA

Por the closing meeting to be held o 1500, 27 Cotober 1950,
Rocm 102, HAVSECSTA

1o Approval of the Regpord to the U.S. end Bridieh Joint Chiefs of
Staff by the BRUISA Coxmmication Seourity Conference.

2. Cloging remiks by Mr. Miller.

3. Glosing renarks by Admiral Stonee
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SUBJECT: BRUSA Commmicetion Sesurddy Conference
TOs Individuele llated in paragraph 2e
1. 7The cloging Combined Mesting of the BRISA Commmicabien Sesurity
Conferencs will be held in Reom 1212, Navy Securdty Stadion, ad 1500
ca Friday, 27 Ocdsber 1950.

2: The follcming United Statcs porsonnel are invited %o attend
this mectinge
PLENARY COIMYTIES
Reer Adniral Earl E, Stone, USKH
Yejor Qoneral Ho M, MeCisllamd, USAF-
Colomel, Se Po Colling, USA-
Ceptein Jo H. Wenger, lBN
-Colemel R, He Iymn, USAP
SERVICE CRCPTOLOGIC AGENCIES
Brigedier Geporal William W. Gﬂlmm,, USA+
Captizin Lo So Howeth, USN
Colencl Orville Jo :.as,m, USAF x -~
EXECUTIVE COMVTTIEE
¥ro Wo Fo Fricdman
Captain Ho Oo Hanaen, USK
cmm do Se Barpar sy
Colenal Ry Co Seal'a, SAP :
Ligutenan® Colongl R, Ho nm,,
w:mmﬁ

Iloutenmd Jo Wo Poarson, USH
¥ro Ho Do Jomes :

CHATRMAN, SUBCOMMITTEE A
Captain Lo Fo Safford, WSN

| CHAXFMAN, SUBCOMMTTTEE B

" D Ao Sinkov
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SUBJECT: BRUSA Communisation Security Conference

T0: Mr. W. F. Friedman

1. The Combinsd Exscutive Committee Mesting and the closing
Combined Plenary Session of the BRUSA Communication Becurity Conference
scheduled for 1000 and 1100 howre, reapsctively, Friday, 13 October
1950, have been postponed until sometime after 23 October 1950.

" 2. Information regarding a new time and date will be furnisked

WILLIAM F, FRIEDMAN,
Chairman, Ezecutive Comnittee

ae soon ag availeble,
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5 October 1950
SUBRJECT: BRUSA Communication Security Conference, |

TOs - Infividuals lieted in paragraph 2.

1. The closing Combined Meeting of the BRUSA Commmication Security
Conference will be held in Room 1212, Navy Security Station, at 1100
on Friday, 13 Octobsz 1950.

2. The foliowing United States persomnel are invited to atternd this
mtiﬂso : :

PLENARY COMMITTER

Resr Admiral BEarl E. Stone, USK

Major General H. M., McClelland, USAF
Colonsl S. P. Collins, USA '
Captain J. K, Wenger, USH

Colonel R. E. ILynn, USAF

SERVICE CRYPTOLOGIC AGENCIES

Brigadier General William N. Gillmors, TBA
Captain L., 8, Howeth, USH
Coloneld Orville J. Laird, USAF

‘EXECUTIVE COMMITTEE

Mr. ¥, F, Friedman

Captein BE. O, Hansen, USH

Captain J. 8. Barper, USN

Colonel R. C. Sears, USAF
Lisutenant Colomel R. H. Horton, USA

SECRETARIAT

Lisutenant J. W. Pearson, USN
Mr, H, D, Jones _

CBATRMAN, SUBCOMMITTEE A
Captain L. F. Safford, USK

" CHAIRMAR, SUBCOMMITTEE B

Dr. A, Sinkov

Chairman, Exacutive Committee

S
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. . . . . Hr, Friedman

A
Misa Johpson

Jma% SECRETARIAT -

Seating arrangement for the Plenary Session, BRUSA Communication Security
Conference, scheduled for 1100 hours, Friday, 135 Cctober 19%5C.
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BRUSA_COMSEC CONFEREACE

Schednle of Msetings for ths Week Begimmning 2 October 1950

Monday, 9 Cctober 1950,

100C Meeting of Subcommittes A.
1330 Continue meeting of Subcommittee A,

Tuesday, 10 Ootober 1950.

1000 Completion of digcussions and drafting of reporte dy
Subcommittes A,

1330 Completion of discussions and drafting of reports by
Subcommittee B,

Wednesday, 11 Octoder 1950.

0800 Typing of reports.

1400 REuscutive Committse meeting to consider the reports of
Subcomaittess A and B. Meeting in Room 1212, Navy
Security Station, .

" Thursday, 12 October 1950
1000 Executive Committes meeting, if required. Meeting im
Room 12312, Ravy Security Station,
1300 Retyping of firal reports.
Friday, 13 October 1950
1000 Executive Commlttes messting to approve final reports,

Room 1212, Navy Security Station. -
1300 Flenary mmitteo meeting, Room 1212, Havy Security Station.
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5 Oc%o'ber 1950
SUBJECT: BRUSA Communication Security Conference.
TO_: Individusls listed in paragraph 2.
1. The closing Combined Mseting of the BRUSA Commmication Security -
Conference will bo held in Room 1212, Navy Security Station, at 1100
on Friday, 13 Octobar 1950,

2. The fol.-.owins United States perscmnel are invited to attend this
mtimo .

PLERARY COMMITTER

Rear Admiral Earl E. Stone, USRE
Major General H., M. McClelland, USAF
Colonel 8. P. Collins, USA

Captain J. M. Wenger, USH

Colonel R. H. Iynn, USAF

SERVICE CRYPTOLOGIC AGERCIES

Brigadier General William N, Gillmore, TSA
Captain L. S, Howeth, USN
Colonel Orville J, Laird, USAF

RXECUTIVE COMMITTEE
| Mr. W, F, Friodman
Captain H, O, Hansen, USH
Captairn J, 8. Harper, USK
Colonel R. C. Ssars, USAF
Lieutenant Colomnsl R. H, Horton, USA
SECRETARIAT

Lisutanant J, W, Pearson, USK
Mr, H. D, Jones )

CHATRMAN, SUBCOMMITTEE A
Captain L. F. Safford, USK

CEATIRMAN, SUBCOMMITTEE B
Dr. A, Sinkov

Chairwan, macutive Committee
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. 27 Septenber 1950

MEMCRANDUS FOR THE LE/BERS OF THE PLENARY GQLLIITTEE:
Subject: Tentative Minutes of the First Heeting.

1, The subject minutes are forwarded herewlth for your
conglderation, i .

' 2, FPleage advise the Secretariat, located in Roem 211,
Building 19, U. S, Navy Sscurity Station, telephme extension -
354, of your comments and/or concwrrencos

W
Jo Wo PEARSCH
B, D. JQIES

Secretariat




BRITISH - UNITED STATES COMMUNICATIONS SECURITY CONFERENCE

MINUTES OF

THE FIRSQﬁMEETING OF THE PLENARY COMMITTER

The First Meeting of the.Plenary Committee of the British -
- Unlted States Communications Security Conference was held at
1430 on 21 September 1950 in Room 1212, U. S, Wavy Comrunication
StationD Washington, D. co

~—

Representatives Present

United States

United Klngdom

1{;ear Admiral EBarl ®. Stone, USN !fr. T-R.W. Burton Miller
Major General H. M. MbClelland ;USAF  Captain, the Earl Cairas, R.N.
Brigadier General Y. N. Gillmore ,USA Mr. Kenneth Perrin

Colonel R. H. Lynn, USAF
Captain L. S. Howeth, USN
l/fcsp.'l.tmel 0. J. Laird, USAF
olonel S, P, Collins, USA
Captain L. ¥, Safford, USN
Captain J. M. Wenger, USN
Captain 7. S, Harper, USN

Colonel R, C. Sears, USAF

Captain H. 0. Hansen, USN

Lt. Col. R. H. Horton, USA

Mr. W. Fo. Friedman
Dr. A. Sinkov

Mr. J.M.G. Pollari

Lt., Col. C, A. Henn-Collins

Mr, E, Ho JOlley

Brigadier J. H. Tiltman

Group Captain Benjamin Ball, RAF
Commander J.R.G. Trechman, R. N, .

Secretariat

lieutenant J. . Psarson, U.S.N,

Mr. H. D, Jones

Miss Catherine M, Johnson
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ADMIRAL STONE opened the First Plenary Session of the Bri-
tish - United States Communications Security Conference by wel-
coming the British Delsgation on behalf of the U, S. Represen=
tatives, Stating that this Conference was another link in the
chain of friendly U. S. - British relations, Admiral Stone em- :
phasized the advantages of collaboration in the vitally important
roelated fields of Communications Intelligence and Communications
Security, and remarked that this Conference represented a further
step in British-U.S. collaboration in that 1t was concerned with
Communication Security developments of a rather wide scope. He
continued by stressing the importance of combined communications
security, and stated that all concerned were striving to assure
the maintenance of adequate security in combined communicatlons
on various levels. He added that it was his hope that collabo-
ration would ‘do more than to assure the malntenance of adequate -
security, explaining that in the reciprocal exchange of crypto-
graphic information, the United States Technlical Experts, 2al-
though feeling that they had much to offer, knew that they would

ain much useful technical information from the exchange with
heir British colleagues, and further that such information
should have beneficlal effects on the security of purely U.S.
Communications, and that reciprocally, it was hoped that what-
ever information U. S. Technicians could provide, would prove
beneficial to the security of purely British Communications.

Concluding his remarks by expressing the hope that the
visit of the British Delegation to the United States would be
a pleasant one, Admiral Stone invited the members of the Dele-
gation to call upon him for any personal assistance that he.
might be able to render. He then invited Mr, Burton Miller,
Head of the British Delegation, to address the Conference.

MR. MILLZR, speaking on behalf of the British Delegation,
thanked Admiral Stone for his words of welcome, stating that
they had been looking forward to their visit, and to getting
on with the discussion of the items on the agenda. He re-
marked that discussions on some of the items had bheen held
before, and that they had proved very profitable. He stated
that one or two aspects had presented stumbling blocks, which
had been satisfactorily removed, and therefore. he saw no
reason why decisions could not be reached at this time on
which both partles could build and forge ahead. He pointed
out that notwithstanding the name "Initlial Exploratory Con-
ference", he felt that decisions c¢ould be reached on certain
items which would be of mutual benefit to both parties, but
that much benefit could be gained from exploratory discussions
of other items on which firm decisions could not be reached at
this time. Stating his desire to make the maximum contribution
during the deliberations and discussions to follow, Mr. Miller
concluded his remarks. ' '




REF ID:A67163
00 ) 00

S

ADMIRAL STONE thanked Mr, Miller, and. invited General
McClelland, Director, Communications~ilectronics and Chairman
of the Joint Communications-Electronics Committee, to address
the Coaference- '

GENERAL McCLELIAND, extending additional words of welcome
to the British Delegetion, recalled that since the establish-
ment of his office, approximately one year ago, he had noted
increasing collaboration between the U. ¥X. and the U. S.,
particularly with regard to the Milltary Services of the two
countries; In explaining the functions of his office; General
McClelland stated that it had been established under the Joint
Chiefs of Staff to provide overall coordination among the
comnunicationsvelectronics activities of the three Services, .
and that control and supervisicn was vested in the Joint Com- g
\// ;?unicationS§Electron%g§Committee which operated similarly to
BJCB. He continued by ssying that the Jolnt Communications-
Electronics Committes was a completely intsgrated organization,
having two Colonels from the Army, two Captains from the WNavy,
and three Colonsls from the Air Force; he emphasized the fact
that his own position was completely neutral.

cations~Electronics also served as the Chairman of the Joint
Communications~Electronics Committee, the Chairmanship being
rotated among the three Services every twe years. He remarked
thet a great deal had been learned from the British during the
War concerning Committee Goverament, particularly the principle-
of unanlmous decisions, and that while he had the. authority to
resolve a split vote, it had never been necessary for him %o

\//do s0. He concluded his remarks by pointing out that the Joint
Communications—-Electronics Committee had a responsibility to
the Armed Forces Security. Agency in that it was charged with
providing communications for that Agency's communications
intelligence activities,

\\/ GENERAL McCLELLAND pointed out that the Director, Communi-

ADMIRAL STONE thaenked General McClellend, and stated that
the Coaference had progressed to a point at which he thought
it would be appropriate to select a Conference Chalrman. On
behalf of the United States Delegation, Admiral Stone stated
that he was pleased to offer the Chairmanship to the British
Delegation. .

MR; MILLER, thanking Admiral Stone for his offer, commented
that he was not sure if it would not be advantageocus to have an
Ameprican Chairman. : ' '

ADMIRAL STONE replied that the American Delegation would
be very happy to have the British provide the Chalrman, particu-
larly in the person of IMr. Miller. - :

.='2_=.
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MR. MILLER stated that he was happy to accept the
Chairmanship.

Before turning the Chair over to Mr. Miller, Admiral
STONE sald that there were several matters that needed to be
covered; he requested Mr. Friedman to present a statement
gsetting forth informetion that would be useful as background
for the Conference.

v/// MR. FRIEDMAN stated that he thought it necessary to in-
vite the delegat@y attention to the fact that there are in

existence certain agreements between the United Kingdom of
‘Great Britain and Northern Ireland and the United States, and
between the U. X. Chiefs of Staff and the U. 3. Chiefs of
Staff with regard to (1) security measures for the protection
of classified military information disclosed by or exchanged
between the two governments, and (2) arrangements for the
protection of the rights of inventors of equipments disclosed
by or exchanged between the two goveraments.

L i)ﬁ' * MR, FRIEDMAN then read the following two articles from
\)\ = the current,agreement regarding mutual defense assistanca
which enterAﬂ into force on 27 January 1950:
"Article V

"l. Each contracting Government will take such
'security measures as may be agreed in each case between
the two contractinj; Governments in order to prevent the
disclosure or ocompromise of any classified military ar-
ticles, services, or information furnished by the other
contracting Government pursuant to this Agreemen%,

"2. Bach contractin; Government wlll take appropri-
ate measures consistent with security to keep the publlo
informed of activities under this Agreament°

vArticle VI

71, The two contracting Goveraments will negotiate .
appropriate arrangements between them respecting res-
ponsibility for claims for the use or infringement of
inventions covered by patents or patent applications,
trademarks, or copy rights, or other similar claims
arlsing from the use of devices, processes, or tech-
nologioal information in connection with equipment,
materials, or services furnished pursuant to this Agree-
ment, or furnished in the interests of production under-
taken by agreement between the two contracting Governments
in implementation of the pledges of self-help and mutual
ald contained 1n the North Atlantic Treaty."
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Continuing his remerks, Mr. FRIEDMAN pointed out that it
was assumed that this Conference would take cognizance of the
foregoing articles in the U. X. - U. S. agreement, and that the
representatives of the respective Governments would govern
themselves accordingly. He emphasized that in order to be on
the safe side; it was to be understood that all information
disclosed during the Confersnce would be regarded as classified
information, regardless of whether such classification is in
the military sense or in the sense of "Confidentlal" as used
in the processing of patent applications through the Patent
Offices of elther or both governments.

MR. FRIEDMAN concluded his remarks by statlng that Admiral
Stone had designated Lieutenant Pearson as his (Admiral Stone's)
representative to receive requests for any writtea technlecal in-
formation or drawings which might be desired by the British
Mission, and that such data as might be available would be trans-
mitted from Admiral Stone‘'s office to the Head of the Britiish
Mission.

ADMIRAL STONE said that he would turn the Chairmanship over
to Mr, Miller at this time, stating that he would be pleased to
asslst the Chairman in any way possible.

MR. MILLER replied that upon reflection;, he felt that it
would be better if Admiral Stone assumed the Chair.

ADMIRAL STONE stated that he would be pleased, and if it
were agreeable, he would ¢take the Chalr. He suggested that 1t
might be well at this time to review the Conference Agendas, ©x-
plaining that it was composed of twp 'parts: (1) Replacement for
the Combined Cipher Machine, and (2) Exploratory. He pointed
out to Mr. Miller that he had altered the order of the items as
a result of their discussions on Wednesday, 20 September 1950.

MR, MILLER replied that the order of items on the Agenda
was agreeable to him,

ADMIRAL STONE continuved by saying that as had already been
indicated, U. S. Authorities hoped to come to some specific
understanding on the first item on the Agenda, and that he had
designated Captain Safford, U.S.N., who had had a great deal of
experience with the seven rotor BCM, to be his representative
in disclosing and discussing that mach:.ne° He suggested that
if 1t were agrseable to the British Delegation, he would set
0930, 22 September 1950, as the time for showing the seven rotor
machine in Room 319 of Building 17, stating that the U, S.

. Delegation were prepared to spend the remainder of the morning.

discussing the mechlne, and at the pleasure of the British
Dalegation, the discussions would be resumed in the afternoon.
He inquired of Mr. Miller if the foregoing proposals wers
agreeable.

o [ el
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MR, MILLER replied in the affirmative.

ADMIRAL STOME remarked that 1t might be posslible for the
Conference to proceed on Monday of next week with the explora=
tory discussions, pointing out that U. S. Representatives had
prepared a suggested form, Enclosure A to the Agenda, which
showed the scope of the discussions. He inquired if the Agenda
with Enclosure A were generally satisfactory to the British
Delegation, : -

MR. MILLER replied that the Agenda, with Enclosure, was
satisfactory, stating that they had already had an opportunity
to study some of the problems. He explained that ore exhibit
and quite a number of papers were supposed to have come over
with the British Delegation on the Queen Elizabeth, but preseat
indications were that they had not been aboard, however, he
added, he had taken steps to have them dispatched as soon as
practicable. _ :

ADMIRAL STONE stated his appreclation of the situation,
and added that perhaps it would permit the British Delegation
to remain in Vashington longer than had been anticipated.
Turning to the next item of the Plenary Agenda, he proposed
that the matter of Committee Structurs be considered next. o
He observed that a paper, indicating the U. S. representation
on the Plenary Committee, Executive Committee, and Sub-Com-
mittees A and B, had been distributed, and suggested that it
- might be advisable to ascertain the names of the British repre-
sentatives for the Executive and Sub-Committees at this time.
With regard to the selection of Chairmen for the several Com-
mittees, Admiral Stone suggested that the British Delegation
designate the Chairman for the Executive Committse and Sub-
Committee B, but stated his preference for retaining Captain
Safford as Chalrman of Sub-Committee A, in view of the fact
that the United States was the disclosing authority.

MR, MILLER indicated his agreement to Admiral Stone's
suggestion, stating that his delegation was so0 small; they
would work as a team on most of the items. He stated his
preference for restricting British membership on the Com-
mittees to the Delegation itself, reserving the privilege of
gal%%ng in various British wesidents of Washington from time

0 me. .o

Indicating his sgreement with Mr. Miller's remarks, Ad-
miral STONE said that he assumed that the full British Dele-
gation would be a part of the Plenary Committee, unless Mr.
Miller would prefer some other arrangement.

MR, MILLER replied in the affirmative.
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“ ADMIRAL STONE announced that there would be a meeting
of the Executive Committee immediately following the Plenary
Meeting at which time the times and places of future meetinga
could be arranged. Turning to another subject; he recalled
that the matter of standardization of rotors had already been
mentioned in a paper which had been forwarded to the British,
and that U. S. Authorities were of the opinion that the inter-
change of rotors on whatever machine is agreed upon for com=
bined use was of utmost importance; he proposed therefore,
that the subjeoct of standardization of rotors be included in
the discussions on the replacement of the Combined Cipher Machine.

. MR, MILLER agreed to the proposal.

ADMIRAL STONE then requested Mr. Miller to act as, or
designate, the Chairman of the Executive Committee, at least
on a temporary basis.

MRo.MILLER-replied that he himself would assume the Chajir-
manship of the Executive Committee, at least for the Meeting
today.

ADMIRAL STONE inquired whether there were any further
comments to be made at this time.

CAPTAIN HOWETH stated that he would like to take this
opportunity of welcoming some of his old friends to Washington.

ADMIRAL STONE introduced the members of the U. S, Dele-
gation, and welcomed Group Captein Ball and Commander Trech-
man to the meeting. He stated that Mr. Friedman, Colonel
Collins, and Colonel Lynn would be his representatives at
the Meeting of the Executive Committee to follow.

The meeting adjourned at 1456.
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0]7ice Memomndzmz e UNITED STATES GOVERNMENT

TO  : ApSA-l4 ' DATE: 2, august 1950

FROM : DIRAFSA

SUBJECT: y,S, - British Conference on the Exchange of Cryptographic Prlnc1p1es
on a Reciprocal Basis (AFSAC: 63/1)

Please draft appropriate opening remarks for my use at subject conference.

m
EARL E. STONE
Rear Admiral, U.S. Navy
Director, Armed Forces Security Agenocy
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It 1s with a great deal of p;muro' that I wa_leo;- the British
Delegation from GCIQ to tﬁ Ilnitod lstatu .amli to the Ar;d Foroes |
Seourity Agency. I am sure you are all aware of this nsw Agency,
which was created ; 1ittle over a vear aéo and has brought about a
further gtogatién éi‘ the cryptoip-;ic op‘eyationn eonduc.st.ed hy and withe
in the Armed Forces ‘of the .mmea States. In using the word gryptelosie
I mean to méieau that AFSA 1s now in a position to deal with the
whole coin, one Sid.'.of which rop.z'-ose;atu f!;n cmmicaﬁon_into_lligonea R
activities, the otﬁor, the oon'unic;ation eecurity.' activ.itiel of the
Armed roxi'ou of the United States. ¥SA is, in fact, now an t-)rgdniyation
rather similar to GCHQ, which w;, on this sida. of the water, have almays
adaired for its éut aeoénpliuﬁm‘ts and mciﬁu throughout the yoarl
of our association. |

Britiah;v._ 8. collaboration in the commﬁication -i,.ntullig'o.nco field

' Was very ciose during Yorld %ar I'I, #0 cloa.é, in'fact, that its beneficlal
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results represented a major contribution in the mc;nfnl. o'u_tcon
of that war. The details of that story ars pretiy ﬁll known to all
of us here today and need not bc elaborated on at this time, except |
to say _that the close war~tinme colWratlon in that field has been
extended to our present ;o-allad peace-tine,

Also during World War II, thers was British-U.s. collabéntion |
in the ooﬁunioation security field, a no leu- important aqtivity,_
and in some ro_sboc't;.t even moro-inportz_mi_’. than the COMINT, or? as our
British friends say, tm.smm' field. The collaboration was not
;u conplote, perhsps, since it dnvolved for the most part only the
security of hichest-level émbinad communications. DBut, again, méeoag -
greeted our Combined efforts, even .though it might have been noted in
less spectacular fashion. The present Conference ropruen.t.n a further
step 4n ‘ritish-U.3. collaboration in the fioJ;d of eryptology, for
it is cdevoted to eouuﬁicat:lon sscurity matters of fairly wide scope,

Not fm.ty wiil there be discussious on Combined Communications of the

-2-
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high;n lnci, aﬁd apocifioilly on. the Cdﬂ, bni. also _n expect to dlﬁﬁu
._ccnb:lmd Communications of all lnoll_and .to g0 to a_certain extent into
the general i;em_ of g;-yptegrq;hxe ﬁr;lmipl;l to include those undorlyzng
o _ot-lrxc; -typu_' ot'. .utex"a.i'o:lphor .mnlchines-. ag well as ciphor& and oifax
dc.vico.a. ﬁot only a-n_ thg U.8. ropruontaﬁna prepared to discuss thogo
| lnlbj_o-'ctl. but also they wili be ghd to 'aqomtuw certain devices in
" the form of final .oquipnmté; or ong.,;inu.r.:..ng-noclloll, or broad.bou-d' _ |
”l'lodnlu,_.qf'c.e_@h new .ij;\i_ibunt_n. ) .
In tho_;}’.. S. Arasd Foroes the question has oftou.ariaem. 'hilch

19 the noro in;;orﬁht.'ot the tﬂ; ciouly u_snej..a‘.t.o.dl uguanf.a of 'cryp‘t-olo:g.:lc
"néicnei - cmuniutit;n -i.nt;lllgon;o or couun-xcnti.on.'ueﬁrﬁy?' 'ﬁorkorl
~ enged in the former mtmu; re*-u-d their field as paruénount'; those
engaged in the 1;tter regard their mm as being first in uport;néo,
and no amount of argument will epnvinco tt;o- othorwise. Howcnr,. u'
htokod into e corner, the GOIIiN_!‘ epecisliste will edmit that should
watters n._or' come to 0 sericus s crisis that a decleion -wou'ld hnfo to

be made to‘n&ndon one or the other activity, they fesl Qufg of shat the
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answer would b-_, and they ﬁould_ r.luchnt]y fold up their tents. I
have no dbubt ai %o v:h_oro: the _monbers_'qf the Brit_i_-p Delegation ltlnd
on that'quegtion. _ I u:lll.a-d!nit that 1n my position 1‘0 1slsom-§timn

: difficult;: to ',-n'tke_ . 'd.‘cj_;;ion .bgled on j-the_ relat;ivo' mport.ageé of -the
f.\l_o;_ ..t in the pronnt.. instance 1 feei that we are all of ‘one rind,
uzx the uai‘nt_.y og ouz; commﬂ.cati.ona. iiea not only f.he_ -a."afet.y of our
COMINT n-'gtivit'.oa, ‘but al;o the le-cur-l;hyj of ail our strategid e.nd_. -
_tactical military, pavai, and air'. plans and opcm.tio.nl.',_ .the aa.t_o'.t.y .' -.
of our om .!.ﬁnod Forésn, _and hence the sscurity of our Gov.'u_'n.:ienta'.' '.:
We Hope rie;wer to be 1n a p;aé't..:l_'en w"\ere, in torthri-‘h_t pari'ance,
'tolographing our punches® results 1n the loss o;" a life, a bati;le,

- a campﬁign, or a war, Of eciurse; we in the c'ry‘pi-ohgie 'aervicé &_’o o
not hm-ro' the aolc.roaponaibility in that resard, bacauSe hﬁe omﬁmﬁara'
- of forces afield, afloat, and in the alr are the actua_l__u‘_sefa of the

) oquipmeﬁt, ve conceive, doa;gn, | and provide, Theirs is the roupén;lbilif.y
.té see the.rb- _the équipnent 1n.used properly and efficaciously. '.'- But n.'- .-.'

oannet dodge the responsibiiity of providing asdequate iecurity together
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yith aaxisun oponhgity. iun we have done that, then and only then
can our consciences .bo clear as revé,ardl- mu-. r.ilp;n-'ibi.uti.u in tho
matter of commnication um&ii;. |

The ':grosenp Conference is a prelhinary: stop in pﬁirlng.tha"iay
toward a-chia;rin'g. a.d-quxte ach:;rity in cémbim 6micntionn of
varicus leveis. But I hope tﬁat it will do more than that, for 1n
the r;eiprocul exchange of e_ryétérﬁphid prinqi.ples the Unitad States .
tochnica'_l expertg, although '.c.‘-aey jeel that they huf- muc_h to oﬁ'ror, fool
, oqﬁ;lly_' sure that t_‘n'ey can lmd '111':3ain mch useful tac.?'micd 171t§m-
t:l(;n ufrom their Britisi.n'.’opptluiie @bars in.tho diu.cul-oio;:.gi. Such
1nforn§ati§n will htn. beneficial efl‘-rftn. on the io;:arity of purtly
- U.8. éomunicntionl al;:d, rogiprocdly, w8 hope that sue.ﬁ -i.nfomatioﬁ .
as U. S, technioiens can prwidg will.prm_n_ !Sml‘icinl to the secu.riffy'
.of. p.grgly British onnmica'tidns..' 'I;ht'u, we will llllb..n.af.itl. u. 8.
emunicauun;, British }conﬁmit._ﬁ;usha.' and Gombined Qm;iuthg., .
.'v'nill all be improved,

| Bof'.?.re. proceeding further -#,-n.h_ Qonfcranéo _bnliiaen,. I an sure -n )

would ali 1ike to heay from Mr. ililer, the Chief of the Aritish Delegation,
: X: LR - ' | |

~ J__-..'!.,' ¥
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_ ]8 September 1950
SUBJECT: BRUSA Communications Security Conference
~T0: _ Individuals listed in paragraph 2.

: 1, The 6pening Combined Meeting of the BRUSA
Communication Security Security Conference will be
held in Room 1212, Naval Communication Station, at
1430 on Thursuay, 21 September 1950,

2. The following United States personnsl have
"been invited to atterd this Meeting:

Rear Admiral Earl E, Stone, USN

Major Genmeral H. M, McClelland, USAF yi@nar§

Colonel S, P, Collins, USA il 4
Captain J. N, Wenger, USN f Committee
Colonel R, H. Lyan, USAF _ o

Brigadier General Willlam N. Gillmore, USAT} Service
Captain L., 5. Howeth, USH. 2 CPyotologis
Colonel Orville Je La&wd USAF «+ Agenciss

Mr, Wo F. Fricdman

Captain H. 0., Hansen, USN

Captain J, S, Harper, USN

Colonzl R, C, Sears, USAF

Lisuteneat Golonel » Ho Hortorn, USA .

\. Execuiivs
Comnistes

Lisutenant J. W. Pearson USN : . :>» .
Mr, Ho D, JOnes ? Secretariat

Capbain L, F.- mafford, USN Chairman, Subeomm;ttee A
Dro A, Sinkov, Chairmzn, Subeommlttoe B

We Fo FRIED%AN
Chairman, Exscutive Commitice
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BRUSA COMSEC CONFERENCE

AGENDA FOR U, 8. - BRITIGH CONFERENCE ON THE EXGHANGL OF

.

d.

Special Purpose "I’el_eprintnr Systems. for
the Txchange of Intelligence Material.

Low Bchelon (Minor Yar Vessels) Tclcgraphic

 Systems.

uerchant. Ship Telegraphic Systm

Hetoomlog!.cll Sscurity Systems, Including
Facsimile, Teleprinter and Tolcgraph

Volice Security Systems for Taot.ical -
Purposes.

It is proposed that each of the above types of systems :
be diascussed according to the schedule set forth’ in Encloauro A

hereto.
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E:closuro A

I. 'bﬁsimble Ma_ct&i_atios._
A “General |
RS Objoctivc
2. Type or 1-vo1 of mploymnt.
: B, Operational charactnriaties
1. Security |
a. Crypt_onicurity’ ? |
| b. Radietion Security
e, '!‘rghnliuﬁqn &cqﬂfy
2. mnct:loml ?léquii-mnt-
, 3-_. | Radio Ini'.orforohco '
k. Power Roquiramnu
5. Speciai Rééuirmnt.u
C. Physical maractoriaties
1. Weight and Volume Factors

2, Opora.t.ion, Trnmpomtiou, Pcckaging
: and ot.orage R.qu:lreum

3. Dcatruet:lon Requireunt-

D. ' Operation and mnunmco Glaractoristicl
‘of Equipment -

- E. Comint lhpl:l.cat.ionn with Bnpect to Conse-
quencaa of cnpt.uro of lquipmnt :



II,

I.

Enclosure A (continued)

Present Equipment - U.S.

A. lDimonStution or Description

B. - Discussion concerning Adequacy Accordixig

. to I (Interim,. long-range, Emergency)
Present Equipment - U.K.

~ 'A. 'Description or lodel Demonstration

B. Discuseion concerning Adequacy According
to I : o

Equipment under Development - U.S.
A. Deacription or licdel Demonstration

B. Adequacy according to I

C. Present Sté.tua
. D Pll!ll. _.
" Equipment under Development - U.K.

A. Description or Model Desmonstration

‘B. Adequacy abmﬂing to I

C. Present Status
D. Flans




BRITISH - UNITED STATES COMMUNIGATIONS SECURITY COMFERENCE -
 KINUTES OF
THE FIPTR MEEEING OF HE EXECUTIVE cm&mmn :

The Fifth Meeting of the Execuﬁaiva Oomﬁlttee of the

-Brﬁltish = United States Communications Security Conference

- wae held at 1400 om 27 Octobsr 1950 im Room 11.212, U.. So

“Weivy S@@urﬁ}.ty Sﬁm%iomv Washington, D, C.

Qeg."resentatiws Presssnb

United States Dnited King dom
Mr. To Fo Fried.man, Chairman - Mr, T.R.¥. Burton Miller
Rear Admiral Earl E. Stone, U.S.N. Mr, J.M.G. Pollard
Captain L. F, Safford, U.S.N. Brigadier J, H. Tiltman
Captain B. 0. Hansen, U.S.N. - . Commander J.R.G. Trechman,

Captain J. S. Harper, U.S.N.
Colonel R. C. Sears; U.S.A.F.
L%, Colomel R, H. Hortom, U,S.Ad
1t. Colopel Kelso G. Glow, U.S.A.
Dr. A. Sinkovw _,

Secretariat

I

Iisutenant J. W. Pearson, U.S.N.
- Mr, H., D, Jones
Miss Cathsrine M.  Johnson
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ITEM 1. APPROVAL OP THE MINJTES OF THE POURTH MEETING.

MR. FRIEDMAN statod that the minutes of the Fourth Meet-
ing .were still in preparation and were mot avalilable for con-
"glderation. e oxplal ned that it was realized that this would
b the case, howsvelr; it was believed advisable to inolude this -
Loen on the agenda for purpose of record. .

ting that the problén before the Committee wad Dile 6f ehscking
' Emo sze that the revisioms agreed to at the last: figeéting had been
-fTrecorded properly id the £imal paper which was: aow before the
-~ Committee, He asked: if ﬁhm -members had had an opportunity to
-'fﬁfstudy this papers: =

. MR, MILIER replied in the effimmetive and said that the 8
",inal vergion met with his approvel. .

L CAPTAIN SAFFORD expressed his satisfaetion with the final
Li-vepsions

The Committee agreed bo approve the Third Report of Subw
co::itgee A, as revised at the Fourth Meeting of the Executive
- Commit eeo -

ITEM 3, APPROVAL OF THE SECOND REPORT OF SUB-COISTITTEE B.

M?. PRIEDMAN asked for comments on thée final version of

this report, which included changes agreed to at the Fourth
Meeting, :

DR, SINKOV said that he had read the final paper cara-
fully to see that the agreed changes had beesn mads.. He added
that he was entirely satisfied with the paper.

' MR, MILLER said that he, also, was satisfied with the
final version,

. The committee agreel t0 approve the Second Report of
Sub-Comnittee B, as revised at the Fourth Meseting of the .
Executive Committee.
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_ MR, FPRIEDMAN intfoduced the final item for oonsideration
and suggested that the two final reports be considered para-
gra h by paragraph, This suggestion was accepted and the
: rs proceeded ¢o consider the first of two reporta:

" Report on Replacement of_thewch
MR, FRIEDMAN read the basic report angd Appendix A thereto.
- After a dbrief diseussion the Committee agreed to accept

the report as written exnept for the followlng changes on
page 5 (in Appendix A):

Subparagraph (a). Change to read as follows:

"{a) That there should be issued 20 rotors to the
set for sach existing CCM in lieu of present aumber of
10, This 1s to become effective as soon as practicable,
but shall not preclude issue of sets of 10 rotors in the
interim. Key lists for 20-rotor sets should be so pre-
pared that no rotor will sver be effective on two suc-
cessive days, within the same key lists for sach crypto=

- channel; s0 -as to permit setting up two baskets. for two .
sucoessive days from a single set of 20 rotors thus ob-
viating the need for duplicate sets of rotors.”

The Secretariat arranged for the immediate publication
of a new page 5, including the above change, copies of which
were inserted in all copies of the subject report in lieu of
the existing page 5. .

Report on the FxglOrator! Conference

MR. FRIEDMAN then read, paragraph by paragraph, the re-
port on the Exploratory Conferencs, and the members noted the.
previously-agreed changes which had been incorporated thereino-

After brief discussion the hembers approved the final re- :
port without change.. _

MR, FRIEDMAN asked ror any further comments on the reports
Just approved.

There wers no rurtner comments,
MR. FRIEDMAN then declared the Meeting adjourned {at 1510)

and announced that thers would be a brief recess berore the
final Mbeting of the Plenary committee.
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3.

BRUSA COMSEC CONFERERCE

Exacutive Comaittes
AGENDA

- For the Fifth meeting to be hsld at 1400, 27 Cotober,1950, in Room

1212 NAVSECSTA

Approv;l of Minutes of !‘mu'th.lboﬂnzo

Approval of the Third Report of Suboosami ttee Ae
Approval of the Second Report of Subscmmittes B.

Approval of the Report to the Us.S. and British Joint Chiefs of
Steff by the BRUSA Commmication Security Conference.

P e LA -



The Fourth Meeting of the Executive Committee of the
British - Usited States Commusications Security Coaference
was hald at 1400 on Wednesday, 25 Octobér 1950 in Room
1212, U. S. Navy Ssourity Station, Washington, D. C.

G engatives Present

Unifed States ' .' o United Kingdom

Mr, 4. P, Friedman, Chairman Mr. T.R.W. Burton Miller

Rear Admiral Earl E. Stone, U.S,N. Commander J.R.G. Trechman, R.N.
Ceptein L. F. Safford, U.S,N.
Captain J. S, Harper, U.S.N. .
Colonel R. C. Sears, U.S.A.F,
Ceptain H. 0. Hangen, U.S.N.
Lt. Col. K. G. Clow, U.S.A,
- Lt Cols Ro H, Horton' U.S3.A,
Dy, A. Sinkov '

Secretariat

- 1ieutenant J. V. Pearson, U,S.N.
My, H. D, Jones i -
Miss Catherine M. Johnaon




, 1TEM 1,

Prior to consideration of the first item on the agenda,
MR. FRIEDMAN weloomed Liesutenant Colonel Felso G, Clow, Sen-
for United States 1ieison Officer. Londnn, to the meeting.

MR, FRIEUMAN inquired if there wera any cummsnts or
ocorrections to be made to the Final Minutes of the Third
Mbetins of the Executive committaeo

" MR. MILLER replied that there w@re none from the
British Delegatioa.

. MR, FRIEDMAN, making referenoe to the rirst paragraph on
page two, stated that the second line should have read in part
"AFSA Office of Resecarch and Development™ to avold confusion
_ gé;h the Research and Development Board of the Department of

ense. . .

The Jxecutive Committee approved the Final Minutea of the'
Third Meeting as written.

In coanection with the minutes under consideration, Mr.
FRIEDMAN referred to the last paragraph on page six;, and in-
quired of Mr. Miller whether he had received approval from
GCHR on the use of the code word "BRUTUS".

o ‘MR, MILLER replied thut such upproval had been obtalned
" prior to the Third Meeting of the Executive Committee, and

explained that he had inquired about the use of the codeword
"AJAX", and had found that it was slready in use, however,
he added that he was agreeable to using "AJAX" in British -
U.S. papers and correspondence as the designation for the
5-rotor CCM. _

DR. SINKOV auggested that perhaps the U. S. could recon-
.8lder the matter, and find another name thut did not conflict
with British codeword terminology.

"~ ADMIRAL STONE remarked that since the confliot was on
the British side, and since Mr. Miller had indicated his
willingness to go ahead and use the word, that he was of the
opinion that it should then be usedu .

MR, MILLER commented that the signal he had received from
. GCHQ was not indicative as to what the word "AJAX" had besn
assigned to, but that he would like to make a reservation to
the effect that he would be agreeable to the word's use, pro=
vided that it had not been assigned to some communications
project, in which case a conflict could conceivably occur.




TTEM 3. CONSIDERATION OF THE SECOND REPORT OF SUBCOMMITTEE “Be,

- . MR, PRIEDMAN explained that Item 2 on the agende would be
deferred until Commander Troshman's arrival. He suggested that
the cu:mittbe coasider Item 3, and rsquested Dr. Sinkov's

comments, : -

DR, SINKOV read thic cecond report of 3ud=-Cormittea "B".’
He pointed out that the Pirst Report had npt besn complete in
that the appandices comtaiping brief descoriptions of the items
discussed had not been adtaohed. Ho oxplained that those ap-
pendices had now been added, aldormz with the amendments agreed
%0 at the Third Meeting. ' _ ' .

After a brief discussion 1% was egreed that the following
amendments would@ be made to the Second Report of Suboommittee

"B":

1. Amend paregraph l. to read as follows:

"l.. Sub-Conmittee B has made an exchange of tech-~
nical information conseraning various oryptosystems
falling in the general category of °’Special purpose
teleprinter systems for the exchange of communications
intelligence material.® The eryptosystems discussed
are divided into the following groups: '

NON-SYNCHRONOUS | . SYNCIRONOUS
ROTOR MAZE KEY GENERATORS
U.S. AFSAM-9 ASAM 2-=1 AFPSAN-9, 1if provided with
o _ synchronous features.
UKe = as o Rollick 8 Us0.0.
R : : (Searatype)”

2: - Anend paragraph 3a. t0 read as follows:

"3. a. We note that Rockex is presently being
: used for the exchange of communications
intelligence material."

3. Amend paragraph Lb, to read as follows:

",. b. REither machine is available in suffi-
clent quantity to meet current requirements
in the exchange of communications intelli-
gence material,”
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b h: Amend parsgraph 5 to read as followa:

n5..In the courss of the discussions op equipments
using one-time tapes, a brief Qdescription was given of
British progress in key-tape production equipment., Ia
view of the close assosiation of sush squipment with
one-tims systems, it is recommended that the subject of
produoction equipment ba added toO the agpnaa of the next
British-U.S. COMSEC conferense.”

Subjeet to the foregoing amnndments. the Executive com»
mittee approved the Seoond Report of snbacummistee "B, -

Commander Trechman Joinad the committee at 1&450




&

Mﬂa FRIEDMAN reqne&ted captaim Safford to read the Third
Raport of Sub-Committes "AW. - .

: CAPTAIN SAFFORD road Ghe r@puzﬁ, and after considerable
discussiong the 60ﬁmit@@© agru@d to emend the Psport as follows.

1. Amend paragr@ph b to read as follows:

L, With the iatroductiom of the mew BOM erypto
priggﬂgie, the foll@mﬂmg Oparating fa@ilitiea will be
available:

{a) Texts comsisting sither of 26 letters
plus spuse but not ineluding numerals, or,
alternatively, of 10 aumerals plus one '
edditional symbol plus space but not in-
cluding letters, may be encrypted. On °
decryption "7" will print as "X" as with.
. the present CCM.

(b) None of the additional racilities, for

. example, a mixture of letters and figures,
offered by a standard Tbleprintor will be
avallable, ™ ,

2, Amend paragraph 5 to read as follows:

. "5« The U.S. and the British are currently building
new off-1ine cypher machines capable of employing the
7-rotor BCM prinoiple and offering soms or all of the
facilities inherent in standard Teleprinters. The tech-
figque by which these faclilities will bs provided is
different 1n the U.S, design from that employed in the
British design, due to differences in operating require-
ments, as set forth in paragraphs 7 and 8, below."

3. Amend paragraph 6, in part, as follows:

"6, Both nations are agreed that the following
general requiremeats, if possible; be met:"

4. - Amend paragraph 7 as follows:
"7, The British Operestional Staff require that orrn

line machines which.are to.provide automatic’ encryption
and dac:yption 'shall be capable of:




v(a) Accepting a tape, perforated on any
Teleprinter employing the International
Telegraph Alphabet No. 2. (Sae page
265, Telegraph Regulations, Cairo

vislon of 1938) -

"(b) Presenting automstically in pase form
the decrypted version identical with
the original text. Thus, for example,
all the Teleprianter functions required
for tabulation whlch appeared in the
original text must be reproguced during
decryption and be capable of-. operating
a standard-Tblepriuterr"

- 55 . Paragraph 8 = Delete "olearly derined" ana substi-
tute "exactly speclfled”

..6q Amend paragraph 8a. and 8b° to read as fnllows-

"(a} Use some ‘but not all of the upper case
characters. - (Numbers and slunt-mark
are used)"

*{b) Insert 'carriage Retura® and “Line Feed’
duiring decryption only at the end. of
each line; Thus the originator's tab-

- ulation cannot be reproduceda"

7. Amend paragraph 9 to read as follows:

"0, On 20 October a working party of Subcomni t tes
A visited the Teletype Corporatioa to inspect and dis-
cuss the,U.S. 'PCM' in ‘the hope that some means might
be devised whereby the U:S. cipher machine 'PCM' plus
the CSP 5000 (Automatic Off-Line Equipmeat) and the
British cipher machines ‘'PENDRAGON' or 'SINGLET* could
-interwork, while still being capable of working with
- existing cipher machines of the nation concerned snd
also providing the facllities required by that nation.®

' 8,; Delete paragraph 10(a), and reletter aubparagraphs
10(b) to read 10(a), 10{c) to read 10(b), 10(d) to read 10{c},
10(e) to read 10(d), and 10(f) to read 10(e)q

9. Paragraph 10(a) .~ Insert "runctions, upper case
. characters, and other"” between "Tbleprinter" and "fueilities",

10; Paragraph 10{(¢) - Delete "as a matter of urgeney". .
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1}. Paragreph 10{¢) - Insext "That® before "since” in
first. line.. ' :

12, Amend paragraph 10{(e) %o resd &s followa:

n{e) That interchange of viewh; 1m-parﬁicu1ar,
op resommandations (b), (o), and (d) avove,

~ be condigned.”

Subjec£ to the forsgoing aﬁamdmenfé, the Third Réport of
Sub-Committss "A" was approved by the Executive Committee.
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PAT

ITEM 4. RECORT O

MR, FRIEDNAN stated that Captain Harper had some
information pertaining to patent rights to bring defore the
Committee at this gimqg

CAPTAIN HARPLR romarked Ghat his patent attermnsy had
brought to hizs attention Artisle VI and Annex D of the Mutual
Defense Assistance Agreement betwesn the United States of
Amerioca and the United Kingdom of Great Britalm and Northern
Ireland, which He read as follows:

ARTICLE V3

"L. The two opntracting CGovernments will negotiate ap-

- propriate arrangements betweoen them respecting responsibility
for claims fer the use or infringement of inventions covered -
by patents or patent applicatioms, tradéemarks, or copyrights,
or other similar claims arising from the use of devices, pro-
cesses, or technolpogical information in connection with equip-
ment, materials, or services furnished pursuant to this Agree-
ment, or furnished in the interests of production undertaken
by agresment between the two contracting Govermmeants in im-
plementation of the pledges of self-help and mutual aid con-
tained in the North Atlantic Treaty.

ANNEX D

"During the course of the negotiations of the Mutual De-
fense Assistanse Agreement, the representatives of the two
contracting Covernmonts have reached the understanding that
. the following points will be considered in the negotiations
provided for in Article VI:

{a) The inclusion of an undertaking whereby each
contracting Covernment would assume the responsibility
for all the {atent or similer claims of its mationals
referred to in Article VI of the sald Agreement and for
such claims arising in its Jurisdiction of nationals
of any country not a party to this Agreemsni. '

{b) The terms oa which iaventions would be communi-
cated to contractiors with a view to protecting the com~-
mercial rights of inveators.

" {¢) Rights in 1mprovemsnes-or.other.mbdificatibna-
of patented inventions. :




: "(d)“nrrangements fop the protection of secret pro-
oesges and secret technological information, as distinet .
from patented and patentable inventions..

(o) The system for disolosing the users and the ex-
tent of the use of the patents, trade secreits and copy-
rightas referred to ia Articls VI."

' - CAPTAIN HARPER added that fie had discussed the matter fur-
_ ther with the Army‘s Judge Advocate Gensral’s Department; and
that they wers of the opinion that disclosures of patents, or
inventions covered by pateat applications, would be to the
‘benefit of the United States Government, and consistent with .
: ghgarights‘which the United States Government would normally
old. ' :

. MR. FRIEDMAN remariked that he had a memorandum from Cap-
~ tain Harper's patént attorney which wus oconsistent with the
ioformation that Captain Harper had just presented. He read
- the memorandum to the Executive Committee as follows:

‘nl., The latest formal agreement spesifically
delineating the rights and duties of the United Statesa
and British Governments relative %o patents und laven-

. tions waa the so-~called Patent Interchenge Agreement,.
now éxpired. T

. 2. 'The Mutual Defense. Asalstance Treaty of 1950

{Atlantic Pact) contains a clause obligating the United

. States and the United Kingdom to negotlate a new ugree-

ment on such matters - and there 1s a bellef curreant in
the Pentagon that eny new undertaeking will be very simi-

lar to the Patent Interchange Agreement, but no new ar-
rangement has as yet been exscuted. : '

3. In the absence of a specific understanding,
1t is the view of the Army JAG and the Legal Division
of the Signsl Corps that the conventional license ob-

- talned by the Government from its own employees as well
as from contractors, which license permits manufacture
and use for governmental purposes, Justifies the con-
veyance of technical information as well as equipments
involving inventions covered by Unlted States patents
or patent applications. The view of the groups men-
tioned is;, in other words, that goveramental use is
virtually synonymous with goveramentael advantaga.
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"4, As far as is known in the Office of the JAG,
notwithstanding large and varisd shipments of equip=-
ment to forselgn countries during and following 'World

- War II, no cases have arisen in the courts which could
result in a judicisl determination of the indicated
interpretation of the expression governmental use usen

CAPTAIN SAFPORD remarked that he would like to' ‘bring aup
a new subject before going om to the next item on the agende.
- He made. refersnce to garagraph 74 of the FPirst Report of Sub-
Committes "A" ahted 2 Septemher 1950 which rsad as follows.

"d. Rotors on both ch° and British versions
of the 7-rotor BOM to be physically ‘and
oryptographically lnterchangsable. " This
means that manufacturing, and wiring de-
tails to.be furnished to the British for
this purpose.”

CAPTAIN SAFFORD continued by exzplaining thdt at the time
the report was written, it was proposed thet the British
would use the TYPEX adapter developed by Commander Seiler, but
that since the visit to the Teletype Corporation, Nr. Miller
and the other enginmeers had decided to use the ready-made unit
rather than the one developed by Commander Seiler, and that iao
view of the foregoing, it would be preferable to use 23" rotors
and make them standard throughout the British Service,

- MR. MILLER remarked that on the draft report to the U,.S.
and British Chiefs of Staff, about to come before. the Committee
for consideration, he was in complete agreement with Captain
Safford. He continued by emphasizing that he did not desirs to
commit the British at this time, but would like to- reconsider

- the matter as a whola. He added that he would be happy to

standardize on ome or the other, i.ea, either the GGP 1700
or the TCM. -

MR. FRIEDMAN 1nqu1red of Mrn Niller if he would suggest
some specific changes in wording of the draft reporto_

MR, MILLER replied that this item should override the
agreement in the earlier one, and that such should be re- ..
flected in the minutes°

Before proceeding to the next item on the agenda, MR°
FRICDMAN inquired if there were any eomments on the completed
First Report of aubocommittee "B",
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_ DR, SINKOV pointed out that in Appandix "A" AFSAM 7,
under the hsading "Cryptographic Featurss"™ the lst iine
should reed "REight 36 point rotors". :

MR, FRIEDMkN inquired about the word "permitting”.

DR. SINKOV replied that the wordlng ‘had been suggested
by Colonel Henn-Collias, and that the U.8. wording would be
"literal cipher machine®.

ADMIRAL STONE inquired if there wers certain terms in
the paper which might make it advisable to prepare a glossary.

DR. SINKOV replied that most of the words could be found
in the ourreant confidential list of agreed tarms, and there-
fore, he saw no need for a glossary.

MR. FRIEDMAN pointed out that some of the Appendices
had headlines and that some of them did not.

MR. MILLER explained that they had been cumpiled in
great haste, and that it had been sgreed that in order to
publish them &g soon as possidle, atandardlzation would not
be required,

MR, FRIEUMAN suggested that the paper be turned over to
members of Sub-Committes "B" for the purpose of resolving
the discrepances by the time of the final mesting,

' MR. MILLER obssrved that he was tha only remaining
British member of the committeeo

DR, SINKDV suggested that perhaps ifr., Douglas could
represent the U. 5. members of the Cormittee for this purpose.




- | e TEARRUIES g
ITZM 5. CONSIDERATLON OF THE PROPOSED REPORT TO THE U.S.
EEﬁTTﬂ3E?1ﬁTfﬁT“6ETﬁF§‘6Ff§TEFT’?EF%%ﬁEiﬁﬁﬁ§r7ﬁﬁE:
ONTCATLON RITY CORFEREN

: MR. FRIEDMAN thanked Mr. Miller for his assistance in
-;;preparing the two draft” reports to the British and U.S. Chiefs
iofStaff, and suggested ‘that the report on the replacement of

| " ‘the CCM be considered at thils time.

The Exeoutive ‘Committee agreed that the follawing amend=
_ments would be made to the report:

*1,  Amend the title to read: "REPORT 10 THE BRITISH_AND

"2 . Amend paragrhph 1. to read as follows:

»]. As agreed by the British and US Chiefs of Staff*
a British/US Conference to consider the replacement of
the existing Combined Cypher Machine opened in '/ashington
oa 21 September 1950, as a result of which the Senior Bri-
tish Representative reoommends that the British Chiefs of
Staff accept the offer by the U.S. Chiefs of Staff of the
7=rotor BCM principle as the long-term solution of the
replacement for the present combined cipher machine (CCM}.*

3. Amend paragraph 2. to read as follows:

"2. Many related cryptographic. devices and features
were demonstrated and dlscussed. Summaries of the pro-
ceedings at these meetings have been prepared and these are

_held both by the Director, Armed Forces Security Agency,
Weshington, and the Secretary, Cypher Policy Board, London.
In our estimation this Conference has bsen of unquestioned
value in the field of Combined Communications Securlity.”

4o Amend paragraph 3,-in part; as f0llows:
"3, It 1s recommended:

{a) That immediately and on a continuing basis
there be complete interchange of techalcal
details of the devices discussed ia this
cgnigrenpep This should include techpical-:
vigsits.” '

R CR



5. Amend paragraph 4 as follows:

"L, The general recommendetions in peragraph 3 above
together with the detailed technical recommendations of
the conferencé which are sttached as Appendix A to this
report are submitted for approval by the British and U.S,
Chiefs of 3Staff." . ' -

6. AppendixzA, amend btitle to read "TECHNIOAL
RECOMMENDATIONS" ; >

7. Appendix 4, delete n7-rotor BCM" whereinever appear-
ing in the Appendix, and substitute "BRUTUS".

- 8. Appendix A, Replacement of the_Ezisﬁing CCH.
© &, Amend paragraph {a) to read as follows:

“(a) That the oryptographic principles of the
7-rotor BCM (cryptosystem BRUTUS) be .
adopted as a replacement for the CCM in
combined communications.” o '

b. Amend pérasiqph (d) to read as follows:

“"{d) That insofar as practicable rotors of U.3.
and British versions of the BRUTUS crypto-
system be physically and coryptographically

- interchangeable and that to this end the
British should adopt one or more of the
sizes to bs used by the U.S.' Further,

" that all data, manufacturing, end wiring
details be furnished to the British for
this purposs.®

9, - Appeqdix A, Temporary Improvement to the Ixisting CCN.

@, Paregraph (a),.delete "henceforth" and substitute
"as soon as practicable". Second line, insert
vexisting™ between "each" and "CCM". Delete
second sentence. Delete last sentence in paren-~
thesis,

b:; Peragraph (b), delete "after suitable rotors be-
come available". . : ) ;
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The Executive Committée then agreed that the following
amendments would be made to the Report to the British and
US Chiefs of Staff by the Britis S Communication Security
Exploratory Confersnce:

© 1., Amend the- title tb read as follows:

"REPORT TO THE. BRITISH AND US CHIEFS OF STAFF BY

. 2, Delete "Exploratory Conforenoe for thé"™ from the
?headlng immediately below the title. Subparagraph (e), in-
sert "Communication" between "of" and "Intelligence"

3. Amend paragraph 2 to read as followso

n2, Summeries of the proceedings at the meetings
which followed have been pregared and these are held
both by the Director; Armed Forces Security Agency,
. Washington, and the Secretary, Cypher Policy Board,
London, 1In our estimation this conference has been
~of unquestionsd value not only in the field of Com-
bined Communications Security but also in the field
of US and British Intra-Communications Security."

L. - Amend paragfaph 3 to read as follows:
"3, It is recommended:

(a) Thut immediately and on a continuing
basis, there be complete interchange
of the techailcal details of the sys-
tems discussed in this coaference.
This should include technical visits.

{b) That discussion and interchange of
‘technical information on certain
other items of combined interest, such
as the security aspects of IFF, authen-
. . ticatlion systems, be authorlzedo

(c) That security evaluations be made and
exchanged on all items discussed.

(d) That the U.S.<U.K. JCEC consider and
resolve as a matter of urgency the
operaticnal requirements in all fields
of Combined Cryptographic Communications.

13
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"{g) That there bs annual conferences on .
these subjects for the next four years,
to be hsld alternatsly in London and
in Waeshington, the first of these to
take place in London in approximately
nine months time."

5. Amend paragraph 4 to redd as follows:

"4, The general recommendations in paragraph 3
. above together with the dstailed conclusions of the
Conference which ars attached as Appendix A to this
report are submitted for the approval of the British
and U. S. Chiefs of Staff.”

"6. Appendix A, paragraph A.{2), Insert "of the fore-
 .golng" between "any" @nd "purpose®, changlng "purpose" %o
. read "purposes”. Before the word "possible" insert "some".

7.  Appendix A, paragraph A.(3), amend 2nd sentsnce to
read, in part: "Some possible devices are:"

8. Appendix A, paragraph B, amend to read, in part,
as follows:

*B. Merchant Sﬂip Telegraphic Systems -

A machine system of at least equivalent security
but faster than Cursex, whioh is under consideration,
should repleace it, when availabls, and that such a
system should be selectsd within the next 12 months°
Some possible devices are:"”

9, Appendix A, paragraph 0(2)9 insert "some" before
possibls'

10, Appendix A, paragraph 0(3), insert "some"” before
"possible”.

11, Appendix A, paragraph 0(3)(b) delete "BCM 7" and
substitute "7=-rotor BCM".

12, Appendix A, paragraph D(3)9 insert "Some® before
"possible", .

14
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13: Appendix;k,'add new paragraph E as follows:

. "E. Teleprinter Systems for the Exchangé of Communication
| TnEeEIigenoe %Eferiai

(1) If thers is to be an immediate substitution for
ROCKEX a selection can be mades from the following machines:

ASAM 2-1
SUoC 006 _ .
(2) Elther machine is available in sufficient quan-
tity to meet ocurrent requirements in the exchangs of in-
telligence materisl.”

The mesting adjourned at 1717.

15
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BRUSA COMSEC CONFERENCE
Executive Committee
AGENDA
For mesting to bo hald &t 1400, 25 Octobsy 1990

Approval of Finad Minwtes of Trird Exeoutive Comdttes losting.
Consderstion of Third Repars GZ Subocamittos Ae

Consideration of Secand Repart of Suboommittes B

Mr. Friednsn's repart on patent problems.

Consideration of the proposed Report to ths U.S, and UK. Joimt
Chiefs of Staff by the BRISA Commmnication Conferencs.
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18 Qstober 1950
(EMORANDUM FOR MEMBEFS OF THE EXECUTIVE COMRMITEER

SUBJECTs Scheduled Msetings of the Exssutive Committes, BRUSA
Commmndgation Sgsuzity Gmﬂamn

p S mzmmmozmwwm,
memwcmmmm:

LUK 25 Octobar 1950, lseting of Condinaed Exsentive Commiticse
1400 27 Ostober 1950, Final Meoting of Cexbinsd Emssutive
Camsitten

2, Mootings W1l be held in Room 12, WAVSECSTA.

3. For your information the fimal plenary sossica has bsen '
Maammo, Friday, 27 Ogteber 1950, in Room 1212, NAVSECSTA.

%ﬂ« QQMJM-

WILLIAM ¥o PRIEDHMAR,
Chaixmen, w'n
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BRITISH = UNITED STATES COMMUNICATIONS SECURITY CONFERENCE

MINUTES OF ’ 1

The Third iMseting of the Executive Commlttes of the Bri-
tish - United States Cnmmunications Sscurlty Conference was
held at 1400.on 11 October 1950 im Room 1212, U. S. Navy
Security Statiom, Washington, D. C. '

Representatives Present

United States: United Kiggdom

Mr, ¥. F, Friedman, Chairman Mr. T. R W, Burton Miller
Rear Admiral Barl E, Stone, USN Captain, the Zarl Cairns; R.N.
Captain L, F. Safford, USN Brigadier John H, Tiltman

Ceptain J. S, Harper, USN
Lt, colo.Gq Vo J'Ohnso’n, UsA
L%, Col. R, H., Horton, USA
Major G. E, Parr, USAF

Dr. A, Sinkovw .

. Seeretariat

Lieutenant J. W. Pearson, USN
Miss Catheriae M, Johnson
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ITEM 1, APPROVAL OF MINUTES OF FIRST AND SECOND MEETINGS:

MR, FRIEDMAN 1nquire& if there were aay comments Or
corrections to be made to the Minutes of the First and
Second Meetlings.

There were none.

The committee appruved the ninutes of the First and
Second Leetingso

MR, FRIEDMAN made referemce t0 a part of- the minutes of
-the First Executive Meeting which rsad as follows:

",e00. Making referesnce %o the background statements
that he had read at the First Meeting of the Plenary
Committee, Mr, Friedman inquired 1if 'the British
Delegation had any objections. or comments to make,
particularly with regard to the articles quoted from
the agreements, "

"Mr. ¥iller replied that his Delegation had no com-
ments on the articles quoted from the agreements,
but that they would like %o make certain thut they
understood them.?®

He inquirsd of Mr, Miller as to whether he had had an
opportunity to study the artlicles in question..

I.R. MILLER replied in the affirmative, und stated that he
would like to make certuin thut his interpretation of the arti-
cles was the sume as the U.S. interpretation. He continued by
explaining that it was his understanding, thuat if British Au-
thorities desired to copy something from a U.S. plan or device,
they could do so without waiting for detailed negotiations be-.
tween the two Governments, provided that arrangemsents were made
with regard to patent rights.

_ MR. FRIEDMAN stated that he thoupht Mr. Miller was corract,
but added that he would like %0 review Article VI as follows:

"l., The two contracting Govermments will negotiate
appropriate arrangements between them respecting respon-
sibility for claims for the use or infringement of in-
ventions covered by pateats or patent applications,
trademarksD or 00pyrights, or other similur claims
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"arising from the use of devices, processes,.or
technologicul iaformation in connection with equip-
ment, materfals or services furnished pursuant to ,

- this -Agresement, or furnished im the interests of pro=-
duction undertaken by agreememt between the two coa-
tracting Covernments on iaplementation of the pledges
of self-help and mutual aﬂd contained ian the North
Atlantic Treaty." .

He continued by sayiug that he had requested the patent
section of thepOffice of Resesarch and Development to make a
study which would help to clarify amy questions which might
arise, He astated that he had not yet recelved the report,
but would have it ready for presentation at the mext -
meeting of the Exe¢cutive Committes. .

CAPTAIN HARPER remarked that he thoupht trat 1t was

| generally considered that experimentation was the same as

research, and as such did not come within the seope of
patent rights. He added that patent rights pertained to
-construction or use for commercial purposes.

MR- MILLER agreed, but stated that he was.of the opinion
that the matter went Ffurther than thet; he explained that hse
thought that one Goverament might copy the patents of the otber,
as long as the pateat copled were used for purely goveramental
service., He continued by saying that patent- rights were in-
volved when g Government sells the putent to a commercial firm,
or when they try to profit from 1it.

#MR. FRIEDMAN commented that the understanding ¢thut U.S.
Authoritlies had with respect to the protection of information
was that it would not be published in a journal, He stated
that he thought the arrangement was of a reciprocal nature.
that 1s, if the British Goverament desired to incorporate cer=
tain things for purely British Governmental use from ideas
covered by U.S. patents, then the U.S. Government would be
free to make similar use of ideas covered by British patents.

CAPTAIN HARPER stated that he wasn't sure if Mr, Friedman's
remarks wers entirely correct. He pointed out that some patents
were taken out in an individuals name, and the Government was
given full and free use of them, but that this didn’'t mean that
the opposite government would have free usage of tlem. He added
that probably the same thing was true from a British standpoint.

CAPTAIN SAFFORD remarked that the Government had the

right to transfer the use of a patent to another Government
on its own terms.




MR. FRIEDMAN stated that there was a paragraph in the lLend-
Lease Law to the effect that the U.S. Government would undertake
to protect the rights of inventors under the Lead-Lease arrange-
ments. He added that he thought it a gquestion for the lagal

eOple tD answer.

. CAPTAIN HARPER stated for the sake of the record, that
he was of the opinionm that ‘the usage of ‘any idea for ressarch
purposes is unrestriqted except as &0 publication for the sake
of securitye '

.. KR. FRIEDMAN stated that he thought that, in anyg event,
many pregcedents could be found from World War II, He reiterated
that he would have the report from the legal section which he
would present to the Committes at the next Meeting.
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ITEM 2. CONSIDERATION OF THE SECOND REPORT OF SUBCOM/ITTEE "A".

MR. FRIEDMAN requested Captain Safford to present the
second report of Sub-Committes "A®.

- CAPTAIN SAFFORD recalled that the first¢ report of Sub-
Committee "A" had covsred the encryption of literal texts. He
remarked thut the next item that the Committsee had considered .
wag the question of the emeryption of numerals plus "XV op
"Slash" for purposes of weather, and pointed out that the Com-
nittes had -agreed that the necessary facility should be pro-
vided as soom as 1t is available where reguired.

: With respect to Eneryption of Letters, Plus Numerals, Plus
Certain Other Teleprinter Charuacters, Captain SAFFORD stated
that the Committee -had not been able to come to complete agree-
ment due %to the fact that different operational requirements
were lnvolved. He continued by saying that a pessible compromise
between these conflicting developments had recently been .put for-
ward from the U. S, side, and a working purty consisting of him-
self, Commander Seiler, Commander Linn, Lt. Col. Henn-Collins,
and Mr. Jolley hud been sppointed to investigate the proposal.
He added thut oa Friday, 20 October 1950, he planned to escort

. the British members of tlie working party on a visit to the Tele-
type Corporation where the PCiM (CSP 4700) and the new Off-Line
Automatic Equipment (CSP 5000) were under development, and that
the working party would resume 1ts discussions on Mondsy, 23
October 1950, and would report in due course t0 Sub-Commlittee
"A", He pointed out thut this was the oaly point to be cleared
up, and thut 1t would necessitate the reconvening of Sub-Com-
mittee "A" for the purpose of rendering a final report and re-
commendations on this point alone; he remarked that if no firm
understanding could be reached, then Sub-Committee "A" would
have t0 submit some kind of a recommendation to defer decision
for approximately a year.

In the way of explenation, MR, MILLER pointed out that Bri-
tish operational people had asked for encipherment of the whole .
teletypewriter series, but that the U. S. requirement was basical-
ly for the encipherment of letters and numerals only.

, MR. FRIEDMAN inquired of Captain safford. if this would
" apply to the BCM.

" CAPTAIN SAFFORD replied that it would have application to
the new BCM. He explained that agreement had been reached on
the BCM principle, and that it had been accepted as far as the
CSP 4800 was concerned. He pointed out that the BCM had been
accepted, and that it would be sent to London with no strings
attached, but that this other matter was in addition to that in.

4
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that it was being recommended thet theéy go one step further,
and make provisions for the encipherment of numerals, "X" or

"Slash".

CAPTAIN SAFFORD commented that the next report of Sub-
Committee "A" would deal with the matter in greater detail.
He pointed out that the Army and Navy desired a smaller and
l1ighter machine, and that, particularly from a Navy stand-
point, it would be advantageous t0 use the same muchine for
iow a3 well as high echelon appliesations.

. ADMIRAL STUNE remarked, that since. this matter remained
to be cleared up, he saw no reason for having ths. Executive

and Plenary Meetings scheduled for Friday.

. ‘CAPTAIN SAFFORD commented that while the remaining point
was a small one in itself, it was-a very importunt ome with
respeet o the construction of the machlne.

DR. SINKOV stated that since the working group would deal
altogether with the exchange of information on the COMINT side,
it might be well to glose the work of Sub-Committes "B" by
transferring the teleprinter problem to the next Conference.

. MR, FRIEDMAN replled that he did not bvelleve such action
would be valid, since the COMSEC Comference had besn authorized
by the Joint Chlefs of Staff only for the exchange of crypto-
graphic principles, and for action in regard to a replace-
ment for the CCii, This vliew was shared by other members of

the Ixecutive Committes. :

MR, FRIEDMAN then stated that if it were agresable to the
Committee the Executive ani Plenary Committee lMeetings
scheduled for 13 October 1950 would be cuancelled. -

The Committes agreed.

MR, MILLER stated that it was his understanding that after
Sub-Committee "A" had submitted its 3rd report, and after Sub-
Committee "B" had submitted its 2nd report, them there would be
a final meeting of the Executive und Plenary Committees.

MR, FRIEDMAN agreed, and inquired if the Committee ap-
proved the Second Report of Sub-Committee "A",
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- CAPTAIN HARPER suggested that the use of PGM in the re- .
port might be confusing to both British and U, 3. representa-
tives. He pointed out thet PCM meant “"pulse code modulation"
which was used in a considerable aumber of machines,

MR, MILIER remarked that if quotation marks were placed
around PCM it would be acceptable ©O himo

. MR, FRIEDMAN suggested that the. abbreviatiomr HBCM be
used in place of PCM; he requested Cuptain Safford to comment.

CAPTAIN SAFFORD explainmed that the muchine hud been called
a miniature cipher machine, and that the word "portable™ had
been used to describe the mashiaes dus to the lack of a better
word. He added that they had mot been conocerned with the "pulse
code modulation"

DR, SINKOV suggasted thut the. parsns be removed from
around "CSP 4700", and that PCM be deleted altogethoro

ADMIRAL STONE remarked.thut he had seen the title BCM = 7
-used in one of the papsrs, and suggested that possibly BGM#?S
would be an appropriate desigaation,

CAPTAIN HARPER observed thet SBOM misht be a better
designation, -

CAPTAIN SAFFORD steted thet the desiznation used in con--
tructs with the Teletype Corporation was PCM.

DR. SINKOV pointed out that PCHM was used in the report of
Sub-Committes "B" as well as in the report under consideration,
and that he thought it might be well to be consistent throughout.

MR. FRIED!MAN inquired if the Committee were agreeable to
adopting Mr. Miller's suggestiony viz, that quotation marks
be placed around the designation PCM throughout both reportso-

The Committes agreed,

MR. FRIEDMAN then asked 1f the Committee were agreeable
to accepting the Socond'Report of Sub-Committee "A", as amended.

The Committes agresd'to accept the report as amended. .

MR, MILLER recalled that a suggestion had bsen made that
a common title for the 7-rotor BCM crypto-technique be adopted;
and thet the codeword "BRUTUS" had been proposed. He axplained
that he had signalled GCHQ ia the premises, and had receivaed a
favorable reply. He added that he felt that this matter came
under the coganizance of Sub-Committee "A" but stated that it
might be well for the Executive Committes to know that the
word was acceptable to the Britisho
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CAPTAIN SAFFORD stated that he could not state defimitely,
but that it was his understanding that "BRUTUS" was being used
elsewhere in the U, S. Armed Foroes, however, he added that it
was not used erypto-wise.

ADMIRAL STONE suggested thet the U, 3, delegation accept
the word "BRUTUS" subject to determining whether it 1s alrsady
being used.

. CAPTAIN SAFFURD recommended that the word "AJAX" boe adopted
ag the designation for the present CCM in eany of its forms. He
inquired whether Mr. Miller could request clearansce osm "AJAX™
as well.

MR. MILIER replied in the affirmative, stating that he
would do so by signal. ' o

MR, FRIEDMAN inquired if the Committes were agreeable to
proceeding on the basis that "BRUTUS" would be adopted as the
designation for the 7-rotor BCH orypto-technique, subject to
the determination that no conflict exists inm U. S, terminology;
and that "AJAX™ would be adopted as the designation for the
present CCM in any of its forms, subject to the determination
that no conflict exists in British terminology.

The Committes sO agreed.

CAPTAIN, THI EARL CAIRNS inquired if the aforementioned
designations would be stumped on the machines.

GAPTAIN SAFFORD replied thut they would be used in en
unrestricted status in correspondence, on key lists, imstruc-
tions, and name plates.

MR. MILLER inquired if the word "AJAX" would signify the
5-rotor CCM crypto=technique employing standard rotors with
nop-rotating cam-contours,

DR, SINKOV replied in the'negativeg explaining that "AJAX"
denoted the baslc crypto system regardless of the rotors
involved. ' '

. MR. FRIFDMAN remarked that certain ‘AJAX"crypto techniques
might be interchangeable with another"AJAX"using the same cam
contours, He pointed out that if one didn’t use them and the
other did, it might result in confusion. .

MR, MILLER commented that it had been agreed that rotors
should be standardized insofar as the BCM was concerned. He
explained that the PCif machine included the BCM technique but
that the British would not want the responsibility for producing
rotors of the size presently employed in the PCH,
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DR. SINKOV stated that he thought that Mr. Miller was
speaking of two wholly different soncepts of the word "BRUTUS®
a8 applied %o a crypto system which uses a different mechanism.
He added that it might cell for different size rotors.

MR. MILLER replied that "BRUTUS" was employed in both the
PCIi and BCM, and inquired if 1t were agreed that only BCM ro-
tors would be interchangesble between the British and U, S.

. MR. FRIEDIAN inquired of Mr. Miller if he desired a note
in ths record to the effect that he (Mr, Miller) was not pre-
pared to commit himself regarding the interchangeability of
BCM and PCM rotors. . : '

M, MILLER replled in the affirmative.
CAPTAIN 3AFFORD remarked thut es far as the PCM was con-

cerned, there was no reason for believing that the rotors would
be eny dlfferent from anything else.




ITEM 3. CONSIDERATION OF THE FIRST REPORT OF SUBCOMMITTEE "B".

MR. FRIEDMAN requested Dz, Sihkov to present the first
_report of Sub-Committes "B". -

DR. SINKOV stated that he regretted that tha report had
not been aveiluble at an earlier date, but explained that the
-last meeting of the Sub-Committee had been held. the previous
day. He pointed out that the reéport wes not yet complete im
that brief descriptions of the squipments mentioned wsre belng
prepared, and would bs attachad %o the report as anpendices°
He then read the report to the Gommittee.

Iuking refersncs %o paragraph 2 of the rsport, Captain
SAFFORD inquired if there wepe any reaspn for omitting the
- Stromberg-Carlson TSS Ciphony System from-that list. He
pointed out that there was no technical deseription of the
equipment avallable at this timeo -

MR. MILIER imquired if there wouzld be an opportunity to
discuss this equipment or to demonstrate it.

CAPTAIN SAFFORD replied that it would be very worthwhile
to have Lt. Col. Henn-Collins examine the equipment.

DR, SINKOV pointed out that a number of equipments had
been discussed without having besen seen, amd suggested thut
someone who is fumillar with the device might explain its
design principles and operatioan,

. MR. MILLER suggested that this item be incliuded in the
second report of Sub-Committee "B".

ADMIRAL STONE said thut he thought Dr, Siokov and Cap-
tain Safford should examine the facts, and bring the matter
up at the next mseting.

MR, FRIEDMAN inquired if the Committee were agreeable
to including this item in the next report of Sub-Committee "B".

The Committee so agreed,
The 3Ixecutive Committee considered the first report of
Sub-Committee "B” in its entirety. A3 a result of this con=

sideration it was agreed that the following changes would be
made (Comments are included where appropriate):

9



1, Ttle - Change - to read: "First Report of Sub-
Committee "B"™ to the Executive Conmittee,"

2 Paragraph la = amend to read:

o "jou,Eoasien, (lackgtog sacs vop,

cluding combined assault codes and
tactical systams ror all military
Services."

3. Paragraph 2 - amend to read as follows:

'"2. During the course of the diacussion and
demonstrations 33 crypto systems were considered.
Technical descriptions of 29 of these ure included
in the appendices as follaws:

MACHINES CIFAX CIPHONY HAND SYSTEMS
a. AFSAM 7 f. ASAX 2 h. ASAY 4 m. ASAD'1
. b, AFSAHM 9 g, NRL Cifux 1. ASAY 6 n. Running Key
U.3. ¢, 7 Rotor BGM Jo ASAY 8 Cipher
"d, "POM" S k. AN/TRA 16
e. MOM- X. Tss
0., Kercury U, METFAX v. Hallmark y. Playfex
. p. Concert ' w. Sorgerer z. Ligex
U.K. q. Rollick %. D 70 da. Cursex
r. Singlet _ o bb. Otmetco
. 8. Pendragon : _ cc. Alametco
to UP 1 '

"Four others, the ASAM 2-1, the CCM, the Strip Cipher, and
the M=209, have no degseriptions attaohed because of their
femilier status in both countries. Brief mention was mads
of a modification of the M=209 which has been proposed by
Hagelin, A description which he has submitted is included
in the appendix, The appendix also includes some mis-
cellaneous notes on general items.”

L. Paragraph 3 - amend to read as foiluws:

"3, None of these cryptosystems was subjected
to serious dsliberation as fer as security is con-
cerned und on many of them no security studles have
yet been mude, It is the aim of the Sub-Committee
that these .systems shall all receive security eval-
uations during the interim between the close of this
conference and the opening of the next." '




5 Paragruph L - add the following seantense at the énd
of the paragraph:

"Phis agreement would 1limit the number. of
different types of rotors employed and thereby
facilitate the interchungeability between U.K.
and U.S, souzces,"

- 64 Paragraph 5A . amend to read in part as follows:

A, Low Echelon (1mluding Minor “Jar Ves-
sels) Telegraphis systems - including combined
assault codes and tactical systems for all
military Services.”

7. Paragraph 5A3 - amend to read as follows:

"3, We ‘'note that both US and UK huve a
number of new machine systems under develop=
ment, but that nome of these is likely to be
availuable for general combined use before 1954."

8. Paragraph 5Aka - amend to reud as follows:

"a. No machine system is likely to be
available for general combined use hefore
1954." . '

90_Paragraph 5A4b = delets "devices" and substitute -
*gystems". .

10; Paragreph 5ALc - enclose PCM in quotstion marks. .
11, Paragraph 5B2 - amend to read as follows:

"2, e recommend that a machine system of
at least equivalent security but faster than
Cursex should replace it, when available, and
that such a system should be sslected within
the next 12 months, Possible devices are:

"PCM™
P 1
AFSAY 7
" MCM"

12, Paragraph 5C3 - amend to read as follows:

"3, ¥e note that with the exception of the
Alr-Ground systems nope of the systems under de-
velopment is likely to be aveilable for general
combined use before 1954." :




13,

4o

150-

Le;

17.

18,

19,

20,
21,
22,

23,

Paragraph 5C5a - delete " éay, 1953.," and
substitute %1954 ."

Paragraph 565b(2) - add "Pencil and paper
systen for very low
echelon purposes. "

Paragraph 5C5b(3) - delete "(to be described
: under Itam B)"-

Paragraph 5C5e¢{2) = enclose PCM 1n quotation
. murks. Add following %0
end of list: "Pensil and

paper systems."

Paragraph 5C5¢{&) -lamend.to'read as follows:

.w(4) Cifax - ASAX 2
NRL Cifax
METFAX"

Paragraph 5C5¢ - delete "this category" from
the Note at the end, and sub-
stitute "category (4)%.

Paragraph 5D2 - amend to read as follows:

"2, Yo note that both the UK and the US. have
a number of nsw systems under development dbut that
none of these 1s likely to be available for general
coubined use before 1954."
Paragraph 5D3a - delete ", say, 1953." and sub=
* stitute "1954." '

Parugraph 553c(1)'= 1nseft "can_be used only" be-
tween "attachment;" and "over”.

Paragraph 5D36(3) - delete "tachical” and sub-
stitute "tactical®,

Paragraph 6 - amend to read as follows:

"6, The Subecommittee has the following
recommendations to make:

"a, That immedlately and on a continuing
basis, thers be complete lnterchangse of ths tech«
nical detasils of the systems discussed in this

exploratory coni‘arenceo This should include
technical visitaq '

12




"hH, That discussion and interchange of
technical 1lnformation on ¢éertain other items of
combined interest, such as the security aspects
of IFF and authentication systems, be authorized.

S, That segurity evaluations bes made and
exchanged on all items discussed.

' "d, That a copy of the final report of the
conference be submitted to the U.S.-U.K. JCEC and
that the U.S.<U.K, JCEC be requested to consider
anl reseolve as a matter of urgeancy the operational
requirements in all fislds of Combined Crypto-
graphic Communications :

‘ng, That there be aanual conferences on
these subjects for the next four years, to0 be
held alternately im London and in Washington,
the first of these to take plaae in London in
apnroximately aine momtha time, "

With rGSpect to future meetings, Mno MILLER suggested
that the Executive Committes meet after Sub-Committee "B" had
made its second report so that if the working group had any-
thing of interest to report, they could do so at that time,
He added that it might Ye desirable to pass a copy of the
conclusions to the COMINT Conference for their information,
He pointed out that he suw no need for the lxecutive Com-.
mittee to meot again until after the Sub-Committees had sub-
mitted their next reports,: which would be sometime after 23
October 1950, _

MR, FRIEDMAN inquired if there wers any objections to
Mr, Miller's suggestions.

There ware nons.

The meoeting adjourned at 1625$




MEMORANDUM FOR THE MEMBERS OF THE EXECUTIVE COMMITTEE:

Sub ject: Tentative Minutes of the Third Meeting.

1. The subject minutes are forwarded here-
with for your consideration.

2, Please udvise the Secretariat, located
in Room 19-211, U, S, Navy Security Station, (Tele-

‘phone: Code 131, extension 6035&) of your comments

and/or concurrenca.

74 .
Jda Wo PEARSON
H. D. JONES
Secretariat
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BRITISH - UNITED STATES COMMUWICATIONS SECURITY CONFERENCE

MINUTES OF
' /
/ ,/ 15 THIRD MEETING OF THE EXECUTIVE COMMITTHLE

' / The Third Meeting of the Executive Committes of the Bri-
// /%ish - United States Communications Sescurity Coafersnoe was
; / held at 1400 om 11 Oetober 1950 in Room 1212, U, S. Wavy
// Security Station, Washington, D. C.

/

Repressntatives Preosgent

| United States United Kir_lgdom

Mr., Wo Fo Friedmen, Chalrmen Mr. To Ro W. Burton Miller
Rear Admirael Earl E. Stone, USN Captain, the Zarl Cairns, R.W.
Captein L, F. Safford, USN Brigadier Joha H, Tiltman
Captain J. S, Harper, USN ' :

. L. Col. @, V, Johnson, USA '
Lt, Col. R, H. Horton, USA
Major G. E, Parz, USAF
Dr. A. Sinkov

. Seeretariat

Lisutenant J'., ‘W, Pearson, USN
Misg Catherims M, Johmsoa




ITEM 1, APPROVAL OF MINUTES OF FIRST AND smcom) MEETINGS:

MR, FRIEDMAR 1nquzred if there wers any commsnts or
corrections to be made to the Minutes of the Plirst and

Second Meetings.
There were nbme;

The Committes approved the minntes of the First and
Second Leetingso-

MR, FRIEDMAN made reference to a part of- the minutes of
the First Executive Meeting which read as follows:

Moeeoeo making refersnce to the background statements
that he had read at the First Meeting of the Plenary
Committee, Mr, Friedman inquired if 'the British
Delegution had any objections or comments to make,
particularly with regurd to the articles quoted from
the agreements."™

"Mr, Filler replied that his Délegation had no com-
ments on the articles quoted from the agreements,
but that they would like %o make certain thut they

understood them."

He inquired of Mr., ¥iller as to whether he had had an
opportunity to study the articles in question..

}R. MILLER replied in the effirmative, and stated that he
would like to meske certain thut his interpretation of the arti-
cles was the sume as the U.S, interpretations He continued by
explaining that it was his understanding, thut if British Au=-
thorities desired to copy something from a U.S. plan or device,
they could do so without waiting for detailed negotiations be-.
‘tween the two Governments, provided that arrangements were made
with regard to patent rights,

MR, FRIEDMAN stated ‘that he thought Mr. Miller was correct,
but added that he would like %0 review Article VI as follows:

"l. The two contracting Governments will negotiate
appropriate arrangements between them respescting respon=-
sibility for cleims for the use or infringement of im-
ventions covered by patents or patent applications,
trademarks, or copyrights, or other similar clainms




"arising from ths use of devices, processes,.or -
technologleul information in connection with equip-
ment, materials or servises furnished pursuaant to ,
-this -Agreement, or furanished in the lnterests of pro-
duction undertaken by agraememt between the two con-
tructing Governments on implementation of the pledges
of self-help und mutual aid contained in the North
Atlantie Treatyo" .

He contimued hy saying that he h&d reques@ed the patent
ssction of the Office of Resesarsh anmd Development to muke a
study which would help to clarify amy questions which might
arise. He stated that he had aot yet received the rsport,

. but would have it ready for presentation at the next
meeting of the Lxecutive Commi ttes. .

CAPTAIN HARPER remarked that he thoueht that it was
generally considered that experimentation was the sume as
research, and as such did not come within the scope of
patent rivhtso He added that patent rights pertalned to
construction or use. for commercial purposes,

MR, MILLER agreed, but stated that he was of the oplnion
that the matter went further than that; he explained that he .
thought that one Goverament might copy the patents of the otber,
as long as the pateant copled werse used for purely. goveramental
service.  He continued by saying that patent risghts were in-
volved when a Goverament sells the putent %o a commercial firm,
or when they try to. profit from 1it.

MR, FRIEDMAN commented that Ghe understanding thut U.S,
Authorities had with respect to the protection of information
was that it would not be published in a journal. He stated
that he thought the arrangement was of a reciprocal nuature,
that 1s, if the British Goverpoment desired ¢0 incorporate cer-
tein things for purely British Governmental use from ideas
covered by U.5. patents, then the U.S. Government would be
free to make similar use of ideas covered by British pateats.

CAPTAIN HARPER stated that he wasa't sure if Lr, Friedman's
remarks were entirely correct. He pointed out that some patents
were taken out in an individuals neme, and the Govermment was
given full and fres use of them, but that this didn’t mean that
the opposite government would have free usage of them. He added
that probably the same thing was true from a British stundpoint.

CAPTAIN SAFFORD remarked that the Govermment had the
right to trensfer the use of a patent to another Coverament
on its own terms.




MR. FRIEDMAN stated that thers was a paragraph in the Lend-
Lease Law to the effect that the U.S. Goverament would undertake
to protect the rights of inventors under the Lead-lLease arrange-
- meats. He added that he thought it a question for the legal
people to answer.

; CAPTAIN HARPER stated, for the sake of the record, that -
he was of the opinion that the usage of ‘any idea for research
purposes is unrestri@ted except as to publication for the sake
0f sescurity. ' .

. MR. FRIEDMAN stated that he thought that, in any event,
many precedents could be foumnd from World War II., He reiterated
thet he would have the report from the lesal seotion which he
would present to the Committee at the next NMeeting.




ITEM 2. CONSIDERATION OF THE SECOND REPORT OF SUBCOMVITTEE “A".

MR. FRIEDMAN requested Captain Safford to present the
second report of Sub-Committes "AY,

- CAPTAIN SAFFORD recalled that the first report of Sube
Committes "A"™ had covered the emcryptica of literal texts, He
remarked that the next item that the Commitbes had considered .
was the question of the encryption of numerals plus "X" or
“Slash" for purposes of weather, and poiamted out that.the Com=
mittee had agreed that the nscessary facility should be pro-
vided as soom as i¢ is available, where required. .

: With respect to Encyryption of Letters, Plus Numerals, Plus
Certain Other Teleprinter Charucters, Captaim SAFFORD stated

that the Committee had not bsen able to come to complete agree-
rent due to the faot that different operational requirements

were involved. He continued by saying that a possible compromise
between these conflicting developments had reecently been put for-
ward from the U. S, side, and a working party consisting of him-
self, Commander Seiler, Commander Linn, Lt, Col. Henn=0011ims,
and Mr. Jolley had been zppointed to jnvestigate the proposal.
He added thut oa Friday, 20 October 1950, he planned t0 escort
the British members of the working party on a visit to the Tele-
type Corporation where. the PCM (CSP 4700) and the new Off-Line
Automatic kquipment (CSP 5000) wers under development, and that
the working party would resume its discussions on llonday, 23
October 1950, and would report in due course to Sub-Committes
“A". He pointed out that this was the only point to be cleared
up, and that 1t would necessitate the reconvening of Sub-Com-
mittee "A" for the purpose of rendering a finsl report and re-
commendations on this point alone; he remarked that if no firm
understanding could be reached, then Sub~-Committees "A" would
have to submit some kind of a recommendation to defer decisiom
for approximately a ysar.

In the way of explenation, MR. MILLER pointed out that Bri-
tish operational peop{e had asked fTor encipnenment of the whole
teletypewriter series, but that the U, S. representatives desired
the encipherment of numerals only°

. IR, FRIEDMAN inquired of Captain Safford if this would
'apply to the BCM.

CAPTAIN SAFFORD replied that it would have application to
the new BCM., He explained that agresment had been reached on
the BCL principle, and that it had been accepted as far as the

SP 800 was concerned. He pointed out that the BCM had besn
accepted, and that it would bs sent to Londoa with no strings
attached, but that this other matter wes in additlon to that in




" that it was being recommended that they go one step further,
and make provisioms for the eneipherment of numerals, “X" or
"Slash".

MR, MILLLR pointed out that British operational people
hnd asked for & machine which would provide encipherment of
upper ani lowsr cuses, both letters and numerals, but that
the U.S. operational people did nmot desire full teleprinter
sécommoiations in that they wers only Lmterested in the
Jower case.

/- CAPTAIN SAFFORD commented that the next report of ‘Sub-
/ Committee MAY would deal with the matter in greater detall.
/ He polnted out that the Army and Navy desired u-smaller and
' lighter machine, and that, particularly from a Navy stand-
polnt, 1t would be advantugeous to use the same machine for
10w as well us high echelon applicationsa

-/' ADMIRAL. STONE remarked, that since this matter remainod
'to be cleared up, he saw no reason for having the Executive
/ and Plenary Meetings scheduled for Friday.

CAPTAIN SAFFORD commented that while the remaining point
was a small one in itsslf, 1t was a very important ome with
: respect to the coanstruction of the machine.

DR. SINKOV stataﬂ that sinoce the workimg group would deal
eltogether with the exchange of information on the COMINT sids,
it might be well to close the work of Sub-Committes "B" by
transferring the teleprinter problem to. the next Conference.

MRo. FRIEDMAN replied that he did not belisve such action
would be valid, since the COMSEC Confersnce had been authorized
by the Joint Chiefs of Staff only for the exchange of crypto-
graphic principlss, and not for action in regurd to a replace=
ment for the CCM. This view was shared by other members of
the Executive Commitéees.

KRo FRIEDMANW then atauted that if it were agreeable to the
Comnittee the Executive and T'lenary Committee leetlngs
scheduled for 13 October 1950 would be cancelled. .

The Committee agreed.,

MR, MILLER stated that it was hls understanding that after
Sub-Committes "A" had submitted its 3rd report, and after Sub-
Committee "B" had submitted its 2nd report, then thers would be
a final meeting of the Ixecutive and Plenary Committses.

k¥R, FRIEDMAN agreed, and inquired if the Committee ap-
proved the Sscoad Report of Sub-Committee "A",



- CAPTAIN HARPER suggested that the use of PCH in the re=
port might be confusing to both British and U. 3. representa-
.tives. He pointed out that PCM meant "pulse code modulation”,
which was used in a considerable number of machines“ '

MR. MILLER remarked that if quotation marks were placed
around PCM it would be acceptables to himo

. MR, FRIEDMAN suggested that the abbreviation MBCM be
used in place of PCM; he requested Captain Safford to comment.

CAPTAIN SAFFORD explained that the machine ‘hud been called
a miniature cipher machine, and that the word."portable" had
been used to describe the machlne due to the lack of a better
word. He added that they had not been concerned with the 'pulse
oode modulation"

DR. SINKOV suggested that the. parans be removed from
around "CSP 4700, and thaut PCM be deleted altogether.

ADMIRAL STONE remarked that he had seen the title BCM = 7
used in one of the papers, and suggested that possibly BGM#?S
would be an appropriate desiganation.

CAPTAIN HARPER observed that SBCM miesht be a better
designation,

CAPTAIN SAFFORD stated thet the-designation used in con--
tructs with the Teletype Corporation was PCM.

DR. SINKOV pointed out that PCM was used in the report of
Sub-Committee "B" as well as in the report under consideration,
end that he thought it might be well to be consistent throughout.

MR. FRIEDVAN inquired if the Committee were agreeable to
adopting Mr. Miller®’s suggestion, viz, that quotation marks
be placed around the designation PCM throughout both reports.

The Committee agreed.

MR, FRIEDMAN then asked if the Committee were agreeable
to accepting the Second Report of Sub-Committee "A", as amended.

The Committee agreed to accept the report as amended.

MR, MILLER recalled that a suggestion had been made that
"a common title for the 7-rotor BCM crypto-technique be adopted;
and that the codeword "BRUTUS" had been propovsed. He explained
thet he had signalled GCHQ 1in the premises, and had received a
favorable reply. He added that he felt that this matter came -
under the cognizance of Sub-Committee "A" but stated that it
might be well for the Executive Committee to know that ths
word was acceptable to the British.
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CAPTAIN SAFFORD stated that he could not state definitely,
but that it was his understanding that "BRUTUS" was being used
elsewhere in ths U, S. Armed Forces, however, he- ad&ed that it
was not used cryptoewiseo ' -

1DMIRAL STONE suggested that the U, S. delegation accept
the word "BRUTUS" subject to determining whether 1t 1s already
being useda .

CAPTAIN SAFFORD recommended that the word "AJAX" be adopted
aus the designation for the present CCM in any of its forms. He
inquired whether Mr. Miller could request clearance on "AJAX"®
as well.. .

MR, MILLER replled in the affirmutive, stating that he
would do so by signal: _

MR, FRIEDMAN inquired if the Committee were agreeasble to
proceeding on the baslis that "BRUTUS" would be adopted as the
designation for the 7-rotor BCHM crypto-technique, subject to
the determination that no conflict exists in U. S, terminology;
and that YAJAX" would be adopted as the designution for the _
present CCM in any of its forms, subject to the determination
that no conflict exists in British temminology.

The Committee so agreed.

CAPTAIN, THZ EARL CAIRNS inquired 1f the aforementioned
designations would be stamped on the machines.

GAPTAIN SAFFORD replied thut they would be used in an
unrestricted status in correSpondenee, on key lists, iastruc=
tions, and name plateso

MR, MILLER inquired if the word "AJAX" would signify the
3=rotor CCM crypto-technique employing standard rotors with
non-rotating cam-contours.

DR. SINKOV replied in the negative, expleining that "AJAX"”
denoted the basic crypto system regardless of the rotors
involved.

MR. FRIFDMAN remarked:that certain AWJAX"crypto techniques
might be interchangeable with another'AJAX"using the sam= cam
contours, He -pointed out that 1f one didn*t use them and the
other did, it might result in confusion.

¥R. MILLER commented that it had been agreed that rotors
should be standardized insofar as the BCM was concerned. He
explained thut if they sasccept the PCM machine and adapt it to
work with the SINGLET, then they would not want the responsi=
bility for standardizing rotors. :



DR. SINKOV stated that he thought that Mr. Mjiller was
speaking of two wholly differsnt conocepts of the word "BRUTUS"
us applied to0 a crypto system which uses a differsent mechanism.
He added that it might call for different size rotors.

' MR, MILLER replied thut "BRUTUS" was employed in both
the PCM and BCM, and inquired if it were agread that rotors
would be 1mterchamgeab1@ for the BCM.

- MR, FRIEDMAN inquired of Mr, Miller if he desired a note
in the record to the effect ¢that hé (Mr. Miller) had no commit-
nent to make with regard to the interchangeablility of BCM and
PCM rotors.,

MR, MILLER replied in the affirmaﬁi?ec

CAPTAIN SAFFORD remerked that as far as the TCM was con-
cerned, there was no reason for belleving that the rotors would
be any different from anything else,




LTEM 3. - CONSIDERATION OF THE FLRST REPORT OF SUBCOMMITTEE "B".

IR. FRIEDMAN requested Dr. Sihkov to pfesent the first
~report of Sub-~Committes "B".

DR. SINKOV stated that he regretted that the report had
not besn available at an sarlier date, but explained that the
-last meeting of the Sub-Committes had been held. the previous
day. He pointed out that the report was not yet complete ia
that brief descriptions of the equipments mentioned were belng
prepared, and would be attachsd to the report as appendices.
He then read the reporm to .the CDmmittee.

Laking reference to paregraph 2 of the report captain
SAFFORD inquired if there wers any reaspn for nmitting the
Stromberg-Carlson TSS Ciphony System from-that list. He
polnted out that there was no technical description of the
equipment avallable at this timeo :

MR. MILIER 1mquired if there would be an opportunity to
discuss this equipment or to demonstrate it.

CAPTAIN SAFFORD replied that it would be very worthwhile
to have Lt. Col. Hean-Colllns examine the equipment.

DR. SINKOV pointed out that a number of equipments had
been discussed without having been seen, and suggested that
someone who is fumlllar with the device might explain its
design principles and operationo

MR, MILIER suggasted that this 1tem be included in the
second report of Sub-Committee "B".

ADMIRAL STONE sald that he thought Dr. Siakov and Cap-
tain Safford should examine the facts, and bring the matter
up at the next meseting.

MR. FRIEDMAN inquired if the Committee were agreeabls
to including this item in the mext report of Sub-Committese "B'",

The Committee so agreed.

The Zxecutive Committee considered the first report of
Sub-Committee "B in its entirety. As a result of this con-
slderation it was agreed that the following changes would be
made (Comments are included where appropriate):




1. Title - Change to read: "First Report of Sube-
Committee "B" to the Executive Committee.”

2. Paragraph la - amend %o read:
s " Lch -oh including migor wap.
@ %ggseis?lTblégrapﬁie gystems - ¥n=
cluding combined assault codes and

tactical systems for all military
Services.”

3. Paragraph 2 - amend to read as follows:

"2, During the course of the discussion and
demonstrations 33 erypto systems were considsred.
Technical descriptions of 29 of these are inciuded
in the appendices as follaws:

MACHIRNES CITAX CIPHONY HAND SYSTEMS
a. AFSAM 7 fo ASAX 2 h. ASAY m, ASAD 1
. b. AFSAM 9 g, NRL Cifax 1. ASAY 6 n, Running Key
U.S. ¢, 7 Rotor BCM Jo ASAY 8 Cipher
"d, "PCM" - - k. AN/TRA 16
e. MCM- . ' L. Tss
D, Lercury u, METFAX v, Hallmark y. Playfex
p. Concert ' w. Sorcerer z. Linex
U.K. q. Rollick X. D 70 aa. Cursex
r. Singlet ' : bbb, Otmetco
. S. Tendragon cc, Alametoo
t, TUP 1 ’

"Four others, the ASAM 2-1, the CCM, the Strip Cipher, and
the M-209, have no descriptions attached because of their
familiar status in both countries. Brief mention was made
of a modification of the M-209 which has been proposed by
Hagelin. A description which he has submitted is included
in the appendix. The appendix also includes some mis-
cellaneous notes on general items,®

4. Parsgraph 3 - amend to read as foilows:

"3, None of these cryptosystems was subjected
to serious deliberation as fer as security is con-
cerned and on many of them no security studies have
yet been mude, It is the alm of the Sub-Committee
that these systems shall all receive security eval-
uations during the interim between the close of this
conference and the opening of the next." o




5 Paragraph 4 - add the followling sentence at the end
' of the paragraph:

»Phis agreement would 1imit the number of

differsnt types of rotors employed and thereby
facilitate the interchangeability between UK.
and U.S. sourses,"

6. Paragraph SA < dmend %o read ino part as follows'

"4, Law Echelon (including Minor “far Ves-
sels) Telegraphiec systems - including combined
assault codes and tactical systems Tfor all
nilitary Services,”

7~ Paragraph 5A3 - amsnd to read as follows-

“3. We note that both US and UK huve a
number of new machine systems undser develop=
ment, but that nome of these is likely to be
availuble for general comblined use before 1954."

8. Paragraph 5A4s - amend to read as follows:

"g. No machine system is likely to be
ivailable for general combined use before
954" - '

9¢_Paragr£ph 5ALb = delete "devices" and substitute
"gystems".

10: Paragraph 5Akc -~ enclose PCM in quotation marks..
11, Paragraph 5B2 - amend to read as follows:

"2, "o recommend that a machine system of
at least equivalent security but faster than
Cursex should replace it, whem available, and
that such a system should be selected within
the next 12 months. Possible devices are:

npEMr

DUP 1

AFSAM 7
" MCM™

12, Paragraph 5C3 - amend to read as follows:

"3, We note that with the exception of the
Alr-Ground systems none of the systems under de=-
velopment is likely to be avuilable for general
combined use before 1954." _

1




13,

4.

15,

16

17,

18,

19,

20,
21,
22,

23,

F 3D ALTLES
"’:¥4E3E§§E=)£?\,n\1. P @

Paragraph 5C5a = delete ", say, 1953." aad
- substitute *1954."

Paragraph 505b(2) - add "Pencil and puper
systen for very low
echelon purposeln

'Pafagréph 5C5b(3) = delete “(¢to be described

under Itern E E)n,

Para fa h 5C56(2) < enclose PCM in quotation
g ph 3t - murks. Add following to
end of list: "Pensil and
puper systems."

Paragraph 5C5¢(4) - gmend_to'read as follows:

.n(L) Cifax - ASAIcif :
NRL ax
MSTFAX"

Paragraph 5C5¢ - delste "this category"™ from
the Note at the ead, and sub-
stitute "cutegory (4)%.

Paragraph 5D2 #_amand to read as follows;

"2, e note thot both the UK and the US, have
a numbsr of new systems under developmont but that
none of these is likely to be available for general
combined use before 1954."
Paragraph 5D3a - delete ", say, 1953." and sub-
* stitute "1954."

Paragraph 5D3¢(1) - 1nsert "can be used only"” be-
tween "attachment;" and "over":

Paragraph 5D3¢(3) - delete "tachical®™ and sub-
stitute "tactical',

Paragraph 6 = amend to read as follows:

"6, The Subacommittoe has the following
recommendations tb make:

"a, That immedliately and on a continuing
basis, there be complete interchange of the tech-
nical detalls of the systems discunssed in this

exploratory conference... This should include
technical visitsv '

12




*b, That discussion and interchange of
technical information on ¢certaln other items of
combinad intersst, such as the security aspectsd
of IFF and authentieation systems, be authorized.

®G . That security svaluations be made and
exchanged on all ltems discussed.

"d., Thut a copy of the final report of the
conference be submiftited to the U.S.=U.K. JCEC and
that the U.S.=U.K. JOEC be requested to consider
anpl resolve as a matter of urgency the operational
requirements im all {islds of combined Crypto-
graphic communicationsn :

‘vg, That there be annual conferences on
these subjects for the next four- years, to be
held alternafely ia London and in Washington,
the first of these to take place in London 1n
approximately nine months time ., "

with respect to future meetings, MRo MILLER suggested
that the Executive Commlttee meet after Sub-Committée "B" had
made its second report so that if the working group had any-
thing of interest to report, they could do so at that time.
He added thut it might be desirable to pass a copy of the
conclusions to the COMINT Conference for their information.
He pointed out that he suw no need for the Kxecutive Come.
mittee to meet again until after the Sub-Committess had sub-
mitted their next reports, which would be sometime after 23
October 1950, _

MR, FRIEDMAN inquired if there were amy objections to
Mr, Miller's suggestions,

There were none.

The meeting adjourned at 1625,
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Exocutive Committes Modting, 3400, 11 Ostoder 1950
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ERITISH - UNITED STATES COMAUNICATIONS SECURITY CONFEEENCE

MINUTES OF

THE SECOND MEETING OF THE EXECUTIVE COMMITTEE

The Second Meeting of the Executive Committee of the
British - United S$ates Cormunications Security Conference
was held at 1000 on 27 September 1950 in Room 17-318,

U, S. Navy Security Station, Washington, D. C.

Fepresentatives Pressnt-

United States United Xingdom
Mr. W, F. Friedman, Chairman Captain, the Earl Cairns, R.N.
Colonel S. P. Collins, USA ' Lv, Colonsl C. A. Henn-Collins
Captain L. FP. Safford, USN Commander J.R.G. Trechman, R.N,

Captain J. S. Harper, USN Brigadier John T, Tiitman
Colonel R. C. Sears, USAF o

Lto c°1°nel R. H. Horton, UsaAa

Lt. Colonel G, V. Johnson, USA

Dr. A, Sinkov '

Secretariat

Lieutenant J. W, Pearson, U.S.N,
Mr, Ho D, Jones
Miss Catherine M. Johnson
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ITEM 1. CHAIRMANSHIP OF COMBINED EXECUTIVE COMMITTEE

MR. FRIEDMAN stated, for the record, that the Chairmanship
for thls particular meeting had been changed, by agresment, from
Mr, Mlller to himself.

ITEMS 2 AND % - BRITISH AND U. S. COMMENTS

MR. FRIEDMAN commented that the draft agenda which he had
prepared was by no means all-inclusive, but would serve as a
basls for discussion, He invited the members to bring up any

- addltional matters which they wished to have considered. He

then asked if any members of the British delegation wished to
comment upon general progress of the Conference to date.

CAPTAIN, THE EARL CAIRNS expressed his opinion that things
were going well indeed. He .sald that the completion of the
Sub-Committee A assignment had taken rather longer than some

. had hoped; however, he thought the Sub-Committee had done a

good job. He added that he would have additional comments
when Item 5 of the Sub=Committee B assignment was considered.

MR. FRIEDMAN said that he thought Sub-Committee A was to
be congratulated for having completed 1ts work in such an
expeditious manner, He referred to the minutes of the first
meeting of the Executive Committes, stating that he had hoped
to have them avallable for consideration at this meeting. He
assured the members that copies would be distributed momen-
tarily, and any proposed changes could be submitted at the next
meating.

ITEM 4. CONSIDERATION OF EEPOLT OF SUB-COMMITTEE A

With regard to the processing of final Conference papers
MR, FRIEDMAN explained that the recommendations of the :
Conference would be subject to approval by higher authority
on the U, S, slde, in that 1t would be necessary to submit
them to the U, S. Joint Chlefs of Staff via the Armed Forces
Security Agency Council. He commented that this would take
time but he thought it could be accomplished within ons month,

COLONEL COLLINS agreed with this estimate, adding his
presumption that the entire Conference report would be for-
warded at one time. '

CAPTAIN, THE EARL CAIRNS commented upon the large amount
of work to be done by 1l January 1965, and said that the soconer
a firm agreement could be reached the better.
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COLONEL COLLINS said that it might be possible to forward
the Conference recormendations in two separate parts, letting
the Sub-Committee A recommendations be submitted in advance of
the remainder oi the Conferance report,

) CAPTAIN SAFFORD explained that the U. S. Joint Chiefs of
Stvaff had already approved and submitted to the British the

proposal for adoption of the 7-Rotor BCM. He said that upon
British approval of the broad proposal, it would be necessary

to obtain ad

ditional approval only on minor dstails.

MR . FRIEDMAN suggested that it might be well, then, to

forward the

Conferencs report in two separate parts.

COLONEL COLLINS agreed, oxplaining that the two separate

matters had

been combined only for convenience.

All members appeared to f'avor this procedura,

MR . FRIEDMAN then stated that, unless there was objection,

it would be

agreed that the report of Sub-Committes A would be

handled as a sgparate matter and would be sent forward for
approval immediately after the Combined Plenary Committee has
reached final agreemant with respect %o it. '

There was no objection to this decision.

MR. FRIEDMAN invited the members'! attention to the report
submitted by Sub-Committee A. He suggested that each member
study i1t briefly before proceeding with a detailed consideration

of 1t.

‘After a brief study the members considered the report in
ita entirety. As a result of this consideration it was agreed
that the following changes would be made in the report as sube-
mitted by Sub-Committee A (Comments are ingcluded where

appropriate):

1. Title - Change to read: "First Feport of Sub-Committee A",

2. Paragraph 7, ILine 3 - delete "Apreements"; insert

3. Par

recommendations .(Comment: It was agreed that the
Sub=Committee could only recommend, Agreement willl
be sought from higher authority.)

agraph 7b - Change to read as follows: "Except by
mutual agreemsent, disclosure of the 7-hotor BCM
principle will be 1limited to the U, S, and to the
British Commonwealth. The British agree to notify
the U, S. authorities when any issue of a combined
7-rotor BCM system is made to a nation of the
British Commonwealth.” .




4, Paragreph 7a(7) = Change to read as follows: "And
_ similar technical matters."

5. Paragraph 7e, final 3 sent¢ncea - Change to read as
follows: "Upon completion of these studies the
U. S, and the U, K. will exchange technical papers
through established channels, If necessary, a
'speclal mesting to reconcile divergent views may
gethe%d in London (or Washington) at some later
ate.

6. Paragraph 7f, Line 2 ~ Change "Purposes” to "Purpoae”.
7. Parsgraph 7f, Line 2 - Change "Agreement” to "Agreements".

8. Paragraph 786 Line 3 - Delete "Given", insert "iade
available", (Comment: Change required for con-
formance to existing laws)

9. Paragraph 7h - Change to read as follows: "Make
avallable to the British the tools and dies for
MARK I rotors (for old TYPEX adapter).”

10. Puragraph 7i - Change to read as follows: "Make
avalilable to the British the tools and drawings
of o0ld TYPEX adapter, new design of TYPEX adapter
rotors with tires, and parts and drawings for new
TYPEX adapter.”

11, Paragraph 8 - Change opening sentence to read as follows:
"The following recommendations were agreed upon '
regarding improvement of securlty of present CCHM
until supersession date: 1 January 1955 as proposed
by the U, .S. JCS in 2074/2 dated 27 December 1949."

12, Paragraph 8¢ = Change to read as follows: "Matters
such aa the rate of supersession and specific times
of supersession are to be left to the established
agencies charged with such matters,”

MR. FRIEDMAN stated that the above changes would be written
into the Sub-Committee A report and distribution would be made
at an early date,

CAPTAIN HARPER asked if this report should be forwarded to
the Plenary Commlittee at once, or held until the submission of
the final report from Sub-Committee A,

CAPTAIN SAFF(RD said that he would prefer to have 1t forwarded
without delay. '

All members agreed,
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'CAPTAIN SAFFORD departed from the meeting.

MR. FRIEDMAN asked i1f anyone wished to examlne the retyped
version of the report just considered, before it was forwarded
to the Plendry Committee.

No one desired a re-examination, and MR. FRIEDMAN assured
the members that every precaution would be taken to insure that
the clHanges were correctly made. He added that copies would be
distributed to all Committee members.

ITEM 5 = PLANNING FOK WORK OF SUB-COMMITTEE B

MR. FRIEDMAN asked Dr. Einkev if he wieheé to comment on
plans for Sub-Committee B.

DR. SINKOV replied that #o concrete plans had besn made, in
anticipation of receiving general instructions from the Combined
Executive Committees.

MR. FRIEDMAN asked Captain, the Earl Cairns if he had any
particular desires with regard to the work of Sub-Committee B.

CAPTAIN, THE EARL CAIRNS suggested the possibility of having
both marning and afternoon meetings.

MR . FRIEDMAN asked if this plan would be satisfactory with
the U. S. members of Sub-Committee B who were pursuing their
normal duties,

DR. SINKOV replied that 1t would depend largely upon how
long the Sub-Committee continued to function.

N

COLOREL COLLINS suggested that no meatinge be held on Saturday
morning unless absolutely necessary.

DR. SINKOV proposed that the Sub-Committee meet every ufter-~
noon aend two mornings per week.

CAPTAIN, THE EARL CAIRNS agreed with this proposal.

The members agreed to schedule the first three meetings for
Wednesday afternoon, Thursday morning and Thursday afternoon--
additional meetings to be scheduled as a need for them was
determined.

TR. SINKOV asked if Sub-Committee B should meet with the
working groups concerned or meet as a Sub-Committee above and
call in members of the working groups as necessary,

CAPTAIN HARPER said that it was contemplated that there would
be simultaneous meetings of the working groups.. He said that 1if
such was not practicable it would be best to ca11 the members in
on an individual basis.- )

4
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DR. SINKOV said that this procedure seemed best to him, Ha, .
sald he could have the American members of the working groups- oti
call and avallable whenever they were needed.

MR . FRIEDHMAN asked which item should be considered first,

DR. SINKOV said that the U, S, representatives were prepared
to discuss the subject for Working Group No. 2.

CAPTAIN, THE EARL CAIRNS asked if were lntended that the 1tems
would be considered in order of their listing.

MR . FRIEDMAN suggested that items "a" and "bL" be consolidated.

'CAPTAIN, THE EARL CAIRNS remarked that much work had been done
on Item “a" snd supgested that the two items be kept separate.

This auggesﬁién was agreed to by all members.

DR. SINKOV then supgested that each item firat be dlscussed
generally on a broad basis, followed by a presentation of the
U. S. and British views on the subjeot,

CAPTAIN HARPER asked that Sub-Committee B meet as soon as
practicable to inspect a model of a small device, which it was
necessary to return to the contractor at an early date for '
further development work. :

IT. COLONEL, HENN-COLLINS commented that his group had some
devices which they wished to send back to England aas soon as
possible for the same reason. It was agreed that the Sub-Commlttee
would meet at 1000, Thursday, 28 September 1950.

MR. FRIEDMAN stated that the time of the next meeting of the
Combined Executive Committee was uncertain, He #2id that he
would be away on Thursday and Friday but would return Monday.

He would be willing to try to call a meeting on Monday afternoon,
he said, if there was sufficient business for the Comuittee to
conslder.

It was agreed that the next meeting of the Combined Executive
Commi ttee would be held at the call of the Chairman,

The meeting ad journed at 1055,
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29 September 1950

MEMORANDUM FOR THE MEMBERS OF THE EXRCUTIVE COMMITTEE:

Subject: Tentative Minutes of the Second Meeting.

1, The subject minutes are forwarded herewith
for your consideration. :

2. Please advise the Secretariat; located in -
Room 19-211, U. S, Navy Security Station, (Telephone:
Code 155, extension 353 or 354) of your comments and/or
concurrence, '

1 ot
H, ¥, JONES

Jo Wo. PEARSON
Secretariat
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The Second Meecting of the Executive Committee of the
British = United S$tates Communications Security Conflerence
was held at 1000 on 27 September 1950 in Room 17-318,

U, S, Navy Security Station, Washington, D. C,
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Mr. Ho D. Jones -
Miss Catherine M. Johnson




@ TSR IBRIE. g

ITEM 1. CHAIRMANSHIP OF COMBINED EXECUTIVE COMMITTEE

MR. FRIEDMAN stated, for the record, that the Chalrmanship
for this particular meeting had been changed by agreement, from
Mr. #iller to himself. :

ITEMS 2 AND 35 - QEITISH AND U, S. COMMENTS

MR. FRIEDMAN commented that the draft agenda which he had
prepared was by no means all-inclusive, but would serve as a
basis for discussion. He invited the members to bring up any
additional matters which they wlished to have considered. He
then asked if any members of the British delegation wished to

comment upon general progress of the Conference to date.

CAPTAIN, THE EARL CAIRNS expressed his opinion that things
were going well indeed, He said that the completion of the
Sub=-Committee A assignment had taken rather longer than some
had hoped; however, he thought the Sub-Committee had done a
good job, He added that he would have additional comments
when Item 5 of the Sub-Committee B assignment was considered.

ME. FRIEDMAN said that he thought Sub-Committes A was to
be congratulated for having completed its work in such an
expeditious manner. He referred to the minutes of the first
meeting of the kxecutive Committee, stating that he had hoped
to have them avallable for consideration at this meeting. He
assured the members that copies would be distributed momen-
tarlly, and any proposed changes could be submitted at the next
meeting.

ITEM 4, CUNSIDERATION OF EEPOLT OF SUB-COMMITTEE A

With regard to the processing of final Conference papers
MR. FRIEDMAN explained that the recommendations of the -
Conference would be subject to approval by higher authority
on the U. S. side, in that 1t would be necessary to submit
them to the U. S. Joint Chiefs of Staff via the Armed Forces
Security Agency Council. He commented that this would take
time but he thought it could be accomplished within one month.

COLONEL COLLINS agreed with this estimate, adding his
presumption that the entire Conference report would be for-
.warded at one time. :

CAPTAIN, THE EARL CAIRNS commented upon the large amount
of work to be done by 1 January 1955, and said that the sooner
a firm agreement could be reached the better,
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COLONEL COLLINS said that i1t might be possibls to forward
the Conference recommendations in two separate parts, letting
the Sub-Committee A recommendations be submitted in advance of
the remainder ot the Conference report. |

CAPTAIN SAFFORD explained that the U. S. Joint Chiefs of
Staff had already approved and submitted to the British the
proposal for transfer of the 7-Rotor BCM. He said that upon
British approval of the broad proposal, it would be necessary
to obtain additional approval only on minor details.

MR, FRIEDMAN suggested that it might be well, then, to
forward the Conference report in two separate parts.

COLONEL COLLINS agreed, sxplaining that the two separate
matters had been combined only for convenience..

All members appeared to favor this procedure,

" MR. FRIEDMAN then stated that, unless there was objection,
it would be agreed that the report of Sub-Committee A would be
handled as a separate matter and would be sent forward for
approval immediately after the Combined Plenary Committee has
reached final agreement with respect to it.

There was no objection to this decision.

MR, FRIEDMAN invited the members' attention to the report
submitted by Sub-Committee A. He suggested that each member

study 1t briefly before proceeding with a detailed consideration

of 1t.

After a brief study the members considered the report in
its entirety. As a result of this consideration it was agreed
that the following changes would be made in the report as sube
mitted by Sub-Committee A (Comments are included wherse
appropriate):

1. Title ~ Change to read: "First Feport of Sub-Committee A",

2. Paragraph 7, Line 3 - delete "Agreements", insert
"recommendations".(Comment: It was apgreed that the
Sub=-Committee could only recommend, Agreement will
be sought from higher authority.)

3. Paragraph 7b - Change to read as follows: "Except by
mutual agreement, disclosure of the 7-hotor BCM
principle will be limited to the U, S. and to the
British Commonwealth. The British agres to notify
the U, S, authoritles when any issue of a combined -
7-rotor BCM system is made %o a nation of the
British Commonwealth."” '

TOPSECRET



4.

5.

6.
7.
8.

9.

10.

11,

12,

Puragraph 7e(7) - Change to read as follows: "And
similar technical matters,"

Paragraph 7e, final 3 sente¢nces - Change to read as
follows: "“Upon completion of these studies the
U, 8, and the U, K. will exchange technical papers
through established channels. If necessary, a
speclal meetins to reconcile divergent views may
gethe%d in Iondon (or Washington) at some later
ata. : '

Paragraph 7f, Line 2 - Change "Purposes" to "Purpese”.
Paragraph 7f, Line 2 - Change "Agreement" to "Agreements",
Paragraph 785 Iine 3 = Delete "Given", insert "iade

available"., (Comment: Change required for con-
formance to existing laws)

Paragraph 7h - Change to read as follows: "Make

available to the British the tools and dies for
MARK I rotors (for old TYPEX adapter).”

Paragraph 7i - Change to read as follows: "Make
available to the British the tools and drawings
of old TYPEX adapter, new design of TYPEX adapter
rotors with tires, and parts and drawings for new
TYPEX adapter,”

Paragraph 8 = Change opening sentence to read as follows:
"The following recommendations were agreed upon
regarding improvement of security of present CCM
until supersession data. 1 January 1955 as proposed
by the U. S, JCS in 2074/2 dated 27 December 1949."

Paragraph 8¢ - Change to read as follows: "Matters
such as the rate of supersession and speciflic times
of supersession are to be left to the ostablished
agencies charged with such matters,”

MR. FRIEDMAN stated fhat the above changes would be written
1nto the Sub-Committee A report and distribution would be made
at an early date. ' '

CAPTAIN HARPER asked if this report should be forwarded to
the Plenary Committee at once, or held untlil the submission of
the final report from Sub-Committee A,

CAPTAIN SAFF(RD said that he would prefer to have it forwarded
wlthout delay.

All members agreed,
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CAPTAIN SAFFORD departed from the meeting.

MR. FRIEDMAN asked if anyone wished to examine the retjped
version of the report Jjust conslidered, before it was forwarded
to the Plenary Committee.

No one desired a reeexaminatson, and MR, FRIEDMAN assured
the members that every precaution would be taken to insurs that

"the changes were correctly made. He added that coples would be

distributed to all Cormittee members.

ITEM 5 - PLANNING FOR WORK OF SUB-COMMITTEE B

MB; FRIEDMAN asked Dr, Sinkev if he wished to comment on
plans for Sub-Committee B.

DR. SINKOV replied that no concrete plans had been mde, in
ariticipation of receiving general instructions from the Combined
Executive Committesi

MR, FRIEDMAN asked Captain, the Earl Cairns if he had any
particular desires with regard to the work of Sub<Committee B.

CAPTAIN, THE EARL CAIRNS suggested the possibility of having
both mqrning and afternoon meetinge. '

MR . FRIEDMAN aeked if this plan would be satisfactory with
the U. S. members of Sub-Committee B who were pursuing their
normal dutles,

DR. SINKOV replied that 1t would depend largely upon how
long the Sub-Committee continued to functiono

COLONEL COLLINS suggested that no meetings be held on Saturday
morning unless absolutely necessary.

DR. SINKOV proposed that the Sub-Committee meet every afteir~
noon and two morninge per week.

CAPTAIN, THE EARL CAIRNS agreed with this proposal.

The membars apgreed to schedule the first thres meetings for
Wednesday afternoon, Thursday morning and Thursday afternoon--
additional meetings to be scheduled as a need for them was
determined.

DR. SINKOV asked 1f Sub-Committee B should meet with the
working groups concerned or meet &s a Sub-Committee above and
call in members of the working groups as necessary.

CAPTAIN HARPER said that 1t was contemplated that thers would
be simultaneous meetings of the working groups.. He said that if
such was not practicable i1t would be best to call the members in
on an individual basis.-

4




DR. SINKO? said that this procedure seemed best to him. He
sald he could have the American members of 5She working groups: ci
call and avallable whenever they were needed.

MR . FRIEDMAN asked which item ahpuld be considered first,

DR. SINKOV said that the U, S, representatives were prepared
to disocuss the subject for Working Group No, 2.

CAPTAIN, THE EARL CAIRNS asked 1f were intended that the ltems
would be considered in order of their listing.

MR . FRIEDMAN suggested that items "ah and "b" be consolidated.

CAPTAIN THE EARL CAIRNS remarked that much work had been done
on Item "a" and supgested that the two items be kept separate.

This auggestion was agreed to by all members.

DR. SINKOV ther suggested that each item first be discussed
generally on a broad basis, followed by a presentation of the
U, S. and British views on the subject,

CAPTAIN HARPER msked that Sub-Committee B meet as soon as
practicable to inspect a model of a small device, which 1t was
necessary to return to the contractor at an early date for
further development work,

IT ., COLONEL HENN-COLLINS commented that his group had some
devices which they wished to send back to England as soon as
posaible for the same reason. It wds agreed that the Sub-Committeo
would meet at 1000, Thuraday, 28 September 1950,

MR. FRIEDMAN stated that the time of the next meotin g of the
Combined Executive Committee was uncertain., He 2aid tha

would be away on Thursday and Friday but would return Mondayo

He would be willing to try to call a meseting on Monday afternoon,
he said, if there was sufficient business for the Committee to
conaider.

It was agreed that the next meeting of the Combined Exenutive
Comml ttee would be held at the call of the Chairman,

The meeting ad journed at 1055,
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MR. MILLER inquired as to the arrangements for recording
the procesdings of the Conference.

: MR. FRIEDMAN replied that the Secretariat would publish
the minutes of the Plenary and Executive Committee Meetings in
sunmary form, but that verbatim minutes would not be taken,
subject to the wishes of the British Delegution. He pointed
out that, in time, recorders would be appointed for the Working
.Groups and the Sub-Committess. Turning to a new subject, he
stated that office spuce had been provided for the British
Delegation, and also spaces Tor the Working Groups. With re-
gard to the meetings for the Sub-Committees, Mr. Friedman sug-
.gested that they be held daily in the afternoons starting on
-Monday, 25 September 1950, at one thirty or two o’clock, ex-
.plaining that the U. S. Representatives were prepared to stay
as long as necessary for the completion of business each
afternoon, :

MR, MILLFR replied that one thirty o'clock was sultable
- to him,

MR. FRIEDMAN observed that it would be advantagesous to
~keep the Meetings as smsll as is consistent with good worka-
bility, however, he emphasized that in event any Group or
Committee Chairman deemed i1t desirable to call 1ln technicsal
assistance, he should feel free to do so. Turning to Mr.
Miller, and making reference to the background statements
that he had read at the First Meeting of the Plenary Com-
mittes, Mr. Friedman inguired if the British Delegation had
any objections or comments to meke particularly with regard
to the articles quoted from the agreements,

MR, MILLER replied that his Delegation had no comments
on the articles quoted fron the agreements, but that they would
like to make certain that they understood them.

. MR. FRIEDMAN stated that he would make a copy avallable
to the British Delegation for their study.

MR. MILLER recalled that a meeting of Sub=comm1ttee A
had been set for 0930 Friday morning, 22 September 1950, and
inquired whether there would be a meeting in the afterunoon.

CAPTAIN SAFFORD replied that the question of whether u
meeting would be held in the afternoon would depend upon the
progress of the mornlng meeting, and the wishes of the British
Delegation, He emphasized that the U. S. Authorities did not
wish to appear hasty in the premises, end invited the British
to take as much time as they needed.
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BRITISH - UNITED STATES COMMUNICATIONS SECURITY CONFERENCE
| MINUTES OF "

THE FIRST METING OF THE EXROUTIVE COMITTTEE

The First Meeting of the Executive Committes. of the Bri-
tish -~ United States Communications Security conference was -
~held at 1500 on 21 September 1950 in Room 1212, U..S. Navy
Communication S‘?;at;:i.cm9 Washington, D. G.,

K Rgp_z'_esent'ati'vas Present

United States - - United Kingdom .
Mr, W, F. Friedman - Mr, T.R.W. Burton Miller, Chalrman
Colonel S. P, Collins; UsA - Captain, the Earl Calras, R. No
Captain L, F. Safford, USN Mr, Kenneth Perrin - -
Captain J. S, Harper, USN - Mr, J.M.G. Pollard
Colonel R. C, Sears, USAF Lt, Col. C. A. Henn=Collins
Captain H. O. Hensen, USN . Mr. E, H, Jolley
Lt. Col. R, H. Horton, ‘USA Brigadier J, H. Tiltman
Dr, As Sinkov . Group Captain Benjamin Ball, R.A.F.

Commander J.R.G: Trechman, R.N.

Sec_retariat

Lieutenant J. W, Pearﬂong U.S.No
Mr, Ho D, Jones '
Miss Catherine M. Johnson
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MR. MILLER stated that he was most anxious to geb along
with tbe proceedings, ard inquired if it would expedite and
simplify matters if he stated at this time that the British
views wers favorable to the acceptance of the seven rotor
machine for combined use; he observeé thav he wasn't sure
wnsther this would limit 1o any way the awount of demonsira-
tion necessary.

CAPTAIN SAFEDRD replied that such information might sime
plify and streamline the whole procedure, adding that possibly
the natter of udopting the seven rotor machine for comblned
use could be settled on Friday, September 22nd.

CAPPTAIN HARPER said that to finish the matter in one day
waz, in his estimation, a very optimistic oatloock.

Coptain, the Esrl CAIRNS observed tha% he thought the
matter of replacemsal of the CCM might take three days.

COLONEL COLLINS pointed out that discussions of the rotor
problems would probably result in complications which might
take more time to resolve than had bheen anticipated.

On the other hand, MR, FRIEDMAN remarked that 1f Captaln
Safford's optimism were well founded, and the CCHU buslness
finished on Priday, ther Sub-Committes B could meet onr Saturday
roraing. He suggested inat for the sake of the record 1% might
ba wall if Mr. Miller could designate the British membership on
Sub-Committee A at this tlme,

WR. MILLER replied@ thai he would like the whole visiting
Brivish Delegaiion, and in addition Brigadier Tiltmaen from time
to time, accredited as members of Sub-Commiitee A,

COMIANDER TRECHMAN remarked that he and Group Captain
Ball were interested only if matters relative to the North
Atlantic Treaty Organization were to be discussed,

CAPTAIN SAFFORD explalnad that ke did not amticipave any
such diacussions since the U, S, representatives were not

azthorized %o consider North Atlaniic Treaty Organization
natters. -

iR, FRIEDMAN coumeated that Sub=-Committee B members could
be designated at a later date, but 1t was his unierstanding that
Mr., Miller desired the whole of ihe vislting delegation sc-
redlted to the Tlienary and the xecutive Committees,

=2=
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MR . MILLER replied 1n the affirmative; he stated that he
understood the function of the HExecutive Committee was to hear
the flndings of the Subecommltteeso

MR. FRIEDMAN replied -that such was correct, and that the
Executive Committee would report to the Plenary Committee. .

MR, MILLER stated that he then could reduce the membership
on the Ixecutive Committee considerably, that the British repre-
sentation on that Committee would consist of himself and Capteain,
the Earl Cairns.

MR, FRIEDMAN suggested that Mr, Mlller.might name the
Chairmen of Sub-Committee B at this time if he so desired,
pointing out that Admiral Stone desired Ceptain Safford to be
the Cheirman of Sub-Committee A.

MR, MILLER replied that he himself would chalrman Sub=.
Committee B,

MR. FRIEDMAN inquired whether Mr., Miller desired secree
tarial assistance for his office,

MR. MILLER replied in the negative; stating that most of
.the recording would be taken care of at the meetmgs°

' MR, FRIEDMAN inquired of Mr, Miller as to when he expected
his exhibits and drawings to arrive.. :

. MR, MILLER replied that the next sailing of-the Queen Mary
was .scheduled for September 21st, arriving in New York in about
five days; and - allowing two days for the material to reach
Waeshington, it should arrive on or about September 28th,

 COLONEL COLLINS suggested to Mr, Miller that when he was
ready to call a meeting of Sub-Committee B that he coasult Dr,
. Sinkov who headed the U. So'representatives on the Committees

. MR. FRIEDMAN- inquired if there were any items ‘the British
Delegation wished to add at this time.

MR, MILLER replied that he would like definitions of two
or three of the ltemso

COLONEL COLLINS remarked that most of the present agenda

was merely an ampliflcation ‘of the agenda that Mr, Miller had
receivedc. :




MR. FRIEDMAN explained that the agenda that Mr. Miller had
received didn't contain the CCM item and stated that the other
change consisted of the shifting of what is now Item 2¢ from its
previous position of 2a.

Referring to item I.A.l. of the linclosure to the Agendas,
MR, MILLER inquired as to whethner a machine or function was
meant, He sald that he would like to have some ldea as to the
significance of the various categories.

MR. FRIEDMAN replied that a function was meant with regards
to the item in question.

MR, MILLER then inquired as to how item I.B.2. differed
from 1tem I.A.l.

DR, SINKOV replied that I.A.l. was a general statement of
purpose, while functional requirements in I.B.2. meant how the
equipment would actually function. '

- MR. MILLER requested a clarification and distinction
between items I.C.2, and I.D.

CAPTAIN SAFFORD replied'that_the diStinction lay betwesn
the machine on the one hand, and the operator of the machine
on the other.

Making reference to item 2.a. of the agenda, MR, MILLER
inquired whether "telegraphic'" was included to distinguish
from "telephonic®,

.CAPTAIN SAFFORD replied that the word ﬁtelegraphic" was
intended to mean - within the scope of Morse code telegraph.

MR. FRIEDMAN remsrked that U. S. Authorities had con-
sidered combining items 2.a. and 2.b. into one ‘lorking Group,
due to the fact that they were closely related. _

.DR. SINRKOV explained that the reason for the'separation
of the two was that the Merchant Ship Problem had been con=
sidered important enough in itself to be considered separately.

MR, MILLER sgreed that it might be confusing if both were
considered together.

Making reference to Enclo:ure A to the Agenda, item III A.,
Description or Model Demonstration, MR. MILLER stated that this
was one case in which they would be limited to descriptions only,
but that his Delegation would be happy to describe the various
undertakings presently in progress at home.

='=l|_.'=
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‘MR, MILLER inquired of Mr, Friedmén as to how long in
advance of meeting dates he would like 'pertinent papers cir-
culated - he asked if 48 hours in sdvance would be satisractoryo

MR, FRIEDMAN replied that h8 hours in advance would be
satisfactory.

MR, MILLER inquired if there were any other items to come
before the committee._---~

There were nonee

The meeting ad;ourned at 1533°
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LEMORANDUL! FOR THE LM:BERS OF THE KXBCUTIVE COLI: TTEE:s

Subjects Tentative I'inutes of the First Mesting.

1. The subject minutes are forwexrded herewith for your
consideration. :

20 Flease advise the Secretariat, located in Room 211,
Building 19, U, S. Navy Security Statlon, telephmme extension
354, of your comments and for concurrences

R e —

de o PEARSCH
. He Do JWES
Secretarial
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BRITISH - UNITED STATES COMMUNICATIONS SECURITY CONFERENCE
MINUTES OF |

THE FIRST MEETING OF THE EXECUTIVE COMMITTEE

The First Meeting of the Executive Committee of the Bri-
tish - United States Communications Security Conference was
held at 1500 on 21 September 1950 in Room 1212, U. S. Navy
Communication Station, Washington, D. C.

Representatives Present

Unlited States . United Kingdom
Mr. Wo. F, Friedman . Mr, T.R.W. Burton Miller, Chairman
Colonel S. P, Collins, USA Captain, the Earl Calrns, R.N,
Captain L. F. Safford, USN - Mr, Kenneth Terrin
Captain J. S. Harper, USN Mr, J.M.G., Pollard
Colonel R, C. Sears, USAF Lt. Col. C. A. Henn-Collins
Captain H. 0. Hansen, USN Mr. E. H, Jolley
Lt. Col. R. H, Horton, USA Brigadier J. H. Tiltman
Dr. As Sinkov Group Captain Benjamin Ball, R.A.F.

Commander J.R.G. Trechman,; R.N.

Secretariat

Lieutenant J. ¥. Pearson, U.S.N.
Mr. H, D. Jones
Miss Catherine M. Johnson
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MR. MILLER inquired as to the arrangements for recording
the proceedings of the Conference.

MR. FRIEDMAN replied that the Secretariat would publish
the minutes of the Plenary and Executive Committee Meetings in
summary form, but that verbatim minutes would not be taken,
subject to the wishes of the British Delegation. MHe pointed
out that, in time, recorders would be appointed for the Worklng
Groups and. the Sub-Committees. Turning to a new subject;, he
stated that office space had been provided for the British
Delegation, and also spaces for the Working Groups, with re-
gard to the meetings for the Sub-Committees, Mr. Friedman sug-
gested that they be held daily in the afternoons starting on
Monday, 25 September 1950, at one thirty or two o'clock, ex-
plaining that the U. S. Representatives were prepared to stay
a8 long as necessary for the completion of business each.
afternoon. :

MR, MILLER replied that one thirty o‘clock was suitable
to him, ' :

MR. FRIEDMAN observed that it would be advantageous to
keep the Meetings as small as is conslstent with good worka-
bility, however, he emphasized that in event any Group or
Committee Chairman deemed it desirable to call in technicsal
assistance, he should feel free to do so. Turning to Mr.
Miller, and making reference to the background statements
that he had read at the First Meeting of the Plenary Com-
mittee, Mr. Friedman inquired if the British Delegation had
any objections or comments to make particularly with regard
to the articles quoted from the agreements. )

MR. MILLER replied that his Delegation had no comments
on the articles quoted from the agreemeats, but that they would
like to make certain that they understood them.

MR. FRIEDMAN stated that he would make a copy available
to the British Delegation for their study.

MR. MILLER recalled that a meeting of Sub=Committee A
had been set for 0930 Friday morning, 22 September 1950, and
inquired whether there would be a meeting in the afternoon.

CAPTAIN SAFFORD replied that the question of whether a
meeting would be held in the afternoon would depend upon the
progress of the morning meeting, and the wishes of the British
Delegation. He emphasized that the U, S. Authorities did not
wish to appear hasty in the premises, and invited the British
to take as much time as they needed. -
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MR, MILLER stated that he was most enxious to get along
with the proceedings, and inquired if it would expedlte and
simplify matters if he stated at this time that the British
views were favorable to the acceptance of the seven rotor
machine for comblined use; he observed that he wasn't sure
whether this would limit in any way the amount of demonstra-
tion necessary.

CAPTAIN SAFFORD replied that such information might sim-
plify and streamline the whole procedure, adding that possibly
the matter of udopting the seven rotor machine for combined
use c¢ould be settled on Friday, September 22nd.

CAPPAIN HARPER szid that to finish the matter in one day
wes, in his estimation, a very optimistic outlook.

Captain, the Earl CAIRNS observed that he thought the
matter of replacement of the CCM might take three days.

COLONEL' COLLINS pointed out that discussions of the rotor
problems would probably result in complicatlons which might -
take more time to resolve than had been anticipated.

On the other hand, MR. FRIEDMAN remarked that if Csgptain
Safford®s optimism were well founded, and the CCM business
finished on Friday, then Sub-Committee B could meet on Saturday
morning. He suggested that for the sake of the record it might
be well if Mr. Miller could designate the British membership on
Sub-Committee A at this time,

MR. MILLER replied that he would like the whole visiting
British Delegation, ard in addition-Brigadier Tiltman from time
to time, accredited as members of Sub=Committee A.

COMMANDER TRECHMAN remarked that he and Group Captain
Ball were interested only if matters relative to the North
Atlantic Treaty Organization were to be discussed.

CAPTAIN SAFFORD explained that he did not anticipate any
such discussions since the U. S. representatives were not
authorized to consider North Atlantic Treaty Organization
matters.

YR. FRIEDMAN commented that Sub-Committee B members could
be designated at a later date, but it was his understanding that
Mr. Miller desired the whole of the visiting delegation ac-
credited to the Plenary and the ixecutive Committees.
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MR. MILLER replied in the affirmative' he stated that he
understood the function of the Kxecutive COmmittee was to hear
the findings of the Sub-Committees.

MR. FRIEDMAN replied that such was correct, and that the
Executive Committee would report to the Plenary Committee. .

MR. MILLER stated that he then could reduce the membership
on the IExecutive Committee considerably, that the British repre-
- sentation on that Committee would consist of himself and Captain,
the lkarl Cairns.

MR, FRIEDMAN suggested that Mro Miller might name the
Chalrman of Sub=Committee B at this time if he so deslred,
pointing out that Admiral Stone desired Captain Safford to be
the Chairman of Sub-Committee A.

MR, MILLER replied that he himself would chairman Sub-
Committee B. .

MR, FRIEDMAN inquired whether Mr. Miller desired secre-
tarial assistance for his office.

MR. MILLER replied in the negative, stating that most of
the recording would be taken care of at the meetings.

MR. FRIEDMAN lnquired of Mr. Miller as to when he expected
his exhibits and drawings to arrive.

MR. MILLER replied that the next sailing of the Eueen Mary
was scheduled for September 21st, arriving in New York in about

five days; and -~ allowing two days for the materiul to reach
Washington, it should arrive on or about September 28th,

COLONEL COLLINS suggested to Mr. Miller that when he was
ready to call a meeting of Sub-Committee B that he consult Dr.
Sinkov who headed the U, S. representatives on the Committee.-

MR. FRIEDMAN inquired if there were any ltems the British
. Delegation wished to add at this time.

MR, MILLER replied that he would like definitions of two
or three of the items.

COLONEL COLLINS remarked that most of the present agenda
was ?erely an amplification of the agenda that Mr., Miller had
received.

-3 -
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MR. FRIEDMAN explained that the agenda that Mr. Miller hed
received didn®t contaln the CCM item and stated that the other
chenge consisted of the shifting of what is now Item Re from its
previous position of 2&o

Referring to item JI.A.l. of the linclosure to the Agenda,
MR. MILLER inquired as to whether a machine or function was
meant. He sald that he would like to have some idea as to the
significance of the various categories.

MR. FRIEDMAN replied that a function was meant with regards
to the item in question

MR, MILLLR then inquired as to how item I.B.2. differed
from item I.A:l.

DR. SINKOV replied that I.A.l. was a general statement of
purpose, while functional requirements in I.B.2., meant how the
equlpment would actually function.

MR. MILLER requested a clarification and distxnction
between items I.C.2., and I.D,

CAPTAIN SA¥FORD replied that the distinction lay between
the machine on the one hand# and the operator of the machine
on the other. .

Making reference to item 2.a, of the agenda, MR. MILLER
inquired whether "telegraphic" was included to distinguish
from "telephonic”,

. CAPTAIN SAFFORD replied that the word "telegraphic"™ was
intended to mean - within the scope of Morse code telegraph.

MR. FRIEDMAN remarked that U, S. Authorities had con-
sldered combining items 2.a. aad 2.b., into one “orking Group,
due to the fact that they were closely related.

DR. SINROV explained that the reason for the sepafation
of the two was thet the Merchant Ship Problem had been cone
sidered important enough in itself to be considered separately.

MR, MILLER agreed that it micht be confusing if both were
considered together.

Meking reference to Enclosure A to the Agenda, item III A.,
Description or. Model Demonstration, IMR. MILLER stated that this
was one case in which they would be limited to deseriptions only,
but that his Delegation would be happy to describe the various
undertakings presently in progress at home. -
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- MR. MILLER inquired of Mr. Friedman as to how long in
advance of meeting dates he would like pertineant papers cir-
culated - he asked if L8 hours in advance would be satisfactory.

MR. FRIEDMAN replied that 48 hours in advance would be
satisfactory.

MR, MILLER inquired if there were any other 1tems to come
before the Committes.

There were aone,

The meeting adjourned at 1533.
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COMSEC CONFERENCE
Working Group No. 1
17 October 1950
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Chairman®s Memorandum No. 6

Working Group No., 1 met with combined subcommittee B

|

on 17 COctober. The proceedings of the meeting willl be recorded
in the minutes of subcommittee B, The chairman of subcommittee B
informed the chairman of working group No. 1 that the work of the
latter group is completed, and that no formal report is required.
If any further meetings of the group are required members of the
group will be so advised,

Arthur Enderlin
Commander, USNR
Chairman.

ccs Al)l members Working Group No. 1
AFSA-04T (Dr, Sinkov)
AFSA-12 (Col Horton)
AFSA-00T (Mr. Friedman)




BRUSA COMSEC CONFLRENCE
SECOND REPCRT OF SUB~CCMMITTEE B TO THi EXKCUTIVZ COMMITTEE

 Sub-Committee B resumed on 17 October after the arrival of
Captain Hodges from Ottawa, '

The second report of the Sub-Committee is attached hersto.




BRUSA COMSEC CONFERKNCE

P
SECOND RZPORT OF SUB~COMMITTEE B TO THE EXECUTIVE CUJAMITTEE

1. Sub-Committee B has made an sxchange of technical information
concsrning vurious cry'pt.osystems £1l1ling in the general category of
"Special purpose teleprinter systems for the sxchingd® of communicutions
intelligence material," The cryptosystems discusssd are divided into the
following groupss

e

‘HCii=SYHCHRONOUS STRCHROBODS
ROTOR MAZE  RKY GEWKRATORS "
v.S. APSAN-9 ASAM 21 APSAM-9, if provided with
synchrenous features,
U.K, “-- Rolldek 5 U.C.0. (Secretyps)

2, The AFSAl-9, A3AY 2-1 and Rollick ars covered in the firxat report
of Sub-Committss B, A description of ths 5 U.,C.0, is attached hereto,

3. The Sub-Committee has the following cbservations and conclusions
to report on spscial purpose teleprinter systems for the exchange of
communications intelligence material,

8, Ms note thut Rockex is presently being used for the exchange
of commnications intelligence material,

b, We note that the 5 U.C,0, is in production and has been
under test for the past six months, during pert of this
period between london and Ottawa, '

¢, It is the British evaluation that the 5 U.C.0, is a true

P -

one~time system, ; )
d, It is the evaluation of the U.3. that the ASAX 2-) with
suiteble one=time procedurs, affords the nscessary security
for handling all classifications of traffis, b
k. We conclude thats - o ﬁ-’ .
a. If thers is to be an Imediste substitutdon for Rockex &
selecticn can be made from the following machiness

e ASAM 2=-1 -
ki i 5 U.C.0. ro

- -
1

o
1Y

b, Either machine is available in sufficient quantity to meset

current requirements in the exchange of communications
intelligence material, T
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5. In the course of the discussmions on equipments using one-time
tapes, a brief description was given of British prograss in key-tape
production equipment. In view of the close association of such equipment
with one-time systems, it is recommended that the subject of production
equipment, be added to the agenda of the next British-U.S., CQMSEC

confsrence.
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Apparstus 5 U.C,0, Single Channel No, 1
On-1ine teleprinter cypher system,

Size and delight

6 x 19" x 20"

500 pounds
Outline Description = Duplex on-line synchronous one-time téleprinter
cypher system giving traffic flow s_ecurityo
Technical Description

Cryptographie_ features - Cypher key is provided by continuously moving
one-time 5 unit tapes, & spcol of tape lasts about 4 hours,

Flectrical features = Incoming teleprinter signals are stored and

transmitted synchronously at 50 bauds after one-time element by element
encypherment. The signals are regenerated before transmission to ensure
perfect masking. The received signal is likewise regenerated. A full
range of automatic alarms against potgnt.ia.l insecurities is incorporated,
Por GCHQ operation special facilities are provided to secure exact one

to one correlation between characters encyphered and decyphered (at the
distant station). These facilities are for handling 32 character intercepts
ete,




BRUSA COMSEC CONFERENCE

SECOND REPORT OF SUB-COMMITTEE B TO THE& EXKCUTIVE COMMITTEE

. Subncommittee B resumed on 17 October after the arrival of
Captain Hodges from Ottawa,

The second report of the Sub-Committee is attached h'ez-et'.o_¢
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BRUSA COMSEC CONFERENCE
SECOND REPORT OF SUB-COMYITTEE B TO TH% BXECUTIVE CQMEITTEE

1. Sub-Committee B has made an exchange of technical information
concerning various cryptosystems falling in the genaral category of
"Special purpose teleprinter systems for the exchange of intelligence 7
material,” The cryptosystems discussed are divided into the following '

groupes NO N ~S'?\)
ROTOR Mnze
NON-SYRCHRONOUS KEY GENERATCRS HRONOUS
U.3, AFSAM-9 ASAH 2-) AFSAll-9, 1f provided with
synchronous features,
UK, - - Rollick 5 U.C.0,
(Sacratype)

2, The AFSAM-9, ASAN 2«1 and Roliick are coversd in the first report
of Sub-Committes B, A description of the 5 U.C,0. is attached herato,

3. The Sub-Committee has the following observations and conclusions
to report on spacial purpose telsprinter systems for the exchange of
intelligence material:

e

8. %e note that Rockex is presently being ysed for the exchange
ofhirf.\],u{’\oe material,

b. We nots that the 5 U,C,0. is in production and has been
under test for the past six months, during part of this
period between london and Ottawa,

c¢. It is the British svalvation that the 5 U,C.0, is a true
ons~time system.

d. It is the evaluation of the U.S, that the ASAM 2-1, with
suitable one-time procedure, affords the necessury security
for handling all classifications of traffic.

L, We conclude that:

a, If there is to be an immediate substitution for Rockex a
sslection can be made from the following machines:

ASAN 2-1
5 U.C.0,

b, Either machine is available in sufficient quantity to meet
current requirements in the exchange of intelligence material,

N —2OP ORISR —
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5. In the course of the discussions on equipments using one-time
tapes, a brief description was given of British progress in key-tape
production equipment, In view of the closs association of such equipment
with one-time systems, it is recommsnded t.hdt._ the subject cf prodl_xction

it - 05
squipment be added to the agenda of the nexbl\conterence.
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Apparatus 5 U,C.0, Single Channel No, 1
| On=line teleérinter cyphér system,
-_.Si_.za and deight
o 6* x 19" x 20"

500 pounds | o

Outline Description - Duplex on-line synchronous one-time teleprinter

cypher syat.em' giving traffic flow aecﬂrihy; _
.Technical Description |

Gm-t.ogagx_ic features ‘-« Cypher key is provided by _e_on'ginuousiy moving
one-time 5 unit tapes, A spool of taps lasts about 4 hours,

Klectrical features - Incoming teleprinter sig,nals. are stored and
transnitted synchronously et 50 bauds after one-time elemsnt by element
encypherment. The atlgimls are regenerated before transmiésioq to ensure
perfect masld.ng,. The received signal is likewise regenerated. A full
range of automatic alarms against potenﬁ'al ipsecuriﬁies is inéérpératedo

"For GCHQ operation special facilities are provided to securs exact one

to one correlation between characters encyphered and decyphered (at the
distant station). . These facilities are for handling 32 character intercepts
etc,

C/
(o
Gx2
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BRUSA CONSEC CONFERENCE
FIRST REPCRT OF SUB-COMMITTEE B TO THe& SX3ECUTIVE COMMITTEE

The meetings of Sub-Committee B began on 27 September 1950 and
continued intermittently through 13 October 1950,

The initial report of the Sub-Committes is attached hereto. The

minutes that were kept of the meetings give only a summary of the
highlights of the various subjects discussed, They are on file with

the recorder,

FOP-SEECRET i
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13 October 1950

HiUSA COMSEC CONFERENCE

FIRST REFORT OF SIJB-GG!HI'ITGE B TO Ty uXsCUTIVE COMMITTZE

1, Sub-Committee B has made an exchange of technical infoz_-mation
concerning various crypto syatéms falling under tﬁe followlng item headings:
a. Low Echelon (including ¥inor ¥ar Vessels) __Te_legmpm:e Systems ~ .
including combined assault codes and tactical systems for all
fniliba.ry Service-a. | |
b, MNerchant Ship Telegraphic Systems,
Co l!ateorological Security Systems, 1ncluding Facsimile, Tele~
printer and Telegraplh
d.. Volce Security Systems for Tactiecal Purposéso
2. During the course of the discussion and demonstrations 33 crypto
systems were considered, Technical descriptions of 29 of these are included

in the appendices as follows:

MACHINES CIFAX CIPHONY ' HAND SYSTiilS
a, AFSAX 7 f. ASAX 2 h,. ASAY 4 m. ASAD 1
R b, AFSAM 9 g NRL Cifax i, ASAY 6 n. Running Key
U.S, ¢, 7 fotor BCM Jo ASAY 8 Cipher
' d, "PCM" _ k. AN/TRA 16 ‘
é;—,_ KCM : 1. TSD :
o, Mercury 8. METFAX v, Hallmark - ¥o Playfex
p. Concert w. Sorcerer 3. Linex
' g. Rollieck %x. D70 ga, Cursex
UK. r. Singlet L bb, Otmeteo
'. 8, Pendragon ' _ cc, Alametco
t, DUP. 1 _ '

Four obhers;, the ASAM 2-1, the CCM, the Strip Gipher, and the ¥-209, have |
no desceriptions attached because of their familiar status in both countries.
“Brief mention was made of a modification of the ¥-209 which has been proposed.
by Hage]in.- A description which he has submitted is included in the appendix,

The appendix also includes some miscellaneous..not.es on general items,

3. DNone of these crypto syst.ems was subjected to serious deliberation
as. far as seeur:lt.y is concerned and on many of them no sncurit.y studies have
yet baen made, It is the aim of the Sub=Committee t.hat. these syst.ems shall
all receive sscurity evaluations de the interim between the close of
this conference and t.he_ opening of the next,

Ié
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4, Incidental to the disc-:usaions of the various corypto systems
consideration was given té the problem of the number of different sizes
of rotors which are contemplated for use .in the mechanical crypto systems.
The Sub-Committee feels that the 26-point rotor may have to be used for
a long time to come but that some future :iéreement is necessary aé to a
selecﬁioh among the 31, 32, and 36-point rotors, This agreement would limit
the number of different types of rotors employed and thereby facilitate the
interchangeability betwaeen U K, and U,S. sources, |

5. The SumCon@ittee has the following cbservations and conclusiona
to report from ita deliberation on the four items on its agendat |

A, low Echelon i including Minor Jar Vessels) Telegrﬁ:hic 'syatema -
including combined assault codes and tactical systems for all
ﬁlituy Services,

1. e note that the Fleet Code and Combined Assault Codes
are under diﬁcus_sion in ths UK -~ US JCEC, _
2, e note that there are no other lLow ichelon systems yet.
‘under consideration for combdned use,
3. iWe note t.haf. both US and UK have & number of new machine
systems under development but that none of these is likely to be available
- for gerieral combined use before 1954,
b. de conclude:
a, No machine system is likely to be available for
general ebmb.tned use before 1954, . |
b, If combined systems are required for any purpose in
the interim perlod, possible systems are:
Strip |
Linex
Cursex -
Playfex
Running Key Cipher
¢. To meet the long term requirements for low echelon
combined systems selections should be made within the next 12 months,
Possible devices #re: _ |
DUP 1
AFSAM 7

. IIPCM"
APSAN 9
i

Conftert,
Rolitek




B, Merchant Ship Telegraphic Systems.
1, +We note that Cursex is under consideration in the US-UK
~ JCEC and ‘is 1ikely to be adopted as the interim solution for Allied Herchm
Ship, |
2; #e recommersd that.. a machine system of at least equivalent

security but faster than Cursex should replace it, when available, and that
such a syst.ein should be seleeﬁe’d within the next 12 months. Possible devices
are:

IIPcMH

DUP 1

AFSAM 7
MC¥

Cs Meteorological Security Systems, Ineludiﬁg Facsimile, Teleprinter
and Telegraph, |
1. ‘e note the lack of any ‘suitable eoml;ined erypto system for
meteorologiocal purposes, |
2. e note that both the UK and US have under development new
meteorological systems in the following categoriess
" Air-Ground
Telegraph
Teleprinter
Cifax
| 3, ‘#e note that with the exception of the ALr=Ground systems
nons of the systems under development is likely to be available for general
combined use before 1954. |
b4, ie note that re:_wuirement._s and characteristics for combined
plain text facsimile equipments have né?.-- yet been agrged upon.
S. e conclude: '

a, No machine crypto aystem for met.eorological purposes
is likely to be available for general combined use before 1954,
b, If eombined syst.ms .are required for meteorological
purposes in the interim period, poss:lble devices are:
(1) Air-asrouxﬂ ASAD 1
Otmetco
Alametco
- (2) Telegraph = CCM (modified for weather encipherment)

Pencil and paper system for very low
ochelon purposes,




R_EF ID A67163
=R ) rﬁf Efi‘

(3) Teleprinter = ASAY 2-1
| (4) Facsimile - Nome available
¢o To meet the 1ong term roguirements for encipherment of
meteorological data sslection should be made within the next 12 months, -
Possible devices are: '

(l) Aipr-Ground - ASAD 1
Ctmetco
Alamet.co '
Any available ciphony system

(2) Teloagraph - BCE 7 with provisicn for weather encipher~
: ment
AFSAM 7
IIPCMH
Singlet
Pendragon
DUP 1 = designed for weather enciphsrment
Pencil and paper systems
(3) Te].spri.nter = AFS4aM 9
ASAN 2-1
Concert
Rollick

_ Yercury -
(4) Cifax - ASaX 2
NRL Cifax
METFAX _
NOTE: Selection in category (4) may not be'_ possible until an
_ agﬁement. is _reachéd in the UK-US JCiC on the requirements
and characteristics for plm text facsimile equipments
and associated transmission systems for ngt.eorologieai use,
D, Voice Security Systems for Tact.icai Purposas. ]

1, ,_'a'e note that there are no ciphony systems ﬁnder eonsiderétion
for combined use. _

2, ie note that both the UK and the US have a number of new
systems under development. but. that none of these is likely to be available
for general combined use before 1954, |

3. He conclude:

a, No ciphony system is likely to be available for general
combined use bsfore 1954.
_ b, There are no possibilities for suitable devices in the
interim periocd, -
' ¢, To meet the long term reguirements for co_mbined ciphony
systems selection should be made within the mext 12 Mhs. Posaible devices

are:




(1)

(2)

(3)

(%)

.(5)

(6)

ASAY 8

Hallmark

Sorecerer

AN/TRA 16

D=70
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(primarily designed as a low echelon.
cipﬁony attachment; can be used only
over circuits of ncrmal bandwidth)
{designed primarily for airborne use;
possibly 5uitable for general low
echelon use; can be used with VAF
transmission only and is capable of
group working) |

(primarily designed for tactical point
to point circuits using VHf or'wide~
band circuits; could be used to provide
secure point to point teletype and
facsimile transmiéeions)

(p;imarily designed foar point to point
ciphény over long and :hort distance

~circuits of normal band width)

(primarily designed for microwave point
to point radio relay links, carrying 8
voice channels; can handle telaprinter
with frequency multiplex)

{primarily designed fcr mic;cwave-point

to point radio relay 1inks? carrying 12
vbice.channels; can carry facsimile or

teleprinter .ith frequency multiplex)

6. The Sub=Committee has the following reccmmsndations to make:

a; That immediately and on a continuing basis, thsre be complete

interchange of the technical details of the systems discussed in this explora-

tory conference, This should include technical visita,

b, That discussion and interchange of téchniéal information on

. certain other items of combined interest; such as the security aspects of IFF

and authentication systema, bs authorized,

ey That security ?Yaiﬁéiiﬁﬂ? bg mad? and exghanged on a}} 1§ems

discussed]




d, - That a copy of the final report of the conference be submitted -
. to the U.S.~U.K, JCEC and that the U,S.-U,K. JCEC be requested to consider
and resolve as a matter of urgency the operational requirements in all fields
of Combined Cryptographic Communications. | |
8, Thaf. there be annual conferences on these subjects for the next
four years, to be held alternately 1n_- Ioncion and in Jashington, the first of
these to take phce in london in apm-d:imtely nine months time,
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AFSAM
OFF-LING PoRMUTING CYPHER MACHINE-FGR TACTICAL USE

Size 12" wide by 12" high bj 6" deep, approximately, less case,
14" wide by 14" high by 8" deep, approximately, in éase,

e;gh 15 lbs less case; 22 lbs in case,

Outline Description - A keyboard operated, tapeaprinbing cypher machine

24, v D, c operated (with adaptor for 115 v - 230 v AC operatlon) Encyphers
letters and figures,

Technical Description Eﬁb

Cryptographic features: iight 26-poin: rotors with independent

aiphnbet and notch rings. 26 way input and output, 1C paths being re—enhrani,
Rotors 1-3, 5-8 twrn. Motion is electrically controlled by sensing notch rings.
Kotion is "interlocked cascads," roﬁobs 1 to 3 providing a dilated cyclcmeter
giving a_guéranteeq minimpm cycle, Machine is considered secure under all |
usual sorts of misuse, Read before step operation., Clear indicators are used,

<
‘Mechanical Features: 4 flying type wheel printer is used carrying a

pulse generator on the same shaft.. On depressing a key a circuit is set up

through one stator coil in tha pulsa generabor.',ab the appropriate time a

pulse is generated in this coil which fires a thyratron operating the print
magnet .

State of Progress -~ In an advanced state of development,

&2,
I
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Size M"xlz"xéﬂlassme
' 18" x Wt x &7 m.th cans

Weipht Approximately 27 Ibs legs case
Approxinately 35 Ibs with cass

Qutline Descripbion - A tactdcal h:!gh security telsprinter cipher
machine accepting telsprinter signals as an impul and producing teleprinter
signals a3 an outputs Huploys startstop synchronizatlon, |

Employmont - Foruaemremtaleprmberis cioployed in tactical
echalonse (hcticaluseoftehpﬁ.ntersisplmmadmabroadaeale as
low as regim or battalion),

Jeghples) Deoription ~ Acoepbs an’ tnput talstyps sigm. stores the
five intelligence bauds, translates to ome hot wire of 32, permuted in a
rotor mage, the ciphar signal transiated to the five unit code for atorage,
and then transmitted in time sequence. Capable of operating at telsprinter
speeds from 60 to 100 words per minute. |

g features .- Buploys nine 36=point rotors in the mase
rd:bh 4 circuits reentried to roduce to a 32 character aneiphemaxrb Eight
rotors nove in an'inberlocked cascade w:ith the center rotor not moving btud
fixed for the day. Thres rotors aubematically sarolsed to a predetermined
position before_each messagss Planned for use in a S-lstter cloar taxb
indioator with no restrictions as to use. .' '

orress - In advanced development, Prototype models expocted
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Size  16Y wide by 12" high by 12" deep, appreximibely

Yalpht 200 Ibs epproximately

Qutline Description - 7 rotor mehgnimn using_ the, carcase of CSP 1700
(cau 1k II) with a singls tapo printer and a nomelocking keyboard,
Tochnical Degeription - DA
is Foatureg: 7 rotor non-reciprocal maze, Planned to

uge removoable notch rings and alphabet tyres. Rotors are reversible. FPre-
gresgion is notch controlled, Iikely order of drive s 4 6 271 5 3, with
4 6 and 2 forning a cyclameter and the rest moving as in CGe I}otorszand6
always step backnaédse Alteration of the direction of rotation of any rotor
involvos mMcﬂ work. Maze is read before stepping. Baclorards and
forwards motion ocowr simltangously, |

Mochanical Featuress Nonelocling k-benk koyboard with the mumsrals
1 to f§ on the top bank, . Printar is magnet oporateds 26-lstter single case
encyphermont. only, Printer has 26 lstters, space and mumsrals 1 to § onlye
Facilitics switch gives fé_»lloxﬂng conditionst

0 = off L _

P = plain (ix_x this condition all keys are effactive)

D = decypher

E = encyphsr . |

R = resst (in this condition ths rotors can be -sofa. by the figurs

keys 1 to 7) | |
Hand~drive facility of CSP 1700 has been abaa.nd.@xwd.:9 and the opsration is by
lov voltage, An AG motor is ii_ttad; and the printer, otc. is directly AC
oporateds ' | ' :
fnothor facility switeh changes fram OSP 4800 bo CSP 1700, In the 1700

condition blank rotors are inserted in positions 2 and 6 (the backwards rotors)
- and theso rotors will turn.
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g'%cal L-saturess (Continusd)
A variant of this maehins fcr weather aperation (i.e. mat) was also

ghom, The weather swit_ch connscts the figures 1 to f; space and Xon
en@phen‘aent +o the mase; and on decﬁphement Eonnecis-tha. appropriate mage
outputs to the mmerical functions of the printer. , _

As an altmtive to this scheme the sams £aci]itica my be provlded
by uasing special pings and aocleats connscted into the énakes joining the
-scrambler to the maehine bage,

Socket eomeetions for auto operation are prov:ldeda




v
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Size cubic foot - 12" x12" x 6" approximately .
. Welght 15 pourds '

Technical Description ~ This machine is cryptographically identical with
the CSP 4800, The ro-tors, approximately 23" in diameter will use removable
notch rings and alphabet tires. Permits direct encryption of numerals,

State of Progress - Englneering model to be delivered about 15 November |
1950, o
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CSP=3600 (LiCM)

OFP=LINE HAGELIN-TYPE CIPHCR LA ’El

Size 10" wide by 10" high by 6" deep’ app;_:gximately,
deight 12-16 lbs approximately. -
Qutline Description - Keyboard operated tapee;yrintmg cipher ma%

xb

intended for very low echelon use, Hand Pﬂwered With provision fbrwgé%ig
’ e : %

.v’?-

qation to motor drive,
Technical Description o _ s

" Cryptographic Features: 12 ¥-209 pin wheels adding the;r ggxrx}g e%
effect to a common drum, Key is the result of two steps of the p',i.n ;ﬂe J,_,s,

;~‘-‘-’-7

Pins and lugs are settable, with a maximum of 6 lugs to a lba,m, _"- i 5

. State of Progress - In development with one preliminary eggine

model avajilable, -



CIFAX TH_AR‘CEIVER FOR USE .ITH BLACK-#HITE COPY, PRIMARILY FCR _WHATHER MAPS

z8 1 Ruck approximstely 24" x 26" x 54"

L ]

: 1 Power supply approximately 14" x 24" x 10"

Including approximstely 150 vacuum tubes of which 130 are dual
triodes, ' ‘

‘Weight 400 1lbs,

Outline Description - Mediﬁm-high echelon_,,' ‘high security cifax, trans-
mitting mltitone cipher at effectively 1000 elemehts per second, prbduced
'by synchronous binary additién of 2-level quantized facsimile signal and
2-level key. |

. Iechnical Description - _
Cryptotechnigue: .Six b.a_sic sequences produced at 6000 elements
.par sscond are combined in a caﬁplex manner to produce a 2-letvel key at
1060 9lements psr second, The basic sequences are ;iz‘oduced by six continu-
ally rotating reiatively prime wheels (in the range 101 to 115), .
Electropic Features: The ASAX 2 is 'desigpad to transmit over

300-2750 cps land-lins or HF radio; either or both being included in a
- single circuit, Cipher at a l millisecond rate is read successively into
four channels, each channel being a.mplituée modulat ion of an audio subcarrier,
A fifth subcarrier is amplitude modulated by a 50 cps signal for zutomatic
‘phase control, The composite signal is transmitted. directly on la.\nd'_-line or
mo‘dulates'_ a conventional (dbubla sideband AM) HF radio tran’émittero _

The recelver p&rt.ions of the ASAX 2 are equipped for uuf.pmabie starting, .
_smchrmiz&hn, cont_-iﬁuqus pha_se correction, and 'al.arming;, including indi- .
cation of each function. - A frequency standard .is included for use when manual |

control is desired, '

) . A .
State of Progress = Two terminals; originally designed for engineering
- tests, have gone through limited service testing on land-line and on HF radio
links up to 1000 miles, Technically, performance of the equi_pm'en't'wa.s

saii_sfact.ory over normal rangeé of room température,
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NAL CIFAX

CIFAX TRANSCEIVsR FOR BLACK-WHITE WEATHER COPY

Can be converted to full duplex by addition of a second key generator.

Size  Transmission equipment 16" x 19" x 72" approximately,
Key generator 16" x 19" x 24" approximately.-

ieight 500 lbs-approximately,
Outline Descri;g"'t;_-":l_iii'r_; - High security, shipboard and base station cifax,
_itransmitting multitone _c.ip_her at effectively 100C elements per second,
- produced by 'synchron_ods'.binary addition of a 2=-1_evé_l quantized facsimile
‘signal and 2-level key.

Technical Description

cgﬁg' technigue: Eigpt basic sequences are reproduced at 1000
elements per second from cdntir;uously rotating wheels that are relatively
prime, Eight wheeis are selected ijomb a set of 28 in the range 101 to 199,
Four sequences are binary added to produce X ke}, whicg: .;l,'s reeorded. as a
continuously tr_ave].ing magnetic tape having 10 readiné '-héads, A four stage
ring picka off X key from various preselected reudm heads to pr_oduc§ Y key.
X key and Y key are binary added to produce the final output key, Two of
the unused basic seqnencés are'addad Boolian to determine when the fo'ur.
stage ri:.xg is reset, The remaining two basic sequences determine to s;hich |
pas.‘;t.ion the ri;ng_is reset -wher'n a.z‘-esef. -is demanded,

Electronic Features: The NRL cifax equipment transmits AM sub-
carriers in the range 2000-3750 cps, eight channels being transmitted over
Class A telephone I_llilne or HF single sﬁeba.nd radio, The equipmént incorporates
precision freque'ncy. standards with provision for manual or automatic phase
correction, '

State of Propress - Tvo modeis have received engineering tests and.
operute satisfactorily, Four service t.qgt'; models are presently being

completed by a contractor.

Ao (INICT 7
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. ASAY 4
" TINE DEIAY SCRAMBIE CIPHONY SYSTAY

Size 12" x 12" x 18", estimated..
Weight 15 pounds, estimated.
' Oui“_.line Dsscription = The individual elements within a group of 20
elements are delayed difffex.-ent amounts nf time before transmission,

bl

 Technical Description = A 19 x 20 element matrix code box controls the

delay of the specific elements of speéch in each group of 20 elements, The
same code 1s used for abt least one égf;versation. . The key code control is on
a tape and is.advanced one step to a new .p'os:ltion., Whether chunge is to be

on a message or tims basis has nob yet been established,

State of Progress - Engineering models are now under development.,
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Size  Thres bays appraximately 5% x 2} x 1£ feet,

Yeight Approximately 250 pounds per bay plus spare parts and t.est.
equipment.,

Technical Description - Speech is converted into a 1500 baud per
second on-off signal by means of a vocoder and PCH éoder. To this signal
is added a key sequence from an -.aasoc:lated kéy generator, Transmission
is accomplished by eight frequency multiplexed channels located in the
sr.andar'd'voiee frequency band, Six of these 'channels are for speech
:l.nformation, one is for synchronizatinn and one is for station selection.
The reeeiving end accomplishes the reverss operations of the transmitting
end, Each terminal is full duple;.

gegogapgic Features - The key generat'or makes use of the geared
t.imi.ng mechanism to produce six basic sequences of 101, 103, 107, 109,
113, a.nd 115 elements length, These sequences are combined by addit.ion
and multiplication in ele"_'c"tronic circuits to produce o@put. key at 1500
eleme‘nt.a per second. The basic pat.t.erxﬁ are changeable as well as the
1ndiv1dua1 starting poj.nt.s of each sequence.

~ State of Progree = Three models of the equipment are under conatruction

by a contractor. Theae will be enpineering and service tested to determine

necessary modificat ionso
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- ASAY 8

SINGLE CHANNEL PCM CIPHONY -SYSTEM

Size 2 cases euch 12" x 12" x 18" estimated,
Welght 50 lbs., estimated, '
General « The syétem is intended for general airborne tactical usage by
. VHF radio, ’ |
| Outline Description = A single channel FCM system which employs ”pusﬁ to
talk"” transceiver element scrambling of a block of 32 pulses,

Technical Description

Cryptographic Features: The PCK coder output is "flattened" by

means of "auto key techniques.” The least weight baud of each. speech sample
(&"digit FCH) is delayed multiples of five eleménts. This causes it to be
added to the 8 weight bauds of the next sample, to the 4 weight bauds of the
next sample after that, and the 2 weight baud of the next sample after that,
A code card or rotor system is used to determine a transposition in a block
of 32 elements, '

State of -Devélom}_ - Barly development. 2nd Engineeriné model to

be built by contractar. Air transmission test plagned on lab model, '
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8 CHANNEL SPEECH SYSTEM FOR MICRO~WAVE RADIO

Size 7 L1'bays (counting 100% standby)

Weight About 1 ton (2000 lbs) _
Outline Description = Enclphered PCM system transmitted by on-off

pulses over micro-wave radio, The channels are in time division multi-
pleix,
Technical Description
x@ograghic F'eature : The machine employs a kaey generator
using four wheels of lengt.h 11 13, 20, and 28, The motion of t.hose
wheels is cor_:trolled by plain text PCM elements and partially anc._iphered
PCi elemtﬁo |

State of Progress - Two terminals are nearing completion for use in
a special experimental radio link,. Several terminals without complete
keyer circuits are available,
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T.S.3,

Tactical speech encipherment system pri;nar'ily for aircraft use,

Size and Weight - About 10" x 10" x 18" and weighs 39 pounds. (This
is 18 element model,) -
Qutline Description = A TDS system cf enclpherment applied to PAM
spaech samples._ Uses a fixed sélfaconversing code changeable.by means of

a aswitch mziﬁr:lxd

T_echnicai Features - The set employs a rotory beam tube instead of
a more conventional ring circuit to control the TDS dperat.ion., wa models
of the system have been built; one einpioying al2 element. TDS the other an
18 element TDo. A5 to 10 ke channel is required for t.ranamission., The

syatem aynchronizes phase automaticallyo

St.ate of Propress = Two models of each of the two types will soon be
available for testing. -




1,__ ASAD 1 is a snall band substitution device, designed for use in
multiseater aircraft ror the t.ranamisuon of essent.idl meteorclogical
infomat.ion._

2, It consiats of a black box about 12" x 74" x 13" in dimension,
containing a’letter key-~roll which can be r-fobated horizontally and over-
" laid by a stencii which can be rotated vertically. The stencil contains
13 lines each designated by the type of _-:’mfoﬁpatidn involved f—lf;e,:gc clodd
qéim.g, visibmtyj, etc.) and containing up to 20 holes desi-énated by
numbo!'re, d;lrect.iona; et¢. Thus, at any posit.ion of the.stencll or key-
g roll, there are 13 lines showing different types of informat.ion, and the
iexact. detail can be designated by the letter appearing in:the appropriate
-holn on the line, _ )

3. Th'e_lneyeroli is §:fo'duced so that a lebﬁer never repeats within a
series of 20. 'i'he stencil is designed so that it covers every other line.

. and colum of f.he key, t-here are thus four mdependent keys on the roll,
The roll can be set in 100 pesitions and the stencil in 26 positions, The _'
setting numbers are aubstit.uted into random digraphs by means of an. indi-
cator table which fits int.o a slot. above t.he window of the de\d.ce.
| L, The crypt.t__:graphic principle is sh_nilar. to that of the British UCO
or anmu.'rco, and the qet.@_- can be used for transmitting the same kind of
inform\ation. A wider choice of key is éyéihble oﬁing to the length of the
keyeréll and the principle of dual slide,
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RUNNING KbY CYFHER

.lo "RKC is a liter#l hand substi:tution cypher, designeci to give a
high degree of security on strategical links where machine 'systems- are
not- available,

2. The cypher comprises a book of random literal key-groups , and
a book of random 26 x 26 letter substitution squares, one for each day.
of ‘the month, For point-to-point working, the ke&book would be used
"once through" each day, comniencing at a point chosen at random in the
table; the system can also be émpio_yed for éroup working, choosing a
random starting=point for each individual message. The encryption |
process consists of substituting each 'plé.in«t.ext letter in turn against
its associated key-letter, employing the subatitu%:-ion table valid fdr

the day,
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MERCURY (IATE TYPEX Mk 10)

Synchronous on-line teleprinter cipher machine,
-Si.ze One 5%6" rack and four special tables,
Weight 450 lbs, very appraximately

Outline Description - 31 way rotor permiting cipher machine using
separate turnover control and ciphering mazes, -
Technical Description ~
- Crxgtograg!' ic f‘eatureg: A 4 'rotor cyclometric maze controlling

.a76 rotor ciphering maze. Rotors consist of an cﬁtgh'aﬁriiil't_xs' (carrying -

progression not..-ehes:)'-wit.h scrambled .wiring and a separate inner rotor.
The t..wo.part.s can be aa_'sqx_b_le'd in 62 different wéys; Current traverses
through the outer rotor Séétioh,ﬁhen through a scramb;ed.f.urn around end -
" plate and then returns through the inner rotor sections, nyptographically
therefore the mazss ’consi_st of 9 and 13 rctors respectively.

Mechanical Features: Morcury is a duplex on=line synchronoﬁs
_ "t.:ipher system, In-coming teleprinter s:lgnais are tried oit to 31 ways and
fe& onto alternate storage dévices, 3ignals are fed 'synchro_no-usl'y to the
maze and then reconverted to 5 unit code for transmission, The mase is
stepped synchroriously. In the no traffi¢ condition the. letters function
is sent "en clair" to line, . T

State of Progress = One circult on traffic experimentally. ‘.
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ON-LINZ TELEPRINTZR SYNCHRONOUS CIPHER MACHINE

Size 16" x 8" x 8" approximately,

Weipght 40 lbs appro#imately.

Outline Descriggion = A synchronous on<line subtractor teleprinter
cipher machine for geriefal tactieal usage,

Usage ~ The device is planned for large scale tazctical usage.

Technical Description

Cryp tog raphic Feabqres: ¥aze consists of 1l wired rotors periods

K, 43, 43; 45, 45, 46, 46, A7, 47, 49, 49. Rotors 1,3, 5,7, 9, 1L turn
regularly one step per el'em;nf.., Rest stay still. 8 of the 49 paths .thr.ough
the-mgze "droé" off" ét various pointa. - 2 of 49 inputs are energized with
battery through -push-Butbons and seven of the 41 outputs are tapped and
fed into relays, The seven relays perform modulus 2 addition in series on
the plain teleprinter element_fbr encipherment, Rapid clearance of push;-
buttons is provided. Rotérs_ not inﬁerchangeable s zfotateéble a_lphab_et tyre.
The device is capable of providing several streams of simultaneous key and
will atill be secure,

gggﬁggiéal Features: The maze turns, continuously driven, through
a dirterahtinl éear box for phagiﬁg purposes from;g magnetic amplified
controlled motoxf'i_f high "Q" circuit is used .for_ time co.ntrol. Element
storage is provided. Traffic is enciphered on an element by-alemenﬁ basis
including start and stop signals thersby giving traffic_flow security. -
State of Progress -~ Two lab models made from drawings are under test.
Development of the time control features is incomplete,
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ON-LINE TELEPRINTER CIPHNR DEVICE

Sige  One 4%" telagraph rack on caators
Fedpht 100 1ba approximately : .
Qutline Deseription - /An olaetroniba]]y operated half-dnplnx on=line
* teleprintor subtractor encipherment device.
mwi‘ea 33 SeenubesonGock—Robd.n (Itanee)_.
The eiphor ley 1o generated by cold cathods gas tubes. Providmf is made
for gensrating random indicators not under control of the -opbmtu- and
:for automatically posi.tion:l.ng the key genorator to thess indicators.
| Mechanical Festures: The vholo equipment is elsctronics Moot
circﬂts-m cold cathode gas tubes, |
. M - The device is intendod initially far use¢ on GCHY land line
circuits. A basic concept has been the use of elactronic techniquss 80
as to pemit ready mass prodmt:l.nno '
W 'momdels mbeing built for user tria.la.




REF _ID: A67163 i
‘ TN .

Gonoral - 31ﬁglct is a keyboard cporated moton-drim, tape~printing
ofi‘-al'a.m pemtd.ng cipher machina, The keyboard coryesponds exactly to a
mmm telaprinter hayboard except that there 1s one additional key called
- a "Biyam Kay®, 'Ehe full rangs of teleprinter lower an.d upper cage Symbols
are available bmt. fom' lotter leys and carrlage-return and line-feed reqn:lre
the pre-opemtion of the blgram key.

The mchine is deaigned to work fron 100-125 Yolbs or 200-250 volts
4565 ¢/s single phases It can be..tahan through the hatch of a submarine,

- Deotalls « The machine will have a %—meﬁh?wmmrs
operating on BCM prindp]_.és' but con also be used as for CGM working, It will
uae_hgriqan'ty_pe rofo;'ao_

Ja for Hotsoraloriod) Traffle - Tho incluglon of full .case-shift
facilitics encbles the mchine to be used for meteorologlcal traffic. Since
nons of the bigramsd signals ar used for this typs of traffie the operaticn
ofthe 1:eyb§ard:la exactly the same as that of a standard teleprinter. (Mot
s weathor keyboard)e | . |

w The mchim is still under devalomant. A develop=
mant contract for prototype prqduction models will probably be placed in ths
Sumer of 1951,




MaPendragm is an off-lim cipher machine usingaperforated
tmpeinmbmﬂprodmingapago—printedmyonatelnprint@andalso.ﬁ
mquired, a perforated tape on a printing reperforators
_ The input taps can be prepaired on & standard talepmter perforator

" using the full Tange of toleprinter signals, Bigren signals are auto-
mti,cmy insertod by the equipmont wh:l.p!_x has a 2b~way permuting maze
exactlw-the samo as that -uaed in Singlet._'

Pendragon will intervork with Singlst and can also bo used for GG

- @ BCM working.

Details = Tho main unit will be identical with Singlst; except that
the keoyboard and printors will be replaced by a control unit for inserting
éa;.rr:hae return ax_;d lﬁs-foed; etts |

State of Prospess « Development is proceeding in parallel with the
work on Singlet and it is expocted that both Singlst and Pendragon will
bacome available abmt. the sams tims.
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M_— DUP 1 is an off=line hand gpémted tape=printing cipher
machine with an electrical permting maze, welghing sbout 18 Ibse Its
dimsnoions are 123" x 65" X 5" (On the model dmnstmted, trn inpmk
is controlled by a uetting lmob sdmilar to that of M 209 but keyboa.rd
operation could be arranged, ILloctrical pmw?r is supplied by a self-
contained 45 wolt dry battery which gives 80,000 operations or mores.

For low temperaturé operation, an m1 source of power is nocessary.

Details ~ Tho maze is 26-way and has 8 rotors of which 1 and 5 are
fast turning, 2, 3a:nz.baipgdx-1voneye1metr1emyby1; amls; 7 and
8 oyolamotrically driven by 5o '

- e rotora have alphabet tyrss rotatsbls with respect to turn-over
patterns; and removable wiring inserts which can be fitted in-any one of 26
positions, The turn-Gver patbarn is the aims on every sotar in & seb and
therem]bwiringinserbstoeachseto Compromiso of the machine and
vd.ri.nga is covered by the fact that adequate security is g.m in the daily
setting, '

). fop Mo _ , ' ffig = PrOposali are under consideration
far encdpherment of numsrals and the letter X by the use of & mamally

operated case shift.

| w Onehmdmdsmodelkasbeenempletedandsix

more are under construction, A developmsnt gomract ‘has besn placed for the
mimufacturs of 50 models enginesred for largs scale producticn and intended
for Service trials, Delivery of these prototype production models is expected
to coumence during the Summer of 1951,
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Gepspal - LET-FAX 1s a system far tho onciphercd trensnission of black
and vhite meteorological charts. It is intendod to mset 4 requirement for
ﬂwQNMM&MmofdmﬂaZleﬂhmathsofmmmweﬂﬁumnmmma'
with a definition of 100 lines per inch, the tranmission channel (1ine or
H.F.) having o band-wldth of 300 to 3,400 G/S. |

The enciphsring equipment w1l consist of ome rack 20" wido by 6° high
enploying sbout 200 valvos, The deciphoring equimment is of about the gams
size,

mmﬂmgtomumwmmmmutmiMﬁummmnmubewMMMwhm
an&mwdmwﬂmupummMgmmsmﬂ&mwﬁbﬂyibﬂmﬁmmw

Dotalls e nﬁpMMMeumﬂngmmjsquMw!%ﬂmt&msmms«mﬁ,
ﬂmﬂmatmmmﬂmnmhddemsﬂmm&nWswasknw@d@mmmum“
of definition. Groups of 3 quantized elaments are comverted to signals on
mmotﬁgmmmuhmtgarmmmmm:mmofhﬂmpwsmmm Those
ﬁ@ﬂsummmmudmmcmmMarwaummnmmmomcﬂ&mmlmﬂb
for transmlssion by F.M,

The permuber Wil have elght stages ("wheels") with pluggable turnoves
patterns and changeable wirings, The lstter will consist of paxolin cards
with notalized strip connoctionss The variables will be turnover pattemn,
order of progression and wiring, The dsciphoring equipmerit will bo started
automatically and its speed will be controlled by differentiation of the
incoming sipgnals.

Stage of Developmont - Back to back laboratery tests have been rade
uﬂnhmﬂdﬁmlmmmﬁhm Breadeboard experiments of the transmission
equipment are proceeding. . .

The electronic permuter may later bo replaced by s Rollick key genaratore
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PCM CIPHCNY SYSTHEM FOR TACTICAL USAGSE

Size and Weigh -_.Lab xﬁodel_s conéisb of one 5%" rack,  iWeight, 300 1lbs
appro:d.mately. Packaged equipment for véhicle use planned, |

Qutline Descrigtioﬁ - Duplex 32 level PCH subtractor encypherment ciphony
system for point-to-point service,

Technical Description -

Cryptographic Features: Subtractor encypherment using binary key
from s group of transition counters of moduli between 2 and 29, Counters
‘are reset automatically by a maze at periodic j,n.t.ervals,

Technical Features: Duplex operat.i.on. using a common. kesy generator
giving different key to go and return channels. Framing , synchrenization, -
maze stepping, etc, is automatic,

State of Develorment - 6 copies of lab models bein.g. made for special

GCHQ circuits, Development contract placed for engineered models for field -

use,
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SPEECH SECRECY SY:TRM FOR USAGE

Sizo Welght _
(Planned) 2 double eided racks 5% high -
600 lbs
Quiline Doscription ~ PG Yocoeder amalysis and synthesis system wdth
subtractor engypherment for oﬁeranbion over circults of nommal bandwidth,
Teshnical Dosoription
W___mz Emyphment will be by uaing tha Cocl=
Robin principle. * .
Kleotrical features: Cns pitch and elght speeotrum channslg.
Pitch chamnels are defined to 16 steps, the spectium to 8 stepe: Optional
provigion of two t.ranm.tsd.on systems, one for landwwamdm mdio.’ -
Operating at 1800 bauds, and a mltichannel V.F, aystem 170 cps spacing
and a 10O band spaed on each channsl, Provision can be made for a securs
teleprinberelnnneli‘orordwmepu-posesurequimda |
W - Development contract pla.ced rlit.h a contraeboro
First models for tr:laldue in 18 months.
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MULTI-CHANNEL CENTIMETRIC RADIO REIAY EZUIPMENT

Size and ";Ve;gh' - Duplicabe_-eqiximent. consisting of 4 transmitters,
- 4 receivers, antenna masts , ete., carried in one irehicle._, Duplicate PCM
' multiplex etc., carried in a Second vehicle, ,

Qutline Descriggion -~ Centimetric radioc relay syst.em providing 12
top secret speech channels, '

Technical Description

_ x&graghic Features: Eneyphefm_ent is carried out by the
_Cock~Robi.n principle (Item ee).

Electrical Features:, The equipment is fully duplicated with auto-
| matic change~over facilities, The 12 PCY éha.nnels are carried by FM on a
écm radio link, An engineering channel is also provided using the Qéectrmn
53101: 4 ke/s, FPCK system 1s analogous to Hallmark. Y




REF ID:A67163 . .
o Ta i ]

PLAYFEX (SMALL SHIPS CYPHER)

1, Playfex is a tactical band syst.ém, designed to effect a very rapid
change of code with a minimum of documentaﬂo_n and production, It is specifi-
cally intended for use in small ships; ard could be employed for any traffic
where short term security is required and where a cuick encryption process
on a basic.: bock is oper"at.ipnau.,y acceptable., |

2, In its present form it consists of a two-part (hatted) basic code-
book, 4n which each vocabulary signification is given a twoslstter group, .
omitting double letters and the letter J, The groups from the basic code-
bock are then encyphered by a double Playfair process, based on a pair of
5 x 5 squares changing every two hours, The keybook eonsists of 31 detacha=
ble prsges; each containing 2, squares, divided into 12 pai_.'r_s designated by
the two-hour periocd 'L'or_ which they are valid, Each ba_éic .'group is encrypted
on the left hand square, and the resulting digraph encrypted on the right
hand squire. No indicator is required cther than the date-time group-of the
message, .

_ 3. The keybock is designed so that squares valid for a period shorter
than 2!; hours can be issued for short front J_.:lne-ope.rat.iona. If a higher
degree “of security is required; the basie Bopk can be changed monthly,
the basic groups written out on-'a_ keylengtgx_, and the Playfair el:lcl'yption
. appl_l!.ed to. the vertical digraphso

_ 4, The siiall ships basic book and some editions of the keybook have
been produced and are ready for issue _1! recuired, Field tests have proved
satiafactory;- but the system has not been used operationally.
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1. Ilinex 1s a literal hand substitution cypher, designed to give a
high degree of security for forward-area strategical traffic, where machine
syst.emé are not a.w'lai.lable. _._I't.'h_as”be_en in use in the British Army forward
of Brigaﬁe'.since 1944 | | |

2-.' - The _cybher consis_té of a book pf és pages of mixed alphabets, used
in association with 10 cards known as cursors. | Each cursor.is _designated by
two or three letters, -ahd contains a mixed alphabet along the top margin and
a hole cut in one of ten posi.t:lons on the right margin., The user select.s one
of the cursors and marks a letter in the mixed a.lpha.bet. as det.ennined by t.he'.
indicator, He finds the sbax-t.ing=point in the keybook, and places the marked
letter under the first plain-text letter of the message; the cypher letter
is read from the hoie cut away on the rightlma'rgin of the cursor, 'i'he cursor
is then moved down one alpbabét in the key‘bookiand the process is. repeated
’for. the second j)lainstext' letter; and so pn_; letter by letter through the.
‘message, using a new alphabet for each encryption. . _

3. The message indicator consists of a four-letter group selected from
a page of rax.'ndom groups; the t.w¢'>_ pairs of letters are encrypted.by a single

Playfair p;rocesa,. to give the cursor and stérting—point. for the message.
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CURSEX

l. Cursex 1s a li.teral'hand substitution cypher, designed to give a
high degree of sécur'ity for strategical traffic where machine syste.ms are
not available, It is specifically inténded for u:se as a combined merchant .
ships' cypher, and would be suitable’ for use on strategical links oras a
general back-up to maehine systems,

2. The cypher consists ¢f a book of lit-eral key, used in association
with a frame containing a horizontal~ and a verbical— sliding keysheet. made
up of a number of mixed alphabets, The plain text is written under the
groups in the keybbok,”..st.art.ing at a point detemined by the indicator, .and'.
each of the keysheets is. set up at one of 26 positions in the .frame. KEach
lett.er'off‘_the text is then encrypted on ﬁhe alphabet indicated by the | _
asgociated key-letter. The key-élat.t.er 1s found in the alphabet bn the
horizontal key.s_heet.; and the sizbst'iﬁutidd alphabet, 1s,§.ak§p'f;om thé vertical
keysheet, the process being .t‘aciiitat.ed_ by ‘the use_'-éf a énradr slifiing a ‘
vertically over the frame, ¥ ' |

‘3. Several specimen frame;-ahd keyshests have been prodiiced, and 'f_ie]_.d

tests have proved sét.isfacf.ory.

&P
ik

EP

==

=P




:A67163 g
e @

bb

]
b
D
3m
%

]

OTMETCO

. 1, Otmetco is a hand substitution cypher, designed for providing
essential met.eorological information to aircraft returning from operations.
"It can be used to t.ransm:lt. barometric pressure, followed by visibility and
cloud-base if required, It is intended to place the m:lnimum burden on the
a.trcrafb.

-2, A gmmd-_staﬁior_xs hold a book containing 1000 mixed alphabets,
.each designated by an indicator number. Alrcraft are provided with a profoi'ma
card, cont.aini.ng an extract consisting of three alphabets from the book, a
key bardmet.ric pressure and one or more letters indicating "j;lus" or "minus”,
 The key pressure is obtained ssparately by each ground-station, by applying.

a dally-changing key-numbér to the actﬁal barometric pressure observed at the
| station. at. a predet.erminod ti.me |

3. When the ai.rerarf. returns to base t.he ground—stauon transmt.s the
'barometric pressure as the deviation in millibars from the key pressure, in
the fom of a two-letter group, the ﬁrsb letter .tnd:lcates "plus" or "minus",

t.he second letter the dev:lat.ion in m:llli.bars up to 25, as determined by the

f:l_rst- alphabet on the card, If required, the cloud-base in hundreds o: feet

(up to 2500) is transmitted as the appropriate letter from the second alphabet,

) and the visibi.lit.y in hundreds of yards (up to 2500) from the third alphabet..
be In addition to the st.at.ion key pressure, all aircraft in an area are

given a daily-changing diversion key pressure, If an airocraft is divertzd from

base; it requests a report by transmitiing its indicator number, and the

| ground-station bases .it.s reply on the diversion key pressure..

5. Each indicator 1s allocated to one operation only, so that the key
is virtually cne-tm; the only repetition being when a visibility or cloud-
base alphabet on one operation may be used as a barometric alphabet on another,

6. The system is at present being given field bests; a.nd-prelimina.ry
indications ere that it will prove satisfactory, :



1, Alametco is a hand substitution cypher, designed for the

- transmission of mesteorological information between ground-stations-and
aircreft. It has been in use. in the R.A.P, since the latter part of the
war, _

2, Afrcraft are provided withlprpforma'cards;'containing a number of
lines devoted to various items of meteorological information; with blanks
left for the insertion of letter keys (similar io the stencil on ASAD 1),
Before an dperation; the-ground-station fills in the card with a number of
mixed alphabets derived from a master key-book and éhanging daily. Any
item can thus be expressed as the line-number in the proforma followed by
the letter appearing in the appropriﬁte space, Each aircraft normally
carries more than one cafd, a different series being employed for area

broadeasts,

REMMLS
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ROTORS

26-Point Rotors
- It has been agreed on Sub-Committee A that rotors on both U.S, and
British revisions of tﬁe 7-rotor BCK should be physically and crypt.ographically
interchangeable. The size of rotor proposed (3i" diameter) is that now used
on CSP 1700, It is also proposed that the physical desizn shall as and when
possible take the form of a rotor with a soldered-in wiring bobbin, a
removable turnover 'cam; and a removable alphabet tyre each of which are in
| effect ca;pable of rotation. The rot.ox_-s may be reversed by interchanging the
position of the turnover cam and the alphabet tyre. |
For u@tweight machines it has been proposécl that a rctor of simiiar
design but having a diameter of 21" (as used on FCM) should be employed.

31 Point Rotors QU.Kgl_ -

A3l péint rotor of special design is used in Mercury (British on-line
teleprinter permuting system). | |

The rotor consists of an cuter reversible scramble-wired annulus with a
fixed turnover pattern and fixed alphabet tyre, in which s inserted a second
scramble-wired disc, The insert may be fitted in any one of 31 positions and
is reversible. The maze circuits first pasﬁ through the inserts and then

return via the end plate through the anmuli.

36 Point Rotors (U,S.)

The U_.S. is developing a 36 point rotor for use in new cipher machine
devéloprxieﬁt.s. The figure 36 was chosen 't_.o .allow ehcipherment. of the 32
cﬁamcter teletype alphabet, the 26 character literal alphabet, and va‘rioﬁs
system wirings, Two physically identica-l types of rotors are being devéloped;
one of whose wiring is capable of being "plugged" to any desired scramble, and
a second whose scramble wiring is "printed" on a replaceable plastic insert.

Each rotor com'si_sts of 4 parts, a mein body, a notch ring, an alphabet
ring, and a lock ring. The main body contains 36 flush éommutat.or contacts
on one face and 36 plungers on the pt.her face. The notch ring_ is inter-
changeable between rotors and; although it is not reversible, can _b_e- placed
in 36 different position_é with respect to the alphabet ring. The notch ri.n_g
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dd ~ Rotors (continued)

provides sﬁepping control for the maze, The alphabet ring is used as a
drive ring and for message indicator settings and contains 10 blanks on _
its periphery, Opppsite ft_ne letter "O" .'n’.s a depression used to "zeroize"
the foﬁor. Thg lock ring holds the assembly together. The daily set 'up
wili éon-sis_t_. of assenbling the alphabet ring in the proper juxtaposition
to th§ main body's i._ndei mark, picking the proper notch ring and placing
it in proper juxtaposition to the alphsbet ring and locking the aséez_:ibly
by means of the lock riné. | _

The design goal was to prodd;:e a new rotor which 'mmld ease: the rotor
wiring problem and be capable of large scale production,
~ The dimensions are 3,7" OD; 0.42" thick; and—_.a_hub bore of 0.30", The
expected normal ']:ife is .ow-(er 200,000,000 operations.
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" COCK-ROBIN

1. Note: Cock-Robin is a basic cryptographic principle, &nd has
many applicat}ions. It can be pr‘bduced both electronically and mechanieally.
It is described here in one'applica.t"ion as a key generator (Rollick) for
on-line teleprinter encipherment but other applications are mentioned in
dgéeript.ions of devices using it, ' '

2. _Components: - The génera'r.or has 9 Fold cathode decade counters
divided into three sets A, B and C. Each set has one counter 10, 6;':3 9 and
one 7. All three counters within a éet are driven simlt_.aneously by means |
of an ori/off gate. dJeveral of the cat.hodés in each set are tapped, strapped
together, and led off to control the other two gates, Another s’el;_e;i:tlm, _
poaaib'ly overlapping, of .th_e ‘cathode 1s made.f.o produce three stir_eauns of
mark/space key X, Y & 2, which are added modulo 2 to produce the final key
element, . _ |

3. Motion:s The "motor" cutput of set A turne Gate B on'if there is a
voltage :presenh; and turns Gat.e C on if there is no voltage present, Jst B
controls Gate C and A, and Set C contiols A and B in the same way. A gate is
therefore only off if there is no voltags from the preceding set and .th_ere is
a voltage froh the following set. ihen the number of tappings in the various
‘gets satisfy'é. c_ertain. condition, the cycle is the guarantead maximum of
110 X 9 X 7 cubed, | _ |

ho Key: Stream X is obtained b& t#ppings .frpm the 10 counters-in
Set, 4, the 9 :I.n B and the 7 in C, these tappings being strapped to glve Boolean
addition. Y is obtained from the 10 in B, the 9 in C and the 7 in A, and Z from
the 10 4n C, the 9 in A and the 7 in B, X, Y and Z are then added modulo 2
for the final key.element, which is .aﬂded to the plain teleprinter element..l

o 5, 53“’-%. : Al) the -tappings of . caﬁhodes for key and motorization
are completely pluggable, and cbvicusly change of plugging; which will
probably be daily, gives a change of machine, Message séttihga can generally
be produced at:t;omahically (see description of Rollick).
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CIPHONY SCHiME FOR GROUP WORKING

Outline De'scriggion of Proposal
| A scheme for quantising speech into say 8 levels and permuting
these levels in both electronic and mechanical (maze) permuters,
. Synchronization of the electronic ¢ircuits can be acheived on a pu_sh;
to=talk basis; the mechanical parts by a clock mechanism. In this
manner the advantages of permutation can be used in mitigation of loss
of security due to transmission in depth,
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' BRUSA COMSEC CONFERENCE

_ _
TARSY REPORT OF SUB-COMMITTEE B TO THE KXECUTIVE COMMITTEE

The meetings of Sub=Committee B began on 27 September 1950 and
continued intermittently through 10 October,

The final report of the Sub=Committee 1s attached hereto., The
minutea that were kept of the mestings give only a summary of the

-highlights of the various subjects discussed, They are on file with

the recorder,
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REPORT CF SUB=CCEIITSE B TO THE EXSCUTIVE CGMMITTEE

1, Subef}ommittee B has made an exchange of technical information
concerning various cr‘ypto systems‘ falling under the following item heédings:
a, Low Echelon ( Minor Wa: V.eéels) Telegraphic Systems - '
ineluding oombined assault codes and tactical systems for
_ _a-ll military Se_rvices. .
b, Merchant Ship Telegraphic Systems,
G 'liﬂieteorological Security Systems, Including Facsimile,
T_eiepﬂnter and Telegraph,
d. Voice Security Systems for Tactical Purposes,
2. During the course of the discussion and dexqor.xst.rat.ions 31 erypto
sysi;ems were considered. Technical descript.ions of 27 of t.hese are included
:ln the appendices as follows-. _ |

a; AFSAM 9- :

b, Mercury
~¢;. Concert

d. Rollick '

k. 7 rotor ECM
1, 4SAX 2
m. NRL Cifax
‘Ne  METFAX
0, ASAY 4
pPo. ASAY 8
Q. Hallmark
r. Sorcerer
¢ Beo D 70
t., AN/TRA 16
u, Playfex
Ve, linex
W, Cursex
%, ASAD 1
Y. Otmetco .
2, Alamstco
aa, Running Key Cipher

Four others, the ASAM 2-1, the CCH, the Strip Cipher, and the ll=209, have no

descriptions attached because of their familier status in both countries,
" 3, None of these ‘crypto systems was subjected to serious deliberation
as far as securlty is concerned a.nd on many of them no security studies have |
yet been made., It is the aim of the Sub-Committee that these Bystei_ni shall
all receive security evaluations mah—&de duri;g the interim between
?\ the close of this Ges on and t.i'ne opening of the next. |




4o Incidental to the discussions of the various- cerypto syst.eme

‘consideration was giiren to the problem of the number of different sizes

/

_ syst.ems under developmenf. but 4

of rotors which are'oont.empla.ted for use in the mechanioal erypto systems,'-.
The SuMomittee feels that the 26—point rotor may have to be used for a
1ong time to come but that some future agreement is hecessary as’ to a
selection among the 31, 32, and 36—point rotore,
5 - The Sub=0ommit.tee ‘has the following observations and conclusions
to report from its deliberations on the four ihema on il;s agenda-a '
' A, Low Echelon (Minor War Vessels) Telegraphic Syst.ems -
-_including oom‘;ined assault codes und tactical syst.ems
for all military Servicos.. '
' 1;, -'Ie note t.hat. the Fleet codo and Gombined Assault codee
are under discuasion in t.he UK - U3 JGECa _ | B
2, We note that thero are no obher Low Echelon eyst.ems yet. -
under consideration for combined use, | '

3. e not.e that both US and UK have a number of pew mach:hn; -:

PR NS, £Y 1Y

be e conclude:
-No maehine system is likely to be available for

| S4
general combined use berm;l:lwﬁ*
b. 1f cmbinod eyotm are reouired ror any purpose in

the interim period, poasible are:
~dtrip '
Linex
Cursex. _
Playfex . . "
. Running Key Cipher
¢.. ‘To mest the long term recuirements foi low echelon
combined systems selectiohs should be made within the next 12 months,

Possible devices ars:
CDUP 1
AFSAN 7
Vecy" *

B. Merchant Ship Telegraphic Systems. |
1, Me note that Cursex is under consideration in t-;he. US-UK
JOEC and 1s likely to be adopted as the interin solutien for Allied Merchant
Ships, |
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2, Jde recommend that 2 muchine sy em'\faater than Cursex
should replace it, when available, and that such a system should be selected .
| within the next 12 months, . Possible devices are: |
Y opoy |
DUP 1 ,
AFSaN 7 .
MM
do Msteorological Security Systems, Including Facsimile,
Teleprinter and Telegraph. |
1, W#e note the lack of- any suitable combined crypto system
for mei;eoroloéical purposes,
2, Ve note that both the UX and US have under development nev
meteorological systems in the following ca.tegcr.tes:
Mr-Ground LT
Telegraph
Teleprinter
Cifax: :
. 3, We note that with 't.he exception of the Air<Cround systems
none of the syst.eme under development is likely to be available forktnbye— -
Mgeneral combined use before%
4, We note f.hat requirements and characterietica for cunbined
plain text feesi.mile equipments have not yst been agreed upon.
5. Ulig concludes _
_ 8, No machine crypto system fcr meteorological .purpoaee is
likely to be available for general cambined use before,,sag:ié;;..
b If combined ayebems are rejuired for mateorological
purposee in the mterim period, possible devices ares

(1) Adr-Ground - ASAD 1

Otmetco
Alameteco . : :
W )
(2) Telegraph d- g dified for weather enciphey ent. 0 |
(3) Teleprinter = ASAY 2-1 Sl ST Gnder-Tron

(1,,) Pacsimile - Nome available _
¢. To meet the long term requiremente for eneiphermenf. of .

meteorolcgical data selection ahould be made within the next. 12 months,

Possible devices are:

(1) Air-Gronnd = ASAD 1
Ctmetco
Alamet.co :
Any available ciphony system




—I6oP-SHCREE-

(\/‘ (2) Telegraph - BCM 7 with provision for weather encipherment

..

SAM 7
LN 2 L W
Singlet
Pepdragon
DUP 1 - designed for weat.her enciphexment,
tmend, Gt
(3) Teléprinter = AFSAM 9
ASAY 2-1
Concert
Rolliek

. Merewry
(4) Cifax = ASAX 2
. W CA FA} :
| (¢)
BOTE: Selection in H#l6 categoryAmay not be possible until an

agreemant is reached in the UK-US JCEC on the requirements and characteristics
for plain text facsimile equ:lpmnisénd associated transmiesion systems for

. mateorologlical use,

D, Voice Security Systems for Tactical Purposes, _
' 1, We note that there ars mo ciphony syste@s vader consideration
for coubined uss, | |
| 2, ie.ncke that both the UK and us have a nmgr of new

3, #le_conclude:
a, Ho ciphony system is likely to be available for general

cmbined use beforemljsé -

b  Thers are no poasi.bmuee for su:l.t.able devices in the

-

interim period, -

¢,. To meet the long term requi.remehts for ¢ombined ciphony
systems selection should be made within the next 12 months, Possible devices
are: '. |

(1) ASaY & (primarily designed as. a low echolon ciphony

| attachnent ; over circuite or bmdwidth)

(2) AsAY 8 . (designed pﬁmaﬂly for aitbarne usey possivly
sn_xi?.abma fq;r genaral low echalen use; can be used
with VHF transmission only and is capaﬁle' of group
working) .

(3) Halimark - (primarily designed for tachical point to point
circuits using VHF cor wids-band circuite; could .
be used to provide secure point to point teletype

and raesini.le',trana_nis:lons)
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(4) Sorcerer ( prirnariiy designed for point to point ciphopy _
over long and short distance circaita of ncrmal
band wiéth) | -

(5) AN/TRA 16 (primarily designed for microwave point to point .

| radio relay links, carrying 8 voiée chann_els; can
~handle teleprinter with freéuen_cy multiplex)

{6) D-70 (primarily designed fbr microwave point to point

radio relay links, carrying 12 volce channels; _
can carry facsimile or.t.eleprinter with freq_uem_:y B
multiplex) | ' T _
6, The Subeq‘qm.n_ibte_e has the following general recommendations to make:
| 2, Tha%MWconﬂnuiﬁg_ -basisa-tﬁer_e@be’, |
/ o Wete intérchange of the technical details of the systemé diseusaé:i in

-~

tiewe exploratory conferenceff. This should include technical visits,

.. §. That security evalustions be made and exchangsd on all items
discussed, s 0 % s Q@»%&@&@, e, . \ Yol
& oo A Nt - e T
d. That, the-U,S,U.K, JCEC be-igvited-bo consider and resolve,witheuwb Ol o
o B %Wﬁ' A R, ¥ =
dadey the opdrational requirements in all fields of Cobined. Cryptographie

conference: be held dn about nine months to arrive

. A
selections of items to be recomwsnded for ¢ombined adoptionww_

. (kmmnu'lie:st“..'f.cms_°

b, That discussion and interchange of technical information on
certain other items of combined intersst, such as the security aspect._é of IFF

and authentication systems, be authorized,
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REPORT CF SUB=CCLIITzi B TO THE EXZCUTIVE COMMITTER

1, Sub-Committee B has made an exchange of technical information
concerning various crypto systems falling under the following item headings:
a, low Echelon (Minor War Vessels) Telegraphic Systems =
including combined assault codes and tactical systems for
all- military Services,

b. Merchant Ship Telegraphic Systems,

Co 'Me'teorological Security Systems, chlﬁding Facsimile,
Teleprinter and Telegraph,

d, Voice Security Systems for Tactical Purposes,

2, During the course of the discussion ind demonstrations 31 crypte
systems were wnsidéred. Technical descriptions of 27 of these are included
in the appendices as fpllowsa. | | i

| a, AFSAM -9 |
b, Mercury
¢ Concert
d., Rollick
e, AFSAM 7
£, PCH
8o Singlet
h. Pendragon
i. DUP1
J. MCM -
k. 7 rotor BECM
1, ASAX 2
m, NRL Cifax
‘0, METPAX
0, ASAY &4
P.. ASAY 8
q., Hallmark
r, JSorcsrsr

8. B 70
t. AN/TRA 16
v, Playfex

- ¥o ldnex
W, Cursex
X, ASAD 1
Yo otm@t-c@
2., Alamst.co

| aa, Running Key Cipher |
Four others, the ASAM 2-1, the CCM, the Strip Cipher, and the M-=209, have no
descﬁpﬁ.{ons attached bacause of tmir'famiu& status in both countries,

3. None of these crypt-o. systems was subjected f-o serious delﬂ:eration
as far as security is concerned and on many of them no sscurity studies have
yot been made. It is the aim of the Sub~Committee that these systems shall
all receive security evaluations on each side during the interim between
the close of this session and fhe opening of the next. |
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h,. Incidental to the discussions of the various crypto syét;ems
consideration was given to the problem of the number of d:lfferént. sizes
of rotors which are ebntemplat;d for use in the mechanical crypto systems,
The Sub-Committee feels that the 26-point rotor may have to be used for a
long time to céme but that some future agreement is necessary as t.c_. a
selection among the '31, 32, and 36-point rotors,

5, The Sub=Committee has the following obsmat.ions and conclusions
.t.o .report._ from its deliberations on the- four it..ems. on its agendas

A; Low Kchelon (Minor ¥ar Vessels) ‘Ifelegr#phic 3ystems -
including combined assault codes emd tactical systems
" for all military Services,

1; We note that the Fleat Code and Combined Assault Codes

| are undsr discu.ssion in the UK - US JCE.!_:.,
2, We note that there are no other Low Echelon systems yet
under consideration for combined use. | _

3. We note that both US and UK have a Mber of new nacfxine
aystems under develomeﬁt. but it is unnkely't.hat. any of these could be
generally introduced in quantity for combined use berore; say; 1953,

L. e conclude:

&, -No machine system is Meh to be avaﬁlable for
general c@Md use before, say, 19_53.‘
| b, If combined systems are requu;d for any purpose in
the_interim period, possible dev:lcgs are:
Strip
" linex
. Curseat.
Playfex :
Running Key Cipher
c. To meet the long term rec_uiremehts for low eche]..on. _
combined systems selections éhoum be made within the next 12 months,
Possible devices are:
DUP 1
AFSAM' 7
PCM :
AFSAM 9 . .
MCH '
Concert
Rollick
B, Merchant Ship Telegraphic Systems.

1, 'w._ fiobe that Cursex is under consideration in the US<UK

JCEC and ie 1ikely to be adopted as the interim solution for Allied Merchant

Ships,
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2, de recommend that a machine system faster than Cursex

~ should replace it, when available, and that such a system should be selected
within the next 12 months, Possible devices are:
. rou
DUP 1-
AFSHY 7'
MCM

C. uetéorolpgical Security Systems, Including Facsimile,

Teleprinter and Telegraph,

1 e note the lack of any suitable combined crypto system
for msteorological. purposeso _

2, We note that both the UK and US l;ave under development new
meteorological systems in the following categories:

Air-Ground
Telegraph '
Teleprinter -
Cifax:

3. .Nle note that with the excepticn of the Air-Ground systems
none of the systems under develomént. is 11i:ely to be available for intro-
duction into ggnera.l combined use before; say, 1953.

h; We note that requirements and characteristics for. combined
plain téxt facsimile equipments have not yet been agreed upon.

5. We concludes

a, No machine erypto gvst.em for met..eorological purposes is
likely to be available for.general ‘cambined use before, say, 1953. _
b, If combined systems are reguired for meteorological
purposes in the interim period, poésible devices are:
(1) Adir-Ground - ASAD 1 ' |
Otmetco
_ Alametco .
(2) Telegraph - CCM (modified for weather encipherment)
- (3) Teleprinter - ASAY 2-1 (to be described under Item E)
(1) Pacsimile - None available
¢, To meet. the long term requirement.s for enciphernment of
meteorological data selection should be made within the next 12 mont.hs..
Possible devices are:
(1) Air<Ground = ASAD 1
Ctmetco

Alametco. - -
Any available ciphony system

~




(2) Telegraph - BCM 7 with provision for weather enclpherment
AFSAM 7 .
- PCM
.Singlet
Pendragon
DUP 1 = desligned for weather encipherment

(3) Teleprinter - AFSAM 9
ASAN 2-1
Concert
Rollick
Nercury

(4) Cifax - ASAX 2
NRL FAX
MET FAX

NOTE: Selection in this category may not be possible until an
agreement is reached in the UK-US JCEC on the requirement;a and d:a?acteristics
for plain text facsimile equipmentis and associated transxﬁission systemé for
meteorological use, - _ ’

D, Voice Security Systems for Tactical Purposes,.

l, #e note that there are no ciphony systems under consideration
for combined use, | |
2, We note that beth the UK and the US have a number of new
systems under development but it is unlikely thaf. any of these could .b'e
generally introduced in quantity for combined use before; say; 1953,

| 3. We conclude: -
a, No c:lpho‘ny system is iikel} to be avallable for general
combined use before, say, 1?53n '
b, There are no possibilities for suitable defices in t.ﬁe
interim period, o
| ¢, To meet the lo'ng f.erm requiremeht.s' for combined ciphony |
_systems selection should be made within the next 12 months, Possible devices
are: _ ‘ _
(1) ASAY & ‘(primarilj designed as a low echeloh 'éiphony
| attachnént; over cireuits of normal bandwidth)

(2) AsAY 8 (designed primarily for airborne use; possibly
suitable for general 1ow echelon ‘use; can be used
with VHF transmission only and 1is capable of- group
woricing) }

(3) Hallmark ' (primarily designed for tachical point to point
circuits using VHF or wide-band circuits; could

be used to provide secure point to point teletype

and f_acaimile transmissions)
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(4) Sorcerer (primarily designed for point to point ciphony -
over long -and short distanée eircuits of ncrmal
- band wi&th)
(5) AN/TRA 16 {primarily designed for micfowave point to point
" radio relay links; carrying 8 voice channels; can
handle teleprinter with frequency multiplex)
(6) D=0 (primarily designed jix'microwéve'point to point
radio relay links, carrying 12 voice channels;
can carry facsimile or teieprinter with frequency
| ﬁultiplex) |
6, The Sub=Committee has the following general reconmendations to make:
a, That immediately and on a continuing basis there will be a
complete interchange of the technical depails of the systems digcussed in
these exploratory conferences. This should include techniéal visits, - -
| _?v That security evaluations be made and exchanged on all jtems
diécussedé_ - o o
c. That the U.S,=U,K, JCEC be invited to consider and resolve without
delay the opefgtionai reqﬂirements in 211 fields of Combined Cryptographie
Communications, ' _ |
d, That a further conference be held in about nihe months po arrive
at rinal.sglections_of items to be récommended for combined adoptiénq.
. That discussion and interchange of technical information on
_certain other items of cambined intervst such as the security aspects of IFF

and authentication systems, be aubhorizedo_
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. 24 October 1950

1. Az rocorded in the sssond peperd of Subscmmlities A, this .
Subscandittoe wie resonvened on 29 Cotobsy 1950 to consider tho mablse of
encryphing letbers plus numsrels plus ceriain otlse Toleprintar cherectars,
uzing the Trotur B exypto teshniquee

2. Suboomdttes A has zlready rescmsnded that the presant CCY be
replaced by the 7-vetor BOX crypio prineciple not later then 1 Januery 1955

3. This roplasenent can be affented by both netions by modifying exisb-
ing equipomt md/or by imtredusing nsw equipmste

be mwmmmammnmmmu,mm
operating facilities will be avallebles

(a) Texts consisting either of 26 letters plus apace but not ine
clunding mmerals, o, ltematively, of 10 mmerels plus cao
additionsl eynbsl plus gpnos bub not indlvding lattsre, By
b ansrypled. On desrypiien "ZF will primd cs "X® s wiik tho
precsat CCH.

{(b) Homz of the adéitionsl Laxilitiss, for exsmple, & mixbure of
letters and figures, cffered by & stendard Tsleprinbter will
by avellsbles

5. The USeo md the British are currently btuilding new off-ling aypher
machines cspebls of employlng the Toroler BGK prinsiple snd offering somo
or all of the fecilities inhorent in stenderd Toleprintarse The teehnique
by vhich thess facilities wAll be providsd is difforent im the UeS. dasign
fron thet employed in the British dasign, due to differences in cperating
requirenste, as set Jorth dn paregrephe 7 and 8, below,

6. Both metlons are sgreed thet the foliswing genorsl requirmmsais,

i poswidls, be msbs

(s) Siss and weight of the maching mmt shewr & maried Fedustica
sompared with existing meshims.

(b) Enczyption must ba mtomsids to the greatsst possidle exbend
nd ¢ the lovest possibls eshelon.

(e) lschmiosl ond Gryptogrsphic deiciensiss found in the COM
and caxdier mehines most be eliminsteode. Crecisy Feliabilify

+OP-SECRET
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* and simpler maintenmce and adjustment must alse be
providede

(d) Ecsenticl Teleprinter Zesilitdes musth be providedo

T% 45 in the interpretation of this lash requizemcnt that ths UsS. and
Bri.tdch views ave ab varianse. | | |

7o The British Oparsbions) Stal? sequire that off-1ine mashines which
are to pmv.lde auvkomzbic smmim'md deesyrption dmil be capable of:

(a) Accepting a bape, perforated on any Teleprinter employing
the Dntermatlonal Telograph Alphabed Noo 2. (3ee page 265,

~ Telegreph Regilaticms, Cairo Revision of 1933)

(b) Presenting automaticelly in pege form the deczypted vercica
identical with the originsl texbe Thus, for axample, ell
the Teleprinter functions reqired for tsbulation which
appesred in the origindl text must be yeprodused during
doszyptica and be oapsble of oporeting & standard Tele-
printers

8 meiﬂesoope:aﬁmﬂ.reqtmemﬁmmtbemsomﬁymﬁﬁe&
The texm "Esserilal Teleprinber Facilitlies® has been employed and is cuwrrently
interpreted by the desigaers as requiring that the mechine mst be cmpeble
of receving & Flain Language Taps perforated on any siendard Teleprinter
end mst produse the deorypted version in psgs form. To provide these
facilities the UsS. designorss

(a) Use some tut not all of the upper case chayecters. (Fumbers
@d glant~-mark are used) '

(b) Inserb “Carriage Return® end "Line Psed? during deexyptiom
._cnlyatthemdofeam line, Thus the cxigimates’s
tabulation cemmot be reproduceds . |

" (o) Feplace the letters "Z" end %J¢ in the decrypied version
 with "% ond "YW, respectivelys (e-gep w_imaﬂ "Rexos®
. #Yamary,® "Adyust.") . |

| 9+ On 20 Cotober a working party of Subcommittes A vieited the
Telotype Corporaticn to inspect and diseuss ¢he UeS. "PCH¥ in the hope
that some mesns might be devised whercby the UsSe cipher machine WPOMY
plus the CSP 5000 (Automstic Off-Line Equipment) and the British cipher




machines YPENDRAGON® oo “SINGEZE® could interwork, uwhile still being
capsble of woriing with existing ciphsr machines of the nation concerned
and also providing the facilities roquired by that nation.

10, Wo have further considered tho matter of Telsprinber fasilitles
and make the following recommsndstions:

(a)

That this Third Repord of Subcomnmities A be made aveilable

%0 the UXK/US JCEC with the request that, as a matier of
- UPgenayy ﬁugggégﬁiﬁwagﬁbﬁaﬁg

" upper ease charactars, aggwﬂnﬁg%gggué

(b)

(o)

()

in ngw Off-1ine Combined Cypher machines, shish permit suto- |
Bmﬁngﬂqvﬁs&n%»ugg

That the British, as a matter of urgensy, give consideration
%o the UsSe proposal that Bigramming and functional signals
for British mschines employing the 7-rotor BCH ecrypto technique

ghould be achisved by tho uwse of the following primary characters:

ow”.“mﬁ Function Ebmomuwmo
- K Bigram D
- d Figwo Shift X
v . Lebtter Shifh (Wothing)
Z Spaes X
c/R Carriage Return ¢

L/F Iine Feed e
That the U.S. congider the possibility of providing full

Teleprinter facilitiss in future machines employing the

7-rotor BCM erypto teehnique, by utilizing the Bigran Pmetion
inclnded in the design of the British "PENDRAGON.®

That since provision has been made in the Britdeh "PENDRAGOR
for "Line Feed" and "Carriage Roturn® signals %o be gensrated
vhere required by suitsble counting mschenisws, the British
should B.dw 8=n§n.nﬁ.n.= to abandoning Bigramming and accept~
ing the loss of two lower case charesters (J and 2) and thwee
upper case characters ?3_8. case Jy upper case Z, and upper
case V) as is at present contemplated in U.S. design.
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{e) That interchargo of views, in pargicular, on rotommendakions
(b), (), and (a) above, be continued.

T-R.I;BUI’EUN!EHER ibFus M
Chairman, British Delegation Oaplain, U.S,

Chairman, U.S. Dolegation
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BRUSA COMSEC CONFEHENCE
Third Feport of ~ubcommittee A
24 October 1950
l. As recorded in the second report of Subcommnittes A, this
Subcormittes was reconvened on 23 October 19560 to conaider the
matter of enorypting letters plus numerals plus certain other
Telsprinter churacters, using the 7-rotor BCM crypto techmnique,
2. Subcommittee A has already recommended that the present
CCM be replaced by the 7-rotor BCM crypto principle not later
than 1 January 1955,
5, This replacement can be effected by both nationa by
modifying existing equipment and/or by introducing new equlpment.
4, With the introdustion of the new BCM crypto principle, the

following operating facilities will be available: Bk ) )
(a) Texts consisting either of 26 letters plus spaoeb§m>
alternatlvely of 10 numerala plus one additional
422%?/ syﬂbo plua s ace may be end‘ypted. On decryption
n"z" will ,\g:;r%m

as "x" as with the present CCM.
ot ot | W0 2t
(b) None of the additional facilities, fered by a

standard Teleprinter will be available.
5. The U, S. and the British argq currently building new
of f-1ine aypher machines capable of employing the 7-rotor BCM
principle and offering some or &ll of the facilities inherent in
standard Teleprinters. The technique by which these facilities
will be provided 1s different in the U.S, design from that

M%W—cﬂ-sm MW
employed in the British design,, v

fol owingkrequirementﬁ)if posaiblg)be met :

(a) Size and weight of the machi e must show a marked
reduction compared with?:vih machines.

(b) Encryption must be automatic to the greatest possible
extent and to the lowest possible echelon,

(c¢) Mechanical and cryptographic deficiencies found in the
CCM and earlier machines must dbe eliminated. Greater
reliability and simpler malntenance and adjustment
must also be provided,

(d) Essential Teleprinter t'acilities must be provided.

FOP-SECRET
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' It is 1ln the interpretation of this last requirement that the
U. S. and British views are at variance,

7. The British Operational Staff require that off-line
machines which are to provide automatiec encryption and decryption
shall be capable of:

(a) Accepting a tape, perforated on any Teleprinter
smploying the International Alphabet No., 2.

(b) Presenting autumatically in page form the decryptq yd§h/9
version identical with the original text. (Thua gfj
the Teleprinter functions required fotgégisiy”
tabulation which{appeared in the origihal text must
be reproduced desryption a;d be capable of

operating a standard Teleprinter.) 248

», 8 The U, S, operationel requirement has not been so,cleariy
ﬁﬂ::;é;;gah The term "Essential Teleprinter Fucilities" has been

employed and is currently interpreted by the designers as requiring

that the machine must be capable of receiving a Plain Language Teps

perforated on any standard Teleprinter and must produce the de-

orypted vorsion in page form. To provide these facilities the

U, S. designers:

. ok -
(a) ZIgnere someﬂ:g'the alﬁ;%er case characters., ’ <¢&'ﬁﬂfw')

"ILine Feed" n—the-
4o f*-“‘-'%ﬂ.a,sw@ E«Jn-o*“@

(b) A;'sert “cﬁrriage Heturn" and,

(¢) Replace the letters "Z" and "J" in the decrypted

version with "X" and "Y", respectively. (e.g.,

"Xone", "Xero", "Yanuary", "Adyust",)

9, On 20 October a working party of Subcommittee A vieited
W

the Teletype Corporation to inspect and discuss the U, sﬁh"rcu"
1n,tﬁ;;hopaiphat some means might be devised whereby the U. S,

"PCM" plus &Ee CSP 5000 (Automatic Off-ILine Equipment) and the
British "PENDRAGON"™ or "SINGLET" could interwork, while still

being capable of working with exiatlégﬁggggines of the nation
concerned and also providing the facilitlies required by that nation,

“TOP SECRET
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10. We have further considered the matter of Teleprinter

facilities and make the following recommendations:

(a) That the rocommendation contained in\the First

4g;ou1ﬁ stand without modification.
(yﬂ/ That this Third Report of Subcommittee A be made
- available to the UK/US JCEC with the request that,

a8 a’matter of urgency, d&acussion be opened on Y Q e /

whathele;rinterAfaefiities should be provided in
new Off-line Combined Cypher machines which perml$
%;7/ automatic enoryption and decryption in page form.

) That the British, as a matter of urgency, rive
consideration to the U. S. proposal that Bigramming
and functional signals for British machines employing
the 7-rotor BCM crypto technique should be achieved

by the use of the following primary characters:

Primary -, To Be

Character Function Linked to
K Bigram D
J Figure Shift Y
v Letter Shift (Noihing)
zZ Space X
G/R Carriage Return c )
/F Line Feed G

5@4 That the U. S. 7 €610y, consider the

possibility of providing full Teleprinter facilities
in future machines employing the 7-rotor BCM cerypto
teochnique, by utilizing the Bigram function ineluded
Tﬂi;r;he design of the British "PENDRAGON",
qg)l/since provision has been made in the British "PENDRAGON"
for "Iine Feed" and "Carriage Return" signals to be
\éénefateJ wh;re rsquired by sui table counting

mechanisms, the British should give consideration
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to abandoning Elgramming and accepting the loss
of’ two lower case characters (J and Z) and three
upper case characters (upper case J, upper case Z,

and upper case V) as is at present contemplated in

U. SQ de.im.
} That 1nterchange/§£’viens, in paprticular, on

Cr
recommendations jﬂfﬁ Qdf, and ij/above, be

Oontinuedy. RS-t SIne
(- #—-’
/76&914L~v/$:;/¢x¢kk¢,~r c;i‘i;ff;fé%iﬁfy
. [ ] ¢
T R. W, BURTON MILLER L. F. SAFFORD
Chairman, Bri%ish Delegation Captain, U.S.N.

Chairman, U.S. Delegation
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BRUSA COMSEC CONFEREKCE

Second Report of Subcommittee A

10 October 1950

l. As directed, Subcommittee A was reconvened and met on Monday, 9 October,
and Tuesdaj, 10 Octob'ar 1950, at which time the following recommendations to
be forwarded to the Executive Committee for approval were unanimously adopted
by the Subcommittes:

a. Encryption of Literal Texts _

This aspect hag already been ct;vered in the flrst report of

Subcommittee A. |
b, Encryption of Mumerals klug *X" or "Slash”

Cn the assumption that thers is a Combined requirement for the
encryption on the agreed Combined eryptosystem of texts consisting of the
numerals_ plug "X" or "Slash," we recommend that the necessary facility shall be
provided as soon as it is evailable, where required.

o Encryption of letters, Plus Numersls., Plus Certain other
Teleprinter Characters

It i1s apparent that the U.S. and the Britlsh have been called on
to meet differir; 'dée-rational requirements, This has resulted in the design
authorities of the two countries proceeding along different lines of development.,
A possible compromise betwesen these conflicting developments has recently been

put forward from the U. S. side and a working party consisting of:

U.S. Britigh
Captain L. F. Safford, USN - Lt. Colonel C. A. Henn=Collins’
Commander D. . Seilsr, USN Mr. E. H. Jolley

Commander G. W. Linn, USN
has been appointed to investigate the proposal. On Fridz.a.y., October 20th,
Captain Safford will escort the British members of the working party on a .
visit to the Teletype Corporation where the PCM .(CSP 4700) and the new O.ffi-L.iz'x_e
Automatic Equipment (CSP 5000) which materially affect this éspectmunder |
- development. The working party will résume discusions on Monday, 23 .Octobar,
and report in due course to Subcommittee A, |
.

,%;/L/W et
T. R. W. BURTON MILLER

Chairman, British Delegation Captain, U.S.HN.
Chalrman, U.S. Delegation




BRUSA COMSEC CONFERENCE

¥irat Report of Subcomittee A —— 2 1

{As modified by the Combined Executive Dommittee om 27 September 1950)

26 September 1950

‘l. Subcormittsee A has hold Tive meetings to date, viz., moraing amd
afternoon of 22 feptember, moraimg of 23 Septomber, afterncom of 25 September,
and afternoon of 26.Septambor.
2. Membership of the Svbcommittee:
British Msmbers _
Mr. T. R. W. Burton Miller, Head c«f Mission
Captain, the Earl Cairms, R. N.
fir. Eanneth Porrin
Mr. J. M. G. Pollard
Lt. Colonel C. A. Benn-Ccllins
. Mr. E. H. Joliley
U. 8. Members
Captain L. ¥. Safford, USN, AFSA COX, Chairmsn
Revresenting JCEC:
Commsnder F. C. Concanncn, USHN
Lt. Col. T. J. Trainor, USA (Alternste: Major J. R. Carpenter, USA)
Major J., M. Anderson, Jr.,USAF (Altermate: Maj. R. W. Larson, USAF)
Representing Service Crypicloglc Agencies:
Mr. Richerd Battey, ASA (Alternate: Mr. Warren Beck)
cdr. Fo c. common, IBN? 0p"2°2 (Alt@mte: cdra G. wn Lim, IBN)
Major Phillip Evans, USAF, AFSS (Alternate: Maj. G. E. Parr, USAF)
Reprossnting AFSA:
Commander D. W. Seiler, USN, AFSA-Ob
Dr. A. Sinkov, AFSA-O4 (Alternate: Mr. R. H. Shaw)
Colonal R. C. Sears, USAF, AFSA-03 (Alternmate: Mr. Leo Rosen)
Mr. Mark Rhoads, AFSA-1h, (Membor eand Recorder)
3.' The first meeting was attended by the following persone in addition
to the regular members:
Aduiral Barl E. Stome, USN
Brigadier Jobn H., Tiltman, British SLO
Colons]l S. 7. Collinse, AFSA-ODA .
Captain H. O. Hansen, AFSA-Ob
Mr. W, F. Friedman, AFSA-0OO0T
Commander J. R. G. Trochman, British JSM
Lt. Col. Russell H. Eortpn, AFSA-12A, Recorxrdez
4. The first meeting was devoted to an outline of the scopa of the subjectis
to be coversd by Subcommittee A, viz., the replacement of the CCHM by the U. S.

7-rotor BCM and/or the U.S. PCH, certain auxiliary sutomatic equipment,

TOPSECRET
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improvemsnts in rotor design, end eecurity improvemsnts of present CCM
ag proposed by the U.8. JCS in 20716/2 dated 27 December 1949, Ths T-rotor
BCM (CSP 4800) was exhibited and demonstrated at this meeting.

5. At the second mseting ths British outliped their gensral problem.
They are willing to eccept the T-rotor BCM cryptographic principle, and
-discussions ensusd as to hovw its adoption would fit in with present and long
range plane., Also dlscussed was h.ov and what sutomatic teleprinter equip-
‘ment could be ussd with the 7-rotor BCM, and how the emall version called
the PCH fitted into the pisture.

6. The third meeting on Saturday morning, 23 September, incinded
exhibition and operation (where practicable) of:

a. OCSP 5100 Reader working with T-rotor BCM (CSP 4800).

. CSP 1700 (modified by substituting EWG.308 translator
for ERG-108 printsr) working with the AN/GGA-1 Off-line Egquimment.

¢. Drawing of the CSP 5000 (small Off-lime Equipment).

d. PoM (Mock-up, photographs and stepping diagram :schematic
dlagram not availablef),

T @, Pcu uod BCM rotors, with esxamples of interchengesable aotch
patterns and bobbin wiring.

T. The fourth meeting was held on Monday afternoon after the British
bad had an opportunity tc discuss the U. 8. exhibits among themsselves. After
gome discussion the following recommsndations to be forwarded to the Executive
Committee for approval were unanimously adopted by the Subcommititees

a. The 'Bri‘l_;:lah will accept the oryptographic principles of the

* 7-rotor BCM az a replacemsnt for the CCM in sombined communications,

b. Except by mutual agreemsnt, dlsclosure of ths T-rotor BCH principle
will be limited to the U.S. and to ths British Commonwealth. The British agree
to notify the U. S. authorities when any issus of a combinsd T-rotor BCM eystem
is made to a8 nation of the Britisi Commonwealth,

c. The target date for full implemsntation of the 7-rotor BCM is

~s2t as 1 January 1955 or soomer if circumstances permit. Limited iniroduction,
vhere a small number of machines would bs involvad, should be implemented at

the earliest pra_cticabl's date.

FOP-SECRET
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d. Rotors on both U.S. and British versions of the T-rotor BCM

‘40 Ye physically and oryptographically interchangseble. This moans that

the British will change to the size now used in CSP 1700. All data,
manufacturing, and wiring details to be furnished to the British for this
purpose . |
©. The British end ¥U.S. will make independent security etudies
on the T-rotor BCM, including the following items:
(3) Poasible changeé in stepping order.
{2) Hotch patisrns for etepping conirol.
(3) Typre of rotor wiring (interval, random, or composite).
(1) Preparation of key lista.
(5) Indicator procedure.
(6) Restrictions on operational uss of machine for security
Ieagons.’ |
(7) And similar technical matters.
Upon completion of these studies the U.8. and the U.K. will exchange technical
papers through established channela. If necessary, a spscial meetling to |
reconcils divergent views may be held in london (or Washingtonl) at some later
dats .
f. The British and U. S, will prepars and exchsnge separate papers

for purposs of reaching sgresemsnte on operating instructlons, maintsnance

instructions, crypto-sesurity precautions, and other procedural matters.

g. Models (when availszble), drévinge , apecifications, and
opsrating instructions (where necessary) of th® following squipments will
be made available to the British:

BeM (c=P k800) |

PcM (CSP 4700) and PCM type rotc;r

Tape Reader (AFSAM 12 or CSP 5100)

08P 5000 Off -line sutomatic oquipmni

ENG-308 Translator for BCM (CSP 4800)

Rotor refinemsnts for Mark I (3), Mark II (3 1/2"), and
Mark IIT (2 1/2") rotors

An/oGA-1 (Instructions only)
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h. Maks available to the British the tools and dies for Mark I

rotors for old Typex adaptsra). |

1. Make available to the British the tools and drawings of old
Typex adapter, nsv deeign of Typex adapter rotors vith tires, and.parta- and
dravings fdr nav Typex adepter.

3, The following recommendations were agreed upon regarding improvemsnt
of security of present CCM until supersession date 1 Januwary 1955 a8 proposed
by the U.8. JCS 1n 207h/2 dated 27 December 1949:

‘a. Hencoforth there will be issued 20 rotors to the aet for
each CCM in liew of present number of 10. This will becoms effective
with the next iasue of new .rotors. Koy lists will be so prepared that no
rotor will ever be effective on two successive days, within the same key
lists for sack cryptochamnel, so as %o permit setting up two baskets for
two successive dayse from 2 sinzle set of 20 rotor_s thus obviating the need
for duplicaté gets of rotors., This will reeult in no substantial ircrease
in the number of rotors to be fabricated under present plans.

b. Removable tires will be introduced as scon aa practlcable after
guita.’ble rotors becoms available.. | |

C.o tters auch as the rats of supsrssasion and apscific times

of superssasion are to be left to the establishsd agencies charged with

" guch matteras.

9. The V. 8., will pui:are criticiem of the British machinsa, “Pendragon"
and "Singlet."

10, Subcommittes A will reconvene after Subcommittee B has completed
its dsiiberaticne. It is hoped that further sgresemsnt may then be reached
regarding the long-renge provision of faailifies for automatic operations,
using off-line comdirned cipher egﬁipmnt.

11. The fifth mesting ves celled for committee approval of ths wording

of the foregoing items.

(;é fr‘f’i’e«WW . Zf' < ,’/
2. R. W. .BURTOR MILLER 1.7, Sarrol

Chairman, Britisk Dslegation Captain, U.8.H.
Chairman, U.S. Dalegation
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BRUSA COMSHS CONFERENCE
fout ook qb Subcommittes A

26 September 1950

l. Subcommittee A has held five mestings to dats, viz., morning and
afternoon of 22 September, morning of 23 September, afternoon of 25
September, and afternoon of 26 September.

2. MNembership of the Subcommittes:

British Members

Br. T. R. W. Burton Hiller, Head of Mission
Captain, the Earl Cairne, R.N.

Mr. Kenneth Ferrin

Mr. J. ¥, G, Pollard

Lt. Colonel C. A. Hemn~Collins

Mr. E. H. Jolley

S. Membera
Captain L, F. Safford, USK, AFSA~00X, Chairman
Representing JCEC:
Commander F. C. Concannon, USHN
It, Col, T. J. Trainor, USA (Alternate: Major J.R. Carpenter, USA)
Major J. M. Anderson, Jr.,USAF (Alternate: Maj, R.W. Larson, USAF)
Repregenting Service Cryptologic Agencies:
Mr. Richard Battey, ASA (Alternate: Mr. Varren Beck)
Cdr. F. C. Concannon, USN, Op-202 (Alternate: Cdr. G. W. Linn, USN)
Major Phillip Evans, USAF, AFSS (Alternate: Maj. G.E. Parr, USAF)
Representing AFSA:
Commander D. W. Seiler, USN, AFSA-04
Dr. A. Sinkov, AFSA<04 (Alternate: lir. R. H. Shaw)
Colonel R. C. Sears, USAF, AFSA-03 (Alternate: Mr. Lep Rosen)
Mr. Mark Rhosds, AFSA-1, (Member and Recorder)
3. The first meeting was attended by the following persona in addition
to the regular members:
Admiral Earl E, Stone, USN
Brigadier John H. Tiltman, British SLO
Colonel S, P. Collins, AFSA~OOA
Captain H. 0. Hansen, AFSA-04
¥r., W. F. Friedman, AFSA-00T
Commander J.R.G. Trechman, British JSM
Lt. Col. Russell H, Horton, AFSA-12A Recorder
4o The first meeting was devoted to an ocutline of the scope of the subjects
to be covered by Subcommittee A, viz., the replacement of the CCM by the U.S,

7-rotor BCM and/or the U.3. FCH, certain auxiliary automatic equipment,

TOPSECRET
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improvements in rotor design, and security improvements of present CCh
as proposed by the U.S. JCS in 2074/2 dated 27 December 1949. The 7-rotor
BCM (CSP 4300) was exhibited and demonstrated at this meeting.

5. At the second meeting the British outlined their general problem,
They are willing to accept the 7-rotor BCM cryptographic principle, and
diascugsions ensued as to how its adoption would fit in with present and long
range plans. Also discussed was how and what automatic teleprinter equip-
ment could be used with the 7-rotor BCH, and how the small version called
the PCHM fitted into the picture.

6. The third meeting on Saturday morning, 23 September, included
exhibition and operation éwhere practicable) of:

a. CSP 5100 Reader working with 7-rotor BCM (CSP 4800),

b. CSP 1700 (modified by substituting ENG-308 translator
for ENG-108 printer) working with the AN/GGA-1 Off-line Equipment.

c. Drawing of the CSP 5000 (small Off-line E uipment).

. d, PCM (Hock-up, photographs and stepping diagram Jschematic

diagram not ava:llablg7.

e. PCM and BCM rotors, with examples of interchangeable notch
patterns and bobbin wiring.

7. The fourth meeting was held on Monday afterncon after the British
had had an opportunity to discuss the U. S. eu‘:hib:lt:s among tnemsalves., After
some discussion the fouowingmomrded to the Executive
Committes for approval were unanimously adopted by the subéommittees

a. The British will accept the cryptographic principles of the
7=rotor BCM ag a replacement for the CCM in combined communications.

b, Except by lmitdaxl ﬁeemmt,hwﬁw I

Yo
will be limited to the U.S. and British Commonwealth. The British agree
o & CoudiuidNrprbor euﬁ@ﬁ;} o

to notify the U.S. authoritiea when any isaua/\is made to a of the v
British Commonwealth,

c. The target date for full implementetion of the 7-rotor BCE
is set as 1 Jamary 1955 or sooner if circumstances permit, Limited

introduction, where a amall number of machines would be involved, should

be implemented at the earliest practicable date.
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d. Rotors on both U.S. and British versions of the 7-rotor
ECH to be physically and cryptographically interchangeable. This mesns
that the British will change to the size now uged in CSP 1700. All data,
manufacturing, and wiring details to be furnighed to the British for this
purpose.
6. The British and U.S. will make independent security studies
on the 7-rotor BCM, including the following items:
(1) Fossibls changes in stepping order.
(2) Notch patterns for stepping control.
(3) Type of rotor wiring (interval, random, or composite).
(4) Preparation of key lists,
(5) Indicator procedure.
(6) Restrictiona on operational use of machine for security
reasons, .

(7) and siniler,matters. 'y -0

Upon completion of these studies the U.S. and UK. will exchange papers VS

Fwe<gf-Uvi =3J3680: If necessary, a epec:lal maetinway
held :ln London (or Washington) at scme later date_,;\um :)
WWM&_
f£. The British and U.S. will prepare ani exchange separate papers
for purpoae/ of reaching ;tagreementson operating instructions, maintsnance
inastructions, crypto-security precautions, and other procedural matters.
g. Models (when available), drawings, specificationa, and
operating instructions (where necessary) of the following equipments will
br:;v“:;rmnh:
BCM (CSP 4800)
FCM (CSP 4700) and PCH type rotor
Tape Reader (AFSAM 12 or CSP 5100)
CSP 5000 Off-line mutomatic equipment
ENG-308 Translator for BCM (CSP 4800)
Rotor refinementa for Hark I (3"), Mark II (3 1/2"), and
Mark III (2 1/2") rotors




Or OP ERE.E'A]H AQ G ,
. he Mto Brltish p? tools and dies for
Nark I rotorsé%ﬁr Wb,

VI

i. Make inéefin&ta—&eenjguiiiﬁi to British qE'tools and draw-

ings of old TypeX adapter, new design of Typax udapter rotora with tires,

and parts and drawings for new TypeX adapter, :
. M%W—-&

8. The following ;133nm;; a3 » regarding improvement of security

of present CCM until supérsession date 1 Jamuary 1955 as proposed by the
U.S. JCS in 2074/2 dated 27 December 1949:

a. Henceforth fhere will be issued 20 rotors to the set for
sach CCM in lieu of present number of 10, This will become effective
with the next issue of new rotors. Key lista will be so prepared that no
rotor will e;ar be effective on two successive ddys, within the szame ksy
lisgts for each cryptochannél, g0 as to permit setting up iwo baskets for
two successive days from a singls sst of 20 rotors thus obviating the need
for duplicats sets of rotors, This will result in no substantial increass
in the nuzber of fotors to be fabricated under present plans.

be Reqovable tires will he introduced as soon as practicabls after
suitable rotors become availableo

Ge Hattere such ag the rate of supersession and spscific times

of supersession are to be left to CHe
charged with such matters. _
9. The U. S. will prepare criticism of the British machinss, "Pandragon®
and "Singlet." ' ' i -
10, Subcommiitee A wil1 reconvens after Subcommitiee B has completed
| its deliberations, It is hoped that further agreemant may then bs reached
rsgarding the long=raﬂae provisinn of fooilities for automatic onaranlons,
uging off-line combined cipher equipment.
11, The fifth meeting was called for committee approvul of the wording
of the forggoing.itemzo
Ruert A 7T
il . ) ’ '

T. R, W. BURTON MILLER L. F. SAFRERD
Chairman, British Delegation Czptain, U.S.H. :
Chairman, U.S. Delegaticn
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