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'TClP SECRET-

~ea ot COMili'1! Due to X.ttective 
CX»>SEC 

Chiet err ~tan J/AII8':r~ Mr. l'riedcan 3 IOved:lel" ~ 
su, JIR()D (Col. Marcy) 

C<»fSEC (Col. llerrelko) 

lleterencea, a USCllU ll.,/85, 2l October l,i54 
b IBD/338/')J+,tOctobEtr 1954L~l. l ot Ret. (aj] 
a Clll IOOOZ'f3 Incl.. a of' aer. <•>7 
4 Part m or &eri&l 000407, J Sept 1954/Jncl. lot lWt. (etJl 
e ISC 168, 20 October 1953 
t XIOl> llil"e<!tives Cormnun1ee.ti0118 Security- (C<J.tSEC), t4 Apr 1954 
i ISCID lo. 9 :Rev!Hd., f!l+ October 1952 

1. Jtetereneo {a) e1 te• once ap.in the problem ot tuncctive eazl.mnntce.tions 
aecurity. Ita u.el.otaureJ reeo:arnend preventive and. corrective actiona. 

t. !.• ~ Reteroncc (c) the Pireetor 1• quoted u at¥1lt~U 

"ln'or• b. tld• cat.gor;r are Ol'd.1Mr~ duo to pe.rt1a.l 1,tr:aorance 
at the rulee or in.eurtioicmt traiains IUi1 aperien~ 1J:a their applieation, aAd 
lele f'reQ.Ui!'nt:cy to inattontion or -.releaene... Additi<mal. traizdrc aad 
a.p&rlence, therefore, can bo expected to .ntlult in a d.qree ot technleal 
~tenca that CO\llA Tirtue.ll.y eliui:D&te thia t.¥1* ot error." 

ll• .Ap.in the Director 1• Q.1.lOt¢:d tror#. J•terence (crh 

u ••• p:r:eviiAtive iliad CQX'notiw .action in tho future aboUld plac:e 
~ ud eOAtixWed empbu1e aa .-pecitic au14es &Dd erit.ri& ~ar the tnJ.n ... 
1»& and tM.octrill&tion or peraonnel, q4 00 't;.b.t bUic re•ponaf.bilit)' of (.!()l::ltl)and 
to d.flltlop 1n JN'bordUJate• a c!eep ~ or :pertJOD&l xuponaibUit)" tcrr the 
ai~tene.nce Gl cc::mmm1eatioue Mcurity." 

3· C=8utent Vith the Dixeetol'' • Wieated .entim!tnta lzl the •tter, 
aererence {4) cite• M.ditional action contemplated by JtSA. to im;prove CO'IIDJ01-
catiou .eeurity ill the CCIUJrtr eleae!lta UDder h1• operational.IUid tecbnieal 
eontrol.. lu1eall1 theee aret 

l.• ~ce Qf 4etdled C!beek liat• tor tielA ""• 

Y..: Iaadiate ina~etion ot ..rt.i'f'iti•s by tM Ott'icen 1a Charp or 
'bT CoclnaM'iJJ6 ottic:er•, tollowed 'bf abdl.ar hulfectiona f!J'fftJ'q a1x xaol\tha, 
vtili•ins the check list. r4 1.• 

.\• Umt.t'icial 'tra~JS1RS Vi»it ~ p:"OVidsd lty ISA oq a qualified ... 
periOllMl·a:va1le.ble buia fox- ~tion and 411lCUaa1on ot the eheek lUt ..-ad 
it• uo at the field ttaticma. {"Jte~ru tor traint.D,g riaiu voulA a Mdre•.ted 
to the DU.Ctor, IV., vi& the llte.4 Of the Slrv1ee Cn'11t0log1e ApMy eon.eerned."} 
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~"CP SECRE1 
.l· '1'bt •.-te.bllalmlent ar COlaO ~in& criteria tor t.1w pidaneo 

t4 Ccr1ae.nJ11l6 ott1con llJ.d e:rticen iA Charge ot ~ ~1vitiea, 

4. 114tt•rrl.ltg to the eo:rre•pond1n" IRtb•pe.r;agtaprut ot ~ph 3 ~ .. the 
~ CQmrllent• ~ Qtrereds 

1.• ~~ re.-.vorud., .m. :t'IOl"e U.Clui1Ye ebeclt lift• thou thoee ~ 
iB exittence tor tield \LH u UMoubtedl,y a tiDe id.cMl· IJ.beee cheek lUta ehould 
'be NVlAVed on a continubta 'buia. 

'h• A'A OIC of C(IIStC tuncti.OI:Ut ~ PJn®al ~ 0011tinu1J)a !lOP 
Aoet DCJt Include a al.:aloat 4ail¥ lupection o:t check Un ~ t. lWt 
Aoiag ld.a Job• A ~-ee~ ~. 'Whether pm;":QOd by • che<lk ll.t or 
act, u ~ Meea~~UU1 .. lf .. pe:rpri.u,atina ... -evl!ln ca. a ~ ... to~ buia .. !'bU 
recOI!IIIieni'lati<m eoutaw QO aev force. Pu.rtbormore, 1t the Ole'• .mar aot tM 
U.. tha-t U.pection:a 011 a aix .. =nt.h baaia were wtticient1 it. ec;W,.4 be ~~· 
tt t.he ;purpoao ot th1a ~tion 1t <m1.1 to pta 11x"'lll0nth roport on COOSEC 
proce~u.rea trou t11e tal.d1 then it -.. ..x-1t • 

.!• ~ ta... ot pttJ.Qg qualltied liSA CQrEC PfOple QUt to tbe field 
to u.plain &Ad d.iRwts t. AJOOd, 'but thU nc~trlati~ 1a w..k. lt ia to be 
tA Uli0tt'1cial ~on a per~l.....n.ilable buJ.t1 utillpd oa ~ requeet 
or the tiel4 activit)'J thul# u. wWA conatituto • Mt--or-m.taa propoaition at 
beat. 

!• Good. 1"be ~ erl.terit,. lbOUlJi 1nclw1o JPJ,ttioittnt c.l')'~ie 
Jmovl.el!ae to uaur. the.t ~c peopa &re ~~10\UI~ --.re that 1.a,p'l'operJ¥ 
uud 4l')"J;ltQ•J•te• ca.n 'M x.d· 

,. w• • .tqton 1a -~h, G4 tlle ~-· ot CQUJI'l' iWe to u.tteotiv ... 
eo=wufcs.tiona Meu:rity are tA.lCh that t.ba Ml'iQQO ~· '\0 CXIWlT teeuri~ can 
bt J<educed or •li.ad.-Wd ~ by KID:O ISA 1'4tiona 'beyQQd. t.b(ge Vbieh u-e ~ 
'beiDs taken b¥ ~ JW,PeOtiw Senictth !be idea that JSA a.c\tcma li'OU.l4 w · 
1\lpe.rtluou. .ut ~ tituat1on iA ODV a }ll':'OVen h.l.l.acy. lt ~ that IS! .buJI 
little eboiee 1a U. •tter.. We lboul4 M4 -....~ -~ a ~iticm ot eon~~itftht1 
emtinui"C, ~ ~·•1'" l.IM4erahip ill tbe realJa fir (;(U).EC ud. ••pec:Lo.lly ... 
~ u. ~1t.1 or 01.tr cau.trr ~1eatiotlt. Whltnl the too11 ~d to 
-.ee~ith the m••1on artt ~te or lacldna1 tbe111U#t. \Ml ....,. ut. aetu.nfd. 
N• ill npeci&l.l)' tn. u tar u tratn•na ~ ~peotion 1\tDctiOtll a:re 4Ciae.med .. 

6. In aeeonS&neo Y1 th tho fon~&QUrG~ "the to~ auueatiOAa v. -.Ae t 

1.• wts.ate aet.ton aa t50<m u ~·.t.ba to A&v• JSC ~ U~tl'l4ed to 
trwl\lde C<J.mC ~ .. a ~ ll'ti.W lM. re•pon.-i'billt;y. 

~· Catty out tbe t;et1®~ 1Micated. 111 htoru£e (4) ~ to the 
:luuance c4 ctetail~ oheek un. at.1d the nte.bUahment or COIIlEC ~criteria., 

.t• Bend appt"Op:ri&te Uttera tq tbt lerviee• ~tho Cryptolo&1c Apnea•, 
.ucouraa1D6 ~ (~1eula.rl¥ the 4.'nD1' a.M. thO. AU< loJoce) to .ua ~pto_aeCW!'ity 
the p;rhaly d.u.t.y- 1:4 the :re~ibl.e ctticer ro.tlutr tbo.n an -'41:ti®al du.t.Y u 1• 
too ott.n tbe eue. 
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~OP SECRET_ 
!• le.n4 "l'FO.Pri&to l.ettera to the Service& au4 Cqptolo&ie ~iee 

to~~ a~ ud e®._illu&l on .. tJle-Jo'b ttduea.t1on ot the <aptre.tont 
Pd the ~apcmaibl.& ottieen in tt. ex~, lmt.lle.bilit.y and JC'Q~r W!!. at 
the AI""~, JAliAP5., Ol'•, eto,_, &»11 tho -.clline• tr.t~lva•• 

t.• ~the .tact tn&\ ISA hu a wrl4-vid.e_, ~ crperat10tlal. 
llieeion b¥ de.Uberatel,J.,..11Jl1Il9 a. ~c upn't w each liSA. overaeu ~r• 
ti.b4 cAar&U,.S hi= -vith tba "Pprgpd..o.t. re•JWA1biUt1P ~thAt lw _.- adv.l.ta Uti 
1Mtru.ct the re1pmaible ~toecur1'Q' ottioer• e tho •oitt<J aat~ UIA eALU.tos 
or vtol&tiona IUl4 tlle fa121 toola ~ p®lleati.otuJ •vaJ.lt.ble to help p:rne.nt 
~ U utUU.~ p:roperJ.¥. ru. JfSA -.n coW.d ~a '{U&l"terq cr1t1quei, ba.se<l 
• the v:t.ole.ticma li.tod iG tllo ~r)Jt COMSEC Violationa !Wporta1 ac4 trace 
~ brtaak io tbe opuat.or aad ao:hil':'l(t q.gncerued &~3d. P" Q:Q.-\l» ... ,,pot ,u1dance 
~ tho proper UM ot the &Yailable tooa to avoid the lf!OUiltllit¥ ot auch ~ 
U 't.llo tu.tun. /JSA u ~ cl:seup1 (Ref. t.) With provid.ing t.cb.G.taal :;!:.J' ud luppart tor c:ry,pu,aecuritr ~ eOlldllct,.ad by the .Ui:tarr ttapart. .. 

t,. ~ a tactt\ll tt~ to bo -.de or t1» m tunct~ ot the 
C:ryptol,ogie Aaenciea to 48~• 

(1) fo Yb&t P.t#nt tney 1:J:r.cl.udo in#pcc:t1ou ~ .,.aiato.oc• 
ta tho ~nte.tion or the opentioaa.l &lld te~co.l 
~~tiYU ot EA, IUX1 

(a) WM.t •te:r.w MOd "" lM ~ to 4#Velop a •U~, 
~ted., p.\ eqotiw1ng Ifl inapec:tion ~ UQi&tazlcG 
lf*tetl --~ 'b;r the C:y,ptologic ~1 .. &&til!~ 
\\1 tho ILlA lu~ ~ to Naure tho 1.-ple:ante.tion 
llf ..U JmA' • opere.titQIJ. and t.<:hniCI;\1. ~ivet. 

1.- ~ tba •wpe. i111!Ucated u e. t'fl.ult or t{R). 

!fa ~ to iupect1QM or COOEC actirlti .. , tlwl ~t DOD 
MHotiva <,..r·~ t) fXN M~V1tl¥ .Ut.c•a .. ~Qtb.i:oa a th:il 4!reotiTO lht.U 
'M ~ to &ive the brd or &&rf ot 1ta npr9Mntativea tla riaht to 
iupect ~ 9,per&~!,on ot cttmC 1n q;y ailltar.Y ~part.mo:nt Vitho\.lt ~proyal 'b,y 
tho hea4 ~ .. :J 

"f., 8oM est t.lw attt;tcu MentiODed abov• are 1.nlldc.-.lb~ •1»& ~ ~t ht. 
tome dqre& b. GDoO: plAce 01' anotb4r. Havever, I 4o no~ believe tbol:'« u a -Uberate, 
.U oo.a.ceived, evv.....u. .rrort Yith a •snal.eneu ot p.tr~ ~ apecitical.4r 
t.o ~a Vi&ol"'\Ut uA a:mtim.l&l proeru ot l"Ml ~:rlbip IW4 tolJ.ow ... \.ij> ac:tion 
w ndu.co tne ~· '1t CCJWtl' M4 otlMtr ol.uait1e4 •u.r:l&l at'kibutaba to 
iMf't~iV. eo=:&W13tJ.ou•leCUrltt IH11Ul'9. Qd utiO.U. !'bia if .. -.)or part 
.r JSA'• Jd.uion. ~'Ud. cpl.t~it}¥ or t.,plied in the pwt~t 41ntot1YeaJ w 
•ldJld take T~ aciioo to ean-;r o~ that J*l't or Ot.U" Jduie.h 


