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1. Nefersence (a) cites cnce again the problem of ineffective commniestions
Its inclosures récormand preventive and corrective sotions.

In Reference (o) the Director im guoted as saying:
"Exrors in this eatagory are ordisarily dus to partial ignorance
of the rules or insufficient training and experience in their spplication, and
less frequently to inattention ur ewrelessness. Additicoal trmining and
sxperience, therefora, can be axpected to result in a degree cr technical
tampetence that could virtually elimipate thim type of error.”

be Again the Director is quoted from Reference (¢):

Y eee preventive snd corrective action in the futurs should place

incressed and continued emphasis on specific guides and cxiteris for the train-
ing and indoctrination of perscuncl, snd on the basic responiibility of comwand
to develop in mbordinates a deep pense of personal responsibliity for the
maintanance of comumications security.”

3. Consistent with the Director's indicated sentiments in the metter,
Reference (4) cites additionn) action contemplated by HSA to Aimprove commni-
catioms security im the COMINT elements under his operstional and technical
somtrol. Basically these araes
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personngl-aveilable basis for tion snd discussion of the check list and
its use at the fisid stations. ognem for training visits would bde a.ddrcu:d
to the Director, KEA, via tha Head of the Bervice CUryptolosie Agensy conterned.”)

Ispuance of datailed chack lists for field use.

Imgedinte inspection of activities by the Officers i{n Charge or
by Officers, foliowed by similar inspections every six months,
wtilizing the check nts of [0

Unofficial Training Visit Teams provided by NSA on & qualified.-
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» The sstablishment of CCMSEC training eriteria. for the guldance
of ing Oc:’fieoru and Officers in Charge of COMINT activities.

L., Eeferring to the sorresponding sib-paragraphi of peragraph 3 sbove, the
folloving comments ave offered:

8. Expasded, re-worked, and more iaclusive check lists thag those now
in existence for field use is undoubtedly a fine ides. These check 1ists should
e veviewed on s continuing besis.

« An QIC of COMSEC funations vbose persobel and soptiwuing #OF
foek not lude an slmost dmily inspectiom of check list procedures is not

doing his Job. A enmce-pecure procedure, whether governed by & check list ox

not, is not nacessarily self-perpetuating--sven oo s day-to-duy besis. This
recommendation contains no nev force. Furthermore, If the OIC's ever got the
1dea that inmapections on & mix-month basis were sufficisnt, it eculd be dameging.
If the purpose of this recomnendstion 48 amly to get a six-month report on COMSEC
procedures fron thae rield, then 1t bma merit,

£ The fdea of getting qualified BSA CONMSEC pwople gut to the fleld

to sxplain and discuss 1s good, but this recommndation im weak. It is to be

an uWnofficlal progranm on a personnsl-availsble besis, utilized on the requent

g the field activity; thus, it would constitutes s hit-or-miss proposition at
% .

4. Good. The training criteris should inciude sufficient cryptanaiytic
novledge to asture that COMSEC people are epogcicusly svare that improperly
used eryptosystens can b read.

. NEA's mission is such, snd the coupranises of COMINT due to imeffeotive
cammmications sacurity are such that the serious dangers to COMINT security can
be refuced or siicinated only by moos ESA sctions beyond those which are already
beling taken by the respective Services. The idea that RSA sctions would be
superfivous in this situation is pov a proven fallacy. It sppears that KSA has
1ittle choice in ths matter. We ahould and must sasuze a yosition of congistent,
santinuing, and agressive lsmdership {n the realm of COMSEC and especially as
regards the security of our COMINT cormmunications. Wherw the tools needed 4o
sccanplish the adssion sre Lmdeguate ar lacking, they sust be manufactured.

This is especially true s far as training aad pection functicns are comcerned.

6. In accordance with the foregoing, the folloving suggestions are medet

Initinte action as soon as possible to have ASC 168 apended to
inoluds training as a directly stated KSA responsibility.

¥+ Carry out the sctions indicated {n Reference (d4) pertaining to the
issuance of detailed sheck ligts and the establiishment of COMEEC tradning criteria.

8> Bend appropriate letters to the Bervices and the Cryptologic Agencies,
spcouraging them (pexticularly the Army snd the ALy Force) to meke cryptosecurity
the primary duty of the redponsible officer rathexr than an sdditional duty as is
{00 oftan the case,
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4. Send appropristo lettera to the Barvices and Cryptologle Agencies
to sncourags s vigorous and contimal em-the-job sducation of the gperators
sod the responsidle officers in the existence, mvallebility and groper use of
the AFANI3, JANAPS, OI's, wte., and the mschioes themzolves.

&. PRecognize the fact thet R3A bas s world-wvide, dual speratiougl
mimpion by daliberntely sssigning a COMEEC axpert $0 sach RSA oversess headquexters
std charging him with the appropriate responsibilities so that he may sldvise and
instruct the responsidle cryptosccurity offioexrs eu the specifio xature end caumes
of violations and the wmany tools apd piblications avellable to help mevent

owaks if utilized gmpn.rly. T™his XEA ssn could xun s iy eritique, based
an the viclations listed in the guarterly COMSEC Vielations Reports, azd trace
sach break te the operator and smchine concerced and give on-~the-gpot guldance

un the groper wse of the aysilable tools to svoid the possibhility of such breaks

in the future. /[FEA is slresdy charged (Ref, £.) with providing technleal

guida? and support for sryptesccurity training conductsd by the military dspart-
Nty .

« Cause s tactful study to Yo mede of the I0 fuxctions of the
Cryptologlie Agencies to detexmine:

{1} %o vhat extent they includs inapection end ssaistaonce
in the implesentation of the oparational avd technical
divectives of REA, and

() Woat steps nesd %0 b taken o davelop » well-directed,
soordiveted, snd contimuing IO inspecticn and assistance
gysten sxecuted Wy the Coyptalogio Agencies and guided
Ty the BOA Iospscior Gensxal to sssure the implesgentation
#f a1} ESA's pperstionsl and techniea) directives.

g+ Take the stepe indicated as e result of £{2).

regard Yo Inspections of COMSEC mctivities, the pexriioent DOD
Birective (Reference £} now merely states: "Nothing in this directive shall
Ya construed to give the Sosrd or any of its representatives the right to
ii.;:mcttheqmn& on of COM3EC 4n ary military department without approval by

T. Bone of the actions sentivped above are undoubtedly meing carried eut in
same degree in goe place o saoothar. However, I do not delieve there is s delibarate,
wgll canceived, ever-all effort with m ainglsnass of furpose designed specifically
Lo moaots & vigorous and contioual progras of real lssdershiyp and follow-up astion
0 reduco the coopranises of COMINT and other classified smaterial atiributabls to
insl'factive commmnicabicna-security messures snd sdtions. This is a msjor part
af MOA's sisaion, stated sxplicitly or f ed in the pertipent direqtives; we
ahould taks vigorous action to emryy euk % part of our misaion.




