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HISTORY OF COLLABORATIOR AMONG FRENCH CRYFTOIOGIC AGENCIES 1909-1959
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This peper is based on a collection of doowments, dated 1909-1939, froa

tho files of the Section du Chiffre, Deuxiéme Bureau, frmy Cemeral Steif,

Minigtry of War. It is divided into two major sectimms giving (1) tho
obJjectives of the French coryptamalytic sexvices and the proposed msthodc
for achieving those objectives, and (2) a historical ascount of efforits
Tor cloaser oryptanalytic collnboration amcng the verious Franch Ministrdes,
with the results attained. A Prief third sectlion contains certein pieces
of evidence which seaa to have a bearing on the present crganization of
the cryptologic services in the French Goverzment.




IISTORY OF COLILARORATION AMOYG FRENCH CEYITOLOGIC AGENCIES 1000-1930
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Centrel) archives and collateral information sexvice
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II. The Struggle for Closer Collshoreilon among the Cryptanaiytic Services
of the Varicus Ministries 1907 - 3939

A, Pre-Woxld Wer I Efforts

B. Extent of Wartims Collaboration (1914 - 1918)
1. Tho first momths of the war
2. The sitvation in 1916
3. The collsboration prop_mal and fallure 1916-17
L, The centralization proposal. and the seourity crisis - 1917
5. The triumph of centralization -~ 1913

C. FPogt-War Decline jn Collaboration (1918 - 1935)
D. Collaboration Achieved gw

III. Clues on the Situation since 19LO

A, Gmtowc Gollabmvatj_._q_g
B. Cryptamnlytic Coordination

APFERDIY
1. The Single Bupreau - fron "Note on the Cryptapalytic Sorvice® - 26 July 1916.

2. "Note on & Plan to Reorganize the Cryptanalytic Servicea™ - October 1917.

3« Resoluticn of tho Interministerial. Cryptographic Commiesion on the Subject
of Crypto-Security ~ 20 Apzil 1922.

k., "Plan for Regrouping the Cryptanalytic Services” - 19 February 1938.

5. "Note on the BubJject of Intexministerial Colleboratiocn in the Matter of
Cryptepalysis” (Army proposel) - Mey (?) 1938,

6. "Central Interministerial Cryptanzlytic Burceu" (Novy proposal) 9 May 1939.
7. "Central Cryptanalytic Service” (Air Force rroposal) - 24 June 1939.
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PART I

ObJectives of the Cryptopnltic Servicgs and Proposed Mothods of
dciioving Tan

The principal obJectives cf the French cyyptanalytic agencics, in the
view of Natiomal Defense specirlists, are:

(1) achieving the maxiwmr yield of cwrreut comwmmications
intelligence with tho greateat speed, efficienty, secrecy, and Gconomy,

(2) preparing for wartime functioning of the soxvice, and

(3) (loge often straesced) watching over the orypio-scourity
of tho natiocnal systers.

To achieve thoso objectives asome type of coordimation of the variors
cryptanalytic services was found to be essemtial. Three types were proposed:

(1) Rogular liaieon ammg the heads of the cryptologic mervices,
leaving complete autonomy to the Despartmental services,

(2) A single bureau. supplanting the cryptemalytic services of
tho various Dsperimonts ard centralizing their activities umdcr aa inter-
minigterial agsncy or the Office of the Fremier, and

. (3) A gentrel intarmintatsrial cryptamslytic gervice, aloo
posaibly under the Office of ths Premier, devcting itsolf to coordimation of

oryptenalytic activities and to “spesulative research", lsaving a consider-
able degres of indspendence of acticia to the ministerial services.

As Will be seen later the first yroposal was too looss to be ontirely
satisfactory, and the second wag considsred too drastic en smcroachment on
entrenchod positions. Tae third possidbility, combining e strorng central
directing agency with ministorial auionomy, seens to have gained the moat
favor .




A, Objectivos of the Cryptaralviis Agencies

1. Achisving maximum CRINT rosults with greatest gpced, efficiercy,
georecy, snd economy.

The attaimmont of this objsctive involves:

(a) a centralization of the receipt of all encryptod documents,
vhother from radio, postal, or tslsgraphic intercept, or Lfrom any othar
source; and distribution to the propor oryptanalytic seotion;

(b) tho establishing of liaisan on technical questions, to
peormit the sharing of oryptanalytic infarmation and nethods;

(c) tho regular tranmmission of cammunications intolligencs to
all intereated parties;

() the reconsiling of {b) and (o) with the noed to preserve
the secrocy of cryptanalytic achievenontsy

(e) the setting up of o contral collateral information service,
involving direct contacts with genoral inforzation sources, press informae
tion, and intelligence sorvices, and tho establishing of a centxal library
and archives;

(£) tho expanding of research to the more camplicated crypto~

grephic methods (especially mnchines);
(g) the expending of research to a largsr range of languages.

Steps (a), (b), (c), smd {4) wero considerod essemtial frcm the firat
by advocates of more efficient oryptanelytic methods. The impoxrtance of
step (o) was freguently mentiomed, But it was not always considered neces-
sary to have & centxal information sorvice with a library and archives;
advocates of liaison 4id not insist upoa it. Step (£) was firat advocated
in 1938 whem the complications of cryptographic methods becams a serious
Jroblem, rovolutionizing the approach to cryptamalytic study. Btep (g) ves
mentioned cnly cnce =~ in the February 1938 plan for a asingle bureeu.

The battle of the intercepts was a hard-fougsht one, going dack
to mre-World War I days. In peacetins cbjections wers zaised tecause .cf the
lack of documeats for study (wany of wvhich wers mcmopolized dy tho Foreign
Affairs Ministry); in wartime it was objected that there war too mmch
scattering of captured or intercepted momsages, and that the invercept ssrvices
were uselessly absorbing many copy and transmission olerks. Bsaides the =<
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increansd denger to operationnl security engemdeved by such & practice,
there reoulted much wagte of ime both In intercept centers and in orypt--
analytic sections, where a duvlication of effort often rosulied, orypte
analysts of two Ministries working individually oa texts of various origing
but enorypted with the same syntems. In 1938, for exauple, cryptanalyats
in three Minlstries -« War, Novy, end Foreign Affaivs -~ wero working on
the szpe Italian diplamatic code without exchanging resulis.

A ginglo receiving and subsequont distribution center for all emciypted
mensagns was canstently advcoated to gain maximwm exploitation of all sraffic
availeblo and to avoid baving nossages sent Lo be buried in secticns incap-
able of oxploiting then while another gection wrgsntly necded tham to aid
in code recovery. As Iate as 1938 the complaint weas m2de that this wanteful

practice was comtinuing.

The twin evils of duplication of cryptanalytic effort oo same mSARAZSES
and failure to exploit others at all wera attributed to the unfortunate
practice of the intercept services - (both radio intercept and P.T.T.)
of distributing traffic purely on the basin of addregs. IExauples were
given to show the inadequacy of this trocedure: During the War (1914 - 18)
the Germans addressged to the Spanish Ministry of Foreign Affairs telegraus
intended for their Ambagsador and oncoded with the Military Attachd's code.
The Germins comstantly mingled diplomatic, military, and samotimss private
addregnon to send & gingle series of telagrams enoxrypied with the samo
roceas. Such tricks were quickly diacoverel during the war, it was
reportod, "becauss, by force of circumstsnces, the greater part of tho
intercepied material was concantrated in a single office"® (at the War
Departmomt). In peacetime, however, for lack of the nocessary coordination,
there was confusion once more. For example, the 1938 propomb roports
that "monsages encoded with the Gexmen diplometic code are picked up by the
Eaval intercept servicos without boing trensmitted to the Quwi 4°Orsay;
one part of a correspondence sncodod with the ald of the Spaniesh code was
sent to the Navy, tho other to the Quai 4'Orsay, without its Deing poassible

2. Wimites of 20 April 1022 :imtmg of Interministerial Cryptographic
Comission, P. 3

b, Awu P. 5"!'




to compare thess two texts." &

Liaigon on technical oryvptaralytic questicos

Tho eatablishing of liajsson on technical gquestiocns, enabling
cryptanalysts of ths various Minigtries to pool their Inowleldse and shawe
their discoveries, was recognized to bo of prue importence for achieving
maximm cryptanalytic prozress and svoiding amch waated effors.

Az ane roport of 1922 put it, *We have vory few good cryptenelysic, aml
that ia true for all the cryptenalytic services., ¥Now, in sazn Deportments
timo was spent during the war and before in discovering keys and codebooks
which were held by the Ministry next door, and during that tine useful tasks
vere not dmne."P Another Jeolares "....tho capacitios or previovs studien
of one cryptaralyst cen bo usefunl to his colleasiws., Very receatly, in a
coaversation, ¢ Bervics Chief spoke of 'recovery work® cn e colde usod by
scno diplamts, vhereas in the nearby Department, whors they are accuntomad
to codes s0ld cammorcially, tho identity of the code in question had baocn
determined in five minutes. ting cnsselif to ce: BOTi€B ©F
documents, ono Decames & B spec:la:!.:.st in a form of cryptograms that one solves
to perfection, but 11: is useful to got in contact with specialists of the
neighboring branch.”

a. Before 1ea.v:.ng the su'b.jeet of intercept, it might bs intoresting to note
that in 1922 the War Depariment was rrotesting against the resirictions,
prescribed by the law of 1852, relating to the cozmmmication of foreign
diplomatic telegrens by PIT to Sfireté Géndrels {in the Ministry of the Imterior).
It seams that theso restrictiors had allowed the continued ccrmunication of
Italian diplomatic telegrems to Sfiretd for the purpone of training poracnnol.
Sﬁratd’ was passing <hese cn to the War Departmsnt "for necessery collatcral
study” until the source wes gtopped by order of the Premier tc PIT. "Beccause

of a convention whose legelity doea not seem defensidble,” dasclnres Givicrgs,
"these documents cannot be acquired gratis in a pomplete series arvd at tho

tine thpy would be useful, as they oould often De if this convention did not
exist.” The restrictions, he points out, are not only harmful to cryptenalytic
studies but useless and costly singe, as a result of the use of the redio,
similar messages to those denied Sfiraté are picked up (as they can be by env
private individual) eithsr by a special intercept station which could be mxre
usefully employed or by still other procedures. He commants, moreover, that
eryptographic works claim that “everywhero telegraphic administrations
caxmnicate to their goverrments the oncrypted texta which they have trensmitted,”

b. "Hote sur les Chiffre™ 12 April 1922 P. 9
¢, "Fctio rur lo Service du Chiffre” 135 April 1922 P. 5




Exchanges on cryptanalytic probloms omong specielists in the vavdous
Dopartummts had had other useful results, according to a 1931 summary: a
(1) Befors 1914 discoveries mede in the War Department on military radio-
grems lod to the ting of an en%tire police dossiexr regerding &
sovareign’s trip. (2) Diplomatic documents tremnlated at the Bliroté gave
a codes +the mrinciple of which, applicd to more recent documents, led to
the complete reconstitution of very irportant military dooumsnts. (3) It
was the decoding of Emperor Charles' letter on & peace proposal, dome in
the War Depertment with a code recovored with the aid of military documents,
that emedlsd the Foreign Affairs Ministry to £ind the first words of the
Austrian diplomatic code in French lrnguage.

Mention has already boen mile of the wastoful preactice of duplication
of effort vhen two or more sections wvork on the game code without exchanzing
results. [or these reasons, it vas wrgsd that there should be frequent
contacts, at least of the heads of the cryptamalytic sections, and pexrhajss
of the cryptannlyats themselves. One proposal was even made (in 1922) for
temporary oxchanges of cryptanalysta. The intercosmuvmicatica of doasierz
and studies was likewise advocated.

trensmission of cosmunicatioms intelligause to all

cc RC

intarested paxties

The keyword here is "all"”, for there were xany compliaints during
the periods of nom-cooperation that, for lack of inter~-Depertmsntal ccxmmica-
tion of certain ong, xusch valvable heolp was denied cryptenelysts.
Much militery attaché subject matter was tranmmitted in diplomtic codes, for
exauple, and it was well known that nsssages fyom both military and diplo-
metic authorities might discuss the same subject, ths text of each throwing
useful light on the other, )

4. ZFreservation of the secrecy of cryptemalytic echiovexcnts

Concern for this point was presumably one of the chief reasons
for the continusd intrensigency of the Foreign Affuirs Ministry in the matter
of cryptanalytic cooperation. The War Departasat pointed out the folly, in
vierr of the post-war revelations of cryptologic work,of trying to comceal
the existence of cryptanalytic agencies. The important thing wes to keep
secret the degroe of success achieved. As for that, a War Depexrtumant spokes-
man pointed out in April 1922,

"Considering that the personnsl employed in these services
must be cansidered as equally secure, that moreover most of the
_*" cammnications (i.e. inter-departhental commication of infore
mation) concern especially the service chiefs, who know how to
take precauntions often neglected by the persmnsl of all kinds
.using camnmications intelligence, it ia impossible to see what

a. 'Hote ou sujet de l1a Collaboration Interministerielle” October 1951, P. 3
8
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the rindsteriald. Davertmonts would have t0 logo in Treakitg down the
barriers ralsed detvven thrr orypitanalytic servicec.m &

In 1937 eame mecurity leak: dAll scowr aa a recuit of & rather woz0 apd
meontrolleod iype of distribution o7 both the imtercapted treffic aw the
oventual decrypticos. When closer coomilination was ogtoblished with central-
ized control. in the War Department, the problem mprenrs to have bsen solved,

o. Centyal avchives end sollaters. infamptiom mexvies

As early as 1912 at tho tine of the firat miotings of “he ‘atow-
ninistsrial Cryptogrephic Comminssix, the valne of bHhuildiny up & commn
1ibrary of c:yptographic docvments of all kinds wte recognized, It vam
considserad the most eccnmmisal methnd of meking ceelloble te all tho cripto-
graphic services stendard worke on sryptography, tyain‘ng meteriel, cemples
of codes, otc. With furds frox ths Intsricr and Wer Minluteiss & onnleus
of guch dociments wag assexbled by 1014 and re=nined in tho cugtody of the
Interior Deped-tment (S&retéd Gandraln) during the wer. There is no ovidonon
as to its eventunl fate.

After the war there woers occasicaal protesis 2t inabliliy to socurs
cortaic itews of information known to other Depaxtmusnis and nacaw*y for
cods recovery (e.g. movemsnte of Ftalian cfficers in Oncupied Gezmany).

In 1922 1t wvoe urged that there sihiould he & pooling of outsido infametion,
both general sad specific (o.g. compemiced codsbocks)., This already wus
being done botwoon Siiretd, War, anl Favry, but muoh wae lost cn both pides
by the failure to bring the Foroiga Affaiys Mimletry lato the colisharahion.

f. Eessorch on complicaiisl cryptocrephic wathods_(oepeciaiiy
machinen )

Thig firat vas maniticadd sz a problom -- and & atrong arguwent
for a centrelized direction «- in 1938, The terdercy Lowerd more socure
systens and elaborate mechines had wevcluticmized tho »3qiiremembe of &
cryptamalytic section. The work edald no lenger be doe by oryptupralyshs
vorking individuslly but required twamersrk, witk steffs of clericsl persoumol
attached to the asnalysts for the mzhanicol tasks., Long~0rm resoei’cd prro-
Jocts had to be se’: up, and thin riguir:d acrs extcomive pergscanel. then thw
individuval ssxvices could efford. As a result the tendency was for thsce
serviceés to ccacuntrate on the eany prodiema, setting asids tle moro 81FfI-
cult cnes. Yot it was pointed out that in time of wvor or irtermtional
stress it woa solving of tho d1ffi~ult cnes that wevld he meet vitasr.

THote our 1e Bervice au Chitfra" 15 Amil 1922 F. 6
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g. Regearch in a larger raage of lanmsces

This prollem too was first meaticuned in 1938. Hero again, as
in the case of machino research, lack of personnel provented the extemsion
of reagearch efiorts nocessary t0 keop abreast of wordd probdlems. During
World War I the crypltanalytic servicea decrypted Gemnn, Augirien, Sulgerian,
Greok, and Turkish massages "to speaX only of enamiec”, 1t was repcrted.

In 1938 cryptanalytic rescarch was jraswmably be:mg dons in English,
German, Spenish, Italian, Rusaian, a»d Fronch,® but such important len~
guages as the other Slavic languiges and Japanese wers being completely
ignored.

2, Frepareticn for Wartimo Cryptanalysias

The value of COMINT in wertime dopends on speedy decxyption.
Experience in Worid War I showed the vital nscesaity of having, at theo very
outbreak of wvar, cryptamalytic apecialists methodically trained in peecetime
in the encrypting procedures dbeing used abroad. "This preparation is
poesidble," it was declared, "for experience proves that the encrypiing
proceases used daring critical psriods preceding the declaration of wer and
tho of hstilities aro similar, if not idsntical, to those of
peacetims,”

During World War I, although about thirty officers were recruited for
vork in the Var Department’s Cryptanalytic Bureau, "most of ther were never
abls to do morc then decrypt & mecesg» whon given the key; a few were tble
to recover the koy whem it changed or to reestablish in oxrder the scrzublod
78ges of & coduvbook".® Those who 41d the primary oryptanalytic work «=-
discovery of koys and systems -~ wers, with but ane exceptiom, thnse who
had received pre-war oryptanzlytic tzaining, chiefly under ths auaspices of
tho Interministerial Cryptographic Cammission. The one oxception, brilliantly
gifted and worlking under the best conlitions for gaining rapid expsrioncs,
required 18 months before ho was able to make significant contributicas.
Even the trained cryptannlysts were unable to produce results uatil Ootober
1914, thus losing much valuabls intelligence, because most had recsived
thooretical training only, with no copportunity to became ssquainted with the
particular systems actually in use o with garbleod text.

a. Awn Fg “ﬁ‘
b. Letter frmll:lnister of War to Director of the Ssrvices of the Permanent

General Secretariat of the Higher Council for Fational Defense - 16 Dec. 192k,
c. "Note sur le Service du Chiffre" 13 April 1922 P, 9




One of the strongest argumets xresented against lack of coordinmation
in the distributing of intercepts and in cryptavalytic rescerch was the
groat dsnger o maticnal defensoe in preventing the proper traiming of coypte

anelysts for warthre.
3. Crypto-Sesurity

The prodblem of crypto-security, though less often mantioned in ‘the
argumsnts for cryptanalytic collaboration, was cno of the principel reasnns
for the creatioa of the Interministerial Cryptographic Commigsion in 1909.
At that time 1t was pointed out that for lack of liaison ome cryptograrhic
section was wthble to tale advantage of progress made in another, and that
less advanced ssctions wera umrittingly using insecure gystems.

In 1922 whon the Camission held its ono and only post-war meoting the
situation soemo hardly to have ixgpmoved. It is noted in the minmutes:

'ile (the secrotary) brovght out the fact that im the
pescat service it is to be cbsarved that certain Ministxrios
have codes and ciphors which are entirely inndequate to
safesuard their sscurity sgeinst cxryptanalysis ....For lack
of surveillance exercised by qualified pesople ovex cryptoge
raphsra, certain telegrema &re drafted by uninstruoted
perscimel, so that the security of the codecbook is gravely
imperiled. A telogrem fram & Prefect addressed to the
War Departmant, conteining a2 mixture of plain larguags and
code groupa, was placed befcre the ayes of the Coemissiom,
with the remark that the document used for encrypiing gives none
of the »ules to bs observed for cryptographic security, end
that, it seems, from the freguency of such acts during the war,
that no organization is provided to call the attention of
code clerks to errors capabls of imperiling not only their
owvn cryptographic system but also those of the other
Ministries. Exsmples weros cited on the latter subject.”

This say be compared with the following paragraphs from a "Note ca
Cryptogrephy”, presumably uritten by Givierge, dated 12 April 1922:

"In many Minigtries the officials responsible for this
sexvice have no idea of the successes achieved dy the crypt-
amlytic sexvices, that is, those theat work on solving keys
aid recovering ¢odebooks. The coldebooks they prepare are

. consequently rather simple in the eyes of a cryptanalyst.
Moreover, most of them do not kmow how to use the books and
no me teaches thom nor watches out for the proper use of
the doemts. :

%mmmmruumummmmbmmg
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rogults, intoresting for tho enamy to know, leaving almoat
all tho telegram in clear, which is strictly forbidéen,

end encoding cnly a few words which were easy to recover.

Fot only 4id that endanger ths codsbook used, but it could
have given indications as t0 the words of the telsgrem ssnt
at the gawe time by the military govermor, and facilitatsd
mrogress in the recovery of his code if the enemy by spying o
cother zwans had been able to procure the copy of & few

pages of thin document.

“These bed cryptographing procedurss still peraist todaye.e.”

This matter of the ingeparability of cryptographic security wes
recognized by the War Department's cryptanalysts, as is evidsuced by the
foregoing statements. It formed the basis of another protest and plea for
collaboration in & letter drafted on 1 October 1922 by Giviarge, suggestiag
that a camission be called together to stuly ways of achieving intep=
ministerial cryptanalytic collabuaretion, especially between the Foroign
Affeirs snd War Ministries. It adds:

"This comaission might at the samo time examino certain
moagxes relative to the current encoding proceduro which were
taken without iy sorvice's wderstanding the reascn for theu;
for example, the rofusal to vse cno snd the same codebook
for the telogrems of the Commissloner General in Morocoo
addressod both to the War Degartmsat and to DIPIOMATIE, which
can farce the High Coamissariat's services to make two
encodings of the same telegram, & most dangerous ncasure for
code gecurity.”

Actual. collaboration in the use of codes and ciphors was otherwise not
strensed, however, and in gemeral the right of each Department to have itn
own gecret systesms vas fresly recognized.

There was thus a dual need:

&. 40 adopt secure cryptographic systems, and
b. to train and superviso persomnel in the proper use of these sysiems.

In 1909 cancern ccntered sbout tho first point, and thore followed a
pooling of idess and materials {commercial codsbooks, works on cryptogrephy,
otc.) among all the Ministries concerncd except Foreign Affairs. In 1922
both nseds were comsidered, and a Zormnl resolntion was passod by the short-
lived Cryptographic Commission, under the inapiration of It. Col. Giviergs,
recammending that the cryptographic bureaus be ploced under the supervisicn
of an experienced cryptanalyst.®

) 2

TOP SECRET SUEDE—




In o note prepered for reading at this meeting of the Commission,
Giviergs uwrged that all minigtorial Dopartments transmitiing and intercopting
messages have a cryptanalytic sexvice "not only to read .,.nteu.'cepted t.z'a.ftic
but also to provide surveillance over the coldes and their use...".

This wag particularly aimsd at the Minigtry of Coloaies end the FTT, which
had cryptographic bureeus only. (An interesting specisl cass, brought out
during the Camnission's discussion +was that of the Siretd, which hed a
ocryptanelytic but no emw:ptomh.*e ‘ssrvice. All of its telegrams were sent
to the "Pelegraphic Sexrvice" which was mauegod by PIT employoos undor the
CABINET DU MINISTRE, This service crcated codes, cnsoded, and decoded for
the Sfiretd without supervigion and without lisison with the latter's crypte
analytic service. The imseourity of euch & prosedure was to be called to the
atteantion of the Ministry of the Interior, of which the Siretd io a parst).

Givierge himself evidontly favored the cambining of the oryptographic
and cryptanalytic bureaus wnder one head, for in a "Note om eryptography”
written at this same pericd (i.e. in 1922) he says:

. ™Phere is no crypiedalytic service (respcnaible for
% the mossagss of others) except at Yorolgn Affairs,
and the Navy, (vhore they are distinnt from the
oryptomphic service proper) and the Ha.r Dapu.rmt, whorve
B - f

By 1938 the ocomplications of cryp‘bogra.phic rocesses, and partioularly
the use of machines, had led to "frequent and campletely coxdial comtacts™
between the heed of the Foroign Affairs Cryptographic Service (separate
from its oryptemalytic servics) and tho heads of the War, Navy, and Alr
oryptologic sections, "especially far the Joint study of inventioms which
might improve cryptographing methods".® This seoms to Hive beem the
oxtent of the collaboration; existing non-mschanical Jodes and ciphezs
wore appavently not subjected to testas for security, nor is thereo evidence
of any Joint endeavors to cheok om t.ha security of practices of erypto~

graphic persommel.

8. Thoto destinte & Sire lue & 1a Coomission Interministérielile o

Cryptographie®™ L April 1922 P, 7
b. ‘"Note sur le Chiffre" 12 April 1922 P, 2
¢. "Note au uuaot de la collaboration intuniniatoriono en mtiére de

déoryptements” -~ May 1938
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The gimpleat method of achieving coordinaiion in cryptenalytic
mtters vas through regular liaison among the heeds of the various crypte-
analytic sarvices. This had the virtue of achieving some of the odbJjoctives,
at least in pert, without meking any changes in orgenization, which wvould
bo likely to boe resisted.

Under such an arrangement certain exchangss could be made of intercept
material which had been sent to a sscticn unable to use it, of technicel
information, such as codsbook recoveries or encipherment mothcds, and of
collatersl information considered of interest to another section. Tais
could be done vhile retaining the independence of the Departments and
localizing responsibility and security leaks.

Ita principal disadvantages were that in practice it was rarely possitle
to achieve liaison among all the cryptapalytic chiefs, snd even whan achioved
such liaison partially solved only a few of the problems to be mot. FKxpe-
rience showed that greater carpulsicn then an appeal to good will, to nation-
al interest ar even to self interest was required to persuade the Foreign
Affairs Ministry to Join in the liaison plan; yet without that Department’s
porticipation almost none of the major evils in the cryptanelytic situation
could be coped with. V¥Whon, through the persistence of the Premier, that
Department wes finally brought into a liaison project in 1938, same usoful
exchanges were made,® bdut it was recognized that such a looge rolationship
wasg still too inefficient, unceortain and incomplete for the stern require-
mints of national security in wartime. Thes coordimation of cryptamalytic
effort required the support of some extrae-ministerial authority to win
acceptance for recommendations snd to meintain itself above the whim ox
convenience of the individual Ministry. Nurthermore a tighter organication
wag esgential to make any adequate reforms in the distribution of treffic.
To give cryptanalysts & gsnuino opportunity to intercharge technical infor-
mation, they themselves nseded to meet and work togsther, not anly their
chiefs. Without a central directing organiration, the transmission of
collateral informtion was bound to be irregular and spotiy. The use of
personniel remined uneconomioal: the few cryptamslysts in each Doparimemt
had to bo spread over the sumo typos of problems -~ cipher, cole, mechine
problema =« at the expense of extemded work on the more complioated of any of
these problema.

Thus the voluntary liaison plan, even vhon it succeoded, was considered,
at least by the Natiomal Defenns Ministriee, as only & stepping stono %o a
more ¢logely knit organization: elther a single cryptanalytic buresu,

a. BDee Fart 11, pege 10
1k
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centralizing 8ll the functiocns of the various winistorial cryptemalytio
services and camplelely supplanting the latter, or a gentyral intor-
minigtorial Y, ic pervice, formwally handling the necessary coordi-
nation and snggping 1n “speculative reseexch”, leaving the specific rescarch
anpt. exploitation to the various ministerial services.

2. Single sryptanalytic buresn

The cwrsapt of ths singls oryplanalytic bureau, in diract con-
trast to the liaisyu idea which sought to preserve tho sutonomy of tho
various deparimentild services, would supplant these services ccmpletely,
centralizing all sryptanalytic activity in cne bureau separats fram all the
Minigtries. Wher this idea was analyzed,® precumably by Givierge, in 1916,
he lai¢ Adown certain conditions which he considercd esaemtial to ths puccess
of such an orgamizations 1t most bo "created omtaids of all ministries; abovo
_ the ministrien, with a chief who has ipdisputable authority with the ‘gvanda
services® (th: PIT and ihe pudlic prosecutor's deportment as well as tho
ninistries cuncernsd) o compotenco as great &8 his authority in all gomerel
questicns, military, political, 6tC.... and who has funds at his disposal.* P
8ince he considered it unlikely that these comditions oonld bs falfilled,
he was opposed. to such & plan.

a. Orgenizuiion

It wvas zemorally considesred that such an orgnnization muat be
placed. undng an exinting intorministerial dody or the Office of thn Previex.
In the plan® of Fehruary 1938, it was proposod to ccncentrate all peracmnel
and budgetary resonrces of the variocus departmemtal cryplanslytic services
into a single service administratively under National Dofanse "o under the
Office of the Premlar (Higher Council of Defenne) if the Foreign Affairs
Ministry consents to join in the plan."

The organization wae t0 be camposed of a gection head, "preferably a
civilian to ensure continuity”, and four or five secticns. Each szctiom
would include officials, either oivilian or military, detached by the
Administration to which they belonged (Navy, War, Air, Colonies, Foroign

a. See Appendix F. 5 - 57
b. See Appeniix P, 46
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Affairs).2 In addition thers would he auxiliary persomnel, possidly common
to all sectioms, for purely mechanical taskm,

B Fmetiong
The functions of thils organization would be:

(a) to maintain the current servioce,
(b) to prepare for tho functioning of the services in wartime, amd

(c) to':or.tfy the security of the maticmel oxyptogrephic systems
uset.

In asinteining the current service a section would bo responsidble for
" receiving and distributing sll intercepts. (In 1916 Giviorge had writtam
that ths single burean would have to dircsct tho intercept services; in the
1938 proposal this is not suggested). There would de an orderly distribution
of COMIST to the interested Departmmits. A central docurmntation service
would asseabls all the documents now in the various Dopartmsnte: dicticoaries,
reference books, etc. A press service would be organized. A atudy group
would 4o resesrch in new systems, inventioms, machines, otc. Cryptenalytic
work of all typss from initial stuldy to fimal exploitation would be carried
on in this organization; cryptanalytic rosults (code recovery, obssyvations
on encipherment systems, etc.) would be cammmicated to the various sectioms.
The individual Ministries would be allowed to do oryptanalytic work cnly far
spscial well-defined missions, and the Camtral Service would De kept informed
of the results.

a. There is same confusicn in the pian at this point. Jnese sections, accorde
ing to the rroposed table of organization, Appendix P_J57, vould be divided
on a linguistic basis: English, Gexzan, Italian and Spenish, Russian, Freznch,
.ote, This idea is also borme out in the advantage noted: "By daving know-
ledge of all the systems used In tho sam» couniry, ono will mtre easily be
able to agoertain the hablits and enoiphering systems of thoat country‘s services
and reconstitute the principle which is heing esteblished on the othor eide,”

On the other hand, as one of the asaurances to the various Departmsnts
that their secrets would not bo divulged to other services, it was statsd that
"In principle, each section, composoed of agents reaponsible to & given Minip-
try, will work only on measages of interest to that Ministry and will have mo
knowledge of texts of intersat to the other sectiomns.”™ This impliss & pri-
meyy divisiocn into sections for Army, Navy, colonial, diplamtic traffic etc.
A possible interpretation is that the primery division would be dy language,
and a secomdary division within the language sectioms would be by lMinistry,
but the evidence is conflicting.

6
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Ag for maintaining security, Givierge hed argucd in 1916 that "security
congists not in concealing the eximtence of sexvices to which all the dime
novels allude, but in comcealing the exact nature of the work being done
and ths list of projects under study thexe". In 1938 three sccurity mszaures
woreo incoxporated into tho plan in an offort Lo reassure the varioug Derart-
ments thet their secrets Wwould not be divulged to other sections: (a) dacrm-
ticns would be cammmicatod exclusively to the ministries concerned: (b))
agants from a given Minigtry would work, in principls, oaly on messages of
interest to thnt Ministry and would not be given knowledge of taxts of inter-
eat to other sections; and (¢) only tho g_rm: ¢ results would be commi-
nicated to the various sdttions.

The organizaticn would prepare for the funotioning of tho service In
vartime by training reserve persomnel &nd developing a thorough kncuwledge
of the systems and encrypting hebits of countries with whose tratfie it vas
advantagecus to be familiar.

c. Advantagen
The advantages. of the single cryptapalytic bureau wers rumerous:

(a) All traffic would be sent to a singls service vhich would
distribute it on a cryptanalytic basis, i.e. cn the basis of type of system
used and not exclusively ocn the basis of address and signaturo. This grars
anteed the exploiting of all traffic. By having more traffic and, especially,
canplete series of mossages fram tho seme scnder, cryptanalysts would heve
better chances of success.

(b) By pooling persommel it would be possible to make niore
sconomical use of them and thus to oxtemd work to new languages and to cngage
in long-term research projects om the nore complicated problems.

(c) By working in close proximity it would De posaibie for
the cryptanalyats to interchange special kmowledge and experience to matual
advantage.

() A centralization of all documents and collaterel informa-
tion would result in a mmch more camplete and efficient reforemce gervice with
dess exponditure.

(e) A more wniform and retional trasining of perscunel would
be achieved.
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4. Disadvantages

Many disadvantages to suvch a drastic proposal. were presented,
however. In his "Note on Cryptography"® writtea in April 1922 Giviergs,
spoaking of a pingle orypiamalytic service, says:

"Effortn have been mads toward it several times
and plans fo 1t were even mzde during the wvar. Thege
nevex succeollod becauso the Ministries want to bo sure
of cbtaining detachrents of peraomael for spooial
poaitions 1f thoy need them (e.gzg. tho Wer Departmsnt for
the armies in wartime), and to be able to have docuzents
vhich interest thex stulied at once, Too gréat a special-
ization in milivary or diplamatic questioms, for example,
has alwaye doen feared. Now, the Foreign Affairs Minlstey
bag nover accepted even the idea of a control over the
tagks which vould establish a prioxity oxder.”

Other elements pointing to the undesirebility of camplete unification
were noted by him as follows:

(1) Diversity of problemas: +tho profound differences between
systems for correspondence of individuals, banks, etc. on the ome hand and
official systems (Diplomatic, War, and Navy) on the other hand;

(2) Value of specialization: the value, if one wishes to bo
able to meke cryptemalyats intc specialists and to obtain a good output, of
assigning the various categories of osryptograms to separate study m;‘b

(3) Heed for departmental autonomy: the necossity for &
ninisterial Department not to be allowed to have recourse to ancther whean
a8 question of pecret correspondsnce is involved in an affair in which it ls
concerned s

(4) Crypto-gecurity: the nesd of baving in the Administraticn
qualified perscansl 4o drew up oryptographic documents and to oversse their
use;

(5) Administrative difficulties: the difficulties for various
reasons, arising for exangple from ths status of the officlals, of having the
rare ocryptanalysts leave their prescnt Administrationg

{6) Size of taak: 1ths enormous quantity of documents sus-
ceoptible of study and the material thak of classification and of setiing up
archives.

a. VHoto sur 1le CRiffre’, 12 April 1922, P. 9-10

b, This argument seems ht valid hore, since such specializetion
is not incampatible with idea of a single central buresu.
8
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In 1938 a War Miniotry note ocmments that:

"The fusion of the oxisting cryptanalytic services
seems difficult to achieve fo* reasons of command, recrult-
ment, instruction and mobilization, and for material reasons
(buildings, credits)."

The most valid fearsg with respect to a single cryptanslytic burceu
ssem tO have besen that:

(1) It might be damirated 'by one Department to the dicadvans-
tege of anothor;

(2) Special intereats might be ignored or given low picrity;

(3) The Departments would have no comtrol over the topice
studied and would be unable to assign analysts to speclial Jobs; and

(k) Cryptographic soctions would be deprived of tho nocessary
criticisma and guidance of cxyptanalysts (unless the single bureau werc made
reaponsible for all ocryptographic functions as well).

Although verifying the secwrity of the patiomal cryptographic systems
was named as cne of the functions of the single cryptanalytic orgenizatiom
in 1938, no expansion of the idea iz given in the plan advenced. This would
presumably involve studyiag the systems to test whether they would be highly
resistant to oryptanalytio attack (it is not clear whether this includes
checking their actusl use for violatioms of crypte-sscurity), but it does not
inply a centralization of the imlividual gervices nox even diroction by a
ocxryptanalyst. In 1916, however, when Col. Cartier had proposed a centraliza=-
tion of oxyptanalytic services only, Major Givierge had pointed out that the
cryptographic aervices must, in that case, be centralized &as well gince thoy
st be directed dy crypianalysts” who will "instruct the operating peirson~
nel and nrepare the documonts." &

This point was, in fact, used as a strong argumont egpinst a single
cryptanplytic bureau. In a "Noto on the Cryptapelytic Service® in 1922 it
was gtated:

"One can fail to te in favor of & plan of this nature if
ons does not wish to meks this central agency responsidie for
the survelllance of theo a cation of the French codss and
c¢iphers 1n the various stries. It 1s necescary, in fact,
in owr opinion to preveat the agents who use our codes and
ciphers fram using then carelessly. The qualified authority
secng the Ministry to vhich they are reapcmsible. Now to

a. Bee Appendix F. &5
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watch over a crytographic aervice properly, it is necessary,
ve think, to havy cryptamalysts who, using the mistakes of
others, Inow whish ocnes must do avoided. Tho neceasity of a
separate service in each llinistry, as we have today, is thers-
fore very readilyr jJustified.”

For these reascas thn tendenocy vas to favor the third poasibility «=-- a
central interministeriel oryptanalytic service =-- which would conibine rany
of the advantages of & sligle bhwresu with fewer disadvantages.

3. Cemntral intesministerie). cryptanalytic service

The central :nterministarial cryptenalytic service, originally
envisaged as a purely cocdinating egency, would have, as finally svolved,
tvo major respomsibilitien: ccordinating the work of the various ministerial
cryptenalytic ssrvices, &l engrging in "speculative research', lesving the
specific research and expiloitaticm to those sorvices. This proposcl avoids
at the gamo tima the Scyl a of looge collaboration, where ths heeds of the
various cryptologic gectiims moot uxder some persuasicn t¢ patch up herc and
there a few of the deficlemcies of an uncosrdinated system, and the Chaxybiis
of complete unification of cryptanalytic activities, depriving the Depertmemts
of any cryptanalytic persmnel. Suchk a central office was prosented chiofly
a8 a wartims measure, howover, proposals for it being most numsrous and
urgent before and during Vorld Wer I and sgain in 1938 -39 when World Wer I
was threatening. The mosi: gpecific of thess proposals, reproduced in the
Appendix, were Col., Carticr’s 1917 plan for recrganization of tho crypi-
analytic aervices (presumbly adopted for the last year of the war) and the
Army, Eavy, and Air Force plans of 1938 -39.

a. It was originally plammed to place this coordinating gioup
under one of the Ministrics: iIn 191k the crypianalysts were intended to be
under Intoricr, in 1517° {he sexvico was to be handlod by tho War Department,
and at tho end of 1918 1t was proposed that all cryptanalytic work on poace
negotiations be dono under the ecegls of the Foreign Affoirs Ministxy. From
1925 on, however, it was ¢smorally recognized that puch a coordinating
organization muat be under intexministerial comtrol -- possibly the Office

a. 'Hote sur 1o Borvice ¢u Chiffre" 13 April. 1922  P= 2 o

b. Cartier hed proposed 1hat the crxyptanalytic service, rightfully an crgm
of intelligsnra, should be atiached to a General Intelligemoe Office, then
non-existent. (This noticn was immodiately rejectcd by his superiors”beceuvse
of the special mature of the intelligsnce utilized by the Dopartment of War”).
He suggested that under puosent comditions it be attached to the War Ministry
at least for the dwmation of the war, dut added that it could be undezr the
Foreign Affaira Ministry cr even tho Office of the Premiexr,
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of ths Premicr ox, BOTe u-ma_l;y, the Highor comci.'!, of tiqne'!. Dofense .
In the Aray's 1938 note® it was proposed o place it under one of the
Minigtries of !ata.ml Dofense or tho Higher Coumcll of Fatiomanl Dofenso.
The Navy propoeald later, however, inasisted that it aust be placed wmds:
an authoeity superior to the Ministries, glving as reasonm:

(1) The segisr reriicivetion of the Foreien Affaine Minietw;

(2) The possibility of using qualified civilians aa resemich

workers{e.g. former militwy cryptanclysts of real compctonce vham it would
be aiffionlt to employ in & subordinate position in a military egemcy).

De ?omml wa3 to bo obtnined from the ministorisl cxypt~
apalytic sections. (In 1917 a delsgnte firca the Office of the Premier was
t0 ba included). The Nevy suggosted that each Ministry might contiftute o
or three persons of officor rank and if possible an equal. mmbor of sscrre=
taries; tho eatire Navy plan wan more limited, however, zaking gsmeral cryite
analytic studies the only funotion of the service (exclvding coordimation).

c. The major mriposals (except Havy's) involved a two-fold role
for ths cantrel cryptanmelytic sorvice: rasearch on all cxyptanslytic
questiona of ganeral intecest, and coordination of the wewk of the verious

ninisterial services,
The xregenrch aspret of the work would involve:

(1) Preliminwry study of new systems intorcepted to determins
thelr genexel nature. Whm a gystem had reached a point whers it could be
handled by the proper minlstsrial service, it would be tuxpsd over to the
lattor with all necessary information for cantimuing the study {o.g. resovery
of partiocular keys or boohreaking) or for exploitaticm.

(2) Gemeral stuly of now oryptographing proceasen (machinus,
elsctromechanical or elestrammgnetic yroosases, etc.) with attempts to
entablish decrypting methiis. This inclndes oxritical stwdy of all inventions
and aystans proposed for adopticn by the various Departrimts.

The coordimation of tho work of the verious oryptonslytic aervices
would involve:
(1) centralizing tho receipt of all intercepted traffic;
(2) aistributing it by mfan and category, mot solsly by nddress;

(3) establisuing lisison smong the various groupe to gst tiio best
results while 1imiting and localizing Yespaasibilities;

a. Appondix P m’ﬁ-w
b. Appemdix P




(4) setting np and maintaing a repository of documents and
tecimical information regirding enemy sncrypting aystems end theixr use;

(5) setting uv and raintaining a caxd £ile of sash comiry
studied and giving each gronp inform:.tion to help its work;

{6) establishing direct relations with intercept and intslii-

geace gorvices as well as with the az:plo:lting services in the various
Minigtries;
(7) setting up & pross service for information purposes (and
the Alr Force suggests working with the Preans to censor any publications
likely to imperil oxrypto-security);

(8) making the nocessary cammmications in the proper fora %o
the gervices concerned.

d. To achisve these purposes, the Army and Air Force made
gonerally similar proposals for orgznization:

(a) A directyr and asgsistant

() An sychives or classifylng sectiom responsiblo for:
(1) recelpt, classification and distributing of intercopts
(2) atstribution of decryptions
(3) centralization of information and doocuments of any nature

(4) sstting up and maintaining of card files of cryptanalytic
informmtion

{o) A l.taiso:: section, maintaining close relaticus with tho
- departmen

tal narvieea and with the Infarmnition, Intelligsn»
and Press Sorvices

(a) A technical or stutly section responsible for:
(1) preliminary rescarch after traffic c.lmsszﬁcmnm
(2) study of systsus, mechines, cryptographic inventions
(3) checiting on the geowrity of maticmel. oryptogreghic systmm
(e} A tremslation asorvice of plain text intercepts
The departmsntal oryptanalytic services would rotain their autonomy to

a considerable extent, handling their own recruitment acd <reining of prrsommel.
smce close and constant lisison wes nsceasary among all the groupn, however,
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it was frequently urged ihat they should work in the same spot or at least
in close proximity to each other. Another argument for proximity wao tho
eage of establishing and using the sentral archives and informztion section.
On the other hand, many ¢dvocated physical. separation for the soke o locai-
izing responsibility and reducing ths chances of security leaks., Fuwthere
more, as long as the various cryptasanldytic services ramained under cantrol
of the separate Ministrics, thers ware bound to be administzative objections

to detaching them physicelly.

. o. The advantages of the centrel interministerial cryptaneliytic
gervice are many. It gives fora anld authority to the long-dosired inter-
service liesison, and at the sams timo pormits cemtralizatiocn in thy impoxrtant
field of gensyal research on now sysiexs and machines.

£. Omusadmue’orthomualuumacortammmtor
duplication of documents and informntion services, and tho neceasity
of separate archives, where there is physical. soparation of the varicus -
decrypting groups. More important is tho undenirability of separating
preliminary cryptanelytic work from its later stagss. It was prescuxebly
Cartier who in 1916 presented that view:

"It would be & grave error if ome wers to think that
the cryptanalysts must be satisfied in finding the elcuents
of a codsbook or of a aystam without codsbook, and that
they can then lsive to othors who are lesgas expert the task
of decrypting by means of the slaments discovered by them.

*It is on the contrary indispenscble that they theaw-
selvaes carry ocut the deorypting , or at least remain in
close liaison with thono who do so, in order to familiarire
thenaelves with the spocial phreseology of the enecmies and
with their cryptographic msmtality so that they way bo able
to find as speedily as possidle ths mew colsa or the new
cryptographic system that are placed succesasively in service.

"Our enemien in faot use meny codes and variocus systems,
each of them comjlicatod by frequent tranaformaticas,

"Coertain texts, encrypted with a known system, often
glive vory useful indications for finding those encrypted
with other wnknom systems, especially considexing that
the same subjects are gometimes in texts encrypted with
difforent systemo, sometimes in the ssme woxds,”
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Iater, however, the sgma srriter adds,

"It should mot be thought that it is eszential to
bring together in the sams building all the goctioms
vhich are chargod with different categories of deorypi~
ing. There can even ho an advantage in separating them
in oxrder to localize reapcmsibilities end %o reduce tho
chances of indisoretion.”

Another disadvantage, corrocted by tho single dbureeu plan; iles in
the fallure to bring together all the systems -- military, naval, colonial,
diplomatic, etgc. ~- of a given country into one section., ¥ot caly doss a
military message samotimen throvw light om a diplomtic ome, as they well.
© knew, but the duplication of linguistic personnel is in no vay redvced
without such wnification. Opportunities for extemsion of study to other
important languages without increasing the total perasoczmel would be there-
fare eliminated.

In a War Ministry note of 7 March 1938® it was obsorved Lfurthar:
-"The creation of a centralizing body under tho foxrm of an Interministerial
Office of Crypteanalytic Soxrvices leaving %o each Departuent its autonomy,
would requirs supplementa:y personn=l]. 4ifficult to recruit and rather
large credits.”

In spite of scmo disndvantages, however, this soluticn, & compromisne
betwesn maximum independernce and maximm efficienscy, found more favor
than any other.

" Note pour le Cabinet IHlitaire du Ministre", 7 March 1938, P. 2
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the Var!.cm; !miegges 1909 - 1939

The edvantages of interministerial collaboration of tho coryptanaiytic
services wers early recogrized by specialists in the War Ministry, and tholr
efforts to achiove this goal over a 30-year period are revealod in a collec-
tiwn of documonts from the filas of the Cryptologic Section, Deuxiéne BDurezm,
Arzy Gensral Staff, Ministyry of War,

A, Fre-World War I Efforts

Around 1908-0G when the first suggestions were made for Inter-
ministerial cryptographic comsultation, this was the situation: Tvwo cextors
of cryptographic study were functioning regularly and in & practical marnor
in Peris -- within the Foreign Affairs Ministry and at the Sfiretd Géndrsle
‘in the Intericr Ministry. In the War Ministry there was a Cryptographic
Cosmission vhich, presumahly for lack of documents, worked chiefly on theoc-
retical probloms. One of its miesions vas thet of making codobooks.

In 1908 Censral Berthaut, President of this Military Cryptographic
Camission, deploring the camplete isolation of tho varicus cryptographic
services in the Govermment, proposed to the Minister of War the crsatlion of
an Interministerial Cryptographic Coxnaigsion. He stressed its utility in
time of peace for gusxding Fremch cryptogrephic socurity, pointing out that
progreas in enorypting methods remains localized for wvant of yroper liaison,
and lens advancoed cectione are unwittingly using insecure crypiographic
procedures. A pooling of ideas and matorials, including cammercial codes
and books on cryptography, would be not only in the gsmoral interest bud
also in the particular interest of cash scction (vhose indepandence in
matters of organization apd procedures would not be affected). Geusral
Berthaut capbanized, in sddition, the need of preparing for roediness in
time of wvar a "reading ani supervising cammittoe™ to watch over encrypted
emoapcng'm. This was later expanded to the idea of a "cryptamalytic
coamittee”, !

The proposal was subriitted by the War Ministry to the othor Ministries
concerned: Foreign Affairs, Navy, Interior, Colonies, and Public Works
(Poat, Telephone and Telesraph). Agreemsnt was easy with all but the first.

all agreed on & draft decres, which ultimately the !Miniaster of
Foreign Affairs refused to sign. This was the first manifestation of tho
non=cooperative attitude of that Ministry which was to run 1like a recwri'ing
theme through the nsxt thirty years. The draft docreo was then medified
to excludo tho Ministry of Foreign Affairs, and was signed on 9 Jarmary 1909
by the Mintstors of War, llavy, Interiocr, Colonies, and Public Works.
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This decxrees, submitted on 1l Jamery 1909 by the lMinister of War
(G. Picquart) for the approval of thse Presidsat of the Republic, so: up an
Interministerial Cryptographic Commiscion under the shalrmansbip of the
Preaident of the Military Cryptographic Commigsion, with masbership ccnsiste
ing of rejresentatives frca the Crypiographic Services of the five llinisiries
concernsd., The purpose of tho Caminolon was "to study undor wiat ooxditions
the coopsration of the various oryptographic bureaus can bo organizod oither
in peacetime or in wartims”.

Botwean 1909 and 1912 the role of this Comnission sccs to have beesn
limited to peraomal contacts and the exchange of technical notes awmmg somo
of its mexbers. In 1912, when Millerand was first Minister of War, tho
War Ministry’s Cryptographic Section was created, yprobably under thi inspira-
tion of Captain Giviorge, then a merider of tho Minister's psrscmal staff,
vho was particularly intezrested in cryptanalysis and who for meny yoau's
fésures proainently in the struggls for interministerial colleboration in

field,

Under the new impetue the first formnl meoting of tho Interminisierial
Cryptographic Comission took place oa 14 Moy 1912. The pximo objsctive
now became the orgenization of the Cryptanalytic Coemitteo (Comité do
ddchiffrement), in which the Foreigh Affairs Ministry hed been invited to
yarticipete. Again that Ministry was not realdy to coopsvats. Although it
had appointed its roprescrtatives, it refuscd to divulge their namss o
order them to participats in the committee’s work until the "moment of nsod”.
The Commission decided thet it could not awalt that mamemt to begin to
create 8o caimplex an orgarization, and proceeded to take ateps in that
direction without the cooreration of the Qual 4tOrsay. A small group of mon
intended to form the mucleus of a cryptanalytic organization in the event of
war vas, therefore, given instruction, and a library of teclmical boocits and
other reference material was developed.

Soven mectings of the Caxmisaion were held at intervals botwssn
1% May 1912 and 16 June 191k, A practice oxercise hold in April - May 1914
showed. gratifying results for the training which had been given over the
past year to the budding cryptepalymts, but there was a recognized nesd for
recruiting more treinees.

During this time, according to one goiowhat ezibittered account, tho
Foreign Affairs Ministry lad succoeded, following various incidents, in
cutting off fram the Sfwretd Générale (Interior Ministry) tho principal
source of its material for study. The Navy Department, whoso radic sexvice
was supplying the War Depcriment with precious documunts forr study, vas
urged to have a special scction, but leck of persomnel prevented ti:is step.
At this point the outbreal: of wer altered the picture.
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B. Hxtent of Wartimn Collsbaratiom (191} - 1918)
1. Tho first months of the war

Upon mobiliration the control and ocryptanalytic sexrvice wao
supposed. Lo begin funoctioning. Vhen apecific physical quostioms had arison,
however, with respect to the setting up of the Cryptanalytic Comaities, a
curious spirit had been encountered: +there would be no war; beoidea, in
case of wur no encrypted telegrers would be sent. Thus the oxisterce of
the Cryptonalytic Camittos remnined in the realm of the vagus., Thers ras
scarcely oven an awvareness of ite existemce, and, in any case, of its dogree
of preperation. Whem war bdroke out, the roles of the various groups was to
be as follows:

a. The Bireté (in the Intericr Departmemt) would direct especislly
the interministerial telegraphic control service. (It was to this agency
that the cryptanalytic group was first assigped)

b. The War Depertment would concern itsolf particularly with
rediograms from the front and would give GHR the mcans of translsting them.

c. The Foreign Affairs Department, which promised to furnish
perscanel for service (a), wonld continue its pescetimo work.

The telegraphic control service, however, was improvised under the
direction of parsonnel knowing nothing about the special service of oxyit-
epalysis and its potentisl valus., Discontent over missanagement of the
service and poor utilization of their skills led to the disappearences irn
a fow days of the cryptanalysts trained for the cryptanalytic committoe.
Some went to Join Captain Givierge at GHQ; others to the cryptanalytic
section of the Navy, War, Interior, and Yoreign Affairs Depaxrtasnts. Al
the Ministries set to work and achieved consideradbles results, but lack cf
adequate preparation led to amnoying delays in the receipt of documents
by the cryptanalytic sections and prevented the reeding of encrypteld treffic
in the vital first months of ths wer.

2. The gituatiop in 1916

In July 1915 the multiplicity of separate orypitamelytic
agenoies, with the attendent evils of duplicated effort aal imadequato
lisison srang them, became the gubjoot of a noted resmably exanating from
Major Givierge at GHQ.

2. "Note eu Sujet du Bervice ds Dachiffrement - 206 July 1916
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He listod the following cryptamalytic services them exie-;iné:
a. at Foreign Affairs; -
. at the Wer Department under Colomel Carvier;

¢. at GHQ, whero in thaory the task of tho poctiom was %o make
rapidly avallable to the Intelligsmcs Buroau decryptions made with ayntens
and keys found by tho War Departammt's cryptamalytic section, but wiere, in
eactice, under Major Givierge jJoint gstudies were boing oado with that saction;

4. 1n Interior (6frets Générals), wharo, wmder M. Haverms,

stuldy particulerly concernsd documsnia collscted postal control;
documenta conecw ted through the poatal control mé%h were being sbuﬂiod;

. at the Nary vhero work was dono chiefly on ths discovorles
of the War Depamt'u crgptanalytioc section.

This he considored an shnozml situation, %0 bs explained only if tao
documsnts could be strictly classifiod according to the service. Silnco, ho
claimod, pactice shows sudh a olasgification to ho far fircwm possibils, thoro
wag a duplication of work,

The following lisigons oxisted:

. ‘3¢ Colonel Cartier (Wer) and M. do Courcel (Foreign Alfeira)
collaborated.

b. Mejor Givierge {GHQ), ignored by Foreign Affairs, colizho-
rated with Colonel Cartier, but without being able to obtain through bim
the tseful information withheld by Foreign Affairs.

c. M. Havern: at Siretd Généralde worked absolutely apart,
lending to Colonel Cartier or Major Givierge certain codcbooks in his
keoping, and scarcely seeing them except on thope occasions to axchange
soms excoptional information, His abilities were thercfore pcoorly utilized

Clooe liaison betwesn the Wor and Navy depextmsnte goes without eaying
since tho faxmor provided teys and prcbably reconstructed codsbooks for the
Iatter.

A division of labor hnd been mado dbetwesn the War and Foreign Affains
oryptanalytic sections on the basis of the destination and call signs of
intercepted messages, a beais soon fornd to be highly fallidle. In 1915

the GHQ cryptnmutic grcu..p, finding it impossible to secwre from Foreign
AL falre mts_of os~tain telegrems, known to be military, which
Fyor . t0 ignore the agresmsnt and undor-
tu.ke the stuﬂy of all 'bole@w roceived when their diplcomatic natwre wan
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not immediately apparent. Thease wers cammmicatsd to the Wexr Departavmt.
Thus, in July 3916, it war pointed out that a singls radiogrem might he
decrypted three timos: orce at GIQ, once at the War Department, anl ance at
the Foreign Affairs Ministry., It was admitted, however, that such an ocour=
rence wae falrly raro in fect.

There wes overlapping also betweon the Army and Navy. The latter had
created 2 sexrviceo, apparectly to avoid depending upon the overworkel fimy
soction, for the decryption of documints of interest only to it, yet the
Arny in its gearch for dally keys wes obliged to continuo the dsoryption
of Navy radiograms. Morecver, GiIQ was decrypting same of those relating to
msteorology and zeppelins and was swxvning them all.

5. Zhe colisboration propoonl and fallures 1916-17.

Digsatisfied with this siate of affalrs, tho Army spokyszan
proposed collaboration "to avoid having the azme telegran dscrypted tizer
timsa, hoving the same stvdy meds in ceveral places without the discoverien
of one benoliting tho other, having dooumaats which might facilitato thes
roconu::r or an ynkoown code or enciphcawsnt remalning unuped in smother
ssotion”.

After firat exmmining the alternctive of creating a single cenrel?
cryptologic bureau, vhich hs faared might bocame the monopoly of ono minig-
torial Department to the detrimant of the others, he recamacnded "4he physi-
cal separation of the diffsreat sorvices with gemuins, complete collatoration
without reservations”, This collaboretion would take the form of rogrls:
meetings of the heads of the oryptanalytic services, and if need bo, of the
oryptanalysts themaelves, to divide up the tasks and to exchengo rerxrks.
Such contasts would acquaint each service with the problems, needs, and
activities of the others, and would erabls them to share &éocuments and
informatitn of valus to each othor,

Some time later, presxaadbly in late 1916 or early 1917, a meeting
called by the Mavy MAiniste:r took place at ths Foreign Affeira Minisiry,
wnder the chairmenshivof M. d» Margerie, its director of Politicel Affaiis -
& diplommtas gesture inteanled, doubtless, to give the Foreign Affalirs Depart-
ment a grenter sense of reipomsibility in the matter of cryptamlytic co-
operation. This move fell wide of its mark, however, for although it was
unanimously recognized that it would bo advisable to Diing ebout offsctive
cooperation of the cryptanmlytic services of the Aruy, Nevy, ani Foreign
Affairs Depexrtmeont, M. de Margerie promptly made reservations with respoct
4o the study of foreign diplamtic systens which he considored should be
exclusively handled Dy the Ministry of Foreign Affairs. Fo suggestion was
made at the meoting as to the mamnsr of achieving the desircd cooperation.
It vas meroly decided that the crypteralytic service heads of the threo

a. ‘lote au sujet du Bervice de Décinifrasent - 25 July 1916 P. 40-11
b. Appendix P, hS5-47
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head of tho cry:ptm];tic Servico at Forelgn Affairs,

Two nuch mestings took placo at which, in ths opinion of the War Dopart-
ment’s rojrescatative (prosumabiy Colonsl Cartier), no useful resulis wore
cobtained. Evea his offer to collaborata by cammmicating all decryptions to

the Foreign Affairs and Kavy sectioms vas turned down. He coxplainsd that
at the sscond meeting M. de Courcel Eerely asked soms information concerning
the radiotelegraphic service, thus interrupting the work of three ¢fficors,
ons of vice (probably Mejor Giviarge) had come from GHR, on & matter which
was not in thoir province. He went on:

. "At this samn sossion, the paval reprosentative,
Comrnder Friocourt, proposed bringing to the following
meeting an Americen enciphered code to show it to ths
cammission. Thexe is reascn to maxvel at seoing, in
fimg of wor, the postpmnem:nt to an irvdeterminate dato
of the examination of & qusstion of this vature. Tais

*following® meoting has not yet taken place.”
k, The centralizntion yoopoeal and the socurity erisis - J917.

Colomsl Carticr, calling such moostings useleas and a weste of
time, outlined the basis of vhat he comsidered a really effectivo colistos
ration of ths cryptanalytic services and tho memmor of achieving it. Ho
rotesnted that there is not o military oryptanalysis end a diplometic

cryptannlysis but that cryptanalytic problems are generally ho seme whate
ever may be thoir atbject matter. Without comsidering it nscessary to

bring togother all the different sections to ome working piacs, he nevex-
theless cryphasized that "a single administration is absolutely necesgary
to centralize the receipt of all emcryplted documents for study, to handle
the division emong the difforent sections, to follow the work of eech
goup and to enabls each of these to benefit from the results ocbtained
elsewhere”.

Theso ideas, although inforwally epproved by Admiral lacaze, Favy
Miniater, lay fallow until an incident of a leek to the preea in Octoder
1917 aroused concern in higher echolons and elicited proposals from the
Armyts Conexnl Staff to tighten cryptanalytioc secwity:

{1) To redune to three the mmiber of coples of decryried
secrel rodiograms distributed -- all within the War Department;

(2) To parsphrese mosaages being commmicated for informetion;
(3) To commmicete encrypted texts coming from the Wer
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Dopazranent®s intercept services to no cryptemalytic service of the othor
Minizbsrial Depariments.

. Colonel Cartier, comenting on these propocals, which were for tho
most part a »oirest frem evan the omall degres of collaboratiom that had
boor. go painfully won, throws light on the degros of cooperstion realized
by tho Wor Deparimont at that timof

(1) Fivo copies of the rndiograms in question were boing
rogularly diptributed within the War Doparirent and in addition those of
special intorost to then wors boing cumrmmiceted respoctively to the Premisr’s
office, to Foreign Affeirs, and to the jivy., Tolumek Ctrtier suggected
that theco recipianés should bo cononliod beforo boing droppod fzca the
distribution liast.

(2) He agreed to tho propossl thet originals be ropleced. =y
paraphresos but felt that the work must be dono within tho cxypteralyt.c
ssotion,

(3) BSince the HWar Dopartmont's irtercept service was rvegnlarly
furnishing the Eavy end Foroign Affalrs cryptanalytic services with intex.
copto of cpocial intorest to them, Colonsl Carcier protestod that they
could not bo cut off without a provicus un erstaniing.

Thir crislc afforded Colomel Cartier the opportunity to gain a heering
for his oun theory of an interainisteriel office of the
sorvices, and hs lost no time in prenenting its advantages, with emphasio
oa geining the maximm efficlency fram the various cryptanalytic servicen
with a ninimnm denger of scourity leaks. He sent his propoosd recrganiza-
tion plen® to his own supericra (the Arcy Gemeral Staff), to Foreign Affairs,
the Javy and the O0ffice of the Preaier.

. 5+ The Triuveph of Centrolizetion - 1918
That ho achioved his pwrpose during the last year of the war ic
fairly spperent from the following Dits of. evidence:

(1) A reply frem tho Amy Gansral Staff in Novcrs.c*" 917
Jresents "no objections” to the proposed reorgeniration (with rcccrratic:
howevor, on the reference to & Gensral Office of Intelligence Sorvices).

" (2) In answer to quezles an 2l October 1917, 14 Hovenbor 1917
and 8 Jarvary 1918, the head of the Axmy Deuxiéxso Bureau’s Intercept
ssrvices agpures Colonel Cartier ca 13 J'ammzv 1918 that his section alomn

a. Boo Appendix m
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..... This counld sisni:ﬁ:y 8
rotz'eau fran the epirit of collaborction, bnt 11:- is more prrobably a move
towvard contvalized gontiol, with the Army as the centrelizing agency.
Colonel Certior, in tho 8 Janvary 1918 letter, had declared to the intercept
sorvicos:

"It is obvicus that it is indispensable to centralize

in the Cryptenalytic Ssction the study of all the encrypted
documsnts o to loave it up o thic Sectidn to seek whatever

gualifiod help is necosstry. ITkip organigation is in come
formity with tbo pnderstendins o uith the Kinistry of

Foreign Affeirg and the Havy”.

(3) That tho Army Cryptenniytic SBootionr rocoived crypiograms
intercepied dy othor agoncies as woll, and that it actod as a contrel
cryptanalytic, cocrdinating, end Aistributing cgency may bo lrplicd i
later camenis. In a spesch hofore tho postwar mecting of tho Inboiz nic-
torial Crypianalytic Cameission in April 1922, If, Col. Givierge revicred
the wartims triuvmphs of the Cryptenalytic Bection of the War Deperinent,
noting that:

"Ono of the reasoms for the excellemt output of tho
Servics was the abundsnce of the ctudy doouments ard the
concentration by the very foxgce of ciroumstances of the
groater part of them in & office. Thus falso
addroasos (the sording of Gsrmen military telegrams to the
Minintry of Foreimm Affairs of a nsutyal power, etc.) and
ruces in the ues of codebooks without regard to 'content o
adirosgee of the tolegrarms did nct prevent recognition of
tho true addressecs, tho languago of the correapondents, and
tko coles they vers using; and the distridbution of the
tclegrape (military, meval, diplaratic) emong the Departe
wonts which had to use the intelligonce in them was handled
undor the bozt conditions to ensure both the gollsboration
and the ipdopendanco of tho Miniletries comasined.

Jatior, as they knetr how to do it, deorypted the documenin,
htﬁ l)my of vhich kad of'ten been found thanks to rociprocal
Ple

In & lottor of Octobexr 3922, rofercace is made to tho prepcnlortnt
ghare of the cryptenalytios work vhich was dono by the Army Cryptenairlic
Service duripg the war and “"the hslp thet it fwmniehed particulorly to
Forelgn Affairs in the dlscovery of systems and tho commumnication of ccde-
books reconctructed at the War Departzent”,

(4) Whoreas in October 1917 Colomel Cartiecr had stated, “No
intimete liaison has boon establiched among the cryptamalytic sexrvices of
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tho va-*‘ov* Ministrios pozsessing thom: Noroign Affairs, War, Bavy, Intsrior
(Stro dcbrale),™ on 20 Docember 1918 he spoaks of M, Hermitte, owrrsat
hoad o" L.:o Coryptenalytic Sorvice of the Foreign Affairp Minietry es a mep
“with vicm I havo collaborated intimately."

» 1918 pericd came thevefcro ‘to be yogardcd in the post-wsy yeorg of
Lrust ‘.t:m_ es tho Coldon Age of oryptenaliytic cooperation. At the poste
var meetiug of the Imterministerial Cryptographic Coammisgion in 1922 Lt. Col.
Givisxge 'f'epartcd tat the War Depcrimons's Cryptanalytic Burcov in tho
month of Joly 1918, for exemplo, deoryptcd mearly 1000 political or highly
informntive telograms,; not to mention bhundreds of radiogroms Ziren tho
Carend at tho fromt, casmnications fram sulmerines end from Ticncs.

C. EFost-war Deoline in Collshoraticn (1918-1935)
-wmm”w“

After the var the Sfwetd, and the Favy and War Depertments continnsd to
collahozato az bofore, but the Foreign Affairs gection, after collscting
froa tho othor deparitments all the duowments that it coneidered "aiplomriic®,
refuncl eny kind ‘of collshoration. HRepeated tut vain attempts wera made by
the peremnially optimistic heads of the War Dopartment®s Cryptanslytic
goction, firot Colomael Oari'.ior and lotor Iieut-Colonel Givierge.

In Docerded 1918, ecoing the recent war-time collzboretion in dangsr
of Taliiny aparc with the tranafer of M. Hormitte, who hsd been head of the
Foreign £ffelrs Crypiansiytic Secticn, Colonel Carticr proposed a clogely
knit orgenizeticn; attached to the Prenioer or to the Foreign Affairs
Mipistyy. to hendle the armamlytib vork during the period of pe=ce
negotiotions.

O 27 Jgcember 1919 ¢ “Hote fron the Cryptographic Becticn of tho Wor
Mmmn.; Tol3%4vo to the Ceutrelization of the Cryptenpiyeic Boxvicos” e
submitted to the Miniater of Foreign Affoirs for h_a opinion by the P,
who was aloo Minister of War.

On & January 1920 the Kinigisr of Forcign Affairs, while protnsting
that ‘my Dopartment hes, espscially during the last fow years, given its asten-
tion to ostablishing increasirzly close ocomtact betwesn ite cryptanaiytic
service and that of the War Ministry” apncumces thet

“Major inswrmountabls reegons of ah intermal nature and of
pinoiples, however, stapd in the way of the adoptiom of the
canclusions ressated for a concentration of the oryptemalytic
cervices, and the argumcnts of wertime cammot, in my opinion,
bo invoked in time of pezcs for the Joining of similer services
vhich hanceforth have to0 cccupy themselves with texts of quite
differont chamctsr which aye of interest to owr ranpoct:!.vo
Departnon
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As ilong as the Premior was also Ministor of He.r, the Qual 4*'Oroay
cczmvmicated scre decryptions meds by 1ta Sorvices ("gresn documents™)
to tho War Dopartment®c Cryptanalytic Sexvice. In January 1922, however,
wtemn Poincerd heszmo Proaier apd Minisbtor of l‘omi@ AZfairs, he oxdareid
thege ccunications to coese, but on tho othor hand ho insisted that the
War Dopesriuient and the Sfirotd Ginfrale communicate all dscryptions to the
Feroign Affaivs Sevvice. (According to Iioutenant-Colomel Civierge, tho
War Ministry*s Cryptanalytic Sexrvice wmo doorypting nothing et tho time.
The only light thrown on the roespon for thino state of affairs is:

(1) FHis camplaint that intercopt stations worc etill buoy
picking up Gezmman or Rucsian diplozatic correspondence for Foroign Aflalwe -
decryptions of vhich wore nover cormwnioatel to the War Doparimant --
instead of working on the intercepticn of othor European stations which
would be of mers interest to his Berwvico.

(2) The comment that the oxyptamalysts require textis
encrypted with sufficiently simple syctoms eo0 that they can bo stuiicd
fruitfully undor tho peecetime comditions of light txaffic, aood encryptoxs
and fev grrbled telogrems.) :

On L Pobruvary 1922 the Ministor of War, M. Maginot, wrote to M, Poincird,
pointing cut the imporiance of continuing the communication of certain
dsoryptions, and asking that tho doccision to halt them be reconsidered.

(This requent was ignored). He also brought up once again the need for more
intimete collaboration among the cryptanalytic corvices of the two Depart-~
zaats, and invited the Foreign Affoirs Minlstry to perticipate in the work

of the Interminieterial Cryptanalytic Comaission, now being revived for the
fivot time since 191k. He even offersd to ptudy with Poroign Affairc a
roorganization of the body ard the atta of it to the 0£fico of Servicus
of the Higher Couneil for National Dafense (Dirccticn des SBorvices du Conseil
Supéricur de la Défomso Natiomels) under the Offico of tho Pramler. Citing
tho Foreign Affairs Minister's note of two years prwionsly, L Janvary 1920,
M, Haginot goss on to say:

"I will ask you to be kind enough to inguire into ificthew,
without spocking of concentration of the cryptenalytic services,
thore might not be reason to atrengthen collsboration mmeng
thex in & practical way, insteald of re-establishing watortight
compasteonts, the digadvanteges of which you yourseolf indiceted
in the above-mentioned dispetoch. The quostion of texts ‘of vexry
different classes® cannot in fact be usefully sot forth whon
what is at isgus is not tho oxploitation of the content of
foreign tolegrams but the discovary of their keys: in fact the
addresses 40 not meen very much with reagpect to the real addreasec
(the war cloarly showed this) and until it has been possible to
read o telegram, ite comteat is not known for the purpose of
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dctermining which Department it concerns. Now at presunt,

ags before the wer, for lack of an over-all divection or sn
uwnderstending among the chiefs of tho Ciryptologlic Sorvices,
it ip easy to provs (hat certain materials which reach a
Ministry, through the Intolligence Servico, for exawmple,
reapin unnsed, without a ¢erious effort’s being made to

got out of them all they can yield, since the oxistenco of
the noolod toxts or of corplementary information is not
elvays well knowvn to the sarvice that holds theso materials.”

When 00 roply was received te this noto, lieuntenant-Colonel Giviergs,
undey preotoxt of recovering a loanod codshook, sent an officer in March 1092
to pec M. Berteanx, head of the Foi:ign Affairs Crypiamalytic Scotiom, to
learn tho weection. He lsornmed thol the letter kad not been woll rsceived
at the Foroign Aflaira Minigtry. % Poincerd hod formally ordercd thot thome
be no cormnnication of decryptions ivom Porelgn Affairs, end agreed only to
the congideretion of resciprocal cox wication of cortain Inforrotion cen-
cexrning the radiograms.

At this Juncture 1t was Gecided Lo rovive the Inmterminicisrial Coymi-
enalytic Conmission without tho Forolpn Affelrs Ministry, as in pro-vor
days, and the firat {end last) post-war mooting was hold on 20 April 1922
under the chalrmanship of Gensval Hergault, Assigtant Chiof of the Amay
Gegeral Btafl, It included yopromentativos of the War, Favy, and Intoriix
Ministricn, which were already collaborating in cryptanelytic work, end of
Colonles and the P.T.T., whoco interest and cooperation were dosirsed, Tae
chief purposcs of tho meeting were:

(1) To achieve collaboration among the cryptanslytic services;

(2) To exert a somnon action over the asssmbling ard clossi-
fying of materials for work and the training of new cryptanalysts;

(3) To etwdy tho posaidlo use of radio stations in the
colonien end in ¥ranco to seok information, somo of which wonld be of imedi-
ate Impcriancos

(4) To call tho attention of tho Ministry of Colonics to o
importance of information that it might cbtain from a cryptenalrbic coimrlice.
(Both Colonies and P.P.T. were urged to dovalop guch & service - Lo
gencral intarest, for themsslves as well as the FMabtional defencc).

Tho moeting led to readlutioms to call the attention of tho Ministiico
cancernod %o

(1) tho importance of the cryptemalytic sorvice ani the coilsbo-
ration necessary for the proper functioning of that service, and
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(2) tho necesolty of safeguarding cryptographic scouoaty
througn strich skillod supasvigion ovexr the construction and use of CO&UD
a2l enciphermonta®
It wag thorofore rogquested that tlio verious Ministries establish an intez..
ninistorial mdum%ng with reapect to cryptanalytic colleboration, exd
it wap further veccrmended that everything t0 do with cryptographing of
_mosgeres, end tho construction of the documents and studier comnectod with

thoss procedures, be taken care of within each Ministxy by &
io charew of a compotent cuypitendiyst. (Unly at the War Dopartmoat at this
%imo wero tho ( cxyptographic and dryptannlytic servicos canbined undor ome
heed in sho “Service du chiffre”).

Theso recolutions after a slight flmxry of Interest wore once woro
allowcd to gather duat, and nothing moro vas heerd of tho Interminicterial
Cryptanalysic Camicsion.

Io Cotorer 1922 74, Col. Giviergo, exasporatod by the execlusive bohavior
of tho | Foreign Affalrs Ministry, which by depriving his pection of voofnl
intevcepts ard informetion was greatly hauparing eny offective work or
training yrogram, went so far ag to ocuggest that Foreign Affairs tako over
military and naval studies itsolf and in 4ime of war tum gver itsc liaince
pezrsonnel, to the Wer Dopartment.

O 16 Becember 192k the Minister of War mede ancthor attempt, vhich
woved fruitless, to resume the collsboratien plan wnder tho suspices of too
Permancrit Gensral Secroteriat of the Highor Council of Notiomal Defenso.

On 27 ¥ay 1925 M, Painlevd, Premier and Minister of War, seabt a letter
to the inlpter of Foroign Affalrs asking for exchanges of views among the
heeds of the oryptamalytic services of tho Departments of War, tho Favy,
the Intorior and Foreign Affaira to peok means of collaboration. There
wa3 no reply to this lotter.

On 21 October 1925 the m-o;poml made by Colonel Givierge to centralizs
the commenications intelligence services under the Office of the Promier was
cellcd an “interesting suggestion” but it came to nothing.

In October 1931 1t was rovealed that although War-Navy colleboraticn
vas 8till close and fruitful, liaiscon with Sgrotd Générele at the Interior
Ministxy hed oceaed with the “retirement of M, Haverna. Sinco 30 Octobez 1330
all sncrypted toxts of all origing hed bocoro contralized thiough the Inbolll-
gonce Section, Deuxidmo Bursen, and tho War Department'ec Cryptanalytic fice-
tion was receiving only messagos boaring "Military Attaché™ or "oV din ik -io
hoadings. Marghalling all the old arguments egainst this suporficlal ind
inaccurateo mcthod of determining the Doparincat Intersatcd in o given
cryptogram, ths Cryptanalytic Sccticn proposod a now ettempt to achleve
regular cantacts amcng the hendn of the various oryptaralybic corvicos.

&, Boo appepdis P. 52 .
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On 16 Febroexy 1935 tke Minisber of Posts,Telogrepn, ond TiTcrlane 4
a now docved signed by the Progidoat of tho Republic, creabing o thnid
Ministry an Intexmininterial Comizsion with purpose of "siwdrino ull
gquestions deoaling with tho gecurity of the tranamigoion of corrogpondence”.
(This rathey veguoly worded purpos> was explained in a coveriag lottcr by
the Ministor of PIT to mean the coxrdinating of the effcrts of all the
various minigteriel cyryptologic soxvices, similar to the pwrpopms of the
dofvact Intorministorial Cryptographic Commigsion). This Comaission, with
roprogentetives fyrom the Ministries of Foreign.Affairs, War, the Havy, fdr,
the Intorior, Colonies, and PIT, hold on 18 March 1935 a purely formel
moeting vhich was nover followed up, It was noteworthy as the first case,
howcver, of any peccotims cooperaticn in this field on the part of the
Foreign Affalys Minlstry. °

D. Colleboration Achioved
In 1558 the situation was as followss

(1) Only the Ministries of Wer end of Foroign Affairs
poscosscd organized cryptenalytic bursous, and tho ane in tho levter Ministyy
(Sexrvice doo Travaux Remorvds) hed conbinued to rosist all invitoticns <o
collpborate. (It might bo noted hore, however, thot tho heed of {ke fcovin
Atfoira Cryptographic Sexvice, a ceparate unit, hed frogquent crd fricnlir
contacta with the hoads of tho cryptologlc secticoms in tho Wox,; Invy, crr
Air Minigtries, espccially for tho joint study of inventions vhich might
improve cryptographing mothods).

(2) The Departments cf War, Air amd the Eavy were working in
closo lisison. Tho Alyr Ministyy wos just Dogimming the orgemization of ito
sorvice, It pogsessod trained porsomnel furnighed by the War Depestaeni.
and had perfeot liaison with the latter, but it did not yet have documer-ts
for gtudy. The Favy Ministry, whose reperve cryptographic officers and
some of whoso activo men wero trained by tho War Department's Cryptamalytic
Bection, posceszed intercepts bubt lacked personnol capeble of atudying then
caatimcusly and frulitfully.

(3) Thoe Ministry of Colenies 4id not appcar to be interesiod
in cryptenclysiao, end the Ministzry of FIT lacked the nocessary meens fox
providing ccatinvous ﬁ'uitful work,.

(%) The Minisiry of the Interior had, in its Photographie
Sorvice, an official vho claspified the intorcopts, but lecked tho mecens of
carrying on sustained stuldies.

\




In Fchripry 1936 the Army Ceporel Stefl was presented with = "Plon Lo
rogrov,pmg tho crypianalytic mervicon" B whlch cmzslsted in grousing
atwinintrativoly all tho exioting se:vﬁces oither wler Taticnal I‘cfcr'c .
undse» the 0?.1'-! co of the Premier. It was very lucidly pointed oul tiot Uk

peacetime rols of the cryplanalytic norvices was threc~Told:
(1) to ettempt to rc2d currant onorypted traffic,
(2) to prepars for the functioning of the gervices in wartimo

(by training reserve perscmnol and dovoloping & thorough acquaintence with
the eryptographic practices of the countries of interest) and

(5) to check co tho esourity of the nmational cryptographic

eyatons.

It vap roted that the moro complicated modern cryptographic techniquses,
enpecially tho use of machinosg, rozuire longe-ternm ressarch projects, no
longex by individuel orypimnalysts, but by teems including clerical person-
nel for wmechanieal tasks. Bomo disadventagos of ths presont uncoordinatct
ayoten weros

(1) failure to oxplolt all intorceptod traffic,
(2) auplication of efforta,
(3) 1lack of coordinatod training of recerve porncuircl, cnd

(4) for 1ack of personmel in the varicus doparimknts, neglcc.
of difficult problems (empecially machine problems) and of importont les-
guages, such as the Slavic langunges and Japenoas.

By concentrating all persornel and hudgetary resources of the variocus dopaprt~
montal cryptenalytic services into a singls gsrvice, it was argued, detter
results could be achioved without incroasing tho budgetary grante, and at the
outbhreak of war it would be poasible to got intelligenco immediately from

cryptanalytic sources.

The Genoral 8taff, feeling that tho tino was not yet ripe for such
centralization, novertheleass rYecoimendsd on T March 1938 that a firet step
be tho osteblishing of pexricdic liniecon saong the hemds of the cryptamalytic
services. A lotter was accordingly sent on 3] March 1938 by M. Daladior,
Minisgter of War, to tho Ministor of Foyaign Affairs, yroposing that' the
head of tho lattey’s cryptanslytic soction participdte iz monthly o blmcinthiy
exchemges of viewa with hia colleaguen in tho Depariment of Nationcl Dofanso

a. Bee Appondix P, 53-57
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and War, Wnen this letter rcmainedl wonowered, 2 coconid wac cent o _"-_ .
by M, Daledior, this tims with the cdded prectige of hip nov jociiion Lo
Premicr. A z'os;punso was thovsforo finally clicitod on ?'Lgev 1y ;8 dig-
playing the Foreign Affairs Minintry?’s onow-way conoopiion of cz-yptanulytic
cooperation and its custonnry myopia with rsgpoct to the basie reazona for
guch collabozation:

Peeseesssl have the henor of informing you thet the Official
Sexrvico of the P.T.T. commmicates autcmatically to the Ministries of War,
the Favy and Forolgn Asfairs the eaciyptod texts of foreign origin which
appoar o concern each of them. Besidos, for more tham ten years now
contacts have boen oatadlished botwoen the sorvice comcermed at tho Ministry
of Foroign Afizirs and the Army Gsnoral Staff, Deuxidme Burcon {Intelligsnce
Bervice), vhich farwvards to my Dopariment the toxts decryptod by the con-
patent eczvice in tho Vax Deparirmont vhich has roceived thum for crypie
enalyoin. Morgover, the samo agoncy sonds t0 my Department any emorypted
toxt skccopliblo of interesting 1t, coming from its own intercepts.

s actual liaigon which thus results scems to mo, thorofoms,
at first glance, to ansvwar your edncoyn. However, I see no objoction to
& mocting of tho heads of the seoticns corcerned, during which your »cop-
resoniativo’s proposals wonld be exesminod. Ho might get in toneh with
M. do Bcbion, Minister Plenipctentiary, who 1s in charge of tho cectlicn
concernod in my Department. ”

This gruiging congent to opc mosting was skillfally micinterprched 17
tho Premior as an acceptance of tho principle of establisghing contmcta.
On 6 July 1938 the Premier ingtyucted the Chief of the Gemexal Staff to too
to the organization of bl-monthly meetings of the heads of tho cryptanalytic
services 6f the threo militery Dopartmcnts (War, NHavy, and Air), with an
invitation for participaticn also by the Ministrios of Foreign Affeirs,
Intoricyr, Colonies, and PIT “espccially the Ministry of Foreign Affairs,
since that Depavtzent bas accepted the yrinciple of making contacts {Letter
of 27 May 1938)%. Ho added an iwportent note: ™Iho heads of the crypto-
logic service will, moreover, recsive 'the n:lsui_g m! forr wor-

Lime, a controlized organizat! £ 1] - mlvtic services.”

On 9 Eoptembexr yﬁ, spun'od 'b.v the growing intarmtieunl tonsion,
M., Daledior remindsd the Chief of the Army General Steff of his rreviocus
ingtructions and asked that they be acted upon by 15 October 1938. Accord~-
ingly the firat fiesting took place cm 27 Octo'boz* 52 at the Minigiry of
Var. It hed a ttzo-fold purpose:

“i. To establish éolloboration on the tochnical leveol arcng
the Aiffcoient cryptanalytic services exipting in tho syven Ucpa::'i::cn-ts

== Commmigation of tochn..ca.l precedures used with ike fove.l i
docmmta studied;
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=~ Delivery of vadlo end postal intercepts to the dspartnents
which voald need them to facilitate their cryptanalytic work;

"2, To prepare a dirvective sotting up for time of var o
centralized orgamizetion of the sexvices of yadio apd postal Intercepti
end of cryptanalysio. This directive would be submitted fox tho signature
of the Miniatries concerned.”

In the course of the twolve bi-monthly meotings of the hecud: of ikre
cryptologic services botween 27 October 1958 and 8 Juno 1939 the Dired
cbjective == that of technical collaboration -~ was falrly woll calizcd.
Anong the War, Foreipn Affeirs, ard Navy ropresentatives thero weve
exchangea of code recoveriss and progress inforwaticn on Italian diplomatic
codes; tho War Department’s oryptanalytic coction decrypted soms Spanish
consul telogrems for Foveign Affairs and furnished information on en en-
ciphored code uasd by Argeutina; a machine cipher employe in the Foreign
&ffalrs cryptographic section was authorized to Join a training course
given by the Alr Ministry; apd it wag agrecd that the small and inoxpori-
enced crypiographic soction in the Miniatry of Colonles, urged to use more
secure aystems, might sulmit them for the approval of the War Department’s
expoerionced analysts. The Mirilstry of the Interior, which was intorested
in certein private code and ciphsr traffic reaching it by postal intercert
fxom the FIT, was encouraged to cxeate its own cryptanalytic secticn, with
holp promiced from the War Department (which had previcusly done these
deorypticms). Efforts were likewise mads, though with no percoptible
ouccess, to achieve collaboration botwesn the two principal radio intercept
egenciea: in the Interior Ministry end in the Dsuxidme Burcaun of the War
Dapartment (wnder the Intelligencoe Service, not the Cryptanalytic Burean),

wvith tho dual purpose of avolding duplication and of prsparing for controli-

sation of these agencles in timo of war.

On 27 April 1939 steps were telen toward the sscond obJective with
tho proposal of the creation, for wvortime, of a contral agency for cry.i-
analytic resezrch undor the Office of the Premier or the Chairzan of the
Higher Council for ¥stional Defensse, (Fo mention was made of tho centrall-
zation of radio and postal intercepts.) Tuis agency, composad of the bect
cryptanelysts from the various Ministries, would have the taak of ceatrali-
zing cryptaralytio reasarch and coordinating oryptanslytic activities. It
would devoto itself exclugively to-"spaculative rescarch”, discovering tle
eystens, documsnts, and cipher mechinos used by the enemy and relaying all
ussful infermation to the cryptanaiytic services of the various Ministrica,
vhich would be responzible for the actual recovery of specific koys, the
recopptruction of codebooks, and tho exploitation of the messages. Thus
the advanteges of a centralized comtrol would dbe combined with thoce of
Indopondicnce of ecticn within each Ministerial service.

The threo NMatiopal Defonge Depnrtments were in immcdlato agrewment n
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tho principle, with tho Aivy Ministey offering oloven cryptanalysts and the
Mavy tio. The reprecentative of tho Foreign Affeirs Ministry; althovgh
apparentliy porsontlly favorable to tho plen, was obliged to comsult his
supsricig, and on 8 Juno 1930 he returned with a negative enswer. Fovelign
Affairs geve the following reasons for ite ncn-collaboration:

(1) The cryptogrephing wothods of diplornts and the militery
are "mpst diopimilar®. Sireco Foraign Affaivs hos never concerncd iteolf
with miiitery codes end ciphers, contralization camnot, in principle, hovo
tho samo edvantege for it as for tho Miniotriecs of Fatiomal Dofcnce. (Ti
admitted, kovaover, that the colleboration alreedy esgteblishefl amens tho
cryptanelyiic ssrvicen hod given vesulits for certain ccnsular colcs, vhich
amtimo.'; cantained intelligence usoful Tor tho Ministriss of Hatlional
Dofonso,

(2) Tho very em2ll staff of its Cryptemalytic Servico makes
it ebasolntely Imposeible for Foreign Affairs to detach a usoful mewber
to thoe Central Office.

At tho beginning of hostilities, Foroign Affairs said it copld therefors
envisage only "as froguont liaigon as appesrs usoful®. If lator an enlarge(.
ptaff pormiticd such & step, "the dstachmont of a gpecialist to the Central.
Office might then be eavigaged"”,

In cpite of this cetback, which wag probably not unexpectcd, the threc
National Degcnse Minigtiies agreed to centralize their cryptemalytic
activition.

This weo the lest recorded meoating of the heads of the eryplanalytic
sorvices. Iho noxt thres were canceled for vaprious reasons cnd then 4%
was amnounced that the bi-monthly moctings would resumo in October upom
notification by the War Miniotry's reprosentativo.

The fate of the cemtralization plen upon the outbreak of ver In
Scptember 1979 is cnly o matter of opocilation, for lack of cpccific infoire-
tion. There can be little doudbt that the War, Navy, and Air Ministrics
cerried out their plan; it ls equally probable that the Forelsn Affnirn
Ministry was recalcitrant. It is intereating to noto; acwover, that on
15 September 1939 Daladicr reohufflsd his cabinet and assured ths portfolio
of Foreign Affeirs in addition to that of Yar. With a cozmon hoed for the
two minisiries it may bo presumed that the struggle for clese cryptauelytic
collchoraticn totwecn them wan finally won for the period up o tho fall of
France in Junc 1940.

a, Bse tne three Jroposals, Appenflx, B. SU=b3
s
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Clues to the Sitwation gince 19LO

Vo havo no dircet documontary ovidence of the sitmation sinco the foll
of Frarce in 1940 with respect to cryptologic coopexation among tho Minlstries.
From varioug bitas of ipdirect ovidenco, howover, cortain guesces can be rede
as to the dogres of {a) cryptomraphic end (b) eryptanalytic collaoboraticn.

A, Cryptographic Collsbhoration

Fran such evidence as ths constructian of codobooks, mothodn of
énciphormont, oxternal appearance of traffic, sitc., it eppoars that the pre-
World Woexr IX gituation has not greatly changed, cryptographically speeking,
Although thero was apparently some forced collsboration during the war,
when fox lack of codebooks of their cum the Diplamatic and Colonlali Departe
monts of tho Froe French Government were cbliged to borrow Ammy and Nevy
Codon, thic practico came 4o an cnd ghortly after the re-establisiment of
the govormment in Paris. The principal poatewar Interior codebook bears
strong points of eimilarity to the traditional Havy codes, suggesting swaie
influence from that quarter. The Army, Favy, and Air Yorce appear to do
continuing, within the Raticnal. Defense Ministry, their close collaboration
of pre~Worid War II days. With these oxceptims, hovever, each ministxy
retaing itn distinctive wvays of constructing codes, emcrypting telagrmn
and comrosing the plein-toxt portion of the meosage to be transmitted.®
Tho Forelpn Affairs Ministry, for example, continues to use uenciphered
coden, a practice long forbidden by the Aray.

A long ago as October 1922 Lt. Col. Givierge, awaro of the dangors
of such & practice to code security, protested the lack of collaboration
vhich forecd the High Cammisssriat in Morcsco to have tho semo telecgren
cncrypted intwo difforont codes when it was %o bo sont both to tho Var crd
Poreign Affalrs Ministries. Although it is mot umcosmon neow for o tele o'
addrossed to DIPIGMATIE to bear in its amorypted text the reguesd "Coumni-
cate to DEFENSE NATIORAIR™, there are estill many instences of the dangorc.
practice of emciphering o message in two syetems. On 16 May 1951, for
example, a message was sont from Tunis to DIPICMATIE in a diplomatic code ard
then repeated to FRANCE QUTRE MER iu a colomial cipher.,

a. In this comnsotion it my Do or sams interest to note that during the wer
scme Froe French diplamatic traffic boro external pert indications (wnpds,
depdo, ote) in conformity with Azrmy and Navy practice. 'ith the retura to
Paris, however, this procefure was soon abandoned for the distinctive practice
of internel rart indicators.
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It 4o true that the new post-war Naval and Diplomatic codes in pertiow
lar ghow cnough of a chenge from tho storectypos® of the past to suggest
that new blood camo into the cryptographic sectione of those Dopariments.
There ic no evidence, howsver, to imply any real increage in interminise-
terial cryptographic collaboration nor the existence of any ccntralized
agoncy weiching ovor French cryptogiaphic security.

B. Cryptanalytic Coordinaticn

An for the cryptannlytic coordination for which tho Wer Hinisiny
had so conslstently worked firom 1909-1959, there are stmo ground:s I'or oii-
nising that it ray havo been realised since ths war. The GOR {Crovnercnt
dos Contrdlos Redic-Eloctriguss) and the SUECE (Service ds Documentiéation
Extdrieure ot de Contro-Espiczmege), opsrating under the Office of the
Premior, may be tho centralizing agencles. .

The GCR is & French Agency rsspcnsible for foreign intercept and radio-
goniometry services. (There is no evidenoce that the formor intercept sexvice
within the Ministry of the Imterior is still in operation). It is not cere
tain when the GCR firgt csms under the Offlice of the Premiler, but it was
already under that suthoxity in April. 2947. On 28 May 1947 by decreo of
Promior Rawadier, M. Paul Béchard, Secretary of State to the Office of the
Prenier, vas made respansibdle for National Defense (undex the Office of the
Premior) ard for "all its gervices and agsacles except thd SIECE". Ho wes
030 put in charge of radio brocdeasting and the GCR. Thus tho GCR was
brought under the same hoad asg National Defense but was administratively
soparate from the SIECE,

In Octobex 194T M., Bugine Themes, formsy Kinister c. Posto, Telepuons,
and Tolegraph, was made a Becrctary of Stete to the Office of thoe rremier,
and a decreze assigned to him the repponcidbilitiss for PI?, radio bromdcectins,
and the GCR. This time the GCR, removed frcm ita immediste rclcticn to
Iational Defengo, wos perheps more logicelly jolaod with the othor corminl-
cations sexvices. Under this arrangaacnt, thore appoers to be cawmlcic
contralization under the Office of the Fremler of all intercept feciliticc.

8, The post-var Naval code, FREAD, has caly about 13,000 groups as compered
to the usunl 24,000-group codes. The Foreign Affeirs Ministry introduced a
gories of 3-lotter l-part codes with fewer variants and a larger vecabulery
than the traditional h-figure 2-part codes. Tho postewar lL-figure 2epart
ccdes almo follow the new vocabulary rattern in great measure, using a nev
ayst:x;l of "doublets”™ (two meenings for certain code groups) to oxprzd the
TOCR XY




Moroover, although French inteliigence activitles still remain scattored
i peveral different ministries, some coordinmticn of then appears to have
beon achlovoed,® with roports from military intelligence (from the Natiomal
Dofence Miniotry), political and econcmic intolligence (fram the Foreign
Affeirs Hiniotzy), industriel intelligsnce, and the SIECE, all being channeled
to tho Prcrior throuvgh the Second Soction of the Nationel Defonsge Staff,

Since tho intorcept apd intelligence activities beaxr a clogse relation
to tho cryptanalytic activities, it is not unreasonadle tv asgsumo that moves
towvard ccordination in tho former arcas aro accompanied by similer xmoves in
the letitor. Although thore is no definite COMINT prcof that the SIECE io
the coordineting agoncy, thers is scme ovidencoP loading to tho belief L.l
cryptanalytic activitiors are at lecast among ita functions., The concrel
tendoncy to plece the GCR, FIT and the SDECE undeor tho CIfico ol ihe Iiericy
is interesting in the light of the argument advanced that eny cenilucl co-
crdinating cryptenalytic ageney would heve to be directly responoible to the
Promier in order to enlist the cooperation of the Foreign Affalrs Ministry.

a. Boo R-LO1~18 o
b. Beo for exsmple FK 7h5 snd FRM 409 (A)
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From  "Tote on the Cryptanalytic Service" (? by Major Citlozgo ?)
G.H.Q. 26 July 1916 P. 7410

III. The Binele Burean

It would secem adventageous to rcach an wnderstanding smong the oxisting
cryptologic buresus to avold the duplicatica of work. Bubt tefore examing the
conditichs of an underatanding, lot us make a clean sweep of what now exists
end exemine the role of a single bureau of cryptography.

This bureau, responsidls in a country for everything to 4o with codes .
and cipkera, wculd have to fulfill the functions devolving upon the various
cryptographlc seivices now in existence. .

Rowr, eside fram the decrypting of c » thero axigts a practical
taslk of cryptographing and decryptographing tolegrams which must, in oxndor
not to loy them open too readily to study by tho enemy, ba &irscted by orypt-
apalyets. Those crypieoalyste muot instiuoct tho operating pevasonnel end
prepars the documents. It ig not possible to accopt the idea of a singlo
sexrvice if the latter is to lgnore complotely the practical sorvice of tho
various ninistvies. This 1s perheps a nov concopticn =« the constrvction of
codebooks end the habits of certain Depexrtmonts prove it - but it io in cvr
opinion an abgolute neceapity for crypto-security.

As for dooryption the bureaun will bave to:

(a) be respmnsidle for diresting the service of guthoring the
documents to be studied (radiogrems end other means).

() %ve roaponsidle far gathering together and keeping numezrous
archives (dccrments studied, doouments throwing light upon them, working
tools). Dattors cbteined from perquisitions or from censorship mey cast
light on cryptograms end give nawes or keys.

(c) be responsible for recruiting personnel and using employes
aocording to thoir aptitudes.

(&) bo reaponsible for cammmnicating to all the sarvicos the rosulis
that concorn those services. In ordor to do this, cne must be perfectly
acquainted with the differsnt services in ozrdor not only to keop at thoir
disposal whot ney intercot them, but to go and propose it to thomm, and at
timos to obligo them to work om it for the goneral interest.

(o) funoticn under eatisfactory conditions of gecurity. This
socurity conalsts not in concealing the oxistonce of scrvices to vwhich all
the 4imo novels allude, but in coacealing the exemot neture of the werl beling
dene and the liat of projects under study there,
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¥ think of preparing for War.

Ny Are thege copditions compatiblo with a now orgenlzntion?

Yo, 1f that corgenization can bo created ocutside of all miniatvics,
above the minigtrios, with & chief vho hag indisputeblc authority with tre
Mgrands ocrvices” -=- with the P.T.T. and tho public prosccutor's Ceperircnt
(for perguisitione and correspondence of malefactors) as woll oo tio rinis-
trios concorned -- & competence as great as his auythority in 213 generul
questions, militery, political, etc... and vho hasg crediis &t hisz disposcl.

Why thkese conditions? Chapiter II shows that they arc necescary, by
showing the consequencos of the spirit of compartmentalization™ comcenled
wder different labels, including that of the seccurity to be maintained.

This spirit has pezhaps not entiroly diseppesred: the GHQ has no
knowledge of telegrams on certein military dporations exmnating from
Military Attachés ezcept through tho dsoryptions made at GHQ. Another
Dopartment hos the elements for dscrypting those telegrsus. Eithor it
wighes no one to know that it has them, or it doss not understand the
intorest of the documonts for GHR.

If & contral bureau is established in a Ministry:

'«~who, 1 not that Minister or his repressntative, will docide
on the dccusents 0 be cammmicated to the other Departments?

~-hoir will digcipline be ensursd among the crypianalysto, nor
ecarce and therefore a precicus comuodity, who, both officers and ¢ivil
servants, have a status and a position?

It is not a guestion of piacing thom in & hierarchy; bub their woil
cannoct be carried out on a piece-work basis, they must tako to it; tho
slightest hurt feelings give rise to dad rosults. For the momcnt no uso
is being mede of M, Eaverna, vhose compotsnse is beyond question.

~-how will the recruiting of peracmnsl for the gervicos of the
other ministries be tekeh care of for the future?! As far as we arc con-
cerned, wo have to teech cryptographing practice to the officers of the
Genoral Staff. We ncod codebooks. The oxperience of tho War has proved
that an officer acocustomod to military habita, thoroughly acquainted with
the nilitary nomenslature and hierarchy, renders quite different services
in the military cryptographic sexrvice from a young reserve officer or a
young interpreter. Who will train this persomnel; who, at the time of
enothey cenpaign, will meke this sorvice funoticn?

“ESPRIT DE BOUTON
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Will the end not be a menopoly vhich will result in preventing crypée
enalytic vocations, FPor c¢ivil morvante or officers aoct bslonging to the
Depexrtnont in charge of tho contyal burcau, from being reveelcd? Aud onco
this monopoly is assured in foct, will thero not be a preference in tho
order of studies In favor of thet Minigtry? Is Forsign Affairp interosied,
a8 We &9, in the goaosip¥® of the Goimen posts in the trenches at Verdun,
vhich cencerm only & soctor of tho Sccond Army? And will it not lcove taln
gettor unezgy as to tho contents of the rediograms inbtorcenlcd By iic jci’s
Wo recelve from aa Allled Army roquests for intelligenco which prove thee o
cryptanmalytic gervice organized in a Ministry leaves the Aimies in comploto
ignorance of somoe of its work and hes for more than 18 months permittod
officers to scek laboricusly results wvhich it has hed for a long time.

For these reagoms, comsidering the tendencies revealod up to now,
particulariy by the Department of Foreign Affnira, comsidsring human nature
and the difficulty of finding the one campetont man in all the minietarial
dorartmonts, we are not at presont in favor of tho installetion of a single
burcan --« oithor for the pericd of the war alone, because we fear that the
distribution of the dcouments will be mado in even worse fashion than now;
or in the fubure after the return of peace, because wo fear that the
servico requirsments of the various ministries, particulariy tha preparee
. tion for wvar, will be sacrificed.

® Or possibly "chotter™:s BAVARDAGE
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KOTE
on & plan to reorganize the

cryptanalytic services
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A

1. At the present time there dces not exist in France eny cryptanelytic
organization creatod for the purpose of chiaining the most efficlont results
while reduvcing as much g8 posalble the chancecs of indiscretiocns.

2, It bas no% yet boen possible to bring shout any contralizoilicn, in
spite of the obvious advantages vhich would have resulted in evory rcopect.

3. No intimate liaison has beocn estebliched emong tho caypianalytic
gervicos of the variouvs ministries vhich have such services: FYorelgn Affail-s,
War, Navy, Interior (Sfiretd Géndrale).

L. Ceses of duplication of research resulting from this lack of agrec
ment aro reletivoely mumerous:

Cernon naval codes are naturelly studies by the Nevy, dut they als:
are by War because they are uzmed by military zeppelinast

Certain diplomatic ccdes, used by the Military and Naval Attachos,
as well as by the Arbsacedors or Miniaters, sre studiocd Dy Wer and Foroign
Affaire.

5. The first disadventags of this duplicatiom is that it demands,
usolossly, an increaso in persommol and comscguently of querters.

6. Parthermore, encrypted dccuments must be drawn up in severzl copico,
to be distributed among the variocus groups studying them smizmwitenccrcly;
hence the need for additiomal staffs to copy and aemd them con.

7. The resulis obtained by ome group are not commmicated to thoso vho
aro making tho sams studies or gimilar cmes; hence, wasted effort.

8. Tho sorvices thet intercept encrypted documents do not alvays know
to what Ministry they are to send thew: either they send them to sevoral,
whence mltipie copies and correspordence; or thoy take the risk, by seufim;
thon to only one, of not directing them to the cme which should properly
recelve thom,

9. This mltiplicity of confidentisl documents and of people employed
to copy them, transmit them, and gtudy them incrozses the chances of negligmce

k8
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10. The same disedvantage comos aiso from parallel cammmications medo
by theo services studying the sams docunsnts.

11. Morcover, documsnts or intelligonco coming to ane cryptemelytic
sorvico might be very useful to anothor which dces not know of tholr existence.

12, To gum up, thore is mo adminisitration which centralizes sverything
t¢ do with cryptenclysisc ead doos the necescary cooxdination of the Tarious
groups aagigped to the same type of work,

B
The timo secms to have como to ingtitute & reorganizebicn which io all
the more indlspensable £g recent incidemtis moy unfortunstely have sorlouoly
conpraaniscd & sorvice which hag proved its effectivencss aince tho boginning

of the war, both from the diplomatic and from the military and pavel point
of viewr.

Without leboring the point of the marvices rendered to the armies anmd
nevies by the imwediato deeryption of field and naval redicgrams, it peens
appropriate to recall in particular the intelliigence baviang to do with
Gorman cotions in Greoco, Spain, Morccco, America, and even Asie, which has
besn furnished by czyptenalysls, and the recsults of which have been so
extensivo from tho point of view of the dsvelomment of the ¥World VWar,

c

In cxder to establish the bases of a rational organization of the
cryptenalytic gervice, we must not losc sight of the fact thet this servico
is above all an organ of intelligence and that it should loglcally be
atbached to a Genoral Office of tho Intelligonce Service, which doss not
yebt oxlst in Fyance, and which it would doubtless be advigable to cob up.

D
1. As for the cryptanalytic service, an Interministeriol 0ffico o
this sorvice should be created, including repzesentatives of the principel
Ministrles of Faticnal Defensa, to whom would be added & delegate from tho
Offico of tho Premior.

2. Tais Office would be charged with all cryptanalytic questions of
genexal interest.

X9
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3y To this Office would De tronsmitled all encrypted documonts
intercepted, from whatover source: wradiotelegraphic, telegraphic, postal,etc.

k., I} would ensure their being studicd by setting up as many groups as
vwould bo necessary according to the cateogory of the documents.

5: It would ezsure the pecopsary liailsons emong the various groups in
such a wey as 10 obtain tho most efficiont results while limiting and local~
izing responsiblilities.

6. It would commmicate whatover wag neceseary in appropriats form to
the sorvices concerned in the various ministries through the cualified
representatives indicated above, who would ase each day all the work decxyptod.

T It would be in diroct rolations, through the sams representativen,
with the intorcept and imtolligenco mervices, es woll as wilh the cxploiting
services of the various Administrations which have tham.

8. It would not bs indispenaable to bring together in the come our Lo
nor to attach to the same Ministry the variois oryptanalytic gvovms, air:cc
the proposed 0ffice would engurs the necescssry liaisonc among thew.

9. Such en orgenization secms the proper kind to eliminate or %o 1:duce
appreciably the disadvantagns noted above (in A).

E

l. The Office of the Cryptanalytic Sarvices, it secms, should be
attached, at leagt for ths duration of the war, to the War Ministry; bul it
might, 1€ that were judged preferable, be attached to the Ministxy of Fureligm
Affairs or oven to the Office of the Premler.

2, It would direct and cocxdinate the work of the various sectionr sut
up by the qualified ministries.

3. The War section would study the fiold radiogramas of the veriouvs
fronts,

%4, The Bavy ssction would shudy nevel radiogvems.

5. At the Stiretd Géndrale tho emorypted documents rolebive to Iutroiwl
policy woild bo studied,




6. To Foreign Affairs would be resexvod the study of the dipiomatic
docwments; howsver, War would coopsrate, at least untll further notice,
in tho study of certain diplamatic codes and of the correspondence of the

Military ard Naval Attachéa.
Chioef of the S8ection du Chiffyre

!
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Regolution of the Intorministerinl Cryntographic Commission on the Subject

of Crypto-Sccurity (20 April 1922) F. 11

Whorcas it ie importent that in each ministerial Department the crypto-
geaphic gyotoms be kopt at a lovel with the advances in cryptanalysie and
especially that the uze of thess documents not endanger security,

"Rocelling thet capos have often arisen in vhich, as a resuli of grave
events, the repregsentatives of varicus administrations have trensmitted
epprixiratoly analogetg telegrans ca tho stms subject, so that tho discovory
cf tho meaning of the ons endangored tho seccurity of the text of the other
and of tho docuisont which had gexved to entrypt 1%,

"Thet thore thua resulis e certeln solidarity in the cxyphogrophic
sacurity of the ministoricl departments, and that it is importent, con-
cequontly, that this secowsrity be strictly safegusrded, by the dwouring vn oF
gecuro documents ad woll cs by styict esvpervision over tholr uoce,

"Ihat this gupervision c2n, it geemn, bo exercisecd only by thozougnl,
trained perzons who, versed in decrypting procedures,; are acqueinted with
ths weak points of codes &nd ciphers and with thelr use,

"The Coomission expresges tho desire:

"Dhat the attention of the various ministries represented bo callsd
to the advantage of inetituting serious and active supervision over the
drewing up of cryptographic documents and cgpecially over their use. It
(the Coammingion) takes the liberty of euggesting in this respect the
establishnent of a oryptographic dbureau, having at its head a person quali-
fied in decrypting, baving in its responsibilities everything that has to
do with oryptegraphing and decryptographing of megsages, the arawing up of
documsnts and the related research.”




(fmmox to tho roport on the 100th session of the Loeguoe of Notions)-~
19 February 1938

Flon for Regrouping the Cryptenalviic Scorvicos

[Btieched hovewith is & plan drawn up by & reserve officer in the
Navy, an official of tho Secretariat ¢f the lLsague of Nations.

[i't appoared thatthe proposals rresented desorved to be examined from
& highcr point of view then the level of "Ministry”, They seom to pexmit tho
coordination end centralizaticn of rogearch begimming in poacetimo, especially
with respect t0 the decrypting: of machine asyotems destined to be generaliced

in 'v:a.z*timg? .
1. Rolg of the cryptenalytic rarvizes in peactimo

The cryptanalytic secti: v, which randered moet velunble gervicos
during tho last war, have an equ lly irnportent role 4o play in time of pcelo.
Thoy muabt:

(1) raintein the cwwen ;orvice, thet is, aook to decrynt tho
enorypted tolegrams which arc furnimiy-d thom by the P.T.T. services {for
ordinary trensmissions), by the imte: ept mervices crganized by the varioun
Ministries (for rediotelographic tox/.-miasions), or by othor mecans (Intolli-
gence Sexvice, police, etc.)

(2) prepare for the /.ncticning of the service in time of war:

=by emsuring the txain/.z of reserve perscmmel

«by pomsessing & they ougl ty with 8 enorypi-
ing habits of the countries v I4h ssions ggecus to

be Pamillcwr.

(3) verify il impenetrability of the natiomnl eryptographic
aystema

2, Evolution of the 4/ shnique of onorypiing ahd decrypting

Sinco the wv_- progress in cryptenalyesis has cbliged the sexvicos to
look for ocdo and 7 _phor systems that syo moroe and more secure, and has lod
soveral countries to begin introducing the uvse of machires. The problem,
for the cryptary (yst, has hecome singularly complicated, end instcad of be'n3
& work of in€- idval eanalysts, docrypting in maeny cases todey vecaulrecs
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Yocowrac to beoym vork; it has become indisponsable to procecd to lomg-term
rogearch and to give tho eryptantlysts auxiliary persconnel rosponsivie Jor
the clexical tesko of nimplo etiripping and tabviating of groupo.

Unfortunately, the edministrativo orgenizotion of thece ucrvices

has not taken thie evoluticn sufficiently into account. Each Minisiry (iler,
Mavy, Air, Colonien, Foroign Affairs) poscosses & soparato sorvice cod though,
by the very force of circumstancos, poracmal comtacts have bsen established
sncng the National Defense services, tho prosent syatem doss not permit the
ensuring of the efficiency in thesge sarvices that could be expscted from than
if there were a pooling of the various mecans accordisg to a rational orgenize-
tica.

3. Soume dicedventages of ithe pregent systom
Withovt wishing to go into detail, 41t is interosting to note that:

(2) as a result of the lack of coordimation emong the services,
pert of tho mogsapgos intevcepted ave not exploited (e.g. messages encoloed
with tho Gerwon diplowntic code ars picked up by tho Navy's inlercept
pervices witkout being tranemitted to the Quail 4'Orsay; omo pert of a
coyrrespendence encoded with the aid of the Spanieh code vas sent to the
Favy, the other to the Quail d'Orsay, without its being popsible to capere
these two texis)

(b) different mervices work cn tho sams code without coummi-
cating their results or their hypotheoss o cach othox (0.8. tho dinlaatic
codos an which Forelgn Affalra works for diplomatlc mssseges; Fovy Tor Fovel
Attachd mossoges end War for Military Attachd mecsages);

(c¢) for lack of perscmuel the sexvicos attack only reletively
cagy problems and neglect the difficult problems (ench ap the dscrypting of
machino encirherments) whersas this work is probably the most importent for
the preparation for wartime;

(8) as a result of thoe amal) mmber of oryptanalysts in each
gorvice, it is not possible to have the necessary range of lingniatic know-
ledgo, eo that importent languages (Slavic langpages, Japaneso, etc.) are
almost entirely neglectsd;

(o) ihe training of reserve personpel is not sufficiently
coordincted for thero to be a unity of dootrine in the various services and
1t is searcoly possiblo to benefit fraa the exporience of the other sorvices
in ordsy to direct this instruction properly.

1)
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L. Gonoxcel outline of the orgenization thm; xaiggu be cuvigagod

It it is dogired to obtcin grecter officisncy from tho cryptenalybic
gexvices withoub inoreising the bulgctary granta, and 1f it ig conuidorod
escential that theoe osxvices, fram the first dey of mobilizotion, be eblo
+0 be arnod in ordor to emeble thom to talo impodliato advantege of the
imneri‘ecuicms or blunders of the enomy ccd.o clorks, it accr.s "1 «:nlv Al

UG 2 S gt

thet are now ddetinct, either e.u the lovol of Habiopal Dofonso o ot «LL v
of the Office of the Pramisr (Comsell Supdi-iour de la Défenss), if Forcign
Affaira agrees to Join in thes plan.

This grouping will have the following advanteges:

(a) all the exorypted messages will como to the starc gervice,
vhich will De regponsible for the distributlion among the cryptamalysts,
eccording to their knoulsdge and their teclmical specialization (ammy,
navy, air, foreign affairs). This centralization will meke it possible
to ratlonmiize the orgenization of the intercept sorvices and to guarastes
thet all tho texts intercepted will bo usefully exploited;

(b) with move texis avallable, end especially, saries emanating

fzon tho como gemding suthority, there will be more froquent hypothesen
evallable and thus grotter chences of success in the decrypting;

(c) with & larger mmbher of agents in the gemo sexrvice, it will
be poaslible to enlarge the renge of linguistic knowledge end to emtlch tho
fileld of dccryptions;

(a) for tho semo reascn it will bo possible to 7cocine Lhe
gervicos of one oy more crypimmlys‘hs for longe.term Tosctrch voolccin, £nel
s the thorough gtudy of ths dsorypting of tolegrams encrypted vithh the helw

of machinoy; e

(e) with kmowledge of all the systams used In the same country,
it will be moxe readily podsible to ascertuin the habits and cryplcographic
systems of the enomy services end to recomgstitute the doctrine whioh 1s
teling esteblishcd on the other gido;

(£) it will be possible for tho training of perscmmsl to be mors
miform and more retional.

Conclugiong:

(1) It would bo uwp to the Ministry of Wer, which possosses the
largost cxyptaralytio sorvico end has tho most experience, to tolwe tho
initietive tovard reorganizing thosd services and to mesant a2 comcraeto end
. dotailod plon.




{2) :hioc plen ghould provide for tho comcontratiln of all the
present mert : (persommel and budgetary ropowrcos) inte a single servicc which
would Wo ad " istretively attached to an oxisting interministerial body ox
to tho Offic : of the Promier.

(3) This service would consiet of & mervice chief, preferably a
oivillan to “agure contimnity, ard four or five sections., Dach sectiom
wovdd congint of agonts, olthor civilisn or milibtary, dotached by tho .
Administraticn to which they heolong (Wovy, War, Alr, Colonles, Forelr AlTolrs).
Bosides tho «ryptanalysts proper, it weuld bo adviseblo Lo 24d ovrjliinyy
yorsomol £ purely clerical work, Thls ewxiliary perpomrol night Te
coammon o the various sections.

(%) Tho ministries would no looger be eble to take up oryptemalytic
rojects exropt for partiocular well-~8ofined nisaions, In this cese it would
be wnderstocd thet the centrel service will be kept infoxmed of tho results
of those pwrelects which would bavo intevest from the cxyptenalytic point of
view,

(5) All the enmcrypted messoges will arrive at the centrel service
and will bo cistriduted emong tho sectionas. The decryptions will be commmmi~
cetod gxclwr ively to the Ministry concernsd, according to the instructioms it
hae given. I principlo each seotion, camposed of egents Dolonging to a
given Minigi vy, will work only on mosgages of interest to that Ministry and
will have no nowledgo of tho texts of intersst t9 the othor secticns. Only
the cryptanclytic results (recovery of a cods, docxrypted groups, bbsorvaticns
cn tho ¢rypicgrephic systems) will be brought togother in the offlice of the
dirvector of ihe service end commmmicated to the various socticms. Theso
precautions +ill make 1t posoible to assuro tho varlous departizomts that
thelr secreis will not be divulgsd to other asrvicod.

Plen for Orccmization of the Cryptenslytic Sexvises by Fusion of tho Iracint
Services Beionging to Different Doperimsnts
A, Orgsrplzetion
(a) Service chief
Agslgtant axrchivist regponsible Lfops
(1) the receipt and distributicn of intercepts
(2) tho diesemination of decryptions to ths dopartments

concernsd
(3) +the Acoumentation sexrvice (seo below)
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(b) Cryptanslytic groups

English

Germsn.

Ttelian and Spanish

Rugsian

Trench (privato tolegrems) and miscellanecus

(¢) Translation group (plain taxt tologrems)

(1) Researsh group: now oysteus, inventions, machioes, etc.

B, Intorcepts

Farnighed by the assembling of intercepts which may bo gathored
by the following sorvicea: ,

Wap

P .T IT [ )

shreT NATIONALE
Colonies

Bavy
C. Documontation

Formed by bringing together the documonts now existing in the
dirfercnt dopartments (dicticnmaries, telephome books, etc.). Fress sexvice
(to be arganizod).

D, Tastallation

The aasgeombling of the doouments would roquire installetion of
tho entire sorvice in quorters closc togother. -




A il I i - »
Iyen "Iloto on the -zub,‘,gect of Intezrﬁ_niateric.l Colleboratlon in the I ligbter of
Gr;!g anuT

«= May (2) 1938

In cage tho idea of the coordination of the variowvs cyyptaralytic sorvicen
ghould ‘take shape, it seams that the most exzpediont procedure would be to
create an Interministorial Directorate for those scrvices.

Thie dircctorato, composed of reprosontetives of the principcl ninintricco,
would be responglible for all cryptanalytic gquestions of gemorol intevect and
for coordinating the work of the wvariocus sections set up by tho qualifiod
ninistries.

It would receivo all the encryptod documemts intercepted, regardless of
origin and destination.

It vould ecsure their distribution among the various spscial groups, no
imger solely by address, but by systems and catogories.

It would snsure the liaisons anong the various working groups in puch a
wey as to obtain the most efficlent results while at the same tims limiting
and localizing resporsibilities.

It would get up and keep up to date the card file for oach country studied
ard vould give each group all inforzetiocn susceptible of facilitating its worl,

It would eoteblish & press service or would recoive from tho various
dopartnonts 2ll press information susceptible of dirscting the offorts of the

cryptanalysts.

It would entertain direct rolations with the intercept and intclllicnce
sorvices as well as with the exploitvinz servioos in the variocus fiminigliclias
sugceptible of giving 1t bages for orientation.

Through the qualified representatives of the various dcopartmenta, it
wonld see to it that the work of the groups weas circulated in the appropriate
form to thease concerned.

Morsovor, 1t should centralize all the inventions and all the systems
proposed for edoption by the various departments, and have them stuldied by a
technical paction.

¥ Ay propozal
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Tho working grouns would be allowod to kesp tholr autoncmy and to do
thair on reorulting sud the ingstruction of their persomnel individually.

The Divoctovate might be attacked to one of the ministries of Neticnel

Defenso o tho Yormanont General Scoretariat of the Highor Couneci). of
Tatiopel Delenco.

Tho Agoncy onvisaged might therefore comasist of:

1. a director, aidod by an assistant;

2. an archivos service foxi
(a) the receipt and distributiom of the intercepts,
(b) the dicsemination of the tramslations,
(c) the maintensmce of the cryptamalytic filcas,
(4) the centrelization of the press information

3« a liaison service ccmposed of a qualified represontative from

each dopartzent soasponsidle for ssoing pericdically all the work sccomplished
in his depariment and dally all the texts deorypted;

L, a translation service for plain text intercepis;

5. a technlical service rosporsidle for studyling invontions ote.
and for watching over the security of the netional codss and ciphers.




"Contrel Intcrministeriel Cryptannlybic Buresu" %
~ 9 May 1939

At the ti-zonthly meeting of the hoads of the cryptographic services on
27 Apridl 1939, tho creation of a cemtral agency for crypterelytic research
wog contompleted.

The Mavy proposes the creation of a contral cryptanalytlc bureau, an
intorminigterial agonoy not directly under any Hinistry and rospeneible
solely for geueral studies:

(2) centralizing eryptemalytic vemcarch in order to discover ke
now cryptogrephic methods being emvployed and o eatablish theozroticel vlen
for decxrypting;

(b) etudying ememy oipher mschines, diagrsme or descriptious of
vhich veo might possesp, and gooking tho weak points of these mechinoes;

(¢) centralizing all dcouments rolative to the methods in reserve
which might De used by the onemy. '

This Can®zal Bureau would not have to reconstruct the toxt of the inter-
copted meseegos nor to look for the gpecific koys; this roles would be
rescrved for the cryptanalytic bureaus belomging to oach Ministry, which,
appiying tho goneral methods furnished by the Central Bureau, might utilize
verious bits of information that they possessod on the meaning of & mossage,
rrotable words, enerypting errors,; 04Ceees

Tho Central Bureau would be placed uvader an authority higher than that
of tho three minietries of War, Alr end the Navy. It might bo undor the
Office of tho Fremier or vndsr the Fresident of the Higher Council of
Hatiopal Defoncso.

The edvanteges in heving this Bureru under & very high suthority wonld to:

1. The casler perticipation of Foreign Affairs.

2. The possibility of securing elther the porwmenent or cccnolcncl
participation of qualified civilians in the rosearch; for exsmple, former
nilitery cryplanalyste heving roal campetence in the work whom it would be
difficult to amploy in a subordinate positicn in a military cgency.

Tho contribution of each Ministxy to this Central Bureau might be two or
threo porsens of officer rank, and, if possible, an cqual mmiber of sceretarier.

Lo o= N Z’-
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Contxre} Cryptanslyiic Service ¥

~ 2k Jupe 1939

Yoturo: en intomminigteriel egency, furctioning in timo of wezr within
the Frawcwork of tho Highow Councll of National Defanso (Becreterict Gemeval),

Role: agency for general studlos and goprdination

Gemoral gtudles: -"c.ho Central Cryptarnalytic Servico:
(o) centrelizen:

-8ll matorfals forr cryptanely:ic gtudy coming fron the
’ arnios or Intorior;

~all dcomments ond information of a techmical nature
caning frém the varions Intelligenco Services
relative to the cryptographic syastems used by the
enamy as woll as the principles of thelr une3

(b) Gocs the sorting, by origin and by the cryptogrse’s form, of
the variocus stidy materials received by the sexrvicoes

{c) invostignton in ezch individual case tho mature of tho system
toed, possinly with the helip of the informaticn and documents of a technical
reture vhich ore in its possession;

(d) etndios new encrypling mrocodures (machines, elcctromechenicel
or electromagnotic prcoosses, etC...) and twries to oot up methods m2king it
possibdlo to ersuro tho decrypting of those systems.

Coordiration:

(a) trenemits to eech of the ciyplanalybtic cervicon of the ciiferini
ministerial dopariments tho materials for cryptanalytic study of intercot to
thet Departmsnt, attaching to them all information already gothored dy tho
Central Service and all results cbteined in its research, with e vicy elther
to continuing the cryptenalytic study proper or, if the resnlis alveady
obtasned poxmmit, to underteking the immodiate exploitation of the materials;

= = = >

#Air Force proposal. This plen, presented after Foreign Affairs had refused
to participate in such a cemiral agency, snvisages collaboration among the
tixco Faticral Defonse ministries oaly.
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, (b) mainteins constant liaison for this purpose with enca of the
cryvienalybic sorvices of the aforeseld ministrios and proceeds,; whenever
the need ariscs, to ali exchanges of viows nocesmery for ensuring the
greavept efficioncy of tho various services;

{c) =aintains liaison with the Contral Sexvice and the Press Informa-
tion Cervicos; the Central Intercopt Sexvice, ond variows Intelligence
Services with & view ‘o asserbling all necessary inforwmation and matorials;

() rperticipetas in “comsorship”, in liaiscn with the Press Servico,
for everything concerning publicaticns of any nature suscepiible of imporile
ing cxyptowsocurity.

Ormonizaticas

A gervice chief (en officer - specialist fram Wer’s cyypt ccoiion)
aided by en essis .

Cleasification Soctions
(1) receipt and clossification of study materisls,
{2) .centralization of information apnd documents of every nature,

{3) setting up and kseping curront card files of cryptapalytic
Information,

(Porsommol: officers -- cxypt spocialists, sous officiers =-
specialists, possibly lator oivilian per=cunel).

Stpdy Section

(1) preliminsry vesearch on study materials trenamitted aftor clessi-
fication by the Clagsification Bection;

(2) dissemination to the cryptenalytic services of cach Dopesiricnt

of the materials of interest to them, a3 well as of tho rosults obizincd ab
the timo of the preliminary research;

) (3) daiscemination to these same servicos of the tramslation of ploin-
text weasages coming from verious intorcept or intolligence sourcen;

(h) sindles of systems, machines or cryptographa.

(Personnel: officers -- crypt specialist, sous officiersespecialists;
possibly civilion porsormsl for the translntion of plain-toxt messagss only).

Iiaigon Soction: lieison with the various departments, the Information
Servicos, the Imtelligence Services, the Press Service.

(Peroonrol: officerse-crypt specislists).
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Such an orgenizetion, as it auerges from tho above outlino, scoms
calculated to engure tho maximum officieoncy of the varliouvs grouns of
specialiats working both in the Contrul Scrvice and in the various coypt-
analytic servicos.

It divides the work by leaving to the Contral Sorvice the
"spoculative regearch” pert and reserving for the cryptapslytic serviceos
the "cuyptanalytic study” and "ezploitation” part. Thus, vhile maneging
to bring together tho means, it ensvyes for each miniaterial Department
tho independence of action which is desirablo.

On the other hand, its proper functioning implies closmo and
congtant liaison among the variocus grovps, ccnditions which presuppose
the asecbling of these groups in the seme bullding, or in immodiate
proxinity to each other.




