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DRAFT/26 June 1953

POLICY AND FROCEDURE FOR DISCLOSURE
OF CRYPTCGRAFRIC INFORMATION TO FOREIGN NATIONS
I. PURPOSE

1. It is the purpose of this regulation to provide general policy guidance
on releage of cryptographic information to foreign nations, and a uniform
procedure for cbteining a.pprova.i from higher authority to disclose cryptographic
information to foreign nations.

II. POLICY

2. Several U. S. agencies are responsible for matiers pertsining to release
of information. The principal agencies through which NSA must se2k approval for
disclosure of cryptographic information to foreign countries are as follows:

a. The State-Defense Military Information Control Committee (S-IMICC).
This Committee establishes the policy of the Unlted States governing the disclosure
of classified military information to foreign governments. 8S-IMICC is the final
approving authority on diaclosure of classified security informstion to foreign
pations. Policies of 8-DMICC must be adhered to when initiating and preparing
requests for approval of release of classifled cryptographic information.

b. Joint Chiefs of Staff {J.C.S.). It is the policy of the Joint Chiefs
of Staff that no jJoint cryptographic device or publication will be made available
for combined use without the approval of the Joint Chiefs of Staff.

c. United States Commmnications Intelligence Board (USCIB). The United
States Commmicetions Intelligence Board establishes broed policy with respect
to the national COMIRT effort and has certain commitments pertaining to pre-
servation of COMINT sources. Relesse of cryptographic Information which could
have the effect of curtailing U. S. COMINT must be reviewed by USCIR.

3. Exchenge of technicel crypto-information with the U. K. vas aunthorized
by the Joint Chiefs of Staff following the first US/UK Communication Security
{COMSEC) Conference. U.S. cryptographic information forwerded to the U. K. must
be confined to the specific items authorized for discussion at the first and
su::ceeding US/UK COMSEC comferemces. Cryptoprinciples reserved for exclusive
U. 5. use will not be disclosed. Further developments or extemsions to improve
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cryptoprinciples alreedy discloged to the British may be disclosed provided the
extension is a loglcal one to that cryptoprinciple, involves no new concepts,
and does not use cryptoprinciples logically related to cryptoprinciples which
have not been disclosed to the British. New cryptoprinciples will nct dbe
disclosed to U.K. authorities unless the following conditions are first
satisfied:

a. The cryptoprinciple has been demonstreted as belng feasible lor
develomment.

b. The cryploprinciple can be used to meet an approved combined orx
NATO commmmication security requirement.

c. The Chief, Office of Coammication Security, certifies that the
eryptopzinciple will not be reserved for excluasive U. §. use.

k. In all cases waere crypto-equipments are to be mede available to the
Standing Group for BATO approval or sdoptiom, the revelation of cryptoprinciples
involved should be restricted to general summsries apd descriptions, and should
not include specific wising details, drawvings, etc., until or unless, the
equipment is in production.

5. For the purposes of this regulation, claessified cryptographic information
is divided into two classes, defined as followa:

Class "A"

The folloving types of cryptogrzphic materiel and information normally
will be asaiguned to Class "A":

a. Menual cryptographic systems for vhich eryptologic clearance of the
user is not required. (Evamples: One-time pads, double-transposition).

b. Codes (ome and two part) for which cryptographic (cryptologic)
clearance of the user is not required. (Exsmples: Bomber Codes, Map Coordinate
Codes).

¢. Authentication systems.

d. Devices for which cryptographic clearence of the user is not required.
(Examples: Strip cipher system, NATEX).
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e. Instruction pertaining to use and operation of Class "A" systems.

f. Codes and ciphers vhich do not require cryptographie clearance for
disclosure.

g Codes’ ciphers and cryptographic techniques which are definitely
established as in use or as having been in use by the recipient country(s).

Class “B"
6. The following types of cryptographic materisl and information normally

will be assigned to Class "B":

a. Communication security equipments, usually electro-mechanical or
electronic in nature.

b. Cryptoprinciples vhich may be incorporated in such equipments.

¢. Inatructions for use and operation of such eguipments.

4. Cryptoprinciples of which there ig reasonsble doubt the recipient
country has knowledge.

e. Security evaluations and cryptanalytic techniques applicable to
solution of all Class “"A" and Class “B" information and material.

III. PROCEDURE

T. The class into which cryptographic information is placed governs the
procedure to be followed in obtaining approval for disclosure of the informaticn.
Normally, the request for disclosure of a cryptoprinciple should contain a request
also for release of operating imnstructicms and other masterial pertinent to
operation and maintenance of the system. Coordination within HSA must include
both the Chief Office of Communication Security, and the Assistant Director,
Office of Production. prior to forwerding the request for disclosure to the
Director for approwvel or signature

Class "A"

a. Disclosure of Class "A" cryptographic information may be approved
by the Director. A request for approval of disclosure ghall give full details
including reasoms for &isclosure and benefits which the U. 8. may expect to
receive in retwrn for the informstion disclosed, the nature of the material to
be released, and, if pertinent, manner of reimbursement if release of matexrial

is involved and any increase in NSA COMSEC production comtingent upon the release
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of information. Accompanying the request will be motification to S-IMICC
setting forth the information authorized by the Director for disclosure,
the recipient nation or mations and the benefits expected to accrﬁe to
the U. S. by virtue of the disclogure.

Class "B"

b. In the case of Class "B" information, policies of 8- , USCIB,
and J.C.S. must be comsidered. In certain instances, prior actions by one or
more of these agencies may constitute approval for release, or may, on the other
hand, prohibit releaze. Such previous actioms or decisions will be taken into
account vhen preparing a request for disclosure. Informetion gimilar to that
required for Class A" cryptographic information will be included in the request.

¢c. The following considerations shall guide forwarding of requests for
relesse through appropriate channels to the agency with final authority to
approve release:

(1) wnile ESA COMSEC functions remain under the J.C.S., a request
for release will be forwarded first to the J.C.S5. for approval. If the J.C.S.
approves the request will be forwvarded to USCIB and will indicate that J.C.S.
approval has been cbtained.

(2) Wuen J.C.S. approval for release is epparent through approval
of previous sctions, the request for approval will be forwarded to USCIB with a
notation indicating J.C.5. approval and the circumstances of the approval.

(3) Upon receiving both J.C.S. and USCIB epproval, the request
will be forwarded to S-IMICC. Alternatively, the request to USCIB may request
USCIB to forward the request to S-IMICC upon approval by USCIB.

e. When 1t is expected that cryptographic information will be introduced
into the Combined Cryptographic and Security Panel of the CAN-UX-U3 JCECs to be

considered for adoption for Combined and HATO commmications, if sction t_p cbtain |

authority to release has not previously been initiated, such action must be
initiated, with the foregoing procedure, at the time of introducing the subject
into the CAN-UK-US JCECs.
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MEMORANDI) FOR THE CHAIRMAYW, CENSA

SUBJECT: Disclosure of Cryptographic Information
to Fereign Kations

The inclosed memorandum by the NSA members of
CENSA is forwarded for comsideration at the next CENSA

meeting.

P. P. IEIGH, CAPTAIN, USH

for

Incl:
a/s




MEMORANDUM BY THE HSA MEMBERS OF CERSA

Tox
CENSA
on

DISCIOSURE OF CRYPTOGRAPHIC INFORMATION
10 Gl _BATIORS

1. There have been several cases recently in which successful completion
of actions to improve the cryptographic security of NATO end Combined (US-UX)
commnications have heen delayed because of the necessity to obtaein release
aporoval from the State-Defense Military Control Comuittee (S-DMICC). In some
cases it has also been necessary to receive the approval of the United States
Commnications Intelligence Board (USCIB) and of the Joint Chiefs of Staff
(3.c.8.). In the latter instances, the Director, ESA. bas usually initiated
the acticns necessary to obtain approval. There have been occasions also,
in vhich the Director, RSA, has gone directly to S-IMICC requesting authority
to relesse cryptographic information as has the JUEC on other occasions.

2. The Director KESA, is now esteblishing a procedure within NSA to be
followed in obtaining the waricus approvals necessary for disclosure of crypto-
graphic information to foreign nations. This procedure will, if accepted by
the agencies exerecising approving authority, provide a means of materially
shortening the time usually required to cbtain approval.

3. As a first step it is necessaxry to divide cryptographic information into
two classes vhich are defined as follows:

Class “A" - Cryptomaterial which is used in forward or tactical

echelons; has cryptoprinciples vhich are widely known

in foreign nations; or is of such a nature that U. 8. policy

may not require cryptographic clesrance of personpel for its use.
Class "B" - All other cryptographic information.

4. It may be noted that much of the cryptographic informatiom vhich has been
disclosed in the past falls into Class "A".

5. Under the proposed procedure, the Director, NSA, would authorize
disclosure of cryptographic information defined es Class "A" information, and
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the Director, NSA, would endeavor to cbtain approval for release of Class “B"
cryptographic information from the three cognizant authorities.

6. In order that items vhich are in Class “"A" mey be acted om promptly
wvithout first cbtaining J.C.8. approwal, the Director, HNSA, proposes to fo;-wa.rd.
the inclosed memprandum to the J.C.S. for approval. Similsr requests will de
submitted to USCIB and S-DMICC.

T. It is recommended that CENSA comcur in the following actions:

a. NSA representatives on the Combined Security and Cryptographic
Panel of the CAN-UK-US JCECs, prior to submitting a paper vhich will eventuslly
require disclosure of cryptographic information to foreign nmations will:

(1) Indicate that the information is Class "A" cryptogrephic
information and authorized for release by the Director, NSA, or

(2) Include a statement to the effect that approval for relesse has
been cobtained from ths cogaizent responsible authorities.

(3) On similar pepers submitted by other agencies, NSA representatives
on the Combined Security and Cryptogrephic Panel be agsigned the
tesk of obtaining release approval and inform the Panel of this
fact in a menner similar to that described above.

b. Forvarding the inclosed memorandum by the Director, NSA, to the J.C.S.

for consideration.

P. P. IEIGH, CAPTAIN, UShH

for

HSA MEMEERS OF CENSA
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VEMORANDUM BY THE DIRECTOR, NATIONAL SECURITY AGENCY
for the
JOINT CHIEFS OF STAFF
on

DISCLOSURE OF CRYPTOGRAPHIC INFORMATION TO FOREICH BATIONS
References: J.C.S8. 927,

1. For the continuation of secure combined US - UK commnications, and to
improve the cammnications security of HATO forces, it is necessary from time
% time to consider a U. S. cryptographic system, device or publication which
might be used for this purpose. Before meny of these items can be formally
proposed for adopticn by NATO forces, or for use in US-UK commmications (which
often include Comnonwealth Nations not mesbers of NATO), it is necessary that
approval of the Joint Chiefs of Staff be obteined. Tais is required in accordance
with the provisions of Joint Actions of the Armed Forces®* vhich states that no
Joint cryptographic device or publication will be mede available for eombined
use without approval of the Joint Chiefs of Staff.

2. In comsidering the mature of many cryptographic items for waich
requirenents exist in HATO and in US - UK commmications, a division into two

classes cen be made. The cryptomaterial in one of these classes can be
characterized by three properties:
a. It is used in forward or tactical echelons.
« The cryptoprinciples gemerally are widely known.
¢. Normally cryptographic clearance is not required for access to the

-4

cryptomaterial.

3. In general, the erxyptographic information in this c¢lass pertains to
eryptographic aystems and publications used in tactical echelons, in aircraft.

apd in amall surface craft. The items are of the following types:

Authentication systems.

Operations Codes.

Call 8ign Ciphers.

Map Coordinate Codes.

Certain crypto-devices of simple nature.

L. The cryptoprinciples of these systems are generally well-known throughout

the world and in some variation are used by many military forces of octher cowatries.

The security required for information encrypted by mesns of these systems is

*Paragraph 30513
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usually for a short time anly. Tae necessary commmication security is obtained
by issuing new editions of codes and meking frequent changes of keying material
in the case of ciphers. The commumication security, therefore, is not dependent
upon keeping the general nature of the system unknown but upcn the keys vhich
are ugsed. It should be pointed out in this conmnection that, because of the
echelon of use, capture loss of aircraft over ememy texrritory, ete., would
lead to immediate compromise of the cryptoprinciple evem if it were not alresdy
known.

5. Use of cryptographically cleered personnel for protection of crypto-
material of the kind mentioned in paragraph 3 above is desirable but camnot be
considered as an 2bsolute necessity. The cost of investigating the large number
of individuals in low echelons for access to such material would be very great.
The time involved for investigations could affect sericusly the avallsbility of
cleared personmnel for commmications securlty purposes in these echelems.
Purthermore, the cryptomaterial in this class is ususlly based upon or c¢losely
related to well known cryptomrinciples. Consequently, the added protection
afforded by a cryptologle clearance is not as important for thege systems as
is the case for other more advanced eryptoprinciples.

6. In recognition of the foregoing condition, Depariment of Defense
Directive FKumber R-5210.2, dated 5 June 1952, authorizes NSA (AFSA) to designate
certain types of cryptomaterlal as non-critical from the securlity viewpoint
and for which no cryptographic clearance is reguired of individuals for access to
security information if various classifications is still required.

T For cryptographic information which does not fall within the category
described in the foregoing paragraphs, the provisiomns of Joint Action of the
Armed Forces would be compliied with.

8. In light of the foregoing statements, I therefore recommend that the
Joint Chiefs of Staff:

&. Authorize the Director, NSA, to approve release of cryptographic
material of the following types to forelign nations, subject to Eationsl policy for
disclosure of classified security information:

(1) Manual eryptographic systems for which cryptologic clearance of i_'.he

uger is not required.
(2) Codes (one- and two-part) for vhich cryptologic clearance of the

ueer is not required.
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Authentication systems.

(4) Cryptographic devices and machines for which eryptologic
clearance of the ugser is not regquired.

(5) Other codes, ciphers, and cryptograrhic techniques which are
definitely established as in use or as having been ir use by
the nation{s) involved in disclosure.

(6) Instructioms pertaining to use of the foregoing cryptographic
material.

b. Direct amendment of Joint Actiom of the Armed Forces to conform to
the foregoing suthorization.
9. Coordination with the Director, Commmications-Elsctronics bas been
effected.
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MEMORANDUM FOR THE MEMBERS OF USCIB
SUBJECT: Disclosure of Cryptographic Iaformation to Foreign Bations

1. There ere, at present, three agencies vhich way be required ito
approve releagse or disclosure of cryptographic informstion to foreign mationa
Thege are the Joint Chiefs of Staff, USCIB, and the State-Defense Military
Information Control Camnittee (S-DMICC).

2. At present the general nmational policy permits release of COMFIDENITAL
cryptographic information to Australia and Hew Zealand and TOP SECRET erypto-
graphic informaticm to the United Kingdom and Canade as necessary to permit
implementation of commmications agreaments. In the case of all HATO countries,
and of the remaining commonwealth countries, S-DMICC policy prohibits release
of cryptogrsphic information except as spproved by S-DMICC in each instence.

3. The majority of the communications agreements which are being
implemented, either through the CAN-UK-US JUCECs or through the CECS of the
Stending Group of FATO, require participation opn the part of the BATO nations
and the commonvealth countries. Furthermore, the majority of agreements
concern the provision of tactical codes end ciphers such’as alreraft codes,
authentication systems, and the like, all of vhich come within the "Class A"
category referred to in paragraph 4 below. In order for this type of material
to be availsble when needed, and to permit training to be conducted, it is
necessary to have it distributed comsidergbly in advance of the time when the
countries wvhich require it would be participating with the U.8. in sctusl
coubat cperations.

4. Generally speaking classified cryptographic information falls within
one of two classes as follows:

Cless "A"

The following types of cryptographic material and information normally
vill be assigned to Class "A":

a. Manual cryptographic systems for which cryptologic clearance of
the user is not required. (Exemples: One-time pads, double-transposition).

b. Codes (one and two part) for which eryptographic (cryptologic)
clearance of the user is not requived. (Examples: Bomber Codes, Map Coordinate

Codes) .




¢. Authentication systems.

d. Devices for which cryptographic clearance of the user is not
required. (Examples: Strip cipher system, NATEX).

e. Instruction pertaining to use and operation of Class "A" systems.

f. Codes and ciphers which do not reguire cryptographic clearsnce
for disclosure.

g- Codes, clphers, and cryptographic technigues which are definitely
established as in use or as having been in use by the recipient country(s).

Class "B"

Tae following types of cryptographic meterial and information pormelly
will be assigned to Class "B":

a. Cocommmication security equipments, usually electro-mechanical or
electronic in pature.

b. Cryptoprincipleg which may be Incorporated in such equipments.

¢. Inatructions for use and operation of such equipments.

d. Cryptoprirnciples of which there is reasonable doubt the recipient
country has knovledge.

e. 8Security evaluations end cryptanalytic techniques applicsble to
solution of all Class "A" and Class "B" information and material.

5. In establishing an XSA procedure for insuring that the necessary
clearance acticns are taken, I have received from the Joint Chiefs of Staff
authority to approve release of joint cryptographic material of the Class "A"
type, subject to national policy for disclosure of clessified security information.

6. The meterial in Class "A" consists of the type of code or cipher which
does not require cryptogrephic clearance on the part of U. S. users, contains
no new cryptoprinciples but rather comsists of cryptographic ideas generelly
lmovn to all nations, end would cause no imsecurity to U. S. communications
if the cryptoprinciple is knoun to hostile nations. Furthermore, the NATO

countries receiving such material are signatory to agreements regarding storage,
accounting, and issue of cryptomaterial.

7. I, therefore, recommend, in light of the foregoing gtatements, that
USCIB: authorize the Director, ESA, to approve releage of cryptographic systems,




i A66631
® SECRES ®

" BECHRET - SECURTTY TNFORMATION—

informetion, and devices to foreign nations without reference to USCIB,
provided that such systems, information, and devices are Class "A" matter
as defined in paragraph 4 ebove. The Director, NSA will keep USCIB
informed of the itewms which he authorizes to be released and the recipient

nation or nations.
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SUBJECT: Releasing Cryptographic Information
l. There are, at prezent, threc agencies vhlch may be required to approve

release or disclosure of cryptograpbic information to foreign pations. These
are the Joint Chiefs of Staff, the United States Coommnications Intelligence
Poaxd, and your committee.

2. At present the generzl pational policy permits release of CONFIDERTIAL
cryptographic information to Australia and Few Zealand and TOP SECRET crypto-
graphic information to the United Kingdom and Cansda 88 necessary to pemmit
implementation of commmications agreements. In the case of all FATO countries,
and of the remaining commonwealth countries, S-DMICC policy prohibits release
of cryptographic information except as spproved by S-DMICC in eech instance.

3. The majority of the communications agreements vwhich are being
implemented, either through the CAN-UK-US JCECs or through the CECS of the
Standing Group of NATO, require participation on the part of the NATO nations
and the commonwealth countries. Furthermore the majority of agreements
concern the provision of tactical codes and ciphers such as atrcraft codes,
authentication systems, and the like, all of which come within the "Class A"
category referred to in paragraph 4 below. In order for this type of material
to be available when needed, and to permit training to be conducted, it is
necessary to have it distributed considerably in advance of the time when the
countries vhich require it would be participating with the U.8. in actual
cambat operations.

k. Generally speaking classified cryptogrephic information falls within
one of two classes as follows:

Class "A"

The following types of cryptographic material and information mormally
wvill be assigned to Class "A":

a. Manual cryptographic systems for which cryptologic clearance of the
user is not required. (Examples: One-time pads, double-transposition).

b. Codes {ope and two part) for which cryptographic (cryptologic)
clearance of the user is not required. {(Exemples: Bomber Codes, Map Coordinate
Codes).

e¢. Authentication systems.

d. Devices for which cryptographic clearance of the user is not required.

(Bxamples: Strip cipher system, WATEX).
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e. Instruction pertaining to use and operation of Class "A" systems.

f. Codes ani ciphers vhich do not require cryptographic clearance
for disclosure.

g. Codes, ciphers, and cryptographic technligues which are definitely
established as in use or as having been in use by the recipient coumtry(s).

Class "B"

The following types of cryptographic materiel and information normally
will be assigned to Class “B":

a. Commmication security equipments, usuelly electro-mechanical or
electronic in nature.

b. Cryptoprinciples vhich may be incorporasted in such eguipments.

c. Imstructions for use and operation of such equipments.

d. Cryptoprinciples of which there is ressonable doubt the recipient
ccmtr_y has knowledge.

e. Security evaluastions and cryptamalytic techniques applicable to
solution of &ll Class "A" and Class "B" information and material.

5. In establishing an NSA procedure for insuring that the necessery
clearance actions are taken, I have received from the Joint Chiefs of Stalf
authority to approve relesse of Joint eryptographic material of the Class "A"
type, subject to national policy for disclosure of classified security information.

6. The material ip Class "A" con3ists of the type of code or cipher which
does not require cryptographlec clearance on the part of U. S. users, contains
no new cryptoprinciples but rather consists of cryptographic ideas gererally
known to all nations, and would cause no lasecurity to U. S. comnunications
if the cryptoprianciple is known to hostile nations. Furthermore, the NATO
countries receiving such material are signatory to agreements regarding storage,
asccounting, and issue of cryptomaterial.

T. I, therefore, recommend in view of the foregoing statements that the
State-Defense Militery Information Control Committee authorize the Director,
Hational Securlty Agency, to authorize release of cryptographic systems,
information and devices necessary to implement commnication agreements
provided that such systems, information and devices are Class "A" material
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as defined in paragraph 4 above. The Director, NSA, will keep the S-DMICC
informed of the items which he authorizes to be released and the reciplient

nation or nations.




