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/ 16 Jarmary 1952
AFSA MEMORANDUM NO. 120=25/1

SUBJECT: Security of Equipment used for Storage of Classified Material

1. AFSA Memorandum Ko. 120-25(202-50) 29 November 1950 and
Appendix 1, 30 August 1951, are hereby superseded. The procedures
and standards set forth.herein shall govern the use of vaults, safes,
and safe cabinets and the custody of safe cambinations for all
components of AFSA.

2. Each vault, safe, and safe cabinet having a combination lock
has been assigned a Security Control Division File number for identi-
fication. When present equipment is moved or when new equipment is
acquired, Physical Security Branch will be notified immediately so
that records may be kept up to date.

3. Each cambination will be ghanged:

a, At least every six (6) months.

b. Whenever uryone knowing the combination is removed {rom
asglgnment. A person who has had access to a camkination is presumed
to know it.

¢. Whenever the combination becomes known to aryone not
authorized to know it. A person who has had access to a combination
428 presumed to know it.,

Ls Combinations will be furnished to Physical Security Branch
in sealed envelopes, (Safe and File Combination Reeord ~ PRNC-NCSW
365) for use in emergencies. The Security Control Division File
Nunber assigned to the equipment will be ingerted on the top line
of sach envelope, and a list of the names and badge numbers of persons
to whom the envelope may be issued will be written in the space
provided,

5« The keys to key-locked and bar-locked cabinets will be
stored in combination=locked safes or cabinets.

6. Whenever the combination of a safe is needed, it may be
obtained from the Physical sscurity oificer or the Security watch
officer. The envelope containing the combination will be given only
to the Direntor, Dapiuty Diresiom, Chief of Staff, Staff Duty 0fiicors
or any person whase name aypears on the envelope,
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7. Responsible Chiefs and Heads of organizational units will
insure that the instruetions listed below are understood and follewed
by all persons in their unita who are responsible for locking and
checking safes and cabinets.

a. When a2 combination lock is being locked, the combination
diusl should be turned in one direction at least four fh) completes turna.
It should not be turned one way and then the other, and IT SHOULD NOT
BE SPUN Ra:rIDLY.

be Before a safe-cabinet is locked, all drawers must be
completely closed. After the combination is turned, the locker should
check by depressing the latech of each drawer and attempting vigorously
to open the drawer.

.+ Ce Wher. a cabinet is being secured with 2 bar lock, the

locker should insure that the bar 1s put through all fasteners and
that the padlock is completely closed and locked.

d. When a cabinet of any type is being secured, care should
be taken to insure that loose papers, paper c¢lips, etc., do not become
wedged behind driwers or in the drawer tracks.

8. Each piece of equioment used to store classified matter will
bear, posted in a conspicuous place, a list of the names, home addresses,
and home telephone numbers of all persons authorized to open the
squipment and use its contents.

9. A Security Record Certificate will be posted on each piece of
equipment used for the storing of classified material and on each
door to a room which has been declared a restricted or secured area.
On this sheet will be recorded the date and time of each opening,
locking, and checking of the equipment or door and the signature of
the person who psrforms the function. When these sheets become
completely filled, they will be signed by the chief or head of the
organizational unit conecerned and forwarded to Physical Security
Braneh for review

10, Each piece of equipment used for the storage of classified
material will, when open ind in use, bear 2 red card with the print
legend "Open", When it is closed and locked the card will be
reversed to reveal the legend "Closed".

11. Each equipment used to store only unclassified material
will bear a legend to that effect signed by the appropriate unit
Chief or Head.
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12, All forms, cards, and envelopes preseribed in this
memorandum may be obtained from the Publieations and Repreoductions
3rench of the AdjJutant Genere: ‘s ofifice.

FOR THE DIRECTOR:

/glc,"é%?

GEO, E. C
Colonel, AGC
Adjutant Gemeral
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