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Name: DIGT, Augusto - N
Rank: Copt (Itallan Army)
Unit: Cryptographde Seo of SIM (later of SID)

Interrogated: CSUIC, CMF, 8 Sep 4k
1. IREAMALR

Source is 36 yrs old, He woe formerly employed as an enginser by the
Ttalien Midstry of Commmications in ROME, He did mil service in the Artlllery
frem 1930-31 and from 1935+36. During the war he was emplayed by the &'ypto?-up
Sco of SIM (SERVIZIO INFORMAZIONI MILITART) and after the Arwistice (8 Sep 43
worked for the same ses of ‘SID (SERVIZI) INFORMAZIONI DIFESA) He supplied infm
voluntarily.

Dwmotion:  Cgptogrepher Relisbllityy  Good
2.  HIJIORY AND MOVEMENTS

A

1 Nov 39 Sent to Cryptography Cowrse a¥ War Minlstxy,
10 May 40  Joincad Cryrtogrephic Seo of SIM st 48, Via PCLI, ROKE,

4 Jul 4 Promoted Capt. ’

24 Jan 42 |Sent to IERLIN with Col COSMACINI (see App “A") Y@ stwdy

orgn of German CHI ABTEILUNG and the use of

machines, ,

22 Feb 42 Returned to ROME,

23 Deo 42 3Sent to EERLIN agoin to £ind out more about German msthods

and to negotiato far the purchase of HOLLERITH machimss,

end Dec 42 {Ordered baock to ROME by the Gormans,

10 Sep 43 SIM disbanded, Souroo returned to Ministry of
Communioations in ROME, -

7 Oot 43 Ordered to rcport back to SIf, Reported to Dr FOSCHINI,

who had teken over $he Cryptographio Seq, Sent to SIN

HQ at PJ\DUIX.

. 28 Oot 43 %mm.m.
2 Nov 43 t wg.th all other SID offrs to NOGARA (Province of
VERONA). . ~
beg Deo 43 Joined Crypto o Seo of SID at W
STIVIERE = 1:250,000 For* Zone )
,c/ WINPT IT had its offices in the LYCEO GIMNASIO and $he
AvvIATY Aot SCUOLE AVEAMENTO PROFESSIONALE,

25 Feb 44 Seotion orderecd Yy Gormans to stop all activities,

5 ipr L4 Asled to joined Republican Army. Refused,

15 Mpr 44 Diamdssed from SID and told to report to Regiopal Command
at PAHIA. !

2 Moy Lk iﬂsited CASTIGIIONE DETIE STIVIERB to oollsot his lugmpme, |

SID Cryptographic Section still there, but not woridag, e
Source returned to ROME ard remeined there until the
arrival of the Allies,

3.  SIM CRYPTOGRAPHIC SECTION (BEZIONE CRITTOGRAFFIC, SIM) (beg 40~8 Sep 43)
(%)  Orgsmisation, Strenrth and Role

Source states that, in spite of the wide nature of its-dumtles, which
overlepped lnto flelds other thon the purely militery, the SIM Cryptogrephio Sec
oame direotly under the orders of the Army Dranch of SIM,

Por purposes of working the Sec was divided into the following thewe
sub=-seotiona:-~

A

i) Diplomatic Sub~sac
r Re Lar ths. end,_deoiphering of all. diplometin dntars

b -

,«_%. Sub ded into groups dealins with diplomatic sigs traffic of various
- states or groups of states,
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Norwmally dealt with only hich-mrade traffioc, Resylts obtained
would be handed ever to the various aryptographic secs working ia the £4, or in
Italian overseas possessions (e.g, HHDES), To ths reacaxch eIt would be handed
over work which was oonsidered too dfficult to be handled either by the other
sub-secs er by the oryptogrophio secs in the £d, The Sub-sec was further sub-
divided into gps dealing with the mil sigs traffio or various states or gps of
stetos in epproximately the same manner as for the Diplomatic Sub~sec.

111)  Oopperclal Subwseo .

Dealt only with Italian Commercial codes, Its duties seem to have

been mainly the censoring of ooumera traffic and the detection of any attompts
by Itelian firms to insert "codes within ocodes",

Bxolusive of pguards and brderlies, pereonnel employec by the Crypto-
graphic Seo mumbered approx 45, Of these, 16-20 were oryptographers, and ranked
as offrs, The remainder were NCO translators and olerks, the majority being drem
£x6m the CC RR, the remainder from the .rmy. All persomnel, incl guards, normelly
wors civilian clothes, Allotment of personnel between the three sub-seos veried
in proportion to thc volume of traffic and the priority of tasks a¥eny given
moment, Translators and typlats seem to have been pooled between the subw-asecs;
Source gives the. following as a typionl allotment of oryptographers at any one timss~

Diplomatlic Sub-seo

FRANGE and Colonies 2
TURKEY 2
BELGIUM (Prench) 1
SWITZERLAND (French and Gormaon) 1
RUMNIA 1=2
AIN
ICRTUGAL 1 3
LATIN AMERICA (incl MEXICC)
Slav States 1 (later avernge higher : 3=4)
GREAT BRITAIN
DOMINIONS
UsA 2
al so SWEDEN
VATICAN 1
12-16
Military Sub-sec (incl Tesearch) 3=5
Commercial Sub-sec 1
Grand Totnl 16-22

(D) Sources of Traffic

The traffic given to the Cr ptographic Sec for deciphewing was
normally derdved from the following fivc main sources:-

1) TTALORADIO :
11) ITAIC DIE
111) TELEGRAMH OFFICCS
iv) STATIC INTERCECT Stns at 1M (FORTE BRASCHI)
ATTENG./S..VONA
MONC..LIERT /TURIN
VENICD
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v) MOBILE INTERCEPT Stns, incl those in LIDYA (1940-42)
RHOTES (after 1940)
ENNA (Sicily) (until 1943)
LECCE/BRINDISI (until 1943)
FIUME area (after 1941)
RUSSY. (with ARMIR)

PRy

(¢) Location

Work was corried out at 43, Via POLI, ROME, Reconstructed codes,
photostat copies and cryptogravhic reports were kept in three safes in this bldg,

(D) Traffio Handled 9940 ~ 8 Sep 43

Source had knowledre oi’ the following work as having been successfully
oarried out by SIM Cryptographic Sec durins the perlod under review;-

I) Diplomatic Sub-sec
(a) FRANCE

. In 1940 two diplomatic codes were under reconstruotion (no further
details known),

(b) TURKEY

Source states that SIM met with considerable success in its work omn
Turkish treffic, os the latter was found comparatively easy to read, Work was
oarried out on several Turkish codes:=-

1) A foursfigure diplometic code ( two books, one encipher ond one de-
cipher) used with two reciphor tebles, The code-grouwp of four
digits changed after reocipherin;,, by process of substitutions of the
first three digits; thus 1234 Leoome 6894, SIM was in possession
of photostat coples of this cods, but NOT of thc recipher tables,
(Source stafcs thot ThHG Teciphor table used for the ANKARA~BERLIN

/ traffic was rcferred to as thc "ZAFER", and the recipher table used

for the ANKARA-MOSCOW traffic was referred to as the ?"SAKARIA"),

41) A four~figure lplomatic code ("Codice paginato", i.e. one book) with
/ a 4O-firure recipher key, which changed daily. This code was broken
; by SIM Cryptographic Sec on 19 Jul 43.
) A four-figure diplomatic ocods, used by the Turkish Embassy in ROME,
with a 4O-figure reolpher key. This code was referred to as "ROMA",

iv) A oconsular code - one book - with recipher., The cdlear of this code
was reported to be in the Turkish language written in ..rebde -
characters,

¥)7 A four-figure diplomatic code called the "ankwa.". T™his oode was
broken some time before 8 Sep k3. (See para 4.D.a.ii. bolowj . far
details sce App "F").

vi) A five-figure Mil Attaché code, one book, which was in use until 1942,
This oode was broken by SIM, It was replaced by the code desocribed
in para h‘.D.&L .~. below end in App "EY

(e) IEIGIUM

In 1940 SIM wore reading traffic in an old diplomatioc code of which
they had photostat oopies, Source did not remember any details; he believed that
it was a four-figure oode, the first two diglit=: indicatimg the page in the book, and
the latter two the ocode growp,

(@) SwrrzEELAND

’ Until 1941 a diplomatio cods (in Pronch) was being read, After this
E:te the Swiss introduced oipher machinos, and as a result no more decoding work was
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4111 codes were read, as SIM had succeeded in obtaining photostat
oopies of all codes In USE YIENt W to tho period of the Italian Arwistice,
Source states that during the period 1939-43 the Rumanians changed their codes
froquently, but all the colc~books were of approximately the same pattern, and SIM
never encountered sorious difficultics., (For further details see para 4.D,
a.1ii, and &v, belgg.

@)

(e) RUMANIA

(f) FORTUGAL

One diplomatic oode was rcad; Source belicves that it was of the
five-figure type, with recipher table, SIM were in possession of photostat coples
of the code 4tsclf, Each lcgation used different recipher tables, but SIN had
succeeded 1n breaking and reconstructing some of these,

(&) URUGOAT,

One diplomatic code was read, SIM being in posscssion of photostat
copies. Source believes that this code was of the five~figure or four-figure type.
Only traffic MONTEVIDEO-ROME was read,

() cHOE

Onec diplometic code vas read, SIM being i1 vossession of photostat
oopies, This was a fivc-figure code, divided (fcr conveniences) into three con-
secutive books, each with an enciphuring and deciphering sec,

(1) MEXICO

SIM were workinz on three separate codes,

Of thesc, the first two wure of the five-lettsr type ("Codeee paginato®
- one book); btoth contained ebout 20,000pronoungeable gps, and were uscd in cone
jumetion with a daily recinher table worked on the aliding scale principle (thus
6,g. "DABAD" would become “BABAC"), The text of messages was interspersed with
clear, These codes vere ucth read end reconstructed by SIi,

The thira code was of the polyalphabetlo t7p:, with 20 alphabets,
There rere a numbe:r of tables, .bout twenty differcnt tebles were read and
reconstructed by SIM,

\i) SEAIN

Prior to 1939 SIM had succecded in breaking end reconstructing several
dliplomatic chdes which had been used in the late Republican and early FRANCO period,
Source state:, however, that these codes were all out of use " 1939, and so for as
he is ewerse W other Spanish codss were read or reconstructed by SIM,

(x) YCISLAVIA

Sotrce statos that SIM had succeeded in brealdne and reconstructing
the following codes:-

Befo" - Aprdl 14

1) A dip.sastic code (4in fipures) with reciphe», Photostat ocopies werc
availa le,

After Ap+i1 14

13) An USTACHA code (CROAT Statc). Tis was a £d oode, of Germen origin,
edapted t. the CROAT lemguage, Anl uscd in the CROAT Ammy., It was
of the big. &z type, derivel .ro: the DOPPELKASTENSCHLITISSEL (two
snuares eac of 25 lettcrs, where the olcer igram was enciphered by
taking as th- cipher bigram the dingonal opposites, onc from eech
square). Inuse from Jun 41 wntil Jan or Mar 43, Was first reed at —
ROMC, end hendl overito the (?) Eighth Italian Army HQ at FIUME,

1i1) A second USPACH ciphéer, This was a transposition system with in-
complete rectang »,
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iv) 4 code used v~ Marshal TITO's forces, Source believed that this
was o mil code, It was a Fa Code with auvhstitution with bigrams.
(For details sce ‘' "L").

"6 REF™ 1D: AGSSBS

(1) GREAT BRITAIN

Source states that a diplomatic code (mumber of letters unspecified)
was in process of reconstruoction, and was Leing partially read, (Source could
supply 1o further details).

(m) Usa
SIM succeeded in reading the fotlowing codes:~

i) The "BROVN" diplomatic code, Thls is stated to have been of the
: sfive=letter type, Ihotostat copics of this code werc availasble to
“ HDMA

$1) The "STCRET" Military ..tiach¢ code, This is stoted to have been a
yfive-letter code with reciphnr tables, Thotostat copics of the code
wene availeble to SINM, and tle zsearch Sub-sec had succeeded in
reconstructing a number~ of reccipher tablces,

al
111) The "CONFIZENTL.L" litoxy .%%:cac code. This is/:%ated to have
been a five-lctier cods, with rscipher tables, Photostat copies of
.the oode were availabls to 517, 2nd the Research Sub-sec had succecded
¢/ in reconstructing & mmber of recipher tables,

Source believed that onc of the photostat copies mentioned above was
obtained by SIM from the Germans.

(n) SWETEN

One Swedish dipiomatic code was being rcad by SIM, (Sourcc could
supply no furthor details).

(o) VATICIN

Sourcc states that the work on V.TIC.N si~s traffic was cearried out
by Gen G:MB., hcad of the SIM Cryptomraphic Sec, in person, He stated that he
ocarried out this work solcly "for his own sectisfaction". .ifter Gen GAMDA rethred
(sce para 5.1, below) the work was carried on by Capt BENM..

Traffic rcad consisted of two liplomatic codes; both were in use at
the some period of time, and were still curront on 8 Sep L3, Source states that
these were both of the book type floodiec paginnto" - onc book) with trigrems., The
book had 24 pages, each page having 24 blocks, and cach block 24 lines, In each
trigrmn, the first letter indicated the page, the second letter indicated the block,
the third lctter indicated the line, Thus, XY7 meant: "Page X, bloeck Y, line 2",
the latter giving the clear, In nddition, "dud" letters ("NUILE") were somctimes

added, These might be placed anywhero :I.n the messege, but never within the trigrom,

Their exact posn 4in the messapge varied in accordance with the particular Nuncio's
Residence participating in the traffic, Source states that such duds were hot to
be found in every Marconigxram gp of five letters,

sN.:B. Souroce had no knowledge of work having been atterpted on the oipher
of CHINA or J/PiN, He had personally ncver met any member of SIM @xrypto~
grephic Sec with any lmowledge of either Jopanese or Chinese).

II) Army and Resemrch Sub-gec

(o) Army .

p (U L

1) Pighting Prench Army in the Middle East (1942-43)
Souxve belicves mMS 2&‘3&3 the B's'?gn b{msn%&uge thts period. e It

wos handed owver to ths Cryptoorophic Sec on S, and tha latter was res-
wi for the 1phu‘1ng of subseouent messages, For details of this code, see

|
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14) Duridh Army

A polyalphabetic code of five or more alphobets Was read by the
Gryptomrephic Sec at RHODES, (Sourcc could supply no further details),

114) Russian Army

Source knew of a Fd Code whioch had been broken by SIM,

This 1is desoribed as a two-fizure code with a key changing daily,
A snuare of 10 x 10 small squarec contained 100 groups incl the alphabet, figures, l
punctuation marks and a few words, -

iv) Dritish Army

Source has knowledge of four codes which had been read with complete
or partial suwcess by SIM Cryptographic Svc, viz the "SYKO", "ANNA", "CIFHER" and
WAR OFFICE" Codes,

Source desaribes the "SYKO" as a polyalphabetie code with 32 alphabets,
Messeges started with a Key Group of filve letters, which indicated the order in
which the enciphering had been carried out, For example, BOOCK might stand for
13795, The first digit of this key lndicated from which of the first nine
alphabets the enoiphering had beon catried out, Taking the above example as boing
used in the enciphering of a long mcssege,

LETTERS - CIFHER found

¥ith Xey Lotters in clear text in Alphebet No
1 1st 1
3 33rd 3
7 63rd 7
9 89th 9
5 113th 5
and then the 141st letter of message from Llphobct No 41, and so on. e

Source states that the "SIIO" code was broken in ROME and was haﬁ:led-
over to the Italian CryptographieBec workin: with the intercept units in AFRIC,.

The "ANNA" code is desaribed by Source as being on the same prin-iple
as the"SYKO", and its systom was known to STM. The latter did mot concern them-
selves with 1t to any greul extent since, according to Source, it was discovercd
that the "/MNA" code was only used in the course of mil exerclses in the UK ituelf,

The "CIFFER" was o code which, sccording to Source, was used down %o
a comperatively low level in the British irmy. It was used in the UK, end at leest
two of its tablcs were lmowr to the Itallans ns having been used in LIBYA and in th.e
Middle East, The code was oririnally broken by the Germans, who commumicated th3.r
results to the Italians in Jan 42, The "CIFHER" code is described by Source ss
involving the use of a square syd-divided into 26 x 26 smaller squeres, with lettess
for esch column and line, The 676 squares contained words, f£igures, punctuation
maxrks and syllables, Key is beliewed to have changed daily.

The "W.R OFFICE" @ode 1s described by Source &s a fi code, in two
books (encipher and deaipher), reciphcred with a "continus" ey (out of o book).

A copy of the code itself was cogptured in LIDYA early in 1942, and the Germans en-
Joyed a measure of success in bruaking it. The Ivalians obtained it from the
Germans but could not read it on account of the lack of HOLLERTTH mechlnes,

(v) Research

As stetcd above (sub-pars A.ii,) this seo concerned itself chiefly
with work which was considered beyond the immedinte capohilities ol .he othcr sub-
sscs or tho varlous cryptographic partics. In feneral, work seems to bave been o1 a
amall scale; it was not wntil May 43 that the proje:t of obtaining WATSON~CTLLR. IH
machines was realised, and problems Lejan to be tackled the solution of which hed
until then becen attempted by the Germanc. VWork carricd out with the nachires
seems to have heem of a general nature, Source has knowledge of the folloving as
among the tasks undertaken:

1) Statistics of languagu oharacterisiics, such as the ascertaining of
the relativc freouencies of letters and combinations of letters.
ii; Detection of repeats.
113 Statistics of sequences, e,g, TH in English
QU in French
CC in Italian,

-
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iv) In connection with the attempt to break the VAR OFFICE" Code (see
sub-para a.iv, above) work mown as "differencing” was done with the
aid of the tabulating maechine, This was an attempt to break the
swtracter key., The tabulating machine worked out the fiifferences
of frequent gps of code (4in book form), and the differences of gps

in text. Vork in this cormeotion had been carried out by the Germans_
but Source oould not specify the degree of success obtained,

III) Cgmercial Subeseo =~
Source had little knowledge of the work done by this Sub-sec, He
only knew that it worlked as a censorship office on the various Italian Commeroieal
Codes and other Commercial Codes used in ITALY,

(E) Publication of results obtained

Bulletins containing messagcs read by the Cryptographic Sec of SIM
were issucd dajly. These bulletins were typewritten, with ten to fourteen copies,
Distribution varied, nommelly incl:-

The King

Heed of tho Govermment
' Dircector of SIM
Other Depts of SIM
Chicf of Staff
Ministry of Popular Culture,

(®) Seouri

A1l working papers were burnt after perusal,

b, SID CRYPTOGRAPHIC SECTION (Oot 43-Apr bi)
(o) History

Formed as a part of SID at the time of the latter's reconstitution
under Dr FOSCHINI in Sep/Oct 43, the nucleus to form the new 8ec being dreawn from
personnel who had previously served in the Cryptographic Sec of SIM, It was in-
tended that the Cryptographic Seo of thc new SID should fulfil a similer function
in working for the Republican Fascist Forces to that of the old Cryptogrephic Sec
of SIM in worldng for the Italian Armed Forces up to the time of the Italian Arm-
istioe, but the new Sec was given the additional $ask of devising code and eipher
gystems for the use of the Republican Fascist Army (see sub~para D,b, below),

Formation took place in ROME in Sep/Oct 43, and in Oct/Nov 43 the Sec
moved to CASTIGLIONE DELLE STIVIERE (F 2650 - ITALY 1:250,000 ~ Northern ITALY Zone)
taking with them at least some of the codes which had previously been in possession
of SIM (see sub-para D.a. below)., Sour e cxplains that at the time of the Italian
Armistice Gen FANTONI, the then Direcctor of thc Army Branch of SIM, ordered the
destruction of all aryptographic documents, The codes taken with them by SID
Cryptographic Sec were, Source belleves, the only ones which were not in faet so
destroyed,

Source states that during the entire period up to Apr 44 no work on

{current traffic was cexrried out by the Sec, since the Republican Pasolst Forces had,
so far as Source is aware, no intercept stns of thelr own, and all attempts to set

‘ up such stns were frustrated by thc Germans, Source has no kmowledge of the act-

llivities or movements of the Sec after 2 May 44, He believed that it was still
:located at CASTIGLIONE IELLF® STIVIERD, but one rumour sald that it was to be dis-
:banded and that all cryptographic and intercept persormel of SID were to be attached
to various German inter¢ent umits,

(B) Organisation end Strensth

The orgn and functions of the various sub-seos of the SID Cryptographic
Sec was in most rcspects identicel with that of the old SIM Cryptographic Sev %raee
para 3.A, above) but Source stetes that up to Apr 44 the former was designed on a
somewhat smaller soale. The actual cryptographic personnel were divided into
speclalist gps, and it was intcnded that men from the various gps should be sub-
allottcd to the DIPLOMATIC, MILITARY & RCSEARCH or COMMERCIAL Sub=Secs as required,

/In Apr Ui
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In Apr 44 the constitution of these gps was as fiollows (figures in-
dicate strength in offrs),

oC 1
* BEnglish-speaking Nations 1

Turkish

Arabic

Amhario

Greek

Slav Languages

Gensral Cryptographic work

Construction of new codes

VATICAN

Intexroept

)

WS-

e e

Total 16

(c) Loecation

,

On 2 My Lk the Scc was at CASTIGLIONE DELLE STIVIERE (F 2650 - ITALY
1¢250,000 = Northern ITALY Zone) where it had its offices in the LYCEO.GIMNASIO and
the SCUOLE JVIRAMNTO PROFESSIONALE, Sourcc has no kmowledge of any subseauent
change of location,

=%
4
p,\.'\:f,"k' ‘(D) Fork of Seotion (Oct 43~Apr L)

(a) Reading of Foreimn Codos (Diplomatic end Mil Attechf)

As stated above (sub-para L.A,) mo work on current traffic was carried
out during the period under wevicw, The various codes and clphers specified below
are those which were broken and read and cither partly or wholly reconstructed by
SIM before the Italian Armisticc, and which the Cryptographic See of SID took with
them in their move to CASTIGLIONL IELLL STIVIERE, They are mentioned under this
heading because they were thus always available for reading current material and
may in fact be used for this purpose by either Itallian or German cryptographers at
the present time,

i) Tukish Mlitery Attechd™s Code
{c.£, para 3.D,1.b,v1, above, For details see App "E")

Photostat copies of this code were available,

Source states that this ocode is used by all Turkish Ml Attachds., It
is described as a five~figure code with one book f{codice paginato"),

This code was broken before 8 Sep 43 in its entirety, Up to that
date about onc mcasage per day was intercepted, In Apr 44 the code was inthe of{ices
of SID Cryptogrephic Sec at C.LSTIGLIONE DELLE STIVIERE,

41) Twrkish Diplomatic Code
{c.f, pora 3.D,1,b,v, above, For details sec App "P")

Source describes this as thc code used by the Turkish Embassies in
BERLIN and (?)VICHY, It is stated to have bren of the two-book (encipher and de-
cipher) four-figure type.

SIM referred to thls code as thr "Qankoya" and had broken and recons-
tructed it to their own satisfaction by 8 5 ¢p 43. Traffic was intercepted at the
rate of about one message per dsy; *he majority of these concerned chrome negotiation:

In Apr 44 the results obtaincd by SIM in reconstructing thls code were
in the offices of the SID Cryptogrephic Sec at CASTIGLIONE LELLE STIVIERE,

141) Rumanian Diplom tic Code -
{o.f. para 3.D,1.e, above)

This code was in use in Sep 43, SIM had succeeded in reading it,
Photostat coples were evailable,

Sowrce could sup~ly mo furthcer detalls, .
As far as Source kmew, this code was still in the offices of the SID
Cxyptographic Sec at CASTIGLIONE DCLLE STIVIERE in Apr Lk,
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iv) Rumanian Military Attachd Cipher
!c f. pora 3.D,1.e, above, For details sec App "C")

This is desoribed as a transposition cipher with souares each of 3
letters, It had been broken by SIM préor to 8 Sep 43, at which period it was
still in use,

Results of SIM's work in breaking this cipher were also at the offices
of SID Cryptographic Sec at CASTIGLION: IELLE STIVIERE in Apr Lk,

v) Spanish (?) Diplomatic Code

This had been reconstructed ty SIM prior to 1940, at which period it
was no longer in use,

Source statcs that SID Cryptographic Sec bmught coples of this code
with them when they moved to CASTIGLIONE DELLE STIVIERE, but could not explain
their reasons for doing so, since the code had been obsolete for epprox four years,

(v) Production of Codes and Ciphers for Bascist Republican Forces

Sowrce knew only of a Naval Code used by the Army., This was an 0l4
four-figure code, with gps from 0000-9999, used in oonjunction with a new reciphetr
table("soprec ture a chiave contirua”), The reoipher table changed daily, (the
tables for each day being drewn up by hand),

5.  EERSONALITIES
(») SIM Cryptographic Section (1940-43)

The following constitutes a 1list of Italien offrs or WOs whom Source
remsmbers as having worked at one time or amother in, or in liaison with, SIM
Cryptographio Sec, Source stresses that offrs frequently changed appointments or
were sent to the various otryptogrephic parties working abroad or in the fd, although
the actua)l OCs of the depts changed less frequently, Offrs merked $ in this list
were working for SID Cryptdgraphic Sec at CASTIGLIONE IELLE STIVIERE 4in Aor 44 (sec
sub=para B, below),

Funotion or

National ¥ Rank end Name Personal Details

Permanently employed by Gen GAMBA Aged 70, Consldered eccentric,

SIM Cryptographic Seo, but unquestionably the best

of which he was Director oryptographer In ITALY. Rcads

until Spring 43, when he French, English, German, Greek,

was placed in retirement, Rumanian and Turkish, Believed
at present in ROML area,

Preeent Dircctor of SID & Col COSMACINI Regular offr and cryptographer,

Cryptographio Sec, Was At one time traincd recruits

2 /o of SIM Cryptographic for Sec, Belleved at present

Sec until Gen GAMBA's re- in Northern ITALY,

tirement, when he took
over the post of Director,

FRANCE Lt-Col VALLETT: Speaks French, Believed at
present in Northern ITALY.
w Capt BONVINO Engineer, Speaks French.
Thought possibly at present in
ROME aresa,
" 2/t  AcOSTI Speaks Frenoh, Milanese, may

be at present in MILAN,

" SJt-Maj MINA Worked in 1940 with the party
engaged on the reconstruction of
French codes, Present where-
abouts unknown,

-3
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$ Lt-Col CARUSI,
Raoul

Capt NORDIO,
Ernani

Capy MURATTI

Cept GRAMOLA,
(7)Giovanni

Capt \TTISTICH,
(?)Roberto

2/Lt RUssO

Major G.I{F.RO,
(2)Giuseppo

Lt-Col VASSALLO

Cept LUCREZIO

% Lt-Col SCRRAGLI,

Luigl
Z/I.t SMOLCICH
Z/Lt CARELLI
Capt ONESTI,

Bruno

St-Naj NT.LI

$ Cept IE BEIEN,
Gioveani

$ Col CROCI,
JArturo

Z6P_SECRET-

CSPIC/QE/Y L.
Inf offy, Speaks Amharioc amd
Arebio, Belisved at present

in Northern ITALY,

Inf offr, Speaks French,
Believed now living in retire-
ment in Northern ITALY,

Comes from TRIESTE, Speaks
French, Believed at present
in Northern ITALY, .

Inf offr, Served in RHOIES in
42, Speaks Twrkish, Present
whereapouts unknown,

Oav offr, Lived prewvlously in
TURKEY end speaks Turkish,
Present whereabouts unknown,

Inf offr,. Speaks Turkish,
Pre sont whereabouts unknown,

Cryptographer, At one time ran
"Secretariate” of SIM Crypto-
graphic Sec, Of Sicilian arigin,
Spcaks English and French, ~Be-
lieved at present in ROME area,

(?) Arty offr, Speaks Rumanian,
Beligved at present in ROME area.

(?) Inf offr, Speaks Spanish
and Portuguese, Believed at
present im ROME aree,

Aged 60, Previous War Office
employee; cryptographer. Was
recently brought into Army wi‘h
rank of Lt-Col, Comes from
DUBROVNIK, Speaks Serbian and
Croatian, At present in North-
ern ITALY,

Inf offr, Comes from SFLIT,
Speaks Serbo-Croat. On 8 Sep 43
wes in DALMATIA, Believed at
prescnt 4n Garmen Comgentration
Camp,

Inf offr, Speaks Russian,
Believed at present in ROME.

Arty offr, Comes from GENO.,
Present whereabouts unknown,

CCRR.
Germans,

"Peken away" by the

Comes from DALMATIA, Speaks
Slovene, Believed at present
in Northern ITAEY,

Aged 55-60, Civilian pranted
"honorary" rank, Was previously
Italian'Consul in SWEIEN,

Wounded in last war, has a wooden
leg. Speaks English and Swedlsh,
Belleved at present in Northerm
TTALY,
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ENGLISH SPEAKING STATES Cept PIRLO-RULINO Specaks E;xglish. Pre sent
whereabouts unknown,

" Cept LITT. Speaks English, Steted to be
anti-German, Present where-
abouts unkncwn,

" Cept PCRONI Speaks English, At present in
Northern ITALY,
GREFECE ajor GLIFI (No details known).
STICN Cept  TINNA Took ovor this duty on retire~

ment of Gen GAMB. (seeabove),
No other deteails known.

Research Lt-Col SCUDERI, Aged LC=45, Regular arty offr,
Francc sco In Cryptographic Sec since 1939,

Sneaks French and a little Eng-

1ish, Believed at present in

ROME area,
Commercial Sub-sec Lt COLBI (No details known),
Intexrcept Col POTRDLL... We.s OC Static Intercept Stns in
IMLY from May 4C orwards.
" ¢ Lt=Col GIGV.NUZ'I, Jas OC FORTZ BR.SCHI (ROME) In-
Santo torcept Stn in May 4O, Believed
at present in Northerm IT.L¥.
"SERVIZIO "I" DEL .RMIR" Lt~Col TMER Stated to have been OC Cryptographic
(Intelligence Branch of Party with Intercept Units on
Ttalian Army in RUSSLA) Russian front.

Secn in ROME in Jul U4,
(B) SID Cxyptoprsphic Section

Sourcc stetes that in .rr 44 this S.c employed the following offrs,
all of whom were at that date in C STIZLIOITT LilTJE STIVIERE,

Function or

National Gp Ramk and Name Personel Details
oC Col COSt~..CINT (See sube~para /. above),
ENGLISH STR.KING ST-TES Col CROCI, (See sub~mara A above),
arturo
TURKEY ‘0lso .rabic and  Lt=Col C RUSI (Seo sub=para . above),
Jwmharic)
SLAV SPATR Lt-Col SERR.GLI (S'e sub-para . sbove),
" Cept TE BLILN (Sec sub-para .. above),
GREECE(also TURKEY) 2/Lt .PIRIO DVIL., Drother of Marcello below, (No
Qodolfo dtails given),
General Cryptography Major de ' ITT (Vo details given),
" Capt  (HITINI, (No details given),
Rafecle
" Lt USLENGHT (No details given),
" Lt F RIO BELL.., Brother of Rodolfo above, (No

Marcello other details given),



REF ID:A65381lg4
® ®

- -9z~ pomicois g
SSUC /X 4.
Construction of new (7) It ATT, Brother of Alberto delow, (No-
typographic codes Carlo other detalls given),
" AMATY, Brother of Carlo above, (No
Aberto other details given),
Intercept 24t CLRLINI (No exact dstails given),
n 2/14 MERIO (No exaot details given).
(c) Italisn Liaison Of 3 with German C
Maj DENARX In BERLIN in Jan 42,
Maj LA TORRE ' Replaced the above in BERLIN in Deo 42,
(?DELLA TORRE)
(D) Pors¢nalities in SID (Reoconstituted SIM)

B FOSCHINI Source states that thiz man supervised the
reconstitution of SIM (rensmed SID) after the
Italian Armistics, and ocoupled the post of
Director,

Lt<Col de IEO Replaced Dr FOSCHINI (after the dismissal of
the latter in Feb 44) as Direotor? of SID,

Lt=Col DAL NEGRO Ocoupied an unspecified post in SID in Northarn
ITALY in Oct 43. Recalled to ROMB in Nov 4J,

Lt-Col PAOLIIRD Suocoeded the above in Northern ITALY in Nov 4J.

(E) Germean Persommsl lialsing with SIM and SID
Col KEMP : KEwPE _  Believed by Sowrce to be Director of the
== (oww/cw) CHLABTEILUNG in GERMANY,
L ]

Col FFENNER Actual title "MINISTERIALRAT" stated to be in
charce of Diplomatic Branch of Germean Crypto-
grephic Scotion.

Meg MANG Stated to be in charpe of Military Branch of
German Cryptorraphic Sectilon,

(P) Italian Naval and Adr Force Cryptographers

(Naval Ranks)

Cept DE MONIE OC Naval Cryptographic Seotion at CASTIGLIONE
DELIE STIVIERE,

Lt TRAMMAROLLO At CASTIGLIONE DELLE STIVIERE in Apr 4k

Lt GAETANO (Previously at VOLTA MANTOVANA (F 3842) ITALY:

MAspmn BARBAGALLO 1:250,000 « Northern ITALY).

Mdspmn BENINI

(Air Foroe Rank)

Wing-Cmdr SAL'RIS OC Air Force Cryptographio Seotion at CASTIGLIONE

(Lt=~Col) TELIE STIVIERE in Apr 44,

6. MISCELL.\NEOUS

(4)

Notes on Italien Ciphers

Source was -not well acquainted with Jtallian oiphers. He supplied the

following infm spontaneously, and NOT in answer to detailed questioning.

/Befare Sep 43
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Before Sep 43 the Gormans supplicd the Italians with a mmber of
ENIGMA Cipher Machines, Italiens were instructed in the method of operation,
ARMIR (the Italian Army on the Russian Froant) used this type of machine for comm
with ROME, Source statos that these machines ware als used.dy the Italian Forues

in LYBYA, Sowrce belisves that one machine of this type is at presext located at
YOI2A MANTOVANA, and that another is at CASTIGLIONE IELLE SFIVIERE, -

(8) Zrsining of Italian Oryptographic Persomel

The course Sowrve attexnded, in Nov 39, was tho ssventh or eighth of
its kind, The first is believed to have bean held shortly after the war in SPAIN,
When the course assembled there were about 4O0-45 students, all offrs (regtl, staff
and sigs). The course lasted from 1 Nov 39 to 1 Mar 40, At $he end of the
couxse, 10-15 studdtnts were retained for a fuxrther Advanced Course which lasted
from 1 Mar LO to 4 Mey 40, The other studonts went as oxypto specialists with
Intercvept units or as oipher offrs with sigs units,

The course was direoted by Col COSMACINI, Giuseppe, and was held 4n
a bldg adjoinming the Italian Ministry of War, It included lectures on the
theoreticel side of oryptogrephy and practical exeroises, Far the latter, students
worked in gps of two or three. Reports were made on the work of the studsnts by |
the Directing Staff, .

Tng included singlc and double transposition, playfair - ingd ye-
oiphered playfeir (by means of "systems" oalled BIFIDI and TRIFIIT) ~ polyalphabotio
oiphers and grid oiphers, Studonts on the Advenced Course were trained in booke
breaking (single book and emoipher and decdphor books "CODICI INTERVERTITI").

A.G.B,
I )
. T /?// /f (’Z{h,«‘zt,p{
C.S,D.I.C,, / .S (R.P,F, EDWARDS)
COM.F., LHO’-.

20 Sep Ly, Comdt, CSDIC,CMF,
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SQURCR!S VISIPS TO BERLIN (4s mentioned in para 2 of attached report)
(a) Qbject of First Visit

%\r\ge was sent to BERLIN together with the 2 1/o0 SIM
Cryptogxraphic s Co INI., Col COSMACINI was charged with the mission of
obtaining infm on tho general orgn of the Gerwan Cryptogrephioc Service, on its
working and on speoific problems comnected with aryptogrephic work, Infm was

also to be acquired on the use of perforated card machinca (patent WATSON-HOLLERITH).
Source 444 not accompany the Col on all his visits but was able o gein a gemeral
idoa how the Gexman Service worked,

(b) German Cryptoprephic Servige (CHI ABTRILING).
1) Orgenisation

The Sec was divided into two distinot sub—-secs or brenches, viz
Diplomatic and Mil, The Diplomatic Branch was directed by Ministerialrat (= Col)
FFENNER and the Mil Branch by Maj M\NG. The whole Sec was commanded by Col KEMPF,

Matecrial was sent to the Sec from the Intercept Stns (? "H" Stellen)
soattered all over GERMANY and the oocupled countries, At the time of Sowrve'!s
visit there werc two stns on the Russlan front, two in FRANCE, ome in GREE(CEm and
one in LIBY.,

All the work on the diplomatic side was done in BERLIN while the work
on the mil side was done almost wholly outside BERLIN, The offices in BERLIN were
grouped mainly in the TIERGARTEN distriot (M\TTEIKIRCHE PLATZ, VIKTORIA STRASSE,
STANDARTEN STRASSE and GRAF SPEE UFER), \

4i) Methods and Success achioved

As far as Souwrce ocould judge the Germans were achieving success (R
the mi1l side, oxgopt for the "grid" (griglic") and "Type X" ("Typo X"). He aid
rot have a chanoc to study their methods tail but believed that they were
normel - interrogation of PW, captured doos and streight oxyptographic worl,

At BERLIN work on the mil slde was concerned with problems of a

" gemeral nature and the treatment of systems which could mot bo broken either at

the front or by detached secs in GERM.NY,

111) Musewn and Leboratory

In BERLIN Source pald a visit to a small leboratoxy-cun-museun where
machincs were kept which carried out quick substitutions of letters and mumbers,
grephs, statistios of letters, bigrems and trigrems, Any avallable type of cap-
tured mechine was also held therc - Souree saw the Frenoh HAGELIN C 36,"Type X"
without rollers (drums) and a Russian mechine, He oould give no details on the
working qf the machines as he only sew them onoe, They were all built with tele-
phone eqpt, tables (with commutators) and jacks, selestors and releays,

iv) Greup dealing with perforated oard machines

The gp dealing with perforated cerd machines was large and employed
ebout thirty rorsons not incl those working on perforators and verifyers (cheokers).

Sowroc stetes that work was being done on meohines whioh had beem
requisitioned ir. PARTS, These machincs weres-

a) terforators, hand and motor driven, for figures and letters

with or without cheok ("controllo sad.venti"s.
verAfyers - -
dwp.isators - T
selectors !
tabulrtors, alphabbticel and mmeriocal,

[ B¥-TK-J~4

A1l the meohines ren on 110 (120?) Volt DC,
The work ocarricd out was of a statlstical nature on at least 10,000

letters derived from original texts for the various languages on which they worked,
The following wexe ocalculated;-

a) frequemocies of bigrams and trigrems for these .ahguages,
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b probability of combinations of lectters,
frequencies of poligrums in various texts and "statistiche e
oatena”, 4,8, the mmber of times lotters combine and their
repaats, N
d statistios on treffio if the various transmitting stns,
substitution of mmbers (figures) and letters for reciphered
texts,
£) meking of "dAfferences” and books of "differences” from the
higher frequenqy code~wordis employed with reoipher keys, This
type of work was osrricd out in particular in the case of materieal
dexived from the “WAR OFFICE" Code.

In order ¢o oliminate tho effect of regiphering a tabulating maohine
was awtomatiocally doing the work of differencing between a certain gp of one text
and 50 maxy other gps of other text plecoed in such & wanner as to be capsble of
being reciphered by means of the sams gp of the "continuwus" keoy,

(o) Results of visit

On his retwn to ROME Source made a report to the head of SIX on what
he had seen. As & result it was decided to undertaks experiments in ITALY én a
amall scale with perforated card machines, with a view to expansfion Should they
prove of useo,

Plans were made to hirc . msohindfrom 5,4, WATSON 4n MILAN, Things
wont very glowly and before the hire comtract was signed Source was sent to0 BERLIN
again, because in ITALY there were no tebulators whioh without wodifications would
have been oapable of working out the dfferences,

(8) Segond wisit to FERLIN .

In %}gﬁome visited BERLIN again but echieved poor results, The
Germans preferred 10 send ope of their teohmiolens (Herr SCHENKE) to ROME, rather
than let him see their installetions again, They assuwred him these were being
moved to amother locality, "in some woods". 2aissm -

The tochnioclan got in tousch ;au the fiym WATSON and proposed the
exchange of somwe Itallan madhines for a tebulating machine of the type D11 (Garman),
This exchange was offeoted, The subsequent Mire oontract stipulated the hire to

the Italian Cryptogrephic Sec of 12 machimes, perforeting, selecting, awpliceting
and tabulating maohdnes,

(o) Tork oarried out by the Italians with the machines

About ten "lots" of work were carrled out by the Ttalians, They
includeds Statistics for 10,000 letters for English, French and Spanish; a"chain-
statistics” (statistioa a catena) for e Fremch system; a frequengy count on an
Americen code in prooess of reconstruction and a small volume of "differences” for

a Twrkish oode,
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Cods, stated by Sovroe to have been used by TITO's Porces in
YUGOSLAVIA {see pare 3.D,K.k,iv, of report),

TABIE with 676 Sguares (26 x 2)
A B_GC
31} m T
s |2
3L ]
Ein
B
v - T
]
1 i
E H ! N - I n H

ehm 676 squares contained figures, words, punctustion merks, names,

X
2. The alphabets (letters outside the squares) were moved sbout, text
in the sguares was pot changed, (Alphabet moved "en bloc").

b The KEY in which message was enciphered was given at the begimning of
the message, It took the form of a Indlcating the posn of
the firct letter of the alphabet or

[ o etters showing the posm of
8 cartain square which ocontained a word or a figure,
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EXNEIES

2 7 n 2 2 3 %
LA BOCCA som:% DAL FIERO PASTO QULL PEC/T,OR FORBENDOLA, .,

2 4 4 3 6 5  EpoipheronKey %1305

t ‘s lvl gl g| 4| stertfron the top lef¥ nand comer
jJ ~.{ diagomally to bottom right hand

corner, continue from top right hand

L A 0 0 ] U corner diazonally to bottom left
hand gorner rnd ‘! rn rc orddne to

F T B 0 c E ew £111 in L anune S0 w3, from
on o Lo, 0.,

I 0 L 0 A L
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Seocso0e sbooee ....... 000008 G00QCE9QO S0000 /

JOLALL ELDECP EQAATO 1n erorm . oi five
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2) L\'BOO&'\'SOLLE.

b) vo‘m.r'.[m:. RO P.x.sro'q.\m.'P.}:cm

Décipher on key g{lﬁ

Marconigrem text is filled in the
36 squares (6 x 6) 4n thc normel
mamner, The 12 lectters on the
diaponels are taken out end
written down (and oancelled in
the square). Then prooceed as

for enciphoring, as per key,

ENCIPHER; GENER.L ST.FF FOR POPESCU STOP F y A
UEHRER WAN/TS TO SEE OONDUCATO
SPOP FLEASE INSTRUCT & TOR
24 1. _ 3 _ 65 2 &_1_3 65
l )
ejo¥ric nfL_i_T slecyr; ul B
o' {olul s ‘ Rl sy A}l c] | W
.__.+--- —)tee e 4 -4 |-
Pip |N| 7| ol sl s{ 1] o; ¢ s
- i 1# - btk Bk —E - hidiie Bneen il 4
E{F alelafr} L E]l Nl O] 2| 7!
o I T sl S ST P i J— .
(8 F |R 3 'R:3|lol ol 2y Ly s{R®r
S A TG N . A e S
(F vir ', N & sv|l1,0}E|X]|E
The text on the Mearconigram reads

1) either GOPOR LOEOU SEFEN eto,,

11) (R, Af the text ooowpied more than one 36 lotter souare, it was oopied in

a straight line;

GOFCR LIACP UEQEO USERS eto,,




O.f. 'pl!'a .D.n.a.i.. of report.

As stated in the above para, this code is believed first to have
been bivken by the GCermans, It was later bmlcanby SIM, who handed 4t over for
use to the FHODES Cryptogrephic Party,

Source desoribos it as a trfigram code 1aid out 1ike a book, the wards
in the olear paxrt deing laid out in alphabetical order, in blooks of 10-12, thus
formdng a ocolumn, There were 40-50 blooks or colwms,

lo-0:5°
Az v oL, - Ll -
T e ", 10

M A ;Az
D | sbandonner
C |aborder
J |ebsolut
Z
K
P

+ —-—-1

| ;

A R R —
N . ' -
4 ]
. -4
|
+

Thus "ebandormd® or"abandonmer® was encoded D82, "absolut" - JAZ, etc,,

The first letter in the trigrem was the key to the 1line in the block
and the 2ooond and third indicated the block itself, The keys were changed every
month,
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TURKISH MILITURY /TT.CHE!S COIE

C.f, paras 3.D,I,b,vi, and 4.D,a,i. in attached report.

As stated in above pera, this code was broken by SIM before 8 Scp 43,
In &pr 4l the results obtained by SIM were in the offices of SID'Cryptographio
Section at CASTIGLIONE DELIE STIVIERE, Photostat copics were avalleble,

Code 4s dcsoribed as e the one book five-figure typc, with the
following charactexristios:

~00-
bir (one) 020
" "
L] n

" "
L)
" n

=99-

Each page contained a number of three-figure gps (Gps from 000-999),
The Pages ere., numbered both at the top and at the bottom, say page one: 00 at
the top, 99 at the bottom, Thc number (word stending far figure) one (bir) 4s
encoded on altermate months 00020 and 99020, .
A

Pare 4 of the book contains;

Numbers (onc gp oply for cach)
The alphabet (two gps for cach letter: One for the unaltered
LATIN letters, and one for Latin letters adapted to the Turkish

language, sgy 001 for C
and 002 for ¢ (tch).

Pages 2-3 of the book comtein: punmctuation marks, eto.,

End peges of the book contains gecogrephiocal names,

. Voxy oftten the encoded version of the message is reciphercd by meane
of a five-figurc addition key ("chiave addittive"), say 00020
1

~A22
21172 (Mon oarrying addition),
Messages had the address in olcar wordeds

THRKGE MILITATRE ATTACHE

HERLIN, LONDON, Eto., and startcd with a five-figure gp.
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C.f, paras 3,D,I,b.v. and 4,D,a.44, 4in atteched report,

As stated in the above para, this code was byoken by SIN before 8
Sep 43, In Apr Ak the ruultsobtunedfvsm\vm lnthoolﬂusctsm&,wo—
graphio Seotion at CASTIGLIONE IELLE STIVIERE,

Oode {s described as being of the two=book (enoipher and dsoipher)
four-figure type., Pages oontained gps for words, gyllables, letters of d:phﬁd‘
and figures, and punctuation merks,

The gp for a letter of the dphnbetwmndhmdm;m“
well, There aye code-gps for the same figures, letters of the
punotuation marks icles such as -DA, ~IE, ~JEN used t0 indicate the onu
in the Geciensions of mrkiah mns, eto,,

Wordlinoleu-cnthepag,elorthabodqrboomeMh
alphabetical order, for were thay in blocks Beginning with the ssme letter, o.g

BERLIN 0001
’ TAXE 0002
) 0003
ONE 0004
A 0005, eto.,

The emodeatextmmdphwedbymmof a [O-figure key, which
changed every seven-ten days, (One lemgth of key reciphered tem code gps or
eight Narcomigrem gps),

: NO check gps were used with this oode,

Address and signature of messege were in clear, Message did NOT

oontain eny "key gp" ("gruppo di riconoscimento"),
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