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SECTION I

INTROJUCTORY RIMARKS

r

The essential difference between monoalphabetic and

polyalphabetic substitutione . « o ¢.6 ¢ ¢ ¢ &
Primary classification of polyalpnabetic syetems. .
Primary classification of periodic systems. « « »
Sequence of study of polyalphabetic systems « o« « &

1. The esssntial difference between monoalphabetic and polyalpha-
betic substitution. - a. In the substitution methods thus far discussed
it has been pointed out that thier basic fegture is that of monoalpha-
beticity. From the cryptanalytic standpoint, neither the nature of the
cipher symbols, nor their method of production is an essential feature,
although these may be differentiating characteristics from the crypto-
graphic standpoint. It is true that in those cases designated as, mono-
alphabetic substitution with variants or multiple equivalenis, there is
a departure, more or less considerable, from strict .monoaljhabeticity.
In some of those caBes, indeed, there may be available two or more wholly
indepondont sets of equivalonts, which, moreover, may aven ba g§rrangod
in tho form of completoly soparate alphabots. Thus, whilo a loose tor-
minology might pormit one to dosignate such systoms as polyalphabotic,
it is bettor to roserve this nomonclature for thoso casos whorein .poly-

alphabeticity is tho essonco of tho method, spocifically introduced with
tho purpose of imparting e positional variation in tho substitutive
oquivalonts for plain-toxt lottors, in accordance with somo rulo diroctly
or indiroctly connactod with the absoluto posgitions tho plain-toxt lottors
occupy in tho mossago. This point calls for smplification.

be In monoalphabotic substitution with variants tho objoct of having
difforont or multiplo oquivalonts is to suppross, so far as possiblo hy
simplo mothods, tho charactoristic froquoncios of tho lottors occurring
in plain toxt. As has boon notod, it is by muans of thoso charactoristic
froquoncios that tho ciphor cquivalonts can usually bo idontifiod. In -
thoso systoms tho varying oquivalonts for plain-toxt lottors aro subjoct
to tho froo cholco and caprico of tho onciphoring clork; if ho is caroful
and consciontious in tho work, ho will roally moko uso of cll tho diffor-
ont aquivalunis affordod by tho systom; but if ho is slip-shod and hurriod
in his work, ho will uso tho samo oquivalonts ropoatodly rathcr than tako
pains and timo to rofor to tho charts, tablos, or diagrams to find tho
variants. Moroovor, and this is a crucial point, ovon if tho individual
onciphoring clorks aro oxtromoly caroful, whon many of thom omploy tho
samo systom it is ontiroly impossiblo to insuro a comploto divorsity in
tho onciphormonts produccd by two or moro clorks working nt difforont
mossago contors. Tho rosult is inovitably to produco plonty of ropoti-
tions in tho toxts omanating from sovor-l stations, nnd whon toxts such
ns thoso aro all cvnilablo for study thoy aro open to solution, by ~n com-
pnrison of thoir similaritios nd difforoncos.
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g¢e In true polyalphabetic systems, on the other hand, there is
egtablished a rather definite prodedure which automatically deter-
mihéet the shifts or changes in equivalents or in the manner in which
they are introduced, so that these changes are beyond the nomentary
vwhia or cholce of the enciphering clerk. ther the method of shift-
ing or changing the equivalents is scientifically sound and suffie
elently complex the research necessary to establish the values of
the cipher characters is much more prolonged and difficult than is
the case even in complicated monoalphabetic substitution with variants,
as will later be seen. These are the objects of true polyalphabetic
substitution systennss The number of such systems is quite large, and
it will be possible to describe in detail the cryptanalysis of only
a few of the more common or typical examples of methods encountered
in practical military cryptanalysis.

rd. The three methods, (1) mono-equivalent monoalphabetic substi-
tution, (2) monoalphabetic substitution with variants, and (3) true
polyalphabetic substitution show the following relationships as regards
the pquivalency between plain-text and cipher-text units:

A. In method (1), there is a set of 26 symbols; a plain-
text letter is alwayvs represented by one and only one of these
symbols; conversely, a symbol always represents the same plain-
text letter. The equivalence between the plain-text and the
(cipher letters is constant in both encipherment and dscipherment.

- - Bs. In method (2), there is a set of 264y symbols, where n
may be any numberj; a plain-text letter may be represented by 1,

2y 3, ¢es different symbolss conversely, a symbol always repre-
sents the same plain-~text letter, the same as is the case in
Elethod (1). The equivalence between the plain-text and the cipher
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letters is variable in. encipherment but constant in deslpher-
m“t. i

c. In method (3), there is, as in the first method & set
of 26 symbols; a plain-text letter may be represented by 1, 2,
3, ‘ees, 26 different symbolsj conversely, a symbol may: represent
l, 2, 3y ese.26:different plain text letters, depending upon
the system and the specific key. The equivalence between the
plain-text and the-ciphey lptters ig variable in both angipherr
nent and deciphermbnt. . -

2. Primary classification of polyalphabetic systems. - a. & pri-
mary classification of polyalphabptic systems into two rather “distinct
types may be made: (1) periodic systems and {2) aperiodic systems.
\lhen the enciphering process involyes a crypiographic treatment which
is repetitive in character, and whith results in the production of
gyelic phenomena in the cryptographic text, the syastem is termed periodic.
dhenr the enciphering process is not of the type described in the fore-
going general termsg, the systen is termed aperiodic. The substitution
in both cases involves the use of two or more cipher alphabets.

bs The cyclic phenomena inherent in a periodic system may be
exhibited externally, in which case they are said to be patent, or they
may not be exhibited externally, and must be uncovered by & preliminary
step in the analysis, in which case they are said to be latent. The

1 There is a monoalphabetic method in which the inverse result
obtains, the correspondence being constant in emcipherment but yariable
in decipherment; this is a method not found in the usual books on cryp-
tography but in an essay on that subject by idgar Allan Poe, entitled,
in some editions of his works, "A few words on secret writing" and,
in other editions, "Cryptography". The method is to draw up an encipher-
ing alphabet such as the following (using Poe's example):

Plain -ABCDOE H

F G 2
Cipher - SUAVIT IR

IJKLHENOYQISTUVWIXY
1 INRE

NHODOFORTITZIR

In such an alphabet, because of repetitions in the cipher cbpponent,
the plain-text equivalents are subject to a considerable degree of
variability, as will be seen in the deciphering alphabet:

Cipher ~ABCDEFGHIJKLUMNOPQRST
Flain - C mGo0 B KJL dAATF
. U XN Q R
Z 4 v T

Y

VWXYZ
b

U
B

This type of variability gives rise to ambiguities in decipherment. A
cipher group such as TI3, would yield such plain-text sequences as REG,
FI16, TEU, R3U, etc., which could be read only by context. No system of
such a character would be practical for serious usage.
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periodicity may be quite definite in nature, and therefore deter-
rminable with mathematical exactitude allowing for no variability,
in which case the periodicity is said to be fixed. In other in-

atances the periodicity is more or leas flexible in character and
even though it may be determinable mathematically, allowance must
be made for a degree of variability subject to limits controlled .
by the specific system under investigation. The periodicity is in
this case said to be fléxible, or ariable within limits.

3. Primary classification of periodic systems. - ga. reriodic
polyalphabetic substitution systems may primarily be cldssified into
two kinds.

(1) Those in which enly a few of a whole set of cipher
falphabets are used in encinhering individual messagss, these
alphabets being employed repeastedly in a fixed sequence through-
out each messaze. Because it is ususl to employ a*secret word,
- phrase, or number as a key to determine the numher, identity,
and sequence with vhich the cipher alphabets are employed, and
this key is used over and over agaia in encipherment, this
wethod is often called the reneating-alphabet systea. It is
also sometimes referred to as the pmultiple-alphabet system
because if the keying of the entire message be considered as
‘8 whole it is composed of multiples of a short key used repe-
titively." 1In this text the designation "repeating-key system"
will be used.

* (2) Thoae in which all the cipher alphabets comprising
the complete' s'st for the system are employed one after the other
progressively in the encipherment of a message, and vhen the
last alphabet of the series has been used, the encirherer be-
gins over again with the first alphabet. This is commonly re-

ferred to as a grogrgssizg-alphabgt system because the clpher
alphabets are used 1n progression.

4. Sequence of study of polyalphabetic systems. - a. In the
studies to be followed in comnection with polyalphabetic systems,
the order 'in which the vork '7ill proceed conforms very closely to
the classifications made in paragraphs 2 and 3. teriodic polyalpha~
betic substituiion -ciphers will come first, bvecause they are, as a
rule, the simpler and because a thorough understanding of the prin-
ciples of their analysis is prerequisite to a comprehension of how
aperiodic systems are sclved. But in the final analysis the solution
of examples of both types rests upon the conversion or rsduction of
polyalphabeticity into momoalphabeticity. If this is pessible, solu-
tion can always be achieved, granted there are sufficient data in

French terminology calls this the “double-key method", but there
is 20 Ioglc in such nouenclature.
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the final monoalphabetic distributions to permit of solution by re-
course to the ordinary nrinciples of frequency.

b. First in the order of study of par1odic systems will come
the analysis of repeating-key systens. Sqmp of the.more simple
varieties will be dlscussbd in detail, with examples. Subsequently,
ciphers of the progressive type will be discussed. There will then
follow a more or less detailed treatment of aperiodic systems.,

SICPION II :
CIMIZR AL-HABITS FOR FOLYALISABSTIC SUBSTITUTION

. Paragraph
Classification of cipher alphabets upor’ the basis of
'bhe:l.rderivat:l.on..........u-.--.-.
Primary componentd ard secondary alphabets. « « o ¢ o o &
Cipher disks and cipher SqUAres + « « « o o o+ o s « o o »

L

~ W

[
-

5. (lassification of ciphar alphabets upon the bagis of their
derivation. - a. The Bubstitution processes in polyalphabetic methods
involve the use of & plurallty of cipher alphabets. The latter may
be derived by various schemes, the exact nature of which determines
the principal cnaracteristlcs of the cipher alphabets and plays a
very important role in thé preparation and solution of polyalvhabetic
cryptograms. For these reasons it is advisable, before proceeding
to a discussion of the prlnciplea and methods of analysis, to point
out these various types of c1pher alphabets, show how they are pro-
duced, and how the method of their productioh or derivation may be
made to yleld important clues and short-cuts in analysis,

b. A primary classification of ¢cipher 'alphabets for polyalpha-
betic substitution may be made into the two following types:

(1) Independent“or unrelated cipher alphabets.
(2) Derived or interrelated cipher alphabets.

¢.  Independent cipher alphabets may be disposed of in a very
few words. They are merealy sepirate and distinct alphabets showing
no relationship to one another in any way. They may be compiled by
the various methods discussed in rars. 44 - 48, inclusive, Bection IX
of Special Text No. 165, Elementary lilitary Cryptography. The solu-
tion of cryptozrams written by means of such alphabets is rendered
more difficult by reason of the absence of any relationship between
the equivalents of one cipheér alphabet and those of any of the other
alphabete of the same cryptogram. On the other hand, from the point
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of view of practicability in their production and their hendling
in cryptozraphing and decryptographing, they present some diff1-
culties '/hich make them less favored by cryptographers thar tipher
alphabets of the second type.

de Derived or interrelated alphabets, as their name indicates;
are most cormonly produced by the interaction of two p~iiary com=-

ponents,” which when juxtaposed at the vaslous 901nts of coincidence
can be made to yleld secondary alphabets.

6. lrimary components and secondary alphabets. - Two basic,
slidable sequences or components of n characters each will yield n
secondary alphabetss The conponents may e classified according
to various schemes. For cryptanalytic purposes the following classi-
fication will be found useful:

CAS3 A. The primary components are both normal sequences.

(1) The sequencgs proceed in the same direction. (The
secondary alphabets are direct standard alphabets.)

(2) The sequences proceed,in opposite directions. (The
secondary alphabets are reversed standerd alphabets
and are reciprocal.)

Cads 3. The primary components are not both norual sequences.

(1) Tue plain component is normal, the cipher component
is a mixed sequence. (The secondary alshabets
are mixed alphabets.)

(2) Tne plain component is a mixed secuence, the cipher
component is normal. (Ths secondary alphabets are
mixed alphabets.) ’

(3) Both components gre :ixed sequences.
(a) Components are identical mixed sequences.

I. bSequences proceed in the same ulreqtlon.
(T™e secondary alphabets are mixed alpha-
bets.) (rnr. 23)

! 1 see rar. 37, Special Text ¥o. 165.

See Fars. 49 and 59, Special Taxt No. 165.
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II. Sequences »roceed in opposite directions.
(The secondary alpaabets ars recizrocal
‘. a1xed alrhabe.s.) (rer. 38)
(b) Components are different mixed sequencas. (The
secondary al habets are mixed alnhabets.,
(rar. 39)

7. Cipher disks and cipher squares. - a. Reference 1s now
ade to rars. 60 - 62, Section XII, Special Text Ho. 1565, wherein
was shorm the equivalancy thet subsists between the rcsults produced
by sliding primary components and civher disks and square tables of
the Vigenere type. In all cases the results produced by the succes-
sive juxtapositions of two sliding couponents may be duplicated by
using a cipher square; the converse relationship 1s true only vhen
the columns or rows of the cipher square shov symmetry; that is,
the sequences in the columns or rows are identical but merely dis-
alaced 1, 2, 3, ..+ 1ntervals successively.

b. In cryptanalytic studies it 18 usually more convenient and
aseful,_yherever possible, to consider the problem fron the point
of view ofﬂsliding components rather than c¢ciphner sguares.

SECTION IIX

THEORY OF SOLUTION OF RErBEATING-KIY SYSTEMS
Paragraph

The three steps in the analysis of repeating~key systems. . 8
First step: finding the length of the periode « ¢ o« o ¢ o « 9
General remarks on factoring « « « o o ¢« ¢« o o o ¢« ¢ s o o » 10
Second step: distributing the cipher text into the

component monoalphabets « « &+ o ¢ « ¢ ¢ o o 4 o 0 0 s o1l
Third step: solving the monoalphabetic distributions. . . « 12

8. The three steps in the analysis of repeating-key systems. =-
a. The method of enciphering mccording to the principle of the re-
peating-key, or repeating alphabets is adequately.explained in rars.
57 and 58 of Special Text No. 165, Elementary salitary Crsptography,
and no further reference need be made at this time. The analysis of
a cryptogram of this type, ragardless of the kind of cipher alphabets
employed, or their mothod of production, resolves 1tsolf into throe
distinct and successive stops.

(1) Determination of tho length of tho ropeating key,
which is tho samo as the detormanation of the oxact number of
alphabots involved in thu cryptogram;
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(2) Allocation or distribution of the letters of the
cipher text into the respective cipher alphabets to which
they belong, which reduces the polyalphabetic text to mono-
alphabetic terms;

(3) sAnalysis of the individual monoaljhabetic distribu-
tions to determine plain~text values of the cipher letters

in each distribution or alphabet.

b. The foregoinz steps will be treated in the order in which
mentioned. The first step may be described briefly as that of
determining the period. The second step may be described briefly
as that of reduction to monoalphabetic terms. The third step way
be designated as identification of cipher-text values.

9. First step: finding the length of the period. -~ a. The
determination of the neriod, that is, che lensth of the key ot the
number of cipher alphabets involved in a cryptojram enciphered by
the repeating-key method is, as a rule, a relatively siaple matter.
The cryptogram itself usually manifests externally certain phenonena
vhich are ths dirsct result 'of the use of a repsating key. The .
principles involved are, however, so fundamental in cryptanalysis
that thair elucidation warrants a somowhat detailed treatizent.

This will be done in connection with a short examnle of encipherment,
shown belov in Fig. 1.

b. HRegardless of what system is uaed,lidentical plain-text let-
ters enciphered by the same cipher alphabset™ must yield identical
cipher letters. 3Referring to Fig. 1, such a condition is brought
about every time that identical plain-text letters happen to be en-
ciphered with the same key-letter, or every tiae identicel plain-text
letters fall into the same columm in the encipherment.2 Ho since
the number of coluums or positions with respect to the key is very
limited (except in the case of very long key words), and eince the
repetition of letters is an inevitable condition in plain text, it
follows that there will be in a message of fair length many cases
where idsntical plain-text letters must fall into the same column.
They will thus be enciphered by the same eipher alphabet, resulting,
therefore,; in the production of many identical letters in the cipher
text. 'hen identical plein-text polyzraphs fall intolidentical

1 I} is to be understood, of course, that cipher alphabets with
single equivalents are meant in this case.

The frequency with vhich this condition may be gxpected to occur
can be definitely calculated. A discussion of this point falls beyond
the scope of the present text.
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columns the result is the formation of identical cipher-text poly-
graphs, that is, repetitions of groups of 2, 3, 4, «.. letters are
exhibited in the cryptogram. Repetitions of this type will hereafter
be called gausal repetitions, because they are produced by a definite,
traceable cause: the encipherment of idéntical letters by the same
cipher alphabets.

g+ It will also happen, however, that gifferent plain~-text
letters falling in different columns will by mere accident produce .
identical cipher letters. Note, for example, in.Fiz. 1 that in
Column 1, Ry becomes S; and that in Column 2, Hy also becomes PR
The production of an identical cipher letter in these two cases
(that is, a repetition where the plain-text letters are different
and enciphered by different alphabets) is merely fartuitous. ‘It is,
in every day language, "a mere coincidence", or "an acecident". For
this reason repetitions of this type :/ill hereafter be called-acci-
dentel repetitions. Such repetitions will, of course, happen fairly
frequently with individual letters, but less frequantly with di-
graphs, because in this case the same kind of an” "actident" must take
place twice in succession. Intuitively one feels that the chances
that such a purely fortuitous coinecidence will happen two times in
succession must be much less than that it will happen every once in
a while in the case of single letters. OSimilarly,' intuition makes
one feel that the chances of such accidents happening in the case of
three or more consecutive letters are still less, than in the case of
digraphs, decreasing very rapidly as the repetition 1ncreases in
length. This phenouenon may, however, be dealt alth statistically,
taking the matter outside the realm of intuition. °

de Suppose that gll 26 letters of the alphabet are placed in
e hat and shaken up. what is the probability of drawing any speci-
fied single letter in a single drawing? Obviously 15;. Suppose
that all 676 pairs of letters, each pair being writter on a separate
slip of paper are similarly placed in a hat, uhat is the provablility
gi_érawing anysspeclfied digraph in a single drawlng Obvio&sly
o or 533 imilarly, for trigraphs the probability is T7aTe

_lg s for tetragraphs, 1 or _l. ; and in general, for any
456,976 264 .
polygraph the probability is "%E vhere n is the Iengﬁh of the poly-
2

graph. However, tlre student here is concerned mot '/ith the theoret-
ical results of a single drawing of a letter or'a polygraph but with
the theoretical results of tyo or imore successive drawings. =HReturn-
ing to the case of the 26 letters in a hat, suppose a letter is drawn,

- -

1 Or, if single letters are used, vhat is the probabllity of drawing
any specified pair of letters in two successive dkawings, the first
letter drawn being replaced before drawinz the second?
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recorded, and replasced in the hat. A second drawing is now made.
‘hat is the probabllity that the letter drawn the second time is
the same as the one drawn the first time? Again the probabllfty’
is L., becapss tha letter to be drawn on the firat trial was not

% » The phenomenon of interest here is not the ldentity of
the letters that turmed up in the two successive drawinge but merely
vhether or not the letiers that turned up in the two successive
drawings are idontical; they may be 2 i's, 2 B's, 2 C's,, and.80 on.
Coming now to the case of digraphs, the reasoning is the same. Sup-,
nose a 8lip containing a digraph is drawn, recorded, and replaced.

A gsecond drawing is then made. ‘that is the.probability that the
digraph dram the sescond time is the same as that drawn the first
time? Again the probability is 3%3 y since the digraph to be drawn

on the first trial was not g pggifigg and mersly occurrence Or non-
occurrence of repetition is of interest. Thus, the reasoning may

be carriad on as before to cover repetitious polygraphs of n letters,
and it may be set down that the probability for the occurrence of a

ropetition of p letters is 1.
268

8+ Suppose that in a cryptogram containing exactly 80 letters
there occurs a repetition of a tetragraph. What is the probability
that this is a purely accidental phenomenon? Let the matter be
reasoned out as follows. In 80 letfers there are 77 successive
tetragraphs (assuming that ihe message &s 'a whole cannot be considered
as cyclic, so that the 78th, 79th, 80th and lst letters do not form
another tetragraph). Of these 77 tetragraphs, only 73 are available
for study after a given tetragraph has been specified initially as
the baa1s for a repetition. For exnmpie, suppose the first tetra-
graph tIsYz is apeclfied5 a repetition of USY: is sought. Since, as
explained above, in perfectly homogeneous random text the probability

of occurrence of a repetition of e te+ra raph is 1 and since
P gragh 456,976
there are in this case 73 tetragraphs which may be examined to see

whether or not any of them coincides with the initially specified
tetragraph USYZ, the probability that a sacond USYR will accur in

» l 3 7 c _—-1——
this moessago puroly by accidont is 233?553 y approximately 250 or

roughly -3%55 « In othor words, such an agcidental repetition may

be expacted to occur on the average only about once in 6300 cases.

The odds ageinst its being an accidental repetition are therefore
sufficiently great to lead to the conclusion that it is nof, accidental,
but gausal; and the cause is in this case quite easy to 8ée. A poly-
graph repeated in the plain text was actually enciphered by identical
alphabets. In order for this to occur, it was necessary that the
polygraph fall both times in exactly the same relative position with
respect to the key. Note, for example, that USYZ in Fig. 1 represents
in both cases the plain~text polygraph THEA. The first time it occur-
red it fell in p051tions 1-2-3-4 ‘with respect to the key; the second
time it occurred it happened to fall 'in the very same relative posi-
tions, although it might just as well have happened to fall in any of
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the other three possible relative positions with respect to the key,
viz, 2-3-4-1, 3-4-1-2, or 4-1-2-3. In fact, the word "happened"
correctly expresses the case, for the insertion or deletion of a
single plain-text letter between the iwo occurrences would have
throwvm the second occurrence one letter forward or backward, respec-
tively, and thus caused the polyzraph to be enciphered by a seguence
of alphabets such as can no longer produce the cipher jolygraph USYE
from the plain-text polygraph THEA.

£. If a count 1s made of the number of letters from and in-
cluding the first USY3J to, but not including, the second occurrence
of USYE, a total of 40 letters is found to intervene between the two
occurrences. This number, 40, must, of course, be an exact multiple
of the length of the key. Having the plain-text before one, 1t is
easily seen that it is the 10th multiple; that is, the 4-letter key
has repeated itself 10 times between the first and the second occur-
rence of USYE, It follows, therefore, that if the length of the ey
were not known, the number 40 could safely be taken to he an exact
niultiple of the length of the key; in other words, one of the factors
of the number 40 would be equal to the length of the key. The word
"safely" 1s used in the preceding sentence to mean that the interval
40 applies to a repetition of 4 letters andi the chances that this
repetition 1s accidental are extremely small (roughly 1 in 6300).
The factors of 40 are 2, 4, 5, 8, 10, and 20. So far as this single
repetition USYE is concerned, 1f the length of the key were not known,
all that could be said about the latter would be that it is equal to
one of these factors. The repetition by itself gives no further in-
dications. How can the exact factor be selected from among a list
of several vpossible factors?

5,

ge gygt all the repetitions in th> cryptogram be listed. They

are ag f6llows (note underscoring in the cryptogram):

USYES ECPMP LCCLN XBWCS OXUVD

AXIPL IBCIJ USYEE GURDP

T
YBCX OFPJW JEMGP XVEUE LEJYQ

1 On the other hand, the insertion or deletion of this one letter
might bring the letters of some other polygraph into similar columns
8o that another repetition would be exhibited in case the USYZ re-
petition had thus been suppressed.




REF ID:A64561

- 13 -
lst USYE to 2d

c
o
<
{ca]

40 letters. F“tors 2, 4’ 5,_. 8, 10, 20.

&

2d US to ad 36 letters. Factors 2, 3, 4, 6, 9, 18.
C

to 24 52 letters. Factors 2, 4, 13, 26.

lst PL  to 2d

&

24 lettera. Factors 2, 3, &,'8, lél

I

1st BC to 24 16 letters. Factors 2, 4, 8.

18

1st CX to 24 25 lettere. Factors 5.

I

hs Are all these repetitions causal repetitionst¢ It has been
seen that the odds against the USYE repetition being accidenial are
about 6300 to 1; the odds &against the 2-letter repetitions heing
accldental are only.about 9 to 1. Experience indicates that much
mbre weight is to be attached to a single 4-letter repetition than
to a half dozen or sq 2-letter repetitionsj nevertheless, it will
be noted that every one -of the 2-letter respetition intervals except
the last' contains the factors 2 and 4, as does the interval 40 for
the 4-letter repetitioh. This means that if the cipner is written
out in either 2 columns or 4 columns, all these repetitions (except
the last) would fall into the same columns. From this it follows
that the length of the key is either 2 or 4, the latter, on. practical
grounds, 'being wmore probable than the former. Doubts concerning the
matter of choosing.between a 2-letter and a 4-letter key will be
dissolved .v'hen the cipher text is distributed into its gomponent
monoliteral frequency .distributionsa.. .

i. The repeated.digraph CX in the foregoing message is an acci-
dental repetition, as will -be apparent by referring to Figi l. Had
the message been longer there would have been more such accidsntal
repetitions, but, on the other hand, there would be a propqrtionately
greater number of causal repetitions. This is because the phenomenon
of repetition in plain text is so all-pervading. .

J. Sometimes it happens that the cryptanalyst duickly notes a
repetition of a polygraph of four or more letters, the interval be-
tween the first and second occurrences of vhich has oaly two factors,
of which one is a relatively small number, the other & relatively
high incommensurable number. - He uay therefore assume at once that
the length of the key is equal to the smaller factor without search-
ing for additional .recurrences upon which to corroborate his assump-
tion. Suppose, for example, that in a relatively short cryptogram
the interval between the first and second occurrences of a polygraph
of five letters happens to be a number such as 203, the factors of
which are 7 and 29. Lvidently the number of alphabets may at once
be assumed to he 7, unless one is dealing with messages in which the
correspondents -are knawn to use long keys. In the latter case one
could assume the number of alphabets to be 29,
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k. The foregoing methed of determining the period in a poly-
alphabetic cipher is commonly refer-red to in the literature as
"factoring". Becauss it is an apt term and is brief, it will be
employed hereafter in this text to designate the process.

10. General remarks on factoring. - 2. The statement made in
Par. 2 7ith respect to the eyclic phenomena said to be exhibited ’
in cryptograms of the periodic type now becomes clear. The use of
a short repeating key produces a periodicity of recurrences or rep-
etitions collectively termed "cyclic phenomena," an analysis of
which leads to a determination of the length of the period or cycls,
and this gives the lenzth of the key. Only in the case of relatively
short cryptograms enciphered by a relatively long key does factoring
fail to lead to the correct determination of the number of cipher
alphabets in a repeating-key cipher; and of course, the fact that
a cryptogram contains repetitions whose factors show constancy is
in itself an indication and test of its periodic nature. It also
follows that if the cryptogram is not a repsating-:xey cipher, then
factoring *rill show no definite results, and eonversely the fact
that it does not yield definite results at once indicates that the
cryptozram is not a periodic, repeating-key cipher.

b. There are two cases in which factoring leads to no definite
results. One is in ths case of monoalphabetic substitution ciphers.
Here recurrences are very plentiful as a rule, and the intervals
separating these recurrences may be factored, but the factors will
show no gongtancyj there will be several factors common to many or
nost of the recurrences. This in itself is an indication of a mono-
alphabetic substitution cipher, if the very fact of the presence of
many recurrences falls to impress itself upon the inexperienced crypt-~
analyst. The other case in which the process of factoring is non-
significant involves certain types of nonperiodic, polyalphabetic
ciphers. In certain of these ciphers recurrences of digraphs, tri-
graphs, and even polygraphs may be plentiful in a long message, but
the intervals between such recurrences bear no definite multiple
relation to the length of the key, such as in the case of the true
periodic, repeating~key cipher, in which the aljhabets change with
successive letters and repeat themselves over and over again.

g Factoring is not the only method of determining the length
of the period of a periodic, polyalphabetic suvstitution cipher,
although it is by far the most common and easily applied. at this
point it will merely be noted that vhen the message under study is -
relatively short in comparison with the length of the key, so that
there are only a few cycles of cipher text and no long renpetitions.
affording a basis for factoring, there ars several other methods
available. However, it being deemed inadvisable to interject the
data concerninz those other methods at this point, they will e ex-
2lained subsequently. It is desirable at this juncture merely to
indicate that methods other than factoring do exist and are used in
practical work.
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11. BSecond step: distributing the cipher text into the com-
ponent rmonoalphabets. - &. After the number of cipher alphabets .
involved in the eryptogran has been ascertained, the next step is
to rewrite the messhage in groups corresponding to the length of
the key, or in columar fashion, whichever is more convenient, and
this automaticully‘divides up the-text so that the letters belong-
ing to the same cipher alphabet octupy- similar positions in the
groups, or, if the columnar method is used, fall in the same column.
The letters are thus allocated or distributed into the respective
cipher alphabets to which they belong. This reduces the polyalpha-
betic text to monoalphabetic terms.

b. Then separate monoliteral frequency distributions for the
thus isolated individual- alphabets are compiled. For example, in
the case of the cipher on page 9, having determined. that four
alphabets are involved, and having rewritien the message in four
columns, a frequency distribution is made of the lettsrs in Column
1, another is made of the leétters’ in Column 2, and so on for the
rest of ths columnsv Each Of the resulting distributioms is there-
fore a wonoalphabetic frequency distribution. If these distributions
do not give the irregular crest and trough appearance of single
frequency distributions, then the analysis which led to the hypothesis
as regards the number of alghabets -involved is fallacious. In fact,
the appearance of these individual distributions may be considered
to be an index of the correctness of the factorinz process; for theo-
retically, and practically, the.individual distributions constructed
upon the gorrect hypothesis will fend to conform more closely to the
irregular crest and trough appearance of a single alphabat frequency
distribution than will the graphic tables constructed upon an in-
correct hypothesis. - .

12. Third step: solving the monoalphabetic distributions.
The difficulty expérienced in analyzing the individual or isolated
frequency distributions.depends mostly upon the type of cipher alpha-
bets that is used. It is apparent that mixed alphabets may be used
Just as emsily as standard alphabets, and, of course, the cipher
letters themselves give no indication as te which is ths case. How-
ever, just as it was found that in the case of monoalphabetic, sub-
stitution ciphers a monoliteral- fraquency distribution will give
clear indications mhether the cipher alphabet is a standard or a
mixed alphabet, by the relative poaitions and extensions of the
crests -and troughs in the table, so it is found that in the casse of
repeatlng-kay ciphers, monoliteral fraguency distributions'for the
isolated or individual alphabets will also zive clear indications
as to whether these alphabets are &'tandard alphabets or mixed d1pha-
bets. Only one or two such frequency distributions are necessary
for this determination; if they appear to be standard dlphabets,
similar distributions can be made for ths rest of the alphabets:
but if they appsar to be aixed aiphabets, then it is best to compile
triliteral frequency d;stributions for all the alphabets. The
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analysis of the values of the cipher letters in each table pro-
ceeds along the same lines as in the case of monoalphabetic ciphers,
The enalysis is more difficult only because of the reduced size of °
the tables, but if the message be very long, then each freguency
distribution will contain a sufficient number of elements to en-
able a speedy solution to be achieved.

SECTIN IV
RIPEATTHG-KCY SYSTEMS WITH STAVOARD CIPHER ALPH..BETS

Yaragraph
Solution by applying principles of frequency. ¢ « s« « = » 13
Solution by completing the plain-component sequence » . . . 14
Solution by the "probable-word method"s o« ¢« « ¢+ o« ¢ = ¢« « &« 15

13. Solution by applying principles of frequency. - g&. In
the light of the foregoing principles, let the following crypiogram

be studied: ,
KESSAGE
1 2 3 4 5

A ﬂ.ingJg Y JAMEI ZYMWM JMIGX NFMLX
B ETIMI ZHBHR AYMZM ILVME_ JEKEUTG
C DPYXHX QURHQ LHVRM JAZNG GZYVYXE
D HLUFM P2JMNY CHUAS HKQGK IPLWP
2 aJ2XI GUMTYV DFPTEJ ECMYS QYBAV
F ALAHY POEXW PVNYE EYXEE UDPXR
G BVZ2VI zZII1IVO0 SPTEG XUBBR QLLXP
H WwWrQaeX NLLLE PTIKW DJZXI GOIOI
J Z2LANV KFMWF NPLZI OVVEM ZKTXG
K NLMDF AAZXI JLUFM P2JNV CAIGT
L UAWPR NVIWE JKZAS ZLATPM d85
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A search for repetitions discloses the following short 1ist of most of the
longer repetitions, with the intervals' and fdctors below 11 listed {for
previous expgrience may lead to the ‘conclision that it'is unlikely that
the cryptogram inyolves more {han 10 aIphabcts, showing the” number of

recurrences which ' it does)‘J ’ .
J y

Repetition Location Interval = ' -Foctors
LUFMPZINVC Dl, K3 - 160 - 2, 4y 5, 8, 10
JZXIG ElL, B, 90 2, 3, 5, 6, 9, 10
BE ., B, 127 . 35 3,579
PIE E3, G3 . 50 . %, 5,10 .
QeK - © Db, HL 85 .5,
UKH AL, C2 55 s
ZLA J1, L4 65 ° 5
AS D3, 13 175 - 3, 5, 7
£ L My S5 s
Fil A5, D1 57 . 3
Fi A5, J2 185, ' 5 ”
'} 3z, 4. 12 . 2, 3, 4, O
Fil 34, K3 R0 2, L, 5, 10
FM . ) K?’. L4 . 30 % ¢ ?., 3, 5, 6, 10
' JA : A2, C4 60 2, 3, 4L, 3, 5, 10
. LA F1, J1 75 3, 5
L LA J1, L4 65 5
1L ~ - G5, HE 10 .0 2,5
NL D1, H2 - 105 _, 3y 5, 7
NL H2, K1 L5 3, 5,
VX c1, C5 20 8, 00 0y b

Y™ A3, B3 25 5
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be The factor 5 appears in all but two cases, each of which
involves only a digraph. It seems almost certain that the number
of alphabets i1s five. Since the text already appears in groups of
five letters, it is unnecessary ito rewrite the message. The next
step is to make a monoliteral frequency distribution for Alphabet 1 .
to gee if it can be determined whether or not standmrd alphabets '
are involved. It is as follows:

Alphabet 1.

-
’ ' I ] b v

-
»

- = . £
QRSTUVIXYZ

Ce Although the indications are not .very iclear cut, yet if one
takes into consideration the small amount of data the assumption of

a direct standard alphabet with W, & Ap, is worth further test.
Accordingly a similar distrabution is made for Alphabet 2.

Alphabet 2.

= M
r"erli“

=

-7
P

=HH

it
<l
w1l
[ R

RS

ol

EN

et
i

1

IR

BCDEFG! i X
ds There is every indication of a direct standard alphabet,
with H, = Ap. Lot similar distribution be made for the last threo

alphabets. They are as follows:

Alphgbet 3.

(=)  HET
H
[
i
1y, 1]
1
i
11
({11}
T
21
)
NN

ABCDEFGH LENOPQRSTUVWXY?Z
Alphabvet 4.
ABCDEFGHIJKLMNOPQRSTUVHWIXYZ
Alphabet 5.
Z2- 2.z Z _=_:ct= 2=
ABCDEFGHIJKLMNOPQRSTUVWXYZ
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@e After but little experiment it is found that the distribu-
tions can best be made to fit the normal when the followainz values
ars assumed:

Alphabet 1 -- 4y = W,

. Alphabet 2 -~ hp = H

. A;I.phab’e'b 3 -- “"P =

]
.
o

Alphabet 4 —- A = T,

'~ Alphabet 5 -- A

n
()
a

£. Note the key word ziven by ‘the successive equivalents of
Ap. WHITE. The real proof of the correctness of the analysis is,
of course, to test the values of the solved alphabets on the crypto-
gram, The five complete clpher alphabets are as folloWs.

Ylajin -~ ABCDEFGHIJKLMNOPQRSTUVWXXY?Z

. 1-WXYZABCDEFGHIJKLMNOPQRSTUV

2-IIJELMNOPYQRSTUVWXYZIBCDEFG

Cipher 3 ~- IJKLMNOPQRSTUVWXYZABCDEFGH

. 4-TUVWXYZABCDEFGHIJXLMNOPQRS

5-EFGCHIJKLMNOPQRSTUVWXYZABCD
Fig.'%

g« Applying these valuas to the flrat few groups of our mes-
sagey the following is found:

12345 12345 12345 12345 12345
Cipher ~AUKHY JAMIXII Z2YMWM JMIGX NFMLX...
Plain ~3NCOU NTERZ DREDI NFAWNT RYEST...

h. Intelligible text at once results, and the solution can now
be completed very cuickly. The cofiplete message is as follows:

ENCOUNTERED RED INFANTRY ESTIMATED AT ONE REGIMENT AND MACHINE
GUN COMPANY IN TRUCKS NEAR EMMITSBURC. AM HOLDING MIDDLE CREEK

’ NEAR HILL 543 SOUTHWEST OF FAIRPLAY. WHEN FORCED BACK WILL
CONTINUE DELAYING REDS AT MARSH CREEK., HAVE DESTROYED BRIDGES
ON MIDOLE CREEK BETWEEN EMMITSBURG-TANEYTOWN ROAD AND RHODES
MILL.

2+ It 1s obvious that reversed standard alphabets may be used.
The solution is accomplished in the same manner. In fact, the now .
obsolete cipher disk used by the United States Army for a number of
years yields exaclly this type of cipher and may just as readily be
solved. In fitting the isolated frequency distributions to the normal
direction of "reading" the crests and troughs is merely reversed.
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14. Solution by completing the plain-component sequence. - &.
There is another method of solving this type of cipher, which is
worthwhile explaining, because the underlying principles will be
found useful in meny cases. It is a modification of the method
of solution by completing the plain-component sequence, already
explaeined in Far. R0 of Part I. '

bs After all, the individual alphabets of a cipher such as ,
the one just solved are merely standard direct alphabets. It has
been seen that monoalphabetic ciphers in which standard cipher alpha-
bets are employed may be solved almost mechanically by completing”
the plain-component sequence. The plain text reappears on only one
generatrix and this generatrix is the same for the wholé messags..

It is sasy to pick this gemeratrix out of all the other generatrices
because it is the only one which yields intelligible text. Is it

not apparent that if the same process is applied to the cipher letters
of the indiyidusl alphabets of the cipher just solved that the plain-
text eguivalents of these letters must all reappear on one and the
same generatrix? But how will the generatrix which actually contains
the plain-text letters be distinguishable from the other generatrices,
since these plain-text letters are not consecutive letters in the
‘plain text but only letters separated from one another by a constant
interval? The answer is simple. The plain-text generatrix should

be ‘distinguishable from the others because it will show more and &

better assortment of high-frequency letters, and can thus be se-

lected ‘hy the ove froa the whole set of generatrices. If this is
done with all the alphabets in the c ryptogram, it will merely be

necessary to assemble the letters of the thus selected generatrices
in proper order, and the result should be consecutive letters form-
ing intelligible text.

g+ An example will serve to make the process clear. Let the
same message be used as before. Factoring showed that it involves
five alphabets. Let the first ten cipher letters in sach alphabet
be set down in a horlzontal line and let the normal alphibet sequences
be completed. Thus:
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gs If now high-frequeney gener:

-2l -
Alphabet 1 Alphabet 2 Alphahet 3  Alphabet 4 Alphabet 5
AJZJNZZATJ  UAYMFTHYLK KGO T.IBJVU  HKVGIRHZMT  YTUXXTRMIG
BKahOFABJK  VBZRGUIZIL  INNJIJCN IV - ILXHMNIANU  ZJNYYJSNFH
CLBLFGBCKL  wWCAOHVJANYM  HIOOKOKDOXW  JLYINOJBOV  AKOZZKTOGI
DUCL.QHCDL¥  XDBPIWKBON  NPFLPLEZPYX KWZJOXKCPY  BLPAALUPHJ
INDNRIDEMN  YECYJXLGPO . OQQUQMF)ZY  LOAKPOLDTX  CMOBRMVNIK
FOROSJIFNO ' ZFDRIYMDRP  PRRNRNG2AZ  PBLRMIRY  DNRCCNWRJL
GFFPFIKFGOP  AGESLZNIRMN . 1BSOSOHSBA  NQOIRSWFSZ  EOSDDOXSK
HQGIULGHPY  BHFTUAOFSR  RTTPTYITCB  ORDNSTOGTA  FPTIEPYTLN
IRHRVMHIQR CIGUNBPGTS  SUUQUQJUDC - PSROTUPHUB . r GAUFFZUMO
JSIS'NIJAS  DJHVOCOHUT TVVRVIKVED QTFPUVAIVC  HRVGGRAVNP
KTJTXOJKST EKIMNPDAIVU UJISISLFEZ RUGQVWRITID  ISTHHSB.JOQ
LUKUYPELTU FLJXQISJ )V  VXATXTRXGF SVHRIMSKXES  JTXIITCXPR
LVLVZQLLUV  @YRFTICKW  WYYUYUNYHMGe TWISXYTLYF KUYJJUDY)S
- NULWARMNYY  HHNLZSGULYX  XZZVZVOZIHE:  UXJTYZUMZE — LVZKL.VZZRT
OXIXBSHO/X  IOMATHVMZY  YARWATPAJI  VYKUZAVNAH .. LWVALLWFASU
PYOYCTOrXY J/NBUIUNAZ  ZBDXBXBhJ  TZLVABWOBI  NXBIIEXGBIV
GZPZDUrQYZ  KJQOCVIXOBA  ACCYCYRCLK  XAF/BCXPCJ  OYCWNYHCUW
RAQAZVJRZA  LRPDWKYPCB BODZDZSO:L  YBNXCDYIDK  PZDO0ZIDVX
SBABFISAB  MBQEKLZ(DC  CABAGATENII ZCOYDIZRIL  QAIPPAJEJY
TCSCGXSTBC  NTRFYMARSD DFFBFBUFON  ADPZIFASFiE  RBFQBKFXZ
UDFIHYTUCD OUSGZNBSF3  ZGGCGCVGPO  BxNAFGBTGN  SCGARRCLGYA
VIUSIZUVDE PVTHAOCTGF FHHIHDWHQP CFRBGHCUHO  TDHSSIHZB .
WFVFJAV/IF  QJUIBPDUHG GIISIZXIRQ  DGSCHIOVIP  USITTENIAC
XGYGKB JXFG RXVJCQZIVIH HJJFJFYJSR  SEHTDIJZJJIQ  VFJUUFOJBD
YHXHLCXYGH SYWKDAFHNI  IKKGKGZKTS  FIUIJKFXKA: WGKVVGYKCE
ZIYN:DYZHI  TZXLESGAKJ  JLLHLBALUT GJVFKLGYLS  XHLWHALDF
f 'Fig. 3

atrices underlined' in Fig. 3

are selected and their letters are juxtaposed in columuns, the con-
secutive letters of intelligible plain text immediately present

themselves.

Selected
Genera-
trices

Thus:

For Alphabet 1,

For Alphabet. 2,
For Alphabet 3,
For Alphabet 4,

For Alphabet 5,

EN

NT

Columnar DR
juxtaposition NF
of ° RY
letters from I
selected DA
generatrices ER
M E

ND

generatrix §
generatrix 20
generatrix 19
generatrix 8
generatrix 23

Fig. 4

ESmHbnrbEQ

SR o I I

=

Hok WS
H=FE=a
H o kR
R
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GrrHEEHEAMEC

DI N
ARAED
TINM
OGTA
NIACGC
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lain text: GNCOUNTERED REJ INFANTRY ESTIMATED AT ONE
REGIMENT AND BL.C « « o+ «

ge BSolution by this method can thus be achieved without the
compilation of any freguency tables whatever and is very quickly
attaineds The inexperienced cryptanalyst may have difficulty at
first in selecting the generatrices which contain the most and the
best assortment of high-frequency letters, but with increased practice,
a high degree of proficiency is attained. after all it is only a
matter of experiment, triml, and error to select and assemble the
proper generatrices so as to produce intelligible text.

£. If the letters on the sliding strips were accompanied by
numbers representing their relative frequencies in plain text, and
these numbers were added acress each generatrix then that generatrix
with the highest total frequency would theoretically always be the
plain-text generatrix. JFractically it will be among the gemeratrices
which show the first three or four greatest totals. Thus, an entirely
mathematical solution for this type of cipher may be applied.

g+ If the cipher malphabets are reversed standard alphabets, it
is only necessary to convert the cipher letters of each isolated alpha-
bet into their normal plain component equivalents and then proceed as
in the case of direct standard elphabets.

he It has been seen how the key word may be discovered in this
type of cryptogram. Usually the key is made up of those letters in
the successive alphabets whose equivalents are A,. Sometimes a key
number is used, such as 8-4-7-1-12, which means merely that Ag is
represented by the eight letter from A (in the normal alphabe
the first cipher alphabet, by the fourth letter from A in the second
cipher alphabet, and so on. However, the method of solution as illus-
trated above, -heing independent of the nature of the key, is the same
as befors.

15. Solution by the "probable word method". - &. The common
use of key words in -cryptograms such as the foregeing makes possible
a method of solution that is simple and can be used where the more
detailed method of analyeis using frequency distributions or by com-
pleting the plain-component sequence is of no avail, so that in the
case of a very short message which may show no recurrences azd give
no indications as to the number of alphabets involved, this modified
method will be found useful,

be Briefly, the method consists in assuming the presence of a
probable word in the message, and referring to the alphabets to find
the key letters applicable when this hypothetical vword is assumed to
be present in various positions in the cipher text. If the assumed
word happens to be correct, and 1s placed in the correct location in
the message, the key 1ettera produced by referring to the alphabets
will yield the key word. In the following example it is assumed that
reversed standard alphabets are known to be used by the enemy.
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MESSAGE
MDS5TJ LQCXC KZASA NYYKO LP

ge Ixtraneous circumstances lead to the assumption of the pres-
ence of the word AMMUNITION. One may assume that this word begins
the message. Using sliding normal alphebets, one reversed, the
other direct, one proceeds to find the key letters by noting what
the successive equivalents of Ap are. Thus:

IFNDSTJLQC X C equals
ANMUNITION, then the key lettera (= Ap) are
MPENWTJKLP.

The "key" does not spell any intelligible word. One therefore shifts
the assumed word one letter forward and another trial is mads.

IfPDSTJLQCXCK equals i
AMMUNITION, then the key letters (= Ap) are
DEFDYYVFQZX.

This & l3o yields nv intelligible key word. One continues to
shift the assumed word forward one space at a time until the follow-
ing point is reached: .

IPLQCXCKZAS A equals
AMMUNITIORN, then the key letters (= Ap) are
LCORPSSIGHN.

The keylstands out: It is a cyclic permutation of the name SIGHAL
CORFS.

de If the assumption of reversed standard alphabets yields no
good results, them direct standard alphabets are assumed and the
test made sxactly in the same manner. Solution by this method i1s
inevitable when the correct word has been assumed and its correct
position ascertained. Here again is an example of the efficacy of
the "probable word" method. Furthermore, as will be showm subse-
quently, it can also be used s a last resort when mixed alphabets
are employed.

It should be clear that since the key word or key phrase repeats
itself during the encipherment of such a message, the plain-text word
upon whose assumed presence in the message this test is being based
may begin to be enciphered at any point in the key, and continue over
into its next repetition if it is longer than the key. When this is
the case it is merely necessary to shift the latter part of the se-
quence of determined key letters to the first part, as in the case
noteds LCORPSSIGN is transposed into SIGN...LCORFS, and thus SIGNAL
CORPS,
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g It will be seen in the foregoing method of solution that
the length of the key ies of no particular interest or consequence
in the steps taken in effecting the solution. The determination
of the length and elements of the key coues after the solution
rather than before it. In this case the length of the period is
seen to be eleven (SIGNaL CORIS). .

£. The foregoing methad is one of the other methods of deter-
mining the length of the key (besides factoring), referred to in
Par, 10 Ce

S5ACTION V

REPEATING-KEY SYSTEMS WITHE MIXED CIFHZR ALPHABETS, I.
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16. Reason for the use of mixed al»habets. - a. It has been
seen in the examples considered thus far that the use of several
alphabets in the same message does not greatly camplicate the analysis
of such a cryptogram. There are three reasons why.this is so:
Firstly, only relatively few alphabets were employed; secondly, these
alphabets were employed in a periedic or repeating manner, giving
rise to cyclic phenomena in the cryptogram, by means of which the
number of alphiibets ‘could be detertmined; and, thirdly, the cipher-
alphabets wers known alphabets, by which is meant merely that the
sequences-of letters in both components of the cipher alphahets were
known sequences. " .

be In the case of monoalphabetic ciphérs it was found that the
use of a mixed alphebet delayed the dolution to a considerable degres,
and it will now be.deen that the use of nmixed alphabsts in polyalpha-
betic ciphers renders the analysis much more difficult than the use
of standard alphabets, but the solution is still fairly easy to achieve.
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17. Interrelated mixed alphabets. - a. It was stated in Far. 2
that the method of producing the mixed alphabets in a polyalphabetic
cipher often affords clues which are of great assistance in the anal-
yais of the cipher alphabeta. This is so, of course, only when the
cipher alphabets are interrelated secondary alphabets produced by
sliding componentss+ Reference is now.made to the cldssification set
forth in Par. 6, in connection with the types of alphabets which may
be employed in polyalphabetic substitution.- .It will be seen that thus
far only Cases X(l) end (2) have been treated. Oase B(1l) will now be

discussed.

be Here one of the components, the plain component, is the normal
sequence, while the cipher component is a mixed sequence; the sliding
of the two components yielding mixed .alphdbets. The mixed component
may be a systematically-mixed or a random-mixed sequence. If the
successive alphabets produced by :the sliding of iwo such components
are set down as in the case of the .Vigenbre Square, a symmetrical square
such as that shovm in Fig. 5 results therefrom.

~
|

Flain:

b

MO HQEUQANERSOL Edb NN Y TR
ErRuHQEUuOuwmHuodEdbBrNgXdww|
pERuHQEgQWIIHA WO 2SN nola
OWhLARuHQEHDQAUEUXN RV O wZ S i N <K XA

AWImANoWUE<dbEIINNRNNMAOCR T RAOHO G|
-
”.
-

-

1
[]
t

e—

Moo gMmyHOEYLOAWEHENOIEd B b
FrRKMXdhoTRARGUHOESpOwXNHPOoO LX< W
BN NMOOhOT RN HOEDOO AN 5 <O
SN UOUORTEXRgHOSUDOAOWXHD O Jd R «do
<PL.NRMORooTFRuHQEHOU OO XS WO <4 =R
ZakBUNKMOROgRRGHOROD QW EAE L O Ui
LESPEHENKKMNOQUO i RaHQ Ry QWA N ole
OuWZdbhbNEXCOUOgERGHORD QWA Wk
WO LZLpHMETNKMOOOERGHO RO O WA
HYOUE <SP L NRXCRO T ERGHAE W QW e
Ml WoLE<SrHPNXCONOREE Q=IO w
WRHADOo.RdbhiNKKMAUNOTERaHARL Q
UOQUWITHTNO <SRN Y R R gk
HuQEUImRNOLZdbRENKNXAO LY E RGHM|O
QEDQAEERBYNO B4 EBHNLEMANO TR RS HR
HOQEHOQWEHNHWOoOZLr HENK KON W E Mey
aHQAHUAWR I UOGE<diE RPN OO X
T ERGHQEUAQUIEMEORKIZSbEHPNKNG
CRONEAUHANMEOAEHNRTO LRk BTN
OobhOowERUHRRMUuOAPENHEDOLMZ<h R N
HNODOYE RUHARMuORTHDO dZ<ERDN

4

Hg- 5
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¢e Such a table may be used in exactly the same manner as
the Vigenere Table. TUith the key word BLUJ the following secondary
alphabets would be used:

Lo

~ Plﬂ.in Lot

)(1
2
Cipher ¢ 3

4

o
s
=
z
la
(=
L]

1o
[
L b g
2 >k olw
< P oI
=Ny
- 2 Ot
O B e
W O gl
H g R R
mEdri
9.2, wgley
QO W
U3 a ol
o a.
R I = Ml
H W Qe
HaHN
moap
ros s e
ok
DO
- 3 P I ]
X
“Edgo
oM e
N &g -
L

Fign 6

18. Principles of direct symnetry of position. - &. I was
stated directly above that Fiz. 5 is a symetrical ciphar square, by
which is meant that the letters in its successive horizontal lines
show a direct symmetry of position with respect to one ancthers
They constitute, really, one and only one sequence or series of
letters, the sequences being merely displaced successively 1, 2, 3,
sss intervals, The symmetry exhibited is obvious and is said to be
patent, or “direct". This fact can be used to good advantaze. .

b. Consider, for exaapls, the pair of letters G and V in the
B, or 1lst, cipher alphabet directly above; the lstter V'is the 15th
letter to.the rigzht of Go. In the L, or 2d, cipher alphabet, V is
also the 15th letter to the right of G, as is the case in evaery one
of thess seconddary alphabets, since the relative positions they
occupy are the same in each horizontal line, that is, in each cipher
alphabet. If, therefore, the relative positions occupied by a given
pair of letters in one of these cipher alphabsts is known, and one
of the members of this same pair has been located in another of
these cipher alphabets, one may at once place tlie other member of
t4is pair in its proper position in the sscoud of the cizher alphabets.
Suppose, for example, that as the result of an ammlysis based upon
considerations of frequsmcy, the following values in a given crypto-
grem have been tentatively determined:

Plain
fﬂ
i 1l

e Ll SR

— e e e
4
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The letter G is common to Alphabets 1 and 2. In Alphabet 2 it is
noted that I occupies  the 10th position to the left of G, and the
letter P occupies the 5th position to the right of G. One nay there-
fore place these letters, N and P, in their proper positions in
Alphabet -I,..the letter N being vlaced 10 letters before G, and the
letter Py~ 5 letters after G; Thus:

PFlain =~ ABGDEFGHIJKLMNOPQRSTUVWIXY2
1-- G P ) Y VH

Thus, the va.lues of two new letters in Alp'ha.bet 1, viz, Pg = Jp, and
Ny = Up have besn automatically determineds these values were ob-
tained without any analysis based upon the frequency of P, and N,.
Likewise, in Alphabst 2, the letters ¥ a.nd V may be inserted in these
posltions.

Main -~ ABCDEFGHIJKLMNOPQRSTUVWZYZ
2 -~ VN ¢ P Y

This gives the new walues V., = Dprand: Yy = Yp in Alphabet 2. . Alpha-

bets 3 and 4 have a cormon letter I, which permits of the placement
of 3 and J in Alphabet 3, and of B and L in alphabet 4.

¢« The new values thus found are of course immediately inserted
throughout the cryptogram, thus leading to the assumption of further
values in the cipher text. This procese, the reconstruction of the
primary components by the application of the principles of direct
symmetry of position, thus facilitataes and hastens solution.

gds- It must be clearly understood that before the principles of
direct symmetry of position can be applied in cases such as the fore-
going, it is necessary that the plain component be a known sequence.
Vhether it is the normal sequence or not is immaterial, so long as
the sequence is known. Obviously, if the sequence is unknown, symmetry
even if present, cannot be detected by the cryptanalyst because he
has no basg upon which to try out his assumptions for symmetry. In
other words, direct symmetry of position is manifested in the 1llus-
trative example bhecause the plain component as a .nowvn sequence, and
not because it was the normal alphabet. The significance of this
point will become g;parent later on in comnsction vith the problem
discussed in PFar. 26b.

19, Initial steps in the solution of a typical exanple. ~ a. In
the light of the foregoing principles let & typical message no. be
studied.
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MESSAGE
1 2 3 4 5
A QUBRI VJYCA ISFJL RBZIY QWYEU
=

B L/ GY_ICJCI KTZZI LHLIBEKN 73JBRI
g ———
C VIYI3 BJ/NBQ QJCGQH IWJEKEA GIGXN
D IDLERU VE2Y¥YG SIGVN CTGYO BPDBL
3 VCGXG BKZ2G6 IVXCU NT2A0 BIF3Y
F SLFCO MTYZT CCBYQ OPDLKLA GDGIG
6 VPIKER QIIZW ICGXG BLG?] VBGRS
# wWYJJY 7 VFWY RWNFL CGXUFW LCJILX
J IDDRU OPJQ3 ZRHCN VWDYJ] RDIGDG
K BXDBN PXFPU YXNFG kPJIJSZL SANCD
L 53226 IBREYU KDHCA LBJJF XILCJ
Y MFDZT CTJRD KIYZQ ACJRR SBGZN
N $YAEK] V2DC%w LXNCL LVVGCS ¢ [BIIX
P IVJRN WHNBRI VP2JialL TAGDWN IRGQP
Q ATYEZY CBYZT BVGQU VPYHL LRZNQ
R XINBA IKJJQJ RODZYF KTFZL G- FJQ

53 ¢WJY3 IBWRX

b. The principal repetitions of three or more letters have been
underlined in the message and the factors (up to 20 only) of the
intervals between them are aes follows:

Q-JBB.IVW bt d 45 - 3, 5’ 9, 15
GGXGB — 60 - 2, 3, 4‘, 5’ 6’ 10’ 12, 15, 20
PJIL -~ 95 = 5, 19 . *
2261 -- 145 " 5
BLIY - 245 = 3, 5, 15, 19
BRI -- 45 % 3, 5, 9, 15
KAG -—— 75 = 3, 5, 15
;%g -- 165 = 3, 5, 15
QB -- 45 2 3) 5) 9, 15
QWB — 275 ® 5, 11
WIC -~ 130 = 2, 5, 10, 13
XNF -~ 45 = 3, 5, 9, 15
YZT -- 225 = 3, 5, 15
ZTC -- 145 ® 3, 5
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The factor 5 is comtm “to ‘a1l of these repetitions, ‘and there seems
to be every iidication thet five alphebets ere ‘involved. Sinse the:
message alread,v apyugars in groyps of five letters, it is unnecessary
v in this case to rewrite it in groups corresponding to the length of

the key. .The mono].:.teral frequency distribution for Llphabet 1is
as follows:

-
H

_ Z = Z 3

~E= - = Z =SE.=_#S=_ EB____

EBTCDEFGHIJELMNOPQRSTUVYXYZ
Fig. 8.

c&. Attempts to fit this distribution to the normel on the basis
of a direct or reversed stendsrd alphebet do not give positive results,
and it .is assumed thet mixed alphabets are involved. Individual tri-
graph:.c fraquancy distributions’ are then compiled &nd are shown <in Fig.
9. These tables are similar tc those made far single mixed glvhsbet
ciphers, a.nd are mede in the same way except thet instesd of teking
the letters one after the other, we now must assemble in separste tables
the letters which belong to the seperste slphabets. For axamnle, in
Alphebet 1, the trigraph QAC meens that A occure-in Alphsbet }; Q,"its
prefix, occurs in Alphebet 5, end C, its suffix, occurs in Alphsbet 2.
We may evoad ell confusion by placing numbers indicating the slphebets

in which they belong above the letters, thus: 1%

Alphabet 1.
ABCDEFGHIJKLMNOPQRSTU‘V‘NXYZ
QC GW NT v LB AS UD UW IT UT QP NX ~-W LB LA LA IW NN QI UX QR
PT OP TC AD Wwe FI QX 11 upP IW IV DE v

GK IT L HW FWLVQOL ., .... NWQDRB UE

OW #B v NI IR Y~ 7 ° QC QD LC

GL =~ . Ggv . . . WC Gl GP

, 6X ve T wC - GP QL . QB

oy z AB RI v N
G8 .. JF v QE .-
1V DI NY IP °
NR sv Up
AK Q¥
®

Fig. 9.
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Alphabet 2.

N

33

FN
~ERKES

=BEBABEED
CLEED
=)

“EBEE3Y

w

SRR

o
~nRBE33IRE
o

=B

=

k-1

o EQ

]

ok L=k -1
b

S

=g

=R

ASSARER
o3&8821%

SFELEETE

<58

]
m

SE8E8a

&l

~REERARRE

[&] = NN N
~eEEaRERR
[&]

Alpee® 4,

NnRERBSERE
»RIFZBRT
583

= £
> 5
e

E

[/s]

MRS 8RBEER
cBTTHE

3>

9 (continued)

Fag.




REF ID:A64561

- 312
Alphabet 5.
AsBGDEFG-._HLJZKLMNOPQR’STU’VW}LYZ
CI cS JKIBQI BV (M ,JR KQYBQABQI‘Q i7C EL  GI XI EQ
KG RM YKIG GM BV X1 A8 | TQRS Q 7ZC Rv  EI R-"JQ
KG XB M yoo ¥G V(; CM 1.0 ZE CN M . WR
oM ZI RV 85, eV TV RO EC -
BI Iv 11 -~ C  BP . QZ PY - .
- XB RV LT 26 YR YK
- 'EB L AR AT} ‘|HL'. RW LT _,ZAJ 13 Qv -
o~ B . ., 3G.. DI _uHV,l "
zI cL -
Tew Sl opaLa ok , N, ‘
L S .71 v, - LY JE oD s
L2 PR ) .o .
vI -

s
A ‘-" [F I

1 Gongensed table of repetlt,mns.
U -

5-1-2, - 1-2
IvVwW-2 7 Q W-5- A
Q R D-2 YV P-3
' = L e hr I" c—ga ) V;W_B v e
- Yo . 2_3, .
et o f . , , 0 G3
1 oy = c J—B
o 1-2=3 v 7" Y - -
At QL B=3 . .- W B-3
~ e, VX W F-3
i WY-3 ,
X N"'3 : [
. L - 0 3-4
-3-4 B k-3
R R + 1.4 A . Y- G Q-4
P-J B2 | . , G X-3
# BH-2 J k-3 '
X N.E-R., . R F-3
. | Y 2-3
] 1 .r3' 4"_5 }
B R I-3 45
v G X GR. nI-3 “ ¢
-~ - v J Ech‘g Y Q"B
Y Z T-2 Z T-3
Z 2 G-2
) t 3 o L
" 4-5-1 -~ 51 .
K A G-R G B-4
v X GB2 I V-3 -
. Z G I-2 Q Q-3 \
ZT o2 )8
RI V-3 )

Fig. 9 (continued)
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4. One now proceeds to analyze each alphabet distribution, in en
endsavor to establish ldentificetions of cipher equivalents. Firsy, of
course, attempts should be made to separate the vowels from the con- -*
sonants in each alphaebet, using the same test as in the case of a simple
mixed alphsbet cipher. There seems to be no doubt dbout the equiva}ept

of Ep in each alphabet: E = & ac ‘ .

8. The letters of greatest frequency in Alphsbet 1 are 1, M, @,
V,B, 6, L, B, §, and C. I has already been assumed to be Ep. If-

2 - L]
We and Zc = Ep, then oze should be able to distinguish the vowels from
the consonants amongzthe letters 4, Q, Vv, B, G, L, R, 5, and C by ezgq.}n—

ing the prefixes of W,, and the suffixes of » The prefixes and suf:_r'ixes
of these letters, as shown by the trigraphlic frequency tables, are these:

%

Prefixes of %c (= EP) Suffixes ofzc (= ip) )
QG EVRBIL I1SEXLVazo

1
. 2Gons:l.a.ez- now the letter My; it does not occur either as a pre-

fix of W,, or as a suffix of Q.. Hence it is most probably a vowel,
and on account of its axigh frequency it mey be assumed to be op On the

other hand, note that_Qs occurs five times! as a prefix of W, and three

times as & suffix of . 1t 1s thergfore a consonant, most probably R,
for it would give the digraph ER (= ) as occurring three times and

1
BE (= Qﬁc) as occurring five times.

£+ The letter ‘]fc occurs three times as a prefix of 5,, and twice
as a suffix of ac It 1s therefore a consonant, and 'on account of its
frequency, let it be assumed to be Tp. The letter %c occurs twice as
& prefix of %c but not as a suffix of ac Ite frequency is only medillag.
anl it is probably a consonant. In fact, the twice repeated digraph BW,
is once a part of the trigraph Ebi, and gc. the letter of second highest

frequency in Alphabet 5, looks excellent for Tp. Might not the trigraph
be THE? It will be well to keep this possibility in mind.

1l .
h. The letter G, occurs only once as a prefix of ic and does not

occur as a suffix of zc It may he a vowel, but one can not be sure.

1. The letter Q has four tallies under it, plus one occurrence indicated
by the presence of the letter itself among the prefixes, equals five
occurrences. The same applies to the other letters.




L 4
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The letter -%ac occurs once as & prefix of gc end once as a suffix of ac
it may be considered to be a consomant. ic occurs once as & prefix of
ﬁe, and twicé as a suffix of Bc. end is certainly e consonant. Neither
the letter %c nor the letter %c occurs as a prefix of ic or as a suffix,
of ad both would seem to be vowels, but a study of the prefixes and
suffixes of these letters lends more weight to the assumption that %c
.h a vowel then that %c is a vowel. Yor all the prefixes of 0, viz,
g. Z. and ;, are in subsequent analysis of Alphabet 5 claesified as con-
sonants, as are likewise its suffixes, viz, T, C, and B in Alphabet 2.
On the other hand, ;nly one prefix, ic. and one suffix, %c. of éc are
later classified as consonants. Since vowels are more often assoclated
with congonants than with other vowels, it would seem thst %c is more
likely to be a vowel than éu At any rate éc is essumed to be a vowel,
for the present, leaving %c unclassified.

1. Going through the same steps with the remaining alphabets, the

following results aré obtained:

Alphabet Consonants Vowels
1 Q. V, B, L, R, G7 I, i C )
2 B, G, D, T .=‘I; I;.I
3 J,¥ D, Y, F , G, 2
4 Y, %2, J, ¢, E?, R?, B?
5 G, N, A, I, W, L, T Q. U

20. Applicatlion of principles of direct symmetry of position. -~ g.
The nexi-step is to try to determine a few values in each alphabet. In
Alphebet 1, from the analysis above, the following data are on hand:

Plain - ABCDEFGEIJKLMNOPQRSTUVWXYZ
Cipher -~ C? I o1 A Q Vv
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Lot the values of Ep alreedy essumed in the remasining alphabets, be get
down, as follows: '

- Plain -
e [ e [T e
— | byl REERRE
f NI EEPRREAE RS RA SN ,
Capher{3 --| | | , {G . Lo
4 it { & 1t
TR I ! ' T A A i
el e D T,
\5___! i'l-q" _L‘ "l {II o Il L ]
‘ ) Fig. 10

x

k. It 18 seen that by good fortune the letter Q 1s common to
Alphabets 1 end 5, and the letter C"is tcommon to Alphabets 1 and- L.
If 1t is assumed that one is dealing with a case in which a mixed com-
ponent is sliding against the normal componént, one cen spply the prin- -
ciples of direct symmetry of position to these slvhabets, as outlined
in Par. 1. For example, one may insert the following values ir Alphs-
bet 5:

Plaan  --[2 B|C'DIE(F[G|EITIT K- LTM[N 0,P QRS TIUV|WIX Y[z
!.'_--.- --::-'_.ll__l :—T' -1-1_-— T—-'— y - _i_...i _i-—‘— ’_i_#f =k
fL--fox [ o '; 0y Ml Q T ,
C:Lpher\ - |'—._'T'T'++ i : 1 - [ —
R R A CARCR N AR
Fig. 11

c. The process at once gives thres definite values:® gc = Bp,
?c = Gp, ?c = Rp Let these deduced values be substantiated by referring
to the frequency distribution. Since B and G are normally low or medium
frequency letters in plain text, one should find that M, and V,, their
hypothetical equivalents in Alphsbet 5, should have low frequencies. As
a ?atter of fact, they do not appear in this alphtzbet, which thus far
corroborates the assumption. On the other hend, since ?c = Rp. 1f the

values deriyed from symmetry of position are correct, ?e should be of

- [1
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Righ frequency, snd it 1s. The position of C 1s doubtful, 1t belongs

either uhder Nb or Vb. If the farmer is correct, then the frequency-

of Zc should be high, for it would eoual NP, if the latter 1s correct,

then 1te frequency siould be low, for 1t would equal V,. As a matter

of fact Zc does not oocur, and i1t must be concluded that i1t belongs

under Vp This 1n turn settles the value of éc, for 1t must now be

placed definitely under Ip ;nd removed from beneath Ap. !

d. The definite placement of C now permits the insertion of new

values i1n Alphebet U4, and one now hes the following:®

-

Plain --er BEGTBTE;F G_[H IIJI Eﬁi'ﬁ'—o plolr, s Tlu[viw|x|Y]Z
_ -—""';f-: —t -_.:F* - —F' i -:_F:-:F = ,:_-:—‘—.r:::"'— —
e N T R | _L -
- { - g L r-—t-T-I T’T R e I
| 2 -~ [ w i I
' E—-—,—: —1—-!--1- --4-—JJ—-I—- J-—; -—1!-—-%- ’ : L ,l
Cipher 3 ==~ I le o \ 1 b I
\ B B A Sl e e et et e B S
Y -1 1, C' | (PR v ]
T Ser el i sl it +~#*—P1—F*' “+—t—
5 -1 IM ' 1Qt v 1 L (g, | ! c b
- ._'._t.__ —_— l.....‘ ——— - = k= [ — ._...l___..__
Fig. 12

2l. Subsequent steps in solution - a. It 1s high time that
the thus far deduced values be inserted in the civher text, for by
this time 1t must seem thet one has certszinly gome too fer with work

based upon unproved hypotheses The following results:
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MESSAGE

QFBRI VWYCA ISPJL RBZEY QWYEU LWMGW ICJCI MTZEI MIBKN GQWBRI
RE R TEE E RE E EER O R O RE R

VWYIG BWNBQ QCGQE IWJKA GECXN IDMRU VEZYG QIGVN CTGYO BPDBL
_IE A E E REN =& E E T REP 1IE

VCGXG BKZZG IVXCU NTZAO BWFEQ QLFCO MTYZT CCBYQ OPDKA GDGIG
TX® . E E EERE O I E EA

VPWMR QIIEW ICGXG BLGQQ VBGRS MYJJY QVFWY RINFL GXNFW MCJKX
T X R IE ENE T E 0 R E 0

IDDRU OPJQQ ZRHCN VWDYQ RDGDG BLDBN PXFPU YXNFG MPJEL SANCD
E NE = TE E E 0 5

SEZZ2G IBEYU KDHCA MBJJF XILCJ MFDZT CTJRD MIYZG ACJRR SBGZN
B 3.0 E O I 0 = E

QYAHQ VEDCG LXNCL LVVCS QWBII IVJRN WNBRI VPJEL IaGDN IRGQP

R E T E= z E_RE AR 3 R I E E EN

ATYEd CBYZT LVGQU VPYEL LRZNQ XINBA IKWJQ RDZYF KWFZL GWFJQ
I EN T B E E E E B

QuJYQ IBWRX
RE E E

b. The combinations given are excellent througnout and no incon-
si1stencies appeer. Note the trigraph 1%%, vhich 1s repeated in the
followving polygraphs (underlined in the foregoing text)

1 2 3 4 5 1 5 1 2 3 4 5 1
Q ¥ BRIV .85 W 3B ITII
R B R T . R E AP E

¢ The letter %c 1s common to both polygrephs, #nd & little imagine—

tion will lead to the assumption of the value gc = Pp, yielding the

following
1 23 4% 5 1 5 12 3 451
° Q « B R I V . s @ VW B I I1
R E P ORT P R EP AR E
L 5 1 2 3 4
4 TWote slso the follo*ing polygreph: ‘l‘[L G ¥ P %, whaich

looks like the word ATTACK The frequency distribations are consulted
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to see whether the freouencies given for gc end %c ere high enough for
Tp end Ap, respectively, rnd 2lso vhether the frequency of %c 1s good
enough for Cb; 1t 1s noted thst they ere excellent Moreover, the di-
graph E%c' whiech occurs four times, looks like TH, thus meking %c = Hb.
Does the insertion of these four new velues in our diegrsm of 2lphebets
bring forth eny inconsistencies? The insertion of the value %c = Ap
end %c = Hy g1ves no 1ndicatloné either way, since neither letter hes
yet been loceted in any of the other clphebets. The insertion of the
value Ec = Tp £1ves a value common to Alphabets 3 and 5, for the value
éc = Ep was assumed long ago. Unfortunately aﬁ incongistency 1s found
here. The-letter I has been plsced two letters to the left of G 1n

the mixed component, and has given good results in Alphebets 1 and b,

1f the value %c - Cp, as obtained sbove from the assumption of the word
ATTACK, 1s correct, then W, =nd not I, should be the second letter to
the left of G. Which shall be retained? There has been so fér nothing
to establish the value of éc = E_, this value was assumed from frequency
considerations solely. Perhaps 1t 1s wrong. It certainly behaves like
a vowel, end one may see whet-happens when one ¢hanges 1ts value to Op.

The following placements result from the enalysis when only two or three

new values hsve been added as s result of the clues afforded by the de~

ductions.
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Fig. 13 a

e Many ne- values are produced, and these are inserted throughout
the message, yielding the following - )
QWBRI VWYCA ISPJL RBZEY QWYRU LWMGW ICJCI MIZEI MIBKEN QWBRI
REPOR TE E EMY SR RE EfCH ESER O R O00P REPCR

VWYIG BWNBQ QCGQH IWJKA GEGXFM IDMRU VEZYG QIGVN CIGYO BPDBL
TE AT EE DE RSON EE GO EWO T T ROOP IO HA D
VCGXG BKZZG 1IVXCU NTZAO BWFEQ. QLFCO MTYZT CCBYQ OFDKA GDGIG
TSOT H T EDE HE ER E O IsPE A G QAT

VPWMR QIIEW ICGAG BLGQQ VBGRS MYJJY QVFWY RWNFL GXNFW MCJKX
TACKF ROM H ESO T E ONE TROOP O RD QG SE G H 0§

IDDRU OPJGQ ZRHCN VWDIQ RDGDG BXDBN PAFPU MPJEL SANCD
E O AN CE TE E SOT H D QM 0A C E

SEZzG IBEYU KDHCA MBJJF KILCJ MFDZT CTJRD ACJRR SBGZN
¢C T ER E OR OCE O I 0 5 OF CRO

QYAHQ VEDCQ LXNCL LVVCS QWBII IVJRN WKRBRI TAGDK IRGQP
E T EE E DBEP REPAR ED O U POR 0 ECOND

CBYZT EVGQU VPYHL LRZNQ XINBA IKWJQ KWFZL GWFJQ
IR DON TA ¢ E OD E &= E GE E

QFIYQ IBWRX
RE E ER O

22 Completing the solution. - g Completion of solution 1s now
a very easy matter. The mixed component 1s finally found to be the
following sequence, based upon the word ZXJAUSTING

EAHAUSTINGBCLFJIJKLYO2QRVY Y Z
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Plain - AJ; c'nlg F‘iﬂll &l L M!N olplQrislTioviwlx]Y 2
- ‘_?._—JI':—:. - -=*=—1: e ::“:ll——{_4 ‘ _]_.I::-'(_:'!-ﬁ
1 —luls T W 6B cID]F '\J|K(L M'0\ P QR VW Y2IBIXE
i ARt Ll Rl Ll
v 2——PQ,REVWYIZEX'HA'USTIII|G|B'C|DFJiKiL Mio
- ' !
Ciper 3 —|R[V|W Y|z 1E'X HiA UlSIT I'N GlBIC D{F'J'K LH/I‘O PiQ
_ -ﬁ.—h—F—L I I ‘ r
4 --11|¥ GB cDFIJKlelolp Q'R,V, TY,Z|2!X [HiA U[S|T
1T = DR
5 —-|L,M,0 Plo R IV WY 2'E'xiE & U sio|1lme's(cin #lo k
._.....___.___L___.___.__...__.. o 1

b. Note that the successive equivelents cf A, spell the word
AFPRIL, which 1s the key for the message The plain-text message 1s as
follows:

REPORTED ENEMY HAS RETIRED TO NEWNCHESTER ONE TROCOP IS REPORTED
AT HENDERSON MEETI.G HOUSE* TWO OTHER TROCPS IN ORCHARD AT SOUTE-
WEST EDGE OF NEZJCHESTER 2D SQ IS FREPARInG TO ATTACk FROM IHE
SOUTH OME TROOP OF 3D SQ IS I.'GAGING HOSTILE TROOP AT NE"CHESTER
REST OF 3D SG IS MOVISFG TO ATTACK NEACHESTER FROM JHE NURTH MOVE
YOUR S§ INTO WOODS EAST OF CROSSROAD 539 AND BE PREPARED TO SUPPORT
ATTACK OF 2D AND 3D SG DO NOT ADVLNCE BEYOND KZVCHESTER  MESSAGES
HERE

TREZR,

COL

¢ The oreceding case 1s a good exsmole of the value of the prin-
ciples of direct symmetry of position when apvlied provnerly to a cryp-
togram enciphered by the sliding of a mixed componert against the normal.
The cryptanalyst starts off witn only a very limited number of assump-
tions and builds up many new values as a result «f the placement of the
few origainal values in tke diagrem of the alphabets.

23. Solution of subsequent messages enciphered by the same cipher
component - a Preliminary remarks Let 1t be suovosed thet the cor-
responderts are using the seme basic or orimary comnonent tut with
different «ey words for other messages. OCan the knowledge of the se-

. quence of letters in the reconstructed primsry cormonent be used to
solve the subsequent messages? It has beer shown that in the case of
a monoalphabetic cipher in which a mixed slphabet was used, the process
of completing the plain compornent could be spplied to solve subsequent
messages in which the same cipher component was used even though the
cipher component was set at a different key letter. A modification of
the procedure used in that case can be used in this case, where a plu-~
rality of cipher zlphabets based upon 2 sliding primary ¢tomponent 1s
used.
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b. The message Let 1t be suovposed that the following message
passing between tne same two corresvondents as irn the preceding mes-
sage has be<n intercepted:

MESSAGE

SFDZR YRRKX MIWLL AQRLU RQFRT IJQKF XUWBS MDJZK

MICQC UDPTV TYRNH TRORV BQLTI QBNPR RTUED PTIVE

RMGQN LRATQ PLUKE KGRZF JCMGP IHSMR GQRFX  BCABA

OEMTL PCXJM RGQSZ VB

& Factoring and conversion into plain component equivalents.
The presence of a repetition of a four~-letter polygrzph whose interval
is 21 letters suggests a key word of seven letters There sre very

few other revetitions, and this 1s to be exvected i1n a short messsge
with a key of such length.

1234567 1234567
SFDZRTYR FNMZVYYV
REKXNMNITWL VPBRHEHXQ
LAQRLTUR QDUVQEYV
QFRTIJGQ - UNVGHOU
KFXUJIBS PYXBZXKP?F
MDJZKHI RMOZPRH
CQCUDPT LULEMTG
VTYRNET WGYVICG
RORVBQL 4 Transcriptioen into pe- VSESVWEKUQ
TIQBNPR riods Tet the message be writ- GEUKITYV
RTUHDPT ten 1in groups of seven letters, VGECMTG
IVERMGQ in columnar fashion, as shorn in HWAVRJU
NLRATGP Fig. 14. The letters in each IQVDGUT
LUKRKGR column belong to a single alvha—- QEPVPJIYV
ZFJCMGP bet. Let the letters in eacn ZNOLRJT
I HSMRGQ column be converted into thear HCFRVJU
RFXBCADB plain component equivalents by VNBXLDK
AOENMTLP setting the reconstructed cipher DSARGQT
CXJMRGQ component against the normal LBORVJITU
SZV3B alphsbet st any arbitrarily se- FPZAXK
. lected point, for examole, that
Fig. 14 shown below Fig 15
Plain - ABCDEFGHIJELMNOPQRSTUVWIXXYZ
Cipher - EXHAUSTINGBCDFJEKLMOPQRVWY?Z2

The columns of equivalents are now as shown in Fig. 15.
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e. Examination end selection of generstrices It has been shown
that i1n the case of a monoalohsbetic eipher 1t was merely necessary to
complete the normal alpheabet sequence bermeath the plein-component equiy-
slents and the plain text all reappeared on one generagtrix. It was
glso found that an the case of a multiple-alvhebet civner involving
standerd alvhabets, the plain-text equivalents of each alovhabet reap-
peared on the same generatrix, znd it wag necessary only to combine the
proper generatrites in order to produce the plain text of the message.
In the cése at hand both processes are combined: the nermal alphabet
sequence 1s cortinued beneath the letters of esch column and then the
generatrices are cqmbined to produce the plain text  The completion
diegrams for the first two columnsg are as follows (Fig 16),

1

Column 1 - . Polumn 2
FVQUERLAVGVHIQZHVDLY NPDNAMUGSHGTQENCNS B2
GWRVQSMXWEY [ JRAIWEMG . 1 OQEOCHVHTIHLRFODOTICA
BEXSWRTNYXIXJKSBJXFNH ) PRFPPOVIUJIVSGPEFUDB
IYTXSUOZYJYKLICKYGOI 3 QSGQQPXJIVKJZTHQFQVEC
JZUYTVPAZKZLMUDLZEPJ - I RTHRRQYKWLKAUIRGRNFD
KAVZUWQBALAUFVEMAIQK 5 SUISSRZLXMLBVJISHSXGE
LBWAVXRCBMBNOWFXBJRL 6 TVJTTSAMYNMCWKTITYHF
MCXBWYSDCNCOPAGQCXSM 7 UWKUUIBNZONDXLUJUZIG
NDYCXZTEDODPQYHPDLTN 8 VXLVVUCOAPOZYMVEVAJH
OEZDYAUFEPEQRZIQENUO 9 WYMVW W VDPBQPFZNWLVBKI
PFAEZBVGFQFRSAJRFAVP 10 XZNXXWEQCRQGAOXMXCLJ
QGBFACWHGRGSTBKSGOWQ, 11 YAOYYXFRDSRHBPYNYDMK
RHCGBDXIHSHTUCLTHPXR 12 ZBPZZYGSETSICQZOZENL
SIDHCEYJITIUVDMUIQYS 13 ACQAAZHTFUTJDRAPAFOM
TJEIDFZKJUJVWENVJIRZT 14 BDRBBAIUGVUKESBQBGPN
UKFJEGALKVKWXFOWKSAU 15 CESCCBJVHWVLFTCRCHQO
VLGKFHBMLWLXYGPXLTBV 16 DFTDDCKWIXWMGUDSDIRP
WMHLGICNMX}MY ZHQYMUCW 17 EGUEEDLXJYXNHVETEJSQ
XNIMEJDONYIZAIRZNVDX 18 FHVFFEMYKZYOIWFUFXTR
YOJNIKEPOZOABJSAOWEY 19 GIWGGFNZLAZPJXGVGLUS
ZPKOJLFQPAPBCKTBPLFZ 20 HIXHHGOAMBAQKYHWHMVT
AQLPKMGRQBQCDLUCQYGA 2l IKYIIHPBNCBRLZIXINWU
BRMQLNHSRCRDEMVDRZHB 22 JLZJJIQCODCSMAJYJOXV
CSNRMOITSDSEFNWESAIC 23 KMAKKJRDPEDTNBKZKPYW
DTOSNPJUTETFGOXFIBJD 2k LNBLLKSEQFEUOCLALQZX
EJPTOQKVUFUGHPYGUCKE 25 MOCMMLTFRGFVPDMBMRAY

Fig. 16

f. Combining the selected generatriceg After some experimenting
with these generatrices the 23d generatrix of Column 1 ard the 1lst of

Column 2, which yields the digraphs shown in Fig 17, are combined The
generatrices of the subsequent columns are examined to select those which

may be added to these already selected in order to build up the plain
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text. The results are shown in Fig 18
This process is a very valusble aid in
the solution of messages after the pri-
mary compoment has been recovered as a
result of the longer and more detailed
analysis of the frequency tables of the
first message intercepted. Very often

a short message can be solved in no other
way than the one shown, when the primary
alphabet 1s completely known.

£

g. Recovery of the key It may
be of interest to find the key word for
the message. All that 1s necessary is
to set the mixed component of tne cipher
alphabet underneath the plain component
so as to produce the cipher letter in-
dieated as the equivelent of any given
plain-text letter in each of the alpha-
bets For example, in the first alpha-
bet 1t 15 noted that C; = S,. Setting
the two components under each other so
Fig. 17 as to bring S of the cipher component Fig 18
teneath C of the plein component, thus

oHPObEEEEHEBHOODNNEBHORHOENDOH
bOHOUC?'dwNMHHm<:ZOOH100N
O+ sE=E"dHdnondawoRDM=EznaodH
FOHOUOHRMIHAEANNgIEOOHOOMN
HESAM-HORMZOWHINCOOH o H\W
HEerrRrOdEREHEYHEHERZYER A
HomWZraoagHEEREBEAY EguWg
RO oOogESHoEHEttE—-<tnn
nEoHnYAYunEHBOHEEDUEOAN

Plain: ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKLMNOPQRSTUVWXYZ
Cipher:® EXHAUSTINGBCDFJKLMOTQRVWYZ

It 18 noted that Ap = Ac. Hence, the first letter of the key word to
the message 1s & The 24, 3d, U4th, ... 7th key letters are found 1n
exactly the same¢ manner, and the following 1s obtained-’

RST equals
RYR then A, successively equsls
UTE -

24, summatiom of relative frequencies as an aid to the selection
of the correct generatrices. - a In the foregoing example, under sub-
paragraph f, there occurs this phrase* "After some experimenting with
these generatrices " By this was meant, of course, that the selection
of the correct initial peir of genesratrices of nlain-text equivalents
is 1n this process a matter of trial and error. The test of "correct-
ness" 1g whether, when Juxtaposed, the two gemeratrices so selected
yield |"good" digraphs, that 1s, high-freocuency digraphs such as occur
in normal plain text. 1In his early efforts the student may have some
diffaculty in selscting, merely with his eyes, the most likely genera-
trices to try There may be i1n each diagram several generatrices wnich
contain good assortments of high-frequency letters, and the number of
trials of combinatiors of generatrices may be quite large Perhaps a
simple mathematical method may be of assistance in the process.
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b. Suopose, in Fig 16, that ezeh letter were accompenied by a
number which corresponds to 1ts relative frequency. Then, by adding
the numbers along each hor-zontsl line, the totals thus found will
give a numerical measure of the frequency value of each generatrix.
Theoreticelly, the generatrix vith the greatest value will be the cor-
rect generatrix because its total will represent the sum of the individ-
ual values of the actual plain~fext letters. In actual practice, of
course, the generatrix with the greatest value mey not, be the correct
one, but the correct qne will certainly be amqng the three or four
generatrices with the largest values. Thus, the number of trisls may

be greatly reduced, in the gttempt to put together the correct genera-
trices

.

c. Using the preced.ng mesgage as an example, note the respective
generatrix values in Fig. 19
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Fag 19 (continued)
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Fig 19 (continued)
M
o by
= Column 2 (continued) g
H gm
o o3
[V ]
5 ¥
&>
22 J L Z J J 1 QCO0ODOCSMAJIYJOIXV
040 007038 43 6 2 70202802 56
)
23 K M AKKJRDPEDTINI BIEKZ ZEKTPYTW
027 000 8 4 313 4 98100032 @ 66
o4 L NBLLXSEGQPFE EUOO CL AL QZZ X
b g 1 4 4 0 613 0 313 3 &8 3 L 7 4 0 0 0 85
25 M 0 C M ML TP RGF YV PDMBMZRAY , . .
2 83 22 4% 938232 34%2122872¢g, I

V%
d It will be noted that the frequency value of the 234 generéir;;
for the first column of cipher letters 1s the greatest value, that of
the first generatrix for the second column is the greatest. In both
cases these are the correct geéneratrices. Thus the selection of the
correct generatrices in such cases has been reduced to a purely mathe-
matical basis which 1s at times of much assistarce i1n effecting a quick
solution. Moreover, an understanding of the principles involved will
be of considerable value in subsequent work.

25. Solution by the probable~word metnod - a Occasionally one
may encounter a cryptogram which 1s so chort that 1t contarns no recur-
rences of even digraphs, and thus gives no indications of the number
of alphabets involved If the sliding mixed component 1is known one may
apply the method 1llustrated in Par. 15 assuming the presence of a prob-
able word, and checking it egainst the text end the sliding components
to establish a key, 1f the corresvondents are using key vords

b For example, suppose that the vresence of the word ENEMY 1s
assumed i1n the messege 1in Par. &3b -.w..0One proceeds to check 1t against
an unknown key word, using the alrsady reconstructed mixed component
sliding against the normal and starting with tne first letter of the
cryptogram in this mahner:*

If SFDZR equals ENEMY, then the successive equivalents of AP
equal XENFVW.

The sequence XENFW spells no intelligible word, Therefore one shifts
the location of the asgumed word ENEMY one letter forward in the cipher
text, and the test 1s made sgain, Just as was explained on pasge 23.
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When the group AQRLU 1s tried one obteins as the key letters ZIMUT,
which, taken as a part of a word, suggests the word AZIMUTH. The
method must yield solution when a correct word is assaumed 2nd correctly
placed.

¢ The danger to cryptogresphic security resulting from the inclu-
gion of cryvtogravhed addresses snd signatures in cryptographic mes-
sages 1s directly connected with the principles of sclution by the
probable~word method. To 1llustrate, reference 1s made to the message
employed 1in Pars 19-22 It will be noted in Par 22 b that the mes-
sage carried o signature (Treer, Col ) and that the lstter was enciphered
Suppose that this were an authorized practice, and that every message
could be assumed to conclude vith a cryptographed signsture The sig-
rnature "TREZR COL" would at once afford a very good basis for the cuick
golution of subsequent messages emarating from the same hesdquarters
es did the first message, because presumably this ssme signature would
appear in other mes=ages. It is for this reason that addrssses snd
signatures must not ve cryptographed, 1f they must be i1ncluded they
should be cryptographed in a totally different system or by a wholly
different method, perhaps by meens of a special address #nd signature
code. It would be best, however, to omit all addresses end signatures,
end to let the call signs of the headguérters concerned t&lso convey
these parts of the message, le.ving the distribution or delivery to
the offices concerned a metter for locel action

?6. Solution vherd the plain component is a mixed sequence, the
cipher component, the rormal. - & This fells under Case B (2) out-
lined in Par b6 It 15 not the usuel method of employing a single
mixed component, but may be encountered occasionally in cipher devices.

4

b The preliminary steps, as regerds factoring to determine the
length of tne period, cre the seme os usurl. Tne messege 1s then tran-~
scribed i1nto 1ts periods. Frequency distributions ere tnen msde, es
usual, end these are sttacked by the orincivles of freguency and re-~
currence. An pttempt 1s made to goply the vprinciples of direct symmetry
of position, but this attempt will be futile, for the reeson thet the
plain component is in this cese an unknown mixed segquence (See Par.

15 4 ) Any attempt to find symmetry in the seécondary alphebets based
upon the normal sequence cen therefore disclose no syrmetry because the
symmetry which sxists 1s based upon e wholly different sequence

¢ However, 1f the principles of direct symmetr; of position ere
of no aveil in this case, there ere certrin other principles of symmetry
which may be employed to grect sdventege. To explean them sn scturl
exemple will be used. Let 1t be ogsumed that 1t 18 known to the crypt-
anslyst thet the enewny 1s using the generel system under discussion,
viz, a mixed sequence variable from dey to dry 1s used rs plain compo-
nent, the norpmel sequence 1s used as cipher component, snd ¢ repeating
key, veriable from message to message, ig used in the ordinsry manner
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The following message has been intercepted: -
, : -

QEOVEK
VEZMO
UQAXR
ULIBK
LADHY
SPBEB
ESABY
NXALB
SEMME
NQGUY
JUUGB
VXNV A
PEMBX
FLEUJ
GPGTY
JEATE
TMUL Z
XCG2Z4
SRQ2ZL

LRMLZ
YAAMP
EUFBU
NDAXB
BYNFY
XVAZC
TMGUJ
TCDLM
GQDHEO
JIWYY
JERVX
FAANE
EGERY
NDTVX
TECXB
GUWBR
LAAHY
EDGTL
AVNEL

JVYGTG
DXBIJ
KQYIMTU
XUDGL
UEEME
UDYUE

HQXPP:

IVAAA
YEIVE
TMAEN
ERFLE
MEKGEB
THWEL Z
JRZTL
EQEBR
EUQW X
JGDVE

VEMBVW

GVWVE

EDLVE
BTEY O
FELVT
LADVE
FPUTE
LEMMA
DEOUE
¥ySZIL
¥CRRE
XRLBL
G¥GUO
SSHLO
NQCYY
OPAEGC
EYWNU
YRQBW
LKRRE
ISAUE
FIGHP

BVYNTY

YHEMME
KQILE
POAYO
GVYV3BY
EUDDK
XUQVDH
OVWYVP
XEDQZ
OADLG
XEDTP
KJCBZ
TMWIP
DFZYY
FINGJ
YRFBY
XENAOC
FDEVWP
GEC2ZU

ERMUDE
GQAMB
xzxﬁn
DKEKYK
TYDZL
FCFSH
FYVWBX
YAGZL
GENCG
¥QGUY
DKEI 2
TGGLO
DEATE
DEYCL
IQDLP
KMWMNB
FDSBX
¥L21IJ
KQAP
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d. A study of the recurrences and factoring their intervals discloses
that five alphabets are involved. Monoliteral bar frequency distributions
are made and are as follows:,,

Alphabet 1. .

= _E: == . i é = .
e LEF13:=322 _f=z-_ #2zZE 212
ABCDEFGEIJELMFOPQRSTUVVIYZ

Alphabet 2.

§ 23F=:z::z_§:=% _=7#:3 #%_- _
 ABCDEFGEIJKLMNOPQRSTUVWIXYZ
Alphabet 3.

i = -

i 3 i zZ _ Z

ix5f%5% = _=z%%: E=z__:- 2_:=%

ABCDEFGHIJEKLMNOPQRSTUVVIXYZ
Alphabet 4.

: 3 33 ¥ F R

:5‘.':,. _=%2 tf_ . -_z_tt#==%1%

ABCDEFGHIJELMNOFQRSTUVVWIXYZ
_ Alphiabet 5,

— i - = *

2 3 =2 s E Z_

;:= :-E_ iii=-ii = _E-Ez;:

ABCDEFGHIJELMNOPQRSPUVNXYZ
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8. Since the cipher component in this case is the normal alphabet, it
follows that the five fregquency distributions are based upor a_ sequence which
1s known. Therefore the five frequency qistributions should manifest g direct
gymmetry of distribution of crests and troughs. By shifting the five Qistri-
butions relative to one another, all five can be matched as regards the posi-
tions of the crests and troughs, thus reducing the five distributions to a
single equivalent monoalphabetic distribhution. Note how this has been done
in the case of the five illustrative distributions:

L] SRR
o W]
N

<l

=i
®

Ry BN 08 ZRe NI

(71§
=1 IR

bl
O
=

Alphabet 1 -

< PR NS

(=N T}

O Mg NS 1
oo
=}

-1

Alphabet 2

Gl MW
(], VI

LR

BN I, WHL D GO WNLI g MU e
2my i

on
)

i L O

B PN

om

ming, M =N

>
L XL

g N, cabed

Alphabet 3

orh
‘aun

¢
:
E ;
Z
z .
A
.
;
A

WX

ol
Hiwg !
124), W]
N )
»it

Qin
HMMW,

Alphabet 4

("
=

wn
3
'=1]1]]
<1
=Hmn
N O 1)
a8

~ R0l
o 1ig
an
[ 1Y
1
(111}
met
~
e
=i i
e, M-
=u
=
o 1l
ol 1118

Toneid

Alphabet 5
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£. Tho superimposition of tho respoctive distributions enables one @9
coitvert the cipher lotters of the fivo alphabots into one alphabet. Buppose
it {p,decided to convert alphabets 2, 3, 4, and 5 intp alphabet 1. It i3’
meroly ngcessary to substitute for the rospoctive lettors in tho four alpha-
bots those which stand abovo thom in Alphabot 1. For oxample, in Fig. 21, xb
in.Alpﬂgbot 2 is diroctly undor A, in Alphabot 1; honce, if the suporimpogi~
tion 18 corroct thon %::1 + Theroforo, in the cryptogram it is merely meceos-

1t [ ®
sary tp replace overy X, in the socond position by Ay Again T, in Alphabet
3 ® Ap in Alphabet 1; thorofore, in the cryptogram one roplacos every T, in
tho tﬁird position by Age Tho entire process gives the following comvorted

messages

QHVHT
YDHYY
KTFYD
LDKHT
GYDNH
NFMEQ
NAHXK
GTKTX
TPHTF
G2NG6X
KMJINI
DNHFN
GSNFH
GXDNA
JIKHT
IVHGN
GHJLD

LUTXTI
DNLUS
NHSHC
PRHK X
TYKLU
HYHTH
TFEXY
YKPHY
XUSNU
XHKTFY
TJINXX
FOUGS
THJJK
HXXIV
LNYDN
FOUIY
KTHB

JYNFP
SITKX
KTPXN
DNRKT
SSITK
TPNGS
IYHMJ
NFYDN
ODKXP
DJNLUI
PNTNG
NGAHG
HTLNA
VUXNF
XNUMX

NOGUS

NGSHT
YKTYN
KCIGN
LDKTH
XYHLL
BTEBY
NVGUUD
XNKCI
NTNGH
VAUIJ
HJLDH
JUGFU
KYDYD
YUMNO
NGZNG

SUXLU

EYUFH
GTHYK
UOPNT
BYURE
TGFGN
DNVGN
OYDHY
GNUOP
IXBSK
FDHZN
TPDXI
0SHTL
NLUSS
KPDYK
XFNLJ

AYUTU

EUTGN
UTHJA
NGHJK
UHLYN
LNTYJ
XXXHK
YDNLU
NTNGH
JKYHG
MNNTK
NTJKH
DIGKH
ITKXY
TPBXI
HGNFU

GYDHT

VUGY X
HXMND
XXKSU
FITFN
EXKPT
FYDNG
SKTYN
JLDKH
EUMXN
SVUXX
TPDUY
DHFOU
JNHFN
LDHTH
VNTNF

FLNTY
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The monoalphabetic frequency for this follows. Note that the frequency
of edch letter i1s the sum of the five frequencies in the corresponding °
columns of Fig. 2l.

1 [ 1 r Lo T

Z
N Z
2 Z
4 4 z
H 7 7
. | = Z Z = 2.
- ik E Z g E E E
£ g £ £ E £ EE - &£
Z 2 22 - £ = F4 Z 2 Z Z
2 EEE =32 %% 4 = fZ E £
Z E EEEEREELE £ i £ £ 3 - g 2
= Z - 2 EEERBEE =E:E EZEE EE
EE=EF(REZZILZZZEZZEZ -z=EEEE EE-:
ABCDZEZFGHTIUJIEKTLSMINOOPOQRSTUTVY XY 2
7 5 3171 7 3035541821382 3 62 9 14 2 3 19 48 38 12 - 35 39 9
Fig. 2la. )

g« The probhlem having been reauced to onealphabetic terms, a tri-
graphic frequency distribution car now be made ard solution readily attained
by simple pranciples. It yields the followings

L
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JAPAN CONSULTED Gs &ANY TODAY ON REPORTS THAT THE COMMUNIST INTER-
NATIONAL WAS BEHIND THE AMAZING SEIZURE OF GENERALISSILO CHIANG KAT SHEK IN
CHINA. TOKYO ACTED UNDER THE ANTICOMMUNIST ACCORD RECENTLY SIGNED BY JAPAN
AND GERMANY. IJF P{ESS SAID THIRE AS INDISFUTABLZ PROOF THAT THE COMINTERN
INSTIGATED T.7 SE" V)RE COF GENZRAL CHIANG AND SOME OT" HIS CENERATS  MILITARY
OBSERVELS SATJ THE JOUP WOULD HaVE BEEN IMPOSSIBLE UNLi:- GENER~ (rANG
HSUEN L1ANG HOTHE;.:..C FORMER WAR LQRD OF HANCHURIA HAD FJRMED AN ALLIANCE
WITH THE COmJUNIST JZSADERS HE W.AS SUPPOSED TO Bf FIGHTIV.. SUCH AN ALLIANCE
THESE OBSERVERS DECL4RED OPENED UP a RED ROUTE FROM MCS3NW TO NORTH AND
CENTRAL CHINA.

h. The reconstruction of t4e plain comjonent 18 nor e very simple
matter. It is found to be as f:Llows:

HYDRAULICBLFGJKENOPQSETVVWXZ

Note also, in Fig, 1, the kéYw-rd"for the ' -ssage, ("I ."), the letters
being 1n the columms headed by “he letter H

1. The solution of subsequent messages wath different keys can now be
reached directly, by a simple modification ~7 the principles explained in
Paragraph 18. This modification consists in using for the completion the
maxed plain component (now known) instead of the normal alphabet, after the
cipher letters have boen converted into their plain component equivalents.
Let the student confirm this by an expurimen’,

J. The probable-word method of solution discussaed undor Paragraph 20 is
also applicable here, in case of vory short cryptograms. This method pre-
supposes of courso, possession of the mixed componentj the procedure 1s os=-
sontially the same as that in Paragraph 20. In the oxample discussed in the
present paragraph, the lattor A on the plain ccmponont wee successfully set
against the key loiters HEAVYj; but this is nct the only possible procedurc.

k. Tho student should go ovor carefully the principlo of “convorsion
into monoalphabetic torms" oxplainod in subparagraph £ abcve until he
thoroughly understands it. Lator on he will encounter cases in which this
principle is of very groat assistance in tho cryptanalysis cf more complex
problams.
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SECTION VI.

REFPE.TING-KEY SYSTEKS WITH MIXED CIPHER .LPHABETS, II.
) Par.

Further cases to be considered. ¢« «. o s o « o ¢« o s o o o 27

Identical primary, mixed components proceeding in
the same direction. o« = o ¢ ¢ « ¢ o« o o o s ¢ o s o« o » «2B

Cryptographing and decryptographing by means of °
identical, primary mixed components. « « « o s o ¢ » « o« 29

Principles of 80lution. « o « « o « o ¢« 2 o ¢ ¢ o « ¢ & « 30

27. Further cases to be considered. - a. Thus far Cases B (1) and
(2), mentioned in Paragraph 3 have been treated. There remains Tase B (3)
to be studied. This case has been furlshqr subdivided as followss

Case B (3). Both c'ompone;:ts are mixed sequences.

(a) C-ompon'enta are identical mixed sequences.
(1) Sequences proceed in the same direction.
(The secondary alphabets are mixed alphabets).
(2) Sequences proceed in opposite directions.
The: secondary alphabets are reciprocal mixed
alphabets).
(b) Components are different mixed sequences. (The
secondary alphabets are mixed alphabets).

b. The first of the foregoing subcases will now be examined.

28. Identical, prima.ry mixed components proceeding in the same
direction. - g. It is often the case that the mixed components are derived
from an easily remembered word or phrase, so that they can be reproduced
at any time from memory. Thus, for example, given the key word
QUESTION..BLY, the following mixed sequence is deriveds

QUESTIONABLYCDFGHJKMNPRVWIX2

b. By using this sequence as both plain and cipher component,
that is, sliding this sequence against itself, a series of 26 secondary
mixed alphebets may be prqduced. JFor example, by setting the two sliding
strips against each other in the two positions shown below, the cipher

alphebets labeled (1) and (2) given by the two settings are seen to be
different.




Ty
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Key letter = 4 (1. Gey Q. =4 )e
P c

Plain componert.

W/
QUESTICNASLYCOFGHJ Ky PRVYXZ2QUESTIONABLY CLFGHJKIMPRVWXZ

QUEST IONABLYCDFGHJIKIi PRVWXZ

Cipher co;Eonent.

Secondary alphavet:

Plain - ~BCDEFGILIJKLUNOPQRSTUVWXYZ
(1) Capher - HJPRLVEXDZQKUGFEASYCBTIOLN

Key letter = B (1. e., Qp = Bc)-

Plain component.

QUESTIONABLYCLFGHJK PRVVXZQUESTIONABLY CDFGHJKI PRVWXZ
NUESTIONABLYCDFGIJKMPRVUXZ

Ciphor component.

Secondary- alphabet:

Flain - aBCOEFGHIJKLANOPQRSTUVIXYZ
(;z) Ciphor - JKRVY.JX2ZFQUHEHGSBTCDLICNPA

¢e In enciphering a messago by such slading strips, a key word 1s used
te designate the particular positions in which the straips are te be sot,
the semp as was the case 1n provious examples nf the use of sliding components.
The method of designating the positions is, however, slightly different, the
roasons for which will appear in the succoeding paragrapir. In thse methods
horetofore given, the key lottor, as loeatod cn the eipher component, was set
opposito 4, as located on tho plain pompnnont; in othor words, 1f a was the
key lotter, thon the two sliding strips were set so that ~ = Ac' In this casec,
however, where 1dentical mixed sliding cempononts are uscd, tho koy lettor as
set opposite the fairst lettor of the soquence upon which the primary com-
ponents aro based; that 1s, 1f A 15 tho key lotter, then the sliding straps
are set so that Q= Ac in the cass nf the mixad comporents shown above.
Hence, in the flrgt of the two cxamplos above, the key lotter for the first
example being A, then A, 1s set oppesitoe Qp; in the sccrnd of these examples,
the key letter being B, then B, 1s set cpposite Qp.
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de Very froquently a quadricular or square table 1s employed by the

correspondents, instead cf sliding strips, but the results are' the same,
The square table based upon the word QUESTIONABLY is shown in Table 6, It
w1ll be noted that the table does nothing more than set forth the suecessive

. positions of the two pr1mar§ sliding components, and the trp line of the
table 18 the plain component, the successive horizontal lines below 1t, the
cipher component in its 'various juxtapositions. The usual method of em-
ploying such a table 1s to tdke as the cipher eguivalent of a plain-text
loetter that letter wkirh lies at the intersection of the vertical column
headed by the plazn-text letter and the horizontal rew begun by tho key
lotter. For example, the cipher equivalent of E, with key lettor T is the
lotter Oy or E_ (T,) = O_. The meth>l given in paragraph b, for determin-
ing the eipher equlvalen%s by means cf tho twe sliding straps yields the
same results as does the square table.

. v

TABLE 6.

domnmxE<ugE Ry

GOoONNXE<mwERgombaxWptbide2o0oHRB nHE
HdoNXEssgERGIQHUNTKPEEPZ2O0OHA®
nbEcoMXxE<IgERgIQmRmUOKPER =20 HH
HSOEHdoONMs<<OdyERg IO wWE=20H
HEA OB GCONME<SITE ARG QO UOKEPE®EE 20
OHHOnHCONMElDIWERGIO®HUOKE W > 2
moOHHEHHONME<SIDygyERE ARSI ORQEHODOKE >
ZoOHHWH O NMNMNIES I TEAGITIOQHUOUOKPW
UrZoHEAnEHcdoNEgaoswnERGIDIQRrUOO<E
HForZorHut ToNMaEg<mgERSGIDOREUIONK
MHEWEeEZOHHOE CTONME<SIHEARSGS IR OO
QN> ZoHRUUBEHONONXS<1DgERG T QRO
DN HwhesZY2HEnHcoONMS<<TIWERGIOQH
HUOUOKEFRFIPZOHHNBHCCONKE<<OIHE RGO
QEUAOAKEPEEPZOHINECONRK B OgE R G
sl B axbtE>ZoHAnHE

wIIGEoRKPOb ZoHHODECONM S0y ER
RagmuaxKkboe2oHANEAONKES<sOYER
ExRardeumuoaxibwpepZoHdntl CONMSE <O
wERagIMERUoaKitrrZoHTORRCONME<SD
OYHERGIQEDOKPR P Z2OHRAOWECONNME
<wuygERERqaIQNMuaKPwEZ2oHnEHCONNXS
SOy ERqNIdQEHUuoEEEer=20HHOEHACO N M
KE<TgERGUIOQEUAOAWBPEmRPZOHHANEQON

QU
UE
S
ST
T I
10
0N
N A
AB
B L
LY
YC
CD
D F
FG
¢ H
qiJ
J K
K
M P
PR
AV
'
WX
X2
2 Q
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29. COryptographing and decryptographing by identical, primary mixed
compo?nts. - There is nothing of special interest to be noted in comnection
with the use either of identical mixed components of an equivalent quadricular
table such as that shown in Table 6, in ‘enciphering or deciphering a message.
Tlvlza basic principles are the same as in the case of the sliding of one mixed
component against tha normal changeable keywords ol varying lengths. The
components may bs changed at will and so on. All this has been demonstrated
adequately enough in Special Text No. 165, Elementary Military Cryptography.

30. Principles of solution. =~ g. Basically the principles of solution
in the case of a cryptogram enciphereod by two identical mixed slid.ing compon-
ents are the samo as in the precsding case. Primary recourse is had to the
principles of frequency and ropetition qf single lottors, digraphs, trigraphs,
end polygraphs. Oncs an emtering wodge has been forced into tho problem, the
subsequent steps may consist merely in continuing aleng the samo lines as be-
fore, building up tho solution bit by bit.

b. Doutloss the question has already arison in the student's mind
as to whother any principles of symmetry of position can be usod to assist
in tho solution ond in the reconstruction of the ciphor alphabots in cases
of this kind under considerntion. This phase of.tho subjoct will bo taken up
in the next soction and will bo treatod in a somowhat det~ilod manner, becauso
the thoory and principles involved are of very wide mapplication in crypt-
analytics.

SZCTION VII,
THEORY OF INDIRECT SYMSTRY OF, POSITION IN SECONDARY ALPHABETS.

Par.
Roconstruction of primary ccmpononts from socondnr: alphabots 3l

31. Roeconstruction o¥ primary component: from sacondary alphabets.

@e Noto tho two socondory alphabets (1) and (2) givon in paragraph
27b. BExtornally thoy show no rosomblanco or symmotry dospite tho fact that
they were producod from tho same primary compononts. Novartheloss, whon tho
mattor is studiod with care, a symmotry of positicn is discovercble. Baceusa
it is n hiddon or latent phenomanon, it mny bs tormod latont symmetry of
pusition. However, in previeus toxts thie phonomonon has boon dosignatod as

an indiroct symmotry of pcsition nnd this torminology has grown into usage
s0 that a chango is porhaps now inadvisable. Indirect symmotry of position

is a vory Antorosting amd excoodingly useful phenomenon in cryptanalytics.
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b. Consider the following seconda:ry alphabet (the one labeled (2)
in paragraph 27b):

Flain ~- ABCJOEFGHIJK M OPQRSTUVVWIXYZ
YWTXZFQU HGSBTCDLIONPA

BCD
Cipher ~ J KR V

¢e Assuming it to be known that this is a secondary alphabet produced
by two primary ideu’ical mixed components, it is dosired to reconstruct the
latter. Construct a chain of alternate & 8- - 8. values, beginning at
any point and continuing until the che:l.n as beon c&npleted. Thus, for
example, beg:.nning with Ap Je 2 Qg1 Q s and dropping out the
lotters common to successive pa:.lrs, there rgsults the sequence AJQB...
By completing the chain the following sequence of letters is es’(:abl:l.sheds

AJQBKULMEYPSCRTDVIFWOGJ[NHZ

d. This sequence consists of 26 letters, and when slid against itself
will produce exactly tho same sacondary alphabets as do the prmﬁry com=
ponents based upon the word QUESTIONABLY. To demonstrats that this is the
case, compare the secondary alphabets given by the two soettings:of the ex-
ternally different componerts shown below:

Pla:l.n component ’

QUESTIONABLYGDFGHJIG-{PRV"JXZQUESTIONABLYGDFGHJ Kid PRVWXZ
AUESTIONABLYCDFGHJKMPRVWXZ,

Cipher/'\component .
Secondary alphabett
Plain - ABCOEFGHIJKLIINOPARSTUVWXYZ

(1) Cipher - JKRVYXZ2FQUMEHGSBTCDLIONPA

Plain ‘&compomnt .

AJQBKULMEY PSCRTDVIFHOGXNHZAJQBKULHEY PSCRTDVEPWOGXNHZ,
AJQBKULMEYPSCRTDVIFWOGXNHZ

Cipher component.
Secondary alphabet s

Plain - ABCDEFGHIJKIMNOPHRSTUVWXYZ
(2) Cipher - JKRVYWXZFQUMEHGSBTCDLIONPA
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8. Since the sequence AJ N BK . . . gaves exactly the same equivalents
in the secondary alphabets as the sequence JUES T . . » gaves, 1t 18
termed an gquivalent pramary component. If the real or original primary
component 1s a key-word mixed saguence, 1t 18 hidden or latent wiathin the
equivalent primary sequencej it can be made patent by decimation of the
equivalent primar; component. Find three letters in the equivalent primary
component such as are likely to have formed an unbroken sequence in the
original primary component, and see 1if the interval betwsen the first and
second 1s the same as that between the second and third. Such a case 1s
presented by the letvters J, X, and 2 1n the equivalent primary component
abovej the distance or interval between them 18 two lettisrs. Continuing the
chain by adding lstters two intoervals removeu)the latent original primary
component 18 made patent.

"WXZQUESTIONABLYCDFGHJXMLPRY

f. It 1s possible to parform the steps given in ¢ and @ in a combined
single opasration when 1t 1s suspected that the original primary component is
a key-word mixed sequence. Starting with any pair of letters (1n the caiphear
component of the secondary alphabet) likely to be sequent in the key-word
mixed secquance, such as JK, in the secondary alphabot labsled (2), the fol-
lowing chean of digraphs may be set up. Thus, J, K,1n the plain component
stand over Q, U, rospectivoly, in the cipher components Q, U, an the plain
component stand over B, L, respoctavely, ain tho cipher componenty and so one.
Connocting tho pairs in a sories, tho following results are obtained:

J - QU -BL ~KM - UE =« LY « MP « ES - YC = PR = ST = CD = RV -
TI - DF = Vi ~ 10 - FG -~ WX - ON -« GH = X2 - NA - HJ - 2Q - AB -
These may now be united by means of thexr common letters:
JK - KM - MP ~ PR = RV =~ etc. =~ JKMPRVWXZQUESTIONABLYCDFGH

The original primary componsnt 18 thus completely reconstructed.

g. Not all of the 26 secondary alphabets of the scrises yielded by two
sliding primary components may be usea to desvelop & complete equivalent
primary component. If examination be made, 1t will be found that only 13 of
these secondary alphabets will yield complete equivalent primary components
when the method of reconstruction shown in subparagraph c above 1s followed.
For example, the following secondary alphabet, which 1s also derived from the
primery components based upon the word QUESTIONABLY will not yield a complete
chain of 26 plain text-cipher-plain text equivalentss

Plain - ASCDEFGHIJKLMNOFQRSTUVUXYZ
Cipher - CDMJOKMFBRVF'TYLXTZNAIQUEGS

Equivalent primary components

AGHPXEOLFKVQTACGCH. . (The A C H sequence begins again).
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he It 1s seen that only 13 letters of t“1e chain have been established
before the sequence begins to repeat 1tself. It is evident that exacily one-
half of the chain has been established. The other half may be astablished
by beginning wath a letter net in the first half. Thuss

I«.

BDJRZSNYGMWUIBDJ...(Fhe BDJ sequence begins again).

1. It 1s not necessary fto distribute the letters of each half-sequence
within 26 spaces, to correspond wath their placements in a complete alphabet.
This can only be done by allewing between the letters of one of the half-
sequences a constant odd number of spaces. Distributions are therefore made
upon the basas of 3, 5, 7, 9, « « « Bpacas. Select that distribution which
most nearly coincides with the distribution to be expected 1n a key-word
component. Thus, for example, with the first half-sequence the dastrabution

selected 1s the one made by leavlng three spaces betweenithe lettersj it 1s
as followss .

1

1234567891011,12 13 14 15 18 17 18 19 20 21 22 23 24 25 26
A-L-C-F-H-K -« P «V <« X -Q-E-Ta20 -

1¢ Now 1nterpolates by the same constant interval (three.in this case),
the letters of the other half-sequence. Noting that the group F ~ H appears
in the foregoing distribution, it is apparent that G of the second half-
sequence should be insertsd between F and H. The letter which immediately
follows G an the second half-sequence, viz, M, is next insertéed in the position
three spaces to the right of G, and so on, until the interpolation has been
completed. Thls y1elds the oraginal primary component, which :s as fellowss:

ABLYCDFGHJKMPRVWXZQUESTION

k. Another method of handling cases such as the foregeing 1s indicated
in subparagraph f. By extending the prineiples set forth in that subparagraph,
one may reconstruct the following chain of 13 pairs from the secondary
alphabet given ain subparagraph g '

CD -HJ] - PR~ X2 -ES =ON-= LY -~ FG -« XM -« W - QU - TI - AB - CD

Now find, in the foregoing chain, two pairs likely to be sequent, for example
HJ and KM and count the interval between them in the chain. It 1s 7 (counting
by pairs). If this decimation interval is now applied to the cnain of pairs,
the following 1s established::

HIJKMRPRVWXZQUESTIONABLYABCDTFG

-
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1. The reason why a complete chain of 26 letters cannot be constructed
from the secondary mlphabet given under subperagraph g is that it represents
a case in which two primary components of 26 letters were slid an even num-~
ber of intervals apart. There are in all 12 such cases, none of which wmall
admit of the construction of a complete chain of 26 letters. In addition,
there 1s one case wherein, dispite the fact that the primary components are
an odd number of intervals apart, the secondary alphabet cannot be made to
yield a complete chain of 26 letters for an equivalent pramary component.
This 1s the case in which the displacement is 13 intervals. Note the fol-
lowing secondary alphabet based upon the primary components shown in sub-
paragraph ds

QU T F
CD H B

Plain « D L R
Cipher - i Q w A

m. 1f an attempt 18 made to construct a chain of letters from thas
secondary alphabet alone, no progress can be made because the alphabet
is completely recaiprocal. However, the cryptanalyst need not gt all be
baffled by this case. The attack wall follow along the lines shown below
in subparagraphs n end o.

n. If the original primary component 1s a key-word mixed sequence,
the cryptanalyst may recomstruct it by attempting to “dovetail' the 13
reciprocal pairs (AR, BV, C3, DQ, EG, FU, HS, IK, JT, LW, MO, NP, and XY)
into one sequence., The members of these pairs are all 13 intervals apart.
Thust
10 11 12 13

HEZEEragHIIDTEHEHUOUOW >
2 ¢ 9 & & o B s & & * 9 & |4
e & ¢ & ° o+ ¥ o @ s v 8 s N
® 8 o 8 & ¢ 0 ® e 8 s ¢ o W
¢ ® ¢ s o 5 0 2 0 ¢ e 0 o
® 8o & o 5 8 @ @ 9o b e S e W
S 8 5 @ & & % 3 ° 8 & % s
9 = ® ® @ 8 ® B " 9 @ 0 8 -3
® & ¢ ¥ ® o v o = & 0 O =« @
® 5 ¢ 8 o & a ¥ s 82 0 & o D
e o @& & % @« @ © =3 & ¢ & »

® ® ¢ ® ® e & v O 0 0
KyosHRULCQON<X

Fig.22.
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Write out the series of numbers from 1 to 26 and insert as many peirs
into position as possible, being guided by considerations of probable
sequence in the key-word mixed sequence. Thus}

1234567891011 1213 14 15 16
ABGD.....I...RVZQ

' . H '

It begins to look as though the key-word commences with the letter @,

in which case 1t should be followed by U. This means that the next pair
to be inserted 1s FU. Thuss - -

567891011 12 13 14 15 16 17
«. « RV 2 Q U._-

The sequence A B C D F means that E 1s 1in the key. Perhaps the se-
quence is ABCD F G H. Upon trial, using the pairs'EG and H3, ths fol-
lowing placements are obtaineds - .-

i
-

4

789730 li 12 13 14,15 16 17 18 19
L L] L] [ [ ] [ ] R v z Q U E S

123456
ABCDFGH

~

This suggests the wor@_QUEﬁT‘ur QUESTION., The pélr JT 13 addeds

A 1

LY K -

1234567891011 12 13 14 15 16 17 18-19 20 ~
ABCDFGHJ ., o+ o, RV 2 Q UE ST

The sequence G H J suggests G H J K, whach places an I after T.
Enough of ths process has been shown to make the steps clear.

ge Another method of circumventing the a.fficulties introduced by the
14th secondary alphabet (drsplacement interval, 13) is to use i1t in con-
Junction with another secondary alphabet which 1s produced by an even-

anterval displacement. For example, suppose the following two secondary
alphabets are available.
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Tha first of these secondaries 1s the 13 interval secondary; the
spcond 18 one of the even-interval secondaries, from which only half-chain
sequences can be constructed. But 1f the construction be based upon the
two saquences, 1 and 2 in the foregoing diagram, the following 1s obtaineds

¢

RXUTNLDHMVZEIAYFJPWQSOBCGK

This 18 a complete equivalent ﬁ}imary component. The oraginal key-
word mixed component can be recovered from it by decimination based upon '
the 9th intervals

RVWXZQUESTIONABLYCDFGHJKMP

p. (1) When the primary components are identical mixed sequences
proceeding 1in opposite directions, @il the secondary alphabets will be
reciprocal alphabets. Reconstruction of the primary component can be ac-
complished by the procedure indicated under subparagraph o above. Note the
following three reciprocal secondary alphabetss

O-ABCDEFGHIJKLLNOPQRSTUVWXYZ

l1-PMHGQFDCWYLKBRVAENZXUOITJIS

2-WVEKSJHGQFDRCXZYILEUTB-ANPO

3-TSSZLXWYVNRPEMIOKCJBAYHGFUD
Flgo 24,

(2) Using lines 1 and 2 the following chain can be constructed
(equavalent pramary component)s

PHQSOBCGKRAXUTNLDHMVZEIATTFJ

Or, using lines 2 and 33
WTYKZODPUAGVSLJIJXICMQNFREBH

The original key-word mixed primary component (based on the word
QUESTIONABLY) can be recovered from either of the two foregoing equivalent
primary comporients. But 1f lines 1 and 3 are used, only half-chains can be
constructeds

PTFXAKECVOHQL and MSDWNJUYRIGSZB
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Thie is because 1 and 3 are both odd-interval secondary alphabets,
whereas 2 18 an even-interval secondary. It may be added that odd-interval
seconiaries are characterized by having two cases in which 6j =z Oge
(Note that in secondary number 1 above, Fp = F, and U, = U,y an secondary

number 3 above, M, = M, and 8, = ec): This characterlstic will enable the

cryptanalyst to select at once the proper two secondaries to work wath in
case several are availables one should show two cases where ep = 6,5 the
other should show none.

g. (1) When twe primary components are diffeient m-xed secuences,
their reconstruction from secondary cipher alphabets follows alcong the
same lines as set forth under b to j inclusive, above, with the exception
that the selection of letters for building up the chain of equivalents for
the primary cipher component 18 restricted to those below the zero line.
Having reconstructed the primary cipher component, the plain component can
be readily reconstructed. This will become clear if the student will study
the following example.

Fig. 25.

(2) Using only lines 1 and 2, the followang chain 18 constructeds
TZPGLIQRHYOUVJCNEWKDASZXMTFRB

This 15 an equivalent primary cipher component. By finding the values
of the successive letters of this chain in terms of the plain component of
the first secondary alphabet (the zero line), the following 1s obtaineds
Z JRHY
S 10

PGL OUVJCNE N
PTFGUIUVJZ2EBWKNR Y

F B
QD

T KDASX
A XCCIM
The sequence A S PT . . » 1s an equivalent primary plain component.

The original key-word mixed components may be recovered from each of the
equivalent primary component§. That for the pramery plain component 1s based

upon the key- FUBLISHERS MAGAZINE; thet for the pramary cipher component is
based upon the key QUESTIONABLY.

(3) Another method of accomplishing the process indicated above can
be 1llustrated graphically by the following two chains, based upon the two
secondary alphabets set forth in subparagraph g (1)

4 ~
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1234567891011 12131415 16 17 18 19 20 21 22 23 24 25 26
fg-ABCDEFGHIJ KL ¥ N O P Q R S5 T UV WIXY 2
1-TVABULIQXY C WS NDUPPFEZGREHTUJIEKTIHDO
2-Z2J85TVIQRMO N K X E A ¢ BYWPLEHTGCDTFTU
Cole 1. Cole 2¢
A(g-1) —» T(1-1); T(2-2) -—>D(g-4);
D(f-4) = B(1-4)3 B(2-17) —> Qp-17);
Q(g-17) —= F(1-17); F(2-25) —> Y(@-25);
Y(g-25) -> M(1-25); M(2-9) - I(g-9);
I{g-9) —> X(1-9); X(2-13) -3 ui(g-13)3
M(g-13) -> 5(1-13); S(2-3) -= C(g-3);
etc. etce

Fige. 26.

(4) By joining the letters in Column 1, the following chain 1s
obtaineds A D QY I M, etce If this be examined, 1t will be found to be an
equivalent primary of the sequence based upon PUBLISHERS
i AGAZINE, By joining the letters in Column 2, the following chain
1s obtainedt T BF M X S, This 1s an equivalent pramary of the sequence
based upon UESTIONABLY.

SECTION VIII,
APPLICATION OF PRINCIFLES OF INDIRECT SYMMETRY OF POSITION.
Par.
Applying the principles to & specific exXamplSe o o » o « o o o o 32
The cryptogram employed in the expositl0fe o ¢ o« ¢ s « s » o « o 33

Fundamental theory. ® & 2 @ o &8 ¢ ¢ 0 s @ e o e o o s s »w s s & 34

Appllcatlon of prlnciples e 2 6 o 06 0 06 8 5 o6 a 8908 s e 9e 435

General remarkSe « » o o o o ® e 66 5 e o o 9o s 5 6 009 8 e s 36
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32. Applying the principles to a specific examples. ~ a. The preceding
section, wath the many details covered, now forms a sufficient base for
proceeding with an exposition of how the principles of imdirect symmetry
of position can be applied very early in the solution of a polyalphabetic
substitution cipher 11 which slading primary components were employed to
produce the secondary capher alphabets for the enciphering of the cryptograme.

be 1ho cass described below will serve n:® only to axp ain the
principles of the methcd cf applying these prineiples but wll a1 the same
time show how the solutior of a single, rather difficult, polyalphabetic sub-
statution cipher can ve aqreatly facilitated by applying these principles. It
1s realizod, of course, thet tho ecryptogram could bo solved by t.as usual
methods of fraquency and long, patient experimentation, Howevor, the mothod
to be described was actually appliod and very materially reduced the amount
of time and labor that would otherwise have been required for solution.

33. The cryptogram employed in the exposition. - a. The problem that
will be used 1in this exposition involves an actual cryptogram submitted for
solution in connection with a cipher device having two concentric disks upon
which the same random mixed alphabet appears, both alphabets progressing in
the same direction. This was obtained from a study of the descriptive cir-
cular accompanying the cryptograms. By the usual process of factoring, it was
determined that the cryptogram involved 10 alphabets. The message as arranged
according to 1ts period 1s shown in Fagure 27, in whach all repetations of
two or more letters are indicated.

b. The trigraphic frequence distributions are given in Faigure 28.
It w1ll be seen that on account of the brevity of the message, considering
the number of alphabets involved, the frequency distraibutions do not yield
many clues. By a very careful study of the repetitions, tentative andividual
determinations of values of cipher letters, as 1llustrated in Figures 29,
30, 31, and 32, were made. These are given in sequence and in detail in
order to show that there 1s nothing artificial or arbitrary in the preliminary
stages of analysis here set forth.
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1234567390

WFUPCFOCJY
GBZDPFBQUO
GRFTZUAMAY

KZUGODYFTRY

GJUXNLWYQUX
| KWEPQ Z0KZ

PRXDWLZiCW
GKAQHOLODYM

GOXSNZHASE
BBJIPUFJHD
HCBZEXQTXZ
JCURUFVHLH

SROEWMLNAE

GSXEROZJSE
GVAWEJMKGH
RCVUPNBLCW
LQZAAAMDCH

BZZCKWOI|KF

CFRSCVXCHUY
ZTZSDMXWCM
RKUHEQEDGNX
FKVHPJJKJY
YQDPCUJUXLLL
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THE CRYPTOGRAM

(Repetitions underlined)

A A
BB
ccC
DD
EE
FF
GG

HH

1234567890

GHXEROQPSE

GKBWTLFDUYZ

OCDHWMZTUZ
KLBRCJNTXE

HSPUPNMOLM

GXKHYDVBLSE

GSUGDPOTHX
BKDZFMTGAJ
LFUYDTZVHA
ZGWNKXJTIRN
YTXCDPMVLY

i
JJ
K K
LL

M

BGRWWONQRGN
HHVLARAVAY
JAWOOTTNVQ
BKXUSOZRSH.
YURQPPYOXL

FIN
00
PP
A A

HNZUWHXC LA
JJUGD WQRVM

UKWPE FXENF

CCUGD WPEUH

RR
8S

Flgo 27.

YBWEWVMDYuU
RZX
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FIGURE 28.
Tragraphic Frequency Distributionse.
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FIGURT 28 (Cont).
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FIGURE 28 (Cont).
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RE
INITIAL VALUES
1 2 3 _ 4
G, = Epi Ke = Ep; X, - Ep; and Dc = Ep, from frequency considerations.

345 _ 456 901 _
UGD = THE; PCJ = THEj; and SEG - THE, from study of repetitions.
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E E
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THE

Flgo 29,
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ADDITIONAL VALUES FROM ASSUMPTIONS (I)

2
Refer to line DD in Fagure 29;95c assumed teo be Np'
Refer to line M in figure 295 A, assumed to be Wpe
91012345
Then in lines C~D, A V K 2 U G D is assumed to bte NITH THE,
. 1234567890 12345674390
A WFUPCFOCJY X GHXERNDAPSE
TTR E E TH
) B GBZDPFBQUO Y GKBWTLFRDUZ
E EE
C GRFTZJ4amMAV Z OCDHYMZTUZ
5 w
D KZUGDYFTRW AA KLBPCJQTXE
THTHE T THE ~—
E GJXNLWYQUX BB HSPUPNiDLM
T B N
F lKWNEPR ZOKZ ccC GXKWDVBLSE
E B E TH
G PRXDWLZICW DD _GSQ_G__[_)__P THX
B = ENTHE
H GKUOHOLODVY £E BKDZFMTGRUY
EE E
| GOXSNZHASE FF LEUYDTZVHY
E B TH T E
J BBJIPUFJHD GG LGWNKXJTRN
K NCRZEXQIXZ HH YTXCOPMVLW
- E B
L JOCARAQF VMLH (I BGBWWOGRGN
M SHMNEWMLNAE JJ HHVLAOQVAV
=— VHE Wi
N GSXEROZJSE KK JOWODODTT 1va
ENE TH
0 _GVAWEJMKGH LL BKXUSOZRSN
E E EE T
P RCVOPNBL CW THY YUXUPPYOXZ
. i LAZAAAMDCH W N HNOZOanmXCGA
K RZZCKHOIKE_ 00 JJUGD WARV ™M
H THE
S (FBSCV XCH® PP UKWPE FXEwE_
H - = ECT
T ZTZ2SDMXwWCH ne _CCUGDWPLEUH
] THE
u RKUHEQEDGX RR YBWEWVHDY U
ET -
v FKVHPJJK JY S S RZX
3 B HE
W YQaDPCJXLLL

THE Fage 30.
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ADDITIONAL VALUES FROM ASSUMPTIONS (II)

12345678910
Refer to Figure 30, line A;WFlTlgﬁFOCJY; assume to be BUT THOUGH.
3456
Refer to Figure 30, lines N and X, where repetition XERO occurss assume EACH
E.—--
1254567890 1234567890
A WFEUPCFOCJY X GHXEROQPSE
BUTTHQUGH E EACH TH
B GBZDPFBOQUD Y GSGKBYWTLFDVY VA
E 0 — ER
C GRFTZMUMAYV Z OCDHWMZTULZ
E wI
D KZUGUYFTRW AA KLBPCJNTXE
THTHE T THEU H
E GJUXNLWYOQOUX BB HSPUPWIADLM
E E — N
F | KWERPWR ZOKZ ccC GXKWDVBLSE
E A E E T H
G PRXDWLZICHM DD GSuUGDPOTHX
E ‘“‘ ENTHE U
H GKAHOLODVM EE BKDZFMTGRJ
EB 9] __ E
I GOXSNZHASE FF LFUYDTZVHA
E E T H uT =&
J BBJIPRFJHD GG _ZGWNKXJTRHN
K DCBZEXWVTXZ HH YTXCDPmVLW
- E E
L JCNRAFVMLH Pl BLRBWWOARGN
0 H
t4 SRAEWMMLNAE JJ HHVLAOQVAY
E— WH wI
N GSXERU ZJSE KK JAIWVOTTHNVE
ENE ACH TH
0 GVUWEJMKGH | L BKXUSNZRSN
E E EE H T
P RCVOPNBL CW M YURUPPYOUXZ
Q LQAZAAAMDCH NN HOZOWMXC GO 1
-G
R BZZCKAOOIKE_ 00 JJUGD HARVM
H U THE
S CFBSCVXCHA PP UKWPE FXENF_
U H G ET O
T LTZSJAXJICM 0 qQ _CCUGD WPEUH
B THE
U RKUHREWYEDGX RR YRWEWVUHDYV
ET A
\ FKVHPJJKJIY S S RZX
B E H HE
W YADPCJXLLL
THE

Fige. 3l.
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ADDITIONAL VALUES FROM ASSUMPTIONS (III).

456
OPN - assume ING from repetition and frequency.

901
HQZ - assume ING from repetition and frequencye.

1234567890 1234567890
A WFEUPCFOCJY X GH Q
BUTTHOUGH E EACH T H
B GBZDPFBOUUD Y GKBWTLFDUZ
E NC EB
o GRFTZMAQMAV Z OCDHWMZTUZ
E WI
D KZUGDYFTRW A A KLBPCJOTXE
THTHE T THEU H
E _GJXNLWYOQUX BB HSPUPNMDLM
E E —' N ING
F I KWEPHZOK?Z ccC _GXKWDVBLSE
E AN E B TH
G PRXDWLZICMW DD GSUGDPOTHX
E — ENTHE U I
H LGKWHOLODY M EE BKNDZFMTGAQJ
EE U - E
} _GOXSNZHASE FF LEUYDTZVHA
E E TH UT E IN
J BBJIPHFJHD GG _ZGWNKXJUTRN__
N I G
K WCBZEXQTXZ HH _YTXCDPMVLW
- E E
L JCARAQFVMLH I BGBWWORQRGN
0 H
v SROEWMLNAE JJ HHVLAGQQVAY
A WH WI
N GSXEROZUJUSE K K JOWOOTTHNVA
ENEACH T H I N
0 CVAWNEJMKGH LL BKXUSOZRSN_
= E i E H T
P RCVOPNBLCMW M M _YUXQPPYQXZ
ING 5N .
A LAZAAAMDCH N N HOZUWMXC LN
. I — G N
R BZZCKWQOIKEF_ 00 JJUGD WwRARVM
H U THE
S CFBSCVXCHA PP UKWPE FXENF_
U H GIN E T ©
T ZTZSDMXWCM n A CCUGDWPEUH
G E THE
U RKUHEREDGX RR YBWEWVMDYJ
ET A
Vv FK°'VHPJJKJY S RZX
E N E H HE
W YNDPCJUXLLL
THE

Flg- 32
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c. From the initial and subsequent tantative i1dentirfications shown in
Figures 29, 30, 31, and 32, the values obtaived were arranged in the form
of the secondary alphabets shown in Faigure 33,

1234567891011 12131415 1617 18 19 20 21 22 23 24 25 26 .
# ABCDEFGHI J KL M N O P QR S T UV W X Y 2
1w G 2 K
-2 X 2 S ¥
3 X U
4 B GO P
5 R_D c 3
6 J _NO F
7 0
8 c
9 JH 5 A
10 EV

Fig. 33.

34, Fundamental theory. - a. In paragraph 31 methods of reconstruct-
ang pramary components from secondary alphabets were given in detarl. It
18 necegsary that those methods be fully understood before the following
steps be studied. It was there shown that the praimary component can be
one of a series of 26 equivalent primary sequences, all of which will give
exactly similar results so far as the secondary alphabets and the crypto-
graphic text are concerned. It 1s not necessery that the identical or
original primary component employed in the cryptographing be reconstructeds
any equivalent primary sequence will serve. The whole question 1s one of
establishing a sequence of letters the interval between which 1s eather
identical with that 1n the originsl primary component or else is an exact
cnnstant multiple of the interval separating the letters in the original
praimary component. For example, suppose K P X N Q forms & sequence an the *
original primary component. Here the interval between K and P, P and X,

X and Ny, N and Q 15 nne; in an equivalent pramary component, saey the
sequence I. « P. ¢+ Xe « No « Q, the anterval between K and P 1s three,
that between P and X also three, and so nny and the two sequences will
yield the same secondary alphabets. So long as the interval between K
and P Pend X, X and N, N and Q 18 a constant one, the sequence will
yield the same secondary alphabets as do those of the original pramary
sequence. However, it 1s necessary that this intervel be an odd number
nther than 13, as these are the only cases which will yield one unbroken
sequence of 26 letters. Suppose a secondary alphabet to be as followss

Plain ~-ABCDEFGHIJKLMNOPQRSTUVWXY2
Cipher - X KN | 2
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It can be said that the primary cnmponent contains the following sequences:
XN KP NQ PX
These, when united by means of their common letters, yisld K P X N Q.
Suppose also the following seccndary alphabet 1s at hand:

Plaan - ABCDEFGHIJKLMNOPQRSTUVWXY 2
Capher - P X K N

Here the sequences PN, XQ, KX, and N2 can be obtained, which when united
y1eld the two sequences KXQ and PNZ,

By a compariscn of the sequences K P XN Q, XX Q, and PN 2, fne can
establish the follnwings

KPXNQ
K.X.Q
P.N.2Z

It follnws that one can now add the lstter Z to the sequence, meking
it KPXNQZ.

be The reconstruction of a primary alphabet from one of the second-
aries by the prncess given 1in paragraph 31 requires a complete or nearly
complete secondary alphabet. This 1s at hand only after a cryptogram has
been completely solved. But 1f one could employ several very scant or
skeletonized secondary alphabets simultaneously waith the analysis of the
cryptegram, one could then possibly build up a primary component from
fewer data and thus solve the eryptogram much more rapidly than would
otherwise te the case.

ge Suppose anly the cipher components of the two secondary alpha-
bets given above be placed into jJuxtaposition. Thuss

1234567891011 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26
® [ L 4 L] [ P L ] L

N .
x L ] o ® L] [ ] L ] K L] N

L] L] ® ® [ ) [ ] [ ] [ ] [ ] [ L] [ » x ® K

L] L L] ® [ ] L] L] [ 4 L J L] L ] L ] [ ] P [

The sequences PX, AN, and KP result, which, united, yield KPXN as part
of the primary sequence. It follows, therefore, that one can employ the
cipher components of secondary alphabets as sources nf independent data
to assist in buialding up the primary sequences. The usefulness nf this
point wall become clearer subsequently.
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35. Application of principles. - g. Refer now to Figure 33. Hers-
after, in order to avoid all ambiguity and for ease in reference, the
position of a letter in Faigure 33 will be indicated by coordinates in

parentheses. Thus, N (6 - 7) refers to the letter N in line 6 and in
column 7 of Figure 33.

be (1) Now, consider the following pairs of letterss

E (f-5 J(6-=-05)
G (-7 N(6-17)

(H (F-8) o©(6-8) )
( ) HO, CF = HOF

(0o (g-15) F (6-15))
(One 1s able to use the line marked zero in Figure 33 since this 1s a
mixed sequence sliding against itself.)

(2) The immediate results of this set of values will now be
given. Havang HOF as a sequence, with EJ as belonging ‘o the same interval
set, suppose HOF and EJ are placed into juxaposition as portions of slid-
ing elphabets. Thuss

Flaan = .+ « HO
Corher = + a o EJ
When Hp = E;, then 0p = Jee

(3) Refer now to alphabet 10, Figure 33, where 1t is seen
that Hp = E;s The derived value, Op = Jes rAr immedietely be inserted ain

the same alphebet avc suh~t..uted an the crypt.gram.

c.(1) Again, Ci tsiongs to the same set of interval values as
do EJ and HOF. Hence, by superampositisng

Plain = + » e HOF & . &
Glpher - e 2o BN,

(2) Wwen Hy . Gq’ then 0, = No« Therefore, the value
0p = N¢ can be insertad ivd also substftuted in the cryptogram.

(3) Furthermore, note the corroboration we find frem this
particular superimposition.

H(d - 8 @G (
o) (g - 8) N (
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This checks up the value 1in alphabet 6, Gp = Neo

d. (1) Agmin superimpose HOF and GN3

H

OF
GN

(2) Note this cerrcboratirns

0 (6 - 8) ¢ (4 - 8)
F (6 -15) N (4 -15)

which has jJust been inserted in Figure 7, as stated above.

e. (1) Again using HOF and EJ, but in a different superimposi-
tion, we haves

(2) Refer nowtr H (9 - 9) J (9 - 8)s Darectly under these
letters 13 found V (10 - 9) E (10 - 8). Therefcre, the V can be added
1mmediately before H O F, making the sequence VH O F,.

f. (1) Now take VH O F and juxapose 1t with E J, thust
VHOF
EJ

Refer now to Figure 33, and find the following:

v (10 - E (10 -
H (9 - J{(09

c (4- G (4-
I (f- H(f-

(3) Frem the value O G 1t follows that G can be set next to
Jd in B J, Thust

VHOF
EJG

(4) But G N 1s already a member of the same interval as E J.
Therefore, 1t 1s now possible to combine E J, J G, and G N into cne sequence,
E JGN, yieldangs
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ge (1) Refer now to Figure 33.

vV (f-22) E(F-05)
2 (1 - 22) ¢ (1 - 5)
? (2 - 22) K (2 - 5)
? (3 - 22) X (3 - 5)
? (5 - 22) D (5 - 5)
? (6 - 22) J (6 - 5)

(2) The only values which can be inserted ares

o (1 - 22) ¢ (1 - 5)
H (6 - 66) J (6 - 5)

(3) This means that Vp = O 1n alphabet 1 and that Vp = H; an
alphabet 6. There 1s cne O, in the frequency distribution for alphabet
1, and no H; in that for alphabet 6. The frequency dastribution 1s, there-
fore, corroborative insofar as these values are concerneds

h. (1) Further, teking E J G N and V H O F, superimpose them thuss
EJGN
VHOF
{2) Refer now to Figure 33.

E (@ - 5) H(f -8
¢ (? - 5) ? (f - sg

(3) From the diagram of superampesition the value G (1 - 5)
g
F (1 - 8) can be inserted, which gives Hp = F¢ in alphabet 1.

1. (1) Again, VH O Fand EJ G N ars juxtaposedt
VHOF
EJGN
(2) Refer to Figure 33 and fand the followingt

H (¢ -8) ¢ (4 - 8)
A (F-1) E (2 -1)

This means that a1t 1s possible to add A, thus:

AVHOF
EJGN
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(3) In the set there are alsot

E - G(L~-5
A A

Then 1n the superamposition
EJGN
EJGN
It 1s possible to add Z under G, making the sequence E J G N 2,
(4) Then taking

AVHOF
EJGN2Z

and referring to Figure 338

H (f-8) N (g~ 14)
0 (g -8) 2 (g - 14)

It will be seen that O = Z from superimposition, and hence in alphabet 6

N, = 2., an important new value, but occurring only once in the cryptogram.
Has an error been made? The work so far seems tce corroborative in inter=-
locking details to think so.

2. (1) The possibilities of the superimposition and sliding of
the AVHOF and the EJGNZ sequences have by no means been exhausted as yet,
but a little different trail this time may be advisable.

E (-5 T (8- 20)
¢ (1 -5 K (1 - 20)
K (3-5) U {(3-20)

(2) Thens

EJGNIX
- ToK

(3) Now refer to the followingt

E (-5 K (2-05)
N (4 -14) 5 (2-14)
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whereupon the value S can be inserted:

EJGN2Z
T.K. o5

ke (1) Consider all the values based upon the interval correspond-
ing to JGs

J (6-5 G((1-5)-=>Jd (9-8) G (2-28) .
N (6-7 2(1-7) |B (9-9) o0 (s4-29)
S (9 -20) P (4 -20)>145 (2 ~14) P (5 -~ 14)
2 (2- 8 C(5- 8) :
iK (2~ 5) D(5- 5)

(2) Since J and G are .egient in ihe EJGNZ sequence, 1t can be
said that all the letters of the foregoing pairs are also sequent. Hence
ZCy, SPy and KD are available as new deta., These give E J G N Z C and
T.KD.SP,

T (g - 20) P (4 - 20)
A (- 1) E (4- 1)
H (p - 8) G (4 - 8)
I (g- 9) o (a- 9)

(3) Now an the T . KD . S5 P sequence the interval between T and

P 1s 7 123456
e v s p, Hence the interval between A and E 1s 6 also. It
follows therefore that the sequences AVH O Fand EJ G N Z C should be
united thust
123456

AVHCF.EJGNZC

(4) Corroboration 1s found in the interval between H and G,
which 1s si1x. The letter I can be placed into position, from the relation

I(f-9) o0(a-9), thuss

123456
I..AVHOCF.EJGNZC

1.(1) From Figure 33
z (2 -8)

(g - 5) K (2 - 5)
S (2 -1a) .
F (2 -21)

a=zH=x
~~
TS
[
'—l
s
g

(2) From the I

e o & o 2

o=
[ I I B« Y o ]
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(3) Hence one can make the sequence

123456
cAVHEOF.EJGNZC..

e AVHOF . ,.EJGNZCT

v« o AVH
6]

. »EJGNZCT
23456 1

OF N .
78 234
m. (1) Subsequent derivations can be indicated very briefly as

followst
E (g - 5) (# - 3)
D (5 - 5) (5 - 3)

17 18 19 20 21 22 23 24 25 26

From T « KD o 5 P 4 & &

one can wrate

and D

R
5

1 2 3 &
making the sequence

17 18 19 20 21 22 23 24 25 26
Ul,.AV T « KD . 5 P .« R &

(g -20)
(g - 5)

17 18 19 20 21 22 23 24 25 28
From T « KD .5 P . R .U
one can write
UI.eoeoeus o
and » 2 5 o ® & & 8 o »

maeking the sequence

1234567891011 1213 1415 16 17 18 19 20 21 22 23 24 25 26
UIrI..AVHOF EJGNZCT .. KD XS P . R .

(3) Another derivations
E (-5 6 (1-05)
B (-2 w (1-2)
From EJG
one can wrate E.G

and then B.VW

There is only one place where B . W can fit, viz, at the ends
1234567891011 1213141516 17 18 19 20 21 22 23 24 25 26
UI..AVHOF. 2 J G N2 CT . KD XS PBRTW
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L, N,

ne Only four letters remasin to be placed into the sequence:

They were easily found by application of the primary component

Q, and Y.

Having the primary component elmost fully constructed, de-

cipherment of the cryptogram can be completed with speed and precision.

The text 1s as followss

to the message.

2o
oS
oA
B
=
B B
& f=
a a3
M ]
M wm

W
5

oM
=
M e+
20
Az
oM
> wm
oo
om A

-
-
Lo
oo
[
om
Ay
=Y
D
=m

o=
o
> =
No
B o
A m
> m
=3
=
Ao

- =
Oon
(==
2w
< >
< w0
< @
N <
[« g%
- O

o ™
5w
O <
M g
o
Ry =
A=
N <
Mmoo
g

=l
[+ ]
H =
R <
¥ N
M
= O
B o
O =
N W

Py <
=
Hmx
oD
O e
M
(& I |
S
N
m o

>
<k
=B
o,
=
(S
& A
b o)
L
(LN ]

= o,
- <
-~ =
= wn
An
(S
O 1
M p
B4 By
-

s
ool ]
Lo
Lol
B o
om
v o
0=
(S =2
oz

= wn
o lal
[ 2
B
Lol
Q[
S m
D e
~N
E

2 3
B o
a4 751
on
O m
B
E A
m =
o <
m

o
O
= n,
>4 iz
= H
amM
0 O
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= =

Ny

™ B
P wn
o <
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<
>
(Ol

-
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o e
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R
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o
<

B¢ F4
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A e
[
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o
e
M E
A

o [
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Q<
NO
e
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g <
BoO
|00
H B

o=
gl =
]
e
O
om
o
O
(= g
L I

-
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MO
o o
L W <]
-1
mn e
> w
L
1rH

® w0
O M
o
N o
1 B
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o=
M
o
e P4

=z
0nH
o w
N O
o m
noyY
A
|
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m w2

e
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= o]
=
R K
o
2 Y X
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-
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o
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M
[
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o
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Ay w2
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|

aay
b

b b

R
v
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o
om
® o
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>
S
O

22 e
O
<
o s
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= o
n o
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l« 4~
o
(SN )
=
=
2 e
oH
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e e J
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D
£
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1 B
O
B A
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g
W g
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-
" I
B H
P
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- H
m ©
m w

a2m
= b
mw
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B
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L B
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=
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=
A
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=
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(S0
B
=M
3 =
= -
B
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0 e
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o
(=}
= w0
R
]
] <
B O
m o
>

&
w3 B4
- -
M
> o
=Y <
- Al
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oo
S A

M
W e
" I
N O
om
© o
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5
w =
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4 B
N T
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>
oo
B =
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=y
w =
o m
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o
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Flgn 34.
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36. General remarks. - a. It 18 to be statéd that the sequence of
steps described in the preceding paragraphs corresponds quite closely with
that actually followed in solving the problem. It 1s also to be pointed
out that this method can be used as & control in the early stages of analysis
because 1t will allow the cryptanalyst to check assumptions for values,
For example, the very first value derived in applying the pranciples of in-
direct symmetry to the problem herein described was H, = Ap 1n alphabet 1.

As a matter of fact the writer had been ainclined toward this value, from a
study of the frequency and combinations which H, showeds when the indirect-
symmetry method actually substantiated his tentative hypothesis he immediate-
ly proceeded to substitute the value given. If he had assigned a different
value to Hgy or if he had mssumed a letter other than He for Ap an that

alphabet, the conclusion would ammediately follow that either the assumed
value for H. was erroneous, or that one of the values which let to the de-

rivation of Hg = Ap by andirect symmetry was wrong. Thus, these principles

a1d not only in the systematic and nearly automatic derivation of now values
(with only occasional, or incidental references to the actual frequencies

of letters), but they also assist very materaally in servang as corrobora-
tive checks upon the validity of the assumptions already made.

be Furthermore, while the wrater has set forth, in Figure 33,
a set of 30 values apparently obtained before he began to reconstruct the
pramary componont, this was done for purposos of clarity and brevity in
exposition of the principles herein described. As a matter of fact, what
he did was to watch very carefully, when inserting values in Figure 33, to
find the very fairst chance to employ the pranciples of indireect symmetry;
and Just as soon as a value could be derrwved, he substatuted the value 1in
the cryptographic text. This 1s good procedure for two reasons. Not only
w1ll 1t dasclose 1mi0551ble combinations but also 1t gives opportunity for
making further assumptions for values by the addition of the derived values
to those previously assumed. Thus, the processes of reconstructing the
primary component and finding additional data for the reconsiruction pro-
ceed simultaneously in an ever-widening circle.

¢ It 15 worth noting that the careful analysis of only a sum
total of 30 values in Figure 33 results in the deravation of the entire
table of secondary alphabets, 676 values in all. And whale the elucida-
tion of the method seems long and tedious, in 1ts actual application the
results are speedy, accurate, and gratifying in their corroborative effect
upon the mental actaivity of the cryptanalyst.

de (1) The problem here used as an 1llustrative case 1s by no
means one that most favorably presents the application ani the value of
the method, for at has been applied in other cases with much speedier
sucoédss. For example, suppose that in a cryptogram of 6 alphabets the
equivalents of only THE in all 6 alphabets are fairly certain. As in the
previous case, 1t 1s supposed that the secondary alphabets are obtained by
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gliding & mixed mlphabet against itself. Suppose the secondary alphabets
to be as follows:

g ABCDEFGHTIJKLMNOPQRSTUVWXY2
B

o o > oo oo [
vaﬁ<:z Ml
Jbic>ﬂj<:t‘
<ivglwio|x|H

Flga 35,

(2) Consader the followang chain of derivatives arranged

diagrammaticallys

H (-8 0 (5-8)

T (g -20) P (5 -20)

E (-5 X (5-5—>E (1-20) X (2-20)

Q (1L -18) L (2-8)

B (L- 5 ¢€(2-5)-=>B(s-20 ¢ (3-20)
N(4-5) I(3-~5)
P(4-8) Vv (3-8>
—~P (5 -20) v (6 -20)
0o (5 -28) 2 (6 - 8)
X (5-5 T (6~5—X (2-20 T (f -20)

L (2 - 8) (g - 8)

C (2-5) E (f-5)—>C (3-20) E(
V(-8 Q(1-28)
I(3-5) B

m

Flg. 36.
(3) These pairs are manifestly all of the same interval, and
therefore unions can be made immediately. The complete list 1s as follows:
EX QL NI LH -
HO BC 02 CE

TP PV X  VQ

IB
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(4) Joining pairs by their common letters, the following sequence
1s obtained:

NIBCEXTOVQLHO2Z

s+ 8e With this as a nucleus the cryptcgram can be solved speedily
and accurately. When it 1s realized that the cryptanalyst can assume THE's
rather readily in some cases, the value of this principle becomes apparent.
When 1t 1s further realized that 1f a cryptogram hes sufficient text to
enable the THE's to be found easily, i1t 1s usually also not at all difficult
to make correct assumptions for values for two or three other high-frequency
letters, i1t 1s clear that the principles of indirect symmetry of position
may often be used wath gratifyaingly quick success to reconsiruct the com-
plete primary component.

SECTION IX,

REPEATING-KEY SYSTEMS #ITH MIXED CIPHER ALPHABETS,III.
PB.I'-

Solution of messages enciphered by known primary components. « 37

Solution of repeating-key ciphers in which the identical
mixed components proceed in opposite directionsSe « o« o ¢« « = 38

Solution of repemting-key ciphers in which the primary
components are different mixed sequences. « « « « = o o o o 39

Solution of subsequent messages after the primary components
havebeenrecovered-.....-.---...-..-...-40

37. Solution of subsequent messages enciphered by the same primary
components. - a. In the discussion of the methods of solving repeating-key
ciphers using secondary alphabets derived from the sliding of a mixed com=-
ponent against the normel component, (Section V), 1t was shown how subse-
quent messages encipherea by the same pair of praimary compnnents but with
different keys could be solved by application of principles involving the
completion of the plain-component sequence (paragraphs 23, 24). The
present paragraph deals with the application of these same principles to
the case where the primary components are i1dentical mixed sequences.

b. Suppose that the following primary component has been recon-
structed from the analysis of a lengthy cryptograms

QUESTIONABLYCDFGHJKMPRVWIXZ
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A new message exchanged between the same correspondents 1s intercepted
and 1s suspected of having been enciphered by the same prima:y components
but with a dafferent key. The message 18 as followss -

NFWWP_NOMKI WPIDS CAAET QVZSE .

YOJSC AAAFG RVYNHD WDSCA EGNFP

FOEMT HXLJW PNOMK IQDBJ IVNHL

e omaa—

TFNCS BGCRP

ce Factoring discloses that the period 18 7 letterse. Thetext i1s
transcribed accordingly, and 1s as follows:

CwEZEHE g OO as RS
Q<ARARbPP"ma<adNORS
NZ2ZHSOoOPZ2pPpnHEHE
TIHOo=ESEHEDN>E> = =
RO yEQUOP»qEYW 'Y
oOrRwZHZEyoHdHZ
dEHGOENEUOQGOo Do

Fig. 37.

de The letters belonging to the same alphabet are then employed
as the initial letters of completion sequences, in the manner shown in .
paragraph 23e, using the already reconstructed primary component. Tne
completion diagrems for the first five letters of the first three alphabets
are as followst -
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REF ID

Alphabet 1,

gdm AU ARODIOEDMBANLEMNMNODMMEHOR
NEHO ZdM A H O ARV INNMEBAENSEMNNGD K
<M I3RS MSEAOSEMNODODRHROEHHORZ
HO=Zz«4mM AU ARGD DA MBAMBEEMNOD N K

NP REHEHOZ<MAdMOOQEROD D hMSMAY w.

OfEROERMEAMANERNNODHAVNEHHOZMI >

These are then assembled in columnar fashion

and yield the following plain texts:

NP MOEHHOZAM MO ARG TR MEA N> B X % g o
Ol oIl e>EXNNODRHRODEBHHOZAM M . © o
ME AP, NODENEHHOZLAMNAUDARD O m% = .w
HOD MY EAANSSEXNYNCDMONEHHO N.M,bruv;n-D = < h
m> 2 E =
< OO =EO

IO DO

HMEMNODHMOEHHOZ<<MASOARL T RMS MM

nmleHOZad N dO0oAERGHRYMEAREEXNNOD M

"M_P.nn SEMNCOCDODREANEMHOZAMNAMOUAEKD IR M

Zid MmA>UARODOHRMEAEEXNODMHMUEHHO
%

S_TIONAR_.LV_.GDFGHJKMPRV.WXZQUE

Examining the successive generatives to select the ones show-

1ng the best assortment of high-frequency letters, those marked in Figure

€e
38 by asterisks are chosen.
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£. Tne corresponding key-letters are sought and are found to be
JOU, which suggests the keyword JOURNEY. Testing the key-letters RNEY
for alphabets 4, 5, 6, and 7, the following results are obtained:

Fig. 40.

The message may now be completea with ease. It 1s as follows:

JOURNEY JOURNEY

Figs 4l.

38, Solution of repeating-key ciphers in which the identical mixed
components proceed in opposite directions. - The secondary alphabets in
this case (paragraph 3, Case B (3) (a) (II) are reciprocals The steps
in solution are essentially the same as in the preceding case (paragraph 28).
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the principles of indirect syumetry of pnsition can also be applied with
the necessary modifications introduced by virtue of tlhie reciprocity ex-
1sting within the ,respectave secondary alphabets (paragraph 31 p)e.

39. Solution of repeatlng-key ciphers in which the primary components
are different mixed sequances. ~ This 1s Case B (3) (b) of paragraph 3.
The steps in solution are essentially the same as in paragraphs 28 and 31,
except that in applying the prancaiples of indirect symretry of position 1t
18 necessary to take cognizance of the fact that the primary components are
different mixod sequences (paragraph 31 g).

40, Solution of subsequont messages after the primary components have
been recoverad. - ¢ In the case in which the primary components are iden-
t1cal mixed sequences proceecdins in opposite directions, as well as in that
in which the primary components are diffarent mixed sequonces, the solutidn
of subsequent messages‘ is a relatively easy matter. In both cases, however,
the

1That 18, messages 1ntercepted after the pramary components have been re-
constructed, and enciphered by keys different from those used in the mes-
sages upon which the reconstructlon of the primary components was accomplish-
ed,

student must remember that before the method 1llustrated in paragraph 37 can
be applied 1t 15 necessary to convert the cipher letters into their plain-
component equivalents before completing the plain-component sequence. From
there on, the proczss of selecting and assembling the proper generatrices

is the same as usual.

b. Perhaps an example may bo advisable. Suppose the enemy has
been found to be using primary compononts besed upon tho keyword
QUESTIONABLY, the plein component running from left to right, the cipher
component an tho reverso diroctione Tha following new mossago has arrived
from tho intorcopt stations

MyXO0X B2IY2 NLW2H OXIEO OOEPZ
FXSRX EJBSH BONAU RAPZI NRAMV-
XQXATI JYXWF KNDOW JERCU RALVB
_ZAQUW JWXYI DGRKD QBDRM QECYV
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Factoring discloses that the period 1s 6 and the message is

REF ID

Ce

accordingly transcribed into 6 columns, Fige. 42.

VM HD IR NEREONE HomMEAXREMNODHOEHHOZ<MAaMOA
NIODMDEHMOMHHDHEMMEHRDZON o DHunEHOZdANAMOARDIAMXMSLE>EXNNC
HE TR AN MESENORMED Am o ME =M NODHNEHOZ 4MAMOARO MR M=
MPbEMAEDDTRADEROAI GO K m @ RIdESARPEMNODRNMEAHHOZ <M 300 K
N AE N AMOOONOAMENRALDIAO KX mH.JKMPRVWXZQ.UESTIONuBLYGDFG
~HOoOCCHBROESHOAL ZZUOXANE o PRoEHOZdMAMOARO D MIMAMEREXNNO
O Shpg>eEMNMNMOODHOBEROZ dMAXOARD M
...w..... A -O0AERLIRMYMEBANCEREMNEIDENEHOZ 4
. m o m w FHomhMEAMGSEMNCOCDHOUEHHOZ dMAMNUAQ
mﬂ.u ....U .u fe UESTIONABLYGDFGHJKMPHVWXZO.
[T~ m QoSS0 o -
] O~ & 1 Op L
Ao & Pe o~
O o0~ m I [T e R
S°EEoany25e
tommntlmlm.ﬂ
@ m 3] u o h m u .M ° u S dHxOoamBERr LI MEEX NN EHHO R
amWrmmls.m%%f NNEHHOEZ<< M AMULAKDEI :MELESENINODODMR
m D.m.m‘m ° m u e u m oHUAFHOZAMAMOARDMRMEAMEDS NN [
mmna.ﬂ...mtmmdqwt 9“KMPRVW.XZQUEETIONABLYGDFGHJ M“
‘MnPWIf%WQM%ﬁm o <LdIM A OAROU IR SANEEXNNCGCODRWEHHNHOR aoo
(]
© A m m.m ) - m.s o s.m m HloaEROmhMNEMAAMSEMYMNODHROEHHO Z<4mJ h
uwmw+um“#u 2 % L w.m.u w.m .u At EENNOODREHEHOZYIMAd>OARGL DM
.m r.m g hw = m m.ﬂ w ! O P UEHHOZAMAMUARDINHYM >N
PodrdEbenne m“m m A RN RMNEHHOZ LM MO AR M
Jm.n m,c L) 1;nm.m Ao zwn.m w2 T.H.nvmnnnnUTuv;nunUmrnu"n,u"n"m LA XNODE
tlfee 2 5 -~ O =
mono SN S0 BJOOPO
2 G BB NOm =
O 5 Ry g o p O &
P AdE e = Q0
S H O e 6O et & 0
BgEENQECH RS
TS mmm R M S E NN D MO HOZAMA MO A KGR M
mm W.w.mnuym“ w n.mwdu.n.n w OlZ<M A O0OAROIEHMIALN>2TNNEOEUEHH
g rEaee , Hoez<marsovamonneaanepneDmn e
N o EHLgEPENNOCDRUEHHOZETM AN ARG I M
ol dHA MMM ddLEhdHOos m BN NOPHUWUMARHOZAMAMOAKRGITH MMM
N zZMEmImyxXNEbmdHYM=E o mﬂ .m oMU EHHOZANIMOUOAROD IR EALES>EON
HoNOOmmHOZOoOoODDNEMNM:> h_hw BN DR uEHOZ AM AU AOROD I M A >
M TmoxmadHX>QoOomPhoA ™ mu PlopHOZ<NAdroaRUNhMEAbEXNGD
PHNOERPZNPEPRRZXMPEAOOML AL"u_m NHHOZLMndOAMO I RMSAD>EXN
AlENENMOAEHAMXMEBADHOR : OlzdmAa>oARdnRE I XNXNODMUEH

*




It is as followss

iz Hh Ad O A <A Mmoo Xk
mlHE HE =Z@ Q< @B AX mE A

mm > wo =D AN O MK & AD

) e oA ZOo Aam MR HO OQ Ak

- Slkaam Az o HE> @R RBA MM OO .
M . Pl o o 0 0 0 0 s 0 0 Rﬂ Zlpa H oM =] BJa oD = H Zo +HM ..%.
'L e @ @ ® ¢ ¢ & & o @® = ®
18] % e ® 8 &8 8 o o 0 @ b .w_u
H ' KdwAmArmd &
- H>@rEn 3R HAa

M Al A D AER

mlom b m o =5 o] oM (= A < n <€
BHle »S @ = 2R a] (e "] = m o m = o = [ ]
Mo aN ®moOo MO O Ow «£D M2 ®wo
Hr <P @ A0 iy HAm bl M @M
2l > > - g o8 m o O By -1 = De 2= RN - >
= R 4 N3 =] [ < | < N3 H = =N @] 0 A = =

»

de The key letters are sought, and found to be NUM, which suggests

Columnar assembling of selected gemeratrices gives what is shown in
The entire messege may now be read with ease.

Flg. 45,

NUMBER,
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e« If the primary components are aifferent mixed sequences, the
procedure 1s identical waith that jusy indicateds The important point to
note 1s that one must not fail to convert the letters into their plain-
component equivalents before the completion-sequence method is applied.

SECTION X.

REFEATING-KEY SYSTEMS WITJ MIXED CIFHER ALKIABETS, IV.
Par,

General remarkse « o ¢ o o o ¢ &6 & 8 o 3 8 0 3 s @ e s O s 0 8w & 4]

Deriving the secondary alphabets, the primary components, and the
key, given a cryptogram waith 1ts plain texte o o« ¢ o ¢ o o o é o 42

Derivang the secondary alphabets, the primary components, and
the keywords for messages, givenr two or more cryptograms in
different keys and suspected to contain identical plain text.. . 43
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4l. General remarks. - The preceding three sections have been
devoted to an elucidation of the general principles and procedure in the
solution of typical cases of repeating-key ciphers. This section wall be
devoted to a consideration of the variations in cryptanalytic procedure
arising from special circumstances. It may be well to add that by the desig-
nation special circumstances i1t 1s not meant to imply that the latter are
necessarily unusual circumstancess The student should always be on the
alert to seize upon any opportunities that m.y appear ain which he may apply
the methods to be describede In practical work such opportunities are by
ne means rare and are seldom overlocked by compstent cryptanalystse.

42, Jeraiving the secondary alphabets, the primary compenents, and
the key, given a cryptogram with 1ts plain texte - &. It may happen that
a cryptogram and 1ts equivalent plain text may be at hand, as the result
of capture, prlferage, compromise, etce. This as a general rule affords a
very easy attack upon the whole system.

b. Taking first the case where the plain component 1s the normal
alphabet, the cipher component a mixed sequence, the first thing to do 1s
to0 write out the cipher text with 1ts letter-for-lettor decipherment.
From this, by a slight modification of the principles of "factoring", one
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discovers the length of the key. It 13 obvious that when a word of three
or four letters is enciphered by the same cipher text, the interval be=-
tween the two occurrences ies almost certainly a multiple of the length

of the keys By noting a few recurrences of plain text and cipher letters,
one can quickly determine the length of the key (assuming of course that
the message 18 long erough to afford sufficient data)e Having determined
the length of the key, the message 1s rewritten according to its periods,
with the plain text likewaise in periods under the cipher letters. From
this arrangement one can now recrnstruct complete or partial secondary
alphabets, If the secondary algtabets are complete, they will show dir-
ect symmetry of pnsitionj if the; are but fragmentary in several alphabets,
then the primary component can be recomstructed by the application of the
principles of direct symmetry of positioni

ge If the plain component is a mixed sequence, the cipher component
the normal (direct or reversed sequence), the secondary alphabets will show
no direct symmetry unless thoy are converted into their recaiprocals (de-
ciphering alphabets). The student should be nn the looksut for such cases.

de (1) 1If the plain and cipher primary components are identical
mixed sequences proceeding in the same direction, the secondary alphabets
will show indirect symmetry of position, and they can be used for the
speedy reconstruction of the primary components (Faragraph 31 geto g.).

(2) If tha plain end the cipher primary components are
identical mixed sequenceés proceeding in opposite directions, the secondary
alphabets will be courvletely reciprocal secondary alphabets and the primary
component may be reccastructed by applying the principles outlined in
paragraph 31 p.

(3) If the plain and the cipher primary components are differ-
ent mixed sequences, t.ie secondary alphabets will show indirect symmetry of
position and the prams.y components may be recomstructed by applying the
principles outlined i paragraph 31 ge

es In all tre foregoing cases, after the primary components have
been reconstructed, the keys can be readily recovered.

43, Deriving the secondary alphabsts, the primary components, and
the keywords for messages, given two or more cryptograms in different keys
and suspected to contain identical plain texte = &« The simplest case of
this kind is that involving two monomlphabetic substitution ciphers with
mixed alphabets derived from the same pair of sliding components. An
understanding of this case is necessary to that of the case involving
repeating-key cipherse

be (1) A message is transmitted from station A to station Bs B.
sends A some operating signals which indicate that B cannoi decipher the
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message, and soon thereafter A sends a second message, identical in

length wath the fairst. This leads to the suspicion that the plain text of

both messages 1s the sames The intercepted messages are superimposed.

Thus1 ]

1. RXGRV MPUOF 2ZQVCP VWERX QDZVX ‘WXZQE
2. EMLHJ FGVUB FRJNG JKWHM RAPJM KMPRW .

1. TBDSP VNXJK RFZWH ZUWLU IYVZQ FXOAR
2. ZTAXG JJMCD HBPKY FVKIV QOJFR BMUSH

(2) In imtaiating a chain of cipher-text equivalents from mes-
sage 1 to message 2, the following complete sequence 1s obtaineds

1

2 56 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26
NE

4 789
KDASXMF BT 2 PGLIQURHYOUVJIC

= w

(3) Experumentation along already-indicated lines soon discloses
the fact that the foregoing component 1s an equivalent primary component of
the original. pramary based upon the keyword QUESTIONABLY, decimated on the
21st interval. Let the student decapher the cryptogram.

(4) The foregning example 1s somewhat artificial in that the
plain text was consciously selected with a view to making 1t contain every
letter of the alphavet. The purpose in doing this was tn permit the con-
struction of a complete chain of equivalents from only two short messages,
in order to give a simple 1llustration of the principles involveds If not
every letter of the alphabet 18 present in the plain-text message, then only
partial chains of equivalents can be constructed. These may be uhited, af
circumstarices will permit, by recourse to tne various principles elucidated
in paragraph 3l.

(5) The student should carefully study the foregoing example in
order to obtain a thorough comprehension of the reason why it was possible
to reconstruct the pramary component from the two cipher messages without
having any plain-text to began with at alle Since the plain text of hoth
messages 1s the same, the relative displacement of the pramary components
in the case of message 1 differs from the relatave displacement of the same
pramary components in the case of message 2 by a fixed intervale Therefore,
the distance on the primary component, between'N and E (the farst letters
of the two messages), regardleas of what plain-text letter these two cipher
letters represent, 1s the same as the distance between E and & (the 18th
letters), W and K (the 17th letters), and so on. Thus this fixed 1interval
permits of esteblishing a complete chain of letters separated by constant .
intervals and this chain becomes an equivalent pramary componente
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44. The case of repeating-key systems. - &+ With the fnregoing basic
principles in mind the student 1s ready to note the procedure in the case
of two repeating-ker ciphers having identical plain texts. ~.rst, the case
in which both Messap-s have keywords of identical length but different com-
s posations will be s.udied-

bs Given tte following two cryptograms suspected to contain the
. same plain texts

Message 1
YHYEX UBUKA PVLLT ABUVYVY DYSAB
PCQTU NGKFA 2Z2EFIZ BDJEZ ALVID
TR0O0QS UHAFK
Message 2.
CGSLZ2Z QUBMN CTYBV HLAQFT FLRHL
MTAIQ 2WMDQ NSDWN LCBLQ NETOC
VSNZR BJNOQ
The first step 1s to try to determine the length of the periode The usual
method of factoring cannot be employed because there are no long repeti-
tions and not enoug repetitions even of digraphs to give any convincing
indications. However, a subterfuge will be employed, based upon the theory

of factoringe

ge Let the two messages be superimposed.

123456789

1. YHYEXUBUK & PV L LT ABUV Y

%« CGSLZANUBMN ¢ T Y B V HULQFT

- 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40 .
2.0 Y S A B P CQTUNGIEKTFAZETFTI 2

2D L RHLMTATIGQSZ2ZWMDOGQNSTDWN

41 42 43 44 45 46 47 48 49 50 51 52 53 54 55 56 57 58 59 60

l.B D JE Z ALY IDTA RUOUG QSUHBATFK

2L C BLQNETOTGCT VSNZ ZREBEUJINDOZQ

Now let a search be made of cases of identical superamposition. For ex-
ample, 4 44 6 18 30

E ad E are separated by 40 letters, U, U, ad U are

L L 9 9 Q
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separated by 12 letters. Let these intervals between identical superimposi-

tions bs factored, just as though they were ordinary repetitions. That

factor which 1s the most frequent should correspond with the length of the

period for the following reason. If the period is the same and the plain

text is the same in both messages, then the condition of i1dentity of super- p
imposition can only be the result of identity of encipherments by identical

cipher alphabets. This 15 only another way of saying that the same relative
position i1n the keying cycle has been reached in both cases of identity. *
Therefore, the distance betwsen 1dentical superampositions must be either

equel to or else a multiple of the length of the period. Honce, factoring

the intorvals must yield the length of the perind. The complete list of

intervals and factors applicable to cases of identical superimposed pairs

1s as follows (factors above 12 are omattod)s

lst EL to 2d EL - 40

2, 4, 5, 8, 10 1st TV to 2d TV - 36 =2, 3, 4, 6, 9,12

2, 3, 4, 6, 12 1lst AH to 2d AH - 8 =2, 4, 8

1st UQ to 2d UQ - 12

2d UQto 3daUQ-12=2,3,4,6, 12 1st BLto 2d BL - 8 =2, 4, 8
1st UB to 2d UB - 48 =2, 3, 4, 6, 8,12 2d BL to 3d BL - 16 =2, 4, 8
1st KM to 2d KM - 24 =2, 3, 4, 6, 8,12 1st SR to 2d SR - 32 =2, 4, 8
1st AN to 24 AN - 36 =2, 3, 4, 6, 9,12 1st ¥D 0 2a FD - 4 =2, &

2d AN to 3& AN - 12 =2, 3, 4, 6, 12 1st 2N to 2d Z¥

]
>

1§
D
-
>

1st VI to 24 VT - 8 =2, 4, 8 1st DC to 24 DC

]
o]
1)
EY]
-
>
L]
[0+

2d VI to 3d VT - 28 =2, 4, 7

The fecicr 4 1s the only one common to every one of these intervals and
1t may be taken as beyond question that the length of the period 1s 4.

de Let the messages now be superimposed according to their periods:

1234 1234 1234 1234 1234 1234 1234 .
1. YHYE XUBU KAPV LLTA BUVV DYSA BPCQ
20 CGSL 2QUB MNCT YBVH LQFT FLRH LMTA .
1. TUNG KFAZ EFTZ BDJE 2ALV IDTR O0QSU
2 IQ2ZW MDQN SDWN LCBL QNET OCVS NZRB
1. HAFK
2. JNOGQ
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8« Now distribute the superimposed letters intn "seconiary alphabets".

Thuss
|
O, ABCDEFGHIJKLMNOPQRSTUVVWXY 2
- 1. L FS JO MY N I 2C4Q

2. N cC_D G B MZ Q L

-

3. QUT 0 WB E 3 C RV _F 8
N

4. H L W Q AS BT

by the usual methods, construct the primary or an equivalent primary com-
ponent. Taking lines 0 and 1, the followang sequences are noteds

BL, DF, ES, HJ, 10, Ki, LY, ON, TI, X2, YC, 2Q,

which, when united by means of common letters and study of other sequences,
yield the complete original primary component based upon the keyword

QUESTIONABLY

QUESTIONABLYCDFGHJKMPRVV¥XZ

The fact that the pair of lines with which the process was commenced yield
the original pramary sequence 1s purely accidentalj it might have jJust as
well yielded an equivalent praimary sequencee.

f. Having the pramary component, the solution of the messages
15 now a relatively simple matter. 4An application of the method elucidated
in paragraph 37 1s made, involving the completion of the plain-component
sequence for each alphabet and selecting those generatrices which contain
. the best assortments of high-frequency letters. Thus, using Message 13

-
<




-+
o
MV EXNOODHMOEHHOZAMANO ARG T - ME N M
MA MU HOARIDHMBEANDSDEXRNCODRODEMO S o
h.v EXNOODODAEnNEHHOZAL O ARD I M S AM .N.
Sl RuEMHOZAMdANOLDARO MM EAMANPENNO ©
ﬂE STIONMBLYCDFGHJKMPRVWXZQU %
3
|
% mv BEMNOOHOUMHHOZAMAMOAROMN M E Ao
wp MT HoZ<dmdr-OAEROD N RMBAKMSEXNCDEW
W Ay MmMeEMNOODHAONBEHOSZAMAMOAOARD N M S
_A ..mB H-MOAEKRD XM ESAmeENNODODMEunEHHOZ«
m M g > GDFGHJKMPRVWKZQUESTIONAB% - e o
H = & RN RO A
Iy ' % AEmEE b
MunEHEHOZ4AMA-LARO DR MHELOSPEMNG & A ZO
H SNOoOAROMDMAMAKNEEXMNGECDMOEHOZ<AM

MEAMOUOARODERM AL REXNXNCORRONDEBEHOR
MuEHHOZAMmAMOUARKRD IR MEAAD >INy

.JKMPRVM-XZQUESTIONAB%YCDFG

24 elphabet
HUALU

'y

AHOAERSDRMBAN>GENNODHOEHHOZ<
HMOARDmAMEANBDEREMNODRHMnEHHOZ<dm
HAMSEEXNODHRNEHMOZANdMMOARLD R
NOODHoneHHOZaAmdOARDNAMAMo>E

GDFGHJKMPRVWXZQUESTIONHBL

1st alphabet
YXKLB

The selected generatrices (those marked by asterisks an Fig. 48) are assembl-
The complete textx are as followss

ed i1n columar mannert
for the second message 13 now known, and by reference to the cipher text

and the primary components, the keyword for this message 18 found to be

The key letters are sought and give the keyword SOUP,

TIME.
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45. The cese of identical messages enciphered by keywords of different
lengths. - &. In the foregning case the keywnrds for the two messages, al-
though dafferent, were identical in length. VWhen this 1s not true and the
keywords are of different lengths, the procedure need be only slightly
mod1faied.

be Given the following two cryptograms suspected of containming
the same plain~text enciphered by the same primary components but with
different keywords of different lengths.

Message .
IYLFF PHXGC EXTZL AMBKI BYLZE
LFEIL BHNZF UWNXS ZORVK BGSLJ
PSLPF IHKFH YYXUT ZFHWL YXADK
ODLGL IZ25¥5 ILXNZ LWLKF HGOUW
La

Message 2.
AMTUK MFGFH UNNNT RWAHV AGBNS
KaGBB NNOSD BQGKH SIMDJ DFYDZ2
FHFMC VGVDX FMKFa XCNVF LOYRGC
BMJBDU TSEIO DTYYX AFBVD XKFRL
FN

ce The messages are long enough to show & few short repetitions
which permit factoring. The latter discloses that Message 1 has a period
of 4, Message 2 a period of 6 letters. The messages are superimposed,
with'numbers marking the position of each letter in the corresponding
period, as shown belows

iy
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34123412341234123412
BZTZLAMBRIBYLZELFEIL
UNNNTRWAHVAGBNSKAGRBSB
56123456123456123456
12341234123422341234
ZORVKBGSLJPSLPFIHKTFH
SIMDIJDFYDZFHFMCVEGVDX
56123456123456123456
3412341234X234123412
YXADKCDLGLIZSWSILXNZ
LOYRCMJIBDUPRSEIODTYYX
56123456123456123456
12

LA )
FN r

56

d. A tatle of "secondary alphabets" 1s now constructed by distribut-
ing the letters in respectzve lines corresponding to the 12 daifferent

superimposed palirs of numbers.

For example, all pairs corresponding to

the superamposition of posaition 1 of hessage 1 with position 1 of Message

2 all distributed in %1nes O and 1 of the Table,

Thus, the very first

superimposed pair 1s I3 the letter A 1s insertved in line 1 under the letter
A

1

T

I.

18 as follows:

1
The next pair 1s the 13th superimposition, with y; the letter N is
anserted in line 1 under the letter T, and so on.

The completed diagram

O ABCDEFGHIJKLMNOPQRSTUVWXYZ
11y S K A D ON___q F -
2-2 R D72 X GF _ AN
©3-3 A CT F R X

w44 R G U . N H 7 LY
A1.5 J_ K B FUY A 5. .
w26 NA B 1IN . X
. B33 N COF _HA M
8 4-3. NV __ U DFG
“1-3 A FGT JB O v
©2.4 DH VF G5
B35 UDF B E L
4-6 X ” Y B 10 N °

Fige. 51.
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ge Tnere are more than sufficient data here to permit of a complete
reconstruction of the primary component, which 1s found to be that based
upon the keyword QUESTIONABLY.

f. The plain text and the keywords for both messages may now be ¢
found very easily. They are shown belows
€
STAR STAR B5TAR OCEANS OCEANS
IYLF WNIXS ADKO AMTUKM CVGVYDIX
ENEM PSRHA IBLY ENEMYRH OLDFO-R
FPHIX ZORY DLGL FGFHUN FMKFAX
YHAS VEDU LONG ASCAPT ANHOUR
GCE 2 KBGS IZSVW NNTRWA CNVFLO
CAPT GINA ERRE REDHI ORPOSS
/

TZ2LA LJPS SILK HVAGBN YRCMJB
URZED NDCA QUES LLONET IBLYLO
MBKI LPFI N2LVW , SKAGBB DUTSEI
HILL NHOL TREE WOONEO NGERRE
BYL2Z dAKFH LKFH NNOSDRB ODTYYX
ONET DFOR NFOR URTROCGC QUESTR
ELFE YYXU GOUW QGKHSTI AFBVDX
WOON ANRHO CEME PSHAVE EENFOR
ILBH TZFAd LA MDSDPFY KFRLFN
EOUR UROR NT DUGINA CEMBEBNT
NZFU WLYX DZFHFM

TROO POSS NDCANH

Fage 52

46, Concluding remarkse - The observant student wall have noteéd that
a large part of this text 1s devoted to the elucadation and application of
a very few basic prirciples. These principles are, however, extremely im- ~
portant and their propsr usasge in the hands of a skilled cryptanalyst makes
them practically indispensable tools of his art. The student should there-
fore drill himself in the application of these tools by having someone make
up problem after problem for him to practice upon, until he acquires facil-
ity in their use and feels competent to apply them in practice whenever the
least opportunity presents 1tself. This will save him much time and effort.




