Interrogated: CSbiC(Main), CvF, 7 = 12 Nov 44

Subject of Report: WT and Ciphers in 3 Bn LO GAF Sigs Regts
Identifications of sigs units in the BALKANS:
Genan Longrange Comns in GRELCE:
Tng of GAF WI and Cipher Operators; '
Personalities;
Gpecamen Call-sign and Cipher Key “ZETTEL":
Orders for destruction of sigs material likely to fall '

anto eneny hands,
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FIRST DETATLED INTERROGATIOH OF ,
T RICHTER HANS IICHARL - : j
0K EOr3Y,
. i
Rank: 1/cpl (0/cefr) l 3
Unit: 12 COY 40 GAF SIGS REGT G :
Id No: 24756 (Ln.Ers, )/LgeNachr.Rgts7 , i
Function: WP operator and oipher clerk |
Deserted: 23 Oct 44, to jJoin I Duv ELAS near LARISSA
Secret Humber:  M4k/1835 . %
]
!
I
1

P¥ as Lhe son of & Social Democret from LEIPZIG, who was the Editor ]
of the Socialast paper LEIFPZIGER VOLKSZEITUNG., He claims {o bo related te a
Prof, James Henderson, of ABERDEEN, and to have always been anti-Nazi, lile his
father, After leaving school, and vefor: being conscrapted, he worked in LEIPZIG
as jgunior producer at a theatre, Hc saw his chence of deserting from the GAF when
the Bratish landed an GREECE and wont over to ELAS un the neighbourhood of LARISSA, o
bringing along with him a trainaing copy of the "RASTERSCHLUESSEL 44", He claims
-also to have been in touch waih Bratish officer(s) working in GREDCE before the ‘
landing., He wishes to work for the Allics.
P has an e.cellent memory end talks willingly. Howover, he is apt
- to overestimate the importance of his informatron and to give information based not !
!

so mich on his own experences as on his impressionsa e
Reliability s Feir
2, HISTORY AND MOVEMENTS ‘

28 Apr 43 * Called up to 6 GAF Sigs Dopot Coy, 7 Luftgau Sigs Regt,
at AUGSBURG~-PFERRSEE. - J

9 May 43 Posted for treining to 2 Coy, 305 GAF Sigs Tng Regt at |
REVIGNY sux ORWAINT, 1RAICE.

2} Aug 43 Posted to SOUTH-BAST (?) Command, Spent a forinight at a
transil cump an VIENNA Arsenal, vaiting to proceed to GREECE,

22 Oct 43 Posied to 12 Coy (Airoraft Plotiing and Reporting =~ ey
FLUG *mvmss). LO GAF Sags Regt, at ELEUSIS, L
20 Mar 44 Transferred to 15 Coy (Aircraft Flottang and Reporting) - A
of sems Reght at SALONIKA., PW'sI:t was later attached a7 *
to 12 Coy, then at LARISSA. - ',;.’
23 Oct 44 Deserted to I Div ELAS near LARISSA. v ;t
3» UNIT (3 Bn LO GAF Sigs Regt) * N
|~ (A) Organasation and Function \ PN
1 ' ;‘ J
v PN knew the Regt consisted of three bns, numbuored 1 - 3, but knew no :".'ff',"r”
. details of 1 and 2 Bns, C o v
. .- 3 Bn consisted of six coys, numbered 10-15s Functions were as follows:. I-
'l.|r 10 Coy H . oo v !
. %, . 11 coy  Evaluation (AUSWERTUNG) A
ot 12 Coy 3 SR S
- 13 Coy 1 Airoraft Plotting and Ropertirg: (mummmms)
' 1&! COY ' i . ‘\.ra l, ' lal.
v ! 15 Coy : Alrcraft Plotting and Reposting, and in. a.dditim
- Evaluation, though its designation-mﬂcm&
T gave no indication of uhis.
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. The nunber of dets in coys varied, Some had as many as nine, 9435 and
#4 Coys included Plotting, Telephone and WT dets (MESS, FERNSPRECH and FUNK TRUFES )e
15 Coy came under the orders of FLUKO SALONIRA.

Notes Ko further information is given in this report on working methods
in evaluation, plotting and roportitg, which have been dealt
with by CSDIC air CMF.

(B) WI Equipment

Coys in 3 Bn were squipped with FuGe 3 and FuGe 40, and also with sets
of French manufacture called SiRAM-Brongavia, These were of two types, one referred
to as the 3/10 = 100 Watt (French 160 W), and the other called the 0/12 -~ 20 Watt,

A 60m aerial was used,

(c) WP Commnications

a) Callwsigns

These were lssued to the unit monthly, The orderly room gave out the
call-sign for the day to the WT operators, Sometimes the previous month's llst of
call-gigns was used in reverse order. .

If conmunications were found to be difficult between Wr stns (TRUPP
STATION) the ¢/s would be signalled in between the designation of the det being
called, The designation of a det was arrived at by adding the number of the det to
the number of the coy to vhich it belonged; thus 12 Coy with three dets would have
the designations 121, 122 and 123, '

b) Frequencies

Coys in 3 Bn used two frequencies, the Airoraft Reporting Freqiency
(FLUGELDENELLE) and the Comend Frequency (BEFEHLSWELLE)s The latter was used
chiefly for sigs admin traffic,

Alrcraft orting Frequengy : 3 Bn was on FLUGHMELDEWELLE SUED
GRIECHENLAND, which included the erea from the Islands to SALONTIKA. During Oct 4l

this was as follows:
Germon Summer (war) Time Freguency

0800~1630 3792 kcs
4630~0800 3418 kos

Note : dlrcraft Plotting and Roporting units North of
SALOITIKA were on the FLUGMELDEWELLE SUED-0ST or BALKAN.

Command Frequency : 3 Bn was on the BALKANS Command Frequency
(BALKANEEFEHLSWELLE). The foﬁlovdng signale were used to order units concerned to
use this fresquency :=

-

Bn to coys 1X1  “change to frequency"  MELCHIOR (ocodename)
11 Coy to dets BR " " " MELCHIOR 4
12 Coy to dets XOX " " " HELCHIOR 2
13 Coy to dets YQQ w " " MELCHIOR 3
14 Coy to dets 2 n " h MELCHIOR &4
15 Coy to dets K Zero K " n " MELCHTOR 5

(£211 summer 4k MOM)
c) Codenames

The following codenames wexe in use within 3 Bn at various times -
dates are given below s~

Pormation or Unit Codename Till when used

AOC GAF SQUTH-EAST (Edeur der LW Sued~0st)  ZENTADR ?

Plotting Room HQ .3 Bn 4O GAF Sigs Regt KEULE, SENATOR LIk

Formerly Plotting Room of above, BIRKENKRIED About Jan 44

later 10 oy 40 GAF Sigs Regt KEULE 751l withdrawel
GREECE

Flotting Room HQ 15 Coy (Zentrals 15 Kp) PAIKE . After Aug L4 till

withdrewal




vo - —POr—EHERET-
REF ID:A65374

. . CSDIC (MATN)/Y 44

SEvaluation Office of above STORCHENIEST Withdreval in GREECE
(Auswertung der Zentrale)

HQ 3 Coy 26 Tech Bn SILBERHOCHZEIT Withdrewel in GREECE

. 7 Coy 4 S8 Police FIRSTAUFSEHER Aug 44
PG Div KAUFHAUS end Sep 4
(from beg Oct due to change monthly)

4) Ciphers
i) “RASTERSCHLUESSEL La"

Orders annowncing the introduction of this caphern and copies for tng
purposes, were received by 3 Bn in mid Jun 44, Operators were given instructions in
its use, but the orders stated that owing to difficulties in distributing the forms,
etc., the LWSONDERDOFPELKASTENSCHLUESSEL was to be used after 1 Jul 4ly(ses iii below),
until furthor notice, In Oct L. F¥'s Det receaved the forms at last, but by misteke,
a3 another Coy HQ had thought that his Det helonged to it, instead of to another Coyl
This cipher was NOT used for cccmas, when the British landed in GREECE, by eany unit in
53 Bn, but P¥ thought iz might havo been used by other units, possibly in CRETE.

ii) DOPPELE.S:ENSCHLUSSSEL '

Thas type of cipher “ms used by PW's unit 4111 the end of My Tt
was known as NACHRICHTENSCILUESSEL whon used by coys, and as TRUPPENSC whish
used by coy sub-units. The Cifference lay in the use to which the sams cipher wis
put. In the former case il 1ec vsed to recipher each bigram cn the same key, whereas
in the latter case it we. use¢d for encipherang only., Thus the cloar bigram AV would
read @

in NACHRICHTEMSCHLUESSEL clear AV = XC:cipher = HWirecipher -~ signalled

in TROPPENSCHLUESEEL clear oV = X ~ signalled

Keys wore changed evey ihrse hours. Period ywas 21 (twentyone).

iii) LUFTWAFFENSCIDERDIPPFTK..STENSCHLUESSEL

This was introduced w.e.fe 1 Jul 44 by order of the SO-in-C (HONAFUE)«
Dally tables of six boxes marked A, B, C, D, E and Fywere iasued for Jul Lk with
three=hourly keoys, 3 Bn then received orders to use the same tables for Aug i, in
reverse order, i.e. tebles for 31 Jul to be used on 1 Aug, and so on,

The sare tables were also used during Sep and Oct 44, with the
following alterations:-

In Sep the some darly tables were used for each corresponding day of Aug,
and the keys were reversed,i.e, if on 1 Aug from 0300 to 0600 hrs the key read FC
(Boxes F and C), on 1 Sep from 0300 to 0GOO hrs the key read OF (Boxes C and F).

In Oci the foliowng tables were used, On 4 Oct tables for 31 Jul
were used, and on 2 Oct icbles for 1 Ju and so on, 3 Oct using tebles for 2 Jul,
VWITH THE ADDITIONAL ALTERATION of converting keys (box-indicators) A, C and E to read
B, D and F respectively. For inei.anse, if the key for 7 Jul - which vas used on
8 0ot = read for 0600 to 09CC hrs FC, 1t was changed to ED, F being squal to E and
C to D, boxes ED being used for that three~hourly period.

iv) Enigre ¥actane Cipher

3 Bn Eq ussd erig.a macdne cipher for its comns with the Plotting
Roons (sometimes at Cur Jv, some’izss &t Bn or Regtl HQ) and higher formations,

4e  SIGE ITENTIFICATIC 3
Unit Locetion

GAF Sigas Reg: 3CUTH-FAS" (Tm Pgh Sued=-0Ost)  ATHENS (?) '

3 Bn "G" of 2bove umit (Intercept) Probably nr SALONIKA

I Coy (Tr+nsit Coy) of above umit {moved to PANCEVO at end 43)
Intercept Unit kncwn by codename "SUEDFUNK"  PARNASSUS




il A e A B ke s e wm P e sewte Sewdene = - - . -
= > -t 2 - - - -
- -

REF ,ID:A65374
® " @ o

(h"'.-DIG‘:@l 'M! 14

Fitters and Meintenance Unit KALAKAKT
(S und I Stelle): looked after
GAF sigs eqpt and Radar eqpt

Fitters and laintenance Units
as above

1/GL¥ 8igs Special Service Coy

13 GAF Sigs Specaal Service Coy
(both either u/e 40 GAF Sigs Regt
or GAF Sige Regt SOUTH-EAST)

Bn 4O GAF Sigs Regt L 05440
Coy 40 GAF Sigs Regt L 55516
oy 4O GAF Sigs Regt L 07149

6.  GERMAN LONG BANGE COMNS IN GREECE

' In Sep 43 the Germens set up & teleprinter 10 kms cutside SALONIKA
(betwoen MIERA and SEDES) which was supposed to make testa for comns with the OKW
in EAST PRUSSIA, Codename was SAEGEFISCH.
3 3n "G" of GAF Sigs Regt SOUTH-EAST as at beg Oct 4k, had an 800 Watt
transmitting stn Jnom by the codenamo EHRENMAL., Probably near SALONIKA.

7.  IRAINING OF GAF WD AND CIPHFER OPERATORS

P was treined between Mpy and Aug 43 in 2 Coy 305 GAF Sigs Tng Regt,
at REVIGNY sur ORNAIN, FRANCH., The course was supposed to last only two months, but
dregged on for nearly four months, Trelning, in addition to basic inf ing, included
WI work &nd machine cipher., Flying personnel as well as ground persounel were
trained during the course on machine gipherp though it was knéwn as "Recruits' Course

for WL Station Operators (Ground)" = LEHRGANG FUER REKRUTENBETRIEBSFUNKER (BODEN),

The programme wa.s as follows 3=

First to third weeks: .

Introduction to WI' tng and scope of worky Recruits were told that
they would be expacted to operate the meat seoret cipher mechine, the Enigma,
Treining with the buszer till a speed of 2 to the minute was

L"."-_"ﬂ and su'baagwmt weokss

Parallel tng in ¥WT work and machine cipher,
Training on Pack aset b", Mark II, )
Q Code, .

Tuning and Netting,
Treining on 5-Watt sender after fifth week,

reached,

) A speed of 50 to the minute was ocnsidered suffiocient in the case of
ground staff, of 30 to the mimute in the case of flying cx potential flying personnel.
Work on'the Enigme was taught to teams of three, but it was said that
two could work the machine if absolutely neccasary,

8, PERSONALITIES

() 3.Bn 40 GAF Sigs Rogt

3ajor SCHWINDT

Hpt WEIHERMUELLER
Hpt LANGE

Lt WUENSCHMANN
0/1t MOSER

HEpt UNDEUTSCH
OFFENHAUSER rly in Bn, Trensferred to 2 Bn HQ
in Nov ‘h;o
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Gefr

0/Gefr HORNBOGNER

0/Gefr HIRIO _
0/Gefr WEBER
0/Gefr KEITZ
0/Gefr POHL
0/Gefr AKDRESSEN
? PROKOP

? SUERDERMANN
? ZIGAN

? ARNOLD

? DIMTER

? STRACK

™ ZIERKE

P JURISCHK
Pw REINKE
Pw LUNKEWITZ
Fw 1008

Pw JASPERS
W GRASKE
P ROLOFP
W XOHUT

Pw REICHENAU
™ HOHKANN
114 LEIGERS
Pw - GEIGER
Uffs JAKOB
Uffez WAGNER
Uffz BOEHM
Uffz WIESE
Uffs HAREK
Uffs HLUM

Uffz VAIDER
Uffzr WEISHEIT
Uffz  SCHIEMANN
Uffz  OSTERHOLT
Uffs EGGELING
Uffz GIERSCH
Uffs WEITZENDORF
Uffz WERNER
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i/c WI otn in 12 Coy
Fitter or mechanic in 12 Coy
i/c Sigs maantenance in'12 Coy
In 12 Coy
In 12 Coy (?)
In 15 Coy
In 15 Coy
i/c WT tng at Bn Sigs School nr ATHENS
Formerly in 413 Coys About mid Sep 4k
said tb have gone over to partisans on
PAROS or NAX0S.
1/0 WT stn of FPlotting Room HQ Bn
Worked in Telephone Exchange of above
Plotting Room, Very anti=Nazl, Poet and
former commmist.
WT oporator in 3 Bn

L]

A/o reporter in Bn

1833338:3"'.83.88!.33g
¥
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(b) 2 Coy 305 GAF Sigs Tng Regt (iug 43)

/Lt  BEISSWANGER 0C Ooy

Lt PLAGENS 2nd 1/c Coy

o/fw  SCHNEIDER Instructor in Coy

o/Fw  KALETTA on course (flying personnel)

Fw  RICHTER " ",

C.S.D.I.C, (Main),
C.M. F,
21 Nov 44,

_Hj‘(kl.n_') N MG{ wf

H. T SHERGOLD, M8 jox, I, 0,
Army Sectian,
CSDIC(M2in), CMF,




REF ID:A6537
' AFEERDIX 4" ﬁ.mop-mm-

CSDIC(NMATN)/Y 1k

, SPECTMEN OF CALL~SICN aND CIPHER KEY "ZETTEL"
TSSUED TO WE AND OLPHER OCERAIORS

(drevn by PW from memory)

Datun (Date) Uhrzeit (Time)
Rufzeichen und Schluesselmitte)l fuer den essesnr sscenne
Call-signs and Cipher keys for the

s

(Nams der Funkbezichung)
Type of Wireless link

Sammelr freichen e.ge & 8 0 (auf Ausweichswolle)
All stations calle-sign (on altermative frequenay)

Weitere Nemen
Other ocall=signs

(Weitere Funkberichungen)
Oither wareless links

-

Abstimmng am sseeee UM seeeee Uhr
Quit zolt
Nett ing olleee 8t ceeees hrs

ipschinenschluassel
Machine Key

Steckverbindungen
Plug connections
a ZJ -.-...(10 mra)
10 palrs Ringstellung
("ring" setting)
Kenngruppen (4) KES ~ Uhrzeit (Time) 16 02 Qb
Recognition groupess 0300 = 1100 T1I v I

sne 1100 « 1900 v I III
1900 « 0300 IIT Vv

Other keys followed if applioable e,g.Doppelkastenschluessel etc.

BY states that a similar ZETTEL was 1ssued dally by the Coy
offices 1n 3 Bn 40 GAF Sigs Regt, where schedules of ocall-signs
end keys were kept for one month.

Frequencies were NOT on the ZETTEL, but were given to sets
and mrked in the Sigs Office Log Book (BETRIEBSBUCH).
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ORTERS FOR DESTRUCTION OF SIGS EQUIFMENT
LIARTE TO PALL INTO ENEMI HANDS

(reconstructed by Ff from memory)

W Trensmitter and Receiver
Remove valves and bury them,
Use pick or hammer to smash condensers and coils.
Pour petrol over apparatus,
To complete destruction of the whole WI set place & 3kg
::rgeﬁa-.nd asseult demolition charge near set and

Bury- remains,

Rectifier and 21l apparetus cquipped with valves, condensers, eto,

Same as above, but 1f no time is avallable, destroy
after a/m apparetus.
Fleld telghones F¥33, oable drume, collapsible redio masts,
testing instruments

To be broken up and parts mixed up and scattered, oables

cut up, scales and indioators to be rondered unidentifaable,
then as above.

Genexrdtors

To be destroyed by explosive chargs or set on fire,

High voltege machine to be broken in pieces, Sparking

plugs and brushes to be rermoved and destroyed separately.
Fuel vo be emptied ard disposed of - if no time 1s availn.‘ble
it should be set on fire with tracer.

Sscret Documents
L

~ A petrol lighter should be kept in the safe with the docs.
In some units instructions order blasting ocartridges and
tine fuges (15m = 45 secs) to be kept there also.
After STALINGRAD RT tables were enamelled so that they
could be destroyed with a hammer.

4

Remove drums, cut the wires of the plug conneotvions,

ry vo smsh up drums and bury remains, otherwise taks back,
Pour petrol over machine and destroy by use of explosive
crtarpe,
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