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FIRSF DETAILED INIRBOGCING 70 k2.
VASSALIO TODARO, Ciud & ‘\\
Renk : Lt. Col K
Unit & Funotion: SIM Crystographie Saotlon: \\‘, ot
Head of Ru:cudom Group in Y‘i\, '
Diplomatic Cub~Soction (till

Arzisties)
Interrogated : CSDIC, OO, 29 OoY 4k

Subject of Report: Rumenian Diplematic Cofon und Cizhors
1. IREAMHR.

Source is a 49 year old Sicilim, & roguldar artillery ofificoy, W.o _nimod
ST Cryptogrephio Scotion in 1934, He speaka Puasnien, cnd was rocponsidble fop all
work dond by the Diplomatic Sub=Sec on Rwwnicm 4l7lomcdc codes emd cixhers. 7uen
the Armistice was dsolared he went into hiding %o eveid boing forved imio #hm SID

- Reliability: Foirly good
2. RUMANTAW DIPLOMATIC CODES AND CTPHERS (%11l Armiotico)

(a) ZIraffic pessed

Source stated that Rumanian diplomats elvoys 2ad the hobit odf ®ordiia.a lot".
Traffic was espooially heavy when TITULESOU w=o eroign !iinister, and i iieulasly
when he uns head of the Leagus of Nations AsswBly. i
: Military Attechs traffic was mexd rociriotod in volumg belozo i wor, but
o~ Guring the war mil attachas also sent & large mu-tor of telegrams. Iezing 400 wr
algo LISBON traffic provided a good desl of uaaful 1.0 (ST Oryplo Iz »udaz able to
road it), as the Rumanian Minister there usaé 2 ro¥ 1 all Ms aomweioiiions with

Lorsign diplomato.
(b) Guuori) nvthods of hendling codo: and oizlors

Althrush the systons anployed aund e {rojuont ohengesn in aystunt yrovided
for foirly good sccurity, oirhor olorks wwr> poer, 4o pre-uwar PARYS Lopg:'don olerks
'mingotho vorst, OS%on BUCHAREST would 2ok Loy o t2lozran to be ropeatod o5 40 could
not road.

Enoofiing end onciphoring of toudin in Dwancion wos done withsut rogoxf 4o tho
¢ zulos pooulimr to the language, oxcoyt in tho oaso of *P" cedill:, uialoh
spelt "Tz". Tk vwusd S, represecind by YU" godilla, mad the verdlc Sozivod
CAT 1.0., the “A" ciroumflex epd the *." with short wovel sigm, waro recdod or
d a8 “3% and "A" rospootively. '

Dipteustio Codss,

oonfirmed BIGI's statouon} in CxDIL/C /Y 4» pore.3.D.1.0, ho ShI
succaaded reading all codes in uso v o Ul 4o of the Amdstico, phojestal
copies of each Dodo bodng aveilsble, Codos wore of tho five~figme tyne, exid covoral
would be usod a% o> and tho same timo, ¢ho uoct xoext omes boine anployod Shr
traffic of greater cogurity waluo,

Reciyher wes used exvept Whoro Lo GS Wore not considered irgartcyi.
Enbassics und Lepations used the same 03fno, 1y thore were sane, such ac
LSO Legation, not am important omo, w.iox bl fovor books in use, T4
aprlied to the dirlaxtic agoneles in LOWDOI™, “....: = 701" apd MADRID
(1939-1941), whon traffic Wos an @ 1mOrC ZUJLOGH BOLl.e

The rogirior tablos were built . ur Ghe yriveipls of asinglo plir -msion
of digits (Mwrorslond Al mawri®)s Dook sonljior %chle wos allottod & mm o, thdeh |
wos givem in tao Loy group at the begi.i in of i marecnigran,

Exx.plo: “4th reednier toble:

Cozs ?
DICITS 1/.2] 3T4%(-5]6|7]|.8(9 [0
RECTHER [Z]&]e[T[3]0[B[T[1[5

rooiphor code groups: TWuroonicram toxt rondn !
18360 26700 56091 eto, 29105 40855 30512 oto, P
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CSDIC(Main)/Y 12.

Subtraction or addition recipher tables were NOT used. If telegrems were
long, the olear text would be encodsd in several codes and reciphered by means of
several tables. Marconigram would still contaln ane key group, the use of a different
gode and recipher being notified in the text,

J

f (d) Military Atteches! Codes and Ciphers.

Traffic between Mil Attaches and General Staff at BUCHAREST was in trans-
position oipher and five~figure code = of & more elaborate construction then the
Diplometie codes - with recipher tables,

(4) The * oi "gifrul d® Memorie"

This wes a transposition oipher system with 6 boxes of 6 x 5 small squares
of which the olear text was written,in after a certain pattern. If a message was, for
éxample, 180 letterse long, or more, the first 60 lettsrs were written in the squards
as ghown by arrows 1-2) in App "A". The remainder of the letters was writtenm in the
other 120 free spaces fram top to bottor, columi by colwmn (NB, or possibly also from
bottam to top). The enciphsred text was read off in groups of five frum left to right
line efter line, If the text was shorter than 180 letters = whioch rarely happened -
the first 60 letters were placed in position as above, and the remainder filled it, then
read off line after line, }

This cipher was uséd by ths Rumanian Military Mission in ITALY, which had its
main offices at MITAN, and ohe or two officers in ROME,

(i1) A ciphér on the lines of the"RASTERSCHLUBSSEL".

An underlay was used for six months, It consisted of a large rectangle of
1), spaces across and 20 spaces dowm, subdivided into four equal rectangles of 7 spaces
across and 10 spaces dowmn, Some spaces were cancelled, on tho pattern of oross-word
ruzzles, The clear text was written in, elong & ocertain pettern, as may be seen from the
suggested example at App. "B". The pattern varied from message to message snd was
indicated to the addressee by means cof a key group.

Source could not remembher if ths lines wore mmbered; he thought that only
the columns were mmbered, oonsecutively fram 1 = 14, and that the key group gave the
column from which encipherng started, along a patterm drawn om the trace used in con-
Junction with the underlay,

(11i) Pive~-figre Cods

This code was used by lil Attachee ani possibly dy the Rumanien Mil Mission as
well, in 1942-43, Various systems of recipher were used, two of which were remembered
by Source in some detail. Source oonsidsred both the codes and the recipher hardsr to
break than the Diplomatic codes.

The flve-figure cods ocmsisted of a book (size not given) in which each page
was mmbered: by means of one of the four three-figure groups printed at the top. The
page was divided into two pearts, each part containing 5 blooks of 10 groups each. Thera
were alternative groups for the seme clear letter or word (words more commonly used).
Inside each block of tem, the olear text was arranged in a quasialphabetic ordey end
each was indicated by memns of a blook-digit (ccemon to all ten groups in the
blook), and a seqond digit which identified the group itself within the block, See
APP, "C".

The earlier system of reciphering this code was known as "fige" (pronounced
"FISHE" ), vhereby small oards or tables of conversion of figures were d alongside
the code-group columns (in App "C® columns 1 & 2 and 4 & §5) to ensble the encoding or
decoding clerk to read off the eqivalents of the blook and code-group digits.

This was replaced later by the following ayatem:

The encoded version of any telegrom was written on & form oontaining a number
of rectangles, as illustrated in App "D". Each reotangle had 10 spaoces across and 5 down.
FPive~figure groups would be written cut in columns, from bottom to top according to a
certain key, which chenged every six months, The reciphered versiom of the telegram
would then be copled sut in groups of five, line after line., No key group was contained
in the marconigram, A.G.Be

F.G, ADANS, CAFT,

for (R.P.P. EDWARDS)
C.3.D.I.C.,(Main) Lt. Col.

CM P, Camdt.CSDIC(MAIN
19 Nov, iI"l'o ( W?
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ENCIPHER: FOR GENERAL GHEORGHE SECOND SECTION I H\VL THE HONOUR TO INFORM YOU THAT THE LARGE
SCALE MiPS YOU DESPATCHED LAST WEEK HAVE NOT ..RRIVED YET STOP MAPS /RE URGENTLY

REQUIRED STOP GERMAN STAFF REFUSE TO LEND IE MAPS X FOPA
| -
IRH A BRI CIERIEIT F\_\_+§s~(1 e ARV RS Ra Y LS ¢ |?
o Unlleimdalcinde l lolefult! Rlejcls®lolv' gle(wiyr ‘--LL;‘EH\G
{r it TiLaw, 4w 1-‘:]: J',_:'T G €loyvit0 C.'l.‘.;__‘\.-t! L 1 A1 AT I 1‘
€. el . lolol l@wliio viyig TR, 011 IRT L olfe|LIENEIRIGIAIN ;¥
- o (‘r-u %l [ jt-:’“|:'|._ -4 P.RD'-‘—T'U r "E-Tl
MARCONTGRAM READS: TAPTY SDAEO TEVTE RER/R SNYQE OSMIF UONIP PHOEA HYER IMKEO RETOP ERNPU DEEAY RSINE HORRS LAGAT

EAVLR AIDIG CEGTR OCFRN ATHLD MSAEE CEEOS ODSGH NOVYH PSCEL NISOM SIEEA MAVFL GHNPU FOUHE AORIE,
SMAUR IERTG WFFT ETEXA
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ENCIPHERED:
L‘Wo-on o/-'tco

ra

1. The underlsy was chonged every six months,

2, ZEach telegram was enciphered om a differemt pattern, indicated by a key-
grouwp
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MILITIRY ATTACHES® DRCI- T TABLE, CHANGRD EVERY SIX MONTHS
EX MPLE

3
EBCIPHER: 34750 O4357 87549 67375 86003 73521 33269 43584 98989 04962

9 04 2 3 8 5 6 &4 7 REOIPHER KEY
1 234567890
91513191914 2]1]0]7
Li370l8/6]8] 6] 2]5]5
5/8J01912]5/9]5/7]3
717161813 3 bl 31 &l b
8|618]913/ 6l 0|7 3|0

M'ROONTGRAM READS: 95399 42107 43085 86255 58092 59573 77683 343k 86893 40730

Haroonigream did NOT oontain ko) -group.




