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SPONTRLY I0SSES OF BUITISH, ALLIED AND ISTTRAL
LHIPING BY U/B ACTILE IR CALD WAS XI®

The chart entitled sMonthly losses of Shipping Uy U/5 Actdon®
idlustrates the rehtiw between ithe Allied strupple against th‘u
Corman Twboot émec in xorld aar II and ths availabllity of accuraie
ans tizely operational intel1ipence derived from eryptanalysis {l.€ey
i-uding. the texts of etnexy radio mes.z-es). It a_lio takes into account
tho other principal factors wiith influenced the outcoms of the Atlantic
| batile. | - ' o

' & siznificant twoefold comparison of the value of Camunication
Intcliizence {CUMINT) in wartime is appardnd fyvom ar anslysis of the
chart, On ihc one hand, 1t is upsistakebly clear that Britlsh = G.°,
GC'}E”? contributed directly and substantially to the Allied victory
- over the Ccrmap U=boat. (n the other hand, ths ctsprering losses ine
flicted on s1lied shigpine by Usboats, from the outbreak of the war
wtdl the sumecr of m,.m closely yelated to the degrec of success
schisved by the Cerman COMINY organization (the ¥Bv Scrvice) against
A1died comunicallons. | |

Three degrecs of COMIRE cuctess are sepresunted on tﬁe chart for
both gritish « {,C. aid Cerman radic Inicllicence (R.1.), nacely low,

nedime, wad iz!.s_h ruadatdlity. Corman comunicelions vetween #esval
headquariers and the Us=dosi fleet wers carried exclusivel; in the (egman -
" machine elpher (E7I7A), a highegrade systen. In consequence, the h
cexkined nr.lﬂ.sh.

o L er:pma_lyt—is atiuck waus cancmtrim on this
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systos and the degres of f3lied success included not only the mﬁm
of selution but 4l the time limitation for imsediate cperational

sffectiveness of the inforsetion. m resdability, uxmi‘orc, mdi.catu

a 1ow state of solution with & time lag in dcu'ypt.tng the msgsages anch
that the informatlon eobtained is of no value for smediste operstional
affectivences. It is weeful, however, for bullding & baskgrousd of
strategic information. Mediua resdability indlsates spproximately a
50% solution of the messages, ssny of which can be resd in sufficient
$4ue %o be of imsdite tactical value, Righ Teadability indtcetes
that a1l or most of ths mugm ca&n be docr:ptsd eupletaly (-amm-)
and can be resd currently and continuensly with s nivimam of delay. '
. eress the conbined British = U.S. eryplanalytic effort vas dizected
sﬁainst the D=bost cipher machine, the German *B® lervice eancentrated _
on codes and oiphers e&nhiaing information regarding nmm convoys and
@m’t shipping, o higherade oiiher machine was availitle for cambined
use for this tragfic witil lute in 293, Bence, from 293 watil late
1943, a1 of the Allied convey md _ahipping informstion was carried in
less scoure codes mad ciphcu, and it was spainet thase that the "gp»
sesvice reslised ite greatest success. Whare the chart indicates the
Sermanst low mﬁbﬂ:l_.ty of Allied traffic, it zeans that intelligence
was cbtatned from reading low crade systess cuch 45 merchast sbip eodes
“nd aircraft revonmsiasance codes. Nedium Peadability irdicates partial

" golution of Allied mediuvy grade codes a:d ¢iphers. <fuérmcy, though
', desirable, was not of the essence in decrypting this traffic, for the
* »ge service atressed the importance of budlding w & buckground of




REF ID: A65651 .

wn

|A-\—‘

sonvey intelligwoe and developtng, opersting patterns, For this

purpose, mmt dccrypta vere obviously of grest nru. In

por.tads hen nueconi.n eonvo:s wers vaing approxinaulw the m _

routes, past knouledgs of convoy babits and proceduree, topether with

the kmownregularity of the cotvoy n':uing patierns, uis sade %o come

pensate for the Tack cfleu_rna't information on ﬁdtvidml convoys. High

_resdadility indicates complete ;olubim of the British - G5, high gradt

Eavel.- e’phtr using Tahles M+ and '3' and decryption of the messages

on a current and continuons basiz. The *B* Service schieved tids degrn

of success only onec-dm'ing £he Wr - fron Janmrr mtil Junl of 19!13. _
In addition to intelligence dlrittd from crypt.anﬂyau, the m—

b.‘mcd British - TaSs effort had auﬂabh two other sources of inrcmtion

based upon the Cermans' heavy radio traﬂ'ie. _ These were Direction

Finding (D/F) and treneattter identification (YIMA ard Rré). T/ is a

~ method of locating a transyitier by-otjtnning simvltaneous bearings at

._ several moiving mﬂnm and plotting the area of intersection of the

bnring lines, TINA-is & mothod of Munt.u:ing * nﬂo m__ by his

sanding ehar,actctiati.cl, while R¥P is @ method of Wﬁng the radio

tranmitting station by studying the alectricel characteristicn of tbe

| . trenssission. Both WF and transeitter 1§uxuﬂ.cation'prcdedures wore

used oxm;vély md affcctﬁiiy nga‘.\nat the U-boats, Intelligence tru-a :

_these two sowrces was availatile throughout the war. However, its -

_ accurscy and application were much more linited then in the case of

intelligence derived from cryptanalysis.
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mﬂnun%rﬂofmmtﬂtwﬁdlm, mcmmjom ..
s period of madiw ru«hbmtr o !ritinh codes amd cﬁpluu. (Tuis _
- factor is upmu_tm by the sreen plaid colwm towsrd the left hand
lidl of the chart,) " -It iz known, for oi!lph,' thlt both British m
Code No. 2 m:tmul t‘.:yph-r ¥o. L wmappmmyﬁ mdnblc;
durznzthtlpﬁnguﬂmnfmtma thchgntcnlyﬁhham
was qniu common. thus, valusble information en the dsposition of the
:mushﬁnbmuumm- mrlnoumnafm"n' M«mtb‘
' litta' part of this period is high-ligh‘l‘tdhytw sugceseful Cerman
tttaeks on Neval forces « the sinking of HaMufis CLUFIGH ab 8 Jm
and & less qne!'.nuhr U=bost operation against the Northern Fetrel
a wenk later. S L
Daring the ‘fArst nine menths following the nm of var, the
. . mwber of Usboats svalilable :oi opersticis 'ig;ian shipping wes small,
it monthly lossss of Allied vesssls ware nhtimly uaht {150,000
gross tans in the hauqnt msonth), m, iz Jums 19k0, after re~
1mamu-m;nfmmmmzm, sinkings incressed
- steadily witi] they reached 350,000 gross tons in October of that sxme
thanges Inireduced inte British Navel Code and c:;:l;ar in Aogust 1940
Pesilted in o smpletaly wsuccessfd memth for the Cerman COMINE effurt.
stnkings continued wabated, howevsr, since the Usbosts were Dy now
opersting out of Trench ports in the Bay of Mascay. Kight attacks on
eonvoys by swfaced U-boate sccomted for beevy logses. It was evident
thet, Gempite thd loss of latelligence from COMIND sources, thorowh
krovledge of £111ud convoy prossdures, pattemns of operstion, and protatie

T e,
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. movemwsts enabled "the U~boat commnders to centinue their raiis wmiil
German COKIRT broke inte British codes and eiphers again the following
nonth, ﬂomn", sucosss this tine %as on lov level crypto-systens
' {ses barnd grun column) -M, e & ma!qmm, the quality of Gersan
inuniwe began {0 deteriorate, Even this lowegrade suecm L
short, 1ived, for changes imtroduced imto British cipher procederes’
in September began. to have their effect and ancther drought in -Germsn
COMIRT eentr.‘r.buted ta an appueitbh reduction in miad ahipping losses,
The mﬂ:er of B-boats smk by A12ied action was neglisitle during
the ﬂm__m an_d s balf of the wr, (See dmh_e grest area on sxireme
left side cf cﬁirt.._). mﬂ intelligence and anti~eulwarine operatiéns
" were not yet - to the task of comdatting this wderses menace.
I Yebruary 1911, the Cermans cnce xore vegan reading lov level
smt:l' systens and again ﬁn rat; of shipping losses bLegan to mowt,
The !!-buts moved west of uﬁi ad 1aunched clneentrated night attacks
on ennm; the month of zprﬁ. saw the ﬁut- daylight nttack ona
. convoy by & Usboat group. The enpﬁ@iath@opm_lﬂgnticvaqm_in-
full sway. The availability again of i;:tc.juigcnea, exploited with more
sggressive tactics, resulted in a msrked increass in German submerine

Suscesses.

It was in March o: 1911 that Britdsh cryptanalysts first tasted
suceess -gt.‘.nst tha Oerman ENIGMA. It #48 & trickle at first, mainly
of low ruuhility and m-emt, bnt it soon progressed into mediwm
mdabﬂlty with shorter tine hg, then Mthh decryption in volume
besﬂ” (See red column.). With-the intelligmce now svailatle to the
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British from CORIN?, the convoys wers able to adopt svasive routing. =

tactics, and this faotor, together with the provislon of escorts ad

ak'mft-hnsd on Iceland, .umd ﬁrmtic reduction in shipping lomlg

for tw sonths. | ; | |
British CORINT Was now ina period of high readsbility, and de-

cryption of the Gersan Teboat mes2azes wag ';';'.'L'ac_mi on a cwrrent

operstional basis in sugust 19h). In Geptember, the British ceased

to mip‘bar the indicators for their cun Naval Codes and ciphers and

thc Cermane wers guick to spot ‘this uakuss. ﬂmuver, an intereating

. sit.mt,ion devclaped, despite this new ﬁm r:tmm success, there

was 2o smrw.tuble mpmvenﬂt in thdr operational situation at ses.

A batile of the OCGIB"’ sﬂ'ﬁm dm).oped with the Eritin lml holding

the wpper hand. )brmr, in October, a mere secure combined British « 1.5,

Cypher for convoys was introduced and the cﬂ‘mtimesa of the U=boals

uas ‘further mmd. 214ed nhipping losses were cut ta mder 75,000

tnns the fonoiing month, as sgainst a hu of 10 U-bnzts. with the

fatlure of their pttzcl 1ines, ths ertans bsgan now to suspact Bri.tish

InteIIigcnce.

" The tnited States entered the war in December 1SLl. _For sbont the
£1rst eix weeks of 15h2 thare was practically o CORINY availstle to
the Germans. But the -CWb!.nm! Naval Cypher ¥o. 3 became readsble in
mrumand was read alunt -ntirely and cm-rmtly wmitil June, m
it vas repl&ced by Baval Cypher ¥o. 5. Froa an opersiionsi pn!.nt of

" Yiew t.he emlaiut;an of Cypher ¥o. 5 was perisps the greatest schisve-
mert of the German CONTIT service, U-boat cormanders now had the one
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indlepansatile means of locating Allied conwsys in mideocesn. The
Gerzan mcnmhﬁned problex was golved = an paper and Ueboat

. stmgth could be eanceﬂtnm af. tlw right place and &t the right
ti.u m ’u-hutc noud, 1n for ;tm.vy atucka {n zid-stiantic md -
llmg the mm seaboaird of the U.Z.; once.¥ore Allied losses _
begsn to sosr (The chart now sn;wn-a_n ares breskdown for losses:
attributed to Germaa Deboat action, and the heaviest comeentratim
appears in the Atlaniie chn, show in hlack}. )

It was during this tm period thut the Germans added a fourth '
wheel to thei.r mm mhine, resuiting ia & euylr.te blsckout for
L British cryptanalarsuf this bGleak psmd Iasted !.’or un consecubive
;nutha. The Cermans continved reading tritdsh traffie throughout

-

this period and the U-boats enjoyed their rrestest successes, mch.’mg
8 peak of some 750,000 gm-a tons of shipping in Xovember 1952, of
which 625,000 tons were in ths Atlamtic, Jome sporadic relief was
' upcrienoect by ihe introduction of U.l. countermeasures and by the
effectiveness of I.3. coastal corvoys, but,- in genersl, the -ﬂ-buts
‘eontinmd to 'ﬁmﬁm the advantage. The Ssboat offensive was extended
snto ths culf of lmdoo and the c:ribbam, md A‘.uiad lnnu eontinutd
 atas hlgh le‘nl , '
' The xonth of December 1942 morked 3 turning point in the battle
ut the Atlantie. Am-dhm- druppcdto one half the totﬂ.ot ﬂu
- previous wonth, m‘ugh weather was undoubtedly a factor; but tha
introduction of new combiasd cipher procedurez caused gnntber biind
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T the ! tg traffie sid reswsed g«wﬁ. During the followving month,
, } Hou-nu were further reduced by evasive routing nhaungounauan .
S _.ucu-nﬁnv«nvnuﬁﬂiougw tiequ;uuﬂ.-ann uﬁmﬁanvu )

dou....ﬂwo.am.n-.nma sircraft. It was in this sane month of Janvary 1943 -

[ tbat the sgcnawﬂagg.gogﬂﬂaﬁagﬂu%

- uou.l by fs-a acting.

In Yebrusry 2943, Enmoﬂﬁuu nonslag ggonﬁg

- whn.o.-ngnopﬂg- and were os_uomnum a perdnd of high udngmwﬂ.w “Come
.. centratisn of Usboats in the noribwest Atlantls began, bub the EBiS.

. ..._ﬁ%gﬁ#ﬂwﬁ«ﬁﬁv@cg!wﬁﬁuuﬁuggg 3
aﬁﬁgﬁco&mﬁu?g Bﬂpugloonu ggﬁfvﬂf .

. gk gn-a to increase -u.»mwnwﬂ o )
"t Gerssn ciINy .une&g&u??aﬂ in ¥arch 1943 with the"
upv.ﬁ u.ﬁ.&um of dﬂgh 8-.3% uasu-a- and the fllied convoys found -
iﬁng@nv«g?«n guﬂ.ﬁﬁbgﬂnug -
" %o 600,000 tons, double the previous meath's total. Begimning with
this uﬁ.ua. -Eﬁo»uﬁ-lun aroused ooﬂ!a»mn the -rnﬁ.»n.u. of A1lied
convoy opers: ims. Howsver, operational mﬁqﬁ-»uuﬁpongmi i

| inforsation swplisd by the "B* Servise was short lived becpuse the

Britiash « .2, uu.won.w was becoming gﬂamww nﬁnﬁﬂoﬁﬁ. hE-n .

o gweb. nﬁ.ﬂ.woﬂwﬂ»u airerafl; weapons, and rader, reinforeed 31
. COMINT, made iisell fell in increased sinkings of G-boate; losses

g«u&ﬁﬁvﬂ'ﬁn«hﬁ%fﬁﬁgé&!iﬁig _
gnﬂasﬂwcuo»g

e
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It was inhyot 'hj that the inumityofthewudemhu

uspmdﬂ:reughrm of Allied COMIET succese, apd changes were a
_ mtruﬁucad the fcﬁ.uﬂing nonth {June 19&3}o Brl.t-‘uh - im. Faval

cypher io. 5 raplm«l Cypher ¥o. 3, ind iu m_agmtm rermena

Jost their COMINT during the math of Jume. M, they were sile |
tommaperiodot Iumdamuyonunud snhn in Jdy. By
-eubhzing resulis from Iot-idnl :om ﬂi.th Saformation gained through

_teatfic amlysis, the Gernsns were atle tc reet the dusands of the
| Operatimal Comeand for tie nest four months.. But, the B* Service lost
Ca nadabﬂi.tx 1in the fellowing Rovember and & cupleta drnught '
COMINT contimad for the duration of the uar,

- !mring thisz stme period, the tempo of the am-d orfmtin ineruud,
onmaunmlumthecmml gc@bimdmrfteém |
alr offensivc in. the muy of Biscay area forved a-genoral Wihdrawal of '
the D-bosts 4n fevor of Jess dangerous sreas, The loss of so many U-doats -
intheﬂnkﬂgcfmfwmuullmmmmgamyupenﬁn . |
pisce of bm_imn for the Gmm 1n the eenbmad' 'm field, °~:‘.,§
mnth of June 1943. 'uw'm 2iest Americen PONBE phc'm! tn opsration in
Tayton, Chio (‘!Elis, BOBBE, & forerunner of shich had been devﬁ.oplé
" i §.E., was a hiph<apeed maum mhzm copablc of matching an
umeépuin tmammmmemmwaﬂmnmm
wessage for the purpose of oebtaining the dafly wheal setiing.) ‘mt
tine delay in reading EXIGHA traffic was cut from an avera;e of 600 ..
" hewrs to about 450 lhcnrc. {See Beavy red por.ﬁonhl'line on chart.)
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. USe. Navy ueo:t cerrier forces could now be directed to the r-m\ung
' :-.admou of the M in nd-auanm w.tth s resiltant high loss
in rafusling mads. A)11ed forces could alse bs brought within
" affective rangs of their o search equipment for attacks aguinst the
submarines. U-haat lolm in censuqmmc eontiamd to be high By.
Ssptember of 1943, tha 'B.Se m me operating in run :torce in
Washipgton, thoreby g-uuy auygmenting the combined CQRII'E ctfort, and
) thethehginreadingﬁmmagasmmumamg-ofﬂ
hours. !he Comtined Cipher Machine (ccn), 1ntrodnced for eonﬁined nngu
m the Tate spring of 1943, came into widespresd use by the fall of the
o aéaun.s of these schievenents were felt in the German np&amm '
- ,pietnre ‘at- sea. Althongh the B-bnata returned once again to the %rth
'Aﬂantiu lh&pp:lng lmes in considerable force, the -a- Service eould
no 1oager lead them to the Allied comys. Amod ships and yhnes,
‘aided by intelligence from CONINY sources, continund the offensive
';gdnst the Usboats and losses aentnmd heavy :ar the Cermans. Ia
Decembar, they diverted their U-boats to the U.K. = Gibraltar shipping
m,' lming been driven out of the -North Atlantic. -eé;-nn U=boat
nessages were now being read eomtinmusly, completely, a.nd currently,
mmhomonthcanr;ge. The Germanst hizh-gudnnpmtimlndio )
‘comminications were new wide epen to the Allles. Hesides supplying
eurrent operational information, ENIGMA messages revealed invalmble
technlesd intellizence coucarning the Lmboat progras, The Alliss mow

had a source of_aécurite and comprehensive information on new weapons,
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.such as the acoustic torpedo, as well as a?n now Mms'suﬁh as
search receivers and the sehnorehel amrmm sith the loas of
- their own CCHIET sources, resuliing from incmnd Allied ccmmieaum
security sthsequent %o gmml distribution of the CuMnld Cipher
¥mchine, the Germans were f{orced ﬁo rolx ahut utmlym foman _
Air Forcs uuomumnu for locating conwys But this alt:rnatiu
 proved much less effective than cqmn, mq 141110& mppin; losses i.n ‘
| _ the Atdantic, for Sght months suweequent to filleseale opéniion- of -
thcﬂm!m,,macuticuaveﬂgeotmz?,mmwmth. . _
In Jnwry 39kL, the girst sohnorahsl U-boat appeared in th. lthntic ,
but th schnorchel ltpl!“m at sea were not utiafaetorﬂy ea-plam
' until after the allied inwaszion at_zmnce. The schnorchel Uebeat did
not becoms 2 serious threat and slup‘pmg losses continued at & low level.
~ ‘The Allies eauunuea to maintain the advantage during the critical -
 invasten period. (mmm-omnbyamm&mt the chart
nolongﬁrshmanuubrukm) Ueboat losies,. onthoothcfhuld,
tora mnm&ently beavy. The POMEES conti.nmd their excellent work: |
af uwuring mlykqnttmgs rcr the ENICKA and the tine lsg never _
again fell behind a LB hour uxjm- :tor effective. operationtl nesds.

Py August, the tboate had been mcmm from their pom on the
French Soast, au:l the (srwen wdersca fieet ﬂu greatly reduced after

16 conascative months of reverses. _

feapite thess nthac.kn, the Gman suhn-ine arm continued its
strug:;le to regain suparimty. iy ua, a mn-diteh d‘fort uas m-
in the am.m of mh to mm the offensive by using the schnorchel
!J-bontl, which w this $ims were needﬂs' 1nerm1ng in nmumbers




Communication~wlss, experiments ware ade in January 1945 with a mew
type of transmission, the .'il_nriczi' transmission, in an-attept to

pr&uxt interception uf Debost messages. The vkurier® was 2 aystn

of wltra-hishespeed or maahﬁ transmission, in which & trief but .

3 caplett REBTELE m sent :in & fraction of a steoné.

7 the new Uboat offensive was concentrated in & Mlockadé of the

gritish Isles. ‘The schnorchel U-boats sntered the channels and tslamd
seas of Crest Mta.r.n vhore ﬂuy sf.tadﬂy i.uu'oued in mnbcrs a3 )

- ctftetiumss. Sut the end of the war wss only 8 fev mths offs
Faced with totail eouaple in the hmulmd, the onoe ponrzul U—beai.;
fleet m ,tomed u smder m B:reh of 1945, althowsh £t was still

- & dangerous mhat unit, wonorganized, mvsdmdﬁningto
continus the war. o )

_ while it 13 not feasible to assess precisely the value of cufxxt _

in the Battls of the itlantie, au‘bam results drawn from opcnti.ml
analysis hm indicated thatl the auihbﬂity of tiulr deoryption
intelligence o thesamnﬂ-bats increxsed by a sdnixm of 250% thdr
effective search abllivy against convoys especially uhcud for -
attack on the basis of such intslligencs. This amalysis has slvo

© revealed ﬂnt_'dnr'ing the pariod of hsgh resdability by the A1ilies, from

Ceptember 1943 to ¥arch 194k, the euﬂui_:t rate of German B-baa_u‘ s |

two-thirds that of the rate during the last six sonths of 1942, when

the Alli.u ware tot reading Lboat mllunieltimt. ﬁomvet, during

the same ptriod of high M‘huit; by the min, the -iuk:!ng rate

{per U=boat day per convoy day) droppod to one=sixth of the Iﬁt‘l pro-
_vailing fros July f_._c Deceaber 1942 when deeryption intelligmee vas
available to the Cermans bub not to the Allles. .

I
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4aide fron the' vast savings resulting from ks great drop 1n
affestiveness of the Uebosts during the periods of Allied COMINT
success, thers were comparsbie gaing in uﬁ-nhurinc offeneive -
opmtions. The li'fcutims of the unsua swisce and li.r
assrching forces which were svailable m the st.hnm vas grestly
mua,mdmuamgsinm&rﬂsn.twm )
achicved,




