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GENERAL SOLUTION FOR THE DOUBLE‘ TRANSPOSITION CIPHER
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INTRODUCTORY REMARKS

1 Nature of investigation_ ..o ooicaeaa. Suquary of conclusions_.._... @ m——————— -3 4

A Purposge of this pAPEr. - eeeeomoonn S 2 | ’ : ij.u}““ A}{

1. Nature of mvestiga.tmn.—It is known that, two or more messages of identical length,~
enciphered by means of a double transposition system, may be read by anagramming. It was
conjectured that'the very nature of the system is such that somé pseudomathematical
procedure could be devised for the solution of single messages or messages of different lengths
enciphered by means of a double transposition system.

2. Purpose of this paper.—This paper was written for the purpose of setting forth in detail
the results of a study for a general method of solution of the double transposition cipher system.
The method herein described is-novel in cryptography and presents a principle which may be
of value for other types of transposition. A preliminary knowledge of the more important and
+ fundamental principles of cryptanalysis, particularly with regard to transposition systems, is
¢ advisable, though not absolutely necessary, for a proper understanding of the details of this
analysis. Reference is therefore made to Signal Corps Training Pamphlet No. 3, “Elements of
Cryptanalysis”, wherein will be found elucidated the basic principles of the science. The

. method of procedure, though mathematical in nature, makes no heavy demands on the mathe-
A matical knowledge and ability of the reader..
: ' 3. Summary of conclusions.—It is shown in this paper that it is possible to solve a single
) message, or several messages of different lengths enciphered by means of a double transposition
¢ i&:) ~éipher system. The ease and speed with which the solution may be attained will depend on the

aumber of cryptanalysts; the general mtuatmn, etc.,’ and no sattempt has been ma.de to estimate

iy an average time of solutlon. ’
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Section II
ANALYSIS OF SYSTEM AND GENERAL PROCEDURE .
Parmaph Paragmph
General considerations. . ______.________.______ Number of different cipher resulta.nts possible
Notation ..o 5 with given key and message_ ..o~ 7

Plain-text cipher-text relationships___.._________ 6

4. General considerations.—The general method herein presented for the solution of a
double trsnsposmon cipher involves some potiens which may not be immha;- and sre therefore
- discussed in this section.

Consider the fundamental element of a transposition method. Transposition is a process
which does not change the identity of the lettefsof a message but does change their relative
positions. As a result of any transposition, the sqpangie letters of the plain text are rearranged
‘i "sothe new order. It will be found of value to-eontider this process as one in which a letter
‘of the plain text is replaced by some other letter of the plain text. Comnsider, for example, a
columpar transposmon with key 2-5-6-1-4-3 apphed ta a message of 50 letters, It will
be found convement in what follows to disregard thé identity of the letters and représen'o them
by .numbers giving their position in the plain téxt Thus, 1 will ean the ﬁrst plam-tex’t
Ietter i 2, t'ﬁe second plain-text Ietter ete. _ .

2 5 & 1.:«4 3

4 - X Coa

OL 02: 03 04 05 08 .
- 0f 08:09 10 11..1R

13 14 15 16 17 18 ¢
19 20 21 (e ey oza
26 .26. 87 28 29 (g? -

31 32 33 34 35 35

37 38-.39 40 41 42

43 44 45 46 47 48

: ermmi

'l‘he clpher taxt obtained: by colummu' tmnaposltwn, in terms Oia hhose numbm s
04—10—16—22—28—34—40—46—01—07—l3-19—25—31—37-43—49—0&12—-18%0—36—429
48-05-11~17-23-29-35-41-47-02-08+-14+20-26-32-38-44-50-03-09~15-21-27-33~ "
39-45.

The above notation means that the first cipher letter is the fourth plain-text letter, the

second cipher letter is the tenth plain-text letter, etc. This may be represented as follows:
Cooe-- Q;L 02 03; 04)05 06 07 08 09 10 11 12 13 14 15 16 17 18 19 20
C----z@@w 16.22/28 34 40 4§01 07 13 19 25 31 37 43 49(06 12 18

¢
do--_- 21/22 23 24 25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40
G- 24\30“,36 42 4805 11 17 23 29 35 41 47 02 08 14 20 26 32 38

Co---- 41 42 43 44 45 46 47 48 49 50
Ci---- 44 50 03 09 15 21 27 33 39 45

Figure 2
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* Here the number in line C; represents the posjtion in the cipher text of the letter whose

~ position in the plain-text-is given directly beneath it. (Notice that the sequence of numbers

of C, are thase of the columns of figure 1. The columns have ‘been rearranged according to
the key and written horizontally in sequence. b
5. Notatlon~—For cenvenience, the following motation will be used: C, will represent the

- plain text and aleo will be used to enumerate the positions in the cipher text; C, will represent

the cxpher text resultmg from the first transpouthn and thus also .the “plam text’” for the
second transposmon, 'C, will represent the cipher text resultmg from the second transposition.
It is seen from figure 2 that the transposition in question. replaces the first plain-text
letter by the fourth, the second plain-text letter by the tenth, the third plain-text letter by the
sixteenth, etc. guwl 1T e
To effect the second transpomtlonﬁe same operation must be performed on C, that was
- performed on C,. The first letter of C, (4 éf C;) must be replaced by the fourth letter of C,
(22 of Cy); the second Jetter of C, (10 of C;) must be[replaced by the tenth letter of C; (7 of Cy);
the thlrd letter of Oy, (16 of Cy) must be replaced by the sixteenth letter of C, (43 of Cy), etc.
The operations discussed above I may be represented as in figure 3. In figure 4 is shown the
result of the operations, where again C, is the plam, text (and also used to enumaerate the posi-
tionis), C, the result of the first tmnsposxtlon and Oy the result of the second transposmon o
This scheme can now be used to effect a doublé transposition with the same key.
oy ’ S - TyXT,=Ty
;Jt' ‘Co'-Cx o . G G C_l C C G
01->04 i 0104, 04-22=01->22.
; R0 CEeLlTe s i 02-10 10-07=:02-07
S 82:;2 e 03516 16-543=03—43
0538 OAER L
-06—->34 . )
- 0740
08-~46 » v : : » . L
0901 S - R
1007 . - e . . : ’ o
1113 : - : : s :
12—18.
. 1825
15237 . oo Vo, : o : T
1643 S :
ete. . v

_quxna




" ©y...0F 02 03 04 05
Ci..-.04°10 16 22 28
C,--.-22 0T 43 30 17

Co-.-21 22 23 24 25
Ci----24 30 36 42 48
C;.._.42 29 14 50 33

Co.---41 42 43 44 45

REF ID:A57071

4

06 07 08 09 10 11 12
34 40 46 01 07 13 19
02 38 21’ 04 40 25 12

2

26 27 28.:29°'30 31 3

1314 15 16 17 18 19 20
25 31 '49 06 12-

48 35 2 003‘39 34‘19 06
335435363’7383940

05 11 17 23 20 35 41 47 0208 14 20 26 32 38

28 13 49 36 23 08 44 27 10'46 31 18 05 41 26

46 47 48 49 50 -

7 4349 06 12-18

Ci-.--44 50 03 09 15 21 27 33 39 45
C;...-09 45 16 01 37 24 11 47 32 15

Fiaure 4

6. Plain-text cipher-text relationships.—Since the same operation has been effected twice,
there ought to exist a ‘“plain-text cipher-text” relationship between (C.,C,) and (0103) which
remains invariant. Such a relationship does exist. Notice that the pairs in (C,C,) are the same
as those in (C,C;); their relative pOsmons have been cha.nged For example, under 1 in C,, we
find 4 in C;; under 1 in C,, we find 4 in C,; under 2 in C,, we find 10 in C;; under 21in C,, we
find 10 in Cz, etc.

If a third, fourth, . . . nth transposition is effected with the same key, the same phe-
nomenon will occur and can be used to find C,, C,, . . . C, readily. . The pairs in (C,C,),
(C,Cy), (C:Cy), (C5C,) . . . will all be the same so that C, can be found by writing under C, the
numbers to form the palrs alrea,dy determined by (C,C,).

7. Number of different cipher resultants possible with given key and message.—It is possi-
ble to determine the number of transpositions which may be effected with a given key on a mes-
sage before the original message is obtained. Using the scheme of figure 4 and the message
already discussed, the numbers of C,, C;, C;, . . . C, appearing under the 1 of C, will be limited
to a particular set. The number of elements in this set depends on the number of steps in the
chain 1—4, 422 2230, , 44—9, 91, i.e., 38. Similarly, the set of numbers corre-
sponding to any element in th15 cham ‘will be of the same length. The last number in any one
of these 38 sets is always the same as the corresponding number in C, so that any number of
transpositions which is a multiple of 38 will always make the first cipher letter the first plain-
text letter, the fourth cipher letter the fourth plain-text letter, etc.

The message being 50 letters long, there are still 12 unaccounted for, the smallest of which
is 3. We can form a chain for this number in the same way as for 1, viz, 316, 16—43, 433
whose length is 3. Any number of transpositions which is a multlple of 3 will make the third,
sixteenth, and forty-third plain-text letters become the third, sixteenth, “and forty-third cipher
letters, respectlvely

Continuing this process all 50 letters may be accounted for.
chains
identical, the number of transpositions used must involve each of these numbers as a factor.
The smallest number possible is therefore the least common multiple of them, 3 X7X38, or 798.

This same notion is applicable to any type of transposition and will determine how many
steps are needed to regain the original text as a cipher message.

In- th:s particular case four

B 4 -13-25 €%=33-41-22-1

Qo 2-19tn

were needed of lengths 38, 7, 3, and 2. In order that the plain and cipher texts be
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RECONSTRUCTION OF THE KEY, THE SOLUTION BEING KNOWN 3

. . N Paragraph
Application of paired relatlonships__"____-_;_-_i_____L___---___--____; _____________ 8
Test of assumptlons--‘.; ........ PR PN U SN SO U U SUUO IR U EpR R S 9

8. Application of -paired relationships.—The notions ‘set forth-in section II may be used
to great advantage for the solution of messages enciphered by means of a double transposition.
The method will be illustrated by several examples, increasing in difficulty.

Suppose several messages, enciphered by means of a double transpositien, have been read
by anagramming messages of identical length. . In order to read other messages in this same
key, but of different length, it is necessary to know the key, Whlch can be recovered by applying
some of the ideas set forth in section II.

Let us refer for a minute to figure 4. The knowledge of hne 01 is sufﬁcmnt to recover the

keysince {8 4} indicates that the fourth column Wﬂ.S Tead ﬁrst { 0 g}shows t,hatr the first column

1
was next transeribed, {g“ 08

£ The complete:key is thus found to be:*
Key {

}shows that the sixth column was the third one transcribed, etc.

256143
1 2 3 456
« If the message has. been read by anagramming, lines Co ‘and C, are both known, but C,
| must be reconstructed before the key can be.ohtained. The method for reconstructing C, is,
in general terms, to assume a width which will enable one to arrange the sequence of numbers
e ¥ of C, to insuré-propér pairing of (C,C,) and (€,C;). - The procedure will be illustrated by using
& the message of figure 4, assummg C, unknown. -Let-us write the numbers of C; and C;, leaving

space for C,.

£ ~ Cp.... 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16 17 18 19 20

! | Cl__-_ . . . . .
G-l 22 07 4330 17 02 38 21 04 40 25 12 48 35 20 03 39 34 19 06

E | Co--.. 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40

‘ Cioweo ; .

gL | C;.-.. 42 29 14 50 332 Ls 13 49 36 23 08 44 27 10 46 31 18 05 41 26

' Conev 41 42 43 44 45 46 47 48 49 50

Ol--_- B . .

C.-.. 09 45 16 01 37 24 11 47 32 15,

Figure .5 s

9. Test of assumptions.—Let us assume- that the keyword is not less than five letters in

length. As a first case then, suppose the width of the rectangle to be five. The first number
of C, must then be 1, 2, 3, 4, or 5. :

. 06340—34—2 6]




If it is 1, then the next several are 1, 6, 11, 16, 21, 26, 31, 36, 41, 46; we stop with 46
since 51 is not possible, there being but 50 letters in the message.

in their positions, we have

Co---- 01 02 03 04 05 06 07 08 09 10, etc.
Ci.—-- 01 06 11 16 21 26 31 36 41 46, etc.
Cp--_- 22 07 43 30 17 02 38 21 04 40, ete.

6

Ficure 6

This is impossible since 1—1 in (C,C,) contradicts 1—22 in (C,C:).

The remaining possibilities for width 5 yield similar contradictions, as shown below:

Co--.. 01
Cl-;.-.. 02
Ceo___ 22
Co..__ 01
Ci---. 03
C;___ 22
Cy---- 01
Ci.._. 04
Cyo. 22
Co---- 01
Ci..._. 05
Cp.._. 22

Co---- 01
Ci.--- 01
Gy 22
Co--_- 01
Ci.... 02
Cyo.. 22
Co-_-_ 01
Ci---- 03
Ci---- 22

Assumption
02 03 04
07 12 17
07 43 30

02 03 04
08 13 18
07 43 30

02 03 04
09 14 19
07 43 30

02 03 04
10 15 20
07 43 30

Assumption

02 03 04
07 13 19
07 43 30

02 03 04
08 14 20
07 43 30

02 03 04
09 15 21
07T 43 30

Contradiction
05 06 . . C, 02 C, 02
22 27 . C, 07 C; 22
17 02 .
05 06 . C, 03 C; 03
23 28 . C 13 G, 22
17 02 .
05 06 . Co 04 C, 04
24 29 . C,19 G, 22
1702 . . -
0506 ... C, 05 C, 05
25 30 . . . 0,25 O, 22
17 02 .

Ficure 7

The transposition rectangle therefore cannot be five columns wide.

On the assumption of width 6, the initial number of C, may be any one of the numbers
1 to 6.- The first three yield immediate contradictions,

Writing these numbers

Contradiction
0506 . .. Co 01 C, 01
25 31 . . . C, 01 C; 22
17 02 .
05 06 . . Co 02 C, 02
26 32 . . C, 08 C; 22
17 02 . '
0506 . .. C, 03 C, 03
27T 33 . . . C, 15 (22
1702 . ..

Figure 8
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For the assumption [C

1

] there is féund

Co---- 01 02 03 04 05 06 07 08 . . .
Ci.... 04 10 16 22 28 34 40 46 . . .
C;.... 22 07 43 30170238121 . ..

F1GURE 9

This is possible since we have 4—22 in both (CoC,) and (C,C;). Since (C,C.) yields
107, (COCI) should also yield 10—7. Inserting 7 in.C; under 10 of C,, no contradiction is
obtained, since there is room in C; for the number 1 which must precede 7 and we ﬁnd that
both (C,C,) and (C;(C,) yield 1—+4. We now have—

Co._.. 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16 17,18 19 20
C,.__. 04 10 16 22'28 34 40 46 01 07 13 19 25.31 37 43 49

C,.._. 22 07 43 30 17 02 38 21 04 40 25 12 48 35 20 03 39 34 19 06
Co.o.- 212223 . .. -

Cr.

Cooo._ 422914 . . .

_Figure 10

Notice the further checks: 16—>43; 1325 in both (C,C;) and (C,C,).
Since in (C;C;) we find 2230, we insert in C; the number 30'under the 22 of C,. There
{ is no contradiction, as there are just enough pla.ces for the numbers 06, 12, 18, 24, which must
precede 30. We now have—
Co---- 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16 17 18 19 20 21
- C---- 04 10 16 22 28 34 40 46 01 07 13 19 25 31 37 43 49 06 12 18 24
Ci.-.- 22 07 43 30 17 02 38 21 04 40 25 12 48 35 20 03 39 34 19 06 42

Co---- 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40 41 . . .
Ci---. 30 36 42 48

L C,.__. 29 14 50 33 28 13 49 36 23 08 44 27 10 46 31 18 05 41 26 09 .

Figure 11

The further checks can leave no doubt in our minds of the fact that we are on the right track.
Since in (C,C;) we find 30—29, we insert 29 in C; under the 30 of C;. We now have—

Ch--—- 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16 17 18 19 20 21
Ci-—-- 04 10 16 22 28 34 40 46 01 07 13 19 25 31 37 43 49 06 12 18 24
Cpo-.. 22 07 43 30 17 02 38 21 04 40 25 12 48 35 20 03 39 34 19 06 42

Co---- 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40 41 .
Ci-.-. 30 36 42 48 05 11 17 23 29 35 41 47
Ci---. 29 14 50 33 28 13 49 36 23 08 44 27 10 46 31 18 05 41 26 09 .

Fiaure 12 -
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Since in (C,Cz) we find 35—8 and 47—27, we insert 8 in C,, under the 35 of C,, and 27 in

C, under the 47 in C,.

Co-... 01
C,.__.. 04
C,.o__ 22
Co---- 21
"Gy 24
C,.._. 42
Co--__ 41
Ci_.. 44
C,.... 09

02 03 04.
10 16 22.
07 43 30.

22 23 24
30 36 42
29 14 50

42 43 44
50 03 09
45 16 01

05
28

06
34
02

26
05
28

46
21
24

‘We now have—

07 08 09 10 11 12 13 14 15 16 17 18 19 20
40 46 01 O7 13 19 25 31 37 43 49 06 12 18
38 21 04 40 25 12 48 35 20 03 39 34 19 06

27 28 29 30 31 32 33 34 35 36 37 38 39 40
11 17 23 29 35 41 47 02 08 14 20 26 32 38
13 49 36 23 08 44 27 10 46 31 18 05 41 26

47 48 49 50
27 33 39 45
11 47 32 15

Ficure 13

Having reconstructed C,, it is a very simple matter to find the kéy.-

e, T

N
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SECTIbN v

RECONSTRUCTION OF THE KEY, THE PLAIN-TEXT POSITIONS OF SEVERAL OF
THE CIPHER LETTERS BEING KNOWN

‘ Paragraph Paragraph
The problem preseated ... ... __.__..__._.____ 10 Testmg assumptions. _ . ___________________.._._ 12
Preliminary considerations._______________._..._. 11

10. The problem presented.—Suppose the following message is intercepted (the enemy is
known to be using double transposition).

LDECS ENREO TNEHE BNGLTI ALDTO IIEHE
TASMK EWANE FACNE FLLAI F

Later a C. P. is captured and the following plain text found without the work sheets.

‘Y

IN CASE OF GENERAL ATTACK' THE MAIN LINE OF DEFENSE WILL BE HELD.

In order to read other messages, we must reconstruct the key. A frequency table (fig. 14)
shows the message to have but one B, G, K, M, R, W.

ABCDEFGHIJKLMNOPQRSTUVWXYZ
Zo--E=--= -E-Es --= -

ervnm 14

We can deﬁmtely correlate these letters in the clpher text with the same letters in the plain text.
11. Preliminary considerations.—Let us assign the numerical positions to those letters

which are definitely known. (The numbers in C, are the positions in the plain text of the cor-

responding letters in the cipher text, e.g., R is the thirteenth letter in the plain text, ete.)

C... LDECSENRET OTNEHETBINGTLI
Co---- 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16 17 18 19 20
Cioece 2 9T 17 w1 5332 3G 457 L 0 2 3 3Ly YE 2 KoY
Cpoon 15 57 20 0 13 ' 46 09
C.... ALDTOTITIEUHETASMEKETWANE
~ Co_- 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36 57 38 39 40 .
L T L A R B AN AT T A PR
Coeeen - 25 21 42
C.... FACNETFTLTLATIFTF
Co---- 41 42 43 44 45 46 47 48 49 50 51
O N R T RERT
02---- _3 \.:,5

' Ficure 15

(89)
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We will find it convenient to write down the numbers corresponding to columns of different
widths for a message of 51 letters, since the numbers of C; are these columns rearranged, each
column being kept as a unit. We thus have, for example, for widths 5-7:

1._ 01 02 03 04 05 1.. Ol 02 03 04 05 06 1.. Ol 02 03 04 05 06 07
2..06 07 0809 10 2..07 08091011 12 2._ 08 09 10 11 12 13 14
3._ 11 12 13 14 156 3__ 13.14 15 16 17 18 3.. 15 16 17 18 19 20 21
4._16 17 18 19 20 4.. 19 20 21 22 23 24 4. 22 23 24 25 26 27 28
5.. 21 22 23 24 25 5. 25 26 27 28 29 30 5__ 29 30 31 32 33 34 35
6.. 26 27 28 29 30 6. 31 32 33 34 35 36 6_. 36 37 38 39 40 41 42
7.. 31 32 33 34 35 7._ 37 38 39 40 41 42 - 7.. 43 44 45 46 47 48 49
8.. 36 37 38 39 40 8.. 43 44 45 46 47 48 8__ 50 51 ‘

9. 41 42 43 44 45 9__ 49 50 51

10.. 46 47 48 49 50 '

11__ Bl | '

@ ® (©)

FIGUBE 16

For a w1dth 5 there is 1 column of 11 and 4 columns of 10 letters; for a width 6 there are
3 columins of 9 and 3 columns of 8 letters, ete. It will be found convenient to prepare a list
showing the number of letters correspondmg to various combinations of short and long columns,
for example, for width 5 we have

1X10=10, 1X11=11;, 2X10=20, 1X10+1X11=21, 3X10=30,
2X10+1X11=31; 4X10=40, 3X104 1XX11=41, 4X10+41X11=51

12. Testing assumptions.—Let us suppose the transposition rectangle was 5 columns wide.
The number of C, under 8 of C, must be either 36, 37, 38, 39, or 40, since the first number
of C, must be either 1, 2, 3, 4, or 5. (See fig. 16a.)

If it were 36, then under the 36 of C,, we must place 13 of Cl This is impossible, since
thlS would place the beginning of a coluran ! under 34 8" gg (3)3 ?g and no combination of

1
short and long columns will yield such a result. (No combination of 10’s and one 11 is equal
to 33.)
The remaining possxblhtles yield similar contradictions as shown below.,, ;-

1By a column of Cl, we shall understand a sequence of numbers which come from a column of the trans-
position rectangle.

. "r‘-"“

e s e

e s
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Assumption Contradiction
C, 08 C, 35 36 37'(ﬁx10+11¢34)1
C, 37 C, 03 08 13
C; 13
C, 08 C, 36 37 38 (A3 10-+11535)
C, 38 C, 03 0813
C, 13
C, 08 C, 37 38 39 (a5 10-+11536)
C, 39 C, 03 08 13
C, 13
C, 08 C, 38 39 40 (051041137} -
C, 40 C, 03 08 13 -
C, 13

Figure 17

The transposition rectangle is therefore not 5 columns wide.

Suppose the width to be 6. This means 3 columns of 9 and 3 columns of 8 letters. (See
fig. 16b.) )
1X8=8, 1X9=9, 2X8=16, 1 X8+1X9=17, 2X9=18, 3X8=24,
2X8+1X9=25, 1 X8+2X9=26, 3 X9==27, 3 X8+1X9=33, 2 X842X9=34,
1X8+3X9=35, 3 X8+42X9=42; 2)X8-+3X9=43, 3X8+3X9=51"

The number of C, under the 8 of C, must be either 43, 44, 45, 46, 47, or 48. (See -
fig. 165.)

If it were 43, then under the 43 of C,, we must place 13 of C,. This is impossible, since
it would place the beginning of a column under 41.

If it were 44, then under the 44 of C,, we must~place 13 of C,. This is impossible, since
it would place the beginning of a column under 42,

If it were 45, then under the 45 of C), we must place 13 of C,. This i# possible, since it
would place the beginning of a column under 43 and 3 short and 2 long columns make this
possible. (3X8+4-2X9=42.) This information added to figure 15 gives the following:

L DECSE ENRIEOTNEUHTEU BNGTLTI
Co---- 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16 17 18 19 20
Ci---- 03 09 15 21 27 33 39 45 51

N O O 13 ' 46 09

A LDTOTITIUEUHETASMMEKTEUTWWANE
Co-__. 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40
Ci----

C;---- : 25 21 42,

F ACNEVFULULATITF
Co—_. 4l 42 43 44 45 46 47 48 49 50 51
Ci_. . 01 07 13 19 25 31 37 43 49.

Co_.

Fiaurn 18

1 No combination of 10’s and one 11 can equal 34,
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There are several checks which seem to indicate that this is the correct arrangement. From
(CyC:) we find 43—1 also 1—3. This means that under the 1 of C, must go 3 of Cs, indicating
that the corresponding letter, C,is the third letter of the plain text. There is no contradiction,as
the third plain-text letter is a C. Similarly, from 1—3, 3—15, we place 15 of C, under 3 of C..
(See fig. 19.) This indicates that the corresponding letter, L, is the fifteenth letter of the plain
text. There is no contradiction, as the fifteenth plain-text letter is an L, ete.

From (C,C;) we find 2—9; we must therefore place 2 of C, over the 9 of C,. This involves
no contradiction, as a column may begin under 18 of C, (1)X8+1X9=17). From (C,C,) we find
4—21; we must therefore place 4 of C; over 21 of C;. This involves no contradiction, as a col-
umn may begin under 35 of C, (2)X9+2X8=34). Adding this new information, we have—

L DECSENIZ REU OTNEUHEU BNUGTLTI

Co._.. 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16 17 18 19 20
Ci-..- 03 09 15 21 27 33 39 45 51 02 08 14
Ceoo. 15 61 20 W13 46 09
A'LDTOTITIEHETASMEKTETWANE
Co_.. 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36 37 38 39.40
Ci---- 20 26 32 38 44 50 . 04 10 16 22 28 34

Cy.. . 25 21 42
F ACNETFTLTLATITF

Cooo_. 41 42 43 44 45 46 47 48 49 50 51
Ci-.._ 40 46 01 07 13 19 25 31 37 43 49
Cio_- 03

Figure 19

From (C,C:) we can now obtain 16—42, so tlzxat‘ 42 of C, goes under 16 of C,. Inserting
this, we have— ’ :

B NGIL I

L DE CS ENU RE OTNEHE
Co... 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16 17 18 19 20
Ci-___ 0309 15 21 27 33 39 45 51 06-12 18- 24 30 36 42 48 02 0814
Co.- 16 13 : 09
ALDTOTITITETHTETASMEKTETEWANE
Co._._ 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40
Ci--__ 20 26 32 38 44 50 04 10 16 22 28 34
Conooo ' 25 21 42
F A C N E F L L A I F
Co-_.. 41 42 43 44 45 46 47 48 49 50 51
Ci---_ 40 46 01 07 13 19 25 31 37 43 49
Cz..--, 03 ¢

Fieuss 20
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Obviously, the column headed by 5 must go into the blank spaces.
found to be {

631542
123456
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From C,; the key is

} That this is correct may be verified by using the rectangle.

MHPCCEEZQ0
HoHUrPHErQO

mmwZKunQEOr -

>z = E RO

SnrHamIEHS,

2 6
0 I
T 0
N R
E A
H M
E N
B F
N . I

E
Figure 21

HMrEErQPTEZW

urzoHRrQQ-

W e A O
HEUC Tz,

TEEHESEEEND
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SectioN V

RECONSTRUCTION OF THE KEY, THE RELATIVE POSITION IN THE PLAIN TEXT OF
SEVERAL LETTERS BEING KNOWN

Paragraph ' Paragraph
The problem presented. ... .o __._.__ 13 Testing assumptions. - . enan 15
Preliminary considerations..._ . __..__.___.. 14

13. The problem presented.—Consider the following two messages of identical length.

CATOI DINSE
IYQE ROOADO

WELL ATREW WTSRS TTVDP
EDDL RANMY DSEHA IHHU

L)
> 1

SAUTL ANIFN LANHT
OTYAR YTTWE RCNYC

AEUV NHMTE SSSHE

R
IGIRN OIADA ROAH

Anagramming yields A; ﬂ Ak - It may be possible to read the messages com-
C/A(V/A IR
* A .
pletely by anagramming, but the following procedure is believed to be simpler.
14. Preliminary consideration.—Consider ! the second message, assuming the width of the
rectangle to be 8.

1.... 01 02 03 04 05 06 07 08
2....09 10 11 12 13 14 15 16
3__._ 17 18 19 20 21 22 23 24
4____ 25 26 27 28 29 30 31 32
5..._ 33 34 35 36 37 38 39 40
6_-_. 41 42 43 44 45 46 47 48
7.... 49 50 51 52 53 54 55 56
8_..._ 57 58 59 S

Fldunn 22

1Tt is advisable that the reader himself carry out the steps outlined, writing the clpher message and Co in
ink and C, and C; in pencil, to allow erasures. v

(14)

L

e
ol
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. S A UTLANTIVFNILANUHTRAETUUV
Co--.- 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16 17 18 19 20
Ci----
Gi----
NHMTE S S SHEUOTYARYTTWE
Co—-- 21 22 23 24 25 26 2T 28 29 30 31 32 33 34 35 36 37 38 39 40

Cl———— ' : =T
02———- . | R .

RCNYCIGIRNOTIADAROAH
Coo-- 41 42 43144 45 46 47 48 49 50 51 52 53 54 55 56 57 58 59
01_--.. i ’ “‘y W . * . ,:\ 3
C.... > "

Figure 23 .

The underhned letters are those underlined in C A V A L R Y, viz, those wJ;v}uch could

A}.
A R
position of Cin the plain text, the positionsof V, 4, L, Y are respectively (p-12), (p+3), (p+4), (p+6).

15. Testing assumptions.—If the last three columns in C; were long, the numbers of C,
corresponding to Y and V, letters number 36 and 44 of the cipher text, respectively, would be
1, 2, or 3, the initial numbers of the long coluimns. (See fig. 22.) This would make it impossible
for the plain-text positions of V and Y (i.e., the corresponding numbers in C,) to differ by 4, as
the number of C, under 1, 2, 3 of Cy are z,  + 8, z + 16, ... and differ by at least 8. At least
one of the last three columns is a short one. )

Suppose the last two columns to be long. Since a long column has 8 letters, the number of
C, under 44 of C, is 1, 2, or 3, and the number of C, under 42 of C; must be the next-to-last
one of a short column, i.e., erther 44, 45, 46, 47, or 48. (See fig. 22.)

Suppose 1 of C, is under 44 of C.,  With this assumption we must test 44, 45 . 48

in C; under 42 of C; in turn. {g° jﬂ and {gl gi} make C the first letter of the pla.m text,.
1 2

be determined uniquely; there are two posmblhtles each for { ﬁ and Iftp represents the

- Since V would then have to be the third letter of the plan text, 3 of C, must go under 1 of

C, or 44 of C,. Since (C,C,) yields 13, 3 of C; must go under 1 of C,. Inserted in figure
23, this would be as follows:

A

S AUTLANTITFNTLANUHTR RAEUUV
Co--—- 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16 17 18 19 20
C---- 03 11 19 27 35 43 51 59
Co-. - :

NHMTESSSHETUOTYARYTTUWE
- Co-—- 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40
Ci-—-- 04 12 20 28
Cs---- o7

R CNUVYCTIGIURNUOTIADARTGOAH
Co---- 41 42 43 44 45 46 47 48 49 50 51 52 53 54 55 56 57 58 59
Ci---- 36 44 52 01, 09 17 25 33 41 49 57
Ci-.-- 01 03

s ~f Fiaure 24

1 Because of the asgumption that 44—1 in (G,Cy).
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The number of C, under 36 of C, is either 52, 53, 54, 55, 56, 57, 58, or 59 (the last num-
ber of ‘a column), Since the. corresponding Y has to be the seventh of the plain text (we saw
that Cis to be the first of the plain text) then 7 of C, would have to go under either 52, 53, 54,
55, 56, 57, 58, or 59 of C,. This is impossible, as the last column has been assumed to be

Co 42, C, 44 .
C, 44, C, 01

If 45 of C, were under 42 of Co, 9 of G, Would have to go under 45 of C; or 42 of C,,
because 42—45 and 45—9. This would make C of CAVALRY the ninth letter of the plain
text and V the eleventh. This is impossible, since this would place 11 of C,; under 1 of C, and
therefore 11 of C, under 1 of C), whereas the number of C; under 1 of Cymust be 01, 02,. .. 08,
For similar reasons, we find that 46, 47, or 48 of C, cannot go under 42 of C;. Therefore 1
of C, is not under 44 of Cy.; v .

Suppose 2 of C, is under 44 of C,. If 44 of C, is under 42 of C,, then 2 of C, is under 44
of C;. This would make the Y of CAVALRY the thirty-sixth cipher letter, the eighth of the plain
text. This is impossible, since as before the number of C, under 36 of Cyis 51, 52, . . . 59,
and these numbers of C, cannot be over 8 of C;, as this would make the last column short.;

If 45 of C; is under 42 of C,, then 10 of C, is under 45 of C,, since 42—45 and 45—10.
Since the.C of CAVALRY must be the tenth plain-text letter, V must be the twelfth, so that 12
of C; must go under 2 of C; or 44 of C;.  This makes the Y of CAVALRY the sixteenth plain-text
letter. This is impossible, since as before either 52, 53, . . . or 59 of C, would be over 16
of C,, necessitating either 52, 53, . . . or 59 of Cy to be over 16 of C'l; and 16 is in a short
column.,

If 46 of C, were under 42 of Cy, then 18 of C; would have to go under 46 of C,, since 42—46
and 46—18. This would make V of CAVALRY the twentieth plain-text letter, placing 2 of C,
over 20 of C.. This is impossible, since 2 of C, can be over only 9, 10, 11, . . . or 16 of C,.
(See fig. 22.) For similar reasons 47 and 48 of C, cannot be under 42 of Co. Therefore 2
of C, is not under 44 of Co.1 _

~ Suppose 3 of C,is under 44 of C,.. If 44 of C, is under 42 of C,, then 3 of C; must be under
44 of Cy, since 42—44, 44—3. This will make V of CAVALRY the fifth letter of the plain text.
This is impossible, since 3 of C; over 5 of C, implies 3 of C, over 5 of C,, whereas 3 of C, must
be over 17,18, 19, . . . or 24 of C;. (See fig. 22.) For a similar reason 45 of C, cannot be
under 42 of Cy.1

If 46 of C, is under 42 of Cy, then 19 of C, is under 46 of C,, since 42->46 and 4619,
This means that 21 of C, must be under 3 of C, and therefore 21 of C; under 3 of C,, which is
possible. The fact that Y will be the twenty-fifth plain-text letter, placing 25 of C, under 36
of C, and either 52, 53, . . .-or 59 of C,, involves no contradiction as yet, since 25 is in a long
column and 52, 53, . . . 59 of C, must be over a number of C, coming from a long column.,

The number of C,; which goes under 36 of C; must be 55 to enable 25 which is the fourth
number of the first column to fit-in properly in €,. Inserting this information, we obtain—

long and 7 is in a short column. Therefore { }1s impossible,

1 It is advisable that thereader himself earry out the steps outlined, writing the eipher message and G, in
ink and C, and C; in pencil, to allow erasures.
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S A UTLANTIVFNILANHTR RAEUUV
Co---- 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16 17 18 19 20
Ci---_ 05 13 21 29 37 45 53 08 16 24 32 40 48 56
Coo. 23

NHMTESS S SHEU OTYARYTTUWE
Co---- 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40
Ci--- o , o - 07 15 23 31 39 47 55 06 1422 30
| O ' : : 22 25

R'CNV CIGTIRNOTIADATRTGOAH
Co._._ 41 42 43 44 45 46 47 48 49 50 51 52 53 54 55 56 57 58 59
Cy---- 38 46 54 03 11 19 27 35 43 51 59 01 09 17 25 33 41749 57 -
Cyeee 19 21

FIGURE 25

We find a further check! (COCI) gives 3922 and (0102) also gives 39-+22. We canl ocate
one more column, since (C,C,) gives 32—23, so that 32 of C, goes over 23 of C; or under 11

8.7.1652]
12345678 et us

now use the transposition rectangle to verify and complete the golution.

2 8.7.1652
.ILETI
.RYA
. VAL.
.ARC
.S0.

.T . IA
.ER.T

of Cy. The portion of Cy, now filled i in, gives as part of the key, {

e

T >0 WU H
PZWHQAHQ< .
ZEroHEgPE 0
ZQWE=Ea-a0
RN - K
T e
mme =z
LR

= .

0.
Ficure 26 -

. 'There is now no doybt that we are on the right track. To fit in INFANTRY as the second
word, the complete key is' 8-3-7-4-1-6-5-2.

652 8 3 165

83741 7 4 2
ITVMSTETI HOSTILETI
ARCTATOF NFANTRYA
DAIEUWTN NDCAVALR
AEGSTEYL YAREMARC
RUISLRAA HINGSOUT
OVRSACRN HEASTVIA
ANNHNNYH HUNTERST
HHO OWN

Fieure 27
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SectioNn VI

SOLUTION OF MESSAGES ENCIPHERED BY A DOUBLE TRANSPOSITION CIPHER

SYSTEM
Paragraph
The general problem . ___ e 16
SUMMALY - o e 17

16. The general problem.—In the previous sections we have reconstructed the key to a
double transposition cipher, starting with a great deal of information and progressively decreasing
the amount of known information. Given a series of messages our problem is not any different.
If one or more of the messages ! contains a Q then we can definitely say that the Q must be
followed by a U. By proceeding as in the previous sections, we can eliminate various lengths
of keys and arrangements of columns and eventually read the message. If there is no Q, then
the assumption of probable dlgraphs, trigraphs, or words will enable one to reach a solution.
The actual manipulation is easier than it appears to be and provides a straightforward procedure
which will eveniually yield the solution.

17. Summary.—To summarize, the essential features of the method and its application
are the following:

(1) The invariance of (CyC,), (C,;Cs) pairs.
(2) The assumption of probable widths.
(3) The assumption of plain-text position of certain cxpher letters (if necessary).
(4) The elimination of incorrect widths by contradictions of—
(a) Known clpher-text plain-text relatmnsh.lps (relative position of letters,
final X’s, etc.).
(b) Improbable arrangement of plain text (unlikely digraphs, trigraphs, etc.).

It is interesting to note that the method was applied to read intercepted messages of a
well-organized group of smugglers. Tt was discovered that these persons were using a single
columnar transposition method with keys from 10 to 20 letters long. Soon a double transpo-
sition was introduced, but the messages were read.

A series of messages including some actual intercepts is appended hereto and will serve
the reader as an interesting set of problems. .

1 More than one message can be employed, since an assumption as to poeition of numbers and length of
eolumns in one message, imposes a definite position in the others.

(18)

i B -
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SectioN VII
DOUBLE TRANSPOSITION WITH DIFFERENT KEYS

Paragraph
Analysig of the system .. _ ...l i Ll s 18
Example of procedure. . e 19

-18. Analysis of the system. ——In the precedmo' sectlons we limited ourselves to a study of
double transposition with the same key. It happens that a very similar procedure is applicable
to the case in which a message undergoes columnar transposition twice, using different keys.

For the sake of convenience, suppose we consider a 19-letter message transposed with the
key 5~4-2-1-3 and then 1-2-6-3-5-4.

5 4 2 1 3

01 02 03 04 05
06 07 08 09 10 :
11 12 13 14 15. : o _ \
16 17 18 19 ’

~ Ci: 04 09 14 19 03 08 13 18 05 10 15 02 07 12 17 01 06 11 16
| 1 26 35 4

04 09 14 19 03 08
4 13 18 05 10 15 02
1 07 12 17 01 06 11
i 16 ,
C,:.04 13 07 16 09 18 12 19 10 01 08 02 11 03 15 06 14 05 17

Fiqure 28

In figure 28 C, is the text after the first transposition and C; the final text.
Let us analyze this case as we did the previous cases.

Co---- 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16 17 18 19

Ci-..- 04 09 14 19 03 08 13 18 05 10 15 02 07 12 17 01 06 11 16

2
Ficugre 29

Figure 29 represents the ﬁrst transposition,

Let us use a similar representatlon for the operation of the second key on a 19-letter message.
Co---- fOI\] 02 03 04 05 06 Q7 08 09 10 11 ,{12 13 14 15 16 17 18 19
Cl____\g]] 07 13 19 0208 14 04 10 16 06 lt‘a, 18 05 11 17 03 09 15

Figure 30

According to figure 30, the first plain-text letter is replaced by the first, the second plain-
text letter by the seventh, ete. \ .

(19)
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If the second key were the only one applied to the message, then figure 30 would be sufficient.
However, the correct plain text for the second key is C; of figure 29. If we combine figures 29
and 30 and apply the operations of the second key to C, of figure 29, we shall obtain the proper
cipher message. ;

Co---. 01 02 03 04 05 06 07 08 09 10 ll 12 13 14 15 16 17 18 19
Ci-_.__. 04 09 14 19'03 08 13 18 05 10 15 02 07" 12 17 01 06 11 16
C/...- 01 07 13 19 02 0814 04 10 16 06 12 18 05 11 17 03 09 15
Cz..___ 04 13 0'7 16 09 18 12 19 10 01 08 02 11 03 15 06 14 05 17

FIGURE 31

- Let us study figure 31 with respect to the operations of ﬁgures 29 and 30 C, is the plam
text snd is also used to.enumerate theipositions.  C, indicates the result of the first transposition.
The pairs of C,C,’ indicate the operations of the second transposition, the plain text for which
is C;. 'Thus, the second transposition replaces the first plain-text letter of C, (4 of C,) by the
first letter of C, (4 of Cy); therefore the first letter of C;is 4. The second transposition replaces
the second letter of C; (9 of Cy) by the seventh letter of C, (13 of Cy); therefore the second letter
of Cyis 13, ete.

The invariance of paus is maintained in this case also, but now the relationship is (C,C)),
(C,'C;). (In the prev10us case where the two keys were the same, C, and C,’ commded)
Thus, notice the pairs 1—4; 7—13; 13—-7; etec., in (C,C,) and (C,'C,). L
-~ -Fhe method. for recovery of the key or solutlon of a message is similar to the procedure
. ‘already outlined. In this case, the assumption as to the length of key may be made for C, or Cl ,
the length of the other key will be determined therefrom.

19. Example of procedure.—A simple example will make this clear. Suppose that by‘ ana-
gramming, the following message has been determined: Lo

23-16-07-37-30-20-15-29-22-13-06-36~26-21-17-10-01-31-24~14-09~

05-35-28-19-12-02~-32-27-11-04-34-25~18-08-03-33 '~ -

Let us wnt.e out Co and. Cs, leaving room for Ciand C/'.

Co-—-- 0l 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16 17 18 19 20

Ciamen

Cl . e : '
Cy.... 23 16 07 37 30 20 15 29 22 13 06 36 26 21 17 10 01 31 24 14

Co____ 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36 37
C-._

C/._--
C;,..._ 09 05 35 28 19 12 02 32 27 11 04 34 25 18 08 03 33

FIGURE 32

Suppose the second key Were 5 w1de Then Ol would begm w1th one. of the sequences

1, 6, 11, P2, T, 127, . " 3,8, 13, ;4,9,14, ., .;or 5,10,15, ... Let
us try ea.ch in‘turn: ‘The first poesrblhty ' S R
Cy.... 01~06-11-16-21-26-31-36

Gy 23-16~-07-37-30~-20-15-29

involves the following set-up for C,, C;, C,’, and C;:

Py

g
n)if
¥
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Co-~-- 01 02 03 04 05 06 07 08.09 10 11 12 13 14 15 16 17 18 19 20
Ci--.- 23 16 o7 37
C/.... 01 06 11 16 21 26 31 36 ’ ’
! - Cs.coo 23 16 07 37 30 20 15 29 22 13 06 36 26 21 17 10 01 31 24 14
: : Co---. 21 22 23 24 25 26 27 28 29 30 31 32 3334 35 36 37
Ci-... 30 20 15 29
Cl’---- .
C,..._ 02 05 35 28 19 12 02 32 27 11 04 34 25 18 08 03 33
Fiaore 33 '
It is doubtful that C, begins with 23. Let us test the second possibility. '
Cy---- 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16 17 18 19 20
Cyaean 23 16 07 37

C/.... 02 07 12 17 22 27 32 37
C,.._. 23 16 07 37 30 20 15 29 22 13 06 36 26 21 17 10 01 31 24 14

Co-... 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36 37
C..._ 30 20 . 15 29 ‘
Cy/.._. N
' ,, C;..._ 09 05 35 28 19 12 02 32 27 11 04 34 25 18 08 03 33 ‘
Fiaure 34 ) ) f“
In order for 23 in C; to be the second of a column, the key for C, must be at least 12 letters ?

wide. Let us draw up a table showing the number of long and short columns for different
1 widths and immediately eliminate those which do not fit in properly with 7 of C, under

12 Of Co

h el

‘ Width of | Long and short
key ) columns

3 12 14,11-3

b | 13 11-3, 2-2 .

' 14 9-3, 5-2
15- 7-3, 8-2
16 53,112
17 3-3,14-2
18 1-3,17-2 .

We stop with 18 because it is doubtful that the key for C, is much longer.

Width 12 is immediately impossible since 44+nX3711. Widths 13-18 are apparently possi-
ble since 3X3+42=110r3+4X2=11. For width 13, the 7 of C, is to be followed by 20. But
13—20 in (CoCy) and 27—20 in (C,’C;) contradict so that width 13 is impossible. For width
14 the 7 of C, is to be followed by 21. The pair 13-521 in (CoCl) inmiplies 13—21 in (C,'C,).
This is impossible since 13 in C,’ cannot be placed over 21 of C, or under 14 of C, and still allow
for a proper arrangement of C,’; therefore width 14 is impossible. Similar results will be found
for the remaining widths.! B

The third possibility for C,’ yields the following set-up:

1Tt is suggested that the reader carry out the details omitted.
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Coounen 01 02 03 04 05 06 07 08 09 10 11 12 1314 15 16 17 l8 19 20.
[ &/ — . R3 16 o7 © 37T
C/-..__ 03 08 13 18 23 28 33 '
Cocnnn 23 16 07 37 30 20 15 29 22 13 06 36 26 21 17 10 01 31 24 14
[ 21 22 23 24 25 26 27 28 29 30 31 32 33 34 33 36 37
O N 30 20 15

7

] - -——— .
Coao 08 05 35 28 19 12 02 32 27 11 04 34 25 18 08 03 33

Fiaure 35

In order for 23-in C, to bé under 3 of C,, the key for C; must be at least § letters wide.

Let us again indicate the number of long.and short columns pertaining to each possible width. -

Width of | Long and short
key columns
8 5-5, 34
9 1-5, 84
10 74, 3-3
11 44, 7-3
12 1-4,11-3
13 | 11-3, 2-2
14 ' 9-3, 52
15 7-3, 8-2
16 5-3,11-2
17 - 3-3,14-2
18 1 1-3,17-2

Widths 8 and 9 are impossible since 16 of C, cannot be fitted in any arrangement of col-
umns of length 5 and 4. Width 10 is impossible sincé for 7 of C; to be under 13 of C, the
first four columns of C, must be long and 16 of C, cannot be the last of a column (under 8
of C,). Similar contradictions will be found for the other possibilities.?

The fourth possibility for C,’ yields the following set-up:

Co----- 01 02 03 04 05 06 07 08 09 10 11 “\12\ 13 14 15 16 17 18 19 20
Cieee- 23 1 . o7 a7
C/--.- 04 09 14 19 24 29 34 A
(o 23 16 07 37 30 20 15 29 22 13 08 36 26 21 17 10 01 31 24 14
Co----- 21 22 23 24 25 26 27 28 29 30 Bl 32 33 34 35 36 I7

" Crecc-- 30 : 20 18

; » . ,

. ] «swe==

C,_.-.'- 09 05 35 28 19 12 02 32 27 11 04 34 25 18 08 03 33

A : me a6
' % a6 note, p. 21. ‘




REF ID:A57071

23

For 23 of C, to be under 4 of C,, the key for C, must be at least 6 letters long. For a
width 6 there are 5 columns of 6 letters and 1 column of 7 letters. It is possible to fit 7 of C,
under 14 of C, since 2X6=12 (7 is the second of a column). If the key for C, is 6 letters long,
then C, must begin with 5-11-17-23-29-35. This means that 29 of C; is under 05 of C,
and therefore 05 of C,’ over 29 of C;. For a key of width 6 for C,, having the positions in C,
of one of the numbers of each column, we can fit in all of C,. If this is done we get the following:

Come_ 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16 17 18 19 20
Ci-_-_. 05 11 17 23 29 35 04 10 16 22 28 34 01 07 13 19 25 31 37 06
Cy/.__. 04 09 14 19 24 29 34 05 10 15 20 25 30 35
Cy ... 23 16 07 37 30 20 15 29 22 13 06 36 26 21 17 10 01 31 24 14
Cooae 21 22 23.24 25 26 27 28 29 30 31 32 33 34 35 36 37
Cyo - 12 18 24 30 36 02 08 14 20 26 32 03 09 15 21 27 33

’

1 ——- .
Coeeoo 09 05 35 28 19 12 02 32 27 11 04 34 25 18 08 03 33

Ficure 37

“We find a check in that (C,C;) and (C,’C,) bothshow 10-22. Apparently, weareon the right
track. The rest is, of course, simple, just a question of combining the proper pairs in C,’C,
according to those of C,C,.

The final result is as follows:

Coomene 01l 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16 17 18 19 20

Cio- - 05 11 17 23 29 35 04 10 16 22 28 34 01 07 13 19 25 31 37 06

C/.... 0409 14 19 24 29 34 05 10 15 20 25 30 35 03 08 13 18 23 28

Coemcoe 23 16 07 37 30 20 15 29 22 13 06 36 26 21 17 10 01 31 24 14

Cooeee- 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36 37

Ci-—--_ 12 18 24 30 36 02 08 14 20 26 32 03 09 15 21 27 33

C/.... 3301 06 11 16 21 26 31 36 02 07 12 17 22 27 32 37

Coo . 09 05 35 28 19 12 02 32 27 11 04 34 25 18 08 03 33

Ficure 38

"From C, we find the first key to be {?:g:g:i:é:g} and from C,’ the second key to
po [4-5-3-1-2

1-2-3-4-5

It is thus seen that there exists no radical difference in the procedure when the keys are
different from that when the keys are the same.
No further illustrative examples will be given.
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APPENDIX.

1. Given that the width of the transposition rectangle is 8 columris and that the phrase
JAPANESE NEGOTIATIONS is in the cryptogram, solve the following and reconstruct the
key: ‘ '

REIOH EOATT SWRSE SSCWP JOLPI
ESLRN IAR’N‘O HSCUE AOAEL ETNUY ,
TEEBS OATLI NAINH TAAGN TEDGTI p v
TLLCG '
"2. Solve and reconstruct the key for the followmg cfypto’gram” 1 which is enciphered by a
completely filled rectangle and contains the phrase NO DIVISIONS ARE:

| NOIAN SBEKR OEIOD EIOEH TRRVT | /

NOINN TINAT-ROSNW SNKNN NVOIE
ISRIO EADSO SHLER POEAR WE

3. Solve and reconstruct the key for the following, enciphered with a rectangle of 9 columns:

EEEEO ERGVC BISIW EICFN KYLRA
PNLRT ADDLE BNBGR RNRER ITJGOU
HERLO WPIEH TEAOD SGSCY NU

4. Both the’ follbwi'ng iﬁeé‘sagés were eliciphered by completely filled rectangles and both
are in the same key. 'Solve them and reconstruct the key:

TSLED OIIIT IJNODD IPINS APFSY
NSAOR IREME ELYTA SAMQS TTDEM P p
UIYBE SRIRD ERHOE RIOVE EE’ LN i

YWODW OIMTS RREWI URBDR KVRNN
EMSFN BNOIN NTCIN ESPEA TSORE
GATMA FSIEI RDWFQ IWOTM LEOTEP
FIDOT METCY SNAIG MNIGL LYOEE
NEYN T

;,;?H'"

¢ o

(28)
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5. The following rum-runner messages have been partly reconstructed by anagramming.
The enciphering rectangle is incompletely filled. Complete the solution and reconstruct the
key: .
| @
| EDEI RBFT SEVO TXAT DNAX EPPU
DOGO SIYO NCSG EMER WILI BWRR

| -+ I ANE OUXL MAES
: @
! OMEH SERL SUCO EXAU TFLX WFRY
SENT RCBU PHYA OTDO RNAP FCUE
TEEE BTXS NEIL
(1)WILLBEONPOSITIONWEDNESDAYATFOURPM
(2)CHASEDOFFBYCUTTERIMPOSSIBLERETURAN.

6. Given the width of rectangle as 7 columns, and the known text TOMORROW, solve
the following: . . .

TTOIR OTTEO AFNHP EORLT GOJPR
"EYIEW IOETN MCTTT MNRPC LEWOM
LHBET REIRE OSSN

7. Given the w1dth of rect,angle a8 7 colymns, solve the following:

GOHUP IAROT PODAU SOIXR RECRA
VYURA LTBON NATOO FMNRT RT.

8. The following three messages with different keys are intereepts of rum-runner traffic.
Solve the messages and recanstruct the numerical and the literal keys X’s were used as nulls
to make the total number of letters a multiple of four.

®
DEC 26, 1932 CHAS EDWARDS FROM BELIZE CK 10

HGLT IGTI HTEE. HTHR YGOD NIOG
CNUT EXII TEAY VFEX

i

R e o ,‘ .

o 8
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MAR 20, 1933 BELIZE FROM NEW ORLEANS CK 28
RNTI RNYH SLEE XVEN UVOT ERMC
PTUE EDIO ECMT OAHE VRPI NTXW
REDY JLEE NATE ROAI MUVN SPTS

Y
, SEOD IIYW FEAO VTEF HIOE GGTI
1 RUTI FHUO XYET BOFI

®3)
APR 8, 1933 BELIZE AND NEW ORLEANS FROM CORAZEL CK 22

ENDS MKSN OUOD REIX GYTI OEAV
LTAR YHTE TEIZ TXGD DNTB HRAH
CTEE PUIA RRIR EXNR GUNS LTOO
ICEO IRGA NEEE UNIC

O




