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25 April 1949
T0: Director of Intelligence, GSUSA

SUBJECT: Propossd Memorandum for Chalyman, USCIB, subject:
Neximum Explolitation of COMINT,

hat 1. fubJect memorandum, submitted by Chief, ASA, recommends

&, A central CONINT ewaluating unlt be set up at one
of the eryptanalytic processing sgencies,

b. This unit be responsidble for the production of all
intelligencs based on CONINT and for the publication and
dissemination of all such intelligence to VU.3. government per-
sonnel sutharized to recelve 1t.

¢. Xsch USCIB membeor contribute persounel to this
genter, such personnel ko be administratively subordinate to
their respsctive departments and eperationally subordinate to
the chlef of the technicsal agency and to have ths dual responsi-~
bility ef producing total intelligence for the Hational Sevurity
Council and Intell ce of primary interest to thelr respective
departmants.

4. 7That, upon the estadblisbhment of the central unift,
:ild;xisging GOMINT evaluating units of the five USCIB meumber:
S80iyed,

2. Attached to the subjeot memorsndum is a staff study
which discusses the inadequaclea of the present methods of
handling CONINT swaluation and dissamipation snd the advantsges
of the method recommended. It is sbvious that, under the
preasont systewm, maximum exploitation of COMINT cannot be achieved
and that, in ory, the »ecommendations made in the subject
momorsandum would provide & means of achisving full exploltation
of this source. If sybmitted to USCIB, however, the following
alternative resulis ocould be expected:

A, Ths recommendations would be rejected, with Navy
and Alx Force spposed en the grounds that such & proposal would
preclude ths eperational control necesssry to satisfy their
intelligence requirements.
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B. The recommendsations would be ascepted in prinoipls
by USOIB. In this came, the uitimats recomnendations forwarded
te the Eational Security Gowcil would prodbadbly kaks the
following form;

1) "hat & cntral svaluating and disssminating
unit be eatadblished under the authority direction of GIA.

{11) That, since & COMIN? svaiuating and dissemi-
nat mit of ONI iy alwesady in opsration at USAW, thisx oentral
unit located at QSAVW,

Boreover, 1f the reconmendations of the subjeot
nenorandun vers accepted hy USCIB, 2wy might lesad to a theay
wrecommendation that full m#mihuu{oﬂr COMIBT processing,
svaluation and dlsseninstion be gleen ClA.

3. ¥Without yefersnoe $& the possible eflfect of the subject
maaorsndum an USCIB, the recomaendatisns of that memorandum

r o be ob nqtiaubh to the Department of the Army and
the National itary Establishswent on the following grounds:

&, A single depsrtment within the Eatiennl Nilitary
Establishnent would have aperational ¢ontrel of all COMINT
svaluation and dissemination at the Washington lsvels and
ultimats contyol would be In the hands of & bosrd whioh includes
ggm-ugtm menbers and Ls responsible to the National Ssourity

unoll.

. The recomsendations stets ihat persoimnsl of the
ssntral evalusting and digseminating unit would be responsible
for produging intell ce of primary interest %o their yespective
dapartuwents. No provision is madse, hovever, for dirsetion oy
sontrol by thass departments of e wadnctian snd disgseminati a
of such intellligencs.

¢. Ths recomandations state that personnwl of the
gentral unlt vould be respoxsible for producing total intelligence
for the Natimal Seourity Council. The total intelligmmas
requirenents of the Joint (hief's of Biaff sre mot mentioned and,

r the orgenization as recommended, the Joint thisfs would
have no means of direoting apd controlling She produgtion and
dissenination of suoh intelligence.

4. Tha recoumendationa are mads on the asmumption
that two {or, sventually, three) cryptanalytio processing agenoies
will continue Iin existence. s this gase, the looation of the
contiral wnit &t one of the teohnical sgenciss would anly pertially
satisly she reguirenents foy maximue sxplolitation of COMINT as
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outlined in the ataff study. Noreover, the ressons vhich

lead to the eonclusions on whioch the rcomssndations are based
jead also to the sonclusion that A waifisd Avasd Forces Security
Agenoy should be sstablished.

%, Assuming that s unifisd Arwsd Forces Becurity Agency
is eskadbliashed, the recommendations wads in the subject memorandum
uu}d 1‘5;. applied within the National Mlitary Establishment,
as follown:

A, A central JOMINY svaluating and disssmuinating unit
gould ba sstablished at tha Armed Foroes Security Agenoy,
gomponsd &7 personnsl somtributed by the s Navy, and Alx
Foroe, &nd oparationslly subordioate to the (hief, AFSA who,
in turn, would be sube te to the Joint Thiefs of Staff).

b, The persoonel vontributed Lo the acwnter by the
three services ¢ould have the dual responsibility eof wmg
intelligence for the Joint Ghiefls of Htafl and intell g o
Prinery interest to thelir vespectlive services. BSuoch an Arrange~
ment would provide the National Milltery Establishment and the
Joint (hiefs of Staff with that pertism of total intelligence
bazed on GOMINT vhich has besn ted to the Natlonal Rilitary
Establistment under the NIS. It would mot provide the means for
integrst those fields of intelligence which are ¢urrenily
allocaiad to the State Depurtment asd OXA with the intelligencs
produced the APSA wmit, Hovever, spon the establishment of

& gentral CONINY syvalusiing and dissemivating wmit within she
F¥ational Military Zstablisiment, the State Depurtment and UIA
eenld be invited to sontribute Yersonnsl to the cantral unit.

The full sdventages eutlined in the ataff study attachsd Lo the
aubject mamprandum would shus be achieved without the danger of
loss ol opersilional control Wy the Netlonal Military Batablishwent.

5. It is reconmsndad that:

&, The subleoct wemorsndum wot be suhmitted to the
thalyman, U3CIB.

B. 'The attachad memorandum, subjeocty %
ixploitation of Communication Intelligenee vwithin tional
4 e T VEr T ) E3 m.at - 2
of

:}f!‘c 3 iy & i 5
SOGERTARELoN That 1% be forwadsd to the Asorwtary
Defense for consideration in sonjmmotisn with the »éport of the
Stons Board,

3
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NEMORANDUEE ¥OR THE CHIEF OF STAFF:

SUBJECT: Maxlumun Explolitation of Comsmmication Intelligence
within the Bational Military XEstablishwment.

1. 7The Intelligences agencles of the three service
dapartments are presently ong:god in the production of intelli.
gonce based on COMINT in thelr respective fields of primary
interest and in the asveral fields in which all services have
& common inteprest, Under this arrengement, the Joint Chiefls
of 8tarf and the Sesoretary of Hational Defense are not provided
with total Iintelligence derivable from COMINT,

2, A stuly has been prepyared by ID, J8USA, vhich examines
present COMINT sxploltation and dissemination by the three
sexrvices for the so of determining & method which will
insure full loitation of this source with maximun efficliency,
seourily, timsliness, and soonomy, and which will yrovide each
departoent with all sssential COMINT required for its own needs.
The study demonstretas the close relationship between the
produstion apd the evaluation of COMINT and concludes that
maximws exploitation of COMINT requires changes in present
srrangements within the NME, not only for ewaluating and dissemi~
nating, but also for eryptanalytic processing of CONINT, One
of the recomumendations made in this study is that & unified
Armed Forqes Security Agency be established. Thias has been

mméﬂhrrtha Department of the Ammy in the Study of Jo

TR i} e ‘; POpe Ts o ePretary J MBI eNNe . LI
rean lsading to this wecommendation in the attached start
at are in addition %o those given in the study of 30 Dec 48,
which comsidered the (OMINT problem only through the stage of
eryptanaliytic processing. The full recommendations of the stafl
study are as follovwss

&, That & mified Armed Forces Seourity Agency be
established,

b, That & central COMINT svaluating unit be set up
at the AF3A,

¢. That this wnit be responsible for the production
of intell 8 based on COMINT and for the publication and
dissenination of such intelligsnce for the .

Tor—otoket SHN+
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d. That euch of the three sérvices contridbute
porsonnel te this genter, such personnel to be opwrationally
subordinate to the (hisf, AFSA, and to have the dual responsi-
bility of producing 1ntnilig~ncq for the JUS and intelligence
of pr intereat to their respective aervices.

3. If these recounmendations wvere adopted, the COMINT
regquiremants of the aservices end af the JC8 could be met, The
further step of Integrating political and evonomioc ¥ith military
intellligence sould then be schieved by lnviting the remsining
members of the United Btates Commmication Intelligence Bosrd w-
Btate Depeprtwent and OIA -~ o contribdute personnel to the
gentral evaluating unit at AFSA.

5., It is reconmended that this staff study be forwvarded
to the Secretary of Defense for gonsidsration in oconjunction

with the study of Joint Ovganizetions for the Production of
Qommunlicatiion Intelllgence.
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NAXINGY BEXPIOITATIOR OF COMINT WITHIN THE NATIONAL MILITARY

ESTARLIEHNENT
1. 1 To exaumine present COMINT exploitation
- and diss on within the NNE in oxder to date & mathod

 which will provide full exploitation of this soures with the
- maxlwmey effliclency, security, timeliness, and eeonouy.

2. ZFacis Bearing on the Problem;

&, Yhe NNR annually sapends approximately $35,000,000
 fox the techaisel produstion of GOMINT yav mterial, It has
roughly & $4B,000,000 plant investwent in the facllities of ASA
- and 058, The satabliishment of & third techuical agenoy by the
ALy Force is imminent.

b. Each of the deparitments of the HNE meintains s

~ CONINT evalusting and diaseminating unit, For the moat part,

the work of thess thres units is not coordinated and, to date
 there has not Been pro®uced an lategrated, comprebesnaive, coMInT
- wstimate cnw;-i.nf;nw given sudject from f:hc point of viev of
total JOS fntellipgente yequivrements. Under the present arrange-
ment, there iz no provision for the tmg application of total

- COMINT %o the iatelligence requirements the JC3 or the poliey
planners of the thres services.

3. Dissusaion

&, The wiique and vital nature of QOMINT and the cost
of COMINT production diotate that ts be satablished
whieh imaure maximum sxploitation of soures, The preosent
arrangoments for the evalumtion and dissemination of COMINT
within the HME preclude such sxploitation. They are not
uffiodent, not secure, and not sconomical, &nd, moreover, they
fail to insuve timely disssmination of intslligenoce.

{1) Brficienoys The thres COMINT ewalustion units
produce and dis & nunbelr of publications covering flelds
off primayy interest to thelr yespective services--e.g.

MILITARY DIGEST (Away)s the SOVIET INTRLLIGENCE SIMMARY (Navy);
ORDER OF BATTIR s Bavy, Alr); and special studies {all
aervices), These lications econtain svaluated COMINT on
warious subjecta. Uccasionally, the sime rev amterial--svalusted

L T O &
o WFS R Y
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from the point of vievw of the service involved~-in usad as the
basis for repoyis fpom two or more of the uplts. Ta date, there
has not besn prodused sn integrated COMINT estimate covering

any given subjeet from the point of view of total intelligence
requivements of the JUS. JFor axample, thers iz aot avallable

to the JOE & combined GONINT estimate of the military capabilities
and industrisl potential of the USSR, Nor, under the present
arrangemenis, eould & ¢ombined estimate be producsd with suffiolent
spoed to make auch an undertaking practicable. Polioy levsl
reciplents of COMINT recelive & variety of GLINT reports, vhich

may duplioste, or sonflict with, one agother, and vhich the
reciplents themselves must aynthesise. In sddition to its
separation from other COMINT wmits, sach of the three svaluating
mits functions more or less apart from the general intelligence
units within itn service and, of course, from the zeneral
Intslligence units o the other services, Such syrangenents,
although necessary for COMINT security under present conditions,
inhibit rapid, direct spplication of gollateral intelligence to
COMINT and mllitate againat the timely production of total
intelligence on & given subject both within and amomg the serviges,

{2) Timeliness: (learly, the value of all intelli-
genoe dspends to & large extent on its timeliness. This is
particularly trus in the case of COMINT, A ness indicating
inmpending attack disasminated after the fact is acsdenic
Interest only. Under the present arrangements, however, the
inevitable time-lag resulting from the ssparation of the three
evaluating units Lfrom esch other, and of sach of them from one
o> both ¢f the technical agencies, effectively reduces the
shences of receiving such a message before it 1s teo late to aoct.

~ {It is sssumed as & strong probability that no single message

- will contalin positive, sellf-evident indication of hostile intent--
. without evalustion on the basis of gther information avallable
&t ons or all of the intelligence units.) In sddition, the

- ssparation of evaluating and technloal wilts makes Iimpossible

. the tiwely preparatlon of baslec COMINT studies on subjects of

1 é:%ntlintgruzt and the maintenencs of such studies at & ourrent

e lavel.

1 {3) gecuritys The distribution of COMINT ryaw
- meterial to the inty nos unlts of the services and to the
- COMINT units of State Department snd ¢IA pressnts sn sbvious
 physical security basard. The asparation of these units from
the teochnical agenciles reguires publication of individual
megsage texts, notited aso as to reveal the eryptographic system
in vhich they were sent and the r»adio cireuits from which they
wers intercepted--a practlice which reveals the core of US COMINT
operations: specific status of nrwgg:nalytia attack. The
ipuaalbiliby esnnot be ipnored that rigid security measures
ars & dlrect result of the insecurity inherent
in the present € organization In the United States.
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{%) Roonomy: The sxistence of three COMINT
evaluating wmits v BME results in sxosssive sxpenditures
for parsonnel and equiyrment and eonsiderable duplication of
sffort, DPlssipation ¢f the limited, available, gualified manpover
adversely affects the quallty snd guantity of COMINT produced.
In addition, the sxistsnce of ssveral, separate evalusting
units oreetes the need for publishing many coples of the COMINT
rav material, for an sxtensive courier service, for several
£iles of the seme mabericl, snd for the publication by the
tachnical agencles of pany items which oould have besn dlacarded
at the first stage of processing if an evaluating group had been
close at hand to gulde the work of the Lschnliclens.

b. 7Ths sstablishment of & unifisd Armed Forces
Security Agency {(as recommended by the Dypariment of the Army
in the ag% of Joint Organisstions for the Production of
£ featlon nce ] and ol & single
E% »vEluAting and %ﬁuminnting unit at t agsnoy, vould

&
eliminats the disadvantages desoribed sbove and wotld permit
maximum sxploltation of COMINT within the NME,

f1) Effigiency:

{8} BSuch an arrangemsnt would provids, at
the veyy lsast, the physical condlitions neceéssary for collaboration
sutong the DONINT svaluatlng personnel of the NME,

{b) Baslc COMINT evaluation would be improved,
for the followlng ressons:

{1) The rawv materisal would be svaluated
st its souwrce--an optimun gondition for scourats intelligence
Produo tion.

11) Integration of other source intelli-
gence with COMINT would be facilitated. The teclmical agency,
for cryptanalytic purposes, muast maintain eentral files of
intelligence reports frem all sources. The slngle esvaluating
unit, thruuﬁr:m gollatersl flles of the technleal agency,
would have ot acoess to the material from other intelligenoce
s0urces novw saparately beld by esoh of the three services.

{111) Exploitation eof COMINT in the fields
of primery Intsrent to each of the services would de improved
by the proximity of evaluators to translators and traffic analysts.

{6) COMINT operations &s & Wholes would be
improved. The quick and unimpedsd axo of nav ldeas, nev
developmenis, and ney intelligence or technieal »equirements
vould grectly Increase the efficlency of both technical and
gvaluating personnel.

x
Ty 5 =
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{4} Pinished GLINT intelligence would be

avallable for dia tion %o pollcy level r»eqipients in s
form designed %o meet iy needs--1.9., sould receive
total COMINT on a given subjest, in one syn ized peport.
(2) Zimeliness:
{a) The proximity of swvalusting personnel to
teshutonl ?rwml gwm 4 Ww of wnimportant
materisl &t the sarliest » s of eyyptavalysis and, in so

redueing the sass of meterial fully procsssed, would sxpedite
the procogsing of vital mtﬁrul.w *

(b) Basie intelligenes studies of joint
interest to a1l consumers dould be sxpeditiously initiatsd and
currently maintained.

{e 2 Eiixination of the publication and
delivery of zany coples of CONINT rey material would substantislly
reduce the tims-lag between message solution and evaluation,

{3) Security:

{(a) The dissemination of COMINT rav material
outside ths AFSA would be yeducsd to & minimum,

{b) Enouledge of the degroe of specific
gryptanalyiic sucooss Sould more esally be limited to work
peraonnel with the need to kmow, and, in the case of evaluating
personncl of the NME, confined to ome installation.

(8) Beonouy:

{a) DMacard of unimportant materisl at

oarliisst azagcg of eyxyptanalytie processing would veducs the
sotsl asst of intelligencs prodweed in relationship to total

material procassed,

{h) Publication custe vould be matsrisally
reduced,

{a¢) Duplication of intelligwnoe files, with
its atiendant wneconomical use of ltimited spsve and personnel,
and uanecsecasry duplication of effort at the techmieal and
evaluatlisn levels, would be elimioated.

§ » Lone I 2

&. 4 unifisd Armed Forges Security Agensy should be
satablished,
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based on CONINT and disseminating such intelligence for the NME.

¢. ERach of the three services should countribute
personnel to this esnbter,. Swoh personnel, under the direction
of the Chisf, APSA, shonld psrform thw dual funetion of producing
Intelligence for the JUS and intelligente of primsry interest
to thelr yoapective services.

5. Recommendationss It is recommended thats
8, A wmified Avmed Fordes Seowrity Agency be established.

P. A central CONINT evaluating wnit be sat up at the

¢, This unit be responsible for thw producstion of
intelliipence based on CONMINT and for the publication and
disseninntion of sueh intelligence oy the NME,

d. Each of the tihows sapyvices contribute personnel
to this cemfar, such personnel to be mﬁamlg subordinate
to tIn Mt’%.mg,u and to have the Jdunl ngemu ility of

produc in igence For the JCS and inte nee of primery
.tnteﬂﬁgtn thair respective servicen, is0




