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T 0T Coozments on Istert oralt Jipeative for SILIDD,
Feferences {a) ULCILB BE/2 (\ stablishment of C:EBIDD).

is Inclosure 1, wi.loh I have previously discussed with
you, il Mrwarded zlan_ with 4y comments, as requsstod by
Jite

8. There 1z wush to B¢ maid for ¥r, “rleduwan’s polnt
of view, but I bellave so~e ~f hig statewrvisz of fachk and
go-elusions war-unt exaninetion, Upen the baziz ol my own
exporiense, I am afrald that & wust take lssue with some of
the points he makes. FHeveribaless, hir somments desorve
care Ml sonsideration, espooinlly in viaw of hiz long sod
outstaniln: raesord of sassompliskrent &n the U0. 13T fleld,.

8¢ I agroo that rolersnce {a) is of exeaptional
Isportanss and that 1t is long overdus. 1 do not belleve,
agwever, that it 1g entirely correst L3 nay, as stated In
paragrapht 3 of ols wmeco Po mo, that "stiil, ss of 4bis
date, Te NA7E ewewwsas 305 svan & single, eflfecilive,
unified s snoy for the evaluatlon, Interpretation and
digseninatlon of straldeic, non-gperstionsl fntelll ence
to protzaet up a_ainst tie possiblilly of another Fearl
Harbor.” #Ahethsr they are effective or nodt, the fact
penaing that -ope ays scbuslly thres asnoles oharged with
maLing natinazl or Jolnd sirate lc estliomtep and intepw
pretutionns. The Zentrul Intalil ente i sney bhas been
extablished lar.sly a8 8 repalt of Hhe Psarl Barbor
Investi_atlon to provide autmoritative natlonal intelw
ii. sa08, sspesially Zor the dationel ~eourity Council. In
addition, twe ageacles o the Jolnbt Ohlefs of Jtall are
spesifionlly char;ed with the preparation of joink infele
il ence estimules, The offlcial statemmnt ol the funcblong
ol the Joint Intelligense Comilbtes ifnclules the followling!
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“The Joint Intelliyence Coumitten, sssisted by
the Joint Iptelligence Jroup and subcomnittess,
in responsidble o the Joint Chiefs of Staflf %o}

"s» Integrate intelligense received from all
sourses and prepars jolint intallicense
satimatay for the Joint (klefs of Htafr
and thelr supporting agensiep.

£} As direstod by the Jolnt Chiefs of Staff,

{2) Am requcsted By the Director of the
Joint stalt,

{3) Am requested by othar sgencles of the
Jolnt Chlefs of 3taff, or

{4) On its own indtiative."

Iz support of this, the Joint Intelligence Group of the
Joint Staff is sharged wiih the sollowing funetleonst

"The Joint Intsliligence Jroup, wunder the direstion
of the Deputy Dirvctor for Intelligence, who ia
ales & wembey of the JI0 and setn as the steering
msxher in prossnting the group studiss o the
Comnmittent

"s, Prosures latsllijence for the Jeint s%aff,
by Integrates imtellizence reueived from all

sonrseg sud prepares jolnt intealligenoe
sgtinaten:

1) Ag initianted and agsigned by the Direoter
of the Jeint Ztars,

{2) 48 dirocted by the Joint Intelllgence
Sopmtittes,

{3) As requestad by other Jolnt Btaff groups,
or

{4) On iis own inttimtive, end

{6) In sccord with ths priorities that be

sxtablished by tha skor of the Jolint
SERPLY
wflw
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SUEJECTS Couments ou latest Tealt Jirestive for COHBIDG,

4 A for the quas$ion of divisien of responsibiilsy
1a the matler of Llatellljenve eatlnutes and interpretatlons,
the Hatlonal Bscurity lav spesifically providex that “"the
dapsrtzmants and other ageroles of ths Jovernment shall
gontinue to collest, avaluate, vorrelate, and disgeninate
depariuental intellizencs,” suppors of this, the statessnt
of "Funstions of the Armed Torees and $he Joint Chiefe of
Starlf,” spprovad by the President on April 1, 1948
stipuiates sxplicsltly that each Sevviee shall *mviéa an
erganization capeble of furnishin: adequate, ﬁ&mlg and
reliable intelllgzence™ for that Zepviee, Thix ia
regognition of & banis principle of long standing thab
intsiligense ix & fumetion of sovgmand.

Be In view of the ioregoing facta, the alm of the
drafters af the CIAZIDO paper haw besen to embeblish s
sgeney within the framework of exlieting lav and sxecutive
deorgcs that would sssist alre .4y onbabliished sgencles In
the psrlormince of thely legitimate funations, ratisr than
to replace such sgenslesn or assume thelr responstdilities.
This, I beliove, hap besn the bLaslie sonsept behind CDEZIDG
arnsd is borms oub by the presentatlion of the 4ralt CORSIDO
papsr tmde At the 47%hL leet of GadiE, The 4 &l»
taehcd to Lals draft (see insloaars £) is partioulerly
$ilustrabive of $his prineiplay

8« Inclosure } dwslls st some length upon division of
responsiciliity with respoat %o the fouwr prinsiple ilntel=
ligenos funetions mnd deplores the fast $hat & ssparation
or sagregation of septaln of thess Ilunations is contsmpinted.
I shink % e important to draw distinetions, fenl
saparation §s one thing, snd separation of sontyel nulte
another. Ais we dlgcovered dring the war, the essentlal
thing ehac %o have alope physieal relsiionships bebtween
TOHIET psroducers and the Tatalligence psople who progsas
the preoduct, CORINT, reardless of how important 1t ia,
ool not stand slons, and must be solleted with cther
forme of intelllgence, Tt would appenr thet sifher adl
ather intalligence must be oollated wnder “ILINT euthorlty,
ar a1l C0xINY mmst be sollated under Intelligenes authority.
The ideal arrangement, &3 we discovered in the Nuvy, apd
under which we have sarried on uperations with ungqualilied
sucesasy 13 %o have tnn gollatian file maintalned Jointly

-
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0B OVt Comments on latest Uraft Jirestlve foy OONIIDG,

by the OUNIRT people and the Intelligencs people, Under
this aysten the Intellienss people supply all the general
{nselll.ence %o the file, and the SOKIET people supply
COMINT. Thus bub a single (ile 1s required and duplion~
tion of effort In avolded., Thise, I undewatn.d, {s the
srranzezeat sondouplatsd fop COHAIND,

7» Inslosure 1 examirss in detall certain intsl.izence
fusetions whish must be perlormed, To beyginm witk, I
believe that 1% is srronecun to ssy that virtuslly oo
svalustlion oFf COslUT is requi-nd, Mr. Priedsan hias {alled
to make & Alsbinetlon betwson tha zourse af interseptad
megen e and thelr sontent, It ls trus that the svalustion
of the sourcs of WINT is vermally performed by the CuoIET
s angles, und ig Jargely actomatls. The evaluatlon of she
canbtenty of mbEza sy 15 quite another prodlem and 1% is
fap Iwvom antomatls.,. In the ease of dliplomatic soumunicne
tiong in partigular, as CDR Payior onee aptly atated,

Péhe tazmnticimm inroraatlon ranges froz the
horssts mouth & sfly nft." Iaformation obtained from
Plain text messages, as we Tuaw Jearasd, requires s vast
ansunt of evalustion and ecorrelstion frox the inkelllioence
oint of view before 1t besoves useful ag intellizenca.

8e As Poar the matter of dipsewinmtion, 1t is obvious
that 5 caniralized Intelli:ense asevey stch as COUSIDO
gan only ¢o se¢ far in the d1gtrivation of ive produot,
It 1s clear from Inelasure 2 that the divect and rapld
sexviese of opsrational somrsnds iy sontemplated, vary mush
&5 ir, irisdmen recoswends, Jispeninadion w&ﬁhin sotamands
st Do a funeklon of command, Only a ¢ommander of an
oparation is fn & position to deteraine what forses within
Bie command should and ghould not resslive coriain Informae
tione I thlok that we puiat never loss sight of Y¥be fagh
that Intellligencs 1s ths servank of soumand, snd not viee
versh.

8+ I belleve that OONBIDO will be no better, nor
worge, than L{ts divestion. The diregtlve, it seens %o
mh, leaves sagle room for davelopmend in any diresetion
thai elroumatanssy may regulre, Like all doosupenty of
this type, 1% Is a4t bests & compromlize and 4% 1a bound o
bve & compromise beoause Sifferent interests must be ssxvad,
COltID0 may mot be fdeal frox any one polnt of view, bub
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SUBJECT: Comments on Latest Draft Oirsstive for (ONSIDO,

I believe it is a derlfinite step in the »right direetion, and
untlil the legal responsibiliities of the asveral departments
and azencies of the Goverment inyolved are resclved, it is
probably as far &2 we san go &bt this tine,.

10. As with any law, it iz important o read the
document in the 1ight of the studles and digoussionms that
led up %o 1% in order thal s proper Interpretation of its
various parts may be arrived at., Thers are sgome papsages
whick eculd undoubtedly he aslarified; howsver, as you will
recall we were not parties $o the drafiing, but were merely
permitted to gomment Mrom the point of view of AFSAte
regponaibiliities. Remponaibility for the sstablishment of
CONSID) properly liss with the Inteliigence Diractors. It
way be well to pass these comzents on to then am representing
the views of an Individuel with a long and outatanding
record in the fleld of CQUIRT, Undoubhtedly some of the
points which ¥r. Friedwan asskesg are well taken, but I bellieve
that the wapic objeotives of CONSIDO muat be thoroughly
olarilfied bvefore any radical change 1s made Iin Lits organie
sation or functlons. In ofther words, 1t must be clearly
understood whether the aim iz top faollitate the opsrationsg
of agenoles alrendy establlghed and legally charged with the
respousibility of wmaking intelli:ence sstimates, er whether
1t 1z to »éY% up a new zgensy for this purpose,

de B, WONGER
ATF3A-00R
£ Inclosures
1 « Feop—Beeret nexd Irom n.F. Friedaan
dtd 3 Jan 80, sunject as above,

£ ~ Presentation af Dralt CORSIDO
Faper {USCIB 26/1).

ool AF5A~14 o=
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3 January,, 1950 ’A
A Ctlrge”
MEMORANDUM FOR. Capt Wenger, AFSA-0CB 7}»«/
Sub ject Comments on latest dreft directive for CONSIDO
Reference (a) USCIB 26/2 7 Dec 49, Establishment of CONSIDO

1. Although comments on reference (a), the latest draft
directive settlng up a CONSIDO, were not requested, I am taking
the liberty of submitting herewith some personal views thereon
for such considerstion or action as you deem appropriate.

2. & In my opinion, reference (a) overlooks one of the
most important recommendations of the Final Report of the Joint
Congressional Committee on the Investigation of the Pearl Harbor
Attack. It is possible that the draft 1s ilntentionally general
in certain places, or that I fail to read 1t correctly, or miss
certain implications therein which I should grasp But I would
be derelict in my duty if I let fear of a possible feilure to
read correctly, or a possiple obtuseness in seeing supposedly
plainly present implications interfere with setting forth my own
comments, basing the latter upon an earnest desire to Dbe
constructive.

b Reference (a) is of exceptional importance and I
feel that 1ts wording should leave no room for anything to be
understood by implication, background information, or expressed
or unexpressed intention of its sponsors I have, therefore,
studied 1t with these desiderata in miand and submit my comments
on the basis only of what the document actually says--not on
what may have been intended to be implied.

3. It 1s noted that reference (a) bears the date 7 December
1949, the month and day of which are symbolic. Eight years have
passed since the disaster at Pearl Harbor, almost five years
have gone by since the Joint Congressional Investigation was
launched, and four years have passed since Admiral King suggested
to General Marshall (letter 2 Oct 45) that e centralized unit be
estahlished &t least for joint evaluation and dissemination of
strategic non-operational intelligence Still, as of this date,
we have no such unit -- not even a single, effective, unified
agency for the evaluation, interpretstion and dissemination of
strategic, non-operational intelligence to protect us against the
possibility of another Pearl Harbor. And the agency which is now
proposed would, I feel, be wesk and ineffective because 1t would
be hampered by reetrictions, complicetions, coanflicts, and
ambiguities which are the inevitable results of divided

TOP SECRET




REF_ID:A61152

@.

MEMORANDUM FOR Capt Wenger, 3 Jan 19850

responsibility Such a unit might fail us in an emergency

4 The foregoing remarks and the attached comments all
fall under the category of destructive criticism I feel that
T should offer some constructive criticism, too, and by way of
such criticism would say that a few significant changes in the
draft directive could he made which would eliminate ites present
weaknesses Principally, the eliminatlion of divided responsibilaty
would improve 1t immeasurably and ensble the Department of Defense
to forge in 1ts Comint operations a powerful weapon for national
security.

WILLIAM F FRIEDMAN
Chief, Technical Division

Inclosure - 1
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Comments on Proposed Consido Directive of 7 Dec 49
-, (USCIB 26/2)

1. a The Joint Congressional Committee on the Investigation
of the Pearl Harbor Attack, after months of hearing aad study of
millions of words of testimony, brought out a report embodying in
Part V thereof certain "Conclusions and Recommendations" (p 251).

b. Under "Conclusions" (p 252) there apoears the following.

11 The Intelligence and War Plans Division of the
War and Navy Depactments failed

(a) to give careful and thoughtful consideration
to the intercepted messages . and to raise a_question
as to their significance Since /the messages/ indlicated
a particular interest in the Pacific Fleet's base this
intelligence should have been appreciated and supplied
the Hawalisn commenders for their assistance, along with
other information availsble to them, 1n making their
estimate of the situation.

(b) to be properly on the qui vive to receive the
.. intercept and to recognize in the message the fact

that some Japanese military action would very possibly
occur somewhere at 1 p.m., December 7 If properly
appreciated, this intelligence should have suggested a
dispatch to all Pacific outpost commanders supplying
thls information, as General Marshall attempted to do
immediately on seeing it."

c. Both foregoing subparagraphs deal with and point up the
importance of proper interpretation and digseminstion of intelligence.

d. The Committee made but five "Recommendations" (p 252-3),
the second of which begins with the following significant sentence.

"That there be a complete integration of Army and Navy
Intelligence agencies 1a order to avoid the pitfalls of
divided responsibility which experience has made so
gbundantly apparent " (Emphasis suppllied)

e. The gerious consequences of divided responsibility in any
field of military operations needs little comment Divided responsibility
in the ioterpretation and dissemination of COMINT may be especially
gerious

2. a Tne proposed directive purports to establish a
"Consolidated Special Information Dissemination Office, Departmeat of

TOP-SECRET
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Defense " But the sort of CONSIDO that would be established under it
would neither be @ consolidsted unit nor would it have authority to
disseminate to the users of Comint any final product, except as a
purely mechanical act dictated by other agencies. It 1s true that
the draft directive appears to give CONSIDO certain dissemination
functions but, as these comments will show, the dissemination author-
1ty of CONSIDO 18 quite limited.

b There are four final steps in the Comint operation which
are usually regarded as intelligence functions and whaich are of such
a nature that they are most efficiently conducted "under the same roof "
They are (1) evaluation, (2) collation, (3) interpretation, and
(4) dissemination - But in the draft directive CONSIDO 18 assigned
only the flrst two functions, the last two remain the responsibilities
of ihe Directors of Intelligence The separation of evaluation and
collation from interpretation and dissemination 18 an artificial one
from a technical point of view, 1t represents a serious division of
responsliblility in performing functions which technically belong to-
gether Thas primary division in responsibility is bad enough, but
on examining 1t further, it 18 found that there 18 an even more
serious divislion of responsibility in respect to the interpretation
eand dissemination functions The function of interpretation remains
divided among the Directors of Intelligence in the three Services,
with the attendant risk of having different and conflicting intecpreta-
tions reach field commands. The function of dissemination 1s also
split three ways among the Directors of Intelligence in the three
Services, with the attendant risk that dissemination to those field
comnanders who should have the Comint will not be expeditious and
efficient. Many persons whose long erperience in this field has given
opportunity to observe thé different methods which have been tried
feel that the separation of the various steps involved in crypt-
analytic processing from the last four steps of evaluation, collation,
interpretation and dissemination has been an artificial and technical-
ly unwise segregation And now not only is that original separation
meintained but an additional splitting 1s proposed in what should be
a streamlined operation embracing at least ihe last four steps All
in all, the arrangements proposed for performing the four inter-
related functions are alarmingly reminiscent of the defective arrange-
ments that were at least in part responsible for the disaster of
7 Dec. 1941 at Pearl Harbor. The draft directive will now be taken
up paragraph by paragraph. This will involve a certain amount of
unavoidable repetition in these comments.

3 a. Par 1 of the draft directive states that the purpose
of establishing CONSIDO is two-fold. It is to provide for ?a)

placing under one authority the conduct of evaluation and collation
of the AFSA product and (b) the maintensnce of liaison between AFSA

2
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and the consumer agencies "in connection with the functions and
responsibilities outlined in paragraph 3 below.'" The specific and
rather pointed omission of any reference whatsoever to interpreta-
tion and dissemination in this paregraph makes it clear that the
draft directive contemplstes that CONSIDO is not to do any interpret-
ing or disseminating It is true that the draft directive (Par 3e
(5%) authorizes CONSIDO "to prepare and disseminate information
summaries, studies, and reports based on the product of AFSA," and
"to prepare and disseminate such other summaries, studies and reports
as the JIC may suihorize and direct." Although the preparation of
such summaries, etec , is very important, such a function is not a
primary one for a CONSIDO and 1t 1s not deemed necessary to establish
a special unit for this purpose It can and has been done to a
limited extent in the past by the Comint processing people, and

with the establishment of AFSA this sort of work will be facilitated.
Also, while the paragraph in question authorizes dissemination,

Par 3g(4) insures that dissemination by CONSIDO itself stops at

tne doors leading to the precincts of the Directors of Intelligence

b Let us consider the stated first purpose, namely, that
of providing for placing under one guthority the conduct of evealua-
t1on and collation of the AFSA product. In the document itself
evaluation is defined as "the process of determining the credibility
and accuracy of information and of eliminating irrevelant and un-
reliable matter from further consideration." First, as to
"oeredibility," it may be said that the AFSA product requires very
little or no evaluation to determine credibility with respect to
whether the encrypted message contazins what the cryptanalyst says
1t contains. Tne AFSA product does not represent the fruits of
guess work, nor is 1t comparable to the alleged "decipherments"
certain amateur cryptanalysts put forth in support of their
enthusiaem for Baconian suthorship of Shakespeare's works. The
word "ecredibility," as used in the definition, must therefore refer
t0 a question as to whether what the message says is believable or
not. It i1s obvious that to a large degree the AFSA product requires
lattle evaluation to determine this sort of credipility, because as
a general rule the informstion comes "right out of the horse's
mouth" and carrcies 1ts own stamp of authenticity Of course, the
exceptional diplomatic message that i1s reporting something that
somebody else sald, saw, did, heard, etc., undoubtedly requires some
sort of weighing to determine credibility of the report. And there
are plenty of cases in strictly military Comint which msy require
similar eveluation. This gort of evaluation can only be fruitful
by comparing the specific message with other messages. Further,
the cryptanalyst is the only person who can realistically welgh
the difference between the ‘probable' and the "sure" meaning when
any such a case arises Since the Comint processing people have

S
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access to all the messages, they can and usually do maske this sort
of determination of crediblility. As for eliminating so-called
"irrelevant" and "unreliable! matter, it 1s not often that military
Comint contains "irrelevent matter," unless by this expression is
meant the casting aside of messages which are of so little intelli-
gence value as not to warrant their translation in whole or even in
part The processing agencies have usually done this sort of
eliminating themselves, with a small amount of assistance by
personnel of 1nt9111$ence staffs As regards the elimination of
"unreliable matters," this has already been disposed of in connec-
tion with the determination of credibility To sum up, Comint re-
quicres little evaluatlon such as other intelligence usually needs,
and when required the evaluation generally is part and parcel of the
Comint processing.

¢. With regard to collation, here again the Comint
processing people must do a Job on a continulng basis. Their col-
lation usually restricts itself to comparing one message with
another from the same or other sources of Comint. But this may be
only half of the collation process. The other half consists in
comparing Comint with information from non-Comint sources, and this
can perhaps best be done by intelligence staffs. But the Comint
processing people must of necessity often conduct research relating
to thais half of collation as an integral part of processing, e.g.,
the use of information on disposition and operations of our own
as well as enemy forces as an aid to solution. In any case, it
appears clear that collation belongs with evaluation snd that both
are often part and parcel of the Comint processing. There appears
to be no need to set up a special office particularly for these
functions, unlessg 1t is also given thé interpretation and dissemina-~
tion functiong, which are closely related to evaluation and
collation.

d. According to the draft directive, when Consido has
finished the evaluation and collation processes connected with
strategic or tactical Comint, 1ts work is done. This in my opinion
reyresents a major shortcoming of the directive, because while the
ostensible purpose in initially proposing the establishment of a
CONSIDO was to streamline all steps in evalueting, collating,
interpreting, and disseminating Comint, the sort of CONSIDO the
draft directive would establish would fall far short of the goal.
For en ertificial delay is injected near the terminal stage, since
the finel CONSIDO product must be filtered more or less slowly
through ihree more separate offices outside CONSIDO for interpreta-
tion and decision as to dissemination and then come back to CONSIDO
for transmission Later on, more will be said on this point.

4
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e. The second stated purpose of CONSIDO ig to provide for
certain liasison It 18 to be inferred from this that the liaison
in question 1s now non-existent, or poorly conducted This is not
the case, for the indicated liasison hss been carried on fairly
effectively for a number of years between the COMINT producing
agencies and the Intelligence S8taffs of the Military Departments,
the Department of State, the CIA, and the FBI To establish a

special or separate aegency for such a purpose is merely to inter-
pose a needless echelon.

4, a. Par. 3, Functions and Responsibllities, combines in
one long paragraph the functions and responsibililies of CONSIDO,

the JIC, the Services, and AFSA. The successive subparagraphs will
be briefly reviewed

b Pars 3a,3b and 3¢, appear to be satisfactory. Subpar.

34 sets forth the functions and responsibilities of the JIC Subpar.
3a(1) and (2) appesr to be satisfactory But subpar 34(3) gives the
JIC authority to establish CONSIDO's at the headquarters of unified
commands and at such other commande as way be designated by the JCS.
Since the draft airective gives CONSIDO only evaluation and collation
functions, and since there will in peacetime presumably be very little
COMINT processing at such unified commsnds, to establish CONSIDO's

- at such commands appears to be superfluous. Even in war time 1%t 18
doubtful whether there would be a need for CONSIDO's of this type at
unified commands. If, however, CONSIDO had specific responsibility
for interpretation and dissemination, there would be a real need for
branch offices of the Washington CONSIDO at the headquarters of
unified commends

¢ Par. 3e sets forth the functions and responsibilities
of the Chief of CONSIDO Subpars 3e(l) and 3d(3) give him enormous
power and responsibilities which in a real degree would enable hinm
to exercise management control over AFSA Comint processing, without
providing definitely stated supervisory checks and balances Under
present arrangements, USCIB establishes certain Comint requirements,
specifically, those derivable from the so-called "Joint Field,"
viz , all systems other than the strictly military, naval, and air
systems And the draft directive (Par 3e(l)) makes the Chief of
CONSIDO responsible "to insure equitable treatment in the satisfac-
tion of the Comint requirements of the Joint Chiefs of Staff, the
Military Departments, the Department of State, the CIA, and the FBI "
But 1t 18 the responsibility of DIRAFSA to insure such eguitable
treatment. How is this confliet in Juraisdiction to be resolved?
What about the question of divided responsibility?

a4 Par 3e(2) deals with lieison "on all matters involving
the dissemination of the product of CONSIDO," Par 3e(4) gives
CONSIDO responsibility for the dissemination of the product of

TOP-SECRET
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CONSIDO, Par 3e(5) gives it responsibility for the dissemination

of certain studies based on the product of AFSA. But the three
Service Departments retain the responsibility, within the Depart-

ment of Defense, for the dissemination of all GCOMINT (Par 3g(4))

Here are definite conflicts, ambiguities, and divided responslbilities
in respect to the fundamental purpose of the whole Comint operation.

e Par. 3e(6) gives CONSIDO the function of providing
and exercising supervision over the means of dissemination
(880 system ?) but appsrently CONSIDO!s part in this complicated
arrangement for dissemination i1s to be purely mechanical, since
the Service Departments retain responsibility for decision and for
the actual material to be disseminated. 1In essence, the effect of
the arrangement would be to interpose a needless additional delay
in getting the final Comint product to the user.

f. Pars 3g(3) and (4) give the three Service Departments
responsibility, within the Department of Defense, for interpretation
and digsemination of the CONSIDO product But no mechanism is
Provided to insure that a single interpretation is made, from which
elther strategic or operational intelligence could be disseminated
in time to affect operations or, in exceptional ceses, even to avoid
disaster Especlally in the case of tactical COMINT is speed in
interpretation and dissemination of peramount importance Interpreta-
tion and dissemination should be a responsiblility of a single,
constantly operative unit -- not of three separate units with no
mechanism for almost instantaneously reconciling differences of
interpretation and expeditiously disseminating the intelligence.
0f course, it might be claimed that JIC could reconcile differences
in interpretation--but it certsinly could not do so expeditiously.
Moreover, since there is & distinct possibility of three different
interpretations being made of the same material, there 1s also a
poseib1lity of disseminating three different interpretations to
the same or to different commands, with danger of disaster to all
concerned. Here are the very pitfalls of divided responsibility
which Congress has charged us to eliminate. To sum up this comment,
I feel that ihe divided responsibility herein pointed out represents
the fetal and outstanding weakness in the draft directive

It 1s possible that thls weakness can be ellminated
by having representatives from the intelligence staffs of the three
Service Departments sit around the same table with the key people
of CONWSIDO If these representatives were given the necessary
author1ty to interpret and to disseminate for their respective
Agencies, and 1f management control as well as technical control
of the S80 system were made a responslbility of CONSIDO, then the
needs of the three Services might be taken care of in an expeditious
manner EBommanders in the field would get a4 final groduct that

6
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represented the unified collaboration of all people concerned in
preparing the Comint, evaluating, colleting, interpreting and get-
ting 1t to where i1t will do the most good in the fastest Lime
posesible It 18 possible that the sponsors of the draft directive
had exactly this sort of an arrangement in mind. But the directive
itself 1s completely silent on these points. If such an arrangement
1s contemplated, then the document should spell it out in clear and
unmistakable language. Bul such an arrangement would still not be
very satisfactory because ihe authority and responsibility would

not be centralized in one i1ndividual. The arrangement would merely
place within CONSIDO at least ihree individuals, each with equal
authority and each merely representing his Service Even if they
would jointly interpret and disseminate for the three Services,

this would be only on @ more or less ad hoc or voluntary basis There
18 nothing whatever in the draft directive which requires or in-
sures that a single, joint interpretation will be made available
simultaneously and expeditlously to several commands. Responsibility
18 not fixed and no mechanism 18 provided for this purpose. Since
CONSIDO will in large part be staffed by representatives of these
very Services, 1t would seem far better to mske the Chief of CONSIDO
responsible also for Jjoint interpretation and dissemination for the
three Services rather than have the functions verformed within his
shop by people not under his authority, or empowered only with
authority to 4o so independently for each of the three Services.

5. Reference has already been made to Par 3e(5) of the draft
directive, which gives CONSIDO authority to prepare information
summaries, studies and reports based on the product of AFSA This
would be a useful function, of course, and would result in the
production of jointly elaborated documents containing information
of high strategic value The production of such studies on a Joint
basls has hitherto not been practicable under a situation involving
decentralization and division of responsibility. Here is a good
example of the advantages of centralizing authority and eliminating
divided responsibility in the Comint field. If all the other func-
tions connected with the handling of the AFSA product were similarly
treated, that i1s, 1f evaluation, collation, interpretetion and
dissemination were also treated so as to centralize authority and
eliminate divided responsibility, the recults would be even more
important.

6. a. I think that some of the unsatlsfactory aspects of the
draft directive arise from the definition 1t gives of communication
intelligence. It 1s noted that Par 5e of the draft directive
defines communication intelligence as "the intelligence information
which 18 derived from the study of foreign commuaications." This
is followved by a parenthetical explanation "It 18 to be noted
that this definition is inconsistent with the normal differentiation
between information and intelligence, but is adopted because of

long usage."
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b No authority is cited for the foregoing definition.
As a matter of fact there is but one authoritative and governing
definition of the term communication intelligence. It is the one
contained in NSCID No. 9 dated 1 July 1948, Par 12b of which
reads as follows.

"Communications intelligence 18 intelligence produced
by tne study of foreign communications Intelligence based
in whole or in part on Communications Tntelligence sources
shall pe considered Communications Intelligence as pertains
to the authority and responsibility of the United States
Communications Intelligence Board."

¢. According to the foregoing and only authoritetive
definition, communications intelligence is intelligence--not
"information," nor even "intelligence information,” as the draft
directive would have 1t.

d. However, there may be excellent reasons for regarding
AFSA's jJob in connection with Comint to stop with the production of
"information" in the form of the decrypts and translations It is
guite possible that the remalning steps in the Comint operation,
viz , the evaluation, collation and interpretation of that "informa-
t1onf to produce "1ntelligence," and the final step of dissemination,
had best be conducted by intelligence staffs But then all four of
these should be integrated and conducted as a joint intelligence
operation, with responsibility centralized and definitely fixed.
I think that in this way and only in this wsy can the Comint opera-
tion as a whole be conducted effectively and in a manner that will
best meet the urgent needs of the Joint Chiefs of Staff, the
Military Departments, the Department of Defense, the Department of
State, the Central Intelligence Agency and the Federal Bureau of
Investigation. Comint that will be of highest importance to the
national security can, in my opinion, be evaluated, collated,
interpreted, and disseminated expeditiously only as a fully stream-
lined, unifaied, centralized, and joilnt operation.




REEQID:A61152
-

USCIB 26/2

7 December 1949

MEMORANDUM FOR MEMBERS OF USCIB

Subject Presentation of Draft CONSIDO Paper.

1. For purpose of record it is requested
that this sheet be attached as a cover to "Appendix
A -~ Memorandum for the Secretary of Defense" which
was distributed at the Forty-seventh Meeting of USCIB,
2 December 1949 and considered under Item 7 of the

agenda.

2. The attached receipt covers copies of
the Enclosure (Appendix A) distributed at the above
meeting.

/s/ H. D. Jones
H. D, JONES
for P. J. KARL
Secretaraat, USCIB
USCIB: 26/2
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Comctnts o D Meno

L e e e e

1. 5. HMeferrinmg %o Par, & of the D Memn, the first sentence therew
of 1s » oategoriocal statesnt that there would be & “deorasse rather than
ax inorshae in efficiency snd soonosy of Communioation Intelligenos antivi~
thes of the Neiional M1itary Fetabdlisiment™, %o support the statement
the culy reasons cibed sres

{1) "Considersdls duplication of the work of other
UuB. intslligmes ageneies would be necsssary
1f DORSIDO-MASEINOGYON wers to fulfill the
respontsibilitise munigned o 1t

{2) "In sddition, the draft direotiys states that
CONSIDO-NABHINOTOK will disseminate intelligence
direct o i Joint Chief's of Staff Dut makes
2o provision for the integration of such intelli-
gmos with intelligenoe provided to the Joint
Ohiafs of 5%aft by the intslligence siaffs of
the Servioas™

b, Beferring o thy first of the foregoing tw reasons, the
impliostion of the statemmt made csn oply be the followmng: that thers sre
oW “pther U.5, intelligente sgenoies™ whioh have the functions sorteme—

. Ploded for sssigoment to CONSIDO-MASHINOTON and sidoh would comtimue to
+  hkwe those funotions. Thiz implication is not walid, It is only neoen-

;  werydy peint to Pary 10 of the draft directive, whwrein it ia made

m perfestly cloar thet after tie sstedlislment of CONSIDO-WASHINOITON there
worild be no other wits of the MR in the Washington srewx which would

oonduct astivities assi to » Furtbhermore, an ex~

axination of the dral't dirwetive will show that CONSIDO-WARHINGTON would

wverything that these five wnits now do but also it would do 4t
sfticiently snd nore ssmeeiosily snd, thevefore, wi

of people or wven with fewsy people %aﬁng%
gontd be to reyult from the Bonsolldnticm.

o« (1) Referring to the second of the tws ressons, ofted in
Por. 15(2) sbove, tha oobertion is not walid, The following is quotsd
from Par. Ta(l) of the drafl divectives

"Te. The specifio responsibilities of* CONSIDOHASHIRGION
ayre ak follows:

g
¢
¢
1
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{1) To produce vommmication intelligence from
OOMIET raw mnterial and t9 fuse such Intelli-

Louos with F wollataral information
Twoul m OLEDY SOUrces.” (BEphasis supplisd)

{2) The sxpresxion "to fuse sush intalligencs with per-
$inent pollaberal information recsived from other spurces™ is only another,
axd possidbly better, way of saying “to integrate suah intslligence with
intslligemoe provided to the Joint Chiafs of Stalf by the intelligence
staffs of the Services.”

{8} Thersfors, the draft directive not only makes provisiem
for the operation whish the D memo asserts has not bwen provided for, but
sven brosdens the soops of that operation by imposing no limitation upon
the “other socurces™ of Information,

{4) The sontmntion completely overlooks mot only the pare~
graph quoted in Par, 1o(l) sbove but alsc the following:

{e) Par, Sb(1)(v}(11) of the Staff Study:

*{11) %ﬂ;ﬁm of othar scuros intelligenos with
S W’. zgoncy.
centrsl

g 0
Tor eryptsoalytio purposes, muat maintain
filea of intelligence reports from all sawrces. The
single syalteting wnit, through the sellatersl files
of the processing sgency, would have direct sccess

to the mxterial from other fwkellipence acurces, now
soparatoly held by sask oF The Flvs UROTH mictars.”

{b) Par. Tua({5) of the Draft Direstives

*{6) To maintain slose liaison with the JOS and the
Intelligence Divisions of the respretive Bervices

v in 31l matters invelving the dissemination of sush
intslligenice snd the sstsblishment of priorities

thersin, xx wsll as those ih?}_g_i_ng_pmwt of
collateral information Trom Us Be SOUTCeSe”

d. The foregoing is suffioient to indioate that the reasons
olted in Par, a of the D Memo are not sxlid. That also come
pletely disregards the contents of Pars. 3b{1) and 3b(4) of the Stalf

soocampsnying the draft directive. ¥Not sanly is integration of
CONTNT with othsr sources of iwtslligeuce provided for, but ﬂﬂﬁiﬁ
ans po:

and sconcry would be 1y improved for the detailed reas
n puragraphis mentioned,
2. & Referring to Par. b of the D Mewo, the first clause of the

firat sentempoe thereol is slsv & categorical statement womrranted by
the facis, as will be shown at ones,

2
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P. At present, there sy intellizwnce stalfs in wech of the
Services as well as in the Departmect of Stabe and the OIA, It there are
T of mits in sach of these siafls s Yepsrds 3
aﬁﬁam TN RACerinL, SvRlukte, snd dissesinate it, sd, in
osrtain cases, whose neshers thereof have astess to the cryptanalytis pro-
osasing szenciess {2} those whioh do mot have sy contact with CONINT rew
micterial, lambers of the first Lype of wilt are suthorissd mad oleared
for haniling oertain material in s Sewsy treifios thad goling into, o
delonging within, or ooming oub of the CONINT realm, But membors of the
ssoond type of wdt ave perudittod Lo engage in only & l-wey traffios
fosding materixl into the COKINT realm.

He The draft divective maless no thange shatyvsr in the foregoing
rospent. The intent of the directive is merely to bring the wits
of fivet mentioned sbhove to, wisr one - y
Emo%mm%m sryptanalytie feoosssing aotivities. Thie
would place thes close to the souree of the COMINT rww materisl, and make
then work harmoniously 88 & single Sesm, under unified direction.,

3, &, BReforring to Par. o of the D Nemn, the draft directive proe
vides for the estadblishnent of & CORBIDO in Weshingten. It slso provides
for the ostablislment of siniler officex in Jolnt Coamands. Therefore,
to sy that "the dral't directive Ifalls to provide for the sxpeditions
use of COMINT in support of the command fimstions of the Serviee Depsrbe
sants and for the satistection of vital operationsl reguirments of
oommanders in theaters of combat™ is not ouly moverranted but alsc the
statonent overlocks Pars. 55(1) and (2) of the Btaff Stuldy, dealing with
Btiol and Timeliness, as well sz Par, 7a(?) snd Par. b of the draft

v. The la are worth quotings

{1) Par. 7a(7) of the draft direstive:

*{7) To exersise penerel supervision cover the special
system for the elsoctrionl transmission of sush ine-
telligence to Theater Commanders mud to Purnish the
Texts of maoh materdxl for trsommission, sovording
Sv priorities detemined by the Chief, CONSIDOWWASHINGION."

{2) Par. 75 of the dreft directive:

"be The reaponsibilitios of & CONEIDG serving & Joint
Conmpnd will in gensral be sisflar to Ehose outlined
in subpersgraph & sbove,. Itz perincipal responsibility
iz {1) o swluate, pbl.ch, md dixsminate somimion~
tion intelligencs busod upon COMINT rew material furnished
Yy the lossl eryptanalyiic processing sgeoy, snd (2) te
dinsaminate to appropriste agenciss within the Theater,
s authorixed by the JCI, such comsnmdoxtion intelligenoe
a2 ix forwarded by CONSIDO-WABHINGION.®

g ""3 oy
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B As to the draft directive "saking CONSIDO-WASHINGTON sub~
oirdinate to the Director, Armed Porees Ssouriiy Agengy, mad theredy re-
moving 1t from the intelligents shain of the Fational Mlitery Bstabl ishe
mant® the following may bs maid)

(1) There is now no wuch antity ax sn "intelligence chain
of the Watimal Hilitary Rstablistment,” At pressnt there are at leest
thras asparsts chalns, sorresponding to the three ssparate Hervices.

V5 a#GabITakment of o single “intelligemoe ohain of the Eational Militsry
Estabiistment”™ is cow of the important sims of the draft directive,

{2} It is mot understood why the fulfillment of the COMINT
needs of sommanders in themters of combat would be Jeopardised by maldng
COXSIDO-NASHINGTON subordinates to the Direstor, AFSA since not only is
the latter to be assisted by a deputy Irom eash of the Services but alsoe
the draft direciive in Par, &b provides that "For the purposes of assist-
ing Kim (the Chief, CONSIDO-MASHINOTON) in exevuting his functions in
profusing em?uniuﬁon intelligence he will have & deputy from esch of
the Services,

{3) Bowever, if it is deemed inkdvisadle to make CONSIDO-
WASEINGTON subordinate to ths Dirsstor, AF8A, the substitution of the
present Fars., 2a and 2b of the dralt direstive by the alteraative pare~
graphs smboedied in the meme to Gen, MeNarmey would mset the objection.
These would place GONSIDO-MASRINCION under the Joint Imtelligence Qroup
of the JUF orgmnizsticne.

4., =, FReferring bo Par. d of the D Memn, it ia ted that just
as JC§ 2010 will regquire certain adjustments in WSCID 5?:.: sertain
aljustuents may have to bs made in the same doovment if the dralt
&lreotive weres approved, but these adjustments will de of a minor nsture
Just sz the adjustments, if any, resulting from the oreation of APSA are
1ikewlse minor in nature.

b. (1) The apecif'ic Nunctions of USCIB, as set forth in
nsgxn directive Wo. 1, 16 November 1948, stemming from NSCID #6 are as
followss

{a} Pormulating mational Cossmmniostions
Intelligence policy mui gbjectives,

{b) Allooating smony the member depariments
sad sgency spsoific responaibility for
the conduct of Jammmications Intelligexnce
tsaks in arder to insure a ¢ompreshensive
soordinated program and to eliminate un~
nevessxry duplication of effort. (Tasks
in thoss fields of responsibility er
interest that are sewerxlly and specifically
agaigned to the member departments and agensy
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by lsw or by compobent suthority, ahell
be recognized s the primary responsi-
hiliﬁy)ui’ the ecognizant departuent or
SRy}«

{o) Presoribing basic security standards and
dissoninztion policies o protect all
Compmmications Intelligence aotivities
Ryl sourtsas.

{d) Ewervising supervision ower the estadlishe
nat and maintensnoce of sll lisison with
forelgn snd non-weesbsr Jomostic sgencies
in the Tield of Casmmloations Intellie

FON0h,

{e} Aseemsing the netionsl Cammumicstions Yne
belligetice requivements, and satadlishing

policles noncerning ssphasis and
priorities of effort sccordingly.

{£) Coordinating Commmiostions Intelligencs
rozosrch and devalopment in oonformity
with partinent Desearch snd Development
Board poliocies.

It 1s difficult to see how the sstablisiment of the COXSIDO oonospt would
interfers with moy of those Punctions, Horeover, the list dous not
econtedn a single mention of the words "ewslumtion,”™ or "publicetion;®

and the word "dissenination" s used only in ommection with the pre=
#oribing of pollolies to protect COMINT astivitias und sources, not with
dlasomimation ax it ia eomnoctiaf with the motusl exploitation or use of
the final produet of all the COMIRT effort.
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b, (2) Par., 4 of the D memo fails to point out specifical-
1y in what respects the draft directive 13 not in conscnance with the
provisions of KSCID #9, unless the gtatement that NSCID #9 "establish-
ed the U.8. Communication Intelligence Board to effect authoritative
coordination of COMINT activities of the government® is what the D
mewo means to point out as the element with which the CONSIDO directive
is in confliet. If that 1s indeed the element deemed to be in conflict,
then just how the adoption of the CONSIDO concept would interfere with
the purpose for which USCIB was established, vis., "to effect the
authoritative coordination of COMINT activities of the Government"
is difficult to see. In point of fact, by accepting and supporting
the CONSIDO concept, USCIB would be enabled to execute its intended
function in & far more effective manner than ig now the case, as will
become clear in & moment.

{3) Referring to NSCID #9 and to the portion of it
just quoted, the directive itself defines "communication intelligence
activities® as follows:

#0ommunication intelligence activities' comprise
all processes involved in the collaction for
intelligence purposes, of foreign communications,
the production of information from such communi-
cations, the dissemination of that information,
and the control of the protection of that informa-
tion and the security of its sources."

It will be noted that if the foregoing definition is taken into
account in connection with Par. 1 of #SCID #9, USCIB has had, since
its creation, the authority to coordinate not only the production of
the COMINT raw material but also the evaluation of this material to
produce communication intelligence, and the publication and dissemin-
ation of the final product. But as regards the latter steps, USCIB
has as a practical matter exercised very little of the authority it
was given. Certainly there has been no attempt to ccorainate
evaluation procesges in the COMINT field, or to coordinate the
production of detailed atudies involving the use of COMINT. As
regards the coordination of publication, USCIB has restricted it~
self to the establishment of formats for the publication of non-
military and non-naval material; and as regards dissemination, the
attention of USCIB has been for the most part directed toward
establishing measures for the protection of the sources of COMINT
against the hasards of its dissemination. There has been no attempt
whatever to coordinate internal dissemination within the Departments
and Agency involved,
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(4) Up until now USCIB has had five independent
agencies to coordinate, With the establishment of AFSA the coordin-
ating authority of USCIB wlll bs facilitated by the reduction to
only three independent organizations, viz., AFSA, the Department
of State, and the CIA. It would seem that if USCIB were to exercise
the authority given it by its charter and wers to give its full sup-
port to the CONSIDO concept, there would be an increase in the over-
all eificiency and economy of the "Communicationg Intelligence
activities of the Govermment" because USCIB would then be in a better
position to coordinate the principal terminal activities in the COMINT
realm, vis,, éevaluation, publication, and dissemination., 4And it sould
gtill have jutrisdiction over all of the functions listed under par. b
(1) with the possible exception of functions (b) and (f).

(5) If the CONSIDO concept were adopted, USCIB could
very well add to the list of functions in paragraph b(l) above those
relating to evaluation, publication, and dissemination. The coordin-
ation of the activities of CONSIDO-WASHINGTON so far as they are of
interest to or invoive AFSA, the Department of State, and the CIA
would leave plenty of work for USCIB. ' Far from being out of harmony
with the provisions of #SCID #9, the draft directive, if adopted,
would be of assistance to USCIB by facilitaling their exercise of
certain authority it has always had but hag failed to use hitherto.

5. The CONSIDO concept is in reality nothing new. AlL through
the war the U, 8. Navy { llowed it and is still following it. The
British had adopted it before the U.8. Navy and had found it to be
vital to the efficient expleitation of COMINT subcesses. The first
official suggestion that it should be adopted by both the U.S, Army
and the U, S, Navy is embodled in a letter dated 18 September 1945,
from Admiral King to General Earshall., In fact, this is a zood
point at which to refer to the various letters and memoranda exchanged
between Admiral King and General Marghall, and (later) between Aamiral
Nimitsz and General Eisenhower, on the subject of integration of CQUINT
activities. They contain many references to the desirability and
necesgity for the establishment of such a concept as the draft
directive contemplates. The D Memo completely reverses ths position
then taken by both the Navy and the Army (ineluding the Air Force)
in respect to the consolidation of evaluation, publication, and
dissemination activities., There is no reason to feel that conditlons
have changed so that such a reversal is warranted. If anything JCS
2010 makes the consolidation of these activitlies morg locical, more
desirable, and more urgent than gver befora. To fail to consolidate
them will in fact jeopardisze all that JCS 2010 is intended to




accomplish, because the sacurity of COMINT operations as a whole
will be vitiated unless proper precautions to safeguard the end
product are also taken, In connection with the foregoing thought,
it is to be noted ihat the D Memo has failesd utterly ta take
cognizance of the facts pointed out in Par. 3a(3) of the Staff
Study. It ie my considered opinion that the failure of the D
Yemo to teke into consideration the extremaly dangsrous security
hagards which now exist in respect to our whole COMINT effort
demonstrates a lack of appreciation of the gravity of the situa-
tion. The serious responsibility which the JCS is undertaking
when it cohtinues to accept those risks after the latier have
besn pointed out should be understood by all concefned.

6. In closing these comments a final thought will be present-
ed. W®ithout saying it in so many words the first reason cited in
Par, a of the D Memo implies that the intent of the draft directive
ia to establish a sixth and large evaluation, publication, and
aigsemination unit in aadition to the five existing ones. That
such an implication waag drawn or was intended to be conveyed to the
raader of the D Memo is egtablished by the use of the phrage *in
addition® ag the iatroductory words to the third sentence of Far.
a of the D Wemo, indicating that the second sentence of that
paragraph constitutes a first reason and the third sentence con-
stitutes a second reason. Wire it not for that preliminary phrase,
one would be warranted in thinking that the contention of s decreage
rather {han an increase in efficiency and economy ia supported by
only a single reason, vigz., that work which is now done hy other
intelligence agencies operating in the non~COMINT fleld and the
product of which CONSIDO-WASHINGTON would have to have in order to
do its job properly, would have to bs done also by GONSIDO-NASHINGTON,
From this it would follow that CONSIDO-WASHIRGTON would have to
operate in the non-COMINT field as well am in that field. It
being impossible to conceive that the writer of the D Memo entertained
such & thought, one can only be driven to the conclusion that the
contention is indeed supported by two separste ressons, as indicated
in Par. 1la(l) and (2) of these comments. If, now, reason (1) is
indeed intended to stand by itmelf ana to convey the thought that a
sixth evaluation, publication, and dissemination oifice ls contemplated
by the CONSIDO directive, the only conclusion to which one is driven
is that the D temo not unly manifests little knowledge of the technical
aspects of the activities involved but also #ives indications that
the draft directive and the Staff Study which accompanied 1t were
subjected to oniy a most casual serutiny.




