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SECTICN I.
GENERAL
Paragraph
Introductory remarks concerning transposition ciphers ..... 1
Basic mechanism of transposition ciphers .cecoeseecescrcnces 2
Monophase and polyphase transposition ...icesvevcesccsccess 3

l. Introductory remarks concerning transposition ciphers. - a.
As stated in a previous text, transposition ciphers are roughly
analogous to "jig-saw puzzles" in that all) the pieces of which the
original 1s composed are present but are merely disarranzged. The
pieces into which the picture forming the basis of!ﬁ jig-saw puzzle
may be divided are usually quite irregular ir size and shape, the
greater the amount of irregularity, zs a rule, the greater the dif-
ficulty in reassembling the pieces i1n proper order. In this respect,
too, transposition ciphers are analogous to jig-saw puzzles, for
the greater the amount cf distortion to which the pla:n text is
subjected in the transposition process, the more difficult becomes
the solution.

b. In jig-saw puzzles there is usually no regularity about
the size of the individusl pieces into which the original pilcture
has been cut, and this feature, of course, materially contributes
to the difficulty in rocomstructing the pieture. There are, to be
sure, limits (dictated by considerations of practicability) which
sorve to prevent the pieces being made too small, for then they
would bocome unmanagesble; on the other hand, thero are also

limits which must bc observed in:rospocct to the upr.er magnitude of the

-1 -
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+ pleces, for if they are made too large the puzzle becomes too0 easy
to solve. These features of jig~saw puzzles also have their
analogies in transposition methods. In the latter, if the textual
units to be subjected to transposition are made quite large, say

entire sentences, the'difficulties a cryptanalyst will have in re-

{
constructing the text are practically nil; on the other hand, if

these textual units are made quite small, even smaller than single
lettersl, then the reconstruction of the tramsposition text by a
cryptanalyst often becomes a very difficult matter. In between
these two extremes there may be various degrees of fragmentation,
limited only by considerations of practicability.

¢. It is fortunate, however, that the cryptanalyst does not,
as a rule, have to contend with prob}cms in which the size of the
textual units veries within the samo message, as is the case in jig-
saw puzzles. It 13 perhaps possiblio to devise a transposition
system in which th; text is divided up in such a manner that entire
sentences, whole words, syllables, individual letters, and fractions
of letters form the units for transposition; but it is not difficult
to imegine how impractical such a scheme would be for regular com-
munication, and it may be tekon for granted that such irregularity

in sizeo of textual units will not be oncountared in such communication.

d. The days when the simple methods of word or letter trans-

position were sufficient. for militery purposes have long since

L

1Reference is here made to so-called fractionating systems. See

Spocial Text No. 166, Advanced Military Cryptography, Sect. XI.

-
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passed by, and it is hardly to be expected that cryptograms of such
ineffectual flature will be encountered in the military communications
of even the smaller armies of today. However, in time of emergency,
when a counter-espionage censorship is exercised over internal com-
munications, it i1s possible that 1solated instances of simple
transpositior may be encountered. The solution of such cases should
present no difficulties, unless numerous code names and nulls are
also used in the cryptograms. Mere coxperimentation with the erypto-
grams, trying varicus sizes of rectangles, will usually disclose the
secret text. If code nemes are used and the context gives no clue
to the i1dentity of the persons or places applicable, it may be
necessary to wait until additional messages become available, or,
lacking such a possibility, there is usually sufficient justification,
under the exigencics of war, to compcl the corraspondents to reveal
thoe meaning of these code namos.

e. Althcough transposition ciphors, as a general rulu, are
much less complcx in tholr mechanics than arc substitution ciphers,
the eryptanalyst usually experisnces a feeling of distaste and dismay
when confronted with unknown ciphors of this category. There are
saveral reasons for his aislike for them. In the first place,
although transposition ciphers are admittedly loss intricate than
substitution eiphers, as a general rule there are not nearly so many
cryptanalytic tools and "tricks" to be used in the solution of the
former as there are in the latter, and therefore the montal stimulus
and satisfaction which the cryptanclyst usualiy derives and regards

as part of the reward for his hard labor in solving a cipher is often

_3..
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missing in the case of transposition ciphers. In the second place,
despite their lack of complexity, the solution of transposition
ciphers often involves a tremendous amount of time and labor most of
which commonly turns out ‘to be fruitless experimentation. Thirdly, in
modern military communication transposition metpods are usually not
employed alone but in conjunction with substitution methods -- and
then the problems may become difficult indeed, for usually before the
substitution can be solved 1t is necessary to uncover the substitutive
text by first removing the transposition. Finally, in working with
trhnsposition ciphefs ; much higher degres of accuracy in nere
mechanical operations 1s recuired than in working with substitution
ciphers, becouse the accidentzl omission or addition of a single

lotter will usually necessitate rewriling entire messages and start-

ing afresh. Thus, this sort of work calls for e constant state of

concentrated attention, with its resultinz stalo of mental tension,

which tekes its toll in mental wear and toar,
2. Basic mechanism of transposition ciphers. - a. Basically
all transposition ciphers involve at least two processes: (1) writing
the plain-text units (usually single letters) within a spocific
regular or irregular tw;-dimenstonal de§ign, in such & prearganged
@anner that the said umits are distributed regulnrly or irregularly
throughout the various’ zclls or ‘subsoctions of that design; (2) re-
moving the plain-text umits from the design in such o prearrsnged Y
manner as to change the original sequence in which they followed ome
another in the plain text, thus producing cipher toxt. Sincc tho s

first process coﬁsiéts of inscribing the text within the design, it is

-4-
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technically refarred to as the process of inscription; and since the

second process consists of tramscribing the text from the design, it

is technically referred to as that of transcription. Either or both

processes may be repetitive, by prearrangement of course, in which
case the intermediate steps may be referred to as processes of
* rescription, or rescriptive brocesses.

b. It is hardly necessary at this point to give the student any
indications as to how to differentiate a transposition from a sub-
stitution cipher. If a review is nocessary, however, he is reforred
to Section IV of Military Cryptanalysis, Part I.

3. Monophase and polyphase transposition. - a. As may be
inferred from the forogoing dofinitions, when a transposition system

involves bub a single process of inscription, followed by a single

* Procoss of transcription, the system may be referred to as monophase

transposition, coammonly called singlc trangposition. When one or more

rescriptive processes intervene beiwecn the original inscription and
the final transcription the system may be reforred to as polyphase

transposition. As a gcneral rule, the solution of the latter type

is much more difficult than the former, especially when the trans-
positions are theoretically ccrrect in crinciple.

b. Any system which is suited for monophasec transposition is
also usually suited for polyphase transposition, the processes of

. ingeription, rescription and transcriplion being accompiished with

w

the same or with difforent koys.

(1)
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SECTICN II

. " SOLUTION OF STMPLE TRANSPOSITION CIPHEKS
- Paragraph \

Simple types of transpo31tion seeessscessecssccsccsssasvesssnses 4
The principles of zolutior of uniliteral route transposition
ciphers ...
Keyed columnar transposition with complete]y-Lllled rectangles .
T‘Tmple of solutlon .....'................-'............".'.'...
The Px rohable-werd method Of S0IUL10N seeecscesossvessessescccnss
General remarks or S0IUL1ON ssseecesccsccvcesscssorssssioscsssne
Raconstruction of literal Key ccecececesscvcacssscsosascsossscss 10
Collunn and ro‘v transposit1on IF A N RN NE NN NN NN NNNENNNNNNNENNN RN NN ll

N0 -3 oM\

4o Simple types of tramsposition. - a. Tho sumple cases of
reversed writing, vertical writing, or rail fonce writing hardly‘
require serious attention, since thay may boe solved almost by inspoc-~
tion. These methods are included hore only because they may be en-
countered in consorship opurations.

b. The low degree of cryptcgrarhic sccurity afforded by those

mothods may be increased to a slight dogrec by adding nulls or by dis-
' guising the original Qnrd longths, and regrouping into false words or
into groups of rogulaer longth. _
c. Some o;amples of thesc simplest types of bransposition
follow. Let the message be: BRIDGE DESTROYED AT Zu.EVEN PM.
(1) Reversing only the words and reoteining original word
lengths: \
Cipher .. EGDIRB DEYORTSED TA NEVELE XP
(2) Reversing only tho words and regrouping into falsc word
lengths:
Cipher vo.EG DTIRB DEYORT SEDTA NEVE LENP ’

(3) Rcversing the whole tuxt and regroupirg into fives: .

Cipher .. MPNEV ELETA DEYOR ©"SEDE GDIRB

-6 -
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(4) Reversing the whole text,regrouping irto fives, and

inserting a null in every fifth position:
Cipher .. TRIMM PNEVP ELETA ADEYR ORTSL

EDEGU DIRBHM

(5) Writing the text vertically in B S BR
RT ID
two columns and taking the resulting digraphs IR GE
DO DE
for the cipher text, as shown at the side. GY ST
EE RO
The cipher message becomes: DD YE '
E D

BSRTI RDOGY EEDDE , or
BIGDS RYDRD EETOE
These simple types can be solved merely by inspection.

5. The principles of soluiion of uniliteral route transposition
ciphers. -~ a. The so-called uniliteral route transposition methodsl
are next to be examined. The solution of cryptograms enciphered by
these methods is a matter of experimenting with rectangles of various
dimensions suggested by the total number of istters in the message,
then inspecting these rectangles, searching for whole words or the
fragments of words by reading horizontally, diagonally, vertically,
spirally, and so on.

b. The amount of expsrimentaticn that must be performed in the
solution of ciphers of this type may be materially shortened by means

of formulae and tables constructed for the purpose. But because

ciphers of this type are of infrequent occurrence today, these

1See Special Text No. 1465, Elementary Military Cryptograthy, 1935, Pars.
20, 21.
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formulae and tables are only occasionally useful and hence they

have been placed in an appendix to this volume.2

6. Keyed columnar transposition with completely-filled e
rectangles. - a. In practical cryptography, the dimensions of the

)
transposition rectangle, as a general rule, camnot vary between large

limits; that is, it can be assumed in practice that rectangles based
upon lines of writing containing less éhan 5 lebters or more than 25
letters will not commonly be encountered. If the width, that is, the
number of columns, is determined by a key, tvhen the mumber of rows
becomes a function of the length of the message to be encipheredr If the
latter is very long, longer‘;han can be conveniently handled without

too meny errors, it is a common practicc to break up a mesegage into

two or more parts and treat each part as though i? wers a separate

communication. r
b. Whon the last row of a transposition rectangle is completely .

filled, the solution of the resulting cryptogram is considerably more

simple than when this is not the case.3 Conssquently, this will be

the first case to be studied.
c. In solving a cryptogram of this type the first step taken by

Ehe cryptanalyst i1s to ascertain the_ﬂimensions of the rectangle. Clues

for thlis are usually afforded by finding the factors of the total

2Sae Appendix 1.

3See Special Text No. 165, Elcmentary Military Cryptography, 1935,
Sec. V.
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number of letters in the cryptogram. Suppose the cryptogram contains
152 letters. The dimensions of the transposition rectangle may be
4L x 38, 8 x 19, by which is meant that four hypotheses may be made
with respect to its dimensions. The rectangle may consist of:

(1) 4 columns with 38 rows, or

(2) 38 columns with 4 rows, or

(3) 8 columns with 19 rows, or

(4) 19 columns with 8 rows.
In practical work it is rather unlikely to encounter a rectangle that
conforms to hypothesis (1) or (2), and for the present these may be

discarded. As to choosing between hypotheses (3) and (4), & rather

d. It 1s obvious that if the cryptogrem is transcribved within a

rectangle of the correct dimensions, the letters in oach row will be

the ones which actually were in those rows in the original transposition

rectangle and formed good plain text therein. In fact, the rows of

letters in the correctly-dimensioned rectangle would read plain text

wore it not for the transposition which they have undergone within the

rows. Therefore, the rows of a correctly-dimensioned rectangle are
more likely to manifest the expected vowel-consonant proportions of
normal plain text than are the rows of an incorrectly-dimensioned
roctangle, because in the latter case thers are brought into some of
the rows letters which belong to other rows and which are likely to
disturb the normal vowel-consonant proportions of plain text. That is,
in an incorrectly-dimensioned rectangle some of the rows will have too

many consonants and not emough vowels, in othor rows this relationship

_9-
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will be reversed; whereas in a correctly-dimensioned rectangle each
row will have the proper number of vowels and consonants. Hence in
solving an unknown cryptogram of this type, if a count is made of the
vowels and consonants ln 1;1/13 rows of rectangles of various probable
dimensions, that rectangle in which the rows show the best distribution ‘
of vowels and consonants is most likely to be the correctly-dimensioned :
one, and the one that should be tried first.
e. Having ascertained the correct dimemsions of the rectangle by
the foregoing procet_iure, the next step is to ex'ger:l.ment with the
columns of the rectangle, trying to bring together several which will
show good digraphs, trigraphs, or polygraphs in the rows thereof.
This process of combining or matching columms in order to build- up

these fragments of plain text will hercin be referred to as EEEE@?:E&-L

l"fhe Standerd Dictionary defines the word anagrsm as follows: "(moun) ‘ ,
l. The lettors of a word or phrase so transposed as to make a dif- .
ferent word or phrase; as, 'time' and 'mite' are apagrams of ‘'emit'.
2. A transposition; interchange." As a verb, it is defined as "to
anagrammatize; to meke an anagrem of; make anagrams." (The construc-
tion of anagrems was a very widespread pastime in previous centuries.
See Wheatley's Of Anagrams, London, 1862.) A strict interpretation of
the word would therefore confine it to cases wherein the letters to be
rearranged already form bonafide words or intelligible phrases. How-
ever, this would hardly be broad enough for cryptanalytic purposes.

As used in cryptanalysis the word is commonly employed as a verb to
refer to the process of rearranging the disordered letters of cipher
text so as to reconstruct the original plain text.
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The procedure is to select a column which has a good assortment of
high~-frequency letters and find another column which may be added
before or after the selected column to build up high-frequency
digraphs; when such a pair of columns has been found, attempt is made
to add another column before or after this pair to build up high-
frequency trigraphs, and so on, gradually building up longer and longer
polygraphs until entire words begin to appear in the various rows of
the rectangle. In this process of anagramming advantage may be taken
of such simple mathematical considerations as adding the normal plain-
text frequency values of the digraphs in the columns to assist in dis-
carding combinations which are on the borderline of choice. Once a sget
of four or five columns has been correctly assembled it is usually the
cage that the process may he completed very quickly, for with the
placement of each column the number of remaining columns possible for
selection diminishes; toward the close of the process, when only two
or three columns remain, their placement 18 almost automatic.

f. It is desiranble as a final step to try to recconstruct, if
possible, the litersl key from which the numerical transposition key
was derived.

7. Exampleo of solution. - a. Given the following cryptogram,
the steps in solution will be set forth in detail:

CRYPTOGRAM (126 letters)

ILEHHEHD TIEOE UDHTS ONSOO EEEEI OEFTR
REHNEA TNNVU TLBFA EDFOY CAPDT RRIIA
RIVNL RNRWE TUTCU VRAUO OOFDA ONAJI
UPOLR SOMTN FRANF MNDMA SAFAT YECFX
RTGET A

-1l -
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b. The cryptogram contains 126 letters and the factors of 126
are 2, 3, 7, 9, 21, suggesting rectangles 7 x 18 or 9 x 14. If ‘the
former dimeneions are taken, the rectangle may have 7 columns and 18
rows or 18 columns and 7 rows; if the latter dimensions are taken, it

may have 9 columns and 1 rows or 1, columns and 9 rows. In making the

vowel-consonant test described in Par. 53, it is advisable to make the
count on the colﬁmns as well as the rows of a rectangle, since it is
possible that the cryptogram was prepared by inscribing the plain text

in rows and transcribing the text from the columns, of vice versa.

After examining e rectangle both horizontally and verticall&, it is
often possible to discard various arrangements without furthor tests.

For example, Fig. la shows a rectangle of 7 columns and 18 rows. Now in

&

-12 -
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a row of 7 letters there should be (7 x 40 % - 2.8) either 2 or 3 '
vowels; but rows 12 and 15 contain no vowels at é}; and rows 8 and 9

contain 5 vowels, row 16, 6 vowels. It is concluded at once that this

arrangement is highly improbable. If the plain text -had been inscribed

vertically in this seme }ectangle, and then the rows had been trans-
posed in forming the cipher text, then in each column (18 letters)
there should be (18 x 40 4 = 7.2) about 7 vowels; but column 2 contains
11'vowels ond column 6 only . This.likew1se indicates that 1t is
highly improbable that.the message was inscribed vertically and the
eryptogram formed by transposing tﬁe rows. But when the arrangement

in Fig. 1b is studied, it is not so easy to say at once that it is
improbablo. TFor in 18 letters there should be about 7 vowels and none
of the rows of thils arrangement shows too great a departure from this
expected number. This possibility'wili have to be explorad further =and
it 1s for the moment put aside. If 1t bo assumed that the message was
inscribed vertieally in the rectangle 18 x 7 and the rows -subjected to
transposition, there should be (7 i 0% =2.8) 20or 3 vowels in each
column. But since .several of the columns show rather considerable
departures from thls expected number, it may be concluded that a
vertical inscription and horizontal transposition is not probable and
this assumption may ﬂe eliminated. Then the arrangements in Fig: ic
and 4 are studied ih:the same manner, with the result that at the end »
of the study the situation as regards the various assumptions is sum-

marized as follows:

-1 - .
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Rectangle 7 x 18

7 columns and 18 rows:
(1) Horizontal inscription, columnar transcription .... Very Improbable
(2) Vertical inscription, horizontal tramscription .... Very Improbable

18 columns and 7 rows:
(3) Borizontal imscription, columnar transcription ..... Possible
(4) Vertical inscription, horizontal transcription ..... Improbable

Rectangle 9 x 14

9 columne and 1 rows:
(5) Horizontal inseription, columnar transcription ..... Possible
(6) Vertical inscription, horizontal tramseription ..... Improbable

1 columns and 9 rows: -
(7) Horizontal inscription, columnar transcription ..... Improbable
(8) Vertical inseription, horizontal tramscription .... Very Improbable
¢. Discarding all assumptions except (3) and (5), the latter are
subjected to further scrutiny. Suppose the average amount of deviation
from the expected number of vowels in eack row is calculated by finding
the difference between the actual and expected numbers in each row,

adding these differences (neglecting signs), and dividing by the total

mumber of rows. For assumptions (3) end (5) the results gre as follows:
-

g

| A1

B=zx7 % 9 giﬂ

e pPOOD

1.2 3 45 6789 1011121314151617182 AaR
il I ES ETTZRTYRGSTITAXUAEPTHHTPFIXOGb6 1.2
L OO ERNV FCI LUUVUOONUENARD9I LS
3l H ENERDNAAI RTONTUILTIODOTT 6 1.2
4 BHEU S I HVY EP A NCOARRHEHEYG? 7 .2
5 D D OO NTD2DRI RTUOJT S A AETE 9 1.8
6" H O EZ ™ F %91 WV FIONU ST CTS6 1.2
7I T:EFALORTYERDTUMTPATFAS .8
Total deviation = 8.2
Average deviation = 1.2
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9.x 14 "s*’a'fé

« B

1 2 3 456 78988°

IfI STBRTATTF 2 1.6

2l L. O RF I UO.NA 5 1.4

33 HNRAITDNTFT 2 1.6

4l H S HE ACARY 4L .4

5/ D O NDRUJT AE 4 .4

T 0O EF I V INGCGC L .4

27 I E A OV RUTPFTF 5 1.

8 EETYNAPMZIX 4 .4

99 0 EN CL U ODNU R 4 .4

10/ E EN AR O-L DT 4 .4
11l U I VvV P ¥ 0 R M G 3 .6 .

12l D O U DR O S A E 5 1.4

133 H ET T WPF O ST 2 1.6
14/ T F L REDMA A 3 .5 *

Total deviation = 12.6

Average deviation = .9

FIGURE 1lc.

The average emount of deviation for assumption (5) is only .9 as
against 1.2 for assumption (3); therefore the former assumption is
considered to be somewhat better tﬁ;n the latter and it will be tried
first.

4. The columns of the rectangle shown in Fig. lc are now to
be cut apart and the procedure of anagraming applied. (For this it is
best to have the cryptogram written on cross-section paper prefasrably .

with 1/2-inch squares for ease in handling.) Consider column'7, with

: -16- !
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the letter J in row 5; this letter, if 1t 1s a part of a word, must
be followed by a vowel, which eliminates columms 1, 3, 4, and 5 as
possibilities for placement on the right of column 7. Here are the
digraphs formed by combining column 7 with 2, 6, 8 and 9, and the

totals obtained by adding the freguency values of the digraphs:5

& B
mgg (2)g 3 (3)8 3 (L) 8 8
2 59 46 58 44 59 2
2 g- 6 £ 18 EF 19 ¢}
AS-41 AT - 47 AT - 47 AF -
00- 6 0U - 37 ON - 77 0A- 7
NN- 8 NT- 82 NF- 9 NT - 82
AS -4 AC~-1,4 AR~ 4 AY-12
Jo- 2 JU -~ 2 JA- 1 JE- 2
10-41 IV-25 IN-75 I1C-22
UE-11 UR- 31 UF- 1 UF- 1
PE~ 23 PA-1. PM - 4 PX- 0
OE- 3 0U - 37 ON-77 OR - 64
LE- 37 LOo~-13 LD~ 9 LT- 8
RI- 30 RO -~ 28 RM - 9 RG- 7
50-15 S0-15 SA-2 SE- /L9
OE~ 3 OF - 25 08~ 14 0T - 19
MF-_1 MD-_1 M A-_36 HA-_36
Totals 262 371 427 313
FIGURE 2.

Combination (3) gives the highest freouency value for the digraphs
and en attempt is made to add a column to it. Here arc some of the

combinations tried:

sThe frequencies shovn are as given in Table 6, Appendix to Milatary
Cryptanalysis, Part I. The totals obtained by addition of the fre-

quency values of the digraphs should be cousidered only as rough
approximations or guides in welghing probabilities in favor of ome
hypothesis againsi another, feor theoretically the probability of the
simultaneous occurrences of two or more independent events is the product,
and not the sum, of their respective nrobabilities. However; in this case
the calculation of the producte would involve an nmount of labor entirely
unwarranted by the results to be expected, so that a simple addtion of
the probabilities 1s considered sufficient.

- 17 -
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7-8-1 7-8-2 7-8-3 7-6-9

ATI ATS ATT ATF

ONL G N« ONR ONA

NFH NFN _NFR NFT

ARH ARS TARH 2 ARY

JAD JAO JAN JAE .
INT INO INE INC

UFI UFE UFA UFF

PME PHE PMT PMX .
ONO ONE ONN ONR

LDE LDE LDN LpT '

RMTU RMI REV RMG

SAD SAO SATU SAE

0SH OSE 0ST LST

MAT MAF MAL MAA

FIGURE 3

e. Each of these combinations shows at least one "impossible"

trigraph end several "“poor" ones.6

After more or less work along

these lines, the cryptanalyst begins to get the feeling that "something

is wrong,"” for, as a rule, once a correct start has been made i1n cases »
of this kind, solution comes rather quickly. Hence, the cryptanalyst
decides here that possibly his firslt choice of combination (3) was e
bad one, even though it gave the greatest total when frequency values
for the digraphs were summed. The secend greatest total was for
combination (2), in which columns 7 and 6 were put together.’ The in-
frequent digraph JU sug\gests a word such as JUST or JUNCTICN. If it
were the former there should be a column containing en 8 in the 5th row,

and there is no such column. If the word is JUNCTION, there should be

a column containming an N in the 5th row, and there is only one such

6Following the steps taken in subparagraph d, freguency welights may
be given the various trigraphe in Fig. 3 and the sums obtained taken
as indications of the relative probability of each of the four trials.
These steps are here omitted, for they are obvious,

“4
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column, the 3d. Placing column 3 after column 7-6 gives the trigraphs
shown in Fig. 4. All of these trigraphs are excellent except the

last, and that one may be either an abbreviation of a signature » OT
possibly nulls added to complete the rectangle. If the word JUNCTION is
correct then there should-be a column with a C in the 5th row; but none
is found. However, column 9 has a C in the 6th row, and if it happened
that the last column on the right is number 3, then column 9 would be
the 1lst column. Thus, as shown in Fig. 5, the arrangement of columns

becomes quite definite:

7-6-3 9-2-2-2-2-7-7-6-3 9-1-5-2-8-4~7-6~3
/
ATT F.....ATT FIRSTBATT
0UR A.....QUR ALIONFOTUR
NTR T.....NTR TEINFANTR
ACH Y.....ACH THASREACH
JUN E.....JUN EDROADJUN
IVE C.....IVE CTIONFIVE
URA F.....URA FIVEFOURA
PAT X..¢e..PAT XENEMYPAT
OUN R:es...0UN ROLENCOUN
LON T.....LO0N TEREDALON
ROV G.....ROV GUNIMPROV
S0U E.....S5070 EDROADSOU
OFT T.+.+...0FT THWESTOFT
MDL A.....¥MDL ATEFARMDL
FIGURE 4. FIGURE 5. FIGURE 6.

2. It is believed that the procedurse has been set forth with
sufficient detail so as to make further demonstration unnecessary. The
rectangle can be completed very quickly and is found to be as shown
in Fig. 6. )

8. The probable-word method of solution. - a. The probable-word
method of attack is as important in the solution of transposition

ciphers as it is in the solution of substitution ciphers, and if the

- 19 -
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f aua 3 o

cryptanalyst is able to assume the presence of such probable words as

are usually encountered in milita-:-ry cormunications, the solution, as a

rule, comes very quickly.

b. As an illustration, looking at the first row of letters in

the rectangle shown in Fig. lc, the letters ISTBR T A T F almost

at once suggest FIRST BATTALION as the initial words of the message. A .

rearrangement of the columns of the cryptogram to bring the neceasary

letters into juxtaposition at once discloses the key. Thus:
§-1-5-2-8-4=7-63
FIRSTBATT

ALION
It will be noted that this assumption requires that there be a column
headed by FA, another headed by IL, another headed by RI, and so omn.
Had such columns not been found, then the word BATTALION would not be PR
possible. In that case the word FIRST would still remain as a point
of departure for further experimSntation.

&. In the foregoing iliustration, the probable word was assumed
to appear in the first line of t'ext in the rectangle. If the probable
word being sought is in the interior of the message, the steps must be
modified somewhat but the basic principle remains unchanged. The
modifications are of course obvious.

" 9. General remarks on solution. - a. In solving transposition
ciphers adventage should be taken of all the characteristics and
idiosyncrasies which are peculiar to the language of the enemy, because
they often afford clues of .considerable assistance to the cryptanalyst.

In all languages there are certain letters, usually of medium or low

- 20 -
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frequency, which combine with other letters to form digraphs of high
frequency. For instance, in English the letter H is of medium
frequency, but it combines ivith T to form the digraph TH, which is of
* highest frequency in literary text; it also ccombines with C, a letter
of medium frequency, to form the fairly frequent digraph CH. The
lotter V is almosat in the 1ow-fr;;uency category yet 1t combines with
E to form the digraph VE, which in military text is the 14th in
frequency. The low-frequency letter K often combines with C to fomm
the digraph CK. Consequently, in working with transposition ciphers
in English, when there is a; H, attempts should be made to combine it
first witha T, or atha C; a V shoﬁld be combined first with an E;
a K should be combined first with a C; and so on.
b. There is usually in evory,language at least one letter
which can be followed by only a certain other letter, forming what may

be termed an obligstory sequence, or an invariable digraph. In all

languages having the letter Q, the combination QU ccnstitutes such an
invariable digraph.7 In genuine words of the German language the
letter C is nevor used by itsclf, when present the lotter C is
invariably followed by an H, except on rars occasions whon the digraph
CK is employed. In English, the letter T can be followod only by a
vowel; tho letter X can only be precoded by a vowel and, cxcept at the

end of a word, can only ba succeeded by a vowel, and so on. Letters

The letter Q may, of course, be parli of an abbreviation, such as SQ

- for "square", or it may be used as a rull, or as a sign of punctuation.
However, unless there are good roeusons for believing that this letter 1s
used for these purposes, QU may be considered to be an invariable
digraph. )

€
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which behave in this manmer, that is, letters which have what may be

called a limited affinity in combining with other letters to form

digraphs, constitute good points of departure for solution and are
therefore of sufficient importance to warrant their being designated

by the more or less descriptive name of pilot letters.

-—

¢. The presence of pilot letters in a transposition cipher
often forms the basis for the assumption of probable words. Obviously,
a speclal lookout should be kept for words of rather high frequency
(in military correspondence) which contain letters of low or medium
frequency. The frequent word CAVALRY, for example, would suggest 1t~
self 1if the cryptogram has the letters C, V, L, and ¥, which are all
of medium frequency. The important word ATTACK suggests 1tself if the
cryptogram has a K, a letter of low i‘r;quency and a C, one of medium
frequency; and so on.

d. The mechanics of simple colurmar transposition make possible
the production of rather long sequences of vowels and long sequences of‘
consonants in the text of the cryptlogram. Note, for example, in the
cryptogram on p. 11, the sequence of vowels O O EEEXEE I O E, and the
sequence of consonante V NL RN R W, I the enciphering or\plain-
text rectangle is consulted, 1t will be seen that these two sequences
belong together, that is, they are in adjacent columns in that .It'ectangle.\
It 1s a characteristic of plain text that conscnant-vowel or vowel-

consonant digraphs are much more frequent than consonant-consonant or

vowel-vowel c11g1‘ap115,8 and sherefore when long sequences of consonants

8The ¢V and VC digraphs constitute about 62 per cent of all digraphs.

-
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and of vowels are found in transposition ciphers, a good start toward
solution may result from assuming that such sequences come from
ad jacent columns.

e. It should, however, be noted in commection with tell-tale
letters such as Q (entering into the composition of QU) and C (entering
into the composition of CH),that astute cryptographers who realize the
clues ﬁhich such letters afford often replace the invariable sequences
they form by a single character, usually one that is rarely used in the
language in question. For example, CH in German may be replaced by
Q, QU in French, by K, ard so on. When this 1s done, solution is made
more difficult; but only in those cases where it is dependent upon
finding letters forming obligstory sequences in plain text does this
sort of subterfuge become a factor of importence.

I. The presence uf many Q's, or K's, or X's ir a transposition
cipher should not, however, be teken as prima facle evidence of the
type of replacement noted in the preceding subparagraph. It is possible
that such letters may be used as sertence separators or other punctua-
tion, or possibly they msy be nulls, although the alert ecryptographer
would either use nulls not at all or, if he had to, would uss letters of
medium or high frequency for this purpose.

&+ Because it is important that the cryptanalyst take advantage
of every pecullarilty specifically applicable to a cryptogram to be
soi%ed, especlally as regards the ﬁresence of low-frequency iatters, it
is advisable that a umiliteral frequency distribution be prepared,

Just as though he were going to deel with a substitution cipher. This
is probably the guickost way of bringing to light the peculiarities

which may be helpful in solution.
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10. Reconstruction of litelral key. ~ a. The reconstruction or
recovery of the literal key from which the numerical transposition key
was derived is naturally the last step in the solution of cryptograms
of this type. It is often of more than merely academic interest,
because if it is found that the enemy.is employing for this purpose
words or phrases of a simple nature associated with the locale of
operations this fact may be of importance in subsequent work.

b. In this process there are only a few guiding principles to be
noted and much must be left to the ingenulty and imaginative powers of
the cryptanalyst. Taking .as an example the numerical key uncovered in
the solution of the cryptogram in Par. 7, the procedure will be set
forth below.

¢. The mumerical key referred to was found to be 9~1-5-2-8-4-7-6-3.
Assuming thatJthi sequence was derived in the usual mm;x_zer, by assigning
numbers to the letters of a keyword in accordance with their relative
positions in the normal alphabet, then it is likely that the digit 1 in
the foregoing mmerical key represents a letter at or at least close to
the beginning of the alphabet. Since the digits 2 and 3 are to the
right of. 1 in the key, it is likely (1) that the ]:etter represented by
1 occurs two more times in the keyword, or (2) that they rep‘resent an~
other letter, also near the begimning of the alphabet, and repeated, or
(3) that they represent two different letters both near the beginning
of the alph:abet. The digit 4 must represent a lette:; beyond the letter
represented by the digit 3; the digit 5 must represent one beyond the
letter represented by the digit 4, and so on. Assuming that the letters

composing the keyword are fairly well distributed over the entire
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alphabet the diglt 7 must represent a letter near or slightly beyond
the middle of the alphabet, the digit 8 must represent one further
toward the end of the alphabet than does the digit 7, and so on. As-
signing several values to the digits, in accordance with the foregoing
principle, the results are as follows:

1-2-3-4-5-6-7-8-9

9-1-5-2-8-4-7-6-3

RAKAMFLKA
SBLBMGMLEB
TCMCOHENMC
UDNDPIOND
VEOERJPOE

w

X '
b4

Z

FIGURE 7.

d. MNow comes tho trying procoss of finding a "good" word in this
agsemblage of letiers. The boginning and end of the word are the
easiest points of attack, and it is useful to keep in mind the relative
froquency order of letters as initial and final letters of the language
in question.
For English, the data are as follows:9
As Initial Letters ... TSAFCORDNPEMIWBHLUGYVIQKZX
As Final Letters «eeee ETDSNYROHLAFGPMXCKWUBIZQJYV
Studying the list of letters at the ond of the key, it 1s seen "ahat B
is one of the possibilltia?. If thnt 1s correct, theon a good ending

would be one of the type V-C-V, with E as the final letter. There is

9'I'aken from Tables 2-D (2) and 2-E (2), p. 111, Military Cryptanalysis,
Part I.
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but one vowel in the column under the digit 7, the letter 0. This
gives OKE, OLE, OME, ONE as possible ending trigraphs, the best of
which from a frequency standpoint is ONE. Seeing the letters P and
H in columns 5 and 6, the ending PHONE and then the word TELEPHONE
suggeats itself. Checking to see if there are any inconsistencies,

none is found smd the solution is:

Literal key .esesse TELREP H

e. In future studies cases will be encountered wherein the re-
construction of the numerical key is an esasential or at least useful
element after the solution of one or more cryptograms has been
achieved by cryptanalysis; this is done in order that subsequent crypto-
grams in the same Ley can be read directly without cryptamalysis. The
reconstruction of the numerical key is, however, a different process
than the one illustrated in this paragraph, whersin the problem is
solely one of building up a literal key from its numerical equivalent.

11. Column and row transposition. - It should be obvious that
when the rows as well as the columns of a completsely—filled rectangle
undergo transposition the incrwase 1n socurity is hardly worth mention,
since the underlying procedure in solution aims simply at assembling a
few columns on the basis of "good"™ digraphs and trigraphs brought to
light by juxtaposing columns. After three or four columns have been
properly juxtaposed, the placement of additionel columns becomes easier
and easier, merely by ccntinuing to build Upon the fragments of words
in the yrows. Hence, the cryptanalyst is, during a lerge pn?t of the

process, not particularly interested in the intelligibility of the text

- 26 -
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he is building up; only at tvhe end of the prucoss does tkis become z
factor. When zll of the columns have been ascsembled in preper order,
then the text will read continuously in tke normal manner. (left to
right, Top to bottom). If it does not, then it 1s usually o very
simple matter {to rearrange the rows of the rectangle to bring this
about, since the letters at the ends and beginnings of the rows give

the necessary clues for continuity.

S
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SECTION III.

INCOMPLETELY-FILLED RECTANGLES

Paragraph
General principles underlying solution .ecececcocacnccccnces 12
constmction Of dimam [ F RN ENRENNNNANENENENNNNNNNENNNNNENENNNENGHNHN] 13
SOlutlon of example [ F NN ENEEENNEENEENNENNENENEE NN NNENNNENNRNENHMNHN,] 14
Alternative method of SOlUGIiON secceensesnccrosscescsesssscss 15

Ixample of solution by alternative method .csesccecsssscesasns 16

12. General principles underlying solution. - a. In the system
designated keyed columnar transposition the feature which differen-
tiates an incompletely-filled rectangle from one that is completely
filled is a very simple one from the cryptographic point of view: the
bottom row of the rectanéie in the former case merely lacks ons or more
letters, a feature which only very slightly complicatos the system in
practical operation. Bubt the consequonces of this simple difference
between the two types are, from the cryptanalytic point of viow, qulite
profound, end the cryptanalytic e¢ffcet of this small chango in erypto-
graphic procedure is seomingly all out of proportion with the simpli-
city of the diffcrence.

b. Cryptograms involving cqmplgtely-fillod rectangles are
rather vasy to solve hescause of two circumstances. In the first place,
since the rectengle is completely fillod, the various possible dimen-
sions of the rectangle can be ascertained by noling the factors of the
total number of letters. Usually only a few posgibilities are indicated
and thorefore this materially rcduces the amount of experimentation
that would be required in the absence of this situation, since it is
obvious that when working with incompletely-filled rectangles a good

many rectangles of various dimensions become poasibilities for trial.
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In the second place, the columns in a completely-filled rectangle

all contain the same number cf lebtters, and therefore the anagramming
process (matching and assembling of columns) can be performed without

any mental reservations such as must be mede in working with incompletely-
filied rectangles because of uncertainty as to whether the letters which
are jurxtaposed to form digraphs and trigraphs really come from the same
row 1n the plain-text rectangle. The latter statemunt calls for a bit
more explanation.

c. The columnls of an incompletely-filled rectangle are of two
sorts which may conveniantly be designated as long and short. The long
columns are at the lefl of the rectangle and each onc contains just one
more letter than the short columns, which are at thoe right. This
follows, of course, from the fact that it is only the last row in such
a rectangle which lacks one or more lettors to complete the rectangle.
The term width, as applied to a tronspcaition rectangle, will be con-
venient to designate tie numbor of columns, which is, of course,
detemmined by tho length of the numerical key or the number of letters
in the literal key. Given the width of the rectangle and the total
number of letters in the cryptogram, the length and numbor of tho long
and the short columns may be found by a simple calculation: Multiply
the width of tho rectongle by the smallest number wlhich will yield a
product greater than the total number of letters in the cryptogram. The
multiplier gives tho length of the long coluwms; this multiplier minus
1 gives the length of the short columns; the cxcess over the total
number of letters zives tho mmmber of short columns, the latier

deducted from the width gives the number of long columns. Thus, with a
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cryptogram of 287 letters and a rect;ﬁgle 15 columns in width:
[(_15 x 20) - 13 = 283; the long columns will have 20 letters, the
short ones, 19 letters; there ,will be 13 short columns and 2 long ones.

4. Now if the cryptanalyst were able to cut up the text of a
cryptogrem produced from an incompletely-filled rectangle into sec-
tions corresponding in length with the actual long and short columns, .
he could handle these columns in exactly the same manner that he
handles the equal-length columns in the solution of a cryptogram pro-
duced from a completcly-filled rectangle. In fact, tho solution would
be easier bec;uss he knows that all the short columns fall.Fm the right,
all the lsng columns at the lsft of the transposition rectangle, and
therefore the amount of oxperimentation he must undertake in his
attaﬁpts to juxtapose colummns in the anegramming process is considerably
reduced. But, unfortunateoly, there is usually no way in which, at the $
initial stage of solution, the cryptanalyst can find out, from a
single cryptogram, which are the long columns and which the Short. This
is obviously a matter directly connocted with the specific transposition
key, and the latter is the sole unknown factor in the whole problem.

8. If it were practicable to tremseribe a cryptogram of this
typelaccordlng to all the possible transposition keys for a given width
of rectangle, solution would obviously mersly consist in scanning the
various rectangles to find the one which is correct - for there will be
only one such rectangle. A rcctanglo 15 columns in width may have bqen

enciphered by any one of factorial 15 wransposition keys.l While it is

Lractorial 15, or 15 x 14 x 13 X «u. X 1, oquals 1,369,944, 576,000
different transposition kays.
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conceivable that machinery might be devised for this purpose, so that
the production of the millions of possible rectangles could be effected
in a relatively short time, in the present state of the art no such
machinery has yet been devised. Furthermore, it is problematical
whether a sclution by such means could be achieved in a reasonable
length of time even if the machinery were available, because of the
immensity of the task i1t would have to perform.

f. However, this question may be asked: Given a cryptogram of
T letters and a rectangle of n columns in width, is it possible to tran-
scribe the text within a single rectangle so that the latter will show
what letters will constitute the respective columns for all possible
transposition keys of n elements? If so, then such a rectangle would
be useful in trying to solve the cryptogram, because the rectangle
would then limit the amount of experimentation that v.uould have to be
performed by the anagramming process, since 1t would show whether or
not two letters which are brought together in that process to form a
digraph could poseibly have been i1n the same row in the plain-text
rectangle. If not, then of course there would be no use in forming
such digraphs, and thus the number of trials becomes much reduceld. An-
other way of indicating what is meant is to say that such a rectangle
would show the maximum amount that one column may be shifted up or down
in trying to match it with another column in the anagrasmming process.
This will be made clearer in a subsequent paragraph. At this point 1t
will merely be stated that it is easy to prepare a rectangle of the
nature indicated above, for any keyed colummnar transposition cryptogram.

13. Comstruction of diagram. - a. Given the following cryptogram
of 224 letters and an assumed width of 12 columns in the enciphering

rectangle:
- 31 -
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ODNNP TIRNT DTURO IEXALN LETGN WTTMZE
DSTEDO ITDMA NLNOE BOUHE NLESE AACTR
MSCLC SOEFC FFTEE IEMIAI TEAIJ NSOIV
FMBIE HBVTB ESRSY LJ-C’ROR UMETY OIKNK
TNDAH IRHQTI ETETN OTRAA VRIRS TGSETF
EAQOO0OT HEACN SHEEV TRESR AIIEA TEEAL
AENEE MYTFI TANLN NUACL REN-RT RATSO0
ALODT RORYN NRGY
Distribution
£ £

. % f £

: ¥ 5 g5 27

s 5 5 558 Fii_

2IFFrFzFf_ -FFfr_ _FFI::i_.:%

ABCDEFGHIJTEKLMNOPQRSTUVWIXY?Z

b. A cryptogram of 22/ letters and a rectangle of 12 columns
[(12 x 19) - 4 = 227]) indicates 4 short colums of 18 letters end 8 long
columns of 19 letters. The outlii:es of a rectanglé of this specification
are drawn on a sheet of cross-sectlion paper and the text 1s transcribed
within it, for the moment assuming merely that the transposition key

consists merely of the straight sequence of numbers 1 to 12, Thus: >

—
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12345 6789 1R
ONMCMHYTOAFA C. The rectangle shown in
DIATIBONOIIT
NENRAVIOTITS Fig. 8 1s the same as though it had
NTLMITKTHEAO

= PGNSTBNREANA been assumed that the key numbers 9,
TNOCEEKAATLL
IWELASTACENDO 10, 11, and 12 happened to fall at

- RTBCIRNVNEND
NTOSJTSDRSATUI the extreme right in the numerical
TMUONYAIHLAR ;
DEHESLHREACQO transposition key. Columns 1 to 8,
TDEFOXISEELR
USNCIRRTVNRY inclusive, would then bes long columns,
RTLFVOHGTEEN

' OEEFFRQSREN.N and columns 9, 10, 11, and 12 would
EOSTEUIEEMRR
XIEEBMEFSYTG be short columns. But suppose that
ATAEIETERTRY
LDAEETEA the key mumbers on the sxtreme right

happened to be 1, 2, 3, and 4, instead
FIGURE 8.

of 9, 10, 11, and 12. Then columns 1,
2, 3, and 4 would be the short columms, 5 to 12 the long ones. In this
. case, making reference to Fig. 8, the final letter of column 1 would
pass to the top of column 2; the final two letters of column 2 would
pass to the top of column 3; the final 3 letters of column 3 would
pass to the top of columm J; the final 4 lettors of columns 4, 5, 6, 7,
and 8 would pass to the top of columns 5, 6, 7, 8, and §; the final 3
letters of column 9 would pass to the top of column 10; the final 2
letters of column 10 would pass to the top of column 11; and the final
letter of column 11 would pass to the top of column 12. The results of
. the foregoing reasoning are indicated in Fig. 9.
d. Now the capital letters in Fig. 9 represent the letters which
are in the columns in case the first hypothesis (key mmbers 9, 10, 11,

-12 at the extreme right) is true. The capital letters above the heavy
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123456789 01LR

HEFHDOGHNOoOAKHMOMBMEZZMOM
BrEHBECAZAZ 240 3 /MAEEME]M
ON MHAdHHMRAGHMARGIHAZRAES~E
OCHOCSOOMRINM<OZUNITMAMDHMAERYM
o~ OP OHZOHMLNELMHMK®NES WE MM
SROPHOHMEMBEBMEAGE HMM HEEE
EoerobmbeqnBOOrMMAMMOMDEMEAR
POOOEHHGHEHEGHRZNOHD RH(EMHK
QW JdUOEHMAEESNOSNONOMAROM MKR|EH®GRA
PodE<ZAZOMAOPINMEZAM®NK<
HEHFHARAHOEEREBEEEADBRRMOHEA
OCAZZAMEHHAEZEHAEHP M O MM

NATNO OO NNTINOI~00 O = O N
l w 11111111m1m2&2

FIGURE 9,
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black line together with the small letters at bthe top of she diagram
(the latter forming what may be termed the crown) represent the letters
which are in the columns in case the second hypothesis (key numbers 1,
2, 3, 4 at the extreme right) is true. Therefore, Fig. 9, since it
covers the two possible extremes with reference to the positions
occupied by the short columns, embraces all possible intermediate con-
ditions and shows what letters may be in the respective columns under
any possible arrangement of long and short columns, and hence this

diagrem is applicable to any possible numerical key for the cryptogrém

in question and for the assumed width of rectangle. Therefore, in the

anagramming process such a dlagram shows the maximum possible amount
that any column may be shifted up or down in juxtaposing two columns to
form digraphs of letters assumed to come from the same row in the plain-
text rectangle. This 1s because all the letters of the lst row of the
actual enciphering rectangle will be found in rows 1 to 5, inclusive,
of Fig. 9; ali the lecttors of the 24 row of ithe rectangle will be found
in rows 2 to 6, inclusive, and so on, as indicated by the braces at the
right in Fig. 9.

€. Thus there arises the following important principle: Desig-
nating the mumber of short columns in a specific diagram by n, only such
letters as fall within (_g 4+ 1) consecutive rows, will be letters that
may have appeared in the same row in the actual transposition rectangle.
Or, another way of stating the principle is this: both members of any
pair of letters actually in the same row in the transposition rectangle
will be found only among the letters appearing in (n -+ 1) consecutive

rows in tho reconstruction diagram. In the case under discussion, if
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1
BLEE S S
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the first letter of such a pair is located in row 8, for example, the
other letter cammot be in rows 1, 2, 3, or 13 to 23 of Fig. 9.

£. The usefulness of this principle will soon become apparent.
For exsmple, agein referring to Fig. 9, take the letter Q in row 19,
column 7; it must be followed by aU in -the plain text. There are 4 U's

v
in the message; they are in row 13 column 11, row 14 eolumn 3, row 17 A
column 1, and row 20 ‘column 6. Now the question is, can any of these 4
Uts follow the Q, or may one or more of them be eliminated from con-
sideration at once? ] Since the I-I's in rows 13 and 12, Tall outside the 4
consecutive rows _above that in Y:hich the qQ l1s located_, it follows that
neither one of these U's can be the one that succeeds the Q. Thus two
candidates are automatically eliminated from oonsiderat_m_n. The U in
row 17 and the U in row- 20 are both possible candidates.

14. Solution of example.‘ - a. V!ith the foregoing preliminaries
out of the way, the solution of the cryptogram can now be carried for-
ward with rapid progress. It has been i:lmicated that the Q in row 19,
column 7, (Fig. 9), may be combined with either the U in row 17 column
1, or the U in row 20 column 6. Suppose the columns of Fig. 9 are now
cut apart for ease in anagramming. Juxtaposing the indicated columns
vields what is shown in Fig. 10, fSince the comblnation shown at
Fig. 10a involves column 1, it obviously begins with the letter O and
ends with the letter A or L; no other letters can be added to this
column. Since_colmnn 7 is already the maximum length this column can
be under any circumstances, no letters can be added to it at the bottom.
Therefore, all the digraphs possible to form by juxtaposing these two

columns are indicated in Fig. 10a. There are only 17 digraphs in all,
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whereas there should be at least 18.
Hence, combination 7-1 is impossible, and
combination 7-6 is the only one that needs
to be considered further. There are many
excellent digraphs in it, and only one
which admitt.edly looks rather bad, the HX.
Seeing the digraphs KB and KS an these
columns, a good assumption to make 1s that
the K's are preceded by the letter C. 1Is
there a column wath 2 C'a in approximately

the correct region? Column 4 meets this

emngowxﬁumwmmwa<wmm»v E

MO M HE PO SR ENHO Kt o 8
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R D
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QU
IR
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a

requirement. Note the excellent trigraphs
it ylelds, as shown in Fig. 1l0c. It now
b becomes fairly easy to add columns to this
FIGURE 1i0. , mcleus. Tor instance, the tragraph R Y B
suggests a word ending in R Y, such as INFANTRY, ARTILLERY, CAVALRY;
the trigraph M O V suggesia MOVING; the btrigraph C K B suggests the
word ATTACK; followed by a word beginning with B, and so on. Trial of
only a few columns soon yields what is shown in Fig. 104, from which it
soon becomes probable that the long columns end with column 12, since
the letters after L Y yield an impossible sequence (E E E Y). Since 1t
was originally assumed that thore are only 4 short columns in the trans-
position rectangle, and since 4 columns have already been placed at the
right (4~7-6-10), the rectangle, wiith the columns thus far placed, must

be as shown in Fig. 10e. This then at once tells what the limits of
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columns 2, 3, 5, 8, 9, and 11 musi be,
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b. The last step, recovering the literal key, is then taken. The

key is to be found among the letters of the diagram in Fig. 12.

8-2-5-3-11-9-+12-4~7-6-D

oz
R Ro N -]

HnHTh
dHhdog
DQwk

Hwnxd
Ruar o
Hrdo =
mo e
8 or

E
F
G
H

"
oo =

* FIGURE 12
The termination ATIONS seems a likely possibility. If this is correct,
assigmment of letters becomes modified as shown in Fig. 13:

8-2-5-31-9-¥12-4=-7-6=-D
OENETPATIONS

P R
R S
FIGURE 13.

The word PENETRATIONS will fit and it is taken to be presumably correct.
There is no absolute certainty about the matter, for it is conceivable
and possible that there are other words which can be made to fit the
& sequence of key numbers given, but inasmuch as the recovery of the
1:'i.teral key is not an essential part of the solution and is often
nerely e subject for cu:;iosity or speculation, no further time will be
spent on the matter.
15. Alternative method of solution. - a. The foregoing solution
will no doubt appeal to the student as being straightforward and simple -

if the original assumption as to the width of the transposition

roctangle is correct. Bub, unfortunately, there is no way of knowing

whether such an criginal assumption 1s correct until solution is well

undar way. In practice, of course, whai might be done within a well~

organized cryptanalytic unit would bo te .divide up the work among the
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Ar mawre

individuals constituting the mlﬂ.t, each being assigned one or more
specific hypotheses to try out wifh respect to width of rectangle.
Then one of these individuals would find the correct width and he
would be joinsd by the others as soon as an entering wedge had been

found in this way. Or, if the cryptanalyst is working alone, he must

L)

try out successive hypotheses as to width of rectangie until he hits

upon the correct one. In making these hypotheses hec must be gulded by
previous experience with enmemy correspondence, which may afford clues
as o minimm and maximum widths—of rectanglos.
b. Hov?ever, thore is anothor method of attack which does not
necessitate making any definite initial sssumptions with respect to
the width of the transpositic;n rectapglo. This method 15 a modifica-
tion of the mei.:hod set forth in the preceding paragrapli. The text of
the cryptogram is written out columnwise on cross—-section paper, evoery *

1 / '

th lotter being numbered for purposes of referonce. Plenty of space

L4

is left between the columns, and about 10 or 15 letters at the bottom
of each column are repeated at thc top of the next column so that at’
any point in the transcription there will be 1n a single unbrokén
gtring at loast one complete column of letters from the -transposition
ractangle. Then a soction qf consecutive letters of text is _written on
a separato strip of cross-scction papeor, columcwisc of course, and by
Jjuxtaposing thie strip against thc whole text, sl:fding it to various

, x

points of coinciderce against the text, an attempt is made to find that

position in which the best digraphs are formed of the letters on the
movable strip and the fixed sequence. Of course, if there 1s a Q in &

the cryptogram, the sliding strip section is made to contain this lettiur,

-
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and the strip is then placed agaipst the text where a U is found, so

as to form the digraph QU. The digraphs formed above and below the QU
are then studied; possibly a written record i1s made of the digraphs

- found, Then the same thing is done with the Q and all other U's in the

f text, to insure that a correct start is made. It is this initial step

which is likely to give the most difficulty (if thers is anything
difficult at all in the procedurs) and it is important that it be cor-
rect. If this first step is easy, then solution follows quite rapidly;
if the cryptanalyst is unlucky and makes several false starts, she
process is likely to be a slow one. In choosing from among scveral
possible juxtapositions 1t may be advisable to calculate the probability
value of each possibilisy by adding the frequoncy valuss of tho di-

graphs, as explained in Par. 7d. In the abscnce of any Q's in the

toxt, recourse must be had to thoe formation of other probable digraphs,
based upon the prosence of certain other tell-tale low-frequecncy
letters, such as C, H, J, K, V, anl X. The cryptanalyat is fortunate
if there are two or three of theze low-fregquency letters close to one
another in a serios of letters, for in this casc he can search for a
place where thero are high-frequency lotvers (in a2 corresponding
sequence) that might be combined with tham. For example, suppose that
a toxt shows a sequance ... VEHHK ...; a soquenco such as ..
ARTCC ... would be excellent to try, for it will yield the digraphs
- AV, RE, TH, CH, CK. Or if therc is a long sequence of consonants, the
cryptanalysi should look for a correspondingly long sequonce of vowels,
since these moke the hest rombinations end ure therefore most probesbloe.

For these recasons it pays to study the text quite carefully before
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choosing a starting point, to find all such peculiar sequences as
might be useful in affording a goed point of departure. It should
also be noted that there are at least two correct positions at which
the sliding strip can be juxtaposed against the text, since in the
enciphering rectangle the letters in one column form digraphs with the
letters in the column not only on the right but,also on the left. In-
the absence of any'Q!s, or other low-frequency-letters suitable for a
point of departure, the very first 20 or 25 letters of the cryptogram
may be used as the starting point, since these letters come from columg
1 of the transposition rectangle and therefore there is no uncerteinty
at least as to the letter which is at ‘the top of thai coluﬁn; pr,.the
last 20 or 25 letters of the cryptogram may be used as the starting
point, since these letturs come from the last-numbered column of the .
rcectangle and therefore there is no uncertainty at least as to the
letter which is at the bottom of that column.

c. Suppose that a good initial juxtaposition has been found for
the portion of the text that has been written on the siiding strip, and
that a geries of éxcellent digraphs has been brought to light. The ..,
next step 1s, of course, to add to these digraphs on either side by
finding sections of texi that will yield "good" trigraphs and tetra-
graphs. For example, suppose that the initial juxtaposition has
yvielded what is shown in Fig. 14. The digraph PR suggests that 1t must
be followed b} a vowel, preferably E, A, or O; the digreph AV might be
part of the word GAYALRY, in which case 1% will be followed by A; thoe,
digraph CR suggests that it might be followed by the vowcl A or E. A

place is therefore sought, in the rest of the text, where there 1s a

- L2 -
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sequence of the letters here desired, and, of course, at {the proper

intervals. Suppose such a sequence is found and yields what is shown
in Fig. 15. The skeletons of words are now beginning to appear.
Assuming that A V A is 1ndeed part

of the word CAVALRY, there should be
an L to follow it; the trigraph TI N
suggests the termination G; the tri-
graph Z E R suggests the word ZERO. A
section of text is thefefore sought,
which will have the letters L, G, |
and 0 in the order
1123456G120. Enough has

beon shown to demonstrate the procedure.

e s s HNUWOOHFOQOQHHBrIRg ZEXe o o
s s s pEHHUHPNKREHEHSO DT o o
s e s HNDOHHQQORE TP KHZW:. o o
v s BEHRODHEPREOEHOEHOD DWW o o
e s s OMWUPZEHPbAdUOLWEHIIW « »

In the course of the work it soon be-
FIGURE 14. TFIGURE 15. comes ovident where the ends of

- columns are, because the digraphs
above and below the nuclear or "good" portion become "had" quite sud-
denly, just as soon as letters belonging to non-adjacent columns in
the original rectangle are brought togother. For example, in Fig.
15 it is observed that the topmost trigraph R R S is highly improbable,
and 1ikéwise the bottom-most trigraph E A 0. This suggests that these
letters have been brought togother crronmecusly, that is, that they do
not belong in adjacent columns in the enciphering rectangle. If this
is true then the "good" portion is composed of the 13 letters between

these two extremities and therefore the columns are abeut 13 letters

long. Additional work will soon show exactly how long each column really
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is, and when this has been ascartained the problem has been practically
completed, since at the same time that this becomes evident the
sequence of columns has also ‘t;ecome evident.

16. Example of solution by alternative method. - a. Using the
cryptogram of Par. 1, as an example, Fig. 16 shows how the text might
be transcribed on a sheet of cross-section paper. Noting that the
message contains a Q as the 129th letter, a section of text to include
the Q is transcribed on a strip of cross-section paper and this strip
is then juxtapossd against the whole text so as to bring the Q in fromt
of a U, How many lectters should be included in this strip? The
message contains 22/ letters; if a width of say 10 to 20 columns is
assumed, the columns of the rectangle will be about 12 to 22 letters
in length. It will be safer to asesume a convenient length closer to
the maximum than to the -minimum; consequently a length of 20 letters
will be tentatively assumed. Now the Q may be at the top of a column,
at the middle, or at the bottom--there is no way of telling at this
point. Hence, to make sure that nothing is overlooked, suppose a sec-
tion of 41 letters 1s takem, with the @ at ths center. There are 4
U's in the message, and four trials are to be made. The resulis are
as indicated in Fig. 17. Examining combination 1 in Fig. 17, the
digraphs formed both above and below the QU arc not at all bad. In
fact, not one of those above the QU is impossible and the same is true
of those below the QU until the digraph V N is reached. Hence, combina-
tion 1 is possible. As for combination 2, this at once appears to be
bad. Trigraphs such as I I, and I H are highly improbable, and this

combination may be discarded with safety. Combination 3 is possible from

-44_.
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FIGURE 17.

the top digraph, O F, to

the 12th digraph below the

Q U, although the digraph

H X looks very bad. How-
ever, the X might be a
sentence separaior, so that
this combination cannot be
drscarded. Combination 4
looks very improbable, with
the digraph I N occurring ‘
twice, and other equaliy

bad digraphs showing. OFf the
four possibilities then, com-
bipations 2 and 4 are 4dis-
carded, leaving 1 and 3 for
further study. It is very
difficult to choose between
these ti0 posszibilities. All
the digraphs 1n combination
1 down to digraph V N are
possible; many of them are
excellent. As for combination

3, all the digraphs down to

V D are also possible and many of them are oxcellent. Thore does not

secp to be much use to add the froquorcy values of the digraphs in each
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combination because it is hard to know with what digraphs to begin or

end. However, perhaps it is not essential that a choice be made at

once; possibly further work along the lines now to be demonstrated will

show which combination is correct. Noting the two K's (in the di-

graphs K B and X S) among the combinations before the Q, assume that
these K's are parts of the digraph CK. Is there a sequence C-C in the
text? There is but one such place, at the 63rd letter. Suppose the
corresponiing section is placed in front of the combinations 1 and 3 of
Fig. 17, as shown in Fig. 18. It immediately becomes evident that

SOF SOoFvV combination 3 is the c¢orrect one, for
ERMT
AUER note the excellent trigraphs it gives,
AMTE
CEES as compared with those in combination 1.
TTHR
RYBA Also note that the second trigraph below
MOVI '
SITI the E Q U in combination 3 consists of
CKBE
INEA three E's, indicating that the end of
CKST
STRE the columns has been reached just before
ONSE
EDYA this trigraph. As for the top trigraphs
FALL
CHXA of Fig. 18, they are good all the way up.
FIRE

But now the skeletons of words are be-

THRE :
IQUE ginning to appear. The T H R immodiately
ETMM

EEEY above the E Q U suggests either THREE
or THROUGH; the F R O above the T HR
suggests FROM or FRONT. Suppose the
word REQUEST is assumed for the E Q fI,
and the word THREE is assumed for the
T HR above it. This requires a sec-

tion with two E's in succession.
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There are several such places in the text, and further limitation is
advisable. The 8th trigraph from the top is certainly suggestive of
the word MOVING, which requires an I to follow the V. Is there a

place in the text where an I occurs 12 letters before a double EY

There is one such place, and the corresponding section 1is juxtaposed at
the proper place, yielding what 1s shown in Fig. 19. The upper and
lower limits of the columns are now fairly definite and are marked by
the horizontal bars; tetragraphs E E E Y at the bottom and AM I E at the
top are very improbable. The tetragraph C E E S below the top bar is
posaible, because it may represent the end of a word like FORCE followed
by the beginning of the word ESTIMATED; the tetragraph below the bottom
bar suggests a word ending in EI followed by the word IIMEDIATE. It
seems hardly necessary to continue with the demonstration; in a few
moments 'l;he entire diagram 1s reconstructed and yields the solution.
During this process, as soon as & section of text in Fig. 16 has been
used it is crossed off, so as to prévent its lebtors from being con-
sidered as further possibilities for addition to the reconstruction
diagram. Thus, as the work progresses the number of availablo sections
becomes progressively less, and the choice for succesaive sections for
addition to the diagrem becomes a quite easy mattor.

b. When two or three operators are assigned to work upon a
cryptogram by this metlhod, solution can be recached in a very short space
of time, espoclally if each one of<the operators takes a different point
of attack., After a few minutes the fragments of texts obtained may '

be assimilated into one messago which is thon completed very spcedily.
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SECTION IV.

OPPORTUNITIES AFFORUED BY STUDYING ERRORS AND BLUNDERS MADE BY INEMY

CRYPTOGRAPHERS.

Paragraph

Importance of the study of errors and blunders in early work

upon an unknown SySTEM seesceesscsssocssensnsocseasscensnnnse 17
Significance of terms special solution and gemeral solution .. 18
Examples to be studied .escesecescossescescercesscsssescssseses 19

17. Importance of the study of errors and blunders in early
work upon an unknown system. - a. Blunders and mistakes made by
cryptographic clerks in the execution of cryptographic instiructions
should be rare in a well-trained and well-dlscipliped eryptographic
service. Nevertheless, blunders and mistakes arc committed despite all
that can be done to prevent their occurrence. Especially in the excite-
ment prior to or during an important action or movement do such
instances take place and these afford golden opportunities for the
enemy cryptenalytic service. This rituaticn exists in respect to
all types of cryptographic systems and no cryptanalytic instruction
would be complete if cognizance wer: not taken of the advantages which
maey be reaped from the blunders, the mistakes, and, occasionally, the
downright ineptitude of the adversary's cryptographers.

b. Practically every cryptographic system affords opportunities
for the commission of srrors in its application, and each sysiem more
or less presents a separate case. That is, the errors which may be
made in one type of cryptographic system may be peculiar to that type
alone and to no other type; hencs, the astute cryrtanalyst is constant-

ly on the lookout for inctances of cryptograms containing ihe specific

type of error by which that system is handicapped. Furthermore, the
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general types of blunders or errors that may be committed are nearly
as numerous as are the general types of cryptographic systems, so
that no complete list of such as may be encountered in practice can be
drawn up.

¢. After the cryptanalyst has by painstaking and more or less
arduous labors sol;ed a system'and has beéame thoroughly familiar with-
its mechanics, he should carefully_review the details of the mechanics
to learn what things can go wrong, what sorts of mistakes the enemy.

cryptographic personnel are likely &o make, and then study the external

manifestations of these aberrations so that he may be able to recognize

instances of their occurrence in subsequent cryptograms. This sort of

study has no value in itself particularly; its importance liss in the
fact that the effects of erroneous treatmcnt may lead to very rapid
solution or to quick recovery of keys of subsequent messages.

4. When an unknown system is under investigation and the crypt-
analyst is striving to ascertain just how it operates (which is often
the most difficult step in solution), a study of the cryptograms rep-
resenting:.corrections to previous messages containing orrors is a most
fruitful source of data. Indeed, at times this sort of intensive
study will yield clues for solviAé a system which might otherwise
resist all efforts to break it doyg for a very long time.
~ 18. Significancec of terms-spccial solution and general solution. -
a. Now the importarce of the conments made in the foregoing paragraph
will be clear if it is noted that a sfﬁdy of the blunders and errors
often leads to the elaboration of methods for-the rapid_breaking down

of cryptographic systems. But it must alsc be realized that in some
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cases no bJ:unders or errors are essential to a rapid solution of the
type alluded to above: sometimes the mechanics of the system are such
that unavoidable or unpredictable circumstances arise, so that

special solutions become possible. The latter term calls for a bit of

explanation.

b. When the circumstances surrounding a specific cryptogram or

get of cryptograms are such as t0 present peculiar or unusual conditions
that make a solution possible when in the absence of these conditions
solution is either impossible or improbable, the methods employed in
reaching a solution in such cases constitute what is commonly termed a
special solution. Some examples will be demonstrated very soon.

§

Systems of which this may be true are, of course, cryptographically

weak but it may be observed that it is perhaps impossible to devise a
system which may bo considered to be absolutely free from this source
of weakness.

c. The advantages of a special solution for any type of. crypto-
graphic system aro, as a rule, two in number. TFirzt, it often makes a
solution possible when otherwise this might not be the case. Secondly,
it often affords a method of achieving a very rapid solution in the
case of a problem which otherwise might require a long time. But a
special solution presents one basic disadvantage: it is by its very
nature dependent upon the existence of umusuval circumstances, in other
words, upon chance or good fortune bringing about a set of circumstences
favorable for a solution. When these unusual conditions or circumstances
do not o'b'bnin, then solution may be impossible. Therefore, it 1s

desirable to have, if possible, for every type of system a more or less
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general solution which may be applied in the absence of the unusual

conditions necessary for the application of a special solution. In
other words, a general solution in cryptenalysis implies a method or
procedure which if applied in ordinary cases and under normal conditions

will yield the soluvion. However, the term general soluticn in crypt-

analysis must not be taken too literally. The situation in crypt-~
analysis is not exactly analogous to that which obtains in the field of
pure mathematics, for the circumstances are oftem guite different in
the two sciences. A general solution in mathematics is expected to

and will solve every case that falls within its province; a genoral
solution in cryptanalysis is intended to solve every case that fells
within its province but this 13 mere of a hopo than an cxpectation.
Much depends upon the amount of traffic available for study, the length
of individusl cryptograms, and the indafinable element called "luck",
that is, a set of fortuitous circumstances which happen to make a
solution easy or difficult, such as the presence of many or excep-
tionally long repetitions, etc. Furthermore, whereas in mathematics a
goneral solution prescribes the exact steps to be followed in arriving
at the solution; the latter can be applied in all instances without
variation or deviation -from a fixed proecedurc, in cryptanalysis e
goeneral solution merely outlines a broad path that may be followed in
order to arrive at a solution; application of the latter in specific
instances may involve ninor detours to circumvent urmexpected obstacles, -

-

or it may involve quite large changes or nodifications in the general

procedurs. ‘
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19. Exsmples to be studied. - a. As stated above 1n Paragraph

17, a complete list of the specific blunders that cryptogrephic clerks
are prone to perpetrate camnot be drawn up. Certain of them may be
deseribed in genmeral terms and exemples given cf some which have al-
ready been encountered in this and in preceding texts. Commonly it is
the case that these blunders dc not become evident until two or more
cryptograms are available for comparison. One of the most frequent
sources of circumstances leading to the transmission of cryptograms
affording rich material for cryptanalytic comparison ia the following:
A cryptographic clerk prepares a cryptogram, in the course of which he
makes a mistake of such a nature as to render the cryptogrem difficult
or impossible to decipher by the cryptographic clerk serving the ad-
dressee. A request for repetition onsues, whercupon the enciphering
clerk reexamincs his original work and finds that ne has made a mis-
take. He then commits the grave blunder of reenciphering the identical
message (without paraphrasing) and transmitting what to tho enemy
cryptanalysts is obviously a second version of the original messags.
The consequences ars often fatel to cryptographic security. The least
theat can happen is that the key for this particular message may be
disclosed very quickly; more serious, the basic or urimary elements for
the sntire day's traffic may be wrested from the blunder; but most
scrious are the consequences if it happens that ihe blunder has been
committed immediately or soon after a new cryptographlic system has been
instituted and the enemy cryptanalysts are exerting strenuous efforts to
learn its mechanics, for then is when the information to be gained is

most valwable.
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b. In the next few paragraphs some specific oxamples of the
consequences of cryptographic hlunders and ineptitude in the case of
transposition systems will be studied. These are intended to give the
student some idea of the far-reach:ln-g effects such studies may have., It
1s important that he grasp the fundamental principles for they will
enable him to develop for himself the methods that he may find necessary M
in practical work. Incidentally, it may be added that the stvudent
should not get the idea that these instances are purely theoretical.

It is sometimes almost unbelievable that cryptographic clerks with any
common sense would perpetrate the stupid blumders that they do occasion-

ally commit.
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SECTION Vv

SPECTAL SOLUTIONS FOR TRANSPOSITION CIPHERS
Paragraph

Solution when the begimnning or end of the plain text is known .... 20
The case Of an olnitted colmn [ E BN B NN ENNNNNENNNENRNNNENNHNNNEHIRMNDNEHMNMNHNEJ;NNNNN] 21
The case of an interchanged pair Of COlUMNS sissssscencssscssessss 22
Messages with similar beginnings SescescanReassORRORRREROORBRERSNS 23
Messages with simlilar endings SevraevsessvNRINRIREROOEOURAOOPRORRARS 24
The solution of a single message containing a long repetition .... 25
Solution when several cryptograms of identical length and in

the sme kay are available 0SB OBOOSRPDNIOPIROOPEDPOIODIOSEONOSRNOEDPINAODRNESLIRPAEYS 26
Recovery of the transposition key Ty 27
Speclal cases of solution of double transposition ciphers eeessees, 28
Concluding remarks on transposition methods cecesecscesssssesscces 29

20. Solution when the beginning or end of the plain text is
known. - a. It often happens, when correspondents have fallen into
the bad habit of sending stereotyped communicetions, that the begin-
nings or the ends of messages become so fixed in their form and content
that the enemy can with a fair degree of certeinty guess what these will
be in specific cases. If so0, a quick solution can be reached and the
key reconstructed for one message, and this will of course enable him
to read all other messages in the same key. This is particularly true
of simple keyed columnar tranéposition ciphers. It is only necessary
that-the cryptanalyst cut the text up in such s manner as to bring
the letters composing the assumed text all within the same row or rows
of the transposition rectangle.
b. Suppose that. the.j_enén} is addicted to the introductory ex-

pression REFERRING TO YOUR NUMBER. - Here is a cryptogrom assumed to

begin with this phrase: ) -d
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-

CRYPTOGRAM
IMAOD RMGRN ERNIN TUSFS DRYEP BRCFT
OIRNW TMUIS OIEGE DHOPN CHLFU ESEPQ
ERIAR UHIAG PAUOO SSSCI ONRRE OVOEY
EMEVG TRIAF HTEPB NBTNE AEETA

C. Assuming that previous experience has indicated that the enemy
uses keys vary‘ing from 10 to 20 letters in length, the arrangement of
the letters in the tops of columns under a key lemgth of 10 would be
as shown ianig. 20.

2

E

6 789 X»
EFERRINGT
YOURNUMBE

Wow

FIGURE 20,
The 1lst group of the cryptogram begins with I M. The arrangement shown
above gives I U as the top of a column: hence a key lesngth of 10 is not

correct. A key length of 1l is then tried.

123456789101
REFERRINGTO
YOURNUMBER
FIGURE 21.
Here a column is headed by I M, so that this is a posaible arrangement.
If the width of the rectangle is 11, its outlines are as shown in Fig.

22. There are 5 columns of 11 letters and 6 columns of 10 letters. The

RIEIFIEIRIRIIINIGIT |0
Y{O{U|R|{NjU|M|{B|E{R

{t

FIGURE 22.
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text can now be marked off into sections of proper lengths and, more~
over,- guided by the letters which must be at the heads of columns,

the text can be inscribed in the rectangle in key order. For example,
column 1 must end with the 2d group, R M G R N; colummn 2 therefore -
begins with E R. There is only one possibility, viz, the 4th column.
This is a long column, and must therefore have 11 letters, making
column 3 begin with R Y. This definitely fixes the position of the
number 3 in the key, and 80 on. The solution is reached after only a

very few moments and is as shown in Fig. 23.

F

ZHQRWY Ok R HH
PHNE>HZ3W =Y

roao=zvonmyu

d. The same general principles,

B oo

modified to sult tho clrcumstances,

= W=

may be followed in the case involving
known or suspected endings of messages.

The probable words are written out

odrWerHIdX
W B e T |
HMod=zZo-HQnninojn

according to various assumed key lengths

R
Y
E
P
B
R
c
F
T
0
I

DEEHRHMHOdOH
PHOYHO WHNECE

g nndY =Z
HHOLHORH=2EH

and the superimposed letters falling
FIGURE 23.
at the bottoms of columns are sought
in the cryptogram.

21. The cose of an omitted column. - a. Socmetimes a very care-
less clerk omits a column in transcribing the text from the enciphering
rectangle and fails to chock the number of letters in the final erypto-
grem. Obviously such a cryptogram will be difficult if not impossible
to decipher at the other ond, and a repetition is requeated and gent.
If now the identical plain text is enciphered correctly, two crypto-
grams are at hand for comparison. This will disclose the length of

one column, which can be assumed to he either a long one or a short one.
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The position, in the correct cryptogram, of the column omitted from

the incorrect one will often afford direct clues as to the exact

dimensions of the enciphering rectangle. For example, suppose the

cryptogram in Par. 20b had first been transmitted as follows:
CRYPTOGRAM

b. The column which was omitted is ERNINTUS F S D, and
fallg between columns 1 and 3. Since the omitted column contains 1l
letters and column 1 contains 10, the dimensions of the rectangle
immediately become known. Thus, uncertainties as to the dimensions of
tl;e rectangle are dissolved and a large step in the solution taken.
Also, the gemeral positiomsof columns 1 and 2 are now known, since the
former is a short one, the latter a long one.

22, The case of an interchanged pair of columns. - a. The keying
element in the case of columnar transposition is simply a practical
means of controlling the order in which the columns of the enciphering
rectangle are transcribed in forming the cipher text. Commonly this
numerical key is derived from a literal key. Suppose that a crypto-
graphic clerk makes a mistake in the latter step. For example, suppose
that the literal key is ADMIRATION and that as a result of a slight
relaxation in attention he assigns the number 5 to the letter N and
the number 6 to the letter M. A pair of columns will become interchanged

as regards their order of selection in the transcription process, and

likely as not a repetition will be requested by the addressee. If a
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second versicn is sent, enciphered by the correct keoy, & comparison of
the two versions will disclose the width of the enciphering rectangle
and poasibly the general position (left or right) of the columns that
were interchanged.
b. An example will serve to make the matter clear. Assume the two
cryptograms to be as follows:
FIRST VERSION

HA 00Q3G TERPS
RI RATPE DETAN

SECOND VERSION

HA
I

0 0q
ER T

0 SG TERNTF
RATPE DETAN

¢. The two cryptograms are superimposed as shown in Fig. 24 and
their points of similarity and diffcrence noted.

lst version .. 0D
2nd vbrsion .. O

D
lst . version ..|\N F
2nd version .. P

4. The two versions are alike except for a pair of interchanged
sequences; the bracketed sequence P S I N E N E 1n the 1st version 1is
matched by the same sequence in the 2d version, but at a different
position in thc message; likewise the brackoted sequence NF UEHRWR
in the 1lst vorsion is matched by a similar sequence in the 2d version,

but at a different posivion in the mesaage. The various deductions

which can be made from the situation will now ho szet forth.
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©. One of these sequences contains 7 letters, the other contains
8. It rollows ihat the columls of the enciphering rectangle are
probably 7 and 8 letters in length; hence, with 61 letters, the width
of rectangle is 8. Since there are 23 letters from the beginning of
the messages o0 the first point.of their difference, it follows that
there are 2 columns of 8 letters and 1 column of 7 letters involved
in this soction [(2 x 8) 4- (1 x.7) = 23], and that tho error made in
enciphermsnt doos not involve columms 1, 2, or 3, which are therefore
properly placed in the lst wersion. Since the sequences which are
interchanged aro congecutive in the text it mcans that the numbers 4
and 5 wers interchanged in the key for the lst version. Since one of
these esequencos is of 7 letters, the other of 8 letters, ome of the
numbers, 4 or 5, applies to a 10;1g column, the other, to a short column.
Since the 2d vorsion is presumebly the correct version, and since in
the 24 version the 8-letter sequence comes first, the key number 4
applies- to a long colufnn, tho key numbeor 5, to a short column in the
correct version. With the foregoing deductions in mind, the solution
and the reconstruction of the numerical key becomes a simple matter.

f. The text of the corroct version is wrltten out as seon in
Fig. 25a, BSeecing a Q in eelumn— 3 and a U in column 4, these two columns
are made adjacent by sliding column 3 ons interval downward, as shown
in Fig. 25b. In the latter, colume 7 has also been placed to the right
of colum 5, because 1t yields good trigraphs with columns 3-4. Seeing
the trigrapk T R 0 near the bottom of columns 3~4~5 and the letters
O and P in the esamo row, suggests thfa word TROOP. The columns are to

be rearranged to make this word TROOP. Thore arc two columns which have
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=
N

12345678

"

oQooZr¥vun N

HE2ZItiHZUgo
OpHONnQ@AUN
AERHRQROOO pho
Uadmad =
B2
OEMAPpOHYD
noHQOWOOo ol
HEZEHrHZU0
HdownwauplmA
DeES QOO o>
joo HEOHEC R
ocQooZpraba
Ordr e XHY
HEZEHZHOnhHW
MoHQOWOO O
HMEAE O OO
U= de S
CacoZr3RMm
HomnmouomAaln
O deE P H oN
HEHAQONO O Ohn
D= de 2
OO0 OY k3l
ool
O3 H o
nMOoOHGO W oln
HZERHEZEY O
HEZHEZ Yo

FIGURE 25.
an 0 in the proper row, columns 2 and 8. The trial of combination
3-4~5-8-6, while producing TROOP in the proper row, gives bad penta-
graphs in the other rows; but the combination 3-4~5-2-6 shows excellent
pentagraphs, as will be seen in Fig. 25¢. The wordes SQUADRON and
HOSTILE are clearly evident; the completion of the rectangle is now a

very simple matter. The result is shown in Fig. 25d. The recovery of

the numerical key now will enable other cryptograms to be read directly.

23. Messages with similar begimnings. ~ a. In military corre-
spondence it is often the casc that somowhat similar insvructions or
information must be conveyed by a superior commander to several sub-
ordinate commanders simultaneoously. Such a situation frequently re-
sults in the circumstance that two or more cryptograms addressed to
different stations will begin with exactly the same words. When simple
columnar transposition is the systam used for encipherment, then it
will result, in such cases as the foragoing, that the first two or more
rows of the transposition rectangle will be identical in tho messages
which begin alike. Therefore, the cryptograms will show identical

sequences of two or more letters, distributed throughout the texts and

- 61 -




REF 'ID:A56913

by studying these identities the cryptanel'yst is able at once not only
to ascertain the width of the rectangle but also to divide up the cipher
text into sections corresponding .with the exact columns of the rectangle,
thus eliminating the only real diffi'culty in solution, viz, the deter-
mination of which are the long columns, which the short.. An example
will demonstrate the short cut to solution which such a situation
provides.

b. Here are two cryptograms which are assumed to have been inter-
cepted within a few minutes of each other, the messages becing addressed

to two hattallon commenders by the regimental commander.

CRYPTOGRAM 1

BNTSE ARKCL CETTYE BITEZR ROTAE LTNNO NNENO
OTOKM SZTGN YITDK LANAE FTFSN PGNPA RWO1A
OFGTTF CTOTD NINOE WXERF ASIOS TIDRR RMHMAO
ARPAT OUTIO BIEOA GAAPN EIK

. CRYPTOGRAW 2
BNTSE INDOT LCETS AFPLE RROMO ISOEN NONST
IIUTO KMFEY KPCYI TDVSI NTAEF TFSTO KTJIAR
WOARO EEKTF CTTLT AEANO EWXPY TITIO STTTF
OCMMA 00SCA NROUT IEELS OAGAA ABITR T

¢. The cryptenalyst now carefully compares the {wo texts, looking
for identical sequences of letters between the cryptograms. For example,
No. )1 begins with BN T S E and so does No. 2; after an intervel of 4
letters in No. 1 and 5 letters in No. 2 he notes the identical sequences
L CET; aftor an interval of 5 letters in No. 1 and 5 letters in No. 2
he notes the identical sequences E R R 0, and s0 on. The identities

are underlined or merked in some distinctive mamnor throughout tho

texts, as shown in Fig. 26. -~
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CRYPTOGRAM 1

' EBNTSE] ARKCE CET|TN BITER RYTAE LTNO MNENO
offokil) szTeN 173Kk LANAE FTF3y PoNPE RWJIA
oFefF cgorTd NIffoE wXJerRF asfIos PJIDRR RENMAQ

ArRPATpuTo BI1Eofa cAABN EIK

CRYPTOGRAM 2
ByTsE i1wporfLcePs arPLfE RRQuO ISOE[l NoN)sT
110ffo kJFEY kPcff1 TOvs: NTREF TFSjTo NTN[AR
¥WOarRo Exk{TF CTTLT AZAFO TugevV TITfIo sTrTF
ocMua ojosca nrRlouT IJEELS O[AGAAABITR T
FIGURE 26.
4. Now it is obvious that these identities exist because the two
messages begin alike, and by taking advantage of the identical portions
in the cryptograms iv will be possible tc transcribe the texts of the
latter into transposition rectangles wnich shall not only have the
identical portions in homologous positions, but also shall show which
are long columns, which are short. All that i1s necessary is to begin
transceribing the texts on cross-section paper, in columns, arranging
: matters so that the identical sequences will fall at the tops of the
columns. Thus, the lst column of No. 1 will contain the letters
BNTSEARKC and the 1st column of No. 2 will contain the letters
BNTSEINDOT; the 24 column of No. 1 will contain the lotters
LCETTNBITand the 24 column of No. 2 will contain the letters
. LCETSAFPL, and so on. It appoars that the identical portion

embraces the first four rows of the roctangle and runs over a number off
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letters on the 5th row. This is because the ldentical sequences con-
sist of 4 and 5 letters. Fig. 27e_chows the identities between the 1lst

5 columns of the two transposition rectangles. Only once in the case

1 2 of this particular example does any
BLENT BLENT }
NCRNO NCRNO uncertainty arise as to exactly where
TEROK TEROKX
STONM STONM an identical sequence begins or ends, *
ETTNS ESMST
ANAEZ IAOTE end that is in conmnection with the 7th
RBENT NFIIY :
KILOG DPSTK pair of identities, involving the
CTTON OLOUP .
T E .C geries of letters AEFTFSNPGNP
. FIGURE 27a. . inNo. 1, and AEFTFSTONTN in

No. 2. These sequences contain 6 identical letters, but oven here the
uncertainty is of only a moment's duration: the initial letter A does
not belong to the identical portions at the top of the transposition
roctangle because the A's are needed to complete columns 6 in both
roctangles. (If the A were placed at the head of column 7 in No. 1,
then column- 6 would lack a 1etter_§t the bottom.) Cases of "accidental
identities" of courso complica?e the prccess of cutting up the text
into the resbective columns, but they only serve to add a small degree
of interest to-w&at would otherwise be a purely cut and dried process.

The final results of the transcription into columns are shown in Fig.

27,

“ 8. It is clear from a comparison of these two transposition
rectangles, and a consideration of the fact that theilong columns must
of necessity go to the left side, that the numbers 7 and 10 occupy the
first two positions in the key, and that the numbers 2, 4, 11, and 13 .

occupy the last four positions in the key. -By segregating and anagramming

{
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e naEor
Qo- 3 NnOH
ountglmH3dO
dH+-HBOZoZ=S

columns 7 and 10 as one group, and columns 2, 4, 11, and 13 as another

{

group, the exact positions occupled by these 6 columns are easily as-

certained, as shown in Fig. 27c.

f. The remaining columns 1, 3, 5, 6, 8, 9, 10, 12, and 14 fom a
third group of columne t0 be anagrammed, but this is ratner easy now
that the columns on either side are fixed. The completed rectangles '
are shown in Fig. 27d.

2. Messages with similar endings. -~ a. What has pbeen said at
the beginning et the preceding paragraph with respect to the nature of

military correspondence and the presence of identical phraseology in
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————

l [ ] — 2.
F10-312-611-4-9-5-8-211-B4 D -3i2-611-4-9-5-8-2-B-4
ENEMYBATTALION ENEMYBATTALION
FORMINGFORCOUN FORMINGFORCOUN
TERATTACKWESTO TERATTACKWESTO
FWOODSATMOTTIN FWOODSATMOTTIN
SXTAKEPOSITION SXMOVEATFASTES
NEARLANTZANDBE TPOSSIBLERATET .
PREPAREDTOBRIN OVICINITYOFFLI .
GFLANKINGFIREO NTSANDTAKEPOSI
NATTACKINGTROO TIONTOREPELCOTU ;
PS NTERATTACK

FIGURE 27d.

the messages sent by a superior commander to his subordinates also
operates to produce messages in which the endings are identical. It
has been noted that when two messages with similar beginnings are
available for comparison, the reconstruction of the transposition
rectangles and the recovery of the transposition key is an sasy matter,

% will now be shown that solution is an sven easier mattor when two
messages having identical endlngs are available for study.

b. Given the following two cryptograms: -

No. 1,
ETRTE EESOA AEREUNI VAPLN IAMND RYHRYVY MENRI
EETRO UDCCC OHTCY MRREA RHITN DEYEN RNERYV
SREEN 1GSKA ILNRA NFNAD ALOLT XOMAH HRRETI

No. 2.
TLVSX OPNRE KEFDS KYENR UEERB TSREHE TIANT
IVYMR VESIR EENEI NOLTM NNEDE TROOP TNAERA
CIAAI NSCWN A -
The cryptanalyst now carefully compares the two texts, searching for »

identical sequences of letters, but in this case instead of trying to
locate identities in what may be termed a parallel progrossion (as in the

preceding casc) he searches for identical sequences of two or more letters

- 66 -




REF ID:A569%13

appearing in both messages. For example, in the present case, he
notes the sequence T R 0 forming the finel trigraph of the 8th group of
' No. 1 and finds a similar sequence forming the initial trigraph of
M the 13th group of No. 2. Going through both cryptograms in this way,
all the i‘dentit:les are marked off in some fashion, by colored crayon or
by brackets, as shown below. In this search for identities the crypt-
analyst bears in mind that when all have been found they should be
distributed at quate regular intervals throughout the text. For examplo,
noto in the following that the ideniities in No. 1 fall at intervals
of 6 letters, with one exception; in No, 2 they fall at intervals of 4
letters, with one excepilon. The intorvals between identitios serve as
a guide in finding them., After thoy have all been located, ihe
identities in the crypiograms are numbered serially.
No. 1

1 2 3 L
ETRTE E[ESJos 4EUNJ VJAPLN I1AND RYERV{MENRI
5 .6 7 _ 8
rE[fRd unccc ofgfcy MRRER HEITN DEFEN RNERV
9 10 n 12 13
sRBlEN 1oskla Iinra nFNAD arorT xgduan ERR[E]
No. 2
1 2 3 4 5

TLYSK ojpnrz[MEFps xEEWR verRal rsrEf Trant

6 7 8 9 k' n
Eurxr vEslir sevEilvorrl Nhwepr[rrojor UNRE)A

) 1
c1afai] Nscw[ﬁsg >
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¢. The numbers above the identities may now be used to draw up a
table of equivalencies of identities. For insvance, i1dentity 1 in
cryptogram 1 matches idertity 7 in cryptogram 2; identity 2 in crypto-

gram 1 matches 1dentity 6 in cryptogrem 2, and so on. Thus:

Cryptogram 1 ... 1-2-3-4~~5-6-=7-8-9-10-11-12-13
Cryptogram 2 ... 7-6-9-2-10-5-11-3~/-12-13--1--8

4. Now cryptogram 1 has 105 1e¥ters, since the key concists of
13 numbers (indicated by the 13 identities), thc rectangle for crypto-
gram 1 cortains 12 columns cf & letters and 1 column of 9 letters.
Cryptogrem 2 nas 81 lctters, and its rectangle contains 10 columns of 6
lotters and 3 colunns of 7 lcttors. The roctangle of cryptogram 1 has
but 1 long colurn, whereas that of cryptogram 2 has 3 long columns.
Rolative to the position the last lotter in each recvangle occupies in
the last row of the rectangle, 1t 15 obvious that the last letter of the
ractangle for cryptogram 2 i1s 2 letﬁefs in advance of the last letter of
the roctanglc for cryptogrem l. Usirg this dxffcronce, viz, 2, a
cyclic scquence 1s goenerated from the sorivs of eguivaloncies glven
above. Thus, the equivalont of adentity 1 of cryptogram 1 1s i1dentity
7 of cryptogram 2, and the number 7 is placed two intervals to the
right of the number 1; tho cquivalent of 1dcn€1ty 7 of cryptogram 1 is
1dentaty 11 of cryrtogram 2, and the number 11 18 placed two imbtervals
to the right of number 7, and so on until the following sequence is
obtained:

1-2-3-/~5~6~7-8-9-10-11-12-13
: 1- 7- 11- 13- 8- 3- 9

8. The equivalent of identity 9 of cryptogram 1 1s adentaty 4 of

cryptogram 2, ~nd thc numbor 4 1s pl-ncoed betwoen vhe numbors 1 and 7 in
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this saquence, for the sequence may be regarded as pnrtaking of the
nature of a cycle or a contimuous series. From ihis poaint on, the
process is the same as before, and finally the feollowing 1s obtained:

' 1==2-=3-=}===5=—f=-=T--8--9--10--11~--12--13
1--4==T--2~=11==f=~13-=5--8--10~~=3--12---9 ,

f. After little oxporiment it bocomes obvious that column 8
belongs orn the extreme loft and that the key 1s
8-10-3-12-9-1-/~"7-2-11-6~13-5. The completcly deciphured mcssagas are

shown in Fig. 28.

8-10-3-12-9-1-4-7-2-11-6-13-5 830-332-9-1-4-7-2q1- 643-5
HEADREDCOLUKN INFANTRYPOINT
INFANTRYANDAR REDCOLUMNPASS
TILLERYMARCHI EDSILVERRUNCR
NGNORTHREACHE EEKATSEVENTWE
DSILYERRUNCRE NTYAMXREMAINEH
EKATSEVENTORT EREINOBSERVAT
YAMXREMAINHER ION

. EINOBSERVATIO
N

FIGURE 28.

& The possibility of the rapid solution of columnar transposition
ciphers by meoans of the method of similar boginnings and endings,
constitutes one of tho moct serious drnwbrcks to the use of transposition
clpﬁers in military eryptography, bocause 1t is almost impossible to
avoid such cases where many megsages must bo sont in the same key each
day.

25, Solution of a single me3sexe containing o long repetition. -

a. Sometimes a lengthy phraso or a sories of rumbors (spelled out in
letters) is repected within a messoge and Lf the message is enciphered
by a transposition rectangle of such narrow width (in comparison with

the length of the repotition) that the repealed portion forms identical
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sequences within the text of the cryptogram, a solution somewhat
simlilar in principle to that ex;lalained in Par. 24 may be achieved y
within a few minutes,
b. Note the following cryptogram, in which identical portions
have been underlined. ' -
CRYPTOGRAM (169 letters) - >

OEAEL TRSED HNUFF RNRYF NTAED ILSMY
1la 1b 2a

NCETS LSTOC AWIAO TSLSS LEDHN ORIIS
2b 3a 3b

FEBNN UUPWE SSMYE RCNNO RVTTA OGNUG GTIFE
“la b 5a 5b

RSEOM SWERN RASTB 0OSAAA OSNOO IBOSD
ba &b Ta .

CAYHL HONEM SETFY HLATX TAO0OGG PRSVL
7o 8a 8b

YEEGG TISSO UUPYV
9a 9b

¢. There are 18 segments of underlined letters, which means in
this case that the rectangle is 9 columns wide, because the reppated
portion in the text will give rise _to two repeated sequences in each
column. This means that the rectangle has 7 columns of 19 lotters and
2 columns of 18 letters. The first two segments may therefore be as-
signed the mumbers la and 1b, since they come from column 1; the next
two segments may be assigned the numbers 2a and 2b, since they come
from column 2, and so on, as shown above. A table of equivalencies

may now be drawn up, showing the segments which are identical. Thus:

la-2a-3a-4a~5a-b6a~7a~-8a-9a ¥
3b-4b-2b=-9b-8b-1b~6b-7b-5b
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This gives rise to the cycle 1-3-2-4-9-5-8-7-6, which is a cyelic

permutation of the actual transposition key.

d. By transcribing the text into a rectangle of proper width,

"eutting" the columns so as to bring the identical portions within the

seme rows, the result shown in Fig. 29 is obtained.

E

um=sNao'2 2 Wk nH MDY
PSP AKcdPFEORIINE O R 2 ole

AT odzEorauddoZZaow

cwHnrEdEEnE o nY R o
HoEm<KravlomHooZnor»

oo REoRENHHU > A2
cETUmtulhPullorHE>»00R

NE TR e oY AEE> O

=
>

FIGURE 29.

ke
<

dhddoununiFriooEEKdHdn D

H<<EEsSHddd2 2 wi=rHSh
PO WHUPYIZNEH=ENE OB NN X HoO
g<HddounnuHHAQOQAEHEWH <N X AHN
HqUOZoEd2doHnyar =P H O
HHEQOOZQOobHAdddoZE 2k
ozZHHuEHtruntrHrnrYRoOoPLH=PQOW
Qo MdAdPriid=adEn R =2 Ol
nrHrneEHOZdEOHHUOEHD>D A E
HErHdbbaOaooHOOZNO =R

<
:

e. Study of Fig. 29
shows that columns 2 and 7
are the short columns and
belong on the right, either
in the sequence 2-7 or 7-2.
The cyclie permutation of
the transposition key ob-
tained in subparagraph ¢ is

1-3-2-4-9-5-8-7-6
In order to bring the 2 and
7 adjacent in a sequence

2-7 or 7-2 one must take

intervals of 5 and 4, respectively, and "decimate"™ the cycle, giving the

following:

1-5-3-B-2-7-4~6=9 or 1-9-6-4-7-2-8-3-5 \

Since columns 2 and 7 belong on the right, the key must be:

46-9=1-5-3-8-2-7 or 8-3-5-1-9-6=4=T7-2

Only a few moments are necessary to establish the correctness of the

former alternative and the solution is at hand. It is as shown in

Fig. 30.

26. Solution when several cryptograms of identical length and in

the same key are available. - a.
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PEY T

this paragraph is incluged within the category of special solutions, 1t
is of such general spplicability tagt 1t might well be treated as a
general solution for all transposition systems. It is based upon the
very mechanies of transposition as a cryptogrephie scheme, viz, that
the essential feature of the trgnsposit{on method consists merely in
the alterations in the positions of the elements (letters, groups of N
lettors, or words) composing the plain text according to a specifiﬁ key.

It follows, thercfore, that the respective elements of two or more

massages of ildentical lengths, when transposed according to the same key,

will undergo identical alterations in position in tye course of encipher-
ment, and therefore all plain-toxt elements ceccupying humologqustposi-
tions in the original mossages will emerge in homologous positioqs in

the cryptograms. The situation 18 very much like that which may be
observed in the mpvements execcutod by two symmetrical groups of dancers .
in a chorus. Suppose each group consists of 8 dancers starting originally
,in definite positions relative t0 one another. When a movement is
executed each dancer.in each groupjgerforms certain evolutions; at the
conclusion of the movement the 8 dencors in each group may be in qulth
different positions relative to one another than they wore at the be-
ginning of the movemont, but the correspondingly numbered dancers in

both groups find themselves in identical positions relative to their
neighbors. Of cou¥so, the fact that in this snalogy the groups are

based upon 8's is of no significance; if the groups consisted of many

more tho prineciple would still apply. Another way of looking at the

matter is to call attention to the fact that in any type of transposition s

the position which a specified letter cor element of the plain text will
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occupy in the final cryptogream is quite definitely a function of the

number of letters or elements in the plain text i1tself. For example,

suppose that a plain-text message conta;ns ;xactly 100 letters, and
suppose that the trunsposition systom and specifie key is such that the
1st pldin-text letter appears as the 17th cipher-text letter, the 24
plain-text letter, as the 68th, and so on; in another message of
exactly 100 lettors, enciphered by theysams géneral system and specific
key, it 1s obviouns that tho 1lst plain-text lettor must also appear as
the 17th cipher-toxt letter, the 2d plain-text letter, as the 68th,
and so on. In short, all correspondingly mumbered plain-text letters
in both messages will appear in identical positions in the cryptograms.
b. Granting the obvious truth of the foregoing, to what use can
it be put in the solution of transposition ciphers? Simply this: it
enables the cryptanalyst to recons;ruct the plain texts of cryptograms.

of 1dentical length without oven knowigg what the transposition key or

system was that produced them. The process is not at all complicated

and if there are several messagos the process is very easy. It con-

gists in superimposing the several cryptograms and anagramming the

columns formed by the superimposition, for it is obvious that any eir-
cumstances which can be used as a guide for roarranging the letters in
one of the lines of superimposed text in order to form plain toxt will
require and can be checked by the rosults of an identical rearrangement
of the corrosponding lettsrs of the other lines of supcrimposed text.

C. An exumple of tho method involving the application of the
principles of solution will now be given, using as a basis fiyve mossages

agsumed to have been enciphered by cn unknown but complex type of
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transposition. It will now be slhown how the sscurity of such a system
is demolished when it is used by a large number of intercommunicating
commands.
d. Let the following be five cryptograms isolated from among

many messages intercepted on the same day and therefore suspected of

Ly

being in the seme key. These five cryptograms have been isolated
because they all contain exactly the seme number of letters. They are

here shown superimposed (Fig. 31) and therefors all the letters in one

column have undergone cxactly the same evolutions or changes in position

in tho course of encipherment.

122&56:ZBQ:mn]g;QLE]éy]BQmZ.Qa&ﬁ
IAALNEOFSGTOGVERANOLNDUOD
TDNMRGREONARIEUETNYITCOFE
ANELNEXEHGILACEMEENLFXTEE
EENETSLNNFTCOIDOSEAILFIGD
RAMETMIONODIUMALLINXOATGT

1

FIGURE 31,
HEI

IHISATFTDNRLVORODSWEERORRQ =
AIEUTTARDTEDNSOEIPECMFEARN
EISIGAORWLLDLVVORDELOCHOTH
WIAARNOIHNLLNRFVWLREMRAIEA
NNAIBTNHITNIASDRHMSECUIOVSA

e. Noting a Q in Message 1 colunn 51, the obligatory sequence
Q U is assumed to be present in that message. Thore 1s in Message 1 but
one U, which is fortunate. Combining columns 51 and 23, the results are
found to be fair. (Fig. 32a). The E T in the 3d row suggests a word
ending in G H T, such as FIGHT, MIGHT, EIGHT, etc. Searching in Message
3 for a G, two candidates are found: columns 10 and 30, The trigraphs *
yielded by each combination are shown in Fig. 32b. The second of the

two possit‘ailities looks much the better. The trigraph in the first row

-74-




REF ID:A569%13

51-23 10-51-2 30-51-23

QU G QU S QU

NO NN O T N O

ET G H T G H T

AT F A I R A I

AT 0 AT B AT .
FIGURE 32a. FIGURE 32b,

suggests the word SQUARE or SQUADRON; that in the last row suggests
BATTLE or BATTAUION., This means that a column with an A at the top and
a T at the bottom should be sought. There is only one such column,

31.| Adding it to the 30-51-23 combination gives what is shown in Fig.
32c. Looking for a column with a D at the top (for SQUAD) and either an
A (for BATTALION) or an L (for BATTLE), there is only one candidate,
colunn 22; yielding the sequences shown ;n Fig. 32d. Enough has been

shown of the procedurs to make further demonstration unnecessary.

30-51-23-31 30-51-23-31-22 Once a good start has been
S

S Q U A Q U A D
T NOT T N O TC made, progress is quite rapid,
G HT A 6 HT A X ;
R AIN R AINTPF unless the cryptanalyst 1s
B ATT BATTA

unfortunate and arrives at a
FIGURE 32c. FIGURE 324.

point where all tho messages
simultaneously terminate in complete words, without a clue as to what
follows or precedes in any one of the messages. In such a contingency
the only thing he can do is to try al¥ sorts of possible continuations,
elther "fore" or "aft", that is, in front of the original starting
point or after it, until he picks up another word which will enable him
to continue. Or he mey have to search for a new point of entry and
build upon that, later joining this structure with the other. Imn the

case under examination no particuler difficulties are experienced and
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the entire five messages are reconstructed. In the course of this re-
construction the mummbers aprplicable to the columns become assembled in
proper order. This sequence of mumbers is shown in Fig. 33, as the
second row of mummbers. In the first row are shown the mumbers 1, 2,

3, «ss, corresponding to the order' of the letters in the plain text.

12 3°4 5 6 8 51011121314 15161718 19 20 21 22 23 24 2
SR TEUR T S R RV R W R B RO TS
HAV E O R DEREDRATTIONTWAGOTN SovF
ENEM YD EFEATEDDIRECTION OFR
SEC OCND EC HELO NW¥WIILLLEA AVE HER
ANI M AL DRAWNTY EEICLESOTPFE Ng¢gi1
AMM U NI TTJIONTRAINTIDNCLUDTI Ng=H

26 27 28 29 30 31 32 33 6 0 2 ) 8 0 51
150 44 11 30 51 23 31 22 16 721 32 42 10 49 4 4315 5 39 29 20 38
FIRSTSOAQUADRONTOGOTLTDENVTYTITLILE
ETREATNUOTCERTA AIDNAMZPURSTUITNG
EATETIGEHTA AIXMIXTFORGOLUDENTYTITLTLE
N EERTRAIDNTPTOLLOWPFITZELTDTRATINS
O RS EDBATTALTIODNMOVESA AT STIIXAM

FIGURE 33.

27. Recovery of the transposition key. - a. Having reconstructed
the plain text of the messages in the foregoing case, can the trans~
position key be found? First, it is necessary to ascertain whother a
sirgle columnar transposition had been used and if not, then the as-
sumpt?ion will be that a double transpositionl had been used.

b. If a single transposition were the case, then there would be
a rather simple relationship between the letters which are in adjacent

columns in the rectangle. Note what happens in a simple transposition

1l
See Special Text Mo, 166, Advanced Military Cryptography, Sect. IV.
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rectangle such as that shown in Fig. 34, where the successive cells are

numbered and these numbers, taken out of columns just as though letters

were present in the cells, then are set down as though they constituted

the cryptogram. The numbers then give the order in which the plein-toxt
letters, if present, would appear in the cryptogram. Order in vhich the
plain-text letters would appear in cryptogrem: 04-12-20-28-36~4/-02~-

10-18-26~-34~42~0h-1,4~22~-etc. Note the constant difference between

6 2 1 sequent numbers: 04-12 = 8; 20 - 12
01 02 03 0 ¢ o"is 'o:%'07"o' 8
09 10 11 12 13 14 15 16 = 8; 28 - 20 = 8&; etc. Tho only exceptions
17 18 19 20 21 22 23 24
25 26 27 28 29 30 31 32 to this constant difference of 8 occur
33 34 35 36 37 38 39 40
Ll 42 L3 L4 whon there ls a break occasioned by
FIGURE 34. passing from the bottom of one column to

the top of the next one, as, for cexample, the skip from 44 to 02, This
constant difference (with occaéional exceptions) is an obvious con-
sequence of the fact that the width of the transposition recctangle is
8 and simple colummar transposition has been amployed.

¢. In order to ascertain, in the caseé of the 5 mossages, solved
in Par. 26, whether single colummar transposition was employed, it 1is
nocessary first to obtain the series of numbers which give the order in
which the plain-text letters appear in the cryptogram. This is now ecasy
in the case of the 5 messagos solved in Par. 26, for the disarranged
mumerical sequence at the top of Fig. 33 gives the inverse of the sequence
desired. There the mmbers in mixed sequence merely give the order of
the cipher letters in the cryptogram. Hesnce, by developing the inverse
of this sequence, the order in which the plain-texi latters appear in the

cryptogram may be obtainod. The disarranged numerical sequence in Fig. 33

is as follows:
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‘1121 31 4 ;7 ['H lOlllrl2 1314315116117 :18]19]20{21122{23]24]25
3 14156 ]T9 _@1&2‘37. SR VB 126135 11 21327112136 145!17 131401181 9124133

6127]28[29130131]32133]34135[36]3 39140, 41142143 6 T50151
441*2‘ 3 4 ;Z.ng | 45146147148 14915015

@1 1150{44 1T 30151]23131122118 3212421101491 4 143115! 5139129 120,381 6
‘ , -
FIGURE 35.
The inversq derived from this sequence is as follows: “

7N312143]46151137126/23141130116]20| 3145136]19]22] 5149]38135133124] 7 |
112131 4[5 7L B 9110111'12(13114115,16117118119120121122123 124,

0 1 1134139125 104111117 ] B150147 2L 112140 J4Z 1291181 %1 8] 9142128132 |
27 128129 130 12133134 36 137138139 140 141 142 143 144 L0147 249 150151

FIGURE 36.

LI
o’
K

Such a sequence will hereinafter be termed the basic transpositfon

sequence, or simply the baslic sequence. It merely is a sequence of

*)

numbers glving the order in whicﬁ the pla;n—toxt letters appear in the

final  cryptogram.

-

d. Since there is seen to be no constant difference between
successive numbers in the basic sequence in Fig. 36, singlg columnar
transposition is ruled out. Dsuble transposition is now assumed to have
been used.

e. Referring back to Fig. 34, suppose true double transposition
has‘been effected. Now note the order im which the plain-text letters

would appear in the cryptogram.

-

— »
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Rectangle D-1 Rectangle D-2

A B

Basic sequence: 28-42-2/-01-19-39-12-26-08-29-~03~23~44~1,-40-17-35-10-
30=13~33-07-36-06~32-09~27-04-18-38-21~41-15-20~34~16-37-11-31~-02-22-05~
25-43 FIGURE 37.

Nothing in the nature of a series of constant differences between
successive numbers is now discermiblc in the basic sequence. But there
is, a8 can readily be seen, a fairly constant relationship between
sections of this sequence. For example, teke the series of numbers
04-18-38-21-/1-15 appearing in the latter half of the sequence and set
them under the series of numbers 12-26~08-29-03~23 appearing in the
first half of the soquence and find the differencc between superimposed
numbers only when the number in the uppor line is greater than that in

the lower line. Thus:

12-26~08-29-03-23
04-18-38-21-41-15

Differences: 8 8 8 8
There is a constant differsance between superimposed mmbers. The
reason for the constant difference 1s not hard to see 1f one studios
the rectangle at B in Fig. 37. It is caused by the mechanics of the

method. The Q4 and the 12 come from the same column in A of Fig. 37;

the 18 and the 26 also come from cne column, the 21 and the 29, the 15

and the 23. But the 08 and the 38 are in different columns in A of




' REF ID:A56913

[

Tig. 37, and so are the 03 and .the 41. These two cases therefore
represen? instances whera ther; is a passage from one column to another
in the transposition process. Now the constant difference is in:this
case 8 because the superimposed numbers hagpen to be sequent in the .
columns in which they occur in A, Pig. 37. If two other sect;;ns of .
numbers are compared the consteant difference may not be 8 but will de -
a maltiple of that nmumber. For example:
28~42-2/-01-19-39
- 04-18-38-21-41-15
Differences: 2, 24 2
Here the difference is a multiple of 2 because the superimposed numbers
are at 3 intervals from easch otﬂer in the respective columns of A, Fig.
37. -

f. The foregoing affords a method of ascer%aining the width of

the transposition rectangle, which is the first step‘in recovering the
key. For if ; study is made of the mumbers appearing in the basic
sequence shown in Fig. 36, based upon finding sections which show a
constant difference, the iatter will corrospond to elther the width of
the rectangle or a multiple of the width. An easy way of making this
study is to take a section of the mixed sequence in Fig. 36 and add

5 6, 7, «ss to the numbers of the sequence for the totals thus

obtained from the various additions. A beginning will be made with

an agsumption of a rectangle of 5 columns. Sinco the eryptograms
contain only 51 letters, all totals beyond 51 will be of no significance.
Heonce it is best to teke a section which has a long series of low
numbers so that when the additive is applied the majority of the totals -

will not exceed 51. Such a series is the following (only one number in
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it is close to the meximum):

Section of )
basic sequence)... 38-35-33~2,--7-10-15-1-/8-31-3}-39-25-14~11-17-~6

Totals after)
adding 5 ) vee 43-40-38-29-12-15-20-6---=36-39-44~30-19-16-22-11

Searching through the basic sequence for a section which has a part of

the sequence of numbers in the totals after the additive of 5 has been

applied, the results are negative. Trisl is then made of additives of

6 to 11, inclusive, with similar negetive results. When an addative of
12 138 applied the rosults are as follows:

Section of )
basic sequence) ... 38-25-33-24--7-10-15--1~48-31-3,-39-25-1,~11-17--6

Totals after)
‘adding 12 ) ese 50~LT=45-36-19-22~27~13~==~}3~46~51-37-26~23~29-18

It will be seen, on referring to Fig. 36, that the following Esctlons
are duplicated in the basic sequoncs:
50~47; 45-36-19-22; 27-13-2-43-46-51~37-26-23; 29-18

The width of the transposition rectangle 1s certainly 12 columns. There
are therefore 3 long columns of 5 letters and 9 short columns of 4
letters in the transposition rectangles D; and Dy.

g+ Having ascertained the width, the next step is to ascertain
the transposition key. Let the additive 12 be applied to the emntire

basic sequence, as shown in Fig. 38a:
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A, Basic 27 13 02 43 46 51 37 26 23 41 30 16 20
sequence - N

B. Plus 39 25 14 55 58 63 49 38 35 53 42 28 32
additive

A. Basic 03 45 36 19 22 05 49 38 35 33I 2, 07 10
sequence

B. Plus 15 57 48 31 34 17 61 50 47 45 36 19 22 .
additive

A. Basic 15 01 48 31 34 39 25 14 11 17 06 50 47

sequence .

B. Plus 27 13 60 43 46 51 37 26 23 29 18 62 59

additive -

A. Basic 21 12 40 44 29 18 0 08 09 42 28 32

seguence

B. Plus 33 24 52 56 41 30 16 20 21 54 40 44

additive .

TFIGURE 38a.
A study is now made to isolate and identify duplicate sections in
lines A and B. For example, in line A the sequence 27-13-02-43-46-51- .
37-26~23 is, except for one mmber, identical with a sequence in line
B. The number 02 in 111;\3 A is repl-aced by the number 60 in line B.
Since the mmber 60 in line B is greatar than 51, the total mumber of
letters in the cryptogram, it is clear that it represents the 02 in
line A. Now these duplicate sections consist of 9 numi)ers, and it is
clear that two columns of the tx\-a.nsposition rectangle are involved, one
long column of 5 and one short column of 4 mumbers. The dividing
point may be between the mumbers 43 and 46, or between 46 and 51. No
decision will be made at the moment es to which of these possibilities
will be selected. But the whole section will be marked off by brackets
be

and the small mmbers 1 and 2 will/writtern along the brackets, as .

shovn in Fig. 38b:
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1 2
A. Basic 127 13 02 43 46 51 37 26 23141 30 16 20
sequence

B. Plus 39 25 14 55 58 63 49 38 35 53 42 28 32
additive

A. Basic 03 45 36 19 22 05 49 38 35 33 24 07 10
. sequence

B. Plus 15 57 48 31 34 17 61 50 A7 45 36 19 22
additive

A, Basic 15 01 43 31 34 39 25 14 11 17 06 50 47
sequence
B. Plus R7 13 60 43 46 51 37 26 23,29 18 62 59
additive

A, Basic 21 12 /O 44 29 18 04 08 09 42 28 32
sequence
B. Plus 33 2, 52 56 41 30 16 20 21 54 4O 44
additive
FIGURE 38b.
The next section in line A which has a duplicate in line B is
/1-30-16~20. The two duplicate sections are bracketed and the process

is continucd in this manner and the successive sections are numbered

successively in both lines until what is shown 21n Fig. 3&2 is obtainead:
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1 2
A. Basic 27 13 02 43 4851 37 26 2241 30 !16 20°

sequence
B. Plus 39 25 14 55 58,63 49 38 35,53 42 28 32f
additive 1l 2 3 b
4 b
A. Basic 03 45 36 19 2205 49 38 35 B33 24 07 10 *
sequence -
B. Plus 15 57 48 31 34,17 61 50 47 61
additive A ‘5 v
7 8 9
A. Basic T5 01 48 31 3489 25 14 11'17 06 50 47
sequence
B. Plus 27 13 60 43 46 51 37 26 232918 62 59,
additive 7 8 9
10 11 12
A. Basic 21 12 40 44'29 18 04 08 09 42 28 32
sequence -
B. Plus 33 24 52 56,41 30 16 20,21 54 40 44,
additive 10 11 _ 12
) FIGURE 38c.

Now a taeble of equivalencies between the duplicate sections in lines A
and B is drawn up, as follows:

A.eesl12 34,5678 9101112
Boesee 85127941211 6 310

-

Deriving a chain of equivalents (as in Par. 24), the following is
obtalned: ‘
1-8-2-5-9-11~3-12-10-6~4~7
\\This is a c¢cyclic permutation of the transposition key. Since Sections
1, 4, and 7 of line A have 5 nmnlbers, tho other sections only 4, 1t

follows that these correspond to long columns, which, of course, go to 7

the left of the rectanglo. Honce the transposition key is
4~7-1-8-2-5-9-11~-3~12-10~-6. * This key may be proved by applying it to
one of the cryptograms and deciphering it. °
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28. Special cases of solution of double transposition ciphers. -
a. When the double transposition system is employed in the field and
is used for s voluminous traffic it is almosi inevitable that certain

situations will arise which make possible a ravher easy solution. Aside

from the case in which several cryptograms of identical length and in

the seme key are intercepted, other cases of a special nature mey ariso.
Somo of these will be discussed in this paragraph.

b. TFirst, there is the casoc in which an inexperienced crypto-
graphic clerk fails to execute the doubls transposition properly and
causes the tranemission of a cryptogram which is only a single trans-
position. The solution of this mossage will be a simplo matter asnd
will, of course, yield the koy which will permit the reading of all
other messages even though the latter have been corrcctly cryptographed.
The only difficult part of the matter is to find among a large number
of intercepted cryptograms one which involves a blundor of this sort.
When the cryptanalyst has, as a result of considerable oxperiecnce,
become adept in the solution of transposition ciphers the work of
testing cryptograms to ascertain whether or not they involve single
columnar transposition is not difficult and goes guiie rapidly. TFor
only a few minutes are sufficient to give him the "feeling" that the
cryptogram is or iz not solvabls by single transposition. He might not
be able to point out any specific indications which give him this
foeling if asked to dc so; nevertheless it must be recognized that his
intuition is alore sufficlent tc tell him when there is hops of solution
along this linc and when further work upon the hypothesis of single

transposition 18 useless.
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Ceo ﬂ.) Next comes the gmse in which the enciphering rectangle of

a double transposition crypfogram happens to be a perfect square, {that
is, both Dy and Dy rectangigg_ are perfect squares). In this case, not
only is such a cryptogram dgtectable at once, since the total pumber of
lettprs is the square of the mumber of elements in the key, but also the
cryptggi'a}rn“ can be solved in g very simple mammer. For the cryptogram ®
now represents a case in wh;?h a campletely filled rectangle has been
emp}o?e}l, and moreover therg is no need even to assume various widths.

(2) Given the following grxptogrm of 49 letters (7 x 7) as
an example, “the text is trapgscribed as shown in Fig. 39a and retran-

scribed as in Fig. 39b.

ERYPTOGRAM
UCTRN OESHI ETOLR GASOE DUWDD
NOEOE RDNDI RFENC OEEEM NNVE
1234567 1234567 2615374 2615374
TSRUORE GCTRNPE COUNTER HOSTILE
CHGWEFE SHIETHL HOSTILE FORCEEN .
TIADREM RGASOED GEROADS COUNTER
RESDDNN UWDDNQE ~“WOUNDED EDONRID
NTONNCN OERDN]I EDONRID GEROADS
OCOEODOV RFENCQE FORCEEN EVENMEN
ELDEIEE EEMNNYE EVENMEN WOUNDED
FIGURE 39a, FIGURE 3%)h. FIGURE 39c. FIGURE 394d.

4 3) The columns of Fig. 39b are now anagrammed, as in Fig.
39¢c, and the rows rearranged, as in Fig. 39d.
— . 3 ety

4y When the encipheripg rectangle is not a perfect square but

nevexjtizalesa a complete rectangle, solution of a single cryptogram

becomes somewhat more diffigylt, Here the columns are all equal in
length, since the last row gf the rectangle is completely filled. Two ) .

cases will bg considered; first, when the width of the rectangle is a
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multiple of the depth, or number of letters in the columns, and second,
when the depth is a multiple of the width.

eJ1)Paking up the first case, note the encipherment in Fig. 40.

wd

2N wl‘sm
Hls, il @ Lpo

Hje R SR

-
= H|G H|w =5

)

Hy QR Ow =g

ol B~ R dleeH
oj» v iy Wle

=
<y 3

=i~ @
—

¥ 2 Wi v Hio
>
on

& =) [=] (= A=l

hell= ] velles
=]
Hia U

[Se[a =5 He == =]

I'EHsL:j
=3
+
]
v

Basic
Sequence 3%39403537 14149301517 32363 3833 2 6 1 &3 Yr4byq48Y43

Cryptogram I ONLE SROQA NLETV HIWLE GDIIH

b4 49504547 2L W1t 2813 11 6 111813 24 273025 27

| 7 L
L TSEAV RHNOE SURDT ALDCG

5
W

Yy 910
NF1
FIGURE 40,
If the numbers above the letters in the cryptogram are examined it will
be found thav the cipher groups fall into two categories, as follows:
L 910 5 7 ‘2 6 18 3
14 19 20 15 17 12 16 11 18 13
2, 29 30 25 27 22 26 21 28 23

34 39 40 35 37 32 36 31 38 33
4, 49 50 45 47 42 46 L1 48 43

(2) There is obviously a definite regularity in the composition of the cipher
groups whereby if tho letters in any one group can be assembled properly,
all the letters in the other groups belonging to the same category
(A or B) will be assembled correctly too. For example, in category B
the 3d, 1lst, and 5th letters in each group are sequent; in the plain-text

rectangle in category A the 1lst end 4th letters in each group are sequent.
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Moreover, all the letters in each group come from the seme row in the
Dl rectangle. Consequently, if' two groups coming from the same row can
be identified, there will be 10 letters which may be rearranged by
experiment to form plaein text, and thc-a key for this rearrangement will
apply to all ot-her pairs of groups, For emmple,_ﬁthe. messago in this

case has a Q anpd only__é)ne‘U. The Q is in the 24 group, the U.is in

the 9th group." These two _groups come from the sam;e row and. the letters

" ¢

- -

and 678910
and SURDT

21 8
8 6101475923 ’
RSTSQUADRO :

may be anagrammed:

L
Y]
N -t -

mn
=)

0QaA
6

Experiment may now be made with two other groups, applying the same trans-

position, Thus: ' -

12 and 6789 10
TJONLE and NLETY
21 b 8- )
8 6101 475923
O I N~ * =
ENVILLETON
Obviously the proper key for rearrangement 1s 8-6-10-1-4~7-5-9-2-3. By

continuing this procedure the following additional rows of the Dy

rectangle are reconstructed. -
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12345 678910
NFIWL and HIWLE
8-6-0-1-4 7~5-9-2-3
WHENW ILLFI
12345 6780910
TSEAV and GDIIEH
8-640-1~4 7-5~9-2-3
IGHTA DVISE
12345 678910
ALDCG and RHNOE
8-6101~4 7=5-9-2-3
NREAC HGOLD

-

The various rows are now assembled in sequeace, giving the 'fgliowing:

WEHENWILLFI

. RSTSQUADRO
NREACHGOLD

ENVILLETCRN

IGHTADVISE

The key can now be reconstiucted wiih ease.

(3) The cryptanalyst in this case must, of course, make an
agsumption as to the width of the enciphering rectangle before he can
apply the method. With a number such as 50, the dimensions 10 x 5 or
5 x 10 suggest themsclves. — The Pprocess of fl-nding cipher groups which
form pai‘rs on the same row is one of "ecul and try." If thers is a
singls Q and a single U in the message, the inilial pmir of groups is
obvious, -

f. When the depth of the rectangle is a multiple of %the wadth,
solution follows the lines of the preceding case. Tcking the same

message as before, note what happens in cucipherment with a rectangle

of 5 columns containing 10 lettocrs each:
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FIGURE 41.

lo
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16§17
3113283

Taking the numbers above the letters and arranging them in sections of

10, the results are as follows:

18 Y316312D 4519
DHUIO

(]
E
f
o
3 m K
L=
o]
o o .QWCOI
a m o = < o b
G
R R
O~ L~
JRAEYT & g Nmsmon
o~ b~
vegny 4 4
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SO 3 P e q
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N ..m .m J.TOT_HV
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The subsequent st?Ps arz obvious. Here again in solving an unknown
example 1t would be necessary to test out various assumptions with
reospect to the dimensions of the rectanglc before attempting to apply
the method outlined.

g. Vhenever this simple relationship. betwecn the width and depth
of the rectangle obtains, that is, when one dimension is a multiple
of the other, solution of a single cryptogram is relatively easy., The
reason for this is not hard to see. When the enciphering rcctangle is a

perfect square, every column of the D, rectangle 18 composed of letters

2
which all come from the same row of the D; rectangle. Hence solution
is in this case the same as though a false double transposition were in
effect, with merely the columns and the rows of a single rectangle
shifted about. When the width of the transposition rectangle is twice

the depth, a column of the D, rectengle contains half the letters

2
appearing on one row of the Dl rectangle; two columns therefore contain
all the lettors belonging in the same row of the D1 rectangle, If the

width were three times the depth, then three columns of the D, rectangle

2
would contain all the letters belonging in thc same row of the D1
rectangle, and so on. When the width ls half the depth, a column of
the D2 rectangle contains all the letters appearing in two rows of tho
D1 rectangle; when the width 1s one-third the depth, a colunm of the

Dy rectangle contains all the letters appearing in three rows of the Dy
rectangle, and so on. But when this multiple relatigpship no longer
obtains, solution becomes more difficult because each column of the D2

roctangle is composed of letters coming from several columns of the D1

rectangle, in an irregular distribution. Solution 1s, of course, most
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difficult when incompletely-filled rectangles are.used. However,
although solvable, even in the case of a single message, the solution
will not be dealt with in ‘this text.

29. Concluding remarks on transposition systems. - a. Pure trans-
position, that is, transpositiori by itself, without an accompanying
substitution or other means of disguise for the letters of the plain
text, hardly affords sufficient guarantees for cryptogrephic security
in .the case of a voluminous corres;ondence which must be kept really
secrot for any length of time. For no matter how complex the ncthod,
or how meny transpositions may be applied to the letters of a single
message, sight must never be lest of the fact that when there are
nany messages in the same key there are bound to be two or mors of
idenitical length; and when this is the case the: type of solution de-
scribed Iin Par. 26 may be applied to these cryptograms, the trans-
position. keys recovered, and then —all other messages in the same key
translated. ,

b. Transposition methods are, from the cryptog;aphic point of view,
rather highly regarded because they are, as "hand methods" go, rather
rapid in operation and usually quite simple. However, from their very
nature they entall the disadvantage that a single-letiter omission or
addition may render their decryptographing difficult if not impoasible
for the average cryptographic clerk. But from the standpoint of modern
cryptography the principal disadwlrantage of transf:os:ltion methods is
that thc;y can be mechanized only with great difficulty--certainly with
groater difficulty than is the case of substitution methods. Ouly omo
or two attempts have becn made to procliuce machinery for effacting trans-

position, and these have not been successful.
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SECTION VI ‘
MISCELLANEOUS TRANSPOSITION CIPHERS
Paragraph
Special designs or geometric figures seecsscsscssscesscases 30
REVO].Ving Srllleﬂ 00 PSPPI Ncsser RN aPIRONLRRCOIIROIONIRRIITDRTS 3
- Solution of emple N E 00 eNEREPOPERIENER0000000000600000 32
Concluding remarks on the solution of revolving grilles .... 33
Indefinite or continuous grilles ceecsssccsssssscscossescsns 3.

30. Special designs or geometric figures. - 1t is impossible

here to ‘elucidate and demonstratc by exsmple all the methods which may
be used for the solution of cryptograms produced by the many various
types of transposition designz or geometric figures other than the
rectangular ones thus far treated. Reference may be made to such
dosigns as triangles, trapezoids, and polygons of various symmotrical
shapes, Most of these dosigns, howover, are impractical for militery

. correspondence in any case, so that no attention need be given them in

this text. If such designs were used, although it might be difficult to

solve a single or even a few messages in the same key, the general

o solutlon later to bo described is applicable whensvor two cr more
messages of idenﬁical longths but in the seme key arce availablc for
study. Since most of thesc designs arc of a fixed or inflexible
character with regard to tﬁe mmber of letters that cen be accommodated
with ono application of the decsign to the plain text to be enciphered,
the production of several cryptograms of identical longth an the same
key is by no means an unusual circumstance. Thore are, however, one or
two methods which do warrant discussion in this text, the most important

being thoseo which use grilles of the revolv1ng,1 or continuous types.

1see Special Text No. 166, Advanced Military Cryptography, Sec. V.
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~

31. Revolving grilles. -‘g, In this type of grille apertures are
distributed among the cells of a square sheet of cross-section peper
in such a manner that when tho grille is placed upon a grid (a sheet of
cross-section paper of the same size as the grille) and turned three
times successively through angles ;f 90° from an initial position upon
the grid, all the grid cells (or all but the cenmtral grid cell) are
disclosed in turn. Correspondents must, of course, possess identical
grilles and they must have an understanding as to its initial position
and direction of rotation, clockwisc or counterclockwise. There are
two procedures possible in using such a grille. (1) The letters of the
plain text may be inscribed successively in the grid cells through the
apertures disclosed by the grille;-ﬁhen tho grid has been completely
filled the grille is removed and the letters transcribed from the grid
according to a prearranged route. (2) All the letters of the plain
text may first be inseribed in the grid cells according 1o a prearranged
route anl then the grille appliocd to the completely-fillod grid to
give the soquence of letters forming the eryptogram. The two methods
of using the grille are reciprocal; 1f the first deseribed method is
used to encipher a message, tho second method is used to deciphor the
cryptogram, and vice versa. The first of the two abovc-described
methods, the ono in which the plaln text 1s inscribed through the
apertures, will hers be reforred to as the alpha method; the second
method will be referred to as the beta mothod. "

b. The number of letters in a cryptogram enciphered by such a
device is either a perfect square, when the grille has an even number of

cells per side, or 1s 1 less than a perfcct squaroc, when the g&ille has
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an odd number of cells per side, in which case the central cell of
the grid is not discloséd and hence remains unfilled.?

c. The manner of comstruction and the method of use of a grille
entails certain consequences which can be employed to solve the
cryptograms and to recongtruet the grille itself. The student who
wishes to get a thorough grasp of thg underlying principles to be ex-
plained will do well to prepare a gr11193 and study the properties which
characterize cryptograms produced by its use. Thrée principles will be
brought to bear in the solétion of grille ciphers of this type and they
will be demonstratod by reference to the grille and message shown in
Fig. 4?.

d. The f;;st principle may be termed that of symmetry. When a
rovolving grille is in position 1 a certain nmumber of cells of the under-
lying grid ar; disclosed (uncovered). For cach such disclosed cell of
the grid there is a symmotrieally corresponding cell on the same grid
which is disclosed vhen the grille is turned to positions 2, 3, and 4,

boceuse the apoertures of the grille remain fixed--only their positions

change as the grille is turned in the procoss of enciphermont. Now two

successive apertures in pesition 1 will of course be occupicd by a

20f course, the cryptogram may consist of the letters produced by

several applications of the same g;;llp. For example, if a message of

. a e - - nl
) - 96 -
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plain-text digrapb (elpha method of encipherment). When ths grille
reaches position 3, after a turn of 180°, the two apertures concerned
will disclose two cells which will also be occupied by a plain-text

digraph, but the letters composing the digraph will be in reverse order

in the plain text. This property is true also of two succesgive

* apertures in position 2 when they turn up in position 4. Let the student
verify this by mcans of the grille which he kas constructod. Thus,
reforring to Fig. 43, at A 13 shown the grille in posltion i. Imn the
first row arc shown 2 aperturss, at coordinatos l1l-/ and 1-8. At B arc
shown the resulta of the first applicution of the grille to the grid.
Note the letters YO (first 2 letters of message) in cells 4 and 8, Now
notc that tho symmetrically corresponding cells disclosod when the
grille is in position 3 are cells 57 and 61 and those correspond to

cells 4 and 8 in the roverse order. The letter T in cell 57 therefore
symmetrically corresponds with letter 0 in cell 8; the lotter Y in cell
61 corresponds with letter ¥ in cell 4. The same 1s true of all other
lotters i1n positions 1 and 3. As a consequence of this propcrty of
grilles, a single cryptogram can be hnndled as though it were really two
cryptograms of ildentical length, having certain characteristico by means
of which an assumption made in one toxt may be verified by what it ylelds
in the other text. That is, when the cryptogram is transcribed as a
scries of letters in one line cnd ihe zame text is written in another
line under these letters but in revorsed order, then the superimposed
letters will bear the symmetrical relutionship pointed out in thas

- parcgraph. If two letters in the uprer line of such a transcription are

taken to form a digroph, the two correcponding letters in the lower lime
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L4
e Bl
—

must form a digraph but in reversed order in the plain text. For
example, if the cryptogram of Fig. 43 is written out as explained above,

b
the result is as shown at Fig. 44. Now the presence of the Q in position

12345678901RBUBVIBHIARBASDIYBYIPAR N
OOMYUCHOMUELARNLFHAIRLNERIDNPGEDO
SETYYBCTUSSIOERHETTUOTUCSEQEEH TS T
333, 3 BT BP0 1243144516 K718 190 5L 52 53 5.5 56 578 3 60 61 62636, ’
. TSTHEEQESCUTOUTTHREOISSUTCBYYTES
OEGPNDIRENLRIAHFLNRALEUMOHCUYMOO
FIGURE L4.

39 suggests that it be combined with a U. If the U in position 43 is
taken then the symmetrical digraph corresponding to QU would be LI; if
the U in position 56 is taken, the symmetrically corresponding digraph
would be MI. Furthermore, two-apertures which are in the same column

and which do not have an intervening aperture between them, will yleld a

good digrarh in all 4 ?ositions_pf the grille. For exemple, note
apertures 2-6 and 3-6 in Fig. 43-A. VWhen the grille 1s turned to posi-
tions 2, 3, and 4 thé& will disclose two sequont letters i1n each case.
An analysis of the syimetries produced by an 8 x 8 grille yields the
following table,.which shows what cells are disclosed in the other 3
positions whon an aperture is cut in any ome cell in ome of the four
positions of the grille. For example, an aperture cut in cell 11
(position 1) will disclose grid cell 23 when the grille takes position

2, grid cell 5, when the grille takes position 3, and grid coll 42 when

the grille takos position 4. )
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Positions: 1 3 2 4 13 2 4 13 2 4 13 2 4
1 ) 5 25 11 23 19 22
64 57 60 40 54 42 46 43
2 16 6 17 12 31 20 30
63 49 59 .8 53 34 45 35

) 3 2, 7 9 13 26 21 27
62 41 58 56 52 39 Lb 38

) 4 32 10 15 1. 18 28 29
61 33 55 50 51 L7 37 36

FIGURE 45.

e, The second principle may be termed that of exclusion. On
account of the system upon which the construction of a revolving grille
is based, a knowledge of the location of an aperture in one of the bands
brings with it a knowledge of 3 other locations in which there can be no
apertures. For exemple, referring to Fig. 43-A, the presence of the

. aperture at coordinates 1l-4 precludes the presence of apertures at

coordinates 4-8, 8-5, and 5-1. By virtue of this prainciple of exclu-

: sion, the number of possibilities for choice of letters in solving a
cryptogram prepared by means of a revolving grille becomes much re-
duced and the problem is correspondingly simplified; as will be seen
presently.

f. The third principle may be termod that of sequence. When try-
ing to build up text, the letters which follow a glven sequence of
plain-text letters will usually be found to the right and below, that is,
1f the normal method of writing was used (left to right and from the top
downward). For example, referring to Fig. 44, if the trigraph Q U E

- 1s to be built up, neither the U in position 5 nor that in position 10

18 very likely to be the one that follows the Q; the U in position 43 is
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the most likely candidate because it is the first one beyond the Q.
Suppose the U in position 43 is selected. Then the E for Q U E cannot
be the one in position 40, or in any position in front of 40, since the
E must be beyond the U in the dia.grgm. -

g- In solving a grille, it will be found advisable to prepare a
piece of cross-section paper of proper size for the grille and to cut
each aperture as soon as 1ts position t;ecomes quite definite. Imn this
way not only will the problem be s:lm'plified but also when completed the
proper grille is at hand. ‘

32, Solution of example, - a. Suppose the cryptogram at Fig.
4L3~G is to be solved. It has 64 letters, suggesting a grille 8 x 8.

' The cryptogrem is first transcribed\ into o square 8 x 8, yielding what
hns already been obtained as Fig. 43~F. The Q in position 39 suggests
that it is part of a word inscribed when the grille was in position 3,
since there will be 16 plain-text lotters inscribed at cach position of
the grille. Then a piesce of cross-section paper is prepared for meking

the grille as shown in Fig. 45-A, and an aperturse is cut'in the proper

position to disclose, in position 3, cell 39. It will be found that

this is the aperture locoted at co;rdinatos 4-2 of the grille shown in
Fig. 45-A., At the zame time tha other 3 cells numbered 4 in the 2d
band of the grille are marked so that thcy cannot bocome apertures. The
result is shown in Fig. 45-B. Conforming to the principle of sequence,
the U to be combined with the Q is sought to the right of the Q in

¥ig. 43-F. Thore are three candidatos, in positions 43, 46 and 56.

They yield:
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39 43

B M X 56
QU QU QU
IL I A IM

(=1 Iy (= AIy(=MIp)
All of the symmetrical correspondents of these 3 QU's are good digraphs
end 1t is impossible to eliminate a;& of the three alternatives. The
U in position 43 would place an aﬁérbure at coordinates 6~3 in Fig.
45-B; the U in position 46 would place an aperture at coordinates 6-6;:
and the U in position 56 would place an aperturs at coordinates 7-8.
All of these are possible, none being excluded by principle 2. Suppose
the Q U is followed by E. There are only two possibilities: an E in ‘

cell'51 and an E in cell 63. The following possibilities are presented:

39 4351 39 4363 39 4651 39 46 63 39 56 63

Q U E Q U E Q U E Q U E Q U E

I LR I L O I AR I A0 I MO

(zR L I} (20 L I) (=R A I) (=0 A I) (=0 M I)

None of the symmetrical correspoﬁdents of the ¢ U E's are impossible
socquences in plain toxt, a2lthough O A I ia not as probable as the others.
(The O could be the end of a word, the AT the beginning of the word AID,
ATM, ATR, etc.) Each of these possibilities would be tested by prinei-
ple 2 to see if any conflicts would arise ns to the positions of aper-
tures. As in all cases of transposition ciphers, the most difficult
part of the solution 1s that of forcing an entoring wedge into the strue-~
ture and getting a good start; when this has been done the rest is oasy.
Note what the results are when the proper sperturces are assumed for
QUEST in this case, as shown in Fig. 45~C. In position 1 this yields
OUR LI ...; in position 2 it yields two digraphs AN and UT; in position

4 1t ylelds two digraphs HA and RO. -The student should note that the
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T|2ielr|{s|9lL]T

L zlely 2 indicated digraphs AN and RO in

9 rA K 2| € positions 2 and 4, respectively, are

stylelitltlizl €l Y certain despite the fact that there is

vielzliTiTiC 4 a space between the two apertures dis-

€le €lz 9 closing these letters, for the principle

4 Yiectle ) | of exclusion has permitted the crossing
@ Llolsl7lelzlt off of this cell as a possibility for em

' aperturs.
FIGURE 45-C. b. Enough has been shown of the

(Grille in position 3) procedure to make furthér demonstration

unnecessary. Given the sequence OUR LI one begins to build on that, as-
suming a woyd auch as LINE. This yields possibilitics for tho place-
ment of additicnel aportures in the grille; these are tested in positions
2, 3, 4, and 50 on. When any 16 consecutive leiters of plain toxt have
.been esteblished all apertures have been zscortained and the problem
has been completod. Subsequent cryptograms propared by the same grille
can be read at once.
€. If attompts at solution on the basis of the alpha method of
using a grille have fanilod, the obvious modifications in procedure on
ihe basis of the bota method can readily be made.
33. Concluding remarks on the solution of revolving grilles. =~ N
a. Thore is nothing about the mechanics of rovolving agrillos which pro-
vents their employment in enciphoring complete words instoad of inditidual
lotters. Howover, tho assombling of whole words in intolligible sequences
and thus the recomstruction of the original plain text is a much eusia?
matter than asscmbling single letters to form the words of the original

plain text.

- 103 -




- REF ID:A56913

BBt et &

b. In case the same grille has been employed-several times with
separate grids to encipher a message that is considerably longer than a
single grid will accommodate (see fo;¥note 2, Par. 312), the several
sections each representing the set of letters enciphered on one grid
may be superimposod and the general solution described in Paragraph 28
may then be applied.

8+ In case the capacity of a grille is in excess of the number
required by the length of the text to be onciphered, either of two pro-
cedures may be agresd upon. The~grid celis which would otherwise be
unoccupied may be filled by nulls, of—the grid may be left incomplete.
As regards the former procedure, little more need be said than that the
presence of a few nulls will only delay solution a bit until the fact
that nulls are being emp}oyed for this purpose becomes established. But
the second type of procedure callé for more commont. If the grid is to
be left incomplete it is necessary, bofore applying the grille, to count
the number of plain-text letters and to cancel from the grid a number of
cells equal to the numbor of cells in excoss over the total number re-
quired. The position of thu cells to be cancelled must be agreed upon;
commonly they are thosc at the end of the grid. Such cells are marked
80 that when they beocome exposed during the rotations of the grille they
will not be used. Thus, for example, the grille shown in Fig. 43-A is
intended for a grid of 64 letters; if the message to be enciphered con-
tains only 53 letters, 12 cells of the grid must bo cancelled, and by
agroement thoy may be cells 53 to 64, inclusivo. The solution of a
single cryptogram of this sort,.or oven of several of them of differont

lengths, may become a rather difficult matter. First of all, cluos as to

?
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the dimé:_mions of the grille are no longer afforded by th:a totazl. number
of letters in the cryptogram, so that this information can -1be“obtained
only by more or less labor:;.ous expérimentation. Grilles olf_ yvarious
dimensi}c%zfisfmust be assumed, one after the other, until thq gorrect
dimens:l'O}xs have been found. In the second place, the symmotrical relation~

ships poinied out in Paragraph 31 no longer ebtain, so that a single

cryptogram cannot be handled as though it wers constituteéd of two mes-

sages of i1dentical length. 0Of course, in trying out any e-tssmned
dimonsions, the 64 letters of the cryptogram may be writton c-aut in two
superimposed lines, blanks being left for those positions which are
unfilled. The procedure thon follows tke normal linos. About the most
hopeful clucs would be obtainod from a knowledge of the circumstances
surrounding the transmission and affording a basis for the assumption

of probable words. Howcver, werc such a system employod for regular
communication therc would undoubtedly be casca of cryptograms of idontical
lengths, so that tho type of solution given in Paragraph 28 will be
applicable. Once a solution of this sort has blaen obtained, tho
dimensions of tho grille may be ascortained. Subsequent cryptograms may
then be attacked on the basis of the normal procedure, with such modifica-
tions os are indicated by the absonce c¢f the number of letters needed to
make a campletely-filled grid.

34. Indefinite or c‘zontinuou:a grilles. - a. In his manual of
cryptography, Sacco illustrates a type of grille which he has devised and
which has elements of practical importlznce. An oxample of such a grille
is shown in Fig. 46. This grille contains 20 columns of cells and each

column contains 5 apertures distributed at randem in the column.
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FIGURE 46.

There are therefore 100 apertures in all and this is the maximum °

number of letters which may be enciphered in one position of the grille. ,
The plain text as inscribed vortically, from left to right, using only
as many columns as may be necesscary to inscribe the complete message.

A 25-letter message would require but 5 columms. To form the crypto-
gram the lettors arc transcribed fr—om the rows, taking the letters from
loft to right as thcy appoar in the aperturcs. If the total number of
lettors is not 2 multiple of 5, sufficient nulls are added to moke it so.
In decryptographing, the total number of letters is divided by 5, thas
giving the number of columns employed. The cipher text is inseribed
from left to right and top downwards in the apertures in the rows of

the indicated mumber of columns and the piain text then reoappears in

the apertures in the columns, reading downward and from left to'right.

b. Such a grille con assumec 4 positions, two obvorse and two
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reverse. Arrangements must be made in advance as to which positions
will be employed.

c« The solution of a single cryptogram enciphered by onme and
only one position of such a grille presents a hopeless problem, for the
apertures being distributed at random throughout the grille there is
nothing which may be seized upon as a guide to the reconstruction of
elther the grille or the pldin text. It is conceivable, of course,
that a person with an infinite amount of patience could produce an
intelligible text and a grille conformable to that text, the grille
having a definite number of columns and a fixed number of apertures
distributed at rendom throughout the columns. But thore would be no way
of brbving that the plain text so0 obtained is the actual plain text
that was enciphered; for it would be possible to produce several "solutions"
of the same charccter, any one of which might be correct.%

4. However, suppose a grille of this sort were employed to en-
cipher a long message, requiring twocor more applications of the grille.
For example, in the case of the grille shown in Fig. 46, having a
capacity of 100 letters per application, suppose a message of 400 letters
were to be enciphered, requiring two obverse and two reverse applicatioms
of the grille, It is obvious that symmetrical relationships of the
nature of those pointed out in Paragraph 31 can be established., Of
course, if the grille ls used several times in the same position to its

full capacity, producing cryptograms of multiples of 100 letters, then the

A
In this comnection, see.Military Cryptanalysis, Part III,
Sec. XI, footnote 8. ‘
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sections of 100 letters may be superimposed and the solution in Paragraph
28 applied.
e+ If the grille shown in Fig. 46 were used to encipher two mes-

sages, one of 80 letters,, the other of 85, i1t would be possible to

solve these messages. For by eliminating 5 letters from the longer

message, the two cryptograms can be superimposed and handled as in Para-

graph 28. The difficulty would be in finding the 5 extra letters. Of
course, if it should happen that one of the messages required 3 or 4
nulls and letters such as J, X or 2 were employed for this purpose, the
nulls would be likely characters for elimination. But regardless of
this, even if letters of'medium or high frequency were used as nulls,
ratient experimentation would ultimately lead to solution. The latter,

it must be conceded, would be difficult but not impossible.

"

L]

Na
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SECTION VII

COMBINED SUBSTITUTION-TRANSPOSITION SYSTEMS
Paragraph

Monoalphabetic substitution combined with transposition s.... 35
Other types of combined substitution-transposition systems .. 36

L2

35. Monoalphabetic substitution combined with transposition. -
a. A message may undergo monoalphabetic substitution and the resulting
text passed through a simple transposition, When this is the case a
uniliteral frequency distribution will, of course, exhibit all the
characteristics of monoalphabeticity, yet the eryptogram will resist
all attempts at solution according to siraightforward simple substitution
principles. It is usually not difficult to detect that a transposition
is involved because there will not only be long strings of low-frequency
letters or high-frequency letters but what is more important, there will

be very few or no repetitions of digraphs, trigraphs, and tetragraphs,

since these will be broken up by the transposition. When a unillitoral

distribution presents all the external evidences of monoalphabeticity
and yet there are no ropetitions, it is almost a positive indication

of the presence of transposition superimposed upon the substitution, or
vice versa. (The former is usually the case).

b. When confronted with such a situation the cryptenalyst usually
proceeds by stages, first eliminating the transposition and then
solving the monoalphabet. It is of course obvious that the general
solution for transposition ciphers (cryptograms of identical length in
the samc key) will not be applicable heors, for the reason that such a

solution is based upon anagramming, which in turn is guided by the
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2o

development of good ;l-igraphs > tribgraphs, and pol'ygraphs. Since the
letters of a combifmd substit_ufion—transposition cipher are no longer
the same as the original plain-text letters, anagramming of columns
formed by superimposing identical-length cryptograms can yield no
results, because there is nothing to guide the cryptanaylst in his
Juxtaposition of columns. ‘

C. Of course, 1f it should happen that the substitution process
involves known alphabets, the cryptanalyst can remove the effects of the
substitutive process before proceeding to eliminate the transposition,
even 1f in the encipherment the substitution came first. For example,
if. a standerd cipher alphabet were_employed for the substitution the
u‘n:l.literal frequoncy distribution would give indications thereof and

the cipher letters could immodiately be converted to the normel plain-

text equivalents. The latter may then be studied as though merecly

r

[
transpésition-had been applied.. But if unimown mixed cipher alphabets

were employed, this initial comparlison.can not be accomplished and a
solution must wait upon the removal of the transposition before the
substitution can be attacked. -

d. Of course, if nothing is known about the system of transposition
that has been employed, there is hardly anything to do but experiment
with various types of transposiltion in an attempt to bring about such
an arrangement of the toxt as will show repetitions. If this can be
done, then the problem can be solved. For example, suppose that a
message has beon enciﬁhered by a single mixed cipher alphabet and the
subatitution text has then been ins::ribed within a reciangle of certain

dimensions according to one of the usual routes mentioned in Paragraph 5.
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Repetitions in the plain text will of course be preserved 1in the
substitution text but will be destroyed after the transposition has
been applied. The cryptanalyst, however, in his attempts to eliminate
the transposition may experiment with route transpositions of the
various types, employing rectangles of various dimensions as suggested
by the total nmumber of letters in the cryptogram. If he perseveres,
he will find one route which he will know is correct as soon as he

tries it because it will disclose the repetitions in the plain text,

although the latter are still covered by a substitution.

e. Practically all the methods of transposition which mey be
applied to plain text may also be applied to a text resulting from an
initial transformation by substitution. As already mentioned, route
transposition may be used; reversed and rail-fonce writing, columnar
transposition with or without keying and with complete or incomplete
rectangles are also possible. From a practical standpoint, koyed
columnar transposition applied to a monoalphabetic substitution is not
only a popular but also a fairly secure combination becausc in this case
the elimination of the transposition is a rather difficult matter. If
the rectangle is completely filled the problem is not insurmountable
in the case of a long message transposcd by means of transposition with
a rectangle of fairly small dimensions. For by assuming rcctangles of
various dimensions suggested by the total number of letters, cutting
the columns apart, and then combining columns on the basis of the
nunber of repetitions produced within juxtaposed columns and between

differcnt sets of juxtaposed columns, it is possible to reconstruct the

roctangle and thus remove the transposition phasc. This, however, is
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admittedly a slow and difficult process even under the ‘most favorable
conditions; and if the reétaqgle is incompletely filled the brocese -
is practically rutile; For in the le%ter case the lack of absolutely
clear-cut knowledge as to the lengths of the columns, the Juxtapositionl -
of columnar material becomes replete with uncertainties and enéenders
feelings of confusion, hqpelesenese, and inadequacy in the mind of the
cryptanalyst. However, he need not be wholly in despair if he is
confronted with a problem of this nature in war time, when many crypto-
grams beeeme e;eilasle for study. -Fer there are special methods of
solution suitable to the oceasion, created by special circumstances \
attendant upon the interception of a voluminous traffic. In subsequent
paragraphs the student will come to understand what is here meant by
the special circumstances and will learn of these special solutions.

36. Other types of combincd substitux10n—transponition syetems. -
a. There is no technical obstacle to the application of a transposition
to the text resulting from any type of substitutionm, ezen if the latter
is polyalphabetic or polygraphic in nature. Tho obstacles or rather
objections to such combinations a;e practical in their character--they
are too complex for ordinary use and the prevalence of errors makes
them too difficult to handle, as a general rule. However, they have
been and are sometimes used even as field ciphers. For instance, on
the southeastern front during the World War the Central Powers made
use of a somewhat lrregular polyalphabetic substitution involeing A
standard alphsbets and a keye? columnar transposition with incompletely
filled roctangles of a relatively large mmber of columns. Nevortheless,
messages in this system were solved by taking advantége of the possibility

of devising special solutions.
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b. Digraphic substitution, such as the Playfair cipher, may be
combined with transposition to yield cryrtograms of fair sccurity. But
here again the'elimination of the transposition phase by taeking adventage
of special e¢ircumstances or by rearranging tho text so as to uncover
the repetitions whieh are inevitable in the Playfeir-ciphsr, will result
in solutionm.

¢. A particularly fruitful source of combined substitution-
transposition is t0 be Jound in those methods generally designated as
fractionating systoms, wherein the substitution phase replaces each
rlain-text letter by an equivalent composed ;>f two or moro components or
"fractions" and then those components are‘subjected 1o transposition in
a second phase, This latter may be followsd by a third phaese, recom-
b:'i.nation of distributed compononis, and a fourth phase, the replacement
of the recombined componorts by letters. Thus such a system comprises a
first substitutic;n, a transpesition, a recombination, and a sucond
substitution.l In the subsequent paragraphs cortain systoms of this
sort will be dealt with in detail, ,They are interesting cxamples of
practical systems of cryptography which have been used in the field of
, military operations 1In the past and may agein be used i1n the future.

The first onc to be dia-c\.lssed 1s particularly interesting for this
Teason alone; but it 13 also of interest because it will serve as a
model for the student to follow in his study of -methods for the solution
of combined substitution-transposition ciphors in general.

-

l ) raa -
See Speclal Text No. 166, Advanced Military Cryptography, Sze. XI.
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SECTION VIII .

SOLUTION OF THE ADFGVX SYSTEM
- . . -, . Paragraph

Introductdry remarks tesesessrinsssssnsves s eresRORRRRL ., 5-3:7“
Special solution by means of ldentical endings sesscessess -
Special solution by means of identical begimnings weeecees- 39
Special solution by the exact factor method .cceoeesevsasae 40
General solution for the ADFGVX System escsenesnsssscsresne 41.
Basiec principles of the general 80lution ceeessscessencses 42
Illustration of 801ution ccecvessccessovccssssssccvccnnsns 43

-

37. Introductorj; remarllcs. - 8. One of the most interesting and
practical of the many melthods in which substitution and transposition are
combined within a single ;}tem is th\at known in the 11terat_ure as the
ADFGVX cipher.l In this ;;;stem a 36~character b:lpartite" sub—tit\ition
checkerboard is employed, in the colls of which the 26 letters of the
alpha~bet and the 10 digits are distributed in mixed order, ofte-n ac~
cording to some keyword. The row and column indicators (coordinates)
are the letters ADFGVX, and taken in pairs the lat;.er are used as
substitutes for the letters of the pla:in text. Th-ese subqtitultive : «
pairs are the-n inscribed within a rectangle and a columnar ~transposition
takes place, a.ccording to a nu;nerical key. The clif:her toxt consists
then merely of the 6 letters A,-ID, F,, G, V, and X. -

b. The ADFGVX cipher system was 1n1;;1élmted on the Western Front
by the German AJ;my on March 1, 1918, for communication between higher
headquarters, principally between headquarters of divis:lon-s and corps.

VWhen first instituted on March 1, 1918, the checkerboard consisted of

25 cells, for a 25-letter German alphabet (J was omitted), and the 5 e
1

Special Text No. 166, Advanced Military Cryptography, Sec. XI. .
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letters A, D, F, G, and X used as coordinateé. On June 1 the letter V
was added, the checkerboard having been enlarged to 36 cells, to take
care of a 26~letter alphabet plus the 10 digits. Trqpsposition keys
ranged from 15 to 22 numbers (inclusive) and both the checkerboard and
the transposition key were chunged daily. The number of messages 1in
this system varied from 25 a day upon the inception of the system to as
many as 150 per day, during the last days of May, 1918. The first
solution was made on April 6 by the French. The cipher continued in
use rather extensively until late in June but from that time umntil tye
Armistice the volume of messages diminished very considerably. Although
only 10 keys, covering a period of as many days were ever solved, the
proportion of solved messages in the whole intercepted traffic was
about 50%. Thls was true because of the fact that thc keys solved were
those for days on which the greatest number of messages was intercepted.
The same system was employed on the southeastern front from July, 1918,
to the end of the war. Keys were in effcet at first for a period of 2
days and beginning on Scptember 1, for a period of 3 days. In all 17
keys, covering a total of 4/ days, were solved.

C. At the time that the Allied cryptanalytic offices were working
with cryptograms in this system only three mothods were known for their
solution and all three of them are classifiable under the heading of

special solutions, because certain conditions had to obtein before they

could be applied. No general solution had becn developed until after
hostilities had ceased. Because they are interesting and useful some
attention will be dovoted to both the general and the special solutions.

Sinece tho special solutions ars easy to understand and serve as a good
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introduction to tﬂe genar%l solﬁtion, they will be taken up first.
38. Special solution by means of identical ?ndings. - a. In Par.
2, 1t was demonstrated hod the qplution of k;y;d columnar transpositiPn
ciphers can be facilitated and ;%mplified by the comparison of two crypto-
grams which are in the same key and the plain-text endings of which are °
identical. It ;as noted in that case tha; a study of the irregularly
distributed cipher-text identities between tﬁe two cryptograms permits
of not only cutting up the text into sectioms that correspond with the
long and the short columns of the transposition rectangle but also of
eétablishing the transposition key in a direct manner almost entirely
mathematical in nature. When this has been accomplished the plain
texts:of these two messages are at once disclosed, and all other mes-
sages in the same key may be read by means of the key so reconstructed.
b. The same method of solution is mpplicable to the similar
situation, if it can be found, in the case of the ADFGVX system, except
that one more step intervenes between the reconstruction of the trans-~
position rectangle and the appearance of the plain text in the rectangle:
a monoalphabetic substitution must be so}ved, since the text in the
row; of the rectangle does not consist of plain-text letters but of
pairs of components representing these letters as enciphered by means
of g bipartite substitution alphabet. Moreover, this latter step is
comparatively simple when there is a sufficient amount of text in the
two rectangles; 1f not, additional maperial for use in sol;ing the
monoalphabet_cun bq obtained from other cryptogram% in tﬁé‘same key, if -
they are availeble, since the transposition key, having already beon

reconstructed from the two cryptograms with identical endings, will
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permit of 1nscribiné all other cryptograms in the same key within their
ﬁroper rectangles.

¢. A demonstration of the application of the prineiples in-
volved in eudh a golution will be useful. The following cryptograms

have been intercepted:

No. 1
XVAAX VDDAG DADVF ADADA FXGFV XFAXA
XVAVF AVXAD GFFXF FGAGF DGDGD DGAFD
AADDD XDAVG GAADX ADFVF FDFXF GFGAYV
AFAFX FFXFX FVDGX AFFGX AAAVA VAFAG
DDFAG VFADV FAVVX GVAAA FDFAX XFAAG
DX

No. 2.
FDFFF FVFAD DVFVD GAFDF.DAGAD FDFAF
GAXGD VXGFX VXDXV AAAAD GXFFD VFAAG
VGVFF FDAFF FXDAF XGAFD VFGXV DDFAD
DAAAX AAFFA FVFXF FAXXA XDGXA VDAVF
DFAVX VADXF AXFUEX XAAVX XADXA AAVVG
AGDXX FDFAX FDGDF FXDGX FAGDF FDDVD
DXDATF AGXXA FGAYV

d. 'The delimitation and marking of identities batween these two

cryptograms is a procedure similar to that explained in Par. 24b,
except that a little more study may te necessary in this case because
occaslonally there may be considerable uncertainty as to exactly where
an identity begins or ends. The reason for this is not difficult to
understand. Whereas in Par. 24b the process involves "unfractionated"®
letters and there ars abtout 18 or 20 different letters to deal with,
so that an "accidental identity" 1s a rather rare occurrence, in the
presont problam tho process involves fractions of letters (the com-
ponents of the bipartite cipher equivalente), and therc are only 6

difforent characters to deal with, so that such "accidental identities"
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are quite frequent. Now thelcryptanalyst is pot able at first to
distinguish between these accidental identities and actual identities
and this is what makes the process gomewhat difficult. What is meant
will become perfectly clear presently.

©. Taking the two illustrative cryptograms, the first step is to
ascertain what identities can be found between them, and then mark off .
these identities. For oxample, ?t is obvious that if the messages egd
alike the last several lett;rs in No. 1 should be found somewhers in
No. 2, and likewise the last several letters in No. 2 should be found
somewhere in No. 1. The mumber of letters in identical soquences will
depend upon the length of the 1dentic;i toxt and the width of the trans-
position rectengle. Searching through No. 2 for a seguence such as
AGDX, or GDX, or at least DX, the tetragraph AGDX is found as letters
151-54. The lest column of No. 2 ends with FGAV; searching through
No. 1 for a sequence FGAV, or GAV, or at least AV, the tetragraph
FGAV is found as letters 87-90. These identities are underlined or
marked off in some fashion, and search is made for other ldentities.
It would be a great help if'the width of the transposition rectangle
were known, for them 1t would be possible to cut up the text into
lengths approximately corrssponding to column lengths, and this would
then restrict the ssarch for identical sequences to those sectlons
which corrospond to the bottoms of the columns. Suppose the key to
contain 20 numbers. Then the roctanglc for No. 1, containing 152
lotters, would comsist of 12 long columns of 8 lettevrs and 8 short ones
of 7 letters; that for No. 2,’containihg 19/ letters, would consist of -

1/ long columns of 10 letters and 6 short ones of 9 letters. If that
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were correct then in No.. 1 the end of the first column would be either
XVDD, or XVD. Searching through No. 2 for either of these a sequence
XVDD is found as letters 84-7. Column 1 is probably a long column in
No. 1. The word Erobaﬁlx is used because the identity may extend only

over the letters XVD, and the next D may be an accidental similarity,
since the chances that D will appear by pure accident are 1 in 6, which

is not at all improbable. It must also be pointed out that a certain
number of telegraphic errors may be expected, and since there are only
6 different letters the chances that an F, for example, will be re-
ceived o; recorded as a D are fairly good. Column 1 of No. 2 ends
either with VFAD or VFA. Searching through No. 1, a sequence VFAD is
found as letters 14~17; a sequence VFA is found as letters 34-6; a
sequence VFFD is found as letters 79-82; a sequence VFAD is also found
as letters 126-130; a sequence VFA is found as letters 131-3. Here are
saveral possibilitios; which is the one to choose? Two of these

possibilities coincide exactly with the full sequence being sought,

VFAD. One of them is at 14-17, but this is rather unlikely to be the

correct one. For if an hypothesis of a key of 20 columns is assumed,

as has here been done, then column 2 must contain either 8 or 7 letters
and to assume VFAD in positions 14-17 would make column 2 a column of

9 letters, which is inconsistent with that hypothesis. The other VFAD
sequence, at 126-30, remains a candidate, since at this stage it _is

not possible to tell just where the ends of the columns are, and there
is therefore nothing to indicate that this possibility may be ruled out.
Another section of the text of one or the other cryptogram is sslected,

with a view to establishing additional identities. To go through the
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~

vjrhole process here would consume 100 much spece and time. Moreover,
it is not necessary, for the only purpose in carrying the demonstration
this far is to indicate to the st_udent the general procedure and to
show him some of the difficulties he will encounter in the identifica-
tion of the sin_xilar port:llons when the text is composed of only a very
111r;ited g\gnb_er- c;fﬂt-lif;'e-rent‘ letters, In this case, after more or less
tedious experimentation,, the hypothesis of a key of 20 columns ie es-
tablished as correct when two sets of 20 identities are uncovered and
the identities are found to be as shown in Fig. 47.

f. A table of equivalencies is then drawn up:

No. l. eeees, 323 4 5.6 78 91011 12131415216171819 20
. NO: 2. e0eee 968101311 1721915 7201412 518 1 4 316

Since the rectangle for No. 2 has 2 more letters in the last row than
the rectangle for No. 1l, two ;:hains of equivelents at 2 intervals are
constructed. Thus: -

1--2—-3-—4---5--6-:1r—8--2-10-11-12-12-15—-1§-16-lz-18—-12-20
1 9 19 3 8 2 11 7 17 .

L, 10 15 5 13 14 12 20 16 18

These chains must now be united into a sirngle chain by proper 1n1:er-
locking. Since cryptogram No. 1 has 12 1oné éolumns, and since the
identities of these 12 columns are now known (1, 3, 5, 7, 9, 12, 13,
14, 16,17, 19, 20), the 1nxerlockjng of the two cheins and hemce the
transposition key must be this: l

1-2==3-=}=5==b=T=~8~-9-10-11-12-13-14~15-16~17-18-19~20
7~5-17-13-1-14-9~12-19~20~~3-16~-B~18~~2-=4=~6-10-11~15 -

&+ The two cryptograms may now be transcribed into their proper

" transposition rectangles, as shown in Fig. /8.
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No, 1.

5 10 15 20 25 30
XVAAX VDDAG DADVYF ADADA FXGFV XFAXY
1 2 3 4

35 40 45 50 55 60

XVAVE AV)_{IAD GFFX FGAGF DGDGD DGAF
5 7 8

70 85 90

AAD,DD XD_A_gVG GAAD J_:;ADFV FDFXFG ' G AV
12

100 105 110 115

120
AFAFEY_ FFgFX FV@GX AIFFGX E ﬂlVA VAFAG
1

125 130 135 140 145 150
gnrAG v FAD]V FAVYX S‘JVAAA FDFAX XFAAG
is8 19
D x|
~20
No. 2.
5 10 15 20 25 30
FDFFF FVFAD DVFVD GAFDF DAGAD gDFAF
1 2 3
35 40 45 50 55 60
GAXGD!VXGH?‘X VXDXV AAMAD GXFFP VFIAAG
A 5
65 i 75 80 85 90
VGV EFF FDIAFF FXDAF XGAFD VFGXYV DD|FAD
7 8 9
95 100 105 110 115 120
DAABAX AAFFA FVYFXF FAXXA XDGXA VDAVF
10 11
125 130 135 1.0 145 150
D|FAVX|VAL‘XF A@Fm_q XAAVX XiuDXAa AAVYG
13 15
155 160 165 170 175 180
GDX|X FDFAX FDG F FXDGX FAGDTF FDDVQ
&"‘6—](‘1 18
185 190
DXDA|F AGXXA Eem_rj
19 20
FIGURE 47.
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+
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|

25713 1Y 9RO 2]68.'82561)115 PYD3%8B2L6DLL
FXDAXFAFVIXANGVATAVAF AFXVFVAFPFPFFAAFDFAFAX
GVFFVXAXAXDADFGVDGDF AXFDDAFAFADAFFVGDAFA
AAAAAFDFAFAVDADXGGFG GVDAFDDXDGAAFXFAGDTA
GVGFAVDGAADAGVAFFAVY VXFVFXVXDXGVFDVXXDAYV
FFYVXXDDFFAATAVDAFAFA GDAFFFFAVXAVXGDGTFTAFX
DAFFVGXGDGFAFXVXXDFA VXXDFAGXDADGDXGDFAVX
GVAFDXDAFDXGDGFAFXDA FVFFVXXDDFFAATAVDATFTA
DXDXDAAVAXGD " FADAFPVGEGXGDGFAFXVXXD .
FAGVAFDXDAFDXGDGFAFX
DADXDXDAAV}XGD .
No. 1. - No. 2.
‘ FIGURE 8.
75171314 9R1VD 36 8B 24 60115 7B 1 PYD»3%gB2sL6D11
H A VvV E 0O R D E R E E X P E C T £E N E M

FXDAXFAFVIAVGVAFAVAT

D ¢ 0 M M A N D I N
GVFFVXAXAXDADFGVDGDF

G ¢ E N E R A L 2 3
AAALAAFDFAFAVDADXGGPFG

P B R I G A D E T O
GVGFAVDGAADAGVAFFAVX

¢c 0 U N T E R A T T
FFVXXDDFFAAFAVDAFAFA

-

A C K wW I T H O U T
DAFFVGXGDGFAFXVXXDFA

D E L A Y W I T H A
GVAFDXDAFDXGDGFAFXDA

L L A R M S
DXDXDAAVAXGD

No. 1.

AFXVFVAFFFFAAFDFATFAX

¥ Y A T T A ¢ K A T
AXFDDAFAFADAFFVGDATA

D A Y L I 6 H T s T
GCVDAFDDXDGAAFXFAGDTFA
O P H 0 L D Y O U R.
VXFVFXVXDXGYFDVXXDAYV
8" E ¢ T O R W I T H
GDAFFTFTFAVXAVXGDGFATFX

©o U T F A I L 8 T O
VXXDFAGXDADGDXGDFAVX

‘P ¢ 0 U N T E R A T
FYVFFVXXDDFFAAFAVDAFA

T A ¢C K w I T H 0 U
FADAFFVGKG—DGFA‘FXVIXD

T D E L A Y W I T H
FAGVAFDXDAFDXGDGFAFX

A L L A R ¥ S
DADXDXDAAVAXGD

No. 2. '

FIGURE 49. - - .
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h. A frequency distribution 1s now made of all the bipartite
pairs, so as to solve the enciphering checlkerboard. There 1s no neces-
sity for going through this part of the solution, for i1t falls along
quite normal lines of monoalphabetic substitution. The checkerboard 1s

found to be as :E'ol}.ows:2

AID|F|G|VIX i. The two plain-texit rectangles are
A G| |Ef |RIM
D Al INJT} |L | shown in Fig. 49.
F T{¥IC{3|P|H
G S|B|2|D|F Je Speculaling upon the disposition of
v K| |0
X ‘-—ﬁl Viw|X the letters within the enciphering checker-

board, it socon hecomes evidont that the key-phrase upon which i1t 18 based
is GERMAN MILITARY CIPHERS. The digits are insertod immediately after
tho letters A, B, C, ..., as they occur in the mixod sequence, s0 that

the complete chockerboard is aw shown in Fig. 50:

ADFGVX The transposition key was cvidently dsrived
A Gl6]|E|LIR| M
D AllIN|I|8]L from the first 20 lettera of the mixed soquence:
F JP[H
G TiS|B(2|D|F GER MANIL T Y CPHSBDFJT X O
v F_Z.T GIK|@] 0 7=5-17~13=~1~1/-9-12~19~20-3-16~8-18-2~4~6-10~11-15
X QIBIVIWIXIZ

Tho date (20th) indicates that the tronsposition
FIGURE %0.

koy will have 20 numbers 1n it.
39. Speciol solution by mecans of idontical boginnings. - a. In
Par. 23 was danonstrated the cethod of solution based upon finding two

cryptograms which arc in tho seme key and the plain toxts of which begin

2Since tho 1st cryptogram is add-ossed to tho CG 234 Braigade and the 24
ceryptogram menticns that the com.ander of that brisgtdo has beon ordercd
to do so and 50, the gsoluticn of the groups GG (= 2) and FG (= 3) 1s
made br infercnce. This gives thoe placement of thueac two digits in the
ciphor square.
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with the seme words:- The application of thi,s— method to the correspond-
-ing situation in the case of t];le ADFGVX system should by this time be
obvious. The finding of identical sequences is somewhat easier in this
case than in the case of identical endings because the identitles can

be found in parallel progression from the beginning to the end of the

two cryptograms being compared. Moreover, the discovery of two crypto-
grems with similar beginnings 1s easier than that of two with similar
endings because in the former case the very first groups in the two
cryptograms contain identitios, whereas in the latter case the identi-
ties are hidden and scattered throughout the texts of the two cryptogram
On the other haond, the complete solution of a case of identical endings
is very much more simple than that involving identical beginnings be-
cause in the former case tho establishment of the identities carries with
it almost nutomatically the completo reconstruction of the transposition .

key, whereas in the latter this is far from true and additional crypto-

1.

groms may be essontial in order to accomplish this sine gqua non for the
solution.

b. The following represent 8 cryptograms of the same date, assumed
to have been enciphered by the samo key. The crypiograms have been

No. k.

A XFAAX DXGGF FVFXF X DGAGTF
D VGGDA AADXX DXAFF A DFFDA ;

= Q

GXD
AAD

"o

YVDDF
AGDA

No. 2.
GXDDA DDGDF VGXAX XXG6XG AAAAD FADDX
AVDXTF XAD

~

_1—24-




CAGEMEM<LA A <n <AadmEbd1a > <A
ARAR<ENMSA oA B AR AN MO O
<ATAME XA Py < <o CHAAAKAN< KX =AAA
AP RO A RS <A Foo b= OHOdd I BRNA Ao
AALHO KD < fot By o b MmO ARNEAAQ D B An
AN < b 1 54 A AMAA<I-IA R < AAXS
<HOARLSE < A < o AROCABKAA < Ao
' <<ARMCAREE B 5 by dodH<BMA<LA foa Fer e 4
CERORGAE <> Ao A ManoAodA<dA MO RO
o bl <t O et < b o M A AmAMAQ<EEA <t b4 b
M ARAPC O LA B < o 1OABAbLKD O B O b <
MO A< < < 54 oA MAaPobARM<AA aaaA :
M AR<bAB<LBA R~ & < CEACALDEAGA AT < ~
. & SmOA<EOC - 3 i & A $ PRP<EmOROGdO . AKHE> o
m | o oRo<dKKAg | D RmbB | AU KRERNAA S 2 Al _
2 A<l <M 2 ma S S B A b bR O By B 0 iyt
Fy BHOOAGA R <& 4 A <AaA ARl << % MmO
M ERd<n<dd <t Ao A M OEPOCCAAS R Fo O A b4
MAS Gl A a AxKA B> Qo By O R < B ABXA
PERAPAdLA R o A b - HOopPbdRO>AR A
HEEOBERSKOA o5 BB mMEs<AMARA .
ARANMAGD FO KN -3 < <AaA O A< d>AN nAAM
ABER<ARRAD< oy < b4 Ao MEERE><EHA AAX®
M OO o M oA oA < Moo Gt 5 ed b Oy g P<LmA
BoAXAAP<LAD < AaoA ACOAASE<HD A
<A< ABEHE b4 <t A< b adRAOE MmO < B 4 < P
<A NN Py b4 <M dAdAmdb<4A O KM e
dAXNDNPEA DM ®A <<n AR MmO QA M et < A
AR<CAAQOR << B 5 A < -4 ARACAANEE<S sAkAA

_ MaAHSOmEREdOY <A KMAM MoRUdAAQAMaPEQ <AAAK
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No. 8.
DFGFX DFAFF XDXAG ADGGG DDFGA XGVDPF
VVFDA AAXGD AVDVA DDGVD AFAG

examined for identical beginnings, and numbers 3 and 6 apparently begin
alike, identiei;l portions being underlined as shown. Now the number -
of identical sgctions in the two crypt'ograms is 15; this indicates that
the width of 1'1he transposition rectangle is 15. Therefore, No. 3 (290
letters) has 5 long columns of 20 letters and 10 short columns of i9
letters: \(:15 x 20) - 10 = 29(3 No. 6 (302 letters has 2 long columns

of 21 letters andr,lB short‘ columns of 20 letters. Els x2l) -13 = 302,
The identical sections in No. 3 and No. 6 having been marked off as

shown in Fig. 51, the next step is to transcribe the texts into their
correct column lengths as given by the study of identical sections,
writing them merely in thoir serial order, as shown in Fig. 52. In this
transceription no serious difficulty is usually encountered in the divi-
sion into correct column lengths, this process being guided by the
identical sequences, the number of letters between the identical
sequences, and the maximum and minimum lengths of the columns as cal-
culated from the dimensions of the ;ectcmglo. Whenever difficulties are
encountered in this process, they are brought about by accid;ntal id;n-
tities of letters before and after the true or actual identical sequences.
In the present case no such difficulties arise except in going from
colum 12 to column 13. The identical sections for column 13 here con~
sist of the sequence A FFAATF; if these sections are placed at the s
head of column 13, it leaves column 12 one letter short at the bottom

, -
in each diagrem. This means that the initial A's in these identical
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XDAAA
AE%AD
XAXVA
ADAFA
GDXDV
FGVXD
FFDXG

AAGAG
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No. 3.

GXDDX VFFVD -GADFD XAAAG
’ 2

GVGDYV FDFXA

DXFXF

3
DGAGF

XFAAG VAAGA

DADAY
DIGD9DF
VGDEG

AFDGX

GAFVX

12
DGGFG

GAFFF GXAXD

15

~

<DAAY
1

GDFDA AAGAX ,

DXDGF

FDXAX, GAXFF

4
GGFDD

DVFFYV

ADFFG DGFDA

7
DDDAVYV

GAVAD

DXDVF FIVAX

10
XFDagG

AFFAA

AGAVD

EFFDYV

13
VAXDA

DG

GADXD

DADDD

AFAGY

GFXAFT

GGADD

AFAXD

AGDGX

FDVDY

5
DXFDA

GADAG AAAFG
8
AF¥GXG VDDAX XDVFF

AVADA XDAFA

AFATX

11
XGGAG

DAAAF DaDAD

14
FDDFX

AAAAA

No. 6.

XVaeDD

DVFDTF

3
VDVAF

TAGY A

AFGAX

FGDDF
9
GFDAG

VAGATF

AVYGXA
DFFDD
GVDVD
XAAGG
FFDVD
FDGDYV
XFTrFF

DDAV

12
DFFATF

DAGDG

VFAFF FGDDA

15

TIGURE 51.
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AFDGF

AATFFA

DFADG
DDDFD
avene'
XFDEF
GDXA;'
10
VFXXX

AFRDGA

13
XVvVvaAX

DXAAD

2
FDDFX

ODDAGD

FVADD

XGGAA

FXXTFD

HGDAA

5
XGXDD

DDAGA
8
DGGXA

DADXF
FADAY

XAXDA

AAXDA F,VDXG
11

vDDDD

DFXGV

GAAAF DXAXA

14
DDDFA

GDFAX
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N No. 3 No. 6 .
12345678901 RBYL 123456789DL1RBLY
anTgAD%GxAAFﬂ% X[D]DF|D|A; DiDIG{X A A|FAIA
DI X[VID|D[G|F [A[D[DIX|C[FATF] - -1 D|X|V|D|DIG[F|AID|D X|G|F|A[F
A[AIF|X|A|VIF|GID|VID[A[AIATF | A[A|FIX[A|V|T|G|D[V [D]A[A[ATF

A|D|A|GIA[GIA|F|FIA|F|A|F Al A|D]|A]GIA|GJA|F[T [A[F]A[F]F
X{DIX 7 iy TVIDIFX T DIF(D '
o e XIVICo X EF T ATS I DI X|B[CIG[A[ )= X0
DIAJA[X[A[DF[ATFIX D GIFA|GIA[TDIGIV -
F|G[D[X[F|V|G|G[D[F|A[ATATX D| G{F|X|D| G D|A[D|A X|AD[X[A
A|FX[V[D[D|G[V|X[D[F|G| DD A|D[FIAIGIA[V[VIX|G[V[V]A]D
D|X|F|G|VIAID|A{GG[A[AIX[F FIA|[D|F{A[X|A{D|D[GX[V|DIVID .
G[A[X|D|D|D [X|F[V[F|E|F[ VD X[ G|F[V|G|G| F|D|G| F|F D[ F|A]D
A|F|F[G|VIAIAIG|GIV[X|V| VD V| D| D} D| GIX| GDIGID D[ DI F[X[F
FIA|D[A]D{V [X|X| D] F{X[X A[F G F[D|VIF| D[ AlA|X| AJATDIAI DIA
D|F|G|D|X|D [F |G| F[X| G| D[ X|X | DIDIFIAIDIDXIVIA|GIGIDIFIAIG
A|AJATA|F|AG|VIGIX| Gl G F|A D] A|X| | D| D ¥|G|X| X|A;D| D G|D
D X|G|F|D|D|V|DIA[XA[GI V]A L ATA[F[C| DA F[A[AF[G, F[AA]F
G| D|FA[A[DIX|D| V] A GIF[ A 1A VAX[V|[V] D D[V gAéggﬁ
vgexﬂng ERERR G| X| D] ¥ X| V|A|D, ¥ |V! .
Bl CERE N REER Dla A F[V[¥| 7 D|D[& F|D V]Gl DD
[ _IDIA[A] 1A [T 11e AX[D[D| V| A DIF|D AV MG V|G
| 1V [F
FIGURE 52.

sequences represent an accidental identity; these A's belong at the

bottom of column 12 in each diagram, and the true identical sequences

are F T AATF, and not AFFAAF. In some caseg there may be many

more instances of sucg accldental ideﬁilties before and after the trﬁé ]

identicel sequences. Another thing to be noted is that the 1dentical

beginnings in this case run along for ét least 4 compioto rows and part

of the 5th Tow in the t;an5position roctangle. Thereforo, th? identical

sequences should coﬁsist of not less than 4, and not more than 5 leptcrs;

any letters in excess of 5 in any identical scquence are accidental

ldentities. Therc are several such accidental i1dentities in the case

under study, viz, in columns 5 and lé: ‘ 3
C. Now comes the attempt to place the colummns in proper sequence

in the rospective transposition rectanglos. Since No. 6 has only 2 long

2

columns, viz, 5 and 12, it 1s obvious that those iwo columns belong at
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the extreme left of the rectangle. Their order may be 5-12 or 12-5;
there is no way of telling which is correct just yet. Since No. 3 has
5 long columns, viz, 3,4,5,7,12, and since from No. 6 it has been as-

N cortained that 5 and 12 go to the extreme left, it is obvious that
columns 3, 4, and 7 occupy the 3d, 4th, and 5th positions in the
rectangles. Their order may be any permutation of the three mumbers
3y 4» and 7; their exact order must be ascertained by further study.

8. In this study to fix the exact order of the columns and thus to
reconstruct the transposition key, advantage can be taken of the diverse
lengths of other cryptograms that may be available in the same key. In

this case there are 6 additional cryptograms, Nos. 1, 2, 4, 5, 7, and

8, suitable for the purpose. The following calculations are made:

. Cryptogram Total No. Lengths of No. of columns
No. of letters columns Long  Short
1 60 4 All same length
. 2 38 3 and 2 8 7
A 62 5 and 4 2 13
5 ¥ 5 end 4 14 1
7 12 9 and 8 4 11
8 54 4 and 3 9 6

Now No. 7 has 4 long columns, and these must consist of four columns
from among the five already ascertained as falling at the extreme left,
viz, 3, 4, 5, 7, and 14. Columns 5 and 1) have furthermore been placed
in positions 1, 2, leaving columns 3, 4, and 7 for positions 3, 4, and
. 5. Which of these three possihilities is to be omitted es a long column
in No. 7? A means of answering this question involves certain considera-
tions of genmeral importance in the cryptanalysis of this typo of system.

©. Conglder a transposition rectangle in which the number of
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columns is even, and consider specifically the let pair of columns in
such a rectangle. The combinations of bipartite cqmponents formed by
the juxtaposition of these 2 columns correspond to plain-text letters,
and therefore the distribution of the bipartite digraphs in these
columns ‘'will be monoa_lphabet:l.c in character. The same 18 true with
respect to the bipartite compo;.ments in the 3d and 4th columns, the 5th
end 6th columns, and so on. Hence, if a long cryptogrem ,gf this nature
is at hand, anji if the two columns :vhich belong at the extreme left

can be'ascertainled, ‘than a distribution of the bipartite digraphs formed

by Jjuxtaposing thesa' columns should not only be monoalphabetiec, but

also this dietribution, if it is at all normal, will afford a basis for

matching other columns which will produce similar distributions, for the
text as a whole is mc-:noalphabeigic. In this way, by proper matching of

cblunms, those which really go toguther to form the pairs containing the
bipartite equivalents of the plain-;ext letters c_a:i be ascertained."
From that point on, the solution of the problem is practically the same
as that of solving a columnar transposition cipher with non-fractionated
letters. ‘

f. But now consider a plain-text rectangle in the ADFGVX system,
in which the number of columns is odd, and consider specifically the
1st pair of columns in the rectangle. Now only the alternate combina-
tions of bipertite components in these columns form the units of plain-
text letters. The same is true of the bipartite components of the 3d
and 4th, the 5th and 6th columns, and so on. In all other respects,

however, the remarks contained in subparagraph © apply equally to this

case where the width of the rectangle is odd.
\
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£+ Returning to the problem under study, it has been ascertained

that columns 5 and 1/ fall at the extreme left. Whether their correct
order is 5-1/ or l4-5 cannot at the moment be escertained, nor is it

essential. The thing to do is to make a distribution of the bipartite

* pairs and see what it "is like. Since the width of the rectangle here

is odd, only the 1st, 3&, 5th, ... pairs down the columns can be dis-

tributed in a frequercy square. The results are shown in Fig. 53.

No. 3 No. 6
Col. Col. Col. Col.
R —2 = 4
1 D A 1 ~D A
D A D A
3 A A 3 A A 24
G ¥ G T
5 D D 5 D D ADTF GV X
¢ A G X -
7 X D 7 @ A Al
s v > 9 s 3 p |nlnl {]
. G X A v
11 D v 1 ¢ A st T i
G v ¢ X
. 13 A A 13 F D G n
D X D © A
15 A F 15 D G v ni!
F v D A
17 A A 17 W D X !
X D F X
19 7 D 19 F D
A G v v
21 v F
FIGURE 53.

h. The distribution is fairly good. Five occurrences of AA are
noted, 3 of FD. These must represent high-frequency letters. The

. ¢ test for monoalphebeticity may be applied.

E (¢p) - 0667 x 21 x 20 = 28,01

E (e ) = .0385 x 2 x 2 z 16,17
b=(5x4) +(2x1) +(2x1) +(3x2) +(2x1) + (2x1) =34

~
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The observéﬁ value.gf ¢ 1s considerably greaée; than the expected value
for plain text and more than twice as ﬁuch as the expected value for
random text. Using the distribuéiop in Fig. 53 as a basis, an attempt
is made to add to the 5-14 combination a column selected from among
columns 3, 4, and 7, so that the 24, 4th, 6th .., pairs down the 2d and
3d columns in the rectangle will give bipartite pairs that will conform
to the distribution noted in Fig. 53. S-ince the results sought will be
very materially affected if the combination 5-1/ should reaclly be 14-5,
all possible combinations of 5-=14 and 14-5 with 3, 4, and 7 must be
tried. The various combinations tested arc shown in Fig. 54.

1. Frequency distributions are now made. If combination 5-14-3 is
correct for No. 3, it as also c;rrect for No. 6; hence, a single dis-
tribution 1s made of the bipartite pairs in lines 1, 3, 5, ... Of columns
5=14,-end of the pairs in lines 2, 4, 6, ... of columns 14-3. Similar
distributions are made of the-pairs given under eacn of the other com-
binations. These distributions are shown in Fig. 55.

. 4+ Those distributions are now tested for monoalphabeticity, by
epplying the ¢ test. The number of occurences.in each distribution is
Jl. Then 41 x 40 x .0667 = 109.4 is the expected value of 1: for plain
text; 41 x 40 x .0385 = 63.1 is the expected value of ¢ for ramdom text.
Here are the calculations for the first distribution (combination 5-14-3)

yielding tho observed value of § as 76:

(5x4) 4+~ (1 x0) 4+~ (1 x0) + (L x0) + (2x1) + (2 x1) 4
(2x1) +(3x2) +(1x0) + (1 x0) + (5x4) +(2x1) +
(Lx0) 4+ (3x2) +(3x2) +(1x0) 4+ (2x1) 4+ (3x2) +

(2 x1) - 7.
The observed valuos for all 6 frequency distributions are shown herewith:

(1) 76 (3) .88 (5) 70 (2) 76 (4) 108 (6) 110

-132 -
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AASOACKHAGPOARAODSAdERGMR

AmkmsAKAPA<A<EA<AAQT <
_AAAFDADADXVVAXFVADDG

DDAGDGXAVGDGADAFAXFA

IDXAXVADXFXFDGAGFGGA
AAAFDADADXVVAXFVADDG

AAKSAUMKAPOAODLASgMHME<g
lAAAFDADADXVVAXFVADDG

ARECAMAPASA<<PALCARNAD<
dg<dEACALANPRPdMMRPEIAQTD

MDVFDFIAGFXAFAFAXDDDD
1
ﬂ
v._.
Nopndono AP oA <n < i<

EAMAMNPLSAMRBMBEAODAOROD A
A dALANPEdIHNREBP<SAAD
D.JAGDGXAVGDGADAFAXFA

NRPRARMKLYORKdRddMANAA
dddmAGALANPEPINRBEP<SAAQD
ANCUAOMILIEOAD A <<t

123¢5Q789mn2345678

Q
Ard A A A AN

RA<€OACOAGAOSRRAARAARPRRERPP

-DFFGDGFDAAFGAXFFDVDD
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AR A0 ASEOORAARARAPRKE D
lAAAFDX.AvAAVAXDAGADXDVF
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lAAAFDXAXAVAXDAGADXDVF
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(1) p14-3 . (@fu- -~ (3]

ADVF GV X A DFGVX A DF GV X

A Hu‘l V] A l;u!lm ENRN A lw] w1l
D g I 1} pit|n]l {nnj}i D (M L
F T F | {m T H1 I
¢ iy G [ ¢ (Wi - )
v i M v Wi} i v |l 1| -
X i M| x midin Il x |[H]|m] |}
(4) G4-5-3) (5) f4-5-2) (6) fis-5-7)

ADF GV X ADF GV X ADT GV X
o (g | [ A [l A ™ " |
D Pl [ 0] p | (e 0 Ju ] p '“‘7}" nin
F ’ Ilu M ERE 1 F 1l /)
G ' Wi Y Wl o iyt l e |it}! Hiy i )
v il v N v H )
X ! X ! X / .,J

FIGURE 55.

Only two of these distributions give close approximations to 109, the
expected value of ¢, and they may be retained for further experiment.
They are the ones for comb:l'nations (4) and (6), with values of 108 and
110, respectively.

k. Selecting combinations (4) and (6} viz, 14-5-3, and 14-5-7,

since columns 1/, 3, 4, 5 and 7 form the, group of 5 columns at the left

]

of the transposition rectangle, the following combinations are possible:

1) 14-5-3-4-7 T (3) L4~5-7-3-4
2)  14~5-3-7-4 (4) 14-5-7-4-3 . -

l. The following sets of columns correspond to these 4 combinations

in the 2 cryptograms (Fig. 56).
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No. 3.

(3) (4)
14-5-7=4-3

(2)

(1)

14=5-3-4=17

ApmARMMAORHARddMARNAQAA
EHAMAMPAAMEBEMKRERADAOROO
AEROAKAPA<dALPACAAAT A
AR NOHAPO ARl MBE<
AAAFDADADXVVAXFVADDG

APEARMKGAOmMabhdRhdMdARAAAQ
AREmUOAMAPAdASPALIARAD
AR NUMAbOANUOUdAdtding

_FDXAXVADXFXFDGAGFGGA
—
hAAAFDADADXVVAXFVADDG

AMEOAMAPAYAdPA<YARAL
APRARKMAORMSduddAARA
ARCAOAOKRGEBAD LA <G g

-FDXAXVADXFXFDGAGFGGA
1)
]
hAAAFDADADXVVAXFVADDG

AEKOAKAPAKARALPACARAT
BEAMIAMHPAAMEBKEALDCORODO G
APRARMAORMAERdRIMAAAR
AQAOAUOMAPOADAA <Gkl
AAAFDADADXVVAXFVADDG

~ QN0 D~ AN M- -0 O

No. 6.

(4)

lg_i-z_g_z

(3)

14~5~7-3-4

(2)

1!-2_2_2.5

(1)

APEAMAREERAARAAO R MR MMEO
EAMAMOIMERPAPS<KOPAPAQ
AEREODAUERAdAIREOSMERARPAA
AR ADALSOOEHARAPEREPD P
daddmAMIHdbadAds<AMA>R

HFEAMLIHOdAEBERPAPAROPEPAPA
ArPRARMARMEBRANKRAARMEMMK
AERERCACRAA<ROdMEBEERAPAQ
AAdOALLAqEUOEAAQRPEREE P>
gqadAMadidabaMA<SsAMAPRRN

EAMANOdMERPAPLAROEAPAQ
ARMROAORAdEREOdMERAPARD
ArPEARRARREAND RO QA R M MR
NnAdoAbOAdOORARNARPERDE >
daddmAMaAdadbdMlAdSEAMADER

HAMAHMOdKEERPAPdmOEARPA
APRARAREBEHEAARAARKMEMME
AR AL AR ARAPRHEDE P>

P EROASHAddmbddEEAPAA
. |

]

1

lAAAFDXAXAVAXDAGADXDVF

N~ N I~ HANANAFTONNOD-0 0O
=« 3 egmllllll 11%2

FIGURE 56.
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A M e

m., The additional bipartite pairs given by adding columns 4~7 to
the basic combination 14-5-3"are distributed in the 4th freguency dis-
tribution square of Fig. 55, yielding the distribution shown in square

(1) of Fig. 57. The other squares in Fig. 57 are constructed in the same

way, for the other combinations of Fig. 56. . *
(1) @4-5-3-4-7) - (2) @4-5-3-7-4)
ADFGUVX ADF GV X ’
A m‘l:“ L I TR P b L T T ITI Y ,
Fomy oL " T:‘ S BT ‘:"‘!mq AERET
G —ﬁnll“ / n| o [n[™ul T
v b } v TR
X n il o [ ]w |
(3) B4-5-7-3-1) (4) L4-5-7-4-3) | .
™ D F GV X - ADF GV X
A :‘,‘,Hm AME A s
D N"",',”"m njwlm| 5 {
\ ool ] pin |4 o iuln i
G [h]|w m l ¢ |nfmle {w] [m
v |1 v " '
X IR RN X I/
FIGURE 57. . ‘

n. Again applying the $-test, the expected value of § is 81 x 80
x .0667 = 432, The observed values for the four combinations of Figs. 56

and 57 are as follows: -
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(1) For combimation 14-5-3-4-7, ¢ = 390
(2) For combination 14-5-3-7-4, ¢ = 270
(3) For combination 14-5-7-3-4, § = 326

(4) For combimation 14-5-7-4-3, § = 342

The combination 14-5-3-4-7, giving the greatest value for ¢, is very
probably the correct omse.

O. Examining the other cryptograms that are available, it is seen
that No. 7 is the third longest one of the entire set, with 124 let'ters;
moreover, the dimensions of the rectangle El5 x9) -11 = ELZE are such
as to bring about 4 long columns of 9 letters and 11 columns of 8 letters.
The first 5 columns are definitely fixed in” position, since it is known

that the first 5 key numbers are 14~5-3-4-7. The resulting diagram is

shown in Fig. 58. There is now a section consisting of 10 columns which

- Y% 53471268901 1R131 are to be anagrammed t6 ascertain
AXQ_Y_DAE_FD]LFGDAé
D|AIG|D|{F|G|F|F|D{D|XIX{AIA[D their correct sequence. The column
[AJAIDIVIAIFIDIAIVIAIGID|FID|G

= X|DIF|X[D| G| D|X[AIF|D[A[F[X|V to follow column 7 1s ascertained
GIDIAJAID| VI FIDIX|X|VIDIVIFIX |
X|F| X[ D|¥| D[ X|D[A|D|G[F[DIX|D | on the basis of the repetitions
AJAIVIDIDID FIGIXID|FIA|GIGID .
G|G|DIAIG DI DIX|F|G[F|D|X[V]V which are brought about when the
AlGID|X

selected column is placed on the
FIGURE 58,

right. These repetitions should
fall into those cells of frequency distribution (1), Fig. 57, which are
of high frequency. In other words, the process is one of selecting from
among columns 1, 2, 6, 8, 9, 10, 11, 12, 13, and 15 that column which
will yield the most repetitions of bipartite digraphs with the digraphs
- given by the juxtaposition of colummns 14-5~3-4-7, as distributed in

frequency square (1) of Fig. 57. The column thus selected turms out to

-137—




REF ID:A56913

be number 10. Then other columns are a@ded by proceeding along the same

lines, the work becoming progressively more eélsy as the number of avail-~

able candidates decreases. Sometimes the discovery of what appears to

be a long repetition within one of the cryptograms or between two ?rypto- .
grems facilitates the process. In this case the results obtained from

the 3 cryptograms under study are shown in Fig. 59.

i No. 3. .
AD D/F. DX AA FX DD AG A
AD VD FD FG FD XA GD X
AA FX FV FA AA AG VD D
FG DA GF FF AA AA ATF A
DD FX DF GD FA AA AA F A
AG XV XF XG DG GA GF A
DX AA DF AX GX DF AA A ,
AA GD VD XA AD FG FG F
DV FX DX DF GD AG DV D
XG XF AG FA AX DD VA G
VD AX DV._ DF FV GX DF F: i
veG FF AG DX VF AA VG V-~ - - Y
AA AD.VD .FX XF FX DX.TF - PR
XD PG DF XG DV DF; XG- X-- y
FA AA AG AG GD AG FV-X ! . .
VF X& DA AA GG DV DD X P
AA DF DV AG FA GX, AD A
DX DG DA AA GD VD X-X &
DF DG GD AA DF GP--EX -G
GA DA A T e ==

- FIGURE 59.
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Figure 59 - Continued.

dMAdRPAMOMEBEAQODAOdPARD

MO AAERMADAPAVOMEMAHKACA
O P AdHA<MVOINMOMKAARRSAMES

AdodmgAdbRnARdEbPOd <Al
MAMddAMOOddOAmA<dd O M

JXDAAVDIDGFXVGDDAVGXA
PREaddmmRAPARMYIEQA<tADD

No. 6.

.AGAFDGDAVVDDDDDFXGVA
ML EREMROAASAAARSUARGEMAD

Ol A RN <O mA <O R
NOEEOCADEREAdYLA MU MERARAAD

JFDXAXGAXFFVDVAFGVDVD
APRRARMRAREAORMAAQERMEMMEQ

AA<<OASUAdSOUOEBARARPRKE >
dadmAMaAMdadpbaAMAdOSAMAbRMN

SjpHAdAE4A

MadmMAAQS
e m AN oM

4DDVAXAXF
A EmMEA

J<omoErann
d<AMENOb
A
R kP AON
cABPEHMAAL

No. 7.

QoAb me
o EdoEAY

PAbPKMLAQdM
O AR<MPOR

AL dAAm<LS O
<AdMOMdt <

What the cryptanalyst now has before him is a monoalphabetic

a
1]
P
3
o
&
L]
-l
L}
(o]
=]
o
o
(]
1]
[
H
2y
£
Lo
[+]
=]
(o]
e
3
©
0
Q
K]
Ty
B
ol
-
o
=]
o
»
° =]
o I
Y
!”
[~
@

The

cipher square 1s reconstructed as completely as possible, blanks being

left where there are no occurrences to give clues as to the character

involved, usually some of the digits and the very infrequent letters.

In this case the only letters which do not occur in the plain text are
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- Saemi munx
'

Q, X, and Z. The digits 5 and 7 are recovered from the context, in

message number 6, where the caliber of a gun is mentioned and the

digits are confirmed at other places lh the meossage. The square that

is obtained is seen in Fig. 60. Ezamination of the mixed sequence dis-

closes that it is based upon the phrase THE FLOWERS THAT BLOOM IN THE

SFRING. 'I:hi.s permits of the establishment of the transposition key and >
of the position of the digits in the checkerboard (as in Par. 38_1).

The results are shown in Fig. 61. The completely solved messages are

shown in Fig. 62.

;] 23 4 £ 6 7 8 910411121314
T HEFLOWRSABMI-NP(GCDJIEKOQTUTVIXY?Z
Iy 5§ 3 4 7101851213 | 28 6 81]
ADFGV X ADF GV X
A [T[H] [B[5]F A [WH[B[E[5]F
D CIToWERE] D [GL[o[W[R[S] .
F (A _[B[ [M][T F | A 1|B|2[M|1
¢ [ |N|P|a|7]C ¢ [JHP[G|7[C
v TID[ Bl IK v [ 4D 43]BIK ] )
x JovI¥ 1. x [QEvEyZ]
FIGURE 60. FIGURE 61.
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No. 1.

dY-F 3-4 2J0 yga--up-)- 2-83 461 4
R )] G 1 M E N T
- DY AG GG FX FFV AG. GD A

I N P 0 S I T
* AF X¢G DG FD FD XF XA A

I o N s H A L L
FX DF GD DX AD FA4 BD D

I A T T A ¢c. K
DF XF AA AA AF AG XV X

No. 2.

- * - . 44 - 2- -

R E Q U E S T I
DY AG XA XD AG DX AA TF

N S T R U C T
XG DD XA AD VX DG XA A

I 0 N S
FX DF GD DX
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Figure 62 ~ Continued.
No. 3.

M-85 3-4 2-Jo 18132 i3-) 2+ 6-9 H
“H 0 S T I L T T
AD DF DX AA FX DD AG A

TITTHTTR T E D 0

¢c K T N _ 6 ® A
8- "T 0 F ~C 0 T T
DX AA DF AX GX DF AA A

=T TTRT T TS ?’“TF‘?F'TV"

TTTTHTTDT —T-'?—-T—‘E'-T_ .
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Figure 62 - Continued.
No. 4.
4L 3-4  7-)0 )5-jx 431 3-8 6-9 i
T H I R T Y S 1
AA AD X DV AA XV DX F

X P H 7 A L E
XX GA AA DA XF AD DA G .

AV 1 N G G 0 L
FA XF FX 6D GG GG DF D

D E N v I L L
DV DA GG DX FF XD DD D

E
AG

No,. 5.

Jy-5 3-4 7-Jo g5-j2 13-t 2-8 4-9 )
c 0 R P S w I L
¢GX DF DV GF DX DG FX D

L T A, K E 0 v
DD DA AF AV XA GD FX F

E R T R A F F I
AG DV AA DV FA AX AX F

C C 0 N T R ¢]
XG XG XD FG DA AD VD F

- L A T 0 N c E
DD FA AA DF GD GX AG

[
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-

Figure 62 - Continued.
No. 6.

5 3-4 0 y$)n 13} a2-8
H 0 8 T T 1 E T
AD DF DX AA FX DD AG _A _
R ) 0 P g B .
_AD VD FD F¥G. FD XA GD X _
T T i Y T £ D )
AA FX FV_ FA AA AG VD D _
N 3 B A T T
FG DA GF FF AA AA AF A _
T I 0. N i 0 v I
DD F¥X DF GD FV DF XF _F_
B

¢ Tv TP T s T

W W W W E 8
XD FX DA AA DD GA GD X _
T-"0 -F R 7 5 7 "7
AA DF AX DV VG AV GV, G _

H K N b K 'S ]
VA DF AG DV _DF AD XD X _
ETTE- "B CLTTITTE @

AG FV FF DD FX GD GG _F _

W0 .0 D 8
X6 PP 0D FD IV DD X6 D
0 R T H# E A "8 °F
DF DV__AA AD AG FA DX _A

- i e

N~ vV "I TLTTETTETTSTTT
o P B A T T E
AD FG FF FF AA AA AA G

R-~Y ~0 F 7 5 ] F

"0 "® 0 R _© _H A "R
DF FV_DF DV__GX AD FA D
D
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Figure 62 - Continued.

No. 7.

-5 3- -J0_ J5a J3-1 228 k-9 11
F R 0 N T L I N
AX DV DF GD AA DD FX @

E 0 U T P 0 S
DA ¢GD FX DA AG FD FD X

T R E P 0 R T S
AA DV AG GF DF DV AA D

o U R I N F A
XD FX DD VF XG DA XTF A

N T R Y M 1 5 S
¢GD AA DV XV FV FX DX D

I 0 N S S H 0
XF XD FG DD XD XA DD F

T D 0 W N I N E
AA VYD DF DG GD FX GD A

N E M Y L I N

- GG DA GF VX VD DF XG D
E s ’
AG DX
L
No. 8
- 2- - -]a )3- 2- -

w I R E L I N E
DG X DV AG DD FX GD A

T 0 B R I G A
GA AD FPF FD VF XG GF A

D I N T E R R U
VD FX GD AA AG DV DV X

P T E D
DG FA AA GV D

40. Special solution by the exact factor method. ~ &. The student
who has comprehended the successive steps in the solution of the example

discussed in the preceding paragraph is in a position to grasp at once
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- AT — r

the mechanics of the special so’lution by the exact factor method. The
latter is based upon the interception of a number of cryptograms, pref-
erably lengthy ones, which h;ve been enciphered by rectangites in which
the last row is completely filled with letters. The total number of
bipartite components in the case of such a cryptogram will yield clues
as to the dimensions of the transposition rectangle. Then the text is
transcribed into columns of appropriate length, all being equal in this
respect, and the process of combining columns, as explained in Par. 3%e,
is applied in order to produce the best monoalphabetic distribution of
bipartite digraphs down the juxtaposed columns. There 1s nothing to
prevent the simultaneous use of al]; cryptograms that have been enciphered
by completely~filled rectangles, for it l1s clear that if, for example,
columns 15 and 4 are to be paired in ome cryptogram, the same columns

will be paired in all the other cryptograms. Honce, even if the L
rectangles are smsll in deiﬂ;h they can be used in this process; it is
necessary only that all columns of any rectangle be of the same length.
Now if only two or three such pairs of columns can be set up correctly,
solution follows almost as a matter of course. No additional or new
principles need be brought into pl;y, beyond those already possessed by
the student.

b. In this special solution, the important step is, of course, the
initial one of experimenting with recctangles of various dimensions until
the correct size has beon hit upen. In some cases, excessive experi-
mentation may not be necessary if the total number of characters is such
as to yleld only one or two possibilities with regard to the length of

the columns. For exomple, suppose that previocus work has established
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the fact that the enemy uses transposition rectangles not less than 15
and not more than 22 columns in width. A message totaling 703 letters
would indicate a rectangle of 19 columns of 37 letters, since these two
numbers are the only factors of 703. If this then were corroborated by
other cryptograms of 76 (19 x 4), 152 (19 x 8), 190 (19 x 10) letters,
the probability that 19 is the width of the transposition rectangle
becomes quite persuasive. Of course, there will be and there should be
other cryptograms of lengths that do not factor exactly; these represent
the ones in which the rectangles are not cuipletely filled in their
last row. They do not enter into the solution at first, but just as
soon a8 the positions of two or throe key numbers become fixed, the
data afforded by these messages become available for use in the later
stages in the solution.

¢+ The exact-factor method is a useful one to know. For despite
all instructions that may be drawn up insisting upon the advisability
of not completing the laat row of a tramsposition rectangle, the
tendency to violate such a rule is quite marﬁed, eepecially whers a
large cryptographic porsonnel must be employed. It 1s not astonishing
to £ind that the temptation to fill the rectangle completely is particular-
ly hard for lazy or ignorant clerks to resist when it happems that a i
mossage falls just one, two, or three letters short of forming a completely-
filled rectangle: it is so much easier for such clerks to hand%p 2 rec-
tangle with equal-lcngth columng than one in which this 1s not the case.
Moreover, the number of errors and thereforc the mumber of times a
shiftless or carsless clerk must go over his work to correct errors is

reduced to a minimum. Hence, 1t often happens that in such cases an
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4

- Pa——

enciphering clerk adds one, two, or three letters to complete the last
row, thus leading to the Qran-sniission of not a few cryptograms enciphered
by completely-filled rectangles. .. . -

4. Space forbids giving an example of such a solution. For

students who desire to exercise their skill in executing the procedu:.;e,
there is given in Appendix 2 a set of 44 cryptograms which were actually .
solved by this method. The text is in German, but a knowledge of the
. language is not essential t-o the reconstx:uction of the transposition
key and of the various transpositign rectangles involved. .
41. General solution for the ADFGVX system. - a. All three of tle

foregoing methods of solving cryptograms in the ADFGVX system fall in

the category 61’ special solutions and therefore are dependent upon the

fortuitous existence of the special conditions required under each case.

Vhet is really desire.d in the practical situation is a method of solution
which is not so dependent upon chance or good fortume for success. A
search for a,general solution was, of course, made during the time that
the system was undex: mimute study by.the cryptanalytic agencles of the
Allies, but-no genoral solution was devised. All the solutions made
during actual hostilities and for a number of weeks thereafter were of
the special types described in the.preceding paragraphs. The firsi; .
published descript;lon of a general solution is to be found in Givierge's

Cours de Cryptograpnie, 1925, but only in broad cutlines., A complete

"general solution was independently conceived by a group of cryptanalysts

in the'office of'the Chief Signal Officera_-and will be deseribed in
Paragraphs 42 and 43.

3See footnote § below.
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b. The attention of the student is directed to the comments made
in Paragraph 18, with regard to the significance of the term gemneral
solution in cryptanalysis. He must be cautioned not to expect that in
practical work a general solution will, in the cryptamalytic as in the
mathematical field, invariably lead to a solution. If there is a suf-
ficlient amount of text and if the text contains no abnormalities, the
attempt to apply the general solution will usually be successful. But
the cryptanalyst must remember that the ADFGVX system is by no means a
simple one to solve even under the best of conditions and if there is
only a small amount of,text, if it happens that the transposition key
is unusually long, or if the text is abnormal, he may not succeed in
solving the messages by the straightforward method to be set forth below,
and he may have to introduce speclal modifications. For the latter he
can only rely upon hi-s own ingemuity and intuition.

42. Basic principles of the gemeral solution. - a. Every trans-
position rectangle in the ADFGVX systcm must conform to one or the
other of two and only two fundamental types: the number of columns must
bc elther odd or even. A number of important consequences follow from
this simple fact, some of which have already been pointed out in Para-
graph 39e. They will be elaborated upon in the next subparagraphs.

b. Consider e rectangle with an even number of columns. Each
of its rows contains an even number of bipartite components, half of
which are initial components, half, final compcnents, alternating in a
regular order from left to right in the rows. When the transposition is
applied, all the components within a given column arc of the same class,

elther initial or final. No intermixture or altermation of the two
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classes :i:s “possible. On the other hand, consider a rectangle w:l.th'an
odd number of columns. Each of its rows contains on odd mumber of
bipartite components, the lst row containing one more:initiel component.
than final componénts, the 2d row containing one.more final-compenent
than initial components, and-sc on, this-arrangement alternating
regularly in the successive rows o\f the rectangle.. When one: studies
the various columns of the  rectanglé, it is seen that in each column
there is a’perfectly regular alternation of initial and final components,
the odd columns {ist, 3d, 5th, ...) beginning with an initial component,
the even columns (2d, 4th, 6th, ...) beginning with a final component.
This alternation in ‘components remains true even after the transposition
is applied. These remarks become very clear if one studies Fig. 63,
Two transposition rectangles are shown; one with an oeven number of -
columns, the other with an’'odd number. Instead of the actual components
(ADFGVX), the symbols ©,and @, are used to indicate the two classes of
componenté,"initiél and final, becausc in this analysis interest centers
not upon the actual identity of a comporent but upon. the class to which
it belongs, initial or final. At the top of edch.column is.placed a
"i)lits“ to denote a column occupying‘an odd-numbered position in the

rectangle, or a ™minus" to denote a column. occupying an even-numbered

position. ' - .

Even no. of columns i 0dd no. of columns -
4+ -~ -+ - -, - 4= - 4= - + = ' o4 - -+ - 4= - -4
8 6; ©6; 6, ©O; 6, O 6, © O, ©; 6, 6 6, 6 05 ~6; 65 6
61 62 ©) 62 €1 02 O] 62 1 ez 62 61 63 91 ©6p.61 62 O 862
8, &, 8 8, © 9, 6 6, 8 6, 6 6, 6 6; € 6, 6 8; 6

a .. b
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c. In what follows, the term "odd column" will mean merely that the
column in question occupies an odd position (1lst, 3d, 5thy ...) 1n the
transposition rectangle; the texrm "even column', that it occuples an even
position (24, 4th, 6th, ...) in the rectangle. The odd or even desig-
nation has no reference whatever to the nature of the transposition key
number applicable to that column, whother it is odd oy even. Now when the
transposition is applied to the even-width rectangle a, Fig. 63, the
eryptographic text will consist of a number of sections of letters, each
section corresponding to a column of the rectangle, and therefore the
number of sections in this case will be even. Moreover, all the com-
ponents in a section corresponding to an odd column in rectangle a will
bo initial components, all those in a section corresponding to an even
column, final components. The sections or columns are completely
homogeneous with respect to the class to which their constituent com-
ponents belong. On the other hand, when the transposition is applled
to odd-width rectangle b, the cryptographic text will consist of an odd
number of sections, each corresponding to a column of the rectangle.

The components in the scctions consist of members of both classes of
components in a regular alternation; in a section corresponding to an

odd cqlumn the order is Gl—) 92-—‘) 81 ess; 1n a section corresponding to an
even column the order is 65> 8,365 ... . The sections or columns

are not homogeneous in this case as they aro in the former.

d. Now if there were some way of distinguishing between initial
components as a class and finnl components as a class it is clear that it
may be possible first of all to ascertain whether the transposition rec-

tangle contains an even or an odd number of cclumns. Secondly it may be
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-
- LI |

possible to identify those columns which are even and those whi_g_h are
odd. Finally, it may be possible to ascertain‘ which are the long columns
and which are short, thus ylolding the exnct outlines-of the rectangle
in case the last row is ,’anompletel;r fi1lled. From that point on, solu-
tion follows along the same linesg as cxpl;xined in paragraph 40, with t}ae
modification that in the pairing of columns the number of possibilitios
is greatly reduced, since it is use;less to pair two columns both con-—
taining initial componente or final components. .
- 8« The foregoing ‘depends tpén upon the possibility of being able
to distinguish ns n class betweon initisl and i"inal components of the
bipartite cipher equivnlents in thig systom, or at lzaat betweeon lette'rs
belonging to one or the other of these two generel classes of components,
Now if the‘ substitution checkerboard has not been consclously manipulated
with a view to destroying certain proporties normally charaqfterizing its s
rows and columns, the sort of differentlietiop indicated .above is quite
possible. For oxamyle, if in the checkerboard shown in Fig. 61 the
normal frequencics of the letters as they appear in English telegraphic
plain text® are insorted in the celis cnd totzls are obtained vertically
and horizcntelly, theso totals will pormit of assigning frequency weights
to the letters ADFGVX as initial an‘d-us final letters of tho bipartite
cipher equivalonts of the plain-toxt letters. This is showx;. balow in
Fig. 64. The bipartito letter A has a frequency value of 284 as an
initial component of thoe bipartite cipher equivclerts of plain-text

letiers, and a frogucncy value of cnly 169 ss ~ finol component.

o

4
As given in Fig. 3, page 13, Militory Cryptcnalysis, Part I.
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47
Y
19 69
169 127 169120 1000

FIGURE 64.
Similarly, the letters V and X have frequency values of 47 and 69,
respectively, as initial components and 120 and £98 as final components.

It is obvibus, then, that in this checkerboard the weighted frequency

values of the lettors A, V, and X as initial components differ consider-

ably from the values of these same lotters as final components, the value
for G as an initial is only a littlc less than its value as a final, the
values of D and ¥ as imitials are only a littlie more than their values as
finals. But it is the wide variations in the weighted frequency valuss
of certain\of the letters as initial components and as final components,
examplificd in the case of A, V, and X, which form the basis of tho
general solution, because these wide variations afford a means for making
the various differentiations notgd in subparagraph d.

f. Of course, in working with an unknown example, the composition
of the checkerboard is unknown and therefore no accurate frequency
weights may be assigned to tho ADFGVX components in the cryptograms. How-

ever, it is still possible to arrive at some approximations for these

weights in case there are several cryptogroms available for study, as would
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" ‘How this.can be done will be shown

normally be true in actual practice.

For the purposes of this study the

very soon, by studying an ex=mple.-

set of 12 cryptograms given below will be used.

ROPEARKO
HAMALGAKES
HFARDOUARMP>
<Kt P>AQP> <Y
APOERAITO

PAERAACOmMD

<hOmMgdA
BOPEAAAR
AMAAARAMEK
PR dOPrA

RbddQggN
PAA<<MA >
N Y- -1 -
AQEA<MA K
LR OMNA

mRERdEL<EA
APAPARARANATHE
RAACA<gDMM
PRAMARUOER NG
SRAOERAAQARQ <M

vAFARE <K
OGS EMEAQ
AKARAGARELD
Anw<dAabARA
BEAQAPbRE<A

letters)

- IX

HKAAO

III

BdO S
MO RN E
L EY-Y-E
PO OO
MUABA<LA

ARdKARmE
MA<do<bm
A><BBAK~
mA<AGAG A
XDDVDDDH
I I
GEAPA><g

W.....-nu“u_mu.ADm.x.._v

g

s APOaPm

RARFRAAPR <

Pdbrbondn
OO ADLO
<<APAPAM
dRA<damk<A
RARADHMEA

<HMHMAMAAQADY
RO <A
UERACAQSK
GHOGE P HM
AREbMPEREAA

)

AMAG-
PO
sAaEA
Av L
Bt b bd <

Ao K

<AK

X AR
GDDF\I
FFGDH

<HB M
PERAMO
: _
AMag
Av<al
B E P

e
G bR
O>BPEA
A<M
MEAP

BEOAAA
PAAQ<A
oMo
nA4AA

<AQAP

N
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dpAObMam
MERABRAAAD
AASAAARAN
EgERMHsADA
SAEMAD AN

GO ABOE4D
PRHMISPP>4AN
RbHPOMDOO
EHEAODRMOSOD
AP PO

HARAARAP
REgPAPSAY
MO OAQAO K>
EHAPPRPMKAAQD
HdQm<dEAM

ARGTOMMA

v
G
A
F
A
G
G
D

PAAADABRA
PhPAAQ<LEAA
AAKPYAPEK

AR ARGTAN
mOMAROAOR
b fy b bl P
BEAPGMGMOA
APPERHMACSAg

letters)

Vil

-EERMAQAKMEA

AdERAAMAMAPR
ACPEPRREOOEA
HARDAQAU 4 E <
HMadxdPrPUAaMam

AT EERIEAR <M
HOERMPAODARMR
ODErAdAPOQD PR
CaPbAATARME
APEREEROOPAS

PacABARANDG
<bPAPARMOEA
KdMEKHOd2dAb
FMAARP<XAPD <
R RN N VIR

FERHHMEMKRA<A
PRHPPREAAQPR
BPRARMONMAA
MAMWM<SEERRAA
=

AR A AR EE
CRAmKPEEP<YEPAA
MEARAAREEMA R
<OERdbMNAQDRPR
SdbbmAR<SAAR

v
D
A
A
G
T
v
D
A
25/, lettors)

VIiI

PHPEPA
G4
SsAMHA
PAaQ<o

5

E R S

<SAA<EHA
POa<diHMO
PRABGO

DXPF
(144 letters)

A
D
D
F

i

FPEORAA.

B g O
<O EP >N
A A G M
ABBAXA
R Y-

dvdosnann
OO M
O<bPMON
HKAoAARK
FPEMdAO

O b F R By B
POEEAT
B b A B
CAXAR[D>
APARG K

AOAR<AER
sanAabAY
44N ARl
POAGRNMNE
ARG EMME

BHPEPaAA WM

BEStAUSEA
QM > M
GOHOGY <<
E4QAPEA

BA A EED R
BPAMAS A~
TA<4AAQO
AEMpPAZ
PEdEAQA

QAP HOPQ
PO > <A
SENBAEA
B b O
Mo tA<LOA

AMAOAOCQANR~RA
RAOPHOOPEP<S
AP EPASEM
AR <>>AMM
SOOI <

letters

8

g
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s s

O <G
EARA4A S
AROEHGD
SCAPpMd
SHERD g

PA<Ab
B < by
BEEAB
Fo &5 ey 5 <t
LR N-

oAAdY
<PAMR
AGKNEKP
B b4 B O
VGDXGM

ArAE<b

A<
<A<HA
BB A R
P

EBEAMKOPq
AKADODO
APRGEHA
LB R ]
ARRARMAAND

let

1

<FR<d<HAAQRN
AKAXHPO
MEREAXKARPKH
HadpPMHgEP>
FHOREMD PP

pPALBMO LA
AAERA<LED
CY-Y-R R LN

FFDAFGGM

sAvAG <
NP
GDDVDX.A%
R -]
QPP ERAS

ADSERMAAQMM

SO ARRDA
AODERARAMA
PP RP
MR AQAODE&H
<OPARPERM

PUOOERA4AA
A AMHA
AARAGGMHAAN
FAsskHAPPEA
PEHEAARMOO >

X1l

APAPEPERPEMAR

RARRAARER<dPA
<AMMKRIPOO
Perd<APBPPEHE
ORADAPFAPRPA

APPSR EHADS
CAPEEERODPRPA
SSERBEAMHKEA
BEEPHERERAS P
PHM<PadQMEA

AmRMaAPbAPRA
DA HRAMNPOR
ARARAPPARA
PPPAPRPPA<KAT
<O Ba0AN

AbRMNEPRHSOAQ
PEbPO<SAGEHA
AQEAPA<dN>
badbodHEoA
PHAKE R <

HAP<<QU4q-1
BP0
ACRAMARN<ER
EHRALAPOOARN
HEALDAPREPMKAAQ

—

4 letters

N

L

2

Illustration of solution.’? - a. Since the initial letters of

43.

all 12 cryptograms ere in the same class, that is, either initial or

fiﬁal components, they mey all be combined into a single distribution.

]

Furthermore,, since it is certain that regardless of whother the trans-

position rectangle has an odd or an even number of columns the 34, 5th,

ees lotters of the cryptograms are in the same class as the first letter,

along the lines employed in a technical paper of the Signal Intelligence
Service entitled Geneoral Solution for the ADFGVX Cipher, prepared by

This illustration uses the same cryptograms and follows quite closely
Messrs. Rowlett, Kullback, and Sinkov, in 1934.

5
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the 3d, 5th, ... letters may be added to the distribution, so long as

these odd letters come ifrom the seme section (column 1).

It 1s, how-

ever, necedasary to limit the number of letters taken from the beginning of

any one cryptogram to a reasonable length of column, depending on the

s1ze of the cryptogram. Assuning i1t is known that the anemy i1s using

transposition keys of not less than 15 nor more than 22 numbers, the

latter could be taken as the maximum possible size.

But to bo on the

safe sid> it wll be hore assumod that a transposition rectangle of not

moere than 25 colurmns is being used.

Ienco, so far as concerns crypto-

gram 1, which has 212 letters, on the basis of a key of 25 numbers

f(25 x 9) - 13 = 213] there will be 12 columns of 9 levters and 13 columns

of 8 lotters.
are short columns, 12t will
8 lettors.

taken.

Thersefore, the

Since therc 18 no way of telling which are long and which
be safor to work on the basis of columns of
first & lettors of cryptogram I are to be

In the caso of crypicgrem IT, vith 108 lotters, 1ts first 4

letters wmll be takon, and so on, through the 12 cryptograms, the mmber

of letters to be taken in each casc being govermed by the length of

the cryptogram.

arc shown in Fig. 65.

The sections tokon in the casc of the 12 eryptograms

Cryptogram Length Tettors taken Cryptogram Longth Lotters takon

I 212 VDDGGGVF ViI 25, GATGITXIVE
I1 lo8 VDAA VIII 144 DGVVG

III 186 DAGAAFG IX i82 GDDDDXV

Iv 110 ADXV X 130 DGDDF
v 202 DFXFDDVV X1 186 VFDDVAX

VI 120 GIGF pans 22/, XFDFXVVDV

FIGURE 65..
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b. The odd and the even letters of these 12 sections are then
distributed separately, the results beiﬁg,shown in Figs. 66 and 67. A
consideration of the mechanies of‘thi; gsystem leads to the ezpéctation
that if the transposition rect e has an even number of columns the
two distributions will be similar; if it has en odd number, they will be
different. The similarity or differsnce between the two distributions

is usually discernible, with as few as 20 or 25 letters.

0dd (1st, 3d, ...) letters Even (24, 4th, ...) letters
82 I gyl A D ¢ v X
t ¥ g1k RS RE
S T : i

FIGURE 66. FIGURE 67.

8. Letters V and X are of high frequency in the ggg_posit;ons
(Fig. 66) but of low frequency in the even positions, (Fig. 67) whereas
the letter F-is of low frequency in the odd positions and of high §
frequency in the even positions. There can be no question that the two
distributions are dissimilar, and the indications are clear that the
transposition rectangle involves an oad mmber of columns.

4. Now tho letters in Fig. 66 may be initial components, those in
Fig. 67, final components, or the reverse may be the case. At the present
stage of the study it is impossible to ascertain which of these alter-
native hypotheses is correct. However; ;his information is really. im-
material at this stage. Suppose th; letters in Fig. 66 are arbitrarily
designated as class 1 components, those in Fig. 67 are class 2 components.
Class 1 components (Fig. 66) .are characterized by a predominance of V's
and X's (over their frequoncies in Fig. 67); class 2 components (Fig. 67)

are characterized by a prodominance of F's (over its frequency in Fig. 66.)
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e. The two distributions in Figs. 66 and 67 apply to the letters
which come from Column 1 of the transposition rectangles for the 12
cryptograms u.nder’ study. In this column, the Vs and X's fall pre-
dominantly in the odd positions, the F's fall predominantly in the even
positions. Therefore, beginning wath position 1, the components in this
column show an alternation of the type 61—5- 8,—> 91. By referring to
Fig. 63.it will become clear thaet if, clags 1 components are initiai
components, then it must follow that column 1 occupies an odd position
in the transposition rectangle; but if class 1 components are final com-
ponents, then it must follow that column 1 occupies an even position
in the transposition rectangle. Which of these alternatives is true

cannot bhe ascertained at the- moment. But the i.mgortant goint to be noted

is that a definite reversal in the type of alternmation of class 1 and

class 2 components indicates the progress, in the transposition, from the
end of one column to the beginning of the next column. That is, if it is

found that from the beginning of the cryptogram the alternation of com-
ponents 18 8;—> 65> 63 and after a mumber of letters this alternation
changes to 65—> 8;—> 8,5, the point where this change occurs marks the
end of column 1 and th'e beginning of the column 2. For the sake of
brevity in reference, in the subsequent paragraphs the type of alter-
nation 8;—> 85> 8; will be designated as the "= type", and this type
o:".‘ alternation characterizes columns which fall in odd-numbered positions
in the transposition rectangle. The other tyve, 92-%' 91—9 92 will be
designated as the "- type", and this type of alternation characterizeg

columns which fall in even-numbered positions in the transposition

rectangle.
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—

' -T2

£. With these principles in mind, let cryptograms III and XI, each
containing 186 letters, be studied. They msy be superimposed, since they
have identical numbers of letters and therefore the columns end at exactly

the same points in both cryptograms.

;

i b
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o >R
<>F

N )

[
LV
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Hd

III.
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FIGURE 68.
£« It has already been noted that beginning with the first letter
of any one of the cryptograms, the typo of alternation for column 1 is .

It is therefore not astonishing to find, within the first 10 letters, an
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alternation of the -} type. Note how the V's and X's fall in the odd
positions, the Fis in the even. Thus:
2

III. DAGAA
XI. ¥YEDDY

8
A
G

10
GV
DA CoL

It is seen that there ars 2 V_'s w{ﬂ.ch fall in odd positions (1 and 5),
but one V falls in an even position (10). There is_a:n 3{, which -ralls in
an odd position (7); there are 2 Fts, which fall in even positions (2 end
6). TUnquestionably, then, the :type of altermation, at least for the
first 10 letters in each of these cryptograms, is +-.

h. Teke the next section of 10 letters in.these two cryptograms.

The letters are as follows: ,

11 12 13 14 15 16 18 20
II1. D AF GG X D D

* XI. DFPGGGGTF:G D
Here there are 4 F's; 3 of them fall in odd positions (13, 17, 17) ’ and
one falls in an oven position (12). There are 2 X*s; one falls in an odd
position (19), one in an-even position. There are no V's among thoese
lotters. So far as the evidence afforded by the F's is concermed, it
would appear that this section of text shows the type 2 or "- type" of
alternation of compononts, since in type 1 or "-b type" the F's occupy
even positions and hero !:h‘e mejority pf Phgm_occtfpy odd positions. But so
far as the X's are concerned, the ovidonce is equally balanced: one X
falls in an odd position, one in an even position. There being no V's,
no conclusions can be drawn from this letiter. To be gulided solely by
the cvidence afforded by the 3 F's may be unwarranted. Is it not possible

to weight the frequencies of tho letters so that it will be unnecessary to

rely merely upon a few of tham and the evidence afforded by all the
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- 1

€ i o

letters can be taeken into account? Why not assign frequency welights

according to the two distributions in Figs. 66 and 67? .The figures then

become as follows:

0dd {(lst, 3d, ...) letters T _Even (24, 4th, e..) letters
A D F G-‘_JL X A D F G VvV X

3 11 3 8 1 6 L 10 11 5 4 1
Total - 42 letters ) Total - 35 letters

- FIGURE 69. ’

Since the odd letters have a total frequency of A2, the even, a total
frequency of 35, for purposes of equalizing the distributio‘ns in apply-
ing the weights it seems advisable to deduct 1/6 from the total when
applying the weights to odd letters. )

1.’ Now in applying these weights to the letters, it must be borme
in mind thet since a transposition rectangle with an odd number of
columns is involved, half of the letters are class 1 components, the
other half are class 2 components. Hence, in finding the frequency value
of the letters it is necessary to apply the weighted freguencies to

alternate letters in the sections, :as shown in Fig. 70.

11 12 13 14 15 16 17 18 19 20
III. DAF GGXF D XD
XI.- D P GGG GGF G DD
Distribution of odd letters Distribution of even letters
ADFGVX ADFGVX
0-3-3-3-0~1 ' 1-3-1-4-0-1
FICURE 70. _
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These distributions, when evaluated in accordance with Fig. 69, yield a
total frequency value of 126; when evaluated in accordance with Fig. 69
reversed, yield a total frequency value of 143. The detailed calcula-

tions are as follows:

Fig. 69 mormal 0 (3) + 3 (1) + 3 (3) + 3 (8) + o (11)
+ 1 (6) =R
(0dd letters as 6,ts, (1 (4) <+ 3 (10) 4 1 (11) + 4 (5) + 0 (4)
even letters as 85's) + 1(1) =66, 72~ % 4 66 = 126.
Fig. 69 reversed 1(3) 4+ 3 (11) 4 1 (3) "|' 4 (8) 4+ 0 (11)
+ 1 (6) = 77
(Even letters as 6's, \0 (4) <+ 3 (20) 4+ 3 (11) + 3 (5) <+ 0 (4)
odd lettors as 85's) 4+ 1 (1) = 79. 77 - 16’1 64; 64 + M = 143,

Je Now the frequency sums here obtained (148 vs 156) indicate that
an alternation of the type 8y = ©) - 65 is in effect, that is, if a
beginning 1s made with pohition 11, the type of alternation is ®-%,
Since the type of alternation for the first 10 letters is "-}" and for the
second 10 letters ".n  the reversal in alternation would indicate that
column 1 of the transposition rectangle ends somewhers near the 10th
lotter. This same sort of roversal "takes place after the 20th letter,

as shown by the calculation in Fig. 71.
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1

Pl 22 23 2 25 26 27 28 29 30
IIT. F VvV XGF X F DX
XI. F XX D AP DDIX G
Distribution of odd letters Distribution of even letters
ADFGVX ADFGVX
1-2-2-1~1-3 0-2~3-1-1~3
Fig. 69 normal 1(3) + 2 (11) +2(3) +1(8) + 1 (1) T
4+ 3 (6) = 68; deduct 1/6 = 597
(0dd letters 8;'s, 0(4) 4+ 2(10) +3(11) +1
oven letters as 83's) (5) <+ 1 (&) + 3 (1) = 65
122
Fig. 69 reversed /0 (3) + 2 (1 ) -r 3(3) -1(8) +1 (ll)
~+ 3 (6) = 68; deduet 1/6 = 57
(Even letters as 6,%'s, 1 (4) <+ 2 (10) + 2 (11) <+ 1 ' ‘
0dd letters as 92;5) (5) + 1 (&) + 3 (1) ;igg
15
FIGURE 71.

Beginning with 2ist position, the altermation is of type el-y 92.—-, 91;
hence it is of ths "<4-" type. Again the reversal in type of altermation
occurs in passing from the 24 set of 10 lettersj to the 34 set, and this
indicates that column 2 of the transposition rectangle ends somewhere
noar the 20th letter. But, fortunately, this time the exact location
of the break is definitely indicatod: the simultaneous appearance of V
and X in the sequent positions 22 and 23 leads to the idea that letter 22
marks the end of column 2 and letter 23 marks the beginning of column 3.

There is nothing of an absolutc paturo in this point: it is mercly an

indication based upon probabilities and does not constitufe a conclusive
proof by any means. Now if there is this defirite break at the end of 22 *
letters it means that columns 1 and 2 must ench contain 11 letters. The

calculations have heretofore been based upon sections of 10 letters and
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the results are therefore modified as shown in the following calculation:

FIRST SECTION (Letters 1-11)

1 2 3 4 5 6 7.8 91
I11. D AGAAPTYGAGTYD
XI. YV F DDV AXGDA D-
Distribution of o0dd letters Distribution of even letiers
. ADFGVX ADFGVX
§ =- - 3 -
1-5-0~3=-2~1 §-1-2-1-1-0

Weighted values of distributions:

On basis of Fig. 69 normal (ocdd letters as e,'s, even letters as
85'8): )
1(3) -+ 5(11) 4+ 0 (3) 4 3 (8) 4+ 2 (11) -} 17 (6) = 110; deduct 1/6 = 92

5 (4) =+ 1 (10) 4+ 2 (11) -+ T (5) + 1 (4) -+ o (1)

62 .............ﬁ
Total -oooc-lSA

LI On basis of Fig. 69 reversed {even letters as 6,'s, odd letters as 65' 8):
5(3) =+ 1(11) 4+ 2(3) 4+ 1(8) 4+ 1 (11) 4 0 (6) = 51; deduct 1/6 = 42

1(4) +5(10) +0(11) 4+ 3(5) +2(4) F21(1) 278 eeecareecncene 18
Total <ese.ol20

The type of elternation is &) <» 65— 8y, or ndfen,

SECOND SECTION (Letters 12-22)

12 13 14 15 16 17 18 19 20 21 22
III. AP O G X FDXDTF UV
XI. FG&GGGGPFGGDDT EFX

Distribution of odd letters Distribution of even letters
ADFGVX ADFGVX
TyE - B

P

0-1-5-3-0-1 . 1-3=1=4-1-2
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s

Weighted. values of distributions:
On basis of Fig. 69 normal (odd letters as 8,'s, even letters as 92'3):
0(3) 4- 1 (11) 4+ 5 (3) 4+ 3 (8) <4 0 (11) 4.1 (6) = 56; deduct 1/6 = L7

1(4) =3(10) 4+ 1 (11) 4 4(5) + 1 (4) +2(1) =T covececnnees
TOtal .l...lle =

On t;asis of Fig., 69 reversed (even letters as el's, odd lletters as 65¢ s):
1(3) +3(11) +1(3) +41(8 +1(11) + 2(6)
0 {4) +1(10) + 5(11) -+ 3 (5 -+ 0 (4 + 1 (1)

94; deduct 1/6 = T8

81 ....Il......ﬂ
Tota-]- ..Il.159

Since the best values are obtained on i-:he basis of Fig. 69 reversed, the

type of alternation for the 24 section of 1l letters is therefore

again 6,~%» 0,3 6,, or nfw,
| THIRD SECTION (Lettors 23-33)

23 24 25 26 27 28 2 0 2
ITI. VYV X GF XF DX DDA X
XT. XDAFDDIXGG AV P
Distribution of odd lotters Distribution of evon letters
Py
'ADFGV X ADF GV X
2-3-0-2-2-3 ' 1-3-3-1-0-2

Weighted values of distributions: -
On basis of Fig. 69 normal (odd letters as 63's, even letters as 63's):

2 (3) 4+ 3(11) +0(3) + 2 (8) + 2 (11) 4+ 3 (6) = 95; deduet 1/6 = 79
1 (4) + 3(10) + 3 (11) -+ 1 (5 -+ 0 (4) + 2 (1)

74 (X R NN NN NN N N N

Total eeseel53
On basis of Fig. 69 raversod (;vgn letters as 8;'s, odd letters as 6,'s):
1(3) 4+ 3(11) - 3(3) -k 1(8) + 0 (11) + 2 (6) = 65; deduct 1/6 = 54
2 (4) -+ 3(10) 4+ 0 (11) =+ 2 (5) -+ 2 (4) + 3 (1)

59 [N RN N NNEN N NN N]

Total ae e -113

|
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L J v .o
Since the best values are obtained on the hasis of Fig. 69 normal, the

type of alternation for the 34 section of 11 letters is 91—-> ,—> 6y,
or "4-",

k., Now if columns 1 and 2 contain 11 letters, and the total number
of letters is 186, the transposition recctangle obviously has 17 columns,
there being 16 long columns of 11 letters and one short column of 10
letters [(17 x 11) - 1 - 186].

l. There is another cryptogram which also contains but one short
column, viz, VII, of 254 letters, ({17 x 15) - 1 = 25)) . The columns of
this cryptogrem contain 4 more letters than the corresponding columns of
III and XI. Assuming, momontarily, the last column to be the short onc,
cryptogram VII may be added to tho suporposition of III and XI, provided
these sets of 4 addilional letters are accounted for. This has been
done in Fig. 72. In that figure the 4 oxtra lotters pertaining to crypto-
gram VII are shown as falling under the last letters of the columns of
cryptograms III and XT, but this is only an arbitrary placement. It is
sufficient to place these extra letters in such positions as will make
the first one of the series begin in an even position.

m, Since the transposition rectangle is now known to be 17 columns
wide, the data in Fig. 69 may be enlarged to correspond to this information
For example, whereas in originally constructing Fig. 69 the first column
of cryptogram I was assumed to have only 8 letters (to correspond to a
key of 25 numbers), it may now be extended to a column of 12 letters, and
so on, The additional portions used to make the distributions in Fig.

74 are shown underlined in Fig. 73.
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Cryptogram Lenggh “Letters taken Length Letters taken

I 212 VDDGGGVFDEVD 254 | GAFGFFXFVFGEXA
II 108 VDAAVD 14, | DGVVGEXG
IIT 186 DAGAAFGAGY 182 | GDDDIXVGVD
v 110 ADXVFX 130 | DGDDFVF
v 202 DFXFDDVVVDX 186 | VFDDVAXGDA
VI 120 GDGFXAG 22/, | XFDFXVVDVDAVD
FIGURE 73.

The new frequency weights are therefore as follows:

0dd (1st, 3d, ...) letters Even (24, Ath, ...) letters
f DF GV X A DF GV i[
A LA
S - 5=
4 14 5 15 1 9 1514 8 17 2
Total = 59. Total = 55.
FIGURE 74.

Since the two totals are quite close together, no corrsction need be
made of the nature of that made in preceding calculations, where 1/6 was
deducted from the total values of odd letters.

n. Beglinning with position 23, in the casc of cryptograms III and
XTI the next 11 letters, and in the case of cryptogram VII the next 15

lotters are clearly of the "4" type of alternation. The data are as

follows:
232?2?262?282?%%13223
III. v D A
XI. X D AFDDIX GG AT
VilI. YDV FVF ADATVATYTY
F v ¢ G
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-

Distribution of odd letters T Distribution of even letters
ADFGVX ADFGVX
=xT=iz == §= =
2-4-1-3-7-3 bmb=5-2-0-2

~

Weighted values of distributions:
On basis o-f Fig.--'?l, normal (0dd letters as ©,'s, even letters as 92'5):
2 (&) + 4 (1) + 2 (5) + 3 (11) + 7 (15 + 3 (20) = 237 )

L (9) + 4 (15) + 5 (14) +z(s) Do () +2(2) =186
Total ....423

On basis of Fig. 74 reversed (even letters as Bl's, gdd letters as 62'5):
L (4) -+ 4 (14) 4+ 5 (5) + 2 (11) + 0 (15) + 2 (10) = 139

2(9) +4(15) +1 (1) +3(8) +7(N+3(2 =1B
Total ....310

Since the greatest total is obtained on the basis of Fig. 74 normal, the
type of alternation for the 3d section of letters is 91-3 92—? e]_, or
||.|_“. Il - .

O. Gonti:;uing the foregoing process with the letters beyond position

33, tho data are as follows

34 35 3621232_@_@52&25&

III. G ADDGYV A DDV YD

XTI, G A GDYVDFDFDD

VII. A DAATFVYVF DV FD

X F X X

Distribution of odd letters Distribution of even letters

ADFGVX _' ADFGVX
T{- == VRN
3~8=-1-0~3~2 3e5=5=-4=-2=1

VWeighted values of distributions:
On basis of Fig. 7, normal (odd letters as 8,'s, even letters as ezvs):
3 (4) 4- 8 (14) + 1 {5) 4+ 0 (11) 4 3 (15) + 2 (10) - 194

30(9)+5(15) +5(14) +4(8) +2(7N +1(2) =20
Total ....414
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On basis of Fig. 74 reversed (even letters as 8,78, odd letters as ez's):
.+ 3 (&) 4 5 (1) -+ 5 (5) -k 4 (11) 4 2 (15) + 1 (10) = 192

3(9) +8(15) +21(14) +0(8) +3(7 4+ 2(2) =189
Total -0-380

Since the distribution begins here with an even-mumbered positioen (34),
and the greatest total is obtained on the basis of Fig. 74 normal, hence
the alternation for the 4th section or column is of the type 65— 6;—> 6,.

or nat .

P+ (1) The data for letters beyond position 44:

45 46 47 4B 49 50 51 52 53 54 55

D 51
AT
F D
F v

III. D G
XI. D G
VII. G D

Distribution of odd letters

Welghted values of distributions:
On basis of Fig. 74 normal (odd letters as 8,'s, even letters as 62'5):
4 (4) 4+ 5 (24) + 1(5) + 3 (11) + 3 (15)4 4 (20) = 209

309) + 4 (15) + 6 (14) + 4 (8) + 0 (7) + 0 (2) =203
Total ...412

On basis of Fig. 74 reversed (even letters as 8;'s, odd letters as 62'5):
3(4) 4+ 4 (14) + 6 (5) 4 4 (11) 4- o (15) + 0 (10) = 142

L09) +5(15 +1(14) +3(8) +3(7+4(2 =18
Total «.¢..320

Since the distribution starts with an odd position (45) and the greatest
total is obtained on the basis of Fig. 74 normal, the type of alternmation

for the 5th section or column is 8, —3 8, = 8, or ngn,
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q. The types of altémtion for the first 5 columns, which are ell-
long columns, is therefore 4+ 4 + - 4. Since cryptograms III and X
contain but one short columm, it is advisable to be' on the lookout for
it as the work prog_res.ses. It is possible %o continue with the process
detailed above. For example, the calculations for the next or 6th section

of 11 letters are sinown below:

56 57 58 59 60 61 62 63 b4 65 66 .
1I1. DDDAYV P*PV DDPFD
XI. Y AVFGGY ADDG
VII. V.AD XV A XDVY X A
J ’ F F VD
Distribution of odd letters ' Distributlon of even letiers
ADFGVX ADFGVX
R = . Z' g ; .
p S=f=l=1-1~2 - 1-7-1-2-8-1

Weighted values of distributions:

- - -

On basis of Fig. 74 nom-;al (-odd letters as el's, even let.ters. as 62'5):
5 (4) 4 4 (14) + 4 (5) + 1 (11) 4 1 (15) + 2 (10) = 142

1(9) 4~ 7(15) + 1 (24) +2(8) 48 (7 4+ 1(2) =202
Total.....344

’

On basis of Fig. 74 reversed (even letters as @;'s, odd letters as 851 8): .
1(4) + 7(24) 41 (5) 4 2(11) 4+ 8 (25) 4+ 1 (10} = 259 |, .

5(9) 4+ 4 (15) + 4 (14) +1(8) +1 (7 + 2(2) =218
Total Jese439

Since the distribution starts with an even position (56) end the greatest
total is obtained on the basis of Fig. 74 reversed, the type of altermation

for the 6th section or colum is &y =» 6,— 8y, or "4-". ‘

Y

I» But perhaps advantage should be taken of thé availability of
i}

additional cryptograms. For example, cryptogram V, of 202 lettefs, hag 2

short colummns El? x12) - 2 = 202—, whereas the cryptograms thus far dealt
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with each have but one. That is, cryptogram V has one short column in
common with cryptograms III, XI, and VII, and one additional short column
not possessed by the latter. Can this additional short column of crypto-
gram V be located?

8. Suppose column 1 of cryptogram V 18 the additional short column.
Then the letters of this colum are FXFXFFFVAGFD. These
letters when evaluated on the basis of Fig. 74 normal yield a total of
77; when weighted on the basis of Fig. 7, reversed, a total of 144. The
calculation is as follows:

Distribution of odd letters Distribution of even letters

ADFGVX ADFG VX

=3 ———

1-0-5-0-0-0 0-1-1-1~-1-2
On basis of Fig. 74 normal:
1(4) 45 (5) 4+ 1 (15) 4 1 (14) + 1 (8) +1(7) +2(2 =1
On basis of Fig. 7L reversed:
1(9) 4 5 (14) + 1 (14) 4 1 (5) 4 1 (11) 4 1 (15) 4 2 (20) - 144
According to this calculation column 2 of cryptogram V seems to correspond
Yo the type of alternation 8,—% 6;—> 63 that is "-%. But fram previous

work it is fairly certein that column 2 is of the "4-" type. Hence,

colum 1 of cryptogram V is not(the additional short column of that

message. Assuming column 2 to be the extra short column, no such contra-

}
diction is obtained, for the calculation is as follows:
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A
= pas -

Assuming column 2 to be short, the 1etter§ of column 3 are
XAVDAGFDVDPFG., The ‘Weighted frequency value for a
91 —> 02 =368) sequence (letters XVAFV Gand ADGDDF) = 136,
The welghted frequency value for ; 85 —» 8; ~%» 85 sequence (letters
ADGDDTFT an:l XVAFVG) =109, Hence column 3 is a "-" column,
which is consistent with the formula 4 4 4 - <4 for cclumns 1 .
to 5, as previously ascertained.
If all the foregoing reason is correct, and column 2 is the additional
short column for cryptogram V, it must be the mext to the last column of
the transposition rectangle. Since it is a “-1-“ column, the last column
must be a "~" one; therefore, there ar_e 9 ¥"-" columns and 8 "4-" columns.
This definitely determines that the "-" columns are the odd ones, the
nd-m columns the even one's. since in an odd-width rectangle there is one
more odd column than even columns. i
t. The single short column which is common to cryptograms IIT, XI;
and VII is one of the columns beyond column 5. Assuming sach possibility
in turn, there is obtained for the type of alternmation in each column
the distributions of "4~" and "~" ghown-in Fig. 75.
) u. The correqt assmﬁption must satisfy the following conditions:
(2) There must be 9 "-" and 8 "4" columns.
(b) The short column must be "-%,
Only assumptions (3) end (5), in which column 8 and column 10 are short
" columns, satisfy these conditions. Therefore, columm 2 1s followed by
either column 8 or 10. Testing the combination 2-8 for monoalphabeticity
of bipartite pairs, the distribution shown in Fig. 76 is obtained. When .
combination 2-10 is tested, the distribution shown in Fig. 77 is obtained. '

Obviously, the 2-3 combination is the better.
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~ Column - Summation of
Assumption 11213 1415 6 (7 18 |9 [10{11]12]13]14115}{16]171 4-'s and ~!8
(1)  6th short ..d =4=[a-|<-]= ||+ |4 |+]= | +[{+|+] -] -] -| - ~| 20+, T-
(2)  7th short ood A=|+|{4|~ | +|+| =|4|- |+|+|+] | =} -} -1 | 9+ 8-
(3) Bth short eed === ||| = =|= |4=|4]|=+| =| =] =| =] =| 8*» 9~
(4) 9th short ..d 4|+| 4|~ |+|+]| ~| | H+[4=|+|=+]| - -| -] -| 7| 9t &

= [ (5) 10th shert eod ==|4=| =)= ||| <] =]+ =|4=|=+] -] ~| - -] -| 8+, 9~
(6) 11th short .od ==|=4=|4=|= {4=|4=] =] =l 4+] =| =|4| -] -| -| | «| 74,20~
(7) 12th short .od ==|=| =]~ ||| =] =| | | =] -] -| - =] =] < 6+,12-

« { (8) 13th short eed 4=|4-| d=|= ||| =] =| 4] ~] =} =|<4=| - -| -| | 7<+,10- .
(9) 14th short eed 4-|4-| =+~ | 4| 4=] =] | 4| | = <] 4= ]| -] -] -| 84, 9~ i
(10) 15th short ood A= A=| == [ 4=| =] =} < 4=] =| =| = 4| +|+]| -] -] 94, 8- !
(11) 16th short eud =H=| A=| a=| = | d=| w=| = =] 4=| =] =] =] =4~ +=|4|4+| <104, T-
(12) 17th short eof 4| 4=l 4| - | 4| 4| =] |+ | -| =| 4 +| |+ 124, 6- .

FICURE 5.
ADFGVX ADFQGVX
A A
D ~ -|- D - gy pom
F g I=IE I == ~
¢ [={=11 ¢ =T1=1=1|=
v v

. X - = X - —

E (¢) = 0667 x 17 x 16 = 18.14 E (0) = .0667 x 17 x 16 = 18.14
. = 22° = 4
FIGURE 76. FIGURE 77.

v. It is possible by introducing cryptograms with additional short
columns to determine more of the key. Thus, it was found by using crypto-
grams XII and VI that the first 3 numbers of the transposition key are
16~5-7. But the process of anagramming will yield the solution at least
as rapldly. In this process, of course, advantage may be taken of the
fact that the columns have been classified into the "-}" and n_n types
and no combinations of two "-" or two "~" columns need be tested, since
only combinations of the type "4 -" or "- <" are permissible.

W. The final transposition key and the substitution checkerboard are

shown in Fig. 78.
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16 5 7 6 9 3 141 13111710 4 12715 2 8
V I K I NGGBSGCRTGOTWNTEHTGOTETL
A DY GV X
A [VI9gKTNG
D {78 ¢C 3RO
F-{wW HS&8TE S5 R
‘ . G |L A 1B 20D .
vV |LF & JT ¢ M
X |P QU XY Z

FIGURE 78.

X. All the foregoing de%ails concern a case in which the trans-
position rectengle has an odd number of columns. Now if the rectanglé

contains an even number of colummns, this type of solution is, of ecourse,

lettors of the
still applicable, and in fact is easier, since the /text of the respective

gsections do not have to be distributed into odd and even letters. It is

only necessary to i1dentify a section as being composed of initial com-

ponents or of final components. This analysis then produces a series of

-

1
soctions corresponding in number with the pumber of columns in the trans-

position rectangle. This number will, of course, be even. By a careful

study of where alternations in composition of components (91 or 92)

occur, the division of the text into sections corresponding to long and
short columns can be accomplished. The remaining steps are obvious and

follow the lines elucidated in Par. 39e-j.

Y. The entire structure upon which this general solution rcsts

13 destroyed if the substitution checkerboard has been conscliously
manipulated t impart a homogeneity to the sums of the weighted frequencios

of the letters in its rows and columns. For exemple, note the following. -

checkerboard, which is not "perfect" but gives fairly homogeneous fre-

quencies in its rows and columns.

-1.76_
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SECTION. IX

[N

SOLUTION OF THE BIFID FRACTIONATING SYSTEM
‘ Paragraph

Review of principles underlying the cryptographic method ceesese 44
General principles underlying the s0lutiOn sccesssvosssssssccses 45
Ascertaining the Period seesevvanssseevssnsesesssscsccnnssssesce

Tllustration of S0lubtlOn esseescecscscsocrcecssssencsvacsesrcnses 47 .
Spe(ﬂ.al solutions for bifid Systems etscvgvssensasscsssneesesnaey 48 -
Solution of trifid Systenls €e 0000000 NR0N0R000s0RROPRE00RORPRRRD l|.9
Concluding remarks on fractionating systems sescecscesssscsscens 50
Concluding remarks on transposition systems eessecvesscssssceces 51

44e Review of principles underlying the cryptographic method. - a.
Several bifid fractionating systeme have been expleined in previous texts -
of this series.® In certain of thesé systoms four basic steps arc in-
volved, two of substitution and two of transposition. Those steps mey
be briefly describod as follows: (1) a process of deccmposition
(substitution), in which cach plain-text lettér is roplaced by two
components, e% and ég, of a bifid or bivertits alphabet; (2) a proccss

1e§ compononts originally

of separation (transposiiion), in which tho ©
paired together are separated; (3) a process of rccombination (trans-
position), in which tho separated components are .combincd to form now
pairs; {(4) a process of recomposition (substitution), in which each new
pair of componcnts 1s given a lettor value according to the original or a
different bifid alphaboet.

3§ Ono of the simplest and most efficient of the fractionating
systams of the foregoing nature ig_that in which the processos involved
aro applied to groupings or pericds of fixed 1éngth, ag exomplified below,
Let the bipartite alphabet be based upon the 25-cell substitution
checkerboard shown in Fig. 80. Let thc message to be enciphered be

ONE PLANE REPORTED LOST AT SEA. ILet it also be assumed that, by

Y00 Special Toxt No. 166, Advanced Militory Cryptography, Sec. XI and
Military Cryptanalysis, Part I, Sec. IX. - ‘
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(2)
12 preagreement between correspondents, periods of
1l _g#_ NiUIF
2 J_E_R 1iG 5 letters will constitute the units of encipher-
(1) 3| BIDJEJHIK
41 LJO 2_‘948 ment. The blpartite equivalents of the plain-
5 L VIWIX]Y|Z2 o
. , ' text letters are set down vertically below the
. FIGURE 80. ’
. letters. Thus:
ONEPL ANERE PORTE DLOST ATSEA
L1344 121323 L4223 34442 12431
23331 23333 32323 21252 22532

Recbmbinetions are effected horizontally within the periods, by joining
components in pairs, the first period yielding the pairs 41, 34, 42, 33,
31. These pairs are then replaced by letters from the original checker-

board, yilelding the following:

ON EP L AN ERE PO RTE DL 0S T AT SE A
41 34 4 11 32 3 Lhk 22 3 34 442 12431
23 331 23 333 32323 21252 22532
- LHOEB MDDEE QT ERR HQ TA W AP AG D

45. Gemeral principles underiying the solution. - a. It will be
noted that the periods in the foregoing example contain an odd number of
letteras. The result of adopting odd-length periods is to impart a much
‘greater degree of cryptographic security to the system then is the case
when even-length periods are involved. This point is worth while
ela.borat'ing upon to make its cryptanalytic significance psrfectly clear,

Note what happens when an cven perliod is employed:

ONEPLA NEREPO RTEDLO N
413441 132344 223344 e
233312 333332 323212 ven
. LELREA NRQEED TEQDDA
Now if each 6~letter cipher group is split in the midd].; into two sections

and the letters are taken alternately from each section

(BEx. LHLREALOLRHELA) the result is exactly the same as is
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L]

prrs

obtained in case a simple digraphic encipherment were in effect with the

2-square checkerboard shown in Fig. 81.

=
>

Ho
o=
ol -]
o
e
>
o
x o
B
O W
[ W

2] b F_Flt*lmln]
GJFJHJFB(:aﬂC)tﬂFﬂ
o]

:
.

For example, ONp = ERG; EPp = HEcl and so on., ZEncipherment of this sort
brings about a fixed relationship between the plain-text digraphs and
their cipher equivalents, so that the solution of a message of this type
falls under the category of the ci&ptanalysis of a case of simple di-~
graphic substitution, once the length of the period has been established.2
The latter step can readily be accomplished, as will be seen presently. ..
In brief, then, it may bo sald that in this system when encipherment 1s

'based upon even perlods the cipher text is purely and simply digraphic
in character, each plain-text digraph having one and only one cipher-
text digraph as its equivalent.

b. But the latter statement is no longer true in the case of odd |
periods. Note, in the example under Par. 44b, that the cipher
equivalent of the lst plain-toxt digreph, of the lst group, ON, is &m-
posed of the initiel and final components of the letter Lc’ the final
component of the lotter Oc, and the initiel component of the letter Ec.

That is, three different cipher lettors, L, 0, and E, are involved in the

2
An example of tho solution of a cryptogram of this type was given in
Military Cryptanalysis, Part I, Sec. IX. -

- 180 -




REF ID:A569%13

composition of the cipher equivalent of one plain~text digraph, ON.
Observe now, in the following examples, that variarnts may be produced for

the digraph ON,..

P
ON EP L ON TH E ONCRU FR ON G CO NT I PO NG I AT 10 N
A 34 4 1 233 41 221 42 11 2 2, 12 2 A 12 2 12 2,1
23331 23 24 3 2313 4 33235 12 32 4 3235 4 22 42 3
LH OE B IRDD P LT ABH OL RD K IACR I %RRY AT AT R
AV w O AV, IR N N7

c. The foregoing examples fall into two classes. In the first,
where the 0 of ONP falls in an odd position in the period, the first
letter of the trigrephic cipher equivalent must be an I'c » the second must
be one of the 5 letters in the 24 column of the substitution checker-
board, the third must be one of the 5 letters in the 3d row of the
checkerboard. Therefors, L, may combine with 5 x 5 or 25 palrs of letters
to form the 24 and 34 letters of the 3-letter equivalent of ON . In

P
the other class, where the 0 of ON, falls in an even position in the

p
period, the lst letter of tha equivalent must be one of the 5 letters in
the 4th column of the checkerboard, the second must be one of the 5
letters in the lst column, and the 3d letter must be R, Therefore, R,
may combine with 5 x 5 or 25 pairs of letters to form the 1lst and 24
letters of the 3-letter equivalent of ONP in this position in the period.
Hencs, 01\1p may be represented by 50 trigraphic combinations; the same 1s
true of all other plain-text digraphs. Now if the system based™apon even
periods iﬁ; considered as a simple digraphic substitution, the foregoing
remarks lead to characterizing the system based upo;l' o0dd periods as a
special type of digraphlic substitution with variants, in which 3 letters
reprosent 2 plain-text letters.

d. However, further study of the odd-period system may show that

there is no nacessity for tryang to handle it as a digraphic system with

- 181 -




REF ID:A569%13

- s L=

variants, which would be a rather complex affair. Perhaps the matter

~

can be simplified. Referring again to the example of encipherment in -

Par. 44b: B

ON EP L AN ERE PO RTE DL OS T AT SE A °
L1l 34 4 11 32 3 LiL 22 3 34 44 2 12 431 .
23 331 23 33 3 32 32 3 21 25 2 22 53 2
LEHEOEB MDDEE QT ERR HQ TA W AP AG D

Now suppose that only the cipher letters are at hand, end that the period
is known. The lst c¢ipher letter is L, and 1%t is compos;d of two numerical
components that ‘come from the 1lst and 23 positions in the upper row of
components in the period. These components are not known, but whaii:ever
they are the first of them is the-lst component of L, the second of them
is tho.2d component of L. Therefére, for cryptanalytic purposes, the
actual but unknown numericel components, may be represented by the-
émbols\ L; and Ly, the former referring to the row coordinate of the
substitution checkerboard, the latter to the column coordinate. The
same ?h:lng may be done with the components of the 24 cipher letter, the
3d, 4th, and 5th, the respeétive components being placed into their '
proper posjitions in the.period. ‘Phus:

Components Iy Lo H) Hy 01 . N

r

) 02 E3 E3 By Bp

. Cipher .es.s L H O E B

Now let the actual plain-text letters be set into position, as shown at

the right in the two diagrems below.

Plain text ... ON .EP L O NE P L .
Components ...(4 L 3 4 4 Ly Ly Hy Hy Oy

2 l - 02 Ey Ey By By
Cipher eeeeess H OE B L E O EB 2

By comparing the two diégrams it becomes obvious that Iy, Hy and 0y all
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represent the coordinate J; Hl . El, Ep, and By all represent the co-
ordinate 3, and so on. If this equivalency were known for-all the 50
combinations of the 25 letters with subscript 1 or 2 there would be no
problem, for the text of a cryptogram could be reduced to 25 pairs of
digits representing monoalphabetic encipherment. But this equivalency
is not known in the case of a cryptogram that is to be solved; basically
the problem 1is 'to establish the equivalency.

8. It is obviousLthat the vertical pair of components g% represents

2 i

Op. the vertical pair E; represents Np, and so on. The complete example

therefore becomes:

O NEPLANERTEPORTEDTLOSTATSEA
Lb&%%h%hDh%%ﬁ%ﬁ%%QqTM%h%h
Os By E; By By Dy By E5 By Ex By Ry Ry By Ry T Ay Ay Wy Wy Ay G Gy Dy Dy

L HOEBUDDETEQTERRIHEQTAWAPAGTD

f. Note that a plain-text letter in an odd position in the period
has its components in the order 6192; in an even position in the periocd
the components of a plain-text letter are in the order 9291. For example,
note the Op in the 13t period 2- 21; and in the 3d period { %f; This
distinction must be retained since the componsnt indicators for rows and
colums are not interchangeable in this system. From this it follows
that the vertical pairs of components reprosenting a givén plain-text
letter are of two classes: 9192 and 658;, and the two must be kept
separate In cryptanalysis.

8+ Now consider the equivalent of O, in the 1st period. It 1s com-

Iy

posed of 02. This is only one of a number of equivalents for O, in an odd

D
pogition in the period. The row of the substitution checkerboard indicated

by I'l may be represented by 4 other components, since that row contains 5

[
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61

letters. Therefore the upper comgonent of the €5 equivalent of Op may
be any one of 5 letters. The same is true of the lower component.
Hence, Op in an odd position in the period may be represented by any one
of 5 x5 = 25 combinations of vertical components im the sequence
61 -3 85. 0p in an even position in the period may be represented by any
one of a similar number of combinations’of vertical components in tke -
reverse sequence 62—) 8. Thus, disregarding the position in the period,
this system may be described as a monoalphsbetic substitution with
variants, in which every plain-text letter may be represented by any
one of 50 different component-pairs. But in studying an actual crypto-
gram in this system, since the position (0dd or even) occupiod by a
cipher letter in the period is obvious after the length of the period
has been established, a proper segregation of the cipher letters will
permit of handling the_ cipher letters 1n the two classos referrod to *
above, in which case one has to deal with only 25 variants for each
Plain~text lettor. Obviously, th—e 25 variants are related to one another ]
by virtue of their having been produced from a single checkerboard of
but 25 letters. This relationship cen be used to good advantage in re-
constructing the checkerboa::d in the course of the solutién and will be
discussed in its proper place.

h. Now if the foregoing encipherment is studied intently several
important phenomcna may be observed. Note, for instance, how many times
c;ithar the 91 or the €5 componen.t- coincides with the plain-text letter of

which it is a part. In the very first poriod the O_ has an 0o under 1it;

jo
in the same period the E:p has an E2 under it. The same phenomenon is .

observed in columns 3 and 5 6f the 24 period, in column 3 of the 3d period,

"18;’4.'
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and in column 1 of the 5th period. In column 5 of the 34, 4th, and 5th
periods the el components coincide with the respective plain-text letters
involved. There are, in this short example, 9 cases of this sort, giving
rise to instances of what seems to be a sort of self-encipherment of
plain-text letters. How does this come about? And 1s it an accident
that all these cases involve plain-text letters in odd positions in the
veriods?

1. If the periods in the foregoing example in subparagraph e are
studied closely the following observations may be made. Because of the
mechanics of encipherment in this system the lst cipher letter and the
1st plain-text letter must come from the same row in the substitution
checkerboard. Since there are only 5 letters in a row in the checker-
board the probability that the two letters referred to will be identical
. 18 1/5. (The identity will occur every time that the coordinate of the

row in which the 24 plain-text letter stands in the checkerboard is the
- same as the ccordinate of the column in which the lst plain-text letter
stands.) The same general remark applies to the 24 cipher letter and
the 34 plain-text letter; as well as to the 3d cipher letter and the 5th
plain-text letter: in these cases the two letters must come from the same
row in the checkerboard and the probability that they will be identical
is likewise 1/5. (The identity in the former case will occur every time
that tho coordinate of the row in which the 4th plain-text letter stands
in the checkerboard is the same as that of the column in which the 3d
plain-text letter stands; in the latter case the identity will occur
every time that the coordinate of the column in which the lst plain-text
loetter stands is the same as that of the column in which the 5th plain-text

letter stands.) The last of the foregoing scurces of identity is
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B A

exemplified 1n only 4 of the 9 cases mentioned‘in subbaragraph.g_above.
Th;se involve the 5ih plain-text letter in the 3d, A4th and 5th periods,
and the 1lst letter in the 5th perioa, wherein it will be noted that the
el component standing directly under the plqinrteii letter is identical
with the latter in each case. '

J. But how are the other 5 cases of identity brought about?
Analysis along the same lines-as indicated above will be omitted. It will
be sufficient to observe that in each of those cases 1t is the €, com-
ponent which is identical with the plain~text letter involved, and again
the probability of the occurrence of the phenomenon in question is 1/5.

k. Since the probability of the occurrence of the event in question
is 1/5 for 6, components and 1/5 for 8, comporents, the total probability,
from either source of identity is 2/5. This probability applies only to
the letters occupying odd positions in the period, and it may be said that $
in 40% of all cases of letters in odd positions in the periods the one or
the other of the two cipher components will be identicel with the plain- :
text letter. '

l. As regards the plain-text letters in even positions, analysis
will show why only in a very fow cases will either of the cipher:com-
ponents coincide with the plain-text letter to which they apply. Now the
method of finding equivalents in the substitution checkerboard is to take
the lst comporent as the row coordinate irndicator and the 2@ component as
the column indicator; a réversal of this order will give wholly different
lettoers, oxcept in those 5 cases in which both components are identical.
(The letters involved are those which occupy the 5 cells along the diagonal
from the upper left-hand cormer to the lower right-hand cormer of the

checkerboard.) Now in every case of a letter in an odd position in a perioc
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the two vertical components are in the 9162 order, corresponding to the
order in which they are normally teken in finding letter equivalents in
the checkerboard. But in every case of a letter in an even position in a

period, the two wvertical components are in the order 6,.8.,, which is a

2°1°
reversal of the normal order. It has been seen that in the case of
letters in odd positions in the periods the probability that one of the .
camponents will coincide with the plain-text letter is 40%. The reason
which led to this determination in the case of the odd letters is exactly
the s'ame as that in the case of letters in even positions, except that in
the final recombination~-substitution proceass, since the components in
the even positions are in the 9291 order, which is the reverse of the
normel order, identity between one of the components and the plain~text
letter can occur in only 1/5 of the 40% or 8% of the cases. It may be
said then that in this system 48% of all the letters of the plain text
will be "self-enciphersd" and represented by one or the other of the two
components; in the case of the letters in odd positions, the amount is
40%, in the case of letters in oven positions, it is 8%.

m. Finally, what of the peculiar phenomenon to be observed in the
case of the lst column of the 5th period of the example in subparagraph
h? Here is a case wherein the plain-text valuc of a pair of superimposed
components is ummistakably lndicated directly by the cipher componaents
themselves. Studying the cipher group concerned it is noted that it
contains 2 Ac's separated by one, letter, that is, the A's are 2 intervals
apart. This situestion is as though the plain-text letter were entirely
self-enciphered in this case. Now it is obvious that this phenomenon

will occur in the case of periods of 5 letters every time that within a

period a cipher letter is repeated at an interval of 2, for this will
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bring about the sﬁperimposition of a 91 and 92 with the same principal
letter and therefors the plain-text letter is indicated directly. This
question may be pertinent: how many times mey this be expected to happen?
Analysis along the lines already indicated will soon bring the answer
thet the phenomenon in question may be expected to happen L times out of
100 in the case of letters in odd positions and only 8 times out of 1000
in the case of letters in even positions. In the latter cases the
letters involved are those falling in the diagonal sloping from left to
right in the substitution checkerboard.

n. All of the foregoing phenomena will be useful when the solution
of an exsmple is undertaken. But before coming to such an example it is
necessary o explain how to ascertain the pez:iod of a cryptogram to be
solved. )

46. Ascertaining the period. - a. There are several methods avall- .
able for ascertaining the lenéth of the period. The simplest, of course,
is to look for repetitions of the ordinary sort. If the period is a
short one, say 3, 5, 7 letters, and if the message is fairly long, the
chances are good that a polygraph which occurs several times within the
message will fall in homologc-ms positions within two different periods
and therefore will be identically enciphered both times. There will not
be many such repetitions, it is true, but factoring the intervals between
such as do occur will at least give some clue, if it will not actually

disclose tho length of the period. For example, suppose that a 7-letter

.\

repelition is found, the two occurrences being separated by an interval
of 119, The factors of 119 are 7 and 17; the latter is unlikely to be the

length of the poriod, the former, gquite likely.
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b. If a polygraph is repeated but its two occurrences do not fall
in homologous positions in two periods, there will still be manifestations
of the presence of repetition but the repeated letters will be separated
by one or more intervals in the periods involved. The number of repeated
letters will be a function of the length of the polygraph and the length
of the period; the intervel between the letters constituting the repetition
will be a function of the length of the period and the position of the
Note '

repeated polygraph in two perlods in which the two polygraphs occur.

what happens in the following example:

SENDTER EEMENDO WNTOEND OFENDIC OTTROAD
4313232 3313134 5124313 4131322 4222413
5332243 3313322 2322332 2533241 2223222
PNRGETP ENNPBET VIBDDRD LBDTXDL OTLDTDT

PNRGE TPENN PBETV IBDDR DLBDT XDLOT LDTDT
Hore the plain text contains the trigraph END 4 times. The END in the

1234567
1st period gives rise to the cipher letters . N . . E. .; in the 24

123 456 7
period this trigreph also produces . « N . . E .

The interval between
the N o and the E':= is 3 in both cases. Two times this interval plus one

gives the length of the period. In this case the initial letter of the

repeated trigraph fells in an even position in the period in both occur-
rences, The END in the 34 period gives rise to the cipher letters

12345617 1234567
«» « Ba s ¢« D; in the 4th period it elso produces . B+ . « D

The
interval between the Bc and the Dc is 4 in both cases. Two timos this
interval minus one gives the length of the period. In this case the
initial letter of thc repeated trigraph falls in an odd position in the
period in both occurrences.

&+ Thoe foreégoing properties of repetitions in this system afford a

means of ascortaining the length of the period in an unknown example.
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First, it is evident that a repeated trigraph in the plain text produces
twe different pairs of cibher equivalents according to whethexr the
initiel letter of the trigrapy occurs in an odd or an even position in
the period. The two letters constituting the repetition in the crypto-
gram will not be sequent but will be separated by an interval of 1, 2,
3, »ve letters depending upon the length of the period. This interval,
however, is half of the period plus or minus on.o.3 Conversely, if in a
cryptogram there are repetitions of pairs of letters separated by an
interval x, it is probable that these repetitions represent repetitions
of plain-text trigraphs which occupy hamologous positions in the period.
The interval x (between the letters constituting the repetition in the
cipher text) then gives a good clue to the length of the period:
p_(length of period) = 2x}l.

g,'.A special kind of index is prepared to facilitate the search for 5
repetitions of the neture indicated. If tabulating machinery is avail-
able, an alrhabetically-arranged index showing say 10 succeeding letters
aftor each A,, B,, C,, +«+ %5 18 prepared for the cryptogram. Then this
index ie studied to see how many coincidences occur at various intervals
under each letter. For exampls, under 1-\,<= one looks to see if there are 2
or more casas in which the ssme letter appears 2, 3, 4, e« intervals to
the right of A, a record being kept of the number of such cases under
each interval. The samc thing 1s done with reference to Bc' Gc’ and 8o
on. The tallies representing coincidences may be amalgamated for all the

letters A, B, C, .o+ Z, only the intervals being kept segregated. When

3The student must remember that the text is here concerned only with cases
in which the period is cdd. In the case of even periods the interval
separating the 2 lettors is always exactly half of the length of the period.
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tabulating machinery is not available, tho search for repetitions may be
made by transcribing the cryptogram on two long strips of cross-section
paper, juxtaposing the strips at A, B, C, +.. 2, and noting the coin-
cidences occurring 1, 2, 3, «.. up to sey 10 letters beyond the juxta-
posed letters. For example, beginning with Ac, the two strips are Juxta-
posed with the lst A on one against the lst A on the other. Note is
made of any coincidences found within 10 letters beyond the A's, and a
record is kept of such coincidences according to intsrvals. Keeping one
strlp in position the other is slid along to the 2d A, and agsin coin-
cidences are sought. All the Ats are troated in this. way, then the

B's, C's, +ee Z's. The record made of the coincidences may consist
merely of a tally stroke written under the intervels 1, 2, 3, «.. 10.
That interval which occurs more frequently. than all the others is
probably the correct one. This interval times 2 plus or minus 1 is the
length of the period. Thers are, therefore, only two alternatives, A
choice between the two alternatives may then be made by transcribing the
text or a portion of 1t according to each hypothesis. That transcription
which will most often throw the two members constituting a repetition
into one and the same period is most likely to be correct.

8. Finally, for ascertaining the period there is one method which
is perhaps the most laborious but surest. It lLas been pointed out that
this system reduces to one that may be described as monoalphabetic
substitution with variants. If the cipher text is transcribed into 91 and
62 components according to various assumed periods, arnd then a frequency
distribution is mnde of the pairs of vertical components for each

hypothesis, that period whick gives the best approximation to the sort of
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distribution. to be expected for a system of mnnoalphabétic substitution
with 25 variants for each: letter mE& be takén to be correct. For in the
case of an incorre§£ period the resultant ;ertlcal bipartite components
are qot the equivalents of the actual plain-text letters; hence such

repetitions as occur are purely accidental and the number of such cases

would be rather small. But in'the cese of the correct period the

. Q
resultant vortical pairs of components are 1he equivalents of the actual &

plain-text letters; ﬁgnce repotitions are causal and fairly frequont.
Were 1t not for variants, of coursd, tho distribution would be-per-
fectly monoalphabotlé. ’

47. Illustration of solution. -'g, With the foregoing principles

in mind, the following cryptogram will be studied.

-
'

KZFBE ILYY¥ OCBRB LZDOT GBLPK YWCUC CEPQL
AMEYL 2QXWH LRWQY ARWBM TIZEB ELAYE SOBRY
QVBBL NXNAB QBDOY MQDLW LNACO XCRRG ASWQB
FDDTE BAKFD ETENA KGDFO QDUBN DCLYD VWBAX

CAUGG XOART XXTSD AYXHK OLSXA BRKRP UZWHO

MTDHT SGKELS LQPOU NECIC KKAQB DOFLE KAPRG
SXUPO WALMA VQHLM LAXKP WSTMC XKQVH SIXSL
LWXLX RSGZD FKLNY BXMRB NADKT TBAEO BHWVL
YSXMB OWPGX KORZI UCEAD YIDBL 'Z MITA NHCATI.
DNCID DOYIB CNOLY UUMCE POTDM GBFUN AHLBD

WXNXK KCSCT OXTSD AYXHK CNLDK RRFAY AP MHC

ANMBY GREZQ ATCYI MNDLR LGMTW ETRCV VKTED
[
UFDEL XEEQV CBLYU DUGYA FHNQL KFRUC NVDLEH

LZDRE LKXKU PSEMC TNKTX EBOEE PGVQT GWER H o

LZDRFY LKFAX IYDAKX ZLXXO0O RRPER RRRNC IE
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b. The long repetitions notéd in the text indicate a period of either
5 or 7. By transcribing several lines of text into their 91 and 62 com-
ponents according to both of these alternatives and distributing the
vertically superimposed pairs, 1t is socon found that a period of 7 produces
many more repetitions than does a poriod of 5. The entire text is then
¥ranscribed into its 91 and 8, components according to a perlod of 7 (sce
Fig. 82) and complete distributions of 9192 and 9291 vertical pairs are
made, the distributions being, of course, kopt scoparatc. They are shown in
Figs. 83 and 84. Tho individual distributions show many repetitions and
the distributions as a whole are very favorable for a period of 7.

c. The text 1s accordingly entirely transcribed into periods of 7,
with the 91 and 92 components indicated by the ceiphor letters in cach poriod.
Then the vertical pairs of components arc oxamined to locate cases in which
the basic lotter of the el and 92 suporimposed components are idontical,
wheregpon the plain-text letters indicated arc at once inserted into posi-
tion. In this oxample 10 such cascs are found, onc ocach in pcriods 14, 22,
26, 35, 36, 52, 59, 68, and two in poriod 74. All of thess, of course,
involve letters in odd positions in the periods. The plain-toxt lotters
thus insertod may serve as clues for assuming probablo words.

d. Now if only a few equivalencios can be ostablished betwoen a
fow of the 91 components, or between a few of tho 8, componcnts, or be-
twoen a few 8, and ©, components a long step forward may be takon in the
solution. Perhaps some information can be fourd by studying Figs. 83 and
84. A consideration of Fig. 83 will soon lead to the idea that each row
of frequencies can indicatc omly 5 differcnt plaln-toxt letters, ono of
which coincides with the indicating letter at the loft of the row. Moro~
over, in this same figure, while there are 25 rows in all, there are

really only 5 differont catogorics of rows, each category corresponding
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1
KZFBEIL

K31K2Z)ZoF1 FoBy
BoE) EpI IoLiLp

AMEYLZQ
Ay Ay MoEy EoY )
Yol1LoZ12:Q:Q2

11
QVBBLNX
Q1QaV1V5By BBy
Bal) LaN3NoX) Xo

16
FDDTEBA
F, oD DD, DT
1¥2D; DDy DTy
Ty BBy BoAj Ay

CAUGGXO
C1C2A1A7U1U2G)
G0 GoX3X50702

26
MTDHTSG
M1 M5T1 T2Dy Doy
H2T1T25182G1G2

31
SXUPOWA
$18:X; X5U1UgPy
P,00,W, WA A,

LWXLXRS
Ly Lol WoX) XL
L2X) XoR1R28)S2

YSXMBOW

17 Y257 5K, Xy
M231390102W1W2

L6
DNCIDDO
Dy DN3N5Cq CoIq
IaD) DoDy D5010p

2
YYMOCBR

Y1 Yo Y M Ma0,
02C1C2B1BoR1R)

XWHLRWQ
X3 XoWy WaH Holy
LR RoW WoQ1Q2

12
NABQBDO

NiNoA; A58y BAQy
Q2B3 BoD31D20702

17

22
ARTXXTS
A1 AoR1RoTy ToXy
XoX; XoT1 T8 Sp

7
MLSLQPO
M2y LoSSoly
1201Q2P1P20102

32
LMAVQHL

L Loy Moy A5Vy
Vo Qo8 Holn Ly

37
GZDFKLN

G1 G221 25D DoFy
F2K1KoL1LaNiN2

PGXKORZ
Py Poln GoXy XKy
K20102R1R5Z1 22

47
YIBCNOL

Y7Y5I, 1581850,
CoN3N2030oL3Lip
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3
BLZDOTG
BBaLiLozyZoD;
D20102T31T2G1 G2

YARWBMT
Y1Y2A1 AR 1ROV
W2By BMMoT T2

13
YMQDLWL
Y7 Y M1M5Q1Q50
DaL)LoWiWali Lo

18
AKGDFOQ
1 Ay A K0 GoDy
2 DoF1F20700:Qp

23
DAYXHKO
D1DoAj AgYYoXy
XoHyHoK1K 20702

28
UNHCECK
U3 UoN NoH HoCy
C2I1I2C1C2K1K2

33
MLAXK?W
HyMoLyLoAy AnXy
XK KPP W,

38
YBXMRBN
Y7Y2B; BoXy Xy
M2R1R2B) BoN1No

43 -
CEADY
2U3U2C1 CoEy

YUUHCEP
Y7¥ U, U0, Uiy
MC1CoE 1 EQP 1 P

FIGURE 82.
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51
WXNXKKC
W, W N
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56
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BVATLO2 G R
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LnLa2q 2501 DoRy
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Figure 82 - Continued.
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92 Components

ABCDEPGHIKLM NOPQRSTUVWXY?2

Al lesit ) o o] |4 A wie 1 1im A 23
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ABCDEFGHIKLM NOPQRSTUVWIXYZ
121915172911 719268 7241 9 9237130513116 §
FIGURE 83.

to a row in tho substitution checkerboard. If the rows belonging to the
same category cen be ascertained a large step forward in solution can
be taken. Why not try to match the dlstributions in the rows? For

example, rows D and M appear to be similar:
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8y Components

ABCDEFGHIKLYM NOPQRSTUVWXY?Z
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FIGURE 84.
Dy  A|B|C|D|E| F|G|H|I|J|K|L|X[K[C|F|Q|RIS|T[U|V W|X|E]a]| N =
s = 11 S 22
M . N -
1 18
FIGURE 85.

Applyiﬁg the X-test, the observed valus of X = 34, the expected value is
'y . R3. An excellent match i1s obtained, and the hypothesis that D 'and M are in
the same row in the checkerboard seems promising. Can any confirmation be

found in the cryptogram itsclf?
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©. It has already been pointed out that this system reduces to

monoalphabetic substitution with variants. This being the case 1t should
be possible to find manifestdtions ‘of equivalency between some of the

el :\ ‘-

8, vertical pdirs in the cryptogrem. Note the following instances of

apparent equivalency betwecn Dy apd M;:

Period 16° DgB; D3By Period 18 GoQ; D;Qp
0 Y8 Dby ' - 32 LRy MyQp
47 TB DBy
2 YoB] M;B; 12 A;By AgD) By,
" 50 AB AD HD
16 FE; DiEg; - - 8. ABy- A)My - RiMy
17 FaEy DyEp - 19 DN DgDy UyDy
T59 GE ME, . 46 DI DD ND

44 D)2, DM, BM,
3 2,6, DG,
' 56 NG M.G - 43 U.A, U C.D
21 "12z2 b7 TE uj} P::tmz
;g %le gli.?
t 58 WoLy DLy . ~
. 66 Zle D1L2 - ¢
m oz F.L. - -
6 ALY MIL3
13 Yol ML, _
56 I Ly ML,

It may be assumed the Dy = M; and the two distributions in Fig. 85 may be

emalgamated.

Dy +M4;  ABCD

&

F

m———
]

thiea
=
] L)
u
HA
e
=

NOPQRSTUYVW 2

il
U
Tl e

- 5

The only other row in Fig., 83 which gives indications of being similar to
this distribution is the A row. A soarch 1s madc through the text to sce

if any equivalence between Al N Dl and Ml appears,
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Note the following cases:

Period 8 Y5By A1Ba A

12 N2By A3Bp ADy

50 NaBj A3Bp AsDy

16 D2B1 D31B2 D2A}

20 Y2B) D3Bp Dahy

49 T2B) DBy DoFy

. 2 YoB; M3Bp MRy

.4 Caln A3G2 AgXy
6 NaGy M]_G% M%Rl

2, XK; MK RyZ;
34 ToKy MyKp MQ)

33 LaP) A P2 AWy
4B UgP) M1Pp C1Mp

15 GxQ; A1Q2 AgBy
i8 G2Qi D1Q2 DIN2
32 LGy MjQp MoH;
1/ NaX AyXa AGy
61 FoX] D1X2 DJHp
57 QYy 41Y, I)D, ©
72 oML AYS AZD
. 63 UoY; D1Y2 Aphy
It certeinly seems as though A - Dl - Ml, and this will be assumed to be

i»

correct. Among the most fréquent combinations is the pair Y5By, appearing
in the following sequences:
Period 2 YaoCy Y302 YoBy MyBpy MaRy
8 I1Q2 YiWa ¥oBy A3Ba Ay
10 BijAs Y702 YoBy; EjBa EoRy
20 NLo YjWa Y281 DBz DAy
41 Hl; T)Mp ¥3B; S;B; 85503
Note how My, Ay, E;, Dj, and 8; all appear to be interchangeable. Are
. these the 5 letters which belong in the same row? The probable equivalence
among Ay, Dy, and M has been established by noting cases of squivalency
in the text. A further search will be made to see 1f E; and Sy also show

equivalencies with Ay, D3, and M.
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Note the following:

Period 21 Co8y  44Gp
30 KoG1 A1G2

3 Zo07 DG

69 0q E G2

56 NoGy M;Go

gg glgﬁzﬁl 21%22
61 D}_XgD il Eing

Here are indications that Ej belongs to the same series, but mot enough
cases where S; is interchangeable with A, D, E, or M can be foun& to be
convinecing. But perhaps it is best not to go too fast in these early
stages. Let it be assumed for the present that A, D, E, and M are in the
same row of the substitution checkerboard. In period 16 there is the pair
of vertical componsnts Dy E;. Since Dy = E; tkis pair may be written

E1E5, whereupon the plain-text letter E is immediately indicated. All

[

cases of this sort are sought in thé text and the plain-text letters are
inserted in their proper places, thers being 7 such instances in all, but
these yield the important 1etter5; A, D, and E,

f. In a similar menner, by an intensive secarch for cases in which
components appear t0 bo equivalont because they occur in repotitions
which are identical save for one or two components, 1t is established that
C, 6, M, and W are in the same column in the checkerboard. Note the
bracketing of these letters occurring as 6, components in the next to the
last list of sequences in subparasgraph e. Likewise, B, H, and N are
established as being in the same row. Again the text is examined for =

- cases in which plain-text lotters C, O, M, W, B, H, and N may be inserted.
By carrying out this process to its full extent possible, the skoletons

of words will soon begin to appeer.
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& Enough has beendiemonstrated to show this line of attack. Of
course, if there is a large volume of text at _hand, the simplest pro~ )
cedure would be to comstruct frequency distributions of the types shown
in Figs. 83 and 84, and use the statistical method to match the individual
distributions. For this method to be reliable it would be necessary to

have several hundred letters of text, but this in actual prac_tica would

not be too much to expect.

h. There is, however, anothor line of attack, based upon the
probable-word method. It has been pointed out that in the case of letters
in odd positions in the periods 4O% of the time the plain-text létter
involved is indicated by either its ©; or 85 component. This property
affords & fair hasis for assuming a protgable word. For example, the
cryptogram here stud:ied shows the foilowing two periods: .,

’ S . L
Periods 35 V1VoH) 6915217 L1LoWyWaXy Xoly
and 36  InX)XpSiSalple LaXjXoRjRpS)S»
VESIXSL LWXLXRS

Tvwio letters are quite definite, .‘E‘.-p and Lp. Supprose the possible plain-text
letters be indicated.

Possiblo plein-{V . HE . 8 . I L.. W . X . L
text letters (1 X L X R S
V1 V2 H] H2 S1 S2 11 Li Lz W1 W2 X1 X211
Components {12 Xy X3 8 S5 Ly Lo Ly X3 Xp Ry Ry 83 8p

, Cipher text vV HSIIXSZ SIL L WXL XR S
The word HOSTILE is suggested by the letters H . S IL. . This word

- will be assumed to be correct and it will be written out with its components

undexr the cipher components. Thus:
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Plain text __H 0S8 T I L E
Cipher-toxt {Vl Vo By Hp ) 82 1y 17 Lp

Components Io X3 Xp 83 S2 17 L L2 X3 .

Plain-text H 05101 I B
Components Hp 05 S5 Tp Ip Ly Ep

This word, if correct, yields the following equivalencies: By =X,

- 01; Sl - 02; 'I‘l = 52; Ll = T2; 12 - L2 - El; xl - E2. Again the text is -
examined for cases in which the plain-text letters may now be directly
inserted; but only one case is found, in period 44, where I L, =z I I,

=I This is unfortunats, so that additional words will have to be

p.

assumed. The l4th period shows a C_ and the compomnents after it suggest

P
that the word CROSSROADS may be present., Thus:

C R O 8 S R O ADS
Periode N1 N2 Aj 43 €1 C2 01 Rl R2 G1 G2 A) A2 51
14 and 15 02 X1 X2 C3 C2 R1 R2 S2 Wy W2 Q1 Q2 By Bp
N ACOXTG CHR R G A S WAGQ B *
Take the first letter Rp, represented _by CoRy e
Since R, = CgR;, )
Therefore, RjRy = CoRy
Hence Ry = C, and Ry = By
Therefore, Ry = Ry = Cg -
. Again, 1n- the case of the 1lst Op.
Op = O1R3
But O, = 0;05 = OjR;
02 = Ry
Therefore, Ry = Ry = 05 = O ’
The various equivalencies yielded are as follows: »
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all the equivalencies found thus far be collected in two

MABODE D GE LGP R TI Vi YZ
T Trafay (B 1] | [o]0,) E
LB [Ma] [oop I G]_O%S 2
Ey [Ny E,|Dy CoINy D.].'.J,I_i.]ﬂ.}-c_zt gz_ Co
My My [u E 02jMp
Is Is11In Wo I, MsiWa
L, Lo[La| [y L Wo|Ry
R RojR2
Sy 511Gy

§1vg Canbin:iins

Gzelcombinations




t
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A study of the equivalencies indicated that

(1) A; D; E; M belong in the -seme row
(2) By N belong in the seme Tow
(3) G, Ry 8 Dbelong in the same row
(4) Cy 0, M W beloné in the same column
' (5) I, L belong in the same column .
(6) X, H belong in the same column
(7) The coordinates of R are identical and hence this letter
occupies a cell along: a diagopal sloping from left to right.
Je -Since a row or a column Ean contain only 5 letters, it is
obvious-that ADEM, BHN, and GR S fall in 3 differen-t rows; COMW
and I L fall in'difforent columns. A stert may be made by an arbltrary
placement” of R in the positioéon 1-1, and since Ry 205 = Cy = My = Wy,
this- mean; that R, 0, C, M, and W form ono column in the substitution ' v

. checkerboard, as shown in Fig. 87. The data also indicate that R, G

and S must be in row 1, A, D, and E must be

123245 _
1{R GS in row 4, H and X must be in column 3. This
21C ]
310 X means that 91 for A, D, and E must be 4,
LM ADE .
1" 5w and that 8, for H and X must be 3. And since
HT_ 2 4
XL M; =I5 = Ly, 63 for I and L must be 4.
FIGURE 87. . Substituting in the text the coordinates for

the known values, scon additional plain-text words bhecome evident. Tor

example, taking the periods with the word HOSTILE, it becomes

HO S T1 L E . ,
Poriods Vi Vo) H3 8 S Iy - IgLoWy WoXy X5 15
35 and 36 IoX% X5 8) S5 1h Iy LX) X5 R) Ry §; 5y 2
[
VHESTIZXSIL L WXULIXRS
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L

possible to insert the letters Rp and 0, as the 2d and 4th letters aftfer

P
E,, suggesting that the word after HOSTILE is TROOP. This gives

Wl Xz Tp,-wh}eh permits of placing T in position 5-3. Since T in
HOSTILE = Spl,, therefore S; = 5 and Ly = 3. Since S is in row 1, and
82 = 5, S must go in position 1-5. Since Lp = 4 and Lj = 3, L must go
in position 3-4. Since °p (the 1st O in TROOP) = x1R2 and it is known
that Op = 3=1, therefore X must be in position 3-3. The checkerhboard

is now as shown in Fig. 88. From Fig. 86, X; = E3. Now Xj = 3, and

12345 12355
1| R S| G 1lR s| 6
216 2| € a
3o XL 3 [0 X%
4 ADE AN AD
5{W IT 57 Il

HI i HI
FIGURE 88. TIGURE 89.

since the E must be in row 4, it is evident that E must occupy cell 4-3,
as seen in Fig. 89. There are now only 2 possible rows for H, elther 1l
or 2. It is deemed unnecessary to give further details of the process.
Suffice it to say that in a few mimutes the entire checkerboard is found
to pe as shown in Fig. 90. It will docipher the entire cryptogram as

it stands, but speculating upon the presence of WU T V Z in the last
row, and assuming a key-word mixed seguence has brought this about, a
rearrangement of the columns of the checkerboard is made to give
TUVWZ, as shown in Fig. 91. The arrangement of the rows now becomes
quite evident and the original checkerboard is found to be as shown in

Fiq. 92. It seams to be based upon the key phrase XYLOPHONIC BEDLAM.




1 [X[Y[L]O]P
H|N|T|C|B
E|D|AJM|F

%4 LGIK|Q[R]S

FICURE 92.

32415

5 LT|U]VIW]Z

2
3

FIGURE 91.

32415
1 [G]X]Q[R]S

HIN{I|C|B

3 [ X[Y|T[O0]P
T[O[ V] W|Z

5 [ E[D[A[H[F

2
5
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The completely deciphered cryptogram is as follows:

E|AIF

FIGURE 90,

ks

S L S A B4 m 3o BN BN b anNM

b= w2 HONAHA H N M B N <t or~m
O~ ~t o~ m maam o O\ AN B P unenm O-~m
BMInK 0 HAME § <mne 9 B2 OO Q HuUME 3 EFwngd
HANM BN By 0N nm HoOHA BN o tnbd
BN H Z NN 2z O N < B> innQ ZaNNA amnan
=N m O =3 b HNMEZ B N Iy O~ ~ b ey
oo He g oo B n-~nm H O or~o
B\ ~FEq oAE HNnAHZ AN c HWnHD el Nl
BN+ O O N~ aaag < NNE O N~A b O
g >~ wm~wng n M- m M Om~ttn w =2 s -1 % B i
o~ =\~ B nonm o~ ~F < punaQ Bl O\
BN g o~ BN > 0 ~Ns oAb =N <
= NN m H AN 0w ~ano wn N ANnaA MmodA
Qe HHoag by e O b o ~2n G A D _
oM ~~tm O i ~t 13 BN M~ OoH~o O~ H <]
B VN D Bt NN ) M~ /M © N~ o~ ~t B BN b “
EANO D W)~ g od<o M AMNo W ImAaAA § vt :
O~ < NN I NN B O 0~ O~ B
= A B s ZANNBE HAN A < oM o M-
O~ | AN < C — ~ O Nt AN < [ W
H O N g < e g H QN o < <t NN g A NN M~ o
HANH H B+ N LN Bond = Z NN - Ry
< 0N N HN R < o\ on E g~ Bl o HUOHT
bwnam un @m~~tl o0 HINAM B n~nAQ W B M ﬂ BN
BN By moNNno B < nong Ho-dQ Bodp
H O NN HaN~O < NN HoA s 0~y T <
0 ~Fun e BHENnAHp M oA SO0 B Mo N~




REF ID:A569%13

28

27

26

25

ZONNM
O~
O ~H
Z NN
H O\
FZOaQz
BN

OO
B ey
N TN\
BN g
M- ND
04 <t 2
< g

mHaNAHD
OAN WM
TR R e o
O ~t =i
BN AHQ
T~
oA s

E=En~to
HaARK
BWNA =
PpwnanN
oOmH~D
m =gy
W~

32

30

29

B unnon g
Bl o\~ i
BN
M
< NN
=Nt
AT

o oN<g
HNONE
Ewn-to
ANy
ot
B+ N 4
n~n,

BonAS
O N~y
[ oY
O -t ~t
N
BN R
S BT

m O N
< MO
m~N~A
M- m
AN o
N N
W~

36

35

34

33

&~
O~y
O~
(B0 g
BN g
A oNne~ ==
R BT

AN
WV
W~ N\ g
oOr~H
HANANM
BN g
P>

HONNG
o~ ~T g
N
Or~O
B AN -
HnAHE
£~ - W

O I
=Ny
B AN
HRoadM
MO
K~
SR

40

39

37

HN MW
BHWNnHA D
0NN
m -~
o ~~'m
P NO
Ao R

Punng
HMNMOM
0~
2O OB
BN
I EAAR Y]
BN

AN
BN K
My N
b
D N ~T b
ON~Mm
O tH

ANz
AN
AT Y ]
B WA &y
banNA
O~ ~N

W~y

43

42

i Y
Pbina=
ON N
O o
oM
kNN
H O M

=N Y
oA
BN
- NN
B nNnD
g nnp
HANAH

m N
ANy
oo
O~
o~ e
BHWNAD
ARy

SNtz
NG
O~ -~m
BHwnHE
W ~Fun g
ZaNN®m
O~

47

46

45

By oy
HNHR
HWeHO
N N N
BNID
ZNNDP
QO ~ ~TH

HON N
HWnHC©Q
O N 2
B o o
ZaNMm
= NN
QM

ON-tOo
S ~FAR
ZoNNQ
- NN
ZANNO
H O N
< @

BN ONH
20N <

T HMNMD
.o

- AR g
M
HwONH B

52

51

50

49

AN
O ~tH
HWNAH M
0 ~NnNo
S R
HNnNHO
o tm

oD
2NN M
BN
O ~Th
HeON R
s
HWANA R

ZaNNA

< NN m
Bt NN g
Zachg
HN N
mHaNAHR
BHWnH D

B NN By
HN MK
NS
HANZE
A A
o~~~ B
ord~to

56

55

o4

53

O N~
o3
Mo
oN-am
=N N
NNz
NN <

oD
Ano R

CHEoNH

Z ANy
O~
H N N b
0 ~F g

0~y
- N o
s
oM
O~
© N~
Z N

O~ ~JO
2EaaM
raRm RS =+
= o0y =T b
B o
Zao
oA A
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—ar

60

59

58

57

0~y
B m
BN~ B
<d 0NN M
HWOnA P>
0~
ZNND

E AR ]
O r{ ~F B
HWA R
m -~z
B B
= R |
M~

< NN
N
O N~
[« JEK BN F'a)
<G NMZ
Ao E
Z AN

AMna -
HoaAdoD
[ R
buna <
HONnAH @
By NN
< onon g

64

63

62

61

oM
S\ TRy
0~
H N M
2= ONN @
O~ ~2
H N NE

0~y
HN N
=AY
HNMND
ANAabD
ma~A
Hndp

B -]
A e |
B unonm
BN
m N
M- ONQ
= o~ HE

A e
= R o
SR |
Bt N\~ F]
< ononpQ
=R I I
BHunAHPD

68

67

66

65

S~ K
(RN YV
PANNE
O~
TRy N
0~ N
ZNND

O~
- N M E
BN 0
- NNy
n~anp
O ~tid
Ay b

MM
© N~
< NNy
HonH o
BN Q
<oy
O~

BN
RANNL
HON OO
(G S -
aNNZ
HNOND
b nmMp

T2

T

69

HON <
Ay~

b O B

< CN\ 0N\
A Mo
BN
< Ny

MOl M
© N~
< N
BN
HNnAAQ
<N
O~~~

BN i
B
A~
or =
HOnAS
< NN Ed
Mt

AT Y-
- NS
B
o ~F A
[P TN -]
EHWHO
mHaN~qMm

7>

T4

73

o~ M
= oo
HNND
Z NN

o~ <t
O ~Im
st
Y-
oOH M
m
[ S

O~ ~tp
sHon-to
O - ~T
EX W g
HWOYA W
Mo AN

AN

The steps taken in rocovering the origirnl substitution checker-

1.

board demonstrate that cyclic permutations of a correct chockerboard will

serve to decipher such a cryptogram just as well as the original checker-

In other words, a cryptogram prepared according to this method is

board.

decipherable by factorial 5 (5 x 4 x 3 x 2 x 1 = 120) checkerboards, all

Bven though the i1dentaitics of the

of which are cyclically equivalent.

components will be different 1f thc same message 18 @ncipherecd by two

different cyclically-equivalent checkerboards, when these components arec
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recombined, they will yield identical cipher texts, end therefore so far

“as external appearances are concerned different checkerboards yield
1dentical cryptograms. The reason that there are only factorial 5

cyclically-equivalent checkerboards and not factorial 10, is that what-

w

ever permutation is applied to the row coordinatcs must be the same as
- that applied to the column coordinates in order that the aforesaid re-
lationship hold true. If two checkerboards have idontical row coordinates
but different column coordinates certain portions of the cryptographic
text will docipher corroctly, others incorroctly. For this rcason, in
working with cryptograms of this type tho c}yptanalyst may successfully
use a checkerboard which is incorrect in part and corrcect it as he pro-
gresses with the solution. It may also be added that the actual permuta-
"tion of digits applied to tho side and top of the chockerboard is of no
. -. consequence, so long as the permutations arc identical. In other words,
the pormutation 5-2-1-3- will work just as well as 3-2-4-1-5, or
1-2-3-4-5, etc., so long as the scme permutation is used for both row and
column coordinates. It is the order of the rows and columns 1in the
checkerboard which is the determining element in this system. Any
arrangement {of the letters within the checkerboard) which retains the
original order as regards the letters within rows and columns will work
Just as well as tho origlnal checkerboard.

-~ m. A finel romark may be worth adding. Aftor all, the security of
cryptograms encliphered by the bifid fractionating method rests upon the
secrecy inherent in a single mixed alphabet. In ordinary substitutiom,

\ a singlo mixed alphabet hardly provides any sccurity at =211. Why does

the bifid system, which also uses only a single mixed alphabet, yield so
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muach higher a degree Sf security? Is it because of the transpositional |
features 1nvolved? Thinking about-this point gives a'negative_answer,

for after all, finding the length of the periods and replacing the
cryptographic text by components based upon the ciphor letiers 1s a
relatively easy matfer, The transpositional features are really in-
significant. No, the answer to the question lies in a different diruction
and may be summod up about as follows. In solving a simplo mixed-alphabst
substitution cipher one can attack a fow cipher letters (the ones of
greatost froquency) and find their-equivalents, yielding fragmoents of
good plain text here and thore in the cipher text. Once a few values have
been cstablished in this manncr, say 6 valucs, the rcmaining 20 valucs
can be found al&ost from- the context alons. And in ostablishing those 6

values, the letters involved are not so interrclatod that all 6 havs to be

ascertained simultancously. The cryptanclyst may ostablish %he valuos one

at a8 time. But 1n the case of the bifid system the equivalents of the
plain-text letters are so interrelcted that the cryptanalyst 1s forced to
ostablish the positions of severzl lettcrs in the checkerboard simultane-
ously, not one by one. In other words, to usc an analogy which may be
only partially justified, the solution of a simple monoalphabetic substi-
tution ;ipher is somewhat like forcing ore's way into an inner cgamber
which has a number of doors each having a single lock; the solution of a
bifid fractionated cipher 1s somewhat like getting into a va;lt-nthere
is only one door which is provided wath a complex 5-combinatio? lock and

all the tumblers of the lock must be positioncd correctly simultaneously

beforc the releasing lever can drop into the slot and the door oponed.

Fundamentally, this principle 18 responsaible for the very much greater

- 210 -
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security of the bifid system as compared wath that afforded by the simple

monoalphabetic gystem. It is a p;inclple weIl worth remembering and

speculating upon.

48. Special solutions for bifid systems. - a. The security of the

bifid system is very considerably reduced if the situation in which_it 1s

employed happens to be such that two or morce messages with i1dentical

beginnings, endings, or internéi ﬁéitioﬁé éan often be eibﬁéfod t6-oééﬁr.—

For in this case 1t is possible to establish equivaiencies betweon com-

ponents and quickly reconstruct tho substitution checkerboard. An cxample

will be givon to illustrate tho stepé in a spocifie caso, .

b. Here arc two cryptograms transmittod by two cocrdinatoc upits to

a superior hgadquartors at about the same time. They show certain
ideniltidé: which have boun underlinod.

- 1. QVEBL YXNAB QEDOY HONDW VUYTE MHQZD QIKE EWAFK QSLIP QDWC

2. VENHY XDABG DOIHO HNNVI YIFWH QXDQV LKEWY AXDGS ABCAN XGX

. C. Apparéhtiy'fhosc two cryptograhs contain almost idontical texts.
In order to bring the 1dentitios into ths form of suporimposed components,
it is necessary to transcribe the texts imto periods of 7 and io supor-
imposc the two messages as shown in Fig. 93,

8. Tho shifting of tho 24 cryptogram 2 intervals to tho right brings
- about the superimposition of the majority of ©; and 6, components and 1t may

be assumed that for the most part the texts dre identiczl. Allowing for
slight differences at the Boginnings =nd ends of the two messages, supposeo
a table of equivalencies is drawn up, beginning with the Bth suporimposed

Ny No No Hy
pairs. Thus, Q; = Dy; honce Qg = Dyj. By = Dy; honce Ny = Hy and By = Dy,

(]

Going through the text in this manner and torminating with the 424 super-

imposed pairs, the results arc tabulated as shown in Fig. 94.
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1 2 3 4 5 6 718 9 1011 1213141516 1718 19 2 2 25 26 27 28
Q1 Q2 V3 V2 By By By|Nj Wo A} A By By QY] Yo k] Hp 01 O U3 U201 Y2 T T By
By Ly Lo Y3 Yo Xy X5/Qz By Bp Dy D3 0) Op|Na Dy Do Wy Wa V Eg M3 Mp Hy Hp Q) Q2
QVBBLYX|N ABQBDO|YEONDUWUYVIUYTE.MEQ
Vi V2 By Bp N1 N2 Hyf Ay Ap By Bz Gy G2 Bp|Hy H2 01 O2 By Bg N3|Y1 Yo Ty T2 Fi
Hy ¥j Yo X X5 Dy D 52 Dy Dy 07 05 I3 IojMs ¥y Wa Vg Vo Ly Lol Wo Hy Hp Q1 Q2 y
YV BN HYXD|ABGBDOTIIEOBNU WYILI|YTTFUWH ¥
0 31 32 by

€162 .o =A B C D E F G HI KL MDNUO®PQRSTUVWIXY 2

D2 Qe F B No Np Wa Ex"La N2 Xy Vi Bp Ty Z3 Ta G2 Fo
Y2 I2V2 2 B F1
N1 Us . y
6 ..-A B C D EF G HIKL'MNOPQRSTUVWIXY 2
Uy By Ly 4 Y3 Dy Dy My Wo Ny Dy Xy Ny B Mp Ly By Wp ¢
Ny ;51 Ky '
Ka Iy
' Dﬁ
FIGURE 94.

e. From these equivalencies xt 1s possible to recomstruct, if not
the entirely, then at least a portion of the substitution checkerboard.
For example, the data show that N, H, and I belong in the same row, E and -
F belong in the same row, N and K belong in the same column, and so on.

Experimentation to make all the data fit one checkerboard would sooner or

later result in reconstructing the checksrboard shown in Fig. 92, and the Y

Ll

two messages read as follows:

1. SEVENTH INFANTRY IN POSITICN TO ATTACK AT FOUR AM PLAN FOUR.

2. TENTH INFANTRY IN POSITION TO ATTACK AT FOUR AM PLAN THREEX.
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£. The foregoing gives a clue to what would happen in the case of an
extensive traffic in which long phrases or entire sentences may be ex-
pected to occur repeatedly. By a proper indexing of all the material,
identical sequences would be uncovered and these, attacked along the lines
indicated, would soon result in rébonstructing the checkerboard, wherse-
upon all the messages may be read with ease,

49. Solution of trifid systems. - a. In the trifid fractionating
system the cipher alphabet is tripartite in nature, that is, the plain-
text letters are roprescnted by permutations of 3 compononts taken in

groups of 3's, thus forming a set of 27 equivalents, such as that shown

below:
A =111 J = 211 S = 311
B =112 K= 212 T = 312
C = 113 L = 213 U - 313
D=121 M=z 221 V = 321
B = 122 N = 222 W= 322
F = 123 0 = 223 X = 323
G = 131 P = 231 Y =33
H=-132 Q = 232 Z =z 332
I=-133 R - 233 ? z 333

b. The equivalents may, of course, be arranged in a mixed order,
and it is possible to use one tripartite alphabet for decomposition and a‘
wholly different one for rocomposition. One disadvantage of such an
alphabet is that it 1s a 27-elcoment alphabet and therefore some subber-
fuge must bec adopted as regards the 27th element, such as that illustrated

in the footnote to Par. 57 of Special Text No. 166, Advanced Military

Cryptography, wherein ZA stands for Z and ZB for the 27th chcracter.

¢. The various types of fractionction possible in bifid systems are
also adaptable in trifid systems., For exaomple, usinglthe alphabet shown
above for recomposition ns well as decomposition the encipherment of a

message in periods of 5 is as follows:
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RELIEFO FYOURRE GlLMENTT OMORROW
212111.2 1323221 1121233 2222223
3213222 2321332 3322211 2223322
3.233233 3133332 1.312222 3133332
KAQHORR HWFLXIZ BF?2NATN NNWROIZ
KAQHO RRHWYF LXIZA BFZBN ATNNN WROIZ

4. The solution of a single cryptogram of this nature wpuld be a
quite difficult matter, especially if there were nothing upon which to make
assumptions for probable words. But & whole series of cryptograms could
be solved, following in general the procedure outlined in the case of the
bifid system, although the solution is; admittedly, much more complicated.
The first step ié to ascertain the length of the period, and when thi;
has been dongc, traﬁscribe the cipher text into components, which in their
verticel combinations then represent monoalphabetic oquivalents, with of
course many variants for each letter of  the plain text. Then a study is
made to establish component equivalcents, just as in the bifid system.- If
the toxt is replete with repetitions, or if a long word or a short' phrase
may be assumod to be present, a stert may be made and once this sort of
entering wedge has been forced into the structurc, 1ts furthor disinte-

-

gration and ultimate comﬁlote demolition is only a matter of time and
patience, |

50. Concluding remarks Pn fracliionating systems. - a. It goes with-
out saying that the basic principles of fractlonaélon in the bifid arnd
-trifid systoms are susceptible to a great deal of variation and complica-
tion. For example, instcad of having periods of fixed length through the
message, it is possibdle to vary tho length of the.periods according to
some simple or complex koy suitable for this purposo. Or, the bifid and

trifid systems may be combined into a single scheme, conciphering a text by

the bifid method and then reencipheoring the cipher text by the trifid method,
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and so on. Systems of this sort may become so complex as to defy
analysis, éspec1ally if the keys are constantly and fregquently varied so
that no great amount of traffic accumulates in any single key. Fortunately
for the cryptanalyst, however, such complex systems as these, if intro-
duced into actual usage, are attended by so many difficulties in practice
that the enemy cryptographic service would certalniy break down and it
would not be long before requests for repetition, the transmission of

the same cryptogram in different keys, and so on wouid afford clues to
solution., Could such systems bc employed successfully in field service
there is no doubt that from the standpoint of security, the cryptograms
would be thoorctically secure. But the danger of orror and the slowness
with whichfthey could be cperated by the usual cryptographic clerks arc
such that systoms of this complexity can hardly bo amployod in the field,
and therofore the cryrtanalyst may not ovxpoet tc cncounter them.

b. However, the simple bifid system, the ADFGVX system and the like
are indeed practicable for field use, have boen used vith success in the
past, and may be expected to be in use in the future. It 1s therefore
advisable that the student beecome thoroughly fomiliar with the basic
princaiples of thelr solution and practice the application of these prin- \
ciples as frequently a8 possible. In this comnection, the attontion of
the studont is directed to the faet that thers is theorotically no reason
why the bipartite components of the ADFGVX systen cannot be rccombined by
means of the same or a2 different checkerboard, thus reducing the crypto-
graphic text to 2 form wherecin it consists of 25 differcnt letters, and
at the same timc cutting the longth of the messages in half. The mattor

is puroly omno of practicability: it adds one morec step to the process.
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But it must not be overlooked that this additional step would add a good
deal of strength to the system, for it would shorten, mask, distort, or
entirely eliminate similar beginnings and similar endings--the two most
fruitful sources of attack on this system.

51. Concluding remarks, on transposition systems. - a. Simple trans-
position systems hardly afford any security at all, complex ones mey in
the case of i1ndividual or single messaées afford a high degree of security.
But just as soon as many cryptograms in the same key are transmitted the
chances of finding two or more cryptograms of identical length become
quite good and the gencral solution may be applied.

b. Contrary to the situation in the case of substitution, in that
of transposition wherein the 1ottors of the plain-tcxt itsclf are
transposed (not code) the shortor-the cryptogram the groator the possi-
bility of solution. For, in the case of a message of say only 25 or 30 -

letters, one might shift the lettors about and actuslly reconstruct the

plain t?xt as onc docs in the case of the game called “anagrams." Of
course,'several differcent "solutions" may thus be cbtained, but having
such "solutions™ it may be possible to reconstruct the system upon which
the transposition was based and thus "prove"™ one of the solutioms.

c. The text has confined itself almost entirely to cases of uni-~
literal transposition, in ordor to demonstrate basic principles, But
there is inhorently no reason why transposition may nct be applied to
digrephs, trigraphs, or tetragraphs. If longer scqucnces are used as the
units of transposition the sccurity decrcases very sharply, as in the

case of the ordirnery roubte ciphers of the Civil War poriod.

4. Transposition designs, diagrams, or patterns arc susceptible of
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yvielding cryptograms of good security, if they are at all irregular or
provide for nulls and blank spaces. Such devices‘gﬁp particularly
difficult to solve if frequently changed.

8. Transpositions effected upon fixed-length seguences of plain
text yleld a low degree of seczrity but when a transposition is applled
to the cipher to;i resulting from a good substituulon system or to the
code text of cryptograms first encoded by means of an extensive codebook
the increase in the cryptographic security of such cryptograms is quite
notable. In fact, transposition methods and designs are froquenély usad
to0 "guporencipher" substitution bgkb or codec and play a very import;nt
role in this field., Thelr great disadvantage is that inheront in all
transposition muthods: the addition or dclotion of a single lettor or two
often mekes the ontire cryptogram unreadeblc SQGn with the corrcct key.

' f. The clues afforded by mossages with similar boginnings, ondings,

or intermal porticns, and by repctitions of incorrccily onciphered mes-

sagos without paraphrasing the originel #ext are oig:n sufficient to
l -~

make a solution popcsible or to facﬁlltate a solution. ¥For this reascn
[

tho cryptanalyst should no%e 21l céscs whorein cluvs of this sort may be
applicable and be prepared to éake_full advantage ii tham.

g- TFollowing out the schome initiatod in thezfirst text, an
analytienl key applicable to tﬂn subjoct-matter in this text will be

found on pngo 218.
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