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Subpanel on Systems

ir. ¥olfand Rxt 389 )
J.t is raquested that the inclosed letter and assceiated incleosures be tox\-
-}% warded to Hr, J. Z, Millay, Western Union Telegraph Cowpany, New Yori.

. 1 Inecl 4. B, SMALL )
itr o ¥r, J. Z. Mllar Acting Chief, Teshnical Hbtaff
& - wf2 incls Secy Siv:
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20 July 1949

i

,  Western Union Telegraph Company
60 Hudson Street
New York, New York .
ATTENTION: Mr. J. 2, lllar

Dear Sir:

4+

Inclosed is the information you requested at the mesting on 7 July
1549 of the Umted States Research and Development Board Subpanel on
Systemﬂ.

The item on the Cosmunication Facilities Survey was included for
your use, as desired, at the suggestion of Mr. Brady. It should be noted
that all the members of the subpanel, including yoursslf, have been ap-
proached for information to be included in the Survey and are, therefore,
familisr with the project, even if only superficially. -

Should you find that the material as presented is mot cormprehensive
encugh to answer questions which you may foreeee, I will be glad to have
reproduced and forwarded, at your request, studies which explain in
greater detall the purpose and presently visualize@ eomposition of a
Master Encryption Transmission System.

8incerely yours,

2 Incle DAVID WOLFAND
1, Tech estimate of ASA Nember
& gecure integrated Subpasnel on Systems .
comm system )
2. Comm facilities
survey
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TECHMICAY, "STUATE OF A "ECURE TIMGILTED COMMUNTCATION .YSTEN

History

1, Ons of the responsibilities of the Armmy Security Agency is the
provision of communication security equipment for the Departmenrt of the
Army. An obvious adjunct of this responaibility is coordination with
the Signal Corps to assure that there will be a minimm of impairment
of the commnication system, both slectrically and operationally, as a
result of the addition of tha orypto~squipment to the systen.

2. In the process of plamning for the utilisation of crypto-equip-
menta, now under development, in tha proposed Army commnication systen,
1t became apparent that the number and types of srypto-squipments in-
volved could be matarially redused by the provision of equipments,
aspecielly on trunk clrouits,which employ a "Master Encryption” primai~-
ple. The systen would then bs known as a Master Enoryption Transmis-
sion Systam or METS,

3. &« The METS involves the development of squipments which will
be generally capable of: (1) emeiphering wide barda of all types of
information (spesch, fassimile, varrier tslegraph, highespesd facaimile,
oto,) of any clasaiffcation, and (2) providing security against traffic
analysis by the emiesion of random signals even while no information is

actually present for ennipherment.

be For apecific application to the Aruy commnication system,
thess squipmants would be required to snciphesr the outputs from the
mlti-channel carrier telsphons squipments presently bsing developed by
the Signal Corps. It should be noted also that an equipment of a simi-
lar type for sopiphernent of a single volce-channsl of inforuwstion is
also under conslderstion.

e Although the requiremant for a METS has existad for soms tine,
it was not until recently, as pointed cut above, that the type of equip-
manbd t:ﬁﬁch might possibly be provided was visusliged. The latter wa

ue tos

&+ The trend on the part of the National Military Establish-
mant and espscially the Department of the Army toward a stendardisation
of the commumication system end instrumenta.

b The developrsnt of nsw techniquss in pulse coding of wide
bands of information. (It is felt at this Agengy that only by a system
using & common denominatoxr for all types of information, such as pulse
code, can a sscurely enciphered system be acoompushad.s

5. These ideas were presented to the Signal Corps and an informal
comnittes was formed whose funotion is to coordinate, as closaly as
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podsihle, the development of commnlcations and orypto-equipment develop-

Hatus

6, One mesting of this committes has been held to date, at which
time 1t was consluded that the primary problem confronting the committes
was the formilation of a plan of a study to determine the cozt of a come
plately securc integrated communication system as conpared to a similar
systam with no sscurdty provisions, and to a system providing compromise
or intermadiste degrees of seourity through the use of presently known
teohniques, The cost of security, as mentioned above, will be given in
terms of characterisiics which directly affect the establishment and use
of the commnication system, such as:

a. Quantity, sisze, weight, and complexity of terminal and out-
side plant equipment.

b. Installation, opsratlon, and maintenance tinme.
¢e Peorsomnsl training and clearence problems,

7. S8Since ilnsufficient b&ntomt.ton regarding pulse code teciniguas
is availahle within ASA or “VAL to formulate positive oconclusions with
regard to bandwidth requirements, amplitude, and phase distortion limits
and the affects of noise and erosatalk, it was decided to present a pro-
posal to the Pell Telephons Laboratories for a theoretical study of pulse
code techniques and their effect on tlis deslgn parameters of the terminal
ani transmission facilities required ln an integrated sommnication sys-
ten, If an agreewmnt is reached with the BTL, a task will be assigned
under an existing Signal Corps service contrsct, If the BIL are not
agresable to such a task or if available funis are insufficient to cover
the requared work, other means of obtaining the desired information will
hava tc be decided upon by the committes.

8+ A meeting with representatives of the BIL will be held sone
time later this month,
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COMMURICATION PACILITIRS SURVEY

1. ° It becomes quite obvious, when the provision of
security for e communication systex is considered, especially
if the system is to remain unikpaired, that a knowledge of
the transmission and eperational charscteristics of the
gsyster should be known (o the security equipment designer
and the systems engineer,

2. 8ince this information 1s sometimes unavailable and
at other times regquires a great amount of time and effort to
obtain, it was felt that a central souree of this information
would be desirable.

3+ Accordingly then, the Army Security Agency, with the
knowledge of the Signal Corps, undertook to establish sush a
centraliszed soures. As originally planned, the final docu-
ments were to contain the input and cutput charaeteristics of
all end instruments and terminal equipments, as well as the
transmission characteristics of the torminai squipment and
transmission faocilities in use or intendead fer use by all the
military services and commerclal communication organizstions,
When the magnitude of the task was realiged, it wes decided
to include only these items of present military equipment
which wers classified STANDARD as to tyge except in those cases
where it was expected that LINMITED STANDARD equipment would be
in nse for some time to comes, Howaver, an attempt is being
wade to obtain as much informetion as may be available on all
items under development, as well as the peliey governing these
developmants.

4. The cooperation of the technieal services within the
National Nilitary Bstablishment and the majer commercial
organigations has bean obtained and the presject iz now sbout
60 per eent completed. 7The tabulation of information in final
form has yet to be accomplished. The two volumes, one on
present and one on future eguipmsnts and facilities, are
expectad to be published by the end of 1949,



