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Enclosure 1

1;‘1‘ A.F.S .ls.. - MAY 1951,

3 These v:xews took shape at I:l only the day before I
left. They have nct been discuss =d with the Services and rust not be
rogarded as the official views of | |, ruch less those of
They dcal only with scre’ funda.mental pr:.nc:l.ples as a basis fron which
urlt::.sh thankang wall now proceed.

2 Whether we 111«. it or lunp it N.A.T O« nekes some co-operation

in Sz.glnt with other N.A.T.O. powers mescapable. - Indeed, some such
co-operation may well be essential for ‘the” effective funct:.on:l.ng of the
Nes-To 04 carmends, Furthermore security risks cculd be reduced

by 1ns:.st1ng on the adoption ofrunmum security precawtions, For the
purposes cf this co-operation Sigint sh.ould be sharply davided into

two  lovegrade and high-grade, In some woys this division will be
expensive and in sore ways inefficient but we belleve 1t to be uno.vo:l.da'ble.
It wall be basaic to this co-operation wath NeleT.C, powers that U.S. -i:l
relat:.ons should continue to be founded on the .'Lgreenent.

S, . Dy low~rrade and high-grade we nean respcct:.vely those tascks
vhich can be successfully explontcd by the resources of field organisations
and those whose successful exploitation requircs the rmch grea’cer and.

rnore highly qualified resources uof a National Centire (LuF.Soss o7

It 18 not necessary to be nmore precise at this stoge, In the event,

thas rather vague dividing line will not be dafficult to draw genere.lly
speak:.ng fi1eld organisations will not fratter away theair resources on tasks
whach can offer them no returmy and 1f, exceptionally, they do, corrcctive
neasurcs can be found, PFor conyenience in this context let us call
1om-graa¢ 'Yt and hlrh—grade’, 'Sigantt,

L, ' In 'Y' there should be whatever co-operstion wath other N,L.T.O,
powers the malitary situation dermandsg In Sigint, co~operption should dbe
lamited to disscriination according to strict neeg in sone disguised form,
Let us take 'Y' farst,

Be For sirplicity in 1llustration I propose to take a purely
arny cormand structure cf three levels and of three nationalities = one

UeSs, One rmy with the apprcpriate international
Hizh Corma 1p Auld apply to othar armed forces, to more

or fower lcvels, and to more nationalities.

6. Each Corps would have a 'Y' Unit under its cormand,intercepting
and processing for and disserinating to the Corps H.G. Each Army would
szrularly have a larger 'Y' Unit under its command,perforrung thce same
service for the army H.l. but also getting back as necessary traffic and
naterial fron the Corps Umits, cu-ordinating end studying the whole, and
feeding back to these latter Units technical help such as callsign and
crypt recoveries etc. Lt both levels these unmats would be naticnal and
TICNO=-SETrV1iCec,
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I With the High Cormand there would be a 'Y' Centre, intercepting
arfd processing for and disseranating tc the H.(. but also, again, and
probably s 1ts primary function getting back as necessary traffic and
naterial fron the forwerd Umits, co-ordinating and studying the whole,

and feeding forward technical help, In certain circumstances the 'Y' Centre
m_ht rcly entairely on the forwsrd unmaits for the interception of traffie,
There wiuld be provision for co-operation between 'Y' Centres in
dafferent theatres, either direct or through National Centres, The 'Y!
Centre vculd be ainternmatignal and macht be inter-service (including
navel and air force elerments as well as amy). It weuld be subordinote

tc the Hich Command in the area (not to A.F.S.A. or;p. 4Lt

this level there wculd probably also be a 'Y! Cormatfee, infernational
and inter-scrvice, and including representatives of the National Sigint
authorities concorned, for the purpose of co-orc'llnat:l.ng 'Y activities

in the aren, ‘

B Bchind these 'Y' Centres therc would b,"e the Neticnal Centres -
LeF.Sohie, I-mmr_wlcounterpart. " Their function townrds
these 'Y!? - technical help from their wider
recources and studics, like the help fed forward by the 'Y' Centres
thenselves to 'Y' Urits., For this purpose the Natiomal Centres should

have the ri ht to hove sent back fron all thcatres whatever rau® traffic
and other material they requare, /

D There renains onc possﬂnle link :|.n the 'Y' chain = a N.L.T.0,
'Yt Doard for the cc~ordination of 'Y' in all theatres, presurobly
located with the Standing Gr,up 111 Wash:.ng‘bon (to becune Ccmbaned Chiefs

of Staff), | ,
10, In Sizint, full U.S. - “collaboratlon as at present is
assuried, In regard to other N.4, T T ers, howkver, i1t is proposed,

as has been said, that collaboration should be limted to dissemination
according to strlct need in a disguised fom,and that the processes of
production shculd rormin naticnal secrets, Addationally, there would

be ar&mts for supplying und:n.sguz.sed Sigint to the N.4.T.0. Comnands

on a eyes only" basis, So vast are the resources likely to be

necessary for successful explo:tt tion of Sigint that the comparatively

puny resoﬁrces of other N.[.T. O powers are unlikely to have a quid pro quo

tu offer for UsS, -[_____ |secrcts, and pressure for such an exchange

should be resisted, I —however, to bc borne in rind thet the

ressure op behalf of . Bs o nember of the Standing Group (te becore
|m£_,h’c cuncelvably be beyond successful resistance, where

Justiried, there nigcht be limited co-~o ?eratlon with other National Centres

ain the collcc’c:l.on of raw ‘l:rafflc (e.u. e \\

TR e o s —— e,

——

11, It 18 to be hopcd. Jha.t . the interests of the best overall
effort, U.S. r..nd|:|agcnc;l.cs w1ll cut out unnecessary duplication
both in production and dissernnation  that, as last tine, ~.F.S.h. w2ll

concentrate on certoin tasks and[____ ]on othors, and that U.S. and
a _encies w:Lll in a1n cases do the dissermnation to the forces

the other, S:Lg:l.nt woull be ‘drssernated to intelligence staffs through
GGU's or 8S0's on sirlar lines to last time, It 1s hoped that there

would be a free exchang personnel 'betwecn u.F, Seh.. andlIl an this
schene cf things, : :
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12, There raght be a need for formrd Sigcint processing centres

for certoin tasks = for example 1f thcre werc a task similer to the old

Longfellcw, which would present an impossible problen 1f all traffic

had to be transmaitted back to the Notional Centre, Such a forward

centre would be a subcrdinate a~ency of the National Centre (L.F.S A. or
and be directed by 1ts parent,

13, . It s to be expected that information of technical value to

'T! Centres would become available fron Sigint, e.g. callsign rotas,

keys etcy, Within lamts and subject to satisfactory safeguards, this should
be sent t¢ the 'Y' Centres withcut disclosure of the source by the
National Centre conccrned or possibly by 1ts forward subordinete agencys

EO 3.3(h)(2)
PL 86-36/50 USC 3605
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Ehclosure 1

:OUTLII\‘rL‘ OF TAH{ 01\T GLOBAL ST"{UCTU'L{E IN Wik

o I P LES.f - 1Y, 1950,
'l‘hese v1ews took shape at|:h_|;‘ only ‘the day before I
wit

11ef1:.‘ _ They have not becn ‘dascussed wath thc Services and rmust not b
rcgarded as tho offlclal views of | ruch less those of]

thanking wall now proceed.

Th% deal only wath sane. fundanenta “pr:.nc:.ples as a basis fron which

2, Whether we 11ke :L-!: or lunp it N, A.T o nakes some co-operation

in Sigint with other N.A.T 0, powers s.nescapable. ~Indeed, some such
co~opcration ray well be essential for the effective functa.on:.ng of the
NeuT.0s cormands. Furthermore, the secur:.ty risks could be reduced

by insisting on the adoption of_ [ ]rminrun security precawtions, For the
purposes cf this co-uperation Sigint should be sharply divaded into

two  lowegrade ond high-grade, In some’ mys thas davision wall be
expens:we and in sone ways anefficient but we believe 1t to be u.nave:.dable.
It will be basic to this co-operation wath Niw.T.O. powers that UsS. =

rele tlons should continue to be founded on the[___1A greenent.

3 By lov= rade and high-pgrade we rnean rcsv\ectlvely those tacks
viach can be successfully exploited by the resources of field organisations
and those whose successful exploitation requires the rmich g;ceater and

more h:.g,hly qualificd resources of a National Centre (L.F, 8.k OF .
It 1s not necessrry to be nore precise at this stages In the event,

this rather vague dividing line wall not be difficult to draw  generally
speak:.nf £1eld organisations will not frilter away their resources on tasks
which can offer them no roturn, and 1f, exceptionally, they do, corrcctive
ricasures can be found, For convenience in this cuntext let us call
1ov-grade 'Y and hiaphegrade 'S:Ls:mt'

L, . In 'Y' there should be Whatcvcr co-operation with other N..L.T.O,
powers the nilitary situation demnds. In Sigint co-opersrtion should be
linited to dissermination according to strict need in sone daisguised form,
Lot us take Y farst, ‘

5e . FPor simplicity an :J.llustrat:.on I Proposc to take a purely
axmny connand structure of E:iifavels and of three nationalities - one

U.S,, one and one arny with the appr.priate international
High Congn princy 114 apply to other armed forces, to more

or fewer levels, and tc nmore nationalities.

6. Each Corps would have a 'Y' Unit under i1ts cormand,intercepting
and processing for and disseminating to the Corps H.G. Each Army would
sirilarly have a 1ar[,er 'Y! Unit under its comnand,perforrung the same
service for the arny H... but also getting back as necessary traffic and
rnaterial from the Corps Umts, co-ordainating and studying the whole, and
feedang back to these latter Units technical help such as callsign and
crypt recovcries ete, .t both levels these units would be naticnal and

MM TNO=SEYXVLICC,
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‘,\ With the High Cormand there would 'be a. entre, aintercepting
and processang for and disseminating tc the Hel W ; also, again, and
‘aproba.‘bly os 1ts prinacy function getting back as’ cessmry traffic and
raterial fron the forwerd Units, co-orc’h.rmt:.ng, and ‘studying the whole,
and ‘feeding formrd technical help., In certain circumstances the 'Y! Centre
m_ht rcly entirely on the forward unlts for th nterceptlon of traffic,
There' woulc be provision for co-uperatlon betwecn 'Y Centres an
dafferent theatres, eirther direct or through Netional Centres. The 'Y
Centre ¥ culd be international and maisht be 1ntcr—serv1ce (:mclud:l.ng
naval and sic force clements as 'well as’ my).' It would be subordinate
to the Hich Cormand an the area (not to A.F.S.h. or) Lt
this 1ev<,1 there wculd probably also be a 'Y! Corruttée, inmvernational
and 1nter-semce, ‘and includang representatlves of the Nat:.onal S1gant
authoraties: concerneél, for the purpose ‘of co-orcanatlng 'Y' activaities
in the: area. : S ‘

Be ) hese ‘Y' Centres there woula be the Nat:.onal Centres -
L F.S. Is.. » “ | and the counterpar‘!:. Their function towards
these Y% entres w.uléd be techn:.cal help from their wider

reccurces’ and studz_e.s, like the help fed forward by the 'Y' Centres
thenselves to 'Y' Urits, For this purpose the National Centres should
have the r:x.bht to have sent back fram. all thc.. tres whatever row traffic
and other nater:.al they requ:.re. ] / ; :

9 There rcmlns one poss:.ble l:Lnk 1n the 'yt oha:.n -a N LT.O
'Y' Doard for the co-ordination of 'Y' in all theatres, presurably
located with thc Stand:mg Grr up In; Hashlngton (to becune Corbined Chiefs
of Staff)e PV |

10, In S:Lglnt y full U Se =| / collaborat:.on as at present is
assuned, In regard to other N.A.T O. powers, however, it 1s proposed,
as has been said, that collabora.t:.on should be l:m:.ted to dissernnation
according to str:;.ct need 1n a d1sguised fom,anc‘ that the processes of
proc'luct:.on shoulc" roimin naticnal secrets, Additionally, there would
be aj nts for supply:.ng)’l disguised Sigint to the NoilT.Os Comriands
wn a| ieyes only" basis. So va.st are the resources likely to be
necessary for successful exploltr.t:l_on of Sigint that the comparatavely
puny resources of uther N.;-.T /0, . powers are unl:l.kely to have a quid pro guo
to offer for UeS, = secrcts, and pressure for such an exchange
should be resisted, 1t has, ‘however, to be borne in nind thet the
ressure on behalf oq__m_l:s a member of the Standing Group (to becone
rD:D might concéiva y be beyOnd successful resistance, where
Justifaed, there mght be linited co-operation with other Nat:.onal Centres
in the collcct:Lon of raw trafflc (e.u:p. :

11, It 18 to be h cd that in the :Ln’cerests of the best overall
effort, U.S. and agoncics wall cut out unnecessary duplication
both in production and disserination that as last time, A, F.S.A. w2ll
concentrate on certoin tasks and on others, and tha.‘b U.S. and

a, encies will in certain & the dasseranation to the forces
of the othere, Sigint would be disseninated to :Lntell:l.gence staffs through
GCU's or SSO'ts on sarmlar lines to last time, It 18 hoped that there
would be a free exchange of personnel betwecn w.F.S.h. and[_____ |ain this
schene of things.
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12, There raght be a need for forward Sirint processing centres
for certain tasks ~ for example 1f there were a task similar to the old
Longfellow, whach would present an impossible problen if all traffic
had tc be transmitted back to the National Centre, Such a forward

ould be a subordinate acency of the National Centre (4.F.S.A. or
ﬁ)’and be darected by i1ts parent,

13. It 18 to be expected thet ainformation of technical value to

'Y' Centres would become available from Sigint, e.g. callsign rotas,

keys etcy Within liruts and subject to satisfactory safeguards, this should
be sent to the 'Y' Centres wathout daisclosure of the source by the
National Centre concerned or possibly by 1ts forward subordinetc agencye
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