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COMNTCATY S SECURTRY BOUIRENT

ASSTONIT OF FRIUARY CONRIZARCE

Primary oopnisance for research and development in the fleld of gom
munications eecurity equipment s a-adgmd to the Director of Intelligence,
Responeibility fc;r proJocte, where the security slement is an inteprated
porti-n of an Len of corminications ecuipment being developed by the
Bigral Corps, rests with the Chief Signel ®fficar. Howevar, ccordiration
with the Director of Intelligence through the Chief, Arsy Security Agency
ie required in connsition with the security Features of mich integrated

. squipment .
SZATE, O FRESENC TSCHRICAL EKNORIBIGE -

1, Technisal knowledge applicsble to the field of cormuntoatims
mourity hes sdvancsd mmm beyond its status doring the War,
These advances ayreé the yemlt of sxtensive War Departcent resesrch ard
devolopmmt both in oryptogzraphic methods snd in sssociated engineoring
techniquos, Genersl sclentific advances have made poseible the design

6f seourity equireent compatiblo with futurs plenned corpranications
syatens, '
2. New developrmants in comrmnicstions ssthods snd tachnicues mnd
ndw applicatione of such developwnts in the Amy, have resulted in new
' Baale Militory Requirements for eormilcations security equipront, for
i
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many of theco new requiraments, the gensral approach to the fulfiilment
of these requiramonts is known. FRowsvor, the provision of the ultimato
in gcemunications seduirity equimment for each momvmnications nced will

roquire considersble roesarch and developrort.

3. The long-range srersarch snd deyelopremt progran is dependent
upon basie wmesearch into applicable electrical phemorena, cryptologis
principles, highly mpedélialized slectyonis twibes snd other electyonio
techninques, as wall es the devaloprert of specislised coxpononts vhich
ean be applisd to a nushbor of developeental projects.

he Aotive 1laison with other poverncorkal sgonciss end With ecm-
meroinl fires is bedng maintained to Iinsum that early applicetio is
made of wientific sdvances or sxtensions thercof,

SGURY OF PRESENT PROJECTS

1. Communiications Security Equipment Davelopment is baced on re-
quiremonts submittod as M/Cls by the Army Oround Yorces snd the Army
Ay Foroes as well as requiremonts of high ehelons of the ®ar Deport~

st o  Thowe requireronts as well as mxy Semurity Agency sstimatos of
future reqiirecnts sre coordinated into a basle Oryptoguphic Flmm of
which the development program is a part. This program plmnning is
directed to provide all the using forces _of the h-my with sacura snd
operatiomly wmthaﬂo/;my}%rﬁnh means of comrunisations,
od ot the aary tims reduolng to & minlmum the nurber of types of
security equipment required, ,

2. Corrmnlcatlons Security Equipment under curvent devalopmort will
satisfy requirements for commmnicetione of the following categories:
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s« Oround Point~to-Point Cormunications
{covars both short amt lmg renge). .

be Adr—to~Alr and Alr-to~fround Comaanications.

g, Spesinlized Comumications {includes suthentication
. systean, mathe systens, map rofarcnce syptems, stte).

™hese eatagoriss inclule any eptablished means of symmunication, such as
wire and mdio, employed by the United States )ms,y._ Research and develop-
mont is closaly coordinated with current plans of the wsing echelons,
imioding sdaptability of the egquipmert to operation 4n integrated com- |
mmication systems. Policles of design ardd operation slosely parallel
the tronds of cormmmications iquipmmt: itseif, This $ncludes reduction
in aize end weight &y use of sw-ainiature eomponents, developmert of
speois) dosponents as required, snd by rescarch into electrunic enginser~
ing and cryptologio techniques which will effect mubstmrtial, yeductions,
Dﬂélapmem afforts aro directed toward effecting a winimum of nmring
methanical parts, elimination of muitiplleity of differant componanta and
the incorporation into equi;mr;t of peekaged subeaseesblies in -ét'der 7
improve perforosnce, to slnplify malntenancé and replacerant, and o
provide training "editions in forward echelona, In addition, initial
resenrch Ly bd.xﬁ eonductad on the problems of poviding security for
tslevision snd Hor comtnisation systems employing ultra high Irequencies,
3« The oatopories listed in Peragraph 2 above Inclule oquipment

which will provids for the following methods of comrmmications

a., Off line literal ecrmunicatione,

b. Teletype corranicstions,

o« %oles commnications.

4. Pacsinile
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., present, partioular emphasis is placed on tes (b) amd (o), with
pridority balng given to mecheniass for low achelons based upon apacific
roquests fron Alr and Grownd Forces.

La A proprsn parallsl to that for providing mmmxieatim; seawrity
squipmort {s sonducted in the field of Goomminations Intellipenco,
Repsarch and development of principles and squipmsnt for inteccarting
and recording all typos of commnications, incluoding now methods as they
appéar, 1s a sontinuing problen of major proportions. Extenelive research
into new erypanalytic ths and the devalopment of semooisted
equimment for the spplicatinn of these principles constitute an active
pertion of the ;xro;ram. This wrk must be vigorcusly p\irsuéd in order
to bs abls to pe with rew conmmicalion msthoda wesulting fron scientifio
edvances in the field,

1+ A vwory considerable smount of ressirch will be required to
satisfy existing requiremonts for Gommunicsations Security Equipment.,
Rew oryrtographic mrinoiples most be discovereds. Engirsering techninues
mst ba devalopsd whioh will ambody thepe prineiples and # the saw time
operate in conjuncti-n with exsting ecramications equipment or equip~
mont wndear dovelopnont. In the develspment of commanication security
squipment 4t is frepently pomsidle to enploy techniques snd componsrits
which are tho mnuit of geroral solentific advancement, Hommet:, mach
of the knowledge vequired is pesuliar to the mpacific squipment Involved
and therofora must be obtained ty spocial research. At the mam state
of the art, sesurity equirmert froquently roquires more exacting desien
and conditinns of usagy thon the aspociated communications equipment .
The progross of other govermuetsl, cormercial, amd univeraity selsntifio
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research end the extent of this research will govern a portion of future

rescarch direstad toward the devalopment of meaurity eqipment,
2; Eavh new type of Comaunicatioms Equirment or new method of ueing

o, TRl

i

torsamications Equipment which is sdoptod by the Amiy estatlishes a require~
st for a new type of securily equipments As these now requirswnts arise
they ypresent the necessity for new projects for eryplographic resesrch and
relatsd enginaering ressarch, Developument of sosurity equipwent for Lae-
simle and television oomamication will parallel developmrt elsevhere in
the Amgy of the means for providing thess communisations,
3¢ The protlem of providing Commminications Security is & contimuously

-active problem, Oryptanalytic advances are always attenpting to ovortake
eryplographic technlmues, Therefore if thers 18 not & contimual advancement
in cryptographie techniquas which taks advantage of the most advanced ashieve~
mants in the fleld of scisnce, the sscurity of commmications will be plsced |
in swicus feopardy. It S.e therofore mecessary that the Army contimnue a con-
emntrated research program to provide now and better aryptographie principles
which ytilize the bast that tochmologloeal edvances can provide,

PISCAL INFORMATION

1, Total funds sarried over from previous Plscal Yearas ...§ 43,262
2« Appropriation for Fiscal Year 197 uuuunununumom,mo

4, Appropriation approved by Bursm of Budget for ' |
Phucal Yeor 1948 seecorenanvrssssvvrnsasssssucrncsons 2,&6,7&)

ke as Entimated total ultimate cost of projects for which
s item cn be forseen Wut not including the cost
of ::ont.i!nmxg ]‘3"05&‘0*& rRCCRITANTHOENRENSIIOIOENSP LS 5,&51&,@

b, Estimated total anmusl cost of contimuing projects
L« o, those projects for which no amd iten or
ternination can yot be Lorscan seservestarosversree 906,000




