* Comment Regarding ASA Regsearch and Development’

1, A4S«l4 AS-ZB 9 May 47 ALctivities for Inclusion in ¥War Department Research and
‘ Development Program, Fiacal"Year 1949

L : Major Bergman/L62

1. Reference is made to attached copy of Comment No., 3 of Disposition Form
to Chief, Training Group, which indicates that this Agency will supply a comment
covering Army Securily Agency research and development activitles for inclusio
in the War Depariment Research and Development Frogrem, Fiscal Year 1949,

2. It is desired that this comment be prepared by your office and that it
be submitted to this office by 16 May 1947. Necessary coordination will be ef=-
fected with AS-70, 80, and 90 prior to submission.

3. The comment should not contaln any information which besrs a classifi-
cation higher that SECRET or which will reguire that the recipients thereof be
cryptographically cleared.

4. Attached for your information 1s the document, War Department Research
and Development Progrsm, Fiscal Year 1947, which 1llustrates the desired type of
comment relating to the research and development activities of the Army Security
Agency. It is desired that this document be returned with your recommended com-

ment,
2%

\\ /8/ Paul E, Neff
2 Incls for GEORGE.A, BICHER
1. Cy Disp Form, subjs Sup- ' Colonel, Signal Corps
plement to FY 1948 Research Deputy Ghief, Army Security Agency
& Development Frogrsm Ext 498 ! ‘

2. WD Res & Dev Program, FY 1947

2., A8~70 AS-14 12 lay A7 1. Atteriion 1s invited to Comment No. 1
above together with attached inclosures,
It is requested that a draft for an A8A Sectlon in the WD Research and
Development Program for FY 1949 be prepared, using as a guide the FY 1947
Program, Wording of draft should not be hampered because of security reasons,
since it will be reworked later to bring it down to the SECRET olasgification
in coordination witk AS~80 and AS-90,

2. Please note desdline date given AS-14 for completed paper (16 May).

L /8/ Mark Rhoads
2 Incls o for WILLIAM F. FRIEDMAN

n/fc o " Chief, Communications Research
Ext 215
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:COPY T ‘ ggmmen’h’!n?g’&z‘tfiﬂg A ‘iesearch %nd Development =
oy ER AS-lA AS-71 14 Hay 47 Activitles for Inclusion 1 War Department Research and 5
1T . s Development Program, Fiscal Year 1949 -
B i ' o o IO . o iﬂﬁaﬂ$!§
= I;_eference is made to Section XIV of War Dr-‘partment Research and Develop= _ E
L - ment Prcgram for Fiscal Year 1947, Subject; ‘Communications Security Equipment. E
.7 It is recommended that the contents of the draft for Fiscal Year 1949 be substan- =
. t1ally the same as that contalned in this reference. In order to conform with the E
- arrangement contained in the program for Figcal Year 1948, 11 1s necessary that -
the item on "Assignment of Primary Cognizance™ be 1listed rirst and that an item -
on "Fiscal Information" be added.. =z

2., In order to bring the statements for the Fiscal Year 1947 program up to
date, it is recommended that the following changes or additlons be made:

‘a. tAssignment of Primary Cognlzance“ ghould be revised to read/ o
follows: "Primary cognigzance in this field is assigned to the Director of Intel-
ligence. Responsibility for projects, where the securlty element is an Integrated
portion of an iter of communicatlon equipment being dsveloped by the Sighal Corps,
rests with the Chief 8ignal Officer. However, coordination with the Director of
Intelligence through the Chief, Army Security Agency, is required in connection
with the security features of such integrated equlpment,”

b, "Status of Present Technical Knowledge™ i
(1) Paragraph 1 should be revised to read as follows: M"Technical
. knowledge applicable to the fleld of communications gecurity
N : is conslderably sdvanced in comparison to its status during
o the war, These advances were thg result of extensive War De- .
F??’”‘f _ © partment research and development both in cryptographic methods
S o ahd in associated enginering technigues, General sclentific )
T F ' glvances have made possible the stign of equipment which was
needed earlier in the war but was not avallable, The long range
’\/ fdevelopment program is dependent on basic research into eppli-
: S cable phenomena, cryptologic principles, hlghly speclalized
e " _electronic tubes and other electronic techniques as well aa the
R s . . ‘“development of spsclalized components which can be appli:d to :
_ ' f\\: a number of development projects. Active liaison with other -
:_ N . °  governmental agencles and commerciel firms has made possible

. -the aarly applieation of scientific advances or extensiong
._thereof

LI

-
i

_ (2) The last sentence of Paragraph 2 should be revised to read as
- %, .. follows; "This work is mainly in the filelds of radio and wire
IR A _cotmihications but also includes any other currently used or
A  _' g‘proposed methods oft communicatﬁon.

A

%;f “Summary of Present Projects“

,,é‘
~
+
(o}
.

(l) Tha 1ast portlon of Paragraph 2 should be revmsed 1o roas as ///
- .follows; "These categories include any established means of
‘,g} ‘gomhunication, such as wire and radio, employed by the United

: fR\States Army. Research and development is closely ccordinated

R ._ith current; plans of the using echelons, including sdaptability

\\ of the equipment toc operatign in integrated communication systems.
Poiicles of design and op ion closely parasllel the trends of
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"3, AS-l4 AS-71 14 May 47 Development Program, Fiscal Year 1949

(2)

Comment Regarding AaA_Reseérdh snd Development
, Activities for Inclusion in War Department Resecrch and

communications equipment itselé This includes, reduction in
size and weight by use of sub-minlature compone%s, development
of specisl components as requirzd, and by resesrch intc elec-
tronic engineering and cryptologic techniques which will effect
substantial reductions. Development efforts are directed toward
effecting a minimum of moving mechanical parts, elimination of
multiplicity of different components and the incdrporation into
equipment of packaged sub-assemblies in order to improve per-
formence and to simplify maintenance and replacement in forward
echelons."

The following should be added to Paragraph 2: "In addition,
initlal research is being conducted on the problems of providing
security for television and for communication systems employing
ultra high frequencles,m

d. "Future Research and Development® L

(1)

(2)

e. The following should be added to complete the Section "Fiacal Infor-

mation,?

Add to Paragraph 13 ™At the present state of the art, securlity
equipment generally requires more exacting design and conditions
of nusage then the associated commmiecatlons equipment., The
progress of other govermmental and commerclsl scientific re-
search and the extent of this research will govern a portion of
future research directed toward the development of security
equipment, "

Add to Paragraph 2: MDevelopment of security sequipment for
facsimile and televislion communication will parallel development
elsewhers in the Army of the means for providing thess communi-
cations,®

1. Total funds carried over from previoua Fiscal Iears............$ 431,262
2. Appropriation for Fiscal Year 1947...ccecvcocccnccoacocssrae re 2,018,000
3. Appropriatlion approved by Bureau of Budget for Fiscal Year f

1948..........,... 2,206,780

4o, Bstimated total ultimate cost of projects for which an end item
can be foreseeg but not including the cost of continuing projects

L R R R ] 5 454,000

b. BEstimated total amnual cost of continuing projects; i.e.; those
projects for which no end item or termination ecan yet be fore-

Baen......I"...9..0"..'.0..-....-'..ll‘oc...n'l'..‘&.l.noi. 906,000

/8/ 8. Kullback
5. EULLBACK
Chief, RL Div,

1‘IFl ' Ext 321
%E% | COPY
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Comment iisgarding A3A Hesesrch and Development
‘ Aotivities for Inclusion irn ¥ar Department Research and
4e ASell A3-80 19 way 47 Development Progrem, Fisonl Year 19,9 (contd)

1., It is eomsidered that the Cormunieations Security iyuipment 3eotion
(Section XAIV) of the War Department lesearch and Development Prograr, Fiseal Year
1949, should be presented in a form aimilar to the attached draft, Cogniszance
has besn taken of the recosmendsiions of Research Laboratoriss Division as shown

in Compwmt Number 1.

7 2. It is recommended thst further ovordination with WDGA3-70 and WDGA3~90
be affected, ,

3 Inels A, SRV
Mded 1 incl Chief, 3ecurity Divisiom
3. Draft of Seetien Extension 241
X1V, "Communica«
tions Security
iquipment™

pzo - /77037




REF ID:A60954

RBRAZI

BECTION X1V
" GOMMUNICATIONS SFCURTTY EQUIPMENT

ASSIGNMFNT OF PRIMARY COGNIZANCE

Primaxry cognizance tor reaearch and development :m the field of cormunie
cetions security equipment is assigned to the Director of Intelligence,

Responsibility for projects, where the security olement is an i.ntegrated

portion of a.x;'item of compunications equipment being developed by the Signal

'Gorpa, resta with the Chief Signal Officer, However, coordination with the

. Direc'bor of Intelli{,ence through the Chief, Army Security Agency is required

in connection with the security features of such integrated equipment,
ATUS OF ENT TECHNICA W LE
1_. Techn:lcal Lnowledge applicable to ‘the f1eld of communications
secuz‘ity has advanced considerably beyond ita status during the War., These
advences are the result ¢of extensive War Department research and development

both in cryptographio methods and in associated engineering techniques.

. General scient:Lfio ad'mneea h&ve mrde poasible tho deaign of security equipe

FORM A7031 SEP 87

nent compatible with ruture planned communicationa syatems.

g ki .;2-. llew developments 1n communicationa nathods and techniques and new

applications of such developments in the Army, have remz_lted in new Basic

: - Siilitary Hédizﬁ'émehta- for coinﬁﬁﬁideiﬂoﬁs" aééﬁ'rify“e@ﬁfﬁnent. FOr many of

theae new requiremen*bu ’ the zeneml approach to the fuifillment of these

NSN: 7540-FM-001-5622
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-SECRET
= | requimiénts i_é k'g‘xpwn,_‘_ H__qiqﬁ_r, the provision of the ultimate in communi-
cations s_ecur_ify -equil':xneﬁt-i-’d:-' eaéh comnunications pecd will require
considerable reseérch and development, .

3. The longerange research and dWelopment. program is dependent upon
basic research into applicable electricel phenomena, cryptologic principles,
highly specialized electronle tubes and other electronic technigues, as
well a8 the development of specinlized components which can be applied to
a mmber of developmental projecta, ’

4s Active liaison with other 'governmen_tal agencies and with o§mﬁerci&l
£irms 1s being minta:lneci to insure that early application is made of
scientific advances or eitenaiona thereof, The possibility is being
considered of arranging for rescarch on related problems to bhe carried
out in academic Institutions,

g e o

1. Considerable effort ig being directed toward the preparation of a |
Gryptographic Plan to serve as a guide for the future research and development
progm.n. in the field of commnications sccurity equipment, The objéct of such
a program is to proﬂde the using forces of the Army with secure and operas
tionally practicable -comnm;li‘cétion_}_s.se.curity equipmenta for every commmi-
cations née&.

2, In the cryptogmphio Plen the communications uecurity requiroments

of the Army sre congidered under thres categories:
e, CGround Point~to-Point Communic_ationp {covers both short and

1ong ranse). o
i: A:lr-to-&ir and' —Aii-yg-Groun«i qumunications,

F ” ..:u-_d"l"'hf‘

-
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R.EF ID AED 954 .

‘0. Specialised Gémxﬁunicatiéns (iﬁclﬁdu authentiéation systems,
weather systemg, map reference systems, etc.). :

3. Predicated upon the class of the using agency, the means of
communication available to those agencies, and certain fundamental
principles desired "tor oryptographic mechanims end sysfems, the Crypto=
gmphic P]an establiches the Basic lilite.ry Requirements which must be
fulfil 1ad hy camnunicationa uecuriw equipmnts prov:ldod to neet each
eommunications need, and 1iste thesec Basic NMilitary Requirements under
each of the three categories of commmications,

4e Coordination has been effected with the Army Ground Forces and the
Army Alr Forces, who have presented sets of Military Characteristics which
they desire apecific items of communications security equipment to possess
to meot their comminications meeds, These Military Cheracteristics have
been related to the Basic Militery Yteqdirments 1jrted under each category
of eommunications.

5. Communicatiors ﬁecur'ity equiztments roquired under the Cryptographie
FPlan include equipments which provide lecurity for the following ‘methods of
cormanleation: |

2, Faosinile corrmnications,

b, Teletyps ct;mm.nicationse

6. Voice communications, |

d. Offeline literal cormunications.
Based 'ulpon expressed desires of the Army Ground Forcea and the Army Air
Forces, priority is being given at the present time to the devolopment of
mll, light-we:lgh'h commnicationa security devices which will provide
iecurity for f.aletypa and vo{ce comunioationa in the lower echelons,

3

gcider




 REF.ID:A60954

-&GRE-E_T ~~~~ ! .

6. Research and development of cormunications security equipment is
proceeding, therefore, upon the basis of firm requirements and priorities
ap-expressed by the using forces, and is being olosely coordinated with
current and future plans of the using echelons, including adaptability of
the equipment to operation in integrated communications ﬂyﬁtems. Poliocies
of design and operation closely parallel the trends of communiocations equip-
nent itmelf, This includes reduction in sire and weight by use of | |
sub«niniature components, development of special components as required,
and by research into electronic engimeering and cryptologie techniques
which will effect such reductions. Development efforts are directed toward
effecting a minimuy of moving mechanical perts, elimination of multiplioity
of different components and the incorporation into the squipment of packaged
subeasgemblies In order to improve performance and to simplify maintensnce
and replecement in forward echelons, \

Te i‘nitial research is being conducted on the problems of providing
secuxi’aj for television and ecommunications systems employing ultra=high
frequencies,

1, A very connide'rablolamount of research will be required to satisfy
exinting requirements for communications security equipment. New oryptoe=
- graphic principles mist be discoverejd. Enginecering techniques must be
developed which will wbody these principles and at the ssme time operate

in oconjunction with existing commnications equipment or equipmeixt undey
development, In the development of communications security equipment it

18 frequently possible to employ tedhn'iquea and componsnts which are the

i
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S ems L

| fumlt ot ganera.i lcien‘biric advancement. !owavar, wuch of the knowledge
roquired is pecnl:!nr to the speciﬂc oquipmen'& involved and therefore must
be obtained by lpecial resecarch,

2, Each new type of commmications equipment or new method of using
eamunications equipment which is adopted by the Army reqﬁires the provision
of a new types of security equipment, As these new requirements arise, they
‘Aecessitate the establishment of new projects for cryptographio research
ant related engineering research, -

3, The prbv:ln,ion of comrunications security is a continuously active
problem, Advances in cryplanalytic methods are alwaym striving to weaken
camunications security, and only by contimual improvement in cryptographic
principles and techniquen can the security of' commnications be assured,

It 15 mecossary, therefors, that the Army pursue a vigorous research program
to digcover and euploy 'new and stronger cryptographie principles and
technigques which will assnre the contiming security of United States Ammy
cemmmnications,
FISCAL INFORMATION
| 1. Total funds carried over from previous Fiscal Yeers ..... § 431,262
2, Appropriation for Fizcal Year 1947cccevcccvvcocsconesavens 2,018,000
3. Appropriation approved by Buresm of Budget for Fiscal '
YeaT 1948 usueresceonensocnrsesessssensoacasanssonconesese 25206,760
4, &, Estimated total ultimate cost of profects for which
‘an end item can bo foreseen but not including the

gost of contimuing ProjJectB . eccceccscctcscsscesocane 5,454.000
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5. LREE ID:A60954 "

Estiméied total anh;ml cost of 6ontirming projects;

Lo N

1.e., those projects for which no end item or termi-

pation can yet be foreseen.cesccaceessescrsisscsconses

906,000




